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Execution time analysis of AES cryptography on a Raspberry Pi Pico
Using a Raspberry Pi Pico as a model system for a scarce resource environment to
study the effects of AES on the performance of the system.

Jonatan Svensson
Anders Karlsson
Department of Computer Science and Engineering
Chalmers University of Technology
University of Gothenburg

Abstract
This degree project aims to explore how a advanced cryptography can be applied on
a resource scarce system. Specifically, the targeted system is a Raspberry Pi Pico
and the advanced cryptography method is AES. Open-source AES implementations
were used to achieve encryption, decryption and CMAC verification. Various tests
cases were constructed to investigate the Raspberry Pi Pico’s performance under
these test cases. The performance of the system was analysed by extracting data
about the execution time.
The data conclusively described a linear and predictable behaviour both when en-
crypting and decrypting 16 bytes thousands of times; when encrypting 4096 bytes;
and when the encryption functions were interrupted by a load case. Encryption
and decryption should theoretically take the same amount of time, however, the
data showed decryption taking significantly longer; a problem that gets exacerbated
with larger data sizes. Furthermore, the findings indicates that the performance of
encryption and decryption functions remains unaffected by the available RAM.

Keywords: Cryptograhpy, Cybersecurity, Embedded Sytems, AES, Microcontroller,
Raspberry Pi Pico
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1
Introduction

1.1 Background
Cybersecurity is becoming increasingly important in the world and not least in the
automotive industry. The industry demand for embedded systems is increasing.
From a safety perspective, basic features requiring embedded systems, such as ABS
brakes and airbags, are mandatory and widespread with more advanced safety fea-
tures driving the demand up across the world. More demand for these types of
systems comes from technological strides that solve more problems and implement
new features with smart systems [1]. This development of products and features
occurs faster than the cybersecurity of the systems that handle the computations.
This has led to many embedded systems being vulnerable to attacks attempting to
exploit this lack of cybersecurity for malicious purposes [2].

In the year 2024, a new cybersecurity ISO standard (SS-ISO/SAE 21434:2021) [3]
will become mandatory for the Swedish automotive industry. The goal of the stan-
dard is threefold: define cybersecurity policies and processes; manage cybersecurity
risks; and foster a cybersecurity culture in order to keep up with evolving attacks
and technology. It is a comprehensive approach to solving the problem of embedded
system security acknowledging the rapidly developing industry. With more inte-
grated systems requiring security protocols, issues such as time-delays develop and
act as an obstacle for the embedded system. The latter part, is generally a process-
ing power issue that more advanced computers solve with their luxury of immense
computing power. The effect of advanced cybersecurity running continuously is not
as well documented on weaker embedded systems as it is on their more capable
counterparts [4]. Their resource scarce environment attempts to control multiple
processes at the same time. This has led to the thesis question:

How can advanced cryptography be used in a resource-scarce environment?

1.2 Aim
The project aims to collect performance data about an embedded system under
the stress of an advanced encryption solution that would be sufficient to deter any
reasonable attempt to break the encryption directly. Information collected from the
system provides insight into the possibility of applying advanced cryptography on
any embedded system.
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1. Introduction

1.3 Goals
The goal of the project is to have a complete software solution for cryptographic
functions and testing, applied on an embedded system. Regarding cryptography, it
should be able to use encryption and decryption such that the embedded system
can perform: authentication of its source and to protect data. The testing goal is
to be able to apply stress loads upon the embedded system and gather performance
data.

1.4 Limitations
There are a multitude of ways to attack an embedded system and dealing with the
different approaches requires different defenses. It is not within this project’s scope
to deal with the entire chain of the message, nor with the full range of attacks. This
degree project will deal with the core of cryptography and only apply a cryptography
solution to the embedded system to study its effect on the perfromance of the system.

1.5 Ethical considerations
Any work with cryptography usually means handling sensitive information and or
ensuring that vital information is authentic. If the data is not handled correctly, it
can have dramatic negative consequences. Therefore, as a consideration, the project
will not handle any real-world data that can generate such consequences. Moreover,
the project has the purpose of research and thus, any application into real-world
settings should be taken with great precaution and further researched by experts in
the field.

Ecological considerations are not handled due to their perceived irrelevancy to this
project. The project is software focused and will not be applied to any areas within
ecological interests. Industries providing the chips, materials and or other ecologi-
cally encroaching industries are not within the scope of this project and therefore,
not considered.

Societal considerations, apart from the sensitive information consideration men-
tioned above, are not dealt with. This project is not expecting its result to encroach
upon anything at a societal, communal or group level. If such a problem arises, it
will be discussed in this degree project report.

2



2
Theory

2.1 Cryptography
This section will deal with the background theory of cryptography that is relevant
for this report.

2.1.1 Symmetric and Asymmetric cryptography
In cryptography, a key is used to encrypt a message that person A wants to send
to person B. The way this key is shared is the difference between asymmetric and
symmetric encryption models.

Symmetric encryption relies on a shared key that is kept secure and secret [5]. This
key is both used for encrypting a message and decrypting messages, meaning that if
person B wants to send a message to person A, both persons needs to have the same
key. Person B encrypts a message using the key and sends the encrypted message
to person A who can then decrypt it using the same shared key. Thus, distributing
the key is the major weak point of symmetric encryption. The encryption can be
powerful enough, however, if a third party has intercepted the key, then the security
is void. The focus for symmetric cryptography is both creating a encryption method
and distributing the keys safely to the intended parties. Figure 2.1 illustrates how
symmetric encryption works.

Figure 2.1: Simple illustration of how symmetric encryption works
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2. Theory

Asymmetric encryption solves the distribution problem from symmetric encryption
by creating a pair of keys. One key is private, held securely by the creator, and one
key is public and published for everyone [5]. Person B can send a message using
person A’s public key to person A. Person A can then use the private key to decrypt
the message. No matter who has access to the public key, the message cannot be
decrypted without the private key. The pair of keys are created through a one-way
function. This means that if you have the initial conditions of the function, deriving
the keys is easy. However, with only the result of the one-way function, deriving the
initial conditions are for practical purposes impossible and thus, the private key is
secure. Figure 2.2 illustrates how asymmetric encryption works.

Figure 2.2: Simple illustration of how asymmetric encryption works

2.1.2 Advanced Encryption Standard
AES stands for Advanced Encryption Standard and is a symmetric block cipher [6].
Block cipher refers to the data being treated in blocks of predetermined sizes. For
AES, the block size is 128 bits which are treated in several rounds of the algorithm.
There are three versions of AES: AES-128, AES-192 and AES-256. The number is
referring to the size of the key used. Other than key size, the number of rounds of the
encryption algorithm applied varies between the three versions, with AES-256 doing
the most and AES-128 doing the least. The encryption algorithm utilises bitwise
xor, bit shifting, byte substitution and matrix multiplication to encrypt a given
block. The byte substitution is performed with a substitution box, also known as an
s-box. From the original key, new keys are generated that are used in the rounds.
However, since AES is a symmetric encryption method both the encryptor and de-
cryptor needs to have the same key. This could mean a security risk if the key is
not transferred over secure channels.

2.1.3 Blowfish
Blowfish is a symmetric block cipher with a variable key length [7], from 32 bits to
448 bits and a block size of 64 bits. It consists of two parts, a key expansion part
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2. Theory

and a data encryption part. The key is expanded up to 4168 bits. The encryption
consists of 16 rounds and is treated in blocks of 32 bits each, All operations are xor
or addition with the exception of a few byte substitutions.

2.1.4 RSA
RSA is an asymmetric encryption method. It utilises big prime numbers often over
100 digits per prime number to achieve a one way function [8]. Both the public and
private keys are based on the result of the multiplication of the two prime numbers.
Both keys consist of an exponent and a modulus. The modulus m is the result of the
prime number multiplication, commonly around 1024 bits, and is the same in both
keys. The public exponent is normally set to 65537 which is a prime number that is
not too large. The private exponent is derived from the other parameters. A message
is encrypted by raising it to the power of the receiver’s public exponent and taking
the modulus of the resulting number with the value of m. The private exponent is
used for decryption. Since both keys are very big the resulting calculations will be
massive in size. However, none of the parties needs the other ones private key to do
the encryption. The security won’t be compromised because no secret keys need to
be exchanged.

2.1.5 Elliptic curve cryptography
Elliptic curve cryptography or ECC for short is an asymmetric encryption method
[9]. It utilises the mathematics of elliptic curves to generate the key pair. One
strength is that it uses smaller keys than RSA while still obtaining the same security
level. However, ECC is difficult to securly implement which is its biggest drawback.
Its main uses are for secure key exchange and authentication protocols and it is best
used in conjunction with other methods.

2.1.6 Message authentication code
A message authentication code or MAC for short is a cryptographic technique used
to verify the authenticity and integrity of a message [10]. It can also be use It is a
short piece of information, often referred to as a tag. The MAC is generated with a
secret key by the sender and is verified by the receiver by generating a MAC with
the same key. If these are the same the sender is authenticated. MACs can also be
used as a way of signing messages to verify the senders identity. There are several
different methods to generate a MAC and the encryption method used decides which
MAC version is suitable. As an example, CMAC is a method used to generate a
MAC and is appropriate for block ciphers

2.2 Target system
The target system aims to mimic an embedded system. An embedded system is
a computer system that uses processors, memory and input/output peripherals to
achieve a or several different functions [11] within a larger system or by itself. It
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2. Theory

combines hardware, software and smart control to provide an array of functions
such as intelligence and automation. Commonly, microcontrollers are part of em-
bedded systems to perform operations and send control signals. Common places
where embedded systems are used are in cars, medical equipment, and industrial
plants. A microcontroller is a small computer on a single integrated circuit chip
[12]. It typically contains a processor core, memory, and programmable input/out-
put peripherals. Microcontrollers are commonly used in embedded systems and
are designed for specific tasks that require a high level of control and automation.
Arduino Uno and Raspberry Pi Pico are current examples.
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3
Implementations

The implementation of the project followed the high level requirements (HLR). These
criteria are based on an initial literature study in order to direct the efforts and align
the degree project with the employer. The HLR are as follows:

• HLR01: The system should have a microcontroller that is able to encrypt a
message between 1-64-bit on its own using an advanced encryption method.

• HLR02: The system should use one of the encryption methods: Blowfish, AES
or ECC.

• HLR03: The system should be able to generate a MAC in order to respond to
a request for authentication.

• HLR04: The system should be able to verify the MAC sent by a similar system.
• HLR05: The system should have the ability to measure the performance of

itself under loads.
• HLR06: The system should be able to introduce performance disturbances

such as severely limited memory.
• HLR07: The system should be able to introduce performance disturbances

such as calculation.
• HLR08: The system should be able to produce information about execution

time.
• HLR09: The system should generate performance data to be the foundation

for a security level-performance balance.
• HLR10: The system should handle unacceptable runtime lengths and response

times gracefully.
Based on these HLRs revolved around three key points for the project which fell
naturally in the following order:

1. Find a microcontroller that represents a part of an embedded system.
2. Use a cryptographic solution and apply it to the microcontroller.
3. Extract performance data and run various tests on the microcontroller.

7



3. Implementations

3.1 Choice of microcontroller
An NXP S32K148 development board was considered as the targeted microcontroller
since it was provided by the company. Although it is appropriate for an embedded
system, it had several issues. For example, the start-up resources linked pages that
had been removed and used software that had modern successors. These conditions
resulted in connection issues and prevented uploading code to the microcontroller.
Without progress in solving the problems, the decision was taken to discard the
NXP board and search for a new microcontroller.

The search was largely based on microcontrollers with an appropriate clock fre-
quency. By researching three major processor and embedded system solution providers
and with reference to the previously considered NXP development board’s processor,
a few criteria were created.

1. The processor’s clock frequency should be between 40-150MHz.
2. The processor should be 32-Bit.
3. The microcontroller should be able to serially communicate with a terminal.
4. The microcontroller should have support for start-up processes such as, code

upload and serial communication.
5. The microcontroller should have programmable IO ports with support for

hardware and software interrupts.
The Raspberry Pi family has a large community, and plenty of documentation and
thus, was a natural place to explore. The Raspberry Pi Pico (Pico), seen in figure
3.1 fulfilled the criteria excellently and allowed for the swift implementation of ideas.
Relevant specifications are: Dual-core Arm Cortex-M0 processor, 133 MHz, and 264
KB on-chip SRAM [13].

Figure 3.1: Raspberry Pi Pico
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3. Implementations

3.1.1 Working with the Raspberry Pi Pico
To work with the Pico using C/C++ code, it required setting up libraries, compil-
ers and configurations. The guide by V. Hunter Adams [14] eases this process by
providing steps to set up Visual Studio Code such that one can generate UF2 files
from C code. UF2 is the file format that is needed to transfer the code to the Pico.
The preferred programming language of the Pico is MicroPython [15]. However, C
is supported as well within the Pico setup manual. The guide by V. Hunter Adams
assists with this in a symbiotic way. The set-up with Visual Studio Code provided
a suitable environment to run C code with the addition of Pico functions provided
by a library.

3.2 Cryptographic solution
With the literature study as the basis, four candidates for the cryptographic solu-
tion were found to be relevant. All four candidates provide ample protection for
a microcontroller in an embedded system. The candidates were investigated and
evaluated jointly.

3.2.1 Exploring the asymmetric cryptography candidates
The candidates for asymmetric encryption were RSA and ECC (their specifications
are described in the theory chapter). One side-effect of RSA encryption is that it
handles extraordinarily large numbers [8]. With a quick first implementation, it was
clear that this broke the compilation or in the best cases handicapped the compu-
tation. Consequently, RSA was abandoned as a possibility.

ECC has an important role in security. Its strengths lay in authentication pro-
tocols, key sharing methods and as a tool for generating a secure s-box (used in
AES and Blowfish). It fulfils the HLR03-04 by generating authentication however,
it does not provide a solution to encrypting entire messages on its own [9]. How-
ever, it could be used in conjunction with a symmetric encryption method as a way
to securely transfer the key between two microcontrollers. This is however out of
scope for this project. In addition, finding an applicable solution proved difficult
and consequently, the decision was made to reject the ECC.

3.2.2 Deciding which symmetric cryptography solution
The candidates for symmetric cryptography were AES and Blowfish. From a com-
puter science perspective, certain mathematical operations are more resource effi-
cient for processors. In broad terms, bit-wise functions are relatively simple for pro-
cessors to compute. For example, XOR and left/right shifting are straightforward
computations for a processor due to their underlying architecture. Other opera-
tions such as division are slower because of the architecture. AES and Blowfish are
block ciphers and these use resource efficient operations. This point argues for the
suitability of their application on a microcontroller that has limited resources.

9



3. Implementations

AES is the adopted encryption standard by the United State National Institute of
Standards and Technology (NIST) [6] and is considered unbreakable from brute-force
attacks . It is widely adopted in the world to protect data and has seen widespread
use. One of the reasons for this is that it is an open standard which means anyone
is free to use it for non-commercial and commercial use. Several open-source codes
make the cryptographic solution easily accessible and implementable.
With AES fulfilling the HLRs, it was elected as the cryptographic solution which
the thesis project would deploy on the Raspberry Pi Pico.

3.3 Implementation of AES encryption on the Rasp-
berry Pi Pico.

For starters, a ready-made implementation of the AES encryption needed to be
found, preferably implemented with at least the two key sizes 128 and 256. A
lightweight implementation of AES was found [16] that fulfilled the requirements
for the cryptographic solution and as per HLR02. As a bonus, it was verified with
test vectors from NIST and was chosen as the AES code. However, this implemen-
tation did not have MAC generation which is required by HLR03. Therefore, a
second implementation that had both an AES and CMAC solution was searched for
and discovered [17]. The AES of this second implementation was not verified and
therefore, it was decided to take the CMAC and apply with the first AES imple-
mentation. This combines the strength of the first implementation’s AES with the
capability of the second implementation’s CMAC generation.

To join the first implementation’s AES and the second implementation’s CMAC,
some changes in the code were required since they were working with two different
libraries. The main changes were in the form of changing function calls and variable
type declarations. Therefore an understanding of how each implementation worked
was needed such that functions and variables could be used in a proper manner.

This conjoining of implementations was firstly done in a normal C environment
for debugging purposes and then transferred over to the adapted C environment for
the Pico. No issues were found in that transition. With this completed, HLR01,
HLR02, HLR03 and HLR04 were achieved.

The resulting library has both the key itself and the plain text implemented as
an array. To change the key size only one value needs to be changed in the code.
The encryption and decryption function takes pointers to the key and plain text
to be used as arguments. If a larger text than the block size is to be treated, the
pointer to the text needs to be moved 16 positions after each function call. This way
it effectively steps through the array since the cryptographic functions take blocks
of 16 bytes.

10



3. Implementations

3.4 Performance data: Execution time
The aim of the project is reflected in HLR08 which requires performance information
about the system. There are several different performance indicators for systems;
however, some require special tools that are bound to the respective systems they
are developed for. In our case, the Raspberry Pi Pico has access to a way to cal-
culate execution time which is a parameter that is of interest and fulfills HLR08.
Other tools for performance data were not found and thus, not considered.

To measure the execution time of select parts of the code the builtin function
time_us_64() of the Raspberry Pi Pico was used. It returns a 64-bit timestamp
in microseconds which can be used to calculate the execution time by calling the
timestamp function at the start of the part to be measured, saving the return value,
and doing the same at the end. The difference between these values will be the
execution time. With this functionality, HLR05 is fulfilled.

3.5 Compiler issues
With the encryption up and running and a method to obtain its execution time was
implemented, some basic testing was conducted. The first rounds of encryption were
promising in terms of performance. However, the obtained values were unrealisti-
cally fast. Since both the key and the text were hard-coded during these first tests,
the compiler did all the calculations during compilation. This was circumvented by
declaring said variables as volatile. For good measure, a code snippet that allows a
user input of plain text to be used was implemented. With this two-fold safeguard
against the optimization of the compiler, more reasonable test values were obtained.

3.6 Testing data and load cases
To simulate an embedded system, a way to give the microcontroller arbitrary tasks
had to be established. Two possibilities were considered, a simple approach with
interrupts or a more advanced approach with a real-time operating system. The
former was chosen since it can fulfil HLR06 and HLR07 while still being fairly sim-
ple to implement. Since the Pico supports both software and hardware interrupts,
periodic and sporadic tasks with high priority can be simulated.

3.6.1 Load case: Floating point division
A function that performs floating point division (FPD) was created to simulate a
resource demanding task. The function is Quite simple in its implementation with
the only input argument being how many iterations of floating point division are to
be done. This allows for a flexible way to stress the system to various degrees.
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3. Implementations

3.6.2 Load case: Memory claim

Another interesting aspect to test was the system’s performance when most of its
RAM has been claimed. Once again this was a function with quite a simple imple-
mentation. The input argument decides how big of an array of the type integer is
going to be allocated. Some quick tests found that 15821 integers were the maximum
amount of memory that could be claimed without the Pico crashing. Therefore, to
test the limit 15820 integers were claimed and then normal encryption/decryption
tests of 16 bytes were run. A sample of 100 data points was extracted as described
below.

3.6.3 Test arrays and data extraction

With all of the necessary components implemented, a proper test structure was
needed to make all the tests run as smoothly as possible. Four buttons were set
up as hardware interrupts. Three of them change test parameters and the last runs
the test. This made it possible to run several different tests without the need to
re-flash the Pico. However, to change the key size re-flashing was necessary. The
test data was saved in two arrays, one for how many iterations, or which iteration,
and one for execution time. The results were reported via USB to a computer in a
structured list, thus, fulfilling HLR08 and HLR09. To test the functionalities of the
constructed system, a couple of test cases were designed. These are described in the
sections below.

3.6.4 Test case: Encryption and decryption of 16 bytes

This test case was designed to gain data about encryption and decryption execution
time. Moreover, the test case will be used to investigate whether if there is a
difference in the execution time between individually called encryptions/decryptions
and when they are called en-masse. For this test, a plain text of 16 bytes was used,
encrypted or decrypted a single time or several times with both the implemented
key sizes. The number of iterations for the mass calls ranged from 0 to 3100.

3.6.5 Test case: Encrypting of 4096 bytes

This case will test the capability of encrypting larger amounts of data. A plain
text of 4096 bytes is encrypted or decrypted with both the key sizes. 4096 bytes
were chosen since prior to 2016, 4095 bytes were the biggest payload that could
be sent according to ISO 15765-2 [18]. The standard’s payload has since increased
however, 4095 is justified by the company requesting it and the aim of applying
this implementation to older embedded systems. Systems that would be operating
according to the older standard. As a side note, the reason for 4096 bytes is the
AES’s block requirement of being a multiple of 16. Since AES needs messages in
multiples of 16 bytes one extra byte was added.
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3.6.6 Test case: Encryption with interrupts
This case was designed to test how the execution time of encryptions or decryp-
tions is affected when being interrupted. A plaintext of 16 bytes was encrypted
or decrypted 100 times with both key sizes. However, during this test, a periodic
interruption every 200µs was triggered which ran 60 operations of floating point
divisions. 200 µs were chosen since early testing showed that a single encryption of
16 bytes has an execution time of around 100 µs. This ensures that at least every
other encryption gets interrupted. 60 FPDs has an execution time of around 100 µs.
A smaller number of divisions would not impact the execution time enough to be
properly detectable. A larger number of division would just make the testing take
a longer time.

3.6.7 Test case: Encryption with severely limited memory.
This case was designed to test how the execution time of encryptions and decryptions
is affected when most of the microcontroller’s memory has been claimed. The same
parameters as the previous test were used. However, this time the load case of
memory claim as described in its section was applied.

3.6.8 Test case: Message authentication
This case was designed to test the execution time of the implemented MAC, more
specifically CMAC. The case will only test the verification of the CMAC since the
only difference between generation and verification is a simple comparison operation.
The test is run with a sample size of 100.
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4
Results

This chapter will handle all of the results yielded by the test run on the project. It
will present the data and discuss it. Full source of raw data is in appendix 1.
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4. Results

4.1 Mass-call test of encryption and decryption
of 16 bytes

Figure 4.1 shows four causal relationships that are completely linear. There is no
decrease or increase in performance when running 10 or 3500 encryptions. Each
encryption takes the same amount of time. In addition to this, each try provided
the exact same time data or within a couple of microseconds.

(a) Key-size 128, decryption of 16 bytes (b) Key-size 256, decryption of 16 bytes

(c) Key-size 128, encryption of 16 bytes (d) Key-size 256, encryption of 16 bytes

Figure 4.1: Four graphs of the results from a mass-call test that encrypts or
decrypts 16 Bytes 3500 times with varying key-size 128 and 256.

At ’0’ encryptions and decryptions, the average time was between 0.4 µs and 0.7 µs.
This is the expected result as not running any process should only make the clock
start and then turn off immediately. The trend lines y-intercept, however, is ranging
between 6-17 µs when it should be ’0’. One hypothesis is that it is time taken for the
processor calling functions. This is further supported by table 4.1, where the data
shows that when calling encryption/decryption functions individually the average
time is increased across the board. Moreover, it is consistent within decryption,
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Table 4.1: Table over average times when calling the encryptions/decryptions
individually or by mass-call.

which has 12 µs increase, and encryption, which has a 3 µs increase.

Decryption is about 70 µs slower than its encryption counterpart. Theoretically,
decryption and encryption should have the same execution time since decryption
is doing the same functions in reverse. This increase in time is traced back to a
difference in the implementation of the code. For the full code see appendix 1. The
encryption function uses the function "MixColumns()" and decryption calls "InvMix-
Columns()". Their implementations are different and results in "InvMixColumns()"
taking 70 µs longer compared to "MixColumns()". This is possibly an optimization
flaw in this AES implementation. Nevertheless, it is not a security flaw as the de-
cryption function stills works as intended. A deeper analysis is beyond this project’s
scope however, it nevertheless is important to take into consideration. This differ-
ence is even further exacerbated when encrypting larger messages as the following
section’s data will illustrate.
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4.2 Encrypting 4096 Bytes
Figure 4.2 shows the execution times of encrypting or decrypting a plain text with
a size of 4096 bytes, with both AES-256 and AES-128. The time was calculated as
an average of 10 test results which all were within 30 µs of each other.

Figure 4.2: Bar graph that displays the average times for encrypting/decrypting
4096 bytes with AES128-256.

By studying the results, one can see that the execution time is almost exactly 256
times longer than the execution time for the corresponding encryption or decryption
of 16 bytes. The results are calculable using the trend lines gradients, for example
AES256 encryption: 133.12 · 256 = 34078.72 µs.

Furthermore, it is interesting to note that if using the average time for individu-
ally called functions, as shown in table 4.1, the calculated value would be off. It is
illustrated with the calculation example as above, AES256 encryption: 136.66·256 =
34984.96 µs. The first example is exceeds the value in figure 4.2 by 31 µs and the
second with 937.56 µs. Thus, when encrypting larger data one can consider it as a
mass-call of encryption rather than several individually called encryptions.

From figure 4.2, the execution time should be further highlighted. For encryption
key-size 128, it takes 24.29 ms; for encryption key-size 256 it takes 34.05 ms; for
decryption key-size 128 it takes 41.61 ms; for decryption key-size 256 it takes 59.05
ms. The relevant magnitude is no longer in µs and thus, have higher implications
on applications.
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4.3 Loads and interruptions
This section will present and discuss the results from various tests under loads.

4.3.1 Load case: Periodic floating point interruptions

(a) Key-size 128, decryption of 16-Bytes
with interruptions every 200 µs

(b) Key-size 256, decryption of 16-Bytes
with interruptions every 200 µs

(c) Key-size 128, encryption of 16-Bytes
with interruptions every 200 µs

(d) Key-size 256, encryption of 16-Bytes
with interruptions every 200 µs

Figure 4.3: Four graphs of the results from a mass-call test that encrypts or
decrypts 16 Bytes 100 times and gets interrupted every 200 µs

Figure 4.3 is another collection showing a mass-call of 100 encryption and decryp-
tion functions being interrupted every 200 µs by 60 FPD calculations.

All graphs are aligned with the data in Figure 4.1 and table 4.1; meaning the time
for encryption/decryption is the same when taking into account the delay caused
by the FPD interruptions. This supports the robustness of the data. Moreover, the
graphs shows a linear correlation again. The increase in execution time is 108 µs for
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all graphs in Figure 4.3 with the exception of graph b. Graph b is decryption of 16
bytes with AES256, which in figure 4.1 and table 4.1 shows, takes more than 200
µs. Therefore, the decryption gets interrupted twice which doubles the delay. Nev-
ertheless, the delay is highly predictable and the encryption/decryption functions,
despite being interrupted, does not show a decrease in their own performance.

Moreover, the delay of FPDs are predictable as one can see in the following fig-
ure:

Figure 4.4: Graph showing time against FPD computations.

Figure 4.4 describes a predictable and linear correlation between the number of FPD
computations and time. The trend line gradient provides the time per computation
which is about 1.67 µs. One can connect this to the interruptions delay of 60 FPDs
and find it calculable: 60 · 1.6679 ≈ 100.7 µs. The execution time for calling the
FPD function is the y-intercept as argued in previous chapters. Adding this to the
total time gives the result: 100.074 + 9.979 ≈ 110.05 µs. Comparing it to the actual
delay 108 µs, the calculable result is supported.
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4.3.2 Load case: Memory claim

Table 4.2: Table of average time from the memory claim load case present adjacent
to part of table 4.1

This second load case attempts to mimic the case of an abritrary process that claims
chunks of memory and the effect on the encryption/decryption functions. In this
process, the test dynamically allocates 15820 integers which is one integer away from
causing a system failure. The results in column 1 of Table 4.2 describes the effect on
the encryption/decryption functions after this memory claim had been done. Col-
umn 2 is taken from Table 4.1 and acts as comparison to the case without a memory
claim load.

Table 4.2 illustrates that the amount of dynamically allocated memory does not
affect the Pico’s performance in terms of the encryption/decryption functions’ ex-
ecution time. The influence of the load case is neglible with the largest difference
being 0.5 µs for AES256 encryption. The AES operates seemingly without the need
of allocating new data.

The Pico system expectedly fails once there is no more memory to allocate. This
is not considered an effect that affects the execution time. It is a limitation of the
memory of the microcontroller.
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4.4 CMAC

Table 4.3: Table of the average time of a CMAC verification.

Table 4.3 illustrates the average time taken for a CMAC verification test as de-
scribed in the implementation chapter. The sample was 100 and the average was
taken. However, in this data set, compared to previous data sets, the data samples
did vary. On AES128 and AES256, there was a standard deviation of 17.06 µs and
15.82 µs respectively. Although not an immense deviation, it is a 6% and 4% dis-
crepancy on average between values.

Despite this, the CMAC verification is quite consistent and the discrepancies are
not necessarily alarming. The CMAC could still be considered as a constant de-
lay and the deviation could be accounted for by always considering the worst case
execution time. This would be a practical way to still handle the CMAC as an
invariable delay.
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4.5 Evaluation and conclusion of the results

There are two main conclusions from this data. Firstly, the data conclusively shows
that the applied AES encryption consistently behaves linearly, both when being
forced to encrypt the same message size thousands of times and when encrypting
large data sizes such as 4096 Bytes. Moreover, the CMAC results were relatively
predictable with only slight discrepancies. Because of this, one can extrapolate
highly predictable and consistent results when running the various cryptographic
functions. Secondly, under the two load cases of periodic FPD interruptions and
memory claims causing memory scarcity, the results are still predictable. The FPD
process acted as a delay and did not affect the performance of the cryptographic
functions. The memory claim had no effect at all and the cryptographic functions
operated normally in extreme memory scarcity. Overall the AES implementation is
robust and reliable, however, there are still several aspects that should be investi-
gated.

4.5.1 Implementation on other microcontrollers
For further research, it would be important to investigate the same implementation
on different kinds of microcontrollers. Primarily, this would investigate if the exe-
cution times scale linearly with the clock frequency of the processor and determine
if other factors affect the performance of the AES implementation. In addition, the
impact of a different processor architecture than that of ARM would be of interest
as well. The results of this investigation would be a more holistic view that could
provide general advice and recommendations.

4.5.2 Issues with decryption taking longer than encryption
As stated previously, theoretically, decryption and encryption in AES should take
the same amount of time. However, in this AES implementation, this was not the
case. The cause was traced to the function "InvMixColumns()" which on average
was 70 µs slower. This has dramatic effects as it accounts for about 43% and 30%
of the execution time for AES128 and AES256 decryption of 16 bytes. It is further
exasperated for even larger data sizes. The benefits of optimizing that function, if
possible, are immense.

4.5.3 More load cases
The thesis project attempted to create two possible load cases that could occur in an
embedded system. However, they are severely limited in their type and structure.
Therefore, a further research case would be to expand the tests. The expansion
could be into live systems or simply more complex tests. Nevertheless, investigating
the effects of more tests would again provide a more holistic understanding of this
AES implementation.
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4.5.4 Memory claim load case possible effects
The results of the memory claim are promising showing that the AES implemen-
tation can operate without dynamically allocating data. However, it should not be
overlooked as unimportant. If a message being received cannot be stored then it
cannot be used. This should be taken into consideration when applying this or any
other cryptographic solution. It is not an issue with the AES implementation itself
however, it is the thesis argument that further research would be beneficial. The
result could be guidelines for how an effective operating space should be constructed
for a cryptographic solution.
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5
General conclusion

The research question of the thesis project is: How can advanced cryptography be
used in a resource scarce environment? The thesis project concludes that for en-
crypting messages and authentication, AES does excellently in a resource scarce
environment. It is reliable and predictable which are both wanted qualities. Several
avenues of research are still required for a better understanding of the AES imple-
mentation as discussed above. Nevertheless, for companies attempting to follow the
new ISO standard (S-ISO/SAE 21434:2021) AES is a solid cryptographic candidate.
Moreover, it seems entirely possible based on the result that advanced cryptogra-
phy in the form of AES can be applied effectively in embedded systems resources
scarce environments. With the option to choose between three key-sizes and mes-
sage length, in terms of the number of blocks, a good balance between security and
performance can be achieved.
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A
Appendix 1

For all data and source code see: https://github.com/VargEnberg/ACRSES—Advanced-
Cryptography-on-Resource-Scarce-Embedded-Systems
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