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Abstract

Within the automatic road toll systems exists saveperators that today use the technique
Dedicated Short Range Communication (DSRC) undemdRdransport and Traffic
Telematics (RTTT). To make it possible to use othygerators Road Side Equipment (RSE)
to communicate with other On Board Units (OBU),belate standards have been invented
for the communication between road side equipmants OBU’s by the institute ETSI. In
order to accomplish the standard some test mudgbbe to verify the requirements.

This is the report of thesis in Master of Scienté&lectrical Engineering where the aim is to
investigate the procedure and evaluating test das€3BU’s. The object of this thesis was to
examine the behaviour of the OBU partly when it wabject for corrupt frames and partly
when it was subject for the timing demands. Furtitee this report evaluates the test cases
that have been performed.

The thesis has been conducted at Kapsch Traffic@Bmn Jonkoping, one of the market
leading companies in electronic road toll systeikagpsch TrafficCom AB is for many people
known as Combitech Traffic Systems AB but they sirece the year 2000 owned by the
Austrian company Kapsch AG.

The outturn of this project was satisfying for tiest cases controlling the reaction when the
OBU was subject for invalid frames. The OBU behasedording to the expectations that are
specified from the standard institute.

This is a public copy of the report. Parts of ivédeen removed at the discretion
of Kapsch TrafficCom AB.
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1 Introduction

1 Introduction

In this chapter the focus will be on the backgrqumgrpose and the scope to give a clear
understanding of the project. It will give a braattoduction to the subject of electronic road
toll collection.

1.1 Background

Today, traffic jams in urban environments growingpia larger problem. Not only the time
spent in endless queues but also the affect orrthiconment is a big issue. At many places
world wide the introduction of automatic road tejlstems have improved the environmental
situation and reduced the lines of cars.

The demand of automatic road toll systems has duhe last few years increased, partly
because of regulation of traffic flow, partly besawf private companies’ requirements to
finance parts of roads, bridges and tunnels thay thave built without full economic
compensation from government. Before the automsystems, the toll systems usually
collected the fees at toll plazas where every Vetiad to stop and pay before entering the
road that was subject to charge. Those old tolzgdaare more and more replaced by
automatic toll systems that enable electronic temgisn and payment and possibilities of
electronic enforcement for a complete free flowtsys In other words, there are many places
that are in need of automatic road toll systenmmjmrove for motorists.

The reason why standards have been developed eamatit road toll systems is because
different companies’ products shall be interopexatith each other. European Committee for
Standardization (CEN) is the organisation which dkeas the European standards. Three
European companies have urged the question toliskta@bstandard for automatic road toll
systems where Kapsch is one of them. It is esgehéihall RSE have such design so they can
handle all OBU, including versions which meet th@imum requirements.

1.2 Purpose

To be able to use equipment between different eperdhere is a demand of elaborated
standards. These standards are organized by CEMvieo they are created in consultation
with concerned companies. It is immensely signifid@ know that new automatic road toll
equipment follows standards in order for interopéity between systems. To verify the
equipment observes the standard, tests which #inerga and agreed need to be fulfilled. A
group with members from the concerned companiegatieered the test cases they consider
a transponder has to manage to be consideredesspatable. The tests have the function of
controlling the behaviour of the equipment whers ibbject of different frames. It must send
correct frames as replies to both incorrect reckfv@mes and correct received frames.

Most of these gathered tests are already implerdeantd verified with an existing test system
but some tests are not verified because of shonirggs in the test equipment. The test cases
that already have been compiled have mostly cdattdhe part of the frame that is built up
by the software. Since there is no option to cdnine hardware, the test cases built on
manipulating the part of a frame controlled by ta@dware have to be done in another way
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and not in the same way as the other cases. Adstegits controlling the timing of frames can
not be done with the existing system because dfitffedemand of time accuracy.

1.3 Project Outline

The outline of this project is divided into sevelrts, where the outcome is a finalised
prototype and completion of the thesis. The pads a

Study company literature and other literature tan genowledge about how the
Electronic Fee Collection (EFC) systems work.

Study the system the company uses today to ruradsst and to understand the limits
in this test system to try to find another solutionthe test cases not executable in the
present system. Also in this step, gathering kndgaeabout what kind of tests needs
to be done to get an idea how to solve them.

Implement a solution based on the gained knowldédgein the test cases that were
not executable in present test system.

Analyze the outcome from the implemented test ctsesee if the behaviour of the
transponder under test is as expected.

Confirm that other companies’ transponders opexate how they behave when they
are in subject of the test cases.

Document the results and the process in a writigport for use by Kapsch
TrafficCom, examiner at university and other ingteel.

Figure 1.1: Kapsch TrafficCom AB
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This chapter describes the DSRC technique andrienisations involved for the automatic
road toll systems used in many places in Europecanahtries around the world. This part
also explains the different parts in a frame usethe communication between the RSE and
OBU.

2.1 Organisations Handling the Standards

There are three organisations specially involvethenstandards adopted by Kapsch in their
EFC system. These three organisations are the &amogdelecommunications Standard
Institute, European Committee for Standardisatiod 8wedish Standard Institute. Several
other standardisation organs contributing in ong teahave a functional EFC system can
also be mentioned but to make it comprehensiblg i below organisation are mentioned.

2.1.1 European Telecommunications Standards Institute (ETSI)

ETSI is an independent, non-profit standardisatoygan for telecommunication, radio
communication and other related topics. The membérthe organisation are either full
members and established in the geographical ardeuaipe as defined by the European
Conference of Postal and Telecommunications Adtmatisns (CEPT) or they are
committed to ETSI work but without presence in BEPT. Members can be national
standards organizations (e.g. SIS), network opexdéng. TeliaSonera) and manufactures (e.g.
Kapsch TrafficCom AB, Ericsson AB) and they arealigt more than 650 members from 59
countries.

CEPT was originally founded by the big monopolytapband telecommunication companies
of 19 countries but today there are several memldrS| was founded in 1988 by CEPT to
handle the standardisation issues of telecommuaoitaand is today located in Sophia
Antipolis (France). Apart from the DSRC standartiaa ETSI also has been successful in
standardizing GSM, DECT, DVB and many more techge®. Standards from CEN are
usually not including associated measurement progesdor verification of the requirements
but instead ETSI supplies test methods for conftyindtill today CEPT uses ETSI to handle
the standardisation issues of telecommunicatign. [1

2.1.2 European Committee for Standardisation (CEN)

CEN was created in 1961 and working among othergthiwith technical standards for
interoperability between systems. To have a stahfiaalized takes several steps and lot of
negotiations between the concerned parties. Tinglatds are at first drafts so called prENV,
after the final vote for a new standard the stathdeecomes binding for all members and it is
a European standard EN. When the standard alstb is Sweden the standard name also gets
the prefix SS-EN. [2] The EFC equipment developgdKlapsch is compliant with several
CEN standards for example the three layers in diméext of RTTT.
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2.1.3 Swedish Standard Institute (SIS)

SIS is a comprehensive institute for standardsweden. It is an impartial association with
representatives from industry, authorities and|csdciety. They look out for Swedish
interests in their cooperation with CEN and ISO ansl also SIS that sets Swedish standards.

[3]

2.2 The Link

The link between the road side equipment and thbaamd unit in this EFC system is built
upon DSRC. DSRC use three layers from the comman@ystems Interconnection model
(OSI-model). The reason of using only tree layerghis kind of real time systems are
because they are used in a small service arearade gevere real time constraints. These
layers in DSRC are;

* 1 Physical Layer
e 2 Data Link Layer
» 7 Application Layer

2.2.1 Physical Layer

The transceiver is the device mounted at toll eaad it contains the antenna and logic to
communicate by microwaves with transponders. Taesteiver is a part of the RSE which
for example also may contain back office systememfdrcement system. The transponder is
the device the end user has mounted in the velademmunicate with the transceivers at the
toll plazas. If the transponder is capable to penfonore than sending and receiving DSRC
commands the correct name is On Board Unit (OBUheOfeatures for an OBU can for
example be handling of a smart card or buttonsdisylay to handle the OBU. In this project
a transponder is the complete device of the OBU.

DSRC at 5,8 GHz uses four allowed carrier frequesich,7975 GHz, 5,8025 GHz, 5,8075
GHz and 5,8125GHz. [6] The reason of several qafrexjuencies is to minimize risk of
interference at for example toll plazas consistifigseveral lanes. The space between two
transceivers using the same carrier frequenciesbeansed by transceivers with the others
carrier frequencies to optimize the toll plaza area

The transponder uses the energy in transceivelecargnal to reflect the energy and add its
data combined with a sub-carrier frequency. Trandpts using this technology where they
are only using its internal power source for ttesponder chip and uses the received signal
energy for reflecting its own signal are called spassive. The technology of reusing the
received signal energy is also called backscatter.

The sub-carrier frequency can either be 1,5 MH2,6rMHz. The transceiver decides which
of the two sub-carriers the transponder is allow@dransmit with so it is important the
transponder can handle both sub-carrier frequentles sub-carrier makes it possible for the
transceiver to distinguish between sent data arelwed data.

Data is coded in different ways depending if théada transmitted from the transceiver or
from the transponder. When describing data tramedhitom the transceiver it is also defined
as downlink and describing data transmitted from tlansponder it is defined as uplink. In
downlink frames the bits are FMO coded. In a FM@ezmbzero bit a transition occurs in the
middle of a bit interval and in a FMO coded oneruttransition occurs in the bit interval. It
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always occurs a transition at the beginning of tairiierval for both zeroes and ones. The
method of mapping the uplink signal to a physidghal is using Non Return to Zero,
Inverted (NRZI). Here a bit zero will cause a titios but a transmitted one bit will cause no
change in the level between two bits. The NRZI raétimakes use of bit stuffing allowing the
sending and receiving clock to be synchronized. [9]

Bit rate and modulation is also controlled of theygical layer. The bit rate for downlink is
500 kBit/s and for uplink 250 kBit/s. [7] The modtibn for downlink is Amplitude
Modulation (AM) where the information is in the aliyde of the carrier. AM transmitters
and receivers have the advantage of being of alsiogmstruction. For uplink Binary Phase
Shift Keying (BPSK) is used. Of the different PSkodlations Binary PSK is the simplest
one where the phase is shifted 180° in a transitiaa the most insensitive PSK modulation
but the drawback is that BPSK only can modulaté pdr symbol. [10]

2.2.2 Data Link Layer

The Data Link Layer is divided into two sub-layeMedium Access Control (MAC) and
Logical Link Control (LLC). The MAC sub-layer haredl the rules for channel access control
and it inspects all received frames to verify thealidity. A frame is valid if it fulfils
following requirements:

* The frame is correctly delimited by start and elad f

* The frame contains (after removal of stuff bitshamber of bits equivalent to an
integer number of octets

* The frame contains a valid link address field wagbpropriate Link Identification
(LID)

* The frame contains a correct MAC control field

* The frame does not exceed the maximum number efoct

* The frame contains a valid Frame Check Sequenc8)(ké€ld.
Otherwise if not all the conditions are fulfilleldet frame shall be discarded.

If a frame pass all the criterions and the frametaios an Link Protocol Data Unit (LPDU),
the following parts will be removed from the fransart and end flag, the FCS, the link
address field and the MAC control field before jragson the LPDU and content of link
address field to the LLC sub-layer.

The LLC sub-layer uses the services from MAC suyledao provide services to the layer
above, normally to the network layer but in the [S¢ase to the Application layer.

The LLC layer performs following functions:
» Initiation of control signal interchange
* Organisation of data flow

» Interpretation of received command PDU’s and gdimraf a proper Protocol Data
Unit (PDU) response

» Processing error control and error recovery fumdiim the LLC sub-layer
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There are two types of LLC operations, connectisml®r connection oriented. In the
connectionless operation there is no guaranteeddte unit will be correct delivered. To
increase the certainty of the delivery when usioagnectionless operations there is an option
to have acknowledged service so the delivery isaguaed [8].

2.2.3 Application Layer

Application Layer forms and attends the part ofrfeacalled Application Protocol Data Unit
(APDU). The application layer is split into threerkels; Transfer Kernel, Initialisation
Kernel and Broadcast Kernel [9]. As the kernels esusuggest the T-Kernel handles transfer,
I-Kernel handles initialisation and B-Kernel hargleroadcast issues. More specific the T-
Kernel use services of the LLC sub-layer and togrethith the other kernels it performs
commands such as GET, SET, ACTION, EVENT-REPORT I&H@IALISATION that are
more described in Global Specification for ShorhgaCommunication (GSS) [5].

The I-Kernel implements the initialisation of thentmunication between the transponder and
the RSE by exchanging information regarding whiatofilgs and applications it can
administrate. The I-Kernel of the RSE manages rmestnission of the Beacon Service Table
(BST) and the transponders I-Kernel evaluates tB& B it has passed the underlying layers,
which means it is a new BST. With a correct BST ttaasponder I-Kernel choose a random
LID to encapsulate in Private Window Request (PrWRq

In the OBU and RSE it is the B-Kernel that handlbe gathering and distribution of
application information. The services are either madcast information to the peer
application or to retrieve a given file with theobdcast data specified in the broadcast data
service primitive.

2.3 DSRC Encapsulation

DSRC uses encapsulation to build a complete frdgaeh frame consists of a number of
segments that is encapsulated in every proper ftharethere are a number of segments that
varying dependent of the purpose of the sent frafiee header segments that are used in
every frame have the function to declare wherefthme starts and stops with flags. The
header also indicates with a Frame Check Sequé&ie8)(whether a frame has been corrupt
because of bit error and a preamble for helpingréloeiver to get synchronized with the bit
stream. The preamble, start and stop flag arecdtati the value in FCS and the other fields
changes depending on the application data. Indi@ut shows an example of the structure of
a DSRC frame.
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APDU 1 APDU 2
fragm | T-APDU | mode | EID fragm
header | CHOICE header
LPDU
Pre |Start |LID |[MAC |LLC |LLC |LPDU info field frame |Stop | Trailing |
amble | flag cntrl [ cntrl | status check |flag bits
field | field | field sea [ I

Figure 2.1: Frame format

2.4 Preamble Reference Bit Sequence

There are 2 types of preambles, one type in fraseas by the transponder and one type in
frames sent from the transceiver. The preambleistsnat the downlink of a sequence of 16
bits £1 bit at the beginning of each frame. Thasponder shall in other words be capable of
handling a preamble between 15 to 17 bits. Thenploésais set to ones and coded according
to FMO which means that for binary one a transibonurs at the beginning of every bit cell.

This results in a sequence of alternating oneszanas where each pulse has duration of 2 us.

The reason of using a preamble is to synchronigd¢rimsponder with the downstream so the
transponder can determine when bit boundaries octhis procedure, also called self-
clocking must be followed by a known bit sequeneeause the transponder does not know
when it obtained synchronization.

The self-clocking procedure is also applied to upénk but in a slightly different way. On
the uplink the preamble consist of two parts, f8& us — 36 us of unmodulated subcarrier,
then eight “0” bits coded as NRZI.

2.5 Trailing Bits

The road side equipment is permitted to transniit8 after end flag but since the on board
unit is not required to accept those bits and nointhe test cases involves these bits so no
trailing bits are sent from transceiver in thisjpoo.
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2.6 Frame Check Sequence

To discover if any bit error occurred on the linktween the transmitter and the receiver a
Cyclic Random Check (CRC) is used. The calculatddesof CRC, its one complement is
added as the FCS which is mandatory for all frafmedownlink as well as for uplink frames.
CRC is calculated to everything between the stag &nd end flag, meaning the fields LID,
MAC, LLC and LPDU are included. It is calculateddhgh polynomial division to get the
reminder as a 2 octet value which is used in #esmission. FCS field is the only part of the
frame sending its MSB first and LSB last. The gat@mr polynomial looks different
depending which type of CRC calculation is appliedDSRC the CRC — CCITT is used and
it has the generator polynomial% X'+X>+1 with initialisation value OXFFFF. When the
polynomial is translated to binary it becomes 1@IMD00100001 where each index in the
binary number represents the exponent in the patyalo

When computing a CRC it is through several divisianith generator polynomial, in this case
X%+ X2+ X+ 1. It is the reminder that is added as the cheokdVhen the receiver control

the checksum by the same computation the reminalgramall be zero otherwise a bit error
occurred. There is one weakness with CRC computati@an only detect errors, not correct
them. To get an error correcting sequence the legions will be more intricate and the

overhead bits will increase. It is always a tratfextich error detection/correction method to
be used in signal communication.

An example of a CRC calculation over the made-up @8111, is supposed to be transmitted.
Data 10111 is translated to the polynomi&iX>+X*+1. As generator polynomial X is
used. In figure 2.2 the calculation is showed.

X4+ Xt+1
x3+x1)x7+x5+x4+x3
X"+ X% | l

X*

Xt 1 +X?
X3+ X?
X3 + X!

X%+ X'=110

Figure 2.2: Example of CRC Calculation

The calculated quotient is concatenated togethtr data and the final frame to transmit for
this example is, 101342110crc.

CRC — CCITT is a common implementation for diskicollers. The advantage of using
CRC-16-CCITT is that the calculation can with ehseimplemented both in hardware and
software and still has good error detection stiengt
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2.7 Flag Bits

In every frame there is a start flag after the prigle and an end flag as the last octet in frame.
Both the start and the end flag are built the sarag and consist of one octet according to
0111 111@. These are the only times six binary ones in agoeurs in a frame, elsewhere it
is prevented by bit stuffing which means after forees in a row, an extra zero is added so no
invalid flag can occur in the frame. The receivespect the sixth bit after five following ones,
if the sixth bit is a one and the seventh bit ®eeo it is interpret as flag but if the seventh bit
also is a one, the frame is considered as invalitisdiscarded.

2.8 Link ldentification

The LID gives information whether the frame is obddcast type, table 2.1, or private type,
table 2.2. If the frame is private the LID contafoar octets of information, randomly chosen,
that makes it unique. The Broadcast LID is onetcate all bits are set to ones.

L J1 J1 JaJ1]a]1[(1)]
MSB LSB

Table 2.1: Broadcast LID

The four octets of the Private LID are randomly sémo by the transponder except for the
LSB’s in each octet. It is the transponder thaate the private LID and transmits it the first
time in Private Window Request (PrWRq). After ththe conversations between the road side
equipment and the transponder uses the private tblinake sure only access a specific
transponder. In table 2.2 bits marked withrepresents a random produced bit and the last bit
in each octet tells whether the following octetaipart of the LID or not. Zero as LSB
meaning next octet is part of LID and one as LSBumay end of LID.

X X [X |X [x |X [|X 0 octet #1
X X |X |X |X |X |X 0 octet #2
X [(x [x [x [x [x [x |O octet #3
x [x [x [x [x [x [x |(1)] octet#4
MSB CsB

Table 2.2: Private LID

The LID can also be of multicast type and this typeaeserved for test purposes and for
private use. Multicast LID consists of one octeteventhe LSB indicates it is the last octet in
the LID field. If the other bits in the octet areras the LID is for test purpose and it is for
private use if the other seven bits forms the valube reserved range from 120 to 126.
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2.9 Medium Access Control Field

The MAC control field contains information abouethontent in the frame, and the type of
frame and how the communication shall proceed. Giteein the MAC control field can be
expressed as:

* L — specify whether an LLC part is contained in freame (to allow also for empty
LPDU frames)

* D - indicates the transmission direction: downlmkuplink

A and R - allocation for private downlink and regui®r private uplink
* C/R —indicates if Command or Response

» S - MAC sequence bit (only downlink)

A MAC control field is one octet and there is atiistion made between downlink and uplink
MAC control fields. Figure 2.3 shows how the bits glaced in the octet. The three LSB are
reserved and shall be set to 0.

L D Ap |[CIR|S |- - -
Ru
MSB LSB

Figure 2.3: MAC control field on downlink (D) anglink (U)

2.10 Other Fields of the DSRC Frame

A frame can also include several other fields bose are of less importance for this project
and will be mentioned concise.

LLC control field and LLC status field is one octsich. LLC control field indicates the type
of command or response that is set from MAC corfiedtl. LLC status field is included in
every acknowledge frame response and indicatesessicor failure of the processing
command. The LPDU info field contains the datadervice primitives. A service primitive
can be an action, get, set, event report or irgaibn; all of them are either request or
response.
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3 Initialisation Phase

3 Initialisation Phase

Every road side transceiver is continuously tramismgi frames with Beacon Service Table
(BST) waiting for a transponder to enter the comitation zone and respond with a private
window request (PrWRq). The initialisation also @ons the Private Window Allocation

(PrWA) and the Vehicle Service Table (VST). All seetype of frames will be further

described in the report below. An overview of themenunication between road side
equipment and the on board equipment is illustratdijure 3.1.

RSE OBE
| BST
PrwRq B
. PrwWA
VS 1'__ ]

Figure 3.1: Initialisation of communication

It is in the initialisation phase most of this @cy's test cases are carried out. Therefore it is o
importance to describe this phase for the undeisigrof the test cases. The content of the
different frames described in this chapter arelalbe in Appendix A; Content of Frames.

3.1 Wakeup Process

Since a transponder is in sleep mode most of the to save battery power. The first BST
reaching the transponder will wakeup the transpofrden sleep mode. It does not have to be
a BST frame to wakeup a transponder but any frantle avlength of 11 octets shall be

sufficient. The time from a wakeup frame to thengonder will be able to handle next BST
shall be less than 5 ms. If it has not been expéseftequencies of 5,8 GHz under last 100
ms it will return to sleep mode.

-11-



3 Initialisation Phase

3.2 Evaluation of BST

Every BST contains information about which applimas$ the road side equipment can handle
and an ID telling which road side equipment hag 88nBST. When a transponder receives a
BST it checks the BeaconlD and compares it with ldsd received BeaconID. If the
BeaconID is the same as the last one, the transpa@isb checks the time elapsed between
the BST's. If the time exceeds 255 s it is congdeio be a new BST and the initialisation
will continue otherwise the BST is discarded asokhBST where a transaction already has
taken place and now will prevent a motorist to harged twice and to save battery power.
Before the transponder continue with communicati@iso check the profile and application
list to see if the BST matching any of the profidesl applications in the transponder.

3.3 LID Creation

When a BST fulfil all conditions the transponden @doose from three allocated windows to
send its PrWRq, see fig 3.2. It is by random wlo€hhe three windows, with equal chance,
the transponder will transmit its PrwWRqg-frame in.

downlink window uplink window uplink window uplink win
end flag | preamble | | end flag | | preamble| | end flag| | preamble |
160pus|window#1 448 us window#2 448 ps window #3448S

32us 32us 32u

Figure 3.2: Public uplink window timing

The window allocation technique lowers the riskwb or several transponders to try to reply
at the same time to one BST which cause interfexelbds therefore of great importance the
timing requirements are fulfilled to prevent ovepang. If two transponders reply in the same
window allocation, no one will receive a Private \dfow Allocation (PrwWA), instead the
transceiver send another BST and both transpondéreecalculate a new random value of
which window it shall select and retransmit its uest. Hopefully this time the allocation
window will diverge and both will receive a PrWAaka For the transponder to know which
PrWA is intended it uses a private Link Identifioat (LID). The road side equipment
response to the on board unit with the same LIEha®n board unit created at the PrWRq. In
this way it is possible to address downlink franeespecific transponders.

As mentioned in chapter 2.8 the LID can either béroadcast type or as in the case with
PrWRq a private LID. The broadcast LID is used tdrass all transponders in the
communication zone simultaneously and thereforg oséd in downlink frames such as BST
and other public commands. Each of the four oatthe private LID has a least significant
bit indicating if the octet is the last one or nOhe as LSB indicates the next octet is part of
the LID and a zero as LSB indicates it is the taget of the LID. The other bits in a private
LID are selected by means of a random choice. Tioéability for two transponders to
creating the same private LID i€2 The same LID is used through out the communinatio
between the road side equipment and the on bodatdAimew LID is created first if the
transponder receives a BST containing a differezaddn 1D saying it is another road side
equipment. The transponder will also create a ndwitthe time in the BST has exceeded
255 seconds since the previous BST. Remark, it tee BST the time is contained and there
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3 Initialisation Phase

is no clock in the transponder keeping time. Thiy @ray to see if the time is exceeded is by
comparing the time from last BST with the new BST.

The good reason of using the PrWRq — PrWA procethgiead of just sending the private
LID first in the VST is to be able to have shortoehtion times. The PrwRq and PrwA
frames are much smaller than a VST resulting irbeeneffective retransmission time of BST.

3.4 Verify Application

When the private window procedure is successfutiyngleted the initialisation is over and
the communication can continue by the transpondersinitting a Vehicle Service Table
(VST). Depending on what applications the road sig@ipment uses and transmits in its BST,
the VST assembles the ApplicationEntitylIDs whichisex in the ApplicationList of the
transponder and which are included in the Applardtist of the BST. The VST provided by
the OBU is used by the road side equipment to séhecfirst EFC transaction protocol it is
willing and capable to support. In one OBU sevgnaltocols can be supported. Different
OBU protocols will send different VST’s to the roaidle equipment. These VST’s, although
different in content, have the same structure. $imscture consists of a header, a trailer and
one or more data blocks in between.

3.5 Transaction and Release

After the road side equipment received a VST artdkgowledge if the transponder will be
able to accomplish the task the road side equipmweant to do, the actual toll performance
can take place.

In this project no toll service is performed instehere is an ECHO transmitted from the road
side equipment after it received a VST frame. ArHECcommand is a frame with a purpose
to just make the transponder to send an ECHO friaac& without any other computation.
The transponder answers the ECHO by sending itsEE@IO. It is the last frame sent in one
of the test cases in this project. ECHO’s with dundata can be used for tracking the OBU
until it has left the communication zone. An optionuse tracking is to send a release frame
which causes the transponder to power down. A selemmmand will also make the LID
invalid and communication with the same RSE willgmssible first after 255 seconds. When
using tracking it is not always the transpondeernszs a release command. In this instance
the OBU keeps the transaction context (LID, randmmbers, etc.) during the T-wait timer's
duration of 255s

13-
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4 System Description

Before new transponder models are going to begetean the market they have to be tested
to verify they follow the interoperability standafor DSRC. Kapsch TrafficCom has made
many of the tests but not all of them becausenaitdi in the existing test setup.

The task for this project was to find a solutiontioé non completed test cases. The reason
why not all tests have been completed is because $ests require high resolution of timing
measurements and some tests require manipulatimarés on bit level to simulate bit errors.
These 2 demands from the test cases can not bevadhwith the present test setup.

Except of being capable to handle a high timinglkg®n and having a high degree of frame
manipulation on bit level, Kapsch TrafficCom alsadha desire that the complementary test
setup should be able to handle other companiaspanders.

The problems to overcome in this project can bersarised to:
* A system that should be generic to handle all ksfd3SRC transponders.
* Must have the ability of processing data in reweti
» Having a high degree of control on bit level.

How these issues are solved is described in tHewimlg subchapters. Also other possible
solutions are described and the reason why theyeaegected as the final solution.

Further, this chapter describes both the existsgtystem and the new developed system for
this project. To develop a test case system thablis to manage the difficulties that today’s
system could not handle there are several issistddisolve before starting up and minimize
risking ending up in a dead end and having to staet. The major challenge was to find a
real-time solution to overcome the severe time tamgs involved in some test cases.

Another major challenge was to find a method t@irezand process frames transmitted from
the transponder in a way not involving the soluiaised today which not have well enough
real-time performance. All these issues are mor&ess hardware questions. The software
regarding the implementation of the test caseslvedoprogramming issues but most of all to
make sure the test cases were completely coverkdlbdefinitions and technical terms were
understood and taken into account.

4.1 Former & Existing System

The earlier tests for conformance testing of theRBDSink in a RTTT environment were

performed with help of a program tool from Telelgialled Tree and Tabular Combined
Notation version 2 (TTCN-2). Later versions use Hane acronym but with a different
meaning, Testing and Test Control Notation. The WIZ program runs in a PC that is
connected to a transceiver via a transparent lamtroller. Figure 4.1 shows the set up of the
former test system.
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4 System Description

Transceiver

Transparent
Link Controller

Transponder

Figure 4.1: Former Existing system overview

TTCN is specially designed for the specificationtedts of communication systems.[5] This
test system generates executallecode over the ETSI test cases but to be able to
communicate with a transceiver, an adaptation ldas been developed called Generic
Compiler Interpreter (GCI) adaptation layer. Thel@@er has several functions. It initializes
the Link Controller card (LiC-card) and convertsahdink data from the TTCN environment
to a format accepted by the LiC board drive andhim other direction it takes uplink data
from LiC-card and transform to TTCN-format. Betwetdre GCI layer and the LiC board
there is a specially designed LiC driver that traits data fully transparent except for flags
and checksum. This is the part where this thesipgr becomes useful. After the LiC board
the data is transmitted by the transceiver tortéuesponder. Data are handled the same way in
uplink but in the opposite order before data reach€CN runtime and a verdict can be
decided. In this software tool are following pastsembled, LID, MAC, LLC and LPDU. Itis

in the transparent link controller the flags ardediand the FCS is calculated. Since it is not
possible to manipulate those parts of the frame télst cases involving bit errors in flags or
FCS will not be feasible with the former existingsem. The figure below illustrates the
TTCN system from implemented test case to thewmder test.
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e ) | |'.‘:.-':'i,'-:'=: 1L mEi =i
Test
0 e S T o
v e =—1
a TTCN test cases
TTCN to Ccompiler
TTCN runtime *— Modules antomatically e ated by Tau,
GCI Adaptation laver  [o Converts data between the bwao
i enviroments
Transparent LiC driver |4 Specially dasignad version of the LiC-driver,
Dhata is transmitted fully transparent except
for flags and checksums.,
1 LiC board
Transceiver
T
|
Hardware 1
|
¥
Transponder
L 4

Figure 4.2: TTCN chart

This test system performs tests to the three lay@n& Layer, Application Layer and MAC
Layer. In every layer the tests are divided int@ tgroups, valid test cases and invalid test
cases. The valid test cases group the tests camgrbbw the transponder behaves when it is
object of correct frames. It is the opposite whk group of invalid test cases that use frames
containing errors to find out how the transpondardves. By a command controlled interface
the user choose which test to run, there are als® $eatures in the program enabling log file,
resending and to change output power level.

One great advantage of using agreed test behagiaumen having several suppliers of units

to build one complete system. To be sure eachwngier test (UUT) is compatible with each
other, they have to be tested against each other:
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UUT1 «— UUT2
UUT1 «— UUTS3
UUT1 — UUTA4
UuT?2 «— UUTS3
UuT2 «— UUTA4
UUT3 « UUTA4

For each new unit the number of tests increasematieally. The number of tests can be
calculated with the formula below whene&'‘is number of units.

n(n-1

Numberof tests= ,wheren>1

If instead each supplier use a test tool that evendor have to pass the tests will be fewer.
Only one extra test must be added for every new uni

UUT1 < Test Suite
UUT 2 «  Test Suite
UUT 3 « Test Suite
UUT4 «  Test Suite

4.2 Possible Solutions

Before going into detail of how the selected systemworking it is of interest to understand
and get an overview of other possible solutions i drawbacks, which are explaining
why instead the implemented system was chosen.

Always when there is an existing solution that rsetedbe complemented there is a desire to
reuse parts in the existing system to preventrivemting the wheel again”. For this project,
the two main objectives, to have a high timing heson and being able to control the
transmitted frames on bit level, caused a complete test setup. The existing test setup runs
on a PC-platform using Windows as OS. This solutii not be able to handle the high
timing demands. The existing system also uses la tednsceiver TS3254/00A with a link
controller card to connect to the PC. This solut®not able to handle incorrect frames since
the link controller card only allows frames withrgect Frame Check Sequences.

The choice of design is based on the facts ofithiesl in the present system and also based on
what to achieve in the test cases. There are sasie blements that must be used in one way
or the other for this project. These elements st down to:

e Atransmitter to send DSRC frames.

* Areceiver to receive DRSC frames.

* The logic to handle the communication involvedha test cases.
* A way to present the results for the tester.

All these elements must be able to work togetheagetoa final test setup and they must fulfil
the criteria of performance regarding time resolutand manipulations of bits. Since the
regular PC using Windows XP as OS is out of thestioe because of its lack in time
resolution, other OS were considered.
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At the start of this project no idea existed howstdve the critical timing constraints. It was
clear early in the project that no well-known opieig system where able to give fair real-
time performance. Windows XP has too many uncaletlointerrupts, Linux has resolution
down to tenth of milliseconds. Also operating systas QNX known for its excellent real-
time condition can not conduce to a solution sirthe time resolution with a few
microseconds is not good enough in this projectt lNaving an operating system as base
made the problem more intricate and the solutiod twabe found elsewhere. It is still
necessary to have the logic to handle the commtoincao a MCU is a good replacement for
the PC. Any other candidates where not consideseteplacement for the handling of the
communication since a MCU also will manage the ibigy to make bit errors.

One way to transmit the signal is by a signal gatoerwhere modulation and frequency can
be adjusted. There is one big disadvantage wiiyrealsgenerator, it is only able to transmit
signals but in this project receiving a signalngmitted from the transponder is of a great
importance. One solution to receive a signal ieawe a transponder with an output from the
transponder’s transmitter and connect it physicatlythe MCU. This is not a desirable
solution when interference has to be made to tesponder to complete a test case. The test
system is more applicable if it can be used withy arsing DSRC to communicate with
transponders. With a solution where no interferdraseto be done to the transponder it is also
possible to test other companies’ transpondersevihés not possible to open the casing.

4.3 New & Supplementary Test System

This project’s test system uses two programs talibe to execute the test cases of this project.
The test system is arrayed according to pictureb&ldw with a PC connected to a Micro
Control Unit (MCU) where the MCU communicate wittettransceiver.

Transceiver

MCU e

Transponder

Figure 4.3: Project Test Set-up
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4.4 Software

There are two developed programs in this projediSI_Frameand ETSI_Test The first
program,ETSI_Frameis a standalone program needed to get BST framemding to the
ETSI test cases. The second progr&mSl Testis the program running on the MCU to
control the communication between the test equipraed the transponder and decide the
verdict of the implemented test cases by usind3®€ frames created BTSI_Frame

For the development of the two programs the softwatdigh-performance Embedded
Workshop (HEW) and Visual Studio has been usedh Bo¢ development programs©f+
executable code.

4.4.1 ETSI_Frame

This program generates a bit frame from the fiterfdata.txt which consists of data in form
of a BST in hexadecimal, transported from the TT&Nironment or written by the tester. In
the progranETSI_Framehe users have the options to introduce errorsrdot to the ETSI
test cases to the frame before it is exported edfite “rawdata.txt. The program has some
important subroutines in order to create a com&@& frame according to the chosen test
case. The first subroutine is to display for thstde the different alternatives, showing the
possible test cases to run. By choosing one of ghernatives “MAC_OBU_BI" or
“MAC_OBU_BV” in the menu, depending if the BST franshould be subject for an invalid
test case or a valid test case from the ETSI stdndae options will be followed by another
menu where the tester chooses which of the test icagespective category to be executed.
Test cases in the invalid test group make chargt®etBST frame according to the ETSI test
standard, however test cases in the valid testpgooly add a number to the end of the frame
so when the frame is imported t&TSI_Test it knows which of the test cases to be
implemented.

After a test case is selected, the file containimgTTCN created BST is read by the program.
This BST is in hexadecimal format but to be ablentake bit manipulations the BST is
converted to binary values.

When creating the frames and introducing bit eriarshe frame it is important that the
invalid test cases not give rise to incorrect flaggbort sequences unless it is specified in the
test case. An incorrect flag and abort sequenidehs random bit errors are at such positions
in the frames that they creates five or more onestiow in the frame. A control is made for
those test cases involving random bit errors anideffe is an incorrect flag or abort sequence
because of the random bit errors the primary valilidoe restored and a new try is made until
a frame is created with the present bit errorsabtitout any invalid flags and abort sequences.

4.4.2 ETSI_Test

To get the transceiver to send the correct frameeéts to be fed by bits in appropriate order
and with correct duration. The progrdfil Sl_Testogether with the MCU M16C29 handles
this part.ETSI_Testlso is establishing the communication betweentrdiesponder and the
transceiver by receiving requests and to answen texurately.

When the program starts it sends two BST’s aftatcéwl has been pressed on the MCU
board. The BST is read from the text filWdata.txt which contains the current BST that
the program ETSI_Frame has created. The first BS{b wakeup the transponder and with
the second one the transponder will take actioer§gsecond time the program runs (without
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any reset) it sends the two identical BST’s, fose for wakeup. It alternates between two
BST's frames between each run because after sdigtessnection with sent and received
echo to the transponder, the transponder needsTafB& another “location” or a timeout
must exceed 255 seconds. Since there is no cldttkrbthat increases the time, the program
sends a BST with another “location” every secontktiAfter a BST is sent the program waits
for a response from the transponder in form of WRg. The PrWR(q contains information
regarding the LID that is important for a furth@nemunication with the transponder.

The MCU program has to remove stuff bits in theereed frames between the start and stop
flag in order to get a frame only consisting ofnsponder data. Depending which test case
being executed and were in the communication plilasereceived frame is, it will be
managed in different ways. Either it is just a cohthat the transponder transmits a reply or
the received frame has information needed for oootis communication as the PrWR(q has.
Next step after having received the PrWRq is totgetLID and put it into the PrWA. The
same LID is used through out the communication|wmiother BST is transmitted and
consequently another LID will be created by theaggonder. In the frame of the PrWA the
Private LID has to be concatenated together with MAC Control Field and the Frame
Check Sequence to create a complete frame.

Frames are received by waiting for the clock sidr@h the transceiver to become high. The
high level on the transceiver's clock signal indeésawhen to read the transceiver’s output
signal which contains the frame data. A new bie&d every time the clock signal goes high
levelled. This continues until the second flag basn read and indicates it is the last octet in
the frame or if the received frame is of known kknke the PrwWRq the program stops
reading from the data signal when all bits havevedr There is no need to sample the
incoming signal more than once per bit to get #&fyatg result. The appended transceiver
clock signal is very synchronous with the datashieam so sampling once per bit gives 100
percent accuracy. See Appendix A, figure A.3 foreamplaining flowchart of the receiver
routine.

The most time critical operation is the transmgtinction. It is of importance this function
is implemented in a way making the bits appearinth@ output with duration of 500 kbit/s
FMO coded signal. If the duration diverts more tka00 ppm of 500 kbit/s the signal will not
be recognised by the transponder. In Appendix dyre A.3 the Send routine is illustrated as
a flowchart.

The performance of the timing requirements is doy@ clock in the MCU. The clock starts
when the end of the second BST is transmitted. cltek is initiated to start at OxFFFF and
then count down by one for each clock cycle in2B8eMHz processor. The clock will time
out and restart between the PrWRq is received lamdPtWA is sent because the calculation
and concatenation of both PrwWA and ECHO are maderddransmitting PrWA. This
calculation consumes enough time to restart thertifihe time out is not a problem since
there is no test case involving time measuremetit aistart time before PrWRq and a stop
time after PrWA and therefore is no time calculatiovolving a time out. The timing interval
is calculated by taking the difference betweertitne at test case start and the time of the test
case end. The delay caused by the transceivemigviel in the calculation of the test cases
affected of the delay before a final verdict is ma&ee Appendix A, figure A.5 for an
explaining flowchart.

How deep in communication each run reaches is d#pgron which test case the tester
wants to execute. Not all test cases use all cordmemthe initialisation. Actually most of the

test cases have their verdict with only having tila@sceiver to transmit the BST and then
evaluate the reaction of the transponder. The dasé which goes furthest is one where
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transceiver and transponder sends and receives-BBWRq, PrWA — VST and ECHO -
ECHO.

The result of the test is presented on a LCD (lddDiystal Display) with the textt©ERDICT
PASSED if test was successful oMERDICT FAILED if test was unsuccessful. The result
can also be VERDICT NONE if a test case not will be fully executed for exale if the
transponder does not reply to a frame in one ofviiigl test cases. After final verdict, tester
can run the test program again by pushing switch the MCU after each run.

A simplified flowchart of these both programs aescribed in Appendix A; Flowchart.

4.4.3 High-performance Embedded Workshop

The program HEW with a graphical user interfacethis development environment for
debugging and creations of executable code for $&nenicro control units. The program
includes debugging and compilers for C/C++. It alaoks as the users link between PC and
micro controller to download the assembled code.

4.4.4 Visual Studio

The program ETSI_Framé is developed in Microsoft’'s software developmerbduct
Visual Studio that allows creations of stand alpragrams.

4.5 Hardware

In this project a PC, a transceiver, a microcoteroM16C29, an oscilloscope and a
transponder is used to accomplish the implememtatiothe test cases. Also a frequency
generator and a signal generator were first usediieeve and verify up to milestones in the
project. The oscilloscope, frequency generatorthedsignal generator are not described any
further in the report.

4.5.1 Personal Computer (PC)

The test applicationETSI_Framéis implemented on a PC running under OS Windows X
The PC needs a USB port to connect the micro coenutd a serial port to connect to the
transceiver.

4.5.2 M16C29

By using a micro control unit giving a good contovier interrupts the real-time performance
problem can be overcome if the processor of the M@S high enough clock frequency.
Renesas is providing a micro controller with a pssor speed of 20 MHz and the other
requirements as timers and I/O-ports are satisBethe efforts had to be done to sort out how
Renesas MCU works. With enough knowledge to buitunall test program using an output
on the MCU to send alternating logical ones andgea confirmation could be done that
theory match practical case to obtain a bit dunatid 2 ps. With this very important
information the work could continue of using the MIC

An oscilloscope was connected to the output wheigreal was generated from the MCU. By
correcting in the program’s output signal functimith assembler instruction “NOP” (No
Operation) a very accurate signal could be achieVé&@ NOP instruction only consumes
clock cycles and does not affect any registerdustélags or memory, therefore is NOP

-21-
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suitable for timing tasks. The idea of the systenthiat the MCU also is able to receive a
signal arose from the transponder. In the testgpbéshe MCU input, a frequency generator
was used. The frequency generator was set to squé&se with duration of approximately 2

ps. No high accuracy of the pulses had to be mame she objective of this test was to
confirm the ability of the MCU to receive a signal.

The micro control unit from Renesas is a 16-bigkrchip microcomputer with 1M bytes of
address space. To be able to program the micraadlentit is connected to a USB port at the
PC through Renesas emulator E8. The verdict ofetstecases is represented on the LCD, a 2-
line by 8-character display (with a KS0066 con#gpliC). Three user pushbuttons are placed
to the target board where one of them are useaxXecute the test case. The CPU has a
shortest instruction time of 50 ns which correspotad20 MHz. It is important that the CPU
is fast enough to manage the high bit rate of ifsks in this project. Other features of high
value for this project are an accurate clock angktifunction. The clock circuit with highest
precision use the main clock which is 20 MHz aneréfore has a precision down to 50 ns.
There are eight 16-bit timers divided into two tmgeoups, one with five timers and one with
three timers. Only one 16-bit timer is necessargdbieve the timing interval, since none of
the test cases exceed 3276 ps that the timer dtcansbe before it restarts. The MCU is
equipped with several I/O-ports, two of them areduas in-ports and one of them are used as
out-port. The two in-ports are signals from theseeiver, one is the 4 ps clock signal and the
second is the data signal. From the micro controdiee output signal with data is connected
to the transceiver. The output signal has an aog#iof 5 V.

45.3 Transceiver

In the final test solution there is a modified seeiver controlling the transmitting and
receiving of the signals. Before the transceives Waought into use, a signal generator
handled the transmitting of signals to a transpomwdéh a soldered output of the replied
signals from the transponder.

With the signal generator and the modified transigorwith an output of the transmitting
signal connected to an oscilloscope, confirmatioumd be done that with the MCU connected
to the signal generator a DSRC signal was posgilieansmit and the transponder replied. A
way to receive a transmitted signal from any transier is to utilise one of Kapsch
TrafficCom’s transceivers. The transceivers produf& customers, house no inputs for
external signals or external outputs for receivigdas. Kapsch TrafficCom though, access a
few transceivers for laboratory research with &pito connect an extern source and send
received signals from an output.

TS 3251/00A is a single lane transceiver and a plathe PREMID TS3200/00 road side
system. The transceiver is connected to a Link ©b8at Card (LiC). The LIiC card is
installed in the PC and handles all messagesopésating at 5,8 GHz for use in applications
of the standardised DSRC microwave link. The traiv&s used for this project is specialised
in the way that it has options to get I/O signalérom the transceiver. The input signal to the
transceiver is a FMO-coded signal with a bit rat®@0 kBits/s and amplitude of 5 Volt. The
output signals are a clock signal and data sigBaih output signals have an amplitude of
approximately 5 Volt. The Data signal has a bieraf 250 kBits/s and clock signal has a
period time of 4 ps. Only frames meeting DSRC lageequirements will be passed to the
signal output. Therefore no action has to be tdlkethe MCU concerning noise and filtering
of input signals.
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The received frame from the transceiver is withprgamble. When transmitting there is a
slightly delay of outgoing signals but it is onns of a hanosecond so it is negligible. The
received signal delay is larger and has to be takienaccount in the time measurement test
cases. There is 75 us delay of received signalsetdransceiver before it reaches the output
and can be clocked into the MCU. The largest pathe delay will be due to the fact the
transceiver does not let through the preamble stingiof 64 to 68 us and the preamble shall
be included in the test cases. The other parteflitHay, remaining 11 us originate from the
logic in the transceiver. At incoming transmissidins transceiver is first looking for a correct
preamble from the transponder consisting of botiisp#irst part where 32 ps — 36 us of
unmodulated subcarrier and second part where &btERZI coded “0” bits. With a correct
preamble the transceiver starts looking for thet $lag. With these conditions fulfilled the
transceiver start to let through the sequent bittuding start flag. It is these procedures and
the removing of the NRZI-coding that causes theyleThe measured delay is displayed in
Appendix, Screen Shots.

To control the transceiver a software program dalleRX User Terminal is used to

communicate with the transceiver through the senat in the PC. The TRX User Terminal
setups and initiate the transceiver when it stapsin this program the user can control
downlink parameters such as carrier frequency argub power. It is also possible to view
error-codes from the transceiver in this program.

4.5.4 Transponder

For the development of the test system a TS3203ti@#sponder has mostly been used. It is
the transponder without tamper detection but whth dnalog Application Specific Integrated
Circuit (ASIC) called Ella 1.1 and the digital ASkalled Alex 1.0. For the actual tests the
transponder TS3203/10B has been evaluated. Therefiife between the two transponders is
in the chipset where the transponder with versiadmaB the upgraded Ella 2.1 and Alex 1.1.
Any transponder working under RTTT and DSRC shalkbitable for the tests. To verify this,
a number of different transponders also have beed from other companies.
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5 Test Cases

All test cases are parted from the tree layers MIAG; and Application Layer. Each layer is
divided into two categories, one treats the caat dontrols that the OBU can handles the
requirements stated in the standard. The othegagtenanages the test cases that controls
that the OBU behaves according to the standardcaption of an incorrect frame. The test
cases discussed in this project are carried ouh ftbe MAC Layer and the following
subheadings are the names of the test cases for&TBI test specification. This chapter
explains how each test case shall be performedhawdhe test cases are implemented.

5.1 Valid Test Cases

The Valid Test Cases use correct frames to cortfiencorrectness of the OBU. The OBU is

in sleep mode when these test cases start, me#dmnggansponder need a wakeup frame
before it is able to receive further data. In t&ses involving timing evaluation, the preamble
removed by the transceiver is considered to beits6and therefore 64 ps are added to the
start time in the timing result.

5.1.1 TC/MAC/OBU/BV/02

This test case is to verify that the OBU can reee@awdownlink frame within 32 ps after the
end of the last transmitted frame from the same OBtk test uses a delay starting after last
bit of the VST is received from the OBU and stop$obe first bit of the echo frame is send
from the RSE. The delay is supposed to allow eyx&&Ius to elapse. Since there is a delay in
the transceiver of received frames of 11 us theatiaddl delay is 21 us so the total time
between end of VST to start of transmitting ECH@nie is 32 us, the delay to transmit a
frame is negligible. The final verdict is passedhé transceiver receives an ECHO from the
OBU.

5.1.2 TC/MAC/OBU/BV/03

Verify the OBU sends a PrWRg in one of the threlnkpnvindows. T3, T4b and T5 are time
definitions stated in European standard EN 1279568sus, 32 us and 448 ps respectively.
The allowed time interval is stated in table 5.1.

Public Uplink Start Time End Time
Window Number Ts Te

1 T3<Ts<T3+T4b Te<T3+T5

2 T3+T5<Ts<T3+T5+T4b Te<T3+2*T5
3 T3+2*T5<Ts<T3+2*T5+T4h Te<T3+3*T5

Table 5.1: Uplink windows
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With the time values inserted the table will lodéet

Public Uplink Start Time End Time
Window Number Ts Te

1 160us <Ts<192us Te<608us
2 608us <Ts<640us Te<1056us
3 1056pus <Ts<1088us Te<1505us

Table 5.2: Uplink windows with values inserted

The timer starts after the last bit in the BSTramsmitted from the RSE. Then the time is read
both when the first bit in PrWRq arrives and whée tast bit in PrWRq arrives. The
difference between the end of the BST to the sfatie PrWR(q gives Ts (Start Time) and the
difference between the end of the BST to the entth@®PrWRq gives Te (End Time). Those
values shall be in the range given in table 5.2caBse of the delay and the absence of
preamble in the received signal from transceives tias been taken into account when
calculating Ts and Te. For Ts the time of an ediahgreamble of 64 ps is added together
with the transceiver delay and for Te only the $@iver delay is added.

5.1.3 TC/MAC/OBU/BV/04

Verify that the OBU can receive a downlink framattlarrives immediately after another
downlink frame. No timing is necessary in this tesse since it is only a control of the OBU
is able to receive a BST transmitted Ous afterwantiok frame with a private LID has been
sent. This case is treated with a different framataining both a BST with a private LID and
an ordinary BST in the same array to manage the tiomdition. The text file containing this
double BST is namedBSTPrLIDBST.tXt With this solution the first bit of the preambile
the ordinary BST will be transmitted without delafger the last bit in end flag of the BST
with private LID. The test case will pass if a Pr@/iR sent from the OBU.

5.1.4 TC/MAC/OBU/BV/05

Verify the OBU follows timing requirements to st&@nsmitting and end transmitting a VST
after it has received a PrWA. To calculate thevedld start and end time, the used equation
includes the following time coefficients T3 and Tihat are stated in EN 12795 as 160 pys and
320 ps. N3 is the maximum number of octets in mm&an the downlink window. N3 is 128
octets, U8 is the bit rate of the uplink which 80Xbit/s and U13a is a preamble time length
of 32 us to 36 ps plus another 32 ps so totally$4o 68 ps. The timer starts after the last bit
in the PrWA is transmitted then the time is reathbehen first bit of the VST arrives and
when the last bit of the VST arrives. The differerietween the end of the PrWA and the
start of the VST is Ts and the difference betwéeneind of the PrWA and the end of the VST
is Te. Also in this test case as for BV/03, theaglelnd absence of preamble in the signal from
transceiver to the MCU is taken into account whaltudating Ts and Te. The time values
shall be within the range in table 5.3.
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Start Time End Time
Ts Te
Profile numbers T3<Ts<T3+T4a Te<T3+T4a+U13a+(8*N3+"Stuff Bits”)/U8
Values inserted 160us<Ts<480us Te<(MIN)4640us
Te<(MAX)4744us

Table 5.3: VST timing constraints

Depending if there are stuff bits or not and isia preamble of 16 or 17 bits, the value Te can
be up to 4744 us. The value of number of stuff isitsalculated from 126 octets since octets
for start and stop flag never undergoes bit stgffit most there can be 20% stuff bits added
to a frame between start and stop flag. With 12@techere will be 25 extra bits to take in
consideration when calculating Te. Since no catmras done for the number of stuff bits of
the arrived frame in the implementation, Te(MINEi®sen. If the OBU is able to send a VST
within Te(MIN) it will also be able to transmit ket Te(MAX) exceeds. The test case passes
if the VST follows the timing constraints.

5.1.5 TC/MAC/OBU/BV/08

Verify the OBU by uniform distribution chose randignone of the public uplink windows.
The timer works as in TC/MAC/OBU/BV/02 where then&r starts at end of the BST and
reads the time both at the start and the end oPthéRq sent from OBU. Ts and Te are
calculated as in TC/MAC/OBU/BV/02 where the diffece between the time at end of the
BST and the time at the start of the PrWR(q is dated as Ts. The time Te is the difference
between the end of the BST and the end of the PrWRqgse values shall be within the
criteria stated in table 5.2. If the PrWRq’s aratsa the allocated windows and it is at least
30% in each window the test pass. The testerasvelll to increase the number of runs to get
the result to converge to at least 30% allocatfongach window.

5.2 Invalid Test Cases

These test cases send manipulated frames to cotifersorrectness of the OBU. All these
test cases have their errors in the BST excepthitest case number 7 which have a faulty
PrWA. The test cases pass if the transponder data®ply to a corrupt frame. The OBU is in
sleep mode when these test cases start.

5.2.1 TC/MAC/OBU/BI/01

Introduce a double bit error in between the endhef start flag and the start of the Frame
Check Sequence. The double bit error is createdmyom procedure where two places in the
frame in the mentioned area change value. The two-bits do not necessarily have to being
neighbouring but they are not allowed to give tsany faulty flags or abort sequences.
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5.2.2 TC/MAC/OBU/BI/02

Introduce a double bit error in the Frame CheckuSage by changing the value in a random
process of two bits before transmission. The twordrits do not necessarily have to being
neighbouring but they are not allowed to give tsany faulty flags or abort sequences.

5.2.3 TC/MAC/OBU/BI/03

Introduce a block of 15 consecutive bit errors itaudate a burst error somewhere between
the start flag and the stop flag. The block with Hib errors in a row starts at a random
position in the frame. If the random start numlsetess than 15 bits from the stop flag the
remaining of the bits are changed prior the randtent number. This is to prevent the stop
flag from getting any bit errors. The block witht lerrors must be placed in such a place it
will not produce any flags or abort sequences.

5.2.4 TC/MAC/OBU/BI/04

Modify the BST so the Beacon ID contains a sequearfceeven consecutive ones. The
Beacon ID shall not undergo bit stuffing but theS=€hall be correct regarding the seven ones
in the Beacon ID. Seven ones in a row are integdras an abort sequence. This test case uses
a special BST with a Beacon ID according to thevatgpecifications. It is not specified if the
abort sequence shall be in manufacturer ID, indi@idD or in both as the seven consecutive
ones are placed at a random start index in Bedgon |

5.2.5 TC/MAC/OBU/BI/05

Modify BST so the stop flag is replaced with an rals@quence of seven consecutive ones.
The stop flag is not subject for bit stuffing. k&t of a sequence of six ones in a row, the
LSB in the end flag is changed to a logical one.

5.2.6 TC/MAC/OBU/BI/O7

After having received the PrWRq, the RSE shall ssRdWA with a private LID = LID1 but

it will be consisting of 5 octets. In the PrWA tpevate LID is extended to 5 octets instead of
usually 4 octets. The new manipulated LID will lddée in figure 5.4 where the grey marked
bits shows the added bits to the LID. The bits redriwith “x” are the ones sent from the
OBU in the PrWRaq.

X X |X |X [|[X |X |X 0 octet #1
X X |[X |[x |X X | X 0 octet #2
X (X [x |[x |[x |[x |x |0 | octet#3
X [Xx [x |[x |x |[x |x |0 octet #4
y Y Y Y |y |y |y |1 |octet#5
MSB LSB

Table 5.4: Extend private LID

The LSB in octet 4 is changed from one to zeroesihcs now with a zero indicating that it is
not the last octet in the LID field. Instead theB_® octet 5 is set to one and the other bits are
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chosen by random. The test case passes if theptnathsr does not reply with a VST to the
PrwaA.

5.2.7 TC/IMAC/OBUI/BI/16

Create a signal so the BST is blocked over 15H@ta/een the start flag and the stop flag. To
represent a blocked signal a low level is set pstito the transceiver over the 15 bits. This is
not to be confused with a FMO represented “0” tt@itains a transition in the middle and
between every bit. The test case passes if thegoamder rejects the frame and does not
respond with a PrwWRq.

5.2.8 TC/MAC/OBUI/BI/17

Create a signal so the BST is blocked over the 8tap The blocked part of the frame is
represented as in TC/MAC/OBU/BI/16. The test caassps if the transponder rejects the
frame and not responds with a PrWRq.

5.2.9 TC/MAC/OBU/BI/18

Create a signal so the BST is blocked over the #tag. The blocked part of the frame is
represented as in TC/MAC/OBU/BI/16. The test caassps if the transponder rejects the
frame and not responds with a PrWRq.
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6 Outcome of Project Test Cases

The results of the test cases are probably the mtesesting part of the report for the EFC
developers. After all test cases have been impléadesind executed a final verdict has been
possible to detect. This part includes the resuKapsch new transponder TS3203/10B but
also the result from three other companies’ trandpcs.

6.1 Kapsch TS3203/10B

(This section is intentionally left blank)
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6.2 Other Companies’ Transponder

Within the scope of this project, includes testsampetitor companies’ transponders. Three
transponders from three different companies wessl ue give a good comparison of the
ETSI tests to Kapsch transponder TS3203/10B.

(This section is intentionally left blank)
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6.3 Verification of Test System

To verify that the test setup gives correct resalistest cases have been verified by using an
oscilloscope. The oscilloscope was connected betweeMCU and the transceiver to record
the signals in-between them. This means the fracnested by the MCU were recorded
before it reached the transceiver and the framesiwved to the transceiver from the
transponder were recorded when they were senttientransceiver to the MCU. In this way

it was possible to confirm both the timing and ltiteaccuracy of the sent and received frames.
The readouts from the oscilloscope showing thedxujuences together with debugging of the
developed programs verified the correctness ofébeived and transmitted frames.

To verify the used transceiver only amplitude matky another measurement was made.
After a frame is sent from the MCU to the transeeiit is assumed the transceiver only
amplitude modulate the signal without changingdoitation or adding or removing bits in the
frame. To verify the correctness of the transceiaesimple test was performed where the
received signal of the transponder where recoraeidcampared with the transmitted signal
of the MCU. The result confirmed the assumed behavof the transceiver's handling of
sending frames to the transponder.
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Conformance testing is not an every day job insteadtests are usually done in the end of
the development or just before the releasing afwa product. With the program developed in
this project it is possible with only minor chandgedest how the transponders behaves when
they are in subject of all kinds of incorrect frasyand to control the timing of frames during
the initialisation phase.

It is a disadvantage of having two test set upteatsof being able to just carry out all tests at
one test station. Since the test are not execotdkidaily work rather when new products are
going to be released and verified the issue ofgusum test set ups is not a great exertion.

During this project knowledge brought from univgrdiave been utilised but also a lot new
knowledge have been gained. Both technical knovdedgput how the DSRC system works
and how to program a micro controller have beedistl Also practical elements such as
estimate time requirements for different stepdenproject have been useful.

This project shows, not only it is possible to tast cases, but it is also possible to send and
receive frames built according to DSRC standardgusi MCU and a transceiver. With the
technique of connecting the programmable MCU witle transceiver it is possible to
construct frames in a completely manually way arahdmit them over the DSRC link.
Kapsch TrafficCom can now make tests to transpanded they have a method for the test
cases not covered by the former test set up bwreadvn this project.

(This section is intentionally left blank)
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8 Future Work

Still there can be improvements to make to thewswof. Mostly it is regarding to make it
more user-friendly. This was a compromise of thmetibeing available and between
flexibility and the ease of use of the program. Adkt cases for this project are fully
implemented but additional tests can be added poawe the functionality. For instance a test
controlling there is a valid DSRC transponder witkie antenna range before the test case
start. This can be done by having a test verifrfefWRq was received after transceiver had
sent the BST before continuing the test case. iBhespecially important for the test cases
involving corrupt frames. Also options of retraniing frames for the test cases using valid
frames to control the transponder would improvectiomality.

Add a choice for tester to see supplementary infion stored in a file to be viewed after a
test case been executed is also a possible impentedm that way to see more specifically
what went wrong in test cases were final verdictaited or to gain knowledge about the
transponder behaviour. These are easy tasks temepit since a lot of the information is
already handled of the program, just not stored.

This project does not cover all of the test casbghvare not covered by TTCN runtime

environment. Some of them are easy implemented tighnew testing tool especially those

controlling the DSRC initialisation but also tesises where communication further than
initialisation is involved can be implemented aagahe test case does not involve heavy
calculations like access credentials.
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Abbreviations and Acronyms

AM
APDU
ASIC
BPSK
BST
CEN
CRC
DSRC
EID
ETSI
FCS
GClI
GSS
HEW
LCD
LiC
LID
LLC
LPDU
MAC
MCU
NRZI
OoBU
osl
PDU
Prwa
PrWwRq
RSE
RTTT
TDMA
Te
TRP
Ts
TTCN
uuT
VST

Amplitude Modulated
Application Protocol Data Unit
Application Specific Integrated Circuit
Binary Phase Shift Keying
Beacon Service Table
European Committee for Standardization
Cyclic Random Check
Dedicated Short Range Communication
Element ID
European Telecommunications Standard Institute
Frame Check Sequence
Generic Compiler Interpreter
Global Specification for Short range commurocat
High-performance Embedded Workshop
Liquid Crystal Display
Link Controller
Link ID
Logic Link Control
Link Protocol Data Unit
Medium Access Control
Micro Control Unit
Non Return to Zero Inverted
On Board Unit — Same as transponder
Open Systems Interconnection model
Protocol Data Unit
Private Window Allocation
Private Window Request
Road Side Equipment
Road Transport and Traffic Telematics
Time Division Multiple Access
End Time
Transponder
Start Time
Testing and Test Control Notation
Unit Under Test
Vehicle Service Table
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Content of Frames

BST
octets MSB LSB Description
#1 0111 1110 start flag
#2 1111 1111 Broadcast LID (1 octet)
#3 1010 0000 MAC control field
#4 0000 0011 LLC control field
#5 1xxx x001 fragmentation header (xxx x = PDU numb&Q000 and: 0001)
#6 1000 T-APDU: Initialisation-Request (1st element in CHOIG&es with OY)
0 nononmandAppl i cati ons
000 Beaconl D. manuf acturerid =1
#7 0000 0000
#8 0000 1
001 Beaconl D. i ndi vi dual i d =0x1234567 = 19088743
#9 0010 0011
#10 0100 0101
#11 0110 0111
#12 0011 0010 ti me = 8514720001 = 0x32C06E81
#13 1100 0000
#14 0110 1110
#15 1000 0001
#16 0000 0001 profile=1
#17 0000 0001 number of mand. app. = 1
#18 0 no eid
0 no paraneter

00 0001 aid=1
#19 0000 0000 profil eLi st, empty
#20 XXXX XXXX FCS (2 octets)
#21 XXXX  XXXX
#22 0111 1110 end flag

Table A.1: Beacon Service Table Description

-36-




Appendix

PrWwWRq
octets VSB LSB Description
#1 0111 1110 start flag
#2 XXXX XXX0 private LID (4 octets)
#3 XXXX XxX0
#4 XXXX XxX0
#5 XXXX XXX1
#6 0110 0000 MAC control field
#7 XXXX XXXX FCS (2 octets)
#8 XXXX XXXX
#9 0111 1110 end flag

Table A.2: Private Window Request Description

PrWA
octets MSB LSB Description
#1 0111 1110 start flag
#2 XXXX XXX1 private LID (4 octets)
#3 XXXX XXX1
#4 XXXX XXX1
#5 XXXX XxX0
#6 0010 0000 MAC control field
#7 XXXX XXXX FCS (2 octets)
#8 XXXX XXXX
#9 0111 1110 end flag

Table A.3: Private Window Allocation Description
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VST
octets | MSB LSB | Description
#1 0111 1110 Start flag
#2 XXXX XXX0 Private LID (4 octets)
#3 XXXX XXXO0
#4 XXXX XxX0
#5 XXXX XXX1
#6 1100 0000 MAC control field
#7 0000 0011 LLC control field
#8 1001 0001 Fragmentation header
#9 1001 0000 T-APDU: initialisation.response
#10 0000 000p Profile (shall match to Profile used in BST)
#11 0000 0001 Number of supported applications = 1
#12 1 eid present
1 parameter present
00 0001 aid = 1 for EFC-applications
#13 eeee eeee eid for addressing the application element
#14 0000 0010 parameter is type OCTET STRING
#15 0001 0000 length of parameter = 16 octets (or 12 optional)
#16 1000 0111 EFC-Context Mark
#17 0000 0000
#18 0000 0001
#19 0000 0000
#20 0000 0001
#21 0000 0001
#22 0000 0010 Container.type = OCTET STRING
#23 0000 0010 Container.length = 2 octets
#24 XXXX XXXX OBUGrouplID
#25 XXXX XXXX
#26 0000 0010 Container.type = OCTET STRING (optional)
#27 0000 0100 Container.length = 2 octets
#28 nnnn nnnn RndOBU(optional)
#29 nnnn nnnn
#30 nnnn nnnn
#31 nnnn nnnn
#32 1 OBUStatus present
XXX XXXX EquipmentClass
#33 XXXX XXXX
#34 nmm: nmm manufacturer|D
#35 nmmm nmmm
#36 X OBUStatus.absenceOfICC
X OBUStatus.unrecognisedICC
X OBUStatus.batterieFailure
X OBUStatus.peripherallnterfaceError
X OBUStatus.illegalTamperingOfTheOBU
000 |last state before sleeping state was reached:
000 = BLOCKED; 001 = WAIT
010 = INIT; 011 = READY
100 = DATA reserved for future use
#37 XXXX XXXX reserved for private use
#38 XXXX XXXX FCS (2 octets)
#39 XXXX XXXX
#40 0111 1110 end flag

Table A.4: Vehicle Service Table Description
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ECHO Request

octets | MSB LSB | Description

#1 0111 1110 | Start Flag

#2 XXXX XXXO0 | private LID (4 octets)
#3 XXXX XxX0

#4 XXXX XxX0

#5 XXXX XXX1

#6 1010 0000 | MAC control field

#7 0110 0111 | LLC control field

#8 1001 0001 | LPDU (6 octets)

#9 0000 0101 | T-APDU

#10 0000 0000 | EID

#11 0000 1111 | Action Type OxOF = ECHO
#12 0000 0010 | Container

#13 0000 0000 | Length of Data String
#14 XXXX XXXX | FCS (2 octets)

#15 XXXX XXXX

#16 0111 1110 | End Flag

Table A.5: ECHO Request Description
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Flowcharts

ETSI Frame

Read BST

Valid or
Invalid

Valid Test
Case No

Invalid Test
Case No

Calculate FCS Calculate FCS

Add Flags and

Preamble Create Bit Errors

Add Flags and
Preamble

Convert to Bit Array

Store Bit Array in
file

Convert to Bit Array

Store Bit Array in
File

Figure A.1: Simplified flowchart over ETSI_Frame
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ETSI Test

Init MCU

Push Button to

Start Test

Read BST File

Chose Test
Case

Test Case 1 Test Case 2

Test Case n

—_— Send BST

Receive PrWRqg
Get Private LID

Send PrWA

Receive VST

Send ECHO

Receive ECHO

Present Verdict

Figure A.2: Simplified flowchart over ETSI_Test

-41-




Appendix

Send Frame

Send Bit

Keep Duration

While more
Bits

End Send Frame

Figure A.3: Flowchart over Subroutines
SendFrame and ReceiveFrame
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Figure A.4: Flowchart over
Subroutines Create PrwWA and
Create ECHO

Create PrWA

Get LID

Add LID

If Test Case
MAC_BI_07
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End Create PrWA
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Figure A.5: Flowchart over
Timer Function
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Screenshot

The figure illustrates the delay in the transceigéreceived uplinks. It ig\t showing the
delay between the transponder starts to transrdittfae transceiver starts to send the bits to
the MCU. The upper square pulses display the transgisignal from the transponder and
where a new bit starts where t1 is placed. The lmigchph signed DATA shows the data bits
received in the transceiver and the lowest grapha<slock signal sent along with data signal
to the micro controller. t2 is the time where thiEibtrigged into the micro controller.

O 79,4 2008 A2 STOP

L2 TRR

1 DATA

0 [CLK

!
!
i :
! e I

t1 = ¥V4.01lus t2 = 84.43us &t = 10.42us -4t = 95.,95kH=

Figure A.6: Screenshot from Oscilloscope showimgddlay in the transceiver
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The figure below shows the communication betweenRBE and the OBU where the lower
signal is the signal sent from MCU to transceiartfansmitting to OBU. The upper signal is
the received signal from the transponder aftertthesceiver sends it to the MCU. In order
from left to right the signals are; wakeup BST,ms®t BST, PrWRq, PrWA, VST, ECHO
Request, ECHO Response. From the figure the tirvedes the second BST and the PrWRq
indicates the transponder replied in the secomataiéd window.

5,400 2,000, Sngl+A2 STOP

tZ2 = 6.5684ms &t = BE56.9us L&t = 1.456kH=

Figure A.7: Screenshot from Oscilloscope showirgDISRC initialisation
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