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Energy Efficient Control of Microwave Networks

Adam Frithiofson, Marcel Vacante
Department of Computer Science and Engineering
Chalmers University of Technology and University of Gothenburg

Abstract

Wireless microwave radio links have become a core component in modern communica-
tion infrastructure, providing access in places where fiber-optic cables are infeasible.
High capacity links are commonly realized through bonding of multiple independent,
parallel radio links, but utilization for these very rarely exceeds 50 %. This means
that half of the radio link hardware is consuming power without providing any useful
capacity. To combat this, we propose a software controller which can dynamically
control power to radio hardware, adapting capacity to demand by powering off radios
at periods of low utilization in order to reduce overall energy consumption. Results
from computer simulations and measurements in a physical setup show that it is
possible to save up to 50 % of energy consumed by radio hardware in these links
with very small, if any, impact on users.

Keywords: microwave network, radio link, dynamic power management, energy-aware
networks, green communication, energy efficiency
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1

Introduction

Since the rise of the internet and mobile networks, it is not just a possibility to
communicate with anyone and anything at any time; the ability to do so is almost
taken for granted. These communication technologies have become core infrastructure
that society depends on and expectations on availability are high. Underground
(or undersea) optical fibers are the favored carriers of information thanks to their
high capacity, range and resistance to interference. However, their underground
placement make them difficult and expensive to install. An alternative to these
fibers is to create point-to-point microwave radio links that carry information directly
through the air. In contrast to fibers, which require a single fiber cable to run all the
way between endpoints, microwave radio links only require hardware to be installed
at each endpoint. This enables bringing communication infrastructure to places
that would otherwise be hard to justify economically. The use of such radio links
is prevalent in construction of mobile networks as they allow base stations to be
installed in places where fiber communication is infeasible, thus improving mobile
networks coverage.

Unfortunately, microwave radio links are much less power efficient than optical fibers.
Baliga et al. compare the energy consumption of fiber and wireless access networks
and show that the wireless solution consumes tenfold the power for the same level
of throughput [1]. This inefficiency not only has a negative impact on operators’
electricity costs, but is also less sustainable from an environmental perspective.
For these reasons, this thesis aims to investigate a means of reducing the energy
consumption in microwave networks.

One such possibility for reduced energy consumption has been identified in microwave
networks of Ericsson’s customers. Utilization statistics have revealed that their
radio links are often underutilized, as the capacity of these radio links is generally
dimensioned to cope with peak demand with large margins. This leads to link
utilization being significantly lower than actual capacity in many cases. Importantly,
a significant number of these radio links are realized through aggregation of multiple
parallel radio links, each one consisting of a dedicated pair of radio transceivers.
This presents an opportunity to improve energy efficiency by turning off supply
power to superfluous radios during periods of low utilization, thus reducing power
consumption while only sacrificing unused capacity.
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The goal of our work is to implement the aforementioned idea of dynamically turning
off underutilized radios, as well as demonstrate that these energy savings can be
realized without a significant impact on quality of service.

1.1 Aims and challenges

Our work aims to create a system for realizing these potential energy savings in
microwave networks in the form of a software controller, and to demonstrate the
viability of this scheme. To achieve this, there are several challenges which need to
be considered. The most critical challenge is ensuring that the energy savings do
not adversely impact the quality of service by causing capacity to be insufficient.
This is difficult due to radio units having a significant startup time (8-10 seconds for
the Ericsson MINI-LINK 6363 radios we use), and therefore spikes in demand can
not immediately be met with an increase in capacity. Another challenge is that of
fault handling, where unexpected failures in either a radio link or controller should
be handled gracefully and never cause prolonged service outages. There is also the
concern of potential hardware degradation, as power cycling radio units often may
cause thermal stress and shorten their life expectancy. The final challenge is ensuring
high scalability of our system. The system needs to work well in a network of any
size, as the microwave networks where it is intended for use may consist of thousands
of nodes and radio links.

1.2 Approach

We design and implement the aforementioned software controller as a platform, sepa-
rating the performance-critical decision making into easily interchangeable decision-
making algorithms that we call policies. The controller platform provides fault
tolerance and scalability properties, whereas the performance in terms of energy
savings and impact on quality of service is dictated by the implementation of a
specific policy.

We implement two policies for use with our platform and evaluate their performance
using a simulator that we create. The simulator simulates a policy’s actions when
to subjected to a given utilization pattern and outputs an estimate of saved energy
as well as any impact on quality of service. The utilization patterns we feed the
simulator with are gathered from radio links in a live microwave network, allowing us
to estimate performance as if the system was deployed in that live network. We also
evaluate performance in a physical testbed using our controller in order to compare
with and validate the simulated results. Aside from performance evaluation, we
evaluate the controller platform’s robustness through fault injection experiments.

1.3 Related work

Dynamically adapting capacity to demand in order to save energy is not an original
concept. Benini et al. surveys the field of Dynamic Power Management (DPM) and its
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associated challenges, which primarily revolve around ensuring that capacity is always
sufficient for current demand. Their survey focuses on systems with sub-second
power state transition times and a centralized power manager [2]. Our work extends
this to handle transition times in the order of 10 seconds and uses a distributed
power manager (which we refer to as the controller) with fault-tolerant properties.

In the context of networking, there are some existing implementations of DPM. One
of the most widespread examples is Adaptive Link Rate (ALR) for Ethernet, which
lowers link speed when utilization is low in order to reduce energy consumption. In
the case of ALR, changing the link speed typically takes less than 1 millisecond,
which is unlikely to be noticed by users [3]. In our case, turning on radios takes
upwards of 10 seconds and could have a significant impact on users.

Addis et al. propose a scheme in which they utilize a Software Defined Networking
(SDN) controller to minimize energy consumption by shutting down underutilized
nodes. However, such a scheme requires redundant paths to reroute traffic through
[4], which are rarely present in microwave networks.

An example of DPM specifically in microwave radio links is Traffic-Aware Power Save
(TAPS), a feature in Ericsson MINI-LINK radio link products which dynamically
adjusts the strength of radios’ transmitted signal to match the level of traffic. It
never shuts off radios entirely [5], and is therefore only able to save around 4 watts
per radio (for our model, MINI-LINK 6363). The scheme we propose does completely
turn radios off, saving 17 watts per radio. While the energy savings of TAPS are
comparatively low, it can adjust capacity very rapidly and does not come with any
significant risk of user impact, unlike our scheme.

This work was inspired by recent developments in the area of self-stabilization,
specifically, a control plane for software defined networks (SDNs) [6], [7], and edge
computing [8]. These fault-tolerant solutions were based on advanced fault models,
such as asynchronous message-passing systems with fairness assumptions [9]-[11],
asynchronous crash-tolerant systems [12]-[14], and asynchronous Byzantine-tolerant
systems [15]-[17]. Our work follows implicit synchrony assumptions and does not
aim at analytically dealing (using formal proofs) with asynchronous fault models or
the presence of malicious (Byzantine) behaviour. Nevertheless, we hope that the
proposed solutions can serve as a starting point for more advanced fault-tolerant
solutions via rigorous analysis.

1.4 Owur contribution

We propose critical components for energy-aware microwave networks. Specifically,
we design and implement the first, to the best of our knowledge, software-based
controller that allows existing systems to become energy-aware. Our controller will
continuously monitor link utilization and control power supply to radio units, turning
them off when their capacity is not required. This will provide a significant reduction
in energy consumption of many microwave radio links.
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In order to realize the proposed solutions, we have developed a novel, distributed
controller platform for reliable and dynamic management of supply power to radio
units. The controller makes use of redundancy and automatic discovery and correction
of faults in order to ensure reliable operation, which is of utmost importance for
microwave network operators. We also provide two implementations of decision-
making algorithms (also known as policies) to be utilized by the controller platform,
which determine when it is efficient to turn off radios with minimal impact to users.

Through extensive evaluation that uses both hardware-in-the-loop testbed and
simulation approaches, we show that our controller effectively handles the challenges
posed by the scheme. The implementation was shown to be reliable in extended
operation and throughout various fault injection experiments in the testbed system.
Simulations on 112 real-world microwave radio links show an average power reduction
of 34 watts and an average traffic impact of 30 milliseconds per day.

We expect microwave product manufacturers to use our work to provide more energy-
efficient products, which will lower the energy consumption of microwave networks
that use these products. This will reduce the carbon footprint and operating costs
of microwave networks, making them more sustainable both environmentally and
economically.

1.5 Organization

Microwave networks and their constituent components are described in Chapter 2,
in addition to the challenges in making microwave networks energy-aware. Our
implementation of an energy-aware controller for microwave networks is described
in Chapter 3. In Chapter 4, we describe the decision making algorithms (policies)
that the controller uses to determine when to enter or exit energy saving modes.
How we evaluate the controller and the results of the evaluation are presented in
Chapter 5 and Chapter 6, respectively. Finally, we provide conclusions of our work
in Chapter 7.
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Background

This chapter introduces the fundamentals of microwave networks, their components
and how these interact, the emerging concept of energy aware microwave networks,
and its associated challenges.

2.1 Microwave networks

A microwave network consists of nodes that serve the same basic purpose as switches
in traditional Ethernet switched networks. However, a distinguishing feature is the
capability of utilizing wireless transceivers, more commonly referred to as radio units
or just radios, allowing nodes to communicate wirelessly. A wireless connection
between two nodes is referred to as a radio link, and is established by configuring a
matching number of radios on both nodes.

The simplest example of such a radio link is one with two radios; one present at
each node. The more interesting case, which our work is centered around, is when
several radios are present at each node, creating multiple parallel, but independent,
communication channels. These communication channels are commonly referred to
as carriers and their capacity is typically combined into a single logical link using
Radio Link Bonding (RLB). RLB provides both an increase in capacity as well as a
level of failure resistance as the radio link can remain functional, albeit at reduced
capacity, despite the complete failure of one or more redundant carriers. A two
carrier bonded radio link is illustrated in Figure 2.1.

2.2 Radio link utilization

Radio link utilization, henceforth referred to simply as utilization, is a measure of
how much of a radio link’s maximum capacity is used at a given time. Utilization is
heavily dependent on the users of a specific radio link, and as a result no two links
have the exact same utilization pattern. However, there are some clear trends which
the vast majority of all radio links seem to follow, the most important of which is
a low level of utilization a majority of the time. This is illustrated in Figure 2.2,
which depicts a utilization pattern captured in a live network for a real two-carrier
bonded radio link. The utilization for this link rarely exceeds 50 %, which is very
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Figure 2.1: Illustration of a bonded radio link consisting of two carriers

common for radio links in our data set. As such, there is a great opportunity to save
energy by keeping one of the two carriers powered off the majority of the time, only
powering it on during the brief moments where the extra capacity is needed.

Typical radio link utilization pattern

100 A

80 -

60

Utilization (%)

Time (days)

Figure 2.2: A plot of radio link utilization over time from a typical radio link in a
live microwave network

There is also a clear periodicity to utilization patterns in most radio links, where
utilization is higher during daytime, and lower during nighttime. Additionally,
utilization one day tends to be similar to that of the previous day. Both of these
trends can be easily seen in Figure 2.2. While not depicted here, weekends tend to
have different utilization to weekdays, resulting in week-to-week regularities being
even stronger than day-to-day regularities. These regularities can be exploited in
order to make predictions about future utilization.
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2.3 Energy-aware microwave networks

The concept of energy-aware microwave networks refers to microwave networks
that adapt themselves to current circumstances in order to reduce their energy
consumption. Our proposed method for introducing energy awareness to microwave
networks is to power off radio units in bonded radio links when their capacity is not
utilized, which is generally a majority of the time.

However, while operating in a state of reduced capacity is beneficial for energy
consumption, it is not without problems. There are three main challenges with
employing such a scheme: (1) ensuring capacity is always sufficient, (2) handling of
faults and (3) avoiding hardware wear.

In regards to the first challenge (1), consider the event of a sudden increase in traffic
exceeding current capacity while operating in a power saving state. Additional
carriers would need to be powered on to meet the sudden demand, but performing
such an operation is not instantaneous. The radios we use (Ericsson MINI-LINK
6363) take between 8 and 10 seconds to be fully operable after being powered on, and
as a result, powering off radios at inopportune times would cause current demand to
exceed capacity. When demand exceeds available capacity, a radio link is said to be
congested.

Congestion has a significant impact on quality of service (QoS), which is highly
undesirable by network operators. In case of congestion, nodes will start buffering
data that cannot be transmitted, delaying its delivery, and discard data when buffers
become full. Congestion can be mitigated by employing traffic prioritization and
ensuring that only low priority traffic is dropped or delayed, while letting more
critical high priority traffic flow undisturbed. Another mitigating factor comes from
a majority of internet traffic being TCP-based [18]. With TCP, actual utilization
will to some degree adapt to the reduced capacity. This is due to TCP’s loss recovery
mechanism of reducing a sender’s transmission rate upon detecting congestion [19].
This will reduce the severity of the congestion and the amount of buffered or discarded
traffic, although the quality of service will still be impeded since the actual throughput
the users see is reduced.

Another problem with ensuring sufficient capacity (1) is that a radio link’s capacity
is not always constant. Environmental circumstances such as rain can degrade signal
quality and cause capacity to be temporarily reduced. In such a case, it may be
necessary to have multiple carriers active to handle a utilization level for which a
single carrier would normally be sufficient.

In regards to the second challenge of fault handling (2), employing the energy saving
scheme introduces new fault scenarios that need to be considered. Reducing the
number of redundant radios active at any given moment makes the system more
vulnerable to hardware failures and transient faults. In a two carrier configuration
with no power saving, one carrier could fail and still allow the link to be operable
with reduced capacity. As long as link utilization is below the capacity of this one

7
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carrier, there would be little to no impact on QoS. Compare this to the case of being
in the power saving state, i.e. having only one out of two carriers powered on. Should
this carrier fail, the impact on traffic will be major as no other carriers are available
to take its role immediately. Due to the aforementioned start-up time of radios, this
effectively translates to at least 8-10 seconds of total service outage in the best case.
If there is no mechanism to automatically recover a radio link in such a situation, the
resulting outage may last until the link is restored manually by an on-site operator.

For the third and final challenge (3), there are possible problems relating to hardware
degradation when power cycling hardware frequently. The main concern is that a
more varied power consumption will cause hardware temperature to vary as well.
This can in turn cause mechanical stress (due to thermal expansion and contraction)
or condensation, both of which can negatively impact the longevity of hardware.



3

Controller design

In order to control the power state of radio links, we introduce a controller entity
to the system, similarly to how a controller in software-defined networking (SDN)
manipulates the configuration of the network over which it has authority [20]. The
controller will execute some policy that defines which power state is suitable in a
given situation, and apply this state by turning on or off power to radios. The
primary purpose of the controller is to reduce the energy consumption of the network,
although it should do so with minimal impact for users. The following paragraphs
highlight the key design criteria for the controller.

Congestion minimization If demand exceeds capacity, congestion will occur
and adversely impact users of the network, which is highly undesirable by network
operators. Therefore, the controller should minimize the amount of congestion
introduced to the largest extent possible.

Minimization of power state changes Since frequent power state changes may
have a negative impact on radio hardware longevity, the controller should avoid
turning on and off radios excessively often.

High scalability Microwave networks may consist of thousands of nodes, and as
such the controller must be highly scalable. A controller which scales poorly would
be infeasible to deploy in a real network.

Fault handling The introduction of the controller to the system should not worsen
fault handling or operation compared to if it were absent. For example, the controller
should never cause a link to become stuck in a low-capacity state, even in case of a
fault in the controller. The controller should be able to identify problems on its own
and apply countermeasures to recover, gracefully handling unexpected faults, also
known as being self-healing [21].

3.1 Architecture

The architecture we have opted to use for our controller is a distributed system, in
which a controller instance is placed at the location of each node. Each controller
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consists of multiple workers, one for each radio link at its local node. This means
that each radio link is under the management of two workers, one at each endpoint.
The two workers can communicate with both nodes and each other via a control
plane that relies on their shared radio link, as opposed to a dedicated communication
channel. This is also known as an in-band control plane. However, because the
control plane is in-band, this communication will be disturbed if the radio link were
to go down. In case of such a network partition, a worker would only be able to
reach its local node and not the remote node or worker.

The selected architecture allows us to consider each radio link as an independent entity,
meaning controllers only need to communicate with their immediate neighbours. As
such, this scheme will scale to arbitrarily large networks, as long as the controller is
dimensioned according to the maximum number of possible neighbours. In addition,
this scheme provides a level of redundancy due to each radio link being managed by
two independent workers on different controllers, where the failure of one worker will
not result in a radio link getting perpetually stuck in a power saving state.

While a distributed controller has major advantages, it also introduces a new challenge.
With two workers managing a single radio link, there is the possibility of disagreement,
which would require some synchronization mechanism to prevent or resolve. We
have opted to solve this by introducing a master-slave relationship between the two
workers. The master is responsible for the decision-making and the slave simply
follows what the master decides. In order to determine which worker should be
master and which should be slave, there needs to be some distinguishing factor
between the candidates [22, p. 329]. For this, we use the IP address of the controller,
where the worker on the controller with the lower IP address will act as the master
worker.

Our implementation will run on dedicated hardware, separate from the nodes, with
each controller having a physical connection to its local node. However, the same
architecture can be used for an implementation inside the nodes themselves if desired.
Figure 3.1 illustrates our architecture in a network with two radio links between
three nodes.

3.2 Worker operation

The workers have different behaviour depending on whether they are a master or
slave. The slave worker begins by powering on all local and remote radios in order to
reach a safe and well-defined state. During startup, the worker will send commands
to both nodes in order to ensure all radios are turned on in case the remote worker
has failed and is unable to manage its local radios. After synchronization, each
worker will only control the state of its local node’s radios. When all radios are on,
the slave sends a message to the master, asking it to synchronize, which the master
will do by restarting and following its own startup procedure. Once the master has
acknowledged the slave’s request, the slave will enter its main loop and wait for the
master to send a message containing a new power state. When the slave receives

10
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Radio Link A (RL A) Radio Link B (RL B)

Controller 1 Controller 2 Controller 3
192.168.0.1 192.168.0.2 192.168.0.3

Master Slave Master Slave
worker worker worker worker
RLA RLA RLB RLB

Figure 3.1: Distributed controller architecture with three interconnected nodes

such a message, it will apply the new state to its local node, turning on or off radios
accordingly.

The master worker performs the same initial step as the slave, powering on all local and
remote radios. It then sends this state (all radios on) to the slave worker to synchronize
the state of the slave with its own, subsequently awaiting an acknowledgement.
Afterwards, the master verifies that all carriers are up and running to ensure that the
radio link is operating normally and has not, for example, suffered a hardware failure
in one of the carriers. Once this has been verified, the master proceeds to its main
loop, in which it starts executing the power saving scheme. Here, the master worker
uses a policy (described in detail in Chapter 4) to determine how much capacity is
desired at any given moment. It then calculates how many carriers are necessary to
provide the desired capacity, taking into account that the current capacity provided
by a carrier is affected by environmental circumstances such as rain. When the
master worker deems a change to the power state to be desirable, it will communicate
this to the slave and await an acknowledgement, after which both workers apply this
new state to their respective node by turning on or off radios.

3.3 Fault handling

Since reliability and fault handling is critical, the controller is designed to be self-
healing by making use of the restart on failure principle to return to a correct
state whenever a problem is encountered. It has been widely observed that restarts
often solve the problem of anomalies and unexpected behaviour [23], [24]. As such,
designing a system around this principle together with a robust startup procedure
provides a single course of action that can be used to recover from a wide variety
of faults. This includes any fault that causes the system to crash and restart, even
ones that were not explicitly considered during development.

11
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For failure detection, we primarily make use of heartbeats between the workers.
Every second, the worker will send a heartbeat request to the remote worker, after
which it expects a reply within a second. If a response is not received within this time
frame, there is a problem with either the remote worker or the communication over
the radio link. Since all faults are handled by restarting, the worker simply needs
to restart and rely on the startup procedure to recover. Most other failures do not
need any explicit detection or handling. For example, if we do not succeed to turn
on a radio due to failed hardware, an exception will be raised, causing the worker
to restart, after which the startup procedure is expected to handle this situation as
gracefully as possible.

Something that does require explicit handling is self-checks for desynchronization
between actual radio states and the internal state of the worker. The workers will
continuously verify that all carriers it thinks should be up are actually providing
capacity. If a state of desynchronization persists for longer than 60 seconds (which
would happen if a radio is down, but the controller thinks it is up), the controller
will restart itself to recover.

3.4 Redundancy

It is not acceptable that an unexpected controller failure leads to a radio link being
stuck in a reduced capacity state, as this could lead to congestion. To prevent this,
we ensure a certain level of redundancy in the controller. Specifically, we require
that both the master and slave workers are alive in order to enter or maintain any
power saving state. Should a worker fail, it will be detected by loss of heartbeats,
and the remaining worker will restart and bring the radio link to full capacity. The
remaining worker will then attempt to resynchronize with the failed worker, failing
and restarting repeatedly with the link remaining at full capacity. Only when the
failed worker has recovered will synchronization succeed, redundancy be restored
and power saving can be resumed.

With this level of redundancy, one simultaneous worker failure per radio link is
tolerated. However, a simultaneous failure of both workers may still leave a link in
an undesired power state until either worker has recovered and can assume control
over the radio link’s power state.
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4

Decision-making algorithms
(policies)

While the controller is a platform that is responsible for fault-handling and communi-
cating with nodes to power on and off carriers, it does not make decisions regarding
when to power on and off carriers. Instead, this responsibility is delegated to an
interchangeable algorithm which we refer to as a policy. The policy monitors current
utilization and outputs the percentage of total maximum capacity that is currently
desired. An output of 50 % indicates that the number of active carriers should be
enough to provide 50 % of the maximum link capacity, and assuming two identical
carriers this would mean that one of them should be powered on. Note that the
policy is not responsible for exactly which radios should be powered on, as this the
responsibility of the controller.

We investigate two different policies for our energy saving scheme: a reactive policy
which only considers recent utilization, and a reactive and proactive hybrid policy
which also tries to anticipate the future based on utilization data from the previous
week.

4.1 Reactive policy

One of the simplest policies is one that only considers instantaneous utilization and
adjusts capacity accordingly. However, without any modifications, this simple policy
has two major flaws. Firstly, it will not attempt to increase capacity until the current
capacity is exceeded, likely causing a large impact on QoS, and secondly it will be
very unstable when the current utilization fluctuates near the threshold for turning
on and off a radio, causing frequent power state changes.

To solve the first problem, a capacity margin can be applied to the threshold of
when to turn on and off a carrier. For example, if the current utilization is 45 %, we
might want the capacity of the radio link to be at least 55 %, i.e. a 10 % capacity
margin. As such, in a typical two carrier setup, an increase in utilization beyond
40 % would cause the second carrier to be powered on. With this improvement,
slow gradual increases in utilization would be handled gracefully as carriers will
be turned on well before there is risk of congestion. Figure 4.1 illustrates how the
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capacity margin works to increase radio link capacity without congestion during a
slow gradual increase in traffic load.

—— Traffic load (%) Actual capacity (%) ——- Threshold for starting second carrier (%)
No capacity margin 10% capacity margin
100 A Radio startup complete @ 100 A

* Radio startup complete

80 A 80 -

Insufﬂoerlt\c\apaaty / 60 -

40
201 201
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0 10 20 30 40 0 10 20 30 40
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Figure 4.1: Illustration of how the capacity margin helps prevent congestion during
slow gradual increases. Note how there is a period of insufficient capacity in the left
plot while the radio is starting, whereas capacity is always sufficient in the right plot
thanks to the capacity margin reducing the effective threshold for turning on the
second carrier from 50 % to 40 %.

Unfortunately, slow gradual increases are not representative of all utilization patterns.
Utilization of radio links can fluctuate rapidly, which becomes a problem when the
utilization is close to the threshold at which additional carriers will be powered on.
This would lead to carriers being turned off, only to be turned on again a short while
later, likely introducing congestion during the startup and shortening the lifespan of
the hardware. Therefore, we introduce a time hysteresis to the policy, requiring that
a radio stays powered on for a minimum length of time. In practice this is realized
by the policy outputting a desired capacity equal to the highest utilization peak
observed during a sliding window, plus any capacity margin.

This improved policy is what we will refer to as our reactive policy, and is illustrated
in Algorithm 1 with pseudo-code. The 10 % capacity margin and the 2 hour time
window were selected based on what we believe to be reasonable values in most
cases. As fine-tuning of the policies is not a focus area of this project, we do not
quantitatively evaluate the effects of different values. However, it is expected that
increasing these values will decrease the risk of congestion further and reduce the
number of power state changes, but at the cost of increased energy consumption.
This is due to radios being turned on at a lower utilization level, as well as being
kept turned on for longer. Both of these values can easily be adjusted if desired.
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Algorithm 1 Pseudo-code for the reactive policy implementation
CAPACITY__MARGIN := 10 percent > Adjustable value
SLIDING WINDOW _SIZE := 2 hours > Adjustable value
slidingWindow Utilization := new SlidingWindow (SLIDING__WINDOW _SIZE)
function REACTIVEPOLICY (currentUtilization)

slidingWindowUtilization.update(current Utilization)
return CAPACITY_MARGIN + max(slidingWindow Utilization)

end function

4.2 Hybrid policy (reactive and proactive)

A potential improvement to the reactive policy detailed above is to not only consider
the most recent utilization, but also historical utilization. A prominent trend in
real-world data is that utilization patterns tend to be very regular, where utilization
around a specific time one week is very similar to utilization around that same time
the previous week (or weeks). The same sort of regularity also exists between days,
although weekends tend to be different as can be seen in interval B in Figure 5.2.

Our hybrid policy implementation is an extension of the reactive policy that attempts
to predict the future by looking at the past. Aside from considering the recent past
in a lookbehind window (identical to the sliding window in the reactive policy), it also
considers what it expects to happen in a future lookahead window, where the future
is represented by the same time interval the previous week. When the prediction
is accurate, the policy correctly anticipates future demand and can increase the
capacity well in advance, avoiding potential congestion even if demand increases
suddenly. The difference between what the hybrid and reactive policy considers when
making decisions is shown in Figure 4.2.

Algorithm 2 shows pseudo-code for the hybrid policy. The values for capacity margin
and lookbehind were retained from the reactive policy and the new lookahead value
was selected to be 1 hour based on what we believe to be reasonable. Increasing
the lookahead is expected to have the same effect as increasing the lookbehind or
capacity margin, resulting in more conservative energy savings as radios are kept
powered on for longer. All three values can be adjusted if desired.
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L0 Reactive and hybrid policy comparison (no capacity margin)

lookahead

80 - ' lookbehind

—— Observed utilization
60 41 — Predicted utilization
—-== Reactive policy output at present
——- Hybrid policy output at present
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-2 -1 0 1
Time (hours relative to present)

Figure 4.2: Comparison of policy output for the reactive and hybrid policy, with
no capacity margin for the purpose of illustration. The reactive policy only considers
the highest peak of the last two hours, whereas the hybrid policy also considers a
predicted peak in the next hour based on data from the previous week.

Algorithm 2 Pseudo-code for the hybrid policy implementation

CAPACITY_MARGIN := 10 percent > Adjustable value
LOOKBEHIND := 2 hours > Adjustable value
LOOKAHEAD := 1 hour > Adjustable value

history := new History()
function HYBRIDPOLICY (currentUtilization)
now := getCurrentTime()
history.add(now, currentUtilization)
return CAPACITY_MARGIN + max(
history[now - LOOKBEHIND, now],

history[now - ONE_ WEEK, now - ONE_ WEEK + LOOKAHEAD],
)

end function
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Evaluation

The evaluation of the proposed energy savings scheme is divided into two separate
parts: controller and policy evaluation. The controller implementation is evaluated in
a hardware setup, whereas the policies are primarily evaluated using a purpose-built
simulator that can simulate months” worth of traffic data on hundreds of radio links
in a short span of time. Some policy evaluation is performed in real-time in the
hardware setup as well, to compare with simulated results and provide confidence in
the validity of the simulator.

5.1 Data set

In order to replicate real-world scenarios and run meaningful computer simulations,
some form of traffic data is needed to simulate network traffic. While synthetic such
data could be obtained through traffic modelling, we have opted to use utilization
statistics that were gathered from a live microwave network in order to obtain more
realistic traffic data. Ericsson has supplied utilization statistics from the microwave
network of one of its customers. This data set contains 2.3 million 15-minute interval
summaries, constituting about 4 months” worth of utilization data for 192 radio links.
Out of these, 119 are bonded links consisting of two carriers and the remaining links
are not bonded. There are no radio links with more than two carriers present in the
data set.

5.1.1 Format

The format and available values for the 15-minute interval summaries are as follows:
1. Timestamp
2. Unique radio link identifier
3. Amount of time spent in 5% utilization buckets

An example of one entry in this data set is shown in Table 5.1
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Field Value
Timestamp 2021-08-23 14:00

Radio link identifier 1155
0% to 5% 308s
5% to 10% 547s
10% to 15 % 458

15 % to 20 % 0s

Os

95 % to 100 % 0s

Table 5.1: A sample of utilization statistics for one 15-minute interval

5.1.2 Limitations

The data set has some limitations in regards to resolution, the most significant being
that there is no way of telling what the utilization was at a specific point in time.
For the example data in Table 5.1, we know that there are a total of 45 seconds
where utilization was between 10 % and 15 %, but we do not know if these were all
consecutive or if they were spread out inside the interval.

Another limitation is the low resolution of 5% buckets. For a radio link with a
capacity of 1 Gbit/s, it is not possible to tell the difference between a utilization of
51 Mbit /s and 99 Mbit /s since both fall in the 5% to 10 % utilization bucket.

Lastly, even though the data set contains several months’ worth of data, it is not
entirely contiguous due to gaps every couple of weeks. We do not attempt to splice
or interpolate these gaps, but instead treat each contiguous interval separately.

5.1.3 Data enhancement

In order to perform meaningful computer simulations and simulate scenarios on real
hardware, we need realistic, high-resolution utilization data. Ideally, we would replay
packet captures from live radio links for maximum authenticity, but since we do
not have access to any such packet captures we will instead enhance our data set to
provide second-by-second data.

We construct our enhanced data set by expanding each 15-minute interval summary,
where we know the utilization for all 900 seconds but not the order. As a best-effort
approximation, we randomize the order of these seconds within the 15-minute interval
to obtain second-by-second data. The utilization value for each second is rounded to
the upper end of the utilization bucket, so a second in the 0% to 5% bucket will
be treated like a second of 5% utilization. To illustrate this process, enhancing a
5-second interval with 3 seconds in the 0% to 5% bucket and 2 seconds in the 5%
to 10 % bucket, the resulting second-by-second interval could be [5, 10, 5, 5, 10] or
any permutation thereof. A more extensive sample of such enhanced data is shown
in Figure 5.1, with its original interval summaries shown in Table 5.2.
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—— Enhanced second-by-second data
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Figure 5.1: Sample of enhanced 15-minute intervals at two different time scales.
The original 15-minute intervals summaries are described in Table 5.2.

Bucket 0-15 minutes | 15-30 minutes | 30-45 minutes
0% to 5% 3s 0s Os
5% to 10% 330s 63s 70s
10% to 15 % 509s 508 s 575s
15 % to 20 % 58 s 225 232s
20% to 25% Os 103s 23s
25% to 30 % 0s 1s 0s
Os Os Os
95 % to 100 % 0s 0s Os

Table 5.2: The original 15-minute interval summaries from which the enhanced
data in Figure 5.1 was created

This enhancement is not entirely reflective of real-world utilization patterns. It is
quite likely that adjacent seconds in the real world have quite similar utilization,
which a random order does not preserve. This will cause the data to appear more
bursty compared to authentic data, and therefore likely be more difficult for a policy
to handle. Therefore, a policy that performs well on this enhanced data should
perform equally well or better when deployed on a live radio link.

An overlooked improvement to this enhancement process would be to also randomize
the utilization within a bucket rather than just rounding it up. This would mean
that a second in the 5% to 10 % could end up as any value in this range, for example
7.213 %, and not always be rounded to 10 %. This would likely be even more difficult
for a policy to handle, given that it introduces more variability to the data. As such,
it would yield a better worst-case estimation of a policy’s performance.
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5.1.4 Cherry-picked data for detailed analysis

Analyzing policy behavior in detail on the entire data set is not feasible due to the
large size of the data set. We therefore only do more detailed analysis on a subset
of four intervals that were cherry-picked to be representative of the most common
patterns in the data set, in addition to consisting of long continuous intervals.

o Interval A is the most common case, where utilization slowly increases and
decreases throughout the day with a regular pattern. The vast majority of
two carrier bonded radio links in our data set follows this pattern, albeit with
varying amplitude.

o Interval B is a more extreme case where utilization rapidly increases and
decreases once a day except for weekends with a very regular pattern.

o Interval C is from a link with very high and variable utilization, but still with
some day-to-day and week-to-week regularities.

o Interval D is more irregular with no obvious repeating pattern.

Figure 5.2 illustrates these four intervals.

5.2 Controller evaluation

The purpose of the controller evaluation is to provide confidence in the stability of
the controller design and implementation, both during normal operation and recovery
after the occurrence of faults. As such, the controller evaluation considers both a
week-long evaluation and fault injection experiments in a hardware testbed.

5.2.1 Hardware testbed

In order to evaluate the controller, we use a testbed consisting of microwave radio
link equipment, general-purpose computers where we execute the controller, and an
Ethernet traffic instrument. An overview of the physical hardware setup is shown in
Figure 5.3.

Radio link equipment - MINI-LINK For radio link equipment, we use Ericsson
MINI-LINK products. Our system consists of two MINI-LINK 6600 nodes that
are connected by two pairs of 15 GHz MINI-LINK 6363 radios, thus providing two
parallel, but independent radio links. The radio links are combined into one logical
link through the use of Radio Link Bonding (RLB).

In our setup, radios are not communicating wirelessly using antennas as this is
infeasible in our lab environment. Instead, radio pairs are connected via coaxial
cables that carry the radio signal from one radio to the other. In a wireless outdoor
setup, signal quality can be affected by environmental circumstances such as weather,
causing the capacity of the radio link to vary over time. This is not the case when
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Figure 5.2: Utilization data for the cherry-picked intervals. Major ticks mark the
beginning of a new calendar week and minor ticks the beginning of a new calendar
day.

using a coaxial cable, but it is possible to emulate this behavior by making use
of a feature in the MINI-LINK node which allows the capacity of a carrier to be
artificially reduced.

The MINI-LINK node provides, through internal debug interfaces, a means of
controlling the power supply to each individual radio unit. This is what use to
power off radios. The node also provides utilization statistics and information about
the current capacity provided by each carrier, which the controller makes use of to
determine which radios to turn off.

The software version we are using for the MINI-LINK nodes is an internal development
build of the generally available 1.17.1 software. A development build is necessary as
the ability to control the power supply to radio units is not supported functionality
in any officially released software to date.

Controller hardware - Raspberry Pi For the purpose of executing our controller
software, we utilize two Raspberry Pi 3B+ single board computers running Raspberry
Pi OS version 11 (bullseye). Each Raspberry Pi is directly connected to its adjacent
MINI-LINK node via an Ethernet link, with no direct connection to the opposite
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Figure 5.3: Overview of the physical testbed setup

node or controller. That is, the only way for one Raspberry Pi to communicate with
its remote counterpart is via the radio link.

Traffic instrument - Ixia In order to test and evaluate the controllers’ ability
to regulate the system according to different levels of traffic, a traffic generator is
required. For this purpose we use an Ixia XM12, capable of outputting 10 Gbit/s
per port, which is connected to each MINI-LINK node via a 10 Gbit/s Ethernet
link. Apart from generating traffic streams, the Ixia also provides measurements
of performance statistics such as lost or delayed Ethernet frames for these streams,
which is necessary for the evaluation.

Energy measurements For energy measurements in our hardware setup, we use
an energy meter that is built into the MINI-LINK 6600 power supply. This provides
a measurement of energy consumption for the entire node and not for individual
radio units, but it should still be sufficient for our use case, which is primarily be
validating estimations from computer simulations.

Since we introduce additional hardware in the form of Raspberry Pis to the system,
we also measure their power consumption with a power meter. However, the result
of this measurement is not used to judge the success of the controller, as further
development of the concept will most likely not make use of any additional hardware.
Instead, it will be integrated into the nodes’ software, eliminating the need for
additional hardware and making the power overhead negligible.

5.2.2 Week-long evaluation

The purpose of the week-long evaluation is to validate the stability and behavior
of the controllers when operating for prolonged periods of time. In addition, we
compare the results to those from a simulated run with the same policy and week-long
traffic pattern in order to verify correctness of the simulator. For this evaluation,
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the reactive policy is used since the focus of this evaluation is on correctness of the
controller rather than policy performance, and the hybrid policy adds unnecessary
complexity.

To perform this evaluation, the system is allowed to run without interruption for
one week. During this time, the traffic instrument pushes traffic over the radio
link according to the utilization data of interval A described in Section 5.1.4. This
interval was chosen because its utilization is both periodic and high enough to allow
for several interesting policy decisions to be made.

We consider the following criteria in the week-long evaluation: energy consumption
of the nodes, impact on QoS, and how often the radio units are turned on or off.
Energy consumption is measured by the nodes’ built-in energy meter. QoS impact is
measured in lost Ethernet frames and the maximum frame delay observed, where
these metrics are provided by the traffic instrument. The number of times radios are
turned on or off is recorded in logs of the controller. Finally, there should not be any
unexpected behavior such as controller restarts during this week-long experiment.

5.2.3 Fault injection experiments

In order to evaluate the controller’s fault handling, we perform multiple experiments
that provoke the entire system in various ways and observe how it recovers. As these
experiments are only focused on the correctness and stability of the controller and
not policy decisions, we use a simple and predictable dual threshold policy that
controls the power state directly based on current utilization. It turns off a carrier
once instantaneous utilization is below 40 %, and turns it on again above 45 %.

The specific fault scenarios that are injected into the system and the expected
outcomes are described in Table 5.3 through Table 5.11.
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Table 5.3: Fault handling in case of hardware failure in only active carrier

Scenario

The only active carrier suffers a complete failure. Three
different causes are simulated: antenna failure, radio hard-
ware failure and failure of the node’s modem expansion
card that is used to drive the radio.

Antenna failure is simulated by physically disconnecting
the coaxial cable carrying the radio signal between the
radios.

Radio failure is simulated by physically disconnecting
the cable between the radio and the node.

Modem failure is simulated by physically removing the
modem plug-in card from its slot in the node.

Expected outcome

The radio link is broken, causing communication to be
down between the controllers. Controllers detect this by
lost heartbeats and restore power to the other carrier(s),
bringing the radio link back up. The radio link should
not be completely down for more than 15 seconds. Until
the failed carrier is restored (through manual action) and
the radio link is completely healthy again, the controllers
should not attempt to perform any power saving.

Table 5.4: Fault handling in case a controller loses network connectivity

Scenario

The Ethernet link between a controller and its node fails.
This is simulated by physically disconnecting the Ethernet
cable from the Raspberry Pi.

Expected outcome

The remaining controller detects the fault by lost heart-
beats. Since redundancy is now lost, it should bring all
carriers up and keep them in that state. If the Ethernet
link is restored, the controllers should synchronize and
normal operation should be resumed.

Table 5.5: Fault handling in case a node stops responding with utilization data

Scenario

The node connected to the master controller stops respond-
ing to requests for current utilization and carrier capacity.
This is simulated by blocking these request with a firewall.

Expected outcome

The master controller crashes and restarts. Then, as part
of the regular startup procedure, it restores power to all
radios. When the node starts responding normally to
requests, normal operation should resume.
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Table 5.6: Recovery after node crash

Scenario

One of the nodes crashes and needs to restart to recover.
This is simulated by removing and restoring the supply
power to the node.

Expected outcome

The radio link is completely down until the node has
restarted. When the node is back online after the restart,
the controllers should synchronize and resume normal
operation.

Table 5.7: Recovery after host computer crash

Scenario

One of the Raspberry Pis crashes and needs to restart to
recover. This is simulated by removing and restoring the
supply power to the Raspberry Pi.

Expected outcome

The remaining controller detects the crash by lost heart-
beats. Since redundancy is now lost, it should bring all
carriers up until the crashed controller has restarted, at
which point normal operation should be resumed.

Table 5.8: Recovery from partial or complete controller crash

Scenario

The controller software suffers a fault that causes a worker
thread, policy thread, heartbeat thread or the main thread
to stop unexpectedly. This is simulated by manually stop-
ping one of these threads.

Expected outcome

The controller continuously performs self-checks to ensure
all threads are alive. Depending on which threads fail,
either the worker restarts itself, the main thread recreates
the worker or if the entire controller program stops, it is
restarted by the Raspberry Pi’s operating system as the
controller is registered as a system service with a directive
to always restart if it is not running.
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Table 5.9: Recovery from radio state desynchronization where a radio is actually
off but the controller thinks it is on

Scenario Turning on a radio silently fails and the state in the con-
troller (on) and the actual state of the hardware (off) is
desynchronized. This is simulated by turning off a radio
without informing the controller while running a fixed
traffic level which is high enough for the second carrier to
be needed.

Expected outcome | The capacity for that carrier should be detected as 0 by
the master controller. If this incorrect state persists for
60 seconds, the master should fail a self-check, then crash
and restart, after which it powers on all carriers (which
should succeed unless there is also a real problem with the
radio hardware) and thereafter resumes normal operation.

Table 5.10: Recovery from radio state desynchronization where a radio is actually
on but the controller thinks it is off

Scenario Turning off a radio silently fails and the state in the con-
troller (off) and the actual state of the hardware (on) is
desynchronized. This is simulated by turning on a radio
without informing the controller.

Expected outcome | The next time this radio is turned on by the policy, the
state becomes synchronized again. Since this state does
not impact QoS more than normal operation it is not
considered problematic if this state persists for extended
periods. Energy savings are not optimal as long as this
state persists though.
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Table 5.11: Handling of reduced capacity in active carrier

Scenario While running a fixed traffic load low enough for only one
carrier to be active, gradually reduce the active carrier’s
capacity in order to simulate environmental circumstances
such as heavy rain. The capacity is reduced until the single
carrier is no longer sufficient according to the policy.

Expected outcome | The master detects the reduced capacity of the active
carrier, determines it to be insufficient, and powers on
enough carriers to meet the policy’s demands. Since we
don’t simulate any capacity reduction for the second car-
rier, it alone is sufficient for the low traffic load, hence the
originally active carrier should be powered off. None of
this should cause any delayed or lost frames.

5.3 Policy evaluation

In order to evaluate the policies’ performance, we make use of a simulator that can
provide results much faster than real-time evaluations on physical hardware. This
provides estimates of the energy savings and QoS impact if the policies were used
to control radio links in a large microwave network. As there are no interactions
between radio links that affect the policy decisions, there is no need to simulate the
entire network simultaneously. Instead, each radio link is simulated independently
from the others.

5.3.1 The simulator

We have written a program that can simulate the actions of a policy when subjected
to a specific traffic pattern and measure performance in terms of energy savings, QoS
impact and number of times radios are turned on or off. The number of simulated
carriers is configurable, and for simplicity, the simulator assumes that the capacity
provided by all carriers is identical. This is not necessarily the case in the real world
and is not something the actual controller implementation assumes.

The simulator works on a second-by-second basis since this is the resolution of
the (enhanced) data we have available. For each second in the traffic pattern, the
current utilization is given to the policy, which uses that information, along with
its internal state (such as historical utilization) to determine how much radio link
capacity is desired at that time. The simulator turns on and off radios depending on
policy output, taking into consideration that a radio will not provide any capacity
until 810 seconds after it has been turned on, but consumes power for this period
regardless. In our simulations, we conservatively assume the radio startup time to
always be 10 seconds. The data used to feed the simulator is the artificially enhanced
real-world data as described in Section 5.1.3.
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The simulator records the total number of radio power state changes, where powering
on two pairs of radios simultaneously counts as two changes. It also records the
relative energy consumption of radios compared to the baseline of always having all
carriers powered on. Lastly, the simulator records QoS impact, for which we have
defined our own metric: congestion intervals. A congestion interval, much like the
name implies, represents an interval where congestion occurred, and is measured
in seconds. At the end of a simulation, the simulator outputs a list of all intervals,
and their duration, for which the simulated policy and utilization pattern resulted in
congestion.

In order to estimate behavior during congestion, the simulator emulates the behavior
of the nodes’ buffers when utilization exceeds available radio link capacity. Data
that could not be transmitted in the current second is put into a buffer and sent the
next time there is capacity to spare. The simplest case where buffered data from one
second can be completely flushed during the next second is illustrated in Figure 5.4.
We consider this to be a 2 second long congestion interval. Figure 5.5 illustrates the
length of congestion intervals in some more complicated cases where the buffer is
filled for multiple consecutive seconds and/or can not be entirely emptied in a single
second. Due to the 1 second resolution of the simulator, shorter congestion intervals
than 2 seconds (one second where the buffer is filled and one where it is emptied)
can not be detected.

Amount of data in buffer

Capacity

Figure 5.4: Buffer growth and shrinkage during congestion
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Capacity

Figure 5.5: Congestion interval examples

5.3.2 Experiments

Two main sets of experiments are conducted in the simulator, where the first consists
of simulations on the four cherry-picked intervals that were presented in Section 5.1.4.
As these intervals contain some of the most common and challenging utilization
patterns, they are used to provide a detailed picture of the policies’ behaviour. In
order to clearly show the controller behavior and impact of decisions, we simulate
these links as if they consisted of four bonded carriers, regardless of their real-world
configuration.

The second set of experiments is to evaluate the policies on the entire data set, not just
on the cherry-picked selection. The results of this are presented as aggregate statistics
about how the power saving scheme would perform in a large-scale deployment. For
this experiment, each link is simulated according to its real-world configuration,
disregarding single carrier links as they offer no potential for energy saving.

All simulation experiments are performed with three different policies: the reactive
and hybrid policies as described in Chapter 4, plus a clairvoyant Oracle policy that
can see into the future and adjust capacity for optimal power savings without ever
causing congestion. Although completely unrealistic, this is useful as a point of
comparison, representing the theoretical upper bound on energy savings without any
impact on QoS. To make the comparison fair and prevent excessively frequent state
changes by the Oracle policy, we require it to keep radios turned on for a minimum
of 2 hours, just like the other two policies.

The following metrics are considered when evaluating policy performance: energy
savings, QoS impact (in terms of congestion intervals), and number of power state
changes made per day, as described in Section 5.3.1.

29



5. Evaluation

30



O

Results

This chapter contains results of the evaluations and experiments described in Chap-
ter 5.

6.1 Controller week-long evaluation results

The week-long evaluation as described in Section 5.2.2 was run for 7 days and 2
hours, with no traffic loss or unusual frame delay and a total of 26 radio power state
changes. Table 6.1 shows average power measurements from the week-long evaluation
and baseline values when not using our power savings scheme.

We observed an average power reduction of 27.0 W compared to when no power
saving was used. Assuming power consumption of both carriers is identical, the
power consumption of all radios when they are active is 69.2W (299.2 — 264.6 =
34.6 W per carrier). This equates to a 39.0 % reduction of total radio power, or in
other words a relative radio power consumption of 61.0 %.

State ‘ Master-adjacent node ‘ Slave-adjacent node ‘ Total

No power saving 121.8 W 1774 W 299.2 W
One carrier forced off 104.6 W 160.0 W 264.6 W
Our power saving scheme 108.2W 164.0 W 2722 W

Table 6.1: Average power measurements of the physical setup for one and two
active carriers and the week-long execution with our dynamic power saving scheme.
The reason for the large difference in absolute power consumption is that the two
nodes are different models with different base power consumption.

Figure 6.1 shows the controller behavior during the week-long evaluation, in addition
to that of a simulation performed on the same interval. Some minor differences can
be found between the real-world and simulated results, which were caused by the
traffic generator not being able to perfectly reproduce the desired pattern. As a
result, the traffic level in the simulator was overall slightly higher than in the physical
setup. This is what caused radios to be turned on two times in the simulator where
they were kept off in the physical setup. With this taken into consideration, the
measurements and simulated results are extremely similar, which provides confidence
in both the correctness of the physical implementation and the simulator.
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Figure 6.1: Measurements from the week-long evaluation and a simulated result of
the same interval for comparison

The only unexpected event that was observed during the evaluation was a crash
by the slave controller, after which it performed a restart. The reason was that a
radio took slightly longer to start than normally, overstepping a 10 second timeout
added to detect potential radio failures. Since startup time of radios is out of the
controller’s control, we do not consider this to be a failure of the controller. In fact,
it demonstrates the resilience of the implementation to unexpected faults. After
3 seconds from the occurrence of the fault, the radio was successfully turned on and
after an additional 3 seconds, the master and slave were synchronized and resumed
normal execution. By simply increasing the timeout by a few seconds, this crash
could have been avoided altogether. There were no other anomalies in the controller
behavior and as such, we consider the week-long evaluation to have been successful.

6.2 Controller fault injection experiment results
All fault injection experiments described in Section 5.2.3 fulfilled the expected out-
come. The controller was able to handle disturbances in the radio signal transmission,

hardware failures in different components (radios, nodes or controllers), desynchro-
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nized state between hardware and controller, and adapt to simulated environmental
circumstances that affected the capacity of carriers. Each experiment was executed
once for each relevant hardware unit. For example, the controller crash fault injection
experiment was performed once for the master controller and once for the slave
controller. The full details of each experiment can be found in Appendix A.

6.3 Simulation results on cherry-picked intervals

Simulations were performed on the cherry-picked intervals as described in Section
5.3.2, with Table 6.2 containing the resulting performance statistics. The full
simulator output for each of these intervals can be found in Appendix B, which
contain the same statistics, but also include a visualization of the associated traffic
pattern, policy output and radio link capacity over time.

On the very regular and predictable intervals A (Figure B.1) and B (Figure B.2), the
performance of the reactive and hybrid policy are very similar. Reactive achieves
marginally better energy efficiency and fewer power state transitions, but at the
cost of slightly more congestion. The same trade-off applies to the irregular interval
D (Figure B.4), although with significantly worse absolute performance due to
the unpredictable nature of the utilization pattern. However, the most significant
difference in performance between the policies is observed for the extremely variable
interval C (Figure B.3).

Interval | Policy | Rel. energy | Cong. avg. | Cong. longest | Changes
Reactive |  56.99 % 1.01s/day 25 5.46 /day

A Hybrid 59.62 % 0.9s/day 25 7.25/day
Oracle 49.24 % 0s/day 0s 4.78/day
Reactive | 32.08 % 1.61s/day 3s 1.93/day

B Hybrid 33.11% 0.69s/day 3s 2.2/day
Oracle 31.84% 0s/day 0s 2.02/day
Reactive |  88.13% 9.28 s/day 14s 8.09/day

C Hybrid 91.91 % 0.29s/day 25 2.38/day
Oracle 83.88 % 0s/day 0s 11.13/day
Reactive 36.49 % 3.77s/day 5s 7.14/day
D Hybrid 41.55% 2.86s/day Ds 11.54/day
Oracle 31.86 % 0s/day 0s 5.08/day

Table 6.2: Simulated performance statistics for the reactive and hybrid policy, as
well as an oracle policy, on the four intervals A, B, C and D

For interval C, the hybrid seems to be the clear winner with 0.3s/day congestion
compared to 9.3s/day for the reactive. This difference is partially due to the ability
of the hybrid policy to anticipate future demand, but most of the difference is in
fact due to the hybrid model having a 3 hour effective window size compared to
only 2 hours for the reactive model. When increasing the window of the reactive
policy to an equal size of 3 hours, the difference largely disappeared, as can be seen
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in Table 6.3. While the hybrid policy offers slightly better quality of service, it does
so at the cost of more state changes and higher energy consumption, in addition to
increased implementation complexity. As such, for all four of these cherry-picked
intervals, it does not appear that predicting the future using the simple strategy of
our hybrid policy is of significant benefit.

Reactive (2h) | Reactive (3h) | Hybrid
Relative energy usage 88.13% 89.98 % 91.91%
Avg. changes per day 8.09 1.52 2.38
Avg. congestion per day 9.28s 0.86s 0.29s
Longest congestion interval 14s 3s 2s

Table 6.3: Comparison of statistics from simulations on interval C with a 3 hour
window size for the reactive policy

Figure 6.2 clearly shows the reason behind the difference in performance between
the reactive and the hybrid policy on interval B. Note how the hybrid policy is able
to power on radios (i.e. increase the current capacity) before a sudden increase in
traffic, thanks to historical utilization data from the prior week. This reduces the
risk of congestion, but also causes radios be powered on despite not being needed, as
can be seen in the latter half of the interval. Naturally, this results in unnecessary
state changes and increased energy consumption for the hybrid policy.

Reactive

100 7 —— Traffic load (%)

—— Current capacity (%)
—— Policy output (%)

M=

Hybrid

80 A

60

40

20 A

100 7 —— Traffic load (%)

—— Current capacity (%)
—— Policy output (%)
60

g o I

Figure 6.2: A close-up of the first three days of simulation on interval B, illustrating
the difference in policy behavior

80 A

Time (days)
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6.4 Simulation results on all links

Simulations were performed as described in Section 5.3.2 on 112 out of the 119
bonded radio links in the data set. The remaining 7 were excluded as they did
not have any continuous utilization intervals longer than 8 days. Table 6.4 shows
aggregated statistics from these simulations and Table 6.5 shows the worst recorded
value from any link with regards to number of changes per day, congestion and energy
savings.

The cherry-picked intervals B, C and D are from single carrier links in the real world
and were therefore not included in this round of simulations. Additional simulations
were performed where the real world configuration was disregarded and all 192 links
were assumed to be either 2 or 4 bonded carriers. Results from these simulations are
shown in Appendix C.

Reactive | Hybrid | Oracle
Relative energy usage 50.54% | 50.83% | 50.12 %
Avg. changes per day 0.22 0.39 0.05
Avg. congestion per day 0.033s | 0.029s 0s
Longest congestion interval 3s 3s Os

Table 6.4: Aggregate statistics of simulations when using different policies. Only
data from radio links whose real world configuration has two carriers were simulated.

‘ Reactive ‘ Hybrid ‘ Oracle
Worst relative energy usage 58.52% | 62.42% | 52.07%
Worst avg. changes per day 5.12 8.59 1.81
Worst avg. congestion per day 3.23s 3.23s 0s

Table 6.5: Worst recorded simulation statistics for any link when using different
policies. Only data from radio links whose real world configuration has two carriers
were simulated.

Out of the 112 links, 93 never actually reached high enough utilization for any of
the policies to deem a second radio necessary at any point. This indicates that
overprovisioning of radio links is very widespread, which means that implementing
a power saving scheme such as the one we suggest can in fact significantly reduce
energy consumption in real world microwave networks. Assuming radios consume the
same power as in our physical testbed (34.6 W per carrier), 50.54 % relative energy
usage would equate to a yearly energy saving of 33.6 MW h for these 112 links.

Notably, neither of our two policies were able to provide power saving benefits
completely without introducing congestion. This would most likely be the case with
any policy. If a link should at some random point go from 0% to 100 % in the span of
a single second, only two policies would be able to prevent congestion: a clairvoyant
policy (such as our Oracle policy), and a dummy policy that always maintains all
carriers powered on. As such, some minor QoS impact will likely have to be tolerated
no matter how good the policy.
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6.5 Energy overhead of controller hardware

While executing our controller, the power consumption of the two Raspberry Pis in
our testbed was measured to be approximately 4 watts (2 watts each). Given the
energy savings presented previously, this means that it is possible to save energy
with our scheme despite introducing additional hardware that consumes energy. As
previously stated though, we expect continuations of this project to execute the
controller on preexisting hardware, thus largely eliminating the 4 watt overhead
introduced by our additional hardware and realizing the full potential of the energy
savings.
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Conclusion and future work

In this project, we have proposed, implemented and evaluated a method of making
microwave networks energy-aware. This method aims to reduce energy consumption
by turning off power to superfluous radio units in bonded radio links during periods
of low utilization. One of the main challenges in doing so is ensuring that radios are
always on when their capacity is required, as insufficient capacity would lead to a
reduced quality of service. This is further complicated by the startup time of radio
units being close to 10 seconds, meaning they need to be turned on well in advance.

We have developed a platform for realizing the proposed energy-saving method in
the form of a controller software, similar to a software-defined networking controller.
This software continually monitors radio links and controls power to their radio
units according to how much capacity a decision-making algorithm (policy) deems
necessary. In order to ensure graceful fault handling and reliable operation, the
controller is designed with a distributed system architecture, which allows for fault
tolerance through redundancy. In addition, the controller is designed to be self-
healing and make use of the restart on failure principle, allowing it to recover from a
large variety of fault scenarios. The distributed architecture also allows each radio
link in a network to be treated independently from all other radio links, making the
controller extremely scalable.

Evaluation of the controller platform took place in a physical testbed setup with
Ericsson MINI-LINK radio link equipment. In this setup, we successfully demon-
strated stability through both fault injection experiments and an uninterrupted
week-long evaluation with real-world traffic.

We have created two policies that can be used together with our platform: a reactive
policy that only considers recent utilization, and a hybrid policy which extends the
reactive by using historical data to predict future utilization. Note that the design of
the controller decouples policy implementation from the controller platform, meaning
any policy implementation could be used together with our controller.

For evaluation of policies, we provide a simulator that can simulate policy behavior
and performance, outputting estimates of energy savings and quality of service impact
for a given utilization pattern. This tool enables the development and evaluation
of policies without the need for deployment on live hardware, in addition to being
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much faster than any real-time evaluation.

The simulator was used to conduct large-scale performance evaluations on a data set
containing four months of utilization data for 112 bonded radio links. These showed
an average yearly reduction in energy consumption of 300 kW h per radio link, with
a minor quality of service impact of 30 milliseconds per day on average. Our two
proposed policies performed similarly, but the reactive offered slightly better energy
savings and fewer power state transitions, whereas the hybrid offered slightly lower
impact on quality of service.

While outside the scope of our project, we recommend any continuation to integrate
the controller into the embedded software of the nodes, eliminating the need for
additional hardware acting as controllers. Our proposed architecture does not assume
any additional hardware to be present, and can therefore be reused in an embedded
implementation. This would remove the power overhead from using dedicated
hardware, further improving energy efficiency, as well as make it possible to deploy
the controller in microwave networks without visiting sites to install additional
hardware.

Having proved the viability of the concept, we also note the possibility of further
research into more advanced policies. By employing machine learning or a time series
forecasting framework such as Prophet [25], which can account for more complex
trends than our policies, it is likely possible to improve both quality of service impact
and energy savings. To this end, the platform and simulator we have developed can
be used as a foundation.
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Appendix A

Controller fault injection
experiment results

This appendix contains the full results from the fault injection experiments described
in Section 5.2.3. For a description of each scenario and the expected outcomes, see
the tables in Section 5.2.3.

A.1 Fault handling in case of hardware failure in
only active carrier

See Table 5.3 for description of the scenario and expected outcome.

1. Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

2. Disrupt first (active) carrier by disconnecting radio signal cable, cable between
node and radio or the modem plug in card.

3. Radio link goes fully down. No traffic is getting through.
4. Controller restarts due to lost heartbeats and attempts to power on all carriers.
5. After a short while, the second carrier is up and providing capacity.

6. Duration of total frame loss and maximum frame delay for frames that were
not lost are recorded from Ethernet instrument. Results are presented in Table

Al

7. Controllers are not able to start normal execution due to the first carrier being
down.

8. Restore cable/plug in card of first carrier.
9. Controller successfully powers on first carrier.

10. First carrier comes up and provides capacity.



A. Controller fault injection experiment results

11. Controllers complete the startup/synchronization and continues to normal
operation.

12. Second carrier is turned off by the controller.

Injected fault Total outage | Maximum frame delay

Radio signal cable disconnect 8.74s 133 ms

Radio disconnect from node (master side) 8.57s 143 ms

Radio disconnect from node (slave side) 9.03s 131 ms

Modem disconnect from node (master side) 9.35s 157 ms

Modem disconnect from node (slave side) 9.48s 132 ms

Table A.1: Measurements on Ethernet traffic when injecting faults in the only
active carrier

A.2 Fault handling in case controller loses network

connectivity

See Table 5.4 for description of the scenario and expected outcome.

1.

Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

. The Ethernet cable between the master controller and its corresponding node

is unplugged.

. Both controllers detect lost heartbeats and restart.

. Both controllers attempt to power on all carriers, where the master repeatedly

fails and restarts, and the slave succeeds after its first attempt. The second
carrier is powered on and operational after a short period of time.

. The slave controller maintains all carriers powered on, as the controllers do

not enter energy savings without having been able to synchronize.

. When the Ethernet cable is reconnected, the controllers synchronize after a

short period of time. The controllers then apply the original energy savings
state by powering off the second carrier.

No frame loss or unexpected frame delay was observed during the entire
procedure.

The experiment was repeated for the slave controller, where the exact same behaviour
was observed, but with the mentions of slave and master reversed.
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A.3 Fault handling in case the node stops respond-
ing with utilization data

See Table 5.5 for description of the scenario and expected outcome.

1. Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

2. Add a firewall rule that blocks the requests for current utilization from the
master controller to the node.

3. The master controller crashes due to the lack of response to the blocked request.
4. Second carrier is turned on during the master startup.

5. After completing the startup, the master attempts to resume normal operation,
but immediately crashes again before making any power saving decision due to
the still-blocked requests. Both carriers stay active while the master is in a
restart loop.

6. Remove the previously added firewall rule.

7. Master stops crashing. Normal operation is resumed and the second carrier is
turned off by the controller.

8. No frame loss or unexpected frame delay was observed during the entire
procedure.

A.4 Recovery after node crash

See Table 5.6 for description of the scenario and expected outcome.

1. Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

2. The power cable is unplugged for the node adjacent to the master controller.
3. Both controllers detect lost heartbeats and restart.

4. Since the node (and therefore) radio link is down, the controllers cannot
communicate and synchronize.

5. Reconnect the previously unplugged power cable.

6. When the crashed node has booted and the radio link is back up, the controllers
successfully power on all carriers and synchronize.

7. Normal operation is resumed, and the second carrier is turned off by the
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controller.

The experiment was repeated for the node adjacent to the slave controller, where
the exact same behaviour was observed, but with the mentions of slave and master
reversed.

A.5 Recovery after host computer crash

See Table 5.7 for description of the scenario and expected outcome.

1. Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

2. Remove power cable to master Raspberry Pi.
3. Slave restarts due to loss of heartbeat.
4. Second carrier is turned on during the slave startup.

5. Slave does not enter normal operation since it can not reach the master
controller.

6. Reconnect power cable to master Raspberry Pi.

7. When the master has started, the controllers synchronize and resume normal
operation, turning off the second carrier.

8. No frame loss or unexpected frame delay was observed during the entire
procedure.

The experiment was repeated for the slave controller, where the exact same behaviour
was observed, but with the mentions of slave and master reversed.

A.6 Recovery from partial or complete controller
crash

See Table 5.8 for description of the scenario and expected outcome.

A.6.1 Worker thread crash

1. Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

2. Signal the master worker thread to stop.

3. Slave restarts due to loss of heartbeat.
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Second carrier is turned on during the slave startup.

. A new master worker is created by the main thread after less than 30s.

. The controllers synchronize and resume normal operation, turning off the

second carrier.

No frame loss or unexpected frame delay was observed during the entire
procedure.

The experiment was repeated for the slave controller, where the exact same behaviour
was observed, but with the mentions of slave and master reversed.

A.6.2 Policy/heartbeat thread crash

1.

The

side.

Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

Signal the master’s policy thread to stop.

. Master fails a self-check and restarts.

Second carrier is turned on during the master startup.

. The controllers synchronize and resume normal operation, turning off the

second carrier.

. No frame loss or unexpected frame delay was observed during the entire

procedure.

experiment was repeated for the heartbeat thread on both master and slave
The same behavior was observed in all three cases, apart from which controller

failed the self-check and restarted.

A.6.3 Main thread crash

1.

Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

Send SIGKILL to the master’s main thread.
Slave restarts due to loss of heartbeat.

Second carrier is turned on during the slave startup.

. A new main thread is created by systemd after around 30s.

. A new master worker is created by the main thread.



A. Controller fault injection experiment results

7. The controllers synchronize and resume normal operation, turning off the
second carrier.

8. No frame loss or unexpected frame delay was observed during the entire
procedure.

The experiment was repeated for the slave controller, where the exact same behaviour
was observed, but with the mentions of slave and master reversed.

A.7 Recovery from radio state desynchronization
where a radio is actually off but the controller
thinks it is on

See Table 5.9 for description of the scenario and expected outcome.
1. Traffic flowing at 66 % total radio link capacity, both carriers active.

2. The radio unit on the master side of the first carrier is manually powered off
without informing the controllers.

3. Master detected the desynchronization and restarted after 75s because a carrier
that was supposed to be up was not providing any capacity for an extended
period.

4. During startup, the master powers on all radios and synchronizes with the
slave controller. Full capacity is restored after a short period of time.

5. The controllers enter normal operation with two carriers active, as per the
traffic level.

6. Significant congestion occurred during the time at which the radio was powered
off, as the traffic level exceeded available capacity. No exact measurements
were recorded from the Ethernet instrument.

The experiment was repeated for the radio at the node adjacent to the slave controller,
where the exact same behaviour was observed, but with the mentions of slave and
master reversed.

A.8 Recovery from radio state desynchronization
where a radio is actually on but the controller
thinks it is off

See Table 5.10 for description of the scenario and expected outcome.

1. Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
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result.

2. The radio of the second carrier on the node adjacent to the master controller
is powered on. In total 3 radios active, but still only 1 carrier established.

3. The system remains in said state until the traffic level is manually increased to
45 % at which point it activates the second carrier. (less than 50 % to avoid
congestion while powering on the second carrier)

4. The actual state and the state in the controller are once again aligned.

5. When manually reducing the traffic level to below the threshold, the system
returns to normal energy savings operation with everything is synchronized.

6. No frame loss or unexpected frame delay was observed during the entire
procedure.

The experiment was repeated for the radio at the node adjacent to the slave controller,
where the exact same behaviour was observed, but with the mentions of slave and
master reversed.

A.9 Handling of reduced capacity in active carrier

See Table 5.11 for description of the scenario and expected outcome.

1. Traffic flowing at 30 % total radio link capacity. Second carrier turned off as a
result.

2. Reduced capacity of active carrier to 33 % of total link capacity.
3. Second carrier started in order to uphold the 10 % margin.

4. Once second carrier was up and provided capacity, the first carrier was taken
down since the second carrier alone provided 50 % capacity.

5. No frame loss or unexpected frame delay was observed during the entire
procedure.
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Appendix B

Policy experiment results for
cherry-picked links

This appendix contains the results from the simulations described in Section 5.3.2,
which were performed using the cherry-picked link intervals described in Section
5.1.4. These results are analyzed in Section 6.3.
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Appendix C

Additional policy experiment
results

This appendix contains complementary statistics to those shown in Section 6.4, where
the actual radio link configuration was disregarded and all links were simulated as if
they all consisted of either two or four bonded carriers.

Reactive | Hybrid | Oracle
Relative energy usage 53.35% | 54.08% | 52.37%
Avg. changes per day 0.62 0.76 0.43
Avg. congestion per day 0.26s 0.12s 0s
Longest congestion interval 23s 23s 0s

Table C.1: Aggregate statistics of simulations when using different policies with
the historical utilization data, considering all radio links to consist of two carriers

Reactive | Hybrid | Oracle
Relative energy usage 33.09% | 34.39% | 30.20%
Avg. changes per day 2.18 2.58 1.75
Avg. congestion per day 0.91s 0.28s 0s
Longest congestion interval 23s 23s Os

Table C.2: Aggregate statistics of simulations when using different policies with
the historical utilization data, considering all radio links to consist of four carriers
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