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De-identification of Swedish medical chat messages with transformers

David Arvidsson, William Gerle
Department of Mathematical Sciences
Chalmers University of Technology and University of Gothenburg

Abstract

Healthcare in Sweden is becoming more digital and even though new technology
could enable improved healthcare it also presents risks. In this thesis, which is
conducted together with Visiba Care Sweden AB, data security and privacy risks
are of special interest. Visiba Care offers a virtual care platform, where it is pos-
sible for patients and healthcare professionals to chat. If chat messages could be
de-identified, they could be stored and used to improve healthcare for their patients.

The de-identification topic is widely studied within machine learning, however the
research on Swedish medical corpora is limited, specifically when considering text
corpora which consist of chat messages. Using KB-BERT for named entity recogni-
tion (NER), this thesis investigated if it was possible to reach equal performance on
Swedish medical chat messages as the current state-of-the-art NER model reaches on
Swedish electronic patient records. Furthermore, the thesis investigated the impor-
tance of training data size within this domain and also if a KB-BERT NER model
trained on rule-based annotated data could reach higher performance than the rules
it had been trained on.

Data was collected from two of Visiba Cares customers. The annotation process
followed strict annotation rules, where firstly a rule-based script annotated the data
before a manual review was conducted. KB-BERT was accessed through the open
source library Hugging Face and the hyperparameters were tuned using random
search to optimize performance. Furthermore, the decision threshold was tuned to
improve recall since this metric was considered to be more important than precision
in the given domain.

The results showed that it was possible to exceed current state-of-the-art perfor-
mance and also that using one class for all entities led to further performance in-
crease. Regarding training data size, the results showed that not only size is im-
portant, but also the format of the entities. Lastly, we failed to create a KB-BERT
model trained on rule-based annotated data which reached higher performance than
the rules it had been trained on. A potential explanation to this could be that the
rule-based script did not produce annotations of high enough quality.

Keywords: BERT, Named Entity Recognition, de-identification.
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Introduction

The healthcare in Sweden is becoming more digital, which could be crucial in order
to handle the aging population and to meet citizens increasing expectations on the
healthcare system such as faster and better treatment. The large amounts of data
generated with today’s technology have the possibility to save lives and reduce suf-
fering by facilitating development of the healthcare system. Whilst new technology
could enable improved healthcare it also presents risks [Blix and Levay, 2018]. In
this thesis, which is conducted together with Visiba Care Sweden AB, data security
and privacy risks are of special interest.

Visiba Care is a mission-driven company aiming to empower healthcare by increas-
ing patient accessibility. They develop and offer a platform for online consulta-
tions, where patients and healthcare professionals can communicate. One part of
Visiba Care’s healthcare platform includes a chat between patients and caregivers
[VisibaCare, nd]. The messages from these chats have the potential to improve the
healthcare for Visiba Care’s patients in several ways. However, due to privacy reg-
ulations, the possibility to store this data is limited.

This introductory section intends to define the problem, purpose and limitations as
well as to present ethical considerations for the thesis. These topics are considered
to be vital in order to give the basic understanding needed to grasp the thesis for
the following sections.

1.1 Problem

The chat messages between patients and caregivers in the applications Visiba Care
provide contains personal health information (PHI). Therefore, even though they
can improve healthcare, currently the information can not be stored due to privacy
regulations. However, de-identifying these messages could potentially solve this
problem and allow for data storage. In order to de-identify data, clearly defined
rules regarding what is considered personal data would be beneficial. Unfortunately,
such rules do not exists in Sweden, which complicated the de-identifying process.
The de-identification topic is widely studied within machine learning, however the
research on Swedish corpora is limited. Specifically when considering text corpora
which consist of Swedish chat messages between patients and various caregivers,
which is the studied type of corpora in this thesis. Therefore, as healthcare becomes
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more digital and online chats more extensively used, addressing the challenge of de-
identification on these texts could be significant for gaining new knowledge within
this domain, which is the aim of this thesis.

1.2 Purpose

The machine learning model used in this thesis is KB-BERT. The task of identify-
ing personal health information is referred to as named entity recognition (NER).
KB-BERT and NER will be described in Section 2. The thesis aims to address the
following questions:

e Can a KB-BERT NER model be developed to reach equal performance on
Swedish medical chat messages as the current state-of-the-art NER model
reach on Swedish electronic patient records?

o How important is the size of training data when fine-tuning KB-BERT for
de-identification on medical chat data?

o Can a KB-BERT NER model trained on rule-based annotated data reach
higher performance than the rules it has been trained on?

1.3 Limitations

A limitation for this project is the lack of access to data. There is a thorough ap-
proval process required to get authorization to use data from Visiba Cares customers,
which meant that only data from two customers was used. This put a limitation on
the amount as well as variety of the data available. Furthermore, in order to train
a model to perform well, the data needs to be annotated. Annotating data and
quality checking annotations is time consuming, and therefore the time available for
annotation put a limit on the amount of annotated data for the project.

1.4 Delimitations

According to Integritetsskydssmyndigheten (2021), all information which can di-
rectly or indirectly be associated with a living person is considered to be PHI. This
definition includes a wide array of different types of information, and for this project
a delimitation had to be made on what exact information that were considered to
be PHI. Therefore, a deliberate decision was made to focus the following types of
information: Name (person), location, email, ID number, phone number, age, date
and organisation.

1.5 Ethical considerations
The data used for training and testing in this thesis contains PHI. GDPR aims to

protect individuals right to protection of such data. The protection of individuals
with regard to the processing of PHI is a fundamental right according to GDPR. The

2



1. Introduction

regulation aims to contribute to the upholding of the right to privacy for the inhab-
itants in the European union [Integritetsmyndigheten, 2022]. As GDPR shows, this
thesis involves data that needs to be handled in a correct manner to avoid breach
of privacy.

No model will achieve perfect accuracy, therefore, if the model developed for this
thesis gets deployed, it will sometimes fail to de-identify entities, which could lead
to PHI being exposed to the detriment of those individuals. Moreover, individuals
with personal information that rarely or never occur in the training data for the
model could be more exposed to these errors. Such an implication, that certain
names, addresses etc, would be more susceptible to error would also pose an ethical
implication.
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Theory

This chapter will present the theory related to this thesis in order to give a under-
standing of the current concepts. The chapter explains the basics of neural networks
and the transformer architecture more specifically, followed by NER, F1l-score and
privacy regulations.

2.1 Neural networks

Neural networks are machine learning algorithms which model biological neurons. A
neural network consists of layers of nodes. More specifically, there is an input layer
followed by one or multiple hidden layers which are lastly followed by an output
layer. The nodes in neighbouring layers are connected by edges. An example of an
neural network is shown in Figure 2.1.

Deep neural network
Input layer Multiple hidden layers Output layer

OO0

Figure 2.1: Example of an neural network [IBM-Cloud-Education, 2020].
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The architecture of a node consists of weights, bias and an activation function as
shown in Figure 2.2. Firstly, the input vector is multiplied by the associated weights
before being summed. Secondly, a bias is added before the activation function is ap-
plied to generate the output. The activation function is an important component in
a neural network and controls the information propagation through different layers.
The activation function is set by the practitioner and depends on the task at hand.
Rectified Linear Units (ReLU) is one of the most common activation functions, it is
a partly linear function that will output the input directly if it is positive and output
zero if the input is negative. For many neural networks, it is the default activation
function because it makes the model easy to train and achieves good performance
[Athaiya and Sharma, 2020]. Another activation function, common for the output
layer of multilabel classification, such as for instance NER, is the Softmax activation
function. The softmax function returns a predicted probability for all possible la-
bels, where the sum of all predictions sum to one[Athaiya and Sharma, 2020]. The
neural network starts out with randomized weights and biases for the nodes which
are then adjusted when training the network. Training is conducted by process-
ing data through the network and updating the parameters using backpropagation.
The neural network has a loss function which computes the error between the actual
output and the predicted output. Neural networks also have an optimization func-
tion which is used to minimize the errors of the network. Successive adjustments
according to this process will make the network more accurate at predicting correct
outputs [IBM-Cloud-Education, 2020].

Bias
b
( Xy CO—aW;
Activation
Function
Output
beiie | T B, \Z_Hf%y

|\Juc,, O——> w,

Weights

Figure 2.2: Architecture and operations of a neural network node with an input
vector, associated weights, bias and output vector [Arnx, 2019]

When training a neural network, hyperparameters can be optimized to increase
performance, for example learning rates, dropout rates, batch sizes, epochs and
warm-up steps. Hyperparameters are set by the practitioner and are not optimized
by the model during training. Learning rate is defined as by how much the weights

6
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are updated during training [Goodfellow et al., 2016]. Dropout is a method that
randomly "drops" a set amount of neurons from the neural network during training
to avoid overfitting [Srivastava et al., 2014]. The batch size is defined as the num-
ber of data points that will be propagated in each iteration of training the model.
Epochs is defined as the number of times that the model will propagate through the
entire dataset [Brownlee, 2019]. Warm-up steps is defined as having a low learning
rate for a set number of training steps before applying the defined learning rate
[Afrooze, 2018|. Alternating these hyperparameters can have significant affect on
performance, and when implementing a model tuning hyperparameters should not
be overlooked [Bergstra and Bengio, 2012].

There are also several different approaches to training a machine learning model
such as a neural network, among these are supervised and unsupervised learning.
Supervised learning is based on training a model with annotated data with correct
labels. For example training a model for a classification task where the training
data is already annotated with the correct classes for each data point. Therefore, in
order to train a model in a supervised fashion, access to annotated data is required.
On the contrary, unsupervised training means to train the model to identify hidden
patterns in unlabelled input data. Unsupervised learning therefore refers to the
ability of the model to learn and organize information without providing an error
signal to evaluate the potential solution[Sathya and Abraham, 2013].

2.1.1 Transfer learning

According to Ruder et al. (2019), the traditional supervised machine learning
paradigm is based on learning in isolation, training a single predictive model on a
specific dataset for each isolated task. Supervised machine learning models require a
large number of labeled training examples and achieves the highest performance for
well-defined and narrow tasks. Transfer learning is a set of methods that extend the
traditional approach by leveraging data from additional domains or tasks to train a
model with improved generalization properties. Since 2017, several transfer learn-
ing methods and architectures have emerged within Natural Language Processing
(NLP) which outperformed previous state-of-the-art models on a wide range of NLP
tasks [Ruder et al., 2019]. Currently, the most promising area within transfer learn-
ing is sequential transfer learning, where tasks are learned in sequence. Sequential
transfer learning consist of two stages, a pretraining phase and a fine-tuning phase.
During the pretraining phase, general representations are learned on a source task
or domain and during the fine-tuning phase this learned knowledge is applied to a
target task or domain, such as for example NER [Ruder et al., 2019]. When fine
tuning models, the pretrained models weights are used as a starting point. There
are three main fine-tuning techniques, namely to train the entire architecture, to
train some layers while freezing others and finally to freeze the entire architecture.
When training the entire architecture, the entire pretrained model is trained on
the new dataset with a new layer as output layer. With this approach, training
back-propagates through the entire architecture and the pretrained weights of the
model are updated. To train some layers while freezing others means that some

7
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of initial layers are kept frozen, meaning that training back-propagates only on the
higher layers of the architecture, where the specific amount of layers to train can
be determined. When freezing the entire architecture, all layers and weights are
kept constant, and additional layers are added on top of the previous architecture
[Ruder et al., 2019].

2.1.2 Attention

The attention mechanism is a part of a neural network architecture. The general
idea of attention is to learn a weight between each input item and each output item,
where more relevant elements receive higher values. For example, the input items
could be a sentence in one language and the output items could be the sentence
translated into another. In NLP these items are typically a sequence of words. This
enables the network to dynamically sort relevant elements of the input data as shown
in Figure 2.3.

Task: Hotel location

you get what you pay for . not the cleanest rooms but bed was clean and so was bathroom . bring your own towels though
as very thin . service was EXEEIIERE , let us book in at 8:30am ! for |GEAEGH and [BFEE , this ca n’t be BEEEH , but it is

[Bli8aR for a reason . if you come expecting the hilton , then book the hilton ! for uk travellers , think of a blackpool b&b.

Task: Hotel cleanliness

you get what you pay for . not the Eléaiiest Fo6mis but bed was Eléai and so was Bathie6H - bring your own towels

though as very thin . service was excellent , let us book in at 8:30am ! for location and price , this ca n’t be beaten , but it
is cheap for a reason . if you come expecting the hilton , then book the hilton ! for uk travellers , think of a blackpool b&b.

Task: Hotel service

you get what you pay for . not the cleanest rooms but bed was clean and so was bathroom . bring your own towels though
as very fhifl . service was BREEIEHE ; let us book in at 8:30am ! for location and price , this ca n’t be beaten , but it is cheap
for a reason . if you come expecting the hilton , then book the hilton ! for uk travellers , think of a blackpool b&b.

Figure 2.3: Example of attention to determine sentiment for a hotel review. The
words are highlighted according to their attention scores and the bold phrases are
ones considered relevant [Galassi et al., 2021].

Self-attention is similar, however, instead of looking at the relationship between
items in the input sequence and the output sequence, the mechanism looks at the
relationship between each item in the input sequence and every other item in the
input sequence. Thereby, attention transforms the default embeddings by analyzing
the whole sequence of items, which makes the values more representative of the item
they represent in the context of the sentence [Galassi et al., 2021]. In the example
shown in Figure 2.4, a Transformer model has identified two words, animal and
street, that the word it could possibly refer to given that particular sentence, and
gave these two words more attention based on the context [Uszkoreit, 2017].
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The The
animal animal
didn’t didn’t
cross cross
the the
street street
because because
it it

was was
too too
wide wide

Figure 2.4: Example of self-attention distribution for the word it from a Trans-
former model [Uszkoreit, 2017].

2.1.3 Transformers

The Transformer is a neural network architecture based solely on attention mecha-
nisms, dispensing with recurrence and convolutions entirely. The entire architecture
is shown in Figure 2.5, whose different parts will be described in this section. Firstly,
the architecture consists of positional encodings, which can vary between models.
The positional encoding is used at token level to retrieve positional information and
is added to the embeddings which have the same dimension as the positional en-
coding. Thereafter, the Transformer has an encoder-decoder structure with stacked
self-attention and point-wise, fully connected layers as shown in Figure 2.5.

Output
Probabilities

Add & Norm

Feed
Forward

(CAdd & Norm I:
—LAddéNom ) Multi-Head

Feed Attention

Forward 7 7 Nx
— =
Add & Norm e~

Nx
f—>| Add & Norm | Masked

Multi-Head Multi-Head
Attention Attention
At At
\_ J |\ —' )
Positional Positional
Encodi D & i
ncoding Encoding
Input Output
Embedding Embedding
Inputs Outputs

(shifted right)

Figure 2.5: Model architecture of the Transformer.
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At each time step, the encoder maps an input sequence of symbol representations to
a sequence of continuous representations and then the decoder generates an output
sequence of symbols. Inside the encoder and decoder there are multi-head attention
functions as shown in Figure 2.6.

Linear

L
Scaled Dot-Product h
Attention '

| | |

¥ -- Ve £
[ Linear]][ Linear [ Lm@

[

Figure 2.6: Multi-Head Attention function which internally uses the scaled dot-
product self attention.

V K

By dividing the input and using several attention heads in a multi-head atten-
tion function, where each attention head is applied on a respective input-subset,
it is possible for the model to simultaneously attend to information from different
representation subspaces at different positions of the sentence. The attention mech-
anism used in the multi-head attention functions is self-attention where the output
is scaled down, i.e. scaled dot-product attention. In the decoder, there is a masked
multi-head attention function, which is similar to the multi-head attention function.
However, unlike the multi-head attention function where attention is calculated for
the entire sequence at once, the masked multi-head attention function works by only
applying attention on tokens up to the current position to be predicted. In other
words, while decoding, in the masked multi-head attention function, latter tokens
are masked while predicting the current token in order to prevent latter tokens to
be part of the attention. The independent attention outputs of each head are con-
catenated before entering the feed-forward layer. Each feed-forward layer consists
of two linear transformations with a ReLU activation applied in between. In the
Transformer architecture there are also several Add & Norm layers. This layer sums
the outputs from the previous layer and normalizes the result [Vaswani et al., 2017].

10
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2.1.3.1 BERT

Bidirectional Encoder Representations from Transformers (BERT) is a technique
based on the Transformer architecture described in Section 2.1.3. Shown in Figure
2.7 are the two separate steps for developing the BERT, which are pretraining and
fine-tuning. In Figure 2.7 and 2.8, F represents input embedding, T'; represents the
contextual representation of token 7, [CLS] is a symbol used for classification output,
and [SEP] is a symbol used to separate non-consecutive token sequences.

NSP Mask LM Mask LM \ /@ MAD Start/End Span\
& =

BERT BERT

Masked Sentence A e Masked Sentence B Question P Paragraph
Unlabeled Sentence A and B Pair / Question Answer Pair

Pre-training Fine-Tuning

Figure 2.7: Pretraining and fine-tuning procedures for BERT.

The pretraining of BERT is done using two unsupervised tasks which are Masked
Language Modelling (MLM) and Next Sentence Prediction (NSP). MLM involves
masking some percentage of the input at random, and then predicting those masked
tokens. By doing this task, the model learns relationships between words. The model
is trained on NSP simply by predicting for a pair of sentences if the former is followed
by the latter. Therefore, it is important to train on a document-level corpus rather
than a shuffled sentence-level corpus. By doing NSP the model learns to understand
longer-term dependencies across sentences. Fine-tuning is straightforward since the
Transformer architecture allows BERT to model several downstream tasks. When
fine-tuning BERT, the output layer is changed and all parameters are fine-tuned.
The same pretrained model parameters can be used to fine-tune models for different
tasks. For each specific task, the output layer is changed and the task-specific inputs
and outputs are plugged into BERT and then the parameters are simply fine-tuned
end to end. Figure 2.8 illustrates the fine-tuning of BERT on four different Natural
Language Understanding (NLU) tasks. Task (a) and (b) are sequence-level tasks,
and (c) and (d) are token-level tasks [Devlin et al., 2018].
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Figure 2.8: Procedures of Fine-tuning BERT on different NLU tasks.

2.2 Named Entity Recognition

Named entity recognition (NER) is the task of finding as well as categorizing entities
from text, for example person, organization or place. It is widely used for solving
various NLP problems and useful for mining important information from text. Ac-
curate NER tagging is crucial in areas such as question answering, summarization
systems and information retrieval systems[Mansouri et al., 2008]. An example out-
put of a sentence being processed by a NER system developed to identify locations

and persons is shown in Figure 2.9.

is the president of the [United States.

Person

Location

Figure 2.9: Output example of sentence being processed by a NER system.
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According to Gudivada (2018), the three major approaches to NER are lexicon-
based, rule-based and machine learning models. Lexicon-based approaches utilize
lexicons constructed from external knowledge sources to match chunks of the text
with entity names. Rule-based approaches consist of rules which have been devel-
oped manually or automatically and use them for entity recognition. Machine learn-
ing approaches consist of supervised models which require large annotated training
data in order to understand the entities and their inherent characteristics. Most
modern systems are based on machine learning, but some NER systems combine
the three approaches [Gudivada, 2018].

2.3 Fl-score

In order to evaluate the performance of different NER models, the metric F1-score
is widely used. Fl-score considers both precision and recall, where precision rep-
resents the proportion of items that the system returns which are actually correct.
Therefore, it premiums careful selection and gives a low score to systems that return
too many positives. In order to achieve high precision, the system should discard
anything that it might be uncertain of [Derczynski, 2016]. Precision is defined as:

true positives

Precision = — —
true positives + false positives

On the contrary, recall indicates the proportion of the true entities found by the

system. Therefore, this metric premiums comprehensiveness and in order to achieve

high recall, it is better to include entities that the system is uncertain about [Derczynski, 2016].
Recall is defined as:

true positives

Recall = — .
true positives + false negatives

The achieved scores for both precision and recall are between 0 and 1, where 1 is the
best possible score for both metrics. On their own, neither of these metrics tells the
whole story. It is possible for a system to obtain perfect precision, i.e. by classifying
all entities as true, but at the cost of obtaining a poor score for recall. F1l-score
takes both of these metrics into account by calculating the harmonic mean of the
two metrics[Derczynski, 2016]. Fl-score is calculated by:

2 x Precision * Recall

F1 =
seore Precision + Recall

As for precision and recall, the score obtained is between 0 and 1 where 1 constitutes
a perfect Fl-score.
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2.4 De-identification & Privacy regulations

De-identification is the process of removing identifying information from data so that
information cannot be linked with specific individuals. De-identification can reduce
the risk for breach of privacy of individuals which is associated with collecting,
processing, archiving or publishing information. Thus, de-identification balances
the contradictory goals of using and potentially sharing personal information while
protecting privacy. Many different kinds of data can be de-identified, including
structured information, free format text, multimedia and medical imagery. De-
identification creates a new dataset with no personal data, which can be internally
used by an organization instead of the original dataset to decrease the risk of breach
of privacy [Garfinkel, 2015]. Examples of personal data is name, address, phone
number and social security number [Integritetsmyndigheten, 2021].

All organizations within the European Union that handle personal data must com-
ply with the General Data Protection Regulation (GDPR). Training an NLP-model
on patient health data, for example chat messages, includes extensive processing
of personal data and therefore needs to comply with GDPR. According to GDPR,
personal data is data which refers to an identified or identifiable physical person.
A physical person is identifiable if it can be identified directly or indirectly. Ac-
cordingly, data which can not be linked to an identified or identifiable person is
not considered to be personal data. Therefore, data which is anonymized in such
manner in which it can not longer be linked to physical persons is no longer personal
data and is therefore not covered by GDPR [Techlaw, 2021].

In order to accurately anonymize personal data, it requires that a physical person
can no longer be identified with the help of the data and the means of all aids
which can reasonably be used. In practice, one of the biggest challenges with de-
identifying data is that there is no absolute criteria in which the data can be said
to be de-identified or not. Therefore, data protection authorities have developed
a risk-based approach for anonymization which aims to set the risk of a potential
re-identification to an acceptable level. The level of risk which is considered to be
acceptable is decided in each individual case, as well as in the light of the most re-
cent technical development. Because of this, the probability and risk of anonymized
data to become re-identified increases over time due to technological developments.
One approach towards anonymization is de-identification [Techlaw, 2021].

Patientdatalagen (PDL)[SFS 2008:355] also regulate personal data and limits what
means personal data may be processed towards within Swedish healthcare. PDL
aims to ensure patient safety and to safeguard the integrity and privacy of the
patients. According to PDL, personal data may be processed with several different
aims, one of which is to develop and ensure the quality in the current operation [SFS
2008:355, 2021]. In order to comply with GDPR and PDL, removal of all personal
data is required.
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Related work

This chapter will present previous conducted related research, both conducted on
Swedish corpora as well as non-Swedish corpora.

3.1 Swedish corpora

Previous research has been conducted to explore the importance of domain specific
data when training a machine learning model for de-identification of medical data in
Swedish. In 2020, Chomutare et al. showed that training a model both on domain
specific text and general text could enhance performance for de-identification of med-
ical data. In their experiment, they first trained a RNN model on the Stockholm
EPR PHI Pseuedo Corpus which resulted in an F'1 score of 0.656 on de-identification.
The Stockholm EPR PHI Pseudo Corpus contains pseudonymised electronic patient
records (EPR) from clinical units from Karolinska University Hospital during the
years 2006-2014 [Dalianis et al., 2015]. In total, the corpora contains 6 217 PHI
entities. When training the model on a combination of the Stockholm EPR PHI
Psuedo Corpus as well as general medical scientific text the F1 score increased to
0.775. Furthermore, when training the model on the Stockholm EPR PHI Psuedo
Corpus and general Wikipedia text, the F1 score increased even more to 0.861. This
result suggests that non-sensitive resources from the general domain can be useful
for de-identification tasks on medical data [Budrionis et al., 2020].

In 2020, the National Library of Sweden (KBLab) developed and released a pre-
trained language models based on BERT, named KB-BERT. The model has been
trained on text from multiple resources, i.e. books, news, governmental publications
and Swedish Wikipedia with the aim to provide a representative Transformer model
for Swedish text. Altogether the training data constitute approximately 15-20 GB
of text, corresponding to roughly 3 497M tokens. To pre-train KB-BERT, the same
method and hyperparameters as proposed in the original BERT paper were used
[Devlin et al., 2018]. All checkpoints are publicly available to download and utilize
through Huggingface [Malmsten et al., 2020]. In order to evaluate the model and its
relative performance, Malmsten et al. used NER- and POS-tagging as downstream
tasks for KB-BERT. For this master thesis, the result obtained for NER-tagging is
of special interest and will therefore be further explained. In order to evaluate KB-
BERT for NER-tagging, the model was fine-tuned on the Stockholm-Umea-Corpus
3.0(SUC 3.0), where the corpus were split into a training, test and evaluation set.
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With 70% used for training, 20% for test and 10% for evaluation. SUC 3.0 is a
collection of Swedish texts and consists of texts from press, scientific writing and
prose from the 1990s. SUC 3.0 consists of a total of 1M tokens, all tokens have been
tagged with word class, morphological analysis including lemma, as well as some
additional structural and functional information. The results obtained showed that
KB-BERT outperformed previous existing BERT’s either trained for multilingual
understanding by Google as well as a model trained specifically for Swedish by Ar-
betsformedlingen. The model achieved an average F1 score of 0.927 compared to
the second best model M-BERT of 0.906 on the SUC 3.0 corpus, where all models
were fined-tuned to identify person name, location, time, organization and events.
The high accuracy obtained by Malmsten et al. for NER-tagging shows usability
for KB-BERT as a base model for de-identification[Malmsten et al., 2020].

In May 2021, Dalianis and Grancharova fine-tuned KB-BERT on Swedish electronic
patient records for NER. The data used was the Stockholm EPR PHI Corpus as
well as the Stockholm EPR PHI Pseudo Corpus, where PHIs have been replaced
by surrogates. The weighted average F1-score and precision for the original model
were both 0.922. The weighted average F1-score and precision for the Pseudo model
was 0.882 and 0.883. The recall of the models trained on these different corpora for
respective PHI class is shown in Table 3.1. The test set constituted of 20% of the
Stockholm EPR PHI Corpus. To avoid confusion, the PHI class PERSON in this
thesis could be compared to the classes First Name and Last Name by Grancharova
and Dalianis (2021). The same applies the PHI class DATE in this thesis and Full
Date and Date Part. Health Care Unit have been included in ORGANISATION.

PHI class Recall Original EPR | Recall Pseudo EPR
First Name 0.939 0.913
Last Name 0.953 0.920
Phone Number 0.905 0.810
Age 1.000 1.000
Full Date 0.952 0.940
Date Part 0.985 0.970
Health Care Unit 0.874 0.803
Location 0.790 0.684
Organisation 0.500 0.600

] WEIGHTED AVERAGE \ 0.922 \ 0.882 ‘

Table 3.1: Recall for all the PHI-classes on the test set for the model fine-
tuned on the original set and the model fine-tuned on the pseudonymised set
[Grancharova and Dalianis, 2021].

According to the authors, no other released model performed as well on this cor-
pus at the time the article was released. The authors also concluded that there is
potential in using the model fine-tuned on pseudonymised data in a shareable de-
identification system for Swedish clinical text since this model performed relatively
well [Grancharova and Dalianis, 2021].
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In September 2021, Lamproudis et al. showed that continuous pretraining of a
generic BERT model with in-domain data could enhance performance for down-
stream tasks. By continuous pretraining of KB-BERT on in domain data within
the clinical field, namely on 17.8 GB of clincal text from the research infrastrucutre
Health Bank - Swedish Health Record Research Bank, Lamproudis et al. developed
what they named as Clinical KB-BERT. Clinical KB-BERT were then fine-tuned
to conduct three downstream tasks, including NER. For NER, Lamproudis et al.
fine-tuned Clinical KB-BERT on The Stockholm EPR PHI Corpus, and later also
fine-tuned the regular KB-BERT on the same dataset to conduct the same task. The
results obtained show that Clinical KB-BERT outperformed KB-BERT on all three
downstream tasks, and for the NER task it increased the F1l-score from 0.910 to
0.925 which shows that a performance increase can be gained by in-domain continu-
ous pretraining of generic BERT models. Furthermore, Clinical KB-BERT outper-
formed the original KB-BERT on all three downstream tasks after using only 20%
of the in-domain data, corresponding to roughly 3.5 GB of raw text, which indicates
that adaption of general language models into domain-specific may be worthwhile
even in the absence of large amounts of in-domain data [Lamproudis et al., 2021].
To the best of our knowledge, there exist no previous work on KB-BERT model’s
performance for de-identification of medical chat data.

3.2 Non-Swedish corpora

In 2016, Dernoncourt et al. showcased a new architecture for de-identification. The
presented architecture is based on a combination of recurrent neural networks (RNN)
and Conditional Random Fields (CRF'). More specifically, the type of RNN used was
a bidirectional Long Short-Term Memory (LSTM). This system outperformed the
best systems available at that point in time. It achieved an Fl-score of 0.979 on
the i2b2 2014 dataset[i2b2, 2022], and an Fl-score of 0.992 on the MIMIC dataset
[Johnson et al., 2021]. Both datasets contain medical data where PHI has been an-
notated. More specifically, the i2b2 dataset contains circa 1 million tokens and the
MIMIC dataset circa 3 million tokens [Dernoncourt et al., 2017].

In 2020 W.Johson et.al. achieved state-of-the-art performance on de-identification
of English medical data with an approach based on bidirectional transformer models.
More specifically, several models based on the BERT architecture were implemented.
The models utilized transfer learning and were initialized with pretrained weights
from different BERT models. The pretrained models were fine-tuned by training
on publicly available corpora which comprised collections of free-text notes written
during routine clinical practice, namely the i2b2 2006, i2b2 2014, PhysioNet and
Dernoncourt-Lee corpora. One model initialized with BERT,,. weights achieved
state of the art performance and demonstrated comparable accuracy on the i2b2
2014 corpus as the RNN model released by Dernoncourt et al. described above.
Furthermore, the results obtained by W.Johson et al. showcased that the applica-
tion of pretrained models built using scientific or biomedical corpora did not improve
performance. By this, it appears that improved contextual representation does not
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translate to improved performance in the de-identification of medical journals, pos-
sibly because entities such as names, addresses and personal identification numbers
frequently appear in common language as well [Johnson et al., 2020].

In 2020, Boros et al. evaluated the effect of training data size when fine-tuning
the BERTmultilingual—uncased model. BERT multilingual —uncased is a Pretrained model
on the 102 languages with the largest Wikipedia base[HuggingFace, 2022]. The
downstream task was multilingual text classification in the context of the epidemi-
ological field. Based on their experiments, there is generally a positive trend for
F1 score performance when trained on increasingly large datasets. The training
set in the experiment held approximately 3,3M tokens and what they found was
that model performance plateaued at roughly 30% of the training set. Furthermore,
training the model on only 5% of the training data achieved an F1 score of 0.640
which were considered to be a significant performance for a minimal amount of data
[Mutuvi et al., 2020].

18



4

Methods

This chapter presents how the aim of the thesis will be reached. The chapter have
been divided into four separate sections, namely data collection, data annotation,
model implementation and evaluation.

4.1 Name entities

Through discussions with our supervisor at Visiba Care and in order to enable
comparison to other NER models, the entities that were chosen to be tagged for this
task were: personal identification number, phone number, location, organisation,
date, age and email. In this section, all entities will be described further in two
separate subsections since some entities have a gold standard while some do not.

4.1.1 Entities followed by gold standard

In 2020, the Common Language Resources and Technology Infrastructure (CLARIN)
released a gold standard for annotating named entities in Swedish text.The gold stan-
dard includes guidelines for how tokens should be tagged. The covered entities in-
clude Persons(PRS), Locations(LOC) and Organisations (ORG)[L. Ahrenberg, 2020].

4.1.1.1 Person

Persons include both real and fictional people, as well as gods and mythical charac-
ters. Animals and other creatures are not included [L. Ahrenberg, 2020]. According
to the gold standard the following tokens are considered to be Persons:

o Proper names referring to a person, by itself or part of a longer sequence. For
example: David, William Gerle.

o Plural references: Johanssons, familjen Svensson (the Svensson family).

o Titles and epithets preceding a proper name, or other attributes that classifies
the referent should all be included. apotekare Lundin (pharmacist Lundin),
medborgare Vreeswijk (resident Vreeswijk), mamma Annika (mother Annika).

« Initals and prepositions are included as part of a name: John A Ericson, Bjorn
af Kleen.

o Nick-names are treated as proper names. For example, Olle "Bagarn" Larsson
and Olle Larsson, called "Bagarn" should both be tagged as persons.

o Names listed as part of a group that have accomplished something together,
should be marked as one instance. For example, Hansson & Karlsson as one
instance.
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The following tokens should not be tagged as Persons:
o References based on family roles. mamma, pappa, bror (mother, father, brother).
o Common references based on an attribute of a person, for example dlskling,
lillen (love, the little one) unless it is clearly established as a nick-name.
o Prepositions preceeding name reference, for example "till" (to) in till William
(to William).

4.1.1.2 Location

Locations include geographical locations of all sorts, real or fictional. Big and small
geographical locations are tagged, including continents, countries, regions, cities,
villages, areas, parks, streets, mountains, rivers, etc [L. Ahrenberg, 2020]. The fol-
lowing tokens should be marked as Locations:
e Proper nouns referring to a location. For example, Gdteborg, Slottskogen,
Kungsgatan 24, Europa
o In cases when a proper name is preceded by an article or possessive pronoun,
it should also be marked. For example, mitt Géoteborg (my Gothenburg).
e Common nouns which refer to locations that have developed the character of
a standard, namelike reference. For example Gamla stan, Norrlands inland.

The following tokens should not be tagged as Locations:

» Locations which are part of a name expression for another category, for exam-
ple Frolunda in Frélunda Hockey Club.

» References using adverbs or common nouns such as hemma (home), utlandet
(abroad).

o Prepositions preceding a location name.

o Common names of rooms, kiket, vardagsummet (the kitchen, the livingroom).

o Common websites such as Instagram are often linguistically treated as loca-
tions, for example Jag var pa Instagram hela dagen (I were on Instagram all
day) but should not be marked as locations.

o URLs.

4.1.1.3 Organisation

Organisations include companies, government, political parties, NGOs, public bod-
ies, sport clubs, schools, healthcare units as well as anything with a legal status in
society [L. Ahrenberg, 2020]. According to the gold standard the following tokens
are considered to be Organisations:
o Proper nouns and acronyms referring to entities of organisations. For example:
Telenor, Volvo.
e Common nouns that have been established as names. For example: Modera-
terna, Svenska akademin (the Swedish academy).
o Common nouns or abbreviations for societal institutions. For example: vdrd-
centralen (the health care center), Riksdagen (the parliment).
o If a name and an abbreviation are followed by each other they should both
be marked, but as separate references. For example: Frélunda Hockey Club

(FHC).
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o If a proper noun to an organisation is preceded or followed by a common noun,
all attributes should be a part of the name. For example: Apoteket Stjarnan
(the Pharmacy the Star), Ostras sjukhus (East hospital).

o If a company is named as a URL. For example: flygresor.se

The following tokens should not be tagged as Organisations:

o If a location is not clearly part of the name for the organisation the tokens
should be marked separately: For example Maxi i Géteborg (Maxi in Gothen-
burg).

o Prepositions preceding the name of an organisation should not be marked.

o URLs should not be considered organisations if it is not the name of the
company.

e Projects are not considered organisations.

4.1.2 Entities without a gold standard

In this section, the annotation rules for the entities without a gold standard, email,
age, phone number, date and personal identification number will be described.

4.1.2.1 Email

Email addresses include all tokens which have the following format text@text.text
since this format is considered to be the standard for emails.

4.1.2.2 Age

Age include all tokens which refer to the age of a person as described in Section
refer to Section 4.1.1.1. According to the standard chosen for this task the following
tokens are considered to be Age:
o Tokens that are followed by and refer to a numerical age token. For example:
55-arig (55 year old), 55 ar (55 years).
o Tokens that refer to age, either as a number or as letters. For example: 55 dr
(55 years), femtiofem ar (55 years).
The following tokens should not be tagged as Age:
« Tokens that are refer to the age of an organisation. For example: Sjukhuset
ar 25 ar gammalt (the hospital is 25 years old).
o Tokens that refer to the age of a product. For example: Medicinen dr 2 veckor
gammal (the medicine is 2 weeks old).
o Tokens that refer to the age of a location. For example: Torget dr 2 ar gammoalt
(the square is 2 years old).

4.1.2.3 Phone number

Phone number includes all tokens which follow the structure described by The
Swedish Post and Telecom Authority [The-Swedish-Post-&-Telecom-Authority, 2021].
According to this structure, an international phone number contains a international
prefix, a country code, a national destination code and a subscriber number. The
phone number is allowed to be a maximum of 15 numbers excluding the international
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prefix. A national phone number contains a national prefix, national destination
code and a subscriber number. The national prefix in Sweden is a zero. National
phone number can be either geographical or non-geographical. Sweden is divided
into 264 different destination code areas which are two or three number numbers
long. The subscriber number for geographical phone numbers could be between five
and eight numbers long. For mobile phone numbers the subscriber number is always
seven numbers long.

4.1.2.4 Date

All tokens which describe dates, either in text or digits will be tagged as date. This
includes both part of dates and whole dates. The following tokens will be tagged as
date:
o Tokens which describe a full date or part of date in numerical format. For
example: The full date 2022-03-11, or a partial date such as 03/11.
o Tokens that refer to dates in a text format, or combined text and numerical.
For example: 22 mars (22 of march), tredje mars (the third of march).
o Week numbers and months. For example: December, Week 25.

4.1.2.5 Personal identification number

All Swedish citizens have a personal identification number(PID) issued by Skattev-
erket. The personal identification code is a ten digit code and is constructed by three
different parts. The first part is six digits which indicates a person’s birth time, for
example 640823 for a person born on the 23 of August in 1964. The second part
is a three digit birth number, where the third digit is odd if a person’s legal gender
is male and even if the legal gender is female. Between the birth time and birth
number is a hyphen, which switches to a plus sign the year a person turns 100 years
old. Lastly, a control number which is calculated by the first nine digits and can
be used to control if a 10 digit number is a valid personal identification number
[Skatteverket, 2021]. All tokens which follow the format outlined by Skatteverket
will be tagged as PID. Furthermore, tokens which describe a PID with twelve tokens,
where the birth year is stated with four digits instead of two, will also be considered
to be PID.

4.2 Data collection

The corpora was collected through Visiba Care and two of their customers. The
data consisted of chat messages between patients and various caregivers. As a con-
sequence of the data being collected from chats of only two customer, the variety of
entities are not considered to be as wide as if data from other customers were avail-
able as well. The total number of tokens in the corpus from one of the customers
is 1 606 426. Hereafter, when referring to this corpus, the name Corpus A will be
used. The total number of tokens in the other corpus is 14 277 and this corpus will
only be used for testing. Hereafter, this corpus will be referred to as Corpus B.
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An example of a sentence in corpus A is shown in Figure 4.5. For comparison,
Figure 4.1 shows an example of a pseudonymised electronic patient record from The
Stockholm EPR PHI Pseudo Corpus, which has been used in previous research on
Swedish NER, as mentioned in Section 3.1. As the figures shows, the language in the
chat data is more unstructured compared to data from electronic patient records.

Planeringsansvarig: SSK Tjanstgérande

Patientansvarig likare: <First_Name>Mohamed</First_Name>
<Lasl_Name>1°\str6m</Last_Name>

Kontaktorsak: Ramlat i hemmet <Full_Date>10/5-2006</Full_Date> och krampat
<Date_Part>12/5</Date_Part>.

Hade inte itit eller druckit pa 4 dygn.

Halsohistoria: varderf. Se ldkare anteckningar.

Nirstaende: Dotter <First_Name>Jessica</First_Name><Last_Name>Fredriksson</Last_
Name> tel: <Phone_Number>0715-463920</Phone_Number>,

tel hem <Phone_Number>92 35 45</Phone_Number> <Last_Name>Fredriksson</Last_Name>
tel. <Phone Number>0392-857461</Phone_Number>

Social bakgrund: Bor pa gruppboende, <Health_Care_Unit>Lirkan</Health_Care_Unit>
pé <Location>Ladugardsgirdet</Location>.

Figure 4.1: Example of a pseudonymised EPR [Grancharova and Dalianis, 2021]

4.3 Data annotation

Supervised machine learning models require annotated data in order to learn pat-
terns and make accurate predictions. Annotating data manually is time consum-
ing and costly since machine learning model need large amounts of training data
[Schreiner et al., 2006]. During the data annotation the rules described in Section
4.1 were followed. The annotation process was divided into two parts, which were
automatic annotation and manual annotation, both will be described in this section.

4.3.1 Automatic annotation

In order to speed up the annotation process we wrote a rule-based annotation script
in Python. The script was constituted by rules which tagged words if they met
certain criteria. The criteria for each specific PHI class are described in the following
subsections.

4.3.1.1 Person

Statistikmyndigheten (SCB) have published lists with the 100 most common first
names for women and men in Sweden, as well as the 100 most common last names
[Statistikmyndigheten, 2021]. From SCB these lists were downloaded as comma
separated values files (CSV), and if a token in the text was present in these lists it
was tagged as Person.
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4.3.1.2 Location

SCB provides lists with all postal codes as well as their respective city. We considered
a token to be a Location if it was present in the list, either as a postal code or as
a city. However, the list with cities included tokens such as "Vara' and "Bara',
which are tokens that could refer to Swedish cities but also have other meaning.
Therefore, such tokens were excluded from the list. Furthermore, postal codes are
often divided into two tokens, therefore if two succeeding words formed a postal
code both tokens were tagged as Location. Tokens which contained "vigen' were
also tagged as Location, however if the word contained battrings (improvement)
we did not tag it. This is because the corpora included several instances of the
word battringsvigen (the road to improvement) on different forms, which is not a
location. Lastly, tokens containing gatan (street) with a length above six characters
were tagged as Locations. The reason for tagging words including vdgen and gatan
was that these suffixes were considered to be common in Swedish street names.

4.3.1.3 Organisation

Since all the chat data came from one of Visiba Cares customers, all tokens which
contained the organisation name of this customer were tagged as Organisation.

4.3.1.4 Email

The most common format for emails were considered to be text@text.text. Further-
more, the corpora did not contain any tokens which included "@" which were not an
email, therefore all tokens which included the character "@Q" were tagged as Email.

4.3.1.5 Age

All tokens which contained -drig (year old) were tagged as age, as there were several
instances of ages written in the chat data on this format. Furthermore, if a token
contained dr (year) and the previous token were a digit, and the second to previous
token were dr (is) both the numeric token as well as the token which contained ar
were tagged as age.

4.3.1.6 Phone number

The most common formats to type Swedish phone numbers were considered to be on
07N-NNN NN NN and +467N-NNN NN NN, where N is replaced by arbitrary digits.
Therefore, in our code we combined sequences of tokens representing numbers with
the following tokens. If the resulting token included a number with ten or twelve
digits and was not already tagged as a PID, all three tokens were tagged as Phone
number.

4.3.1.7 Date

We tagged all months and all tokens on the format DD-MM-YYYY, YYYY-MM-DD
or DD/MM-YY and which were already not tagged as any other PHI as date.
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4.3.1.8 Personal identification number

To check if a ten digit token is a valid Swedish personal identification number, the
Luhn algorithm was used. The Luhn algorithm controls if the tenth digit in the
Swedish personal identification number is correct by calculations on the first nine
digits [Regeringskansliet, 2008]. The algorithm consists of three steps. The first
step is to multiply each digit with either 2 or 1, where the first digit is multiplied
by 2, the second with 1, the third with 2, the fourth with 1 and so on for all
nine digits[Bankgirot, 2016]. Figure 4.2 below shows the first step for the first nine
digits of the test Swedish personal identification number 170101-239 provided by
Skatteverket [Skatteverket, 2017].

1 7 0 1 0 1 2 3 9
* 2 1 2 1 2 1 2 1 2
2 7 0 1 0 1 4 3 18

Figure 4.2: Example of step 1 of the Luhn algorithm.

The second step is then to add the resulting numbers, where numbers above 10
is split into two separate digits, for example the number 18 is split into 1 and
8 [Bankgirot, 2016]. Figure 4.3 shows the second step for the same example test
personal identification number as Figure 4.2 above.

2+7+0+1+0+1+4+3+1+8=27

Figure 4.3: Example of step 2 of the Luhn algorithm.

The final step is to subtract the closest number dividable by ten from the resulting
number [Bankgirot, 2016]. In the example, 30 is subtracted from 27 which leads
to the resulting digit of 3. Therefore, the correct tenth digit of the test personal
identification number is 3.

We added the Luhn algorithm to the Python script and if a token fulfilled the
algorithm’s criteria, the token was considered to be a PID. The algorithm was im-
plemented to find social security numbers written in all possible formats, by only
checking for digits in the token. For example, the tokens "201701012393", "170101-
2393" and "Personnummer:170101-2393" would all be tagged as PID.
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4.3.1.9 Automatic annotation results

The frequency of each PHI class tagged from the rule-based script in Corpus A,
without any manual review, is shown in Table 4.1.

PHI Class Uniqueness | Frequency
PERSON 1.6% 16 028
ORGANISATION 0.1% 10 008
PID 95.3% 402
PHONE 29.2% 2 380
LOCATION 6.2% 3 086
DATE 11.1% 998
AGE 32.2% 115
EMAIL 97.1% 35
| Total entities | 5.2% | 33052 |

Table 4.1: The frequency of all PHI classes within Corpus A after automatic
annotation.

4.3.2 Manual annotation

Since the automatic annotation was not considered to find and tag all entities as de-
scribed in Section 4.1, manual annotation was also needed to review the annotations
and complete the process. However, since manual annotation is a time consuming
process, the decision was made to only use a ten percent share of Corpus A. Here-
after, this share of the corpus will be referred to as Corpus AS. Corpus AS contained
20 000 sentences and 179 332 tokens. Essentially, we conducted the manual anno-
tation by going through all sentences and correcting the errors of the automatic
annotation and tagging the entities the automatic annotation had missed. In con-
clusion, Corpus AS is a subset of Corpus A, where Corpus AS have undergone an
additional manual annotation process which Corpus A has not. In order to avoid
confusion, the three corpora used in the thesis are shown in Figure 4.4.

Corpus A

* 1606 426 tokens

¢ Automatically annotated
e Used for training
Corpus B

* 14 277 tokens

¢ Manually annotated

Corpus AS

* 179 332 tokens
e Manually annotated

¢ Used for testing

¢ Used for training,
validation & testing

Figure 4.4: Visualisation of the different corpora used in the thesis.
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In the following sections we describe the annotation tool, the method used for manual
annotation as well as annotation results.

4.3.2.1 Annotation interface

To speed up this process, we developed a program using FastAPI and Uvicorn.
FastAPI is a web framework for building APIs with Python and Uvicorn is a web
server implementation for Python [FastAPI, nd] [Uvicorn, nd]. The user interface
(UI) of the program is shown in Figure 4.5.

Min son David (170101-2393) har ont i magen, vi tréffade en ldkare i Kungsbacka den 7 mars

men har fortsatta problem. kan ni hjalpa oss?

DATE

1/187637

Figure 4.5: The developed user interface with an annotated example sentence.
The sentence is fictional, but is characteristic of the type of sentences which were
part of the actual corpus.

As shown in Figure 4.5, one sentence is shown at a time with each token colored
according to its current PHI class. Below the sentence, the different tags are shown
on buttons with their respective color. To tag a word, firstly the correct tag is
chosen, followed by choosing the word to be tagged. There are also two buttons
on each side of the sentence to switch between sentences in the current batch of
sentences. To load a new batch of sentences, there is a button at the bottom of the
UL Every button on the Ul is connected to a key on the keyboard, which allows for
faster annotation.

4.3.2.2 Inter-annotator agreement

Considering that annotating entities is not entirely an objective task, we decided
to ensure compliance regarding how to interpret the annotation rules in practice.
This was done by firstly, separately annotating a set of 500 identical sentences from
corpus A and secondly comparing the annotations using Cohens kappa. The formula
for Cohens kappa is shown in Equation 4.1, where pg is the observed agreement and
Pe is the probability of an agreement by chance [Artstein, 2017].

K= (4.1)
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The observed agreement pg is simply the number of tokens in agreement divided
by the total number of tokens. The probability of agreement by chance pe, is the
hypothetical probability of chance agreement. Equation 4.2 presents the equation
for calculation of pe, where k is the number of different labels, N is the number of
data points and ng; the number of times annotator ¢ labeled category k.

1 1
Pe = ﬁz N (42)

The 500 sentences, in total 4876 tokens, contained 255 entities, evenly spread be-
tween the categories as shown in Table 4.2.

PHI Class Frequency
PERSON 134
ORGANISATION 7
PID 4
PHONE 5
LOCATION 10
DATE 19
AGE 6
EMAIL 5
] Total entities 255 ‘

Table 4.2: The frequency of all PHI classes within the set used to check annotator
agreement.

The kappa score ranges from 1 to +1, where 1 represents perfect agreement. Values
lower or equal to zero indicate no agreement, values between 0.01-0.20 slight agree-
ment, values between 0.41-0.61 moderate agreement, 0.61-0.80 substantial agree-
ment, and 0.81 almost perfect [McHugh, 2012]. On the test set of 500 sentences
we achieved a score of 0.82. The few tokens that were annotated differently were
discussed, after which the remaining part of the corpus was annotated since the
results showed sufficient inter-annotator agreement.

4.3.2.3 Manual annotation results

The entire manual annotation-process took 15 hours and was conducted by taking
turns annotating. The frequency of entities after Corpus AS and Corpus B had been
manually reviewed is shown in Table 4.3 and Table 4.4 respectively. Corpus AS were
divided into a training, validation and test set where 80% of entities were included
in the training set, 10 in the validation set and 10% in the test set. The test set
contained approximately 10% of tokens for each tag, which enabled testing model
performance for each tag separately as well as combined performance for each tag.
In order to ensure that all sentences in the test were accurately tagged, we manually
revised each word and tag in the test set and corrected all errors together. Since
annotation agreement was set, the errors were mostly words that had been missed
when annotating. For example, FK, short for Forsakringskassan (the Swedish Social
Insurance Agency), had been overlooked.
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PHI Class Uniqueness | Corpus AS | Train | Validation | Test
PERSON 20.6% 7030 5434 816 780
ORGANISATION 6.7% 4064 3063 494 507
PID 95.5% 400 315 42 43
PHONE 60.9% 294 212 47 35
LOCATION 45.9% 294 209 42 43
DATE 79.3% 276 210 33 33
AGE 47.4% 78 55 10 13
EMAIL 97.1% 35 25 6 4
Total entities 21.7% 12 471 9523 1490 1458

Table 4.3: The frequency of all PHI classes after Corpus AS has been manually
annotated.

PHI Class Uniqueness | Corpus B
PERSON 47.4% 694
PHONE 87.0% 23

AGE 44.4% 9

LOCATION 41.2% 68

DATE 64.4% 250
ORGANISATION 43.0% 79
PID 96.8% 31
EMAIL 66.7% 3
’ Total entities \ 52.0% \ 1157 ‘

Table 4.4: The frequency of all PHI classes after Corpus B has been manually
annotated.

4.4 Model implementation

This section will describe how the model used for the thesis was implemented as
well as how its parameters were tuned in order to optimize its performance.

4.4.1 Model

The transformer architecture for this de-identification task is available through the
Huggingface library.! The Huggingface library provides a suitable model, KB-BERT,
which could be easily downloaded and implemented. In order to modify this model
for NER, it was fine-tuned using the previously mentioned annotated data, which
contained examples of each PHI class. KB-BERT is backed by three deep learn-
ing libraries, which are Jax, PyTorch and Tensorflow, with a seamless integration
between them. It is possible to train models with one of these before loading for in-
ference with another [HuggingFace, nd|. As a basis for this task, PyTorch was used.
KB-BERT was accessed through NERDA which is a python package that offers an

Thttps://huggingface.co/KB/bert-base-swedish-cased (Accessed 2022-03-30)
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interface for fine-tuning pretrained transformers for NER [Kjeldgaard et al., nd].

4.4.2 Hyperparameter tuning

To optimize the performance of the model, the hyperparameters were tuned using
a random search method. Random search is considered to be time efficient and
to achieve good performance, in comparison to other common methods such as
grid search and manual search [Bergstra and Bengio, 2012]. The process of tuning
hyperparameters with random search includes defining a range of values for each pa-
rameter, and then randomly choosing a specific value for each parameter from this
range. The model is then trained on the chosen set of hyperparameters and it’s train
and validation loss recorded. This process is iterated a set amount of times, and the
instance of hyperparameters which achieves the lowest validation loss is used for the
final model implementation. The chosen ranges for the different hyperparameters
in the model are described and motivated below.

o Learning rate: The range for learning rate were set to be in between 10~*
and 1075, As initial experiments showed that learning rates above or below
this range resulted in poor performance.

e Dropout: In order to explore the full range of dropouts, the range for dropout
was set to be in between 0 and 1.

o Epochs: The number of epochs were set to an integer value between 3 and
8. The lower bound were set to 3 due to an observed decrease of validation
loss as epochs increased, and the upper bound were set to 8 as the number of
epochs has a significant effect on training time.

e Batch size: The batch size were set to one of the values 8, 16 or 32. The
lower bound were 8 since batch sizes of 2 and 4 were concluded to result in
poor performance from initial experiments. Memory allocation set an upper
bound on possible batch sizes, which caused the upper bound to 32.

e Warmup steps: The number of total steps in each epoch for this particular
model varied between approximately 560 and 2 250 depending on the current
batch size. In order to set the number of warmup steps below a full epoch, the
range were set to be in between 0 and 560.

4.5 Evaluation of research questions

In order to answer the research questions of the thesis, there are mainly three exper-
iments which have been conducted and evaluated. Fundamentally, the F1-score has
been used as evaluation metric for all three experiments which are further described
in this section.

4.5.1 Development of state-of-the-art model

In order to evaluate if a transformer NER model can be developed to reach equal
performance on Swedish medical chat messages as the current state-of-the-art model
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reaches on Swedish electronic patient records, a KB-BERT model was trained and
optimized on the train and validation set from Corpus AS. This model was imple-
mented with the set of hyperparameters which performed best on the validation
set was thereafter tested on the held out test set from Corpus AS. The achieved
precision, recall and F1-scores in this thesis were compared to the model developed
by [Lamproudis et al., 2021] to compare the developed model’s performance to the
current state-of-the-art on Swedish electronic patient records. Furthermore, an ex-
periment where all entities will be set to the same PHI class will be conducted to
explore the potential effects on achieved performance of the model. By only focusing
on if a token is a PHI class or not, the model avoids errors where it predicts the
wrong PHI class, and will therefore potentially reach higher performance.

4.5.2 Importance of training data size

In order to evaluate the importance of the size of training data, one model was
trained on the full annotated training set, one model on 75% of the available training
data as well as one model on 50% of the available training data. After training, the
F1 score on the held out test set was computed for all models and the obtained
results compared. For this research question, both Corpus AS and Corpus B was
used.

4.5.3 Rule-based trained KB-BERT versus rule-based script

Two models were evaluated on the held out test set in order to evaluate if a trans-
former model trained on rule-based annotated data can reach higher performance
than the rules it has been trained on. Since manual annotation was not relevant to
answer this research question, the entire dataset, Corpus A, was used. One of the
models will simply be the rule-based script used to annotate the training data. The
other model will be KB-BERT, trained on the data annotated by the rule-based
script, without any manual review of the annotations.
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Results

The following chapter will present the results for the conducted experiments, in-
cluding performance of the developed model on the held out test set, performance
reached for varying training sizes as well as performance of the rule-based script
versus the model trained on the rule-based annotated data.

5.1 Implementation of state-of-the-art model

The following section presents the optimal hyperparameters, softmax thresholds
as well as the achieved performance on the held out test set. Corpus AS has been
exclusively used to retrieve all results in this section except from Section 5.1.3 where
both Corpus AS and Corpus B has been used.

5.1.1 Hyperparameter results

A total of 81 iterations with a combined running time of 22 hours were conducted.
The experiment showed that a learning rate of 5.44*10°°, warmup steps of 497,
4 epochs, batch size of 32, and dropout of 0.323 resulted in the lowest achieved
validation loss. Figure 5.1 below presents the training loss as well as validation loss
achieved when training with optimal parameters.

Training and Validation loss

025 - = Taining loss
— Validation loss

020 4

015 1

Loss

010

0.05 4

Epochs

Figure 5.1: Train and validation loss for optimal hyperparameters.
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Table 5.1 presents recall, precision and F1 score for each PHI class on the validation

set when the model was trained with optimal parameters.

Table 5.1: Fl-score, precision and recall for all PHI classes on the validation set

PHI class F1l-score | Precision | Recall
PERSON 0.981 0.982 0.980
ORGANISATION 0.969 0.964 0.974
PID 0.911 0.973 0.857
PHONE 0.940 0.887 1.000
LOCATION 0.930 0.909 0.952
DATE 0.912 0.886 0.939
AGE 0.833 0.714 1.000
EMAIL 0.909 1.000 0.833
AVERAGE 0.923 0.914 0.942
WEIGHTED AVERAGE 0.969 0.965 0.971

with optimal hyperparameters.

5.1.2

The model was also modified so that it summed the likelihoods of all the PHIs, and
if that sum was greater than a certain threshold, the model predicted a token to be
the PHI with the greatest likelihood. The F1-score, precision and recall for different

Softmax threshold

thresholds on the validation set are shown in Figure 5.2.

Score

Figure 5.2: Fl-score, precision and recall curves for different prediction thresholds

Fl-score, precision and recall with varying thresholds
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on the validation set.
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As Figure 5.2 shows, there is a trade-off between precision and recall, where recall is
the largest when the threshold is low and the inverse holds for precision. The Figure
also shows, the F1-Score increases quickly for thresholds between 0.0 up to around
0.1. After 0.2 the scores are on a steady level up until about 0.7, where recall starts
to decrease. Figure 5.3 shows the curves where the thresholds in between 0.05 and
0.3 have been zoomed in on.

Fl-score, precision and recall with varying thresheolds

095 4 e

094 4

(.93 1

Scare

pal 4 — Pracision
— Fl-score
— Recall

090

0.05 0.10 0.15 0.20 0.25 0.30
Threshaold

Figure 5.3: Fl-score, precision and recall curves for different prediction thresholds
on the validation set.

As Figure 5.3 shows, there is a drop in recall at the threshold value of 0.12. Since
this value achieved a high recall without compromising the overall F1-score, it was
the threshold that was chosen for the final model. The precision, recall and F1-score
for this threshold value is shown in Table 5.2.

PHI class F1-score | Precision | Recall
PERSON 0.978 0.970 0.987
ORGANISATION 0.969 0.953 0.986
PID 0.914 0.949 0.881
PHONE 0.913 0.839 1.000
LOCATION 0.943 0.911 0.976
DATE 0.928 0.889 0.970
AGE 0.833 0.714 1.000
EMAIL 0.909 1.000 0.833
AVERAGE 0.923 0.903 0.954
WEIGHTED AVERAGE 0.966 0.953 0.981

Table 5.2: Fl-score, precision and recall for all PHI classes on the validation set,
with threshold set to 0.12.
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5.1.3 Result on test data

Table 6.1 presents the achieved result on the held out test set from Corpus AS as well
as Corpus B after training the model on the chat messages which had been firstly
annotated by the rule-based script and secondly manually reviewed. The optimal
hyperparameters and a Softmax threshold of 0.12 was used to achieve the presented
results.

Test set Corpus AS Corpus B
PHI class F1-Score | Precision | Recall || F1-Score | Precision | Recall
PERSON 0.975 0.959 0.991 0.923 0.871 0.983
ORGANISATION 0.959 0.945 0.974 0.486 0.844 0.342
PID 0.934 0.975 0.907 0.967 1.000 0.935
PHONE 0.986 0.972 1.000 0.750 0.882 0.652
LOCATION 0.864 0.844 0.884 0.566 0.711 0.471
DATE 0.901 0.842 0.970 0.956 0.952 0.960
AGE 0.963 0.929 1.000 1.000 1.000 1.000
EMAIL 1.000 1.000 1.000 0.857 0.750 1.000
AVERAGE 0.948 0.933 0.966 0.813 0.876 0.793
WEIGHTED AVERAGE | 0.961 0.947 0.977 0.877 0.882 0.896

Table 5.3: Performance for all PHI classes on the held out test set from Corpus
AS as well as on Corpus B.

From Table 6.1 it is clear that the model, on average, performs better on the test
set from Corpus AS than on Corpus B. This is expected, as the model is trained on
Corpus AS. The performance for PHI classes which have a standard similar format
in both sets, i.e. EMAIL, PID, DATE, AGE is comparable and even higher for PID
and DATE for Corpus B compared to Corpus AS. However, other PHI classes, which
have no standardized format, for example ORGANISATION and LOCATION, sees
a relatively significant decrease in performance for Corpus B compared to Corpus
AS. These PHI classes have low uniqueness in Corpus AS and Corpus B, but the
actual entities vary between the corpora. Therefore, the model which is trained
on Corpus AS accurately identifies the locations and organisations which occur in
Corpus AS, but perform less accurate when identifying locations and organisations
in Corpus B. Corpus B contains several examples where an a persons name is fol-
lowed by an acronym and a location, where the acronym is for an organisation. This
acronym and the following location is inaccurately predicted as PERSON, which re-
sults in a relatively low precision for PERSON as well as low recalls for LOCATION
and ORGANISATION. In Corpus B, PHONE entities were often written as a com-
position of a location and a phone number, for example Gothenburg:0723038454.
PHONE entities never appeared on this format in the train set from Corpus AS,
and therefore the model fails to identify these entities as PHONE in Corpus B.

The model was also evaluated on the test set from Corpus AS as well as Corpus B
when the training data was modified by changing all the different PHI classes to the
same one PHI class, here named as PHI. With this alternation, the model achieved
an Fl-score of 0.969, precision of 0.958 and recall of 0.981 on Corpus AS. Thus
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an improvement to both precision and recall which led to an increased F1-score by
0.008. Furthermore, on Corpus B this alternation lead to a significant performance
increase compared to previous results on Corpus B. The model achieved an F1-score
of 0.955, a precision of 0.948 and recall och 0.961 on Corpus B. Thus an improvement
to both precision and recall which led to an increased F1-score by 0.078.

5.2 Importance of training data size

Figure 5.4 presents the obtained F1-score on the held out test set with different sizes
of the training data.

F1-Scores for varying training data size

1.0 *~_
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g ORGANISATION

+— DATE

0.0 AVERAGE
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Figure 5.4: Train and validation loss for optimal hyperparameters.

The frequency of each PHI class in the training data for the each size is shown in
Table 5.4. As the table shows the share of entities in the training data have been kept
around the same percentage when lowering the size. The weighted average in Figure
5.4 shows that the general trend is that as training size decreases, so does the average
obtained F1-Score. Furthermore, the decrease in F1-Score as training size decreases
is more drastic for entities which are less common in the training data. For instance,
entities AGE and EMAIL decrease from 1.00 to 0.762 and 0.750 respectively, as the
size of training data decrease from a 100% to 50%. In comparison, the performance
on common entities such as PERSON and ORGANISATION decrease only slightly
as the size of training data decreases.
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PHI class 100% | 75% | 50% | 25%
PERSON 5434 | 4036 | 2780 | 1318
ORGANISATION | 3063 | 2248 | 1578 | 741
PID 315 224 159 71
PHONE 212 164 100 48
LOCATION 209 155 111 52
DATE 210 165 100 50
AGE 55 40 24 12
PID 315 224 159 71
EMAIL 25 18 13 7

’ Total entities

| 8902 | 7050 | 4865 | 2299 |

Table 5.4: The frequency of all PHI classes for the different training data sizes.

The scores for the different training sizes are also shown in Table 5.5 and 5.6. A big
drop is seen for the PHI class PID when going from 75% to 50% of the training data.
At 50% training data, out of the 43 PIDs, the model predicts 40 of these tokens as
PHONE, 2 as PERSON and 1 as DATE.

Share of training data

100% 75%
PHI class F1-Score | Precision | Recall || F1-Score | Precision | Recall
PERSON 0.975 0.959 0.991 0.975 0.963 0.987
ORGANISATION 0.959 0.945 0.974 0.949 0.930 0.968
PID 0.934 0.975 0.907 0.916 0.950 0.884
PHONE 0.971 0.971 0.971 0.943 0.943 0.943
LOCATION 0.864 0.844 0.884 0.804 0.755 0.860
DATE 0.901 0.842 0.970 0.909 0.909 0.909
AGE 0.963 0.929 1.000 0.870 1.000 0.769
EMAIL 1.000 1.000 1.000 1.000 1.000 1.000
AVERAGE 0.948 0.933 0.966 0.921 0.931 0.915
WEIGHTED AVERAGE | 0.961 0.947 0.977 0.958 0.946 0.971

Table 5.5: Fl-score for all PHI classes on the held out test set when trained on

100% and 75% of the training data.
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Share of training data

50% 25%
PHI class F1-Score | Precision | Recall || F1-Score | Precision | Recall
PERSON 0.970 0.955 0.985 0.945 0.908 0.986
ORGANISATION 0.952 0.932 0.972 0.942 0.961 0.924
PID 0.000 0.000 0.000 0.000 0.000 0.000
PHONE 0.585 0.437 0.886 0.600 0.440 0.943
LOCATION 0.847 0.857 0.837 0.723 0.698 0.750
DATE 0.899 0.861 0.939 0.873 0.816 0.939
AGE 0.833 0.909 0.769 0.800 0.833 0.769
EMAIL 0.889 0.800 1.000 0.889 0.800 1.000
AVERAGE 0.747 0.719 0.799 0.722 0.684 0.787
WEIGHTED AVERAGE | 0.919 0.901 0.941 0.900 0.880 0.927

Table 5.6: Fl-score for all PHI classes on the held out test set when trained on
50% and 25% of the training data.

5.3 Rule-based trained KB-BERT versus rule-
based script

To achieve the results presented in this section, the transformer model have been
trained on entire Corpus A except from the tokens present in the test set from Corpus
AS. The result for the two models that were evaluated on the held out test set from
Corpus AS, to evaluate if a KB-BERT model trained on rule-based annotated data
can reach higher performance than the rules it has been trained on is shown in Table
5.7.

KB-BERT Rule-based script
PHI class F1-Score|Precision |Recall || F1-Score|Precision|Recall
PERSON 0.457 0.975 [0.299 | 0.425 0.986 |0.270
ORGANISATION 0.648 1.000 |0.479| 0.655 1.000 |0.487
PID 0.840 0.895 [0.791 | 0.925 1.000 |0.860
PHONE 0.838 0.795 |0.886 | 0.923 1.000 |0.857
LOCATION 0.489 0.468 |0.512| 0.519 0.470 |0.556
DATE 0.326 0.700 10.212 | 0.341 0.875 10.212
AGE 0.267 1.000 |0.154{ 0.555 1.000 |0.385
EMAIL 0.667 0.5 1.000 || 1.000 1.000 | 1.000
AVERAGE 0.566 0.792 [0.542 | 0.668 0.916 |0.578
WEIGHTED AVERAGE| 0.541 0.956 [0.395| 0.535 0.974 |0.387

Table 5.7: Fl-score for all PHI classes on the held out test set for KB-BERT
trained on rule-based annotated data as well as performance for the rule-based
script by itself.

As presented in Table 5.7 the KB-BERT trained on rule-based annotated data per-
forms worse than the rule-based script itself. From these results it is clear that
KB-BERT were not able to learn patterns not present in the rule-based annotation.
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From the results, it is also clear that the precision obtained for both models is far
better than the achieved recall, which were also expected. A notable observation is
that precision is on average higher than recall.
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Discussion

This chapter will dive deeper and discuss the results of the thesis. The aim is to
analyse the results and use them as a basis to answer the research questions of the
thesis.

6.1 Development of state-of-the-art model

The implemented model with optimal hyperparameters as well as a threshold value,
achieved a weighted average F1-score of 0.961, with a precision of 0.947 and recall
at 0.977. In comparison, the fine-tuned KB-BERT developed by Grancharova and
Dalianis (2021), achieved a Fl-score of 0.922, precision of 0.922 and recall of 0.922.
Based on this, the results obtained in this thesis showed that it is possible to develop
a model for medical chat data which achieves performance comparable, and even
better, than the performance that current state-of-the-art models achieve on other
medical NER-tasks.

However, it is important to note that these results are not possible to compare
directly as there are several differences in the ways that the models have been im-
plemented. One such difference is the actual PHI classes, as well as the annotation
rules for each PHI class. The fine-tuned KB-BERT developed by Grancharova and
Dalianis (2021) has been evaluated on The Stockholm EPR PHI Corpus, for which
there are no publicly available annotating guidelines available. Therefore, we have
been unable to ensure the actual rules that guided annotation of the corpus, and un-
able to compare them to the rules adopted for this thesis. Furthermore, both models
were evaluated on different corpora, and it is possible that the model developed by
Grancharova and Dalianis (2021) would have outperformed the model developed for
this thesis on our hold out test set. Unfortunately, it has not been practically possi-
ble to evaluate the model developed by Grancharova and Dalianis (2021) on our held
out test set. Lastly, another factor that affects the ability to compare the models
performance is that the Softmax output layer has been altered in this project. In
an effort to increase recall without significant decrease in the overall F1-score, an
optimal threshold value for predicting an entity as a PHI class was found on the
validation set. This alternation had a small effect on the F1-Score on the validation
set, from a weighted average of 0.969 to 0.966. However, no comparison were made
on the test set, where it is possible and plausible based on the performance on the
validation set, that an ordinary Softmax output layer could have achieved an even
higher F1-score on the test set, but at a cost of a lower recall.
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Even though the results are not directly comparable, it is interesting to compare the
recall achieved by Grancharova and Dalianis (2021) for the different PHI classes. The
results have several similarities. Phone numbers and age seem to be easy to identify
since it has one of the highest recall scores for both models. The strict format of
phone numbers could be an explanation for that entity while it is more difficult to
discuss the reason for the age class. Perhaps age is present in recognizable patterns.
Additionally, both models have struggled to identify locations correctly. The reason
for this could be that variety of what is considered to be a location is wide. As
described in Section 4.1.1.2, locations could be anything from continents, cities and
villages to parks, mountains and rivers. On the contrary, the largest difference is for
organisations. A potential explanation for this could be the low uniqueness of this
entity in the dataset used in this thesis, as can be seen in Table 4.3.

The uniqueness level as well as the number of training examples of each PHI class
seems to have had an effect on the achieved F1-scores for our model. The two classes
with the lowest uniqueness and highest number of training examples, PERSON and
ORGANISATION, achieved the highest Fl-scores. The likely reason for the high
F1-score in both of these classes is that both of these classes have a large number of
training examples with low variety, making it easy for the model to spot these enti-
ties in the hold out test data. However, other PHI classes with high uniqueness, such
as PID and EMAIL, also achieved high F1-scores. Both of these PHI classes contain
entities with a very specific format, where all emails contain an @ and all PIDs are
a ten digit number. Therefore, the model is more likely to learn these patterns and
able to accurately identify entities as either PID or EMAIL even though it has not
seen those exact tokens before. Based on the results obtained, it is likely that the
more unique and exact the format of a PHI class is, the less training examples are
needed. For example, EMAIL only had 25 training examples and still achieved an
F1l-score of 0.909 compared to LOCATION, which had 209 training examples but
only achieved a F1-score of 0.864.

The model developed in this thesis could also be compared to the model developed
by Lamproudis et al (2021) which showed that continuous pre-training of a generic
BERT model with in domain data could further enhance performance. Their model,
Clinical KB-BERT, achieved an F1-score of 0.925, which still is not as high as the F1-
score of the model developed in this thesis. However, the aspects regarding lacking
possibilities of comparison, as discussed earlier, are also viable when comparing the
model in this thesis to Clinical KB-BERT. Furthermore, since Clinical KB-BERT
has not only been fine-tuned but also further pre-trained, the comparison is even
more difficult to make. However, it shows that it could be interesting to conduct
continuous pre-training on the model developed in this thesis to further enhance
the performance. If the same percentage increase in Fl-score was achieved on this
thesis best performing model, when all entities were set as PHI, we would reach a
close to perfect Fl-score of 0.985.
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Without continuous pre-traning, setting all entities as PHI increased the weighted
average Fl-score on the test set from 0.961 to 0.969. While this increases the F1-
score it also decreases readability of the output text. However, this result shows that
for NER-task similar to de-identification, an approach where all entities are tagged
as the same PHI-Class can be preferable, as the crucial task of de-identification is
to remove all sensitive information rather than ensuring perfect readability for the
de-identified corpus. This is however, of course a trade-off between readability and
performance and the effects of setting all entities as the same PHI-Class needs to be
evaluated in each specific implementation.

The Fl-scores for varying Softmax threshold values indicate that the implemented
model is confident in its predictions. This is shown in the Figure 5.2, where the pre-
cision score increases rapidly for small threshold values and thereafter the F1-score
stays at a high constant value up until a very high threshold value where recall
naturally decreases. This pattern is expected, as the achieved F'l-scores indicate
that the model can predict most tokens accurately. A lower Fl-score would indicate
that the model is more uncertain, and the Softmax threshold graph would likely
follow a different pattern with flatter increases and decreases of the F1-score. This
is naturally a consequence from a solid model with sufficient training data of high
quality.

The achieved results on Corpus B in comparison to Corpus AS, shows that evaluating
the model on new data from another source, different from the source it had not
been trained on decreased the weighted average Fl-score significantly by 0.084.
That the performance would be lower was expected. However, the model performed
significantly higher when setting all entities as PHI on Corpus B, and the difference in
performance between the models decreased from 0.084 to 0.014 with this alteration.
This indicates that the implemented model can be deployed with high success on
other corpora as well. This result also confirms that the alternation to set all entities
as the same PHI class is meaningful when implementing a NER model, especially
when there might be significant differences between the training set and the data
which the model will get exposed to when deployed.

6.2 Importance of training data size

The general trend of decreasing Fl-score when decreasing the data size used for
training was expected as it has been shown in previous research, for example by
Boros et. al in 2020. However, even at 25% of training data the model had a
weighted average F1l-score of 0.900, but only an average F'l-score of 0.722. This is
due to the fact that the dataset is imbalanced in regards to the frequency of the
different PHI classes. At lower shares of training data, the PHI classes which had a
larger share of total entities still performed similar, such as PERSON and ORGANI-
SATION, whilst other PHI classes, such as PHONE and LOCATION, no longer had
enough training samples to reach near the original scores. When creating a model
for de-identification of medical data, one could argue that in order for the model to
be considered for deployment, the Fl-score, and the recall specifically, would need
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to be close to perfect. The reason for this is that the data contains PHI, and as pre-
viously mentioned, thereby is subject to many laws and regulations. Consequently,
the results from this thesis show that data size is very important in this context.

Furthermore, an interesting observation is that PID drops from a F1-score of 0.916
to 0 when going from 75% of training data to 50%. Such a drop is not present
for any other PHI class. At 50% of training data, there is still 71 entities of PID
left, which is the third highest amongst the entities. Therefore, to state that this
result only depends on the amount of training data is not sufficient. The decrease
in performance on the PID class and the simultaneous decrease in precision for the
PHONE class shows that when entities have similar formats, which PHONE and
PID has, the number of entities seems to be even more important to ensure when
the model does not mix these. This is visible in the result where, at 50% training
data, the model predicts almost all PID entities as PHONE.

6.3 Rule-based trained KB-BERT versus rule-
based script

Both the rule-based script and the implemented KB-BERT model trained on rule-
based annotated training data perform poorly compared to the other implemented
models. For KB-BERT, it seems like the model has inherited the poor recall showed
by the rule-based script, and failed to observe patterns not present in the rules. The
rule-based annotated KB-BERT model performs even worse than the script on most
measures, which is somewhat surprising, as we expected that a KB-BERT model
trained on relatively large amounts of data annotated with high precision would be
able to spot patterns and therefore achieve a significant higher recall than the rule-
based script. In reality, the weighted average precision is lower and the weighted
average recall is only slightly higher compared to the rule-based script. Looking at
an individual PHI class such as PERSON, it was expected that KB-BERT would
learn patterns and be able to spot names outside of the ones tagged by the rule-
based script. However, the KB-BERT model trained on rule-based annotated data
does not seem to do so as the achieved recall value only increases slightly compared
to the rule-based script. This is surprising, as the number of tagged entities of the
rule-based script for this PHI class is high, as well as with high precision which are
the circumstances under which we expected the transformer based KB-BERT model
to spot patterns and generalize the PHI class to also achieve a high recall.

Furthermore, the rule-based KB-BERT model was trained on significantly larger
corpus than the other implemented models. Where Corpus A contained 1 606 426
tokens with 33 052 entities, compared to 179 332 tokens with 12 471 entities in Cor-
pus B. However, from the achieved results it is obvious that the increase in training
data size did not lead to an increased performance. It is also probable that the large
number of wrongly tagged entities, i.e. the ones that the rule-based model missed,
leads the model in the wrong direction.
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Furthermore, during this project it has become evident that even though manual
annotation is a time consuming process, so is the development of an accurate and
efficient rule-based annotation script. We did not measure the exact time spent on
developing the script for this project, but considerable time was spent on developing
rules, searching for databases with names and locations as well as tweaking each
rule to obtain maximal precision and recall. Therefore, any time savings achieved
on developing an automatic annotation script were in this case marginal and can
not outweigh the substantial decrease in overall performance compared to manual
annotation. Considering this, to develop an optimal rule-based script does not seem
to be more efficient compared to manual annotation.

Corpus AS Corpus B

PHI Class Uniqueness | Number || Uniqueness | Number
PERSON 20.6% 7030 47.4% 694
ORGANISATION 6.7% 4064 43.0% 79
PID 95.5% 400 96.8% 31
PHONE 60.9% 294 87.0% 23
LOCATION 45.9% 294 41.2% 68
DATE 79.3% 276 64.4% 250
AGE 47.4% 78 44.4% 9
EMAIL 97.1% 35 66.7% 3

| Total entities | 21.7% | 12471 || 52.0% [ 1157 |

Table 6.1: Performance for all PHI classes on the held out test set from Corpus

AS as well as on Corpus B.
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Conclusion

To conclude, a KB-BERT model can be developed to reach better performance on
Swedish medical chat messages than current state-of-the-art NER models reach on
Swedish electronic patient records. To further increase performance, changing all
the different PHI classes to the same one PHI class is beneficial although it reduces
readability. Furthermore, it is possible, by changing the models prediction thresh-
old, to further increase recall and maintain similar F1-score by sacrificing precision.
Moreover, although the model performed worse when testing on a corpus from a
data source which was different than the corpus it had been trained on, the results
show that it is possible to still reach state-of-the-art performance when setting all
entities as the same PHI class.

Regarding data size, this thesis confirmed what has been seen in other research re-
lated to implementation and training of BERT-based models, namely that as train-
ing data size increases, an increase in Fl-score can also be expected. The obtained
results also indicate that the format of different PHI classes and how entities among
PHI classes relates to each other affects performance. When dealing with PHI classes
that are similar in format and in how they occur, more examples of each PHI class
are necessary.

From the results in the thesis it is also possible to conclude that we were unable to
implement a KB-BERT model trained on rule-based scripted annotated data which
achieved better performance than the rule-based script itself. The model trained on
the automatic annotated data was not able to learn patterns beyond the rules. The
results of the experiments made in this thesis indicates that manually annotating
a smaller amount of training data is likely a superior approach when preparing to
implement and train a KB-BERT based model on Swedish medical data.

The result in this thesis have shown several findings in the area of de-identification
on Swedish medical data. To further explore this domain, it could be interesting to
use continuous pre-training on in-domain data for the model developed using one
PHI class in this thesis, in order to investigate how close to perfection the model
would reach.
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