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Further Application of Progressive Verification

Mia Heljeberg, Arvid Nyberg

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

A digital signature is a fundamental cryptographic primitive that provides authentic-
ity and integrity by allowing anyone with a public key to verify that a message was
produced by a signer with a corresponding secret key. Such verifications typically
produce a binary output only when the process is finished. In contrast, progressive
verification (PV) performs verification in smaller incremental steps, gradually build-
ing confidence in the signature’s validity over the course of the process. Progressive
verification offers several key advantages for post-quantum cryptographic (PQC)
schemes on resource constrained devices as it allows for early rejection of invalid
inputs and supports adjustable soundness (allowing for a trade-off between security
and efficiency). Furthermore, PV can shrink the public key size which addresses a
common challenge of PQC schemes.

This thesis explores the design and applicability of PV on post-quantum secure
digital signature schemes currently involved in the NIST PQC standardisation pro-
cess. The approach utilises a compiler framework developed by Boschini et al [1]
which transforms matrix-vector based (Mv-style) verifications into progressive ones.
We explore whether this approach extends to further multivariate quadratic (MQ)
schemes as well as to code based schemes. In addition, we investigate whether the
compiler can be applied to zero-knowledge proofs, thereby addressing the broader
applicability of progressive verification beyond digital signatures. By identifying the
matrix-vector structure in the schemes and analysing how the compiler interacts
with the verification steps, we assess correctness preservation, security aspects, and
practical feasibility.

Our findings show that the PV compiler applies cleanly to the MQ-based scheme
Unbalanced Oil and Vinegar (UOV), enabling gradual verification without modifying
the signing or key-generation algorithms. For code-based schemes, we demonstrate
that PV is not applicable to the Codes and Restricted Objects Signature Scheme
(CROSS), despite it containing a matrix-vector multiplication in the verification.
Progressive verification was also shown to be partially applicable to the verification
of a zero-knowledge proof.

Overall, this thesis expands the set of post-quantum digital signature schemes known
to support progressive verification and highlights design features that make a scheme
compatible with PV. These insights can guide both future implementations of PV
and the development of new PQC schemes intended for constrained environments.

Keywords: Progressive Verification, Post-quantum Cryptography, Digital Signature,
Zero-knowledge Proof, All-or-nothing Verification.
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Post-quantum Cryptography

National Institute of Standards and Technology

Multivariate Quadratic

Algorithms that are probabilistic and run in polynomial time

A parity-check matrix which defines a set of linear consistency checks that
ensure that multiplying a codeword by HT produces a zero if the codeword is
valid.

Vector computed by multiplying an error vector (e) by HT.
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element g, within a larger multiplicative group.

Component-wise multiplication
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(typically addition and multiplication) that satisfy properties similar to those
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Introduction

With the rapid evolution of the Internet of Things (IoT) and smart-city infrastruc-
tures, resource-constrained devices are becoming central to our digital lives. These
systems might have limited computing power, memory or run on battery. They
might run under tight time constraints or be subjected to harsh physical conditions.
Even so, these systems handle sensitive data and must ensure integrity, authenticity,
and confidentiality through robust verification.

Meanwhile, the looming threat of quantum computers jeopardises the classical cryp-
tographic algorithms that currently protect our data. This adds another layer of
complexity, as post-quantum cryptographic (PQC) schemes tend to be larger and
more computationally intensive. In this context, designing algorithms that can run
efficiently on embedded devices becomes increasingly urgent.

The National Institute of Standards and Technology of the U.S. Department of
Commerce (NIST) describes quantum computers as devices that exploit principles
of quantum mechanics to process information [2]. A central distinction from classical
computing lies in the representation of data. Classical bits assume a single value at
a given time, however quantum bits can exist in a superposed state, which allows
bits to represent both 0 and 1 simultaneously.

This capability enables quantum processors to evaluate an enormous number of
possible solutions in parallel, allowing certain computations that are infeasible for
classical computers to be performed efficiently. Consequently, cryptographic con-
structions whose security is based on computational hardness assumptions would
no longer offer adequate protection against quantum computers. This motivates
the development of post-quantum cryptographic algorithms, which aims to develop
schemes that preserve security even when adversaries have access to quantum com-
puters. These algorithms are built upon mathematical problems believed to be
resistant even to quantum attacks, ensuring that they can replace classical crypto-
graphic algorithms that are vulnerable to quantum threats.

As part of the counter-effort to the quantum threat, NIST initiated a process to
develop standardised post-quantum cryptosystems [3]. Since its start in 2016, many
cryptosystems have been proposed, reviewed, and broken. A few have survived
scrutiny (thus far) and been selected for standardisation.

One of the cryptographic primitives currently being standardised by NIST are digi-
tal signatures. The verification procedures of digital signatures are typically mono-
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lithic, meaning that a binary validity decision (accept/reject) is returned only upon
completion of the entire procedure. This means that if the verification process is
interrupted, nothing can be said about the validity of the given signature.

This thesis explores the design and application of progressive verification (PV), in
which verification happens in incremental steps, each increasing the verifier’s confi-
dence in the result. Unlike standard binary verification, PV enables early rejection
of invalid inputs and supports adjustable soundness, allowing the verifier to accept a
valid signature once a desired confidence level has been reached, even if this does not
correspond to absolute certainty. Adjustable soundness allows earlier acceptance of
valid signatures in scenarios where full certainty is unnecessary, providing increased
flexibility in resource-constrained environments. Together, early rejection and ad-
justable soundness make quantum-proof verification more practical on low-power
and resource-constrained devices.

1.1 Aim

The overarching goal is to enhance the flexibility and practical utility of crypto-
graphic primitives in diverse computational environments, with an emphasis on the
resource-constrained context of embedded and IoT devices, thereby addressing a
key challenge of post-quantum security. The contribution of this thesis will be to
explore the applicability of progressive verification for post-quantum secure digital
signatures.

Progressive verification, performing verification in incremental steps, offers a way to
make certain cryptographic systems more feasible where there is a substantial risk
of an interruption. This thesis will explore the applicability of PV on existing post-
quantum digital signatures from the NIST PQC standardisation process, focusing
on multivariate quadratic (MQ) and code-based schemes.

Moreover, the potential of progressive verification will be attempted to be expanded
to ZKPs. Applying progressive verification to ZKPs can demonstrate its versatility
and a broader applicability across diverse cryptographic schemes.

1.2 Problem Formulation

This thesis builds on the work by Boschini et al. [1], focusing on signature schemes
that include a matrix-vector multiplication in the verification, which they refer to as
Myv-style verifications. For these schemes, they construct a compiler that transforms
monolithic verification algorithms into progressive ones. This way, the remaining
algorithms in the schemes, such as key generation and signing, are left unchanged,
and instead of PV constituting a primitive in itself, it can be accomplished by simply
applying the compiler to existing schemes.

In [1], it is shown that the transformation applies to multiple lattice- and multi-

variate equation—based post-quantum schemes. Among the schemes addressed are
Rainbow, MAYO and LUOV, all of which have been proposed schemes in NISTs
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ongoing post-quantum cryptography standardisation process, which is at the fore-
front of developing quantum-resistant cryptographic schemes. However, Rainbow
and LUOV have since been removed from the process. In fact, as of 2025, no digi-
tal signature schemes remain among the cryptosystems still in review in the fourth
round, and although three digital signature schemes have been selected for stan-
dardisation, two of these rely on the same foundation, namely structured lattices.
To diversify their portfolio, NIST issued a request for additional digital signature
schemes [4], running in parallel with the original process, which is now in its second
round of review.

To expand the work by Boschini et al. [1], this thesis shows how to apply their com-
piler to UOV, one of the multivariate quadratic schemes still in the NIST process
(the others are QR-UOV and SNOVA). Furthermore, it investigates possible appli-
cation on code-based schemes by ways of CROSS, one of two such schemes in the
NIST process (the other one is LESS), something that was not touched upon by [1].
Finally, this thesis examines an application of the compiler on other cryptographic
primitives than digital signatures, which was the sole focus of [1]. This will entail
application of PV on a concrete zero-knowledge proof scheme [5].

1.3 Research Questions
1. To what extent is the progressive verification compiler from [1] applicable to
the digital signature schemes we have chosen from the NIST process?

(a) Can the compiler be applied to multivariate quadratic digital signature
schemes, other than the ones treated by [1]?

(b) Can the compiler be applied to code-based digital signature schemes?

2. Can the progressive verification compiler from [1] be applied to zero-knowledge
proof schemes?



1. Introduction




2

Background

This chapter outlines the prerequisite knowledge of the main topics discussed in the
thesis. The chapter opens by introducing the notation used throughout the report
and then proceeds to explain key concepts, such as progressive verification and the
cryptographic primitives considered.

2.1 Notation

Throughout the paper vectors are denoted by bold, lower-case letters and matrices
by bold, upper-case letters. v|i] is used to identify the i-th entry of a vector v, and
Ali, j] to identify the entry in the i-th row and j-th column of a matrix A. The
transpose of a matrix is denoted by AT, while I denotes the identity matrix. The
symbol x denotes component-wise multiplication. Throughout the paper, ¥ satisfies
the properties of correctness and existential unforgeability.

2.2 Digital Signatures

Digital signatures provide mechanisms for message authentication and integrity pro-
tection in the digital setting. By binding a signer’s secret key to the message con-
tent though a mathematical construction, such schemes allow a verifier to detect
any modification of the signed data and prevent adversaries from producing a valid
signature.

The idea of a digital signature scheme was first described by Diffie and Hellman in
1976 [6], where they speculated that such schemes existed based trapdoor one-way
permutation functions. Shortly afterward, Rivest, Shamir and Adleman introduced
the RSA algorithm, which could be used to produce primitive digital signatures
[7]. Today, with the anticipated rise of quantum computing, research is increas-
ingly focused on post-quantum digital signature schemes that remain secure against
quantum attacks.

A classical digital signature scheme consists of three probabilistic polynomial-time
algorithms. These are KeyGen, Sign and Ver. These three algorithms define the
basic structure of all digital signature schemes.

KeyGen is an algorithm that generates a pair of keys consisting of a public key pk
which is distributed to verifiers, and a secret key sk which is kept exclusively by
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the signer. Given the secret key and a message p, the signer computes a signature
o = Sign(sk, ). The signature encodes evidence that the signer, who knows the
secret key, approved the message. The third algorithm is Ver, given the public key,
a message and a signature, the verifier check Ver(pk,u,o) € {0,1}. Verification
outputs 1 if the signature is valid for the message under the public key, and 0
otherwise.

A signature scheme must satisfy two properties, correctness and unforgeability. Cor-
rectness guarantees that a valid signature will always verify successfully. Unforge-
ability ensures that no adversary can produce a valid signature for a new message
without knowing the secret key.

2.3 Zero-Knowledge Proofs

A zero-knowledge proof (ZKP) is a cryptographic primitive in which one party (the
prover) can convince another party (the verifier) that they know a secret without
revealing what the said secret is or any additional information.

ZKPs date back to the 1980s and to a paper titled “The knowledge of complexity of
interactive proof-systems” by Goldwasser et al. [8]. The authors described a concept
called “Interactive protocols” in which a prover and a verifier could communicate
back and forth in order to convince the verifier that the prover had knowledge of
certain information. While this laid the foundation for zero-knowledge proofs, the
interaction proved to be both resource-intensive and time-consuming, which lead to
the development of non-interactive zero-knowledge proofs.

In 1986 Fiat and Shamir invented a technique to transform an interactive proof of
knowledge into a digital signature [9]. This technique is known as the Fiat-Shamir
heuristic. It transforms interactive ZKPs into non-interactive ones, which laid the
foundation for more widespread and scalable use of zero-knowledge proofs.

2.4 Progressive Verification

Digital signatures, message authentication codes (MACs), and zero-knowledge proofs
are examples of cryptographic primitives that involve verification mechanisms to en-
sure authenticity of some input. These verifications typically return a binary validity
decision (accept or reject) only upon completion of the entire procedure. This means
that if the verification process is interrupted, no more can be said about the validity
of the input than if nothing were done at all. Fischlin [10] calls this all-or-nothing
verification, whereas Boschini et al. [1] use the word monolithic to describe these
procedures.

In contrast to an all-or-nothing verification, progressive verification allows for early
rejection of invalid inputs, at the same time as it progressively (gradually) builds
confidence in (the validity of) the input over the course of the verification process.
Thus, if at any point the verification process is stopped, it can either reject the input
altogether or, if no error has been found yet, output an estimate of the confidence

6
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that the input is correct. Another way to think of it is that, given an invalid input,
the likelihood of it being rejected gradually grows, and with it the confidence in an
accepting decision.

Motivations for Progressive Verification

Progressive verification offers advantages in settings with constraints on memory,
computing power, energy, and time. Firstly, it allows the verifier to dynamically
adapt the soundness to available resources or specific requirements. An example
given in [1] is a smart device that adjusts the desired soundness level based on the
source of the signature or the current battery level. This allows for a trade-off be-
tween computational effort and confidence in the result. Secondly, in particularly
unpredictable environments where interruptions are common, progressive verifica-
tion adds resilience by providing meaningful partial results even if the verification
process is unexpectedly halted. Unlike traditional all-or-nothing verification, which
yields no useful output if interrupted, progressive verification allows the verifier to
probabilistically quantify the validity based on the computation done so far. Addi-
tionally, progressive verification can speed up the verification process on average by
identifying and rejecting invalid inputs early.

2.4.1 Digital Signatures with Progressive Verification

Definition 1 (Digital signatures with progressive verification). A digital signature
with progressive verification consists of a 4-tuple of probabilistic polynomial-time
algorithms (KeyGen, Sign, Ver, ProgVer) such that:

o Y = (KeyGen, Sign, Ver) is a correct digital signature scheme.

 the progressive verification algorithm ProgVer takes as input a public (verifi-
cation) key pk, a message p, a signature o, and some interruption parameter
t, and outputs either some real number « € [0, 1], or the special symbol 1.}

 (Correctness) if ProgVer(pk, i, 0,t) outputs L, then Ver(pk, u, o) = 0.
o (Security) if ProgVer(pk, i, o,t) outputs o € [0, 1], then Pr[Ver(pk, u,0) = 1] > «a.

Simply put, if the progressive verification algorithm ProgVer outputs L, the signa-
ture is invalid (with 100% certainty). The correctness condition above states that
if a signature is rejected by ProgVer, then it would also be rejected by Ver, and is
therefore an invalid signature. Or equivalently, progressive verification never rejects
valid signatures. On the other hand, if the output is a € [0, 1], the algorithm con-
siders the signature valid, and « represents the confidence level. Specifically, the
signature is valid with probability at least o (and invalid with probability at most
1—a). If @ = 0, ProgVer has no information on the validity of the signature, whereas
for a = 1, the signature is valid with certainty.

"Whereas [1, 11, 12] allow « to take the value L, we let o denote only an output that is a
number in the interval [0,1], and let L be a separate symbol. This makes it more straightforward
to reason about « as a quantity.
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Extensions by Boschini et al.

In addition to detailing the properties of progressive verification as a black-box
procedure in a fashion similar to [11, 12], Boschini et al. [1] extend the definition
with a description of how it should work internally.

Specifically, a progressive verification is composed of a number of individual proce-
dures that each perform an independent check on the input, gradually building confi-
dence with each passing check. We denote these subroutines ProgStep, for ¢ = 0 to 7.
If any one step fails, the procedure immediately returns L, indicating rejection of
the input. Conversely, assuming that all of the first ¢ steps succeed, the procedure
outputs a value determined by a function «a(i) € [0,1]. Viewing verification as a
sequence of steps does not restrict the generality, since the conventional verifica-
tion algorithm Ver can be interpreted as a trivial instance of progressive verification
where T" = 0, consisting of a single verification step Ver.

Boschini et al. model interruptions with a variable ¢ passed as a parameter to ProgVer.
One reason for this is to explicitly demonstrate the fact that individual steps work
without “knowing” when to stop, which is necessary to model arbitrary interrup-
tions. However, one might argue that this must also be the case for the overarching
verification procedure ProgVer. Another reason might be to facilitate formal reason-
ing around the point of interruption ¢, which is not as necessary for the purposes
of this work as it is for [1]. To facilitate understanding, we both present the more
general representation of the framework (Fig. 2.1a), as well as a version that is closer
to what an implementation might look like (Fig. 2.1b).

ProgVer(pk, i, o, st, t) ProgVer(pk, i, o, st)

1: ift<1l returnO 1: r+0

2: n <« min(t,T) 2: fori=0,...,T

3: fori=0,...,n 3: (b, st) < ProgStep,(pk, i, o, st)

4: (b, st) <— ProgStep;(pk, i, o, st) 4: if b=0 returnr <+ L

5: if b=0 return L 5: else <+ a(i)

6: return a(n) 6: returnr
(a) ProgVer with an interruption parameter (b) An implementation-like version of
t, similar to [1]. ProgVer.

Figure 2.1: A generic progressive verification algortihm ProgVer as a sequence
of steps ProgStep;. In contrast to [1], the result here is a = 0 if the procedure
is interrupted before any computation has been done, and L only once an error
is found during a ProgStep;, thus staying true to the correctness condition of
Definition 1.
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[ i ] [ { Z1<—C1M ] >< [ ;
[z M ] X <
M X |v - 0 - v
L i L L [ ZT<—CTM ] X L ; 0

Figure 2.2: An illustration of the main idea of the Mv-style progressive ver-
ification compiler. A matrix—vector multiplication check is transformed to
vector—vector multiplication checks.

2.4.2 Compiler for Mv-style Signature Verifications

Boschini et al. present what they call a compiler; a framework for transforming
the all-or-nothing verification algorithms of existing signature schemes into progres-
sive ones. The compiler targets schemes featuring what they refer to as Mv-style
verification, which can be understood as a combination of two types of checks: a
matrix—vector multiplication (ensuring Mv = 0 for a suitable matrix M and vector
v), and a set of auxiliary checks.

The technique reformulates the matrix—vector product in the following manner:
Given a matrix—vector multiplication A - & = u, we collect all terms on the left-
hand side to obtain A - & — u = 0. Now, the expression A-c—u=A-0—-1-u
can be rewritten in block matrix form as

A 1] m ~ 0. (Eq. 2.1)

This follows from the properties of block matrix multiplication, where the elements
themselves are matrices or vectors; the multiplication rules for block matrices are
analogous to those for scalar elements. This fact is important to keep in mind when
applying this technique, as it often involves concatenating vectors or matrices to
form the components described here. Now, by substituting

M=[A -I] and v:m,

in Eq. 2.1, from the original equation A - & = u we have derived the matrix—vector
multiplication Mv = 0 implied by “Mv-style” verifications. Multiplying both sides
with a vector ¢ yields ¢- M - v = ¢ -0, which simplifies to (c- M) -v = 0. By
substituting z = ¢ - M, we see that the matrix multiplication has been reduced to a
dot product z - v = 0.

A concrete visualisation of this process, using toy matrices populated with random
integers, is provided in Appendix A.

With this background, the idea of the compiler is to achieve progressiveness by replac-
ing the monolithic matrix—vector multiplication with 7" vector—vector multiplications
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involving random linear combinations of the columns of M, each check gradually
building confidence in the signature. This idea is illustrated in Fig. 2.2. To apply
the compiler in practice, the matrix A (typically derived from pk) and the vectors o
(the signature) and u (derived from the message) are first identified. The procedures
GetM and GetV construct M and v, respectively, as previously described. The pro-
cedure GetZ then generates T linearly independent vectors zy, . ..,z by multiplying
M with independently sampled random vectors c as detailed in Fig. 2.3. This setup
is carried out in the initial step ProgStep,. The subsequent steps ProgStep, each
perform a single vector—vector multiplication check using the precomputed vectors
z;. Any auxiliary checks beyond these are encapsulated in a subroutine Check and
handled during ProgStep,.

ProgStep, (pk, i, o, st) ProgStep;, (pk, u, o, st) GetZ(M, T)

1: M «+ GetM(pk) 1: parse st = (Z,v) 1: forj=1,...,T
2: Z <+ GetZ(M,T) 2: if row;(Z)-v=0 2: cj 5 ZéerWS(M)
3: v+ GetV(u,0) 3: return (1,st) 3: zj«c;-M
4: b < Check(pk, p, o) 4: else 4: /| ensure {z1,...,2;}
5: return (b, (Z,v)) 5: return (0, st) // linearly independent

Z

5: return
zr

Figure 2.3: The internals of the procedures ProgStep, and 7" subsequent steps
ProgStep, used in progressive Mv-style signature verification. The subroutine
GetZ lies at the heart of the PV compiler. It takes as input the matrix M that
would normally be used in an Mv-style verification check, and transforms
it into T' vectors — random and linearly independent combinations of the
information contained in M — to be used in ProgStep; for i =1...T.

Efficiency

The construction just described achieves progressive verification in the sense that
if the process is unexpectedly interrupted it still provides meaningful information
about the input. Nonetheless, recall from Section 2.4 that beyond providing partial
results, progressive verification also enables a computation—soundness trade-off and,
on average, accelerates verification compared to the monolithic approach. Now,
the trade-off is inherently tied to the number of progressive steps 7. However, to
realise a meaningful speed-up and, more broadly, to ensure practical feasibility, the
computational overhead introduced by progressive verification must not significantly
exceed that of a monolithic verification approach. Thus, progressive verification
must remain efficient for each message—signature pair.

As a first step towards efficiency, note that the expensive matrix—vector multiplica-
tions are contained in the first two lines of ProgStep, (Fig. 2.3), and that they are
dependent only on the public key, and not any specific message—signature pair. We

10
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can use this fact and reduce overhead by re-using Z to verify multiple signatures
from the same signer.

One way to implement this is in line with the efficient verification paradigm of [1], to
decouple the computation of Z as a separate procedure (called OffVer in [1]), an of-
fline setup independent of the arrival of a message—signature pair to verify. However,
to keep the implementation in line with Definition 1, we can simply conditionally
decide to (re-)compute Z based on some condition as in Fig. 2.4.

Security relies on the adversary having no information about the randomness sam-
pled by GetZ. For this reason, Z can alternatively be referred to as a secret verifi-
cation key, abbreviated as svk. In [1], svk includes additional components, but Z is
the primary one.

To illustrate the difference between an efficient implementation and one where svk
needs to be recomputed for every new message-signature pair, in Section 3.1 we
show two different ways to structure the Mv-style verification check of UOV.

ProgStepO(pk, u, o, St)

1: if some condition
2: M <+ GetM(pk)
3:  Z GetZ(M,T)
4: v« GetV(u,o)

5: b« Check(pk, u,o)
6: return (b, (Z,v))

Figure 2.4: Efficient progressive verification. Efficiency comes from reusing Z
(sometimes referred to as the verification key svk) in subsequent verifications
and only periodically recomputing it (lines 2 and 3). For security, svk must
be kept confidential between verifications.

2.5 UOV

Since it was first introduced in 1999 [13], UOV has proven itself over two decades of
scrutiny, attesting to its strong security and sustained reliability. Furthermore, the
simplicity in the UOV design has made it a strong foundation for other derivative
schemes. UOV is an example of a multivariate quadratic (MQ) cryptosystem, a
family of candidate post-quantum cryptographic schemes in which the public/secret
key pair is composed of multivariate quadratic polynomials:

n n n
p(x) = pzy, ..., 2,) = Z Zpi,jxﬂj + Zpﬂi + Po
i=1 j=i i—1

The public key P consists of a series of m such polynomials in n variables, i.e. a
non-linear map from Fy to F;*":

11
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p1(x)
P(x) = : eFy, x € Fy
Pm(X)

In cryptographic applications, the map P should function as a trapdoored one-way
function, equipped with a trapdoor td. Specifically, evaluating P (i.e. evaluating m
polynomials) is computationally efficient. Conversely, inverting P should be com-
putationally infeasible, without knowledge of some trapdoor information td. With
the key pair (pk = P,sk = td) we can construct a digital signature scheme by the
hash-and-sign paradigm: To sign, we compute h « Hash(u) € F;*. Then, using
the trapdoor td, we find a preimage element o € F of h under P to serve as the
signature:?

o =P '(Hash(u))

Finally, given the public key P and a message/signature pair (u, o), the verifier
simply checks whether P(o) = Hash(u):

P(o) = Hash(y) (Eq. 2.2)

For the purposes of this thesis, this short overview of MQ cryptography is sufficient,
and we now turn our attention to the verification of UOV, as that is what is relevant
for the compiler. For further details on the complete UOV scheme, we refer the
reader to [14].

2.5.1 UOV Verification

UOV is an MQ scheme in which the polynomials are homogeneous, meaning they
consist solely of quadratic terms:?

p(x) =pa1,...,2,) = En: En:pi,jxixj. (Eq. 2.3)

i=1 j=1

Each homogeneous quadratic polynomial can be represented by a single upper trian-
gular matrix P, where elements p; ; correspond to the coefficients of the polynomial.
Equation 2.3 can then be expressed as p(x) = x"Px and the MQ verification check
of Equation 2.2 takes the form

c'P,o o'P,
P(o) = : = : o e (Eq. 2.4)

oc'P,.o oc'P,,

2Although P is (in this case) not a bijection (i.e. n # m), and thus by definition not invertible,
we can borrow the terminology and notation of inverse functions and write o = P~1(h).
3For reference, homogeneous polynomials are in the literature sometimes referred to as “forms”.
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Equation 2.3 can alternatively be expressed as the dot product p(x) = p - x’ of a
coefficient vector p and a quadratic term vector x’ (all pairs of terms from x), both

of length N = @, in which case Equation 2.2 takes the form

| e b1
Plo)=1| : |=|:]| o e€Fy, (Eq. 2.5)
Pno’ P
P=[p1 - Pin P22 - Pan oo Poiml Poin Pun] €FY,
x = [1:% e T1T, TR mym, .. TR Tpiemy, xﬂ e FY.

2.6 CROSS

The Codes and Restricted Objects Signature Scheme (CROSS) is a code-based sig-
nature scheme from the NIST process, proposed by Baldi et al. [15]. It transforms an
interactive zero-knowledge proof, called CROSS-ID, into a signature scheme using
the Fiat-Shamir transform [9].

CROSS is based on the hardness of decoding restricted vectors. The signer must
prove their knowledge of the restricted vector (referred to as the error vector) e, that
solves the public equation made up of a parity-check matrix H and a syndrome s.

The vector is restricted as all its entries must belong to a small cyclic subgroup (E).
This makes the problem computationally difficult to solve for an attacker. There
are two variants of CROSS, Restricted Syndrome Decoding Problem (R-SDP) and
Restricted Syndrome Decoding Problem with subgroup G (R-SDP(G)), both of
which have been proven to be NP-complete. RSD-P states that given a parity-check
matrix H and a syndrome s, find an error vector e where all entries belong to a
fixed, restricted subset of the finite field, such that s = eH'. For the R-SDP(G)
variant, instead of any restricted vector, the solution must come from a subgroup G
of these restricted vectors.

2.6.1 CROSS Verification

The Verify algorithm of CROSS, as introduced by Baldi et al. [15], is reproduced
in Fig. B.1. This section aims to provide a focused explanation of the algorithm,
emphasising the components most pertinent to the implementation of progressive
verification.

To achieve strong security, CROSS executes the verification protocol in parallel over
multiple rounds. In each round, the verifier will issue two challenges, referred to
as chally and chally. The first challenge chall; is a vector challenge that mixes the
secret error vector € with a random mask vector u’ in order to form the masked
vector y, where each component is computed as y[i] = u'[i] + chall;[i]e'[i].

The second challenge challs is a bit 0 or 1 that selects which property the signer
must reveal. In the case of chally, = 1, the signer is forced to prove that the vector e
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really lies within the cyclic subgroup through pseudorandom regeneration and hash
checks. This is done by the signer revealing the random seed used to generate (u’, €’)
and the verifier recomputing these vectors to check that the commitments match.

If chall, = 0 the signer is forced to prove consistency with the syndrome equation.
In this case, the signer discloses the masked vector y and a transformation vector
w. The transformation vector w is referred to as v in Fig. B.1. The verifier will
check if the provided y matches its previous hash digest which guarantees consistency.
After which the verifier will compute the s'[i| = yHT — chall,[i] - s where y’ = wi]*
y[i]. This step is the computationally heavy part as it requires a full matrix vector
multiplication. Finally, the verifier will check that hashing (s'[i], w[i]) reproduces
the original commitment, and that w lies within E. If and only if all tests succeed,
the round is accepted.

Both cases of chall, ensure that a signer cannot satisfy both checks (i.e. the syndrome
equation and the subgroup restrictions) without knowing a valid secret key. By
repeating this process across multiple rounds, with a fixed number of chall, = 0 and
chally = 1 challenges the chances of forgery become negligible.

In order to apply PV there must be an Mv-style multiplication within the signature’s
verification. This multiplication can be found in CROSS when chall, = 0. Therefore,
this is the part of the verification that will be focused on in this thesis. In Fig. B.1
is the original Verify algorithm from CROSS [15].

2.7 ZKP by Lyubashevsky et al.

The paper “Lattice-Based Zero-Knowledge Proofs and Applications: Shorter, Sim-
pler, and More General” by Lyubashevsky et al. [5] proposes a scheme for lattice-
based relations. The main goal is for the prover to prove knowledge of a short vector
s that satisfies the linear relation As = t mod ¢, where A is a public matrix, t is
a public vector and ¢ is a modulus defining the ring Z, over which the linear rela-
tions are computed. This is a fundamental problem for lattice-based cryptographic
primitives.

This scheme utilises a novel “ABDLOP” commitment which combines the Ajtai [16]
and BDLOP [17] commitment schemes. This allows high dimension secret messages
to be committed without increasing the commitment size. This method maps vec-
tor inner-products to polynomial coefficients, achieving shorter proofs compared to
earlier lattice-based ZKPs, while remaining flexible enough to support a wide range
of cryptographic applications.

The ADLOP scheme is based on the hardness of the Module Short Integer Solution
(MSIS) problem, which is a central challenge in lattice-based ZKPs and involves
proving that the secret vector s is short (meaning that it is norm bounded), without
revealing any information on s itself. For further details on the ABDLOP commit-
ment, readers can refer to the original work by Lyubashevsky et al. [5], though this
is not necessary for understanding of the thesis.
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2.7.1 Proof of Knowledge for Committed Messages

Lyubashevsky et al. [5] specifically details the Proof of Knowledge for Committed
Messages (s1, m) and the verification that they satisfy a public linear relation Rys; +
R,,m = umod ¢q. The original figure from the paper by Lyubashevsky et al. [5]
can be found in Fig. C.1. To do this, the verifier performs three checks.

In the first check, the verifier ensures that the masked openings (01, 05) sent by the
prover fall within the norm bounds. Specifically, it checks:

HO]H Sﬁl\/led, HOQH §52\/2m2d

where d is the power of two that represents the degree of the underlying ring Z, and
51 and s9 are standard deviations.

The second check involves verifying the internal consistency of the commitment using
the public matrices A, A and the challenge c¢. This check is presented in the paper
as follows:

Ajo; + A0y —cty =w

This equation verifies that the prover knows a valid opening for the commitment ¢ 4.
It links oy, 05 to the initial commitment and the initial masking value w sent by the
prover.

The final check confirms that the committed value satisfies the required linear rela-
tion Rys; + R,,m = u mod ¢, where R, and R,, are public matrices and u is the
target vector. The verifier computes:

Rio; + R, (ctg —Boy) —cu=x

B is a public matrix that links secret randomness to the unrestricted message m.
Thus, in this check, the term ct, — Bo, represents the masked version of the message
m, which is defined as tg — Bs,. By validating the equation against the prover’s
initial value x, the verifier confirms the linear relationship without the prover having
to reveal the secret message.

The first check falls outside of the scope of the PV compiler as it has no Mv-style
check. Therefore this thesis will focus on the second and third verification checks.
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Results

This chapter is divided into three main sections, each depicting an application of pro-
gressive verification on a cryptographic primitive. Each section details how the four
main subroutines (parse pk, Check, GetM and GetV) interact with the verification
steps, and a security analysis for PV on the primitive.

3.1 UOV

As discussed in Section 2.5.1, UOV admits two distinct representations of its ho-
mogeneous quadratic polynomials: a matrix-based representation (Eq. 2.4) and a
vector-based representation (Eq. 2.5). These representations each give rise to a dif-
ferent matrix—vector multiplication in the verification, leading to two distinct ways
to apply the PV compiler.

The common feature of the two solutions is that both parse pk and Check are trivial,
as pk consists only of the multivariate quadratic polynomials and no auxiliary checks
are performed, i.e. Check always returns 1.

With the matrix-based representation (Eq. 2.4), the GetM algorithm extracts the
set of m matrices {P; € ngn}iem from pk. For each P; it computes the row vector
o "P;, stacks these to form A, and extends it to M by appending the negative
identity matrix:

O'TP1
A= : ek
c'P,,

M=|A —I,| € Fpm,

)

The GetV algorithm simply computes h = Hash(y) and returns the vector

n-+m
e Fm.

v |7
~ |h
Now, while this approach achieves progressiveness, it does not promise efficiency for

repeated verifications. The signature o is used directly in GetM to construct A,
which means the secret verification key (svk), derived from M, cannot be reused
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across multiple verifications. As discussed in Section 2.4.2, reusing svk is critical for
reducing the computational overhead of progressive verification.

To address the efficiency limitations of the first approach, we instead use the vector-
based representation (Eq. 2.5). Here, the GetM algorithm extracts the set of m
coefficient vectors {p; € F(JJV }iem from pk and constructs the matrices:

P1
A=|: e, M=[A -I,]eFp®m,

Pm

The GetV algorithm, again, computes the hash of the message h = Hash(u), but

now also transforms the signature vector o of length n into a vector o’ of length
N = notd) by computing all products of pairs of elements in o. It then returns the

2
vector

UI N-+m
h]quJr .

VvV =

Security Analysis

UOV inherits the generic security of the PV compiler. This analysis details the
correctness and security properties of PV with UOV, ensuring that the properties
of the original algorithm are preserved.

Correctness

For any valid signature in UOV, Mv = 0 will hold exactly. Each PV step is an
inner-product check Z'[i, *] - v = 0, which will succeed for a valid signature with the
probability of 1 regardless of the chosen random test vector.

Security

For an invalid signature where Mv # 0, each PV step performs the same ProgStep
check as above. However, each additional step reduces the probability that the
invalid signature is accepted. If the signature is invalid, the probability that the
inner-product check will be satisfied is at most %, where ¢ is the field size of the
finite field F . Consequently, the probability that an invalid signature passes i

independent PV steps is qi Thus the confidence value output « after i successful

steps 1S Qprog(i) =1 — %.

This shows that the likelihood of an invalid signature passing multiple progressive
steps decreases exponentially, providing adjustable soundness while preserving secu-
rity guarantees from the original verification.
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3.2 CROSS

In the verification of CROSS (Section 2.6), (in rounds where chall, = 0) the core
computational step is the reconstruction of a syndrome s’, provided by the signer.
For this, the verifier checks yH" — challs Z g , where H and s are the public
parity-check matrix and the public syndrome that constitute the public key. This
can be expressed as the matrix—vector multiplication

!
H -] Lhiul} =5,

theoretically fitting the Mv-structure required by the compiler, as described in
Section 2.4.2.

However, for the PV compiler to be applicable, the all-or-nothing verification step
must be reducible to a linear check of the form M -v = 0. In CROSS, this is not the
case: the verifier does not directly compare the reconstructed value to s’. Instead,
the validity condition is checked against the commitment cmty, which is the digest
of s'. The verifier computes the hash of the reconstructed vector and checks if it
matches the commitment provided in the signature:

Hash(y'H' — chall;s) = cmiy.

This approach leverages the collision resistance of the cryptographic hash function,
ensuring that if the digests match, the input values are equal with high probability.
However, the use of hashing obscures the underlying linearity of the inputs, prevent-
ing the restructuring required for Mv-style progressive verification. This introduces
a fundamental barrier to applying the PV compiler.

Hashes are often employed to enhance efficiency (reducing the size of the values to
be verified or shortening signatures), but sometimes they provide essential proper-
ties required for security proofs. Consequently, removing or replacing the hashing
mechanism, for instance with homomorphic hashing, cannot be undertaken lightly,
as it may have significant security implications. A thorough analysis of such changes
falls outside the scope of this thesis.

In summary, while CROSS incorporates a matrix-vector multiplication structure
that aligns with the requirements of Mv-style progressive verification, its reliance
on cryptographic hash functions for equality checks fundamentally prevents direct
application of the PV compiler. The hash-based verification obscures the linearity
required for progressive verification, rendering the scheme incompatible with the PV
framework in its current form.

3.3 Proof of Knowledge for Committed Messages
As discussed in Section 2.7.1, the verification in zero-knowledge proof scheme pro-

posed by Lyubashevsky et al. [5] consists of three checks, two of which rely heavily
on matrix-vector multiplications.
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Check One: The first check involves verifying that the response vectors are within
the norm bounds. This does not include an Mv-style check and is therefore not
relevant to the application of PV.

Check Two:
Ajo; + A0 —cty=w

Which to match Mv = 0 form can be rewritten as:

Aj01+ Aoy — (WHcty) =0

Check Three:
R101 —+ Rm(Ctb — BOQ) —Ccu =X

Which to match Mv = 0 form can be rewritten as:

R101 — RmBOQ — (X +cu — RmCtB> =0

parse pk is trivial as pk consists solely of the public matrices and vectors. The
norm bound check is handled by the Check subroutine, accepting only if the response
vectors lie within the norm bounds.

The algorithm GetM constructs the matrix

. A1 A.2 —(W+ CtA)

M= R; —Ru,B —(x+cu—Ryctp

The GetV algorithm extracts the “prover-controlled” values and returns the vector:

01
V = |02
1

Security Analysis

Applying progressive verification to the Proof of Knowledge for Committed Messages
by Lyubashevsky et al. [18] will preserve the correctness and security properties
of the original verification algorithm as described below. These security analyses
apply only in the second and third verification checks. In first verification check,
progressive verification is not invoked and the verifier instead follows the original
verification procedure. Consequently, the security in the first check remains identical
to that of the original paper.

Correctness:

For any valid committed message, A10;+Az0,—(W+ct4) = 0 and Rjo; —R,,Bos—
(x + cu — Ry,ctp) = 0 will hold exactly. Both of these checks can be rewritten as
Mv = 0 as described above. Each PV step is an inner-product check (Z'[i, %]-v = 0),
which will succeed for a valid committed message with the probability of 1 regardless
of the chosen random test vector.
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Security:

For an invalid proof, at least one of the linear equations will not hold. The probability
that an inner-product check will succeed is at most % where ¢ is the modulus defining
the underlying ring Z, over which the scheme is instantiated.

The probability that an invalid proof passes ¢ independent steps is bounded by
Equivalently, after ¢ successful steps the confidence level in the output is a4(7)
1—- %. This entails that the likelihood of an invalid proof passing multiple progressive
steps decreases exponentially.

1
?.

In summary, applying progressive verification to the Proof of Knowledge for Com-
mitted Messages will preserve the correctness and security properties of the original
verification algorithm.
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Discussion

The purpose of this thesis was to explore whether the PV compiler by Boschini et
al. [1] could be applied to post-quantum digital signature schemes beyond the ones
that had previously been investigated, as well as to zero-knowledge proofs. The
focus was on MQ- and code-based schemes from the NIST process, as well as a zero-
knowledge proof. The results of this research shows that progressive verification has
wider applicability than previously known, and can be applied across fundamentally
different cryptographic families, i.e multivariate quadratic and zero-knowledge proof
schemes. This significantly strengthens the relevance of progressive verification as a
general technique rather than a scheme specific optimisation. Furthermore, findings
showed that a direct application of the PV compiler was not possible for any code-
based schemes from the NIST process.

The findings show that the main obstacle of deploying post-quantum signature
schemes to resource constrained devices is mainly the size of the public key or u,
which impacts the verifications running time. This can be mitigated using PV, as
long as the scheme’s verification structure allows for it. A general observation is
that the applicability of PV depends entirely on whether or not verification proce-
dure of a scheme contains an Mv-style check of the form Mv = 0. The progressive
verification compiler relies on decomposing this monolithic check into randomised
inner-product checks, as illustrated in Fig. 2.2 in Section 2.4.2. As Mv-style verifica-
tion appears naturally in many PQC schemes, PV is able to exploit this structure to
transform an “all or nothing” computation into a gradual process without modifying
the underlying signing or key-generation algorithms.

4.1 Evaluation of Research Questions

This section revisits the research questions introduced in Section 1.3 and addresses
them in light of the results presented in Chapter 3. KEach research question is
considered individually, drawing on the finding of the thesis to evaluate the extent
to which it has been answered, as well as to discuss the implications and limitations
revealed by the results.

RQla: Can the compiler be applied to multivariate quadratic digital
signature schemes, other than the ones treated by [1]?

For MQ schemes such as UOV, the verification equation can be expressed as a
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matrix-vector product, where verifying the signature requires checking that a set
of public polynomials evaluated at the signature match the hashed message. This
structure corresponds directly to the Mv-style form required by the compiler. In
both initial and improved constructions, the UOV verification step was successfully
decomposed into a progressive sequence of inner-product checks.

However, the first straightforward construction (presented in Section 3.1) revealed
the practical challenge of efficiency. In UOV, computing the matrix A requires
incorporating the message/ signature pair into the matrix construction, which pre-
vents the reuse of the precomputed randomness Z. As the goal was not only to offer
progressiveness but also reduce average computation time, this limitation was sig-
nificant. The revised solution resolved this by representing multivariate quadratic
polynomials in a way that decouples the public-key dependent preprocessing with
message-specific operations. This allowed Z to be reused across multiple verifica-
tions, recovering the efficiency benefits from Boschini et al. [1] and in the efficiency
guidelines of Section 2.4.2.

These findings illustrate that while MQ schemes are structurally compatible with
PV, careful consideration is required if efficiency is to be preserved.

RQ1b: Can the compiler be applied to code-based digital signature schemes?

This research highlighted the inapplicability of the PV compiler on the code-based
scheme CROSS. While initial analysis identified a matrix-vector multiplication in
CROSS’s verification (suggesting PV may be applicable), closer inspection revealed
that the verification structure prevented direct transformation. CROSS uses a final
cryptographic hash comparison which hides the underlying structure of the inputs.
If the hash were to be before the Mv-style check (as is the case in UOV) it would
provide constant inputs for a linear equation, which would preserve the algebraic
structure required for PV. However, hashing after the Mv-style check encapsulates
the linear operations inside a non-linear black box, forcing the verifier to compute
the full result monolithically to validate the hash.

Because the PV compiler relies on restructuring algebraic equations into randomised
inner-product checks, the nature of the hash function breaks the linearity required
for the transformation. Furthermore, any modification or partial check of the vector
s’ would produce a cascade of differences in the resulting hash, making it impossi-
ble to verify the signature incrementally without completing the full matrix-vector
multiplication.

This result highlights that the feasibility of progressive verification does not solely
rely on the presence of a matrix-vector multiplication in the scheme’s verification, but
also the requirement that the verification steps are purely algebraic and free from
structural alterations. Consequently, the all-or-nothing nature of the hash-digest
comparison in CROSS renders the PV compiler inapplicable without a fundamen-
tal redesign of the scheme, which would carry significant and unverified security
implications.

RQ2: Can the progressive verification compiler from [1] be applied to
zero-knowledge proof schemes?
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A notable result of this thesis is the demonstration that zero-knowledge proofs,
specifically the scheme proposed by Lyubyashevsky et al. [5], also support progres-
sive verification. This is novel and non-trivial as previous work on the PV compiler
had primarily focused on digital signatures. Showing that the compiler can be ex-
tended to ZKPs supports the hypothesis that PV can work as a generic cryptographic
technique rather than a scheme specific optimisation.

The results show that the second and third verification checks contain an Mv-style
formulation making them compatible with the PV compiler. However, the first
verification check (which ensures that the prover’s response vectors lie within the
norm bounds) can not be expressed as a linear equality check. Therefore it falls
outside of the scope for the PV compiler and must remain monolithic. This limits the
extent to which the verification process for the Proof of Knowledge for Committed
Messages can be made progressive.

This partial applicability suggests that progressive verification in zero-knowledge
proofs would mainly benefit in scenarios where the Mv-style checks dominate the
computational costs. In lattice-based constructions, matrix-vector multiplications
are often the most expensive operations, whereas norm checks are comparatively
cheap as they are quick, lightweight and do not require a large public key. Therefore,
even though full progressiveness is not achievable, applying the PV compiler to the
Myv-style checks would still yield efficiency gains and early rejection of invalid inputs.

4.2 PV for IOT Devices

On IOT devices, verification may be interrupted due to resource constraints or power
loss. With progressive verification a confidence level in the validity of the signature
is still obtained at such an interruption, which aids PQC verification on constrained
platforms. Furthermore, since each progressive step independently detects incon-
sistencies; incorrect or adversarial inputs are likely to be rejected after only a few
steps. This reduces wasted computation and energy, which is particularly valuable
for resource- or battery constrained devices. Lastly PV allows for a trade-off between
soundness and efficiency, which is especially relevant in devices that have varying
energy budgets and latency requirements.

All of this shows that there is realistic hope for PQC schemes on resource constrained
devices, but some aspects must be accounted for. The restriction is no longer due to
heavy computations, but signature sizes and public keys remain large in comparison
to classical schemes. However, progressive verification offers a way to make these
costs manageable and adaptable rather than rigid and worst-case driven.

Multiple MQ schemes can fully benefit from PV, making them especially attrac-
tive candidates for constrained environments where early rejection and reuse of pre-
computation are feasible. Furthermore, the ZKP studied, also contains a verification
structure that can be exploited, demonstrating that progressive verification is not
restricted to a single cryptographic primitive. As a whole, progressive verification
can be integrated with existing schemes without modifying the underlying security
assumptions or protocol logic, preserving existing scheme designs.
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These results indicate that progressive verification can act as an enabling layer
between post-quantum cryptography and constrained hardware. PV allows well-
studied, existing schemes to be adapted to such constrained settings, thus IoT de-
vices can perform “best effort” verification, stopping early when resources are scarce
while still obtaining meaningful information.

4.3 Ethical Considerations

A significant aspect of progressive verification is the inherent trade-off between se-
curity and computational efficiency. While this could be beneficial for resource-
constrained devices, it can also lead to some risks as it allows for lower security
levels which can be exploited if not properly managed. This must be transparently
communicated to potential users in order for them to make informed decisions. The
user must not be led to believe that progressive verification is a magical solution
that offers both perfect security and efficiency.

Moreover, introducing validity as a non-binary output opens up an ethical dilemma
which requires careful consideration. Misinterpreting or overestimating the safety
of the given output value could lead to incorrect decisions and potentially severe
consequences. Ethically, developers must hold the responsibility and justify the
security threshold, ensuring that the chosen compromise between efficiency and
security is appropriate for the systems intended use.

4.4 Future Work

This chapter outlines several potential directions for future work within progressive
verification. It discusses how the results of this thesis could be extended or applied
in new contexts and highlights promising avenues for further research.

4.4.1 Practical Implementations

Building on the theoretical results of this research, a natural progression for future
works involves a transition from mathematical proofs to practical implementations
and benchmarking. While this thesis has established the compatibility of PV on
UOV and the Proof of Knowledge for Committed Messages scheme, the actual per-
formance gain on physical hardware remain to be quantified. Thus, future work
could focus on implementing these on IOT devices which would allow for precise
measurements.

For the most interesting results, benchmarking should target specific scenarios where
early rejection and adjustable soundness provide most benefit. By measuring the
verification speed-up when processing invalid inputs, future work could validate the
efficiency claims of the PV compiler in real-world scenarios.
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4.4.2 Remaining NIST candidates

Fourteen additional post-quantum digital signature schemes remain under consider-
ation for NIST standardisation beyond those examined in this work and in the work
done by Boschini et al. [1]. These additional schemes are presented in Table 4.1.
Further investigation of these schemes could be an interesting angle for future work,
displaying the wider versatility of progressive verification for further PQC digital sig-
natures. We have begun a preliminary analysis of the remaining signature schemes
and presented the findings in this chapter.

Multivariate Schemes

Two of the remaining candidates in the NIST process are multivariate quadratic
schemes, specifically Simple Noncommutative unbalanced Oil and Vinegar scheme
with randomness Alignment (SNOVA) and Quotient Ring - Unbalanced Oil and
Vinegar (QR-UOV).

There is good reason to expect that progressive verification could also be applied
to the remaining multivariate schemes. The compiler introduced in [1] is explicitly
designed to apply to multivariate polynomial based schemes, a category that includes
both SNOVA and QR-UOV. Moreover, verification in both schemes requires the
evaluation of MQ polynomials, which can be structured as or reduced to matrix-
vector multiplication. Finally, SNOVA and QR-UOV are themselves variants of
UOV, and since progressive verification has been already been demonstrated for
LUOV (a UOV variant), Rainbow (a multilayer UOV variant) and UOV itself, it
is reasonable to infer that the same approach should extend to other UOV-derived
constructions.

Code-based Schemes

One additional code-based scheme also remains in contention for the NIST standardi-
sation process, this is the Linear Equivalence Signature Scheme (LESS). Preliminary
research shows that the progressive verification compiler is not directly applicable
to LESS for many of the same reasons as to why it was inapplicable to CROSS. The
inapplicability of the PV compiler to LESS stems from structural limitations and
its reliance on a final hash check, which mirrors the issue discussed in Section 4.1.

The compiler requires that a signature scheme’s verification procedure be Mv-style,
i.e dominated by a matrix-vector check of the form Mv = 0, which the compiler
then compresses into probabilistic sub-checks. LESS, however, does not possess such
an Mv-style verification routine. Its verification arises from a Fiat-Shamir Sigma
protocol and involves reduced row-echelon computations, monomial map operations
and canonical form tests. These steps are non-linear and are not able to be collapsed
into an algebraic relation which would fit the required form for PV. Therefore the
heterogeneous verification of LESS does not seem to fall within the scope for the
compiler introduced by [1]. Consequently, applying progressive verification to LESS
would require a fundamental redesign of the scheme, which would defeat the purpose
of using PV solely as an extension.

27



4. Discussion

Scheme Type Scheme PV Friendly?
CROSS X
Code TESS
[sogony SQlsign
Hawk
Lattice CRYSTALS-DILITHIUM
Falcon
Mirath
MQOM
MPC PERK
RYDE
SDitH
MAYO
QR-UOV
SNOVA
Uuov
Symmetric FAEST
Hash SPHINCS™

Multivariate

Table 4.1: The applicability of progressive verification on schemes in the NIST
standardisation process, where v denotes proven applicability, v'denotes pre-
sumed applicability, x denotes proven inapplicability and x denotes presumed
inapplicability. ? are schemes that have not yet been examined.
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Conclusion

The aim of this thesis was enhance the flexibility and practical utility of post-
quantum cryptographic primitives by investigating the applicability of progressive
verification on said primitives. The research focused on digital signatures from the
NIST standardisation process [4] and on a zero-knowledge proof proposed by Lyuba-
shevsky et al. [5].

Building on the PV compiler by Boschini et al. [1], this work examined whether
existing verification procedures could be transformed into progressive ones without
modifying the key generation or signing algorithms. The central requirement for
such a transformation is that the verification can be expressed as a matrix-vector
equation of the form Mv = 0.

The findings showed that the multivariate quadratic scheme UOV fully supports
progressive verification. Two alternative formulations were presented, of which the
latter enables reuse of verifier pre-computation thus preserving the efficiency benefits
of PV. This confirms that UOV is structurally well suited for progressive verification
while maintaining the scheme’s original security guarantees.

In contrast, the code-based signature scheme CROSS was shown to be incompatible
with the PV compiler. Although a matrix-vector multiplication appears in parts of
the verification, the correctness of the computation is ultimately validated through
hash-based equality checks. This obscures the linear structure required for progres-
sive verification and prevents incremental validation as discussed in Section 4.4.2.

Beyond digital signature, this thesis demonstrated that the progressive verification
compiler can also be applied to zero-knowledge proofs. For the Proof of Knowledge
for Committed Messages, two of the three verification checks use an Mv-style for-
mulation and can be made progressive. While full progressiveness is not achievable
due to the norm bound check, the most computationally expensive components can
still benefit from PV. This result extends the applicability of progressive verification
beyond digital signatures and shows that it can function as a general cryptographic
technique.

To summarise, this thesis expands the set of schemes known to support the progres-
sive verification technique. The findings indicate that PV can act as an enabling layer
between post-quantum cryptography and resource constrained devices. It presents
a possibility for existing schemes to be deployed in environments where monolithic
PQC verification would be infeasible. While not universally applicable, progressive
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5. Conclusion

verification offers an approach to managing the cost of post-quantum verification in
real-world systems.
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A

PV Visualisation Example

In order to illustrate how PV would be applied to digital signature, a small example
has been constructed using a 4x4 matrix. In real digital signature schemes these
matrices are much larger (e.g in UOV where a matrix may be of size 244 x 244),
however the structure is the same. The goal of the example is to show how the PV
compiler transforms the digital signatures verification equations into a sequence of
inner-product checks.

Recall Section 2.4.2, given a signature whose verification includes a matrix-vector
multiplication A - o = u, the equation can be restructured as A - & — u = 0, which
in block matrix form is

A 1. m o

The first step is to construct the matrix A. For this example, A has been populated
with small integers for clarity.

— O N =
_ == O
— = O N
N O ==

A 4 x 4 matrix has a negative identity matrix -I which is given by

-1 0 0 0
g0 -1t 0 0
0 0 -1 0
0 0 0 -1

As explained in Section 2.4.2, these matrices are concatenated horizontally to form
the matrix M, i.e M = {A —I} . In this example, this yields an M of:

1021 -1 0 0 0
2101 0 -1 0 O
M= 060110 0 0 -1 0
1112 0 0 0 -1



A. PV Visualisation Example

At this point, the original verification condition has been reduced to checking whether
M - v = 0 holds for an appropriate vector v. Therefore the next step is to construct

v, which is defined as u =

Assume the signature vector o is

S O = =

Let the vector u be

S O Ot

The full verification vector v is obtained by stacking ¢ and u, which gives

O O Ut OO - =

Rather than evaluating the full matrix-vector multiplication, PV compresses this
check into a sequence of inner-products. To do so, the verifier samples a random
matrix ¢ whose rows define independent PV checks. In this example, a ¢ consisting
of two rows has been chosen for simplicity of the visualisation, meaning two inner-
product checks will be performed.

The compressed matrix z is then computed as
z=c-M

Each row of z is a combination of rows of M, as determined by the corresponding
row of c.

Row 1 of z is obtained by adding rows 1 and 3 of M:
z[1,%] =[1,0,1,0] - M
z[l,%] =[1,1,3,1,—1,0,—1,0]
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A. PV Visualisation Example

Row 2 of z is obtained by adding rows 2 and 4 of M:
z[2,%] =[0,1,0,1] - M
z[2,%| = [3,2,1,3,0,—1,0, —1]

Thus, z is the 2 x 8 matrix

1 -1 0 -1 0
3 0 -1 0 -1

These are the rows for two PV inner-product checks. Each row of z defines a PV
inner-product check of the form z[i, *]-v = 0. If the input signature is valid, all such
checks should evaluate to zero. Conversely, if the verification equation does not hold,
at least one of these checks will be non-zero with high probability, causing PV to
reject early.

Using the chosen vector v and computing the inner product yields

z[l,*]-V;Oandz[Z*]-V;O

For demonstration purposes, the vector v has been selected in a way that it satisfies
Myv = 0. Following is a visualisation that shows how both inner-products evaluate
to zero.

Compute the products:

z[l,¥]-v=1-141-143-0+1-0+(-1)-24+0-5+(-1)-0+0-0
z[l,%x] - v=1+14+04+0-24+0+040

z[l,%]-v=0

22,4 v=3-14+2-14+1-043-04+0-2+(=1)-5+0-0+(=1)-0
z[2,4] v=3+24+0+04+0-5+0+0

z[2,%]-v=0

Y

Both checks give zero which means that the PV steps pass for this v.
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B

CROSS verify algorithm

This appendix shows the CROSS verify algorithm exactly as it is presented in the
original paper by Baldi et al. [15]. The R-SDP and R-SDP(G) variants are distin-
guished by colour, where the specific steps are in orange and the R-SDP
specific steps are in teal.

It should be noted that the vector referred to as v in this verification algorithm is
denoted as w in the rest of the thesis. This renaming is done to ensure uniform
notation throughout the report.



B. CROSS verify algorithm

Algorithm 3: Verify(pk, Msg, Sgn)
Input: pk: (Seedy,s) public key;
Msg € {0,1}*: message;
Sgn: (Salt,digest . ,digest,,,,Path,Proof, resp) signature;
Output: {True, False};
Data: A: security parameter;
g: generator of E;
t: number of rounds; w: weight of second challenge;
c: constant defined as 2t — 1;

cmt?

// Recovering public key

(W, V) CSPRNG—F7* ("= x5 (»=#)%* (Seedyy | 3t + 2) V4 CSPRNG—F{"~¥** (Seedp| 3t+2)
sH« [V |, x]
s M« [W |Id,]

// Computing challenges

digesty,, + Hash(Msg)

digest y,iy, + Hash(digest,,, | digest,, | Salt)

chall; + CSPRNG—7)* (digestmllll | t+ c)

7 chally + CSPRNG-5, ., (d:’Lgestchﬂuz [t4+c+ 1)

LIS

=]

// Computing commitments
s (Seed[i])icha11,[i)=1 ¢ RebuildLeaves(Path | chall, | Salt)
9 for i from 1 to t do
10 if challyfi] = 1 then
11 cmt [i] ¢ Hash(Seed|i] | Salt | i + c)

&l [i], w'[ij« CSPRNG 777} (Seed[i] |Salt | ifc) | &[d, w[ij+ CSPRNGF: xFy (Seedli] |Salt [i+c)
12 i

for j from 1 to n do

13 e'li]; « ggli]i
14 y[i] + u'[i] + chall,[i]e’[{]
15 if chally[i] = 0 then
16 cmty [i] < resplili
(y[il, %g[i]) « resplilo - (y[il, vli]) « resplilo
17 Check if v¢[i] € F™ | Check if V[i] € F"
v[i] « vgli]M ‘
for j fromltondo
18 vii]; « gl
10 y'[i] ¢ v[i] * y[i]
20 s'[i] « y'[{]H" — chall,[i]s

21

// Checking digests
22 digest_, ¢ RecomputeRoot(cmtq | Proof | chally)
28 digest,,, ¢ Hash(cmtq[1]]:--|ecmt1[t])
24 digest/,, « Hash(digest,, | digest ., )

25 cl:lgest‘f';han2 + Hash(y[1] | --- | ¥[t] | digestahanl)
26 if digest_, = digest , and digest,,;, = digest[,,,;, then
27 return True

28 return False

Figure B.1: CROSS Verify algorithm, presented in the exact same way as
Figure 3 in the original paper by Baldi et al. [15]
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C

Proof of Knowledge for
Committed Messages

This appendix shows the zero-knowledge proof of knowledge for committed messages
by Lyubashevsky et al[5]. The figure depicts both the local computations performed
by each party and the information exchanged between them.

Note that the vector referred to as v in this figure is denoted as x, and z;, z, are
denoted as 01,09 in the rest of the thesis. This renaming is done to ensure uniform
notation throughout the report.

Private information: (s1, m,s2) € R7" ™2+ 50 that |s1] < o and ||s2]w < ¥

Public information: A1 € R}*™!, Ay € Rp*™2, B e REX™2, Ry € RY*™, Ry € RY Y,
ta|  |A:x Ao 0 .
[tB]_[O] Sl+[B] Sz+[m],u—R151+Rmm
Prover Verifier

y1 < DIt

y2 « D32

W= A1y1 + A2Y2
v:=Riy:1 —R,.By2

W,V
c—C
P
Z1 :=cS1 + Y1
Z2 1= CS2 + Y2
fori=1,2:
if Reji(zi, CS,',5-;) =1
then z1,22 := 1
Z1,2Z2
Accept iff:

L |z1] < s1v2mud, 22| < s2v/2mad
2. A1z, +Agzo —ctpa=w
3. Riz1 + Ryy(ctg — Bzo) —cu=v

Figure C.1: Proof of Knowledge for Committed Messages, presented in the
exact same way as Figure 4 in the original paper by Lyubashevsky et al. [5]
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