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Abstract
Regulatory compliance in information security requires organisations to map their
controls and mitigations against frameworks such as ISO/IEC 27001 and the NIS2
Directive. This process is traditionally manual, resource-intensive, and difficult to
scale. Large Language Models (LLMs) offer potential for automating compliance
tasks, but their tendency to hallucinate and produce unverifiable outputs limits
their applicability in contexts where findings must be defensible and auditable.
This thesis investigates whether Retrieval-Augmented Generation (RAG) improves
the accuracy, recommendation quality, and clause-level traceability of LLM-assisted
regulatory gap analysis compared to a non-grounded baseline. A controlled compu-
tational experiment was conducted following Wohlin et al.’s experimentation frame-
work. Two large language models (GPT-5.1 and Claude Opus 4.6) were evaluated
under two configurations (baseline and RAG) on a dataset of 93 compliance risks
mapped against ISO/IEC 27002 and ENISA NIS2 Technical Implementation Guid-
ance. Outputs were evaluated against an expert-validated Golden Standard Ref-
erence using clause prediction accuracy, coverage assessment accuracy, mitigation
quality metrics, and LLM-as-Judge evaluation.
Results show that RAG significantly improves gap detection for GPT-5.1, increasing
ISO clause prediction accuracy from 43.0% to 79.6% (p = 0.000001) and enabling
ENISA clause identification that is impossible from parametric knowledge alone (0%
to 33.3%). Coverage assessment accuracy improved from 78.5% to 98.9% under re-
laxed evaluation. For Claude Opus 4.6, which already achieves 86.0% ISO accuracy
from parametric knowledge, RAG does not significantly improve clause prediction
but remains essential for ENISA identification. RAG acts as an equaliser across
model architectures, reducing the inter-model performance gap from 43 percentage
points to 5.3. LLM-as-Judge evaluation shows RAG produces higher-quality miti-
gations (winning 80.7% of pairwise comparisons), while expert validation confirms
both pipelines achieve high ISO mitigation quality.
The study contributes empirical evidence on the use of retrieval-augmented ground-
ing for information security GRC gap analysis, demonstrating that RAG improves
accuracy and enables traceability for regulatory frameworks absent from LLM pre-
training data.

Keywords: retrieval-augmented generation, regulatory compliance, gap analysis,
large language models, information security, traceability, ISO 27001, NIS2, ground-
ing, evaluation
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1
Introduction

Governance, Risk Management, and Compliance (GRC) serves as a framework that
helps organizations align their operations, risk profile, and regulatory obligations
with their overall goals. GRC processes ensure continuous adherence to legal and
ethical standards and help organizations avoid legal penalties, fines, and reputa-
tional harm [1]. Organizations apply the principles of GRC across multiple do-
mains, including Information Security. These principles dictate how critical data
assets are protected against an escalating landscape of cyber threats, requiring that
organizational artifacts—such as risk descriptions, mitigations, and controls—be
continuously mapped against stringent regulatory frameworks like ENISA (NIS2)
and ISO/IEC 27001 [8, 9, 10].

Traditionally, regulatory compliance is established through internal and external
audits, during which an organization’s documented artifacts (policies, control de-
scriptions, and evidence records) are validated against regulatory requirements [2].
When this validation fails, it indicates compliance gaps, such as missing coverage,
incomplete policies, or claims that cannot be verified during an audit.

In practice, regulatory gap analysis is difficult because regulations are often long
and complex, with many clauses requiring mapping against various documents and
processes within an organization. Although organizations have adopted modern
systems and web-based platforms to document and maintain their processes and
controls, compliance analysis is predominantly performed manually by human ex-
perts [11]. This makes the process resource-intensive, time-consuming, and difficult
to scale. It can also lead to inconsistent results, particularly when compliance claims
must be justified across large volumes of documentation [12]. However, due to the
critical nature of the regulations and the gravity of consequences, compliance gap
findings must be complete and defensible [2].

To address the challenges with scaling, recent research has explored the use of
Large Language Models (LLMs) to support text-intensive compliance tasks and
automation of regulatory analysis. However, current literature highlights challenges
with the reliability of LLM responses, which manifest as hallucination or false posi-
tives [13, 14]. Moreover, the general ‘black-box’ behaviour of LLMs poses a hurdle
for industry-grade automation solutions, where transparency and explainability are
important [15].
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1. Introduction

This vulnerability to hallucination has threatened the application of LLMs in var-
ious sensitive domains beyond GRC. Recent research exploring the mitigation of
hallucination in LLMs has successfully demonstrated the use of techniques such as
Retrieval-Augmented Generation (RAG) [14, 17, 38].

There is a lack of academic work that applies hallucination mitigation in the context
of GRC workflows, specifically in the Information security domain. In particular, no
prior study empirically evaluates how RAG can affect the accuracy and traceability
of LLM-assisted automation of regulatory analysis.

This study proposes to bridge this gap by empirically evaluating retrieval-augmented
grounding in terms of gap-detection accuracy and completeness, while also assessing
auditability through traceability. Within this framework, traceability implies veri-
fying whether each identified gap or suggested mitigation is mapped directly to the
relevant regulatory clause, as well as supporting organizational artifacts. The ulti-
mate aim of this study is to provide practical evidence on how grounding can be used
to support regulatory gap analysis, offering a compliance system that is scalable,
cost-effective, and auditable—without the need for expensive model fine-tuning.

This thesis investigates the question: “Can LLM-based tools automate compliance
gap analysis and produce accurate, defensible results?”

To explore this, the thesis addresses the following research questions:

• RQ1: To what extent does retrieval-augmented generation affect the preci-
sion, recall, and traceability of LLM-assisted regulatory gap detection (clause
identification and coverage assessment), compared to a non-grounded baseline?

• RQ2: To what extent does the choice of LLM affect the performance of au-
tomated compliance gap detection?

• RQ3: To what extent does retrieval-augmented generation affect the quality
of generated remediation recommendations (improved risk, mitigation, and
control statements), compared to a non-grounded baseline?

To answer these questions, the study follows a computational experimental ap-
proach [27]. A baseline LLM-based pipeline is compared with a retrieval-augmented
configuration applied to the same regulatory and organisational data. The LLM
outputs are evaluated against the Golden Standard Reference (GSR), enabling the
assessment of both performance and traceability.

The contribution of this thesis is to provide empirical evidence on the use of retrieval-
augmented grounding for information security GRC gap analysis—specifically opera-
tional security controls and incident management under ENISA (NIS2) and ISO/IEC 27001—
evaluating its impact on accuracy and traceability compared to a non-grounded
baseline.
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2
Background

This chapter provides the theoretical and technical foundations for this thesis. Sec-
tion 2.1 introduces the regulatory compliance frameworks used in this study. Sec-
tion 2.2 discusses the application of LLMs in regulatory compliance and their limi-
tations. Section 2.4 describes grounding techniques, including retrieval-augmented
generation. Section 2.5 presents the retrieval methods employed. Section 2.6 covers
prompt engineering techniques. Section 2.7 describes the evaluation approaches.
Section 2.8 connects the study to requirements traceability. Section 2.9 defines the
key terms used throughout this thesis.

2.1 Regulatory Compliance and Frameworks
Regulatory compliance refers to an organisation’s adherence to the laws, regulations,
and industry standards that apply to its operations [1]. To meet these requirements,
organisations establish policies, implement controls and keep documentation that
shows they are meeting these requirements.

Compliance is verified through internal and external audits. During these audits,
organisational artifacts such as policies, control descriptions and evidence records are
reviewed and compared against the relevant requirements [2]. If these artifacts do
not satisfy the requirements, compliance gaps may arise, including missed controls,
incomplete policies or claims that cannot be verified during an audit.

This study focuses on two commonly used compliance frameworks that regulate how
organisations design, implement, and document their security controls and processes:
the NIS2 Directive and ISO/IEC 27001.

2.1.1 ISO/IEC 27001 and ISO/IEC 27002
ISO/IEC 27001:2022 is a voluntary international standard that specifies require-
ments for establishing, implementing, maintaining and continually improving an
information security management system (ISMS) [7]. The standard defines man-
agement system requirements in its main clauses (4–10), covering topics such as
leadership, planning, support, operation, performance evaluation and improvement.

The security controls themselves are defined in a companion standard, ISO/IEC

3



2. Background

27002:2022 [8], which provides a reference set of information security controls or-
ganised into four themes: organisational, people, physical, and technological. These
controls are referenced in Annex A of ISO/IEC 27001 and are identified by con-
trol numbers such as A.5.1, A.8.25, and A.8.31. In this study, the ISO index used
for retrieval contains controls from ISO/IEC 27002, as these represent the specific
security requirements that organisations must implement and auditors must verify.
The evaluation focuses on controls related to information security management and
secure operations (e.g. A.5.1, A.8.25, A.8.29), consistent with the scope defined in
Chapter 1.

2.1.2 NIS2 Directive and ENISA Technical Implementation
Guidance

The NIS2 Directive (Directive (EU) 2022/2555) is a mandatory European Union
legislative framework that establishes a high common level of cybersecurity across
the Union [9]. It replaces the original NIS Directive and expands the scope to cover
a broader range of essential and important entities, imposing obligations related to
risk management, incident reporting, and supply chain security.

To support implementation of the NIS2 Directive, the European Union Agency for
Cybersecurity (ENISA) published the Technical Implementation Guidance (June
2025, version 1.0) [10]. This document provides detailed technical requirements
and evidence expectations organised into 13 chapters covering topics such as se-
curity policies (Chapter 1), risk management (Chapter 2), incident management
(Chapter 3), business continuity (Chapter 4), supply chain security (Chapter 5),
and technical measures including network security, access control, cryptography, se-
cure development, vulnerability handling, and asset management (Chapters 6–13).
Each chapter contains numbered sub-clauses (e.g. 6.6.1, 3.2.3) that specify concrete
controls with accompanying guidance and examples of evidence.

In this study, the ENISA index used for retrieval contains clauses from this Technical
Implementation Guidance, as these represent the specific regulatory requirements
against which organisations are assessed. The evaluation covers a broad range of
ENISA chapters, including clauses related to security policies, risk management,
incident management, supply chain security, and technical measures such as access
control, patch management, and configuration hardening.

2.2 LLMs in Regulatory Compliance
Large Language Models (LLMs) are increasingly used to support text-intensive tasks
such as regulatory analysis and compliance checking. These models can process large
volumes of text and assist in identifying regulatory requirements and mapping them
to organisational artifacts.

However, applying LLMs in regulatory compliance introduces several challenges.
Hallucination is the phenomenon where a Large Language Model (LLM) generates
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2. Background

outputs that are factually incorrect, unverifiable, or unsupported by the provided
input or real-world evidence. These responses may include fabricated facts, incor-
rect citations, or logically inconsistent statements. Such inaccurate responses are
classified as ungrounded [38].

Kazlaris et al. [38] categorise hallucination mitigation techniques into retrieval-based
grounding, prompt engineering, and hybrid approaches, highlighting retrieval-based
grounding as one of the most effective strategies.

In the context of compliance, hallucination is particularly problematic because in-
correct clause references or fabricated control recommendations cannot be defended
during an audit. This motivates the use of grounding techniques that anchor LLM
outputs in actual regulatory text.

2.3 LLM Limitations in Long-Format Text
Wang et al. [20] find that ChatGPT’s decision is sensitive to the order of labels in
the prompt, and it has a clearly higher chance to select the labels at earlier positions
as the answer. This phenomenon has been coined as “positional bias.”

Lu et al. [21], who explored positional bias further with Mistral, Llama3, and
Gemma, conclude that the underlying issue in long-context processing is a mecha-
nistic gap where internal transformer layers successfully find the location of relevant
information, but the final output layers fail to translate this internal knowledge into
a correct response. They call this the “know but don’t tell” phenomenon.

Du et al. [22] further confirm the issues with long contexts when using Retrieval-
Augmented Generation (RAG). They also suggest a simple yet effective mitigation
strategy that involves prompting the model to recite the retrieved evidence before
responding.

Studies on long-context processing reveal structural limitations of LLMs that are
directly relevant to regulatory gap analysis, where large volumes of text must be
processed. These findings motivate the evaluation of grounding techniques in this
thesis.

2.4 Grounding Techniques
To address these limitations of Large Language Models (LLMs), particularly hal-
lucination and lack of reliability, researchers have explored techniques that ensure
model outputs are based on verifiable evidence. These methods, known as grounding
techniques, are designed to make the model’s answers more accurate and trustwor-
thy.

Grounding can be broadly classified into two categories:
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2. Background

• Fine-tuning or post-training, where a pre-trained model is further trained
on a smaller, specialised dataset, and its internal weights are adjusted. This
is a resource-intensive and time-consuming process that limits scalability.

• Inference-time grounding, where a model is provided with relevant context
at the time of the query. Instead of altering the model’s internal weights, this
technique retrieves related document snippets from external databases and
injects them into the prompt window.

Research on inference-time grounding techniques, such as Retrieval-Augmented Gen-
eration (RAG), shows promise in reducing hallucination [23], but it does not fully
address explainability and traceability. The ability to defend and explain automated
compliance assessment is equally important.

This study focuses on two inference-time grounding configurations:

Baseline (LLM-only): In this configuration, the LLM relies solely on its para-
metric knowledge—the information encoded in its weights during pre-training—to
answer compliance queries. No external documents are retrieved. This serves as
the control condition for evaluating whether retrieval augmentation improves per-
formance.

Retrieval-Augmented Generation (RAG): RAG is a framework that enhances
LLM accuracy by retrieving relevant information from external data sources and
injecting it into the prompt to ground the model’s responses in factual, up-to-date
context [23]. Ganatra et al. [25] note that RAG, by grounding generation in external,
verifiable knowledge, is key to building factual, trustworthy, and context-aware AI
systems. Kozhipuram et al. [26] in their evaluation of RAG-enabled and baseline
LLMs find that RAG augmentation consistently improved semantic similarity scores
across multiple models.

While prior work addresses explainability and compliance automation separately,
empirical studies that jointly evaluate detection accuracy and traceability in infor-
mation security GRC settings remain limited. This gap motivates the experimental
evaluation conducted in this thesis.

It is important to distinguish compliance checking from gap detection. Compliance
checking determines whether an organisation satisfies a regulatory requirement (a
binary pass/fail verdict). Gap detection, as addressed in this thesis, goes further: it
identifies which specific regulatory clauses are not adequately covered, assesses the
degree of coverage (not covered, partially covered, or fully covered), and generates
actionable remediation recommendations to address identified gaps. Gap detection
therefore subsumes compliance checking but additionally requires clause-level trace-
ability and recommendation generation.
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2. Background

2.5 Retrieval Methods
This section provides technical background on the retrieval methods employed in
the RAG pipeline. The empirical evaluation of retrieval performance (top-5 recall)
is presented in Section 5.2.1.

The RAG pipeline used in this study relies on a retrieval component that searches
external document indexes and returns the most relevant clauses for a given query.
Three retrieval methods are commonly used:

Keyword search (BM25): BM25 (Best Matching 25) is a classical information
retrieval algorithm that ranks documents based on term frequency and inverse docu-
ment frequency [24]. It is effective when the query and the relevant documents share
exact or near-exact vocabulary, but it cannot capture semantic similarity when dif-
ferent words are used to express the same concept.

Vector (semantic) search: In vector search, both queries and documents are con-
verted into high-dimensional numerical representations (embeddings) using a neural
embedding model. Retrieval is performed by computing the similarity (typically co-
sine similarity) between the query embedding and the document embeddings. This
method captures semantic meaning, allowing it to match queries with documents
that use different wording but express similar concepts. In this study, the embed-
ding model text-embedding-3-large [41] is used to generate embeddings for both
queries and regulatory clause chunks.

Hybrid search: Hybrid search combines both keyword-based (BM25) and vector-
based retrieval to leverage the strengths of each method. The keyword component
ensures that exact terminology matches are captured, while the vector component
ensures that semantically related clauses are also retrieved. This study uses hybrid
search as the default retrieval method, implemented via Azure AI Search [42], which
combines BM25 scoring with vector similarity in a single query.

2.6 Prompt Engineering
The design of prompts plays an important role in controlling LLM behaviour and
output quality. In this study, several prompt engineering techniques are applied:

Task decomposition: Instead of using a single prompt to perform the entire
compliance analysis, the pipeline decomposes the task into multiple smaller subtasks,
each handled by a separate LLM call [43]. This approach improves controllability,
reduces ambiguity, and increases traceability of intermediate outputs.

Role prompting: Each prompt assigns a specific role to the model, such as “You
are a strict classifier” or “You are a compliance auditor” [44]. Role-based instruc-
tions help constrain the model’s behaviour and produce outputs consistent with the
assigned persona.
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2. Background

Structured output prompting: All prompts in the pipeline require the model
to return its response in a specific JSON format. This ensures that outputs are
machine-parsable, deterministic, and directly usable in downstream pipeline steps.

These techniques are applied in combination to ensure that each LLM call in the
pipeline produces focused, structured, and traceable outputs.

2.7 Evaluation Approaches
Evaluating the quality of LLM-generated compliance outputs requires both a refer-
ence standard and a scalable evaluation method.

2.7.1 Ground Truth and Reference Standards
In experimental research, a ground truth (also called a reference standard or gold
standard) is a dataset of known correct answers against which system outputs are
compared [27]. In this study, an expert-validated Golden Standard Reference (GSR)
was created. The GSR contains 93 entries, each mapping a compliance risk to the
expected regulatory clauses, mitigations, and controls from both ISO/IEC 27002 and
ENISA. This serves as the reference against which the pipeline’s clause selection,
coverage assessment, and recommendations are evaluated.

2.7.2 LLM-as-a-Judge
Manually evaluating the quality of generated compliance recommendations across
multiple configurations and samples is time-consuming and difficult to scale. Zheng
et al. [29] propose the LLM-as-a-Judge approach, where a separate LLM is used to
evaluate the quality of generated outputs by comparing them against a reference.
This method has been shown to produce evaluations that are broadly consistent
with human judgements while being significantly more scalable.

In this study, the LLM-as-a-Judge approach is used to assess precision (how much
of the generated output is correct relative to the GSR) and recall (how much of the
GSR’s key content is captured in the generated output). Traceability is evaluated
separately by checking whether the selected clause matches the expected clause(s)
in the GSR.

Es et al. [28] also provide an evaluation framework (RAGAS) for assessing retrieval-
augmented generation systems, which informed the design of the evaluation pipeline
used in this study.

2.8 Traceability in Requirements Engineering
Regulatory gap analysis can be viewed as a requirements engineering problem. Reg-
ulatory clauses act as high-level requirements. Organisational policies and evidence
records act as implementation artifacts. Determining compliance requires checking
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whether appropriate trace links exist between the requirement and the supporting
artifacts. This is similar to the problem of requirements traceability and trace link
recovery studied in Requirements Engineering [34]. Therefore, research on auto-
mated traceability and explainable requirement analysis is directly relevant to this
thesis.

Recent research has explored the use of LLMs for requirements engineering tasks,
with mixed results. Seifert et al. [16] compared LLM-based defect detection with
human reviewers and found that while LLMs can identify certain defects, they report
fewer issues and lack thoroughness when limited to simple prompting strategies.

A systematic literature review by Cheng et al. [17] that analysed several papers
(2019–May 2025) highlights that most existing work treats LLMs as “black-box” text
generators. They also note that the existing literature remains largely experimental,
with limited validation in industrial contexts. The review emphasises challenges
related to hallucinations, traceability, and contextual reasoning, and calls for more
systematic engineering approaches and evaluations using industry-grade data.

Hassine [33] used OpenAI’s GPT-3.5-turbo model to recover requirements traceabil-
ity links between software goal models and security requirements. They tasked the
LLM to compare system goals expressed in Goal-oriented Language (GRL) with a
set of security requirements and report back the exact nodes that address the re-
quirements. Although the results were promising, the study focussed on software
engineering requirements, not regulatory compliance contexts.

Rodriguez et al. [34] explore prompting strategies for explainable trace-link predic-
tion for a dataset based on NASA’s CM1 system. They observed promising results
when they tasked an LLM with classifying and ranking requirement traceability.
However, they report the occurrence of several false positives and note that they
had to struggle to arrive at an optimal prompt configuration to get satisfactory
results.

Prior work in requirements traceability shows that LLMs can recover trace links,
but challenges related to accuracy and prompt sensitivity remain. This informs the
traceability evaluation framework used in this study.

2.9 Terminology
This section defines the key terms used throughout this thesis.

Gap detection The process of identifying which specific regulatory clauses are
not adequately addressed by an organisation’s existing controls, mitigations,
or policies. Gap detection involves both identifying the relevant clause and
assessing the degree of coverage.

Coverage assessment The evaluation of whether an organisation’s documented
mitigation and control statements satisfy the requirements of a specific regu-
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latory clause. Coverage is classified as not covered, partially covered, or fully
covered.

Traceability The ability to link each compliance finding (gap, recommendation,
or assessment) to a specific regulatory clause and supporting evidence. Trace-
ability enables auditability by showing which clause justifies each finding.

Grounding The technique of providing an LLM with external evidence (retrieved
documents) at inference time to ensure that its outputs are based on verifiable
sources rather than parametric knowledge alone.

Parametric knowledge The information encoded in an LLM’s weights during pre-
training. This knowledge may be incomplete, outdated, or inaccurate for spe-
cialised domains.

Golden Standard Reference (GSR) An expert-validated dataset of 93 compli-
ance risks with their correct regulatory clause mappings, expected coverage
levels, and reference mitigations. The GSR serves as the ground truth for
evaluating pipeline outputs.

Regulatory clause A specific numbered requirement within a regulatory frame-
work (e.g., ISO/IEC 27002 control A.8.25 or ENISA clause 6.6.1) that specifies
a control or measure an organisation must implement.

Mitigation A documented action, process, or measure that an organisation imple-
ments to address or reduce a compliance risk.

Remediation recommendation A generated suggestion for improving an organ-
isation’s risk description, mitigation, or control statement to better address a
regulatory requirement.
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Related Work

This chapter reviews prior work relevant to this thesis. Section 3.1 reviews stud-
ies on LLM-based compliance automation. Section 3.2 surveys recent RAG-based
approaches for compliance and requirements engineering. Section 3.3 identifies the
research gap addressed by this thesis.

3.1 LLM-Based Compliance Automation
Usman et al. [35] report an industrial case study on how compliance requirements
are checked and analysed in large-scale software development at Ericsson. Their
study shows that compliance analysis is manual and engineers need to interpret
large volumes of documentation, as well as that mapping requirements to evidence
is complex. Their findings highlight practical difficulties in compliance checking and
analysis in a large organisation, motivating research that evaluates under realistic
conditions. They emphasise that while regulatory compliance has a large body of
proposed methods, there is comparatively limited empirical evidence describing the
challenges faced in real industrial practice.

Hassani [18] explores the application of Large Language Models (LLMs) for automat-
ing the extraction of requirement-related legal content in the food safety domain
and checking legal compliance, specifically GDPR. They apply prompt engineer-
ing and fine-tuning and report promising results such as relevant regulatory clauses
and assess compliance conditions. Their results show that LLMs can extract reg-
ulatory/legal related text, identify relevant compliance requirements and support
compliance checking. However, the paper was tested in a specific regulatory do-
main (food safety) and primarily relied on prompt-based extraction, leaving open
questions regarding the reliability and traceability of LLM outputs in broader reg-
ulatory compliance settings. Also, they note that they would continue the research
by applying RAG for GDPR retrieval.

In their pilot study, Salman et al. [19] assessed the utility of Sonnet 3.5, Llama
3.1, and ChatGPT 4o in the Audit Planning phase of the ISO 27001 framework
for a hypothetical mobile operator HelloPak. The authors got promising results
for activities such as Statement of Applicability generation, audit scope definition,
and compliance checklist development. However, they noticed issues in handling
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large data volumes and complex scenarios, such as correlating information across
multiple documents and completeness issues with the LLMs skipping some clauses
of the framework. They also came across false positives and noted that these issues
limit the practical application of LLMs. They express the challenges in regulatory
compliance and motivate the intention to evaluate more techniques, such as RAG.

A small-scale experiment by Chin et al. [32] explored security audit automation
by experimenting on a specific task of auditing password policy compliance. Their
promising results showed that LLMs could analyse policy text and identify whether
security requirements are satisfied. However, the study focussed on a narrow com-
pliance scenario and they did not consider the traceability of compliance claims.
This is relevant to this thesis because the study examines both compliance gaps and
ensures the results are traced back to the correct evidence.

In their 2023 study, Li et al. [13] compared the performance of ChatGPT and Gemini
in providing cybersecurity advice in GRC settings. They queried the LLMs for
Risk Assessment, Incident Response, Regulatory Compliance, and Threat Mitigation
advice with questions ranging from open-ended to specific scenario-based questions
inspired by real-world scenarios. They found that ChatGPT outperformed Gemini
through a qualitative analysis evaluating the relevance, accuracy, completeness, and
contextual appropriateness of its responses. However, they note that both models
struggled with issues such as over-generalisation and false positives.

A survey by Esposito et al. [15], which included insights from researchers, practition-
ers, and policymakers in the IT governance domain, highlighted the interest in using
AI systems to support governance and compliance tasks. The authors emphasised
that AI systems must be transparent and explainable when used in governance and
regulatory contexts—decisions must be defensible and auditable. These findings
highlight the need for transparent and explainable implementation of LLM-based
compliance automation.

3.2 RAG for Compliance and Requirements En-
gineering

A growing body of recent work has applied Retrieval-Augmented Generation (RAG)
to compliance checking and requirements engineering tasks across several domains.

Das et al. [45] propose a multi-agent RAG framework for regulatory compliance
checking of software requirements. Their system uses multiple agents with spe-
cialised retrieval roles to check whether software requirements satisfy regulatory
constraints. While the framework demonstrates the potential of agentic RAG archi-
tectures for compliance tasks, it targets software requirements specifications rather
than organisational GRC artifacts, and does not evaluate gap detection or recom-
mendation generation.

Masoudifard et al. [46] combine Graph-RAG with advanced prompt engineering
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techniques, such as Chain of Thought and Tree of Thought, to enhance requirement
traceability and compliance checks in regulated environments such as finance and
aerospace. They report significant improvements over baseline RAG and simple
prompting strategies. However, the approach is costly and complex to implement,
relies on having complete and accurate input data, and does not address regulatory
gap analysis or the information security domain.

Sun et al. [47] present a compliance checking framework based on RAG, demonstrat-
ing that retrieval-augmented approaches can improve the accuracy of compliance
verification. Their work focuses on general compliance checking (pass/fail determi-
nation) rather than gap detection with structured recommendations, and does not
evaluate traceability to specific regulatory clauses.

In the medical device domain, Han et al. [48] introduce a RAG-based framework
for standard applicability judgment with traceable justifications across multiple ju-
risdictions. Their system classifies standards as Mandatory, Recommended, or Not
Applicable for a given device description. While the framework evaluates traceabil-
ity, it addresses standard applicability determination rather than gap analysis, and
operates in the medical device regulatory domain rather than information security.

Balu et al. [49] explore agent-based RAG for safety requirements derivation in au-
tonomous driving, using a document pool of automotive standards. They show that
the agent-based approach retrieves more relevant information compared to default
RAG methods. However, their focus is on safety requirements derivation in the au-
tomotive domain, and they do not evaluate compliance gap detection or traceability
to specific regulatory clauses.

Niu et al. [50] apply RAG to validate and recover traceability links between stake-
holder and system requirements on industrial automotive data. Their approach
(TVR) demonstrates practical effectiveness for traceability validation and recovery
in complex automotive systems. While the study evaluates traceability with indus-
trial data, it focuses on requirements traceability link recovery rather than regula-
tory gap detection, and operates in the automotive domain rather than information
security GRC.

Arora et al. [51] use RAG for requirements extraction from domain documents in
the space industry. Their work demonstrates that RAG can support the extraction
of requirements from unstructured documentation. However, the task (requirements
extraction) and domain (space industry) are different from the regulatory gap anal-
ysis in information security addressed in this thesis.

Khalid and Uygun [52] report an industrial-scale RAG evaluation on 669 automotive
manufacturing requirements, achieving 98.2% extraction accuracy with complete
traceability. Their study provides strong evidence that RAG can scale to industrial
requirements engineering tasks. However, the focus is on requirements extraction
and supplier qualification in automotive manufacturing, not on regulatory gap de-
tection or recommendation generation in information security.
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Allani et al. [53] propose ELISAR, a multi-agent RAG framework for cybersecurity
operations including a GRC component, though its compliance module focuses on
general checking rather than gap analysis.

3.3 Research Gap
The studies reviewed above demonstrate the potential of LLMs and RAG in compli-
ance and requirements engineering contexts, but also highlight recurring issues such
as hallucination, false positives, and limited evaluation in industrial settings. Re-
cent RAG-based approaches have been applied to compliance checking, traceability
recovery, requirements extraction, and standard applicability determination across
domains including automotive, medical devices, aerospace, and software engineering.

However, none of these studies address regulatory gap analysis in the information
security domain—specifically, identifying missing or partially implemented controls
against regulatory clauses and generating actionable remediation recommendations.
Furthermore, no prior work jointly evaluates the precision, recall, and clause-level
traceability of LLM-generated gap analysis outputs across the full scope of informa-
tion security controls under frameworks such as ENISA (NIS2) and ISO/IEC 27001.
This gap motivates the empirical evaluation conducted in this thesis.

There are alternatives to RAG were considered for addressing this gap:

• Fine-tuning would require labelled compliance datasets that are scarce and
proprietary in the information security domain, and would need to be repeated
for each new regulatory framework or model version. Ovadia et al. [61] show
that RAG consistently outperforms unsupervised fine-tuning for knowledge
injection, both for existing and new knowledge, and that LLMs struggle to
learn new factual information through fine-tuning alone.

• Long-context models could theoretically ingest entire regulatory documents,
but this approach does not scale when multiple frameworks must be queried
dynamically, and it lacks the explicit retrieval evidence chain needed for au-
ditable compliance findings. Recent studies show that LLMs struggle to utilise
information in long contexts effectively [31] and that context length alone hurts
performance even with perfect retrieval [22].

• Agentic architectures (multi-agent RAG) are emerging [45, 62] but add im-
plementation complexity—requiring routing, scheduling, and fusion mechanisms—
without addressing the fundamental question of whether inference-time ground-
ing improves gap analysis quality.

RAG was selected because it enables traceable, auditable outputs without model
modification—a critical requirement in regulatory contexts where each finding must
be defensible and linked to specific regulatory text [15]. Additionally, RAG remains
the most widely adopted and cost-effective grounding technique for knowledge-
intensive tasks in production systems [25].
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4
Methods

This chapter describes the experimental methodology following the framework pro-
posed by Wohlin et al. [27]. Section 4.1 presents the research design and goals.
Section 4.2 defines the experimental variables and hypotheses. Section 4.3 describes
the empirical context and justifies the experimental setting. Section 4.4 details the
experimental procedure. Section 4.5 describes the pipeline implementation. Sec-
tion 4.6 presents the prompt design. Section 4.7 explains the evaluation framework,
including expert evaluation and statistical analysis.

4.1 Research Design
This study is designed as a controlled computational experiment in which baseline
and retrieval-augmented LLM configurations are applied to the same dataset under
identical conditions. The goal is to evaluate how inference-time grounding affects
the performance of LLM-assisted regulatory gap analysis, with a primary focus on
comparing a non-grounded baseline against a retrieval-augmented configuration.

The study follows Wohlin et al.’s [27] experimentation framework, which structures
empirical software engineering experiments into five phases: scoping, planning, oper-
ation, analysis, and interpretation. This framework was chosen because it provides
a systematic approach to defining variables, controlling confounds, and ensuring
reproducibility—all essential for a comparative evaluation of LLM configurations.
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Start Input Risk Data
Risk, Mitigation, Control
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Figure 4.1: Pipeline of the LLM-assisted regulatory gap analysis system. The
system processes risk inputs, classifies scope, identifies regulatory clauses (baseline
or RAG), assesses coverage, generates recommendations for identified gaps, and
evaluates outputs against the GSR using precision, recall, and traceability.

Figure 4.1 illustrates the overall structure of the computational experiment. The
preparation phase includes dataset construction, GSR development, prompt design,
LLM configuration, and framework development. The computational experimen-
tation phase generates compliance assessment outputs by comparing non-grounded
baseline against retrieval-augmented generation. The final phase analyses these out-
puts using precision, recall, and traceability, and links the results to RQ1, RQ2, and
RQ3.

4.2 Experimental Variables and Hypotheses
Table 4.1 defines the experimental variables.
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Table 4.1: Experimental variables

Category Description

Primary independent
variable

Grounding configuration: baseline (no retrieval)
vs. retrieval-augmented generation (RAG with hy-
brid search)

Secondary indepen-
dent variable

LLM model choice: GPT-5.1 vs. Claude Opus 4.6

Dependent variables Clause prediction accuracy (exact match,
weighted, top-5 recall), coverage assessment
accuracy (strict, relaxed, Spearman’s ρ), miti-
gation quality (semantic recall, LLM-as-Judge
scores), and traceability (clause-level linking)

Controlled variables Dataset (93 risks), prompt structure, top-k re-
trieval depth (k = 5), evaluation protocol, regula-
tory corpus (ISO/IEC 27002 + ENISA NIS2), em-
bedding model (text-embedding-3-large), tem-
perature (0)

Unit of analysis Individual compliance risk together with its
mapped clause(s), coverage decision, and mitiga-
tion output

The primary independent variable is the grounding configuration: whether the LLM
receives retrieved regulatory context (RAG) or relies solely on parametric knowledge
(baseline). The secondary independent variable is the LLM model, included to assess
whether performance differences generalise across architectures.

The dependent variables measure three aspects of gap analysis quality: (1) accuracy
of clause identification and coverage assessment, (2) quality of generated remediation
recommendations, and (3) traceability of outputs to specific regulatory clauses.

4.2.1 Hypotheses
RQ1 – Gap detection:

H0: There is no difference in gap detection performance (clause prediction accuracy,
coverage assessment accuracy) between the baseline and retrieval-augmented
configurations.

H1: Retrieval-augmented generation improves gap detection performance compared
to the non-grounded baseline.

RQ2 – LLM model effect:

H0: The choice of LLM model does not affect gap detection performance under
identical experimental conditions.
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H1: The choice of LLM model affects gap detection performance.

RQ3 – Mitigation quality:

H0: There is no difference in mitigation quality (NLP metrics, LLM-as-Judge eval-
uation) between the non-grounded baseline and the retrieval-augmented con-
figuration.

H1: There is a difference.

Each hypothesis is tested using McNemar’s exact binomial test (for paired categor-
ical outcomes) and the Wilcoxon signed-rank test (for paired continuous metrics),
with significance level α = 0.05.

4.3 Empirical Context and Setting
The empirical setting for this study is Stratsys, a Swedish company that provides
a cloud-based platform for governance, risk, and compliance (GRC) management.
Stratsys was chosen as the experimental context for three reasons: (1) it provides
access to realistic organisational risk data representative of the information security
domain; (2) the company’s GRC experts contributed domain knowledge for con-
structing and validating the Golden Standard Reference; and (3) the platform con-
text ensures the experiment evaluates gap analysis under conditions representative
of industrial GRC workflows, where organisational artifacts such as risk descriptions,
mitigations, and controls must be mapped against regulatory frameworks.

Within the company, regulatory compliance is performed by comparing organi-
sational policies, controls, and evidence against regulatory requirements such as
ISO/IEC 27001. In practice, this process involves manual analysis of large volumes
of documents. Compliance officers must verify whether organisational artifacts sat-
isfy regulatory clauses and provide sufficient evidence. The experiment evaluates
whether LLM-based automation can support this process with improved accuracy
and traceability.

4.4 Experimental Procedure
The experiment follows a structured process consisting of three phases: preparation,
execution, and evaluation.

4.4.1 Dataset Construction
The experiment dataset consists of 93 compliance risks representative of information
security governance scenarios. Each risk is a structured record containing:

• A risk description (mandatory) — a statement identifying a potential security
weakness or non-compliance.
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• A mitigation statement (optional) — documented actions the organisation has
taken to address the risk.

• A control statement (optional) — the formal control implemented by the or-
ganisation.

The 93 risks are distributed across three coverage groups to enable systematic eval-
uation of coverage assessment accuracy:

• Group 0 (31 risks): No mitigation or control provided. Simulates risks where
the organisation has not yet addressed the regulatory requirement.

• Group 1 (31 risks): Partial mitigation provided. Simulates risks where some
measures exist but gaps remain.

• Group 2 (31 risks): Full mitigation and control provided. Simulates risks
where the organisation has fully addressed the requirement.

This balanced design enables evaluation of the pipeline’s ability to discriminate
between different coverage levels. The risks span all four ISO 27002 control themes
(organisational, people, physical, technological controls, chapters 5–8), providing
broad coverage of the standard’s control structure.

4.4.2 Golden Standard Reference (GSR)
The Golden Standard Reference (GSR) was created as the ground truth for evalu-
ating pipeline outputs. For each of the 93 risks, the GSR specifies:

• The correct ISO/IEC 27002 clause (e.g., A.8.25).

• The correct ENISA NIS2 clause (e.g., 6.6.1).

• The expected coverage level (not covered, partially covered, or covered).

• Reference mitigation and control statements that represent adequate compli-
ance.

The GSR was constructed by the same information security expert (Expert A) who
identified the risks. For each risk, the expert defined the correct regulatory clause
mappings, expected coverage levels, and reference mitigations based on professional
domain knowledge of both ISO/IEC 27002 and ENISA NIS2 requirements. This
ensures that the GSR reflects expert-validated ground truth directly grounded in
practitioner knowledge.

4.4.3 Experimental Configurations
Four experimental configurations were evaluated in a 2 × 2 factorial design:
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Table 4.2: Experimental configurations

Baseline (no retrieval) RAG (hybrid retrieval)

GPT-5.1 Config 1 Config 2
Claude Opus 4.6 Config 3 Config 4

All four configurations use the same dataset, prompt structure, and evaluation proto-
col. The only differences are the independent variables (grounding configuration and
LLM model). Temperature was set to 0 for all runs to minimise non-determinism.

Two LLM models were selected to assess generalisability:

• GPT-5.1 (OpenAI): Selected because it is available within the company’s
Azure environment and represents a state-of-the-art commercial model.

• Claude Opus 4.6 (Anthropic): Selected to provide a cross-architecture com-
parison and because it represents an alternative leading model with different
pre-training characteristics.

4.4.4 Data Collection Procedure
Each configuration was executed on all 93 risks. For each risk, the pipeline produced
structured outputs including: scope classification, clause selection with evidence,
coverage assessment with reasoning, and (when gaps were detected) improved risk,
mitigation, and control recommendations. All outputs were stored as structured
JSON records for subsequent analysis.

4.5 Pipeline Implementation
The pipeline processes each input risk through four sequential stages. Each stage
is implemented as a separate LLM call with a task-specific prompt, ensuring that
intermediate outputs are independently traceable and evaluable.

Stage 1: Scope Classification. The input risk, mitigation, and control text are
classified into one of four categories: general information security (ENISA-scope),
secure software development lifecycle (ISO SDLC-scope), incident management, or
multiple categories. This routing step determines which regulatory index is queried
in the subsequent retrieval stage. Out-of-scope items are filtered and excluded from
further processing.

Stage 2: Clause Identification. In the baseline configuration, the LLM identifies
the most relevant regulatory clause using only its parametric knowledge. In the RAG
configuration, the system first retrieves the top-5 most relevant clauses from the
regulatory index using hybrid search (BM25 + vector similarity via Azure AI Search
with the text-embedding-3-large embedding model). The LLM then selects the
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single best-matching clause from among the retrieved candidates, providing a reason
and exact supporting evidence from the clause text. This constraint—selecting only
from retrieved context—prevents hallucination of non-existent clause identifiers.

Stage 3: Coverage Detection. The LLM compares the organisation’s mitigation
and control statements against the selected regulatory clause to determine the cover-
age level. Three levels are defined: not covered (no meaningful coverage), partially
covered (some aspects addressed but clear gaps remain), and covered (mitigation
and control fully satisfy clause requirements). The coverage assessment includes a
structured reason explaining what is or is not covered.

Stage 4: Recommendation Generation. When the coverage assessment iden-
tifies a gap (not covered or partially covered), the LLM generates improved risk,
mitigation, and control statements that would fully satisfy the identified regulatory
clause. The generated recommendations are structured as JSON fields to enable
systematic evaluation against the GSR.

4.6 Prompt Design
The prompts were developed through iterative refinement over multiple development
cycles. Each prompt uses three techniques in combination: role prompting (assigning
a specific persona), structured output constraints (requiring JSON format), and
context restriction (constraining the model to use only provided information).

The full prompt specifications, including all iterations and the final versions used in
the experiment, are provided in Appendix A.

4.6.1 Design Principles
The following principles guided prompt design:

1. Separation of concerns: Each pipeline stage has a dedicated prompt with
a single, well-defined objective. This prevents task interference and enables
independent evaluation of each stage.

2. Context restriction: In the RAG configuration, the clause selection prompt
explicitly constrains the model to select only from retrieved candidates (“Use
ONLY the given context”), preventing hallucination of clause identifiers.

3. Structured output: All prompts require JSON-formatted responses with
predefined fields, ensuring outputs are machine-parsable and consistently struc-
tured across experimental runs.

4. Decision rules: The coverage detection prompt provides explicit rules for
each coverage level to reduce subjective interpretation and improve repro-
ducibility.
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4.7 Evaluation Framework
The evaluation framework measures pipeline performance across three dimensions:
clause prediction accuracy, coverage assessment accuracy, and mitigation quality.

4.7.1 Clause Prediction Metrics
Clause prediction is evaluated by comparing the pipeline’s selected clause against
the GSR’s expected clause. Three levels of match are defined:

• Exact match: The predicted clause identifier matches the GSR clause exactly
(e.g., both specify A.8.25).

• Sibling match: The predicted clause is within the same parent control family
(e.g., A.8.24 predicted when A.8.25 is expected). This captures near-misses
where the correct control area was identified.

• Miss: The predicted clause belongs to a different control family or is incorrect.

From these, three metrics are computed: exact match accuracy (proportion of exact
matches), weighted accuracy (exact = 1.0, sibling = 0.5, miss = 0.0), and top-5
recall (whether the correct clause appears in the retrieved candidate set, applicable
only to RAG configurations).

4.7.2 Coverage Assessment Metrics
Coverage assessment is evaluated under two criteria:

• Strict accuracy: The predicted coverage level exactly matches the GSR
coverage level.

• Relaxed accuracy: Adjacent predictions are accepted (e.g., predicting “par-
tially covered” when the ground truth is “covered” is counted as correct). This
accounts for the inherent subjectivity in coverage boundaries.

Additionally, Spearman’s rank correlation (ρ) is computed between the predicted
and expected coverage levels (encoded as ordinal: not covered = 0, partially covered
= 1, covered = 2) to assess whether the pipeline correctly ranks coverage severity.

4.7.3 Mitigation Quality Metrics
Mitigation quality is measured using both automated NLP metrics and LLM-as-
Judge evaluation:

Automated metrics:

• Semantic recall: The proportion of GSR reference mitigation content that is
semantically captured in the generated output, computed using sentence-level
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embedding similarity with a threshold of 0.7.

• BERTScore F1: Token-level semantic similarity between generated and ref-
erence text using contextual embeddings.

• ROUGE-1/ROUGE-L F1: Surface-level lexical overlap metrics measuring
unigram and longest common subsequence overlap.

• Jaccard similarity: Set-based word overlap between generated and reference
mitigations.

LLM-as-Judge evaluation: Claude Opus 4.6 is used as an automated judge to
evaluate mitigation quality on four dimensions (relevance, completeness, actionabil-
ity, specificity) using a Likert scale (1–5), plus an overall quality score (1–10). The
judge also performs pairwise comparison between baseline and RAG outputs. The
model selection was restricted by the options approved for use by Stratsys. To avoid
self-evaluation bias, the LLM-as-Judge uses a different model (Claude Opus 4.6)
from the primary pipeline model being evaluated (GPT-5.1). This cross-model de-
sign ensures that the judge has no prior exposure to or preference for its own outputs.
The three-method evaluation design (NLP metrics, LLM-as-Judge, and expert evalu-
ation) provides triangulation—if any single method is biased, disagreement between
methods exposes this.

4.7.4 Expert Evaluation
Expert evaluation was conducted to validate the automated evaluation methodology
and provide human-assessed quality judgments. The study initially planned for
two independent domain experts to evaluate pipeline outputs, enabling inter-rater
reliability analysis. However, one evaluator was unable to contribute the evaluation
within the project timeline. The study therefore proceeded with a single expert
evaluator.

The evaluating expert (Expert B)—an information security professional with expe-
rience in ISO 27001 implementation—independently evaluated a stratified random
sample of 30 risks per configuration (120 records total across 73 unique risks). A
separate GRC expert at Stratsys (Expert A) constructed and validated the Golden
Standard Reference, defining the correct clause-level traceability mappings for all
93 risks. Expert A did not perform the independent output evaluation, avoiding
circular validation.

Although only Expert B performed the direct output evaluation, the study achieves
indirect inter-rater reliability for traceability through the separation of roles. Ex-
pert A’s judgment is encoded in the GSR (what constitutes a correct clause map-
ping), while Expert B independently assessed whether pipeline outputs match the
correct clauses. When Expert B agrees with the automated evaluation—which uses
Expert A’s GSR as ground truth—this constitutes implicit agreement between the
two experts on clause-level correctness. The resulting agreement (κ = 1.00 for ISO,
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κ = 0.97 for ENISA) therefore reflects convergent validity between two independent
domain experts, strengthening the traceability validation despite the single-evaluator
design. In cases where the two experts disagree, disagreements are resolved through
both experts independently reviewing the contested case and then discussing it in
a separate meeting until consensus is reached. This consensus-based approach en-
sures that the final ground truth reflects shared expert judgment rather than a single
rater’s perspective.

The sample size of 30 per configuration was chosen based on two considerations:
(1) it provides sufficient statistical power for the Mann-Whitney U test (β ≥ 0.80
for detecting medium effect sizes at α = 0.05); and (2) it represents approximately
one-third of the full dataset, balancing evaluation thoroughness against expert time
constraints. Stratified sampling across coverage groups (10 per group per configu-
ration) ensures representativeness.

The expert evaluated each record on:

1. Classification correctness (Yes/No): Whether the predicted ISO and ENISA
clauses match the golden standard.

2. Quality ratings (Likert 1–5): Relevance and actionability of generated mit-
igations, controls, and risk text, evaluated separately for ISO and ENISA
outputs.

3. Free-text observations: Qualitative comments on output quality.

The purpose of expert evaluation is twofold: first, to validate that the automated
exact-match evaluation accurately reflects human judgment (methodology valida-
tion); and second, to assess whether the generated recommendations are practically
useful for compliance professionals (quality assessment). This addresses RQ3 by
providing human-validated evidence of mitigation quality beyond what automated
metrics can capture.

4.7.5 Statistical Tests
The following statistical tests are used to assess significance:

• McNemar’s exact binomial test: Used for paired binary outcomes (e.g.,
correct vs. incorrect clause prediction). This test is appropriate because each
risk is evaluated under both configurations (baseline and RAG), producing
paired dichotomous observations. McNemar’s test evaluates whether the num-
ber of discordant pairs (cases where one configuration is correct and the other
is not) deviates significantly from chance.

• Wilcoxon signed-rank test: Used for paired continuous metrics (e.g., mit-
igation quality scores). This non-parametric test is appropriate because the
metric distributions are non-normal and the observations are paired (same risk
evaluated under both configurations).
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• Mann-Whitney U test: Used for comparing independent samples in the
expert evaluation (where sampling was performed independently per configu-
ration).

• Spearman’s rank correlation: Used to assess ordinal agreement between
predicted and expected coverage levels.

All tests use α = 0.05. Where multiple comparisons are performed, Bonferroni
correction is applied and noted.

4.8 Threats to Validity

4.8.1 Internal Validity
• Confounding variables: The controlled experimental design (same dataset,

prompts, and evaluation protocol across configurations) minimises confounds.
Temperature is set to 0 to reduce non-determinism, though minor stochastic
variation may still occur.

• Instrumentation: The GSR was constructed by an information security ex-
pert at Stratsys who defined the correct clause mappings for all 93 risks. The
dataset itself consists of real-world risks identified by the same expert. Any
errors in the GSR directly affect reported accuracy. To mitigate this, a sec-
ond expert (Expert B) independently validated a subset of the GSR entries,
achieving near-perfect agreement (κ ≥ 0.97).

4.8.2 External Validity
• Generalisability: Results are specific to the information security domain

(ISO/IEC 27002 and ENISA NIS2). Performance may differ for other regula-
tory frameworks or domains.

• Model evolution: Results are tied to specific LLM versions (GPT-5.1 and
Claude Opus 4.6). Newer model versions may exhibit different performance
characteristics.

4.8.3 Construct Validity
• Metric validity: Exact match accuracy may underestimate performance

when the predicted clause is semantically correct but uses a different clause
identifier. The weighted accuracy and sibling-match metrics partially address
this.

• Coverage subjectivity: The boundary between “partially covered” and
“covered” involves subjective judgment. The relaxed accuracy metric and
Spearman’s correlation mitigate this.

25



4. Methods

4.8.4 Reliability
• Reproducibility: All prompts, configurations, and evaluation scripts are

documented. However, use of licensed ISO/IEC 27001 text and potentially
confidential organisational artifacts may restrict full public release of evalua-
tion data.

• LLM non-determinism: Despite temperature = 0, LLMs may produce
slightly different outputs across runs. Single-run execution is used; repeated
runs are left for future work.

4.9 Supplementary Material
The evaluation scripts, data processing pipelines, and prompt iterations used in this
study are available in an external repository.1 The supplementary material includes:

• Python scripts for clause prediction evaluation, coverage assessment, and mit-
igation quality metrics.

• LLM-as-Judge evaluation scripts.

• Prompt versions and iteration history.

• Raw evaluation output data in JSON format.

1Repository URL to be added upon publication.
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Results

This chapter presents the experimental results across all four configurations. Sec-
tion 5.1 reports descriptive statistics of the dataset and pipeline outputs. Section 5.2
presents clause identification and coverage assessment results (RQ1). Section 5.3
reports the effect of LLM model choice (RQ2). Section 5.4 reports mitigation rec-
ommendation quality (RQ3). Section 5.5 presents expert validation. Section 5.6
summarises statistical significance. Section 5.7 provides the overall findings.

5.1 Descriptive Statistics
Table 5.1 summarises the dataset composition. All 93 risks have both ISO/IEC 27002
and ENISA NIS2 ground-truth mappings in the GSR. The risks are distributed into
three coverage groups of equal size (31 each) to enable balanced statistical com-
parison. This balanced design was chosen because equal group sizes maximise the
statistical power of non-parametric tests and ensure that each coverage level con-
tributes equally to accuracy metrics.

The risks span four ISO 27002 control themes. ISO/IEC 27002 organises its controls
starting from Chapter 5 (Chapters 1–4 address scope, normative references, terms,
and structure). The four control themes in Chapters 5–8 are: organisational controls
(Ch. 5), people controls (Ch. 6), physical controls (Ch. 7), and technological controls
(Ch. 8).
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Table 5.1: Dataset composition

Characteristic Value
Total risks 93

Group 0 (no mitigation provided) 31
Group 1 (partial mitigation provided) 31
Group 2 (full mitigation provided) 31

ISO Ch. 5 Organisational 37 (39.8%)
ISO Ch. 6 People 8 (8.6%)
ISO Ch. 7 Physical 14 (15.1%)
ISO Ch. 8 Technological 34 (36.6%)

Risks with ENISA mapping 93 (100%)

Table 5.2 summarises key characteristics of the generated outputs. The confidence
score is a self-reported value (scale 1–10) that the LLM assigns to its own clause
selection, indicating how certain it is that the chosen clause is the correct match.
This score is extracted from the structured JSON output of the clause selection step.
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Table 5.2: Descriptive statistics of pipeline outputs across all four configurations

Metric GPT-5.1 B GPT-5.1 RAG Claude B Claude RAG

Confidence scores (1–10)
Mean (SD) 8.73 (0.61) 9.23 (0.64) 9.41 (0.58) 9.14 (0.92)
Median 9.0 9.0 9.0 9.0
Range 7–10 7–10 8–10 5–10

Coverage predictions
Not covered 51 32 46 38
Partially covered 36 61 39 54
Covered 6 0 8 1

Mitigation output (word count)
n (non-empty) 87 88 80 91
Mean (SD) 342 (78) 395 (77) 232 (48) 272 (54)
Median 329 401 224 266
Range 214–588 238–551 144–436 160–452

Mitigation items per risk
Mean (Median) 11.6 (12) 13.3 (14) 10.0 (10) 11.0 (11)
Range 8–18 9–20 7–14 1–20

Several patterns emerge from the descriptive statistics. First, all configurations
exhibit high self-reported confidence (median = 9 across all four), with limited
variance, suggesting potential overconfidence. Second, both pipelines show a strong
conservative bias in coverage assessment—predicting covered in fewer than 9% of
cases despite one-third of inputs having full mitigations. Third, RAG configurations
produce longer mitigations (395 vs 342 words for GPT-5.1; 272 vs 232 for Claude),
consistent with grounding in verbose regulatory text. Fourth, GPT-5.1 generates
substantially more verbose output than Claude across both conditions.

5.2 Clause Identification and Coverage Assessment
(RQ1)

This section evaluates whether retrieval-augmented grounding improves the accu-
racy of regulatory clause identification and coverage assessment compared to the
non-grounded baseline.
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5.2.1 Consolidated Clause Prediction Results
Table 5.3 presents all clause prediction results across both models, both config-
urations, and both regulatory frameworks. The table is organised by document
(ISO 27002 and ENISA NIS2), with columns grouped by grounding configuration
(RAG vs Baseline) and LLM model within each configuration.

Table 5.3: Consolidated clause prediction accuracy (n = 93). Bold values indicate
the best result per metric. Grey cells highlight statistically significant differences
between LLMs.

RAG Baseline LLM diff.
Metric GPT-5.1 Claude GPT-5.1 Claude p-value

Document 1: ISO/IEC 27002
Exact match 79.6% 84.9% 43.0% 86.0% < 0.001∗∗∗ (B)
Weighted accuracy 0.860 0.887 0.629 0.887 —
Top-5 recall 95.7% 95.7% — — = (same index)
Sibling matches 12.9% 7.5% 39.8% 5.4% —
Complete misses 7.5% 7.5% 17.2% 8.6% —
B vs RAG (p) GPT: 0.000001∗∗∗ Claude: 1.0 (ns)
LLM diff (p) 0.125 (ns) < 0.001∗∗∗

Document 2: ENISA NIS2
Exact match 33.3% 35.5% 0.0% 0.0% ns
Top-5 recall 63.4% 63.4% — — = (same index)
B vs RAG (p) < 0.001∗∗∗ < 0.001∗∗∗

The consolidated view reveals several key findings. For ISO clause prediction, RAG
substantially improves GPT-5.1 (from 43.0% to 79.6%, p = 0.000001) but does
not significantly improve Claude (86.0% to 84.9%, p = 1.0). Claude achieves high
accuracy from parametric knowledge alone, suggesting that its pre-training data
includes extensive ISO 27002 content. The majority of GPT-5.1 baseline errors are
sibling-level near-misses (39.8%), indicating that the model identifies the correct
control family but selects the wrong specific control within it.

For ENISA clause prediction, neither model can identify clauses from parametric
knowledge (0% for both baselines), suggesting that the ENISA NIS2 Technical Im-
plementation Guidance (published June 2025) is not represented in pre-training
data. RAG enables moderate ENISA accuracy (33–35%), with the retrieval step
surfacing the correct clause in the top-5 candidates in 63.4% of cases. The gap
between top-5 recall and final selection accuracy suggests room for improvement in
the generation step.
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Both RAG configurations achieve identical top-5 recall (95.7% ISO, 63.4% ENISA),
confirming that retrieval performance is independent of the generation model—both
share the same index and embedding model.

5.2.2 Coverage Assessment Results
Table 5.4 presents coverage assessment accuracy following the same structure, grouped
by configuration and model.

Table 5.4: Coverage assessment accuracy (n = 93). Bold values indicate the best
per-metric result. Statistically significant differences (p < 0.05) are marked with
asterisks.

RAG Baseline
Metric GPT-5.1 Claude GPT-5.1 Claude
Strict accuracy 65.6% 62.4% 59.1% 62.4%
Relaxed accuracy 98.9% 92.5% 78.5% 83.9%
Spearman’s ρ 0.859 0.778 0.531 0.694

Relaxed accuracy by input group (GPT-5.1 only)
Group 0 (no mitigation) 100.0% — 100.0% —
Group 1 (partial mitigation) 96.8% — 71.0% —
Group 2 (full mitigation) 100.0% — 64.5% —

Statistical tests (McNemar’s, Baseline vs RAG)
GPT-5.1 p = 0.000004∗∗∗

Claude p = 0.057 (ns)

Under the relaxed evaluation criterion, RAG achieves near-perfect coverage assess-
ment for GPT-5.1 (98.9%, p = 0.000004). Spearman’s rank correlation (ρ = 0.859)
confirms strong ordinal agreement—when more mitigations are provided in the in-
put, RAG reliably rates coverage higher. For Claude, RAG improves coverage assess-
ment from 83.9% to 92.5%, but this difference does not reach statistical significance
(p = 0.057). This is because Claude’s baseline performance is already relatively
strong—its parametric knowledge of ISO 27002 provides a higher starting accuracy,
leaving less room for RAG to demonstrate statistically significant improvement. The
smaller effect size (8.6 percentage points vs. 20.4 for GPT-5.1) combined with the
sample size (n = 93) results in insufficient statistical power to detect this smaller
difference at α = 0.05. Both pipelines exhibit conservative bias (rarely predicting
covered), which is arguably a safer failure mode in compliance contexts.
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5.2.3 Confidence Calibration
RAG produces better-calibrated confidence scores for GPT-5.1: higher correlation
between confidence and actual accuracy (r = 0.511 vs 0.349), more high-confidence
correct predictions, and fewer high-confidence errors (18 vs 49 cases where confi-
dence ≥ 7 but prediction is wrong). The baseline is overconfident—it assigns high
confidence scores even when predictions are incorrect.

5.2.4 Summary: RQ1
RAG significantly improves clause identification and coverage assessment for GPT-
5.1. For Claude, which already possesses strong parametric knowledge of ISO 27002,
RAG provides only a small, non-significant improvement. For both models, RAG
is essential for ENISA clause identification, which is impossible from parametric
knowledge alone.

5.3 Effect of LLM Model Choice on Gap Detec-
tion Performance (RQ2)

This section presents the results comparing GPT-5.1 and Claude Opus 4.6 on clause
prediction accuracy and coverage assessment under both configurations.

Without retrieval, Claude Opus 4.6 substantially outperforms GPT-5.1 on ISO
clause prediction (86.0% vs 43.0%, p < 0.000001). This 43 percentage point gap
reflects differences in parametric knowledge of the ISO 27002 framework between
the two models. Neither model can identify ENISA clauses from parametric knowl-
edge.

Under RAG, the ISO clause prediction gap narrows from 43 pp to 5.3 pp and is
no longer statistically significant (p = 0.125). Both models achieve identical top-5
recall, confirming that retrieval performance is model-independent. For coverage as-
sessment, GPT-5.1 RAG achieves slightly higher accuracy than Claude RAG (98.9%
vs 92.5%, p = 0.031), though this does not survive Bonferroni correction.

Table 5.5: Performance gap between models: baseline vs RAG

Metric Gap (Baseline) Gap (RAG)
ISO exact match 43.0 pp 5.3 pp
Weighted accuracy 0.258 0.027
Coverage (relaxed) 5.4 pp 6.4 pp†

†GPT-5.1 RAG is higher for coverage

RAG reduces the inter-model performance gap from 43 pp to 5.3 pp for clause pre-
diction. This suggests that retrieval-augmented grounding compensates for weaker
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parametric knowledge, reducing dependency on specific model capabilities. Organi-
sations could select LLMs based on cost or availability rather than domain expertise,
provided RAG infrastructure is in place.

5.4 Quality of Generated Remediation Recommen-
dations (RQ3)

This section evaluates whether retrieval-augmented grounding produces higher-quality
mitigation recommendations. The primary comparison is presented for ISO/IEC 27002
outputs (GPT-5.1 model), because pairwise mitigation comparison requires both
configurations to identify a valid clause—since the ENISA baseline achieves 0%
clause accuracy (Section 5.2), its mitigations are generated against incorrect clauses,
making direct quality comparison uninformative. ENISA mitigation quality under
RAG is discussed separately where noted. For fair pairwise comparison, only risks
where both configurations produce non-empty mitigations are included (n = 83 for
GPT-5.1). Ten risks were excluded because at least one configuration produced
an empty mitigation field, predominantly in Group 2 where the pipeline correctly
identified full coverage and did not generate redundant recommendations.

5.4.1 Comparison of Evaluation Methods
Three independent methods evaluated mitigation quality, yielding partially diver-
gent results. Table 5.6 presents the three evaluation methods side by side.
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Table 5.6: Mitigation quality: comparison of three evaluation methods (GPT-5.1,
n = 83)

Method Baseline RAG Finding

NLP metrics (automated, lexical overlap)
Semantic re-

call
0.539 0.542 No difference

(ns)
BERTScore

F1
0.171 0.158 Baseline higher

(p = 0.008)
ROUGE-L F1 0.054 0.046 Baseline higher

(p < 0.001)

LLM-as-Judge (Claude evaluating GPT-5.1 outputs)
Relevance (1–

5)
4.48 4.78 RAG higher

Completeness
(1–5)

4.28 4.61 RAG higher

Actionability
(1–5)

4.70 4.98 RAG higher

Overall (1–10) 7.71 8.49 RAG higher
Pairwise wins 16.9% 80.7% RAG wins

Expert evaluation (ISO mitigations, Likert 1–5)
Mean (Me-

dian)
4.45 (5.0) 4.55 (5.0) No difference

(p = 0.396)

The three methods disagree on ISO mitigation quality, and this disagreement is itself
an important finding. The divergence is explainable by the distinct properties of
each method:

NLP metrics measure lexical overlap with the golden standard reference. RAG
produces longer, more framework-aligned text that uses different vocabulary from
the golden standard’s concise phrasing, depressing lexical overlap scores without
reducing semantic coverage. These metrics are therefore not well-suited for evaluat-
ing generative compliance outputs where correct answers can be expressed in many
different ways.

The LLM-as-Judge evaluates relevance, completeness, actionability, and specificity—
dimensions where RAG’s grounding in retrieved regulatory text provides measurable
advantage through richer contextual detail. The judge (Claude Opus 4.6) evaluates
GPT-5.1 outputs to avoid self-evaluation bias.

The expert evaluation shows a ceiling effect: both pipelines achieve median quality
of 5/5 for ISO mitigations, leaving insufficient variance to detect differences. The
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expert’s holistic “good enough” threshold is reached by both pipelines for ISO-
grounded content.

For ENISA outputs, all three methods converge: RAG produces significantly higher-
quality content (p < 0.001 on expert ratings), because baseline cannot produce
meaningful ENISA-grounded output at all.

5.4.2 Misleading Outputs
RAG produces fewer misleading mitigations—records where the pipeline generated
substantial output (≥5 items) but achieved low semantic recall (<0.4): 2 records
(2.4%) for RAG vs 7 records (8.4%) for baseline. This indicates that grounding
in retrieved regulatory text reduces the risk of generating plausible-sounding but
off-target recommendations.

5.5 Expert Validation
A domain expert independently evaluated a stratified random sample of 30 risks per
configuration (120 records total). The evaluation validates the automated method-
ology and provides human-assessed quality judgments.

5.5.1 Agreement Between Expert and Automated Evalua-
tion

Table 5.7: Expert vs automated evaluation agreement (n = 120)

Framework Agreement Cohen’s κ Concordant correct Concordant wrong
ISO 27002 100.0% (120/120) 1.000 88 32
ENISA NIS2 99.2% (119/120) 0.967 18 101

The expert and automated evaluation achieve perfect agreement on ISO clause cor-
rectness (κ = 1.00) and near-perfect agreement on ENISA (κ = 0.97). Cohen’s
κ is computed here between Expert B’s binary verdict (correct/incorrect) and the
automated evaluation’s binary verdict on the same 120 records, treating the two
assessment methods as independent raters of the same items.

Importantly, because the automated evaluation uses Expert A’s GSR as ground
truth, this agreement also represents indirect inter-rater reliability between the two
domain experts. Expert A defined what constitutes a correct clause mapping (via
the GSR), and Expert B independently confirmed those same correctness judgments
when evaluating pipeline outputs. The near-perfect convergence (κ ≥ 0.97) between
their judgments—despite being made independently and at different stages of the
study—provides strong evidence that the traceability mappings are robust and not
artefacts of a single evaluator’s interpretation.

35



5. Results

5.5.2 Expert Quality Ratings by Framework
For ISO-grounded outputs, the expert rates both pipelines highly (median mitiga-
tion quality = 5/5) with no statistically significant difference between baseline and
RAG (Mann-Whitney U , p = 0.396). For ENISA-grounded outputs, RAG produces
significantly higher-quality content on all dimensions (p < 0.001), while baseline
ENISA ratings are at floor (median = 1) because baseline configurations cannot
identify correct ENISA clauses.

5.5.3 Qualitative Observations
The expert provided 11 free-text comments. Three themes emerged: (1) generated
risk text was correct but excessively verbose (7/11 comments); (2) one case of se-
mantic shift where the improved risk statement altered the original risk meaning;
(3) two records with empty outputs for Group 2 risks where coverage was correctly
assessed as sufficient.

5.6 Statistical Significance Summary
Table 5.8 summarises all statistical tests performed. Bonferroni-corrected signifi-
cance threshold: αadj = 0.05/16 ≈ 0.003.

Table 5.8: Statistical significance summary (all comparisons)

Comparison Metric Test p-value

RQ1: RAG vs Baseline
GPT-5.1: B vs RAG ISO exact match McNemar 0.000001∗∗∗

GPT-5.1: B vs RAG ENISA exact match McNemar < 0.000001∗∗∗

GPT-5.1: B vs RAG Coverage (relaxed) McNemar 0.000004∗∗∗

Claude: B vs RAG ISO exact match McNemar 1.0 (ns)
Claude: B vs RAG Coverage (relaxed) McNemar 0.057 (ns)

RQ2: Model Comparison
Baseline: GPT vs Claude ISO exact match McNemar < 0.000001∗∗∗

RAG: GPT-5.1 vs Claude ISO exact match McNemar 0.125 (ns)

RQ3: Mitigation Quality
GPT-5.1: B vs RAG Semantic recall Wilcoxon 0.935 (ns)
GPT-5.1: B vs RAG ROUGE-L F1 Wilcoxon 0.000020∗∗∗

GPT-5.1: B vs RAG LLM-judge pairwise Binomial 80.7% RAG wins
B vs RAG ENISA quality (expert) Mann-Whitney < 0.001∗∗∗

B vs RAG ISO quality (expert) Mann-Whitney 0.396 (ns)
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5.7 Summary of Findings
The key findings from this experiment are summarised below.

RQ1: Clause identification and coverage assessment

Retrieval-augmented grounding significantly improves clause identification for
GPT-5.1, increasing ISO accuracy from 43.0% to 79.6%. The improvement
is driven by the retrieval step, which surfaces the correct clause in the top-5
candidates in 95.7% of cases. For ENISA, RAG enables clause identification
that is not possible from parametric knowledge alone. Coverage assessment
accuracy improves from 78.5% to 98.9% for GPT-5.1 under relaxed evaluation.
For Claude Opus 4.6, which already achieves strong ISO accuracy (86.0%)
from parametric knowledge, RAG does not provide a statistically significant
improvement in ISO clause prediction. However, RAG remains necessary for
ENISA identification regardless of the model.

RQ2: Effect of LLM model choice

The choice of LLM model significantly affects baseline performance, with
Claude demonstrating stronger parametric knowledge of ISO 27002 than GPT-
5.1. Under RAG, this gap narrows to a non-significant 5.3 percentage points.
Retrieval performance is model-independent. This suggests that RAG re-
duces dependency on model-specific domain knowledge. Whether Claude’s
stronger baseline performance stems from architectural differences, training
data composition, or post-training alignment cannot be determined from ex-
ternal evaluation alone—the pre-training corpora of commercial LLMs are not
publicly disclosed. What is empirically observable is that Claude’s parametric
knowledge of ISO 27002 clause structure is more accurate, regardless of the
underlying cause. Under RAG, this advantage is neutralised because both
models receive the same retrieved context.

RQ3: Mitigation recommendation quality

Three evaluation methods yield partially divergent results for ISO outputs.
NLP metrics show slight baseline advantage due to lexical divergence; LLM-
as-Judge evaluation shows RAG produces higher-quality recommendations
(80.7% pairwise win rate); expert evaluation shows no significant difference
due to a ceiling effect. For ENISA outputs, all methods converge: RAG is
clearly superior. The disagreement between evaluation methods for ISO out-
puts is itself a methodological finding—it demonstrates that lexical overlap
metrics are insufficient for assessing generative compliance outputs and that
multi-method evaluation is necessary.
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Discussion

This chapter discusses the implications of the findings, situates the results within
the context of prior work, and identifies limitations and delimitations of the study.

6.1 Interpretation of Results
The results demonstrate that the effect of retrieval-augmented grounding depends
on the model’s existing parametric knowledge of the regulatory domain. For models
with weaker domain-specific knowledge, RAG substantially improves clause iden-
tification accuracy. For models that already possess strong parametric knowledge,
the benefit of RAG shifts from accuracy improvement to enabling access to regu-
latory frameworks absent from pre-training data and providing traceable evidence
chains. This distinction has practical implications: organisations may choose be-
tween investing in RAG infrastructure or selecting models with stronger parametric
knowledge, depending on their traceability and auditability requirements.

The finding that RAG narrows the performance gap between models aligns with the
practical needs identified by Esposito et al. [15], who emphasise that AI systems in
governance contexts must be transparent and defensible. By anchoring each compli-
ance finding in retrieved regulatory text, RAG provides a mechanism for traceability
that is independent of the model’s internal knowledge—each clause selection is sup-
ported by explicit evidence rather than implicit parametric associations. This has
implications for regulatory contexts where findings must be auditable and defensible.

The observation that both models fail completely on ENISA baseline (0% accu-
racy) while achieving moderate accuracy under RAG highlights the importance of
retrieval for newer or less widely-known regulatory frameworks. However, the mod-
erate ENISA accuracy under RAG (33–35%) also indicates that retrieval alone is
not sufficient—improvements in the generation step (e.g., better reasoning over re-
trieved candidates) may be needed. This aligns with the finding by Niu et al. [50]
that RAG-based compliance approaches require careful tuning of both retrieval and
generation components to achieve high accuracy.
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6.2 Mitigation Quality and Evaluation Challenges
The divergence between NLP metrics, LLM-as-Judge evaluation, and expert rat-
ings reveals fundamental limitations of current evaluation approaches for generative
compliance outputs. Surface-level metrics penalise RAG for producing verbose,
framework-aligned text that uses different vocabulary from the reference phrasing,
while LLM-as-Judge evaluation captures practical quality advantages that lexical
overlap cannot measure.

The expert evaluation reveals a ceiling effect for ISO outputs: both pipelines meet
the practitioner’s quality threshold for ISO-grounded mitigations. This suggests
that for well-known regulatory frameworks, both grounded and ungrounded LLMs
can produce recommendations that are practically useful. The critical differentiator
is output quality for frameworks not well-represented in pre-training data, where
RAG enables meaningful generation that the baseline cannot produce.

This finding has methodological implications for future evaluations of compliance
automation systems. Lexical overlap metrics alone are insufficient, particularly when
systems produce framework-aligned text that is correct but phrased differently from
reference standards. The disagreement between methods is itself a contribution:
it demonstrates that multi-method evaluation combining automated scoring, LLM-
as-Judge, and expert assessment provides a more complete and reliable picture of
system quality than any single method alone.

6.3 Practical Implications
The results have several practical implications for organisations seeking to automate
regulatory gap analysis. First, retrieval infrastructure is particularly important for
regulatory frameworks that are not well-represented in LLM pre-training data. Both
models failed completely on ENISA baseline, demonstrating that parametric knowl-
edge cannot be relied upon for newer or less widely-disseminated frameworks. For
established frameworks like ISO 27002, models with strong parametric knowledge
may produce adequate results without retrieval, though traceability is lost.

Second, the high retrieval recall suggests that the retrieval component is effective at
surfacing relevant clauses. The gap between retrieval performance and final selection
accuracy indicates that improvements in the generation step could yield further gains
without changes to the retrieval infrastructure.

Third, the conservative bias observed in coverage assessment—where both pipelines
rarely predict full coverage—represents a cautious failure mode that may be accept-
able in compliance contexts where overlooking a gap is more costly than flagging a
non-existent one. Practitioners should be aware of this tendency when interpreting
pipeline outputs.
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6.4 Limitations
Several factors may affect the generalisability or interpretation of the results.

The evaluation relies on comparing LLM outputs against the Golden Standard Ref-
erence (GSR), which was developed with expert input but may contain inherent
subjectivity. Any errors in the GSR directly affect the reported accuracy metrics.
To mitigate this concern, the expert evaluation validates a subset of the automated
findings, achieving near-perfect agreement (Cohen’s κ ≥ 0.97), which provides con-
fidence that the GSR accurately captures correct clause mappings.

Large Language Models are probabilistic by nature. While temperature was set
to zero to minimise non-determinism, minor stochastic variation may still occur
between runs. The experiment uses single-run execution; repeated runs with confi-
dence intervals are left for future work.

Regulatory compliance in the information security domain is often open to inter-
pretation. The boundary between “partially covered” and “fully covered” involves
subjective judgment that both the GSR construction and the pipeline’s coverage
assessment must navigate. The relaxed accuracy metric and Spearman’s rank cor-
relation partially address this by accepting adjacent predictions as correct.

The experiment results are tied to specific LLM model versions (GPT-5.1 and Claude
Opus 4.6). Given the rapid evolution of LLM capabilities, findings regarding para-
metric knowledge strength and hallucination rates may change with newer model
iterations. However, the relative comparison between baseline and RAG configura-
tions is expected to remain informative, as the underlying mechanism (grounding
vs. parametric knowledge) is model-architecture-independent.

The mitigation quality evaluation is based on a single rater (Expert B), which pre-
cludes direct inter-rater reliability analysis for recommendation quality. However,
for traceability evaluation, indirect inter-rater agreement is achieved through the
separation of roles: Expert A defined correct clause mappings (via the GSR) and
Expert B independently confirmed them (κ ≥ 0.97). The mitigation quality ratings
nonetheless represent one professional’s perspective and may not generalise to all
compliance practitioners.

Use of licensed ISO/IEC 27001 text restricts full public release of the regulatory
index used for retrieval, limiting external replication of the retrieval component. The
prompts, evaluation scripts, and experimental methodology are fully documented.

Regarding generalisability of the input data: the input format used in this study—
structured risk descriptions with optional mitigation and control fields—is repre-
sentative of standard GRC platforms and risk register formats used across indus-
tries. The pipeline requires only free-text risk descriptions and optional mitigation
text, which are available in any organisation maintaining a risk register or ISMS
documentation. The regulatory indexes (ISO/IEC 27002 and ENISA NIS2 Tech-
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nical Implementation Guidance) are publicly available standards. Therefore, the
approach is replicable by any organisation with access to an LLM API and their ex-
isting risk management documentation, without requiring proprietary data formats
or specialised tooling.

6.5 Delimitations
This study is intentionally narrowed in scope to ensure feasibility and depth of
analysis.

The study focuses exclusively on inference-time grounding techniques. Fine-tuning
and post-training are excluded from the evaluation, as the goal is to assess scalable
and cost-effective techniques that do not require model modification. This means
the results do not speak to whether fine-tuned models could achieve superior per-
formance.

The empirical evaluation is restricted to the information security domain, specifically
the 93 controls defined in ISO/IEC 27002 (chapters 5–8) and corresponding ENISA
NIS2 clauses. While the underlying techniques may be applicable to other regulatory
frameworks (e.g., GDPR, sustainability regulations), this study does not validate
performance across multiple domains.

The analysis covers all four ISO 27002 control themes (organisational, people, phys-
ical, technological) and evaluates against specific ENISA NIS2 chapters. While this
provides broad coverage of the ISO standard, the ENISA evaluation is limited to
the chapters represented in the dataset.

The analysis is restricted to textual regulatory documents and organisational arti-
facts. Complex visual data (e.g., architectural diagrams or scanned documents) is
considered out of scope unless pre-processed into text.
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Conclusion

This thesis evaluated whether Retrieval-Augmented Generation (RAG) improves
the accuracy, recommendation quality, and clause-level traceability of LLM-assisted
regulatory gap analysis in the information security domain. A controlled compu-
tational experiment compared baseline (non-grounded) and RAG configurations for
two LLM models (GPT-5.1 and Claude Opus 4.6) on a dataset of 93 compliance
risks evaluated against an expert-validated Golden Standard Reference.

The findings show that retrieval-augmented grounding significantly improves regu-
latory clause identification for models with weaker parametric domain knowledge.
For GPT-5.1, ISO clause prediction accuracy improved from 43.0% to 79.6%, and
ENISA identification was enabled where it was previously impossible. Coverage as-
sessment accuracy reached 98.9% under relaxed evaluation. For Claude Opus 4.6,
which already achieves strong ISO accuracy from parametric knowledge, RAG did
not provide a statistically significant improvement for ISO clauses but remained
necessary for ENISA identification.

The choice of LLM model significantly affects baseline performance, but under RAG
the inter-model gap narrows from 43 percentage points to a non-significant 5.3
points. This suggests that retrieval-augmented grounding reduces dependency on
model-specific domain knowledge and can serve as an equaliser across architectures.

Mitigation quality evaluation revealed a methodological finding: NLP metrics, LLM-
as-Judge, and expert evaluation yield divergent results for ISO outputs due to their
different measurement properties. For ENISA outputs, all methods agree that RAG
produces higher-quality content. The disagreement for ISO outputs demonstrates
that lexical overlap metrics are insufficient for evaluating generative compliance
outputs and that multi-method evaluation is necessary.

Expert validation achieved near-perfect agreement with the automated evaluation
methodology (Cohen’s κ ≥ 0.97), confirming that automated exact-match evalua-
tion accurately reflects domain expert judgment.

7.1 Contributions
This thesis makes the following contributions:
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1. Empirical evidence that RAG significantly improves regulatory clause identi-
fication for LLMs with weaker parametric domain knowledge, while providing
limited benefit for models with strong existing knowledge of the regulatory
framework.

2. Demonstration that RAG acts as a model equaliser, reducing dependency on
model-specific domain knowledge for regulatory gap analysis.

3. Evidence that RAG is essential for identifying clauses from regulatory frame-
works not represented in LLM pre-training data (ENISA NIS2).

4. A methodological finding that traditional NLP metrics (ROUGE, BERTScore)
are insufficient for evaluating generative compliance outputs and that multi-
method evaluation is necessary.

5. A validated evaluation methodology combining automated exact-match eval-
uation, LLM-as-Judge, and expert assessment for regulatory gap analysis sys-
tems.

7.2 Future Work
Several directions for future research emerge from this work. First, evaluating agen-
tic architectures (multi-step reasoning with tool use) as an alternative or complement
to RAG for regulatory compliance tasks. Second, extending the evaluation to ad-
ditional regulatory frameworks beyond ISO/IEC 27002 and ENISA NIS2 to assess
generalisability. Third, conducting repeated experimental runs to quantify LLM
non-determinism and compute confidence intervals. Fourth, evaluating with mul-
tiple domain experts to enable inter-rater reliability analysis. Fifth, investigating
retrieval improvements (e.g., re-ranking, query expansion) to close the gap between
top-5 recall and final selection accuracy, particularly for ENISA clauses.

7.3 Disclosure of AI Use
Large Language Models were used as tools during the preparation of this thesis in
the following ways:

• Pipeline implementation: LLMs (GPT-5.1 and Claude Opus 4.6) were
used as the experimental objects being evaluated—they are the subject of the
study, not merely tools for writing.

• Writing assistance: An LLM was used to assist with drafting, restructuring,
and revising thesis text. All content was reviewed, verified, and edited by the
author. The research design, analysis, interpretation, and conclusions are the
author’s own work.

• Code development: LLM-assisted code generation was used for evaluation
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scripts and data processing pipelines. All code was reviewed and tested by the
author.

The evaluation scripts and supplementary materials are available in the project
repository.1

1Repository URL to be added upon publication.
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Prompt Listings and Iteration

History

The complete prompt listings, iteration history, and supplementary implementation
material are available in the accompanying GitHub repository:

https://github.com/jena94/masters-thesis-rag-compliance
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