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Antonia Welzel
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Abstract
Security assurance cases consist of arguments which are supported by evidence to
justify that a system is acceptably secure. However, security assurance cases are
relatively static and therefore currently not effective at runtime in supporting users
to mitigate threats. The aim of this thesis was to investigate how security assurance
cases can be extended with game theory in order to enable dynamic decision-support
in the context of threats and environmental changes. Game theory is able to rep-
resent the interaction between different actors and identify their optimal strategies
based on their payoffs and likelihoods.

In order to identify the relevant requirements for a security assurance case exten-
sion, interviews were conducted with security experts to identify what challenges
there are with maintaining security assurance cases at runtime that make them not
able to effectively support decisions. The security assurance case extension was then
created based on these findings and in the end evaluated with the security experts
in order to assess its effectiveness.

The results show that there are multiple challenges both at runtime itself as well
as design time towards maintaining security assurance cases and enabling them to
become a more ’living’ document. Some of the challenges were, for instance, uncer-
tainty due to the system and environmental complexity, organizational limitations
such as ineffective maintenance processes as well as complex decision processes at
runtime. Moreover, an effective decision-support as part of security assurance cases
would need to be able to simulate decision-making at runtime to guide the strategy
in attack scenarios with humans in the loop in order to subsequently manage the
different challenges.

The extension of the security assurance case was added as a security control con-
nected to assets in the security assurance case, where a claim indicates what strategy
should be taken at runtime. This claim changes dynamically with the recommended
strategy output by the game-theoretic model at runtime. The concept of integrat-
ing more runtime adaptivity is new and relatively complex. Overall, based on the
results of the evaluation, the extension was considered as being potentially useful,
however this would further depend on how it will be implemented in practice.

Keywords: Security Assurance, Security Assurance Cases, Game Theory, Dynamic
Decision-making, Runtime.
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1
Introduction

The chapter presents the research topic, its background and the purpose of this
study.

1.1 Security Assurance of Systems
The security of a system has become increasingly important with higher levels of
connectivity and the subsequent more extreme consequences of cyberattacks [1].
Therefore, providing assurances for the security of a system is also becoming a more
essential part of system development and maintenance. One way to assess and sub-
sequently ensure security in a system are security assurance cases, which can be
used to increase confidence in the security of the system as well as identify potential
weaknesses [2]. Security assurance cases consist of a set of arguments and evidence
which build a case describing why the system can be considered acceptably secure.
For each argument in the assurance case, there is the overall claim that a system
is acceptably secure, which then branches into different sub-claims that ultimately
end up in a final analysis in the form of evidence to show that they are true [3].

Many studies have so far focused on applying security assurance cases in different
contexts and industries, however there is not yet much research focusing on how the
security of a system can be ensured aside from assumptions and requirements that
support the claims and arguments. Moreover, there is still little research in regards
to how security assurance cases can be maintained at runtime and support more con-
tinuous maintenance as well as compliance. Additionally, security assurance cases
show a more static version of decision-making and evidence of the system’s security
at design time. However, when an attack occurs, due to for example unexpected
behaviour, the security claims in the assurance cases might not hold and therefore
consideration of how the system behaves at runtime is needed.

1.2 Problem Statement
Security assurance cases are used to document the system’s quality specifically in
terms of security and additionally with this documentation the system’s compliance
with certain standards and regulations can be checked and maintained. Therefore,
security assurance cases represent an important design document to show that the
system is acceptably secure, which is generally difficult to define since it is very
context-dependent as well as complex. As a result, the assurance cases can then
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1. Introduction

help increase the confidence in the system’s security, which in this context is defined
as the belief that the system’s security is reliable.

However, security is dynamic, which means there will be changes to the system
at runtime. These changes have to also be reflected in the security assurance cases
in order to maintain their claims and evidence, and consequently the confidence they
provide for the system in question. Hence, security assurance cases would need to
provide some form of reassurance that the system at runtime is still in compliance
with the standards they should have, which would then also maintain the confidence
in its quality. Therefore, as the relevance of a security assurance case is dependent
on how it is maintained and able to reflect the current state of the system, it would
then be necessary to be able to understand how possible attacks would affect the sys-
tem or cause it to react in order to support the design and decision-making processes.

One way to approach this issue could be through game theory. Game theory studies
the interactions between independent self-interested agents, where the actions of
each actor is modeled to understand how they will affect each other and what the
outcomes might be [4]. Different possible plays of action can be modeled to identify
the outcome. In the context of system security this would be through for instance
an attack-defense model. Currently, the assessment of the security of the system is
based on the evidence, assumptions and arguments in the assurance cases. Using
game theory, the level of security of a system could be modeled based on the argu-
ments and evidence in assurance cases as a sequence of ‘moves’ made by the system
and how secure they are from an attack while also considering the uncertainties of
unknown events that might occur once the system is in use.

While there have been many connections between game theory and computer or
network security, where games have been used to for instance model different attack
or defense strategies, there is still a gap in the literature regarding game theory and
security assurance cases. Considering that industry standards and regulations are
continuously changing, the maintenance of security assurance cases is very demand-
ing and therefore they would benefit from incorporating a process for continuous
compliance, such as runtime adaptation using game theory to keep up with the
changes in their domain. Therefore, this issue would be relevant for both research
purposes as well as in practice.

1.3 Aim
The purpose of this thesis is to explore challenges with maintaining security as-
surance cases at runtime, and to investigate how security assurance cases can be
extended with game theory to be able to consider the system’s behaviour at run-
time by creating a decision-support mechanism for designing security assurance cases
and maintaining them as their environment changes. By including game theory, the
decision-making process as well as the maintenance can become more dynamic to
increase the confidence in the security assurance case and also in turn the system’s
security.
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1. Introduction

1.4 Research Questions
In order to improve the design and maintenance of security assurance cases and
approach a possible solution towards security assurance cases becoming more of a
‘living’ document, a better understanding of the main issues with security assurance
cases and how they are not currently effective at runtime is required. Therefore, the
first research question in this thesis is the following,
RQ 1: What are the current challenges with maintaining the security
assurance cases at runtime?

Moreover, security assurance cases increase the confidence in the system since they
represent and provide a form of reassurance that it is in compliance with the in-
dustry standards and regulations and therefore also proves the level of security of
their system. However, it is important to understand how much of an effect game
theory as decision-support has on increasing the confidence in the case and whether
more dynamic decision-making can improve security assurance cases’ effectiveness
at runtime and therefore the confidence in them. Consequently, the second research
question is,
RQ 2: To what extent can the confidence in security assurance cases be
increased with game theory based decision-making?

The last research question focuses on how security assurance cases are extended
with game theory to be able to evaluate multiple strategies and consider the uncer-
tainties in the environment that take place at runtime.
RQ 3: How can security assurance cases be extended to include runtime
behaviour using a model based on game theory?

1.5 Disposition
The next chapter describes the theoretical background to security assurance cases
as well as game theory. Following this, the related work within cybersecurity and
security assurance cases at runtime is presented. The chapter after describes the
method of the project and how the research questions were answered. Furthermore,
the results are presented and discussed. Lastly, limitations and possible topics for
future research are discussed.
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2
Theoretical Background

In the following section, the theoretical context to security assurance cases and how
they provide confidence in the security of a system is presented. Moreover, the
section includes background on game theory and typical algorithms that are also
often related to cybersecurity.

2.1 Security Assurance Cases
Security assurance cases are sets of claims and arguments for which evidence is pro-
vided to give information and proof about a system’s cybersecurity. The cases are
therefore used to document and assess the security of a system as well as how well
it fits with the standards and regulations within its industry [2]. For each claim,
there is a set of arguments to show that the claim holds for the system with support
of the arguments and related evidence [5]. This then increases the confidence in
the system that it is secure or “acceptably secure”, as it is typically described in
security assurance cases [6], which refers to the related claims and evidence satis-
fying their security requirements and providing sufficient confidence in the system
security based on the current information and context.

Security assurance cases can be expressed either in textual or graphical form and
there are different approaches for creating them such as the CASCADE framework
[2]. The most common form of documentation of the security assurance cases for a
system is performed with Goal Structuring Notation (GSN) or Claims, Arguments
and Evidence notation (CAE) [2]. An example of a security assurance case is shown
in Figure 2.1. Claims in security assurance cases are statements about a property of
the system that is then argued for and evidence provides proof for it. Additionally,
context nodes are usually connected to claims in order to give the context to what
is stated in the claim and when it applies [2]. Mohamad et al. [2] also consider ‘case
quality’ claims as another form of claim that relate to the quality of the components
used in the security assurance case to justify the system’s security such as other
claims or evidence.

The arguments in the security assurance cases then argue about specific properties
of the system for why the claim holds. As security assurance cases have one top
claim, all claims together with their arguments and the evidence that follow it make
up the arguments for this top claim. The cases’ argument structure can follow dif-
ferent approaches, such as being based on assets, security requirements, threats or
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2. Theoretical Background

Figure 2.1: Example of Security Assurance Case

attack paths, which specify what system properties are in focus for the set of argu-
ments [2]. Therefore, the argumentation strategy needs to be set to define what part
of the system will be argued for and what to structure the claims and subsequent
arguments after.

Lastly, the evidence is presented at the end of a security assurance case to sup-
port the claims and arguments. It can relate to either the technology or to the
processes maintained by people to ensure the security of a system. Evidence needs
to inspire confidence in the previously made claims and it is therefore important to
choose a sufficiently credible evidence type [7].

2.2 Quality Assurance for Security Assurance Cases
In order to provide sufficient assurance for a system’s security, effective processes
have to be set in place along with the required technology as well as the right people
[6]. Moreover, the usefulness of security assurance cases and the confidence they
provide for the system’s security is dependent on whether they are of sufficient qual-
ity, such as effective argumentation structures and the right evidence [2]. Evidence
in these cases is according to Lipson and Weinstock [7] typically the most impact-
ful factor towards providing confidence in the security assurance case’s validity and
credibility of its claims. If the provided evidence is too weak and not fit for the
context of the claims then these claims and the case overall will not be credible.

6



2. Theoretical Background

Security claims typically relate to either the security requirements for the system
or how the system is not vulnerable to potential attacks, where then vulnerabili-
ties might arise when the claims rely on false or incomplete assumptions which do
not apply in reality [7]. Moreover, the cases are typically created at design time
[6]. This means that once the cases have been constructed there might be errors or
issues presented at runtime that were not considered in the design process. There-
fore, a common challenging aspect to security assurance cases is the lack of runtime
considerations. Security domains are exposed to high uncertainty, especially com-
pared to safety domains, since there is often insufficient knowledge about potential
attacks and attackers’ abilities, which makes it more difficult to anticipate the nec-
essary or correct mitigation strategies [8]. In more dynamic environments, such as
security domains or more adaptive systems, there is consequently an increased risk
of security threats taking place at runtime that were not anticipated and therefore
covered in the security assurance case. This would then increase the risk of harm to
the system and also decrease its security assurance and the confidence in the claims
made about the system’s security since they might not apply.

Subsequently, more adaptivity in security assurance cases to external circumstances
would be required to be able to keep up with external changes taking place that
might impact the system. A system, especially self-adaptive or protecting one,
needs to be able to either react with a mitigation strategy or proactively anticipate
threats at runtime [9]. However, when security assurance is developed at design
time the result is often too static to provide enough confidence also at runtime [6].
At the same time, it is challenging to develop dynamic security assurance while
still maintaining compliance with existing security requirements both at design and
runtime.

2.2.1 Maintenance of Security Assurance Cases
Security assurance cases help document and therefore also identify problem areas
in a system in terms of its security. If changes occur to the system, then security
assurance cases can be used to understand if there is a potentially new threat that
needs to be mitigated. However, creating security assurance cases is a difficult and
expensive task due to the large number of security requirements that companies
have to typically adhere to and moreover the requirements’ interpretability further
increases the difficulties in regards to their satisfaction [10]. The complexity of the
system and therefore the evidence that is created can become a challenge to apply in
security assurance cases [7]. In addition, the maintenance process of security assur-
ance cases is also relatively time-consuming, since security is dynamic and therefore
security requirements are continuously changing which needs to be reflected by se-
curity assurance cases. Lipson and Weinstock [7] also mention the importance of
implementing version control and the traceability to security requirements for the
evidence that is provided in assurance cases in order to increase their validity.

In order to ensure that security assurance cases provide a high level of confidence,
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2. Theoretical Background

the evidence is updated or extended with information collected at runtime [11].
Runtime verification is a form of testing of the system at runtime and verifying that
the assumptions are actually true. This will then provide evidence for the system’s
behaviour at runtime and help increase the assurance for claims that correspond
with the evidence. It is therefore an important part of the maintenance process of
security assurance cases in order to validate that there are no new issues and the
system is in compliance with its security properties.

However, this verification often takes place after the system is deployed or in a
test environment with conditions similar to deployment and therefore does not en-
able any knowledge of the system at runtime beforehand. Runtime certification on
the other hand is a form of proactive anticipation of runtime behaviour of a sys-
tem, where assumptions in assurance cases are monitored to predict possible issues.
For instance, Rushby [12] uses Bayesian Belief Networks to represent the security
assurance cases and give an estimate on the confidence of an assumption made at
design time and how secure it can be assumed to be at runtime [11]. These types of
estimates and measures also align with the evaluation methods mentioned in Section
2.2.2.

2.2.2 Evaluating Security Assurance Cases
In order to gain a better understanding of how reliable and credible a security assur-
ance case is for the system it represents, there are multiple measures used for eval-
uations of security assurance cases. Therefore, these evaluations can help increase
the confidence in the security assurance case’s claims. A form of this is proposed by
Lin, Shen, and Cheng [13], where the authors calculate confidence levels for claims
in security assurance cases based on existing similar cases that are proven to be valid.

Another approach is to base the evaluation on the evidence and to move bottom-up
in the security assurance case. The existing research of the assessment of security
assurance cases and how strong their evidence is, is described by Nair et al. [14]
where they perform a systematic literature review of different papers and the tech-
niques they describe. The techniques were sorted into qualitative and quantitative
assessments, checklists and logic-based assessments. Quantitative measures come
in the form of, for example, the Modus approach where quantitative values based
on expert estimations and probabilistic simulations are combined with arguments.
Moreover, Bayesian network evaluations are also used as a quantitative measure to
estimate the confidence in the overall security assurance case. However, this also
requires security assurance cases to be represented as directed acyclic graphs or
Bayesian Belief Networks in order for this type of evaluation to be possible.

Overall, many forms of evaluations of security assurance cases rely on more static
measures, which means they are not able to consider what might happen later in
the future or once the system is in use. This reduces their ability to provide con-
fidence in the assurance that the security assurance cases provide and therefore in
the system’s security [15]. Pham et al. [16] developed a system for assessing security

8



2. Theoretical Background

assurance in a more continuous form with multi-agents attack graphs. It consists
of both an “attackability” metric that statically evaluates a system and anomaly
detection based metrics that are used for more dynamic evaluations at runtime.
According to the authors, the basis for security assurance assessments should be on
the factors that affect the security assurance of a system or the consequences of a
certain level of security assurance. From a static view, both these aspects can be
measured, whereas at runtime only the factors affecting a system can be accurately
measured since the consequences have not happened yet [16]. Therefore, considering
both static and dynamic values are important for gaining an accurate understanding
of a system’s level of security assurance.

The evaluation of security assurance cases can be qualitative or quantitative as
described by the different measures that have been mentioned, but they still rely
on human judgment in the process. Rushby [12] points out that people can be
susceptible to confirmation bias, where their focus is on confirming their hypoth-
esis rather than finding reasons for why it might not hold. Therefore, automated
decision-support could help reduce the possible bias in security assurance cases.
Additionally, it is important to challenge the claims made and look at what could
potentially cause it to not be true anymore.

2.3 Challenges for Security Assurance Cases at
Runtime

There are multiple challenges in relation to providing security assurance over a sys-
tem’s lifecycle, such as the uncertainty from insufficient information as well as the
uncertainty from humans involved with the system as for instance in the case of
self-adaptive systems [17]. According to Weyns et al. [17], uncertainty is the main
challenge to security assurance cases overall, in particular for self-adaptive systems,
as well as for enabling continuous security assurance. New evidence and arguments
have to continuously be collected and included in the cases in order to have reliable
assurances when changes occur either in the system or its environment. Moreover,
a system that is deployed in environments of uncertainty also affects the type of
evidence that can and needs to be collected in order to create a valid case [18].

Perez-Palacin and Mirandola [19] consider uncertainty to arise from two types of
sources ‘location’ and ‘nature’. The location relates to the system itself being con-
sidered a type of source of uncertainty due to either its overall structure, the input
parameters or the system’s context. Moreover, nature represents the uncertainties
that arise due to either insufficient information about processes or the variability of
the environment.

In addition to this taxonomy, Weyns et al. [17] identify four groups of sources of
uncertainties that relate to either the system, the system goals, the environment or
context of the system and lastly the human aspects. System-related uncertainties
are based on the design and how it might be incomplete, simplified, decentralized or
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changing due to, for instance, its adaptivity, which will affect the assumptions made
and subsequently the assurance case. Furthermore, uncertainty in relation to the
system goals refers to accurate requirements elicitation and management in order to
define the scope and goals of a system. Additionally, the environment of the system
presents another source of uncertainty, which can also take place due to the context
of the system being uncertain and evolving over time which needs to be taken into
account as well. Finally, the uncertainties originating from human aspects arise
due to humans being uncertain themselves which also contradicts the assumption
of humans performing tasks correctly. Another uncertainty related to this aspect is
the involvement of different stakeholders and multiple ownership, where for exam-
ple unnotified changes in a third-party application can cause issues in maintaining
security assurance cases [17].

Moreover, in many situations security assurance cases need to become automated
and possibly also adaptive in order to reflect runtime features in an assurance case.
However, there are still challenges in relation to developing approaches and tools
that can create and maintain assurance cases with adequate validity [18].

2.4 System Security Management
The process of managing the security of a system both at design and runtime con-
sists of different steps, which are then documented in security assurance cases to
ensure confidence in the system security. Nespoli et al. [20] conceptualizes the cy-
berdefense into four main components; prevention, detection, reaction and forensics.

These constituents affect each other through their feedback. The prevention phase
accounts for the monitoring activities in order to prevent attacks such as through
firewalls and intrusion prevention systems [20]. Moreover, in order to anticipate
potential threats and security concerns at runtime, threat modelling and risk as-
sessments are conducted. Furthermore, since most systems cannot be assumed to
be completely secure, intrusion detection systems need to be in place as well. This
makes up the detection component. Furthermore, the reaction phase is initiated
once an attack is detected, where the impact of the attack is evaluated. In the
event of an attack, there is typically an incident response process to assess and mit-
igate the attack. The aim is to provide mitigation strategies to counter the attack,
as well as restore the security of the system [20]. Lastly, forensics of the attack
are collected and analyzed in order to for example understand what went wrong
and what system parts might need to be updated in order to avoid the incident in
the future. These steps in security management are also very similar to how self-
adaptive systems maintain security in their systems. Jahan et al. [6] suggest that
self-protecting systems should follow a Monitor, Analyze, Plan and Execute with
Knowledge (MAPE-K) control loop in order to handle incoming threats.

In the reaction phase or incident response, security analysts have to make com-
plex decisions based on both past as well as current knowledge since security is very
dynamic and new information needs to be taken into account [21]. Moreover, multi-
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ple components need to be considered such as the complexity of the environment and
the attacker in order to make effective decisions. Therefore, aside from technical or
procedural security controls, due to the potential human error in decision-making,
such as due to biases or lack of capabilities, the human aspect needs to be considered
in cybersecurity in order to achieve and maintain the highest possible security of a
system [22].

2.5 Game Theory
In this thesis, the aim is to explore the use of game theory for security assurance
cases. Game theory studies the interaction between two independent agents. The
main components in games are the players, which are the actors involved in the
game and affect the sequence of actions that takes place, the actions, which are the
moves of the players and can be assumed to be either known or unknown to them,
the payoff, which is the return for each player in the game based on their actions,
and finally the strategies which are the players’ plan of moves in the game for how
they will try to win [23].

Depending on the players’ strategies and their motivations, there are different types
of games in game theory based on the game’s different characteristics. For instance,
perfect information games are games, where all players know about the possible
moves that exist as well as what moves have already taken place, such as in normal-
form games. On the other hand, in games with imperfect information, players are not
able to observe each other’s actions [23]. Moreover, games are also differentiated as
being complete or incomplete information games, depending on the players’ knowl-
edge of each other’s payoffs. For example, in incomplete games there is uncertainty
about expected payoffs and therefore players do not have complete information [4].
Additionally, another aspects is whether a game is static or dynamic, where dynamic
games are based on multiple moves made by the player. Static games, on the other
hand, only involve one move made by each player which ends the game.

Furthermore, among the actions available to a player, a pure strategy means choos-
ing one of the available actions [24]. On the other hand, a mixed strategy reflects one
player’s uncertainty over the other player’s move in reaction to their move. There-
fore, the mixed strategy extends the pure strategies with probability distributions
and consequently includes more randomness in the action set, since this means the
players would randomly choose between the different actions [24]. The best strategy
is in the end the one that returns the highest payoff and can be found by identi-
fying an equilibrium of the players’ payoffs and strategies [23]. One example of an
equilibrium is the Nash equilibrium.

2.5.1 Types of Games
As discussed above, there are different types of games depending on the players,
their strategies and the general circumstances of the game. One type of game is is
a zero-sum game. In these games, the players have opposing interests, where each
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player’s win results in the loss and hence worst-case scenario for the other player.
The equilibrium in these games can be solved through for instance linear program-
ming. Moreover, another type of game is the Bayesian game. Bayesian games
assume incomplete information of the players, where at least one player will not
have complete knowledge about the other player’s payoffs. In order to account for
the unknown information, random variables also referred to as ‘types’ are included in
the game [24]. These describe the beliefs or prior assumptions made about a player.
In a game tree, these are represented as a move made by ‘Nature’ or ‘Chance’.

Furthermore, there are stochastic games, which include different ’states’ that are
transited according to a certain probability to model a dynamic environment [23].
Stochastic games can also be referred to as Markovian games, which are based on
Markov chains [24]. Markov chains are mathematical models that illustrate the
probabilities of a sequence of events, where each probability is dependent on the
state of the previous event [25]. It therefore models the system’s behaviour over
time and assumes that the current state contains all the information for making
predictions on the next states. The transition between states in Markovian games
is dependent on the current state of the game and the actions of the players, which
determine the transition probabilities for the next state [26]. Hence, Markovian
games are able to model dynamic and more complex environments. However, the
games themselves can become relatively complex, especially when there are more
players, actions and states involved, which can also complicate their interpretation
and subsequently the decision-making [27].

Stochastic games can be seen as generalized Markov decision processes since these
games extend them by being able to also consider multiple players and their interac-
tions [24]. Markov decision processes are a type of Markov chain, which consist of a
sequence of events, where the probability of each event is dependent on the current
state of the model. It also includes the decision-making aspect and therefore focuses
on finding the best policy to maximize outcomes. Markov decision processes are
typically used in combination with perfect information games, however in games
with imperfect information, other variations of it have to be used such as partially
observable Markov decision processes [28]. Partially observable Markov decision
processes are able to model decision-making in contexts, where there is more uncer-
tainty especially about the outcomes of certain actions and therefore finding optimal
strategies under these circumstances [29]. The process relies on partial observations
of the current state based on which the state can be estimated [30].

However, Markov decision processes are in themselves not considered to be a pure
representation of game theory, since the decision process is created by one decision-
maker, where they set the possible actions as well as states and determine the
transition probabilities and reward functions with the observed information. There-
fore, the decisions that are made do not affect the information that is observed and
subsequently do not affect the transition probabilities and potential rewards. They
are independent of the decision-maker’s actions. Decisions within game theory are
not as centralized and the interactions between decision-makers or players need to
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be accounted for [31]. Therefore in this context, the transition probabilities and
reward functions for each Markov decision process would need to be influenced by
all players’ decision processes in order to give realistic results.
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3
Related Work

This section describes research related to security assurance cases with runtime
considerations, such as in self-adaptive systems, as well as existing dynamic decision-
support for security systems to for instance aid in the mitigation of attacks.

3.1 Security Assurance at Runtime
There are still few forms of evidence that provide security assurance at runtime,
which can either give users a false sense of security or reduce confidence in the
system [15]. Additionally, the risk assessments conducted during design time before
deployment are not always sufficient in giving assurances for the system’s behaviour
at runtime. The support for runtime adaptation in security assurance cases would
help increase the confidence in the system’s security, since engineers would be able
to understand how the security of their system would play out in reality when it is
subjected to different external factors that cannot be accounted for at design time.
This would for instance be very useful in the automotive context, where it is often
difficult to provide necessary maintenance to a system after a product has been
released, such as with cars where software patches cannot always be supplied over
air [32].

3.1.1 Security Assurance Cases for Self-adaptive Systems
A type of system where security assurance cases have to be more dynamic to consider
runtime behaviour is self-adaptive systems. Self-adaptive systems operate in a rel-
atively dynamic environment, where the system’s functionality changes at runtime
to work effectively with the new information it receives. Therefore, these systems
have to adapt to many uncertainties due to changes within the system or in the sys-
tem’s environment as well as possible security concerns [6]. However, in self-adaptive
systems, the implementation of assurance cases that can provide confidence in the
security of the system’s different states has been difficult. In these systems, many
tasks and behaviours are not set and usually unknown until runtime, since they
respond to changes in their environment. Therefore, it is difficult to confidently
demonstrate with security assurance cases that all requirements are accurately cov-
ered [11]. In order to be able to maintain confidence in the system’s security, a more
dynamic approach is needed to provide assurance such as being able to anticipate
threats and the system’s behaviour at runtime [9]. Subsequently, security assurance
cases also have to be dynamic and consider all possible functionalities that may form
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to maintain assurance of the system’s security.

As discussed above, according to Jahan et al. [6], self-protecting systems should
follow a MAPE-K control loop in order to be able to mitigate threats. This loop is
also mirrored by the adaptation of the security assurance cases, which then enables
the system to be assessed for how secure it is and provide assurances. When a
functionality is changed at runtime, the corresponding security assurance case will
then be adapted to reflect these changes. Jahan et al. [6] use security assurance
cases with the GSN notation, where changes are passed through a set of values or a
’change set’ from the system’s MAPE-K loop, such as the state of a variable before
and after the change as well as the evidence needed to support the change. Achieve-
ment weights are then used to assess the satisficing level of the goal and therefore
its level of confidence. The weights are based on the impact of a change and how
closely related the changed feature is to the main goals in the system [6]. Addition-
ally, the main security goals are interdependent and therefore a degrading change in
the achievement weights in one goal will also have an effect on other related goals
represented in the system.

However, it is important to note that in self-adaptive systems, a key feature is
adapting functionality dynamically to uncertainties that arise at runtime. With
these adaptations, new vulnerabilities can also arise in the system and therefore the
mechanisms for adaptation need to be able to account for these potential issues as
well [33]. Moreover, the adaptation operates at runtime, where it is dependent on
what actions the self-adaptive system will actually take. Therefore, it is also not a
system that anticipates the behaviour at design time but rather being dynamic and
adapting at runtime, as opposed to the extension that is proposed in this thesis,
which is intended to support decision-making at runtime in response to an attack as
well as aid in indicating at design time how the system might operate at runtime,
thereby increasing the confidence in the system’s security under unknown circum-
stances. However, a system’s capabilities in relation to security need to be overall
relatively dynamic, since they are dependent on and typically taking place in re-
sponse to an attacker’s behaviour. Therefore, even though the focus in this thesis is
not exclusively on self-adaptive systems, how the dynamic behaviour of self-adaptive
systems is accounted for in security assurance cases is a relevant area to consider.

3.2 Dynamic Decision-making in Cybersecurity
Given that cybersecurity is dynamic and is influenced by a changing environment,
its ability to consider real-time changes is becoming increasingly important. There
are multiple studies within applying more dynamic decision-making in cybersecurity
and evaluating risks associated with different threats and mitigations. Risk anal-
ysis is an important feature in cybersecurity and is also a function of interactions
between players illustrated by game theory [34].

Game theory has been applied before in the network security context specifically
for attack-defense models, for instance Lye and Wing [35] used game theory to
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model interactions between an attacker and a system, which is based on a multi-
player model and aims to find equilibrium strategies. These security games can be
used to model attacks and the defense of a system, and thereby assessing its se-
curity at runtime. With these attack-defense games the optimal strategies can be
identified, either for the attacker or the defense, which makes them useful in aiding
decision-making in for example system design. This makes these games effective for
both defense analysis and performing security assessments of a system [36]. How-
ever, security game simulations can be implemented with different types of models
depending on the system and the type of interaction between the parties, where for
instance a zero-sum stochastic game can uncover the attacker’s best strategy using
the Nash equilibrium, while also taking into account the uncertainties in the model
which makes it more realistic [37].

The Markovian decision process is a stochastic algorithm that also has been used at
multiple instances to simulate and automate decision-making regarding cybersecu-
rity and defense strategies. McInerney et al. [38] use a Markovian decision process
in a single-player game to model a system’s defense against attacks. Furthermore,
Zheng and Namin [39] present a defense strategy against Distributed Denial-of-
Service attacks based on a Markov decision process, where different parameters
related to network traffic such as flow entry size are used to represent the states
in the model. The model was able to optimize network traffic and detect possible
attacks.

Additionally, Monte Carlo simulations have also been implemented to simulate pos-
sible attacks and defenses as well as identify weaknesses through simulations with
the network system, where uncertainty from the environment can then also be taken
into account [40].
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4
Method

This chapter describes the research method for identifying the challenges for security
assurance cases being able to maintain confidence in their system at runtime and how
they can be extended to include more dynamic decision-making. A design science
research approach was applied where the process was split into two iterations. The
first one focused on the challenges of security assurance at runtime which is directly
related to the first research question. The second iteration focused then on extending
security assurance cases to include more dynamic decision-making based on game
theory, which relates to question two and three.

4.1 Research Design
A design science research approach [41] was taken to investigate how security assur-
ance cases should be extended to include dynamic decision mechanisms as well as
creating a model of this to in the end be able to answer the research questions. It
was considered to be best suited for this project due to the iterative nature of the
process. Design science research focuses on the design process and gaining knowl-
edge about designing the artifact as well as the artifact itself [41]. The artifact in
this research was developed over two iterations. At the end of each iteration, the
artifact was evaluated and validated which served as the basis for the implementa-
tions in the next iteration.

The artifact that was developed is an extension to security assurance cases to include
considerations of their runtime behaviour and enable continuous compliance. In the
first iteration, challenges to maintaining security assurance cases at runtime were
identified and validated through interviews with security experts or practitioners.
These findings provided the general requirements for how the dynamic decision-
support should be formed to in the end also increase the confidence in the security
assurance at runtime. The results of the second iteration were then validated by
security experts to find out how realistic they are.

4.2 Iteration 1
In the first iteration the main challenges towards assuring the security in a system
at runtime were defined. This is strongly related to the first research question in the
thesis. A literature review as well as interviews with security experts or practitioners
in different industries were conducted in order to identify these challenges. The
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interviews were used to validate the results that had been collected prior in the
literature review.

4.2.1 Interview with Practitioners
After the initial literature review, semi-structured interviews with different prac-
titioners were performed to gain further insights into the challenges of security
assurance at runtime, especially more information directly connected to security
assurance cases in practice, which were also relevant for the second research ques-
tion in relation to the increase in confidence that more dynamic decision-support for
security assurance cases would enable. The respondents were chosen based on their
knowledge and experience with security assurance and the interviews were set up to
last 45 to 60 minutes which took place either digitally or in person. It was difficult
to find participants who have a sufficiently strong background in cybersecurity and
security assurance cases in order to give meaningful answers. In the end, four re-
spondents participated, which are detailed in Table 5.1.

The aim of the interviews was to identify the issues that engineers face when de-
signing security assurance for their system and how this then plays out at runtime.
Therefore, the questions were related to security assurance at design time, security
assurance at runtime and how it affects decision-making as well as how runtime
behaviour affects the existing security assurance. Finally, the last questions cen-
tered around how a more automated decision-support at runtime for unexpected
behaviour could be integrated and how it would affect the confidence in the security
assurance. The interview guide can be found in Appendix A.1.

The interviews were recorded with the respondent’s permission. After the inter-
views, the recordings were transcribed and carefully read multiple times in order
to fully understand the content. The analysis was conducted through a thematic
analysis, which includes the transcription of the interviews, generating codes for the
information that was collected as a form of labelling data fragments and in the end
finding patterns and themes among these codes [42].

The transcriptions were coded as the first step in the qualitative analysis. The
data was coded with open codes, which enabled a more explorative approach to find
out about the challenges for maintaining security assurance cases at runtime. Open
codes are codes that emerge during the coding process and are not set prior to the
analysis such as with structured codes. An example of the coding process can be
found in Figure A.1.

After each round of coding for an interview transcript, the codes were then reviewed
to make sure that the same ones were labeled the same way and not repeated in
different forms. Moreover, each code was assigned a value of how many times it had
been referenced in the interviews and in the end also by how many interviewers. Be-
fore identifying themes, the codes were also organized into general categories based
on the questions that were asked during the interview such as current practices,
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challenges and solutions. This enabled a first overview of all the codes and how they
connected across different interviews in order to also understand their relationship
to each other.

The codes were then grouped together based on themes that could be identified
in the data. A visualization of the process is also shown in Figure A.2. This took
place through a coding workshop together with my supervisors where the codes and
their themes could be discussed and evaluated. Both the coding and subsequent
identification of themes took place using the online platform Miro. For each theme,
the findings were further examined based on which interviewees had mentioned an
aspect within the theme and the respondents’ background. In the end, even though
the majority of respondents are or had been mostly active in the automotive indus-
try, some had insights from another industry or a different role in relation to security
assurance which helped give further insights.

4.3 Iteration 2

In the second iteration, the focus was on how a security assurance case can be
extended with game theory to enable more dynamic decision-making at runtime. In
order to simulate how security assurance cases could be extended with more dynamic
decision-support, an example of a security assurance case was created. The case is
shown in Figure 2.1 and was used to base the artifact on that was developed in this
iteration. The extension was evaluated by security experts in order to assess how
the confidence of the security assurance case is impacted. Therefore, this iteration
related to the second and third research questions.

4.3.1 Security Assurance Case Extension

The aim of the thesis was to understand how game theory can be integrated in secu-
rity assurance cases to enable more dynamicness in the case and facilitate runtime
decision-making during an attack. In order to show how a security assurance case
would need to be adapted, an example assurance case model was extended with the
necessary components to illustrate what the extension would need to include.

As discussed above, the example security assurance case in Figure 2.1 was used
as the basis for the extension on which the design choices for the security assurance
cases were made. The case is a simple representation of a fictional mobile banking
app. At the top, the top-level claim regarding the system’s security is made. A
context node is connected to this in order to provide more information on the claim,
such as the requirements for the system to be acceptably secure. Additionally, ar-
guments are made based on the assets and potential threat paths in the system. At
the end, the evidence for the claims is provided. The concept of the extension was
created in Miro using the example security assurance case.

21



4. Method

4.3.2 Validation with Practitioners
After the extension had been created, individual focus groups were conducted with
each of the security experts from the initial interview in order to evaluate the exten-
sion’s potential for increasing the confidence provided in a security assurance case
as well as how effective it would be in a practical context.

The focus groups lasted around 60 minutes. During each session, the extension
was shown and the idea as well as aim behind it was explained. Additionally, a
small-scale simulation of the security assurance case extension in an attack scenario
was shown to more dynamically illustrate the idea and give an example of how it
might work in an attack setting. The simulation was built using Python. The attack
scenario that was chosen to be modelled in the simulation was a probe attack per-
formed by the attacker to which a security team can react to with either deploying
a decoy system or not. The scenario is visualized in the simulation game tree shown
in Figure 5.6.

After showing the artifact, the respondents were given a set of eight closed questions
based on the Likert-scale, which were then followed up with four open-ended ques-
tions to enable more discussion around the artifact. The questions can be found in
Appendix A.2. The focus of the questions was on the effectiveness of the extension,
its usability as well as its impact on the confidence in both the extension and in the
security assurance case as a whole as well as the system it represents. The use of
questions in both a closed and open-ended format enabled comparability between
respondents with the closed questions, however also more detailed information with
the more open questions.

The results of the focus groups were afterwards analysed. For the responses of the
closed questions, the central tendency, which included the mean, median and mode,
was calculated and additionally the standard deviation was computed to measure
the dispersion of the results. Moreover, a thematic analysis was performed for the
discussion-based questions in order to identify common themes among the answers
and gain further insights into what aspects of the runtime adaptation of a security
assurance case are important. Similar to the analysis in the first iteration, the data
was coded with open codes and afterwards grouped into themes.

4.4 Validity and Reliability
Different measures were taken in order to maintain a sufficient research quality.
These are detailed in the subsections below.

4.4.1 Internal Validity
In order to ensure the internal validity of the research, each interview with the secu-
rity experts was conducted with an interview guide, so that the same set of questions
were asked. Moreover, the use of closed questions in the evaluations also enabled
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higher consistency in the data collection.

Furthermore, the sampling of respondents was based on people that are knowl-
edgeable and experienced within security and security assurance cases. Therefore,
this ensures the collection of data that brings useful insights and that is relevant to
the research.

4.4.2 External Validity
The sample size for the primary data collection consisted of four security experts,
which could be considered rather small and cause an issue in terms of the gen-
eralisability of the results. However, the goal was not for the respondents to be
representative of their population and contribute to empirical generalisability, but
rather to gather information in order to make theoretical generalizations such as for
the challenges with maintaining security assurance cases at runtime. Consequently,
by ensuring a high quality in the qualitative analysis, generalizations in terms of the
theory can still be made.

Furthermore, the type of game and strategy used to model the runtime behaviour
and interaction of an attacker and the system, which represents one aspect in the
security assurance case extension, was considered carefully in order to reflect reality
as accurately as possible and provide relevant insights. Nonetheless, the details of
this model were not in focus for this thesis and therefore the actual game-theoretic
part of the model is a relatively abstract and simplified version.

4.4.3 Construct Validity
In order to minimize threats to the construct validity in the data collection, the
concepts and key words that often came up in the interview questions, such as
security assurance, and how they are used in the thesis were defined and discussed
with the respondents before the interview to ensure that the understanding of these
concepts matched.

4.4.4 Reliability
Finally, the reliability of the method was ensured through the transparency of the
reporting of the research method as well as the findings. For instance, a coding
example is given to illustrate the analysis process and the interview guide that was
used for all four interviews can be found in the Appendix. In addition to this, the
thematic analysis for the interview in the first iteration was performed in a coding
workshop with supervisors present which helped reduce potential bias that might
have been introduced in the initial coding and therefore also helps ensure a higher
internal validity of the research.
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5
Research Findings

This section describes the results of the research. First the findings of the interviews
with security experts will be described. Moreover, the decision-support model to
include runtime adaptation in security assurance cases is presented as well as its
potential effect on the confidence of the security assurance based on the results of
the validation with the security experts.

5.1 Challenges of Maintaining Security Assurance
Cases at Runtime

The first research question in this thesis focuses on understanding the challenges
towards maintain security assurance at runtime. The challenges were identified
through a thematic analysis of the interviews with practitioners. A visualization
of this process can be found in Appendix A.3. The experts that were included in
the study and their respective industries as well as interview mode and length are
summarized in Table 5.1. In the end, four experts were interviewed who have exten-
sive knowledge in the area of security assurance cases in practice. The experts have
worked or are currently working in different industries as well as domains, which
also helped identify challenges in multiple contexts and from different perspectives.

Table 5.1: Interviews with Practitioners

Interviewee Industry Current Role Date Interview Mode Length
I1 Automotive System Architect 7/3/2023 In Person 50 minutes

I2 Medical,
Self-adaptive systems Senior Researcher 8/3/2023 Online 50 minutes

I3 Automotive Lead Engineer 13/3/2023 Online 50 minutes

I4 Automotive Process Designer
& Architect 14/3/2023 Online 50 minutes

Figure 5.1 shows the general themes that resulted from the qualitative analysis
described in the previous section. In the end, seven themes or challenges were
identified, three relating to design time and runtime respectively as well as one
theme representing the transition between the two. The issues will be described in
more detail in their corresponding section, also indicated in Figure 5.1.
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Figure 5.1: Main Challenges for Maintaining Security Assurance at Runtime

5.1.1 Challenges at Design Time
One of the challenges that was identified was the system scope and boundaries that
are defined at design time. During the design of a system, engineers decide on what
requirements the system and especially its security need to fulfill. A prominent issue
mentioned by all interviewees is that it is difficult to cover all scenarios. Therefore,
as it is difficult to cover everything, setting defined boundaries can on one hand
facilitate the ability to account more extensively for possible uncertainties in the
defined scope. However, considering that only mechanisms within the scope and
the defined security boundaries are accounted for, this makes it difficult to maintain
security assurance at runtime, since there are uncertainties arising from the context
that the system is put in that cannot be accounted for. Moreover, I4 mentions
that security goals and requirements are designed based on the identified vulnera-
bilities and therefore the system scope is further limited by the designers’ abilities
to anticipate vulnerabilities, which again relates to the issue mentioned above of
covering all possible scenarios. Due to the uncertainty and complexity, both I1 and
I2 mention that assumptions about the system in connection with the environment
and the context need to be made in order to define what security features have to
be implemented in the system and which one would be covered by for example the
environment.
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One way to manage these problems according to I2 and I4 is to design the sys-
tem and functionality of the system so that there is less uncertainty to account for.
For instance, I2 views the self-adaptivity of a system to be a form of acknowledging
the uncertainty in order to manage it. These design implementations are also then
what the security assurance will be based on. While strategic design choices are
necessary in order to limit as many of the potential uncertainties in relation to the
system as possible and therefore offer a solution for part of the issue, they still do
not cover the context and unexpected behaviour from outside the system, which is
not part of the security assurance documentation and leaves room for issues later
at runtime. Therefore, defining the system’s scope and boundaries present both a
solution as well as still a challenge for maintaining security assurance at runtime.

Another challenge that was mentioned in the interviews are the organizational lim-
itations that can interfere with the maintenance of security assurance cases at run-
time. For instance, I3 mentions cultural challenges in companies such as too little
value being placed on security assurance due to a lack of understanding of it. Often-
times, testing is viewed as more effective than documentation of the system. This
therefore points towards a lack of security awareness and subsequently security cul-
ture in companies. As a result, the focus on effective security assurance is decreased.
Moreover, prioritizing new features over creating more effective security implemen-
tations, such as with security assurance cases, further leads to difficulties with the
maintenance of the cases according to both I1 and I3. According to I4, there is also
often a heavy reliance on a small number of security experts in a company to de-
sign the security assurance, where the underallocation of resources towards security
assurance shows the lack of value placed on security assurance.

In addition to cultural and subsequent resource allocation-based issues, rigid and
inflexible structures hinder security assurance design as well as maintenance. Given
that security is dynamic, the processes related to security assurance should be flex-
ible to account for changes both from new features or standards based on laws and
regulations and problems arising at design time. There is often a slow incorpora-
tion of new standards according to I4. All interviewees emphasize the importance
of organizational fluidity and flexible work structures to make it easier to quickly
adapt to changes and that effective processes are a requirement for effective security
assurance cases.

Lastly, the system and environmental complexity is another challenge that makes
it difficult to maintain security assurance cases at runtime. This was a challenge
identified by all interviewees. Due to the complexity, there are multiple different
uncertainties arising that are difficult to account for and react to at runtime. This
results in the security assurance documentation being more static. According to
I2, since systems operate in a complex environment and are often themselves very
complex, it is not possible to consider all possible things that can go wrong.

I3 attributes the uncertainty of who the attacker is to the main source of all un-
certainties in a system’s security and thereby its assurance. They mention the
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differentiation of complexity and resources of the attack to differ between a private
individual compared to resource-intensive organizations. Therefore, the attack will
be different depending on who the attacker is. Moreover, this affects the mitigation
and the assurance needed at runtime as well as how security assurance is main-
tained, which are thus highly influenced by these uncertainties. Another big issue
mentioned several times by all interviewees was the difficulty of covering all scenar-
ios at design time. Being able to plan and account for all possible threats is difficult
due to the dynamic threat landscape and again the uncertainty stemming from not
knowing who the attacker is. All interviewees mentioned some form of threat analy-
sis that takes place in order to get more insights into what might happen at runtime.

“The uncertainty comes from who’s the attacker going to be. Is it going
to be the bored kid in his basement just experimenting with his stuff, in
which case that helps narrow down where that attack might come from.
Or is it going to be like a nation state level actor or a major company
that wants to take you down a peg and get at your secrets, in which case
they’re gonna come with a much more well hidden and manicured attack,
specifically to get something out of you.“ - I3

Finally, I2 brings up the observability issue that exists due to the dynamic nature
of systems and security, where some components of the system and its context can
only be observed at runtime and not properly anticipated. It is considered only from
runtime observations that you can gain the complete understanding of the system.
In fact, all interviewees mention the importance of verification of the assumptions
made at design time and therefore the security assurance at runtime. However,
both I1 and I2 mention the necessity of testing in the actual context in order to get
relevant results. However, I3 says that it is often difficult to test all aspects in the
system and therefore also the claims in the security assurance documentation.

I1 states that the main issue is the uncertainty of knowing how to act. Accord-
ing to them, security is dynamic, which is why it is difficult to predict and main-
tain everything. The uncertainty of anticipating what might happen in reality and
therefore what the effective response is, was also an issue brought up by the other
interviewees and therefore affects the security assurance from both the system and
high level perspective. This also illustrates the necessity for more runtime support
in security assurance to handle potentially unexpected behaviour.

5.1.2 Challenges at Runtime
At runtime when a system is faced with a threat, the severity and impact of the
threat is first assessed. The teams tend to work with playbooks that give informa-
tion on what action needs to be taken in a certain type of threat scenario. If the
issue is more severe and immediate action needs to be taken, an incident response
team will work on mitigating the issue. The challenges that arise at runtime are
therefore based on the different runtime events and processes. One challenge for
maintaining security assurance at runtime that is directly connected to events that
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take place at runtime is the documentation in itself. Security assurance cases and
security assurance documentation in general are typically very static and are not
able to adapt to what happens at runtime such as unexpected behaviour. Therefore,
while the complexity of the environment makes it difficult to plan at design time
as mentioned in the previous section, I2 points out it would also not necessarily be
possible to incorporate the dynamism even if it could be anticipated. Consequently,
security assurance does not enable quick and flexible decision-making at runtime,
which means incident response teams need to respond to problems based on in-
sufficient documentation and often requires more people involved to take the right
actions which ends up slowing the response down. Finally, new evidence is therefore
also not dynamically accounted for, causing decisions to be less informed.

“However, the more severe the consequences and impact of a security
assurance change are, the more important it becomes to cover the neces-
sary actions at runtime during this kind of incident in the playbooks to be
able to act fast. Therefore, playbooks should include solutions for quick
decisions so that when the potential problem is not covered at runtime,
actions can be taken as effectively as possible.“ - I1

Another issue at runtime is the human aspect that goes into the analysis and the
decision-making process when faced with an unexpected issue that was not ac-
counted for during design time. I2 and I3 consider attacks to be a learning pro-
cess where the exploitations of vulnerabilities will give information on how to make
the system more secure for future attacks and drive new feature development. I1
mentions that there is always the possibility for human error both in the analysis
of the attack and the decision-making. I2 considers system decision-making, such
as in self-adaptive systems, a more reliable option, where the human error becomes
much more unlikely. As mentioned earlier, they consider self-adaptive systems as
a way to acknowledge and manage the uncertainty a system faces. However, the
actions and scope in these systems are still defined by humans, which also relates
back to some of the challenges regarding system scope and boundaries mentioned
in Section 5.1.1. Therefore, in addition to the potential human error in the analysis
at runtime, the decision-making can also be affected by human error in the design
process which causes issues at runtime as well according to both I2 and I4.

“Ideally you would learn something from each attack, that would give you
some information about your system and you could make it more robust
the next time around.“ - I2

Furthermore, I3 mentions that the decisions that have to be made at runtime are
often relatively complex, since they are dependent on multiple factors as well as
often involving many people working in different parts of a system or the company.
Therefore, many decisions tend to move across multiple levels in a company and
between different teams. The complexity in the multi-level decision-making as well
as the lack of agility in the communication processes when a certain hierarchy is
followed slow down the decision processes and the overall ability to quickly respond
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to attacks. Security assurance cases are intended to be the mean to simplify and
facilitate the communication, however that is not always the case.

Moreover, as decisions move through multiple teams and levels in the company,
domain knowledge of security tends to be lost as the decisions are not only influ-
enced by the incident response teams with the direct knowledge but other engineers
with other technical expertise and focus. This further impedes the incident response
and increases the possibility of less ideal outcomes when decisions are made with
insufficient information on the relevant contexts of the attack as well as if goals
among the decision-makers are not aligned.

5.1.3 Challenges in the Maintenance Process
The maintenance of security assurance is another important part of its life cycle.
The size of updates to the security assurance cases tends to vary based on the impact
to the system. Moreover, the urgency of updates is usually in relation to how im-
portant the addition is to the security assurance cases and it providing instructions
to security teams, according to I1 and I3. Additionally, I2 and I3 mention how the
impact of the update is also dependent on how much of a “ripple effect” it has on
the assurance case as a whole. Furthermore, I3 mentions that ideally the security
assurance would be updated in connection with runtime analysis, which would also
help speed up updates. However, according to I1, it is uncommon to update security
assurance at runtime.

The aforementioned challenges show that the system at runtime and design time
affect each other and the two states need to stay informed of each other. All re-
spondents mention multiple times that there should be a strong interconnection
between design time and runtime. A part of enabling this are continuous main-
tenance and updates of security assurance as well as effective organizational and
workflow structures. However, the main issue that was identified to hinder the up-
date and maintenance process, and therefore the transition of security assurance
cases from runtime to design time and vice versa, are organizational limitations.
This challenge had also been identified at design time as it is an obstacle towards
establishing effective structures within companies, but in this context it refers to
the organizational issues related to the dynamic feedback loop between the security
assurance’s states at design time and runtime. Therefore, challenges relating to the
transition between design time and runtime also affect the maintenance of security
assurance cases at runtime.

One of these challenges are uncertain maintenance processes. According to the
security experts, there is generally uncertainty around the maintenance processes
of security assurance cases. I4 says that companies are usually not well organized
around maintenance processes and they should be integrated as part of the general
process. In addition, according to I3, the lack of high-level structure often causes for
instance security controls to be unnecessarily duplicated. Moreover, another effect
of the uncertainty is the slow incorporation of new standards, which now also require
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continuous maintenance.

“I don’t think companies are well organized around this issue yet, but I
think it’s going to look quite different in different companies, especially
about this part. Even on the part of doing a TARA (Threat Assessment
and Remediation Analysis), people are not that well organized yet be-
cause it’s a very new standard and there are so many things now that
companies need to take care of around the processes and security etc.“ - I4

Furthermore, the presence of designated teams for the maintenance of security as-
surance cases varies between different companies. According to I1, there are main-
tenance teams in charge of the changes, on the other hand according to I3 and I4
it is usually the development teams for each product that maintain the security
assurance. Additionally, there is a lack of traceability and version control in regards
to security assurance cases, which further makes it difficult to maintain them at
runtime. According to I1, version control is not very common in the maintenance
of security assurance. Therefore, this poses another issue to maintaining security
assurance at runtime.

Another challenge in the maintenance process of security assurance cases is inef-
fective communication. I3 mentions that there are often issues around the commu-
nication of updates. Furthermore, I3 also mentions how the effectiveness of com-
munication is connected to the organization overall and that organizational changes
often cause issues in communication. Moreover, according to I1, changes to secu-
rity assurance cases usually involve multiple forums, which can impact the speed
and efficiency of the communication. However, overall this tends to vary between
companies and their workflow structures and processes.

5.2 Potential Impact of Dynamic Decision-support

In relation to the second research question, the security experts were also asked in
the interviews about how a dynamic decision-support model incorporated in security
assurance cases would be able to increase their confidence in the security assurance
as well as what requirements this model would need to fulfill in order for it to in-
crease their confidence. Figure 5.2 shows the resulting themes as well as how they
correspond to the challenges documented in the previous subsections and could po-
tentially help support the decision-making at runtime.

The themes represent requirements that define how and whether a decision-support
would help increase the confidence in the security assurance cases and help bridge
the gap between design time and runtime by addressing some of the previously iden-
tified challenges.
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Figure 5.2: Dynamic Decision-support and Confidence in Security Assurance

5.2.1 Simulation of Decision Process
A dynamic decision-support would be able to aid runtime decision-making by sim-
ulating runtime behaviour and giving an assessment of the impact of a threat. By
being able to assess the impact of the threat, it also indicates the severity of the
issue, according to I1. Additionally, the respondent mentions that it would be useful
if it could propose future actions to take in order to mitigate a threat.

Furthermore, I4 thinks that it would be useful if the decision-support could also
visualize the decision process that typically takes place at runtime, i.e. how a secu-
rity expert might think in an attack situation. This could further help increase the
confidence for the security assurance.

5.2.2 Guide to Strategy and Approach together with Tech-
nical Solutions against Risks

In order to increase the confidence in security assurance cases at runtime, the inter-
views showed that it is important that a dynamic decision-support can help guide
the strategy and solutions for runtime decision-making. According to I3, this would
help facilitate the process and the discussions regarding what decisions and imple-
mentations to make, since it could help highlight the risks of different solutions.
Additionally, the respondent mentions that it could help identify needs for specific
knowledge, which also relates back to the issue of domain knowledge being lost when
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decisions move through multiple levels. Moreover, according to I2, a more automated
decision-support could help compile the knowledge about the operational conditions
and environment to help anticipate runtime behaviour and guide decision-making
also at design time in the design process.

5.2.3 Balance between Automation and Human Aspect
There is the potential human error both in the design of a system and at runtime
during analysis and the decision-making. Therefore, a more automated decision-
making would increase the robustness of security related decision-making and also
reduce the human error. However, it is still important to make the process un-
derstandable for humans and preserve the transparency of the support mechanism
so that engineers are able to interpret the process and maintain confidence in the
system, according to I3.

5.2.4 Impact on Confidence
When asked about the potential increase in the confidence in security assurance
cases with a dynamic decision-support, the participants’ overall impression was that
it could contribute to an increase, however this was also dependent on the different
factors mentioned in the sections above. I4 also mentions that the impact on the
confidence would be dependent on the target audience.

With a successful decision-support that is more dynamic, one of its potential advan-
tages would be to reduce the impact on design time by having more dynamicism in
security assurance cases to act at runtime, according to I2. Moreover, I3 considers
the decision-support to potentially help communicate the value of security assurance
cases and therefore increase the developers’ perceived value of them as this was also
linked to one of the organizational challenges.

5.3 Runtime Adaptation of Security Assurance
Cases

In the second iteration of the research, the focus was on how security assurance
cases can be extended with game theory. In a game-theoretic attack simulation, the
interactions between attacker and the system are simulated, which is intended to be
integrated in security assurance cases as a decision-support in order to make them
more runtime adaptive.

The aim of the extension is, for one, to be a form of validation of design time
implementations in terms of how secure the system would be at runtime. Secondly,
it should also work as a decision-support during an attack at runtime for humans,
which can suggest mitigation strategies based on what actions the security team
is able to take to defend the system against the actions of the attacker and might
take in the future. For instance, in a certain attack, the security team might have
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to decide between waiting for more information and relying on automated threat
mitigation mechanisms or blocking the service that is being attacked. The optimal
strategy is based on what the different payoffs for the system are when taking cer-
tain actions or strategies as well as the probabilities of what actions the other player
might take. In the end, the strategy that has the highest expected payoff is the ideal
strategy.

The proposed extension to the security assurance case is shown in Figure 5.3 and
the full figure can be found in Appendix A.4. C3.1. is the overall claim representing
the decision-support, which is connected to the argumentation strategy arguing over
the security controls of the system’s asset, in this case the financial transactions. It
therefore extends the existing security controls, which are either processes or assets
such as design features to keep the system secure, which would also include the differ-
ent mitigation strategies that the decision-support can suggest. C3.1. is followed up
with the argumentation strategy for what actions towards threat mitigation should
be taken. This argumentation strategy then decomposes into the different claims
about what optimal action or defense strategy the security team should take during
a threat at runtime.

Figure 5.3: Security Assurance Case Extension: System is secure
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In Figure 5.3, the system is assumed to be secure and therefore the current strategy
would be to observe the situation, as shown in C3.1.1.. C3.1.1. finally results in
the evidence I3.1.1.1., which is the result of the game-theoretic simulation model
that calculates what strategy to take. Moreover, C3.1.1. also has a context node
CN3.1.1. connected to it in order to provide the user with the context to the claim
being made and explain why it is being made. In this context node, the user is
referred to a hypothetical attack log that would be able to indicate that there are
no attacker actions that a security team would need to take action against.

In order to define and argue for the quality of the decision-support and conse-
quently the claims being made based on the game-theoretic model, the quality claim
QC3.1.2. is connected to argumentation strategy S3.1.2. The claim structure is
shown in Figure 5.4 and justifies why the claims made regarding the ideal strategy
at runtime are acceptably justified with the evidence of the simulation model. The
quality claim is further decomposed to demonstrate the specific aspects and quality
attributes of the simulation model that correlate with the main components of game
theory such as the identification of the potential strategies and adequate estimation
of their payoffs.

Figure 5.4: Security Assurance Case Extension: Quality Claim

Apart from the quality claim, the claims connected to S3.1. are dynamic claims that
will change the output of what strategy is ideal based on what the game-theoretic
simulation model proposes. Dynamic claims make it easier for the user to follow
what action needs to be taken in order to mitigate a threat. They represent a
current version of the system’s security and what the case claims needs to happen
in order to restore or maintain security. Additionally, given that there are usually
multiple mitigation strategies available to a decision-maker at this instance, it is
more accessible to a human to identify what action to take and be able to make
quick decisions with a dynamic claim that shows the current best action. Therefore,
C3.1.1. will change to the new C3.1.1. in Figure 5.5 once an attacker has taken
action against the system and the security team would need to react. For each
defense strategy that needs to be taken by a security team and therefore for each
attack against the asset, claims will be added to represent what actions need to
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be taken. The evidence connected to these dynamic claims will then be the game-
theoretic model that has now considered the new circumstances that impact the
system’s security.

Figure 5.5: Security Assurance Case Extension: Threat to be mitigated

In addition to the claim, the context node will also change to represent the new
circumstances of what strategy the claim proposes. The expected payoff and po-
tential loss for the strategy in the claim are included as well as the alternative or
next-best strategy with its expected payoff and potential loss in order to enable
quick decision-making and an explanation as to why the suggested strategy is con-
sidered most effective. By also providing the alternative strategy, it is easier for the
decision-maker to understand how the expected payoffs shown in the context node
relate to each other and thus enables them to assert their own judgement on whether
the suggested strategy in the claim is the most suitable one to take. In addition to
the payoff and loss values, the user can also look at a visual representation of the
game simulation and would be able to see an overview of all the different strategies
and their payoffs. Therefore, this information would then be able to support the
security team in making decisions at runtime and help reduce the potential human
error from making their own assumptions.
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Based on the interviews, many security teams tend to be based on specific products
or version of products. Therefore, in the security assurance case the decision-support
was connected to the product or asset, since this will be the part of the system that
the proposed mitigation strategy would be evaluated for and consequently repre-
sents the defending player opposite the attacker attacking this asset of the system.
In this security assurance case example, the decision-support claim C3.1. is added
in relation to the financial transactions asset C3. In practice the asset might be
even further decomposed into sub components of the asset, which would make the
possible attacks and mitigation strategies more detailed and limited in number. The
exact placement of the decision-support’s top claim C3.1. would therefore depend
on the exact system, however it is important to maintain the claim at asset level as
one of the security controls protecting the corresponding asset in order to maintain
the claim’s accessibility and subsequent usefulness as a decision-support at runtime.

Moreover, the decision-support’s effectiveness is very dependent on the game-theoretic
simulation model and how effective it is in suggesting the ideal strategy. The model’s
formation and algorithm was not the primary focus in this thesis and would in reality
need to be improved. Instead, emphasis was placed on identifying the requirements
that this type of model would need to fulfill in order to support the decision-making.
The necessary aspects in the game model will be further explain in Section 5.3.1.

5.3.1 Game-theoretic Simulation Model
The example game that is used in the simulation model to demonstrate the idea for
the security assurance case extension is a Bayesian game with mixed strategies. The
example attack that is used to represent the actions by both players, i.e. the system
and attacker, is a probe attack that can then be mitigated by either deploying a
decoy system or not doing anything, i.e. maintaining the current or ’real’ system.
The simulation is shown in Figure 5.6, which is also the simulation model referred
to in the context node CN3.1.1. in Figure 5.5. Based on the system’s response
there are different possible payoffs depending on the type of attacker as well as the
possible mixed strategies of the different attacker types after the system has made
its move.

The environment of a system can be relatively complex and is often subjected to
multiple types of uncertainties, particularly in regards to security, that are difficult
to account for in security assurance cases. Security in itself is dynamic due to a
continuously changing threat landscape, where the uncertainty comes from both the
technical complexities as well as the attackers themselves who have their own moti-
vations. Moreover, the system that is being protected is also complex and dynamic
with new updates and changes being made, which can open it up to the possibility
of a new security threat. In addition, the human error is another potential threat
both during the design of the system’s security as well as during runtime analysis
and decision-making. Therefore, it is important that the game-theoretic model that
is created as part of the decision-support is able to account for some of these uncer-
tainties and complexities, which is typically achieved with probabilities in order to
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be able to incorporate the possibilities of different scenarios.

Figure 5.6: Game-Theoretic Simulation Model

Due to the uncertainty of what the actual attack might be as well as who the at-
tacker actually is, there is a high degree of incomplete information that both the
players have. Neither of them know what the other party is aware of, what exact
strategies or actions they can take and one of them might also have more informa-
tion compared to the other causing information asymmetry. The typical incomplete
information game is a Bayesian game as different scenarios can be evaluated based
on their likelihood of taking place. The different scenarios are represented by a move
from another player referred to as ‘Nature’ or ‘Chance’, which would be the events
taking place outside the players’ control to which they can then react to with their
available strategies. In Figure 5.6, the game considers two types of attackers and
subsequently attacks with different likelihoods of that scenario being the reality, in
this case a 40% and 60% chance for each, which then also influence what the ex-
pected payoff would be. Furthermore, the Bayesian game presented here is also a
dynamic game, which enables the model to be updated when new information is
received about the attacker such as through their chosen moves that would impact
the probabilities for different scenarios or actions as well as the potential payoffs of
certain outcomes.

Overall, it is difficult to be able to anticipate all possible strategies that an at-
tacker might take and therefore this also impacts the model’s ability to identify the
optimal strategy. Moreover, the payoffs and probabilities included in the game sim-
ulation need to be estimated or based on data models to predict values, which is still
an issue that prevents the effectiveness of most simulation or attack-defense mod-
els and also game-theoretic models in general. These implications will be further

38



5. Research Findings

discussed in the next chapter.

5.4 Impact on Confidence in Security Assurance
Case with Runtime Adaptation

In order to answer the second research question of how game theory could poten-
tially impact the confidence in security assurance cases, the security assurance case
extension was evaluated by the four security experts that had also been interviewed
in the first iteration of the thesis. The dates for the evaluation of the security as-
surance case extension as well as the format and length are summarized in Table 5.2.

Table 5.2: Focus groups with Practitioners

Interviewee Industry Current Role Date Focus Group Mode Length
I1 Automotive System Architect 28/4/2023 Online 65 minutes

I2 Medical,
Self-adaptive systems Senior Researcher 5/5/2023 Online 60 minutes

I3 Automotive Lead Engineer 4/5/2023 Online 60 minutes

I4 Automotive Process Designer
& Architect

4/5/2023 &
12/5/2023

In Person
& Online 90 minutes

The results of the focus groups consist of the answers collected in combination with
the closed questions as well as the findings from the analysis of the discussion-based
questions.

5.4.1 General Impression of the Extension
The respondents were asked both closed and more open-ended questions in order to
get a general overview of what they all thought about the artifact, which could then
be compared among them through the collected quantitative results as well as iden-
tify more specific advantages and issues of the extension for future improvements.
All the results of the closed questions along with the central tendency of the data,
consisting of the mean, median and mode, as well as the standard deviation are
detailed in Appendix A.5. Moreover, the answers are also visualized in the graph in
Figure 5.7.

The closed questions aimed to measure three aspects of the extension; its usability,
effectiveness as well as the confidence it inspires in relation to a security assurance
case, 1 being the lowest value and 5 being the highest. The specific results for
the different areas are detailed in the subsections below. Combining the measure-
ments for the different areas can give an indicator into how the experts valued the
decision-support extension overall. The mean of all questions and answers lies at
3.438. Both the mode and the median for all questions and answers are at 4. There-
fore, the answers of the respondents generally indicated that the extension is mostly
effective.
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Figure 5.7: Results of Closed Questions from Artifact Evaluation, see Appendix
A.2

5.4.2 Usability

Questions 1, 2 and 3 (Appendix A.2) were focused on measuring the usability aspects
of the extension. The extension’s ease of understanding was rated at an average of
3.25. Therefore, the extension was somewhat easy to understand, however most
respondents stated that explanations and clarification were still needed. The con-
text of the extension, i.e. combining game theory with security assurance cases,
was initially unfamiliar for some respondents and therefore lead to some confusion.
Furthermore, the functionality of the tool in relation to both game theory and the
security assurance case, such as the quality claim or the use of a dynamic claim was
also difficult to follow. According to I2, many of the concepts that were mentioned
needed to be explained and were not very intuitive. I1 and I4 stated that their
understanding of the extension increased over time with explanations. Moreover,
I3 did not think they would be able to understand the extension without someone
explaining it, however the model was easy to understand once they understood it.

Another usability measure was the average satisfaction of the type of information
that was included in the extension, which was rated at 3.25 with the most frequent
answer being 4. Therefore, the type of information was considered somewhat sat-
isfactory. I3 based their reasoning on the fact that the user is required to have a
certain baseline of knowledge, for instance in relation to game theory, in order to
interpret the information that is given, which they assume most people would not
have in this situation. Therefore, while they consider the type of information to
be somewhat satisfactory, the decision-support requires a level of understanding of
game theory that cannot necessarily be expected in this field. Moreover, I2 did not
find the dynamic claim to be useful in this context as the connection to the available
mitigation strategies was missing. According to them, the strategies would need to
be part of the extension and in addition to what is shown in the simulation tree,
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the strategies would also need to be stated explicitly in the security assurance case.

In addition to the type of information, another measure was based on the satis-
faction of the amount of information that was included in the extension. This
measure had the highest mean of 3.75 among the usability related questions, but
also the lowest mode of 3. Overall, respondents mentioned that they needed many
explanations of the extension and also in relation to the game simulation tree and
how that can be used. I1 mentions that they would have missed some things with-
out the explanations and I4 says that without more clarification there is the risk of
users having to make guesses. Moreover, I2 considered their answer to be dependent
on further developments of the tool, specifically how available mitigation strategies
are included in the case as mentioned in relation to the measure for question 3.
Finally, according to I3, once the extension is explained they considered the type
of information to be very satisfactory, where for example the decision tree would
help individuals understand how decisions and the recommended strategy are being
generated and what information they are based on with for example the weights.

5.4.3 Effectiveness
Another aspect of the decision-support was its potential effectiveness in relation to
confidence in the decision-making at runtime (question 4), how effective it can be in
the team’s overall decision-making and response (question 5) as well as how realistic
the extension is and if it could actually work as intended in reality (question 6).
The means for the answers varied between 2.75 and 4.

The extension’s effectiveness for security processes such as the overall decision-
making and response was rated at a mean of 4 and therefore shows that the ex-
tension is considered to be useful for supporting the activities of a system’s security
response. However, according to I2, while they see the usefulness of evaluating be-
tween different mitigation strategies, they are not sure whether security assurance
cases are the best format due to their complexity and size that make them difficult to
use especially at runtime. Moreover, I3 mentions that the incident response might
arrive at a similar conclusion as the decision-support and therefore the extension
might not significantly impact the effectiveness of their activities. However, the re-
spondent bases their answer on how effective it can be for other users not directly
involved with the incident response, but with the asset itself and that might also
not necessarily be a security professional. With the decision-support, I3 thinks the
extension would facilitate their participation in for instance discussions regarding
mitigation of threats.

Furthermore, in relation to the ability to confidently make decisions at runtime
with the extension, which not only reflects its potential effectiveness but also the
perceived trust in the system’s recommended strategy, was rated at a mean of 3.25.
The dispersion of the answers was not high, however one of the higher values and
equal to one of the usability related questions. Therefore, it is possible that it might
depend on contextual factors such as how exactly the extension would be used. I4
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stated that the structured format of the extension with the probabilities help give a
sense of where an attack might lead. However, I2 found it difficult to answer, since
in self-adaptive systems the system should be making the decisions that is meant
to be supported with this thesis and also concepts such as payoffs and probabilities
might be difficult to gauge for humans. Moreover, according to I1, an approach
such as this extension would need to be used and tested in order to evaluate how
reliable it is and therefore the confidence one would have in its support. On the
other hand, according to I3, similar types of decision-support are already used only
under different circumstances and therefore if the extension that is proposed had
an effective game-theoretic model that is able to deliver recommended strategies in
actual attack scenarios, it would be an effective guide.

Lastly, the question concerning how realistic the respondents considered the ex-
tension was rated the lowest of all questions with a mean of 2.75. In addition, the
standard deviation was also one of the lowest, which also shows a form of consen-
sus among the respondents in their answers. The respondents found it difficult to
estimate how realistic the decision-support would be for different reasons. I2 con-
sidered the extension to be too simplistic and also raised concerns in regards to the
increasing complexity of attacks in reality and how this would be accounted for as
well as if that was even possible while keeping its purpose of supporting human
decision-making. Moreover, I4 stated that it would depend on the attack and the
attacker whether this extension would be realistic and therefore effective. Generally,
the worst attacks are by attackers that are well-prepared and therefore happen very
fast without time to react or a human to deploy a defending move. Therefore, there
is no actual interaction between system and attacker in the sense of a game. On the
other hand, I4 thought that the decision-support might be more realistic and effec-
tive with more advanced attacks that have deeper attack paths. I3 also mentioned
that the type of attacker would influence the answer to this question, where very re-
sourceful and advanced attackers that are very difficult to detect require a different
form of thinking. Moreover, I3 mentioned that the realisticness and thereby effec-
tiveness of the extension would depend on the context of both the attack scenario
and what type of guidance or support it would provide. In some cases, it would be
more useful if the extension provides decision-support in relation to actions to take
to maintain security in a system at runtime when uncertainty increases rather than
direct responses to an attack. Finally, according to I1, additions such as clearer
mappings to the system impact are needed in order for the extension to be effective
and a realistic support. However, when faced with an active attack that the security
team is able to react to with pre-defined alternatives, I1 stated that this extension
would be realistic and effective since the decision-support can evaluate the different
options at runtime.

5.4.4 Impact on Confidence
The confidence was measured through the last two closed questions. In regards
to how much the confidence of the security assurance case would increase, most
answers rated the extension at a 4 with the mean being 3.75 with relatively low
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dispersion in the answers. Therefore, the extension can help increase the confidence
of a security assurance case, however it will depend on the circumstances. I4 finds
that the extension can help consider the runtime aspects of a system and therefore
help increase the confidence in the case. Furthermore, according to I1, the exten-
sion can provide evidence for the continuous monitoring activities in the system at
runtime, which would add more validity to the claims in regards to the security of
the system. Moreover, I3 mentions that the extension can help provide more au-
tomation to defining what processes to follow and that can help ensure continuous
compliance. However, generally, I3 finds more purpose of the decision-support on
the procedural level rather than the operational one. Lastly, according to I2, the
increase in confidence in the assurance case would depend on what exactly a system
can do on its own without human interference in terms of security.

The last question asked the respondents to rate the likelihood of working or rec-
ommending the tool where most respondents rated it at ’probably’ or ’definitely’.
I2 could not answer the question in the extension’s current state, since in relation
to self-adaptive systems the value would depend on the extension’s purpose in this
context and the role of the human versus the system. Therefore, the potential con-
fidence of the extension can be considered relatively high, however there is more
specification needed in relation to how it would work in more specific contexts, such
as self-adaptive systems. However, other respondents considered the concept to be
potentially useful after further development and testing.

5.4.5 Advantages of the Extension
In addition to the results from the closed question, the discussions with the security
experts revealed some of the potential advantages of the extension. The respondents
mention different aspects, where they think the decision-support and extension could
help improve different security-related activities. For instance, I1 and I2 mention the
extension’s potential usefulness as a validation tool for a system and being able to
anticipate how it would work at runtime. They also mention that it could be useful
in penetration testing, which could serve as evidence in the security assurance cases
and thereby increase its confidence.

Moreover, I1 and I4 mention how the extension could be useful in training peo-
ple and improving security capabilities of, for instance, the incident response. I3
and I4 also consider the extension to be helpful in coordinating and designing pro-
cedures around monitoring as well as response plans and escalation processes for
when incident response teams need to be brought in, since it can bring perspective
to how the system would operate at runtime. Many companies do not have a fully
operational or sufficient incident response and therefore a decision-support would be
useful to also help guide the security processes on a more systemic level, according to
I3. In addition to this, I3 and I4 mention that the extension can be understood and
used by a broader user group, which might also reduce the reliance on the incident
response at runtime.
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Another aspect where some of the respondents considered the tool to be poten-
tially useful is in the traceability and logging of attacks, which could further help
in the learning process of the system’s security in different attack scenarios. I1 con-
siders the potential logging ability of the tool to be useful in forensic analyses and
creating reports for how to or not to react to certain attacks, which can also be
used as evidence to strengthen the security assurance case. Furthermore, I3 men-
tions that the extension could possibly help identify some of the redundancies in for
example security controls.

5.4.6 Limitations and Possible Improvements of the Exten-
sion

The results from the discussions with the security experts also highlighted some of
the limitation of the extension, which are discussed in the subsections below and
further explain some of the values discussed above.

5.4.6.1 Security Assurance Case Aspects

As explained in Section 5.3, the extension was added as a security control to the
assets in the system, which I1 considered to be a suitable approach for incorporating
the decision-support in the assurance case. The claim then decomposes into new
claims related to the mitigation strategies that should be taken to resolve a threat.
In addition to this, a quality claim was connected to the strategy. However, this
quality claim and the structure of claims that follow it were confusing to some se-
curity experts as it was unclear how this claim related to the mitigation strategies,
since there is a connection between them but only in terms of the logic behind what
claims are being suggested. Furthermore, I2 also explains that the TARA is another
form of evidence that should go into the simulation tree in the security assurance
case, since it provides information that can be used as a starting point for the sys-
tem’s defense.

Another part in the security assurance case that was unclear was the phrasing of
the idle strategy “Observing the system”. I2 interpreted this as meaning the entire
system, even though the decision-support only relates to a specific asset. Moreover,
the context to the observing claim was also confusing as it is unclear whether the
system might be observing itself or whether a human is doing it. In the context of
the security assurance case, this raised concerns for how secure the current (idle)
strategy actually would be, since it would depend on what can actually be observed,
such as what the intrusion detection system can detect or overall what sensory input
the system has access to.

Moreover, as mentioned in the analysis of the answers for the closed questions,
I2 was missing more clarification for what mitigation strategies are available to a
security team in an attack scenario explicitly in the security assurance case. There-
fore, aside from the game simulation tree, the mitigation strategies would also need
to be included in the assurance case to give a better overview of the choices that a
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decision-maker would have available. Additionally, the use of a dynamic claim was
difficult to follow as there is no information in the assurance case of what possible
mitigation strategies are available at that state. Since the alternatives were not
presented in the case, I2 explains that it is difficult to understand how an action is
integrated with the system and more specific mapping between the available mitiga-
tion strategies to the specific aspect in the system is needed. I3 found it also unclear
what baseline for strategy selection is used, in relation to the context such as what
standard is used to guide them. Therefore, a more explicit connection between the
available strategies and what is shown in the simulation would be needed.

Furthermore, in relation to the decision-making that the extension enables, I1 also
explains that it would be useful to have more of the available options shown, aside
from the alternative strategy in the context node, since it is important to be able to
compare between different options. Moreover, according to I1, the payoff by itself
in the assurance case is difficult to understand and whether that is a high or low
impact, since it would need to be more clear if it reflects an attack on a very sensitive
part of the system that might be more severe. I2 also explains that impact is usu-
ally expressed as categories. However, I2 mentions that the potential loss is a useful
measure for decision-making. On the other hand, the use of layered probabilities
might be difficult to follow, according to the respondent.

Finally, some respondents stated that the phrasing in the argumentation strategy
S3.1. was confusing as it was not clear if the claims were targeting a specific threat
or if the threat landscape overall was considered. I1 suggested that a context node
should be added that specifies that all threats are considered in the strategy. More-
over, I2 mentions that it might also be necessary to be more explicit in who is
mitigating the attack, since especially in self-adaptive system there is a clear differ-
ence between the role of the human and the system at runtime when faced with a
threat.

5.4.6.2 Clarification of the Extension and its Context

All respondents mentioned frequently the need for explanations and clarifications of
the extension and the game-theoretic concepts that were included. Therefore, on the
general level and in order to understand the extension as a whole, I1 mentions that
high-level definitions of the concepts and use cases would be important to include.
I1 also explains, since the simulation tree consists of a large amount of dynamic
data, it is important to explain how they change in order to facilitate its usability.
Moreover, I3 mentions including a guide to explain the extension. However, I1 and
I3 stated that the game simulation made sense and I4 also mentions that decision
trees are a common visualization tool for decision-making processes and therefore
would be understandable for most people.

Furthermore, on the specific aspects of the game-theoretic model and using it, I1
expressed, for instance, that more motivation behind how probabilities and payoff
values are set or will change would be needed in order for them to be able to estimate
the severity of the issue as well as understand when these values end up changing
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due to new incoming information. In addition to this, I1 mentions the importance
of also understanding the value of the asset as well as which parts of an asset or
in what way it has been compromised in an attack in order to further assess the
severity of the issue. In the extension, it is therefore difficult to tell which part
or parts of the asset, that the extension connects to, are affected, how the asset is
affected, i.e. how “deep” the attacker is in the system and therefore the extent of
damage an attacker can do, as well as how this is reflected in the payoff in order to
be able to make decisions with confidence. I2 also mentions that they would like
to know how an attack might degrade the system, which would be encapsulated in
the payoff. Consequently, the payoff representing the impact of an attack on the
system requires more context both in terms of the value of the asset itself, its level of
degradation and also to what extent it is compromised in order to better assess the
severity of the issue. Therefore, having a singular payoff value that is an aggregation
of these aspects is not sufficient.

5.4.6.3 Perspective of Attacker

In the evaluation, the experts often described their reasoning for the system security
in terms of the attacker’s point of view, such as keeping the attacker’s payoff low
reflects more security or considering what the adversary’s ideal strategy would be
which is what would need to be countered. Moreover, according to I1, one aspect to
threat modelling is to consider how much effort it is for an attacker to attack a part
of a system and how much it would be worth to them. However, the focus of the
extension, i.e. what is documented in claims and context nodes, was primarily on
the system and how the security team would benefit from certain actions. There-
fore, the attacker payoff might play more of a role in the decision-making, especially
in quicker decisions, in how to mitigate an attack and would therefore need to be
included in for instance the context node as well.

Moreover, I4 mentions that the attacks at runtime do not always play out as games,
where the system would have a set of action to counteract the action of the at-
tacker. Usually, the first ’move’ by the attacker is the attack itself, which then
has to be resolved by the security team in the aftermath of the attack. Therefore,
how security experts reason around attacks might not typically be in the form of a
game-theoretic interaction and could be a limitation in terms of how realistic and
effective the decision-support would be.

5.4.6.4 Scalability

The scalability of the extension was a concern raised by some of the respondents,
where they were not sure how exactly the decision-support would work in an actual
attack scenario and in the end how usable it would still be when the number of
choices increase and more complex simulation trees might arise. I1 mentions that
if they had to make an immediate decision, a decision tree that is too large would
not be helpful. They also mention that more additions to the current version of the
extension would require more views and separate files to be referred to, rather than
adding more information to, for instance, the context node. Additionally, I1 and I4
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mention the importance of illustrating the extension with more realistic examples
as well as performing, for example, penetration testing to see how it would actually
behave and work in a more realistic setting.

Moreover, the security experts considered the overall realisticness of the model to
be dependent on different contextual factors, such as what it would be used for and
by whom. One aim of the extension is to help guide decision-making and enable a
faster response when faced with an attack. However, there are also concerns with
how usable the security assurance case would actually be in these types of situations.
For instance, I2 expressed doubts regarding the use of a security assurance case for
runtime decision-making, especially in cases where there is little time, since the as-
surance cases can sometimes be too complex to navigate and therefore impractical to
enable fast incident response. On the other hand, I2 mentions that it would depend
on how incident response teams operate and how they train for attack situations.
Moreover, respondents I1 and I4 consider security assurance cases to be potentially
useful also in this regard. Furthermore, I3 stated that the extension would be most
useful for security decisions a more systemic level. Therefore, the context of how
the decision-support is implemented and used as well as its actual user affect how
effective it would be and in turn how it can impact the confidence of the security
assurance case.

47



5. Research Findings

48



6
Discussion

In the following subsections, the empirical findings for each research question are
discussed.

6.1 RQ 1: Challenges of Maintaining Security As-
surance Cases at Runtime

Multiple issues were identified to being able to maintain security assurance cases
at runtime and being able to use the cases as effective support for decision-making
when faced with a threat. These issues could be divided into challenges taking place
at design time, runtime or in the transition between these two states. One of the
issues relating to the system and decision-making at runtime is, for instance, that
the security assurance cases are very static and would need to incorporate some form
of dynamicism in order to adjust claims and evidence to aid the decision-making.
Other challenges that directly relate to the runtime specific issues are the potential
for human error during decisions as well as the complexity of the decisions that have
to be made. These factors can be reduced and potentially mitigated by extending
security assurance cases with game theory and including a dynamic simulation of the
threat scenario at runtime. Moreover, the challenges that take place at design time,
and also impact the runtime effectiveness of security assurance cases, are the system
and environmental complexities as well as potential restrictions from the system
scope. Uncertainty was considered by for instance Weyns et al. [17] and De Lemos
et al. [18] as the main challenge for security assurance cases at runtime, which then
takes place in different forms and through different sources, such as due to incom-
plete information or the involvement of humans. Many of the challenges that were
identified in this research align with the sources identified in these taxonomies, only
in this thesis the focus was on the context of design time and runtime. One aspect
that might however not be included in the existing taxonomies are the organizational
challenges, specifically in relation to culture and the perceived value of security as-
surance cases as this issue does not necessarily stem from uncertainty. Nonetheless,
the main issue overall remains the high degree of uncertainty in security and how
it is managed in organisations, which then causes these individual challenges to arise.

The uncertainty that arises due to the complexities in the system and its environ-
ment can be managed with game theory as it is able to consider the uncertainties
with probabilities of different possible actions of play, such as through stochastic
games or the use of mixed strategies. This can then support runtime decision-
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making and reduce other challenges such as possible human errors in the analysis or
decision-making process. By also managing the complexities related to the system,
the decision-making chain within the company as a whole could be simplified, if the
model incorporates the different factors to consider and weighs them against each
other when suggesting the optimal strategy, for instance through the payoffs in a
game-theoretic model.

One challenge that can be difficult to manage with only a security assurance case
extension might be the ones related to the organizational processes and culture.
While a more effective security assurance case that is able to consider actions at
runtime can end up receiving more positive reception from security teams in the
company, it is still a broader challenge that would involve active participation of
stakeholders such as management in companies in order for a runtime adapted secu-
rity assurance case to be able to take effect and support decision-making at runtime.
The maintenance of security assurance cases along with the system they represent
is essential, especially in more security or safety-critical contexts, in order to be able
to provide assurances of certain system requirements to be met [7]. Therefore, aside
from tools that facilitate the maintenance and enable more continuous compliance,
it is also central to have effective organizational processes that further enable the
maintenance.

6.2 RQ 2: Impact of Game Theory based Decision-
making on the Confidence in Security Assur-
ance Cases

The initial interviews as well as the evaluation of the artifact provided useful insights
into how the inclusion of a dynamic decision-support can impact the confidence in
security assurance cases. The security assurance case extension in this research is
on a rather conceptual level and would need to be actually implemented in order to
put the ideas and assumptions in a more practical context, which can then be tested
and further evaluated. However, based on the results of the evaluation, the concept
in itself needs to be developed in order to become more effective and useful as well
as easier to understand for practitioners. As I1 mentioned, the system impact needs
to be integrated further in order to have more context on both payoff values and the
attack so that humans’ evaluations and subsequent decision-making is better sup-
ported. Moreover, the confidence in the security assurance case could potentially
increase with the decision-support. However, this is dependent on different factors,
such as how easily the case can actually be understood in reality.

Overall, respondents said they would find it difficult to understand the extension
in the security assurance case without explanations or context. The idea of making
security assurance cases more runtime adaptive by including game theory in order
to then also support runtime decision-making is a new and complex concept. There-
fore, an executive summary or this thesis would need to come in connection with
the extension. However, the case shown was simplified and also focusing on the
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extension of the security assurance case, not giving details on existing claims that
were not related to the extension, which might have made it difficult to understand
how the claims related to the decision-support fit with the remaining assurance case.
Moreover, the sessions were only around one hour and given that the respondents
understood the aim and idea of the extension within that time, albeit with some
context and in the future with more written indication, it would still seem possible
to understand the model as long as there are explanations in the form of an ex-
ecutive summary, guide or use cases. Therefore, it can be considered to add more
explanations to, for instance, the simulation tree, however that would need to be
weighed against how much information it should contain overall, since this is a sim-
ple version of an attack and in reality with more choices, too much more information
can become too complex for a human to understand.

Aside from the general context of the decision-support and its features, the im-
portance of the system impact and mapping to it were also brought up. The payoffs
were intended to represent an aggregate value of the impact of an attack on the
asset that it is protecting. However, based on the results of the focus groups, a
differentiation needs to be made regarding the asset’s value to the system and to
what extent the value is affected by the attack as well as potentially the strategy
that is chosen. Moreover, how the asset is affected as well as the system overall, i.e.
their degradation, would also need to be included and differentiated in the payoffs.

Another aspect in regards to the decision-making was the mapping of the ideal
strategy to the available mitigation strategies. As discussed in the previous chapter,
the extension suggests the optimal mitigation strategy through a dynamic claim,
which can maintain the assurance case in tact with the current state of the sys-
tem. However, some respondents would prefer a clear mapping of the available
alternatives in order to understand what is possible and be able to weigh all the
options against each other. Therefore, the extension might require too much trust
of a human to take the recommended strategy of the decision-support as it is. The
motivation behind having a dynamic claim is to clearly reflect the system’s state at
runtime, where in a specific attack scenario there would only be one set of actions
to mitigate the attack. Assurance cases can be rather complex and difficult to use
at runtime, especially when fast decision-making is required. The complexity of as-
surance cases, especially when all information surrounding the security of a system
needs to be accounted for, was pointed out by multiple respondents. Therefore,
having one claim that can dynamically change to show what to do might help fa-
cilitate the use of the assurance cases in these situations. The overall need to be
able to follow the decision-making through more context either through seeing all
available strategies or being given more details regarding the payoffs, relates back to
the theme of balancing the automated and human aspect of a decision-support that
was identified in the interviews in the first iteration. However, it appears a trade-off
might have to be made between the amount of information a security expert would
require to make decisions in relation to attack mitigation while still maintaining low
complexity and high accessibility to the necessary information.
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Furthermore, the evaluations showed that the decision-support might not be particu-
larly effective in connection with self-adaptive systems, since humans in this context
usually take on a different role which also translates to the security assurance case.
There is less of a need to manage a system at runtime, since self-adaptive systems
are a mean to manage the uncertainty in their environment [18]. Moreover, due to
the typically high pressure on humans in attack scenarios at runtime, the complexity
of decision trees as well as security assurance cases might be too large and therefore
not ideal to use during runtime decision-making. Therefore, in some instances the
decision-support might instead be more suitable as a form of validation of the design
in terms of its effectiveness at runtime. This was also brought up in focus groups
as an advantage of the decision-support proposed in this thesis, as they mentioned
the extension’s potential usefulness in the validation of security measures and the
security assurance case as a whole. According to Rushby [12], tools for automated
decision-support can help reduce potential confirmation bias that can arise when
designing features since it could help point out issues that had not been identified
earlier. Therefore, the extension can be effective in the evaluation of security as-
surance cases. The traceability that the extension could help provide from attack
situations was also considered useful by the security experts, which can then be used
to connect evidence with security requirements and help increase the validity of the
assurance case [7].

Finally, many of the advantages or potential use cases of the extension mentioned
by the security experts were generally not in relation to the incident response, but
rather the process aspect to incident response and using the decision-support for
other, more design time focused activities, such as a guide to compliance as well
as threat monitoring and lastly training. It is possible that the extension is not
particularly usable at runtime due to for instance the format of security assurance
cases. However, the security experts in this research are also more active in security
domains that are not related to incident response and some found it difficult to
speak on how some processes in this area take place. Therefore, it is possible that
more insights need to be gathered into how the extension could work in relation to
the incident response against active attacks.

6.3 RQ 3: Security Assurance Case Extension
with Game Theory

The security assurance case extension was presented in the previous chapter, where
the decision-support and its related claims are proposed to be added as a security
control in connection with the asset in the case. However, there is also the trade-
off of giving more specific insights into what level the decision-support is operating
at in an asset, while still maintaining accessibility and thereby usability for the
decision-maker. Another alternative that was considered during the development of
the extension was connecting the decision-support at the attack level in the security
assurance case and connecting it to specific attacks following a threat-based argu-
mentation strategy. While this layout might enable clarity as to what attack the
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optimal strategies would help mitigate, in practice it is not always clear from the
start of a threat what type of attack is taking place. Therefore, it would be difficult
and in some cases it might not even be possible to correctly connect a mitigation
strategy proposed by the decision-support to a specific attack. As a result, it is
more suitable to extend the security assurance case on the asset level to make the
decision-support more effective at covering multiple scenarios. Moreover, the assur-
ance case might become too complex, since the threat landscape is very dynamic
with many different types of attacks that will also further vary depending on what
type of attacker is encountered.

Another alternative that was considered besides the asset level was to connect the
decision-support to the claims and arguments that relate to the processes that take
place at runtime to protect the system, such as the incident response. However, these
processes can vary significantly between companies and a more abstract version of
the extension was considered more realistic in practice. Moreover, the strategies
that would be proposed by the decision-support become more understandable in
connection with a specific asset as that is what the attacker is targeting during a
threat. The decision-support in itself is a security control connected to an asset and
gives strategies to mitigate threats against the asset. Therefore, it is in terms of the
process perspective only a tool and does not give a step-by-step for their actions or
decisions in relation to the process.

Overall, the implementation of the extension is similar to the security assurance
case adaptation proposed by Jahan et al. [6] for self-adaptive systems, since the
extension operates similarly to a MAPE-K loop in the sense that the system and its
environment are continuously monitored in order to provide the information that is
then analysed by the game-theoretic model to give a suggested mitigation strategy.
The continuous monitoring of real-time data is necessary for the model be able to
make accurate decisions at runtime. However, the execution step would be decided
on by a security team, instead of only the system. Therefore, the extension in this
thesis differs from the security assurance case claims and context nodes suggested by
Jahan et al. [6], in that the claims in relation to the decision-support are expected
to be used by humans and therefore include more information to enable them to
make their own risk assessments.

Apart from the security assurance case, the runtime adaptation is only able to
inspire confidence if the game simulation in itself is also effective. In this thesis,
a relatively simple model was used to simulate the extension which considers some
uncertainties of an attack scenario such as the attacker type, however in practice
a more complex model would be needed that is able to consider the uncertainties
and impact of choices on a more widespread level. Therefore, another viable option
would be stochastic games such as Markovian games or Markov decision processes.
However, since there is a high degree of complexity and uncertainty involved with
attacks, some form of probabilities should be included as they are a mean to manage
the uncertainty at runtime.

53



6. Discussion

6.4 Limitations of the Study
A limitation to the security assurance case extension is the effectiveness of the game-
theoretic model. The extension as a concept is not dependent on the specific type
of game model used, however the effectiveness of the extension at runtime is di-
rectly impacted by the game-theoretic model and how effective it is at identifying
the optimal strategy to take and support the decision-making. Therefore, the exten-
sion is still limited by the uncertainty around the probabilities and payoffs that are
the basis for the prediction of the optimal threat mitigation strategies. Addition-
ally, in the future the model should be tested in more realistic contexts, where also
the scalability of the concept can be assessed. This might show important results in
regards to the type of game used and which one might be more effective than others.

Moreover, the interviews further showed that security assurance cases and how the
security of a system is maintained in practice are very broad and complex areas. It
was difficult for some participants to give insights in regards to how the incident
response operates as well as how effective the extension might be in direct attack
situations as this was not their domain. Additionally, the evaluation of the artifact
in this thesis was evaluated with a rather small number of security experts. This
might impact the generalisability of the results and could then also increase the risk
of biased responses influenced by the respondents’ individual backgrounds. How-
ever, a more exhaustive validation was not possible due to time constraints. Thus,
more respondents as well as ones within the incident response or working with active
attacks would have brought more insights into how the tool could be used in their
area of work.

6.5 Future Research
Since the extension that is proposed here is only a concept, in future work it will
need to be further developed with the feedback from the security experts. One as-
pect in the feedback was that the system impact needs to be clarified in order for the
extension to be more operationally effective. This could possibly be implemented in
connection with Bayesian Belief Networks that have been used as a mean to esti-
mate the confidence in security assurance cases and could then potentially be used
to evaluate system impacts during an attack as well. Moreover, an actual prototype
needs to be created with the components detailed in relation to the quality claim
that can then also be tested in more realistic scenarios or possibly contexts in order
to give more tangible results on how effective this extension could be.

In addition to this, the security assurance case extension was intended to be a stand-
alone product, therefore the thesis did not explore how to incorporate the results
in practice and existing tools that might be used for designing security assurance
cases. Thus, future research should focus on how the artifact can be incorporated
and operate in practice with the tools typically used to work with security assurance
cases.
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Furthermore, the security experts involved in the evaluation of the model are very
experienced within security assurance cases and work with them in different indus-
tries as well as domains. However, as discussed above, more experts that are directly
involved with the incident response of security threats as well as active attacks will
be needed to evaluate the extension in this context to gain insights on how it could
work to support their processes as well as promote quick and effective decision-
making.

In addition to this, in game theory, the players are assumed to be rational and
intelligent. Therefore, it is assumed that players understand the consequences of
their actions and are able to make intentional decisions. However, in reality that is
not necessarily the case and therefore game theory overall might be not as effective,
since players might not play in their best interest. Therefore, it could be interesting
to further explore how the psychology of the attacker might impact the interactions
with a system and how it can be accounted for in a game-theoretic model as well as
the security assurance case.
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In this thesis, the focus was to investigate how security assurance cases can be ex-
tended to include decision-support at runtime. Security assurance cases with the
right quality assurance in place can inspire confidence in the system’s security, how-
ever this also only applies to the claims in the case made at that time, therefore
at design time. At runtime however, external factors might behave differently and
therefore impact the system and its security which might not have been or could
not be accounted for in the security assurance case.

Given that security is a dynamic concept, it is therefore important that the se-
curity assurance case is able to consider runtime behaviour and new information
incoming during a threat scenario in order for a security team to be able to rely
on the assurance case to make decisions. Consequently, the inclusion of game the-
ory in the security assurance case enables dynamic changes in the case that reflect
runtime threats and what strategies to take that keep the system secure, which can
thus increase the confidence in the security assurance case and in turn the system’s
security. The current challenges in practice that have been identified can be ad-
dressed with a decision-support that is able to simulate runtime processes and guide
the decision-making while also balancing the human and automated aspect in these
decisions. Therefore, incorporating a game-theoretic model as evidence to support
why certain strategies should be taken at runtime when faced with a certain attack
can help guide the decision-making and actions of security teams and make security
assurance cases more usable as well as easier to maintain at runtime. In addition
to this, it could also serve as a support for validating claims at design time through
test simulations with the security assurance case to identify potentially uncovered
areas in the system’s security.

The combination of security assurance cases and runtime adaptivity, also based
on game theory, is a rather unexplored field with most of the literature focusing
on dynamic evidence and evaluations or on specifically self-adaptive systems and
instantiating or dynamically changing security assurance cases at runtime. How-
ever, the use of the proposed dynamic decision-support extends assurance cases to
potentially become more useful during the decision-making and being able to bene-
fit different types of systems as well as contexts. The evaluations highlighted some
potential doubts in regards to the extension’s scalability and how effective a secu-
rity assurance case is for runtime decision-making, particularly in attack scenarios
where there is little time, which need to be addressed in future work. This thesis
presents an initial prototype that has to be further developed and tested in order
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to gather more insights into these potential issues and identify more requirements
under different and more realistic circumstances.
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A
Appendix

A.1 Interview Guide

1. Background Questions
1.1. Years of experience with Security and Security Assurance
1.2. Their current role
1.3. Their main industry

2. Runtime Security and Decision-making
2.1. What kind of decisions have to usually be made at runtime regarding the secu-
rity of the system? Is the human error in these decisions a common problem?
2.1.1. How would you make decisions at runtime when faced with a security threat
when there are multiple strategies? What information are the decisions based on?
2.1.2. Who makes these decisions?
2.1.3. How often are you in situations where you have to make decisions at runtime
with little to no support from design time documentation?

2.2. How do runtime changes or issues that arise at runtime affect the existing
documentation for security assurance? How is that behaviour usually accounted
for?
2.2.1. How do you communicate with people at designtime about the necessary
changes that have to be made to documentation or issues encountered?
2.2.2. Who is responsible for updating and maintaining assurance, design time or
runtime teams?

3. Design Time
3.1. What documentation do you have to aid decision-making at runtime? Do you
communicate to runtime decision-makers in potential attack situations through e.g.
is there a checklist or other documentation?
3.1.1. Is the documentation usually sufficient and covers multiple scenarios?

3.2. How do you anticipate runtime behavior when designing security and creat-
ing documentation to demonstrate security assurance?

3.3. What challenges are there to maintaining security assurance also at runtime?
3.3.1. Have you found any solutions to these challenges? What resources would be
needed to realize them? What barriers were you facing for these solutions?
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4. Transition between Design and Runtime
4.1. Since security assurance is created and assumptions are made at design time
about runtime, do you do any fact checking of the design with the deployed system?

4.2. Is the designed documentation/assurance updated with for example threat
analysis for the running system? Why or why not?
4.2.1 Who is typically responsible for this, design or runtime teams?

4.3. How much of an impact is it on the existing documentation and the gen-
eral workflow/organization when it needs to be updated?

5. Implementations of dynamic decision-making and increase in confi-
dence
5.1. What requirements would a dynamic decision-making system/support need to
fulfill to be useful?

5.2. How much would the confidence in the system increase if you had a more
dynamic decision-support?
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A.2 Evaluation Questions

1. Closed Questions
1.1. How easy is the extension/decision-support to understand?
1 (Not easy at all) • 2 (Not very easy) • 3 (Somewhat easy) • 4 (Mostly easy) •
5 (Very easy)

1.2. How satisfied are you with the amount of information that is provided in
the extension?
1 (Very dissatisfied) • 2 (Somewhat dissatisfied) • 3 (Neither satisfied nor dissat-
isfied) • 4 (Somewhat satisfied) • 5 (Very satisfied)

1.3. How satisfied are you with the type of information that is provided in the
extension?
1 (Very dissatisfied) • 2 (Somewhat dissatisfied) • 3 (Neither satisfied nor dissat-
isfied) • 4 (Somewhat satisfied) • 5 (Very satisfied)

1.4. To what extent would you be able to confidently make runtime decisions with
this extension?
1 (To no extent) • 2 (To little extent) • 3 (To some extent) • 4 (To a large extent)
• 5 (To a great extent)

1.5. How effective do you think the extension would be in the team’s decision-
making and response to an attack?
1 (Not effective at all) • 2 (Not very effective) • 3 (Somewhat effective) • 4 (Mostly
effective) • 5 (Very effective)

1.6. How realistic is the extension and simulation model and an accurate repre-
sentation of an actual attack scenario?
1 (Not realistic at all) • 2 (Not very realistic) • 3 (Somewhat realistic) • 4 (Mostly
realistic) • 5 (Very realistic)

1.7. To what extent does the extension as a whole increase the confidence you
have in the system’s security at runtime?
1 (To no extent) • 2 (To little extent) • 3 (To some extent) • 4 (To a large extent)
• 5 (To a great extent)

1.8. How likely would you use the extension in your work or recommend it to
others?
1 (Definitely not) • 2 (Probably not) • 3 (Possibly) • 4 (Probably) • 5 (Definitely)

2. Open-ended Questions
2.1. What is your general impression? What areas are easy or hard to understand?

2.2. Does the simulation accurately represent a realistic attack scenario?
• If not, what would need to be different/improved?
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2.3. What might be some limitations of the extension in for example an actual
attack scenario? What advantages can the extension provide in the attack scenario?

2.4. Are there any features that you think are missing in the extension that should
be included to improve its effectiveness?
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A.3 Coding Example

Figure A.1: Coding Example
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Figure A.2: First Instance of Thematic Analysis of Interviews in Iteration 1
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A.4 Security Assurance Case Extension

Figure A.3: Security Assurance Case Extension: System is Secure
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A.5 Results of Validation

Table A.1: Central Tendency of Answers to Closed Questions in Artifact Evalua-
tion

Question Measure of I1 I2 I3 I4 Mean Mode Median Standard
Deviation

1 Usability 4 2 4 3 3.25 4 4 0.829
2 Usability 3 4 5 3 3.75 3 4 0.829
3 Usability 4 2 3 4 3.25 4 4 0.829
4 Effectiveness 3 2 4 4 3.25 4 4 0.829
5 Effectiveness 4 3 5 4 4 4 4 0.707
6 Effectiveness 3 2 3 3 2.75 3 3 0.433
7 Confidence 4 3 4 4 3.75 4 4 0.433
8 Confidence 4 0 5 5 3.5 5 5 2.062
All Overall 3.438 4 4 1.059
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