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Abstract
With the increasing prevalence of daily internet usage, device identification and classifi-
cation over wireless networks have become highly relevant topics. Most of the wireless
network traffic is encrypted. Even though many users feel like that is enough to be secure,
this project shows that there is still much information that can be extracted by a passive
observer.

This project implemented a passive monitoring system capable of identifying devices and
classifying their activity without being logged in on the network, only passive monitoring,
which makes it almost impossible being detected.

The results showed that it was possible to infer certain device characteristics, includ-
ing mobility patterns, vendor information, and user activity states such as streaming,
browsing, or being idle.

These findings demonstrate that meaningful insights can be derived solely from metadata,
despite the presence of encryption.
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1
Introduction

This chapter introduces the background of Wireless Local Area Networks (WLANs) and
the growing importance of security and privacy in increasingly connected environments,
particularly with the expansion of Internet of Things (IoT) devices and public Wi-Fi
usage. It explains how, despite modern encryption and privacy mechanisms, passive
observation of wireless traffic can still reveal meaningful information through metadata
and transmission patterns. Furthermore, it outlines the overall purpose and scope of
this work, which focuses on designing a strictly passive monitoring system for analyzing
Wi-Fi metadata and exploring what can be inferred without actively interacting with the
network.

1.1 Background
WLANs are used all around the world in everyday lives to provide connectivity for a
variety of devices such as phones, computers, TVs, and IoT devices. In recent years, the
market for IoT devices has exploded, and in 2032 the expected number of IoT devices
is projected to reach 37.48 billion worldwide [1]. The number of public Wi-Fi networks
increases each year, and so does the number of intruders and information leaks [2]. As the
number of connected devices and networks increases, several metrics can increase with
it, such as electricity consumption, network latency, and number of users.

However, this increase of devices does also correlate to an increase of cyberattacks [3], as
more connected devices mean more targets available, and a larger crowd for intruders to
hide within. Some of the threats include Man-in-the-Middle attacks, data theft, malware
injections, and malicious hotspots [2]. Furthermore, public Wi-Fi networks are sometimes
non-encrypted, which makes it easier for attackers to spy and steal information. Yet, even
when encryption protocols such as Wi-Fi Protected Access 3 (WPA3) or Transport Layer
Security (TLS) are used, a lot of information about a device can still be revealed [4]. As
a result of these threats, it is increasingly important for users to understand the privacy
and security risks associated with public Wi-Fi networks.

Information that can be observed includes metadata such as packet sizes, timing, protocol
types and connection patterns which can reveal a lot about devices and their activities [4].
Devices connected to a network can also be identified by Media Access Control (MAC)
addresses and Internet Protocol (IP) addresses since they are unique for a device on that
network [5]. In addition, devices on a network can often be identified through a tech-
nique known as device fingerprinting. Device fingerprinting analyzes patterns in network
behavior, such as protocol usage, packet timing, packet lengths, and traffic characteris-
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1. Introduction

tics, to infer the type of device generating the traffic [4]. This approach is particularly
useful when traditional identifiers are unavailable or obscured, for example through MAC
address randomization.

In order to observe this metadata, a method called packet sniffing is commonly used.
Packet sniffing is a technique in which network packets are captured as they are trans-
mitted across a network interface. Packet sniffing can often be captured using a Network
Interface Card (NIC) in monitor mode, enabling passive observation of wireless traffic [6].
Wi-Fi networks can operate on several different frequencies, referred to as Wi-Fi chan-
nels, and devices may communicate on different channels at the same time. To achieve
a more complete traffic capture, the monitoring interface periodically switches between
channels, a process known as channel hopping, allowing traffic from across the network
to be observed [7].

1.2 Purpose
The purpose of this project is to investigate how much information about connected de-
vices and their activities can be inferred from strictly passively observed Wi-Fi metadata.
By analyzing what characteristics can be derived from passive observation, the project
aims to demonstrate that even encrypted wireless networks can reveal meaningful insight
about users’ devices and activity patterns.

1.3 Scope
This project focuses on the implementation and design of a passive wireless network mon-
itoring system. The system operates by observing and analyzing Institute of Electrical
and Electronics Engineers (IEEE) 802.11 protocol traffic using a device in monitor mode,
together with network analysis tools. This allows it to capture frames and extract meta-
data such as protocol information, timing behavior, and other characteristics exposed by
wireless communication.

The goal of the system is to be able to detect nearby access points and devices, keep track
of their presence, analyze movement, and perform basic device fingerprinting to distin-
guish between devices based on observable device characteristics inferred from network
traffic, including vendor identification. The system will also implement threshold based
activity classification to estimate the type of activity a device is engaged in. The system
will include an interactive visual interface to present the collected information in a user
friendly form.

One of the most important rules for this project is that all monitoring is strictly passive.
Passive monitoring only observes existing network traffic without transmitting additional
packets [8]. In contrast, active monitoring generates packets of its own into the network,
such as sending probe requests in order to discover connected devices [8]. This rule is
crucial both to keep the technical scope feasible within academic level but also ethically
responsible. This project is meant to be an exploratory study rather than a hacking or
penetration testing tool.

All exploration and experiments part of this project will only be done on controlled net-
works and devices. The system only analyzes the metadata and protocol level information
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1. Introduction

that can be obtained without decrypting encrypted payload data.

Since the project is passively monitoring wireless traffic, privacy and ethical consider-
ations are important. Although all experiments will only be conducted on controlled
networks, similar techniques could be misused to monitor devices without user aware-
ness. Therefore, the project emphasizes responsible handling of collected data and aims
to increase awareness of privacy and security limitations in Wi-Fi networks. In addition,
understanding connected devices and network activity may contribute to more efficient
network and energy usage by identifying unnecessarily active devices.

1.4 Outline
To guide the reader through the remainder of this study, the thesis is structured as
follows: Chapter 2 details the core theoretical foundations including MAC address ran-
domization, management frames, and data frame traffic analysis. Chapter 3 outlines the
technical method, documenting the work process, packet sniffing tools such as Scapy,
and the specific evaluation criteria. Chapter 4 presents the detailed implementation of
the pipeline, explaining how access points are grouped, hidden SSIDs associated, and
how device fingerprinting, movement detection, and activity classification are executed.
Chapter 5 compiles the experimental results of these distinct system components, fol-
lowed by a critical analysis and evaluation of the system’s performance in Chapter 6.
Finally, Chapter 7 concludes the thesis by discussing system limitations, outlining paths
for future work, and assessing ethical and privacy implications.
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2
Theory

This chapter covers key theoretical aspects of Wi-Fi networks, including MAC address
randomization and its limitations for device identification. It also explains how manage-
ment frames and data traffic can be used for device fingerprinting and traffic analysis
despite encryption and privacy mechanisms. Additionally, it introduces timing and syn-
chronization concepts, such as clock skew and Timing Synchronization Function (TSF),
as well as statistical filtering methods used for processing noisy wireless measurements.

2.1 MAC Randomization
Most modern devices use MAC randomization to hide the true identity of a device for
privacy [9]. For each network a device is connected to, a new MAC address is generated
and used for this specific network. The randomized MAC is then used for a certain amount
of time until a new MAC is generated and used for the network. Different devices use
different methods to randomize their MAC [9]. Furthermore, there are differences in how
they calculate the randomized MAC address [9]. In order to determine if a MAC address
is randomized, the Locally Administered (LA) bit can be observed, which is the second
least significant bit in the first octet [10], [11]. If that bit is set, the MAC address has been
modified from the device’s factory-assigned address by the administrator. For example
the following MAC address would likely be randomized:

A2 : B3 : C4 : D5 : E6 : F7

This is because in the first octet (A2) is the same as 1010 0010 in binary. The LA bit is
the highlighted, which is set to 1. Therefore, the MAC address is most likely randomized.

2.2 Management Frames
Management frames are used to give information about a device or an AP’s capabilities
[9]. The capabilities are stored as tags and give information such as which channels are
supported, power capability and vendor specific information [9]. The management frames
used for this project:

• Beacon Frame: On a network, APs show their presence on the network by peri-
odically broadcasting beacons. A beacon’s frame includes the Service Set Identifier
(SSID) or network name, MAC address, channel, and other capabilities of the AP
[12].
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2. Theory

• Probe Request: Probe requests are sent from a device to detect nearby networks.
Frames are sent in bursts over multiple channels to advertise the existence of the
device to identify nearby networks [13], including its MAC address and sometimes
also the SSID of a network. If an SSID is mentioned in the probe request, the
mentioned AP responds to the request with a probe response.

Modern devices use MAC randomization and each burst uses a different random
MAC address, but in some cases it uses the same MAC address that was used to
connect to the AP. The frequency and randomness of probe request, as well as the
information extracted, differ for each device [14]. The bursts of probe requests are
between 2-5 packets depending on the device, and last for around 20ms [14].

• Association Request: When a device has been authenticated on the network,
the next step is for the client to associate with the AP [12]. An association request
is sent from the device to the AP and then a response from the AP to the device,
signaling either success or failure. The response from the AP is called a association
response.

Association request and probe request frames expose a rich set of implementation specific
features. Since these characteristics remain sufficiently stable across MAC address ran-
domization events, they are well-suited for probabilistic device fingerprinting [15], [16].
The following features are extracted from association request and probe request frames
as defined in the IEEE 802.11 standard and prior work on MAC layer fingerprinting [15],
[16].

• Information Element Ordering The order in which information elements appear
in the association request frame.

• Supported Rates The set of physical layer data rates supported by the device.

• HT Capabilities Describes the device’s hardware capabilities.

• Robust Security Network (RSN) Parameters Specifies supported security
mechanisms such as WPA2/WPA3.

• Extended Capabilities Indicates optional advanced protocol features.

• Vendor-Specific Information Elements Contain manufacturer-specific identi-
fiers such as the Organizationally Unique Identifier (OUI).

These characteristics form the basis for device and access point fingerprinting. By an-
alyzing relatively stable implementation-specific properties in management frames, it is
possible to distinguish devices even when MAC addresses change or are randomized.

2.3 Traffic Analysis of Data Frames
While management frames can reveal information about a device’s presence and capabil-
ities, the device’s actual network activity is carried through data frames [17]. These con-
tain the traffic generated by applications, such as chat messages, web pages and streamed
video. With modern encryption protocols, the contents of data frames are hidden, but
metadata such as traffic rate, timing, direction and frame size remain visible to a passive
observer [18], [19].
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2. Theory

When the content of data frames is encrypted, information can still be inferred through
traffic analysis, which studies observable metadata patterns rather than packet contents
[18]. Since different activities often generate different traffic characteristics, metadata
such as timing, direction and frame size can be used to infer what activity a device is
engaged in [20], [21]. Wang et al. [22] compared traffic generated while using different
applications on mobile devices and found that Chrome traffic contained moderately dense
bursts of frames with varying sizes, while YouTube traffic contained denser bursts and a
large share of similarly sized frames. By observing such metadata patterns over time, it
is possible to estimate the underlying user activity [21].

2.4 Clock Skew and Timing Synchronization Func-
tion

Clock skew is used in this project as one of several fingerprinting indicators for determining
whether two APs originate from the same hardware platform. In IEEE 802.11 networks,
every AP broadcasts periodic timing information to synchronize connected clients. How-
ever, due to microscopic manufacturing imperfections in hardware components-specifically
the quartz crystal oscillators that drive device clocks-different physical platforms tick at
slightly different rates [23]. Because APs sharing the same physical hardware typically
rely on the same internal oscillator, they exhibit nearly identical clock drift characteristics
relative to a true time source. By measuring these minute deviations, we can infer phys-
ical co-location and hardware sharing, which serves as a critical feature for the hidden
SSID pairing algorithm described later in Section 4.3.

Fundamentally, network synchronization aims to align local counting devices with a per-
fect time reference [23]. An ideal reference clock Cr progresses perfectly with true time t,
denoted as Cr(t) = t, with a constant rate of change dCr(t)/dt = 1. In practice, standard
network nodes rely on economical quartz crystal oscillators, which inherently suffer from
time varying inaccuracies [23]. Consequently, a local clock Ci operating with a relative
frequency rate ai (skew) and a time offset bi is modelled mathematically as:

Ci(t) = ait + bi (2.1)

To achieve clock synchronization in a packet based network, timing information must be
exchanged between two devices where timestamps, in form of C, from respective device
are communicated between both devices. Clock synchronization is then performed by
estimating and compensating for either the time offset, the frequency difference (clock
skew), or both between devices [23].

In infrastructure based wireless networks, the AP serves as the timing reference for all
associated stations (STAs) through a Timing Synchronization Function (TSF). The AP
periodically transmits its current time within beacon or probe response frames, which
include a timestamp representing the AP’s clock value [23]. Upon receiving such a frame,
a STA updates its local clock based on the received timestamp.

To estimate clock skew, two observations are taken from both the AP and the local STA
clock using TSF timestamps. The system records two timestamp pairs: AP timestamps
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2. Theory

TSF1, TSF2 and local device timestamps t1, t2. The corresponding time differences are
defined as: ∆TSF = TSF2 − TSF1 and ∆t = t2 − t1.

The clock skew is then calculated as the relative progression error between the AP clock
and the local clock. To express this skew in a standardized engineering metric, the
deviation is converted into parts per million (ppm):

skewppm = ∆TSF − ∆t

∆t
× 106 (2.2)

A skewppm value of 0 indicates perfect synchronization between the local clock and the
reference AP clock. Deviations from zero represent clock drift, where positive or negative
ppm values indicate that the AP’s hardware oscillator is running faster or slower than
the local reference, respectively. This distinct hardware signature is ultimately extracted
and fed into the pairing framework detailed in Section 4.3.

2.5 Hidden SSIDs, Virtual Access Points, and BSSID
Similarities

Hidden SSIDs cannot always be directly identified through passive observation. There-
fore, the system relies on indirect indicators to infer whether a hidden AP belongs to
a known Extended Service Set (ESS). Most APs include their SSID in beacon frames
by default, broadcasting their identity to nearby devices. However, some APs omit this
identifier, a mechanism known as a hidden SSID [24]. While this suppression prevents
the SSID from appearing in passive scans, it can still be harvested through active scan-
ning. When a client attempts to connect, it transmits a directed probe request; the AP
then responds with a probe response frame revealing the SSID [17], [24]. Consequently,
hidden SSIDs provide very limited security, a topic further explored in Section 4.3, and
serve primarily to provide a layer of obscurity for casual users.

An AP can create virtual interfaces, allowing a single physical wireless interface to operate
as multiple APs, and this concept is referred to as a Virtual Access Point (VAP). In other
words, one physical wireless interface can host multiple APs, each with its own SSID, IP
address, and MAC address [25]. Because SSID suppression is configured at the logical
beacon level, a VAP can be independently set as a hidden SSID. While a hidden SSID
is not inherently a VAP, the two are frequently linked in real-world deployments where a
single device hosts both a public and a hidden administrative network [25], [24].

To manage these multiple logical interfaces, vendors often configure APs on the same
device to have similar Basic Service Set Identifiers (BSSIDs). A common convention
among manufacturers is to increment only the last octet of the BSSID, particularly when
the Locally Administered (LA) bit is set [11]. Because this practice is based on industry
convention rather than strict regulatory coding, its consistency depends entirely on the
manufacturer’s implementation [11].

These properties serve as features for the hidden SSID pairing algorithm. Because a hid-
den AP hides its identity in beacons, its ESS membership is initially unknown. However,
by identifying structural similarities between the BSSID of a hidden AP and those of
nearby broadcasting VAPs or APs, the system can probabilistically infer that they reside
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on the same physical hardware. This relationship allows the algorithm to link a hidden
network to a known ESS by proxy, providing a method for identification that does not
rely solely on the arrival of an active probe response.

2.6 Hampel Filters
Hampel filter is a statistical tool to replace or remove isolated outliers in order to obtain
a more accurate data window [26]. The filter depends on Median Absolute Deviation
(MAD) and a chosen window length to identify outliers. To apply the filter to the chosen
window several thresholds must first be defined.

The first threshold, the window size, refers to the number of elements in the moving
window. Determining the suitable window size is mainly based on two factors; the amount
of outliers and the sensitivity [26]. Larger windows are better to reduce the sensitivity
and are more effective with fewer outliers, while smaller windows are better for frequent
outliers but more sensitivity prone due to false positives [26].

Secondly, after the MAD is calculated by comparing every element by the median a
second threshold (nσ) is chosen, usually between 3 and 3.5 [26].

MAD = median|xi − median| (2.3)

σ = 1.4826 · MAD (2.4)

1.4826 is the scaling factor which comes from normal distribution, and is the relationship
between the MAD and standard deviation [26], [27].

The last threshold is not directly chosen, but based on the previous two. The final
threshold is calculated by multiplying the chosen nσ of 3-3.5 and the calculated σ. If a
sample from the window deviates (is larger than) from the threshold the Hampel filter
regard xi as an outlier and will replace it with the median [26].

|xi − median| > nσ · σ (2.5)

After this threshold, the window is filtered from deviating outliers and can be used further
for movement detection.
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3
Method

The overall work process and technical setup of the project are described, including how
the system was designed, implemented, and divided into modular components for passive
Wi-Fi traffic analysis. The method also introduces the tools used in the implementation
and explains their roles in enabling packet capture, processing, and user interface devel-
opment. The evaluation methods are outlined, detailing how each system component was
tested in controlled environments to assess performance, accuracy, and limitations under
realistic but controlled network conditions.

3.1 Work Process
The project began with a study of relevant theory and previous work to identify what
information could be extracted or inferred by passively observing Wi-Fi traffic. The
project was then divided into components to be developed in parallel before being merged
into the final system. These components were AP mapping, movement detection, vendor
classification, device re-identification and activity classification. The implementations of
these components are described in Chapter 4.

A system was first developed allowing automatic switching to monitor mode, finding
networks through channel hopping, filtering by a network, and capturing the traffic on
the selected network. The development of each component branched off from this system.
The components were then developed and tested individually to verify the behavior before
they were integrated into the complete system.

3.2 Tools
This section presents the software tools used in the project to enable scanning, pars-
ing, and visualization of wireless network data. It describes Python, Textual, Scapy
and Airmon-ng, all of which together support the implementation of a passive Wi-Fi
monitoring system.

3.2.1 Python
The programming language used for this project was Python1. The selection of Python is
motivated by its extensive ecosystem of libraries. In particular, Python provides robust

1https://www.python.org
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support for tasks such as data analysis and, as discussed in Section 3.2.3, packet manip-
ulation [28]. The strong capabilities for scripting and integration of existing components,
makes Python a suitable choice for developing applications aimed at demonstrating and
testing conceptual theories.

3.2.2 Textual
Textual2 is an open-source Python framework for building user interfaces that run in the
terminal or a web browser. It enables developers to create sophisticated, interactive ap-
plications using a simple Python Application Programming Interface (API) [29], without
needing traditional web technologies like HTML or JavaScript. The framework works
by combining Python with concepts inspired by modern web development [30], such as
component-based design, layouts, and styling systems similar to CSS. It provides pre-
built widgets (e.g., buttons, tables, and input fields) that can be arranged and updated
dynamically to form a full user interface.

Internally, Textual is asynchronous [30], meaning it can efficiently handle events, user
input, and background tasks without blocking the application. This event-driven archi-
tecture allows applications to remain responsive while performing multiple operations at
the same time. Textual applications run primarily in the terminal but they can also be
served as web applications without major code changes [30]. This cross-platform capa-
bility makes it suitable for tools that need to run locally, over SSH, or in a browser.

3.2.3 Scapy
Scapy3 is a Python-based packet manipulation library used for network analysis, secu-
rity testing, and protocol development [31]. It allows users to create, send, receive, and
analyze network packets across many protocols [32], giving full control over packet struc-
ture and content. The tool works by interacting directly with network interfaces, often
using raw sockets or low-level access to bypass parts of the operating system’s network-
ing stack [33]. This enables users to craft custom packets, sniff live network traffic, and
automate tasks such as port scanning or traceroute.

Scapy follows an interactive and scriptable approach, where packets are defined in Python
code [32], sent over the network, and matched with responses for analysis. It can decode
captured packets and display useful information such as protocols, IP addresses, and
payload data.

3.2.4 Airmon-ng
The tool used to enable monitor mode on a wireless interface and to disable the network
manager is Airmon-ng4. This tool allows users to easily create and switch between moni-
tor mode and managed mode wireless interfaces. It also provides functionality to identify
and terminate processes that may interfere with the NIC when it is placed in monitor
mode, such as the network manager [34]. Due to the convenience of switching between

2https://textual.textualize.io
3https://scapy.net
4https://www.aircrack-ng.org/doku.php?id=airmon-ng
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different modes, this tool was selected instead of manually creating and configuring the
wireless interfaces.

3.3 Evaluation Method

Evaluating the system was performed to ensure that the different components of the
system functioned as intended. The NIC used across the evaluation methods was the
ALFA Networks AWUS036AXML. The dwell time per channel was approximately 0.3
seconds. All testing was conducted in a controlled environment rather than in a real
world deployment. When a test deviates from any of these specifications, it will be
mentioned in the respective subsection. The methods used to evaluate each component
are described below.

3.3.1 Controlled Environment Evaluation of AP Grouping and
Pairing

The grouping and pairing components of the AP system were evaluated in a controlled
environment, meaning that no real world deployment testing was conducted. The con-
trolled environment consisted of two Wi-Fi routers with a total of four APs, where one
of the APs was divided into two VAPs. The systems dwell time per channel was approx-
imately one second and it had ten passes per channel during testing. The purpose of
this setup was to identify edge cases that could occur in real world scenarios. The setup
was designed to reproduce representative edge cases that are expected to occur in larger
deployments, rather than to simulate the scale of a full production environment.

The evaluation method used to assess the system’s ability to correctly group APs into
their respective networks involved testing various SSID and security configurations across
different APs and observing how the component grouped them. The evaluation of the
hidden SSID pairing consisted of, one Wi-Fi router always had at least one AP broad-
casting a visible SSID, while the second router had either all APs configured with hidden
SSIDs or only a subset of them hidden. In all cases, both routers belonged to the same
ESS.

The success of the hidden SSID pairing component was measured by the number of APs
that were correctly paired with the appropriate ESS. The two Wi-Fi routers and their
respective APs exhibited different characteristics, such as variations in clock skew and
BSSID naming conventions. This allowed the evaluation to assess how effectively the
system could pair APs when routers and their internal components and APs differed
significantly from one another.

A limitation of this evaluation is that all testing was conducted in a controlled environ-
ment rather than in a real world deployment. As a result, environmental factors such
as network congestion, interference from neighboring devices, and large scale AP deploy-
ments were not included in the evaluation and may affect system performance in practical
applications.
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3.3.2 Vendor Classification Evaluation
To evaluate the vendor classification component, testing was done with a device connected
to an AP with 2 channels. The device was simulating real world activity to see if the
system was able to identify the vendor of the devices. The component was also evaluated
on its capabilities to extract the correct information and connect it to the correct device
when MAC randomization was in use.

When simulating real world activity the device was switching between streaming, web
browsing, looking at social media and being idle. Testing of identifying the vendor was
done until a vendor was successfully identified, and an average of how long it took to
give the result was recorded. Each test was done using a different combination of the
activities mentioned above.

For testing the ability of the component to connect the correct information to the device,
packets were captured for 150 seconds. The system was then evaluated with a percentage
on the amount of information the system is able to connect to the device.

3.3.3 Movement Detection Evaluation
In order to evaluate the movement detection part of the system, testing in a controlled
environment was done. The controlled environment included one AP on a single channel
and three devices where two of them were control devices in stationary mode and one
was actively moving.

The test was conducted over a 60 second window where the moving device was in constant
motion while the two control devices was still the whole time. Received Signal Strength
Indicator (RSSI) value, timestamp and MAC address were continuously recorded during
the 60 second window. This setup was simulating real world scenario where computers
often remain stationary while phones are more portable and in motion. The test was
conducted to test the accuracy of the component and find the right window size and
thresholds.

After the test, the component was evaluated for each window size from 10-130 and thresh-
old from 0.5-4.0 to find the accuracy of each combination. Since smaller window sizes are
faster to update the status in real time, a window size lower than 50 with a high accuracy
should be prioritized.

3.3.4 Activity Classification Evaluation
Previous work has demonstrated that machine learning can be used to classify activities
from traffic characteristics [19], [21]. In contrast, this project evaluates whether a simpler
threshold-based approach can be sufficient for distinguishing between a limited set of
activities in a passive monitoring system intended for real-time use.

The activity-classification component was evaluated by testing whether labeled traffic
captures could be correctly classified as idle, browsing, or streaming. These three classes
were chosen to represent different patterns of network traffic. The idle class represents a
device that is connected to the network with the screen turned on, but where the user
is not actively using any application. The browsing class represents interactive web use,
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where the user navigates between pages and reads content, with autoplaying advertise-
ments and videos paused when possible. The streaming class represents continuous video
playback.

Each evaluation capture lasted five minutes. For the browsing and streaming classes,
three different traffic sources were used to increase variation in the data. The evaluation
dataset is summarized in Table 3.1.

Table 3.1: Number of evaluation captures collected for each activity class and traffic
source, separated by device.

Activity class Traffic source Android phone Windows laptop Total

Idle None 6 6 12

Browsing Wikipedia 2 2 4

Aftonbladet 2 2 4

Amazon 2 2 4

Streaming YouTube 2 2 4

Twitch 2 2 4

Disney+ 2 2 4

Total 18 18 36

When this evaluation was performed, the ALFA NIC was not available. Instead, a
Plexgear NIC, article number 61347, was used. Due to limitations of this NIC, the
evaluation was performed on a 2.4 GHz network that did not use Wi-Fi 6, operating on
a single channel. During the captures, both the monitoring device and the monitored
device were positioned close to the router to keep the wireless signal conditions stable.

The classifier produces one activity prediction per 10-second traffic window based on the
observed characteristics of data frames associated with the device. The implementation
details of the classifier, including the selected thresholds and temporal smoothing rules,
are described in Section 4.7. For the evaluation, the same decision logic as in the real-time
implementation was applied to recorded traffic captures. The evaluation was therefore
performed offline, but the classifier still processed the data sequentially, one time window
at a time. It had no access to future time windows beyond the one currently being
processed.

The classifier was evaluated at the window level by comparing the predicted label for each
10-second window with the known activity label of the corresponding capture. Since each
capture lasted five minutes, each capture produced 30 traffic windows. The first window
of each capture was excluded from the metric calculations, since the temporal smoothing
logic cannot make a non-idle prediction without at least two windows. This resulted in
29 evaluated time windows per capture and 1044 evaluated time windows in total.

The evaluation was summarized using a confusion matrix and the metrics precision, recall,
and F1-score. Precision measures how many windows classified as a given class actually
belong to that class, while recall measures how many windows of a given class were
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correctly identified. F1-score combines precision and recall into a single metric. For each
metric, a macro score was calculated by averaging the score across all classes, indicating
the classifier’s overall performance across the three activity classes.

3.3.5 Device Re-Identification Evaluation
To evaluate the device re-identification component under MAC address randomization,
multiple tests were conducted simulating device connection and reconnection scenarios
in a controlled environment.

The first evaluation step focused on verifying that the system produces high similarity
scores for MAC addresses originating from the same physical device. For each test, a
device was connected and then reconnected to the same network, resulting in different
randomized MAC addresses. The corresponding MAC pairs were identified and stored in
Packet Capture (PCAP) files to establish ground truth for which MAC addresses belong
to that device. Fingerprints were then extracted and compared to compute similarity
scores.

The second evaluation step was whether the system can distinguish between different
physical devices. This was done by comparing fingerprint similarities between MAC
addresses belonging to different devices. The expectation was that similarity scores for
different devices remain significantly lower than for same-device comparisons.

To further validate the robustness of the approach, an additional device was included in
the evaluation. This enabled comparison across three independent devices, strengthening
the reliability of the observed similarity patterns.

Based on the test results, a decision threshold for similarity scores was chosen. The
threshold was chosen such that all device comparisons between the same devices resulted
in similarity scores above the threshold, while all device comparisons between different
devices remained below it. This threshold is later used to classify whether two MAC
addresses comes from the same physical device.
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Implementation

The system is implemented as a passive Wi-Fi monitoring pipeline based on IEEE 802.11
frame capture in monitor mode. It processes captured frames through sequential stages
for parsing, aggregation, and real-time visualization of detected networks and devices. It
also describes how access points are grouped, hidden SSIDs are associated, and how device
fingerprinting, vendor classification, movement detection, and activity classification are
performed.

4.1 System Flow
This project was implemented as a terminal-based Wi-Fi monitoring system using passive
IEEE 802.11 frame capture in monitor mode. The overall methodology is structured
as a packet processing pipeline consisting of four sequential stages; capture, parsing,
aggregation and presentation, as illustrated in Figure 4.1.

Figure 4.1: Overview of the packet processing pipeline, illustrating passive frame cap-
ture, packet parsing, real-time aggregation and user interface presentation.

Initially, the wireless network interface is set to monitor mode using Airmon-ng. When
the user starts to scan for nearby networks a built in script is running to hop across a
predefined set of channels within both the 2.4 GHz and 5 GHz frequency bands. During
this channel hopping process, raw wireless frames are continuously captured.

Subsequently, each captured frame is parsed in order to extract the relevant attributes,
including the BSSID, SSID, channel information, RSSI and security related parameters.
The extracted data is transformed into structured observations, which are maintained
within in memory state representations that are continuously updated in real-time. At
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intervals, snapshots of this state are generated and transmitted to the user interface,
where the current scanning status and detected network entities are visualized.

For the purpose of AP discovery, the system selectively processes beacon and probe re-
sponse management frames, as these frame types contain essential information regarding
AP identity and configuration. Detected APs are grouped according to their SSID and
security characteristics, while individual BSSIDs are tracked separately with respect to
their most recent channel, RSSI and vendor specific information. This design enables the
representation of a single logical network composed of multiple physical AP radios and
facilitates the analysis of channel distribution as well as the identification of the strongest
observed signal within each group.

In the context of monitoring devices associated with a selected network, the user spec-
ifies a target network profile that includes known AP BSSIDs and their corresponding
channels. The packet processing pipeline is then constrained to frames referencing these
BSSIDs, thereby reducing the inclusion of unrelated traffic. From each relevant frame,
device MAC addresses and associated metadata, such as RSSI, frame count and frame size
are extracted and consolidated into per device records. These records are incrementally
updated over time to support the estimation of activity patterns, movement tendencies
inferred form RSSI variations and probable vendor identification. The monitoring inter-
face is refreshed at fixed intervals, providing a continuous real-time overview of device
associated with or operating in proximity to the selected network.

4.2 Grouping APs

Before monitoring devices within a wireless environment, the system must accurately
determine which APs belong to the same ESS. Incorrect grouping leads to an incomplete
or fragmented view of the network topology, causing errors in device tracking and roaming
analysis. This section establishes the design rationale for a multi-parameter grouping
heuristic and outlines the normalization process required to execute it.

4.2.1 Design Rationale and Alternative Approaches

The primary identifier advertised by an AP is the Service Set Identifier (SSID) contained
in information element ID 0. However, relying solely on the SSID is insufficient for reliable
network mapping. The SSID is a logical identifier rather than a globally unique one [17].
Different unrelated networks can use identical default SSIDs.

To overcome these limitations, a heuristic approach combining the SSID with security
configuration metadata is selected. For a client to seamlessly roam and connect within
an ESS, it requires a consistent security profile across all participating APs [35]. Incon-
sistencies in security parameters introduce severe operational and security risks, meaning
an ESS must maintain uniformity in its deployment. Therefore, if two APs share an SSID
but diverge in their security configurations, they almost certainly belong to different ad-
ministrative domains. Combining these two independent layers creates a logical chain for
ESS boundary discovery.
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4.2.2 Extraction and Normalization of Network Parameters

To execute the grouping heuristic, the system must parse and compare security metadata
across hardware. To prevent syntactic variations from breaking the logical grouping rules,
raw data must be normalized into a standardized taxonomy before any grouping logic is
applied.

The system first extracts the SSID from beacon frames, probe responses, and associa-
tion responses. It then extracts security-related parameters primarily from information
element ID 48 (the Robust Security Network (RSN) element). These values are then
mapped to human readable labels using a predefined mapping.

After extraction, the raw security data is normalized to ensure consistency across differ-
ent vendors and implementations. The resulting normalized security object contains: a
security classification, a list of encryption algorithms, a list of authentication methods,
and an operational mode. The normalization process begins by standardizing cipher and
authentication fields by splitting composite values, converting all values to uppercase,
and removing duplicates. Authentication values are further normalized to ensure that
equivalent methods are treated consistently through semantic grouping. In particular,
labels such as WPA2-PSK and PSK are mapped to PSK, WPA3-SAE and SAE are mapped to
SAE, and WPA2-Enterprise and EAP are mapped to EAP.

4.2.3 Security Classification and Grouping Criteria

Following this normalization, a heuristic classification approach is applied, in which rule-
based logic is used to determine the security classification. The security mode is derived
from the normalized authentication field. Specifically, if the authentication field contains
EAP, the mode is classified as enterprise, whereas if it contains PSK or SAE, the mode is
classified as personal.

Thus, each access point is assigned a final security representation defined as a determin-
istic tuple:

security = (type, encryption, auth, mode) (4.1)

Now let A and B be two access points. The condition for grouping access points into the
same network is defined as follows:

(
security(A) = security(B)

)
∧

(
ssid(A) = ssid(B)

)
(4.2)

If this condition holds, then A and B are considered to belong to the same network;
otherwise, they are not. In Figure 4.2 there is an example of how three APs are grouped
by the algorithm to two different networks.
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Figure 4.2: Example of AP grouping based on SSID and security configuration. APs
with matching SSID and normalized security parameters are grouped into the same ESS.

4.3 Pairing Hidden SSID
After grouping the visible APs, the next step is the association of hidden SSIDs. The
first step is to determine whether the system has already captured the hidden SSID
from a probe response frame. Section 2.5 describes how this capture process works. If
this is not the case, the pairing procedure is executed. This pairing process does not
"crack" or directly reveal a hidden SSID. Instead, it infers which visible AP a hidden
SSID belongs to by comparing hardware and signal characteristics. The features used for
associating a hidden SSID with visible APs include RSSI, clock skew, BSSID similarities,
OUI similarities, and Universally Unique Identifier (UUID).

The underlying concept is that a hidden SSID will exhibit relationships with all visible
APs, and this relationship is assigned a similarity score between 0 and 1. Due to the
chosen feature set, a hidden SSID may obtain high matching scores with multiple APs
that belong to the same ESS. Because of this characteristic, a dynamic threshold is not
used; instead, a fixed threshold is applied. The threshold is empirically chosen. This
approach reduces the probability of false negatives, as it is possible that all candidate
APs actually belong to the same network and therefore share very similar feature values.
The final pairing is determined by selecting the highest-scoring visible AP above a fixed
confidence threshold.

4.3.1 Hardware and Signal Based Similarity Metrics
A hidden SSID’s BSSID is expected to exhibit a high degree of similarity with the other
APs to which it belongs. In practice, APs often have very close or sequential MAC
addresses. By employing the Ssimilarity metric, it is possible to obtain a reliable indication
of whether they are related.

A hidden SSID’s MAC address (b(hidden)) is evaluated against a visible AP’s MAC ad-
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dress (b(AP)) using a fine-grained, byte-wise comparison metric, Ssimilarity. This approach
captures structural allocation patterns that standard Euclidean MAC distance metrics ob-
scure. Each MAC address is represented as a 6-byte vector, MAC = (b1, b2, b3, b4, b5, b6).
The metric applies higher weights (wi) to the final bytes, which dictate unique device
identity, while lower weights are assigned to the vendor-specific prefixes. The differences
are normalized linearly, with byte deltas greater than 32 being entirely disregarded to
mitigate noise from completely unrelated devices:

Ssimilarity =
6∑

i=1
wi · max

0, 1 −

∣∣∣b(hidden)
i − b

(AP)
i

∣∣∣
32

 (4.3)

For computing the similarity scores for clock skew and signal strength, a similar approach
is used, as the underlying reasoning is closely related. A hidden SSID and its correspond-
ing VAP are expected to exhibit similar clock skew and signal strength values, since they
originate from the same radio hardware. Consequently, the scoring for these two param-
eters is derived by computing the absolute difference between the values and applying
an exponential decay function as normalization, where the parameter λ is determined
empirically based on observed hardware variances:

Sskew = e−λ|skewh−skewap|, Srssi = e−λ|rssih−rssiap| (4.4)

The final feature considered is the similarity of vendor specific information elements, in
particular the OUI. Two access points are expected to share identical or at least highly
similar vendor OUIs if they originate from the same device family or infrastructure. By
comparing the sets of OUIs using the Jaccard index, a similarity score in the range [0, 1]
is obtained:

SOUI = |Oh ∩ Ov|
|Oh ∪ Ov|

(4.5)

4.3.2 Score Fusion and Final Association Procedure
To unify these disparate metrics into a singular decision, a multiplicative fusion model is
utilized. A multiplicative architecture was explicitly selected over an additive model to
enforce strict feature consistency: if a candidate AP exhibits highly divergent clock skew
or RSSI, the overall confidence must drop significantly, regardless of how closely their
MAC addresses match.

However, to prevent missing features (e.g., an uncollected RSSI sample or an omitted
OUI element) from completely destroying an otherwise strong match, each individual
feature score Si is mapped to a compressed range of [0.5, 1.0]. The baseline value of 0.5
acts as a neutral mathematical floor, ensuring that an unverified feature penalizes the
product uniformly without zeroing out the entire calculation. The total fused score is
defined as:

Score =
∏

i

(0.5 + 0.5 · Si) (4.6)
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The UUID acts as an immediate shortcut; if a matching UUID is detected, the heuristic
scoring engine is bypassed entirely, and the match is accepted. To ensure data integrity
and remove transient noise, the system restricts comparisons to visible APs that have
contributed a minimum of three captured management frames. Ultimately, the hidden
SSID is grouped into the ESS of the visible AP that achieves the highest fused score
above the fixed threshold.

4.4 Movement Detection
RSSI, as described earlier is the power level of a radio signal. Simply by measuring the
radio strength, the system can detect if a device is in motion. However, RSSI strength
is not only based on distance, but also disturbance. As a result, temporary outliers may
occur which will affect the outcome. An outlier is a data point the deviates from the
expected pattern. In order to prevent these deviations to ruin the result, Hampel filter
is applied.

Hampel filter uses a window of RSSI values to calculate a median of the values in that
window. After that a Median Absolute Deviation (MAD) is calculated where all values
in the window is compared to the median. The formula looks like this:

MAD = median|xi − median| (4.7)

Furthermore, a new median is calculated based on the compared results, so a window with
the values [-55, -60, -62, -66, -67] has the median of -62. The MAD will be the median
of the values in the window compared to the median -62 which will give the new values
[7, 2, 0, 4, 5]. The median of that new window is four. That new MAD is multiplied by
1.4826 which is the scaling factor from normal distribution. The formula looks like this:

σ = 1.4826 · MAD (4.8)

This result multiplied by three, which is the standard nσ for "three sigma rule" becomes
the threshold for detecting outliers [26]. If a value is greater than this threshold, it
becomes replaced by the median value to ensure the device is only shown as moving
when it is in motion and not misleading with single outliers [27].

In order to check if xi is an outlier is if the following statement is true or not:

|xi − median| > nσ · σ (4.9)

Where nσ is three as a standard. So when an outlier is greater than the threshold it is
replaced by the median to create the filtered window. For the filtered window the MAD
is once again calculated. It is multiplied by the scaling factor from normal distribution
to create the standard deviation (σ) and if it is greater than the threshold of three it is
marked as moving.

stdev > threshold (4.10)
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Stdev is the standard deviation (σ) calculated before as MAD · 1.4826, but this time
from the filtered window. If this deviation is greater than the threshold it will be marked
as moving.

The system requires at least ten RSSI values in order to create a filtered window and
therefore be able to decide a device movement status. However, in order to create more
accurate detection, a window of 40 samples will be used at a time. This is because more
samples create a more stable median to compare the outliers against. The threshold
chosen was three which usually is the standard for Gaussian-like noise [26]. However, it
can range from two to five depending on how big the outliers are. Nevertheless, smaller
nσ may remove valid data (false positives) and higher nσ may miss real outliers (false
negatives) [26], [27].

4.5 Vendor Classification
Classifying the vendor of the MAC when MAC randomization is not in use, is done by
checking the MAC in a lookup table, where each vendor has a specific MAC addresses
they are allowed to use.

For devices where MAC randomization is used, more have to be done to connect the
device to a vendor. Our system does this with the use of the management frames that
a device sends. These frames are not encrypted and give information about the device.
For our system, the management frames that are looked at are association requests and
probe requests. In the management frames there is one particular interesting tag called
the vendor specific tag. This tag shows the MAC of the network card’s vendor, which is
used to classify the vendor of the device.

4.5.1 Association Request
Association requests are sent every time a device is connecting or trying to connect to an
AP and use the same MAC address as the device uses for all other traffic on the AP. To
classify the vendor, our system therefore captures the association requests and looks for
the vendor specific tag in the management information to extract the vendor.

4.5.2 Probe Request
For devices already connected to the AP, probe requests are used to classify the vendor.
Probe request for devices that use MAC randomization sometimes use different MAC
addresses for probe requests, as for the MAC address it is connected to the AP with.
Therefore, our system has to match the probe request with the device before classifying
the vendor. To do this, our system looks through the last 10 seconds of the frames sent
from the specific device and all probe requests sent the last 10 seconds. It then goes
through all probe requests and first check if it uses the same MAC address as the device.
If that is not a success, it compares the RSSI of the probe request to the RSSI of the
packets sent at plus or minus 0.5 second. It does this by finding the average RSSI of the
nearby packets and if the probe requests RSSI is the same with an error of 5 then the
probe request is stored as a signal hit. The 0.5 seconds and RSSI error of 5 were chosen
by testing a device’s RSSI over 10 seconds. One test when the device was not moving
shown in Figure 4.3a, and one when the device was moving shown in Figure 4.3b. In the
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figure, the red and green dotted lines show the gaps for which the RSSI will be classified
as a hit, which is calculated by making a range of plus and minus 5 dBm from the average
RSSI in the 0.5 second time windows, which is shown as the yellow dotted line in the
figures. The blue dots are the packets sent from the device. The figures show that the
packets are mostly inside the RSSI range created by the upper and lower thresholds.

(a) Device not moving

(b) Device moving

Figure 4.3: RSSI over 10 seconds with calculated upper and lower thresholds

After the system has found all probe request that were a signal hit it loops through them
and sees if the probe request were sent when the device had a gap in sending data to
signalize that is sending a burst of probe requests. The time gap is set at 20 ms given
the average burst time of probe requests explained in Section 2.2. All the probe request
MAC addresses are then stored with a hit percentage based on how many time gaps the
probe request hits. This is calculated using this formula:
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hitPrecentage = hits/(hits + misses) (4.11)

Then the system chooses the probe request MAC address with the best hit percentage and
looks for the vendor specific tag in the management information to classify the devices
vendor. For making the system more accurate, the hit percentage must be over 70% to
be seen as probe request and device match.

The system also stores a value from 0 to 3 of how sure it is that it has found the devices
vendor. If the sureness is 3 then the device does not use MAC randomization, and we are
sure we have identified the vendor. If it’s a 2 then association requests are used for vendor
identification. We are then pretty sure, but since we only can extract the network cards
vendor, its not always giving the vendor we are looking for. When the vendor sureness is
1 the system has used probe requests for identifying the vendor. Since a different MAC
address is used for probe request and connection to the AP we are not very sure that the
probe requests is correct and therefore that the vendor is correct. If the vendor sureness
is 0 then the vendor is unknown. This value is used for the system to know if it needs to
search for a vendor or not, the system only tries to classify a vendor using information
from a sureness with a higher value than it is already assigned.

4.6 Device Re-Identification under MAC Random-
ization

This subtask addresses the problem of device re-identification under MAC randomization.
When a wireless device disconnects from a network and later reconnects, it may use a
newly randomized MAC address, causing the same physical device to appear as a new
device.

To handle this problem device fingerprinting is applied. Instead of relying on MAC
addresses, each device is represented by a fingerprint based on implementation specific
characteristics observed during the connection process. When a device reconnects using
a new randomized MAC address, its newly extracted fingerprint is compared against
previously observed fingerprints.

The fingerprint is constructed from features extracted from IEEE 802.11 association re-
quest frames, including information element ordering, supported data rates, HT capabil-
ities, RSN parameters, extended capabilities, and vendor specific information elements,
as described in Section 2.2. The comparison produces a similarity score indicating how
closely two fingerprints match. Since fingerprints are not perfectly identical across re-
connections, due to variations in device state and network conditions, the method is
probabilistic rather than deterministic.

Based on empirical evaluation (see Section 3.3.5) with multiple devices, a similarity
threshold of 0.8 is selected from the values later shown in Table 5.4. If the similarity
score between two fingerprints exceeds this threshold, the MAC addresses are classified
as originating from the same physical device. Scores below the threshold indicate that
the MAC addresses most likely belong to different devices.
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4.7 Activity Classification

As described in Section 3.3.4, this project explores whether traffic analysis using simple
threshold based rules can distinguish between user activities. The activity classification
component was implemented to determine whether a device is idle, browsing, or streaming
based on passively observed data frames.

4.7.1 Data Collection for Development

To develop the classifier, initial traffic captures were gathered for three activities: idle,
browsing, and streaming. The idle class was captured with the device screen on, but
with no applications open. Background processes such as automatic updates were not
explicitly disabled in order to better represent realistic device behavior.

For the browsing class, the user visited Aftonbladet and interacted by reading articles and
navigating between them. Autoplaying advertisements and videos were paused during
these captures to avoid mixing browsing traffic with traffic resembling streaming. Since
the classifier is based on observed traffic patterns rather than user intention, it cannot
determine whether video traffic during a session comes from intentionally watching it or
from autoplaying media. Therefore, the autoplaying videos were paused to keep a clear
separation in patterns between the browsing class and streaming class. For the streaming
class, YouTube was used to generate video-streaming traffic.

For each activity, the traffic was captured in 10-minute segments. Two segments were
collected from an Android phone and two segments from a Windows laptop, resulting in
40 minutes of development data for each of the three activities. The traffic was captured
using Scapy with additional filtering to allow monitoring of a specific network.

4.7.2 Threshold Selection

The development captures were divided into 10-second time windows. For each window,
traffic statistics were calculated from the observed data frames. This allowed the traffic to
be analyzed based on short-term traffic behavior, which is suitable for a real-time system.

Included in the calculated statistics were, number of packets, bytes per second, average
frame size, and average interarrival times. These statistics were calculated separately for
both uplink and downlink, as well as for the total traffic in each window.

To determine whether a time window represented an idle or active device, where active
refers to either browsing or streaming, the clearest metric was the total number of bytes
per second. As shown in Figure 4.4, the idle windows were concentrated at lower byte
rates than the other classes. Based on this distribution, the 75th percentile of idle bytes
per second was chosen as the threshold, in order to avoid the large spikes seen in some
idle windows. This resulted in an idle threshold of 220 bytes per second.
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Figure 4.4: Histogram of bytes per second by category

To determine whether an active window represented browsing or streaming, the ratio
between uplink and downlink measured in bytes was initially considered. Streaming
traffic was consistently above a 90% downlink share in the phone captures. However, the
laptop captures showed that browsing traffic could also exceed a 90% downlink share,
since the laptop generated less uplink traffic during browsing. Therefore, this was not an
effective metric for a system aiming to classify traffic from different kinds of devices.

A clearer distinction between browsing and streaming, which was more consistent across
both the phone and laptop captures, was the average size of downlink data frames. As
shown in Figure 4.5, most streaming windows had a larger average downlink frame size
than browsing windows. An average downlink frame size threshold of 1200 bytes was
therefore chosen to classify streaming. This threshold is above the 95th percentile of
browsing windows, which was at 1116 bytes, while still placing 70% of streaming windows
from the development data above the threshold.
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Figure 4.5: Histogram of average downlink frame size by category

The selected thresholds are used to mark whether a window shows signs of activity
and whether it contains large downlink frames, as shown in Figure 4.6. Before a final
prediction for a window is made, a temporal smoothing step, described in the next section,
is applied.

active_window = bytes_per_second > 220
large_downlink_frame_window = downlink_avg_frame_size > 1200

Figure 4.6: Pseudocode showing the the threshold indicators for activity classification.

4.7.3 Temporal Smoothing
The threshold checks described in the previous subsection are applied to each individual
10-second window. To make the classifier more stable in the event of temporary traffic
spikes or temporary drops in traffic, temporal smoothing is applied by considering the
current window together with the two previous windows.

The first smoothing step determines whether the device should be considered active. As
described in the previous subsection, a window is marked as active if its total traffic
exceeds 220 bytes per second. The classifier considers a device as active if at least two of
the last three windows, including the current one, exceed this threshold. This prevents a
short spike in background traffic from changing the classified activity from idle to active,
and also prevents a temporary drop in traffic from changing the activity from browsing
or streaming to idle.

If the device is considered active, the classifier then determines whether the activity is
browsing or streaming. A window is marked as streaming-like if its average downlink
frame size exceeds 1200 bytes. The device is classified as streaming if at least two of
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the last three windows exceed this threshold. Otherwise it is classified as browsing. Like
the previous smoothing step, this prevents a browsing device with a temporary spike in
downlink frame size from being classified as streaming, and prevents a streaming device
with a temporary drop in frame size from being classified as browsing. The resulting
decision process is summarized in Figure 4.7.

active_count = number of windows in the last 3
where bytes_per_second > 220

if active_count < 2:
label = idle

else:
large_frame_count = number of windows in the last 3

where downlink_avg_frame_size > 1200

if large_frame_count >= 2:
label = streaming

else:
label = browsing

Figure 4.7: Pseudocode showing the temporal smoothing logic for activity classification.

This smoothing makes the classifier less sensitive to windows that differ from the sur-
rounding traffic pattern. However, it also means that activity changes may require more
than one window before they are reflected in the classification. Another thing to note is
that when starting the classifier, at least two time windows are needed before a non-idle
prediction can be made, and at least three time windows are needed before the temporal
smoothing can be fully applied.

4.7.4 Real-Time Integration
After the thresholds and temporal smoothing rules had been defined, the activity classifier
was integrated into the real-time monitoring system. The classifier processes incoming
data frames as they are observed and maintains a separate activity state for each observed
device on the monitored network.

When a data frame is observed, the system assigns it to the corresponding device based
on the MAC address and stores the frame size, timestamp and traffic direction which is
based on if the device’s MAC address is in the source or destination field of the frame.
When a data frame from a later 10 second time window is observed, the previous window
is completed and its features calculated. Only the three most recent windows are stored
for each device.

For each completed window, the system calculates the total bytes per second and average
downlink frame size. These values are then compared against the selected thresholds
and combined with the two previous windows using the temporal smoothing logic. The
resulting label is stored as the latest activity classification for the device.

The classifier only emits a new result when a time window has been completed. Until
then, the system keeps the latest completed classification to avoid updating the displayed
activity based on an incomplete window.
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5
Results

This chapter presents the results of the system’s performance. A series of tests were
conducted on the different components to see how well they performed and to assess how
effectively the system fulfills its intended purpose. The results of these tests are shown
in the sections below.

5.1 Results of AP Grouping and Hidden SSID Asso-
ciation

In this section, the grouping and pairing methods were evaluated to assess their effective-
ness. The test setup consisted of two Wi-Fi routers: the RT-AX52 and the WiFi-Hub
C2. The RT-AX52 provides two APs, one operating in the 2.4 GHz band and one in the
5 GHz band. The WiFi-Hub C2 provides three APs: one in the 2.4 GHz band and two
VAPs in the 5 GHz band. Table 5.1 presents how the different routers were grouped or
not grouped, where the Wi-Fi routers settings where applied to all its APs. Both Wi-Fi
routers listed in Table 5.1 belong to the same ESS. In this context, “grouped” means
that the algorithm identified the Wi-Fi routers and its associated APs as belonging to
the same logical ESS, while “not grouped” means that no such relationship was detected.

Table 5.1: SSID and securityc configuration comparison between RT-AX52 and WiFi-
Hub C2

RT-AX52 SSID WiFi-Hub C2 SSID RT-AX52 Security WiFi-Hub C2 Security Grouped
Tele1 Tele1 WPA2-personal WPA2-personal Grouped
Tele2 Tele1 WPA2-personal WPA2-personal No grouped
Tele1 Tele1 WPA2/WPA3-personal WPA2-personal No grouped

Table 5.2 and Table 5.3 present the performance of the pairing algorithm, which attempts
to associate a hidden SSID AP with a visible AP. The algorithm operates within the same
ESS and uses a similarity threshold of 0.7. The weights assigned to the individual bytes
of the BSSID for similarity scoring are [0.2, 0.2, 0.2, 0.1, 0.1, 0.2]. Furthermore, the skew
parameter is defined as λskew = 1/5, and the power parameter is λpower = 1/10. These
parameters were determined empirically by testing different configurations and selecting
the values that produced the best overall performance. The higher weights assigned to
specific BSSID bytes are motivated by the fact that these bytes typically exhibit greater
variability and are therefore more informative for distinguishing between APs. Section 4.3
goes more in-depth about the context of these parameters.
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In Table 5.2, where both APs of the RT-AX52 were hidden, no successful pairing was
achieved for these APs, this resulted in an accuracy of 33%. In contrast, Table 5.3 shows
that when one RT-AX52 AP was visible within the ESS, the system was able to correctly
infer associations for all hidden APs in this configuration, this resulted in an accuracy of
100%.

Table 5.2: APs and hidden SSID pairing results where both RT-AX52 AP was a hidden
SSID

Hidden BSSID Router RSSI TSF Skew BSSID Power Skew OUI Confidence Parent AP
(dBm) (ppm) Similarity Score Score Score Score Match

No 34:53:d2:9c:f9:3c WiFi-Hub C2 -37 -16.887 – – – – – –
No 34:53:d2:9c:f9:3d WiFi-Hub C2 -89 -18.353 – – – – – –
Yes 36:53:d2:9c:fa:3e WiFi-Hub C2 -89 -18.505 0.975 1.000 0.970 1.0 0.973 34:53:d2:9c:f9:3d
Yes bc:fc:e7:ac:90:e8 RT-AX52 -44 -7.169 0.100 0.011 N/A 0.6 0.222 Rejected
Yes be:fc:e7:ac:90:e8 RT-AX52 -36 -5.505 0.100 0.005 N/A 0.6 0.221 Rejected

Table 5.3: APs and hidden SSID pairing results where one RT-AX52 AP was a hidden
SSID

Hidden BSSID Router RSSI TSF Skew BSSID Power Skew OUI Confidence Parent AP
(dBm) (ppm) Similarity Score Score Score Score Match

No 34:53:d2:9c:f9:3c WiFi-Hub C2 -35 -17.640 – – – – – –
No 34:53:d2:9c:f9:3d WiFi-Hub C2 -89 -18.678 – – – – – –
No bc:fc:e7:ac:90:e8 RT-AX52 -47 -6.757 – – – – – –
Yes 36:53:d2:9c:fa:3e WiFi-Hub C2 -90 -18.474 0.975 0.905 0.960 1.0 0.922 34:53:d2:9c:f9:3d
Yes be:fc:e7:bc:90:e8 RT-AX52 -44 -7.346 0.887 0.741 0.889 1.0 0.776 bc:fc:e7:ac:90:e8

5.2 Movement Detection
When implementing the movement detection, testing had to be done simultaneously in
order to find the suitable thresholds. As mentioned in Section 4.4 the chosen nσ was
three, which is the most commonly used and is called the "three sigma rule" due to its
properties of removing the least amount of valid data and still cover the most outliers.
To test the implementation, a PCAP from a controlled environment was used, where one
device was known to be moving, and two was known to be stationary.

Other than the thresholds, the window size also had to be tested. In the beginning the
size was set to be 60. This made the outcome somewhat stable. At least for the stationary
devices due to few outliers having to be removed. However, for moving devices larger
windows often remove valid data as outliers because of larger windows have time to get
larger difference in RSSI. Additionally, in real time for moving devices it often took a
very long time to get the first 60 samples in order to correctly show the movement status.
Furthermore, the time to update a status shift took longer time than desired. Therefore,
the window size was decreased to 40 in order to attain a high accuracy while still having
good responsiveness.

Figure 5.1 shows the thresholds in the beginning with a window size of 60 and a threshold
of 1.5. Since the orange area indicates a device in motion, it was very accurate for
stationary devices. However, in real time for moving devices it often switched between
moving and stationary, as can be seen in the alternating orange area on the top graph in
Figure 5.1.
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Figure 5.1: RSSI over 60 seconds with one moving device and two stationary. The
window size is 60 samples and threshold to detect movement is 1.5. Every RSSI sample
is represented as a blue dot. Dotted red line indicates threshold. Orange line represents
motion detection. Orange area indicates estimated moving device.

In order to fix the moving accuracy there are two ways to solve the problem. One is to
lower the threshold for when a device should be displayed as moving. This would result
in higher accuracy for moving devices. However, the result would be the opposite for the
stationary devices. The other way would be to decrease the window size to not smooth
out real data as outliers.

Figure 5.2 shows the result after adjusting the thresholds. The result is very accurate for
stationary devices. The only big exception is in the beginning where it needs more data
to reach 40 samples in order to be calibrated and be more accurate. Furthermore, the
moving accuracy is also very high, showing the correct outcome almost all of the time.
In addition to being more accurate than the 60 window, it is also faster to update in real
time due to the shorter sample window.

33



5. Results

Figure 5.2: RSSI over 60 seconds with one moving device and two stationary. The
window size is 40 samples and threshold to detect movement is 1.0. Every RSSI sample
is represented as a blue dot. Dotted red line indicates threshold. Orange line represents
motion detection. Orange area indicates estimated moving device.

When suitable thresholds were found, live tests were frequently made, where multiple
devices were stationary, while phones were constantly moving. This was to test the
responsiveness of how fast the system would recognize a difference in movement. In this
test the shorter window size was the better option since shorter window size resulted in
faster response. Even for the 40 window size it was unstable in the beginning before
reaching a full window. This is because larger windows need more time to be filled
while very short windows can be very inaccurate. As a result, the 40 sample window
with 1.0 threshold was the suitable choice. Figure 5.3 shows the accuracy for different
window sizes and thresholds that determines movement. For a faster response in real
time, smaller window sizes are the better option. However, the result should still remain
a high accuracy prediction. Therefore, window size 40 and threshold 1.0 is the best
option, since it is faster and has an accuracy of 0.91. The accuracy was calculated by:

Accuracy = TP + TN

TP + TN + FP + FN
(5.1)

Where TP = True Positive, TN = True Negative, FP = Fake Positive and FN = Fake
negative.
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Figure 5.3: Heatmap of movement accuracy for window sizes between 10-130 and thresh-
olds 0.5-4.0. Lighter color indicates higher accuracy

5.3 Vendor Classification
The vendor classification was tested in a controlled environment where only known devices
were connected to our AP and only probe requests from known devices was analyzed.
This was done by setting a maximum RSSI for probe request and making sure only our
devices were inside of that area. The classification test was done on a iPhone 13 and a
MacBook Air M5, with vendor Apple Inc.

Connection to the vendor were successful on average after 25 seconds, when the device
was active, and always gave the correct vendor. All the times when a connection was
successful, it was because the device sent a probe request with the same MAC address
as it is connected to the AP with. Even though, as explained in Section 4.5, the system
is able to link randomized MAC addresses to the same device, vendor information is not
present in the management information of these packets. When a device connected to
the AP, the system was always able to identify the vendor from the Association Request.

Figure 5.4 shows how the system is able to connect probe request with randomized MAC
address with a device. The figure shows on the top, probe requests sent from the device
we wanted to classify with randomized MAC addresses. To know that the probe request
was sent from the correct device, no other devices were at a similar distance from the
NIC doing the monitoring. The red dots on the bottom are probe request sent from
other devices that where placed a bit further away. We can see from this test that no
probe requests sent from another device is said to be coming from the targeted device,
assuming there is no other device in close proximity. The test also shows the system is
able to connect the correct probe request around 60% of the time.
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Figure 5.4: Probe Request captured over 150 seconds. The blue dots show the probe
requests sent from the test device, the red dots show probe requests sent from other
devices. The green dots show the probe request the system connects with the device.

5.4 Device Re-Identification Under MAC Address
Randomization

The proposed fingerprinting approach was evaluated using three different physical devices:
an iPhone 13, an iPhone 11, and an HP laptop. All devices employed MAC address
randomization across reconnection events. For each device, association request frames
were captured during an initial connection to the Wi-Fi network, after which the device
disconnected and reconnected using a newly randomized MAC address. This process
resulted in multiple distinct MAC addresses corresponding to the same physical device.

Figure 5.5 presents a fingerprint similarity heatmap comparing all observed MAC ad-
dresses. MAC addresses coming from the same physical device form distinct high simi-
larity clusters along the diagonal, while comparisons between different devices consistently
had lower similarity scores.

Based on the evaluation method explained in Section 3.3.5, MAC address pairs belonging
to the same device achieved similarity scores in the range between 0.90 and 1.00, whereas
comparisons between different devices resulted in scores between 0.52 and 0.68 (see Ta-
ble 5.4). Based on this clear separation, a decision threshold of 0.8 reliably distinguishes
between same devices and different devices.
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Figure 5.5: Heatmap of fingerprint similarity scores for all observed MAC addresses.

Table 5.4: Observed similarity score ranges for same devices and different devices.

Category Similarity Score Range

Same device 0.90–1.00

Different devices 0.52–0.68

5.5 Activity Classification

This section presents the window-level results for the activity-classification evaluation,
based on the evaluation method described in Section 3.3.4. Each 10-second window was
compared with the known activity label of the corresponding capture. Table 5.5 shows
the resulting confusion matrix, and Table 5.6 shows the precision, recall, and F1-score
for each class, as well as the macro average.

Table 5.5: Confusion matrix for the activity classifier. Rows represent the true class
and columns represent the predicted class.

Predicted Idle Predicted Browsing Predicted Streaming

True Idle 283 61 4

True Browsing 11 322 15

True Streaming 3 23 322
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Table 5.6: Classification metrics for the activity classifier. Precision, recall, and F1-
score are reported separately for each class, with the macro average calculated across the
three classes.

Class Precision Recall F1-score

Idle 0.953 0.813 0.878

Browsing 0.793 0.925 0.854

Streaming 0.944 0.925 0.935

Macro average 0.897 0.888 0.889

The classifier achieved a macro F1-score of 0.889. Streaming had the highest F1-score at
0.935, while browsing had the lowest F1-score at 0.854.
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Based on the purpose of this project (see Section 1.2) we wanted to investigate how much
information you can gather from devices with a passive monitoring system. The following
sections discuss these findings in more detail, relating each subsystem to its strengths,
limitations, and implications for passive wireless monitoring.

6.1 Discussion of AP Grouping and Hidden SSID
Pairing Results

By identifying which APs belong to the same ESS, including both visible and hidden
APs, the system becomes capable of continuously monitoring a device even when it
transitions between APs within the network or tries to hide its connection to the network
by connecting to a hidden SSID. These results demonstrate that even without prior
knowledge of the network structure or AP relationships it is possible to get the ESS
structure.

6.1.1 Impact of SSID and Security Configuration on ESS Group-
ing

From the result in Section 5.1, Table 5.1 demonstrates that when all APs shared the same
SSID and identical security parameters, the system classified them as belonging to the
same network. When the APs had different SSIDs but identical security parameters, they
were classified as belonging to different networks. This behavior is consistent with the
standard definition of an ESS, in which APs that belong to the same ESS are expected
to share the same SSID. Therefore APs with differing SSIDs are, with high probability,
associated with different ESSs [35].

A more notable case occurs when APs share the same SSID but differ in their security
parameters. In such cases, the grouping method does not classify the APs as belonging
to the same ESS. The reasoning for this is that, by standard, all APs in a network
should have the same SSID and security configurations. But practical deployments do
not always strictly follow this convention. Differences in security settings may arise
due to configuration errors, transitional security implementations, or other deployment
related factors [35]. Since no strict protocol dictates the exact configuration of APs
within an ESS, absolute certainty cannot be achieved. But the standard is that APs
with identical SSIDs but differing security configurations belong to separate ESSs. An
additional possibility is that an AP with the same SSID but different security settings
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could represent a rogue AP, but this lies outside the scope of this paper. Because of
this reasoning, the system follows the standard assumption that network are configured
according to established conventions.

6.1.2 Limitations and Behavior of Hidden SSID Pairing
The pairing results presented in Section 5.1 are in Table 5.2 and Table 5.3. Table 5.2
shows that, among the three APs with hidden SSIDs, only one was successfully paired.
This observation can be further understood by examining Table 5.3, in which all APs with
hidden SSIDs were successfully paired. In Table 5.2, the two APs with hidden SSIDs that
failed to pair both belonged to the same Wi-Fi router, RT-AX53. In this configuration,
none of the APs associated with the router had visible SSIDs. While Table 5.3 shows
that each Wi-Fi router included at least one AP with a visible SSID. This outcome
can be explained by the characteristics of the pairing method, which requires that an
AP with a hidden SSID has at least one visible AP within the same ESS operating on
similar hardware components. The features utilized by the pairing method are strongly
dependent on hardware specific properties of the AP.

This dependency explains why, in both Table 5.2 and Table 5.3, the AP with MAC
address 36:53:d2:9c:fa:3e is consistently paired, as it is associated with at least one cor-
responding visible AP sharing similar hardware characteristics. In Table 5.3, the hidden
SSID associated with the RT-AX52 was successfully paired once a visible AP from the
same Wi-Fi router became available, indicating that the presence of a visible AP with
matching hardware characteristics enables the pairing process to succeed. This also high-
lights a limitation of the approach, namely that the system requires at least one visible
AP sharing similar configurations with APs using hidden SSIDs. This limitation could
be mitigated by allowing the system to wait until a client connects to the hidden SSID,
since, as discussed in Section 2.5, the SSID can be inferred when a device associates with
the AP.

The results in Table 5.3 can also be discussed in terms of the potential impact of the
AP with MAC address be:fc:e7:bc:90:e8 belonging to a different ESS. In such a case the
system incorrectly classify this as a false positive. Section 2.5 presents the theoretical
background regarding the use of VAPs to create two distinct ESSs on the same physical
hardware, which would explain this misclassification. Roth et al. [11] provides examples
where different VAPs from different devices exhibit high similarity in their BSSIDs, which
could affecting the pairing results in Section 5.1 negatively.

6.2 Movement Detection Based on RSSI Variations
As RSSI is based on signal strength and not distance, disturbances may cause problems.
Anything that can absorb or reflect radio waves may interfere with the signal strength
and therefore affect the outcome. Even though the distance is the most dominant factor
for change in RSSI, other things such as walls, floors, ovens, humans or other thick objects
may affect the values. This can lead to some inaccuracy due to stationary devices being
affected by other environmental aspects. For example two humans carrying a large couch
in between the device and the monitoring device, might temporarily negatively affect the
signal strength and the system will detect this as a device moving further away from the
monitoring device.
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On the other hand, in real life environments these types of large objects are not very
commonly interfering, especially not for longer periods of time. Since the system uses
windows of 40 samples, smaller and shorter deviations are not affecting the outcome since
they will be regarded as outliers.

One problem that the system does not take into account is the start up time before
the device has the first 40 samples. It needs 10 samples to start showing a prediction.
However, this prediction is very unstable since the window is very small. One way to
prevent this is to not show any prediction at all until the full 40 samples have been filled.
On the other hand, stationary idle device can take very long time to reach 40 samples
since they send out less samples which would result in no displayed prediction at all.

One way to fix this problem would be to have time based windows instead of samples.
However, this can also cause problems since it would be very inconsistent due to the
window size having a large impact on the outcome. Devices with more activity would
have larger windows than idle ones which would make the results vary and be more
inaccurate. As a conclusion, we decided to keep the sample window over time windows.

6.3 Vendor Classification via Management Frames
For most devices given enough time, it was possible to classify the vendor. Even with
devices already connected to the AP, probe requests with non randomized MAC address
were sent out and made it possible to extract the vendor. But for devices that also used
randomized MAC address for the probe requests, most probe request that were sent did
not have the vendor specific tag, so identifying the vendor was often not possible. Even
though we were able to connect the probe requests to the device, the information we could
extract did not make it possible to classify the vendor. Furthermore, randomized probe
requests were often only sent out when the device was looking for an AP, for example
when going info the Wi-Fi settings on a phone. This also made identifying the vendor
more difficult, because the device was not sending management frames.

For future development a database of fingerprints from the information presented in
Section 2.2, can be used to identify the vendor and even device type. This can be done
by comparing the fingerprint of the device to a database of fingerprints, similar to how
devices for device re-identification in section Section 4.6 are compared.

6.4 Device Re-Identification Under MAC Address
Randomization

The results demonstrate that MAC address randomization alone is not enough to prevent
device re-identification in IEEE 802.11 networks, which is consistent with prior work
on MAC layer fingerprinting and device tracking [15], [16]. Despite changes in MAC
addresses across reconnection events, devices exposed highly stable fingerprints derived
from association request frames, which are known to expose specific characteristics of the
wireless hardware and software stack (see Section 2.2).

As shown in Figure 5.5, MAC addresses coming from the same physical device consistently
resulted in high similarity scores between 0.90 and 1.00, while different devices remained
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separated with lower scores. This separation suggests that the selected features effectively
capture stable implementation characteristics rather than random network behavior.

The similarity threshold of 0.8 was selected based on experimental observations rather
than assumptions. The heatmap visualization revealed a clear gap between similarity
scores from the same devices and scores from different devices. Choosing a lower thresh-
old could risk merging different devices as one, while a higher threshold could risk finger-
prints belonging to the same device not being merged. The selected threshold therefore
represents a balanced compromise between precision and recall.

6.5 Activity Classification
This section discusses the evaluation of the activity-classification component, the results
of which are summarized in Section 5.5. As shown in Table 5.6, the threshold-based
method was able to distinguish between idle, browsing, and streaming with relatively
high performance. The classifier achieved a macro F1-score of 0.889, which indicates
that the simple rule-based method performed reasonably well across all classes. This
supports the idea that passively observable traffic characteristics can be used to infer
user activity, and suggests that machine learning is not necessarily required to achieve
useful classification performance for a small set of activities under the tested conditions.

Streaming achieved the highest F1-score. This is likely because streaming traffic often
produces a more continuous and predictable downlink flow, despite occasional buffering.
As shown in Table 5.5, streaming traffic was rarely classified as idle, and most errors
were instead classified as browsing. This indicates that streaming windows more often
failed to meet the average downlink frame size threshold than they fell below the bytes
per second threshold for being an active window.

Browsing achieved the lowest F1-score. This is likely because browsing does not have one
consistent traffic pattern, especially across different types of websites. When a page is
loading, browsing can generate short bursts of high traffic, but when the user is reading
an article, the traffic can instead become much lower. This explains why browsing can
overlap with both idle and streaming, depending on whether the user is actively loading
pages or passively reading.

The idle class had high precision but lower recall. This means that when the classifier
predicted idle, it was usually correct, but a noticeable number of true idle windows were
classified as browsing, as shown in Table 5.5. This suggests that the threshold used to
determine whether a window was idle was too low to filter out some background traffic.
Increasing this threshold would likely improve recall for the idle class, but could lead
to more browsing windows on lightweight websites such as Wikipedia being incorrectly
classified as idle.

Since the classifier uses temporal smoothing, there is a delay between a change in traffic
patterns and the classifier changing its label. While this was intended to make the
classifier more resistant to short temporary changes, it may also take longer to return to
the correct classification if a drop or spike in traffic remains for multiple windows. Since
no comparison was made against a version without temporal smoothing, the effect of this
design choice cannot be measured separately. However, because the classifier uses 2-out-
of-3 logic with 10-second time windows, a sustained change would be expected to affect
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the final label after 20-30 seconds, depending on where in a time window that change
occurs.

6.6 Terminal User Interfaces

The implemented system successfully performed both AP discovery and target network
device monitoring in near real time. During discovery mode, the system continuously
detected nearby APs across the configured channels and grouped them according to their
SSID and security type, while preserving per BSSID attributes such as channel and RSSI,
as shown in Figure 6.1. This enabled the identification of networks consisting of multi-
ple physical APs and provided a coherent and stable representation of the surrounding
wireless infrastructure.

Figure 6.1: Discover page scans nearby Wi-Fi networks and groups APs by SSID and
security type, providing a clear overview of the surrounding wireless infrastructure.

In monitoring mode, the system effectively tracked devices associated with a selected
network by filtering captured traffic based on predefined target BSSIDs. Device records
were continuously updated with relevant metrics, including frame count, RSSI history
and inferred vendor information, thereby offering a dynamic view of network activity
over time, as shown in Figure 6.2. The user interface remained responsive throughout
continuous packet capture, and periodic state updates ensured that changes in observed
devices were reflected in a clear and timely manner.
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Figure 6.2: Dashboard page shows all detected devices within the selected network. The
table provides an overview of each device, including MAC address, vendor, movement
state, activity status, transmitted frames, average frame size and timestamps of first and
last detection.

Furthermore, offline analysis using previously recorded PCAP files yielded results con-
sistent with those obtained during live monitoring. The same parsing and aggregation
pipeline was successfully applied to recorded data, demonstrating the reusability and
consistency of the processing architecture across different data sources.

The results indicate that the proposed system is capable of reliably capturing, processing
and presenting relevant Wi-Fi observations. The implementation provides a practical so-
lution for terminal-based situational awareness, enabling users to monitor nearby wireless
networks and associated devices in an efficient and structured manner.
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This project investigated how much information can be extracted from devices present on
a wireless network using a fully passive monitoring approach. The results demonstrate
that, even when traffic content is encrypted and privacy mechanisms such as MAC address
randomization are used, meaningful information about connected devices can still be
inferred from observable IEEE 802.11 frame characteristics.

The implemented system successfully mapped local wireless environments by grouping
APs into ESSs and pairing hidden SSIDs with visible hardware. Furthermore, the sys-
tem was able to identify connected devices and their vendors, track movement via RSSI
variations, and infer activity patterns based solely on passively captured traffic. Activity
classification achieved an F1-score of approximately 89%, indicating that traffic metadata
such as timing, rate, and packet size provide strong indicators of device behavior.

Altogether, the results confirm that passive wireless monitoring can offer significant in-
sight into network usage and connected devices without requiring active interaction or
device cooperation. These findings highlight both the capabilities and the privacy impli-
cations of passive Wi-Fi monitoring, emphasizing the need to carefully balance network
analysis techniques with user privacy considerations.

7.1 Limitations of the System
This system is limited by the characteristics of the wireless environment, client behavior,
and passive observation. First, the quality of detection is dependent on environmental
factors such as signal attenuation caused by walls and floors, interference from neighboring
networks, and channel congestion. These conditions may reduce the reliability of frame
capture and lead to less stable measurements across different locations, thereby limiting
the external validity of the results.

Second, system performance decreases as the number of nearby devices increases. A large
number of active clients leads to higher levels of frame collisions and channel contention,
while simultaneously increasing processing and storage demands. On hardware with
limited resources, this may result in packet loss, delayed updates and reduced detection
accuracy. Furthermore when monitoring is conducted on only a single channel at a time,
or through channel hopping, a trade off arises between coverage and temporal resolution.

Third, fingerprinting and vendor classification relies heavily on association related man-
agement traffic, such as probe and association frames. Devices that are already connected
and largely inactive may generate very few of such frames, while certain devices may in-
tentionally reduce transmission due to power saving mechanisms. Additionally, modern
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privacy preserving techniques, including MAC randomization, may obscure persistent
device identities and contribute to either an overestimation or underestimation of de-
vice counts. Consequently, the absence of observed association requests should not be
interpreted as conclusive evidence of the absence of a device.

Finally, several practical limitations must also be considered. Support for monitor mode
varies depending on the network adapter, drivers and firmware specific behavior may
influence the completeness of captured traffic.

Taken together, these limitations indicate that the system should be regarded as an
approximate situational awareness tool rather than a definitive ground truth measurement
system.

7.2 Future Work
Future work could focus on improving both the accuracy and the scope of the proposed
monitoring system. In particular, more advanced machine learning models and larger
datasets could be used to refine activity classification and distinguish between a wider
range of user behaviors. Existing studies focusing exclusively on activity classification
have shown that, with carefully selected machine learning models and well preprocessed
data, classification accuracies of up to 97% can be achieved [36], as shown in Figure 7.1.

Figure 7.1: Example of online activity classification performance using machine learn-
ing. Reproduced from Labayen et al. [36] under the Creative Commons Attribution 4.0
International (CC BY 4.0) license.

Additional features derived from management and data frames, as well as longer obser-
vation periods, could further improve device fingerprint stability and robustness. and be
used for better classification of devices vendor and type as mentioned in 6.3. Evaluating
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the system in more diverse and crowded wireless environments, and in larger networks,
where devices can roam between a large number of APs within an ESS, would provide
additional insight into its scalability and real world applicability. Future studies should
further investigate privacy preserving countermeasures and their effectiveness against pas-
sive inference techniques, in order to better balance network analysis capabilities with
user privacy.

7.3 Ethical and Privacy Considerations
During the development of the project privacy and ethics had to be taken into account,
as mentioned in Section 1.3 the developed tool could be used to breach the privacy
of unaware bystanders. Trust in the digital infrastructure is therefore at risk, and the
intended privacy is not being met. Similarly, freedom of speech can be affected by the
weakening of privacy if, for example, a journalist’s or activist’s Wi-Fi activity can be
gathered without their knowledge.

The ethical aspects that had to be taken into consideration during the project were to
not infringe the autonomy and integrity of others. Testing had to be done in controlled
environments where we made sure only our own devices were being monitored. To do
this we used a designated AP that only we were connected to, furthermore in the saving
of PCAP files only activity captured on the specified network is saved and not all data
captured. Still, during tests we needed to monitor the results to be sure only our own
packets and devices were being observed. The project should also be beneficial for the
knowledge in security of encrypted Wi-Fi metadata fulfilling the purpose written about
in Section 1.2.

The end product succeeds with this purpose, but the product has a risk to be used for
harm as mentioned in Section 1.3. The product can be used with malicious intent, but
due to the overall positive effects of spreading awareness of what is possible, and the
positive use cases mentioned in Section 1.3, we conclude the project to be more beneficial
than harmful.

7.4 Usage Of AI
In this project AI was used as a tool to help generate code, images and proofread text in
the report. ChatGPT and Copilot were the main tools for code generation and the project
text, VDRAW was used for AI image generation and teXgpt (Overleaf AI assistant) was
used for more grammar checking and spelling. All AI generated content was validated to
ensure no misleading information was generated.
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