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Adversarial Black-Box Attacks in the Domain of Device Fingerprints

Joel Andersson
Gustav Örtenberg
Department of Computer Science and Engineering
Chalmers University of Technology and University of Gothenburg

Abstract
Network security products incorporate many different tools in order to secure large
networks. State-of-the-art products often utilize machine learning in order to classify
devices connected to a network to assign them different levels of trust without
the need for authentication. These zero-configuration security mechanisms work
similarly to image classifying Deep Neural Networks and are of interest for big
organizations where large amounts of devices come and go every day. However,
solutions leveraging the power of machine learning also inherit its vulnerability to
adversarial samples. Previous work has shown that even in query-limited black-
box scenarios, which is the most limiting for an attacker, image classifiers are
vulnerable to adversarial attacks that make use of specially crafted input vectors
[24]. This study shows that known attack techniques against image classifiers
can be successfully reapplied to classifiers in the domain of device fingerprints
in computer networks. We provide proof of concept that previously discovered
adversarial sampling techniques are applicable in the domain of device fingerprints
by attacking a well known commercial classifier. We show that across ten different
devices on average 9.9% of the adversarial samples were successfully misclassified
by the classifier. The most prominent of those devices had 36% of its adversarial
samples misclassified. These results point to the need for more sophisticated training
algorithms as well as the importance of not building solutions that builds on trusting
device- or user-supplied data.

Keywords: Adversarial Machine Learning, Adversarial Samples, Black-Box Attack,
Device Fingerprinting, Network Packet Sniffing, Network Security, Transferability.
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1
Introduction

Computer network security has been a growing concern for many companies due to
the tremendous growth rate of internet-connected services. While firewalls might
have been sufficiently secure in the past, modern computer usage at companies calls
for security measures to be implemented at the endpoints. In state-of-the-art net-
work security, software clients installed at each endpoint may be used to enforce
network perimeters within the computer network itself, controlling which devices
can interact and communicate. However, this approach is not viable for the cate-
gory of devices that provide limited to no capability for software additions. Internet
of Things (IoT) devices are a part of that category due to their price-performance
trade-off, with low prices combined with so-called smart functionality causing a
rapid influx of them. Additionally, due to market pressure, IoT devices commonly
lack proper security measures as these are considered expensive and time-consuming
to incorporate, making the devices easy targets for attackers [5, 28, 17, 8].

However, the access rights of devices within this category may still need to be
controlled. For instance, if a smart tea kettle and a printer were to have access
to the same network, the kettle could potentially exfiltrate sensitive corporate data
that was sent to the printer. On a home network, this can be solved by manually
configuring access rights for each device due to the limited number (3.6 per capita
by 2022) of connected devices [4]. However, such a solution does not scale to the
enterprise setting, and therefore needs another solution. One such solution would
be to incorporate device fingerprinting to profile devices connected to the network
and assign them a device type. The device’s type can then be used to enforce ac-
cess control policies and limit what network-connected resources it has access to
[13]. Network-based device fingerprinting is done by analyzing data emitted from
a device and reading specific fields of it to identify that device. This procedure
combines different observable characteristics of a device (e.g., MAC-address, TCP
Options) to assess what hardware and software are running on the device. Those
characteristics are a result of the underlying hardware and software implementations.

Prior work has shown that machine learning can be used for accurate classifica-
tion of devices [21, 20]. Simultaneously, adversarial attacks against ML classifiers
have been successfully demonstrated [11, 18], proving to render the classification
ability of an ML classifier useless[10]. Papernot et al. [24] proved that, even in
a black-box setting, their adversarial attack could achieve misclassification rates as
high as 97.72% against the Google Cloud Predictions API. They performed attacks
against image classification systems where added noise, unnoticeable to the human
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1. Introduction

eye, can change the perceived class of the original image [10].

Incorrect classification would naturally be problematic for device identification sys-
tems as well, as this leads to unintended policies being enforced to devices if classified
erroneously. Implications of such include non-authorized access to computer network
resources, additional attack surfaces, and possibly the ability to authorize additional
devices. In general, the consequences of a successful adversarial change in device
identification all come down to the level of trust applied by the implementation of
such a platform.

1.1 Problem description
This work aims to study the transferability of adversarial sampling techniques to
the domain of device fingerprints. To the best of our knowledge, there is no prior re-
search on whether adversarial sampling techniques work in the device fingerprinting
setting. Showing that these techniques transfer to the new domain could open up
avenues for crafting more subtle spoofing attacks against fingerprinters that might
be more difficult to detect, as well as aiding the prevention of such attacks. Addi-
tionally, the proof would show weaknesses in the classifiers used today.

We believe that device classifiers are just as vulnerable to adversarial attacks as
image classifiers. This leads us to think that it might also be possible to use the
same techniques for generating adversarial samples in the domain of device finger-
prints. Therefore, we would like to examine how well previously known methods
for adversarial sampling work in this domain. Additionally, we would like to exam-
ine the possibility of converting the perturbation of an adversarial fingerprint into
a sequence of network packets that could be interlaced with the original trace of
network packets to produce that same adversarial fingerprint.

To paint a picture of an attack’s layout, we present a hypothetical scenario in which
a system is installed at the site of a company that our attacker wants to target.
The system is a commercial all-in-one solution for all sorts of on-premise network
security-related issues. One of the tools provided by the system is a network access
control management tool. It allows the company to set up rules for who is allowed
to access what devices on the network.

For example, a rule could be that everyone who works in department X is allowed
access to all devices at department X and the printer of department Y . In order
to define who works at department X, the system uses a client that is installed at
each employee’s computer in which they can authorize themselves to the system,
which gives them their appropriate department access. However, for some devices,
there is no existing software client, and instead, access is determined based on the
device’s type, e.g., for allowing smartphones to connect to printers. If an attacker
can access the smartphone network and thus the printers, they might also be able
to access confidential documents sent to the printers.

2



1. Introduction

The attacker comes up with the devious plan to give away free IoT devices that
have their malicious code on them. The code is built to do two things, firstly, emit
network packets that trick the network security system into believing that the IoT
device is a smartphone. Secondly, find printers on the network and then forward a
copy of every document to the attacker. In order to enact their plan, the attacker
analyses the security product and finds that it is vulnerable to adversarial attacks
against the device classifier. The security product is expensive, so the attacker does
not want to buy one for analysis. However, there is a free trial version that provides
access to the same API but with a limited number of queries. The attacker uses
the free API in order to create an adversarial sample that they can use to trick the
system into believing that their IoT device is a smartphone, and using that sample,
the attacker is ready to launch the attack.

1.1.1 Partnering Company

The work is conducted together with our industrial partner, Cyxtera, a company
specializing in developing network security products [7]. They are interested in in-
corporating machine learning into new network security solutions and especially the
effects of doing so. Before applying significant changes and additions to these types
of products, their policy is to know and understand the potential vulnerabilities
associated with the changes in design and behavior. If a machine learning-based
device identification can be circumvented by a single well-crafted adversarial input,
then more harm than good might be added to the system. Possibly more important
is understanding the impacts caused by exploiting these design flaws. This is why
both researchers and developers employed at Cyxtera has aided our work by sup-
plying us with office space, computing resources, data, and knowledge, in order to
make the most out of the results created from this report.

1.2 Research Objectives

In our thesis, we set up three null hypotheses to prove that existing adversarial
sampling techniques in other problem domains can be utilized in the fingerprint do-
main. Disproving the null hypothesis defined in this section shows that the alternate
hypothesis, which we define as the contradictory statement to the null hypothesis,
holds.

H1: It is not possible to transfer the principles of adversarial black-box attacks
from the image recognition domain to the network fingerprint domain.

H2: Generated adversarial samples will not successfully be interpreted by the de-
vice classifier as the target device.

H3: It is not possible to fabricate a network packet sequence that yields the same
fingerprint as the generated adversarial sample, while still containing the net-
work packets that yielded the benign fingerprint, which the adversarial sample
itself was based on.
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1. Introduction

1.3 Research Methodology
We elected controlled experiments as our research strategy since our hypothesizes
are exploratory, can be answered deductively, and lend themselves to be analyzed
quantitatively. Controlled experiments aim to test a hypothesis by altering one or
more independent variables and measuring how it affects one or more dependent
variables. Each combination of independent variables is considered as a treatment
and a study must contain at least two treatments that are compared to each other.
In our work, we primarily employ the research strategy to hypothesis H2, where
we compare the output from the device classifier, our dependent variable, between
our two treatment groups, with or without adversarial perturbations added to the
original fingerprint.

The adversarial samples should be humanly indistinguishable from samples of reg-
ular network traffic information and able to convert into a series of network packets
interlaced with regular unperturbed traffic. Furthermore, we consider an attack
successful if a device gets erroneously classified as another target device. The target
device is preferably one known to have a high level of trust assigned to it.

In order to achieve the most realistic scenario, we will assume that the attack targets
a commercial classifier. We also assume a query-limited approach for the attack,
since the monetary cost of an attack would increase with the number of queries
issued to the classifier. Also, we will assume a black-box setting for the attack since
the internal settings of network security products are not usually made public for
security reasons. These assumptions will limit the effectiveness of techniques an
adversary can apply since many adversarial sample generation algorithms assume a
white-box setting. The same techniques can be applied in a black-box setting, but
first, the attacker would have to gather enough data to make a local copy of the
classifier, approximating its function. The copy can be either costly to make (many
queries) or inaccurate in its predictions (too few data points), which can affect the
effectiveness of the adversarial sampling techniques.

1.4 Contributions
Here we list this thesis’ contributions in order of importance. All mentioned imple-
mentations are available online [15].
The contributions are as follows:
C1 A Proof of Concept that adversarial sampling techniques are applicable in the

domain of device fingerprinting.
C2 Method and implementation for transforming device fingerprints into vectors

of real numbers, suitable for machine learning setups.
C3 Implementation of custom network traffic capturing and fingerprint extraction

software.
C4 Suggested approach for transforming adversarial fingerprints into network packet

sequences.
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C5 The adversarial samples we generated were, on average, 9.9% successfully mis-
classified by the black-box classifier. The most prominent device examined
had 36% of its adversarial samples misclassified.

As stated by C1, we aim to shift the domain for traditional adversarial sampling
techniques into a new area, specifically from images to network communication. The
following two points (C2, C3) are deemed necessary provisions in order to form the
evidence. The purpose of C4 is to illustrate how the attack can be made practical
for real-world use.

1.5 Thesis outline
We have elected to divide this report into six chapters. After the introduction, in
chapter two, we provide some explanations of terms and concepts which are central
to our thesis. Then in the third chapter, we describe the attack and the steps we
take to enact it. In chapter four, we show the different measurements that we took
during each stage of assembling the attack. In the fifth chapter, we discuss the
results found and methods used in this thesis. Finally, in the sixth chapter, we
present our conclusions and suggestions for future work within the field.
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2
Background

This chapter contains the necessary background knowledge to understand the work
presented in the report. First, there will be a short overview of machine learning,
assuming that the reader does not have any prior knowledge of its mechanics. Since
our attack model is a query-limited black-box attack, we present a summary of
a paper by Papernot et al. [24] that describes such an attack technique, but for
another problem domain, that we base our attack upon. Finally, we explain how
device fingerprinting works in technical detail and which metrics are used in the
commercial fingerprinter that we attack in our work.

2.1 Machine Learning basics
Machine learning is a powerful tool for computer scientists and can be used to solve
a wide variety of problems. One of its strengths, but also one of its weaknesses, is
its ability to derive complex relations from large sets of data. The relations between
the pixels in a picture and the content of that picture is one such example. This
section contains a brief explanation of how machine learning works and how it can
be used to generate adversarial samples.

2.1.1 Deep Neural Networks
A deep neural network (DNN) is a term describing a generic mathematical model
capable of learning the relationship between an input and an output. It is called
a deep neural network due to its architecture, which consists of multiple layers of
neurons, hence deep. Each layer of neurons is connected to the next and the first
and final layers are connected to the input and output respectively as can be seen in
figure 2.1. The input and the output are commonly referred to as the input vector
and the output vector respectively. Note that the vector part of their names refers
to a specific instance of a problem, not taking into account the actual dimension of
the input or output data itself.

Each neuron can be modeled by a function f(~x) = σ(∑
i ~wi~xi + b) where σ(·) is

the activation function, b is the bias, and ~w is the weights of the neuron. The
activation function is a differentiable function that serves the essential purpose of
introducing non-linearity to a neural network. There are several alternatives of acti-
vation functions, such as sigmoid, softmax and ReLu, each one with their pros and
cons. However, the activation function is an integral part of a neural network since

7
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x1

x2

x3

x4

ŷ1

ŷ2

Hidden layer 1
Hidden layer 2Input layer

Output layer

Figure 2.1: Generic DNN

if the function the neural network is trying to learn is a non-linear one, it would be
impossible to approximate it accurately by only including linear components to do
so. The bias and weights are parameters that are calculated and updated as a part
of training the DNN.

Gradient descent is the process of optimizing a DNN’s weights and biases. In its
most basic form, the process is done by calculating the partial derivative for the
total error of the network for each weight and bias individually and updating them
by subtracting their partial derivative scaled by a factor, which is known as the
learning rate. The intuition is that if the partial derivative for a certain weight or
bias is positive, that means that it is adding to the total error and would be better of
if it was contributing less, hence subtracting its derivative would likely give a lower
total error. The similar case but in reverse holds true but for the case of a negative
derivative. This explains the name gradient decent since its visual interpretation
is to take steps towards the direction of steepest descent in, for example, a hilly
landscape eventually reaching a low point. Note that the total error is dependent
on which loss function you decide to use for your calculations, and there is a vari-
ety of different functions that are good for different problems. For instance, when
dealing with classification problems, a widely used loss function is the cross-entropy
function, which gives a logarithmic penalty for an erroneous prediction. There is a
variety of different algorithm which takes the standard optimization process of gra-
dient descent adds their twist to how the process of updating the weights and biases
are carried out. For example, there is a well-known optimization algorithm called
Adam which improves upon gradient descent by speeding up the learning process
by looking at the general direction that the updates have taken in prior iterations
to decide how to make the next update. Recall the analogy of the hilly landscape,
and imagine that the steepest direction for each step forces you to traverse down a
winding path, due to the local steepness. Consider now that you could remember
that you have traveled in this zig-zag pattern. Then you could make an educated
guess that there is a shorter route that you might not have noticed only observing
the local steepness. However, by looking at your previous steps, you can make a
better guess for your next step, so you do not have to travel from side to side.

8



2. Background

2.1.2 Normalization
Normalization of data can be done in various ways. In general, normalization is the
act of transforming a dataset such that each feature has roughly the same range
of values the other features. One of the simplest ways to normalize data is to
scale the initial range of values to a user-specified range. When training a DNN,
normalization can speed up the training of the network. The intuition is that when
performing backward propagation, more iterations are required when the data is not
normalized since a small step in one feature might be a huge step in another. Since
all parameters share the same learning rate, going too far in one direction affects all
parameters. This potentially leads to spending more steps to reach a cost function
minimum instead of taking the shortest path.

2.1.3 Adversarial Samples
An adversarial sample is a synthetically generated input vector that only slightly
differs from a legitimate input vector, but manages to achieve a class different than
the legitimate vector from a classifier. A famous example of an adversarial sample
can be seen in figure 2.2, in which an image of a panda was altered slightly by adding
some carefully selected perturbations and then classified as a gibbon by a classifier
[9]. The image labeled ”gibbon” would still be perceived as a panda by a human,
and is therefore misclassified by the classifier.

Figure 2.2: Famous adversarial example, where an image of a panda is misclassified
as a gibbon after slight modification.

2.2 Attacker Model
We assume an adversary whose goal is to extract sensitive data from a company
computer network, possibly for financial gain from either selling to a third party
or by blackmailing. The fictional company in question is known to have adopted
a policy of Bring Your Own Device (BYOD), having high confidence in their ML-
based access control mechanism. Employees are allowed to connect any of their
own devices to the network, such as smartphones, laptops, or IoT devices. Each
device, once connected to the computer network, are given a class based on some

9



2. Background

known properties of the device’s generated network traffic. The class, together with
other properties (e.g., the role of the user), is used to assign the device a trust-level.
However, if the classifier can not assign any other properties than the class, then
the class might be the only basis for the trust-level. Our attack seeks to exploit this
scenario where the class of a device is the only, or most important, property used
to assign the device a trust level. The scenario could arise for example if the device
cannot run software normally used to assigning the device a "role to a user".

The adversary is assumed to know how fingerprint data is generated and can send
a limited number of queries to the oracle, meaning they can access the labels given
to each fingerprint. The limited number of queries is imposed on the attacker since
there may be an associated cost to querying the oracle. Thus, an adversary would
not find the attack valuable to pursue if it becomes too costly. Additionally, the
attacker knows about standard classifications given to specific devices, which means
they can have a qualified guess to what device to mimic. However, the attacker does
not have any knowledge of how the oracle works.

2.3 Overview of Original Black-Box Attack

Papernot et. al. [24] have provided a successful attack approach for the same
scenario this thesis is based on, with the only exception being the operating do-
main. Their query-limited black-box adversarial attack was originally designed for
the domain of image recognition. Here the goal is to deceive an image classifier
into wrongfully labelling images with the smallest possible data perturbation. Any
human observer should not be able to tell the difference between benign and adver-
sarial images. Additionally, this attack has the added limitation of having a fictional
cost added to oracle queries in tandem with hidden internal oracle settings, to make
the scenario closer to real world cases.

Attack Overview In the paper [24], the attack is described as a two-stage rocket:
first they collect data and train a substitute model, to act as the black-box oracle,
then they craft adversarial examples using conventional techniques for white-box
scenarios. Below, we summarize each step in chronological order.

1. Data Collection: Due to the sophisticated nature of their training algorithms,
there’s no need for large amounts of data collection which otherwise is required
for training a neural network. For instance, 10 images of handwritten numbers
(with the numbers 0 through 9) is sufficient as it represents the complete data
set.

2. Architecture Selection: According to the authors, an educated guess or esti-
mation of number of layers and neurons needed for the substitute network is
enough. A high-level understanding of what architectures normally work for
a given classification task is stated to be adequate for the attack.

3. Substitute Training Phase: Separated in three substeps: Labeling (query the
oracle), Training (applying data, label pairs to train the substitute) and Aug-
mentation (artificially create more training data). These substeps are repeated
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for a given number of times, each called a substitute training epoch.
4. Adversarial Sample Crafting: Here the authors generate adversarial samples

using two fundamentally similar white-box techniques with the substitute net-
work as target: the fast gradient sign method and the Papernot et al. Algo-
rithm.

5. Attack Validation: By performing the attack against multiple classifiers and
with two separate sets of data, the transferability rate of adversarial examples
from substitute to black-box network is measured.

2.4 Attack Modifications
The main difference between the attack by Papernot et al. and ours is the change
of domain in order to explore new ways to use already established methods. Also,
we elect to use a binary classifier, rather than a multi-class classifier, which means
that our substitute network will only have two outputs in its last layer: (X,¬X)
(class X and NOT class X), which is easy to interpret. This choice is due to two
reasons, the goal of the adversary is to reach a specific target class, which they
can find adversarial samples for in a shorter time when using the (X,¬X) premise.
Secondly, it provides significantly fewer variations to test and simpler management
of the results.

2.5 Device fingerprinting
Device fingerprinting is the act of gathering network data emitted from a device
and deriving its most probable identity in terms of hardware, operative system, and
network-related software (e.g., a web browser). Typically, the gathered data is in-
formation from the different protocol headers in a sent network message.

In this project, the device fingerprinting service Fingerbank API [14, 12] is used as
an oracle for fingerprints. The service performs behavioral analysis of the gathered
network data and returns a most probable device label and a certainty score. Finger-
bank was selected due to its popularity with corporations such as Cisco, Kaspersky,
and Nokia [12]. The API uses the following device characteristics to calculate it’s
label and certainty score: MAC address, DHCPv4 fingerprint, DHCPv6 fingerprint,
DHCPv4 vendor, DHCPv6 enterprise number, mDNS services, UPnP server string,
UPnP user agent, HTTP user agent, destination domains, TCP SYN signature,
TCP SYN-ACK signature, and hostname. In order to understand how this data
can be used to identify devices, one needs to understand the overall operation of the
underlying protocols. This chapter provides simplified description of each of these
protocols and details the specific part used for fingerprinting.

MAC address Fingerprint The Media Access Control (MAC) address is a
unique identifier of a Network Interface Controller (NIC), either locally or univer-
sally. Hence, a network node with multiple NICs will have one MAC address for
each. In fingerprinting, Universally Administered Addresses (UAAs) have the first
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three octets reserved as an identifier for the hardware manufacturer of the NIC, for
instance, 78:2B:CB:XX:XX:XX which is reserved for Dell Inc [6]. UAAs thus provide
a reliable source for hardware information, in contrast to Locally Administered Ad-
dresses (LAAs) that are selected by the network administrator and overwrite the
”burned-in” universal hardware address.

DHCPv4 Fingerprint and Vendor Identifier Commonly known as the acronym
DHCP, the Dynamic Host Configuration Protocol is an automatic network configu-
ration protocol used to connect Internet Protocol (IP) addresses to MAC addresses
of NICs. It was originally created for Internet Protocol version 4 (IPv4) but has
since been modified to handle IPv62.5. The protocol typically operates using the
User Datagram Protocol (UDP), commonly located in layer 4 of the Open Systems
Interconnection (OSI) model, and in 4 separate steps, each consisting of a message
sent between a client and a DHCP server:

1. The client sends a DHCP Discover message to IP address 255.255.255.255
and destination MAC address FF:FF:FF:FF:FF:FF (the broadcast MAC ad-
dress).

2. DHCP server replies with the DHCP Offer message containing a suggested
new IP address and other details such as lease time.

3. The client responds by sending a DHCP Request message, requesting the of-
fered IP address.

4. Finally, the server confirms the new IP address with a DHCP Acknowledge
message to the client, terminating the session.

In the initial DHCP Discover message, there usually is a field at the very end of
the network packet defined as DHCP Options, where a limited set of options can be
added, defined in Request For Comments (RFC) 2132 [1]. One such option is option
55: Parameter Request list which allows the client implementation to specify
configuration parameters. This means it is possible to identify a device based on the
order these parameters are noted, as different implementations will have different pa-
rameters listed. For example: {1,3,6,15,31,33,43,44,46,47,119,121,249,252}
is the list used by Microsoft Windows Kernel 10.0 as of the time of writing this
report [12]. Similarly, the DHCP client implementation can also add option 60:
Vendor Class Identifier [1] in the DHCP Discover message. This option allows
the implementation vendor (manufacturer) to tell the server the name and version
of the implementation, which the server has to ignore if it cannot interpret this in-
formation. Otherwise, it is allowed to respond with option 43. A self-explanatory
sample of data added by this option is android-dhcp-8.0.0 while another less
obvious example is udhcp 1.21.1–LSDK-10.2-00082-4.

DHCPv6 Fingerprint and Enterprise Identifier DHCP for IPv6, or DHCPv6,
is an updated version of the original DHCP to fit the new IP version. Operation
is similar to DHCPv4, with four steps and four messages transmitted over UDP
between client and server, except for different terminology, packet distribution and,
of course, IP addresses. It’s specified in RFC 8415 [22] as follows:
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1. The client sends a Solicit message to broadcast address ff02::1:2, UDP
destination port 547.

2. Compatible DHCPv6 server responds with an Advertise message, suggesting
a new IPv6 address and providing details.

3. The client replies by sending a Request message with the chosen address.
4. The session ends by the server replying with a Reply message to confirm the

new address.
By the same principle as in DHCPv4, there is an option identified as Option
Request Option with opcode 6. In contrast to version 4, this option is required
to be present in any one of the client messages for version 6. In the project imple-
mentation, this information is located in outgoing packets by first identifying IPv6
before passing checks for UDP destination port 547, which is the standard server-
side port for this protocol. Examples of fingerprints include:
{24,23,17,39} (Windows OS, user agent: Microsoft NCSI) [12].

The enterprise number/ID is located in option 16: Vendor Class Option and
option 17: Vendor-Specific Information Option, which is an integer mapped
to a specific vendor/manufacturer and maintained by the Internet Assigned Num-
bers Authority (IANA). One such example is 311, which belongs to Microsoft [12].

mDNS Services Introduced as a stand-alone zero-configuration protocol for small-
sized networks, the multicast Domain Name System (mDNS) is designed to act as
a replacement in the absence of dedicated DNS servers. It operates exclusively on
hostnames having .local as their Top-Level Domain (TLD), which most often mean
private networks. Instead of, as in conventional DNS, sending a unicast message to
a name server, a network node instead issues a multicast request to all other nodes
on the network, querying the identity of the node connected to a specific name. The
responding node then replies with another multicast message, allowing all nodes on
the network to update their mDNS-cache.

.local names are set to default values by each device’s manufacturer, providing
additional information for our case about a device, which works well in tandem
with other fingerprinting data. However, because any user can modify .local host-
names [3], they cannot by themselves provide enough reliable information about
each system. Some examples of such hostnames are {_googlecast._tcp.local,
_companion-link._tcp.local, and Philips hue - 2476FF._hap._tcp.local}

UPnP Server String and User Agent Universal Plug and Play (UPnP) is a
network implementation of the widely used plug-and-play set of protocols. In short,
UPnP is intended to allow a wide range of devices seamless and robust initiation of a
connection to a network with minimum to no configuration. It utilizes properties of
several protocols to this end, including HTTP and multiple others, which presents
the ability to identify both UPnP servers and user agents by looking at packet header
information added by the underlying protocols.
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HTTP User Agent Specified in RFC 1945 [2], the User Agent string of a Hy-
pertext Transmission Protocol (HTTP) request is used for, amongst other purposes,
”automated recognition of user agents for the sake of tailoring responses to avoid par-
ticular user agent limitations”. It is part of an HTTP request-header field and tra-
ditionally provides user/client system information to a web server. This header field
takes the shape of a human readable string, which makes the data self-explanatory;
the following string from an Asus Android phone/tablet for example
Mozilla/5.0 (Linux; Android 5.1.1; ASUS_X013D Build/LMY47V; wv)
AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/75.0.3770.101
Mobile Safari/537.36

Destination Domains/Hosts This field adds the human-readable name of an
endpoint to which the device is sending data, represented as the unresolved part of
a DNS record, e.g., static-mobile.qustodio.com. It can be the domain to which
an HTTP request is sent when a device connects to a website or querying some
other data. Fb’s API documentation consider destination domains to be behavioral
data, and it ”will not be persisted to the Fingerbank database”. This means that the
information is used to identify a device based on its behavior. The data will not be
stored in their database, most likely due to the dynamic nature of domain names.

Hostname In the same manner as with Destination Domains, the hostname of the
device is defined as behavioral data and does not persist in the Fb database. Instead,
this is temporarily used for device behavior analysis as a user typically has full abil-
ity to set their hostname, making this data unsuitable for static analysis. Some ex-
amples found during this project are ESP_07AEFB, Lightify-7B5F6B, Philips-hue.
The information is located in DHCP option 12: Host Name Option [1], see DHCPv4.

TCP SYN/SYN-ACK Signature The Transmission Control Protocol (TCP)
in layer 4 of the OSI model provides a set of features for reliable computer commu-
nication, sacrificing speed for the guarantee of network packets’ proper arrival at a
specific endpoint. Within the TCP specification, there are header fields with data
allowed to be set by the implementation (i.e. the OS), similarly to DCHPv4 and v6.
The combination of this data allows one to infer information about a device and its
OS, yielding a ”signature”. The practice commonly referred to as ”TCP/IP stack
fingerprinting” or sometimes ”OS fingerprinting”, is the practice of detecting device
signatures in TCP messages based on this data. TCP stack fingerprinting is very
often used by vulnerability scanners [19] and Intrusion Detection Systems (IDSs).
The parameters editable by the OS include the following:

• Initial packet size
• Initial TTL
• Window size
• Max segment size
• Window scaling value
• ”don’t fragment” flag
• ”sackOK” flag
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• ”nop” flag
Each of these parameters can be found in both the TCP SYN and SYN-ACK packets
and are normally a reliable source for OS information since there is no protection
against this type of fingerprinting is in place. In order to send this data to Fb for
labeling, it has to be formatted to according to the p0f-tool [27] standard format,
see the following examples:

• Philips IoT: 4:64+0:0:1460:29200,3:mss,sok,ts,nop,ws:df,id+:+
• Windows OS: 4:128+0:0:1460:8192,:mss,nop,nop,sok:df,id+:+
• D-Link IP Camera: 4:64+0:0:1460:5792,1:mss,sok,ts,nop,ws:df:+

In addition, these signatures are considered to be behavioural data and are used
by Fb to analyze a device dynamically in the same way as with Hostnames and
Destination Domains.
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Method

In this chapter, we describe how our attack against the black-box network was
carried out. The first section details the initial investigation of the service and a
summary of how the attack detailed in the paper by Papernot and Goodfellow [24]
could be modified to suit our problem. Then, the following four sections go into
more detail of what modifications were done to tailor the attack to our scenario. We
dedicate the last section to describe how we evaluate the performance of the attack
and the measurements we took along the way in order to find our final adversarial
network.

3.1 Attack Overview
The attack is divided into four separate steps, based on the description by Papernot
et al. [24]. This approach was chosen because the premises on which Papernot et
al. designed the attack completely matches this project’s setting, apart from the
domain and size of the problem. Originally, the process was designed to attack the
integrity of classifiers of the MNIST dataset containing images with numbers. Each
image is 27 by 27 pixels which yield 729 parameters to perturb, in contrast to this
project’s 253 total input parameters operating over converted network information
instead of image data. The following are the basic steps, or stages, of the attack.

1. Data Collection and Processing
2. Substitute Network Training
3. Generation of Adversarial Examples and Attack on Substitute
4. Test of Transferability Rate to Black-box Model

In this chapter, we describe each step in detail with emphasis on the domain con-
version necessary to fit the attack to its new setting.

3.2 Data Collection
According to the training algorithm by Papernot et al., the initial data only need
to be representative of the whole data set used and thus no great quantities are
initially required. The amount of training data is artificially doubled with each it-
eration using what is called Jacobian-based Data Augmentation, which we explain
in more detail in section 3.4. As stated in the paper [24], this method effectively
generates new data, given that the provided original data is representative of the
whole domain of each parameter. In order to obtain the network data and extract
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device fingerprints, we designed a custom packet sniffer and parser software which
we implemented, along with all other code within the project, in Python 3.6.

Figure 3.1 describes how our data collection is carried out. Each passing packet
is copied from the network and broken down layer by layer following the OSI model.
We can then identify all relevant protocols in each layer and send their information
to the corresponding content parser, which in turn extracts and formats the finger-
print data. Once enough information is collected, we pass it to our labeling logic,
which queries the Fingerbank API [14], and stores the resulting device ID label and
fingerprint pair in a file which we use to train our substitute network.

Figure 3.1: Diagram representing the data collection process. Our custom-made
packet sniffing software connects to the chosen computer network and sorts out
selected packets. This content is parsed and labelled by the Fingerbank API service
before being sent to storage.

3.3 Data Processing

For the training the substitute network we use TensorFlow [26] and Keras [16]. In
order for us to use the collected data with these libraries, we needed to convert it
into arrays of numerical values. Additionally, we normalized our data to prevent
individual features from gaining a disproportionate range of expression compared
to the other features, which would slow down the rate of learning. However, the
conversion into numerical values is not trivial, as the fingerprint data varies widely.
Some of the parameters, such as HTTP User-Agent and Destination Hosts, are pure
text strings while others, such as MAC Address and DHCP Fingerprint, are, close
to, numbers or lists of numbers. This means that a data processing function needs
to apply one of two conversions, depending on whether the input is a text string or
a number. The processing is illustrated in Figure 3.2.
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Additionally, each of the described converting functions has a corresponding invert-
ing function. This is necessary as the results of the attack are only meaningful if
the generated adversarial examples can be translated into actual device fingerprints.
These functions work by performing the conversion in reversed order, i.e., reverse
look-ups in text string dictionaries and multiplication of numerical max value for
numbers.

3.3.1 Text String Conversion
In the case of text strings, the conversion to numbers was made by performing a sepa-
rate initial iteration over all collected data. In this iteration, all strings are collected
and mapped via dictionaries to a value in the range [0.0, 1.0], evenly distributed
among all occurrences. Alternatively, one could do letter by letter conversion of
each string to its Unicode counterpart, which would provide the substitute with
more freedom by adding more parameters. However, this approach immensely in-
creases the complexity of the problem, as most string generated by the substitute
would not be humanly readable. We therefore elected to proceed with the more
simple approach that used valid values found in data collection.

Figure 3.2: Data processing diagram. The left vector V holds a varying number
of network features while the right vector V* is normalized to 253 elements, each
in the range [0.0, 1.0].

3.3.2 Number Conversion
In contrast to converting the text string data, the numbers are more easily modeled
to fit the code libraries. It is only a matter of dividing each number with the defined
max value for the property in order to reach the desired range [0.0, 1.0] leaving the
0 as an empty spot. Thus, once the data has been obtained, it merely becomes a
matter of iterating over the list, performing the conversion, and appending to the
final array while maintaining the order. Figure 3.2 illustrates the conversion. For
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example, an instance of a DHCP fingerprint may be

1, 121, 3, 6, 15, 119, 252, 95, 44, 46

which in this case is from an Apple implementation. After conversion, the data is
instead a normalized array of real numbers:

0.1, 0.121, 0.001, 0.1, 0.15, 1.0, 0.8, 0.95, 0.00044, 0.0023

3.4 Substitute Network
To limit the work, we elected to construct the substitute network as a binary clas-
sifier simplifying the problem by only having it discern between a specific class and
everything else. Based on that and the feature representation described in section
3.3, it seemed suitable to use an n-layered DNN. Papernot et al. [24] mention that
the specific number of layers and neurons have a relatively small impact on the suc-
cess of the attack. Thus, in this report, we primarily examined one network with
four layers and 128 neurons in each layer. The neurons were fully connected and
used sigmoid or softmax as their activation functions. Additionally, binary cross-
entropy was used as the loss function and Adam as the optimizer during the training
of the network.

To train the substitute network, we followed the method described in the paper
by Papernot et al. [24]. The method utilizes Jacobian-based data augmentation,
generating new training samples in each substitute epoch. For each existing train-
ing sample, a new and slightly modified sample is generated and then labeled by
querying the oracle. The slight modification is derived from the Jacobian of the
substitute network, with regards to the specific dimension that is related to the
samples output label. After generating these new samples, they are added to the
training dataset before the next substitute epoch of training begins. Each substi-
tute epoch consists of ten training rounds where the network is trained from scratch.

For training our network we elected to train for six substitute epochs after initially
testing to train for ten epochs without seeing any significant improvement to the
substitute network past six epochs. Our training data was based on ten samples that
portrayed apple devices and ten devices portraying non-apple devices. We based the
number of samples based on a similar choice made in [24], where they used ten sam-
ples per category to train their substitute network with (the handcrafted set). These
choices also made the training of the substitute network somewhat quick, approx-
imately 5h in total, comparing to training the network for ten epochs which took
more than 34h. The majority of the time for training the network was consumed by
waiting for Fingerbank API, which is rate limited to 300 requests per hour.

3.5 Adversarial Sampling
For adversarial sample crafting, we decided to use the Jacobian-based Saliency Map
method (JSMA) detailed in a paper by Papernot [25]. The reason for electing to
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use this method over the fast gradient sign method (FGSM), both mentioned in
the paper by Goodfellow and Papernot [24], was that JSMA was described as suit-
able for source-target misclassification and that JSMA added smaller perturbations
compared to FGSM. In our implementation of the adversarial sample crafting, we
used the code of JSMA provided in the CleverHans library and based our code on
a tutorial provided in the same repository [23]. The JSMA implementation takes as
input the gradients of the substitute network, a benign fingerprint, a target class,
a maximum percentage of perturbed features (γ), and the size of those perturba-
tions (θ). The method utilizes the gradients of the substitute network in order to
calculate what features of the benign fingerprint should be altered in order to get
the fingerprint to be interpreted as the target class. The adversarial fingerprint is
created with this information and is then checked against the substitute network
and the black-box network to validate the successfulness of the adversarial sample.

To test the fingerprint against the black-box network it first has to be transformed
from its vector encoding to the fingerprint form, which is described in section 3.3.
After producing the adversarial samples, we stored them in a text file for later anal-
ysis. To calculate the successfulness, we wrote a script to go through the text files
and summarize how many of the fingerprints were successful against the substitute
and the black-box, respectively. This script, complete with all other implementa-
tion, can be found online [15]. Additionally, we measure whether each adversarial
sample works on: both networks, only the substitute, only the black-box, or none
of the networks. Full summary of this outcome matrix and its layout can be found
in Table A.1.

In order to find what combination of parameters yielded adversarial samples, we
ran tests for all combinations of γ and θ where they both took on the values
[0.1, 0.2, 0.3, 0.4, 0.5] respectively. As we found an effective combination of γ and
θ, we use these values in our algorithm configuration to produce 100 adversarial
samples for each of ten different device types. Those samples were all based on ten
different fingerprints for each device type.

3.6 Evaluation
In practice an adversarial attack only needs to find one adversarial example to be
successful. However, for the sake of evaluating the performance of the attack while
also checking consistency, several hundreds of adversarial examples are generated
for an array of devices using a constant amount of fingerprint samples. We consider
an adversarial example to be successful when it manages to change any devices’
perceived class into a specific target class. Thus, the aforementioned procedure’s
performance is measured using the following metrics.

• Success rate on substitute
– The ratio of samples that are successfully interpreted as the target label

by the substitute
• Success rate on the black-box network (Fingerbank)
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– The ratio of samples that are successfully interpreted as the target label
by the black-box

• Sample connectivity
– The samples’ success ratio against: no network, substitute network only,

black-box network only or both networks
• Accuracy of substitute network during each substitute epoch

– The ratio of test samples that are correctly labelled by the substitute,
input at the end of each substitute epoch
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In this chapter, the findings and results of the work are presented. First, a descrip-
tion of the data used to produce said results, followed by the results of the substitute
network training. Then, the parameters used during the adversarial sampling phase
are shown before the findings of that phase presented along with one of the successful
adversarial samples. Finally, we add a summary of all adversarial samples.

4.1 Description of data
The data used in this work was collected from two sources: live data and previously
recorded, publicly available Packet CAPtures (PCAPs) [21]. The live data was cap-
tured from the network at Cyxtera’s office using the custom data collector described
in section 3.2. The PCAPs were replayed onto the network and then captured in
the same manner as the live data. From these two sources a wide variety of IoT
devices and regular office devices are represented. The data from the office consists
of desktops, printers, laptops, and other handheld devices of various kinds and has
been sampled at multiple instances. In the PCAPs a broad selection IoT devices
are found, they have all been sampled once due to the data’s static nature. The
collection contains 93 unique fingerprints with 14 different device classes, assigned
by fingerbank. A summary of the captured devices can be found in Appendix A.2.

4.2 Training the substitute network
In figure 4.1, the accuracy of the substitute network is plotted. Each point describes
the accuracy reached after ten rounds of training on the same data. Between each
point, more data is augmented and added to the training set before retraining the
network from scratch to reach the next point in the plot. We can see that the
network’s accuracy increases for each round of data augmentation and training.
Note: accuracy in this plot refers to the likelihood for our substitute to label a
data-point correctly, according to fingerbank.
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Figure 4.1: Our substitute network’s accuracy after each substitute epoch, con-
sisting of data augmentation and network training.

We observe that our network reached a similarly high accuracy to the network
trained by Goodfellow and Papernot [24], ours reaching a peak value of 99.17%,
compared to their 81.20% by Papernot et al. which they trained against the MNIST
data set.
Figure 4.2 display in a similar manner as figure 4.1 the substitute network’s loss
after each round of augmentation and training. The loss was initially at 0.6457, and
we attained 0.506 in the final epoch.

1 2 3 4 5 6
0

0.2

0.4

0.6

#Epochs

Lo
ss

Figure 4.2: The substitute network’s loss after each substitute epoch, consisting
of data augmentation and network training.
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4.3 Parameter Search
The search was made with a selection of 10 different benign source samples, in order
to find the algorithm configuration that yields the highest number of successful
adversarial samples. Once identified, these values for γ and θ were used as input to
the function generating the adversarial samples. θ denotes the size of perturbation
introduced on each feature while γ denotes the maximum percentage of perturbed
features. In figure 4.3 one can see that the parameter combination of θ = 0.1 and
γ = 0.3 is the only one that successfully produces adversarial samples.
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Parameter search

Figure 4.3: Parameter search to find the most successful combination of γ and θ,
representing the algorithm configuration for the production of adversarial samples.
The red point marks the only configuration with which adversarial samples had any
success.

4.4 Adversarial samples
In figure 4.4 the number of adversarial samples that were successful against Finger-
bank are shown. The numbers were taken from a sample of 100 adversarial samples
per device. The substitute network used was trained for six substitute epochs.
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Successful Adversarial Samples on Fingerbank

Figure 4.4: Number of adversarial samples out of a 100 which successfully were
interpreted as the target device per original device category.

In figure 4.5, looking at one of those adversarial samples and its benign fingerprint
counterpart, the changes made to obtain the adversarial sample can be seen. The
benign fingerprint shown at the top of the figure belongs to a Raspberry Pi device and
is classified correctly as a Raspberry Pi by Fingerbank. The adversarial sample at
the bottom of figure 4.5 is based on the benign fingerprint, and Fingerbank classifies
it as an Apple device. The sample introduces three new fingerprint characteristics:
user agents, TCP SYN/ACK signature, and hostname, and modifies the original
three characteristics: mac, destination hosts, and TCP SYN signatures.
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Benign fingerprint
mac: b8:27:eb:6b:e8:78
destination_hosts: [clients4.google.com]
tcp_syn_signatures: 4:64+0:0:1460:29200,7:mss,sok,ts,nop,ws:df,id+:+

Adversarial sample
mac: b8:27:ea:ff:ff:ff
destination_hosts: [www.svtstatic.se, track.adform.net]
tcp_syn_signatures: 4:90+0:0:1460:29200,7:

ws,sack,?n,mss,ws,eol+n,eol+n,eol+n,eol+n,eol+n:df,id+:+
user_agents: [

Mozilla/5.0 (X11; Linux armv7l) AppleWebKit/537.36 (KHTML, like Gecko)
Raspbian Chromium/72.0.3626.121 Chrome/72.0.3626.121 Safari/537.36,

Mozilla/5.0 (X11; Linux armv7l) AppleWebKit/537.36 (KHTML, like Gecko)
Raspbian Chromium/72.0.3626.121 Chrome/72.0.3626.121 Safari/537.36,

Mozilla/5.0 (X11; Linux armv7l) AppleWebKit/537.36 (KHTML, like Gecko)
Raspbian Chromium/72.0.3626.121 Chrome/72.0.3626.121 Safari/537.36]

tcp_syn_ack_signatures:
4:0+0:1:0:0,:eol+n,eol+n,eol+n,eol+n,eol+n,eol+n,eol+n,eol+n,eol+n,eol+n:0

hostname: PerSvennsiPhone

Figure 4.5: Benign fingerprint that is classified as a Raspberry Pi followed by an
adversarial sample based on the same Raspberry Pi generated from our software.
This gets classified as an Apple device by the Fingerbank service.

Notice how the user agents and the TCP signature code eol+n are repeated in the
adversarial fingerprint in figure 4.5. This is abnormal behavior for a fingerprint as
eol+n should only be present once at maximum, and repeated user agents do not
add anything. Despite this, it is still recognized by fingerbank as a valid fingerprint.
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4.5 Outcome matrix
No adversarial sample managed to deceive both the substitute network and the
black-box network simultaneously, as can be seen in table 4.1. However, the majority
of the adversarial samples created were successfully misclassified by the substitute
network and multiple adversarial samples managed to fool the black-box network.

Source Device None Substitute Black-Box Both
Android-Samsung 41 50 9 0
Azure-wave 50 50 0 0
Cisco 40 40 20 0
Google-OS 50 40 10 0
Intel 20 80 0 0
IP-camera 58 40 2 0
Raspberry Pi 24 40 36 0
Samsung 6 90 4 0
Windows-OS 30 60 10 0
Xerox Printer 32 60 8 0
Total Average 35,1 55 9.9 0

Table 4.1: A side-by-side comparison of the success rates for adversarial samples
out of 100 attempts, indicating the amount that deceived either none, substitute
only, black-box only or both for each source device. The target device in all cases
is Apple iOS, thus deceive refers to "being classified as an Apple iOS device".
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This chapter provides our reasoning and discussion around the results in Chapter
4. Initially, the adversarial samples generated are discussed along with their obvi-
ousness as well as how they might be reduced. This is followed by some ideas on
how the adversarial fingerprint might be turned back into network packets in order
to increase the practicality of the attack. Finally, a summary of the attack success
and mitigation is provided. Weak points of the study are mentioned under each
subsection and discussed further in the next chapter.

5.1 Adversarial Samples
Table 4.1 shows that no adversarial samples manage to deceive both our substitute
network and Fingerbank. One of the potential causes of this result is the training
of the substitute network. The majority of all adversarial examples appear in the
”Substitute” column, indicating that the substitute is easier to fool than the black
box. In turn, that points to insufficient or ineffective training of the substitute, since
it does not accurately represent the black box. The most likely cause of this lacks
quantity or quality of training data. Another potential cause for the reduced trans-
fer rate could be that the substitute’s architecture might not be suitable for this
problem. However, according to [24], architectural details will not impact the result
significantly. Since the potentially insufficient substitute network is the basis for all
adversarial sample generation, this could also explain why there are substantially
fewer examples that manage to attack Fingerbank. In conclusion, while the substi-
tute does not represent Fingerbank satisfactorily, the JSMA method still manages
to generate some useful adversarial examples, giving validity to hypothesis H1 of
transferability to a new domain. It would be interesting to re-run the experiment
but with better, higher quantity and quality, training data, and see if the transfer
rate increases.

When considering the adversarial samples’ appearance compared to their original
counterparts, there is a set of obvious changes. The change of MAC address is most
noticeable. It is a drastic update in device behavior as this is the lowest-level iden-
tifier of any device and, in most cases, ”burned-in” to the hardware. Other changes
include the repetition of entries that otherwise only appear once or very few times
per fingerprint, such as the HTTP user agent string or the eol+n option in a TCP
SYN/ACK signature, as in Figure 4.5. Together these new features form adversarial
samples that, both with manual and automated observation, directly should raise
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suspicion. Behavioral Intrusion Detection Systems (IDSs) should have no problems
detecting significant changes.

5.2 Reduce Adversarial Sample

Many of the successful adversarial samples look strange to an observer with the
knowledge of how fingerprints are created since there are many repetitions of dif-
ferent features, which generally only shows up only once, e.g., user agents. For
instance, the adversarial sample in figure 4.5 has repetitions of its user agents and
of the code eol+n, which would not occur in a properly created fingerprint. Thus
it should probably not matter to the black box classifier if there are one or mul-
tiple instances of them in the fingerprint. Testing this theory reveals that it held
true and that the fingerprint in figure 5.1 was also classified as an Apple device.
Another notable feature in figure 5.1 is the hostname, as it contains the name of

mac: b8:27:ea:ff:ff:ff
destination_hosts: [www.svtstatic.se, track.adform.net]
tcp_syn_signatures: 4:90+0:0:1460:29200,7:ws,sack,?n,mss,ws,eol+n:df,id+:+
user_agents: [

Mozilla/5.0 (X11; Linux armv7l) AppleWebKit/537.36 (KHTML, like Gecko)
Raspbian Chromium/72.0.3626.121 Chrome/72.0.3626.121 Safari/537.36]

tcp_syn_ack_signatures: 4:0+0:1:0:0,:eol+n:0
hostname: PerSvennsiPhone

Figure 5.1: Adversarial fingerprint, reduced to look less suspicious.

a device (iPhone) designed by the target label Apple. This made for some inter-
esting observations upon further investigation. For the purpose of classification the
hostname ”PerSvennsiPhone” should not need the personalized ”PerSvenns” part.
Removing it and re-sending the fingerprint to the oracle once more, we found that
the accuracy had increased from 30% certainty in it being an apple device to 62%
certainty. This exciting discovery led us to perform additional experimenting and
eventually, the uncovering that any suffix to "iPhone" was ignored, but any prefix
lowered the confidence. Going back to the original benign sample and just adding
the hostname ”iPhone”, we found it was by itself sufficient to create an adversarial
sample. We applied this test on some other benign samples and were able to change
the class of them as well. Additionally, this discovery indicates that there ought
to be many more such universal adversarial feature values that could be used to
change class into other device types. However, the feature representation that we
decided on in 3.3 does not allow for this degree of freedom, selecting any possible
combination of letters for the hostname as an example.
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5.3 Adversarial Sample To Network Packet Se-
quence

In our report, we show how one can generate adversarial samples or, in other words,
adversarial fingerprints. However, to realize an attack, an adversary would have to
go one step further and turn those fingerprints into network packets a device can
emit to achieve misclassification. In this section, we will discuss our ideas on how
to transform a sample and details to consider.

Firstly, recall that we consider a fingerprint to be an aggregate of several network
packets header data where the information presented in the fingerprint is the most
recently available information of that kind. We illustrate this idea in 5.2, where
P1, P2, P3 form a sequence of packets emitted from a device and F is their corre-
sponding fingerprint. Notice how F contains the latest (rightmost) available infor-
mation for each kind of fingerprint data, A3, B1, C2. It is also important to point
out that in figure 5.2, we do not say anything about the value of, e.g., A3. A3
might contain the same value as A1 and A2, or not; we only know that they contain
information of the same kind, e.g., MAC addresses. However, from the perspective
of the function that aggregates the fingerprint, only the last available information
is considered, and therefore, we will also do the same.

C1

B1

A1

P1

C2

A2

P2

A3

P3

C2

B1

A3

F

Figure 5.2: A simple example of how a network packet sequence (P1, P2, P3) is
transformed into a fingerprint (F ). The fingerprint contains the latest available
information for each type of fingerprint data.

Let us consider an adversarial sample Fx for the fingerprint F in figure 5.2. In figure
5.3 we can see that Fx is a modified version of F , where the difference is that the
B feature is now the adversaries chosen value Bx. To introduce the value Bx to
the fingerprint Fx, the adversary must insert their own packet Px into the network
packet sequence at a point after packet P1 to override B1. One such placement could
be as shown in figure 5.3, but there are more valid placements to consider depending
on the details of the fingerprint. It is also crucial for the adversary to determine
what value, if any, to assign to Ax and Cx. In the remainder of this section, we
will detail some intricacies of converting adversarial samples into network packet
sequences that an adversary would need to find solutions to.
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C1

B1

A1

P1

Cx

Bx

Ax

Px

C2

A2

P2

A3

P3

C2

Bx

A3

Fx

Figure 5.3: A simple example of how an adversary can introduce their adversarial
fingerprint’s feature into the original network packet sequence. Bx is the only new
feature introduced. So the adversary can place his packet anywhere in the sequence,
as long as he overrides B1 from packet P1.

First of all, the adversarial packet Px must decide what data it should include in Ax

and Cx. Some types of fingerprint data, e.g., the source MAC address, are manda-
tory for every packet to have, while others might be left out. There might also be
interdependencies that the adversary has to account for, like some protocols higher
up in the OSI model will only ever be carried over TCP or UDP, respectively.

Secondly, an adversary might generate an adversarial fingerprint that can not fit
into a single network packet. E.g., the adversary needs to alter both UPnP data
and DHCP data, which both operate on the application layer.

Thirdly, the adversary also needs to ensure that he can reliably achieve the packet
sequence that yields his adversarial sample. For example, suppose there are tiny win-
dows of time between each of the network packets in the original packet sequence.
In that case, it might be difficult for the attacker to insert the adversarial packet in
a specific position in the sequence. He might need to ensure that it would be okay
for that packet to arrive one or more packets before or after the target position in
the sequence.

To summarize, the attacker will need to find a combination of network packets that
manage to both successfully overwrite the original values for each fingerprint data
type the adversary wish to override and, at the same time, adhere to the rules for
how network packets are composed. Although we do not think this is a simple task,
we believe that a well-motivated attacker could automate the process of converting
adversarial fingerprints into sequences of network packets.

5.4 Practicality of Our Attack
The attack itself can potentially be packaged in a black-box fashion, to which the
adversary inputs network data and target class before receiving adversarial network
traffic as raw byte data, ready to be sent over the network. However, given the large
differences in device hardware, it is up to the adversary to provide programming
that actually sends this information from the device over the network.
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One possible solution is to provide the attack as a two-stage rocket: the first stage as
an independent package to generate the adversarial network traffic and the second
stage to deploy it, with several versions depending on hardware. If this works well
as implementation, then many details can be abstracted away, and the only real
bottleneck for the attack is the time to label network data for substitute training.
Of course, the amount of labeling time required varies depending on limitations set
up by the black-box network, as in the case of this project, where a query only could
be sent to Fingerbank every 13 seconds on average. This limitation slowed training
progress down to 1-2 full work days for several thousand queries. In conclusion, the
attack’s practicality depends, in essence, on the black-box network implementation
as well as the resources and dedication of the adversary.

5.5 Attack Success and Mitigation
Based on the attack model and the results from our experiments, we can confidently
state that the attack is viable, given some specific circumstances. Namely, the se-
curity mechanism relies heavily on the result of the fingerprint classifier and employ
little to no additional inspection of the network traffic for irregular behavior. Addi-
tionally, it is most likely that no manual checking of network traffic logs would take
place, and thus the attack could go unnoticed.

Regarding the repeatability of the attack, we noticed that once the attacker ob-
tained an adversarial sample, it could be reused without changing the classification
from Fingerbank. An example of this is in section 5.2, where altercation of the be-
nign fingerprint to contain a specific hostname string changed the original device’s
perceived class. The static classification behavior of Fingerbank implies that a found
adversarial sample could be mass distributed via a virus, which would make such
an attack even easier to perform successfully.

What might hinder the attack is, as previously stated, advanced behavior analy-
sis. A truly behavioral IDSs or IPSs can respond in one of two ways depending
on the implementation: detect this sudden change in the device’s behavior and
take action accordingly, or assume a new unit and that the old device just stopped
communicating. However, since this attack procedure aims not to hinder device
function as not to expose the attack, adversarial packets’ timing is vital. We deem
that the attack has the best chance of success when the adversarial packets always
are sent before any other traffic is commenced, i.e., directly upon network connec-
tion. This should be enough for misclassification, provided that classification occurs
at the same instant as any new unit is successfully connected. Interlacing malicious
packets with regular traffic are, for the behavioral IDS, a more noticeable change in
behavior.
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6
Conclusion

In this thesis, we confirmed our main hypothesis H1 by choosing methods proven
effective in the domain of image classification, adding the processing and converting
techniques described in section 3.3 and applying new data in the form of device
fingerprints, outlined in section 2.5. Showing that, on average, 9.9% (Table 4.1) of
the generated adversarial samples were successfully misclassified by the black-box
classifier positively answers H2. The attack is still practical for an adversary, both
giving them the choice of attacking device and target fingerprint. In our study,
the attacker could utilize eight out of the ten devices for their attack (Figure 4.4).
In total, 36% of the adversarial samples were misclassified as the targeted finger-
print. However, we found that the techniques were less successful in our domain
(average 9.9%) than in image recognition (84.24%) [24]. Furthermore, we suggest
an approach for converting adversarial fingerprints into network packet sequences.
Being a theoretical and non-proven method, it does not satisfactory supply an affir-
mative answer to H3. This does not, however, nullify important insights generated
by our work, but instead creates a starting point for future works. We found that
the adversarial samples created were abnormal in their composition, with repeating
information. With sufficient knowledge and low effort, an attacker can remove the
repetitions, and the class given by the classifier was shown to be the same. Although
the adversarial samples were successful, a human observer with knowledge of device
fingerprints can point out that something has changed, but not tell whether a finger-
print is adversarial or benign. Knowing that adversarial fingerprints can be created,
users of device fingerprinting must be aware of the inherent weakness of the method
and account for the risk of misclassification when using it.

6.1 Future Work
As discussed in section 5.4, there is still work to be done to make the attack more
practical by packaging it in a black-box fashion. This project only showed that the
adversarial attack is possible to perform in a new domain. We believe the results
can be additionally refined, with emphasis on tweaking the adversarial samples to
be less obvious for a human observer, which would make the attack even less likely
to be discovered.

In this thesis, we only explored the JSMA method but would have liked to compare it
to the FGSM method. It would be interesting to see in a future work a comparison of
the two methods to see which one works the best for crafting adversarial fingerprints.
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6. Conclusion

Another interesting dimension to explore is the data representation of the fingerprint.
The current representation described in section 3.3 does not allow for exploration;
only re-using previously observed values. As mentioned in section 5.2, we acci-
dentally discovered that the hostname "iPhone" was a powerful adversarial feature.
However, our data representation did not allow the adversarial sample crafting to
find this value. It is an excellent suggestion for future research and would shed light
on the weaknesses of the specific black-box classifier we attacked.

In order to make the attack more practical, an automated conversion from ad-
versarial fingerprint to network packet sequence would need to be implemented. We
suggest that the implementation should be based on the approach outlined in section
5.3.
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A
Appendix 1

A.1 Outcome Matrix Summary
The number of adversarial samples based on a given device class that successfully
fools either none (Ø), substitute only (S), black-box only (B) or both (SB).

Device Class Ø, S, B, SB
Audio, Imaging or Video equipment: IP camera/D-Link IP camera 58, 40, 2, 0

Hardware manufacturer Azurewave Technology inc 58, 40, 2, 0
Hardware Manufacturer Cisco Systems inc 40, 40, 20, 0
Hardware Manufacturer Intel Corporate 20, 80, 0, 0

Hardware Manufacturer Samsung 6, 90, 4, 0
Internet of Things/generic IoT: Raspberry Pi 24, 40, 36, 0

Operating System Google OS 50, 40, 10, 0
Operating System Windows OS 30, 60, 10, 0

Phone/tablet or wearable: Generic android/Samsung Android 41, 50, 9, 0
Printer or scanner: Xerox printer 32, 60, 8, 0

A.2 Fingerprint Data
In this section, you can find the data used in this thesis.
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No. Device Name
1 Hardware Manufacturer/AzureWave Technology Inc.
2 Hardware Manufacturer/Cisco Systems Inc
3 Hardware Manufacturer/Intel Corporate
4 Hardware Manufacturer/Samsung
5 Internet of Things (IoT)/Generic IoT/Raspberry Pi
6 Operating System/Apple OS
7 Operating System/Google OS
8 Operating System/Google OS/Android OS
9 Operating System/Linux OS/Generic Linux
10 Phone Tablet or Wearable/Apple Mobile Device
11 Phone Tablet or Wearable/Generic Android/Huawei Android
12 Phone Tablet or Wearable/Generic Android/Samsung Android
13 Printer or Scanner/Xerox Printer
14 Router Access Point or Femtocell/Wireless Access Point/Ruckus WAP
15 Audio, Imaging or Video Equipment/Camera/Surveillance Camera/D-Link IP Camera

Table A.1: Device names mapped to a key used in the following tables.
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Device MAC address
1 6c:ad:f8:d2:83:37
2 54:75:d0:ba:41:2f
3 1c:4d:70:20:2d:7b
3 e0:9d:31:6f:95:50
4 30:07:4d:8f:cf:3d
4 80:4e:70:db:46:04
4 d0:b1:28:53:78:21
5 b8:27:eb:04:78:33
6 10:40:f3:a7:ee:38
6 34:36:3b:cb:28:68
6 3c:15:c2:c7:53:94
6 40:9c:28:d9:27:4b
6 60:f4:45:10:de:ef
6 a4:5e:60:dc:10:b7
6 dc:a9:04:99:3f:39
6 f4:0f:24:2a:fc:e7
7 6c:ad:f8:d2:83:37
8 6c:c7:ec:00:9d:4c
9 1c:4d:70:20:2d:7b
10 40:9c:28:d9:27:4b
11 10:b1:f8:b1:31:9e
12 08:78:08:17:24:78
12 44:78:3e:29:aa:c2
12 84:b5:41:9b:4e:a6
12 88:ad:d2:e6:14:c6
12 d0:b1:28:53:78:21
13 00:00:00:00:00:00
14 24:c9:a1:24:b7:62
15 6c:72:20:c5:17:5a
15 1c:5f:2b:aa:fd:4e
15 90:8d:78:a9:3d:6f
15 90:8d:78:dd:0d:60
15 90:8d:78:a8:e1:43

Table A.2: MAC addresses of the devices used.
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Table A.3: MDNS services fingerprints.
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Device TCP SYN Signature
1 4:64+0:0:1460:14480, 6:mss, sok, ts, nop, ws:df:+
2 4:119+0:0:1380:60192, 8:mss, sok, ts, nop, ws::+
3 4:64+0:0:1460:29200, 7:mss, sok, ts, nop, ws:df, id+:+
4 -
5 -
6 -
7 -
8 -
9 -
10 -
11 -
12 -
13 -
14 -
15 4:64+0:0:1460:5840,1:mss,sok,ts,nop,ws:df,id+:+

Table A.4: Device signatures based on TCP SYN messages.
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Table A.5: Unresolved destination host names.
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Device DHCP Vendor
1 -
2 -
3 -
4 -
5 -
6 -
7 -
8 android-dhcp-9
9 -
10 -
11 HUAWEI:android:VKY
12 android-dhcp-8.0.0
12 android-dhcp-7.0
13 -
14 udhcp 1.15.2
15 udhcp 1.21.1–LSDK-10.2-00082-4
15 udhcp 1.21.1–LSDK-10.1.432

Table A.6: Strings identifying the DHCP implementation.

Device DHCP Fingerprint
1 -
2 -
3 -
4 -
5 -
6 1,121,3,615,119,252,95,44,46
6 1,121,3,6,15,119,252
7 -
8 1,3,6,15,26,28,51,58,59,43
9 1,28,2,3,15,6,119,12,44,47,26,121,42,249,33,252
10 -
11 1,3,6,15,26,28,51,58,59,43
12 1,3,6,15,26,28,51,58,59,43
13 -
14 1,2,3,6,12,15,28,42,43,44
15 1,3,6,12,15,28,42

Table A.7: Fingerprints generated by DHCP traces.
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A. Appendix 1

Device uPnP Server Strings
1 -
2 -
3 -
4 -
5 -
6 -
7 -
8 -
9 -
10 -
11 -
12 -
13 -
14 Linux/2.6.32.24 UPNP/1.0 ZD1106/9.7.1.0
15 -

Table A.8: Server strings used in the uPnP protocol.
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