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Abstract

The threats encountered by companies and organizations must be dealt with in order to
secure their survivability. This is especially important as the survivability of society
and its economic infrastructure depends on companies and organizations continuing
their business operations. As a result, Business Continuity Planning (BCP) has
proliferated by the years in order to reduce the risks of potentially damaging and
disruptive events. The rapid proliferation of BCP has contributed to different standards
used by different companies and different organizations worldwide. The wide variety
of standards and the lack of an international standard leads to difficulties when
determining which methodologies to use for performing BCP.

This project presents a process for performing a Business Impact Analysis (BIA) which
is an essential part of BCP. The process is tailored for Siemens Industrial
Turbomachinery (SIT) AB. From SIT’s point of view, a BIA should provide a decision
basis. This would enable management to justify and perform pre-cautionary measures
to hinder potential damages on business. In order to meet the demands from the
management of SIT, the process was built from scratch based on a comprehensive
literature study and reviewing existing material from SIT and the Siemens Corporation.
Bits and pieces from different methodologies were reviewed and used when appropriate.
One demand was to develop a process that is both cost-efficient and time-efficient. As
a result, the process was built based on the company’s resource assets instead of on its
complex business processes. In order to gather the information needed about these
assets and to determine which assets are critical for the company, a customized method
on how to gather data was developed. The method suggested an integrated solution in
which the data gathering process would integrate with an existing web-based
information security survey system. The method, and consequently the questions
involved in the developed questionnaire were to the largest possible extent validated by
performing a number of interviews with managers within the different business
divisions. Furthermore, the methods driving the BIA process were developed based on
the concepts of confidentiality, integrity and availability so that threat-scenarios and
potential financial impact losses could be derived in a structured and systematic manner.
Consequently, it is possible to estimate the risks involved in order to derive decision
basis for pre-cautionary measures. A decision could be to reduce a risk, plan or manage
the risk or simply to accept the risk. In most of the parts of the process, tools were
created in Microsoft Excel Sheets. This simplifies the description of the process within
this report. It also to simplifies the actual execution of a BIA, for the management of
SIT.
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1 Introduction

1.1 Background

Siemens Industrial Turbomachinery AB delivers gas turbines, steam turbines, turn-key
power plants, service and components for heat and power production. Everything is
performed under one roof, from research and development, manufacturing, marketing,
sales and installation of turbines and complete power plants to service and refurbishing.
The company employs about 2300 people in Finspang and another 100 in Trollhattan.
On top of that, the company has temporarily employed personnel and consultants. In
total, the company consists of nearly 2800 people. SIT belongs to the Siemens Group
which has 460 000 employees in 190 countries [1].

In today's world, society is faced with different kind of threats. Among others,
information security threats, extreme weather, espionage and sabotage are just some of
the many possible threats that can bring a company to its knees. If a company fails to
function, other companies may become affected as a consequence which in turn affects
other companies. It is therefore extremely crucial for companies and organizations to
secure their survival capabilities, not only for commercial reasons, but also for the sake
of society and its economic infrastructure [2]. To complicate matters even more, the
worst kind of threats today, exist within the organization, namely employees or
externally hired personnel [3]. As a result of the threats facing today's companies and
organizations, the following statement was made by Krisberedskapsmyndigheten,

"It is important that companies’ plan to strengthen their abilities to
continue operations in case of all types of interferences and events.
Also, critical processes should be restarted for the companies, within
a tolerable space of time." [2]

To address these threats and to secure companies’ survival, Business Continuity
Planning (BCP) has proliferated by the years [4]. The main purpose of a BCP is to
develop plans and creating the framework to secure the continuity of a business in case
of an emergency. In other words, preparing, testing and updating actions required to
protect critical business processes from the effects of disruptions and failure events.
When creating a BCP, the company has to initially perform a Business Impact
Analysis (also referred to as Business Impact Assessment). The purpose of the BIA is
to understand the potential impacts of disruptive events by performing a vulnerability
assessment and by doing so, providing decision basis which is then used as a
foundation to create a Disaster Recovery Plan [5,6].

1.1.1 Current situation at SIT

As of now, SIT has an unclear process for a BIA which is meant to analyze different
areas such as human resources, facility, information technology, supplies, paper
documentation and workshop (machinery). At the same time, in parallel there exists a
special IT BIA which should be reported to the IT Crisis Manager [1]. The IT BIA only
analyzes applications and information systems, in contrast to the BIA which is meant
to analyze all other resources.



Tasks related to BCP, are included in one of SIT’s support processes called Preventive
IT Crisis Management (PCM) which is meant to perform all BCP related activities,
such as performing a BIA yearly.

The following figure (Figure 1), presents the PCM process flow (the figure is a
simplified version of the original process flow) according to SIT’s process views.

Plan PCM goals Plan PCM

and strategy implmentation
Analyze )
Preventive Crisis | > [BusinessImpact Analysis >_
Define Preventive~) Define measure fleasures to be
Crisis > *|to reduce the risk mplemented as part
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Plan Preventive
Crisis

3
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to plan for the risk
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Figure 1. The figure describes the process flow for the support process Preventive IT Crisis Management
(corresponds to SIT s BCP process). As one can observe, the BIA is performed in the analysis stage. The
steps within the BIA are not visible in the figure. The BIA outputs potential pre-cautionary measures that
need to be taken in the definition stage (it is part of alternative planning which corresponds to the general
term Disaster Recovery Planning [6]).

The current BIA process is done as a best-effort approach. Managers from different
divisions are invited to meetings that sometimes go on for hours without these meetings
being productive. Discussions include what kind of assets that exist, that needs to be
protected and historical incidents in the company. Some of the problems in these
meetings are the lack of a common terminology and also the level of detail in the
discussions. Some managers want to discuss details on a high level and some on a low
level. The results from those meetings are then summarized in a simple excel worksheet
and is used as the result of the BIA.

One requirement that is clear with the current BIA process, is the desired strategy of
the resulting risk analysis (see Figure 31).



1.1.2 Lack of an international standard

There exists no international standard for performing Business Continuity Planning.
Consequently, no uniform terminology exists. What is common between the different
models is the comprehensive view on BCP as a process with focus on critical business
units. A technical committee (1ISO/TC223) within ISO is currently developing what is
meant to become a comprehensive standard practice for performing BCP [2].

The following table contains different BCP standards and practices:

Table 1. The presents some BCP related standards and methodologies that are available. On the left are
the countries or organization utilizing, supporting and encouraging each respective standard or
methodology (included on the right column). Information included in the table is partly taken from [2].
United Kingdom BS 25999-1 Code of practice for
business continuity management
(replacing PAS56 which is used within
the Siemens enterprise).

United States of America NFPA 1600 Standard
Disaster/Emergency Management and
Business Continuity Programs.

Australia AS/NZS HB221:2004 Business
Continuity Management.

Singapore TR19:2995 Business Continuity
Management.

ISO/IEC 17799:2005 Information Technology — security

techniques — code of practice for
information security management.

Jointly developed by the Disaster @ Generally Accepted Business
Recovery Journal (DRJ) and the Continuity Practices
Disaster Recovery Institute
International (DRI)

Information Security Forum Information Risk Analysis
Methodologies (IRAM) project:
Business Impact Assessment.

1.2 Aim and purpose

The primary purpose and goal of this thesis project is to develop a uniform and thorough
process for the Business Impact Analysis. The process should be fully or partly usable
as a foundation for performing a Business Impact Analysis at SIT. The following
requirements apply:

o The process must provide an appropriate level of granularity, such that it is
usable with respect to SIT’s business culture and complexity.

o The process should be able to provide methods for identifying assets that are
critical for SIT and financial loss impacts of potential disruptive events and



potential damaging events with respect to confidentiality, integrity and
availability.

o The process should hinder doubt and ambiguity regarding relevant BCP terms
and definitions for the personnel involved in performing the BIA.

o The process should encompass a threat assessment method, usable to bind assets
to threats with similar themes and provide a systematic approach for analyzing
threat scenarios based on confidentiality, integrity and availability.

o The process should encompass methods on how to determine necessary risk
mitigation strategies with respect to SIT’s Preventive Crisis Management
process.

o The process should be optimized with respect to cost and time.

1.3 Limitations

The Business Impact analysis is performed as a process-based methodology. The goal
is to identify the most important processes that are critical for survival. The problem
with such a methodology is the time and resources needed for larger corporations
because of their immense business complexity. Obviously, a thorough analysis of each
process and all assets would provide a robust foundation for when performing pre-
cautionary measures in order to protect the processes and the assets. Still, it would
require a large amount of time and resources, and ultimately it is money companies
want to save. Why spend money on pre-cautionary measures if they cost more to
implement than the actual potential damage or disruptive event threatening the business?

One requirement for the thesis project is to derive a time-efficient and cost-
optimized process that can be performed with an appropriate level of granularity with
respect to SIT’s business culture. Developing a BIA process based on the business
processes has been determined as infeasible because of the business complexity. Also,
previous attempts within SIT has been unsuccessful in doing so. Furthermore,
analyzing the processes would require a type of “process-application-landscape”
analysis [7], which would force the granularity of the analysis work to an inappropriate
(low) level. As a result, the BIA process will not be developed based on SIT’s critical
business processes (at least not as the starting point).

Additionally, a BIA involves calculating or estimating financial impact losses.
An additional limitation is the development of precise financial methods related to
calculating (or estimating) financial impact losses, which will not be included. These
types of calculations or estimations with respect to the BIA demands business expert
knowledge and are consequently outside the scope of this project. However, the process
will provide some type of indicators on how to start the process to estimate these losses.

1.4 Method

The project was divided into three phases, phase I, phase Il and phase Ill. Phase |
consisted of pre-studies which encompassed theoretical knowledge gathered from
books, electronic journals, publications and information from search engines.
Development of a project plan, administrative work and looking at some of the SIT
material related to this project was also done.

Phase Il included reviewing all current and existing work related to Siemens
BCP material, such as existing methodologies used in different Siemens corporate areas,
the last performed BIA within SIT. A BIA process framework was derived, although a
lot was changed and evolved with time. Questionnaires were developed and



information on potential interview candidates was analyzed. Phase Il included
performing interviews, compiling the gathered data and writing the final report. A
questionnaire was created and used in the interviews. The aim with the interviews was
to gather the data needed but also to validate the questionnaire and to get feedback on
the questions. The questionnaire could then be used to gather data quantitively in the
future. The compiling of data was done by creating excel sheets with simpler macro
scripts to automate the summarizing process.

1.5 Report setup

Chapter 1 provides background information, describing BCP and consequently the use
of BIA. A brief overview of the current situation at SIT with respect to the BCP process
was described. The purpose, limitations and method are also included.

Chapter 2 provides with an overview and definitions of the BIA process developed in
this thesis project. Definitions and terms related to the execution of the BIA process in
chapter 3 have been described in order to support and simplify the different parts of the
process. The chapter exists as a support chapter, which the audience is recommended
to consult whenever necessary.

Chapter 3 describes the BIA process. The interviews conducted, the threat assessment
and the risk analysis are clarified and discussed. The different methods used are
clarified with the help of simpler developed excel macro scripts.

Chapter 4 describes the overall results, proposals and discussions for future work
related to the subject of the thesis.

Appendix A contains the created questionnaire to identify critical assets, operations
and impacts. The chapter also contains help documentation to assist respondents fill in
the questionnaire.

Appendix B describes threat profile trees derived using OCTAVE, as described in
chapter 3.7.1 Identifying threat-scenarios using OCTAVE.

Appendix C contains a summary of all threat scenarios derived.






2 Overview of the BIA process and definitions

The BIA process consists of several parts. This chapter will supplement the main
execution of the BIA with definitions and overviews. The purpose is to define a
common ground for terminology and prior knowledge.

2.1 Presentation of the BIA process

The core parts of the BIA process are presented in Figure 2 below.

Reduce the risk

Basess Criicel Assets lL__J w- L

Manage the risk

Risk

Assess Threats - analy sis
Agsess Vulnerabilities -

Figure 2. The figure presents the core parts of the developed BIA process. These parts consists of
assessing which assets that are critical for the company and estimating how much damage that could
occur in lost earnings for the company (impacts), and assessing the probabilities of threats occurring
and the extent of damage that could occur (vulnerabilities) based on these threats. These parts are crucial
in order to perform a risk analysis which decides the appropriate pre-cautionary measure needed to be
taken.

Plan for the sk

Accept the risk

The result of the BIA is aimed at providing decision basis for performing pre-cautionary
measures in order to mitigate the risks of different types of threat scenarios, which could
potentially cause damage to SIT. The pre-cautionary measures to be performed are
based on the level of risk (decision basis) involved and should be performed
accordingly. In order to determine the level of risk involved, risk levels must be
estimated by looking at the companies’ most critical assets and determining the amount
of damage to business they could cause if they were to be destroyed, lost, stolen,
interrupted etc. Furthermore, the probability of different types of threats must be
scrutinized, meaning to analyze the probability of potential threats occurring and
analyzing how vulnerable critical assets are with respect to the threats. The BIA is in
other words a kind of vulnerability assessment in order to derive decision basis for
costly threat events. However, Figure 2 does not present every aspect of the BIA
process. In order to determine and analyze SIT’s critical assets, one must be able to
gather information in order to determine which asset’s that are critical and which that
are not critical. There is also the need to determine which threats that should be analyzed
and which that simply do not need to be accounted for, in order to create a reasonable
scope for performing a BIA. These parts have been developed and included in the
process. However, they could be seen as belonging to the outer shell of the process,
existing to support the core parts.



2.1 BIA process preparation

In order to avoid unnecessary discussions about terms, abbreviations and definitions,
this section will define the scope and context of the BIA process. It is recommended to
consult chapter 2 for when performing the vulnerability assessment in chapter 3.

2.1.1 Deliverables of the BIA

The main purpose of the BIA is to create a document to be used to help understand
potential future business impact of potential disruptive events [6] and potential
damaging events on the business. These impacts are assessed with respect to certain
assets, defined within this process as critical assets (CA). These impacts together with
probabilities of threats provide the level of risk involved. The management of SIT can
use this information, such that being able to take the necessary pre-cautionary steps in
order to avoid costly damages. The category of an impact type can be of one of the
following:

Financial impacts (for example loss of sales and orders).

Operational impact (for example loss of competitiveness).
Customer-related impacts (for example delayed deliveries to customers).
Employee related impacts (for example reduction in staff morale).

o O O O

Each category contains a number of impact-types, which are available in Appendix A.
These impacts could be measured differently based on the type. For example, within
the financial category there is “Loss of sales, orders or contracts” which could be
measured in “% of sales opportunities missed”. However, within SIT impacts are solely
to be measured financially. The following is a definition for the term impact within this
process.

Definition of impact: An impact is the financial loss occurred as the
consequence of some damaging event or disruptive event.

2.1.2 Concepts of confidentiality, integrity and availability

This BIA process is driven by the concepts of confidentiality, integrity and availability
(C.LLA). The reason is that basically everything within information security;
information security controls, safeguards, threats and security processes are subject to
the C.ILA triad (see Figure 3) [6]. The use of these concepts provides a structured
process such that critical assets can be analyzed and sorted based on their security
requirements, financial losses can be estimated in an objective and considered manner
[8] and threats can more easily be identified and connected to critical assets based on
each critical asset’s security requirements.



Confidentiality

Integrity Ayailability

Figure 3. The C.1.A triad, taken from [6]. These concepts are three very important principles with
respect to information security [6].

Confidentiality ensures the prevention of intentional or unintentional disclosure of
information or data to unauthorized parties. Loss of confidentiality (damaging event)
can occur through the intentional (malicious) disclosure or theft of data and information.
It can also occur accidently by well intentioned and authorized personnel. Analysis of
loss of confidentiality is limited to assets definable as Critical Assets.

Integrity ensures the prevention of unauthorized modification of data or information.
Loss of integrity (damaging event) can occur through intentional and malicious
modification. It can also occur accidently by well intentioned and authorized personnel.
Analysis of loss of integrity is limited to assets definable as Critical Assets.

Availability ensures reliable and timely operational status of an Operation (O)
dependent on some critical assets. Loss of availability (disruptive event) can occur by
some intentional (malicious) event, unintentional (accidental) event or random (natural)
event. Within this threat assessment, the destruction of an Operation (O)’s services,
resources or information is regarded as loss of availability if its operational status is
halted to some extent or fully with respect to time and/or reliability of delivery. Analysis
of loss of availability is limited to assets definable as Critical Assets.

Destruction (implies loss of availability) can occur by some intentional event
(malicious), unintentional (accidental) event or random event (natural). Destruction
loss is included to supplement the above loss concepts.

Note: At the time of writing this report, the current requirement for the BIA at Siemens
SIT only encompasses the concept of availability, meaning disruptive events.

2.1.3 Definition of Critical Assets and Operations (O)

The aim for this process is to encompass all kinds of resources as possible critical assets.
It is not limited to just information systems, data and applications. Additional possible
resources are for example heavy machinery and personnel. The following definition is
used throughout the BIA process.



Definition of Critical Assets (CA) — An asset can be regarded as a Critical Asset
if having at least one of the following properties:

1. For confidentiality: Contains information or data classified as
confidential, strictly confidential according to Siemens SIT security
classification system and/or could in some way damage Siemens SIT if
disclosed.

2. For integrity: Contains information or data with the requirement of it
being internally and externally consistent. The information is consistent
among all sub-entities and consistent with the real world. [CISSP]

3. For availability: Provides services, resources or information belonging
to Operations (O). A CA is necessary for one or several Operations (O)
continuance and normal functioning.

The overall criticality of the asset must at least be determined as significant as
described in chapter 3.4.

The following list contains examples of possible properties belonging to CA’s.

e The CA has been classified with a higher level of security classification
(the asset is confidential).

e The CA will damage Siemens SIT if published without authorization.

e Competitors or other third-parties could benefit financially if acquiring
the CA (confidentiality is lost).

e Customers would be affected negatively if the CA became inaccessible,
destroyed, lost etc (availability is lost).

CA’s will be explained more thoroughly in chapter 3.3.

As mentioned earlier the Business Impact Analysis is usually based on gathered
knowledge about business critical processes [7,9,10], but the complexity of these
processes at SIT are such that basing the analysis on them is not feasible with respect
to time and cost. Instead, the BIA and consequently the threat assessment will focus on
Critical Assets with respect to certain business operation activities, processes or sub-
processes within each department and business division. The business divisions are the
following.

The service division.

The steam turbine division.
The gas turbine division.
The oil and gas division.

Deciding what constitutes a business operation activity will not be done. The reason is
that almost every type of activity within the organization can be regarded as a business
operation activity, at least to some extent. What are interesting are those activities
within each division, which directly enables each respective division to function in
order to support SIT’s business goals. In some cases several processes regarded as core
processes in a department or division altogether can be regarded as one Operation. In
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other cases one or two processes might be considered as separate Operations.

following is the definition of such activities.

The

activity within one of the four business divisions. The activity

Example of properties belonging to Operations (O):

e Key process, sub-process or business operation
supporting continuance of production.

e Key process, sub-process or business operation
supporting continuance when making deliveries.

e Key process, sub-process or business operation
supporting continuance of processing orders.

e Key process, sub-process or business operation
supporting continuance of research and development.

e Key process, sub-process or business operation
supporting continuance of customer support.

Definition of Operations (O): A process, sub-process or business operation

is crucial to such

an extent that if it failed to function (this definition only encompasses loss of
availability), could potentially cause noticeable or severe negative impact to the
business goals of the division and consequently, Siemens SIT’

s business goals.

activity directly
activity directly
activity directly
activity directly

activity directly

The following figure (Figure 4), presents the relation between critical assets and

operations.
The service The steam - The gas
- divsion - turbine - turbine
; .~ divsion .~ divsion
4 ' .
Operation Operation | ~~~~~~ .-_"_‘; """""
Information Information Critical Assef (for
Syzem (for example 2 physical
example location contaming
l' SAPE3) 1t mportznt bmders),
—_— highly imperative it iz confidentizl and
C ¥ - p
e that its could dzmage
availzbility is not Stemens SIT if
lost, in order for dizclosad
the Operation to
finction and
continue

gas divsion
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Operation

.
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Figure 4. The figure visually describes the definitions of Operations (O) and Critical Assets (CA). If a
branch contains an Operation then the Critical Asset following that branch is imperative with respect
to at least availability for the corresponding Operation. If a branch lacks an Operation then that
Critical Asset is imperative with respect to confidentiality and/or integrity. In other words, a Critical
Asset should only be given the availability security requirement if dependent by some or several

Operations (O).
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2.2 Defining criticality criteria

In order for the BIA to achieve its functionality with respect to identifying impacts and
being able to somehow grade these impacts in order to understand the criticality of them,
it is necessary to proceed as follows [9]:

1. Establishing a definition for criticality, using a single level or multiple levels
for criticality, i.e. should a common level be set for the entire SIT or should
individual levels be set for each business division?

2. Depending on if we use a single level or multiple levels, establishing or
identifying a method on how to derive a maximum threshold value for impacts.
In other words, the maximum tolerable loss in earnings before interest and taxes
(EBIT) for the entire SIT or for each individual business division.

3. Based on the maximum threshold value. The scales low, medium and high (with
high constituting as the maximum threshold level) are used.

2.2.1 Definition for criticality of business impacts

It has been found appropriate to use a single level for defining the criticality of impacts
for the entire SIT. The use of a single level will lead to a less complex BIA process
because it removes the necessity to determine impact criticality uniquely for each
business division. Consequently, it removes the necessity for calculating impacts
differently for each business division. What this means is that the criticality of estimated
financial losses, can only be measured on the company level as a whole. Observe that
the following definition is unrelated to the term critical asset.

Definition of Criticality for impacts: Criticality for impacts can only be
measured on a single level. The single level corresponds to the only available
level, in which it is possible to measure criticality of impact. The single level is
the point in which estimated financial loss of all four business divisions are
summed together and analyzed. In other words, within this process, estimated
financial loss measured on a sublevel (for example within one business division)
IS not measurable with respect to criticality.

2.2.2 Deriving a maximum tolerable financial loss threshold value

Siemens adopted the Sarbanes-Oxley act [11,12] of 2002 (SOA) in July 2002. Within
SOA (also referred to as SOX), section 404 includes assessment of internal control.
SOA 404 requires SIT to assert that its internal controls are able to prevent or detect
misstatements in annual financial statements. The SIT SOA 404 methodology includes
a definition of a local set of significant accounts. A significant account is the same as
an account or a group of accounts, subject to similar risks estimations, based on the
result of different classes of transactions [11]. The starting process for deriving these
accounts is to look at the balance sheet and income statement. These accounts are then
subject to something that is called Planning Materiality (PM), referring to key financial
statement benchmarks. If an account exceeds the PM Line-Item threshold (5 % x 75 %
x EBIT) then that account is significant, meaning for example that the account possibly
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could contain misstatements. The PM and LT thresholds can be used to define a “High”
impact threshold level with respect to the BIA.!

Definition of High impact (for Siemens SIT): High impact gives the
maximum level of tolerable financial loss with respect to one incident during
one year for the entire Siemens SIT. This level can be calculated as 5 % x
75 % x EBIT which equals the Line-Item threshold. 5 % x EBIT equals the
Planning Materiality threshold which constitutes as the maximum level of
tolerable financial loss with respect to all incidents during one year.

For example, the EBIT for year 2008 equalled 109 571 109 Euros. To derive
what constitutes “High impact”, is done by calculating 5 % x 75 % x EBIT
which equals 4 108 917 Euros. Consequently, estimating a financial loss
(impact) equaling or exceeding this value, based on the possibility of some
damaging event being realized would define the impact of that loss as “High
impact”. Furthermore, this impact is defined on the company level as a whole,
meaning that individual sums from sublevels (each business division) are
individually irrelevant. It is the final sum of all sublevels that defines the
impact for the company as whole.

2.2.3 Scale for criticality impact

Within this process, criticality of impact is based on a three-level scale, low, significant
and high. This criticality impact scale has been found in Siemens Corporate Information
Office (CIO) documents related to BCP and consequently BIA. The following intervals
will be used in order to derive significant and low impacts. These intervals used are the
same as in [7]. The high-impact threshold is based on the definition of high-impact (see
chapter 2.2.2).

Table 1. The tables contain the impact levels, low, significant and high. These impact levels are essential
for the BIA process and will be used throughout the BIA process in order to identify criticality of impacts.
" High impact | Significant impact | Low impact

0, 0,
Minimum 5 % X 75 % x Maximum (Low impact) | O

EBIT
4% x  Minimum(High
impact)

Maximum | o Minimum(High impact)

2.3 Identifying relevant threats

This part of the process (the first part of the threat assessment) has been included to set
the scope for the threat assessment. Determining a static list of relevant threats limits
the scope of the threat assessment and avoids unnecessary work for when analyzing
different threat scenarios in chapter 3.7. In addition to the threats taken from different
databases, as included in chapter 3.3, the following list originating from [7] will be
considered for when determining relevant threats to include. The list contains threats
identified by an international association of leading companies, Information Security
Forum (ISF).

! The use of the LT threshold for “High impact” was based on discussions with Siemens SIT financial
management experts.
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ISF have identified and classified threats that organizations typically face on a day-to-
day basis. Some of these threats are summarized below:

Table 2. This table presents some of the threats identified by ISF, which companies typically face.

Threat category Threat type

External attack Distributing computer viruses (and
WOorms).
Hacking into systems.

Internal misuse Modifying or inserting software without

authorization (e.g. creating backdoors).
Misusing systems to commit fraud (e.g.
salami slicing).

Theft Theft of proprietary business
information.

Human error Errors by IT/Network staff (e.g.
misconfiguration).

Malfunctions Malfunction of application software and
services developed in-house.

Service interruption Loss of power or system overload.

2.5 Gathering assessment data

This part of the process describes the method to gather most of the data required to
perform a BIA. It was identified as possible to use an existing corporate information
security web-based survey system called Deficiency Analysis [13], in order to gather
data.

Interviews were conducted in order to verify the validity of the additional
questions needed to gather data. The aim of the process is to enable gathering of data
using the survey system. But it requires that additional questions be included. The
questions that were asked are available in appendix A.

2.6 Identifying critical assets

The BIA process is an asset-based vulnerability process. This means that one first asks
business representatives which resources they are dependent on and to what extent.
With such information it is possible to decide which asset’s that are critical and which
that are not critical.

The process to identify critical assets has been simplified by creating a tool
called the Critical Asset tool, which allows the BIA practitioners to compile the
gathered data and automatically estimate criticality of assets. Criticality of the assets is
based on a criticality scale from 1 to 5 (Low = 1, Significant = 3 and High = 5). By
using the data gathered it is possible to estimate an average score for each asset and
thus determining it as critical if it exceeds a specific criticality value.

2.7 Deriving impacts and determining recovery-time objective

Chapter 3.6 describes how to derive impacts and recovery-time objectives (RTO). The
impacts estimated are needed in order to understand to what extent a critical asset could
cause damage to the company with respect to loss of confidentiality, integrity and/or
availability. For confidentiality and integrity it is merely a matter of calculating impacts
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with respect to loss of confidentiality or loss of integrity. For example, what is the
estimated damage if an employee steals information and starts a competing company
or what kind of damage would occur if data held in by some information resource were
to be corrupt and thus would provide false information as a basis for important decisions?
For availability, impact is estimated differently. Damage because of interruption
usually increases with time and at some point, the damage have increased so much that
the significant impact level is reached. The closest point in time before reaching this
impact is referred to as the RTO.

Definition of Recovery-time objective (RTO): The recovery-time objective is
the estimated time (in the chosen time scale 1 hour, 1 day, 2-3 days, 1 week
and 1 month) until significant impact is reached. The RTO indicates the time
in which a critical asset must be restored to normal operation in order to avoid
further increase in impact causing at least significant impact (and
consequently high impact).

For example, given loss of availability (interruption) for the critical asset X,
the damage because of interruption is estimated to reach significant impact
after 1 week. In order to avoid reaching significant impact, the critical asset
must be restored within 2-3 days (which is the nearest time point in the scale).
The RTO is thereby determined as 2-3 days.

It is however not enough to determine just the RTO. It is also necessary to estimate the
actual recovery time.

Definition of Recovery-time: The recovery time is the estimated actual time
to restore a critical asset. It is the time, in which one considers already existing
incident plans or emergency plans in order to estimate how fast the critical
asset could be restarted/restored in reality, given worst case full interruption.

For example, in the case one would like to determine the recovery time for an
information technology resource, call it X, a subscription service might be
used. In such case, assume that there exists a hot site or perhaps a cold site. A
hot site is the best disaster recovery alternate backup solution as it is
immediately available after some disruptive event such that the resource X
could be restored, or the data held by X could be restored immediately. The
recovery time in such a case, could be estimated as very low. However, a cold
site is not considered as an adequate solution because it usually takes more
time to get it going in comparison with a hot site. In such a case, the recovery
time might be estimated as higher. [6]

After determining the RTO and the recovery time for the critical asset, one of the
following actions needs to be taken based on the recovery time and the RTO.

If Recovery time > RTO: Further analysis and threat profiling is needed.
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If Recovery time < RTO: No further analysis is needed.

The first condition states that if the actual recovery time is equal to or more than the
RTO then the estimated impact could be realized, which is unacceptable. In such case,
the critical asset must undergo further analysis in the process to mitigate risks. The
second condition states that if the actual recovery time is less than the RTO then
significant impact should not be reachable in reality. The unacceptable estimated
impact is not realizable and the critical asset needs no further analysis with respect to
loss of availability because significant impact will never be reached.

2.8 Threat profiling and assigning risk-levels

The estimated impact is a good indication to assess if it is worth spending time and
money in order to prevent the damage. After all why spend time and money on
something that costs more to fix than to accept? So there is a need to act such that
significant or even worse, high impacts, never happen. In order to act, it is necessary to
estimate if the risk involved is worth spending time and money on. This process
describes a method on how to derive threat profiles (second part of the threat assessment)
which is a list of a number of threat scenarios derived based on the relevant threats
identified in chapter 3.3 (the first part of the threat assessment). With each threat
scenario, the BIA practitioners can estimate the probability of the scenario actually
occurring and also the vulnerability level with respect to the critical asset being profiled.
The estimated impact, the probability of the threat occurring and the vulnerability level
altogether (Risk level = Impact x Threat x VVulnerability) [14] gives an indication of the
level of risk involved. Based on the estimated risk, one decides to reduce the risk
immediately, manage or plan for the risk or simply accept the risk.
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3 Performing the BIA

This chapter contains all steps needed to perform the BIA including gathering of data.
An introduction to threat assessment is also described with definitions, examples and
ways to analyze threats based on historical data. The purpose is to provide possible
methods to use for when assessing probability of threats.

3.1 Threat Assessment

As previously mentioned, the main purpose of the BIA is to create a document in which
the impact of potential disruptive events and damaging events would become clear for
the management of SIT and with such information, being able to take the necessary pre-
cautionary steps [6]. In order to accomplish this task, one needs to somehow understand
and estimate the likelihoods of threats. But what kind of threats should even be
considered for scrutiny? In order to limit the scope of the threats that need to be
analyzed, relevant threats must be identified.

Potential threats (later evaluated with threat profiles) [15] affecting Critical
Assets must be analyzed.

3.2 Scope and Context of the threat assessment

There exist several definitions for related terms, such as “threat” [16]. Within this
section, related terms and the scope for the threat assessment will be outlined.

A threat is any circumstance or event with the potential to intentionally (maliciously),
unintentionally (accidentally) or randomly (natural event) exploit one specific or
several vulnerabilities through a threat agent in some Critical Asset resulting in the
loss of one or several of the following [16,6,14]:

Loss of confidentiality (C)
Loss of integrity (1)

Loss of availability (A)
Destruction (D)

3.2.1 Threat agent

A threat agent is a method used to exploit a vulnerability in a Critical Asset [16].

3.2.2 Attack

Within the scope of the threat assessment, a deliberate attack is defined as:

e Attempt to gain unauthorized access to an Operation’s (O) services, resources
or information with the possibility of compromising confidentiality, integrity or
availability [16].

e Attempt to cause direct destruction to an Operation’s (O) Services, resources or
information by some physical means.

e Attempt to compromise a Critical Asset’s (CA) confidentiality, integrity or
availability [16].
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3.2.3 Vulnerability

Vulnerability is a weakness with respect to security procedures, internal security and
pre-cautionary measures, that could be exploited in order to compromise or gain access
to a Critical Asset (CA). It is possible to measure risk that remains against critical assets
by comparing vulnerability before implementing new pre-cautionary measures with
vulnerability after implementing the new pre-cautionary measures (see chapter 3.7 or

[17]).

3.2.4 Threat source

The source of a threat (also known as actor [15,18]) can just about be anything. This
definition narrows down all the possibilities into six main source classes. Actors share
the property of being internal or external, meaning for example an employee or
someone outside an organization.

e A threat source can be a person deliberately implementing a threat [16].

e A threat source can be a person unintentionally implementing a threat.

e Athreat source can be an organization sponsoring and/or implementing a threat
[16].

e A threat source can be a group of people deliberately implementing a threat.

e A threat source can be some circumstance implementing a threat (for example
natural events) [16].

e Athreat source can be some technical or system problems implementing a threat.

When deriving threat scenarios in chapter 3.7, only internal or external actors are used.

3.2.5 Words of estimative probability (WEP) for assessments

The use of Words of estimative probability (WEP) deals with some specific chosen
terms, usually used by intelligence personnel in order to express probability of future
events. The instigator of WEP was a former CIA analyst Sherman Kent whom also was
one of the first contributors to a formal discipline of intelligence analysis. Kent’s efforts
with WEP, were aimed at trying to solve misleading expressions of odds in National
Intelligence Estimates [19]. Kent’s efforts to quantify what was, qualitative judgments
did not entirely prevail, but his essay [20], still remains valid and is today used in threat
assessments by security services and organizations [21,22].

Estimates based on ambiguous or vague terms, could potentially hide an
increasing likelihood of poor decision making. Within the BIA, decisions are made
based on estimated probabilities and impacts which set the level of risk involved.
Communicating poor estimated probabilities using weasel terms [23] would cause the
BIA decision matrix (see chapter 3.7) into a state of uncertain outcome. The decision
would simply become untrustworthy and thus useless.

In order for the BIA practitioners to efficiently communicate estimates of
probability within the BIA and consequently the threat assessment, a well-chosen and
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unambiguous WEP-table should be implemented in the process to avoid poor decision
making. Furthermore, one of the proposed reforms in [24] should be implemented as
for example done in [22] to also include Confidence in Assessments (CiA). When using
CiA the sources of assessments can be graded with a level of confidence.

The WEP-table used in this threat assessment, is based on Kent’s original WEP
[20], from the Centre of the Study of Intelligence, CIA, 1964 and [21]. The following
table presents states of probabilities, corresponding phrases of probabilities,
quantification of probabilities and per year basis expressions.

Table 3. The table shows how probability phrases can be quantified. This table is used in the entire threat
assessment and the risk analysis. Every phrase of probability in one state of probability should be

regarded as equals. E.g. the phrases “Virtually certain” and “Highly likely” are the same.

State of probability

Quantification

Phrases of probability

Per year basis

Certainty

100%

Once every year

Almost certain

93% (give or
take 6%)

Virtually certain
Highly likely

All but certain
Odds overwhelming

Probable

75% (give or
take 12%)

Likely
Probable

Chances about even

50% (give or
take 10%)

Chances about even

Once every two
years

Probably not

30% (give or
take 10%)

Unlikely
Low probability

Once every 310 5
years

Almost certainly not

7% (give or

Extremely unlikely

Once every 9 to

take 5%) Virtually impossible | 50 years
Slight chance
Little prospect
Highly unlikely
Highly doubtful
Impossibility 0%

The purpose of using phrases including terms like “we estimate a probable chance of...”
or “it has been estimated as extremely unlikely that...” is to simply communicate
analytical assessments and estimations. Any decisions made to use such phrases are not
meant to present facts or proofs. Additionally, as mentioned above, CiA will be utilized
to set a level of confidence attributed to the judgments made by the BIA practitioners.
The following CiA scale will be used [22] in the threat assessment.

Table 4. Confidence in Assessments is used to support qualitative judgments by assigning them with a
level of confidence. The confidence levels are also used within the risk analysis.

Confidence in Assessments
High confidence

Indicates that judgments are based on that
the circumstance of the issue makes it
possible to give a solid assessment. BIA
practitioners making the judgment has
past knowledge and/or experiences
which he or she feels very solid about and
which  sounds plausible.  Several
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motivations exist as basis for the
judgment. High confidence is not a fact
or a certainty and carries a risk of being
wrong.

Medium confidence Same as high confidence with the
exception of information behind the
judgment lacks sufficient quality or is not
corroborated sufficiently. There are few
motivations behind the judgment.

Low confidence Information and/or experiences behind
the judgment are questionable with
respect to plausibility. The BIA
practitioner is doubtful of his or hers
judgment with respect to the issue. Very
few or none motivations exist as basis for
the judgment.

3.3 Identifying threats

All critical assets are threatened in some manner with a certain level of risk. The threat
assessment should be able to include a large range of threats, covering as much as
possible or most of the modern threats today. It should also stand as a foundation, for
future updates and improvements. Initially it seems reasonable to limit the scope of the
threat assessment because each threat identified as relevant could potentially contribute
with several threat scenarios (see chapter 3.6) and this could create a too large scope.
Each threat identified will not alone provide enough information and foundation to be
able to make decisions. There are simply too many properties for the threats, meaning
that the threat “X” could occur differently based on its properties. For example, the
threat “Theft of confidential information” could occur by someone from within the
organization, but it could also occur by someone outside the organization. Both of these
threat scenarios have different probabilities because they are very different. Since they
are different, reducing the risk (if decided necessary) for them involves implementing
different controls.

This section will describe various methods on how to identify potentially
relevant threats without looking at their properties. However, the properties will be
analyzed in chapter 3.6 when deriving threat scenarios.

There are three upper-level threat classes:

e Natural events
e Intentional acts to cause harm (criminal threats)
e Accidents

The threat assessment should analyze the probability of each type of threat [25] within
each class, chosen to be analyzed for relevance.? When writing probability, the
audience should interpret this as the likelihood of occurrence [26]. Furthermore,

2 Determining which threats to analyze for relevancy is an arbitrary choice, which could be extended
with time. Several databases and sources are provided within this report.
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probability can be derived differently for each type of threat-class. The aim is to derive
related threats for each class of threats.

3.3.1 Threats consisting of natural events

By analyzing historical data, one can analyze the probability of natural threats [25]. Not
all natural threats should be taken into consideration and the reasons for that is based
on available data and past experiences within SIT. The delimitation of this assessment
is simply that at least one of the following two criteria must hold in order to include the
threat in the assessment:

1. There exists historical data, claiming at least one occurrence during the last 20
years within Swedish borders, arbitrarily adjacent located geographically and
which caused noticeable impact on society and infrastructure.®

2. There exists no historical data but its probability of occurring is estimated, as at
least “extremely unlikely” (phrase of probability converts to 7 % probability
with give or take 5 % probability according to the WEP-table). There should be
at least medium confidence behind the judgment from the person or persons
making the judgment.

As an example we can look at the following expression
“What is the probability of a tsunami reaching Finspang in Sweden?”

One can for example with common sense, claim that this is indeed an impossibility just
by looking at a map.

3.3.2 Natural threats to consider

The number of natural events threatening companies today can possibly be counted in
hundreds of different scenarios, although the term “natural event” is an ambiguous term
if comparing the simple definition in [27] with [14]. When saying natural event within
the context of this threat assessment, it is aimed at natural disasters. Within this threat
assessment, the following natural threats as included in [28] will be analyzed for their
relevance in the context of this assessment.

Natural threats consisting of:

Extreme rainfall
Earthquakes
Avalanches
Landslides
Forest fires
Storms

Beach erosions
Floods

3 The choice of limiting to the past 20 years is an arbitrary choice.
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The first step in the process of analyzing relevance is to examine each threat against the
first criteria of the threat-class assessment. The historical data required can be gathered
from the statistical database in [28] for natural events.

3.3.3 Natural threats example: extreme rainfall

According to [28], seven larger natural events could be noted, which caused
noticeable damage to society and infrastructure. Two of these events are
summarized below.
1. Extreme rainfalls stroke Véarmland in year
2004 with devastating downfall. The water
masses caused road inaccessibility together
with  electronic and telecommunication
disruptions. The following were consequences
of the event:

Damage to human Health: 2 counts
Environmental health damage: Yes
Damage to habitation: Yes

Damage to business operations: Yes
Cost of damages: 47 MSEK

Figure 5. The map shows
which areas (transparent
layer) of Sweden that were
affected by disasters. The
numbers 1 and 2 refers to the
examples given on the right
and below.

2. Extreme rainfalls stroke the western and southern parts of Orust in year 2005
caused by heavy thunderstorms. Many roads became inaccessible. Residential
buildings, civic buildings and industrial buildings became flooded. Society
became isolated and 20000 subscribers lost telecommunication capabilities and
furthermore, 6000 subscribers lost electric power. The following were
consequences of the event:

Environmental damage: Yes
Damage to habitation: Yes

Damage to business operations: Yes
Cost of damages: 153 MSEK

The delimitation to include extreme rainfall as a relevant threat under the natural
threats-class holds on the first criteria. Consequently, extreme rainfall should be
included in the threat assessment.
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3.3.4 Threats consisting of intentional acts to cause harm

The criminal threats-class is a bit more complex. Not so different from natural threats,
the surrounding crime rate will stand as a potential starting point to determine relevance
of crime threats to include using the method in [29].

Crime threats occur much more frequently and are differently distributed in time than
natural threats. As such, another criteria for including criminal threats has been
developed. The delimitation of this assessment is that at least one of the following two
criterias should hold in order to include the threat in the threat assessment. :

1. There exists historical data for the years, n-3, n-2 and n-1 such that a forecast
can be calculated for the current or upcoming year n. The forecast reveals that
the probability of the threat, in Ostergétland county or Finspang county (if data
is available), holds according to Equation 4. The method of calculation is first
to derive median values (forecasts) for each month [29], followed by calculating
a 90 % normal confidence interval for each month. The lower limit for each
month is then summed. Next step is to derive a future probability estimation
which later converts to a phrase of probability according to WEP. First one
needs to calculate the monthly forecasts for the number of events, according to
Equation 1:

N Equation 1
I:(Xn,m ) = :UE (Xn—3,m ! Xn—2,m ! Xn—l,m )

2
Where, 1, (Xn—s,m + Xn_oms Xn—l,m) IS used as a denotation for the median for a set of data
2

Ko ms Xnoo.m» XnampcoNntaining number of events in the past three months. IE(xn,m) IS

the forecast for each month in the current year. Months are indexed with the letter m
and years with n.

The reason for only using the past three years is to avoid using data that is too old. The
inaccuracy of the forecast can increase by doing so. Society changes over time and so
does the pre-conditions for crime [29]. By only using the past two years, the last year
might contain extraordinary number of events, which will never occur again. It might
also be inappropriate to include more than three years, as the uncertainty of the forecast
could increase due to past changes in time, to society and its internal relations with
respect to criminal postulation which is claimed in [29] One could however argue that
it would be more beneficial to use more than the past three years to calculate forecasts,
based on the assumption that crime does not change in the time stated in [29]. It is
however assumed within this report that the author and the organization behind [29]
have the sufficient expert knowledge within this field and subject.

Calculating the lower limit for each month with a 90 % normal confidence interval is
done with the following formula:

Equation 2

LC, . = F(x, . )~1.64,/F(x, ) [29]
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LC is here the lower limit in a 90 % normal confidence interval, for the forecast in
month m in year n. The constant 1.64 can be derived by looking into a statistical table.
The lower-limit forecasts for each month are then added together as in Equation 3:

Equation 3
X,=LC,,+LC ,+LC ;+...+LC ,+LC, [29]

It is now possible to derive a probability of the threat for the year in question using
Equation 3. Anything below 2 % probability (2% probability converts to “extremely
unlikely” according to WEP) is assumed in this assessment, as negligible. Further look
at Equation 4 reveals that forecasts with less than 7.2 events can be disregarded, and
consequently do not hold in this criteria.

Equation 4

P(Threat) = 3)2‘5

>0.02

What this means is that there has to exist, at least a minimum (with a 90 % confidence)
estimated 2 % probability of the threat within the Ostergétland county any given day in
the year in question for including it in the assessment. This limit can of course be
increased or decreased. The reason for including “extremely unlikely” threats is based
on the potential of such threats causing severe impacts. If that is the case, then necessary
pre-cautionary actions are needed regardless of low probability (which is explained in
more depth in chapter 3.7). This is simply based on the fact that risk equals the product
of probability and consequence, where consequence in the context of this BIA process,
would be impact.

2. There exists no historical data, related to events that have occurred within SIT
in Finspang. In such case, the BIA practitioners should make an estimation
based on WEP. The threat is excluded if estimated as less than “extremely
unlikely”.

Note: The use of median values in the calculation of forecasts in criteria one, is
appropriate when dealing with extremes. Extremes can make the forecasts unstable.

3.3.5 Criminal threats to consider

In this assessment intentional acts to cause harm are considered as the criminal threats-
class. The number of different crime types exists in manifold. It is therefore appropriate
and also necessary to delimit this assessment to some specific type of crimes which fits
the purpose of this threat assessment more applicably, meaning that the crimes must
have the potential to cause significant or high impact to SIT. The following crime types
have been arbitrarily chosen, as included in the statistical database [30] and criminal
types from Table 2 should be examined for relevancy.

Criminal threats consisting of:
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e Theft of proprietary business information (included in Table 2).

e Distributing computer viruses and worms (included in Table 2).

e Modifying software or inserting software without authorization (included in
Table 2).

e Physical sabotage, with the intention to hinder normal business operations
(included in the database [30]).

This list of possible threats to identify as relevant should be updated continuously in
the future and should as of now, could be seen as a starting point for the threat
assessment. When later deriving a standard threat profile (which is a list of threat
scenarios), it is recommended to update this list before creating threat profiles for each
critical asset. The reason is that the threat scenarios derived in chapter 3.6 are initially
based on identifying relevant threats.

3.3.6 Criminal threats example: Sabotage

This example will show how to analyze relevance of the threat “sabotage with the
intention to hinder normal business operations”. Using the available data gathered from
[30], a threat-class assessment controlling against criteria one, could reveal the
relevance of the threat. Criteria one is only applicable when gathering data from [30]
or if the data is available from other sources.

To estimate forecasts for the current year 2009, one needs monthly data for the crime
in the years 2008, 2007 and 2006 according to criteria one. The data is available for
Ostergotland County.

Table 5. The table contains crime data, of Sabotage within Ostergétlands county. This data can be used
to predict forecasts. These forecasts can be used to estimate if a certain crime threat is relevant for the
threat assessment according to criteria one.

Forecast Data Months
Table (FDT)
Years Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep | Okt | Nov | Dec
2008 3 1 1 1 3 0 2 1 2 3 1 2
2007 2 0 1 1 0 1 1 0 1 0 0 0
2006 0 1 0 0 1 0 0 0 0 2 0 0

It is worth mentioning that the population data in Table 3 is somewhat limited (some
months only have one event, which is quite random). This type of population
contributes to higher variances and higher uncertainty. Other crime types with higher
populations (for example more than 20 events per month) decreases variances and the
outcome carries a higher relative certainty. This issue is handled by using the lower
limits, in a 90 % normal confidence interval.
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The next step is to calculate a forecast for each month for the current year n =2009
according to Equation 1, the forecast per month is estimated as

~

F (Xn,m ) = /ui (Xn—3,m ’ Xn—2,m ! Xn—l,m )

2
The following result can be derived.

Table 6. The following table contains forecasts for each month based on the data from Table 5 . The
forecast is calculated as medians according to Equation 1.

Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep | Oct | Nov | Dec
2 1 1 1 1 0 1 0 1 2 0 0

Forecast year 2009

The following figure (Figure 6) visualizes the forecast.

b . land =& Forecast year 200
Sabotage in Osterg6tland County year 2009
Number of crimes g 9 Yy A Year 2006
Forecast ® Year 2007
® Year 2008

3,57
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Figure 6. The figure demonstrates the results of the method for calculating forecasts and as one can
observe, year 2008 consists of a noticeable increase of events, although by using the past three years,
and given that only 2008 deviates do not cause the outcome into taking consideration to these extremes
which may only happen this one year.

The next step is to, for each month; calculate the minimum value in a 90 % normal
confidence interval which gives the following results.

Table 7. The table contains calculated, lower limits in a 90 % normal confidence interval.

Lower forecast Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep | Okt | Nov | Dec
limits (90 %

normal confidence 0 -1 -1 -1 -1 0 -1 0 -1 0 0 0
interval)

At this point, all values in table minimum are added together as
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in = i (E(an,m ’ Xn—z,m ’ Xn—l,m )_ 1'64\/E(Xn—3,m , Xn—z,m ’ Xn—l,m ))
m=1
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Figure 7. The figure visualizes the forecast (black line), the upper limits in a 90 % normal confidence
interval (grey line) and the lower limits (red line) for each month.

Total number of future occurrences is estimated as X, =0 and by checking against
Equation 4 we derive the following:

P(Sabotage) = 32”5

=0 (0 % probability).

Which does not hold according to the first criteria requirement and, as such including
the threat in the assessment is not appropriate. The threat is simply not significant
enough to include it in the threat assessment based on the found data. We also note
according to WEP that the minimum probability (within a 90 % normal confidence
interval) of this threat being realized within Ostergétland County at any given day, in
the year 20009, is estimated as less than “extremely unlikely”.

3.3.7 Accidental threats to consider

The type of activities located within each business unit in SIT, relates directly to the
probability of different types of accidents. Generally, activities using heavy machinery
in the workshops for example are at higher risk for serious or life-threatening accidents
than typical office locations [25].

Assessing whether a specific accident is relevant for SIT and consequently the threat
assessment, based on surrounding accident rates is assumed as infeasible because of
poor decision basis. Accident rates in an adjacent located company as for example
SAPA (which is located nearby) could possibly produce a lot more accidents than SIT
based on differing types of business operation activities. Basing relevant accidental
threats on surrounding rates, and consequently on companies located close by is simply
illogical, especially if no physical interdependencies exist amongst the companies.
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Given this reasoning, determining relevant accidental threats will solely be based on
past experiences within the company.

The following threats could potentially be relevant:

Fire in buildings.

Technical failure of important and costly machinery.

Errors made by IT/network staff or regular staff (included in Table 2)
Malfunctions of software and services developed in-house (included in Table
2).

e Loss of power and/or system overload (included in Table 2).

This list could contain countless more potential accident types. As previously
mentioned for criminal threats, it is appropriate to always think immensely regarding
potential threats. The BIA is aimed at deriving decision basis for costly impacts
(significant or even worse, high impacts).

3.3.8 Threats consisting of accidents

As previously mentioned, evaluating relevant accidental threats could be based on past
experiences within SIT. Companies have diverse security cultures and making
decisions based on surrounding statistical data have been judged as unwise.

The following criteria for including accidental threats is proposed.

1. Each proposed threat must be estimated as at least “extremely unlikely” by the
BIA practitioners, according to WEP. The confidence level should be at least
medium confidence according to CiA.

These estimations could possibly be made based on the BIA practitioners past
experiences within SIT.

3.4 Gathering assessment data

When performing a BIA there is a need to gather information and data. Gathering of
data and information can usually be made quantitatively and/or qualitatively [9].
Qualitative methods include performing workshops and/or interviews which usually
take some time if many interview candidates are involved. A quantitative method could
be sending out surveys which is time-efficient but may lack the same quality compared
to performing interviews or workshops.

As previously mentioned, one of the requirements for the BIA process is that it
should be optimal with respect to time and cost. It has been discovered possible to use
an already existing corporate information security survey process to gather data. It is
called Deficiency Analysis (DA). The DA uses a quantitative approach for gathering
data using a web-based intranet survey system in which managers are invited to
participate yearly. The target group for this analysis is for those who are directly
responsible for and have the necessary knowledge of the respective processes in the
work area which includes office, laboratory, workshop etc. A DA invitation is usually
sent out to around 150 managers at different management levels within SIT and around
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50 to 100 of them execute the survey. What is useful in the data gathered from the DA
is included within the first part, called Appraisal. The Appraisal is a part of DA for
which the managers are asked to evaluate and note assets, under their responsibility by
checking thru control questions with respect to confidentiality, integrity and availability
(see paragraph A5 in appendix A).

The BIA process is driven based on the concepts of confidentiality, integrity
and availability, because of this using the DA to gather information about potential
critical assets seems reasonable. The BIA practitioners can gather information from the
existing DA process and thus providing SIT with an integrated solution for which
repetitive activities are avoided.

3.4.1 Lack of data and lack of quality in data gathered from DA

The data gathered from Appraisal in the DA is presented in a list with the following
format.

Table 8. The gathered data from Appraisal in the DA is presented in the following
format (the brackets and the contents are replaced with real data), usually containing
one to ten entries. The type of the information held in by the information resource is
entered first, followed by which system, software and/or services holding the data. The
last three columns address the security requirements with respect to confidentiality,
integrity and availability. Each box is marked if the requirement exists for the asset (see
paragraph A5 in appendix A).

[System (Archive/IT

[Type of information] platform)]

[Confidentiality] | [Availability] [Integrity]

When reviewing the last executed Appraisals from last year (2008) it was noted that the
results of the Appraisals varied significantly. Some of the managers marked every
security requirement for every asset and some did not mark any of them (the purpose is
to at least mark one if noting an asset). Furthermore, the DA in its current form does
not gather additional information for the purpose to decide relative importance of the
assets, meaning that it is impossible to decide which assets that are critical and which
that are less critical. The following was realized after initially reviewing the information:

o Several of the managers are not familiar with the concepts of confidentiality,
integrity and availability within the field of information security.

o To be able to use DA in order to gather information on which assets that are
Critical Assets requires including additional questions in the DA, or specifically
updating the Appraisal part. By doing so (if possible) would provide the BIA
process with a quantitative data gathering approach.

A questionnaire was developed, called the Critical Asset Identification Template
(available in appendix A). This template is meant to be used in order to evaluate if an
asset can be regarded as a critical asset and also to provide indications of the type of
losses (impacts) that could strike the company given that confidentiality, integrity
and/or availability were lost for the assets. Furthermore, the Critical Asset Identification
Template supports unlike the Appraisal in DA, various types of assets. The following
types have been included within this process, partly originating from [31].
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o Systems assets which include information systems that store, transmit and/or
processes information and data. The components of systems are software,
information and hardware. Examples are networks, embedded systems (special
purpose computer systems like for example routers and switches) and other
devices which support SIT’s IT-infrastructure.

o Hardware assets consisting of physical workstations and servers. A potential
asset can also consist of several workstations within some finite physical area.

o Information assets which consist of electronic or paper documentation.
Intellectual assets belong in this group. These are closely related to “Systems”
and “Software and services” which store, process and transmits critical
information that drives the organization.

o Software and services assets consisting of applications which could be
operating systems, database applications, custom applications or office
applications. When for example identifying a software application, it is
appropriate to explain if the software as whole is the asset or the connected
database.

o Other resources consisting of for example certain heavy machinery in the
workshop.

o Personnel who carries important knowledge, training and experience.

An asset could also be regarded as a combination of the above categories, e.g. an
application which contains sensitive information could be regarded as a
“Software/Information” asset.

The DA in its current format only treats information systems and this is something that
needs to be updated or altered in the future.

In order to verify the validity of the questions included within the Critical Asset
Identification Template (See: Appendix A ldentifying Critical Assets) and that its
granularity level is appropriate, a number of interviews were conducted with some of
the local managers at SIT in Finspang.

3.4.2 Interviews conducted

Approximately 40 managers answered all the questions in the last DA. Out of these 40,
10 managers were selected for interviews. The selection was partly based on the
answers given with respect to gathering information based on a wide distribution of the
different business divisions (gas turbines, oil and gas, service and steam turbines) and
work areas (research and development, logistics, marketing and sales, service etc).

3.4.2.1 Assessing types of assets

The first initial interviews could sometimes go on for two hours which was based on
the number of assets reported (because each asset was reviewed once independently)
and discussions that arise regarding the questions, which were modified successively
as more and more interviews were conducted. During each interview, every asset was
reviewed once using the Critical Asset Identification Template. The first question was
quite straightforward and asked what the type of the asset was. The majority of the
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assets were classified as a system and information asset or software and information
asset. The assets that were discussed were regarding some type of information stored,
processed or transmitted in some system or some software.

3.4.2.2 The asset from the managers point of view

The next question was aimed at trying to describe the asset from the managers’
departments’ point of view with an appropriate level of granularity in which the
managers were asked to describe the asset they had noted with not too much and not
too little detail. Virtually all managers could describe the asset with respect to why it
exists and how it is used by their respective department. Some assets were noted by the
majority of the managers and the descriptions were in many cases similar. The
descriptions given also included if information and/or data was mostly inserted or
extracted from the system or software by their departments. Dependencies to other
divisions and departments were also brought up.

3.4.2.3 Identifying loss concepts

When arriving at the question regarding the loss properties (confidentiality, integrity
and availability, see paragraph A5 in appendix A), answers sometimes varied
significantly. The question is the same as Appraisal within DA. A number of control
questions (available in appendix A) guides the interviewee thru identifying if the asset
in question requires confidentiality, integrity or availability with respect to the
interviewees department. The variation within the answers and results of this question
depended on the interviewees understanding of the loss concepts and also their ability
to discuss each asset on a high level. Some of them understood the concepts and had
within the last performed Appraisal within DA, reasoned enough to provide a sufficient
answer. Some of the interviewees had not understood the concepts and were at the same
time unable to reason on a higher level, meaning that some had problems looking at the
overall picture and instead engaged their focus on details. This issue contributed to
changing the loss properties during some of the interviews. It was also realized how the
managers looked at yearly performing the DA, which was interpreted as somewhat of
a burden for the managers because of constantly working with an already high workload.
This issue was even confirmed after speaking with some of them, although everyone
agreed on the importance of information security and showed interest in answering and
discussing the questions.

3.4.2.4 Criticality assessment

The question that followed was a criticality assessment of the asset and asked the
interviewees to very approximately, in the scale low, significant and high, provide the
maximum level of harm that the business could suffer if for example key information
held in, processed or transmitted by the system or software were to lose confidentiality,
integrity and/or availability. For the most of the interviewees, this question was
straightforward. Some interviewees had problems with the granularity, meaning that
details were brought up regarding different types of scenarios etc. There were also
issues regarding how to interpret for example “Low” and “High” maximum damage.
As a result, additional clarifications were added to the question.

3.4.2.5 Previous experiences

The next question asked the interviewees to elaborate potential loss concepts with
respect to the control questions mentioned earlier. This question have a lot of freedom
when answering and was included in order to gather additional information more
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specific to the asset with respect to the interviewees past experiences and specific areas
of concern. The interviewees were given the opportunity to provide an example
scenario (for example a scenario, the possibility of third-parties getting held of
confidential information or past problems with previous employees etc). The responses
to this question were also quite varying. Specific events that have occurred in the past
were given and potential events which could occur in the future was discussed and
noted. Some of the interviewees provided the same information or at least with similar
themes.

3.4.2.6 Connecting assets and operations

The second last question was regarding which Operations the asset belongs to with
respect to the definition of Operations provided earlier in this report. Additionally, the
interviewees were provided with a potential way of answering this question by
explaining to them, that the SIT process structure (see paragraph A8 in appendix A)
could be used in order to answer the question in order to provide which processes, sub-
processes or business operation activities that are critical for business and dependent on
the asset in question in order to function and continue normally. The answers to this
question were dependent on how widely the asset is used within SIT, meaning that it is
hard to pin down specific business operation activities when the asset is used in
practically all activities and from which the majority of them are highly dependent on
the asset. In some cases the interviewees’ entire departments were given as an
Operation. Some interviewees could provide specific processes.

3.4.2.7 Potential impacts on business

The last question (see paragraph A10) was regarding potential business impacts that
could occur (very approximately), given worst-case loss of confidentiality (the most
sensitive information), integrity and/or availability (one month disruption) with respect
to potential Operations (which is only relevant in the case of loss of availability). The
interviewees were provided with a list of business impact categories and business
impact types under each category [8]. Each type could be answered yes or not
applicable and also if the potential impact type was related to confidentiality, integrity
and/or availability. If answering yes then that was considered an indication of the type
of impact that could potentially occur (the goal was to select only a few potential impact
types). The purpose of the impact list is to use it as a general list applicable for different
types of assets and business areas. This question was experienced by some, as a bit hard
to answer depending on which asset that was under review. A lot of the managers had
noted widely used assets in the Appraisal and in such cases some of the impact types
were too specific (in relation to widely used assets). Widely used assets could
potentially cause all kinds of impacts when thinking worst case in different scenarios
based on the relevant security requirement concepts (C.1.A).
Initially, one could answer yes or no to each impact type (which was later changed).
This contributed with issues regarding impact types which were inappropriate to even
discuss depending on the asset. For example, given an asset used in engineering of gas
turbines could not be determined to potentially cause “Loss of confidence by key
institutions” if the assets confidentiality, integrity or availability became lost. One could
naturally answer no in such a case but even when considering answering no, discussions
aroused with some of the managers. The choices were therefore changed to “Yes” or
“Not applicable”.

Furthermore, the core problem with some of the interviewees (quite few) could
be noted when they brought up detailed worst-case scenarios in which something that
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is actually possible, but with an extremely low probability. Therefore, the problem with
conducting a BIA for a large company like Siemens is the need to think on a high-level,
and not to get stuck on details. In the end with the majority of the interviews, the
interviewees were asked for their opinion regarding the questions. The majority of the
interviewees said that they thought the questions were good, although it was easier with
the interviewer guiding and supporting them with the questions. The majority of them
were asked the following “Do you think it would be easier to fill out the questionnaire
alone given an already filled out example on the side and additional clarifications with
each question?”, and the majority of them answered yes to this question. Especially
when considering, looking at already filled out examples on the side which was an
interesting note as such examples did not exist for the DA which was considered as
hard to complete by the majority of the interviewees.

A compilation of the summary of the conducted interviews is available in appendix C
(excluded in this version of the report because of confidential content). However,
answers to some of the questions are not included in the summary and are available in
a Microsoft Excel Sheet.

3.4.3 Using the Deficiency Analysis to gather data

It has been found possible to utilize the DA in order to gather assessment data for
performing a BIA with respect to identifying Critical Assets, Operations and possible
indications of business impact type losses. In order for this quantitative data gathering
approach to work, the DA must contain some of the additional questions as included in
the Critical Asset Identification Template (see appendix A). It is at the time of writing
this report, unknown if future updates to the DA is possible and if possible, how flexible
such a solution would end up to become? The following is a proposition for the process
flow to gather data from DA given that DA is updated with some of the additional
questions in appendix A.

Note: It is assumed possible, at the time of writing this report given the possibility
to update the DA, to send out traditional DA invitations to all managers and at the
same time in parallel send out to some managers an updated version containing the
additional questions required to identify critical assets.
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Gathering assessment data The first step to gather assessment data is to send

for Critical Assets out DA invitations to around 20 to 30 managers at
different manager levels within the four business
divisions. When performing the interviews it felt
equally beneficial to gather data from department
managers as business division managers. Varying

Invite managers |

!

Perform random control input was received and with different perspectives.

interviewws As such, data should be gathered with respect to

— different departments (research and development,
Pick out 3-5 - . . L. . .

e 2 production, logistics, marketing and sales, service

: 1 etc) in order to get a picture of the totality.

[Perfarm intarviews to | - With the problems mentioned in chapter 3.4.2

werify validity > Interviews conducted, one could imagine

: misunderstandings in  the given  answers,

unanswered parts and illogical reasoning. It is

therefore appropriate to verify the validity of those

Mo answers. Verifying validity in all submissions is not

et e e p optimal with respect to time and resources needed.

limproved? Additionally, continuously improving the data

gathering process would result in the BIA process
maturing with time. Therefore, random control
interviews should be conducted by picking out three
to five submissions, and performing interviews in
. order to verify validity. Based on these interviews,
Procesde with : improvements can be made to the questions by
Lidentifying CA's clarifications and additional examples on how to fill
out the questionnaire. These improvements could
then be used to improve the questions for the next
Figure 8. The proposed process to time invitations are sent out.

gather assessment data for critical The next step is to identify Critical Assets based on
assets. the gathered data using the Critical Asset tool.

3.5 Identifying Critical Assets (CA)

In order to determine the criticality of an asset for SIT, the company as a whole must
contribute with data as described in the process for gathering assessment data (see 3.4.3
Using the Deficiency Analysis to gather data). After gathering assessment data, there
should be enough data to indicate the criticality of various assets and by having such
information being able to proceed with the steps that follow (see Figure 9). Criticality
can be determined using the Critical Asset tool which is a Microsoft Excel spreadsheet.
All information gathered in the data gathering process for assets can be compiled in the
Critical Asset tool.
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3.5.1 Gathering assets in the critical asset tool

Risk

analysis

Figure 9. The figure visualizes which core part of the process that is treated. After gathering assessment
data, one should be able to identify assets that are critical to business.

When the interviews were performed, the results for each interview (which
includes a number of reviewed assets) were compiled in one spreadsheet per asset in
which the data gathered for the assets were compiled in rows. For each respective
compilation, the first four columns in the Critical Asset tool contain the basic properties
for each asset, as can be observed in Figure 10.

3.5.1.1 Basic asset information

The type column corresponds to one or a combination of asset categories as previously
mentioned and is/are available in the Critical Asset Identification Template, available
in appendix A. The description column contains information about the asset from the
departments’ point of view with respect to each business division as interpreted by each
manager. The information entered here should be basic enough to get the picture of the
totality. Answers could be very varying depending on how widely the asset is used. The
last column identifies the loss properties of the asset, or in other words the asset’s
security requirements with respect to confidentiality, integrity and availability.

Workspace to Fill weith " faail." if
- identify the the assethas
S:Sn;? orine Critical Asset assets security the availability
WOrkspace reguirments requirment
/ Critical Asset (CA) \
MName Type |Description Loss pruper‘tiés
/ \ \ I \ |
The type ofthe — Adescription of the
asset, e assetfram the Fill with "Canf" if o
Infarmation + interviewee's point of the asset has Fillwith "Inte." if
software and wiew andior also frarm the the asset has
services if the business division's confidentiality the integrity
infarmatian for point of view reguirment reguirrnent
example held in
by some software

Figure 10. The first four columns in the Critical Asset Tool have room for basic properties. The name
column holds the name of the asset. The description holds information about the asset from the
departments’ point of view. The type column holds which category the asset belongs to and the loss
properties column holds the assets security requirements.
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3.5.1.2 Criticality information

The next four columns (see Figure 11) are sub-columns of the criticality assessment
(see paragraph A6 in appendix A or consult chapter 3.4.2). For each submission and for
each asset, criticality is determined for each asset with respect to confidentiality,
integrity and availability. Based on the identified security requirements from the
previous column, managers are to select one of the potential maximum harm levels
“Low”, “Significant” or “High” for confidentiality, integrity and/or availability
respectively. Selecting “Low” indicates from the manager’s point of view given loss of
confidentiality in worst-case that the maximum level of harm to the business would be
“Low” meaning that harm could occur but it would not be noticeable neither for his or
hers area of business and neither for the company as whole. If selecting “Significant”
than that would indicate that the manager is uncertain of the maximum level of harm
but cannot rule out “High” harm to the business. Selecting “High” indicates that the
manager is quite certain that his or hers area of business would suffer severely and
noticeably (consult paragraph A10 in appendix A).

Criticality hased
on confidentiality

Criticality assessment
workspace

Critic
Confid.  |integ
Significant
Criticality based
an integrity

Critic. Avail. (hour, day, 2-3 days, week, maonth)

(Pverall score

The overall criticality
score for the asset
in guestion

Significant | Significant

Criticality based on
availability with respect
to different latencies

Figure 11. The next four columns in the Critical Asset Tools, holds criticality assessment data. The last
column, Overall score, automatically calculates an overall criticality score for the asset in question.

For availability, maximum harm levels can be chosen based on the delayed duration of
the loss of availability for the asset which varies significantly with time. One could also
discuss how the loss of for example confidentiality could contribute with an evolving
harm to the business with time. An example scenario could be that confidential
drawings are somehow leaked out of the company into the hands of competitors and
causing SIT to lose sales after a couple of months or a couple years. The damage
evolves with time, but the loss of confidentiality is instant. But taking such reasoning
into consideration is assumed as to complex and un-feasible. The final of the four
columns automatically estimates an overall criticality score for each asset (and for each
manager). This score is estimated differently based on the relevant security
requirements. If for example only loss of availability is relevant, the overall score is
estimated based on only availability, meaning that the average score is calculated on
those four cells (see the note below).

Note: It is again worth mentioning that the requirement for performing a BIA within
Siemens SIT only encompasses loss of availability. Criticality identification is
therefore only required for assets with at least the availability requirement.
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3.5.1.3 Operation and impact types

The last four columns (see Figure 12) hold additional information to be used in later
steps in the BIA process. The first column “Elaborate” holds managers’ past
experiences related to previous security incidents and/or current areas of concern. The
column “Part of “Operations (O)” holds information about processes, sub-processes or
business operation activities which are highly dependent on the asset with respect to
normal functioning and continuance. This column provides direction to which critical
areas of business (consult the definition of Operations in chapter 2.1.3) that would
suffer if availability for the asset were to be lost.

The manager Critical Asset

elaborates further workspace
regarding the
'\ 1

assets loss
properties. Could
contain previous
security related
incidents or current
areas of concerns,

Elaborate Part of () Exisiting Iimpact types
contraols

Contains which type of
husiness impacts, realizable
with respect to confidentiality,
integrity andior availability and
alsowhich Operations affected
solely with respectto
availahility

Figure 12. The last four columns in the Critical Asset Tool hold other information relevant for later steps
within the BIA process.

Contains which processes,
sub-processes or activities
that are highly dependent on
the agset for normal and
continuous functioning.

The “Impact Types” column contains chosen business impact types potentially
realizable with respect to confidentiality, integrity and/or availability. Operations
identified in the previous “Part of Operations” column are connected to each identified
business impact type with respect to availability, e.g. which Operation if disrupted
would cause loss of sales, orders, contracts etc. These business impact types identified
provide approximate indications of the type of losses to expect.

In order to identify Critical Assets (CA), all information and data gathered could
be compiled in the Critical Asset tool. The following is a method on how to identify
those assets that can be considered critical from the entire local SIT’s view in a
structured manner.
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3.5.1.4 Using the tool in the BIA when identifying critical assets

Identify Critical Assets (CA) The first step when identifying/validating critical
assets is to summarize the final criticality score for

Compile the gathered each asset. Using the Critical Asset Tool, it is
infarmatian enough to write the name of the asset under the
“Name” column in the summary sheet. The

Summarize criticality | implemented VBA code will automatically scan all
score for each asset the sheets and calculate the final score when

executed. The next column to the right (“In
Surmrmarize E Scope?”) will automatically state if the asset is a
descriptions critical asset simply by printing “Yes” or “No”
_ based on if the average score reaches at least
S;?Smar|zelmpact 3 “Significant” criticality (consult chapter 2.6).

Assets which are calculated with a final criticality

of “Low” will get the output “No” under the column
“In Scope”. Note that several inputs from several
managers for some asset, will likely decrease

uncertainty when calculating the final criticality
Proceede with threat score. For example, if only one manager exclusively
Sl reports a specific asset with an overall criticality
score of “High”, risk of being incorrect is higher
(less chance of that score being representative) with
Figure 13. Process for identifying respect to the e_nt're SIT. ) L.
assets that are critical for SIT. The next step is to summarize the descriptions for
all critical assets. General and widely used assets
throughout the company should be described as
general and widely used, simply because they are.
Other assets might be engineering specific or might
contain data and information. Additionally, some
assets could be characterized as storages for data
and information.
The final step is to summarize impact-types (consult chapter 3.6.2). Impact-types
chosen by each manager for each asset should be chosen based on how many times they
were chosen for the critical asset. For example several managers might have chosen
“Loss of competitiveness” with respect to the asset X. In that case, that impact-type
should be entered into the “Impact-type pick list” column for that specific asset (see
Figure 16 in chapter 3.6.2). It is simply an indication of the kind of potentially
realizable negative impact, relevant with respect to loss of confidentiality, integrity
and/or availability for the asset in question, e.g. if critical asset X loses availability then
the effect on business will be such that competitiveness is lost. Summarizing impact-
types is explained more thoroughly in chapter 3.6.2.

3.6 Deriving impacts and determining RTO

The following chapter will describe how to derive impacts and consequently RTO’s
based on the gathered data. The method used, is partly based on Information Risk
Analysis Methodologies (IRAM) by the Information Security Forum (ISF) [8].
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Figure 14. The figure visualizes part of the process that is treated. After assessing assets that
are critical to business, potential impacts and consequently RTO'’s needs to be estimated.

A very central part of the BIA is to estimate the potential costs of losses (impacts),
within this process with respect to confidentiality, integrity and availability. According
to [8] it is important to develop a Business Impact Reference Table in order to simplify
this part of the BIA. The estimated impacts are then to be used in order to estimate risk-
levels as described in upcoming chapters.

Remember that data was gathered related to potential impact-types to expect for the
various assets. These impact-types could be used in order to provide indications of the
type of losses to expect and therefore simplify cost estimations. The business impact
types treated in [8] have been evaluated in the interviews and the ones proven relevant
are to be used within this process.

3.6.1 Impact types typically experienced

The impact-types evaluated in the interviews, were included based on a survey
performed by ISF in year 2003 (and are also included in [8]) which was aimed towards
average applications (widely used applications amongst the organization). Those
organizations that participated experienced 160 incidents per annum. The following
figure (Figure 15) presents the result of the survey.

Delayed deliveries to customers o deents
Unforesesn costs

Heduction in staft marale/productivity
Breach of operating standards

Loss of management control

Loas of sales, orders or contracts

Lmb. ent by negat bl
Lass of cuntomers or cients
Lods of competitiveness
Loss of contidence by key institutions
New wentures hold up
Lats of tangible assets
Penaltiedegal lighilitiey
Cepresied share peice

Ingury or death

a5 10% 0% 0% anss 0% 60%

36 of applications suffering incidents that
had an impact on their business

. Luy busimess impuact - Maoe Buaineas anpact

Figure 15. The figure presents the results of a survey conducted by ISF. The survey reveals which impact
types, usually encountered by companies in case of incidents and emergencies.
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The survey reveals how common some of these business impact types actually are with
respect to commonly used applications. The most significant impact type was “Delayed
deliveries to customers or clients”.

3.6.2 The impact-type results from the interviews

After gathering all the necessary data as described in chapter 3.4, all data gathered
should be compiled as described in chapter 3.5. The method described includes
summarizing the impact-types. Summarizing the impact-types will be explained in
more depth in this chapter.

In the Critical Asset Tool, a summary sheet has been created in which the results are to
be summarized (see Figure 16).

Far each summarized critical
asset, impact-types are counted for

Summary impacttype each business division based an
workspace the gathered data.
Summary Impact-types pick list (most chosen mpact type] * [Occurences))
1 {Service) 2 {Steam turbines) 4 {Gas turbines) ! 16 {0il and gas)
Loss of sales, arders or cantracts x4 Penaltiesflegal liztiliies x 1 Penaltiesflegal liabilties x 2
Delayed deliveries to customers or clients x4 {Unforseen costs (o avoid delivery penalties] 1 |Delayed deliveries o customers or clients x 2
Unforseen costs 3 Delayed deliveries to customers or clientsx 1 |Reduction in staff moralefproductiviy x 7
Loss of managerment contral x 3 Loss of customers ar clientsx 1 Loss of sales orders or contracts x |
Loss of comnpetetivness x 3 Darnage to reputation x 1 Unforseen costs x 1

Figure 16. Within the Critical Asset Tool, a summary sheet contains a summary of all interviews. Each
asset is summarized in rows, with one row for each asset in the summary sheet. The figure visualizes one
column containing a summary of the most chosen impact types for each business division.

Each critical asset (each asset is summarized and determined as critical or not critical
in the summary sheet), is summarized on its own row in the summary sheet. In each
row, impact types are counted based on the managers’ input. For example (see Figure
16), say that the critical asset X is under analysis. A number of managers (four managers
in this case) in the business division service have chosen “Loss of sales, orders or
contracts” if the availability for the critical asset X were lost in worst-case (which is
one month). That particular impact type has been chosen the most in comparison with
the other impact types. This provides with indication of how to estimate the financial
loss for X given the loss of availability, for the service division (estimating loss based
on the number of sales that would be missed). The impact-types summarized are usable
as pick lists when trying to estimate losses. It is in other words, not necessary to try to
estimate loss for all impact types noted but to choose the most relevant ones. The most
relevant have higher counts and are located at the top and the ones relatively less
relevant are placed at the bottom of each list. Those impact types which were never
chosen have not been included in the BIA reference table which is used to input
estimated losses with respect to loss of confidentiality, integrity or availability. It is
also worth mentioning that the results of the interviews conducted coincide with
the results of the survey mentioned earlier. The top three impact types from the
ISF survey were most frequently chosen in the interviews, conducted with the
managers.
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Note: In the above figure (Figure 16) and the summary sheet, impact types were only
summarized based on loss of availability as the BIA at Siemens SIT only demands
estimating losses with respect to loss of availability as previously mentioned.

3.6.3 The BIA reference tables

Based on the results of the interviews and [8], three BIA reference tables have been
derived, one with respect to loss of confidentiality, one with respect to integrity and one
for availability. Having reference tables contributes with a powerful and simple
approach for estimating financial losses [8]. The tables for confidentiality and integrity
look the same and are presented in the figure below (Figure 17).

—  Input far high impact threshald - the other
impact intervals will be calculated automatically

BiA refarence table

The estimated
financial loss is
eslimated forthe

Inpul for weich critical
’—1 assetbelng evaluated workspace felevantimpactipe

Critical aszat

Hugh impact nput 4500000
Finaneial

Fl Logs of szles, arders o conracls
F¥ Penaltie=/legal liabilbes

F3 Linfarseen costs

Operational

o1 Loss of rvanagement contral

o2 Loss of competetiviess 20000
L3 Iew ventures held up

Customer-related
Ci Dredaved dakvenes bo customes or chents

AR

c2 Loss of customers or chents
C3 Loss of corfidence by key mrstitutions
[oF] Cramaae l reputation

T 7 T T 00 ) |
Ed Reduchon in staff moralefproductery i
E5 | liviury or death 4

1040000

Toeal:

There are four impact
categories

The camrment fald

could contaln rore

speciic information

regarding the loss.

Figure 17. The figure shows the BIA reference table for estimating impacts with respect to loss of
confidentiality. For each impact type chosen as relevant, the estimated impacts should be entered. The
total field then sums all the impacts and indicates the criticality of the impact by changing color.

Thers are a number af impaci
Wpes under each category

The BIA reference table for integrity is the same as for confidentiality. Financial loss
is estimated based on loss of integrity. Based on the impact pick lists, the relevant
impact types could be selected to perform estimations. The “total” field in Figure 17
then sums all the values into the final estimated financial loss with respect to loss of
integrity and assigns a color to the cell (green meaning low impact, orange meaning
significant impact and red meaning high impact).

The BIA reference table for availability looks similar with the exception of
losses being estimated with respect to time of interruption for critical assets. It is also
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vital to include the RTO (consult chapter 2.7). The figure below (Figure 18)
demonstrates the BIA reference table for availability. This reference table is a bit more
complex and requires estimating losses with time. It is created such that the RTO is
estimated automatically.

Estimated cost after a certain

tire of interruption BlA reference tahle

| Analysis results

We have estimated a RTO of 1 day but
our actual recovery ime 15 1 hour,
therfare no further actions or anakysis is
 |necessery for this application with
Irespect to availabiliy

1000

Here is room
for analysis
results and
motivations
for further
actions.

95000 ERGREEY 55000000

RTC Aralveie,

| The RTO analysis will
autornatically output the RTO

Figure 18. The figure shows the BIA reference table for estimating impacts with respect to loss of
availability. For each impact type chosen as relevant, the estimated impacts should be entered for each
time delay (time time of interruption). The total field then sums all the impacts for each time delay and
indicates the criticality of the impact by changing color. The RTO analysis then automatically output the
RTO based on the total fields.

Assessing business impact with respect to loss of availability should be done by looking
at each time delay and estimating impact based on each delay. The BIA practitioners
should not account for already implemented controls or “what if” scenarios when
making estimations. After making estimations, purely based on a full worst-case
interruption the actual recovery time must be estimated. Exactly how to estimate the
recovery time demands expert knowledge about the critical asset, the IT infrastructure
and current emergency plans and will not be discussed further. If one is unsure about
how to estimate the recovery time, this part could be ignored. By ignoring to estimate
the recovery time, one should keep in mind that performing potential pre-cautionary
measures based on the risk analysis, might be extravagant measures. As stated in
chapter 2.7, estimating a recovery time strictly less than the RTO would indicate that
the significant or high impact would not occur. It is therefore not necessary to go further
and such information would be missed if ignoring to estimate the recovery time.

3.6.4 Estimating financial losses (impacts) in a structured manner

It is important to outline, the process for estimating business impact. Based on chapter
2.2 regarding criticality, the method for estimating impact should be performed
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according to the definition of the criticality criteria. The chosen method is based on
discussions with SIT business division experts (Business Excellences) and the company
ISO. The following will describe how to estimate business impacts for the company as
whole for one critical asset. After that, it is simply a matter of repeating the procedure.
It has been decided according to chapter 2.2, to use a single (common) level for
assessing criticality of impact. What this means is that only impacts for the company as
whole are regarded and analyzed. For example, if one critical asset were to become
interrupted and causing severe damage to the business operations of the division Oil
and gas and at the same time not causing too much damage for the Gas Turbine division,
it is in the end the final sum of financial loss for all divisions that will be analyzed. The
downside with this approach is that individual and relatively smaller divisions such as
Oil and Gas could suffer tremendously but the overall impact for the entire SIT could
be less damaging (remember that the high impact threshold level is estimated based on
the entire SIT EBIT) and as such, the impact would be estimated as low or significant
(even though it is possibly seen as high impact from Oil and gas division’s point of
view).
Assessing impact for one critical asset | The first step is for each business division to
assess business impact. This could be done by
using the reference tables but the RTO (with
respect to availability) shown will be incorrect
as each division is estimating impact for their
own respective division (consult the definition
of impact criticality in chapter 2.2).
For SIT it is enough to estimate impact based
on loss of availability. Assessing impact could
be simplified by looking at the impact type pick
list for each respective division and choosing
the most relevant types or type. What to look
for exactly when estimating impact demands
business expert knowledge and will not be
discussed further. After each division has
estimated their expected business impact loss,
all losses should be summed (see Figure 20).
The RTO will be calculated automatically and
should be compared to the recovery time. If the
recovery time is larger than RTO it is necessary
to analyze risks. For loss of confidentiality and
integrity, it is enough to sum the estimated
impacts and proceed accordingly (if estimating
Figure 19. Process for assessing total Significant or high impact for the company as a

impact for the entire SIT, for one critical whole).
asset.

Assess impact with respect
to confidentiality, integrity
andiar availability for each
business division

Surn the impacts estimated
from all business divisions
with respect fo
confidentiality, integrity
andfor availability

Analyze the RTO and
compare it with the actual
recovery time.

Poceede with threat profiling E
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Figure 20. The figure visualizes the process described in Figure 19. Every business division estimates
their own potential impacts. These estimations are then summed (in the summary sheet) in order to get
the total impact for the entire SIT, for one critical asset. This approach is necessary because the
criticality of impact is only measurable on the company level as whole according to the definition of
criticality criteria.

3.7 Threat profiling and assigning risk-levels

In order to determine pre-cautionary measures that need to be taken for each critical
asset, one must analyze the financial damage on business given loss of confidentiality,
integrity and/or availability for the critical assets, and consequently determine the
recovery-time objective (RTO) for each asset as described in chapter 3.6. It is however
not enough to determine the impact and the RTO. Threat-scenarios must be derived
together with their estimated probabilities and estimated vulnerabilities with respect to
critical assets as shown in Figure 21. The risk-analysis method used in this part is partly
built on [17].

Based on the impacts derived for each critical asset, together with the
probabilities for various threats determines the level of risk involved (in other words
determines the necessity to reduce, manage, plan or accept the risk) according to the
following [17]:

Equation 5

Risk level = Impact x Probability [17]

This risk level is extended to include how vulnerable a critical asset is with respect to
identified threats according to the following formula [Siemens DRA]:

Equation 6

Risk level = Impact x Threat x Vulnerability [17]

Observe that the equations above are not correct in any way if looking at it from a purely
mathematical perspective. They are simply used as an informal way to present security
risk as a function of threat, vulnerability and impact [32].

This allows a more realistic assessment of the risk that remains after
implementing pre-cautionary measures (possible to estimate the risk level after pre-
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cautionary measures have been implemented by adjusting the vulnerability
accordingly). “Threat” in the formula, is a prediction of the likelihood of the threat
occurring and causing the impact (derived in chapter 3.6). Vulnerability describes to
what extent the threat scenario will damage the business, meaning how likely it is that
the threat leads to the worst case (expected) damage (maximum estimated impact) [17].

analysis

Agsess Yulnerabilities

Figure 21. The figure visualizes which core part of the process that is treated. The part of the process
that is marked in the figure is about deriving threat scenarios required in the risk analysis.

The threats determined as relevant in chapter 3.3 do not alone provide enough
information in order for the BIA practitioners to be able to make estimations on threats
and vulnerabilities. There is a need to scrutinize each threat into several threat scenarios.

3.7.1 ldentifying threat-scenarios using OCTAVE

The Operationally Critical Threat, Asset and Vulnerability Evaluation (OCTAVE) is
an information risk evaluation methodology [15,31]. By fully following the OCTAVE
method, organizations can implement pre-cautionary measures based on risks to
confidentiality, integrity and availability of company critical assets [15,31]. The
method consists of three phases, but only a limited part of the first phase will be utilized
in this process in order to identify and analyze threat-scenarios to SIT’s critical assets.
The rest of OCTAVE will not be explained.

Using OCTAVE, at the end of phase one, the most critical assets to the company
are identified and are scrutinized using threat profiles. Threats can be represented
visually using tree structures, with one tree structure for each threat category. The
advantage of using this approach enables one to group together threats with similar
themes. Furthermore, threat scenarios are derived based on known sources of threat and
typical threat outcomes (loss of confidentiality, integrity and availability). It is also
important to mention that OCTAVE is a method with respect to information technology
assets but will be extended within this process to also include threats to the types of
assets described in chapter 3.4.1.

3.7.2 Properties and categories of threats
Within OCTAVE, threats are defined with the following properties [15].

o Asset — generally something of value to a company but will only be used in this
process for Critical Assets (as determined in chapter 3.5 and defined in chapter
2.1.3).

o Actor — the threat source as explained in chapter 3.2.4.
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Motive — this part is according to [15] optional and provides with the property
of deliberate or accidental intentions.

Access — this part is according to [15] optional and defines how the asset will
be accessed by the actor.

Outcome — the result in loss of confidentiality, integrity, availability and/or
destruction.

Within OCTAVE, the following standard (somewhat modified) categories of threats
are provided [15].

o

Human actors using network access — Threats in this category are network-
based threats to critical assets. The actor’s intention could be deliberate or
accidental.

Human actors using physical access — This category of threats represents
physical threats to critical assets. The actor’s intention could be deliberate or
accidental.

System and other resource problems — This category originally treats
problems with organizations information systems. Examples are malicious code,
hardware defects and other system-related properties. As mentioned earlier,
there is a need to extend the analysis to cover additional types of threats, going
beyond information systems. Consequently, additional threats regarding
technical problems to resources other than information systems can be included
in this category. An example is technical failure of heavy machinery (see
appendix chapter B3).

Other problems — The threats within this category are in the generic category
usually outside the control of the organization. Examples are natural disasters,
external power outages and telecommunications failures. This category will also
be modified to include internal disasters. An example is fire arising from within
SIT.

These standard (somewhat modified) threat categories are available visually as tree
structures in appendix B and collectively correspond to a threat profile model. As
mentioned earlier, one threat profile should be created for each asset. The generic
(unmodified) threat profile addresses a standard range of threats to critical assets and is
sufficient for some organizations. For other companies like SIT, the profile needs to be
tailored for the organization like the one in appendix B. Tailoring the profile is possible
by [15]:

@)
@)

@)
©)

Adding a new threat category

Adding new threats to an existing category (which was done for the last two
categories system and other resource problems and other problems).

Deleting unsuitable threats from a category.

Adding depth to a category, e.g. the actor property can by default be “internal”
or “external”, meaning someone outside the company or someone inside. One
could increase depth by including employees, terrorists, spies, vandals etc.

The categories of threat are based on the context on which a company operates and
must therefore be adjusted accordingly. The following threats were identified as
relevant as described in chapter 3.3 and should be mapped to appropriate categories. If
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a threat does not match in one of the already existing categories then additional
categories should be created or existing categories modified in the threat profile model.

Table 9. The threats included within this table, have been determined as relevant using the approaches
described in chapter 3.3.

Natural threats Criminal threats Accidental

Extreme rainfall Theft of proprietary business | Fire in buildings
information

Storms Distributing computer viruses | Technical ~ failure  of
(and worms). important and  costly

machinery

Floods Modifying software or | Errors by IT/network staff.
inserting software without
authorization

Malfunctions of software
and services developed in-
house

Loss of power

System overload

The threats within the first column “Natural threats” fit nicely in the category Other
problems. This is because natural disasters are included in that category. In the second
column “Criminal threats”, the first threat “Theft of proprietary business information”
fits into the categories Human actors using physical access and also Human actors
using network access. Regarding the latter, should also hold “Distributing computer
viruses (and worms)” and “Modifying software or inserting software without
authorization”.

The Other problems category has been extended and should contain the threats “Fire
in buildings” and “Loss of power (external)” and will be put in the category accordingly.
The threats “Errors by IT/network staff” belongs in Human actors using network
access and “Malfunctions of software and services developed in-house”, “System
overload”, “Technical failure of important and costly machinery” and “Loss of power
(internal)” belongs in the category System and resource problems. The following
table contains a summary.

Table 10. The threats identified as relevant in Table 9, are analyzed using the tree structures in appendix
B. By doing so, enables one to derive several unique threat scenarios.

Human actors | Human actors | System and other | Other problems
using network | using physical | resource

access access problems

Theft of | Theft of | Malfunctions  of | Extreme rainfall
proprietary proprietary software and

business business services developed

information information in-house

Distributing Technical failure of | Storms
computer  viruses important and

(and worms) costly machinery

Errors by System overload Floods
IT/network staff
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Modifying Loss of power | Fire in buildings

software or (internal)
inserting software
without

authorization

Loss of power
(external)

The threats in Table 9 can fall in more than one category in Table 10. For example,
when inserting the threat “Loss of power” this threat could fit in System and other
resource problems as well as Other problems which contributes with more than one
specific threat scenario.

It is now possible, based on the summarized table (Table 10) and the tree
structures in appendix B to derive threat-scenarios with their unique properties. These
threat-scenarios will be used in the risk-analysis, explained further in chapter 3.7.3. The
standard threat profile is available in appendix D.

3.7.3 Performing the risk-analysis

The following chapter will describe the risk-analysis process on how to derive decision-
basis for the various threat-scenarios in the standard threat profile model, in order to
perform pre-cautionary measures.

Reduce thes
- ot o: B

Manage the risk

Risk
- analysis Plan for the risk

Assess Vulnerabilities ‘
|

Figure 22. The figure visualizes which core part of the process that is treated. The part of the process
that is marked is about the risk analysis process necessary in order to derive decision basis for pre-
cautionary measures. This part of the process is where all the other previous parts coincide.

Acceptthe nisk/

The formula for risk-level (see Equation 6), as mentioned earlier is used in order to
estimate the level of risk involved with respect to each critical asset, the maximum
possible damage (impact) and each relevant threat-scenario which will be explained
further. Each critical asset must be evaluated separately using the standard threat-profile
model which includes a number of threat-scenarios derived using the approach
described in chapter 3.7.2. In order to demonstrate and simplify this part of the process,
a risk-analysis tool has been created. The tool makes use of a Microsoft Excel
spreadsheet.

The risk-analysis tool needs some input in order to estimate risk-levels. Firstly,
one must input the maximum damage (impact) in EBIT (as described how to derive in
chapter 3.6) with respect to loss of confidentiality, integrity and/or availability. The
current high-impact threshold level in EBIT is also necessary (consult the definition of
“High impact” in chapter 2.2.2). These inputs (see Figure 23 and Figure 24) are needed
in order to determine risk-levels for each potential threat-scenario included in each
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spreadsheet (remember that each critical asset is profiled individually in its own sheet
which contains a number of different and unique threat-scenarios).

Threat profile The high-impact
wiorkspace threshhold level {in EBIT).

Risk Analysisf- Threat-profile

High-impact threshhald:
Critical Asset: Impact canfidentaility:
The name of the The raximum impact
critical asset- Each estimated {in EBIT, for
criical assetis the critical asset with
profiled individually. respectto logss of

confidentiality,
Figure 23. The figure visualizes a part of the Risk analysis Tool where required input is given.

Impact integrity. 10000 Impact availahility:

The maximum impact The maximum impact The recoveny-time
estimated {in EBIT) for estimated {in EBIT) for ohjective with respectto
the critical asget with the critical asgetwith loss of availability.
respectto loss of respectto loss of

integrity. availability.

Figure 24. The figure visualizes a part of the Risk analysis Tool where required input is given.

There are a number of derived threat-scenarios based on the threat profile tree structures
in appendix B and table summary. These scenarios are placed under their respective
categories (see Figure 25) and each threat-scenario is pre-defined with the properties
described in chapter 3.7.2 and an example to clarify the scenario. The examples given
are quite general. For each scenario, one should state “Yes” or “No” in the “in scope”
column to indicate if the scenario is applicable with respect to the critical asset, e.g. a
physical binder (earlier assessed as a critical asset) containing confidential information
is not a target for network-based attacks and such attack scenarios are consequently out
of scope for that critical asset.
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Figure 25. The figure visualizes a part of the Risk analysis Tool where the derived threat scenarios are
described with their unique properties. These threat scenarios, altogether constitutes as the standard
threat profile model. Each critical asset should be analyzed against every threat scenarios included.

Each threat-scenario must be evaluated by setting a threat-level and a vulnerability-
level (see Figure 26). The threat-level is the probability of the threat occurring and the
vulnerability-level describes the potential extent to which the threat will damage the
business with respect to the critical asset being evaluated [Siemens DRA], in other
words an estimated measurement of the extent of loss of the previously estimated
maximum impact. Furthermore, each threat-scenario can only contribute with one
outcome, loss of confidentiality, integrity or availability. This means that if a threat-
scenario for example, has the outcome “Loss of confidentiality, then the risk-level
calculation will automatically use the “Impact confidentiality” input (see Figure 23).
The critical asset should be evaluated against every potential threat-scenario.
The end results are one threat-profile for each critical asset containing risk-levels for a
number of “in scope” threat-scenarios in which the risk involved should be reduced
immediately, managed, planned or simply accepted for the critical asset (see Figure 26).

The podential extant to which e lhrealwill damage
thie business wilth respectto the critical assat
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Thrgal-geenario evalualion the extent of the potential loss ofthe pravously
workspace || } eslirnated maimum impact
Evaluation | A cautorens setign e
The probavilty of the threat The risk level is e e
SCANATIO DCCUrring calculated a5 tha 15 neede
{mponant notto, inthis Thraat Wulnerzhility [ Risk level product of the
-:nlumnl, _3333255 estirnsted irnpact, the
prabiabilit wdlk respect o probability of the Plan or
tha crtical asse being thirezal and b rmanage
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Figure 26. The figure visualizes a part of the Risk analysis Tool where for each scenario, determined as
“in scope” should undergo a risk evaluation with respect to the critical asset being analyzed.

In order to assess threat-levels and vulnerability-levels, two classification tables have
been developed in order to assist the BIA practitioners to select threat and vulnerability
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levels. The threat classification table (see Figure 27) and vulnerability classification
table (see Figure 28) is partly created based on [Siemens DRA], the WEP-table and the
CiA-table from chapter 3.2.5.

Indicators Alrmost cartain Probable Chances about even | Probably not Almaost cartainty not
Phrases of Virlually cerain Likely Chances zhout even |Unlikely Exiramely unlikehy
probability Highly likely Probable Low probability  [Vidually impossible
All but cerain Slight chanca
Odds overshiglming Litle prospect
Highly unlikeky
Highly doubiiul
Probability 3% (give or take G%) [75% (aive or lake G0% (aive orfake | 30% (give or 7% (give or lake 5%)
12%) 10%) take 10%)
Incidents fo date Very large number of | Significant number of|Moderale number of [Few incidents to |Exiremely few ar no
incidents 1o date incidenls lo dale incidenls to dale date incidents 1o date
Indications of threat- (Clear signs of Sevaral glgns of One or two signs of |Few signs of Mo signs of
SCEMAND OCUting  |occurence OCCUrEnce DCCUTRACE. OCCUrEnce OCCURENCE
Confidence in High caonfidence Highimedium Medium confidence |MediumiLow Low canfidence
assessment confidence confidence
Expacled occurence |Expecled within the Expacied wilhin the |Expected wilhin the |Expecled wilhin |Expecled within lhe
of threat nexd year nest yaar or two next two or three the rest tiree to | nexd nine to Ay years
VEErS VEars five years

Figure 27. The figure presents the threat classification table which provides indicators for each
probability level (starting from “Almost certain” to “Almost certainly not”). The table is created to
support decision making, for when estimating threat scenario probabilities.

The threat classification table (Figure 27) contains six indicators that could simplify
the choice of an appropriate threat-level. There is no requirement that all six indicators
must comply with respect to each other in order to select an appropriate threat-level,
e.g. there could be clear signs of occurrence but the number of incidents to date may be
significant or moderate and in such a case, one may choose the level “Almost certain”,
disregarding the other indicators. The vulnerability classification table (see Figure 28)
consists of indicators with respect to probability of damage occurring, already
implemented controls and pre-cautionary measures which could simplify the choice of
an appropriate vulnerability-level. The same argument, regarding the indicators holds
as for the threat-level indicators meaning that all indicators for one level do not
necessarily need to comply.

Indicators Almost certain Frobable Chances abouteven |Probably not Alrnost certainly not
Pre-caufionary Mo pre-cautionary Few pre-cautionary  |Some pre-cautionary|Significant pre- Sufiicient protection -
mesasures measures - damage |measures - damage |measures - damage [cautionary damage is virually
implementzd virlually inevitable probable iz possible measures - minimal (impossiole
damage possible
Redundancy Insufficent redundancy |Low redundancy Some redundancy  [Almost sufficient Sufficient
redundancy redundancy

Ermergencyfincident
planning

Mo plans availabile
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Figure 28. The figure presents the vulnerability classification table which provides indicators for each
probability of damage level (starting from “Almost certain” to “Almost certainly not”). The table is
created to support decision making, for when estimating to what extent a certain threat scenario could
damage a critical asset.

The risk-level is then estimated based on a 3x5 matrix, named within this process as the
BIA decision matrix.
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3.7.4 The BIA decision matrix

The BIA decision matrix decides how the levels of threat, vulnerability and impact
together could be adjusted and interpreted with respect to a certain choice of scale of
severity (the adjust scale which will be explained in the following) and pre-defined
thresholds (see Figure 30) for risk-levels. The matrix and the method are based on [17]
and give the BIA practitioners control over the BIA decision matrix such that the
severity of each probability-level could be defined and adjusted as well as each risk-
level, altogether providing control of the overall risk strategy.

Red
Probability Impact I
(Threat or Adjust scale Scaled val Lowy Significant | | |High
vulnerability) | (Default is- wiep) | SE29 vales 7y 20 [0
almast certain 03% 100% 10,00 20,00 | T[50,00
Prabzhile 75% B1% BOE — [1613 ' |4032 ——=Red
Chances about 50% 54% 5,38 10,75 I 26,88 r
evan
Prababhy nol 0% 22%
Almast cerainly 7% B%a
not

- |
Green Orange

Figure 29. The figure visualizes how decisions are made based on impact, threat scenario probability
and vulnerability probability. The colors indicate if risk needs to be reduced (red color), managed or
planned for (orange) or accepted (green).

The adjust-scale defines how each “Probability” is quantified (and consequently
defining the severity of each level, and in this case quantification is made according to
the WEP-table). If desirable this scale could be adjusted but changing the values in the
scale will automatically change the severity of some or all risk-levels. For example,
changing only (in its current state) the “Probably not” value from 30% to 20% (which
could be interpreted as reducing the severity for “Probably not”) will reduce the risk-
level in the “High” column (same row) from red to orange. The colors define the
strategy, meaning that the red color indicates a need to reduce the risk immediately,
orange indicates the need to manage or plan for the risk and green indicates that the risk
should be accepted. The threshold values (see Figure 30) define how the risk-levels,
and consequently the colors are set (i.e. larger than 0.01 gives the green color, larger
than 3.5 gives the yellow color and larger than 16 gives the red color), and are chosen
based on the desired strategy accordingly (adjusted such that the colors fit the desired
strategy presented in Figure 31). These values together with the adjust scale have been
adjusted to achieve the desired strategy. Reducing for example the “red” value will
contribute to the expression “less being more”, meaning that if earlier estimated risk-
levels resulted in the necessity to manage or plan for risks now would result in the
necessity to reduce the risks immediately because we decreased the demand to achieve
the reduce risk-level. Additionally, when adjusting these parameters (described) the
BIA decision matrix will automatically change colors of the cells.
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Figure 30. The risk threshold levels presented in the figure are adjustable parameters which will affect
the overall strategy in the BIA decision matrix. The current numbers are chosen such that they comply
with the desired strategy in Figure 31.

The scaled values column contains scaled percentage values [17] which are calculated
for each probability-level by taking each respective value from the adjust scale
(remember that quantification is made according to WEP) and then dividing that value
with the highest value from the adjust scale (which in this particular case is 93%) and
thus deriving scaled percentage values compatible with the decision matrix with respect
to the assigned impact values (i.e. Low = 10, Significant = 20, High = 50 should be the
upper starting levels for the most serious risk estimations). Each risk-cell is then
calculated by multiplying each impact (10, 20 and 50) with each respective scaled
percentage value.

The desired strategy is based on the previous decision matrix (used in previously
performed BIA’s and is part of Siemens corporate policy regarding preventive IT crisis
management) and is used to define what pre-cautionary measures to take based on risk-
levels. Figure 31 demonstrates the desired strategy.

Impact
Low High
Probability
High Manage Reduce
Low Accept Plan

Figure 31. The figure presented is the desired strategy of risk for SIT. E.g. If estimated impact is high
and estimated probability (constitutes within this process as the product of threat probability and
vulnerability probability, compare Equation 5 with Equation 6) is high then the desired strategy is to
reduce the threat immediately.

As one can see the, the BIA decision matrix in Figure 29, follows the desired strategy
demonstrated in Figure 31. For example low impact and almost certain probability (or
“chances about even” or “probable”) will demand the action to “Manage” the risk. The
difference is that there are now probabilities to consider between “Low” and “High”.
However, the BIA decision matrix does not indicate if one should specifically manage
or specifically plan for the risk (in the case of orange color indication). This is however
something that one could make a judgment based on if impact is estimated as more
tilting towards low or more tilting towards high. A low probability and high impact
indicates that the risk should be planned for, in contrast to a low impact but high
probability in which the risk should be managed (according to the desired strategy). It
is however more difficult to consider a significant impact and a probability of 50%
(phrase of probability converts to “chances about even”). In such a case it is assumed
reasonable to choose manage or plan arbitrarily and freely. Furthermore, if estimating
the lowest possible threat and vulnerability level (which is 0.49 %) will contribute with
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the “accept” risk-level, regardless of if the impact is estimated as low, significant or
high. With such low extremes (extremely low probabilities), the desired strategy is not
fulfilled according to Figure 31.

3.7.5 Reduce, manage, plan or accept the risk

The pre-cautionary actions needed with respect to reducing the risk, managing the risk,
planning for the risk or accepting the risk will be outlined partly according to Siemens
corporate policy [32,33].

o In case the BIA practitioners estimated it necessary to reduce risk; actions are
needed to be taken immediately without delay to reduce the risk by, as a
suggestion, reducing vulnerability. By reducing the vulnerability, one could as
earlier mentioned re-estimate the risk that remains and act accordingly (after
reducing the risk, a certain risk may still remain in which one could manage or
plan for the remaining risk if necessary).

o In case the BIA practitioners estimated it necessary to manage risk; actions are
only needed during normal business operations to deal with the problem.

o In case the BIA practitioners estimated it necessary to plan for risk; actions are
needed to develop a disaster recovery plan.

o In case the BIA practitioners estimated that the risk could be accepted; no
actions are needed, the risk is negligible.
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4 Results and conclusion

A process for performing a business impact analysis has been developed within the
limitations of this project. Methods and tools have been developed and put in context
in order to determine which assets that are critical to the company, how to analyze risk
and how to determine the risk-levels needed in order to determine the appropriate risk
strategy in order to perform pre-cautionary measures. The project has also included a
list of assets determined as critical, they were derived in order to validate the data
gathering method for the BIA.

4.1 Future work

Performing a comprehensive BIA requires a lot of work. The data gathering approach
within this process requires updates to the already existing Deficiency Analysis. But
even if such an update would be realized, there would still be potential issues when
analyzing and compiling all that data. One suggestion is to develop a Business
Continuity Management system [34], in which the data gathering process and the
analysis process would become automated. Such a solution could reduce the time
needed in order to identify critical assets and possibly reduce the time needed in all
other or at least in some parts (such as analysis of the gathered data) of the BIA process
described within this report.
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Appendix A Identifying Critical Assets, Operations and
Impacts

This chapter contains the created questionnaire and descriptions for all questions in the
questionnaire. The questionnaire is used to gather data and information for when
performing the BIA.

Critical Assets Identification Template Part of Business Division(s):
O Essod Essuld ESGT
0 ESOS
E S SO: Service Division, E S SU: Steam Turbine Division, E S GT: Gas Turbine
Division, E S OS: Oil and Gas Division.

A.1 Possible target group

The possible target group for identifying CA’s should have knowledge within their
respective business processes. The aim is not to analyze each business process, but to
derive Critical Assets (CA) with respect to certain processes, sub-processes and/or
business operation activities (classifiable as Operations (O)). It is however assumed
that there exist circumstances in which the assets can’t be bound to specific activities.

A.2 Type of asset

Select type of asset based on the various groups below. The selection can also be
combinational. For example some information resource holding sensitive information
could be classified as being a “Software/Information asset”.

e Systems assets which include information systems that store information.
The components of systems are software, information and hardware.
Examples are networks, embedded systems (special purpose computer
systems) and devices which supports Siemens Sit’s IT-infrastructure.

e Hardware assets consisting of physical workstations and servers.

e Information assets which consist of electronic or paper documentation.
Intellectual assets belong in this group. These are closely related to Systems
which store, process and transmits critical information that drives the
organization.

e Software and services assets consisting of applications which could be
operating systems, database applications, custom applications or office
applications. When for example identifying a software application, it is
appropriate to thoroughly explain if the software as whole is the asset or the
connected database.
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e Other resources consisting of for example certain heavy machinery in the
workshop.

e Personnel who carries important knowledge, training and experience.

A.3 Description of asset

Describe the asset, not too little detail and not to much detail (adequate granularity).
The description should be with respect to your department and/or business division. In
some cases it is necessary to combine assets, for example all workstations within some
limited physical area could constitute as an asset.

A.4 Physical location
Describe the location of the asset if possible and applicable. If the asset is part of for
example an IT-platform then mention which platform if not already done in question 2.

A.5 Loss properties

Information which could cause considerable damage if it were to fall into the wrong
hands must be identified. Such damage can arise when for example competitors find
out about the contents of an important bid or when strategic planning or business figures
become known prematurely. Mark the confidentiality box if you answer yes to any of
the following questions.

o Could the asset (or information held in by the asset) cause damage to
Siemens SIT if disclosed to the wrong people (either accidentally or
deliberately)?

o Has the asset (for example information) been classified as confidential or
strictly confidential?

o Does the law (such as local data protection laws) require that the asset (for
example data) be kept confidential?

o Will punitive measures be taken or recourse be sought in the event of the
dissemination of the asset (for example information)?

o Will the prohibited, unwanted or premature publication of the sensitive asset
(for example information) result in damage to the company?

o Can the dissemination of the confidential asset (for example information)
weaken the company's competitive position?

o Can the asset (for example da_lta? be used such that a third-party (e.g.
competitors) could profit financially?

o Can the asset (for example information) potentially be used for illicit
personal gain?

Information and data can be deleted and modified accidentally or maliciously. There
are several threats. For example, fraudulent modification of accounts, and complete
wipeout of hard drives by viruses. Mark the integrity box if you answer yes to any of
the following questions.

o Is your department or division dependent on the consistency of the
information held in by the asset?
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o Would noticeable damage occur if decisions were to be made based on the
asset being corrupt (for example corrupt data)?

o Can the asset (for example data) which affects financial performance be
manipulated enough so as to cause immense financial damage?

o Does the law require data integrity?

o Given that the asset became corrupt; could it in an application result in errors
in other applications?

o Caninvalid or errored data result in lower product quality?

o Can financial damage occur as a result of the asset being corrupt (for
example corrupt data)?

What would happen if services and resources became inaccessible, lost or destroyed?
Would the business suffer if IT-systems, networks, workstations etc broke down for
extended periods? Mark the availability box if you answer yes to any of the following
questions.

o Is your department dependent on accessing the asset and being able to use
it in order to continue functioning normally?

o Would the customers be affected if the asset (for example some information
system) crashed?

o Are stockkeeping, production, sales or similar areas negatively affected by
the asset (for example a system) failing?

o Are financial losses, for example due to delayed payments, incurred as a

result of the asset (for example systems) failing?

Can the asset (for example a system) failing result in insolvency or penalties?

Are any deadlines endangered by extended asset (for example some system)

failure?

o O

A.6 Criticality

This is a criticality assessment. It provides a high-level view of the confidentiality,
integrity and availability requirements of the asset to be determined and contributes
with the possibility of comparing relative importance. Given the scale (low, significant
and high), enter one of them in each box to indicate maximum possible level of harm.
By selecting low criticality, you imply that the maximum damage would be somewhat
unnoticeable, your department could continue in a normal fashion. By selecting
significant criticality you imply that you don't know the maximum possible damage but
can not rule out high damage. By selecting high criticality you estimate that the
maximum possible damage could be high. In order to understand the meaning of high
damage, one could compare it with approximately 5% of EBIT in loss.

A.7 Elaborate potential losses as described in A.5

Describe the asset with respect to the loss concepts, not too little detail and not too much
detail (adequate granularity). Could you give some example scenario that has occurred?
Are there any existing areas of concerns for which you have thought of as futuristic
possibilities?

A.8 Part of Operations (O) (if applicable)
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Which business process, sub-process or business operation activity (or activities) is/are
directly supported by the asset (e.g. “1. The delivery process” — “2 with respect to
availability. The sales process” or “1. All our core processes”)? There are no
restrictions on how to explicitly answer this question. One approach could be to explain
it according to your department’s process structure and point out which processes that
are highly dependent on the asset for normal continuance and functioning.

Pre-acqusition
Business operation Activity

Identify & analyze business
opportunity

Figure 32. The figure presents an example of how to utilize Siemens SIT’s business process structure in
order to describe Operations. The example above identifies a business operation activity located within
the sub-process “Pre-acquisition” which is located within the process “Project management” within the
business division Service.

A.9 (Optional) What kind of pre-cautionary measures (controls), if any, exists for
the asset, with respect to confidentiality, integrity and/or availability?

What controls already exists for the asset? How are confidentiality, integrity and/or
availability protected?

A.10 Given loss of confidentiality, integrity and/or availability, with respect to
potential dependent Operations (O) (if derived in 4) would result in...

In the scenario in which the asset became lost, stolen, falsified, rendered unavailable
etc with respect to its security requirements, what type of losses can be expected? For
each category, tick yes if applicable or not applicable. For each applicable impact type,
tick confidentiality, integrity or availability if that particular loss is connected/related
to the given loss concept. Also if answered question 4, write which Operations (O) that
would be the source of the/connected to the loss with respect to loss of availability (tick
availability). The following table shows some examples of each business impact type.

Table 11. The table contains business impact categories (marked in gray on the left) and respective
business impact types under each category. On the right are examples for each impact type and how to
measure each respective impact type (is located in parenthesis).

Business impact type/category Examples of business impact type
Financial
Loss of sales, orders or contracts Sale opportunities missed, orders not

taken or contracts that cannot be signed
(Financial impact %).

Loss of tangible assets Fraud, theft of money and lost interest
(Financial impact EBIT€).
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Penalties/legal liabilities

Breach of legal, regulatory or contractual
obligations (Financial impact EBITE€).

Unforeseen costs

Recovery costs, uninsured losses,
increased insurance (Financial impact
EBITE).

Operational

Loss of management control

Impaired decision-making, inability to
monitor financial positions, process
management failure (Extent of loss of
control).

Loss of competitiveness

Repetitive production line failures,
degraded customer service, introduction
of new pricing policies (Targets
underachieved %).

New ventures held up

Delayed new products, delayed entry into
new markets, delayed
mergers/acquisitions (Extent of delay
time).

Breach of operating standards

Contravention of regulatory standards,
quality or safety standards (Extent of
sanctions imposed).

Customer-related

Delayed deliveries to customers or
clients

Failure to meet product delivery
deadlines, failure to complete contracts
on time (Extent of delay time).

Loss of customers or clients

Customer/client defection to
competitors, withdrawal of preferred
supplier status by customer/client (% of
customers lost).

Loss of confidence by key institutions Adverse  criticism by  investors,
regulators, customers or suppliers
(Extent of loss of confidence).

Damage to reputation Confidential ~ financial  information
published in media, compromising

internal memos broadcast by media
(Extent of negative publicity).

Employee related

Reduction in staff morale/productivity

Reduced efficiency, lost time, job losses
(Extent of loss of morale/productivity).

Injury or death

Harm to staff, customers or suppliers
associated  with  the  organization
(Number of incidents).
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Table 12. The table contains the Critical Asset Identification Template questionnaire. These questions
were used in the interviews conducted to gather assessment data and to validate the questionnaire. Each
question if referred to the paragraphs above for clarification (e.g. see A2).

1. Type of asset (see A2)

System asset [1 Yes[] No Hardware asset L] Yes[] No
Information asset | L1 Yes[d No Software or service | Yes[d No
Personnel asset LI Yes] No Other resource L1 Yesd No
If other, specify

2. Description of asset with adequate granularity (see A3)

Physical location (if applicable,
see A4)

Loss properties (see A5) O O O
Confidentiality Integrity Availability

3. Criticality (Only answer if C, I or A is ticked in “Loss properties”) —
Approximately, what is the maximum level of harm that the business could suffer if
key information held in, processed or transmitted by the information resource were
to be accidentally or deliberately (see A6):

Use the following scale to mark each box: L (the maximum level of harm is Low) —
S (The maximum level of harm is somewhat uncertain, and thus Significant) — H
(the maximum level of harm is High)

Disclosed to the wrong people: Loss of confidentiality

Falsified or otherwise corrupted: Loss of integrity

Rendered unavailable for:
One hour Loss of availability
A day
2-3 days
A week
A month

4. Elaborate potential losses as described in A5 (see A7)

5. Part of Operations (O) (highly recommended if applicable, see A8)
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6. What kind of pre-cautionary measures (controls), if any; for the asset, with

respect to confidentiality, integrity and/or availability? (see A9)

7. Given loss of confidentiality, integrity and/or availability, with respect to potential
dependent Operations (O) (if derived in question 4) would result in (see A10):

Financial

Loss of sales, orders or | Operations (O) (if yes and A-loss):
EOEI%:CS AT O Yes No[J Not applicable
Loss of tangible assets Operations (O) (if yes and A-loss):
ch 10 a0l I Yes[ No[J Not applicable
Penalties/legal liabilities Operations (O) (if yes and A-loss):
ch 10 a0l L1 Yes[J Nol[l Not applicable
Unforeseen costs Operations (O) (if yes and A-loss):
ch 1 ad ] Yes[] No[] Not applicable
Operational

Loss of management control Operations (O) (if yes and A-loss):
ch 10 a0l L1 Yes[] Nol[l Notapplicable
Loss of competitiveness Operations (O) (if yes and A-loss):
ch 1 adl ] Yes[] No[] Not applicable
New ventures held up Operations (O) (if yes and A-loss):
cO 10 a0l 1 Yes[] Nol[] Not applicable

Breach of operating standards
ch 10 Al

Operations (O) (if yes and A-loss):

L] Yes[J NolJ Not applicable

Customer-related

Delayed deliveries to customers
or clients

Operations (O) (if yes and A-loss):

L] Yes[d NolJ Not applicable

ch 10 Al
Loss of customers or clients Operations (O) (if yes and A-loss):
cOl 1O aOl L] Yes[J NolJ Not applicable

Loss of confidence by key
institutions

Operations (O) (if yes and A-loss):

L1 Yesd NoLl Notapplicable

ch 10 Al

Damage to reputation Operations (O) (if yes and A-loss):
cOl 1O a0l L] Yes[J NolJ Not applicable
Employee-related

Reduction in staff | Operations (O) (if yes and A-loss):
morale/productivity 0 YesO No[I Not applicable
cO 100 A0l

Injury or death Operations (O) (if yes and A-loss):
ch g ad [J Yes[] No[J Not applicable
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Appendix B Threat profile trees

This chapter contains OCTAVE threat profile categories. Some are unmodified
standard categories and some are modified.

B1 Human actors using network access

The following threat profile tree is generic for humans using network access. Threats
with human actors using network access can be analyzed with the tree in order to derive
a number of possible unique threat scenarios. One first needs to identify a specific threat,
for example “Theft of proprietary business information”. By looking at the tree
structure we can identify two different threat scenarios. One in which the perpetrator
works from within the company and causes the outcome “Loss of confidentiality” and
another scenario in which the perpetrator is some external party, stealing the
information from outside the company (hacking the network). There are no other
scenarios based on the tree structure. For example, the threat could not be accidental
because it explicitly states “Theft” and it could not cause the loss of availability or loss
of integrity because the perpetrator is after stealing the information, and not causing
any other problems.

Loss of confidentiality

L fintegri
Accidental ass of integrity

Loss of availabili
Inside —hf

finternal Destruction

Loss of confidentiality

Loss of integrity
Intentional |—————

M etwnrk Loss of gvailability

Critical  3CCESS Destruction

Asset Loss of confidentiality

Accidental Loss of integrity

Loss of availahility

Qutside _
{external) _Destruction

Loss of confidentiality

Loss of integrity
Intentional

ACCRSS Loss of availahility
Asset f \\_ _
Actar Destruction

X Motive  — Cigtcarme

Figure 33. This figure presents the threat profile category “Human actors using network access”.
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B2 Human actors using physical access

The following threat profile tree is generic for humans using physical access. Threats
with human actors using network access can be analyzed with the tree in order to derive
a number of possible unique threat scenarios. This category is basically the same as the
previous in appendix chapter B1. The only difference is that the access property states
“Physical access”. Using the same threat example used in B1, contributes with two
scenarios by looking at this tree structure. Furthermore, the outcome “Destruction” is
only a supplement property which could be used to mark that a specific threat involves
physical destruction of an asset, but can only be used in combination with one of the
other outcomes. For example, let us say that one would like to analyze the threat
“Employee intentionally causing server failure”. The employee could physically smash
a server causing the outcome “loss of availability”. To mark that physical damage to

server is involved; the “Destruction” outcome would supplement the overall outcome
of the threat.

Loss of confidentiality
secidantal Loss of integrity

Loss af availahili
Inside —T!-"

(finternal Destruction

Loss of confidentiality

Loss of integrity
Intentional |/

Fhysical Loss of availahility

Critical LRSS Destruction

Asset Logs of confidentiality

Accidental Loss of intenrity

Loss of availahility

Qutside
{external) _Destruction

Loss of confidentiality

Loss of integrity
Intentional

ACCESS Loss of availahility
Asset f —\\\ _
Actor \ Destruction
Mative

——— Outcome
Figure 34. This figure presents the threat profile category “Human actors using physical access”.
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B3 System and other resource problems

The following threat profile tree is a modified generic tree for systems and other
resource problems. The generic category (unmodified) is originally named “System
problems” and treats information systems [threat profile trees]. Within this process, this
category has been extended to also support technical (malfunctions) problems of for
example heavy machinery, going beyond information systems. As a result of this, the
name of the category was changed from “System problems” to “System and other
resource problems”. Furthermore, the original generic category did not include the
“motive” property. That has been modified within this category. The motive property
has been included to indicate that the category treats threats that are of accidental nature
(meaning accidental circumstances). For example, the threat “Malfunctions of software
and services developed in-house” fits within this category and five scenarios can be
derived by looking at the tree structure (following the actors “Software defects”,
“Hardware defects”, and “Malicious code” with the latter actors contributing with three
different and unique scenarios based on differing outcomes). All of these applicable
scenarios indicate that the threat is non-malicious. Even the actor “Malicious code” is
followed by the motive “Accidental” in order to indicate that the malicious code causing
the outcome exists by accident (e.g. accidentally written by well-intentioned employee).

Software defects Accidental Loss of availability

Hardware defects  Accidental Loss of availability

Loss of confidentiality

Critical Malicious code Accidental | Loss of integrity
Asset

Loss of availability

Technical failure Accidental Loss of availability

Destruction

Owerload (systerm)  Accidental Loss of availability
Asset

1 Cutcome
Adtor ———+ Motive ————

Figure 35. This figure presents the threat profile category “System and other resource problems” .
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B4 Other problems

The following threat profile tree is a modified generic tree for the “other problems”
category [threatprofiles]. This category has also been extended. The category originally
treats threats that are outside the control of an organization, meaning for example
natural disasters. The source of this analysis, [threat profiles] is a bit unclear regarding
what “outside the control of the organization” explicitly refers to. For example, in the
generic tree “fire” is included in one of the actors “Natural disasters”, but it is unclear
if the authors are referring to fire outside the organization or accidental fire occurring
and beginning from within an organization. It is however assumed, because referring
to “out of organizational control” that they refer to fire occurring outside an
organizations physical perimeter. However, this category has been extended to also
include, for example fires occurring accidentally within Siemens SIT as well-as outside
by introducing a new actor named “Internal disaster”. Furthermore, some actors were
removed from this category (compare this tree with [threat profile]) because they are
covered in previously mentioned categories (which were modified).

Matural
disasters {e.q.
storms, floods Loss of availahility

Destruction

Internal disasters (e.q.
fires, water-pripes
hreaking, crackdown of
heawy machinery causing

Critical severe damages) Loss of availability
Asset

Destruction

Third-party problems

(e.q. electric semice

provider probilems,

inernet service

provider problems) Loss of availahility

Asset

—_—
Actar
Figure 36. This figure presents the threat profile category “Other problems”.
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Appendix C Threat-profile summary
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Figure 37. The figure presents the Risk analy5|s tool which includes the standard threat profile model
containing the threat scenarios derived.
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