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Abstract

Machine Learning (ML) software in connected and automated vehicles puts new
demands on safety regulators and industry standards to keep up with the explosive
evolution of technology in the automotive domain. This thesis reports a practical
example of developing an ML-based algorithm that predicts the most probable path
for an arbitrary vehicle, without knowing the destination. This work is done in
collaboration with Carmenta Automotive AB as an industry partner, a company
that is aiming to increase situational awareness for vehicles on the roads. The thesis
methodology follows an iterative design science research (DSR) approach, developing
an artifact consisting of an ML model connected to the company’s system. The liter-
ature highlights the challenges of validating and verifying (V&V) an ML component,
as there are currently no applicable standards for ML software in the automotive
domain. This DSR attempts to showcase V&V activities on ML models trained with
different data characteristics to assess whether the challenges surrounding V&V can
be mitigated when validating the data-driven most probable path algorithm.

Keywords: Computer, science, computer, project, thesis, machine learning, auto-
motive, connected vehicles, validation and verification.
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1

Introduction

The use of software in vehicles has been steadily increasing over time, and there is
no sign of this trend slowing down. Advancements in Artificial Intelligence (AI) and
Machine Learning (ML) are pushing the boundaries of what’s possible, with con-
nected and autonomous vehicles being prime examples. This progress is putting new
demands on safety regulators and industry standards to keep up with the explosive
evolution of technology in the automotive domain.

The growing volume of data in modern connected vehicles (CV) plays a crucial role
in facilitating ML components and Advanced Driver Assistance Systems (ADAS).
These technologies have been leveraged for various services, including emergency
braking, lane detection, and cruise control. Software development for vehicles on
roads is often conducted following guidelines from an ISO standard, specifically ISO
26262. This standard serves as an international standard for traditional road vehicle
software development. ISO 26262 includes steps on how to validate and verify the
software that you are developing to ensure its correct functioning. This is crucial
in a safety-critical context in which road vehicles are included. However, its direct
applicability to ML development has been questioned by several sources [1]-[4].

In modern vehicles equipped with software, systems are often integrated to provide
warnings about upcoming situations. The goal is to reduce the number of accidents
and influence the behavior of drivers on the road [5]. When these systems perform
correctly, informative warnings enhance Situation Awareness (SA) for the driver, a
concept aimed at keeping the driver informed about traffic situations. Simultane-
ously, warnings from SA systems must be accurate and presented well in advance to
allow the driver to adapt to the situation. Suppose the SA system is aware of the
driver’s intended destination. In that case, a search algorithm can calculate whether
the vehicle’s path will intersect with the situation and provide an accurate warning.
An easy way to determine the intended destination for the driver is when the driver
specifies it on a map service, enabling both the driver and the system to know the
destination. This can be advantageous for SA systems as it facilitates informing
drivers of situations ahead. However, drivers are not currently obliged to specify
their end destination, often leaving the destination unknown. To still be able to

inform the driver of situations ahead, one can predict the upcoming route for the
vehicle, which can be achieved with a Most Probable Path (MPP) algorithm.
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1.1 Statement of the Problem

One main objective of the system is to provide connected vehicles with information
about the surroundings beyond the vehicle’s line of sight to increase SA, which is
made by aggregating several data sources. To be able to provide information on
the vehicle’s surroundings, one is interested in its future positions. If the system
is aware of the destination, it is fairly straightforward to predict the route to this
point. However, the system is often unaware of the destination and it is then possible
to predict future positions and routes using an MPP algorithm. The idea with
the MPP algorithm is to use it to send precise and timely warnings to the driving
system and increase the quality of SA. Currently, the company considers the current
implemented MPP algorithm too "general” in its output and aims to improve the
predictions by implementing a more data-driven solution with ML to make it more
realistic.

Since cloud-based services operate in a safety-critical context, integrated software
components need to be both robust and thoroughly verified and validated. However,
the published papers often relate to the ISO 26262 and its lack of applicability to
ML components. These papers often lack concrete activities and practical examples
for V&V. Although ML software is increasingly used in the automotive domain, it
poses safety concerns due to the absence of a unified approach to V&V ML software.

1.2 The Purpose of the Study

The purpose of this study is to implement an ML component to predict the MPP for
an arbitrary CV, in cases where the destination is unknown. The ML component
will be a supervised trained model that will be used for delivering safety-critical
information to vehicles that goes towards the MPP output. The algorithm will be
an integrated building block of software functioning in a safety-critical domain. The
aim is to deliver an MPP algorithm to the company that increases the systems’
possibility to provide timely and accurate information to vehicles and improve the
overall SA on roads.

Since there is a gap in the published literature on concrete V&V of ML components
in the automotive domain, the primary focus of the research will not be on the
ML model itself, but rather on a more distinct emphasis on the V&V processes
and activities to establish methods for ensuring the quality of the ML component.
The implemented MPP algorithm will function as a software component that will
be evaluated based on these processes to ensure that it meets requirements and
expected behavior.

The study aims to provide V&V processes applicable to other areas when developing
ML software for the automotive domain. This includes other safety-critical appli-
cations, involving practitioners in the industry, as well as researchers in Software
Engineering who focus on ML software for vehicles on roads.
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1.3 Research Questions and Thesis Outline

The thesis aims to answer three research questions and each one has a distinct focus.
RQ1 refers to the problem statement, RQ2 the current state of the art in addressing
the problems, and the third puts possible solutions in a practical setting.

RQ1: What challenges exist when validating and verifying supervised
predictive Machine Learning models used in connected vehicles in a
safety-critical context?

This RQ focuses on investigating the current problems in depth and understanding
the difficulties encountered during the validation and verification process of ML
software.

RQ2: What methodologies and techniques exist to mitigate the chal-
lenges of validating and verifying supervised predictive Machine Learn-
ing models used in connected vehicles to enable accurate safety-critical
information delivery?

The second RQ builds upon the first question, aiming to explore potential solutions
to the identified challenges. After delving into the challenges and current method-
ologies for developing algorithms for connected vehicles the thesis will specifically
address how the MPP algorithm can be verified and validated in a practical, real-
world setting. This is the distinct focus of the last RQ:

RQ3: How can the performance of an ML component predicting the
Most Probable Path be verified and validated in the context of delivering
safety-critical information?

The outline of this thesis, designed to address the research questions, is as follows:
Chapter 2 includes relevant background information and previous studies. Chapter
3 explains the chosen methodology, including the reasoning for selecting this method
and how it aligns with the research questions, as well as the data collection process.
Chapter 4 presents the results, including the literature review and the presentation
of findings in the form of text, figures, and tables, some of which are linked to the
appendix. In Chapter 5, the thesis discusses each research question and summarizes
the findings based on these questions, including a section on threats to validity.
Chapter 6 concludes with the key takeaways from this thesis.



1. Introduction




2

Background

This chapter aims to establish a foundational understanding of the key topics ad-
dressed in this thesis. It begins by reviewing relevant literature and then proceeds
to define the most significant concepts.

2.1 Related Works

Carmenta Automotive has previously undertaken thesis projects within the field of
MPP. In their work, Arvidsson and Hendén [6] concentrated on creating an algorithm
to predict emergency vehicle routes during emergencies. Their objective was to
share awareness information with drivers along the emergency vehicle’s projected
path. Wiklund and Rosenberg conducted a continuation of that work [7] to validate
and optimize the performance of the algorithm. In the problem statement for this
algorithm, the destination was known.

Several approaches to path prediction, encompassing both short and long-term pre-
dictions, are documented in the literature. Jeung et al. [8] propose an approach that
extends predictions beyond the nearest junction by leveraging historical trajectories
and real-time velocity data. This method enables accurate route predictions beyond
immediate movements by constructing a probabilistic model that evaluates possible
routes based on past frequency and current traffic conditions. While this approach
significantly improves prediction accuracy compared to traditional methods, it is
limited by the availability and quality of historical data, which can be problematic
in areas with sparse data. Combining real-time and historical data was proven to
improve the predictive accuracy computational complexity increased significantly
compared to traditional, simpler approaches to path prediction. In a related study,
Krumm et al. [9] develop an algorithm for route prediction that in contrast to Je-
ung et al’s work, is independent from historical data. The algorithm instead plans
routes to multiple candidate destinations and assigns higher probabilities to roads
leading to more likely destinations. This method is advantageous because it does
not require storing extensive historical data for each trip. Instead, it calculates a
single parameter characterizing driving efficiency, allowing the algorithm to work
effectively even in unfamiliar areas.

Several authors have previously published papers on the challenges of V&V within
the automotive domain. Koopman and Wagner [1] identify five challenge areas
concerning the testing and validation of Autonomous Vehicles. These areas in-
clude requirements, fail-operating systems, and methods that can handle the non-
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deterministic nature of many ML models. The authors propose that one solution to
address challenges is systematically introducing AVs into increasingly more complex
scenarios, ensuring safety at each stage. Knauss et al. [2] investigate software-related
challenges for autonomous vehicle testing through focus groups and interviews. In
this study, "virtual testing and simulations” and "scenario complexity and many
test cases” were frequently mentioned challenges among the participants. Tambon
et al. [10] focus on ML in their systematic literature review. They investigate veri-
fication and certification challenges specifically for safety-critical ML-based systems
and conclude that no ML certification currently exists. However, they believe that
by bringing together several sub-fields, ISO 26262 can be used as a basis and adapted
to serve ML purposes better.

2.2 Connected Vehicles

The term CV, as defined by Uhlemann [11], refers to vehicles that communicate
with external services, such as cloud services, accessible on demand at any time. CV
enables creative innovations in the automotive industry. The company’s software
product establishes communication with CV via the cloud, facilitating in-vehicle
warnings such as updates on road conditions and accidents.

Today, different sensors are commonly used and combined to enable various features
and functionalities in vehicles, such as lane detection, emergency braking, and cruise
control. SA is related to sensors and sensor sight and can according to Endsley [12]
be defined as recognizing, understanding, and foreseeing the state and status of
elements in given environments over time. SA in the context of a traffic system is
explained by Golestan et al. [13] as a goal to reach in a safety application for a CV.
A SA system is a data pool with information about a vehicle’s surroundings that
needs to be processed.

2.3 Machine Learning

There exist different definitions of ML in the literature, but a common definition
from Mohri et al. [14] is that ML is a collection of computational methods based
on available past information to improve performance to make accurate predictions.
The past information is often in the form of collected data in a digital format, which
this thesis will refer to as training data. A model consists of a learning algorithm
that aims to find patterns in the training data and the choice of a learning algorithm
is made based on the nature of the problem.

To evaluate the performance and accuracy of an ML component and its predictions,
different metrics are calculated by following a specified procedure. An ML compo-
nent should perform well on unseen data, i.e. data that is not included when building
the model with training data. The step when investigating the model performance
is often called Model Evaluation. Raschka [15] states that model evaluation is an
experiment of changing parameters to the learning algorithm, which results in differ-
ent models. The evaluation step includes choosing the best-performing model which

6
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is not a trivial task.

Some different procedures and measurements can be calculated to assess how well
the ML model performs. One method that Raschka [15] mentions is the holdout
method, where the model is trained with a training data set and validated using
a validation data set. These data sets are independent, and the validation data
set serves as the ground truth with the goal that the model will predict as similar
to the validation set. The holdout methodology measures either the number of
correct results if it is a classification problem, and if it is a regression problem then
the measure is a numeric value that shows how much total error the model makes
compared to the validation set.

The scores of machine learning models are not always sufficiently informative and
may be sensitive due to the training data on which the model is built. One approach
to demonstrate the model’s performance is by calculating confidence intervals, as
outlined by Raschka [15], which represent an interval between set percentage values.
With confidence intervals, you can visualize the model’s performance on the vali-
dation set and disregard predictive values that fall below the specified percentage
threshold.

2.4 Validation, Verification and Simulation Sys-
tems

Validation and verification (V&V) is a procedure to ensure that the software achieves
the expected behavior. Validation can be understood as the process of gathering
evidence to ensure with a high degree of confidence, that a particular process will
produce a result that meets its predetermined specification. Verification means
checking and providing proof that certain requirements for a product or process
have been satisfied [16].

There is no universally defined process for Verification and Validation (V&V). Var-
ious methods are proposed in the literature for different types of software. Sargent
[17] discusses the V&V process by outlying three decision-making processes for as-
sessing the validity of a simulation system. The most common method involves
the development team making subjective decisions based on test results and model
evaluations. The second method is known as independent V&V, which involves a
third party determining the validity of the model. The third method mentioned by
Sargent [17] is a score-based approach, where scores are calculated from the model
and combined into an overall measurable value that must meet a certain threshold
to be considered valid.

Software development in the automotive sector belongs to a safety-critical domain.
This means that careful V&V of software functionality is required, where ISO 26262
is an international standard for functional safety of road vehicles [3]. The standard
has 10 sections and the 6th part is related to product development on a software
level. Here, the V-model serves as the foundation for how the V&V process should
be conducted. The V-model shows the relation between the design- and testing
phases, and the idea is that by following these practices a computer system could be

7
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considered safe [1]. Several studies have explored ISO 26262 and its implications for
ML development. Henriksson et al. [18] emphasize the challenge posed by the black
box nature of ML models in aligning with the software-related practices advocated
by the ISO standard, such as code reviews and code coverage metrics. Based on the
research of Salay et al. [3], the authors propose modifications to certain standard
elements to enhance its compatibility with ML development, as evidenced by expert
interviews. Despite this, little to no information has been published on practical
examples exploring which specific methods are useful for verifying and validating an
ML model within the automotive industry.

2.5 Geographical Information Systems

A geographical information system (GIS) is a digital application that can be used for
various purposes, such as storing or displaying geographical information [19]. In GIS
systems, networks are often referred to, which consider the topology, connectivity,
path choices, or flow characteristics. An almost universal representation of networks
is a set of nodes and links, where the nodes represent points in space and time, and a
link corresponds to identifiable pieces of transportation infrastructure such as roads
or railways. The links can be either directed or undirected. In a directed link, you
travel from one node to another in a specified direction, while in an undirected link,
no specific direction of travel is indicated [19].

A subset focus within GIS systems is graph theory, where transportation networks
are represented as valued graphs. In this context, a path is considered as a sequence
of distinct nodes connected with directed links between them [19]. The links can
consist of different properties and information, such as street names, speed limits,
and estimated flow. In Lin and Ban’s article [20], they illustrate an urban road
network with nodes and links, allowing for different methodologies for shortest path
search, road capacity, and more. This is accomplished by introducing link weights
between the nodes, which can represent different things such as measurements of
traffic flow, travel time, and geographical distance.
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Methodology

This chapter aims to provide an in-depth understanding of the Design Science
methodology and its application throughout this thesis. The chapter later describes
the literature review procedure and defines its scope. It finishes with terminology
and context-specific definitions.

3.1 Design Science Research

The study followed a Design Science Research (DSR) approach which is a research
method that utilizes academic insights and practices in a business or company con-
text. A DSR aims to develop and create an artifact that can solve real-world prob-
lems in a specific context. DSR is a methodology where the artifact is focused,
developed, and evaluated to solve a problem with a scientific understanding. Ac-
cording to Knauss [21], it is suitable in cases where the goal is to address real-world
problems that are hard to solve using traditional research methods. Hevner [22] also
argues that DSR is a methodology intended to solve technical and organizational
problems, which is what this study aimed to do.

Since this study addresses a real-world problem in a natural organizational setting,
it can be related to the field experiment discussed in Stol and Fitzgerald’s [23]
paper concerning software engineering research. They state that a field experiment
is considered a natural setting where generalizability is low and the precision of
measurement can be affected by confounding factors. A typical method used in field
experiments is action research [23|, which has similarities with DSR and could be
an alternative methodology for this study. Both involve organizational problem-
solving and evaluation. According to Baskerville [24], the fundamental difference
between DSR and action research is that action research focuses on problems within
organizational and social changes, while DSR, focuses on problem-solving by creating
and placing an artifact in a natural setting. We considered DSR a better fit for this
study since the research question does not mainly concern organizational or social
changes from using ML, but rather focuses on developing an artifact that will be
evaluated and designed to solve a concrete real-world issue.

A DSR research can take different directions and lines of action. This thesis followed
the overall guidelines for conducting DSR research within the information systems
sector [22]. With this as a foundation, Hevner and Chatterjée [25] created a more
concrete framework which this thesis adapted. In this framework, the research
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consisted of three different cycles, each with a distinct focus, and the outcome of one
cycle impacted the other. In this implementation of DSR Hevner and Chatterjée [25]
presents a checklist containing 8 questions that need to be answered for a successful
DSR. The questions are presented in table Table 3.1.

1. | What is the research question?

2. | What is the artifact? How is the artifact represented?
3. | What design processes (search heuristics) will be used
to build the artifact?

4. | How are the artifact and the design processes grounded
by the knowledge base? What, if any, theories support
the artifact design and the design process?

5. | What evaluations are performed during the internal de-
sign cycles? What design improvements are identified
during each design cycle?

6. | How is the artifact introduced into the application en-
vironment and how is it field tested? What metrics are
used to demonstrate artifact utility and improvement
over previous artifacts?

7. | What new knowledge is added to the knowledge base
and in what form (e.g., peer-reviewed literature, meta-
artifacts, new theory, new method)?

8. | Has the research question been satisfactorily addressed?

Table 3.1: DSR checklist questions based on the framework created by Hevner and
Chatterjee [25].

The checklist questions are mapped to the three cycles without any particular order.
The cycle that involves the identification of issues and opportunities within the
technical system of the company is called the Relevance Cycle. This cycle also
involved establishing requirements for the artifact and defining acceptance criteria
for artifact evaluation. This cycle is mapped to question (1), (6) and (8).

The cycle related to collecting knowledge in support of the research problem is called
the Rigor Cycle. Hevner and Chatterjée [25] described two types of knowledge bases:
the first involves research conducted in the current state of the art related to the
application domain, and the second includes existing artifacts and processes found in
the company domain. In this thesis, the current state of the art was explored mainly
through a literature review. To gain domain knowledge from existing artifacts and
processes at the company, observation activities were conducted to extract insights
from their experience and expertise. This cycle is mapped to the questions (4) and
(7) in the checklist.

The final cycle is called the Design Cycle and involves the construction of the artifact,
which includes activities such as software development, evaluation, and incorpora-
tion of feedback to refine the design. The goal in this cycle is to utilize and combine
the findings from the other cycles and the previous iterations to improve the artifact.
Hevner and Chatterjée mentioned [25] the importance of having a balance between

10
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construction and evaluation of the artifact to ensure that the findings inform it of
the preceding cycles. The Design Cycle is mapped to questions (2), (3), and (5) in
the list.

Overview of Design Science Research Cycles and its activities
- Relevance Cycle Rigor Cycle Design Cycle
g Knowledge Base:
= = Artifact definition ) )
o » Project scope - Literature review : E\Tgﬁgtlvoenrsmm
2 « PoC Requirements « Company-specific

knowledge

o™
5 « Refined requirements « Additions to knowledge » Artifact version 2
= « Use case definition base » Evaluation
o o Scenario design
= o Unit test design
]
C
b= Final Artifact & Evaluation
©
2

Figure 3.1: Visualisation of the methodology used in this thesis inspired by Hevner
and Chaterjée [25] combined with the guidelines derived from Knauss [21].

This study adhered to Knauss [21] recommendations of performing three iterations
with the exception that the last one focused on design and performance improve-
ments of the artifact. The iterative nature of DSR made it possible to reflect on the
completed iterations and improve their execution stepwise. The Figure 3.1 explains
the target and outcome in each iteration categorized by DSR cycle. Each cycle was
mapped to RQs based on the content of the cycle. Therefore, RQ1 and RQ2 were
mapped to the rigor and relevance cycle, which includes the knowledge base from
literature and company expertise. These cycles were mapped this way because their
content involved crucial actions for identifying and addressing challenges before de-
signing the artifact in the design cycle. Consequently, the third research question
was naturally mapped to the design cycle, where the implementation and evaluation
of the MPP algorithm were conducted, directly relating to RQ3.

3.2 Snowballing Literature Review

To investigate the research topic and provide a deeper understanding of the RQs,
a literature review was conducted during the Relevance Cycle. It followed a snow-
balling process which was well-suited for the scope and organization of the study.
The literature review was grounded in the guidelines and findings presented by
Wohlin [26], which consists of a starting set of papers that you search backward and
forward for their citations.

The papers in the start set were initially considered relevant if the topic was about
machine learning development and V&V focus in the automotive domain. To further
ensure that the start set was appropriate, we followed Wohlin’s [26] guidelines for
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selecting a good starting set. The following points were addressed with arguments
for their inclusion in the start set of this study:

o The start set should come from different publishers and authors.
The five papers in this study have unique authors and are published in three
different journals, which are Institute of Electrical and Electronics Engineers,
Society of Automotive Engineers, and SAE International Journal of Trans-
portation Safety.

e The size of the start set should be related to the breadth of the
area being studied. A more focused area requires fewer papers in the start
set. We considered the research questions focused since they pertain to a
specific type of technology in a certain domain, with a focus on the challenges
related to the technology. This study also considered the type of paper when
determining the size of the start set, as systematic literature review papers
could help the study snowball into other relevant papers.

e« The amount of citations of the paper. Since the literature review follows
a snowballing approach, the number of citations was important to consider.
Two of the papers were systematic literature reviews with a large number of
citations, which was beneficial for inclusion in the start set to explore a wider
range of papers. The other three papers had more than 36 citations, which
still allowed for a round of forward and backward searches for other relevant
papers.

o The existence of relevant keywords in the paper. This study based this
criterion on the title and content of the paper. If it was clear that the topic
was about or included the words "validation", "verification", or "challenges",
and the area was in the automotive domain, the paper was considered to have
enough relevant keywords for inclusion.

The five papers included in the start set are shown in Table 3.2.

Figure 3.2 is a graphical representation of the snowballing procedure, where the
number in each box indicates the number of papers considered in that step. Firstly,
a backward snowballing was made by looking at the reference list and searching for
it on Google Scholar, where relevance first was assessed by looking at the title and
publications year. If the title seemed relevant and the publication year within scope,
the abstract was assessed. In some cases, a deeper examination of the paper was
needed to estimate its relevance. If a paper was considered relevant it was added
to the set of papers. Using Google Scholar for the forward snowballing, papers that
cited the selected paper could be captured. By doing the same procedure as during
the backward snowballing, further papers could be added to the set.

Additional filtering was also performed to maintain a reasonable number of papers
and ensure they were up to date. This additional filtering made the literature re-
view more feasible, preventing the need to review all forward and backward citations
comprehensively. Therefore, papers with more than 30 citations underwent another
filtering among their citations, where a search for the keywords “validation”, “veri-
fication”, and “challenges” was conducted. Papers with less than 30 citations were

manually investigated directly, without additional filtering. Additionally, no papers
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published before 2009 were considered.

Title Authors Cites
Challenges in Autonomous Vehicle Test- | P. Koopman, M. Wagner 690
ing and Validation

An Analysis of ISO 26262: Using Machine | Salay R, Queiroz R, Czarnecki K 201

Learning Safely in Automotive Software
Software Verification and Validation of | Rajabli N, Flammini F, Nardone R, Vit- | 73
Safe Autonomous Cars: A Systematic Lit- | torini V
erature Review
Machine Learning and Deep Neural Net- | H. J. Vishnukumar, B. Butting, C. Miiller | 99
work - Artificial Intelligence Core for Lab | and E. Sax
and Real-World Test and Validation for
ADAS and Autonomous Vehicles: Al for
Efficient and Quality Test and Validation
Paving the Roadway for Safety of Auto- | J Schroder, A Knauss, C Berger, H Eriks- | 36
mated Vehicles: An Empirical Study on | son
Testing Challenges

Table 3.2: Table illustrating the start set of the literature review, including how
many cites the papers had and what author wrote them.

Backwards
snowballing

304

Start set : : Full paper review : Final set

35 22

Forward Snowballing

291

Figure 3.2: A diagram illustrating the progression of steps in the snowballing
procedure, where the numbers indicate the number of papers considered at each
step.

3.2.1 Scope of the Literature Review

With help from the company’s domain knowledge and background regarding the
focus of this thesis, there was a need to specify a scope of what to include in the
literature review. Since the company’s product is a cloud-based off-board system,
it is not directly related to AD/ADAS systems and other safety-critical on-board
systems. The reviewed literature provided indirect insights or methodologies appli-
cable to off-board systems utilizing ML in the automotive domain. The thesis will
further explore these threats of validity insights in section 5.1 regarding how they
may differ in the company’s system compared to on-board software.
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3.3 Terminology, Data, and Company-Specific Set-
tings

The artifacts that were developed in this thesis were evaluated in different proce-
dures to see that the performance, accuracy, and functioning could be validated and
verified. This section will go into how the thesis evaluated the artifact by presenting
terminology, describing the software that was used, and explaining how the artifact
result will be presented.

3.3.1 TrafficWatch

TrafficWatch is the name of the company’s software product that is used and de-
veloped in this thesis. The software consists of different micro-services with various
purposes. TrafficWatch allows you to create simulations where one can select several
vehicles, geographical areas, and from which data source the route should be based.

One part of the software is a user interface (UI), where one can create the simulations
and also see the vehicles in service. The MPP is also shown in the UI. The vehicle

simulations can be created based on several data sources, which also can be selected
from the UI.

The micro-service that handles the routing of TrafficWatch also allows the creation
of pre-defined scenarios. Scenarios in this context is a data list that consists of road
network data points, more explained in subsection 3.3.2. A simulation can then be
executed with the defined scenarios which are visualized in the UI.

3.3.2 Terminology and Data Set

TrafficWatch is dependent on processing geospatial data and mapping this data to
a road network, which is a process called Map Matching. In TrafficWatch, the road
network is represented by a graph of nodes. Nodes are connected by edges that
represent possible paths between the nodes and these paths in TrafficWatch are
called segments, and represent road segments in a physical road network.

From simulations in TrafficWatch, it was possible to extract data from the road
network and its properties. Table 3.3 shows the properties of the saved data exported
in a CSV format.

14



3. Methodology

Name Description and constraints
fromSegmentId | An identifier ID from which segment the vehicle was
driving from.
fromRoadSize | A categorical value ranging from 1 to 5, where 1 repre-
sents the largest road and 5 the smallest, indicating the
road size of the segment from which the vehicle came.
fromSpeedLim | A numerical value that says what speed limit the seg-
ment the vehicle came from. A value between 0 and 140.
toSegmentId | An identifier ID which says what segment the vehicle
was driving to.
toRoadSize A categorical value ranging from 1 to 5, where 1 repre-
sents the largest road and 5 the smallest, indicating the
road size of the segment from which the vehicle traveled.
toSpeedLim A numerical value that says what speed limit the seg-
ment the vehicle went to. A value between 0 and 140.
angle The angle in radians between the transitioned segments

Table 3.3: Table that shows the name and description of data properties. The
table also states constraints for a certain property to show what value it can have.

3.3.3 Training Data Collection with Simulations

The artifact built in the thesis depends on training data. Vishnukumar [27] and Stel-
let [28] inspired the data collection process, with modifications made to align with
the company’s product. The training and validation data were collected through
simulations in TrafficWatch based on routes from a routing database.

The ML model needed data representing how vehicles have traveled historically, and
this thesis used TrafficWatch simulations to collect that data. The simulation system
had settings for the number of vehicles running, the region in which they will travel,
and the type of vehicle, which could be either a heavy vehicle or a normal vehicle. In
this study, the simulation settings included a geographical area covering the whole
of Sweden, with 500 vehicles running for 48 minutes. This resulted in a dataset of
6226 points divided into a training set of 5706 points and a validation set of 520
points. The choice of 500 vehicles ensured that TrafficWatch covers various types of
roads, including highways, country roads, and city traffic. The simulation collected
6226 data points, which was subjectively considered as a reasonable amount for this
study’s ML model and enabled the possibility to split the data points into reasonably
large training and validation datasets. Each data point tracks how a person makes
a choice in traffic, and with 6226 traffic choices, the ML model can recognize driving
patterns and understand how drivers intend to navigate.

To ensure the quality of the simulation data, schema testing, and boundary tests
were conducted to verify that the parameters were within the correct values and
that the headers matched the expected values. Moreover, statistical tools were used
to analyze the deviation, mean, and variance of the different parameters in the data
sets. This was done to ensure the data set was reasonable and collected realistically.
This study highlights the importance of ensuring data quality, which will be further
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discussed in the thesis.

The thesis used different data sets to train various ML models. These data sets
were sampled using a Python program with the help of Python libraries which are
Pandas and NumPy. The sampled data sets were created based on the data from
the simulation but generated with different characteristics to provide a variety of
data sets.

One of the generated data sets was randomly sampled with constraints as shown
in Table 3.3, and its characteristics are illustrated in Figure A.2. Another sampled
data set followed a normal distribution based on the mean and standard deviation
of the simulated data. The characteristics of this data set are shown in Figure A.3.
The third generated data set was with added noise to the simulated data. The noise
amplitude was 10%, constrained as mentioned in Table 3.3, and its characteristics
are depicted in Figure A.4.

3.4 Alignment with V&V Activities

When showing the result of the artifact, several elements were displayed with the
goal that together as a combination, see how the ML Model itself was related to
V&V activities, and also see if the artifact could be successfully evaluated. The
following elements were displayed:

o Data set characteristics: The behavior of an ML model is determined by
the combination of its training data and the learning algorithm it employs.
An activity undertaken in this thesis involved visualizing an informative rep-
resentation of the data characteristics, aiming to gain a deeper understanding
of the type of data the model was trained on. This was achieved by plotting
a graph with a line to illustrate the distribution of the data.

e Prediction capabilities on validation data: When the ML component
was utilized in TrafficWatch, it had to predict unseen data. By displaying
prediction capabilities on validation data, one gained insight into how the ML
component performed on unseen data.

o Test cases in TrafficWatch: The ML component was utilized in Traf-
ficWatch to showcase how it functions in the company’s product. This was
displayed in a table that maps test cases, visualizing how it should be predicted
compared to what it predicted.

o Comparison to requirements: The gathered requirements were reviewed
to determine if the artifact met them.

e Internal model testing: To ensure that the model was trained with correct
specified data within certain constraints, unit tests on the data set and model
output were designed and tested. Moreover, schema testing was done to ensure
that the server that holds the models’ requests and responses is in the correct
format.

The aforementioned elements formed the basis of the results to observe correlations
between the ML component, training data, and V&V activities. These elements
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were also present to determine if an ML component could be successfully verified
and validated.
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Results

This chapter aims to present the main findings of the thesis work. It begins by
defining the artifact and discussing the literature review findings. The chapter
concludes by describing the design science cycles through iterations in order.

4.1 Artifact

The following section aims to define the artifact that is being developed throughout
the design science iterations. As previously mentioned in section 3.1, an artifact
refers to the object created to address a practical industry problem.

In this thesis work the artifact corresponds to the Machine Learning prediction
model that will foresee the MPP, which is a building block for sending safety-critical
information to vehicles. The model will be based on a supervised ML approach
suitable for the problem and its context and will be evaluated and improved in each
iteration based on findings from DSR cycles. Since this thesis project focuses on
verifying and validating such components, the artifact will serve as a foundation for
these processes.

Throughout this thesis, we will refer to the artifact as the Machine Learning com-
ponent holistically, encompassing its training data and V&V activities. The the-
sis necessitates such a broadly defined artifact as it must be compatible with the
company’s domain and system while remaining connected to the thesis research
questions.

4.2 Literature Review

The literature review is divided into three sections below. The content focuses
on how ML software is being developed in the automotive domain and is sorted
based on the findings in the literature. The ISO 26262 standard, simulations, and
model evaluation will be the main focus, and the content will be used to address the
research questions.

4.2.1 1ISO 26262 and V&V Challenges for ML Components

The "V" software development model (V-Model) is a reference standard that forms
the basis of ISO 26262 and is a methodology and procedure for testing and validat-
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ing software components [1]. Koopman and Wagner [1] state that when developing
software using the V-model approach, requirements must be well-known and cor-
rectly specified in advance, which is challenging for MLL models. The requirements
for the software component must also be specified within the scope of the system
design, as well as what lies outside the scope of the software. Requirements when
creating ML solutions must have other forms and specifications [1]. The authors say
that validating and testing a trained ML algorithm itself is not much different than
traditional validation techniques on normal software. But validation of the applied
training set differs substantially and this can’t be extracted from the V-Model, but
instead being ambiguously planned. The authors think that validating the training
data can be done by a combination of characterizing the data and following a data
collection process.

Vishnukumar et al. [27] states that a challenge with V&V when developing software
for ADAS is the information exchange between the stages of the V-Model. This
is partly because the V-Model does not strictly follow the stages in order, and the
feedback is then in the form of human-to-human communication which itself has its
drawbacks.

Knauss et al. [29] identified different processes and methods when developing soft-
ware for AVs and conducted a study on the challenges with these. It says that all
the requirements are not defined from the start when developing software for AVs.
Instead dynamically added and adjusted in a more flexible approach. The same au-
thors also say that there exist challenges in the transition between the development
activities when using the V-model and that the V-model’s suitability is questionable
in this kind of development.

Karunakaran et al. [30] express that traditional testing methods fail to capture the
non-determinism of ML systems and the environment in which they operate. Using
a finite number of tests with the same input is problematic to evaluate since it might
trigger different responses, which makes the results hard to trust.

When developing software for AVs using the V-Model, all requirements must be
specified, which is challenging because of their unpredictable nature. This means
that all cases cannot be specified explicitly [31]. The author also explains that it is
challenging to statistically demonstrate that the system will live up to the criteria
while operating.

Rabe et al. [4] state that the development processes defined in ISO 26262 are in-
sufficient for the fundamental changes that the introduction of ML development in
safety-critical systems has led to. They propose four phases that the development
of an ML application should consist of. The first aims to specify all conditions that
the ML model should function in. This can be different weather or road conditions
that an autonomous vehicle should be able to operate in. The second phase is data
orchestration and preparation, where the authors conclude that in a machine learn-
ing model, the data needs to satisfy the defined specifications since it is the training
data that represents the source code of a traditional software application. In this
phase, they also mention that there is a need to evaluate how well the data repre-
sents the specifications. The use of metrics such as coverage of out-of-distribution
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and coverage of corner cases can show this. The third phase consists of model train-
ing and V&V of the model, where the training step includes model architecture,
selection of activation function if applicable, and hyper-parameter tuning. What
V&V methods this phased process should include is not implicitly mentioned in the
paper. The last step concerns the model’s integration with the complete system to
assure robust functionality [4].

Radlak et al. [32] state in their report that a dedicated standard built upon ISO
26262, which would cover functional safety of ML-based components in the auto-
motive domain, would be beneficial for reasons such as more efficient work, reduced
creation time, simplified review processes, and agreement across the safety expert
community. The authors suggest an approach in their report, but a limitation of
their suggested standard is that it won’t be able to fully validate the ML, component
since the requirements are not fully defined from the start.

Mohseni et al. [33] gives practical advice on how to, in line with traditional veri-
fication and validation for safety critical systems, mitigate the most common chal-
lenges for ML models. The authors emphasize the importance of traceability in
the V-model from IS0O26262 both regarding specification and requirements, which
is complex in the ML system since the specification often happens as the model
learns which may lead to the discrepancy between the specification and the actual
model. The authors mean that this can be avoided by breaking the model down
into smaller parts and specifying each one.

4.2.2 Simulation and Scenario Testing

Koopman and Wagner’s [1] article about software challenges for autonomous vehicles
suggests that it is impractical to create test scenarios that accurately represent real-
world scenarios operating randomly and independently for billions of hours. The
authors state that alternative validation methods are necessary, such as simulations,
fault injection, and formal proofs.

The same authors [1] also mention that testing in fixed geographical regions makes
it easier to understand combinations of situations and specify requirements after
that. When requirements are specified, progressively more complex situations can
be added to evolve the scenarios that are being tested.

Knauss et al. [2] conducted an empirical study in the form of focus groups and
interviews, that shows participants of the study mention virtual testing & simulation
and scenario complexity & many test cases the most. In Knauss et al. [2], [29], the
survey shows the most significant challenges regarding simulation and virtual testing
for AVs, which are the points below.

o The legal aspect of certifying certain functionality based on simulation.

o A complex infrastructure is needed to combine a real setting and a simulated
setting.

o A simulation environment requires data, and each simulated scenario needs
the correct collected data.

Vishnukumar et al. [27] propose a concrete methodology for connecting the testing
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and validation of individual functions in a simulation system to create scenarios. The
method involves taking data from real-world tests/scenarios and sending it to the
machine learning system that is used in the simulation environment. Subsequently,
the simulation environment tests the scenarios with the function to be evaluated and
provides feedback to the ML system. This feedback is then reviewed by humans to
verify the ML system’s performance.

Sippl et al. [34] focused their paper on the process of converting simulation data
into test cases in a virtual environment for ADAS and ADs. The authors mean that
classical methods and concepts for test optimization, such as Equivalence Class Par-
titioning and Boundary Value Analysis among others, are hard to use to create rel-
evant situations for these systems. They therefore propose concepts for simulation-
based development and virtual validation instead of traditional on-road testing for
vehicles.

Stellet et al. [28] studied challenges with software in the AD domain with an open
focus on programs that are complex and operate in a real-world perception. They
concluded that the acceptance criteria of the system are situation dependent, infor-
mal, and exist of infinitely many combinations that are hard to predict the outcome
of. A set of sampled representative situations has to be done [28], but the number
of iterations does not scale which is a challenge. One solution to mitigate this chal-
lenge is by using a random sample strategy. The author also mentioned validation
challenges with models operating together with vehicle software. This validation has
to be clearly shown and explained. One result from their survey about validating
software for vehicles is to use a scenario-based approach, where you specify a set of
scenarios that work as test cases for the software. The risk and challenge with this
approach is to select an incomplete set of scenarios and not achieve completeness
in testing. The authors [28] then suggest an approach to use on top scenario-based
testing, which is an iterative simulation-driven development that can be described
as a continuous improvement of developing software where you include previous sce-
narios and test-cases in a feedback loop to generate more test cases and validation
settings.

Bock et al. [35] stated that data for all relevant situations when developing software
for vehicles does not exist, which makes it challenging to validate the functional-
ity with test cases. The authors further say that new methodologies need to be
developed to mitigate the challenges and scenario-based development might be one
method that can help overcome the challenge.

In Zhang and Li’s SLR [36] they investigate ways to ensure completeness and val-
idate NNs. One proposed method is to create scenarios based on formal Scenario
Description Language (SDL) and transform them into test cases. This comes with
scalability issues, proposed methods only work on small scale or very specific types
of models.

Lalli et al. [37] investigate validation methods in their SLR, and it shows that
simulation-based validation is popular and stood for 22.2% of the reviewed papers
concerning validation methodology, especially in the automotive domain, and the
trend is that it will increase even more. One type of simulation is called fully virtual
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simulation, where the real scenario inputs are replaced with input derived from the
simulator itself. Additionally, Schoner [38] says that computer simulations need
defined test conditions and scenarios to validate functionality for AVs. The author
states that these situations has to be collected systematically.

Li [39] mentions a scenario-based V testing model, where a scenario database plays
a central role in all activities that the method consists of. The author also mentions
that scenarios can be created by human experts since generated ones do not cover
all cases. The problem mentioned with this approach is that it does not scale well
and is expensive to perform.

4.2.3 Data and Model Evaluation

Testing non-deterministic behaviors is challenging [1], and one method is to test if
the statistical behavior is correct, instead of testing that the software behavior is
correct. Koopman and Wagner [1] state that another challenge for validating an
ML component is that it is generally hard to intuitively understand the result of the
process since calculations that are used in ML are complex.

Tambon et al. [10] wrote that by verifying an ML component, one aims to check
the component concerning a predefined set of specifications. The authors mention
that verification approaches of ML models mainly are based on test input generative
approaches, which are techniques that aim to trigger failures or unexpected behaviors
in systems by exploring corner cases that are carefully selected samples. By feeding
the model with these samples, we might explore parts of the data where the model
fails to generalize its knowledge, leading to misclassifications or bad predictions.
The verification efforts in this domain are split into two separate approaches, where
one is based on mathematical verification of the input space and the other is more
based on empirically guided testing.

The authors [10] further discuss the idea of testing data directly instead of testing
a trained model. They argue that it would add an extra layer of assurance to the
model since it learns patterns and makes decisions surely on the data that has been
fed to the model.

Salay et al. [3] stated that data requirements can be specified in detail to ensure
that appropriate training, validation, and testing sets are obtained for the ML com-
ponents. The data can be verified to the detailed data requirements and coverage
of the test to get a measure of the completeness of the ML component. The authors
further mention challenges with this approach, since functionality often needs to fit
with a real-world perception of the environment. The author suggests an approach
when working with ML components, which is that you should have relaxed specifi-
cation requirements for the functionality, and only specify functionality specification
where it is possible. At the same time, there must be a specification of the training
set and the coverage metric. This is important due to the functionality of the ML
component is based on the training set.

The literature review by Karunkan et al. [30] touches on the subject of requirements,
which they mention becomes even harder to specify and verify in an ML system due
to the infinite amount of situations and their complexity. ML systems are built from
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training data in contrast to traditional programs that are explicitly programmed
from a detailed specification. This means that the data that is being used to train
the model needs to reflect these specifications instead. They further mean that
if the data fails to do so, it might lead to undesired behavior in the model. To
mitigate this, the validation of the dataset should be independent and diverse from
the training data set.

Rajabli et al. [31] suggest that the training set collection process can be mapped to
requirements specification when developing ML components for AVs. Then, during
the V&V stage, you take a subset of the training data as validation data, which was
left out to validate the system. The validation data can not have any correlation
with the training set, as that can risk overfitting. The same authors also state that
with ML components, the incomprehensible structure makes it hard for humans to
understand, which makes validation more challenging.

Koopman and Wagner [40] say that even if a machine learning algorithm can perform
with 99.999% correctness, is often because of overfitting. Even if you can argue that
is not overfitting, it is still an epistemological reasoning you have to do on the
empirical data that is used. The same authors mention approaches such as boosting
when using a machine learning algorithm, which can be described that you add data
from independent different data sets to improve the result.

Klés and Vollmer [41] assess the uncertainty of ML models due to their complexity
and empirical nature. They mean that instead of refusing the use of such models in
a safety-critical context since their correctness can not be guaranteed, an alternative
is to deal with their uncertainty and propose a classification of uncertainty on such
a model. The same authors also proclaim that it is not enough to assess the data
quality before training but rather continuously evaluate it through the whole process
of collection, training, and model evaluation.

Mohseni et al. [33] highlights the need for transparency in ML models, especially
when using Deep Neural Network models. New tools for transparency are often
developed for designers to improve the performance of the models and not to increase
transparency for safety assessment reasons. The authors also highlight the need
for real-time monitoring of ML models to assure safety. One suggestion of real-
time monitoring could be Out of Distribution error detection which could warn
the system when data outside of the training range occurs. The same challenge
is mentioned by Zhang and Li [36] in their literature review. Many papers state
that the understandability of a Neural Network model and its decisions is a concern
since it is hard to provide real-time explanations. The papers they investigated also
mention the lack of standard procedures to verify these types of models.

Myllyaho et al’s SLR [37] shows that 15 out of 90 papers used a Model-centered
validation methodology. This is to gain knowledge about how the model performs
based on different metrics. These metrics often come from common ML validation
methods such as cross-validation and torture tests.

24



4. Results

4.3 Iteration 1

In this section, the initial iteration through the design science cycles in the thesis
will be described. The findings of this cycle are based on the literature review and
domain knowledge gathered from the company. The artifact resulting from this
iteration is a Proof of Concept (POC) ML model, which serves as a baseline for
V&V activities and will be improved in later iterations.

4.3.1 Relevance Cycle

During the relevance cycle, the primary focus was to gather requirements for the
artifact from the company’s context. These requirements formed the foundation
for the development of the model. The goal of this cycle was to gather sufficient
requirements to support the creation of the initial version of the ML model, avoiding
an overload of overly complex specifications that might complicate the implemen-
tation. The specific requirements outlined in Table 4.1 were collaboratively defined
with the company.

Requirement ID | Description

R1 The MPP model should be compatible with the existing
simulation system.

R2 The MPP model should be able to handle 1000 simu-
lated cars at the same time.

R3 The calculation from the model must successfully pass
the scenarios defined in the system.

R4 The MPP component should be capable of generating
path predictions in real-time to ensure timely response
in the existing environment.

Table 4.1: A table including a requirement identifier and a description. These
requirements were created together with the company.

This iteration also contained activities on understanding the company-specific ap-
plications. With this focus, it was possible to ensure that the model development
and integration process would be well-aligned with their current technical stack.

4.3.2 Rigor Cycle

The rigor cycle in this iteration mostly focused on the literature review, which was
an important part of creating the foundation of the knowledge base. The literature
review itself was carried out with the ambition to answer the first two RQs and what
was believed to be the most important details have been compiled in Table 4.2.
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[30], [35], [41]. The legal aspects

Topic RQ1 - Challenges RQ2 - Mitigation

ISO 26262 Needs to specify predefined re- | Requirements should be dynami-

V-Model quirements [1], [10], [31]-[33]. The | cally added and adjusted in a more
procedure of how to validate the | flexible approach [29]. More re-
training set cannot be extracted | laxed specification of requirements
from the V-model [1]. A dedi- | [3]. Usage of testing in fixed geo-
cated standard for ML-based com- | graphical regions to make it easier
ponents built upon ISO 26262 does | to understand combinations of situ-
not exist [32]. ations and specify requirements af-

ter that [1].
Scenarios Function in with real-world percep- | Scenario-Based testing [35]-[39].
Simulations tion of the environment [3], [28], | Progressively add more scenarios

for a wide range of situations [1].

of verifying functionality and com-
plex infrastructure [2], [10]. Hav-
ing an incomplete set of scenarios
and proof of achieving complete-
ness [28]. Having the correct data
set [2]. Challenges with the scala-
bility of creating scenarios [36].

It is challenging to collect the cor-
rect data for vehicle traffic [29].

Data Validation Investigate characteristics and fol-
low a data collection process [1].
Testing the data directly and using
mathematical-based verification of
the input space [10]. Specification
requirements for the training set
and a data collection process [3],

[31).

Table 4.2: A table that includes topics connected with RQ1 and RQ2, presenting
a condensed summary of what literature says about V&V of ML software in the
automotive domain.

This cycle included extracting information from the company domain, mainly re-
garding the simulation system and data collection process with the goal of building
and later evaluating the model. The company had two main approaches to validate
the MPP algorithm:

o Uses a basic scenario-based approach to test the MPP implementation in their
simulation system. A vehicle travels from start to end, and unit tests compare
the predicted path with the path traveled.

» Displays the most probable path in real-time in the simulation client as a line
to visually verify the result.

4.3.3 Design Cycle

This cycle aims to create and evaluate the artifact by incorporating findings from
the two other cycles. Specifically, the artifact was created with a foundation from
the relevance cycle that included the company-specific environments, such as Traf-
ficWatch, together with the requirements. In contrast, the evaluation processes of
the artifact are mostly inspired by the Rigor cycle and its findings presented in
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Table 4.2.

The goal for this cycle was to build an initial version of the artifact serving as a
POC model, fully functional with the existing system and fulfilling the expressed
requirements. It is important to note that this iteration was not conducted to op-
timize the model’s predictive capabilities, which is why this section only consists of
high-level descriptions of the POC model. The model is a multivariate Random-
ForestRegressor that receives information about vehicle and segment attributes and
then predicts three output variables, as shown in Table 4.3, where features are in-
puts and labels are output values. Next, the potential segments are filtered based on
their distance from the prediction, and if any segment falls below a predetermined
threshold, that segment is returned. Communication with the component is handled
through a REST API. Figure 4.1 describes the overall structure and data flow of
the most relevant parts of the system, to provide a high-level understanding of how
the ML model is being served.

Name Used as
fromSegmentId | Ignored
fromRoadSize Feature
fromSpeedLim Feature
toSegmentId Ignored

toRoadSize Label
toSpeedLim Label
angle Label

Table 4.3: Table showing the data properties and how they were used to train the
model. The "Used as" column indicates whether the property was ignored (i.e., not
used in the training algorithm), used as a feature (input to the training algorithm),
or used as a label (output that the ML model will predict

D
—
RoutingDB
Road & vehicle data
) ) ~—
REST API [« »\VehicleService|« Routing
MPP Y
A
Road & vehicle data EXternal
Y ~
Simulation
MPP model )
environment
Training alidation
data data
A A
Data extraction

Figure 4.1: Figure illustrating the overall structure and flow of the relevant part of
the system. It includes the ML model calculating the MPP, the REST API serving
the ML model, visualization of the origin of routing in the simulation system, and
the layer where data extraction occurs. The arrows indicate the direction of the
flow.
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In this development phase, we focused on implementing a robust data collection pro-
cess, which proved crucial for effectively training and evaluating the model. Vehicle
movements were simulated using predefined routes sourced from routing databases.
This allowed essential data capturing, including vehicle positions and other relevant
vehicle information, which could then be logged and stored within the system. Later,
this data was extracted and divided into distinct sets for testing and training pur-
poses. This approach ensured that the models were trained on comprehensive and
diverse datasets, enhancing their accuracy and reliability in real-world scenarios.

4.3.4 Review and Evaluation of Artifact

The training data consisted of 5706 rows and the validation set was 520 rows. Each
row had 7 properties, which were either used as a feature, label, or ignored in the
training process of the model. Both toSegmentld and fromSegmentld were not used
in the model’s training but were still extracted from the simulation environment to
track how vehicles traveled between segments. Graphs on the characteristics of the
two data sets are shown in Figure A.1 and Figure A.5.

To provide information from the model in an understandable way, its predictions
were extracted and plotted, as seen in Figure 4.2. The model bases its decisions on
a combination of all three output values, but here they are presented each one in its
plot. The X-axis represents the true value while the Y-axis represents the predicted
values and the blue area is where 97.5% of the predictions end up. The plots aim
to provide a more intuitive representation of the models’ predictions, and can easily
be used when comparing the predictive capabilities between different models. These
plots also help when trying to identify anomalies in the data. As an example, in
this dataset, the vehicles seem to turn with an angle (in radians) close to 7 or less.
In our representation of the turning angle, this is a slight right turn. Since the data
was collected in an environment with right-hand traffic, it makes perfect sense to
assert that vehicles more often turn right than left, especially on larger roads. In
other environments, in left-hand traffic, for instance, this representation would not
make sense. These plots can then be used to identify assumptions made in the data
and graphically point them out.

Relation between true and prediction for RoadSize Relation between true and prediction for SpeedLim Relation between true and prediction for Angle
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Figure 4.2: ML model prediction on validation data. The blue area is where a
97.5% interval of the prediction is made and each predicted data point is a blue dot
with an opacity, which means that the darker the blue color, the more predicted
values lay on that coordinate.
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4.4 TIteration 2

Iteration had a distinct focus on adding to, improving, and refining the verification
and validation activities conducted in the initial iteration. This section systemati-
cally presents the activities and findings for each cycle.

4.4.1 Relevance Cycle

Based on the findings from the literature review, the activities in the relevance
cycle focused on explicitly specifying the context and environment in which the
model should be utilized. The first activity involved demonstrating the POC model
functioning in TrafficWatch and evaluating metrics from its prediction capabilities.
This demonstration confirmed the model’s ability to function within TrafficWatch
by predicting and visualizing the MPP but also underscored the need for additional
validation metrics to ensure model quality. Thus, a more focused approach was
adopted, involving visualization of specific scenarios, comparisons between models,
and showcasing the overall predictive capabilities of different models.

The initial model was trained on data covering various roads to generalize the prob-
lem as much as possible. This meant the simulated vehicles used to generate training
and validation data traveled through the city and sparsely populated environments.
To better align with customer demand, the model’s focus was refined specifically
for larger roads and highways. This consideration influenced the definition of the
scenarios.

The literature review highlights the complexity of crafting simulated scenarios due to
the environments in which the ML model operates. To develop meaningful scenarios
for visual validation of the model’s behavior, a more precisely defined scope was
established to reduce the number of scenarios. This approach allowed the definition
of scenarios closely resembling real-world traffic use cases, tailored to meet customer
demands. In Table 4.4, these scenarios are defined along with an ID, description,
and the expected behavior.

ID Scenario Description Expected Behaviour

TS1 | Vehicles approach a Driveway, and exit | Should predict the route out on the high-
onto the highway. way.

TS2 | Approaching a roundabout and drives out | Should predict out on the highway.
to the highway.

TS3 | Approaching an highway exit and exit the | Should predict that it is still going to the
highway. highway, but when the vehicle takes the

exit, a new prediction should immediately
be calculated and shown.

TS4 | A vehicle drives on a road where two exits | The model should predict the same road
is in is future path between A to B. The | and not predict the exits both of the times.
vehicle is not taking these exits but instead
drives on the same road.

Table 4.4: Table showing Test scenario identifier, description, and its intended
behavior. This shows how the scenarios are documented and defined.
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4.4.2 Rigor Cycle

In this cycle, additional literature was added to the knowledge base to cover more
of the topics that were missing from the literature review conducted during the first
iteration. Breck et al. [42] researched validating data when the system is deployed
and continuously trained using an ML pipeline. The authors split the data validation
steps into three different parts where each part has a distinct focus. The first part is
called single batch validation in which the authors aim to validate the daily batches
with training data that is used to continuously train the model. This is done by
using a data schema validation framework that alters the developers that a problem
has occurred somewhere in the data generation and that it should be investigated.

The second part of their data validation process is called Inter-batch validation and
aims to detect significant changes between different batches of data. This can both
be about two sequential batches of training data, but also a difference when the
(daily) training data is considered with the staging data that the model operates
on.

The third part is model testing, which focuses on finding mismatches between the
expected data and assumptions made in the training code. The authors [42] mean
that it is reasonable to assume that training code makes assumptions about the data
that is not explicitly expressed in the schemas from the previous stages. The unit
tests are based on fuzz testing and data can be randomly generated to adhere to the
limitations of the schemas.

Braiek and Khomh [43] aggregate findings from published papers regarding data
validation for ML models. The authors emphasize that the data is vital for a model’s
performance, and to test the quality of the data statistical metrics such as mean,
variance, and sum are used to detect significant differences between expectation and
the data.

Qi et al. [44] investigated the performance of ML models across various datasets
amidst injected errors. It reveals a consistent negative impact on model performance
metrics such as Precision, Recall, and F-measure due to error-prone data. The extent
of this impact varied based on error type and rate. Moreover, the study finds that
larger datasets mitigate the adverse effects of errors, advocating for the utilization
of large datasets to reduce the impact of data inaccuracies on model training.

4.4.3 Design Cycle

The second iteration of the design cycle focused on inputs from the relevance and
rigor cycle. From the relevance cycle the ML model needed to showcase how it acted
on specific scenarios and compare metrics to other models. The design cycle resulted
in three new ML models in addition to the one in the first iteration. The new models
were trained with the data set of other characters compared to the model from the
first iteration based on data from a routing database.

The first new model was based on randomly sampled data collected within some con-
straints to align with TrafficWatch. These constraints are explained in Table 3.3.
The second model was trained on data with characters following a normal distribu-
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tion with mean and standard deviation extracted from the routing database. The
third model was trained on data from the routing database but with manually added
noise. The character of these data sets is shown on graphs in Appendix A.

4.4.4 Review and Evaluation of Artifact

In this section, for each ML model, including the scenario result, prediction capa-
bilities, and the testing result inspired by Breck et al’s [42] research.

Scenario Results

The designed simulation scenarios were tested and evaluated with a visual represen-
tation of the MPP in TrafficWatch. This was done with actors from the company.
The description and behavior of each scenario are explained in Table 4.4 and its re-
sult is shown in Table 4.5. The importance of the scenario results is to observe how
different data sets used to train the ML model affect its prediction behavior, which
can be validated by running scenarios as a validation activity. By defining scenarios
that reflect real-world situations, you can validate the behavior of a software com-
ponent to determine if it can handle specific cases. The results show that different
data sets affect the test scenarios, which is crucial because it helps identify which
data sets and ML models are sufficient for a particular context. For example, our
scenario results indicate that none of the models were sufficient for the company’s
context, as TS3 failed. The fact that all models failed TS3 indicates that it requires
more careful examination. We identified two possible reasons for the failure: either
the data sets were insufficient for the ML model to generalize the intended behavior
of the scenario, or the scenario itself is poorly designed and needs to be modified.
This result is significant because the functionality of the software component must
be validated and verified before being used in real-world applications, especially in
the safety-critical automotive domain.

Prediction Capabilities

To evaluate the prediction capabilities of the ML model in iteration 2, the the-
sis showcases this in the same manner as in the first iteration. This is achieved
by presenting various ML models trained on different datasets and observing their
performance on validation data.

The Random Sampled data set makes poor predictions on validation data. The
model cannot make feasible predictions on unseen data to provide the most probable
path. Different features yield various predicted values, as illustrated in graphs in
Figure B.1 depicting its behavior on validation data.

Investigating the prediction capabilities of an ML model trained with the normally
distributed data set resulted in reasonable outcomes. The model predicts that a ve-
hicle will travel on a road with a higher speed limit and a moderate angle. However,
it tends to predict that the road size is small, which is not preferable according to
the company’s requirements for the MPP functioning. This could be validated by
examining the plot shown in Figure B.2.
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Data set Scenario Result
Random sampled TS1 Failed.
TS2 Failed. Predicting more rounds in a roundabout.
TS3 Failed. Predicting nothing, not the exit and not the high-
way.
TS4 Failed. Predicting just to the exit and nothing after.
Normal TS1 Passed
distributed
TS2 Failed. Predicting the wrong exit.
TS3 Failed. Predicting nothing, not the exit and not the high-
way.
TS4 Passed.
From route TS1 Passed.
database
TS2 Passed.
TS3 Failed. Predicting nothing, not the exit and not the high-
way.
TS4 Passed.
Added noise TS1 Passed.
TS2 Passed.
TS3 Failed. Predicting nothing, not the exit and not the high-
way.
TS4 Passed.

Table 4.5: Table of how the MLL model was performing on scenarios from Table 4.4
when it was trained with certain types of data.

When using data from a routing database, the model exhibits good prediction ca-
pabilities on the validation data. The model prefers turns with small angles and
predicts larger road sizes with higher speed limits, as illustrated in Figure B.3. This
aligns with the company’s requirements, but there is a high risk of overfitting and
alignment only with the company’s specific context.

As the routing database demonstrates good prediction capabilities, there may be
bias in the results due to the structure of the validation data. Therefore, the thesis
also trained a model using data from a router database with manually added noise.
The prediction capabilities of this model are shown in Figure B.4, which, compared
to Figure B.3, predicts wider angles, larger road sizes, and higher speed limits.
Additionally, it predicts fewer out-of-distribution results for road size and speed
limit.

Unit- and Schema Testing

The artifact evaluation process was in this iteration with a distinct focus on data
validation. Since many of the papers in the knowledge base highlighted this topic, it
was natural to explore data validation more thoroughly. In line with the approach
used by Breck et al., [42], data schemas for both training data and API calls were
added to the component, which can be found in Figure C.1. This implied that
the system automatically checked the validity of the data to ensure that the model
trained on data that meets the expectations.

In addition to schema validation, unit tests were created with inspiration from the

32



4. Results

third step of the Breck et al. [42] data validation process and Tambon et al. [10].
Data was here generated from the schemas to ensure that they were coherent with

the requirements and functionality of the model. An overview of the test cases can
be found in Table 4.6.

Test Input(s) Expected Result
test having correct headers data-sets * fromRoadSize’, ’fromSpeedLim’, Passed
‘toRoadSize’, 'toSpeedLim’, with-
Angle’.

test angle data having correct data-sets * 0 < Angle < 3.146 Passed
intervals.
test from road size data having data-sets * Integer between 1-5. Passed
correct intervals and type.
test from speed limit data having data-sets * A number between 10-150. Passed
correct intervals
test that road size data having data-sets * Integer between 1-5. Passed
correct intervals
test that speed limit data having data-sets * A number between 10-150. Passed
correct intervals.
test noise model makes multiple Noise ML model. Multiple road choices** Passed
outputs.
test normal distributed model Normal distributed ML model. Multiple road choices** Passed
makes multiple outputs.
test random model makes multiple Random ML model. Multiple road choices** Failed
outputs
test router database model makes Router database model Multiple road choices** Failed
multiple outputs
test noise model out to highway FromRoadSize = 2, From- Highway prediction output *** Passed
scenario SpeedLim = 80 & ToRoadSize

= 1, ToSpeedLim = 100
test normal model out to highway FromRoadSize = 2, From- Highway prediction output *** Failed
scenario SpeedLim = 80 & ToRoadSize

= 1, ToSpeedLim = 100
test random model out to highway FromRoadSize = 2, From- Highway prediction output *** Passed
scenario SpeedLim = 80 & ToRoadSize

= 1, ToSpeedLim = 100
test rdb model out to highway FromRoadSize = 2, From- Highway prediction output *** Passed
scenario SpeedLim = 80 & ToRoadSize

= 1, ToSpeedLim = 100

* All data-sets that is shown in Appendix A.
**  Multiple road choices which are roadSize and speedlimit as [[1,90], [1,100], [2,80], [2,90], [2, 100]], when it comes from
[3,80]. The result should include at least 4 options.
*** 0.9 < Predicted roadSize < 1.1 & 91 < Predicted speedlim < 109.

Table 4.6: Unit and behavior tests for the ML component.

4.5 Iteration 3

This section will cover the final iteration of the DSR where the focus was to provide
a final artifact to the company, which will include the ML model and the V&V
activities.

4.5.1 Final MPP ML Model

The final MPP model utilized a supervised Neural Network machine learning ap-
proach with training data derived from a routing database in TrafficWatch. By
examining the plot depicted in Figure 4.3 alongside those from iteration 2, it be-
comes evident that the predictions are slightly more condensed compared to earlier
iterations. The model aligned with the company’s requirements, and passed the
required scenarios and tests, thus becoming the final model for the thesis.
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Figure 4.3: An illustration of how the neural network model performs on validation
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data, where the blue area shows where 97.5% of the prediction takes place.

4.5.2 Validation & Verification

This artifact was evaluated by activities inspired by the two previous iterations of
the thesis. In this iteration, a compiled and bundled approach to the activities was
made for the V&V of the entire artifact. Figure 4.4 explains the high-level structure
of the system and how different components interact. The numbers on the arrows

represent a V&V activity and are further explained in the following list:

/

/ Artifact \ TrafficWatch \
Test Road & vehicle data
REST API Road & Vehicle daia, » VehicleService
Componen ’7
(1) Road & vehicle data (6)
2)_:‘—| l—)
y (6) |
Evaluation €—  Neural Network J Simulati
Component imu ation
environment
A
Actor \ /
Training |Validation
)4 data data

/

Figure 4.4: Figure describing the final version of the artifact interacting with
TrafficWatch. The numbers in the figure illustrate where different V&V activities for
the artifact took place. The V&V activity numbers are mapped to the enumerated
list under subsection 4.5.2.

(1) Data Schema Testing: A verification process that ensures that the road and
vehicle data have the correct structure and fall within the boundary values.
This activity ensures that requests and responses are handled correctly.

(2) Unit Testing: A verification process that ensures that the expected behavior
of the functions in the ML model (a Neural Network for the final iteration) is
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working correctly.

Data Characteristics: A verification activity that includes generating plots
for the data characteristics to provide a visual understanding of how the ML
model is trained.

Prediction Capabilities: Verification activity involves visually demonstrat-
ing the prediction capabilities of the ML model to understand how it predicts
the given problem.

Visual Scenario Testing: A validation activity that involves an actor visu-
ally inspecting TrafficWatch to assess if the MPP algorithm works as expected
on predefined scenarios.

TrafficWatch Specific Tests: When modifications are made to the com-
pany’s existing system, tests need to be run to verify that the existing system
functions as intended.
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Discussion

This chapter is dedicated to discussing the results obtained from the DSR. It is
organized by first delving into the main findings and the company-specific findings.
Following this, each research question is addressed, and the results are analyzed and
discussed.

The main findings of this study are, firstly, that there are no suitable dedicated stan-
dards for ML software development in the automotive domain. Secondly, there is a
lack of literature addressing concrete V&V activities of ML software in the automo-
tive domain and illustrating how they assure their software’s correctness. Moreover,
challenges for V&V of ML components exist, with the main ones being: the diffi-
culty of specifying requirements in advance for an ML component [1], [10], [31]-[33],
the need to reflect real-world perception [3], [28], [30], [35], [41], and the challenge
of collecting appropriate data for the ML model [2]. Furthermore, some high-level
concepts are presented in the literature for mitigating the challenges mentioned
above. These include adopting a dynamic approach to specifying requirements [29],
utilizing scenario testing [35]-[39], and thoroughly investigating data characteristics
to ensure the collection of appropriate data and creating requirements for the data
collection process and the data itself [1], [3], [31].

There are some areas in the literature that align with the findings from the company.
Firstly, defining specific requirements in advance for the MPP was not feasible due
to the complexity and the numerous aspects to specify. Since the company clearly
understands the goals and expected overall behavior of the algorithm, their expertise
can be used to formulate scenarios for scenario testing, making it an appropriate
validation method. The visual nature of scenario testing provides the company with
a deeper understanding of how the model might function in a real-world setting.
It also complements their unit testing of the model, which has proven to be both
inefficient to create and insufficient for supporting the overall quality assessment of
the model.

RQ1: What challenges exist when validating and verifying supervised
Machine Learning models used in connected vehicles in a safety-critical
context?

The initial RQ focused on investigating the challenges that follow V&V processes in
ML development for the defined scope. The results show the need for refinement of
existing standards and V&V processes. Many papers focus on the ISO 26262 stan-
dard and the V-model, stating that these processes are more suited for traditional
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software development than ML and its implications on the development process.
Mainly because these processes and standards rely on general software engineering
principles, such as stating requirements in advance. Literature states that specifi-
cations in ML development differ substantially, and hence they cannot be extracted
directly from the V-model [1], [30]. ML models also tend to be complex components,
meaning it can be difficult to utilize traditional testing methods such as equivalence
partitioning testing for verification. The non-deterministic nature of many models
also impacts the assessment of test results in contrast to current standards and pro-
cesses, as we cannot be sure of receiving the same results each time the tests are
run [1], [41].

Based on the nature of ML algorithms, data is vital which raises concerns in the
literature on how to collect and assess the quality of the data sets used in the
training phase of the model. Subsequently, the need for simulation-based testing and
the challenges that follow with scenario creation and assessment were highlighted.
This topic was considered a major concern especially in the AD domain since the
complexity of scenarios aims to represent the complexity of the real world.

Assessing the literature about the current challenges in this domain provides a basic
understanding of what topics need to be assessed when performing V&V on an ML
component. The complexity of an ML model arises from its construction using
numerous building blocks within the training algorithm, making it challenging to
interpret the flow and decision-making of the model. This is important to highlight
and be mindful of when developing ML components.

The challenge in the data collection process arises from the strong dependence of
an ML model on data, necessitating strict requirements for systematically defining
the collection process. This also extends to the evaluation process of ML models in
the automotive domain, as relying solely on prediction capabilities is insufficient for
safety-critical systems. The overall significance of these observed challenges lies in
identifying the gaps in existing processes, paving the way for the ML development
of a comprehensive common standard that the automotive industry can adopt.

The relevance of the findings lies in their application to the development of ML
models across a broad spectrum within the automotive domain. This is particu-
larly important in safety-critical contexts, such as in the development of ADAS and
AD technologies. Our findings emphasize the absence of dedicated standards re-
garding requirements specification and scenario testing for ML development in the
automotive domain.

RQ2: What methodologies and techniques exist to mitigate the chal-
lenges of validating and verifying supervised predictive Machine Learn-
ing models used in connected vehicles to enable accurate safety-critical
information delivery?

The primary recommendations for mitigating the challenges identified in RQ1 pri-
marily revolved around three key areas: specification or requirements creation, sce-
narios, and visual validation, and data collection and data validation. The issue of
specifying requirements and specifications in advance can be alleviated through the
adoption of a more dynamic and iterative approach. Emphasizing the incorporation
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of ML component specifications into the dataset utilized for model training under-
scores the importance of domain expertise, a systematic data collection approach,
and a thorough data validation process. Domain knowledge also plays a crucial role
in the creation of simulation scenarios to cover the most vital and common use cases.

One major challenge identified in the initial research question pertains to establishing
trust in the model and its predictions. Through a systematic approach to data
collection and data validation, together with a visual display of its predictions, the
study suggests that the interpretability of the model can be increased. This implies
that with a rigorous data validation process in place, stakeholders can have greater
confidence in the reliability and accuracy of the model’s outputs.

Related studies on this topic often highlight the type of quality assurance required to
enhance trust in ML components. However, they often hesitate to propose specific
activities to achieve this goal. In contrast, this study diverges by systematically doc-
umenting challenges and, within the domain of ML, endeavors to identify and suggest
actionable activities to address them. The activities mentioned at the beginning of
the discussion section include using a dynamic approach to adding requirements,
utilizing scenario testing, and adopting a systematic approach to data requirements
and tests on the data.

It is important to note that establishing trust in a model is a multifaceted process
that goes beyond data validation and interpretability alone. While these factors are
undoubtedly important, trust in the model is also dependent on factors like model
performance, accountability, and the alignment of model outputs with stakeholders’
expectations and objectives. Therefore, a more holistic approach to addressing trust-
related challenges may be necessary.

RQ3: How can the performance of an ML component predicting the
Most Probable Path be verified and validated in the context of delivering
safety-critical information?

The focus of this RQ has been to propose, execute, and analyze various tools and
methods to ensure that an ML component works as intended. By leveraging the
knowledge base, several activities have been proposed and implemented throughout
the process. Some of the identified techniques used for V&V in this thesis have been
evaluated using models trained with different datasets. The results obtained under-
score some of the findings from the literature review, emphasizing the importance
of specifying requirements for the training data and utilizing scenario testing as a
validation method. As an extension to that, this thesis highlights the necessity of
visualization, both regarding data characteristics and a model’s predictive capabil-
ities to mitigate the complex nature of ML models, since it helps understand how
the ML model behaves.

Simulations and simulated scenarios were another well-documented approach on how
to validate ML components, especially within the automotive domain. Even if the
artifact is not directly connected to AD/ADAS, as the literature often was related to,
this thesis work could provide a practical example of how to create, focus, and eval-
uate scenarios. This was proven to be particularly effective when validating different
models. The primary significance of the findings lies in the application of suggested
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mitigation methods derived from existing literature into practical contexts, where
they can undergo assessment and evaluation by domain experts. Notably absent
are concrete examples of V&V procedures for ML components within the context of
ADAS and AD. This thesis aspired to bridge this gap by combining practices from
the fields of ML and automotive engineering.

One unexpected result emerged in the scenario testing during iteration 3, showing
that all models failed TS3. This outcome helps the company identify potential real-
world situations where the model may struggle, allowing them to act accordingly.
It is worth discussing the importance of designing scenario tests correctly and inter-
preting the results carefully. Notably, the ML model trained on a dataset with 10%
noise produced as many correct scenarios as the data from the routing database.
This indicates that lower-quality data, which yielded poorer prediction capabilities,
performed equally well on the set of scenario tests.

This thesis utilized visual assessment to validate simulated scenarios where different
model was deployed. The difference in results between different models proves that
this visual evaluation could be used as an effective validation tool. However, it is
important to note that this type of evaluation is always subject to personal bias
and in some situations also dependent on the system’s environment and how the
scenario has been designed.

5.1 Threats to Validity

This section aims to identify possible threats in the findings of this thesis and it is
categorized into internal- and external validity.

5.1.1 Internal Validity

The internal validity of the findings in the thesis is questionable due to potential
biases resulting from collaboration with a company that creates a contrived setting
for the study. The company’s involvement may influence the findings to align with
their product, thus potentially compromising objectivity in addressing customer
satisfaction. The recommendation to visually display the MPP and use simple
scenario testing aligns with existing literature. However, it is worth noting that
these studies often use more complex infrastructure when designing scenarios, which
could impact the findings. This thesis still maintains that visually validating the
output of an ML component aids in validating its functionality. We believe this
effect will extend to other automotive contexts as well.

Additionally, the findings may be limited to TrafficWatch and its ability to simulate
vehicles, neglecting other simulation systems in the automotive domain with differ-
ing underlying infrastructures. To address this limitation, it’s crucial to consider two
factors: firstly, the developed ML component in this thesis is an outsourced compo-
nent communicating solely with TrafficWatch, thus remaining isolated and usable
independently. Secondly, most simulation systems utilizing geographical maps, typ-
ically rely on fundamental concepts outlined in the background, such as weighted
graphs with nodes and edges, suggesting at least some degree of commonality across
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systems. This is still important to mention since this study’s results might not apply
to all simulation systems.

5.1.2 External Validity

Generalizability is a well-known concern when conducting research within a clearly
defined setting, as has been the case in this thesis work. Given that DSR was chosen
as the research methodology, there has been a distinct focus on providing findings
that are applicable beyond the confines of the company. The artifact developed is
specifically tailored and integrated to support the company’s needs and is consid-
ered to have low or no generalizability, as its implementation details and data are
proprietary to the company.

In contrast to the artifact, the V&V processes presented and implemented through-
out this thesis could be considered general and relevant for ML purposes, V&V
activities, and other implementations in the safety-critical domain. However, it is
important to note that these activities, such as scenarios, are not designed to be
directly applicable to other settings without modification to suit the specific needs
of those settings.

Another factor that influences the findings of the thesis is related to the chosen
methodology, DSR, which was selected due to the nature of the research questions
and the real-world industry problem. This study takes place in a natural setting
influenced by the company. Conducting this kind of research affects the results since
there might be confounding organizational factors that influence the outcomes, and
there is a lack of generalizability in the results [23]. Therefore, there is a risk that
some findings might not be relevant in other similar settings. For example, the
discussion about how visual aids will help validate ML software in a safety-critical
context might only be relevant to the company or only for ML software that includes
a simulation environment related to GIS.

5.2 Future Work

While this study has provided insights into V&V challenges for ML models in the
automotive domain, we have identified several possibilities for further investigation.
As previously mentioned in subsection 5.1.2, this study was carried out in a natural
setting with the company, risking confounding factors and generalizability. Future
studies could expand this by further generalizing the activities suggested in this
study to provide extended value to this and closely related research fields. One
suggestion is to examine a more general process to create scenarios from high-level
specifications on the software component.

This study has investigated challenges with existing processes and standards in the
automotive domain. With the continuation of increasingly autonomous vehicles, this
subject will be more relevant in the upcoming years. Since this study focused on
identifying challenges within ML development in the automotive domain, we suggest
that future research provides concrete suggestions for refining current standards and
development processes to align with this domain.
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Another interesting and active area of research is Machine Learning Operations
(MLOps), which focuses on the maintenance and deployment of ML models. We
believe that several of the V&V activities suggested in this study, especially data val-
idation and scenario-based testing, are well-suited for inclusion in MLOps practices.
Therefore, it would be interesting to see a continuation of this study by extending
the scope towards MLOps.
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Conclusion

The initial objective of this thesis was to investigate the most critical challenges for
validating and verifying machine learning components in the automotive domain.
Subsequently, this design science research aimed to provide practical examples of
how to mitigate the identified challenges in a real-world setting by using activities
identified in the literature. A predictive most probable path machine learning algo-
rithm was developed and served as the artifact and objective when performing the
validation and verification activities.

The results show that there is currently no common suitable process for verifying
and validating a machine learning component in the automotive domain. Addition-
ally, traditional software development standards and processes need to be updated
to better suit machine learning development in a safety-critical environment, par-
ticularly supporting a more dynamic approach to requirements elicitation and not
having all requirements specified in advance. This study emphasizes the necessity of
understanding data characteristics for evaluating the structure and predictive abil-
ities of machine learning models. Such comprehension is crucial for demystifying
the decision-making processes within these models, thereby tackling their inherent
complexity and the machine learning model’s dependency on data. Additionally,
the study underscores the critical role of domain knowledge in the validation and
verification phases, particularly in the formulation of requirements and validation
scenarios.

By presenting an artifact created in a real-world context, this study contributes to
academia by highlighting one practical attempt to address challenges found in the
published literature. The results provide industry practitioners with examples of
conducting validation and verification activities for machine learning components,
drawing on resources from both the automotive and machine learning literature.
The study evaluated the artifact in a natural setting, showcasing the results of
validation and verification activities and their relation to different datasets with
various characteristics. To provide deeper insights into the automotive and related
domains, we suggest that future studies explore these activities in a more general
setting.
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Data set Characteristics

The following appendix section shows graphs of the training data characteristics.
These data sets were used to train the ML models that is shown in the result

section.

toRoadSize - Data Distribution vs Normal Distribution toSpeedLim - Data Distribution vs Normal Distribution withAngle - Data Distribution vs Normal Distribution
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Figure A.1: Training data sampled from a routing database. The red line is the
probability density function for the data.
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Figure A.2: Randomly sampled training data within the data boundaries. The
red line is the probability density function.



A. Data set Characteristics

toRoadSize - Data Distribution vs Normal Distribution

toSpeedLim - Data Distribution vs Normal Distribution

withAngle - Data Distribution vs Normal Distribution

16
) i ii ii i
210

3

2

T

8

Zos

2

2

2

B I I| I| I
04 I I
0.2

0.0 II

25 35

toRoadsize

Probability Density

20 40 60 80 100 120 140

toSpeedLim

Probability Density

125

150 175 200 225 250 275 3.00

withAngle

Figure A.3: Training data sampled from a normal distribution with respect to the
data boundaries. The red line is the probability density function.
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Figure A.4: Training data generated from the routing database with noise. The
red line is the probability density function.

toRoadsSize - Data Distribution vs Normal Distribution

toSpeedLim - Data Distribution vs Normal Distribution

withAngle - Data Distribution vs Normal Distribution

35 i
30 I
25 -

] || I

]

2

8 20

=

3

E

8 15

l || I
) i || I
) M
0.0

3.0
toRoadsize

Probability Density

e
o

e
Iy

e
IS

e
S

o
=
@

50 60 70 80 110

toSpeedLim

40 %0 100

Figure A.5: Validation data characteristics.

IT

Probability Density
IS

0.0 1.0 15 2.0 2.5 3.0

withAngle



Prediction Capabilities

Below are graphs on the prediction capabilities of the different data sets. The blue
area is where the 97.5% of the prediction is made.
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Figure B.1: Prediction capabilities of an ML model
randomly distributed data.
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Figure B.3: Prediction capabilities of an ML model that has been trained with
router database data.

35+

3.0 q

Predicted RoadSize

15

1.0

Relation between true and prediction for RoadSize

Relation between true and prediction for SpeedLim

Relation between true and prediction for Angle

Iy
o

~
o

3.0+
110 1 -
[ 100 2.54
(1] ?
o |
° < £ 94 Y -
5 Boa “ 0 @ 2.0
o 3 s
801 * 2
‘% o (] <
° ] 2
° H g 154
£ 70 s
° -] [ £
L o0 ° [3 ° -t
° (3 104
°
4 L
50 & om
° 0.51
24 s > -
L] -
10 15 20 25 30 35 40 45 50 4 50 60 70 8 9 100 110 0o 05 10 15 20 25 30

True value for Roadsize

True value for SpeedLim

True value for Angle
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router database data, but with added random noise.
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C

Validation Schemas

In this part of the appendix are JSON formatted schemas that were used to validate
the structure of the data, response, and requests for the ML model.



C. Validation Schemas

"type": "object",
"properties": {

"fromRoadSize":

{"type": "integer", "minimum": 1, "maximum": 5},
"toRoadSize":

{"type": "integer", "minimum": 1, "maximum": 5},
"fromSpeedLim":

{"type": "number", "minimum": 10, "maximum": 150},
"toSpeedLim":

{"type": "number", "minimum": 10, "maximum": 150},
"withAngle":

{"type": "number", "minimum": O, "maximum": 3.1416}

}, "required": [
"fromRoadSize", "toRoadSize",

"fromSpeedLim", "toSpeedLim", "withAngle"

Figure C.1: JSON schema for validating the data sets statically.

"type": "object",
"properties": {

"fromRoadSize": {
"type": "integer",
"minimum": 1,
"maximum": 5

3,

"fromSpeedLim": {
"type": "number",
"minimum": 10,
"maximum": 150

}

}, "required": ["fromRoadSize", "fromSpeedLim"]

Figure C.2: JSON schema for validating the request when calling the API service.
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