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Abstract

This thesis investigates how an industrial company’s intellectual property (IP) strat-
egy transforms when a legacy physical product is digitally retrofitted and connected
to digital ecosystems. Grounded in Industry 4.0, the Internet of Things (IoT), and
servitization, the thesis provides an empirically grounded transformation map (gap
analysis) of how value creation and appropriation shift from a pre-digital, artifact-
centered era, where patents and design rights were primary, to a post-retrofitting
context in which control over data, software, algorithms, interfaces, and relationships
becomes increasingly essential. The thesis is based on an abductive exploratory case
study in a European context. The empirical material consists of 29 semi-structured
interviews with employees at the case company, across R&D, Strategy, Sales, and
Law/IP.

The findings show that real-time access to product-generated data, together with in-
sights derived from it, becomes a central asset. These capabilities enable new services
such as predictive maintenance and support emerging business models based on sub-
scriptions, leasing, and outcome-based agreements. At the same time, retrofitting
introduces additional risks, particularly related to cybersecurity, brand reputation,
and difficulty detecting digital IP intrusions. Traditional IP remains important as a
foundational layer, signaling reliability and regulatory compliance. Meanwhile, new
digital assets are increasingly complemented by trade secrecy, contractual agree-
ments, and control over APIs, standards, and data access to manage new ecosystem
dependencies and reduce the risk of disintermediation. The thesis also finds im-
plications for a hybrid, layered IP strategy for digital retrofitting, in which formal
IPRs and IP mechanisms jointly support appropriability across the physical and
digital layers. Furthermore, it highlights the tension between regulatory demands
for data sharing, such as those introduced by the Data Act, and the strategic need to
maintain exclusivity. This tension underscores the importance of carefully designed
contractual agreements, classification of trade secrets, and technical access controls
to ensure appropriability and long-term competitiveness as new and established ac-
tors compete for control of the customer interface. The main changes between the
pre- and post-digitalization eras of IP strategy are synthesized and summarized in
an overview table, providing a structured representation of the thesis’ key findings.

Keywords: Intellectual Property Strategy, Digital Retrofitting, Digital Ecosystems,
Internet of Things (IoT), Servitization, Appropriability Regimes
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Digital Ecosystem
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Digital Retrofitting

Hybrid IP Systems

Intellectual Property

Intellectual
Rights

Property

Internet of Things (IoT)

Legacy Product

Servitization

An innovator’s ability to capture profits from inno-
vation is influenced by technological characteristics
and the effectiveness of legal and non-legal protection
mechanisms.

Assets needed to commercialize an innovation (e.g.,
manufacturing, marketing, service); categorized as
generic, specialized, and co-specialized.

A set of firms linked by a shared digital technology to
enable product or service innovation.

A software-based infrastructure that enables the inte-
gration of services, data, and external actors, acting
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digital ecosystems.

Adding digital technologies (software, connectivity,
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abling digital retrofitting and real-time insights.

An older-generation product is still used or sold due
to compatibility, cost, regulation, or customer depen-
dence.

Shifting from product sales to product-service offer-
ings and outcome-based models enabled by connec-
tivity and data.

X1






Contents

List of Acronyms ix
List of Key Definitions xi
List of Figures xvii
List of Tables xix
1 Introduction 1
1.1 Background . . . . . .. ..o 1

1.2 Prior Research . . . . . . ... ... .. ... ... 1
1.3 Problem Statement . . . . . . . ... ..o 3
1.4 Research Aim . . . . . . . . . . ... 4
1.5 Research Questions . . . . . . . ... . .. ... ... ... ... 4

1.6 Scope & Delimitations . . . . . . .. . ... ... 4
1.7 Thesis Outline . . . . . . . . . ... 5

2 Theoretical Framework 7
2.1 Intellectual Assets & Intellectual Property . . . . . ... ... .. .. 7
2.1.1 Intangible Assets & Intellectual Assets . . . . .. . .. .. .. 7

2.1.2 Intellectual Property . . . . ... ... ... ... .. ..... 8

2.1.3 Intellectual Property Theft . . . . . . . ... .. ... ... .. 8

2.2 Intellectual Property Rights . . . . .. .. .. ... ... ... .... 9
221 Patents . . . ... 9

2.2.2 Copyrights . . . . . ... 10

223 Trademarks . . . . . . ... oL 10

2.2.4 Trade Secrets . . . . . . ... 11

2.2.5 Design Rights . . . . ... ... oo 13

2.2.6 Database Rights . . . . .. .. ... ... ... 13

2.3 Digitalization & Regulatory Environment . . . . . . . . . ... .. .. 14
231 TheData Act . . . . . . . . ... 14

2.3.2 The Data Act & Trade Secrets . . . . . . . .. ... ... ... 14

2.4 TP Strategy . . . . . . . 16
2.4.1 Patent Strategy . . . . . .. ... oo 16

2.4.2  Strategic Disclosure . . . . . . .. ... 17

2.4.3 SeCrecy . . ... 18

244 IP Modularity . . . . . ... ... 19

xiii



Contents

Xiv

245 IP Disassembly . . . . ... ... ... oL
2.4.6 Patent strategy in Multi-Invention Context and Ecosystems
2.5 Appropriability Regimes . . . . . . .. ...
2.5.1 Complementary Assets . . . . . . . . ... ... ... ... ..
2.5.2  Appropriability Regimes in the Digital Environment . . . . . .
2.6 Industry 4.0 . . . . ..
2.6.1 Digital Transformation of Industrial Firms . . . . . . . . . ..
2.6.2 Internet of Things (IoT) . . . ... ... ... ... ... ...
2.6.3 Digital Ecosystems . . . . . .. ... ... L.
2.6.4 Digital Platforms . . . . . ... ... 0oL
2.7 Servitization & Business Model Transformation . . .. ... ... ..
2.7.1 Product-Service Systems . . . . . ... ...
2.7.2 Anything-as-a-Service . . . . . ... .. ... ...

Methodology

3.1 Research Design . . . . . . . . .. ... .
3.1.1  Description of the Case Company and Product . . . . . . . ..
3.1.2 Data Collection . . . . . .. ... ... ... ... ... ...
3.1.3 Sampling . . .. ...

3.2 Analysis of Method . . . . . . .. ... .o

Empirical Findings
4.1 What New Intellectual Property Emerges with the Introduction of

4.1.1 Data & Insights as Core Assets . . . . . ... ... ... ...
4.1.2 Digital Functionalities as New IP Assets & Risks . . . . . ..
4.1.3  Shift Toward Contracts, Secrecy, & Ecosystem-Based Control
4.2  How does Digital Retrofitting Change the Role of Existing IP? . . . .
4.2.1 From Core Protection to Foundational Layer . . . . . . . . ..
4.2.2  From Artifact Protection to Access & Risk Governance . . . .
4.2.3 Changing Enforcement Mechanisms in Digital Contexts . . . .

4.3 How do Evolving Ecosystem Interdependencies Influence Intellectual
Property Strategy? . . . . . . . ...
4.3.1 From Linear Value Chains to Blurred Roles and Strategic Un-
certainty . . . . . . .o Lo
4.3.2  From Linear Value Chains to Ecosystem Complexity . . . . .
4.3.3 Contracts & Data Governance in Ecosystems . . . . . . . . ..

4.4  How does Digital Retrofitting Drive firms to Reconsider the Relation-
ship Between their [P Strategy and their Business Model? . . . . . .
4.4.1 Shift Toward Service- & Data-Based Value Capture . . . . . .
4.4.2 Interoperability Trade-offs & Adoption Constraints . . . . . .

Analysis
5.1 What New Intellectual Property Emerges with the Introduction of

5.1.1 The Application, Ownership, and Access to Data . . . . . . .
5.1.2 Trade Secrets in Relation to Digital Assets . . . . . . . .. ..



Contents

5.1.3 Contracts as Core IP Governance Mechanisms in Digital En-
vironments . . ... ... Lo

5.2 How does Digital Retrofitting Change the Role of Existing IP? . . . .
5.2.1 Digital Complementary Assets & Value Enhancement . . . . .
5.2.2 The Power and Risk of Trademarks . . . . . . ... ... ...
5.2.3 The Role of Hardware Patents in Digital Contexts . . . . . . .

5.3 How do Evolving Ecosystem Interdependencies Influence Intellectual
Property Strategy? . . . . . . . ..
5.3.1 Third-Party Modules in Platforms & Responsibility . . . . . .
5.3.2 Interoperability, Standards & IP Dependencies . . . . . . . . .
5.3.3 Evolving Partnerships & Strategic Dependencies . . . . . . . .

5.4 How does Digital Retrofitting Drive firms to Reconsider the Relation-
ship Between their IP Strategy and their Business Model? . . . . . .
5.4.1 Business Model Transformation & Customer Value . . . . ..
5.4.2 IP Governance in Product-as-a-Service . . . . ... ... ...
5.4.3 Product-as-a-Service and Mechanical Patents . . . . ... ..
5.4.4 Implications of Platform-Based Development for IP . . . . . .
5.4.5 Interdependencies of Digital Assets . . . . .. .. ... .. ..
5.4.6 Organizational Readiness and Urgency for Digitalization
5.4.7 Threats & Competition from New Digital Entrants & Estab-

lished Actors . . . . . . . . ..

6 Conclusion
6.1 Answer to Research Question 1: What New Intellectual Property

6.2 Answer to Research Question 2: How does Digital Retrofitting Change
the Role of Existing IP? . . . . . . . . ... ... .. ... ... ..
6.3 Answer to Research Question 3: How do Evolving Ecosystem Inter-
dependencies Influence Intellectual Property Strategy? . . . . . . ..
6.4 Answer to Research Question 4: How does Digital Retrofitting Drive
Firms to Reconsider the Relationship Between their IP Strategy and
their Business Model? . . . . . . . ... ... L
6.5 Answer to the Main Research Question: How does a Firm’s Intellec-
tual Property Strategy Change when a Legacy Product is Retrofitted
to Digital Ecosystems? . . . . . . . . ... ... L
6.6 Overview of Changes from Before- and After Digital Retrofitting for
IP Strategy . . . . . . . .

7 Research Contributions and Future Research
7.1 Contribution of Research . . . . . . . . . . . . ... ... ... ...,
7.2 Research Limitations . . . . . . . . . . . . . ... ... .. ...
7.3 Suggestions for Further Research . . . . . . . .. .. ... ... ...

References

A Appendix - Interview Guide

XV



Contents

Xvi



2.1

2.2

2.3

5.1

0.2

2.3

5.4

List of Figures

Visualization of the relationship between Intellectual Assets, Intellec-
tual Property, and Knowledge. . . . . . . . . . ... ... ... ...
Comparison of a (a) Modular structure and an (b) IP-Modular struc-
ture, where A and B elements are under distinct IP status. From
(Henkel et al., 2013, p. 69) . . . . . . . . ... ... ...
The main types of product-service system, with main- and subcate-
gories. From Tukker (2004). . . . .. . ... ... ... ... ...

Governance-based control of trade secrets in digital environments.
The figure illustrates how value from data is protected through lay-
ered governance mechanisms, where contractual, technical, and orga-
nizational controls restrict access and usage under external pressures
such as the Data Act and ecosystem data sharing. . . . . . . ... ..
Summary of the limits of patenting digital inventions in retrofitting
contexts. . . ... L Lo
Overview of the interdependencies between different digital assets in
digital retrofitting, from the IoT device attached to the industrial
product to data collection and processing, and lastly, insights and
application of the insights. . . . . . . .. .. ... .. ... ... ...
Overview of the threat from new digital entrants compared to estab-
lished actors, and its implications for IP strategy. . . . . . . ... ..

73

Xvil



List of Figures

xviii



2.1

3.1

5.1

6.1

List of Tables

Factors Affecting the Patent-Secrecy Choice, from B. Hall et al. (2014,
p. 390). Modified. . . . . . ..o 12

Interview information . . . . . . . . . ... 33

Ecosystem Control Points: Value Creation, Risks, and IP/Gover-

nance Responses . . . . . . ... Lo Lo 66
Overview of IP and mechanisms before and after digitalization: op-
portunities and risks . . . . ... Lo Lo 83

Xix



List of Tables

XX



1

Introduction

This chapter introduces the background to the research, what earlier research has
suggested, and what will be investigated, along with an overview of the thesis outline.
Further, the project’s delimitations and scope are presented to provide a deeper
understanding of the context in which the thesis operates.

1.1 Background

Industry 4.0 is reshaping the competitive landscape. Being part of the digital world
is becoming a necessity for remaining competitive, creating challenges for industrial
firms specialized in tangible products (Verhoef et al., 2021). Digital enablers such
as the Internet of Things (IoT), Big Data, Artificial Intelligence, and the growing
adoption of Anything-as-a-Service provide new ways of conducting business (Car-
dona & Serrano, 2023).

One of the central aspects of industrial firms transforming into the digital world is
retrofitting, in which legacy physical products are complemented by digital enablers
such as [oT devices (Paolone et al., 2022). These IoT devices enable continuous data
gathering, new service offerings, and integration into digital ecosystems. Retrofitting
not only creates new functionalities and business opportunities but also challenges
and evolves the existing IP environment for companies. As data, software, and other
digital resources are used in an industrial firm, the management of these intellectual
properties needs to be taken into consideration as well.

Simultaneously, IP accounts for an increasing share of firms’ assets, underscoring
its growing strategic importance (Holgersson & Granstrand, 2018). As firms are
increasingly valued for their intangible assets and IP (Almeling, 2012), industrial
companies undergoing digital transformation must adapt their IP strategies to man-
age new forms of IP that differ from traditional, product-focused IP (Holgersson &
Granstrand, 2018).

1.2 Prior Research

The foundation of this research is built on four main themes, which form the basis
of the literature: i) IP Strategy and Appropriability, ii) Digital Transformation and
Servitization, iii) IP in the Digital Environment, and iv) Digital Ecosystems and

1



1. Introduction

Platforms.

The importance and value of IP have increased over the years (Almeling, 2012; Hol-
gersson & Granstrand, 2018). IP plays an increasingly important role in sustaining
companies’ competitive advantages over time (Holgersson & Granstrand, 2018), and
should therefore be understood as more than a legal appropriation mechanism. In-
stead, IP constitutes a strategic resource that affects a company’s ability to create,
protect, and capture value from innovation. This implies that a company’s IP port-
folio and IP strategy need to be integrated with and aligned to its overall business
strategy and technological focus (Holgersson & Wallin, 2017), especially in digital-
ized and technologically complex industries where IP rights are distributed across
multiple actors and technologies (Holgersson & Granstrand, 2018).

Research on appropriability has long emphasized the roles of complementary as-
sets, first-mover advantages, and the strength of IP-based exclusion in capturing
innovation profits (Teece, 1986, 2018). Firms can adopt patent strategies ranging
from defensive to more aggressive approaches, implemented through rights, licens-
ing, and enforcement (Somaya, 2012). Exclusion typically draws on a portfolio of
IPRs, such as patents, design rights, and trademarks, as well as mechanisms such as
secrecy, complexity, and lead time (B. Hall et al., 2014; Holgersson & Wallin, 2017).
With digitalization elevating the importance of software and data, trade secrets are
increasingly used to protect innovations that cannot, or should not, be disclosed
through registrable IPRs (Almeling, 2012; Ozcan et al., 2023).

Prior research on digital transformation highlights how data, IoT, and Al create
new ways of conducting business and services (Kumar & Kumar, 2020; Verhoef et
al., 2021; Xu et al., 2018). For B2B firms, the transition into outcome-based busi-
ness models through digitally enhanced service innovation demands new capabilities
(Kowalkowski et al., 2024; Oliva & Kallenberg, 2003; Tukker, 2004; Vandermerwe
& FErixon, 2023). Digital retrofitting, which is the addition of sensors, connectivity,
and computation to legacy physical products, opens up new opportunities through
product-platform thinking (Gokhale et al., 2018; Halman et al., 2003; Paolone et al.,
2022).

The transition to the digital environment emphasizes the importance of software
offerings, and in digital contexts, firms often perceive patents as less effective due
to costs, disclosure concerns, and enforcement difficulties, and therefore rely more
on alternative mechanisms such as secrecy and lead time (B. Hall et al., 2014).
Licensing agreements become a central means of reusing assets and participation
through complementary actors and assets (B. Hall et al., 2014; Voss et al., 2017;
Zimmerman, 2015). Data and algorithms are often best protected through secrecy,
contracts, and cybersecurity, while some jurisdiction also provides opportunities for
database rights (B. Hall et al., 2014; Ozcan et al., 2023). Access and sharing of data
are further regulated by directives, acts, and legal measures in the European Union,
such as the Data Act, creating tension between data governance and IP boundaries
(Lazarotto, 2024; Mylly, 2024).

2
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Retrofitting physical products creates new types of value, but even greater value
can be achieved when the product operates within a digital ecosystem (Bresciani
et al., 2021). A digital ecosystem entangles multiple actors who co-create value
by contributing complementary assets such as apps, cloud solutions, and additional
services through platforms. Platforms, following, require orchestration, roles, and
rules of participation to ensure mutual benefits and value (Bresciani et al., 2021;
Cusumano et al., 2019; Koch et al., 2022; Valdez-De-Leon, 2019). The integration
into an ecosystem also broadens the industry in which the firm operates, creating
new opportunities but also attracting new kinds of competitors (Selander et al.,
2013). Relationships and choices about relationships become essential (Baptista
& Nunes, 2025; Holmlund & Tornroos, 1997), and IP strategy following needs to
take into account the degree of openness the firm is willing to have towards other
ecosystem actors, in which data sharing and contractual agreements become central
(Asadullah et al., 2018; Ma et al., 2024; Oberlander et al., 2025).

1.3 Problem Statement

Industrial firms that retrofit legacy physical products with digital devices to partic-
ipate in digital ecosystems shift from artifact-centric protection, where mechanical
patents and design rights are central, to a broader portfolio including software,
data, algorithms, interfaces, and platform contracts. While prior research clari-
fies appropriability and complementary assets (Somaya, 2012; Teece, 1986, 2018)
and maps IP protection choices (B. Hall et al., 2014; Holgersson & Wallin, 2017),
it offers limited guidance on how retrofitting specifically reshapes these dynamics.
In particular, retrofitting can alter the role of existing IP, such as legacy patents
and know-how, by turning them into complements for digital control, safety, and
compliance functions. At the same time, it introduces new forms of IP and value-
creation mechanisms, including software copyrights and patents, trade secrets for
algorithms and data-processing models, and database or contractual rights gov-
erning data. Moreover, retrofitting transforms ecosystem interdependencies and
governance structures, influencing decisions about interface openness, licensing ar-
rangements, data-sharing practices, and participation terms. Finally, it necessitates
a reconsideration of the alignment between IP and business models, as firms increas-
ingly shift toward subscription-based, outcome-based, or platform-oriented revenue
logics (Cusumano et al., 2019; Kowalkowski et al., 2024; Valdez-De-Leon, 2019).

To summarize, there is a lack of an actionable, empirically grounded understanding
of IP strategy adaptation when legacy industrial products are digitally retrofitted
for ecosystem participation. Following this, this thesis contributes by providing
an empirically grounded gap analysis of how IP strategy transforms during the
transition from a pre-digital to a digitally retrofitted context. Specifically, the thesis
analyzes: i) what new IP emerges, ii) how the role of existing IP changes, iii) how
participation in digital ecosystems reshapes IP strategy, and iv) how IP strategy
needs to align with evolving business models.
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1.4 Research Aim

This thesis aims to analyze how digital retrofitting for participation in digital ecosys-
tems reshapes the role of IP strategies in legacy product industries.

1.5 Research Questions

Main Research Question: How does a firm’s intellectual property strateqy change
when a legacy product is retrofitted to digital ecosystems?

Research Question 1: What new intellectual property emerges with the introduc-
tion of digital functionalities?

Aims at mapping which new kinds of intellectual property emerge, how to control
them, and what kind of value they bring.

Research Question 2: How does digital retrofitting change the role of existing IP?

This question aims to understand the role of IP, which was central during the elec-
tromechanical era, and how it is affected by the retrofitting.

Research Question 3: How do evolving ecosystem interdependencies influence in-
tellectual property strateqy?

This question will provide insights into how relationships and dependencies evolve
as a result of digitalization, and what this implies for the IP strategy.

Research Question 4: How does digital retrofitting drive firms to reconsider the
relationship between their IP strategy and their business model?

The questions focus on how digitalization enables new business models and how they
affect IP strategy, particularly regarding what is important to control and protect.

1.6 Scope & Delimitations

i) To ensure feasibility and analytical focus, this thesis is limited to a single indus-
trial firm and a specific legacy product within the European context.

ii) The focus will be on IP and not only IPRs, which means that software, data,
technical knowledge, and organizational capabilities will be included.

iii) The thesis will not include any technical testing or technical performance eval-
uations of the IoT solution.
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iv) Legal analysis of specific legislation will be limited to a conceptual level and will
be based on an EU jurisdiction standpoint.

v) There will only be internal perspectives from the studied company; external part-
ners, suppliers, and competitors will not be analyzed empirically.

vi) The thesis focuses on the current phase of the retrofitting process and does not
provide a longitudinal case thesis over time.

vii) The thesis applies established literature related to IP, digital transformation,
servitization, and digital ecosystems; other theoretical perspectives, such as business
modeling or technical system architecture, are not within the scope.

1.7 Thesis Outline

The thesis is structured into seven chapters, followed by references and an appendix.
Chapter 1 introduces the background, research problem, aim, questions, and scope
of the study. Chapter 2 presents the theoretical framework, covering intellectual
property, appropriability, and the impact of digitalization, including concepts such
as Industry 4.0, ecosystems, IoT, and servitization. Chapter 3 outlines the research
design and qualitative methodology, including data collection, sampling, and trust-
worthiness. Chapter 4 presents the empirical findings from the collected data, while
Chapter 5 analyzes these findings in relation to the theoretical framework. Chapter
6 summarizes the main conclusions, answers the research questions, and highlights
key theoretical and practical implications. Finally, Chapter 7 discusses the contri-
butions and limitations of the study and suggests directions for future research. The
thesis concludes with a list of references and an appendix containing the interview
guide.
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Theoretical Framework

This chapter presents the main theory underpinning the thesis and its approach
to answering the research questions. The theory provides insights into the basics,
challenges, and opportunities of IP, as well as IP’s business value perspective.

2.1 Intellectual Assets & Intellectual Property

This section explores the relationship among intangible assets, intellectual assets,
and intellectual property, as well as their associated intellectual property rights.

2.1.1 Intangible Assets & Intellectual Assets

Intangible assets are the result of some kind of expenditure where the result is of a
non-tangible nature (R. Hall, 1989). Among intangible assets are intellectual assets.
Intellectual assets are "...assets whose essence is an idea or knowledge, and whose
nature can be defined and recorded in some way” (R. Hall, 1989, p. 54). Exam-
ples of intellectual assets include a firm’s reputation, knowledge, and an employee’s
skills, which are of value (R. Hall, 1989). Intellectual assets can be divided into
two categories: i) Intellectual Property (R. Hall, 1989), also known as Legal assets
(Tao et al., 2005), which are intellectual assets which can be owned, for example,
patents and trademarks, and ii) Knowledge assets, where property rights can not
be obtained, such as the skills of an employee or the reputation of a firm (R. Hall,
1989). However, knowledge could sometimes be protected through other mecha-
nisms such as non-disclosure agreements and trade secrets (Tao et al., 2005). This
makes the distinction between intellectual property and knowledge less absolute due
to the overlap.

Intellectual Assets

Intellectual
Property

Knowledge

Figure 2.1: Visualization of the relationship between Intellectual Assets, Intellec-
tual Property, and Knowledge.
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Intellectual assets are generated, handled, and extracted across multiple functions
within an organization, such as Technology and R&D, Product Development, and
Legal (Tao et al., 2005). Although the way that the different functions use and are
exposed to intellectual assets differs. For example, the R&D function both creates
and applies legal assets such as patents, while also creating knowledge assets by
codifying new inventions and capabilities among employees.

2.1.2 Intellectual Property

Property is a resource that could be provided ownership (Granstrand & Holgersson,
2015), and intellectual property is therefore, in its broad sense, property obtained as
a result of an intellectual activity (World Intellectual Property Organization, 2004).
Intellectual property consists of rights related to a wide scope of intangible assets.
Some forms of intellectual property require registration to obtain exclusive rights
for a limited period, such as patents, trademarks, and design rights (B. Hall et al.,
2014). All intellectual property is also an intellectual asset, but not all intellectual
assets are intellectual property.

There are other ways to protect and/or control IP (B. Hall et al., 2014). These
mechanisms include secrecy, lead times, contractual agreements, confidentiality, and
complexity. Although intellectual property is largely associated with patents, the
literature review by B. Hall et al. (2014) indicates that companies often rely more on
other forms of protection. Holgersson and Wallin (2017) also adds that other means
of appropriation are often considered more effective than patenting. Instead, trade
secrets, learning costs, lead time, switching costs, and cost reductions are considered
more commonly used mechanisms (B. Hall et al., 2014; Holgersson & Wallin, 2017).

2.1.3 Intellectual Property Theft

IP theft is one of the many forms of cybercrime committed daily (Blaskovic et al.,
2023). IP theft is not only the theft of technological writings, but also the theft of cre-
ators’ thoughts and ideas. There are four types of IP theft: copyright infringement,
trademark infringement, trade secret theft, and patent infringement (Blaskovic et
al., 2023). When IP theft affects corporations, they may lose significant revenue
and suffer brand damage, while creators also lose potential income (Almeling, 2012;
Blaskovic et al., 2023). McAfee, a computer security firm, estimated that data leak-
age caused costs for over $9 trillion globally in 2008 (Almeling, 2012).

According to Blaskovic et al. (2023), one of the most important steps when IP theft is
suspected is to determine who has access to the IP. This is especially important when
the company is dealing with external actors; in such cases, the organization should
also identify which of these actors could benefit from the information. When theft
occurs, it is unlikely that the perpetrator seeks immediate financial gain; rather, the
motivation is often future profit, as the stolen information may be used to replicate
and develop their own resources. However, the motivations may differ depending on
whether the perpetrator is an individual or a firm.
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2.2 Intellectual Property Rights

This section introduces the main types of intellectual property rights (IPRs). IPRs
are codified legal rights that assign and protect the ownership of intellectual assets
(Granstrand & Holgersson, 2015). All IPRs are licensable or transferable, and re-
stricted rights over an intellectual asset, thereby excluding others from commercial-
izing the specific asset (Granstrand & Holgersson, 2015). They are also temporary,
except for trade secrets and trademarks. Furthermore, the requirements for pro-
tection include the novelty and uniqueness of the assets. However, IPRs are not
self-enforcing, meaning that the owner must initiate legal action to enforce these
rights.

2.2.1 Patents

Patents are legal barriers of imitation of an invention (Somaya, 2012). An inven-
tion is a ”solution to a specific problem in the field of technology. An invention
may relate to a product or a process.” (World Intellectual Property Organization,
2004, p. 17). In general, patents are most effective for product-oriented inventions
(Holgersson & Wallin, 2017), and considered ineffective for process-oriented inven-
tions (Teece, 1986). According to B. Hall et al. (2014), process patents are too
easy to invent around and reveal too much information to competitors. The term
of patents is commonly 20 years from the filing date and applies only to the juris-
dictions where it is filed. A common misinterpretation of patents is that they grant
rights to manufacture and sell the patented invention (Holgersson & Wallin, 2017;
World Intellectual Property Organization, 2004). In reality, patents grant exclusive
rights to exclude others from making and selling the invention, thereby preventing
imitation (Holgersson & Wallin, 2017).

An invention needs to fulfill three prerequisites in order to be patentable (Somaya,
2012): i) the invention needs to be novel, i.e., new to the world (Granstrand & Hol-
gersson, 2015), ii) the invention needs to be non-obvious to a skilled person within
the technological field, and iii) it needs to be useful. When a patent is granted,
the invention, how to use it, and how to make it, must be disclosed publicly with
the purpose of increasing the invention within the field (Voss et al., 2017). Be-
cause patents require disclosure of an invention, it may be easier for others to design
around the patent and develop alternative solutions (Teece, 1986).

Industry-specific conditions might also affect the applicability of patenting an inno-
vation (B. Hall et al., 2014). For example, in the biotech industry, where R&D costs
are substantial, and patents are highly inimitable, patenting becomes almost a ne-
cessity rather than an option to ensure a return on investment. On the other hand,
the software industry is an environment where patents are considered less effective
means of protecting innovations, as these innovations are easy to invent around.

The term software patent is used as an abbreviation for patents on inventions that
are partly or largely in software; however, it is not a distinct legal category of patent
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(Laub, 2006). In Europe, the expression computer-implemented inventions is used
to cover claims involving computers, computer networks, or other programmable
objects in which one or more features are implemented by software (European Patent
Office, 2025). To be patentable, the invention must solve a technical problem and
produce a technical solution beyond standard data processing.

2.2.2 Copyrights

Copyright provides automatic protection for creators’ works, including books, music,
and other intellectual creations (World Intellectual Property Organization, 2004).
As soon as something is written, drawn, or saved on a computer, it is subject to
a certain level of copyright protection (B. Hall et al., 2014), meaning that it is an
unregistered right. This further means that copyright can be used not only for
published works but also for works that are kept secret. Copyright can be used to
prevent copying of works such as programs, music, artwork, or documents, includ-
ing reproducing parts of them (Voss et al., 2017). Although ideas are not eligible
for copyright protection, the expression of an idea is. Following, copyrights do not
protect solutions based on the same functionality or idea and are therefore often
combined with other protection mechanisms, such as patents, contracts, or secrecy
(Zimmerman, 2015). There are three basic requirements for copyright protection:
i) it must be a work of authorship, ii) it must be the original, and iii) it must be
fixed in a tangible medium of expression (Zimmerman, 2015).

The duration of copyright protection typically ranges from 50 to 100 years after
the creator’s death (Granstrand & Holgersson, 2015). Additionally, there is no fee
or requirement to maintain copyright protection (Voss et al., 2017). Ownership of
copyright is typically with the creator, although contractual agreements can be made
to transfer it (Zimmerman, 2015). If there is a single author, that person owns the
copyright. When there are two or more owners, they are considered joint owners.
Each has the power to exploit the work without the other owners’ permission, unless
they contract otherwise. Copyrights can be transferred only by an assignment in
writing (Zimmerman, 2015).

If someone infringes on the copyrighted material, one can sue in court for copyright
infringement. For a copyright infringement to be determined, a two-part rule is
used: i) the owner needs to prove that the infringer had access to the content, ii)
there must be substantial similarities between the owner’s and the infringer’s work.

2.2.3 Trademarks

A trademark is something distinct that could be in the form of a logotype, pattern,
color, sounds, etc., which directly associates the given product or service with a
single firm, and thereby acts as an indicator of origin (World Intellectual Property
Organization, n.d.-b). Trademarks also work as an indication of quality and an ad-
vertising tool (World Intellectual Property Organization, 2004). To be eligible for
trademark protection, what is to be protected must be distinctive, meaning that it
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is not something generic.

Trademark registration is conducted at the regional level, although the World In-
tellectual Property Organization (WIPO) maintains the Madrid System, which for-
wards trademark applications to national offices in over 130 countries and, if the
requirements are met, allows the trademark to be filed (World Intellectual Property
Organization, n.d.-a). Trademark protection remains mainly for ten years (World
Intellectual Property Organization, n.d.-b), but can be kept as long as it is kept in
use and registration is renewed (World Intellectual Property Organization, 2004).

2.2.4 Trade Secrets

Trade secrets are confidential technical or commercial information that provides an
advantage to the owner since it is not generally known or easily acquired (World
Intellectual Property Organization, 2004). Trade secrets include both industrial se-
crets, such as production methods, manuals, prototypes, and commercial secrets,
including contractual models, pricing information, customer profiles, sales and dis-
tribution channels, marketing strategies, and lists of suppliers and customers. It is
important to distinguish between trade secrets as a legal right and secrecy as a man-
agerial practice: while the former can be legally enforced under certain conditions,
the latter refers to organizational efforts to maintain confidentiality. To qualify as a
trade secret, the information needs to be i) known by a limited number of persons,
ii) the owner must have an interest in the information to be kept secret, and iii)
reasonable efforts have been made to keep the information secret. The definition of
trade secrets is broad, such that they apply even to inventions for which patents are
unavailable due to a lack of novelty or an inventive step (B. Hall et al., 2014). Due to
the secretive nature of trade secrets, there is no reliable way to measure them. How-
ever, reports by Almeling (2012) and B. Hall et al. (2014), among others, highlight
an increase in litigation concerning trade secret misappropriation. To successfully
bring a claim for trade secret misappropriation, the owner must demonstrate that
the information has value and that reasonable steps have been taken to protect
it. Although trade secrets can be difficult and costly to enforce in court (B. Hall et
al., 2014), they are sometimes considered a more cost-effective alternative to patents.

A trade secret is protected only as long as it remains secret and therefore cannot
be disclosed publicly (Granstrand & Holgersson, 2015; Holgersson & Wallin, 2017).
On the other hand, trade secrets can therefore be held indefinitely. An important
aspect to consider is that a product that withholds a trade secret can easily be ac-
cessed once launched on the open market, whereby trade secrets are mostly seen as
suitable for environments without external accessibility (Arundel, 2001).

Almeling (2012) argues that there are several reasons to the increase of both the
importance of trade secrecy and the increase in litigations: i) The culture of being
at the same workplace for an entire work life is changing, employees are nowadays
frequently changing employer and thus takes, both intentionally and unintention-
ally, trade secrets from their former employee and use them at their new employer,
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and ii) The digital era changes the way trade secrets are stored and how they can
be accessed. As Almeling (2012) exemplifies, before the digital era, trade secrets
were protected behind doors and locks, now they are stored on the company’s file
system in the cloud, making them easier to access and easier to transfer outside
of the organization, iii) Intrusions into IT-systems are increasing, hackers try on
a daily basis to gain access into companies’ I'T-environment to take possession of
intellectual assets such as trade secrets.

Trade Secrets can, in some cases, for example when embedded in processes, be seen
as an alternative to a patent (Teece, 1986). An example of this is manufacturing pro-
cesses, which, due to their protected environment within the manufacturing facility,
can often be kept secret from competitors for longer (Arundel, 2001). The choice
between a patent and secrecy often depends on the negative impact that disclosure
would have (B. Hall et al., 2014). For more factors that affect the choice between
patenting or leveraging secrecy, see Table 2.1. Leveraging trade secrets is often seen
as a mutually exclusive alternative to using patenting for IPR protection (Arundel,
2001; B. Hall et al., 2014; Holgersson & Wallin, 2017).

Table 2.1: Factors Affecting the Patent-Secrecy Choice, from B. Hall et al. (2014,
p. 390). Modified.

Factor Patents Secrecy

Disclosure (codifiable knowledge) Yes No

Ease of delimiting invention Yes Not clear

Reverse engineering allowed in general No Yes

Subject matter Limited Broader

Timing After invention Work-in-progress
Process versus product Both Easier for process
Length Twenty years Longer (potentially)
Cost to obtain Higher Nonzero

Enforcement cost Expensive Expensive (potentially)

The use of trade secrets is exceeding patents (B. Hall et al., 2014; Ozcan et al.,
2023). One reason trade secrets have grown in popularity is the lower financial costs
compared to patents (Ozcan et al., 2023), as patents require application and renewal
fees. Meanwhile, a trade secret requires whatever means are needed to keep it secret,
ranging from contractual agreements to internal HR training on maintaining trade
secret confidentiality. B. Hall et al. (2014), on the other hand, argues that trade
secrets can be expensive to manage due to confidentiality agreements and ongoing
internal knowledge management, such as secrecy policies. Another way to reduce
access to internal trade secrets is to divide R&D tasks into smaller segments, with
each department responsible for one, thereby reducing employees’ understanding of
the complete technology, product, or innovation. Among the largest weaknesses
among policymakers and managers in trade secret protection are cybersecurity, low
levels of business awareness, and limited identification of valuable trade secrets (Oz-
can et al., 2023).
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Ozcan et al. (2023) emphasizes the importance of the organization’s maturity in
understanding trade secrets, noting that mandatory, continuous learning provides
employees with exposure to trade secrets and reinforces the need to handle them
appropriately. At the same time, maintaining trust in employees has been shown to
be an important factor in reducing the risk that employees, both intentionally and
unintentionally, share trade secrets when transferring to a new employer.

For legal approaches, trade secrets can be controlled and protected through non-
disclosure agreements (NDA), confidentiality clauses in employee contracts, and
noncompete agreements (NCA) (Ozcan et al., 2023). An NCA reduces the em-
ployee’s mobility, thereby reducing the risk of trade secrets being taken to other
firms. The NCA comes with a cost: additional compensation and salary increases.
For offensive organizational approaches to control and protect trade secrets, con-
tinuous re-evaluation of permissions to access resources, such as databases, and to
sensitive areas, such as laboratories, is needed (Ozcan et al., 2023). Ozcan further
emphasizes that this re-evaluation is of particular importance in companies where
knowledge is in dynamic change.

2.2.5 Design Rights

Design rights protect the appearance and shape of a product, but not its technical
function or the underlying idea (World Intellectual Property Organization, 2004).
Design right protection needs to be applied for at a national or regional level, and
is initially granted for a period of five years from the filing date. Although it can
then be renewed in five-year periods up to a maximum of 25 years (European Union
Intellectual Property Office, 2025).

For a design to be protected, it must be novel, meaning that no identical design has
previously been made available to the public (European Union Intellectual Property
Office, 2025). The design must also possess some individual character, meaning that
the overall impression can not be simple or generic.

2.2.6 Database Rights

Database rights are an intellectual property right (Granstrand & Holgersson, 2015)
that consists of two mechanisms: copyright and the sui generis right (European
Union, 2025). Copyright protects the structure of the database, provided it is an
intellectual creation. The sui generis right protects the content of the database,
given that efforts have been made to collect, verify, or present the data. The sui
generis right gives the creator the right to prevent reutilization of parts or the whole
of the database for a period of 15 years from the creation date.
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2.3 Digitalization & Regulatory Environment

Digitalization of industrial products introduces data access and sharing as key strate-
gic implications. Simultaneously, EU regulations affect how data can be used and
shared. In this section, the Data Act and its relation to contracts, responsibili-
ties, and information protection are introduced, which is important for competition,
especially regarding trade secrets.

2.3.1 The Data Act

The Data Act has been the last proposed Act of the European Data Strategy
(Lazarotto, 2024). The main objective of the Data Act is to enhance the EU’s
data economy and foster a competitive data market by making data more accessible
and usable by introducing mandatory business-to-business data-sharing contracts,
as it clarifies who can use what data under which conditions (European Commission,
2025).

In practice, this means that the Data Act requires users of connected products to be
able to access product-related data and related service data in an easy and safe way,
and in some circumstances requires the data to be shared with a third party (The
European Parliament, 2023). For manufacturers of connected products and services,
this indicates a requirement to design data access by design, while also specifying ac-
cess, how it may be used, and responsibilities through contractual agreements. This
creates tension between value capture through data and insights (Mylly, 2024) and
the requirements for data access, thereby increasing the importance of contracts,
secrecy classifications, and a clear distinction between raw data and the insights
generated from it.

The scope of the act includes manufacturers of the products and suppliers of related
services, but with the exception of excluding IoT product providers or similar ser-
vices that qualify as micro or small enterprises (Lazarotto, 2024). Furthermore, the
Act covers any type of connected object that contains sensors enabling it to collect,
generate, and communicate data over the internet, but excludes products designed
to display, record, or transmit content. The Data Act covers a broad spectrum of
data, including both personal and non-personal data. The right to data portability
is free of charge for the user exercising it; however, in a business-to-business context,
reasonable compensation may be required. This concept is also essential for data
protection. Lastly, the original Data Act aims to achieve a balanced data market
by excluding gatekeepers from receiving data.

2.3.2 The Data Act & Trade Secrets

The purpose of the Data Act, as mentioned, is to facilitate the sharing and access of
information (Mylly, 2024). Meanwhile, data-sharing incentives raise new concerns
for companies that rely on data as part of their competitive advantage, where ac-
cess to the data requires exclusivity to be considered a trade secret. Being obliged
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to share the data following decreases exclusivity, and the requirement of not being
known to the public is reduced by each person who gets access to the information.
However, not all kinds of data qualify as trade secrets; Mylly (2024) exemplifies raw
data that normally fall into this category. Meanwhile, data that qualifies as trade
secrets can, under exceptional circumstances, be denied access.

Following on the ability to deny access to data, the scope of the data-sharing is
regulated by the Data Act, as defined by Recital 15 (The European Parliament,
2023):

”[...] Data which are not substantially modified, meaning data in raw

form, also known as source or primary data, which refer to data points

that are automatically generated without any further form of processing

[...]”
Additionally, Recital 15 further clarifies which information is not regulated by the
Data Act (The European Parliament, 2023):

”[...] By contrast, information inferred or derived from such data, which

is the outcome of additional investments into assigning values or insights

from the data, in particular by means of proprietary, complex algorithms,

including those that are a part of proprietary software, should not be

considered to fall within the scope of this Regulation and consequently

should not be subject to the obligation of a data holder to make it

available to a user or a data recipient, unless otherwise agreed between

the user and the data holder.”
From these clarifications, it is clear that insights derived from processing raw data
do not fall under the Data Act (Mylly, 2024). On the other hand, providing access
to the raw data is sufficient to raise concerns for the data holder, even if it does
not constitute a trade secret. In the same way the data holder might analyze the
data to generate insights, others with access to the data could potentially reach the
same insights. Following Mylly (2024) suggests that the distinction between trade
secrets as a result of data processing and the raw data per se is not as obvious as
the definition from Recital 15 might indicate.

If the data had to be shared with such a limited number of persons within the in-
dustry to still meet the requirement of not being known to the public, the need to
make reasonable efforts to keep the information secret would need to be considered.
Mylly (2024) exemplifies this by using contractual agreements to further restrict ac-
cess to data and confidentiality obligations, especially when data is shared over data
networks. Trade secret protection is also said to be highly uncertain, as long data
chains are difficult to control, and the risk of confidentiality breaches and access
restrictions may be difficult to manage and monitor.

Mylly (2024, p. 384) further emphasizes that the Data Act "takes away a trade secret
holder’s decision-making power over the authorization of access to its information”
and following dilutes the competitive advantage the trade secret withholds. Further,
the ability to choose whom to share the data with is one of the main factors for
successful and trusted collaborations, a factor that diminishes when the data holder
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no longer has this decision-making power. On the other hand, Arts. 4(10) and
6(2)(e) explicitly states that the data derived from the data holder is not to be used
for purposes or shared in a way that may compete with the product of the data
holder from which the data is extracted.

2.4 IP Strategy

IP strategy refers to the strategic choices firms make regarding intellectual property
and intellectual property rights (van Santen & Holgersson, 2026). It extends beyond
patenting to encompass how firms create and acquire 1P, as well as how they govern,
control, and exploit it in order to both protect and share innovations. An IP strategy
should therefore be aligned with the business, technological, and corporate strategies
to enhance the value and potential of technologies (Holgersson & Wallin, 2017).
Having an IP strategy is especially important when industries converge towards
more complex technological environments (Holgersson & Granstrand, 2018).

2.4.1 Patent Strategy

Somaya (2012) argues that patents should be viewed not only as legal rights but also
as strategic tools that firms actively manage to create and capture value. Patents
function as isolating mechanisms that help companies protect technical knowledge
and secure appropriability from innovation. Conversely, patents are described as
imperfect and uncertain because their scope and enforceability are often unclear un-
til tested in litigation. Somaya (2012) further organizes patent strategy into three
main domains: rights, which concerns acquiring and maintaining patents, licens-
ing regarding sharing/commercializing the patented technology through licensing
arrangements, and enforcement, which is litigation or threats of litigation to stop
infringement or obtain royalties. These together shape how firms capture value
from innovations and defend their technological positions in the market. Grzegor-
czyk and Gowiski (2020) similarly argues that IP management should be integrated
with broader corporate strategies, since patents not only contribute to legal protec-
tion but also to technological positioning and sustainable competitive advantage.

A central theme in Somaya (2012) is the three generic patent strategies: propri-
etary, defensive, and leveraging strategies. The proprietary strategy is rooted in the
resource-based view and focuses on using patents to create barriers to imitation. The
firms that are adopting this strategy seek exclusive control over important technolo-
gies by building strong patent portfolios and fences. Proprietary strategies could be
particularly important for technologies that are central to a firm’s long-term com-
petitive advantage.

The defensive strategy seeks to preserve a firm’s FTO in industries that are charac-
terized by fragmented patent ownership (Somaya, 2012). In these industries, com-
panies risk being sued or blocked by competitors that own complementary patents.
As noted by Grzegorczyk and Gowiski (2020), a defensive strategy is to minimize
constraints arising from third-party patent rights. Therefore, defensive strategies in-
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clude building large patent portfolios, entering into cross-licensing agreements, and
participating in patent pools to reduce litigation and strengthen bargaining power
(Somaya, 2012). This strategy is especially common in industries where products
often incorporate many interdependent innovations.

The leveraging strategy focuses on using patents to generate bargaining power and
economic rents through negotiations, licensing, and legal pressure (Somaya, 2012).
Companies may license technologies to competitors to negotiate favorable terms or
use threats of litigation to obtain royalties. According to Grzegorczyk and Gowiski
(2020), leveraging strategies do not necessarily require firms to patent every substi-
tute technology, but rather to secure strategically important patents that are difficult
for competitors to design around. This strategy has become increasingly common
with the rise of patent trolls, firms that rely primarily on licensing revenues and liti-
gation rather than manufacturing products (Somaya, 2012). In this context, patents
are used not only to protect innovation but also as tools for extracting economic
value.

2.4.2 Strategic Disclosure

As markets become more dynamic and more technically complex, the handling of
IP has evolved from a primary juridical function to a strategic tool (Peters et al.,
2013). Three central developments contribute to these new dynamics: i) the in-
creased availability of information via the internet, ii) improved databases for prior
art, and iii) changes in patent law (Peters et al., 2013). These changes have increased
industry competitiveness and made it more difficult for companies to maintain their
exclusive positions. Anton and Yao (2002) further argues that strategic disclosure
can act as a signaling mechanism in markets where ideas are difficult to protect and
contract over. In such settings, companies may intentionally disclose parts of their
technological knowledge to attract partners or establish claims over technological
space, even when disclosure risks imitation.

Strategic disclosure is defined as a conscious public disclosure of technical informa-
tion to create prior art and prevent other actors from patenting or protecting the
same or similar innovations (Peters et al., 2013). Companies, therefore, contribute to
the knowledge base to limit competitors’ room for action. Also, strategic disclosure
contributes to freedom to operate (FTO), meaning companies can operate without
infringing on competitors’ IP. Strategic disclosure helps FTO to block competitors
from patenting it and reduces the risk of legal enforcement. Lev (1992) further de-
scribes disclosure as a mechanism for competitive positioning and entry deterrence,
in which firms strategically communicate information to influence competitors” mar-
ket behavior and expectations. Strategic disclosure offers several advantages over
traditional patenting. It has an immediate effect as prior art, reduces uncertainty in
patenting processes, and also provides opportunities to anonymize strategic inten-
tions (Peters et al., 2013). Another financial advantage is that strategic disclosure
has lower costs than patents. It additionally provides global reach through a single
publication and reduces legal and administrative costs. There are also some risks
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with strategic disclosure, such as a missed opportunity to patent the innovation
independently. Disclosure also reduces the ability to appropriate value from future
innovations. Because it is relatively unused in organizations, they generally lack
knowledge and routines about this approach. Strategic disclosure further demands
a high degree of strategic awareness and coordination between departments.

2.4.3 Secrecy

Secrecy represents a strategic alternative to patenting inventions, where value can
be appropriated directly as long as the information remains secret (Holgersson &
Wallin, 2017). In this sense, secrecy allows firms to retain exclusivity without the
costs and disclosure requirements associated with patents. However, because se-
crecy does not constitute prior art, it does not give FTO protection, and firms risk
competitors independently developing and patenting similar inventions, potentially
restricting future commercialization opportunities.

From an IP strategy perspective, the choice between secrecy, patenting, and disclo-
sure depends not only on the nature of the technology but also on the firm’s ability
to safeguard the underlying knowledge and the likelihood of imitation, leakage, or in-
dependent development (Holgersson & Wallin, 2017; Ozcan et al., 2023). Empirical
evidence suggests that firms frequently rate secrecy as more effective than patents
in protecting innovations, indicating that secrecy constitutes a central component
in many firms’ appropriation strategies, particularly where control over information
can be maintained (Arundel, 2001).

Strategically, secrecy is often used to avoid the disadvantages associated with patent-
ing, most notably the requirement to disclose the invention (Arundel, 2001). Such
disclosure may reveal valuable information to competitors, enabling them to iden-
tify promising technological fields or develop alternative solutions (Arundel, 2001).
Consequently, secrecy is particularly attractive in contexts where the risk of com-
petitors designing around a patent is high or where the competitive advantage is
closely tied to confidential knowledge.

At the same time, a secrecy-based IP strategy requires substantial organizational
capabilities (Ozcan et al., 2023). Firms must actively manage and protect knowledge
through a combination of technical, organizational, and human resource practices,
including restricted access to sensitive information, controlled information flows,
and employee training. For example, DalleMule and Davenport (2017) reports that
70% of employees typically have access to data they should not. This highlights
that secrecy is not merely a passive protection mechanism, but rather an integrated
strategic choice that must be embedded in the firm’s overall innovation and IP
management processes (Ozcan et al., 2023).
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2.4.4 1P Modularity

IP modularity refers to designing a system such that the boundaries of technical
modules align with different IP statuses, for example, open and proprietary compo-
nents (Henkel et al., 2013). This allows firms to open certain parts of a platform
to external actors for collaborative innovation, while protecting core components
to ensure value capture. However, achieving IP modularity may require deviations
from the technically optimal design, creating a trade-off between value creation and
value capture. An example of IP modularity for digital platforms is shown in Figure
2.2a, where proprietary components (A) and open components (B) are entangled
within the same module, leading to potential IP conflicts. In Figure 2.2b, the plat-
form is designed in such a way that proprietary parts (A), such as core algorithms,
are in an exclusive module where open components (B) are not present. Following
this, external innovation is possible while key IP can be kept within the internal
environment.

Figure 2.2: Comparison of a (a) Modular structure and an (b) IP-Modular struc-
ture, where A and B elements are under distinct IP status. From (Henkel et al.,
2013, p. 69)

2.4.5 1P Disassembly

Granstrand and Holgersson (2013) develops the concept of the IP disassembly prob-
lem, which describes the challenges firms face when separating, transferring, or
terminating interdependent IPRs in collaborative innovation projects, or open inno-
vation projects. Modern innovation increasingly depends on multiple technologies,
patent holders, and complex licensing relationships. Making I[P management in-
creasingly more difficult in technological industries. As technologies become more
interconnected, firms must not only solve the problem of acquiring IPRs but also
disentangle them when collaboration, projects, or ownership changes. Granstrand
and Holgersson (2013) connects this to the tragedy of the anticommons, which de-
scribes the underuse caused by excessive fragmentation of exclusion rights across
many actors. In innovation-intensive industries, fragmented ownership can create
barriers to commercialization because companies must negotiate access to multiple
complementary patents simultaneously, increasing costs, legal complexity, and inter-
firm dependence.
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Granstrand and Holgersson (2014) distinguishes between background-, foreground-,
sideground-, and postground knowledge. Background knowledge refers to technolo-
gies and IP provided before collaboration begins, while foreground knowledge is
jointly created during the collaboration. Sideground knowledge refers to technolo-
gies developed independently outside the collaboration, and postground knowledge
concerns the technologies developed after the collaboration ends. Granstrand and
Holgersson (2014) further argues that effective IP management requires carefully
designed contractual arrangements that regulate ownership, access, control, and fu-
ture use of technologies. Licensing agreements, grant-back clauses, grant-forward
clauses, and change-of-control clauses are important mechanisms for managing in-
terdependencies between firms. These contractual tools help companies preserve
FTO while also reducing risks associated with technological dependence and future
disputes.

2.4.6 Patent strategy in Multi-Invention Context and Ecosys-
tems

Somaya et al. (2011) extends patent strategy theory by examining innovation in a
multi-invention context, in which products rely on numerous interconnected patents
and technologies. In some industries, firms must combine inventions from multiple
actors to create commercially viable products. This creates significant IP complexity
because firms need access to complementary technologies and patent rights simulta-
neously. Therefore, most companies must align their organizational business model
with their IP strategy. Chen and Lu (2019) further develops this perspective in the
context of IoT. They argue that IoT industries operate within ecosystems character-
ized by multi-invention and multi-supply contexts, where value creation increasingly
depends on cross-company and cross-technology collaboration. In these ecosystems,
IP must support openness, interoperability, and ecosystem coordination rather than
only the protection of individual firms. Emphasizing that the IP strategy must align
with ecosystem dynamics, combine multiple forms of IP protection, and integrate
with industry solutions.

2.5 Appropriability Regimes

An appropriability regime is the potential for an innovator to capture the profits
from an innovation, which depends on a variety of factors (Teece, 1986). The most
important factors are considered to be i) the nature of the technology itself, which
sets the height of barriers to imitation, and includes the product, processes, the de-
gree of tacit and codified knowledge (Ceccagnoli & Rothaermel, 2016), and ii) how
efficient the legal mechanisms of protection are, including patents, copyrights, trade
secrets, etc (Teece, 1986). Gemser and Wijnberg (1995) highlights that a strong IPR
regime is not a guarantee of high value capture, but that value capture also depends
on other mechanisms such as lead time and learning curves. In a weak appropri-
ability regime, it is therefore difficult and less probable to capture the profits from

20



2. Theoretical Framework

the innovation due to the innovation being difficult to protect (Teece, 2018), while
a tight appropriability regime increases the potential for the innovator to capture
the profits due to the innovation being easier to protect. Actual appropriation then
depends on how effectively and which appropriability mechanism the innovator uses
(Yang & Hurmelinna-Laukkanen, 2022).

Teece (1986) explains that patents can often be invented around for a limited cost,
indicating that a patent might create a certain degree of appropriability. As ex-
plained in Teece (2018), IP is not generally self-enforcing, meaning that possible IP
infringements have to be identified and processed in court by the patent holder at
their own expense. Appropriability potential depends not only on formal rights of
protection but also on the broader set of mechanisms that can delay, deter, or prevent
imitation. In Teece (1986, 2018), particularly strong appropriability regimes often
emerge through institutional and regulatory exclusion mechanisms, for example,
pharmaceutical approval systems, where the regulations themselves create substan-
tial barriers to entry. Additionally, appropriability is influenced by the efficient use
of IP mechanisms (Holgersson & Wallin, 2017). Among these are the applicability
and effectiveness of lead times, switching costs, and secrecy. Lead times refer to the
advantages gained by entering the market earlier than competitors, allowing firms
to establish relationships, gain learning effects, and build market positions before
imitation occurs (B. Hall et al., 2014). Switching costs increase appropriability by
making it expensive for customers to change to competing products or services once
they have adopted a focal firm’s solution. First-mover advantages similarly enable
companies to benefit from early market entry, through brand recognition, installed
base effects, or access to complementary assets before competitors catch up (B.
Hall et al., 2014; Teece, 1986). While secrecy is a mutually exclusive alternative to
patenting (Arundel, 2001), other mechanisms can serve as complements to patents
(Holgersson & Wallin, 2017).

Gemser and Wijnberg (1995) adds a view on appropriability with relation to the
industrial life cycle. Gemser and Wijnberg (1995) states that in the early phases of
the cycle, the industry faces high uncertainty and the absence of a dominant design,
which makes imitation relatively easy and increases the difficulty of appropriating
from innovation. In the more mature stages, a shift occurs from radical product
innovation to a more stable innovation environment in which incremental improve-
ments and process innovation dominate. At the same time, the barrier to entry
increases and the number of actors decreases while vertical integration strengthens.
In the later stages, the main way of differentiating is through, for example, design,
where appropriability can once again be difficult due to the expiration of IPRs, and
imitation can be done relatively easily by established actors.

2.5.1 Complementary Assets

Complementary assets play an important role in establishing a strong market posi-
tion and appropriate from the innovation (Ceccagnoli & Rothaermel, 2016; Teece,
1986). Complementary assets are needed to successfully commercialize an innova-
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tion, including marketing, manufacturing capabilities, sales channels, and after-sales
support (Gemser & Wijnberg, 1995; Teece, 1986). There are three categorizations of
complementary assets, as seen in Figure ??: i) Generic assets, which are not inno-
vation specific but can easily be used in different applications, ii) Specialized assets,
which has a unilateral dependence with the innovation, exemplified by (Ceccagnoli
& Rothaermel, 2016) as the reputation of quality of a manufacturer which makes it
easier for that firm to commercialize a variety of innovations within that segment
of products, and iii) Co-specialized with a bilateral relation, such as container ships
and ports (Teece, 1986), as cospecialized assets are assets which are more valuable
together than isolated (Ceccagnoli & Rothaermel, 2016).

By leveraging complementary assets, Ceccagnoli and Rothaermel (2016) states that
innovators may, to some extent, influence the strength of the appropriability regime
through their strategic choices, although the regime itself is mainly determined by
legal and technological factors. In particular, firms that control specialized comple-
mentary assets may have incentives to purposely weaken the appropriability regime.
An example of this is Tesla, where Elon Musk opened up the patent portfolio to
allow others to innovate. From this, Tesla could benefit from increased adoption
of electric vehicles through its complementary assets in electric-battery R&D and
manufacturing, although it remains uncertain whether it will be able to capture
returns from its innovation. Conversely, Apple in the 1980s has been argued to have
maintained a too-tight appropriability regime through its defensive IP strategy in
the computer market, which made other PC businesses more attractive platforms
for developing computers and thereby allowed competitors to benefit from network
effects that Apple missed out on.

To capture profits from complementary assets, Teece (1986) suggests that they be
handled differently depending on their category, either by contracting or by integrat-
ing. In practice, there are hardly any pure cases of either contracting or integration
(Teece, 1986). Consequently, organizational arrangements are often characterized
by mized modes that combine elements of both.

Contracting is when complementary assets are provided by suppliers under a con-
tractual agreement (Teece, 1986). Contracting is especially useful in a tight appro-
priability regime where access to complementary assets from different sources and
sufficient capacity are available. One of the main upsides is that the innovator does
not need to make any large up-front investments that are highly capital-intensive
and high-risk. Writing a good contract can be difficult, especially in the early stages
of the industry life cycle, when needs and designs remain unclear. The contract-
ing also creates a risk that the supplier will imitate the innovation and become a
competitor, especially if the contractor controls crucial complementary assets, which
puts them in a good position to profit from the innovation. Although contracting
can appear simple, it becomes challenging when suppliers need to make innovation-
specific investments or adaptations, since this effectively asks them to take on part
of the commercial risk. In contrast, if the complementary assets are generic and the
technology is well protected, the innovator retains leverage because multiple suppli-
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ers can provide similar assets, limiting dependency and hold-up risk.

Integrating refers to ownership of the complementary asset, hence gaining control
of it (Teece, 1986). In cases where complementary assets play a crucial role in
generating profits from an innovation, such as when the innovation is easy to imitate,
control, and access to scarce complementary assets is highly important (Gemser &
Wijnberg, 1995). This perspective is extended by Winter (2006), who highlight
the so-called Hirshleifer case, in which value capture may come not only from the
innovation itself but also from control of complementary assets that increase in
value when the innovation is introduced. In some cases, this means that more
value can be captured through a timely move in these assets, rather than from the
innovation itself (Winter, 2006). Needless to say, when imitation is easy, building
or acquiring specialized complementary assets with close attention to competitors’
moves is strategically important (Teece, 1986). There is little value in developing
such assets if imitators can do so more quickly or at lower cost. Gemser and Wijnberg
(1995) and Teece (1986) also add an industry life-cycle perspective to the importance
of integrating complementary specialized assets: At the beginning of the life cycle,
when uncertainty is high and sales volumes are low, it is less important to possess
specialized assets. Although in the later stages, when the volume increases, it is of
high importance.

2.5.2 Appropriability Regimes in the Digital Environment

Teece (2018) offers a perspective on appropriability in the digital environment, in
which platform innovators and their associated complementors create an ecosystem.
The platform then depends on both the platform owner and the complementors.
Complementarity is described as the main purpose of a platform; its primary func-
tionality is to provide an ecosystem. An example of this is Apple’s ecosystem, where
Apple has integrated complementary assets that are most innovation-intensive, such
as hardware, including the microprocessor. Meanwhile, its app store, where third-
party developers launch and develop apps, creates an appropriability opportunity
for Apple. A digital platform is therefore described as an efficient way to support
new business models and create a position of control from which the ecosystem can
be enhanced while also enabling appropriation from it. In case of a platform-to-
platform competition, Teece (2018) states that the winner is often the one who is
able to capture both high quality and quantities of complementors - hence the im-
portance of complementary actors is increasingly important.

The importance of standards in the digital environment is also brought up in Teece
(2018). Standards in the digital environment are of greater concern and importance
because they are often used to ensure compatibility and interoperability across other
ecosystems and industries. The importance of interoperability is linked to modular-
ity, whereby firms with specialized knowledge and capabilities can cooperate within
the platform ecosystem.
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2.6 Industry 4.0

Industry 4.0, also known as the Fourth Industrial Revolution, refers to the trend
toward digital technologies in the industry (Xu et al., 2018). The first wave of In-
dustry 4.0 began in the 2010’s when new technologies such as Internet of Things
(IoT), machine learning, and cloud services emerged (Cardona & Serrano, 2023).
This marks the beginning of the era when large-scale data collection and the ability
to analyze vast amounts of data were introduced.

The second wave in the evolution of Industry 4.0 began around 2016, when Artificial
Intelligence (AI) and Intelligent Automation introduced new tools that significantly
extended capabilities in data analysis and enabled more reactive, autonomous sys-
tems (Cardona & Serrano, 2023). Industry 4.0 is commonly linked to IoT, big
data/analytics, cloud computing, cybersecurity, and horizontal /vertical system in-
tegration (Kumar & Kumar, 2020). These technologies enable connected products
and continuous data generation, but also create challenges related to data availabil-
ity, security, and confidentiality issues that become central for governance and IP
protection in digitalized industrial offerings.

Industries across sectors will become interconnected, and the boundaries of individ-
ual industries will therefore fade (Xu et al., 2018). Enterprises will likely maintain
their legacy products or systems while simultaneously incorporating new applica-
tions. The ability to effectively use technical integration to coordinate end-to-end
activities across industrial ecosystems provides the necessary technical support to
realize the initiative’s goals. The new trend is that businesses of all sizes that
are associated with Industry 4.0 will need to share and exchange data. Therefore,
systems must be interconnected, and the applications that compose information
systems must increasingly work together.

2.6.1 Digital Transformation of Industrial Firms

A digital transformation consists of three phases (Verhoef et al., 2021): i) digiti-
zation transforms analog information into digital in terms of data. An example is
the transformation of paper-based analog surveys into a digital survey. Digitization
is mainly changing internal and external processes, with little to no changes in the
value of the activity, then ii) digitalization is how the new digital technologies can
be used to create new business opportunities, enhance customer experiences, and
process improvements to increase efficiency. The changes are therefore made on a
sociotechnical level, exemplified by Verhoef et al. (2021) how online communication
channels changed the way customers interact with companies, lastly iii) digital trans-
formation concerns the company-wide change that results in new business models
and how business is conducted. This involves changes in organizational tasks but
also expands beyond earlier boundaries with suppliers, competitors, and customers.

Gaining maximum benefits from digital transformation is challenging, especially
for industrial firms (Lundin & Kindstrom, 2023; Verhoef et al., 2021). Among
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the challenges are the tensions and barriers to incorporating digital artifacts into
their existing businesses. Verhoef et al. (2021) emphasizes that there are three main
external drivers of digital transformations: i) Digital Technologies, such as Internet of
Things (IoT) and Artificial Intelligence, are expected to make large positive impacts
on current and future businesses, such as efficiency and possible reduced need for
human labor, ii) Digital Competition, created by technologies that reshape whole
markets, such as online stores, iii) Digital Customer Behavior, where digital presence
is becoming more or less an expectation from customers, and businesses that fail to
live up to their expectations fall behind.

2.6.2 Internet of Things (IoT)

Internet of Things (IoT) is a network of real-time connected physical objects that
aims to control something, or exchange and collect data without human interaction
(Kowalkowski et al., 2024). IoT devices can thereby be seen as a bridge between the
physical and digital world (Gokhale et al., 2018). The physical objects consist of
electrical components with sensors and some form of network connectivity. A sensor
is a device that measures a property of a physical entity, and the digital measure-
ment can be transmitted over a network (Paolone et al., 2022). The data generated
by the devices is then shared over wired or wireless networks with servers located in
the cloud or on-premises.

Today’s customers are increasingly technologically proficient and increasingly buy
experiences rather than goods, making the adoption of IoT essential for industries
and retailers seeking to keep pace with this trend (Paolone et al., 2022). IoT has the
potential to provide personalized services to customers. On the other hand, provid-
ing personalized services could raise concerns about protecting customers’ identities
and data.

An IoT ecosystem can be seen as a special type of business ecosystem in which firms
both compete and cooperate around a shared set of assets that connect physical and
virtual things (Mazhelis et al., 2012). At a high level, key stakeholders include the
industries providing IoT technologies, the developers of IoT solutions, and end cus-
tomers. Within such ecosystems, data from IoT devices and their sensors enables
new insights (Kowalkowski et al., 2024), for example, through predictive mainte-
nance where irregularities in vibration, temperature, or friction may signal declin-
ing efficiency or upcoming maintenance needs. Before real-time connectivity, such
issues typically required manual inspections, whereas connected monitoring allows
firms to automate surveillance and reduce costly on-site work. In this way, earlier
physical touchpoints can increasingly be handled through digital means (Lundin &
Kindstrom, 2023).
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2.6.3 Digital Ecosystems

Digital ecosystems are among the new business models that have emerged from the
introduction of cloud solutions and other digital technologies in the Fourth Industrial
Revolution (Ma et al., 2024). There is no universal definition of a digital ecosystem,
but for this thesis, we will follow the definition by Selander et al. (2013, pp. 184—
185), stating that a digital ecosystem is "a collective of firms that is inter-linked by
a common interest in the prosperity of a digital technology for materializing their
own product or service innovation”. An ecosystem could thereby be seen not only as
a new way to conduct business but also as a means to increase growth through new
forms of collaboration (Bresciani et al., 2021). At the center of attention in digital
ecosystems is what Bresciani et al. (2021) explains: all actors within the ecosystem
need to contribute some form of value.

Digital ecosystem also reshapes how value is created (Valdez-De-Leon, 2019). Value
chains, which earlier were commonly linear, i.e., organized as a vertical value chain,
are now turning into digital ecosystems, where value creation becomes more entan-
gled. An example of this is that the value created for end customers increases as
the platform owner provides tools that enable external developers to create new of-
ferings on the platform, which not only creates new value for the customer but also
strengthens the platform as a whole by increasing offerings.

Digital ecosystems often span beyond their initial market (Koch et al., 2022; Valdez-
De-Leon, 2019). This means that not only competitors within the domestic market
could be a potential threat, but also incumbents from other industries. One of the
main risks of not participating in a digital ecosystem is, as argued by Valdez-De-
Leon (2019), not being part of one, missing out on the opportunities it provides.
Valdez-De-Leon (2019) emphasizes that transitioning to an ecosystem model can
be especially challenging for companies with established operations, as it requires
changes not only to their technology resources and capabilities but also to their
business strategy and processes.

2.6.4 Digital Platforms

Platforms are not a new concept born out of Industry 4.0. Earlier, platforms have
taken place in the form of, for example, product platforms where customization of
products has been enabled through platform-driven development of product families
(Halman et al., 2003).Cusumano et al. (2019) states that having the best product
is no longer the most important, but having the best platform is.

Digital platforms can be categorized in various ways. One category is the integrator
platform model, in which the platform serves as a wedge between external contrib-
utors and end users (Asadullah et al., 2018). This model could be applied to some
crowdsourcing platforms. The second type of platform is the product platform model.
Here, external contributors build on the platform owner’s foundational technology
and sell products or services directly to end users. Thus, in this model, the plat-
form owner has less control over the interaction between external contributors and
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the end user. The third category is the multi-sided platform model, characterized
by external contributors’ ability to interact directly and freely with end users via
the platform. External contributors are not required to interact with the platform
owner during the development of a product or service, although the platform owner
may impose certain rules and regulations on them.

In general, platforms aim to connect individuals and organizations to create value-
creation opportunities for interactions or innovative activities that they were previ-
ously unable to (Cusumano et al., 2019). To exemplify this, Cusumano et al. (2019)
provides an overview of Facebook’s platform and ecosystem, in which users, adver-
tisers, and applications are connected through Facebook’s digital platform.

Digital platforms introduce new kinds of relationships, defined as an "interdependent
process of continuous interaction and exchange between at least two actors" (Holm-
lund & Tornroos, 1997, p. 6). The activities performed in the digital ecosystem
depend on real-time collaboration and interaction among different actors, through
which information is exchanged (Baptista & Nunes, 2025). This is done through a
digital platform, highlighting the need for a robust platform that enables key players
to facilitate real-time communication among multiple actors. The platform owner
serves as a central host, coordinating connections among ecosystem actors. The
host is also the one who needs to attract new actors, as new actors become depen-
dent on the relationship and communication with the host to be part of the digital
ecosystem.

2.7 Servitization & Business Model Transforma-
tion

As a result of the connectivity provided by IoT devices, in combination with data
gathering and Al data analysis, a new B2B service innovation is introduced, where
industrial firms are now taking part in digital services by connecting previously un-
connected objects. For this thesis, we follow Kowalkowski et al. (2024) in defining
a service as an offering with the distinctive attributes of being intangible, non-
ownership, and the central role of customer interaction.

Notably, service innovation differs significantly from product innovation (Kowalkowski
et al., 2024). When customers are to evaluate the quality of tangible products, many
physical aspects are taken into consideration (Parasuraman et al., 1985). Quality is
then perceived as a combination of color, style, and ease of operating the industrial
product. Meanwhile, a service is intangible, underscoring the importance of new
evaluation criteria for determining quality. First of all, the perceived quality of a
service is the difference between the ezpected service and the given service (Para-
suraman et al., 1985). The given service is determined by both the process and
the final outcome. There are different approaches to evaluating service quality. An
example of this is that service quality is determined through three dimensions: i)
Physical quality, such as equipment, and ii) Corporate quality, such as the service
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company’s image and reputation, and iii) Interactive quality, which is how well the
communication and interaction between the service firm and customer work.

2.7.1 Product-Service Systems

A Product-Service System (PSS) combines tangible products and intangible services
to jointly fulfill specific customer needs (Tukker, 2004). To the far left in Figure
2.3, the value is solely or mainly delivered in the form of the tangible product. To
the far right, services are the core of the value. In between these two extremes are
possible combinations of product- and service-oriented value creation.

Product-service system
Value y Value
mainly in - mainly in
ro dt‘x’ct Service content servi‘t’: e
P (intangible)
content Product content
content (tangible)

Pure A: Product|| B: Use C: Result Pure
Product oriented oriented oriented service
1. Product 3. Product 6. Activity ma-
related lease nagement

2. Advice and | |4. Product 7. Pay per
consultancy renting/ service unit
sharing 8. Functional
5. Product result
pooling

Figure 2.3: The main types of product-service system, with main- and subcate-
gories. From Tukker (2004).

Following, the three main types of product-service systems will be presented from
Tukker (2004): i) Product-oriented services is when the tangible product remains
the primary source of value. Firms mainly focus on selling products, while offering
complementary services such as maintenance contracts, take-back agreements, and
the supply of consumables, ii) Use-oriented services means that the product is still
central, but ownership is retained by the provider. Instead of selling the product,
customers gain access through rental or leasing, while the provider is responsible
for maintenance, repairs, and overall control, lastly iii) Result-oriented services is
when a certain outcome is agreed upon beforehand (Tukker, 2004). Important to
notice, however, is that there might be an absence of usage of a particular product
- meaning that the means by which the promised outcome is performed is up to
the provider. Result-oriented services consequently provide new liabilities and risks
for the provider. This is especially true for results that are difficult to predict the
required resources to fulfill, as the resources needed may exceed what the provider
expected. This can be compared with a product-oriented approach, where the buyer
holds the risk of not achieving the expected result from the given product. An
example of this is given by Tukker (2004, p. 251), where a pesticide provider can
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sell pesticides and provide instructions on how to use them to a customer, and it is
up to the customer how efficiently they work. Although if the company were to sell
a result such as a pre-determined percentage of reduction in loss of crops, a lot of
pressure and possible economic losses could be required by the company if they do
not fulfill its promised results.

2.7.2 Anything-as-a-Service

Digital enablers drive increased adoption of Anything-as-a-Service, in which product
ownership is neglected, leading to a focus on creating customer convenience (Van-
dermerwe & Erixon, 2023). This not only changes ownership but also the firm’s
incentives to create products that are meant to last longer and possibly even be
reused. As the focus of these anything-as-a-service is to provide an outcome, the
pricing model changes as well (Vandermerwe & Erixon, 2023). From selling tangi-
ble goods with low margins, firms are moving towards subscription- and usage-rate
pricing models, which often have significantly larger margins (Oliva & Kallenberg,
2003). As services provide continuous value, the relationship between the customer
and the company is often positively affected by increased interactions compared to
one-time sales (Vandermerwe & Erixon, 2023).

In an availability-based business model, the service provider is often particularly
interested in predictive maintenance, since it directly affects service up-time and
contractual performance (Oliva & Kallenberg, 2003). Predictive maintenance is
often combined with real-time monitoring via sensors and IoT devices (Kowalkowski
et al., 2024), although the technically advanced services are often not of interest
to customers because their value is difficult to grasp (Oliva & Kallenberg, 2003).
From case studies of manufacturing firms by Oliva and Kallenberg (2003), the main
reason customers are so uninterested in monitoring their products is that they cannot
see the value that monitoring itself creates. Instead, to make the impact of the
monitoring understandable within the customer’s business and context, the value
provided needs to be presented in terms of increased uptime.
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Methodology

This chapter describes the thesis’s methodology and its application in practice to
address the research questions. The chapter showcases the research design and qual-
itative research methods, including how data were collected through semi-structured
interviews, how respondents were selected, and how the interviews were analyzed
thematically. Finally, a discussion of the methods’ quality and trustworthiness is
conducted within the scope of credibility, transferability, dependability, and con-
firmability.

3.1 Research Design

This thesis adopts an interpretivist research philosophy (Bell et al., 2022) to un-
derstand how individuals within the organization perceive and interpret changes in
IP. The objective of this thesis is to investigate how the IP strategy changes when
an industrial product is retrofitted. Accordingly, the thesis adopts an exploratory
qualitative approach to deepen understanding of this phenomenon. An exploratory
approach is appropriate in this case to study the evolution of the organizational envi-
ronments surrounding intellectual assets, given that the retrofitting context remains
underdeveloped. This approach enables an in-depth understanding of an emerging
phenomenon, rather than testing predefined hypotheses. To support this exploratory
perspective, the research was conducted abductively, using existing theory to design
the interview guide and then iteratively moving between empirical patterns and the-
ory during coding and interpretation. The abductive approach is therefore aiming
to generate insights and potentially develop new theoretical understanding based
on empirical findings from interviews. The interpretivist stance further influenced
the interviews by encouraging open-ended exploration of how respondents perceive
digital transformation and IP strategy, rather than treating them as predefined or-
ganizational variables.

The thesis was conducted at a single company and is therefore a single-case study
design (Bell et al., 2022). A case study is appropriate because the research focuses
on a complex context-dependent phenomenon within an organizational setting. The
case can be considered revelatory, as it provides rare insight into the internal pro-
cesses of IP management during digital transformation. The selected company is
currently undergoing a digital transformation of some of its legacy products, making
it highly relevant to the study of how its IP strategy evolves in this context. Given
the five-month time frame, the research was cross-sectional, meaning the company
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was examined at a single point in time.

This research examines a business unit of the case company and its employees at
the organizational level of analysis. The thesis examines how the organization’s
IP capabilities respond to a legacy product undergoing digital transformation. Al-
though the empirical data are collected through individual interviews, the analysis
is conducted at the organizational level by aggregating and interpreting individual
perspectives to represent broader organizational patterns and capabilities. While
this approach enables insights into organizational dynamics, it may also obscure
individual variations and contradictory viewpoints.

3.1.1 Description of the Case Company and Product

The case company is a European industrial firm that develops and manufactures
technical products for commercial use. The company has an established market
position and provides solutions where key attributes are functionality, uptime, and
security.

The product to be analyzed is the physical infrastructure used in operational en-
vironments. It has traditionally been based on mechanical and electromechanical
components but is currently being retrofitted with digital enhancements. These
include integrated connectivity and software that enable data collection from the
product’s sensors.

3.1.2 Data Collection

Data were collected through semi-structured interviews, as this method is well-suited
to the research and enables the collection of nuanced, broad, and detailed responses
compared to methods such as surveys or structured interviews (Bell et al., 2022).
Interviews were mainly conducted via Teams, and all interviewees were asked ques-
tions in English, with the option to answer in either Swedish or English. Interviews
were voice-recorded, and when allowed, computational transcription was used to
complement the manual transcription conducted during the interview. Recordings
and transcriptions were stored on the case company’s OneDrive, and will be deleted
once the Master’s Thesis has been approved by the examiner.

The interview guide was based on the literature brought up in the literature chapter,
such as how IoT devices and data gathering reshape business and business priorities.
As the interview guide was based on the theoretical framework, there is a risk that
the framing of questions may have influenced respondents’ answers toward the ex-
isting theoretical framework. While the approach ensures relevance to the research
questions, it may limit the emergence of novel perspectives.

Interviews were conducted with: i) RE&D Department to gain insights into the tech-

nical aspects of the retrofitting, new digital assets, and the implementation of IoT
and associated systems, and ii) Strateqy €& Business Development to gain informa-
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tion regarding digital ecosystem opportunities and challenges, changes in ways of
conducting business such as servitization, and how intellectual assets are a part of
the companies’ strategies, and iii) Legal € IP to understand how the digital trans-
formation shapes the internal environment in terms of focus on IP and mechanisms,
and how these are managed currently, and iv) Sales Department to assess how the
digital transformation affects customer interactions, such as new contractual agree-
ments for data gathering, and how well it aligns with customers’ expectations and
needs.

Table 3.1: Interview information

This table presents the firm’s representatives’ roles, and their experience within the
firm. The respondents have been assigned an alias to ensure anonymity. It also
includes the duration of each interview.

Subject Role Years of Experience Duration(min)
S1 I[P Management 5 52
S2 I[P Management 11 54
S3 Strategy 23 55
S4 IP Management 15 53
S5 R&D Manager 11 46
S6 Sales Manager 6 50
S7 IP Attorney 2 31
S8 I[P Management 5 100
S9 R&D 40 49
S10 Strategy Manager 6 51
S11 R&D Manager 4 52
S12 R&D 27 49
S13 R&D Manager 3 45
S14 I[P Management 5t 33
S15 Strategy 22 )
S16 Sales Manager 11 A7
S17 R&D 8 56
S18 R&D Manager 7 34
S19 IP Management 3 54
S20 Strategy 1 55
521 Sales 40 %)
S22 Strategy 25 55
S23 R&D Manager 11 40
524 I[P Management 6 45
525 Sales Manager 4 60
526 Strategy 10 60
S27 IP Management 10 53
S28 R&D Manager 8 47
S29 Strategy 12 44
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3.1.3 Sampling

A total of 29 interviews have been conducted through snowball and convenience
sampling (Bell et al., 2022), where the aim is to conduct interviews with employees
in different roles to gain insights from various functions, including strategy, research
and development, sales, and legal, that are involved in or exposed to digital trans-
formation and related intellectual assets. Convenience sampling was used due to the
company’s complex structure, while snowball sampling facilitated the identification
of additional relevant participants with experience in digital transformation. Al-
though convenience and snowball sampling provided access, the logic was primarily
purposive, aiming to maximize variation across organizational functions relevant to
IP strategy and digital transformation. The respondents were approached through
mail and introduction meetings.

However, the use of non-probability sampling techniques may limit the generaliza-
tion of the findings. Convenience sampling may introduce selection bias, whereas
snowball sampling may yield a sample of individuals with similar perspectives (Bell
et al., 2022). In addition to the sampling-related biases, the thesis may be sub-
ject to internal perspective bias, as all employees are within the same organiza-
tion. This may result in a dominant organizational narrative and limit the inclusion
of external viewpoints. To mitigate internal perspective bias, sampling was con-
ducted across multiple internal departments. During the interviews, questions were
designed to probe for trade-offs and tensions, capturing competing interpretations
rather than assuming a single coherent view. Despite these limitations, this approach
was deemed appropriate for gaining in-depth insights into a relatively unexplored
research area.

3.2 Analysis of Method

Qualitative interviews were selected as the primary data collection method, as they
allow for the investigation of issues that are difficult or resistant to observation, as
is the case in this thesis.(Bell et al., 2022). It also provides informed consent to the
researchers, a common ethical requirement in business research.

The chosen method of data analysis is thematic, allowing for the identification of
patterns and themes within the empirical material. A hybrid abductive thematic
analysis is then applied, combining inductive coding with guidance from relevant
theoretical frameworks, consistent with Bell et al. (2022) ’s description of iterative
qualitative reasoning. This enables both theory development and theory extension,
as empirical findings are continuously compared with established frameworks. Data
collection was continued until thematic saturation was reached.

The analysis was conducted using a structured, multi-step thematic analysis process
to ensure transparency and rigor. First, all interview transcripts were systematically
coded to identify recurring themes and patterns, which were then labeled without
predefined categories. Altough no predefined thematic categories were imposed, the
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coding process was guided by the four research questions. During repeated readings
of the transcripts, sections of text relevant to the research questions were assigned
as initial codes. These codes were iteratively refined and grouped into broader cat-
egories, allowing themes to emerge from the data while keeping the focus to answer
the research question. Second, the identified themes were continuously compared
across perspectives to analyze differences and similarities, i.e., how interviewees
might discuss a topic in different ways or how they differ from one another (Bell et
al., 2022). This enables a structured understanding of the changes over time. When
opinions diverged, they were noted as contested themes, and cross-functional com-
parison was used to see why interpretations differed. Third, the empirical findings
were interpreted in relation to existing theoretical frameworks, allowing for a deeper
understanding of the patterns and contributing to theory development. Throughout
the analysis the research questions served as analytical lens guiding the coding and
theme development. As themes became more refined, they were systematically re-
viewed and mapped to the research questions they directly addressed. This enabled
a structured comparison of empirical comparison of empirical observations and en-
sured that the findings remained closely connected to the studies purpose and aim.
To enhance the trustworthiness of the analysis, coding decisions and interpretations
were continuously discussed among the researchers to reduce individual bias and
ensure consistency.

Trustworthiness can be used to evaluate qualitative studies (Bell et al., 2022). For
our research, we have chosen to follow the Lincoln & Gubas framework presented
in Bell et al. (2022), which consists of credibility, transferability, dependability, and
lastly confirmability. Credibility refers to the extent to which the findings of a
qualitative study are perceived as believable and accurately represent the reality of
what is being studied (Bell et al., 2022). To enhance credibility, respondents were
allowed to review the findings. Credibility was further strengthened through tri-
angulation, in which insights were collected from multiple organizational functions,
including R&D, strategy, legal, and sales. While the thesis relies primarily on in-
terview data, comparing perspectives across functions helps identify divergent and
convergent views within the organization. This thesis will combine semi-structured
interviews, theoretical literature, and secondary data, including prior research. By
combining the findings across these sources, it was possible to identify patterns and
reduce the risk of relying on a single perspective.

As the research is based on a qualitative approach focused on a specific company
and product, the transferability to other contexts may be difficult to determine (Bell
et al., 2022). To facilitate an understanding of transferability, a description of the
case product and its environment, which may influence the results, was provided in
the thesis. Although the findings are context-specific, the thesis aims to contribute
to generalization by identifying mechanisms and patterns that may be relevant for
other industrial firms undergoing digital transformation.

The transferability of the findings is likely strongest in the industrial contexts char-
acterized by long product life cycles, installed bases, and safety or reliability re-
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quirements, with increasing digital integration through IoT and servitization. In
such contexts, firms often rely on complementary assets that shape how IP strat-
egy evolves during digital transformation. At the same time, the findings may be
less transferable to purely digital firms and where ecosystem dynamics differ sig-
nificantly. Additionally, some findings may be particularly shaped by the company
under study’s industrial setting, where uptime, reliability, and long-term customer
relationships are strategically important.

Dependability implies that a study is consistent, transparent, and can be repeated
with similar results (Bell et al., 2022). Though in qualitative research, it is rec-
ognized that exact replication is difficult due to different contexts. That is why
the focus of this research was to ensure that the research process was documented
throughout, including the interview guide, sampling procedures, and coding process,
allowing external viewers to understand how conclusions were drawn. To ensure a
structured and systematic research process, all stages were clearly documented.

Confirmability is achieved as the results are based on data rather than the re-
searchers’ perceptions and beliefs. The analysis is conducted through thematic
analysis, supported by citations from the interviews to motivate the themes. Con-
firmability will also be enhanced by grounding the analysis in empirical data and
by direct quotations from interviewees, which are then continuously interpreted and
discussed between the researchers to reduce individual bias.
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Empirical Findings

This chapter reports the empirical findings from the semi-structured interviews.
Using thematic analysis, recurring patterns across the interview data were identified
and are presented in relation to the thesis’s research questions. Accordingly, each
section addresses one research question, with subsections detailing the associated
themes.

4.1 What New Intellectual Property Emerges with
the Introduction of Digital Functionalities?

This section presents the results for research question 1 and highlights the new IP
that emerges from digital retrofitting and integration into digital ecosystems. Of
particular importance are data, software, and connectivity, as well as how this IP
can be controlled through secrecy and contractual agreements.

4.1.1 Data & Insights as Core Assets

Across interviews, the most consistently identified addition from the digitalization is
increased accessibility to data. Interviewees S6 and S16 explained that data had pre-
viously been stored locally in each product’s control box, requiring physical access
to extract it. With the introduction of an IoT device and real-time connectivity, the
key difference is that it becomes ”continuously accessible and retrievable remotely”.
Earlier, on-site extraction meant that data was collected irregularly and primarily
used for troubleshooting by service technicians rather than for systematic analysis.

Interviewees stated that access to product-generated data is a prerequisite for re-
alizing value through digital capabilities such as Al and statistics. Without access
to the data, analysis cannot be performed, and actionable insights cannot be gener-
ated. Views on data ownership differed. Most interviewees stated that the customer
owning the product is also the data owner, and that the firm therefore stores and
uses the data under contractual agreements, as stated by interviewee S12: "The
customer owns the data, but we attach an agreement where they accept that we can
collect the data.” Others argued that the industrial firm owns the data, but that
customers have rights of access under the Data Act. A related view was that the
actor who owns the product also owns the data, implying that in leasing arrange-
ments, the firm may be the data owner.
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Importantly, interviewees distinguished between owning data and accessing it. Some,
for example, S24 and S25, emphasized ownership to prevent data from being shared
with competitors. At the same time, interviewees were largely aligned that it is
mainly access that is critical for two reasons: i) enabling new service and business
opportunities, and ii) enabling product-related learning for product development
and innovational activities.

Beyond raw data, interviewees repeatedly emphasized insights as the central asset
created by the digitalization. Usage data was described as particularly valuable
for product development, as it provides evidence of how products are actually used
in customer contexts. Several interviewees also noted implications for the sales
department, as a better understanding of usage enables more accurate recommen-
dations regarding product replacements, product configurations, and add-ons. Some
suggested that usage-based arrangements could extend to more advanced business
models, such as leasing or changing products at no cost to the customer based on
observed usage, with contractual licensing forming the foundation. As interviewees
summarized, the product’s core function is to optimize "a hole in the wall” by al-
ternating between serving as a barrier and an opening. Here, digital usage insights
therefore become directly relevant to both performance and value creation.

4.1.2 Digital Functionalities as New IP Assets & Risks

Interviewees described the digital offering as software-based, particularly through
a platform that provides customers with modular functionality. Overall, these fea-
tures were framed as mechanisms to increase customer value while enabling internal
efficiency and learning. Several modules were described as enabling the product’s
behavior to change based on external data or signals from other actors, and the
platform was also described as enabling service technicians to read, diagnose, and
control products remotely. This remote capability was framed as enabling new
service modes, including reducing the need for on-site visits and enabling faster re-
sponse through remote actions.

A recurring point raised by, for example, S15 and S18 was that modularity enables
the firm to extend the platform through new modules and third-party data integra-
tions, thereby increasing usability and value creation. At the same time, interviewees
highlighted that entering the digital environment creates new risk exposures. As in-
terviewee S1 stated: "The digital risks are much larger, both regarding brand and
reputation. The worst thing that could have happened for hardware protection, such
as patents, was that someone copied our invention and we lost a little bit of money.”
Interviewee S15 emphasized that "digital connectivity removes the requirement of
physical presence to interfere with the system, as digital controls may, in principle, be
accessed from anywhere in the world”. Consequently, interviewees stressed the need
for new capabilities and resources related to cybersecurity, both to prevent unau-
thorized control and to protect product-generated data that is stored and processed.

In addition, interviewees noted that digitalization enables remote firmware updates
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via the platform. These updates were framed as a way to enhance or expand func-
tionality over time, thereby strengthening the value proposition and reinforcing the
importance of robust security and governance for software changes.

4.1.3 Shift Toward Contracts, Secrecy, & Ecosystem-Based
Control

Interviewees repeatedly emphasized that the digital environment differs from the
electromechanical environment in how IP is controlled and used. For electromechan-
ical inventions, patents and design rights were commonly cited as relevant forms of
protection. For digital assets, including software-enabled features, data processing
logic, and ways of working, interviewees more often emphasized non-registrable con-
trol mechanisms, particularly contracts and secrecy.

All interviewees described contracts as becoming more central post-digitalization.
Contracts were framed as mechanisms to: i) appropriate value from digital features,
ii) regulate data access and confidentiality, iii) provide a baseline for new business
models, and iv) structure partnerships and responsibilities across actors. An exam-
ple concerned predictive and preventive maintenance. Prior to digitalization, service
contracts were described as optional add-ons and were primarily yearly or reactive,
often offered in tiered levels that defined response times and visit fees. With connec-
tivity, interviewees described how sensor data - for example, temperature, number of
cycles, and related operational indicators - enables statistical and algorithmic pro-
cessing to anticipate maintenance needs before breakdowns occur. This was stated
to enable predictive maintenance offerings, in which the contractual arrangement
becomes central to both profitability and to meeting customer expectations regard-
ing uptime, response, and scope.

Most interviewees also described digitalization as shifting the collaborative environ-
ment toward increased partnerships. Joint value creation was frequently associated
with system integration, in which interlinked systems deliver more value than stan-
dalone solutions. As interviewee S15 stated, platform-based access could enable
third-party automation innovations that control products through the firm’s plat-
form. At the same time, interviewees emphasized greater complexity, as actors may
simultaneously be partners, customers, and competitors depending on the context.
This ambiguity was described as making contract design more challenging, as agree-
ments need to enable collaboration while safeguarding against competitive risks and
unintended knowledge spillovers.

A recurring theme was the growing importance of secrecy as a means of protection
and control. Interviewee S5 argued that "raw, unprocessed product data has limited
standalone value, whereas processed outputs and derived insights are what actually
matter and should be seen as a trade secret.” Interviewee S9 echoed this, suggest-
ing that "an attacker would be more interested in stealing processed data than raw
data”. In contrast, other interviewees, such as S26, noted that raw data may still be
valuable because, even through basic interpretation, it reveals usage patterns that
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competitors could exploit. Beyond the data itself, interviewees highlighted that
methods of collection, processing, algorithms, and internal ways of working may
also be considered sensitive knowledge that should be protected by confidentiality.

In addition, the interviewees raised concerns about data sharing and integrations.
As S24 stated, "data sharing should be restrictive to avoid unintended leakage of
sensitive information or insights”. Some interviewees also questioned the effective-
ness of patents for processes and algorithms in digital contexts due to disclosure
requirements, as revealing details may help competitors invent around the protected
claim. One interviewee (S8) noted that "software patents are used in some cases,
while other parts of the overall solution are intentionally kept as trade secrets. This
hybrid strategy was described as enabling selective disclosure where disclosure of a
smaller part may be of limited value without the complementary secret components”.

While brand and reputation were generally mentioned as valuable assets, interviewee
S27 added that sub-branding could be an efficient way to protect the main brand
against potential harms associated with digitalization. The interviewee emphasized
that cybersecurity incidents such as intrusions or data leaks could significantly dam-
age the brand, particularly in safety- and security-oriented industries where such in-
cidents signal unreliability. Sub-brands that are not tightly linked to the core brand
were therefore described as a potential way to reduce reputational spillover in the
event of an incident.

Finally, interviewees suggested that relationships themselves become more valuable
assets in digitally integrated ecosystems. As integration increases, value creation
becomes increasingly dependent on access to complementary capabilities, partner
ecosystems, and negotiated interfaces, making relational positioning and ecosystem
participation part of the firm’s broader IP control and appropriation logic.

4.2 How does Digital Retrofitting Change the Role
of Existing IP?

This section presents the results for research question 2 and describes the intervie-
wees’ perspective on how digital retrofitting affects current IP, shifting from primar-
ily protecting the physical product to more broadly supporting access, risks, and
control in the digital environment.

4.2.1 From Core Protection to Foundational Layer

Across interviews, respondents consistently describe digital retrofitting as a shift
from value being primarily embedded in mechanical hardware to being increasingly
tied to digital layers, including data and software. This also changes how protectable
the firm’s key assets are perceived to be, with digital assets considered less prone to
IPR protection. While a few respondents argue that mechanical IP is rapidly los-
ing strategic relevance as the product becomes commoditized, the dominant view is
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that traditional protection rights (patents, trademarks, design rights) remain impor-
tant. However, they are increasingly framed as a foundational layer, necessary for
credibility and compliance, rather than the main source of differentiation. Several
respondents emphasize that regulatory requirements and physical security consider-
ations will continue to anchor the importance of hardware-related protections over
time.

A recurring theme is that established customer relationships serve as a complemen-
tary asset that becomes even more valuable as products are digitalized. Interviewees
describe these relationships as a channel for guiding customers through new purchas-
ing and usage patterns in a more digital offering. As S16 notes, "we want to keep
our relationship with customers so we could guide them when purchasing products,”
while also stressing that "we must see through that intermediaries do not take over
the relationship.” In other words, retrofitting is described as increasing the risk of
disintermediation, making continuous contact and trust-building strategically im-
portant.

Respondents also highlight that the patent landscape changes when inventions move
into software and algorithmic domains. Historically, patents have been a key mech-
anism for protecting physical hardware, but several interviewees suggest that firms
may increasingly face a trade-off between patenting and secrecy for digital inventions.
One concern was that algorithm- and software-based inventions can be difficult to
patent broadly and easier to invent around. As stated by S19, such inventions may
be challenging to protect efficiently to block competitors. In addition, interviewees
stress that digital standards and platform ecosystems may expose firms to more com-
plex patent environments. S8, for example, describes a setting in which industry
standards are shaped by many patent-holding firms, implying that using a standard
may require navigating among multiple actors with potential claims. S8 further
adds that firms with large patent portfolios, such as Apple and Ericsson, become a
part of their patent environment due to overlapping digital functionalities and data
streams, and that the overall number of actors increases the risk of patent disputes
and infringements. As a consequence, prior art searches and freedom-to-operate
assessments are described as more time-consuming but also increase the importance
of patenting.

From a trademark and branding perspective, digital retrofitting is stated to shift the
focus of IP value toward brand trust and customer experience. Interviewees describe
the brand historically as a quality signal associated with their tangible products, as
stated by interviewee S2: "I do not think we can protect our products from being
digitalized by competitors other than being first and our relationships. It is about
brand and trust, we need to be trusted to do this more than competitors, and be
trusted to protect what customers want to protect.” But as more value moves into
software layers, protecting the brand becomes more critical, as reputational risk is
described as potentially more severe in the digital context, as failures in digital IP
or cybersecurity can affect the entire group brand, not just a single product line,
making brand-related protections and governance more consequential.
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4.2.2 From Artifact Protection to Access & Risk Gover-
nance

Beyond classic protection mechanisms, respondents indicated a broader scope of IP
that needs protection. Rather than only securing artifacts such as mechanical de-
signs, IP increasingly involves governing data access, controlling digital interfaces,
and managing cybersecurity risks that can undermine existing protections. A key
driver is the difference in development pace, as respondents repeatedly highlighted
slower hardware cycles compared to the faster digital iterations. This acceleration
was described to make it more difficult for IP functions to file and maintain formal
protection in time, and it encourages more selective strategies, such as protecting
only parts of an invention while keeping critical elements secret to prevent competi-
tors from reconstructing the whole invention.

Consistent with this, interviewees emphasize that new digital layers introduce in-
trusion risks that affect both new and established protections. As products become
more connected, detecting IP intrusions becomes more difficult, raising concerns
about trade secret leakages and unauthorized access to digital functionality. Several
interviewees, including S7, S12, and S15, specifically mention the risks of remote
access. Alongside direct functional risks, respondents repeatedly highlight reputa-
tional exposure, as digital failures can spread quickly and damage trust.

Consequently, respondents describe the protection of new intangible assets as a
combination of organizational and technical mechanisms. Secrecy is frequently men-
tioned as a practical approach, described as of the essence both internally and in
collaborations through NDAs, and externally through cybersecurity measures to
prevent third-party attacks. Following, IP protection becomes less about single le-
gal rights and more about a coordinated system of legal governance, information
management, and technical safeguards.

4.2.3 Changing Enforcement Mechanisms in Digital Con-
texts

Interviewees also highlight that digitalization changes enforcement conditions and
the dynamics of proof. S8 contrasts tangible and digital infringement detection:
patent infringements on physical products can often be assessed by inspecting the
product, whereas software infringement is harder to detect because the relevant
functionality may be hidden in a ”black box”. This makes the verification of IP in-
trusions more uncertain and reduces the predictability of litigation outcomes. As a
result, respondents suggest that the enforcement strategy must adapt by combining
legal tools with technical approaches and monitoring capabilities.

At the same time, respondents argue that existing assets retain strategic value but
are leveraged differently. The installed base is repeatedly described as a central
asset whose importance increases with retrofitting. When products are equipped
with sensors and connectivity, the installed base shifts from just being hardware to
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an opportunity for vast data collection and service delivery. Even where mechanical
patents have expired, respondents suggest that the installed base remains difficult to
replace, creating switching costs and reinforcing customer loyalty. Moreover, inter-
viewees describe how a larger installed base can improve data quality and diversity,
thereby supporting learning effects and future development that smaller competitors
find difficult to replicate. In this sense, IP becomes less static and more cumulative,
as more products connect and knowledge becomes part of digital functions and op-
erational activities.

Digital retrofitting also reshapes product knowledge as an intellectual asset. Be-
fore digitalization, knowledge was largely associated with engineering expertise and
tacit service know-how. With connected products, respondents describe how data
becomes a central source of learning, consequently reducing the long-term differen-
tiating power of purely mechanical IP as the firm builds new forms of insight about
products and customers. Several interviewees also stressed increased reliance on
complementary assets such as service capabilities and resources, integration capa-
bilities, and well-developed relationships. Electromechanical IP is presented not as
sufficient to secure these positions, but as a prerequisite for scalability and credibility.
Overall, respondents emphasized differentiation through a combination of software,
hardware, services, and trust, rather than through a single protected invention, im-
plying that existing IP is valuable as part of a broader system of complements.

Thereafter, respondents stated that retrofitting increases the importance of prod-
uct and service complexity, which can, in turn, serve as a barrier to imitation.
While competitors might copy individual elements, such as hardware components,
sensors, or basic software functions, interviewees suggest that replicating the inte-
grated whole is much more difficult. Some interviewees, such as S1, S2, and S6,
emphasize that competitors could still attach their own IoT devices to the firm’s
products, indicating that exclusivity through traditional IP alone is limited. In this
environment, existing IP shifts from being the primary protection mechanism to a
single layer within a multi-layered defense and control. This layered view also re-
flects respondents’ views on counterfeit enforcement. Interviewees describe the firm
as proactive in enforcing trademarks and acting on counterfeits in physical prod-
ucts, where replication is often visual and mechanical. In the digital environment,
however, detecting intrusions is expressed to be more difficult.

4.3 How do Evolving Ecosystem Interdependen-
cies Influence Intellectual Property Strategy?

This section highlights the findings from the interviews in the context of research
question 3, which shows how increasing ecosystem dependency affects the IP strat-
egy. Here, among the most significant changes are blurred roles among actors,
requirements and dependencies on interoperability and standards, and an increased
need for contractual agreements and data governance to manage and control value
capture in cooperations.
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4.3.1 From Linear Value Chains to Blurred Roles and Strate-
gic Uncertainty

Interviewees consistently described how digitalization increases ecosystem complex-
ity and blurs the boundaries between suppliers, partners, competitors, and cus-
tomers. Rather than operating in a linear value chain with clearly separated roles,
the firm is increasingly described as facing multi-actor environments in which the
same actor may simultaneously provide infrastructure, access critical data, and com-
pete for control over customer interfaces. Examples raised include cloud providers,
platform owners, and building management suppliers that can enable core function-
ality while also positioning themselves closer to end users.

The multiple roles create strategic uncertainty. As described by the interviewees,
partners may become competitors if they acquire sufficient system knowledge or cus-
tomer proximity, while competitors may become necessary collaborators when inte-
gration and interoperability are required. Several interviewees therefore emphasized
the importance of retaining control over core assets such as algorithms, protocols,
and data-derived insights. Control over a large installed base was also described as
a source of leverage, as it strengthens negotiation power, increases switching costs,
and can limit partners’ ability to appropriate value.

As interdependencies increase due to systems being connected, such as connections
to the IoT devices at the customer’s site and connections to third-party platforms,
interviewees suggested that IP strategy shifts away from a narrow focus on pro-
tecting inventions or discrete products. Instead, IP was described to increasingly
function as a tool for managing control, dependencies, and bargaining power within
ecosystems. Collaboration was often described in terms of sharing data, software
components, and jointly developed solutions, making it harder to rely on traditional
protection mechanisms alone, as external actors may gain access to previously inter-
nal assets. Consequently, interviewees described a movement toward an access-and-
control logic, in which questions such as who can use data, who controls interfaces
and standards, and under what contractual conditions value is shared arise. In this
setting, contracts, licensing structures, and data access agreements become essential
complements to formal IP, as IP is intended to control IP use within collaboration
rather than to block imitation.

4.3.2 From Linear Value Chains to Ecosystem Complexity

Across interviews, interoperability was repeatedly framed as a strategic control point
rather than just a technical requirement. Digitalization was described as increas-
ingly requiring integration with external platforms, including customer management
systems, building management systems, and cloud providers. In this context, control
over interoperability was not only described as enabling compatibility but also as
shaping power dynamics, as actors that control key interfaces can gain leverage over
partners and customers by influencing how value and data flow across the ecosystem.
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Several interviewees argued that the ability to integrate smoothly with customers’
existing systems can be essential for becoming a preferred supplier or partner. In-
tegration was sometimes described as a customer requirement, as customers often
prefer to integrate new digital functionality into existing systems rather than adopt
entirely new ones. Interviewee S4 illustrated this logic using the Apple ecosystem,
as once users have for example an iPhone, iPad, and MacBook, they tend to prefer
complementary products that integrate seamlessly into the same environment.

Participation in standard-setting alliances was also described as strategically im-
portant. Standards were described to determine which technical solutions become
defaults and which firms gain influence over industry architecture. However, inter-
viewees emphasized that standards often demand a degree of openness, creating a
tension between contributing enough knowledge to shape the standard while avoid-
ing excessive disclosure that could weaken a firm’s competitive position.

Similarly, APIs were described as mechanisms that regulate ecosystem value flows.
APIs define which functions and data external actors can access and under what
conditions. As ecosystems expand, APIs increasingly act as gatekeepers rather than
neutral technical interfaces, shifting strategy toward deciding what to open, how
much to open, and to whom. Interviewees noted two opposing risks: opening too
much can enable others to replicate functionality and compete for the customer
experience, while keeping systems overly closed can reduce adoption, especially when
customers or dominant platforms require compliance with common standards.

4.3.3 Contracts & Data Governance in Ecosystems

Interviewees also highlighted that digitalization introduces new ecosystem actors -
software firms, service providers, and platform suppliers, who were previously out-
side the traditional industry. In such relationships, traditional IP rights alone were
seen as insufficient because patents, trademarks, and design rights do not directly
govern questions of data access, usage rights, and downstream analytics. As a result,
interviewees repeatedly highlighted contracts as the primary mechanism for govern-
ing value capture and collaboration in ecosystems. Service agreements, licensing
structures, and NDAs were described as central for clarifying ownership, access, and
permissible use.

In parallel, relationship governance and monitoring were described as increasingly
important, as actors’ roles can change over time. Several interviewees emphasized
the need to decide carefully what to share, with whom, and under which relational
conditions. Trust, continuity, and installed-base leverage were described as com-
plements to formal IPRs, helping firms sustain advantage when legal protection is
difficult or when collaboration requires controlled openness.

Data management emerged as a critical component of the digital retrofitting. In-
terviewees stated that connected products generate large volumes of data and that
access to data, rather than formal ownership, often determines competitive advan-
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tage. These interdependencies force firms to negotiate data rights in contexts where
customers and partners may all claim legitimate interests. Interviewees also de-
scribed how insights, algorithms, and analytical processes are often kept as trade
secrets and protected by internal controls, since disclosure can erode bargaining
power within the ecosystem.

Finally, evolving ecosystems were described as reshaping competitive threats. Com-
petition was previously perceived as relatively stable; interviewees argued that con-
nected products create opportunities for new entrants, including software startups
and born-digital firms. New competitor categories mentioned included platform
actors and systems that are part of customers’ core workflows, such as facility man-
agement solutions, building management systems, and ERP systems. These actors
were described as possibly posing a particular threat because they already sit close to
the customer interface and can potentially control data. As interviewee S17 noted,
control over the interface can translate into control over data and having close col-
laboration with the customer, shifting the central fear from product copying to a
loss of control over relationships and ecosystem positioning.

4.4 How does Digital Retrofitting Drive firms to
Reconsider the Relationship Between their IP
Strategy and their Business Model?

This section introduces the findings from the interviews on research question 4.
Here, the impact of the IP strategy resulting from digital retrofitting is examined,
with new business models, such as outcome-based agreements, discussed. Also, the
ability to capture value in digital ecosystems and the importance of an IP strategy
in such an environment are brought up.

4.4.1 Shift Toward Service- & Data-Based Value Capture

Several interviewees described digitalization as enabling new ways of capturing value
beyond the traditional one-time sale of a product. For example, interviewee S17
outlined outcome- or usage-based models in which the customer could receive the
product at no upfront cost but instead pay per opening or another measurable
metric. Similarly, interviewees S10 and S21 suggested leasing models structured as
subscription services, where the customer pays a fixed recurring fee while the com-
pany assumes responsibility for maintenance, service needs, and replacements. As
S1 emphasized, such subscription offerings depend on data: ”All subscription ser-
vices are based on data: we can not provide subscription services”. In this logic, as
S21 noted, operational risk shifts from the customer to the company, which increases
the importance of reliable monitoring and service delivery capabilities.

However, while the potential of usage- and subscription-based models was widely

acknowledged, some interviewees described internal barriers to implementing them.
Interviewees S3, S6, and S12 pointed to the current service offering and spare-
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part sales as having high profit margins, which, in turn, increase the barrier to
transformation and reduce the willingness to replace or cannibalize parts of the
existing business model.

4.4.2 Interoperability Trade-offs & Adoption Constraints

Interviewees also highlighted a strategic tension between ensuring interoperability
and preserving differentiation. On the one hand, the products and their digital plat-
form must integrate with other systems to be relevant in customers’ environments.
Interviewee S4 explained that ”customers typically already operate many systems,
and adding another isolated system provides little value”. Instead, the possibility
to integrate and exchange information with existing systems was described as es-
sential for customer interest in digital solutions. On the other hand, interviewees
noted that standardization and open digital interfaces can lower switching costs.
As S9 argued, standardized interfaces may make it easier for customers to move to
alternative suppliers. At the same time, S13 emphasized that the electromechani-
cal products are tailored to their specific placement, making hardware replacement
costly and thereby creating a lock-in effect even if customers can switch software
providers more easily. Extending this point, S12 suggested that customers may be
skeptical of switching systems even when they would like to change hardware, which

can make digitally engaged customers less prone to switch once a solution is embed-
ded.

Beyond these strategic considerations, several interviewees described practical con-
straints that affect adoption and business model change. Some, such as S11, em-
phasized the difficulty of identifying new customer value propositions enabled by
digitalization. Interviewee S3 illustrated this challenge by arguing that many cus-
tomers view the product primarily as basic functionality or "optimization of a basic
functionality", which contributes to skepticism about whether customers will pay
for digital features. This skepticism was reinforced by the perceived lack of a clear
business case for the digitalized product.

Customer structure and data-related concerns were also raised. One interviewee
noted that much of the business is conducted with smaller customers that have
only a few industrial products. Meanwhile, S11 observed that larger customers who
might otherwise be ideal targets for scalable offerings are often more restrictive re-
garding data collection and sharing, even though data is necessary to deliver digital
features. Security concerns were likewise highlighted, although S10 stated that the
company has been able to convince them by demonstrating certification to quality
and security standards.

Across interviews, internal value creation and efficiency gains were frequently em-
phasized as opportunities. Interviewee S25 reflected that the firm would have had
access to a large amount of data if it had started collecting data earlier, without
trying to charge the customer. At the same time, S10 noted that while digitalization
can generate internal efficiencies, short-term internal KPIs, such as immediate rev-
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enue, may be less aligned with contract-based models, such as leasing or predictive
maintenance, where value and profits are realized over a longer period.

Finally, interviewee S23 described the competitive landscape as another factor shap-
ing prioritization and speed of adoption. According to S23, digital efforts are cur-
rently deprioritized, in part, because few to no competitors have launched scalable
digital offerings, and customer willingness to pay remains uncertain. The interviewee
added that prioritization may increase once competitors bring more mature solu-
tions to market. Still, some interviewees argued that digitalization is increasingly
expected across products and industries, with connectivity approaching a "hygiene
factor” for certain customer segments.
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Analysis

In this chapter, empirical findings from Chapter 4 are connected to the theoreti-
cal framework presented in Chapter 2 with the purpose of explaining how digital
retrofitting affects IP strategy by looking into which IP becomes central, how cur-
rent IP is affected, and how its role changes, and how ecosystem dependencies and
new business models reshape the IP strategy. The analysis is structured according
to the research questions.

5.1 What New Intellectual Property Emerges with
the Introduction of Digital Functionalities?

This section investigates research question 1 by comparing the themes found in
Chapter 4 with the theoretical framework in Chapter 2, examining how new IP
emerges due to the digital retrofit and what IP protection is needed to safeguard it.

5.1.1 The Application, Ownership, and Access to Data

Among the core shifts is the recognition of the importance of data. From the in-
terviews, retrofitted products are expected to generate large amounts of data by
adding an IoT device and its integrated sensors, which are then sent, in more or
less real time, to the case company’s servers. What is described as new is the data’s
accessibility, since the same kind of data had previously been stored locally in each
product’s control box. However, because this data had to be manually extracted
from the control box, it was previously not used for purposes other than service.
Now that the IoT device has been added, this data can be fetched automatically
and in real time from anywhere in the world. In line with the literature, exten-
sive data collection is one of the main additions when integrating IoT devices into
physical products (Gokhale et al., 2018; Paolone et al., 2022), and among the key
changes due to digitalization is the need to manage data efficiently (Holgersson &
Granstrand, 2018).

For data gathering, having access to an installed base was cited as a competitive
advantage, as a large installed base can generate large volumes of data from a vari-
ety of customers and applications, which can be combined to identify patterns and
opportunities for improvement. The possibility of harvesting large amounts of data
was described as laying the foundation for multiple technical advancements, span-
ning everything from product development to service innovation and new business
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models. Following this, the installed base can be seen as a complementary asset that
is difficult to replicate through the lens of Teece (1986, 2018), as it provides access
to a broad and continuous stream of usage data while also being difficult to replicate.

From an IP strategy perspective, data as an IP asset was identified in the interviews
as requiring management and protection through various mechanisms. For the IP
strategy, this implies the importance of contractual clauses that restrict others while
enabling the firm to monetize data, specify permitted uses, and limit the risk of data
being used for competitive purposes. Second, governance and control of data, where
data is shared, and access is restricted to actual needs; for example, DalleMule and
Davenport (2017) reports that 70% of employees typically have access to data they
should not have. Next, an internal trade-secret discipline that covers the full value
chain, from raw data to how insights are used. Lastly, cybersecurity measures pre-
vent external actors from intruding and gaining access to data and trade secrets,
thereby serving as an IP protection mechanism in line with the importance of cy-
bersecurity for IP protection according to Almeling (2012) and Ozcan et al. (2023).

What is important to notice is that it is described as an interdependence between
multiple digital assets. While some highlighted data ownership as of the highest
importance rather than just access to it, others argued that having access to the
data was sufficient, since the company could extract insights from it through ad-
vanced data processing. First of all, high-quality and quantity of data are described
as needed for advanced data processing. Then, the quality of data processing de-
pends on the efficiency of internal algorithms and Al capabilities. However, the
case company’s ability to combine this customer’s data with data from other actors
may provide a competitive advantage by enabling it to identify more complex and
nuanced patterns.

Once the data has been processed, the question of how the emerging insights are
used and shared within the organization is also of the essence. From the interviews,
multiple uses of the insights derived from data were explained: i) data on how
products are used can be used for product development purposes, ii) data on failures
and usage can be combined to find patterns on when the product is about to break
down, so repairs can be done before actual failure through predictive maintenance,
iii) through patterns of failure, service technician could gain insights in what is most
probable to have broken down even before visiting the site, enabling the service
technician to bring the right tools and spare parts at first visit, iv) insights for new
business models, such as usage or results-based or product-as-a-service (PaasS).

While data gathering could pose new digital challenges and require new resources
and capabilities for an industrial firm, the firm’s success also depends on digital
assets that transform data into real value. The addition to the IP strategy could
therefore be to include a variety of IP mechanisms that were previously less im-
portant, with particular emphasis on trade secrets, contractual agreements, and
cybersecurity.
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5.1.2 Trade Secrets in Relation to Digital Assets

Views differed on raw-data exclusivity: some emphasized insights over data, while
others warned that raw-data access can yield similar insights. The importance of
exclusivity can be linked to DalleMule and Davenport (2017), where data on, for
example, sales is explained to be of little value, but once plotted on a graph and
combined with other data, such as a benchmark, it provides insights into how well
sales are going. Building on this example, one could cite interviewees who empha-
sized the importance of ensuring that the data generated by the product is exclusive,
as even basic data processing can reveal patterns that are valuable from a business
perspective. Therefore, if another actor gained access to a specific customer’s raw
data, they would likely be able to derive meaningful insights through their own anal-
ysis. Consequently, this indicates that firms should treat data access and sharing
conditions as central control points.

The Data Act suggests that raw data should not be considered a trade secret (Mylly,
2024; The European Parliament, 2023). On the contrary, the broader definition of
trade secrets from World Intellectual Property Organization (2004) appears to be
consistent with statements made by several interviewees, according to whom raw
data should qualify as a trade secret, given that it i) raw data can hold value as
the basis for business-critical insights and business models, ii) it is not generally
known, and iii) is subject to reasonable protective measures such as cybersecurity
and access controls. However, mandatory data access rights due to the Data Act
(European Commission, 2025) challenge the condition of not being generally known,
as customers may request and obtain the data. Even if downstream use of the data
is formally restricted (Mylly, 2024), interviewees highlighted limited transparency
regarding how the data is shared and used by the firm that received it. Proving
that the receiving firm has used the data in a prohibited manner could be especially
difficult due to limited transparency and insight into its operations. This tension
suggests that formal ownership and classification are insufficient for the firm to con-
trol access and usage. Consequently, the implication for the IP strategy is not to
resolve whether raw data is a trade secret, but to actively define and govern how it
is accessed, shared, and contractually restricted.

Regarding data sharing, interviewees appeared open to collaborating with third-
party actors, which is essential in a digital ecosystem (Baptista & Nunes, 2025).
However, this creates an interesting tension, as the interviewees describe and per-
ceive the digital ecosystem as more complex, with blurred role boundaries, where
partners in some contexts may also be customers or even competitors. Since digital
collaborations often involve data sharing in one form or another (Asadullah et al.,
2018), interviewees’ views emphasize the importance of ensuring that data that could
be considered trade secrets are handled and shared with care. One requirement for
information to qualify for trade secret protection is limiting who has access to the
information and how many actors can access it (World Intellectual Property Organi-
zation, 2004). As the number of actors with access increases, the risk of unintended
leakage rises, and the information may potentially no longer qualify as a trade secret
because too many actors have access to it. Therefore, it could be argued that this
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further complicates the collaborative environment the firm must navigate, in which
the criteria for what should be kept secret must be defined and known to employees
handling the data. In accordance with Ozcan et al. (2023), contractual agreements,
as part of the IP strategy, are an important factor in limiting how shared data may
be used by the receiving actors.

A strategic implication of digital retrofitting is that digitalization makes trade se-
crets easier to transfer without authorization (Almeling, 2012), thereby increasing
the need to detect and respond to intrusions and unauthorized leakage. Almeling
(2012) highlights how digital storage and network accessibility increase the risk of
leakage, implying that NDAs and access restrictions must be complemented by addi-
tional protection mechanisms to maintain the secrecy of digital assets. This, in turn,
increases the need to protect and monitor the digital environment through logs and
real-time surveillance of data flows to track digital footprints. The importance of
strengthened digital protection was also highlighted by the interviewees, indicating
that protecting new IP is a matter not only of legal but also of technical concern,
which aligns with (Ozcan et al., 2023). Cybersecurity could therefore be understood
as a technical protection mechanism of IP, enabling secrecy to be effective in digital
environments. For an industrial firm, developing such capabilities may require larger
investments in new assets and competencies outside its traditional core.

Historically, IP protection was described as relying primarily on patents, which re-
quire disclosure, whereas digital assets are more often associated with trade secrets
and controlled access. However, the interviews provided limited insights into the
human and organizational dimensions of trade secret protection. Almeling (2012)
highlights that one of the main risks of trade secret leakage stems from employees.
As employees increasingly change employers, trade secrets may be transferred either
unintentionally, due to a lack of awareness of what constitutes a trade secret, or in-
tentionally. This risk is further reinforced in collaborative settings, as Hurmelinna-
Laukkanen and Puumalainen (2007) argues that employees acting as gatekeepers or
receptors in partnerships are particularly critical, as they are exposed to inter-firm
knowledge flows and may carry valuable insights across organizational boundaries.
While interviewees primarily emphasized technological protection and contractual
control of data, these perspectives suggest that IP challenges are also organizational,
as internal processes and employee transitions become central to safeguarding trade
secrets.

Ozcan et al. (2023) adds an organizational view on trade secret protection, noting
that management and understanding of trade secrets are often lacking even in in-
novative firms. Ozcan et al. (2023) emphasizes the need for both resources, such
as access controls, routines, and employee training, and for flexibility through dy-
namic capabilities to sense, seize, and reconfigure trade secret protection as threats
evolve. Although a need for increased organizational capabilities was not mentioned
by the interviewees to any large extent. For an industrial firm undergoing digital
transformation, acquiring these resource-based mechanisms becomes an important
aspect of IP strategy. This is especially true as firms must continuously reassess
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what constitutes a trade secret, particularly since employees are a primary source
of trade secret leakage (Almeling, 2012). Consequently, digitalization should be
viewed not only as a cybersecurity challenge but also as an organizational one. This
implies that as protecting IP increasingly relies on secrecy, firms must complement
technical and legal mechanisms with organizational capabilities. In practice, this
includes HR-driven processes such as on-boarding and off-boarding routines (Ozcan
et al., 2023), employee awareness of confidentiality (Almeling, 2012), and internal
governance structures that limit unintended knowledge diffusion (Almeling, 2012;
Ozcan et al., 2023).

Contractual Controls
NDAs, licensing, data sharing
agreements, usage restrictions

Technical Controls
Access control, encryption,
logging, cybersecurity

Organizational Controls
Policies, training, classifica-
tion, onboarding/offboarding

External Pressures & Risks
Data Act access rights, ecosystem shar-
ing, limited transparency, leakage risk

Figure 5.1: Governance-based control of trade secrets in digital environments.
The figure illustrates how value from data is protected through layered governance
mechanisms, where contractual, technical, and organizational controls restrict access
and usage under external pressures such as the Data Act and ecosystem data sharing.

To summarize, protecting trade secrets becomes a core issue for the IP strategy
in the context of digitalization. Maintaining trade secret status also shifts from
being solely a legal concern to requiring increased cybersecurity measures to protect
against unauthorized access. Increased data sharing, enforced by regulations such
as the Data Act, and increased collaboration in data-sharing contexts reduce the
ability to maintain data and knowledge exclusivity, increasing the need for efficient
control of access, sharing, and the flow of information. As illustrated in Figure
5.1, data and derived knowledge could seemingly gain protection through a layered
approach that combines contractual, technical, and organizational mechanisms to
control how the data is shared and used in practice.

5.1.3 Contracts as Core IP Governance Mechanisms in Dig-
ital Environments

A central theme in the empirical findings is that contractual agreements have become
a key mechanism for appropriation compared with earlier periods. Now, contracts
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are understood to serve not only as a commercialization approach but also as a
means of managing IP by defining who can do what, with what resources, and un-
der what terms. This shift is closely connected to the servitization logic emphasized
in the empirical findings. Where digital functionalities such as predictive mainte-
nance and remote control depend on continuous access to data and a clear division
of responsibilities between the customer and the firm. In this context, contracts
become critical for regulating access to data and safeguarding control over digitally
enabled service capabilities.

However, interviewees also stressed that contracts introduce new challenges. For
contracts in collaborative settings, one interviewee highlighted the difficulty of de-
signing agreements that simultaneously enable collaboration and protect against
competitors. This becomes critical for data, as ownership is often unclear, while
access, exclusivity, and rights of use are considered essential to enable value cre-
ation. This implies that the case company must make informed, selective decisions
about what to share and with whom. Such selective openness aligns with (Peters
et al., 2013), who argues that co-creation and innovation require some degree of
openness, while increased openness may weaken a firm’s ability to protect future
opportunities. This indicates that the role of contracts shifts from merely regu-
lating collaborations to actively setting boundaries for information flows, thereby
acting as a central mechanism for maintaining secrecy within ecosystems. The the-
oretical view, therefore, reinforces the interviewees’ emphasis on informed, selective
boundary-setting in contractual design. Finally, Teece (2018) indicates that formal
rights are rarely sufficient for value capture on their own, which coheres with our
findings that contracts and secrecy become important control points for digital as-
sets.

Accordingly, the IP strategy in the retrofitting context could benefit from using con-
tracts, licensing, and NDA agreements to secure appropriability within ecosystem
relationships. On contractual design, Balice et al. (2026) highlights that effective
protection of trade secrets in an international context requires consistent contracts
across different jurisdictions. In particular, companies should align NDAs and confi-
dentiality agreements across regions to avoid a "weakest-link” problem, where weak
protection in one part of the value chain can undermine overall protection. This
highlights that contracts are not only about what is to be regulated, but also how
and where these regulations can be enforced. This shows that contracts in digital
ecosystems are not only tools for sharing data, but also an important part of a com-
pany’s IP strategy. Balice et al. (2026) implies that clauses on confidentiality, data
use, governing law, jurisdiction, and dispute resolution should be clearly designed
with enforcement in mind, as these clauses affect where and how a company can
enforce its rights if a trade secret is misused.

A recurring risk raised by interviewees is potential disintermediation, where the case
company may move further away from the customer interface and be displaced by a
supplier or another ecosystem actor. This risk emerges from increased data sharing
and openness, in which multiple actors have the opportunity to position themselves
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closer to the customer. This concern aligns with ecosystem and platform research,
which emphasizes that value capture in digital ecosystems often depends on control
over interaction points, in this case particularly the customer interface, rather than
the solely on the product itself (Cusumano et al., 2019; Valdez-De-Leon, 2019) In
this context, contracts serve not only as commercial arrangements but also as gov-
ernance instruments that structure interdependence in relationships (Holmlund &
Tornroos, 1997). Contracts in such contexts help control critical resources such as
data, interfaces, and customer relationships in an otherwise highly dynamic envi-
ronment.

By establishing, using, and monitoring contractual terms, the case company can
remain connected to both suppliers and end customers, gain better insights into
market movements, and capture evolving customer needs. Contracts thus function
as control points for coordinating interactions and managing complexity in the col-
laborative environment.

5.1.4 Limits of Patenting in Digital Environments

While patents were described as the primary means of appropriating value from
inventions and blocking competitors during the mechanical and electromechanical
eras, their efficiency in the digital environment was questioned and met with skep-
ticism by the interviewees. When patents were discussed, it was often in connection
with the patenting of data-processing functionalities, especially algorithms for use
in predictive maintenance and product development insights. Most interviewees
emphasized that patenting, for example, an algorithm, risks disclosing too much in-
formation, potentially enabling competitors to invent around the patent more easily
and thereby reducing its effectiveness as an IP mechanism for blocking competition.
This concern is also consistent with the literature on the downsides of patents, such
as Arundel (2001). Holgersson and Wallin (2017) adds that the strategic choice
among patents, secrecy, and strategic disclosure depends on the firm’s ability to ap-
propriate value from an invention and maintain freedom to operate. In this context,
the disclosure requirement associated with patenting seemingly weakens appropri-
ability for digital inventions when the invention is relatively easy to circumvent.
Arundel (2001) further suggests that secrecy may be a more effective mechanism
in situations where inventing around is relatively easy, if the invention can be kept
secret. Furthermore, B. Hall et al. (2014) explicitly notes that interest in patent-
ing software is generally low due to the relative ease of inventing around software
patents, and that lead time is often considered a more effective mechanism for ap-
propriating returns from software inventions.

Based on the interviews, IP infringement in digital contexts is described as more
difficult to detect because software is often concealed within a ”black box”, and
one usually does not have access to another actor’s source code. Consequently, this
indicates that digital retrofitting affects what patents can realistically achieve when
infringements become harder to identify and prove. Patents are not self-enforcing;
they require costly monitoring and, when necessary, prosecution initiated by the
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patent owner (Teece, 2018). If potential infringements are increasingly difficult to
detect, the associated costs in time, expertise, and resources may outweigh the ex-
pected returns from litigation, including any financial compensation awarded. The
outcomes of those patent litigations involving software were also described by some
interviewees as more uncertain than those in hardware-based litigation. This chal-
lenge may be of particular consideration in jurisdictions where damages for IP in-
fringement are relatively low. As a result, this further reinforces the implication of a
layered IP portfolio strategy that distinguishes between patents in the mechanical /-
electromechanical and software/data layers, given the differences in their relative
effectiveness.

An additional observation from the interviews was that the increasing number of
actors and the growing volume of patents make it more difficult to assess novelty and
conduct prior art searches. As the firm moves into the digital domain, it also enters
industries characterized by large and well-established patent holders, such as Apple,
Ericsson, and Microsoft. In this context, patenting digital inventions becomes less
about blocking imitation and more about managing exposure to patent disputes.
Consistent with Teece (2018) and Somaya (2012), patents can serve as a defensive
mechanism against litigation and as a tool for dispute resolution (B. Hall et al.,
2014). In particular, patent portfolios may be used in cross-licensing negotiations to
gain access to critical technologies controlled by other actors (Holgersson & Wallin,
2017; Teece, 2018). Importantly, this does not imply a simple one-to-one exchange
of patents. Rather, patents constitute one bargaining resource among several, along-
side complementary assets, integration capabilities, and other strategic resources.

As highlighted by Somaya (2012) and Shapiro (2001), patent portfolios can also
provide freedom to operate, especially in complex technological environments where
multiple interdependent technologies must be combined. This logic is particularly
relevant in digital retrofitting contexts, where firms depend on external standards,
cloud infrastructure, APIs, and other platform technologies that are often controlled
by third parties. Therefore, patents in the digital layer are not only used to pro-
tect individual inventions but increasingly function as negotiation tools within the
broader ecosystem. This indicates a shift in the strategic role of patents: while their
effectiveness as exclusionary tools may be reduced in digital contexts, their impor-
tance increases in terms of enabling access, managing dependencies, and securing
participation in complex technological ecosystems.

Regarding the pace of innovation, one should also consider the duration of pro-
tection, as a patent’s 20-year term may be too long for software’s lifespan. Patents
provide exclusivity for 20 years from the filing date (Granstrand & Holgersson, 2015),
but in digital retrofitting contexts, digital functionality is described by interviewees
as ongoing and nearly indefinite through continuous updates in short cycles. This
differs from hardware development, where the launch of a new version of a specific
product type was explained to take several years, and the lifespan of each product
could exceed 20 years. Patents may therefore be filed more selectively for stable parts
of digital inventions, while components subject to continuous iterative innovation
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may be better suited to secrecy and lead-time advantages. Building on interviewees’
statements that the digital environment moves faster than the electromechanical
one, the findings point toward using multiple patent strategies depending on which
technology layer is to be protected. In addition, the electromechanical and digital
environments differ in rivalry intensity and in the number of patents granted per
year, according to the interviewees.

The appropriability conditions, as follows, seem to differ between the electrome-
chanical layer and the software/data layer from a patenting perspective. A layered
IP approach, combining selective patenting with secrecy and contractual controls,
therefore aligns with research showing firms’ reliance on a broader IP strategy of
protection mechanisms (B. Hall et al., 2014; Holgersson & Granstrand, 2018). Ad-
ditionally, Arundel (2001) suggests that secrecy can be particularly useful during
development and pre-market phases. This implies that digital assets such as soft-
ware and algorithms might be best protected through secrecy during development,
and later complemented by patenting or other mechanisms closer to market launch,
hence introducing a time perspective to the patenting/secrecy choice.

Why patenting digi-
tal inventions is limited

‘What this implies /
strategic responses

Disclosure & invent-around
Reveals too much — easier invent-
around, weaker blocking.

Selective patenting (modular)
Patent stable, separable components
with defensible claims.

“Black box” enforcement

Hard to detect/prove infringement —
higher uncertainty and enforcement
costs.

Secrecy + contracts + technical
barriers

Keep core data processing/algorithms
as trade secrets + access control.

Pace mismatch

Fast iterations conflict with a 20-year
term and a stable claim scope and
lengthy application processes.

Patents as FTO /negotiation
tools

Portfolios support cross-licensing and
reduce hold-up risk.

Crowded patent landscape
High volumes/actors — heavier prior-

Strategic disclosure (prior art)
Publish selectively to block others

art and novelty uncertainty.

and strengthen FTO.

Figure 5.2: Summary of the limits of patenting digital inventions in retrofitting
contexts.

The choice between patenting and secrecy becomes a strategic decision for the IP
strategy. Practically, this decision can be guided by criteria summarized in Figure
5.2 such as: i) whether the invention is easy to invent around if publicly disclosed,
ii) the speed of the development for the invention, iii) whether disclosure damages
appropriability or increases imitation risk, and iv) whether patents are needed in the
relevant IP environment as a negotiation tool or defensive barrier. In retrofitting
contexts, this implies that algorithms, data, and software features/processes are
often better protected through secrecy and contractual agreements, as value is fre-
quently embedded in processes rather than in a standalone artifact. Secrecy tends
to work better for process inventions as they are harder to observe and therefore to
imitate (Arundel, 2001).
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In the context of digital retrofitting, many value-creating inventions, such as data-
processing methods and operational routines, are process-oriented, which strength-
ens the case for relying on secrecy combined with technical barriers (Arundel, 2001;
Holgersson & Wallin, 2017). However, this increased reliance on secrecy introduces
an important strategic trade-off. Unlike patenting or strategic disclosure, trade se-
crets do not create prior art and therefore do not prevent other actors from patenting
similar inventions (Holgersson & Wallin, 2017). As a result, there is a risk that a
competing actor independently develops and patents a similar solution, thereby re-
stricting the firm’s ability to use its own internally developed technology. Following
Holgersson and Wallin (2017), this highlights the importance of considering not
only value appropriation but also freedom to operate when choosing between se-
crecy, patenting, and strategic disclosure.

Building on these implications, the empirical findings suggest that the issue is not
a lack of interest in patenting digital inventions, but a shift in what is considered
worth patenting from an appropriability perspective. When patenting offers weaker
exclusion effects, or when disclosure is perceived to increase imitation risk, as sev-
eral interviewees emphasized, firms appear to rely more on alternative mechanisms
such as secrecy, consistent with B. Hall et al. (2014). Overall, the findings support
a layered and selective patenting approach combined with secrecy. This, in turn,
motivates a modular IP strategy in which patents are used for separable, stable com-
ponents, while core processes and know-how are kept secret, which aligns somewhat
with the logic of IP modularity discussed by Henkel et al. (2013).

5.2 How does Digital Retrofitting Change the Role
of Existing IP?

This section analyses the findings in relation to research question 2 by examining
how current IP is affected by the digital retrofit. The focus is on how traditional
protection, such as hardware-related rights and knowledge, changes in importance
and role.

5.2.1 Digital Complementary Assets & Value Enhancement

Digital retrofitting increases the importance of digital IP assets by investing in con-
nectivity, software, and data-driven capabilities, according to the interviewees. At
the same time, the interviewees agreed that the ability to create value across the
entire value chain and capture profits from it still depends on a robust product foun-
dation. In line with Oliva and Kallenberg (2003), products with long lifespans are
especially suitable for enhancement through services, which helps explain why the
product remains central even as new digital layers are added. As one interviewee
stated, the effectiveness of digital enhancements is, to some degree, dependent on
the product’s quality and functionality. In the case of providing a product-as-a-
service (PaaS) or an outcome-based agreement, the aim is for the product to break
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down as infrequently as possible, since services in these business models generally
incur costs and do not generate income for the supplier (Oliva & Kallenberg, 2003;
Tukker, 2004). Therefore, having a solid foundation and well-functioning products
is essential, even when they are retrofitted with digital solutions. This indicates
how digital retrofitting changes the role of existing IP: rather than being replaced,
legacy electromechanical and mechanical know-how and IP become a foundation for
the digital additions.

From a complementary asset perspective, the new digital functionalities align with
Ceccagnoli and Rothaermel (2016) and Teece (1986, 2018), who emphasize the role
of such assets in profiting from innovation. Here, the IoT device and software can be
seen as co-specialized assets (Teece, 1986), as their value depends on integration with
the physical product: the digital components have little standalone value, while the
product cannot generate continuous insights without them. This co-specialization
introduces important implications for ownership and control across both layers, in-
cluding the IoT device that bridges the physical and digital domains (Paolone et al.,
2022). According to Teece (1986, 2018), ownership of both assets becomes particu-
larly critical in contexts characterized by weak appropriability regimes. If another
actor were to gain control over one part, it could significantly reduce the case com-
pany’s ability to capture profits. This concern was echoed by interviewees, who
noted that there is essentially nothing preventing another actor from placing a sim-
ple IoT device with sensors on the physical product. One interviewee explained
that, although such an actor would likely be unable to control the product due to
the encrypted control box, they could still generate and collect data and compete
by delivering services and selling insights. As a result, value capture is less depen-
dent on traditional exclusionary IPRs and more on relationship and control-oriented
mechanisms such as secrecy, contractual governance, and the management of com-
plementary assets (including data access and service interfaces), which is consistent
with Teece (1986) and Holgersson and Wallin (2017)’s view of the importance of
complementary assets. In this retrofitting context, key complementary assets and
resources therefore include, for example: i) who provides the physical product, ii)
who gathers and processes the data generated from the product, and iii) who sup-
plies associated services.

While services were part of the business prior to digitalization, interviewees high-
lighted that data gathering and processing are the primary additions introduced
through digital retrofitting. This is consistent with Kowalkowski et al. (2024), which
states that digital technologies enable firms to collect and analyze large amounts of
operational data. That then could be turned into actionable service intelligence.
Thus, although the case company’s foundation remains rooted in tangible industrial
products, its ability to capture profits over time increasingly depends on securing
control over the digital components that enable superior service delivery. How-
ever, as one interviewee noted, customers still primarily value a well-functioning,
well-constructed product, indicating that service capabilities are not enough. This
suggests that existing know-how and IP from the electromechanical and mechanical
era continue to play a foundational role, even during digital retrofitting - particularly
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given that a transition toward a PaaS business model has not yet been fully realized.

With the introduction of digital complementary assets, the case company appears
to operate across two distinct life cycles characterized by different appropriability
regimes. Gemser and Wijnberg (1995) argues that both the motivation to engage
in innovation networks and their effects on appropriability depend on the stage
of the industry life cycle. In early stages, high uncertainty and the absence of a
dominant design make imitation easier (Teece, 1986). Firms may therefore par-
ticipate in networks to access emerging knowledge more rapidly, even at the risk
of knowledge spillovers (Gemser & Wijnberg, 1995). In more mature stages, how-
ever, firms tend to emphasize differentiation and control over their innovations. In
this case, two co-existing life cycles can be identified. First, the electromechanical
and hardware-based product development appears to be in a mature phase, where
patenting primarily concerns incremental improvements rather than radical innova-
tion, consistent with later industry life cycle stages (Teece, 1986). Second, the digital
domain, encompassing [oT devices, data, platforms, and integrations, remains in an
earlier stage, characterized by high uncertainty and a lack of dominant standards
(Gemser & Wijnberg, 1995). These regimes overlap in integrated offerings such
as Product-as-a-Service (PaaS), which rely on both physical products and digital
capabilities. Consequently, both empirical findings and prior research suggest the
need for a layered IP strategy that accounts for differing levels of competition and
uncertainty across physical and digital innovation layers.

An interesting finding from the interviews is that neither copyright nor design rights
were mentioned as ways of protecting digital assets. This may suggest that copyright
is not perceived as an important strategic mechanism, since it arises automatically
and is therefore possibly taken for granted. However, its strategic relevance may
increase as the case company develops more code in-house, making the risk of code
copying a more salient IP concern. As for design rights, one reason they may not
have been raised is that user interfaces and web design in agile development environ-
ments change frequently. This makes design registration both costly and difficult to
justify. In addition, enforcing design rights against infringement may be perceived
as relatively weak, since potential imitation can often be avoided through minor
design modifications. Overall, these findings reinforce the thesis pattern: in the
digital layers, there is a strong preference for flexible mechanisms of IP control, such
as contracts, secrecy, and technical barriers, rather than formal IPRs.

5.2.2 The Power and Risk of Trademarks

A recurring theme among the interviewees is that trust from customers becomes
increasingly central when a firm that traditionally manufactures physical equip-
ment introduces digital functionalities. If the firm cannot meet expectations for its
tangible products, adoption may be hindered, as it becomes more difficult to con-
vince customers to proceed with digitalizing their products, in which sensitive data
is stored, and remote operation is enabled. This aligns with the determinants of
service quality identified by Parasuraman et al. (1985), in which reliability, compe-
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tence, credibility, and security are key evaluation aspects. This is also consistent
with trademarks functioning not only as indicators of origin for goods but also for
services (World Intellectual Property Organization, n.d.-b), as well as an indication
of quality (World Intellectual Property Organization, 2004). Accordingly, a well-
known trademark and its associated positive reputation can become particularly
valuable when introducing digital solutions within a traditional product segment.
Digital retrofitting, therefore, seems to change the role of the trademark by shifting
it from being primarily associated with physical product quality to also serving as
a credibility-enhancing and risk-reducing mechanism for digital functionalities and
services.

As value increasingly shifts from mechanical hardware to digital offerings, the trade-
mark serves as both legal protection and a market-facing interface for value capture.
In collaboration with digital partners, the case company can mitigate disintermedi-
ation and reputational spillover by contractually ensuring that the customer-facing
interface is branded and controlled by the company. A practical implication could
be to ensure trademark coverage for digital services through service marks. From
an appropriability perspective, the trademark and the trust it signals can therefore
be understood as an appropriability mechanism in light of Teece (1986)’s concept
of complementary assets. This becomes particularly important from an IP strat-
egy perspective, as trademarks can be renewed, thereby retaining value over time
(Granstrand & Holgersson, 2015). The importance of trust also strengthens the
rationale for brand architecture choices, such as using sub-brands to isolate the core
brand from reputational risks in the event of cybersecurity incidents, as noted in
the interviews.

Because customers must rely on the provider when purchasing digital solutions and
services due to their intangible nature (Parasuraman et al., 1985), the consequences
of mistakes or incidents can be greater after retrofitting. Once customers have
entrusted the company with handling and collecting sensitive data, incidents that
compromise confidentiality or the product’s control mechanisms may significantly
undermine that trust, as mentioned in the interviews. When confidentiality or con-
trol mechanisms are compromised by incidents such as IP theft, Blaskovic et al.
(2023) notes that these events may also damage a firm’s brand. As one interviewee
described, breaking a product only affects the specific product and any tangible
goods in its area, whereas breaking into a central software system or database could
grant access to years of sensitive data from multiple sites globally, potentially span-
ning multiple customers. In line with Almeling (2012), trade secrets and confidential
data become more accessible through digital means, increasing risk by easing trans-
ferability and distribution. Once an intrusion becomes publicly known, it may not
only reduce trust in the company’s digital capabilities but also damage the trade-
mark’s reputation more broadly.
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5.2.3 The Role of Hardware Patents in Digital Contexts

Interviewees described the role of patents for mechanical and electromechanical in-
ventions after digitalization as twofold. Some argued that patenting incremental,
minor innovations remains important to prevent competitors from implementing
similar solutions. Others highlighted that the industrial product is mature, with
many foundational patents expired, implying limited value in protecting further
minor improvements. From a patent strategy perspective, patents can support de-
fensive positioning, for example, through portfolio-based deterrence and settlement
leverage, and can also be used offensively via enforcement actions (Somaya, 2012),
although litigation is often costly and uncertain. Further, B. Hall et al. (2014) notes
that patents can provide value through portfolio-based dispute resolution, even when
their direct exclusionary effect is limited. Consequently, the decision to patent de-
pends not only on the characteristics of the invention, but also on how effectively
patents contribute to defensive positioning and value capture, consistent with Teece
(1986) and the strategic choices between patenting, secrecy, and disclosure described
by Holgersson and Wallin (2017). While patents may support defensive positioning,
interviewees emphasized that preventing disintermediation by upstream actors is
important; in many cases, these actors are more likely to rely on contractual restric-
tions rather than patent exclusion alone, thereby rendering patents less valuable in
such situations.

The implication is that electromechanical and mechanical patents, after digital
retrofitting, still play a role in the electromechanical and mechanical layers of the IP
strategy. The empirical evidence points to the physical product, and the installed
base serves as the foundation for the newly introduced digitally enabled offerings;
hence, it is a high-importance asset. The main difference from the era before digi-
talization is that the physical product can no longer be seen as the primary differen-
tiator from competitors, but rather as a means to secure the physical assets needed
to deliver the entire new offering. This indicates that one of the core purposes of the
electromechanical patents is to determine which parts are essential for protecting
and supporting the digital layers of the IP strategy and business model. Moreover,
patents can be uncertain in practice, as they are not self-enforcing. Enforcement
requires detecting infringement (Teece, 2018) and pursuing litigation at the right-
holder’s expense (B. Hall et al., 2014), which makes outcomes both costly and dif-
ficult to predict. Some interviewees highlighted that patents are mainly sought for
minor improvements. The question of whether it is worth patenting may also be-
come relevant. To conclude, the usability of mechanical/electromechanical patents
after retrofitting is seemingly moving towards a more selective patenting approach
to secure critical physical components, rather than the main point of differentiation
and exclusion.
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5.3 How do Evolving Ecosystem Interdependen-
cies Influence Intellectual Property Strategy?

This section relates to research question 3 by connecting the empirical findings to the
theoretical framework on how digital ecosystems and platforms, and their control,
affect IP strategy during retrofitting.

5.3.1 Third-Party Modules in Platforms & Responsibility

The empirical findings highlight two distinct ecosystem configurations, each charac-
terized by different actors, purposes, and control mechanisms, which in turn impose
different demands on the IP strategy. The first configuration could be described as a
closed firm-customer ecosystem, where the main actors are the focal firm and the end
customer. A direct connection between the focal firm and the customer is essential
for delivering PaaS. Value creation revolves around delivering a reliable, integrated
product-service offering. In this setting, the company maintains a relatively strong
control over core assets, including the physical product, embedded software, and
customer relationships. Something consistent with what the literature characterizes
as a relatively tight appropriability regime, in which the focal company has greater
control over how value is created and captured (Teece, 1986). The main opportuni-
ties lie in capturing value through direct service provision, leveraging the installed
base, and utilizing product-generated data for internal optimization and incremental
innovation. Control in this configuration is achieved through mechanisms such as
ownership over product architecture, customer contracts, switching costs, and con-
trol over data access and insights, allowing the firm to preserve a relatively closed
and coordinated structure.

In contrast, the second configuration reflects a more open platform ecosystem, where
value creation involves a broader set of actors, including third-party developers, plat-
form providers, system integrators, and customers. Here, the purpose shifts from
delivering a standalone offering to enabling complementary innovation and expand-
ing the platform’s functionality through external contributions. This configuration
creates opportunities for scalability and increased customer value through modular
add-ons to the company’s digital platform and integration with third-party systems.
Conversely, it reduces direct control, as critical resources such as data flows, inter-
faces, and interaction points are distributed among multiple actors. This can be
further understood from Teece (2018), which highlights that control over the plat-
form’s central components, rather than separate innovations, is decisive for value
capture. At the same time, platform literature tends to emphasize openness and
the role of complementors as mostly positive (Bresciani et al., 2021; Cusumano et
al., 2019); meanwhile, the empirical results show that increased openness also in-
creases the risk of disintermediation and value leakage. Therefore, control must be
done through more complex governance mechanisms, such as licensing structures,
data access agreements, and contractual restrictions that regulate collaboration and
limit value leakage. While the closed ecosystem allows for tight control but limited
scalability, the open ecosystem enables value expansion at the expense of increased
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dependence and risk of disintermediation. The co-existence of these two configura-
tions requires an IP strategy that balances closure and openness.

The emergence and potential of new collaborative innovations are among the most
emphasized takeaways from interviews about the opportunities the digital ecosystem
offers. Interviewees highlight the potential for third-party actors to complement tan-
gible products with digital functionalities via the case company’s digital platform.
This aligns with ecosystem literature, which emphasizes that value is co-created
through complementary innovation and platform-based interactions (Bresciani et
al., 2021; Teece, 2018). Although expanding the platform through digital coopera-
tion increases the product’s value, one must also consider the issues of adding third-
party actors to the platform. The platform’s quality and image depend not only
on the foundation the company is responsible for, but also on the platform’s overall
usability and perceived quality. Prior research also establishes this by emphasizing
that platform owners remain responsible for the overall quality and performance of
the ecosystem, even if it relies on external complementors (Cusumano et al., 2019;
Valdez-De-Leon, 2019). If third-party modules available on the platform do not
meet customers’ expectations, the platform owner is likely to be adversely affected.
In line with service quality theory, perceived quality presumably depends on the gap
between expected and delivered service, making the platform particularly vulnerable
to external shortcomings (Parasuraman et al., 1985). To take it one step further, in
the event of a cybersecurity intrusion or incident caused by a third-party module,
the platform’s overall security would likely be questioned rather than the third-party
integrator. Following this underscores the importance of cybersecurity regulations
and requirements to ensure compliance with expected security and quality standards
for digital features added by third-party actors. This further highlights the impor-
tance of governance mechanisms such as contractual agreements, standards, and
cybersecurity requirements to ensure quality and compliance across the ecosystem
and to protect the platform’s value and the reputation of its trademark (B. Hall
et al., 2014; Teece, 2018).

5.3.2 Interoperability, Standards & IP Dependencies

Some interviewees stated that their customers often request that digital functionali-
ties be integrated into their existing platforms and systems. One of the main reasons
for this was the reduction in the number of platforms and webpages customers need
to engage with on a daily basis. This highlights the importance of interoperability,
as customers seek to integrate digital functionalities into their existing systems to
reduce complexity and platform fragmentation. From a broader perspective, this
user-driven demand for integration aligns with prior research on digital platforms,
which emphasizes the importance of enabling external connectivity and accessibility
for ecosystem participation (Cusumano et al., 2019; Valdez-De-Leon, 2019). As ex-
emplified by one of the interviewees, if you have an iPhone, MacBook, and AirPods,
you would probably be looking for - or even require - your next technological prod-
ucts to be able to connect and function within your Apple ecosystem. However, the
demand for interoperability could both introduce new opportunities and new risks.
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Regarding opportunities, having a product or platform that integrates easily with
other systems could be an advantage, as such products could become more attrac-
tive to customers and partners. This aligns with Teece (2018), which highlights that
platforms rely on complementors and interoperable structures to expand ecosystem
value. Additionally, once integrated, it could provide some stickiness by increasing
switching costs. On the other hand, risks arise when the company becomes part
of another platform rather than maintaining control, indicating a reduction in con-
trol and the need to comply with the platform owner’s requirements. Integrating
into another party’s platform, therefore, creates potential IP dependencies, as the
platform owner might require contractual agreements for integration, licenses, and
other contractual arrangements that shape how the company can deliver its services.
Such dependencies highlight the importance of maintaining FTO in ecosystems, and
managing interdependent IP through contractual mechanisms (Granstrand & Hol-
gersson, 2013).

One risk that emerges when transferring data to a third-party platform is the extent
to which the platform owner can use the data, especially when integrating with part-
ners that, in other contexts, are seen as customers or competitors. This dynamic
could be understood as a ’learning race’ described by Ceccagnoli and Rothaermel
(2016), in which actors aim to extract as much knowledge as possible from interac-
tions while limiting their exposure. To handle this, contractual agreements on data
handling and use once again play a significant role in controlling what knowledge
and information is shared in collaborative environments. Here, agreements on how
and for what purposes they are allowed to use the data for could be of the essence,
for example, to reduce the third party’s ability to train their algorithms with the
data and ensure that the data is not used in any other way that directly or indirectly
competes with the company.

Regarding interoperability, the question of standards was discussed by some inter-
viewees. While standards were described to ensure compatibility with, for example,
cybersecurity requirements, other standards were described to facilitate easier in-
tegrations between systems. The importance of the ease of integrating different
systems to co-create value through standards is also highlighted in Holgersson and
Granstrand (2018). This could, from one point of view, make it easier to be in-
teroperable with a large number of systems, while, from another perspective, it
could also indicate that it is easier to shift to other actors. While standards can
facilitate integration, one interviewee emphasized their dual nature: they enhance
interoperability but also require coordination among multiple actors with differing
interests, increasing complexity and potentially reducing agility and development
speed. Following, choosing between which standards to be a part of and not could
be the difference between being at the forefront or having to adapt to other parties
in the standard-setting alliance.

When retrofitting depends on or is associated with standards, protocols, API re-
quirements, etc., some patents may become essential for compatibility. Shapiro
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(2001) states that this kind of dependency might create a hold-up risk, especially if
licensing requirements are left unclear by the IP owner, as they might require sub-
stantially higher financial compensation, thereby creating an ex-post hold-up. From
an [P strategy perspective, this indicates that an industrial firm undergoing digital
transformation might benefit from taking into consideration: i) map the standard
essential patent landscape, ii) participate in standard setting alliances to be a part of
and influence decisions, iii) emphasize the need for clear licensing requirements and
agreements, through for example a FRAND perspective (Granstrand & Holgersson,
2012; Shapiro, 2001), in the standard setting alliance.

In summary, the interviews show that interoperability is an increasing requirement
among customers, as they want their digital functionalities across as few platforms
as possible. Therefore, the question of integration capabilities becomes a factor of
compatibility and becoming a preferred supplier. At the same time, new dependen-
cies on API agreements, licenses, and standards could reduce the company’s control
and affect its FTO. Standards could therefore be seen as both an enabler of adoption
and a new risk due to lock-in effects and potential hold-ups. These can be under-
stood as control points in the ecosystem, including control over APIs and interfaces,
data access, participation in standards, and customer relationships. Consequently,
IP strategy must actively address these control points through mechanisms such as
contractual agreements, licensing, and governance of interfaces and data. Table 5.1
summarizes the central control points and connects them to what value they might
create, the associated risks, and how to manage them through IP mechanisms.

Table 5.1: Ecosystem Control Points: Value Creation, Risks, and IP/Governance
Responses

Control point

Upside (value
creation)

Downside (value
capture risk)

IP /governance
response (practical)

APIs / Interfaces

Data Access

Standards
Participation

Customer
Interface /
Relationship

Enables interoperability,
easier integration into
customer systems,
supports ecosystem
participation.

Enables analytics,
service innovation, and
customer value creation.

Facilitates compatibility
and large-scale
adoption, reduces
integration friction.

Direct access to
customer needs, control
over service delivery
and value capture.

Loss of control due to
third-party platform
integration and
disintermediation.

Data leakage enables
competitors to build
capabilities and lose

differentiation.

Dependency on
standards, patents,
potential hold-ups, and
reduced differentiation.

Risk of
disintermediation if
partners access the
customer or interface
layer.

API governance
(permissions/scopes),
modular architecture,
contracts restricting use
and downstream actions.

Data contracts (usage
restrictions), access
control, trade secrets, and
monitoring.

Standards strategy,
licensing management,
selective patenting.

Contractual restrictions
on partner access, control
of interface, branding,
and service ownership.
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5.3.3 Evolving Partnerships & Strategic Dependencies

The empirical findings show that the collaborative environment introduces signif-
icant role uncertainty, in which actors can act in multiple roles. This creates not
only strategic uncertainty but also implications for the IP strategy, as partner roles
are not fixed and may shift in the future if access to data, knowledge, and integra-
tion increases. Interviewees commonly spoke about how collaboration often requires
sharing data and integrating systems, but such interactions may also strengthen the
recipient’s capabilities and bring the recipient closer to the customer. One impor-
tant aspect in this scenario is for the focal firm to leverage its relationships and scale
to stay close to the customer. From an IP strategy perspective, it is important to
strike the right balance in information sharing. The dynamic can be understood
by two complementary lenses. First, Ozcan et al. (2023) emphasizes that strategic
disclosure is an important consideration in ecosystems, achieved through withhold-
ing information and delaying sharing. Second, Ceccagnoli and Rothaermel (2016)
offers another perspective, describing innovation alliances as a “learning race” in
which each actor seeks to obtain as much information as possible from the others.
In such settings, value leakage does not necessarily occur through direct imitation
but through gradual capability-building as other parties internalize knowledge, cap-
ture customer relationships, or enforce standards. That may ultimately destroy the
innovator’s once-held differentiation, even in the absence of formal IP infringement.

This risk is particularly pronounced in digital ecosystems, where control over cus-
tomer interfaces, data flows, and standards could shift power away from the focal
firm towards other ecosystem partners. To mitigate the risk, the focal firm must
carefully govern both information access and customer relationships within collab-
orations. This implies the use of contractual mechanisms and data access rules,
which could limit partners’ visibility into customer-specific information and restrict
their direct interaction with end customers when appropriating (Granstrand & Hol-
gersson, 2013; B. Hall et al., 2014). By doing so, the focal firm transforms the IP
strategy from a defensive protection tool into a governance mechanism, aimed at
controlling the points in 5.1. Shaping the structure of collaboration, ensuring that
value is appropriated by themselves.

Ceccagnoli and Rothaermel (2016) describes three strategic alternatives for com-
mercializing innovation: i) self-integration, ii) co-development through alliances or
partnerships while retaining ownership of critical complements, or iii) licensing to
capture at least part of the value when imitation and competition are likely. When
specialized complementary assets are controlled by external actors, alliances often
become necessary, requiring sufficient appropriability to safely share knowledge and
information. Something that is further emphasized in Teece (1986), who argues that
value capture depends critically on control over complementary assets. When they
are then controlled by external actors, the risk becomes that they appropriate value
instead. As highlighted in platform contexts, complementors are essential for value
creation, but also introduce strategic dependencies that must be carefully governed
(Teece, 2018). This aligns with empirical findings, which highlight the need to col-
laborate without losing control over key assets and value-capture mechanisms. In
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retrofitting contexts, where alliances are explained to be of importance, contracts
and data access become central governance mechanisms for enabling commercial-
ization while maintaining control. Taken together, this suggests that IP strategy
in digital ecosystems shifts from protecting isolated inventions toward managing
controlled openness across organizational relationships.

5.4 How does Digital Retrofitting Drive firms to
Reconsider the Relationship Between their IP
Strategy and their Business Model?

This section explores research question 4 by examining how the empirical findings
align with or diverge from the theoretical framework. Implications for IP strategy
arising from the introduction of new business models, such as PaaS, are discussed,
with data accessibility being important alongside contractual agreements, interfaces,
and complementary assets.

5.4.1 Business Model Transformation & Customer Value

Beyond customer-specific drivers, broader market trends are increasingly shifting to-
ward subscription-based business models and the emergence of anything-as-a-service
(Kowalkowski et al., 2024; Vandermerwe & Erixon, 2023). However, as noted by
the interviewees, few - if any - comparable models have been introduced in the
industry under investigation. According to the interviewees, one key reason cus-
tomers may be interested in a PaaS model is their limited willingness to maintain
such products, a point also raised in Tukker (2004). Transferring this responsibility
to a service provider can therefore be appealing, as it reduces the time customers
need to spend managing their industrial products. In addition, several interviewees
highlighted customers’ preference for more predictable costs, which are otherwise
difficult to achieve when expenses depend on uncertain lifespans, service needs, and
replacement cycles. Under a result-based contract, customers can instead anticipate
costs over the coming years, providing predictability and a greater sense of control
(Oliva & Kallenberg, 2003). From a revenue perspective, this shift implies that
revenue generation would increasingly rely on contractual agreements and customer
relationships rather than on selling physical artifacts (Kowalkowski et al., 2024).
Consequently, contractual design becomes a key mechanism for aligning the busi-
ness model and IP strategy, rather than merely serving as a legal complement.

The importance of data gathering in relation to new business models aligns well
with the prerequisites for anything-as-a-service and outcome-based agreements as
discussed by Oliva and Kallenberg (2003) and Tukker (2004). For those business
models, data is described as both an enabler and a prerequisite for gathering insights
into how the product is used, service needs, etc. This indicates that digitalization
demands not only new capabilities and resources for data collection but also a broad
portfolio of digital assets to create meaningful value, as reduced quality at one stage

68



5. Analysis

can affect outcomes at the next.

For customers to be willing to adopt a PaaS model, they must believe that the
provider can fulfill the contract adequately with reference to Parasuraman et al.
(1985)’s three evaluation criteria, in which corporate quality, such as reputation,
and interactive quality are of the essence. Here, the firm’s reputation and prior
experience could play an important role, as noted in Chapter 5.2.2. Differences
between expected and perceived service quality may reduce customers’ willingness
to entrust the firm with control over the product and maintenance responsibilities.
While it can be difficult to convince existing customers when previous experiences
have not met expectations, a well-known brand and trademark can be a useful IP
asset for attracting new customers, aligning with the importance of trademarks
highlighted by B. Hall et al. (2014).

5.4.2 IP Governance in Product-as-a-Service

A shift towards a PaaS implies changes in the value offering and in the conditions
for capturing profits. In such a transition, the alignment between the new business
model and the IP strategy becomes central, as appropriation no longer primar-
ily depends on selling physical artifacts. Instead, it depends on the firm’s ability to
maintain long-term control over what could be seen as complementary assets (Teece,
1986) related to the service delivery, such as data and customer relationships with
reference to Kowalkowski et al. (2024) and Tukker (2004). Consequently, the phys-
ical product becomes less central as a standalone source of appropriability, while
complementary assets become increasingly important for enabling service provision.
Accordingly, the IP strategy needs to be analyzed from an IP control perspective to
ensure that profits from the new business model can be captured.

Previously, when customers were charged per service visit, per spare part, or at
hourly rates, they had to pay for service costs, according to the interviews. Since
spare parts and service were highlighted as having high profit margins, consistent
with Oliva and Kallenberg (2003), a shift to outcome-based agreements requires that
the new business model sustain profitability when this revenue ceases to be a sep-
arate income stream and instead becomes part of service delivery. Although stable
recurring revenue may appear attractive from the firm’s perspective, adopting PaaS
introduces new risks that must be managed, with IP playing a crucial role in doing
so. A central risk is that profitability depends on the firm’s internal efficiency in
delivering the service and on setting the correct monthly fee, aligning with the risks
of outcome-based agreements brought up by Tukker (2004). From the empirical ev-
idence and with support from Vandermerwe and Erixon (2023), reliance on digital
assets - such as data, statistics, and insights generated through data processing - is
what can make the profitability risk acceptable. This was also stated by one of the
interviewees, who said that all subscription-based business models rely on some form
of data. By processing data, predictions about service needs and associated costs
can guide the pricing of the fixed fee to maintain profitability (Oliva & Kallenberg,
2003).
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Still, unforeseen service and spare-part costs remain inevitable and therefore pose a
risk to margins. This implies that the business model becomes increasingly depen-
dent on the new digital assets such as accurate data and insights, consistent with
Vandermerwe and Erixon (2023)’s argument that anything-as-a-service is often en-
abled by digital technologies. Consequently, the IP strategy’s focus shifts toward
controlling data, contracts, and internal capabilities to secure delivery and margins
in outcome-based agreements.

Winter (2006) emphasizes that the interesting cases emerge when complementary
assets are not found in competitors to a given price. They are instead scarce or de-
mand specific investments. In this case, the innovation could trigger a reevaluation of
complements, and value capture could be achieved by positioning in complementary
assets rather than in the innovation itself. In the so-called Hirshleifer case (Winter,
2006), actors could, in extreme cases, capture appropriate amounts of value through
a timely move in the complements. Translated to this case study means that the
value does not necessarily become captured by the one who creates the best digital
function, but instead by the one who controls the different control points, such as i)
customer interfaces and integration to customers’ systems, ii) data access and per-
missions, and iii) service and distribution channels connected to the installed base.
The empirical findings further support this by repeatedly highlighting the installed
base as a lever. The concern that other actors could collect data through their own
IoT devices, and the possibility that interoperability could extend power to platform
owners when they are closer to the customer’s workflow.

Winter (2006)’s logic has two implications for the PaaS: i) the IP strategy in prac-
tice becomes a strategy to ensure that the critical complementary assets do not be-
come another actor’s profit center, ii) control over data, interfaces, and contractual
agreements could create new risks, such as resistance from customers and partners,
regulatory pressure, and reputational risks. This could occur especially when value
capture is experienced as just shifting rather than as joint value co-creation. The
question is not only about how to protect, but also about how to design control in
a way that does not undermine adoption and trust.

When using a result-based contract as a business model, perceived quality must
meet or exceed customer expectations (Parasuraman et al., 1985). In this context,
contractual design becomes a key IP mechanism, governing access to and control
over performance data and service levels. Usage-based data, such as travel distance
and service intervals, can inform contract terms and pricing, in line with Oliva
and Kallenberg (2003). The key implication is that value appropriation depends
less on ownership of physical assets and more on how access to and use of data
and services are contractually controlled. Digital assets, including usage data and
predictive models, therefore become core IP resources. As Tukker (2004) highlights
the importance of predicting customer behavior, IP strategy shifts toward protecting
capabilities, data, and system-level knowledge. Consequently, the service delivery
system and its underlying data infrastructure may be more critical to protect than
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the physical product itself.

5.4.3 Product-as-a-Service and Mechanical Patents

While some interviewees were skeptical about patenting minor mechanical improve-
ments for the industrial product, the economic rationale for such patents might
be clearer when the improvement reduces failure rates in cost-driving components
within a PaaS business model. To exemplify, consider a hypothetical industrial
product consisting of 15 parts, where one specific part accounts for 15% of all ser-
vice interventions following failures per year. Suppose the firm operates a PaaS
model, in which customers pay a fixed fee, and the provider bears the cost of service
labor and spare parts in accordance with the literature (Oliva & Kallenberg, 2003;
Tukker, 2004). If replacing this specific part costs z SEK (including labor, time,
and materials), then even a small improvement in durability can have a measurable
impact on service costs and, hence, the profit margin. Assume the firm introduces
an incremental mechanical improvement that reduces failures of this part by 20%.
The expected reduction in overall service interventions for this specific part per year
is then:
0.15 x 0.20 = 0.03

A 3% decrease in total service interventions, holding all else equal. In cost terms,
this corresponds to avoiding 0.03 N replacements out of IV total service interventions,
yielding savings of 0.03N x x SEK. If the improvement is protected by a patent, the
firm may additionally limit competitors’ ability to implement the same durability-
enhancing solution in comparable products, thereby protecting both cost advantages
and service margins in the PaaS offering by blocking imitators through the patent,
while also being able to deliver a product that has potentially lower downtime. One
also has to take into account the cost of filing for a patent compared to the value
the patent creates.

5.4.4 Implications of Platform-Based Development for IP

Another important difference between selling tangible products and operating digital
subscription-based platforms and software is customers’ expectations of continuous
updates and improvements. As one interviewee described, this differs significantly
from mechanical products, where fixes and improvements are typically bundled into
future product models that may take years to develop. Subscription-based software,
by contrast, is expected to be updated more frequently, as noted by interviewees,
implying ongoing development costs rather than primarily pre-launch investments.
Continuous development, therefore, becomes another cost driver, increasing pricing
complexity in subscription-based models. This further strengthens the need for a
dynamic IP strategy, as value is created through ongoing software updates, lead
time, and secrecy. Therefore, contractual constraints may become more relevant,
since patent applications could be considered too slow and expensive for continuous
software updates. As above, predicting development costs and maintaining internal
development efficiency become central concerns for sustained profitability.
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Finally, once major industry actors digitalize and adopt similar models, digital assets
may become partly commoditized. However, interviewees frequently emphasized the
installed base, existing customer channels, and relationships as core assets. This
aligns with Teece (1986), in which appropriation depends largely on complementary
assets once dominant designs and standardization have been established. Under such
conditions, the ability to efficiently distribute, access sales channels, and maintain
customer relationships may become a key bottleneck, and the actor controlling these
complementary assets is likely to be in a stronger position to appropriate returns
from the innovation.

5.4.5 Interdependencies of Digital Assets

If an outcome-based business model were used, profitability would be linked to new
digital assets, in which data, algorithms, insights, and predictions play an impor-
tant role (Kowalkowski et al., 2024; Oliva & Kallenberg, 2003). Building on Oliva
and Kallenberg (2003) and Tukker (2004), these digital assets can be interpreted as
co-specialized in the sense of Teece (1986), as their value arises primarily through
their joint use. Therefore, neither access to data, algorithms, nor tangible artifacts
is sufficient to capture most of the value. Instead, it relies on the ability to control
the full bundle of complementary assets that are needed for the outcome delivery as
visualized in Figure 5.3.

The importance of new digital assets is not only highlighted by the interviewees but
also reflects the nature of IoT technology, where IoT devices act as bridges between
the physical and digital environments for data gathering, which can then be put
to use (Paolone et al., 2022). Kowalkowski et al. (2024) and Teece (2018) also add
that IoT may enable a usage-based rental model. While some of the interviewees
highlighted that it is how the data is used that determines its value, a few have
explicitly highlighted the interdependency between the different digital assets. In
a scenario where high-quality, large quantities of data are available but adequate
algorithms or data processing are not in place, the data is of little use, as it needs
to be processed to provide insights (Kowalkowski et al., 2024).

In a scenario where an accurate algorithm is in place but there is a lack of data
in terms of quality and quantity, the algorithm is of little use. As a final scenario,
where both sufficient data and a well-functioning algorithm are in place, the ques-
tion remains: how are the generated insights distributed and how do they support
decisions and actions? Through the lens of Kowalkowski et al. (2024) and Tukker
(2004), this indicates that value creation and value capture are more strongly dis-
sociated from a single tangible artifact and are instead associated with control over
multiple assets through diverse mechanisms, in accordance with B. Hall et al. (2014).
In these contexts, value appropriation depends on the ability to control and reduce
the availability of combinations of assets through contractual agreements, secrecy,
and technical barriers, which aligns with B. Hall et al. (2014) on the use of a bundle
of protection mechanisms rather than exclusion based on a single invention. As
digital assets are presumably interdependent to provide sufficient value to support
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an outcome-based business model, the industrial firm needs to invest not in a single
technology but in a whole value chain or ecosystem of technologies. For a company
that has previously been mainly into mechanical and electromechanical products
and development, the need to acquire new resources and capabilities outside of its
current expertise can be seen as especially challenging (Oliva & Kallenberg, 2003).

Physical Layer i IoT Device |

,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Digital Layer

,,,,,,,,,,,,,,,

Business Model
(Usage, Outcome-Based, PaaS)

Figure 5.3: Overview of the interdependencies between different digital assets in
digital retrofitting, from the IoT device attached to the industrial product to data
collection and processing, and lastly, insights and application of the insights.

5.4.6 Organizational Readiness and Urgency for Digitaliza-
tion

While interviewees agreed on at least some value creation from digitalization, whether
for customers or internally, the sense of urgency appears more divided. Arguments
in favor of digitalization were, to some extent, linked to broader societal trends,
particularly the increased adoption of sensor-equipped and connected products, as
also described in Teece (2018). However, some interviewees emphasized that the
company currently lacks a strong sense of urgency to digitalize its products, largely
due to the limited number of competitors that have done so. At the same time,
prior literature suggests that timing becomes especially critical when an innovation
is easy to imitate or relies on complementary assets (Teece, 1986). In line with this,
several interviewees also referred to the potential first-mover advantages associated
with pioneering digital development, in which lock-in effects and switching costs can
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be created once digital features are incorporated into customers’ ways of working
and digital platforms. Despite this, the company appears to exhibit signs of in-
cumbent complacency, as its strong market position reduces the perceived need to
differentiate through digital assets to maintain or expand market share.

At the same time, a "wait-and-see” approach can become dangerous, particularly
when imitation of an innovation is easy (Teece, 1986). Gemser and Wijnberg (1995)
argue that industries often transition from a phase in which actors tend to hesitate
to one in which competitors force each other to take risks. In the early stages of
establishing a dominant design, uncertainty and imitation are higher, and firms are
driven by the risk of being surpassed by other actors (Teece, 1986). However, in
later stages, it becomes more rational to adopt a "see-and-wait” strategy until new
uncertainties or changes in appropriability conditions once again encourage more
aggressive risk-taking behavior (Gemser & Wijnberg, 1995). This provides a theo-
retical explanation for the empirical findings, where many respondents expressed a
lack of urgency to digitalize, largely because only a few competitors currently offer
competitive digital solutions, and the customer, indicating that motivation in rela-
tion to competitors remains limited.

At the same time, the findings point to a different dynamic emerging in the dig-
ital layer, where new actors move closer to the customer interface, increasing the
risk of disintermediation. If the company delays action until ecosystem standards,
data flows, and control points have already been established by others, it risks be-
coming an outsider in a network where insiders gain faster access to knowledge,
thereby strengthening their advantage in service development and customer integra-
tion. With this in mind, the IP strategy must also account for timing considerations,
as openness to attract complementors (Teece, 2018) and active network presence may
become critical for appropriating from digital additions and new business models.

Another interesting factor contributing to the lack of urgency in digitalization efforts
could be the internal environment’s orientation toward existing ways of doing busi-
ness. While the current business is described as relying heavily on service revenue
and spare parts, the new outcome-based business models rely on quite the opposite
- the company aims to perform as little service and as few spare part replacements
as possible, as these represent costs that the company itself must bear (Oliva &
Kallenberg, 2003). Service and spare parts are thus expected to become part of
the overall service delivery, in which unexpected service needs or the replacement of
expensive parts directly affect predicted profit margins (Oliva & Kallenberg, 2003;
Tukker, 2004). Once again, digital transformation that leverages data to measure
average service needs based on customers’ product usage becomes a key asset for
setting appropriate prices, in accordance with (Oliva & Kallenberg, 2003). This shift
requires not only a technological transformation within the organization (Oliva &
Kallenberg, 2003) but also a challenge to the current mindset, moving from selling
as much service as possible to delivering as little service as necessary. Building on
this from an IP perspective, digital assets further play a crucial role in enabling the
PaaS business model and supporting predictive maintenance capabilities.
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Another important transformation concerns how the IP department itself needs to
evolve. As discussed in Chapter 5.1.4, the pace of innovation in software is signif-
icantly faster than in traditional hardware development. This implies that the IP
department, in close collaboration with R&D, operates under shorter time frames
to identify what IP should be protected and how this protection should be realized
before new updates or software releases are deployed. Furthermore, the interviews
indicate that the IP department has historically focused primarily on IP rights, such
as patents, trademarks, and design rights. In contrast, the emerging IP landscape
is increasingly centered around data, contractual mechanisms, and trade secrets.
This shift raises questions regarding how the IP department should be integrated
into the firm’s day-to-day operations, as data becomes a key asset in the digitalized
environment, as discussed in Chapter 5.1.1. In particular, the findings suggest that
the IP department may need to become involved in parts of the organization where
its presence has traditionally been limited.

Since data is often best protected through secrecy, ensuring adequate handling, ac-
cess control, and sharing practices becomes critical. This implies a broader role for
the IP function, spanning areas such as data governance, collaboration agreements,
and the design of software architectures that support modularity, where protected
core components can be separated from more open interfaces. Moreover, the IP
department may need to contribute to internal processes such as employee train-
ing on data handling, confidentiality, and trade secret awareness. As the ability to
conduct business largely depends on digital assets, the question of how to manage
and control them is likely to take up a greater share of the business agenda than it
does currently, indicating that the IP department also needs to be more involved in
business strategy. The importance of involving the IP department across the organi-
zation is also highlighted in Holgersson and Wallin (2017) and becomes particularly
important in the context of digitalization (Holgersson & Granstrand, 2018). Taken
together, these developments indicate that the IP function must evolve alongside
the firm’s digital transformation, shifting from a predominantly legal and reactive
role toward a more integrated, proactive, and cross-functional capability.

5.4.7 Threats & Competition from New Digital Entrants &
Established Actors

The empirical findings suggest that digitalization efforts are currently given lower
priority, partly because few competitors have launched mature digital offerings. At
the same time, respondents highlight that new actor categories, especially those
close to customers’ systems and data flows, may pose a greater long-term threat
than traditional competitors. This creates a paradox: competitive pressure appears
low today, yet the risk of rapid competitive escalation remains high. Building on
Ceccagnoli and Rothaermel (2016), this can be understood in terms of the presence
of capable competitors: when many actors can quickly imitate and commercialize,
time and scalability become critical even before competition becomes visible. Ac-
cordingly, urgency should be defined by how fast the firm can establish a difficult-
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to-move position and strengthen specialized complements before ecosystem power
dynamics solidify.

In the context of digitalization, competition shifts toward the digital layer and the
customer interface. Interviewees emphasize that even small digital functionalities
can create lock-in effects when embedded in customers’ daily operations, making
switching costly and increasing the strategic value of being first to integrate into
customers’ platforms. Born-digital entrants and startups may have advantages in
agility and software development, while incumbents often struggle to reconfigure
their structures and processes to support digital and service capabilities (Oliva &
Kallenberg, 2003). However, respondents also stress that established industrial firms
retain advantages in installed base, service organization, industry-specific (tacit
and codified) knowledge, and customer relationships, which are central resources
in service-based value creation (Oliva & Kallenberg, 2003; Tukker, 2004). While
born digital entrants may excel in software and algorithm development, intervie-
wees further stressed that delivering a full PaaS offering requires a broader service
delivery system, including service operations and hardware installation. Building
hardware manufacturing and establishing a geographically distributed service or-
ganization was described as expensive and time-consuming to replicate, creating
barriers for software-centric entrants. This aligns well with Tukker (2004), who
highlights that value capture in service-oriented systems depends on controlling es-
sential elements of the service delivery system. Following Teece (1986, 2018), this
implies that value capture will increasingly depend on controlling complementary
assets such as customer access, service delivery capabilities, and sales distribution
channels, assets that are difficult for software-centric entrants to replicate quickly.
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Born-Digital Entrants Established Industrial Firm
Fast software development Industrial knowledge
Advanced algorithms Installed base
High flexibility Customer relationships
Agile innovation Brand & trademarks
Service capabilities

Competitive Challenge
Digital strength vs.
complementary assets

IP Strategy Implications
1. Balance digital invest-
ments with existing assets
2. Leverage knowledge, re-

lationships, and brand
3. Control complementary as-
sets (service, installed base)

Figure 5.4: Overview of the threat from new digital entrants compared to estab-
lished actors, and its implications for IP strategy.
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Conclusion

The purpose of this thesis is to analyze how the digital retrofitting of industrial
products affects the IP strategies of industrial firms undergoing this transformation.
In this chapter, the findings and implications from Chapter 5 are synthesized to
answer the research questions presented in Chapter 1.5, and the main changes and
differences for the IP strategy are then summarized in Table 6.1.

6.1 Answer to Research Question 1: What New
Intellectual Property Emerges with the Intro-
duction of Digital Functionalities?

The analysis in Chapter 5 shows that data and insights derived from data become
central TP assets in the context of retrofitting industrial products. The most sig-
nificant change is the increased accessibility to data through real-time connectivity
enabled by IoT devices, rather than the data itself being fundamentally new. The
analysis further indicates that data ownership is unclear among employees at the
company under investigation, and that views on the importance of ownership and
exclusivity rights to the data are divided. Consequently, the question becomes a
strategic concern involving trade-offs among ownership, access, and exclusivity, and
is also influenced by regulations such as the Data Act, in which technical barriers
and contractual agreements are among the key control mechanisms.

The data is then highlighted to provide the foundation for service innovation, such
as predictive maintenance, in which data is processed through new advanced algo-
rithms to predict service needs, and for new business models, such as PaaS. This
indicates that the company becomes dependent on a bundle of digital assets, not
just the data itself. Digital functionalities are also often associated with digital
platforms, where modular functionalities emerge as central components. These cre-
ate new digital assets and capabilities while simultaneously exposing both data and
physical products to digital threats.

A large installed base was highlighted as a core asset for its ability to generate both
high-quality and high-volume data, thereby strengthening the accuracy of insights.
The installed base was also perceived as a way to attract complementors to co-create
value through the digital platform.
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Furthermore, the analysis highlights the importance of protecting and controlling
digital assets through a bundle of IP mechanisms: i) contractual agreements to
manage data access, usage rights, limitations, and commercialization through new
business models; ii) trade secrets protected through secrecy measures to protect
digital assets and functionalities such as algorithms, data-processing processes, and
insights; iii) internal governance and policies for handling and controlling digital
IP, such as classification, access rights, and information flows; and iv) cybersecurity
measures as a foundation for maintaining secrecy and block intrusions in the digital
environment.

Lastly, patents in digital environments are perceived as having limited value, fur-
ther emphasizing that IP strategies in the digital layer rely primarily on contracts,
secrecy, and technical barriers to control and protect digital IP assets.

6.2 Answer to Research Question 2: How does
Digital Retrofitting Change the Role of Ex-
isting IP?

The findings in Chapter 5 point to the continued importance of traditional IP con-
nected to hardware, especially mechanical patents and know-how, as well as es-
tablished trademarks. However, their role shifts toward a foundational layer that
supports trust, scalability, and regulatory compliance, rather than serving as the
primary source of differentiation. A central implication is that IP protection moves
from a product-centered approach toward a greater focus on control, access, and
governance in the digital layer, including data, interfaces, and cybersecurity. This
indicates that the IP strategy becomes layered as a result of digitalization. As a
result, the analysis suggests a more selective approach to IP protection, where IP
modularity can enable certain parts to be protected through formal mechanisms
such as patents, while other parts are better protected as trade secrets through con-
tractual agreements and technical barriers.

The analysis further indicates that trademarks are becoming increasingly strategic
in importance, as they serve as a source of trust and quality in evolving digital
environments. At the same time, trademarks face new and more significant risks of
reputational damage in the event of digital incidents such as intrusions and theft.

Lastly, enforcement conditions are expected to change, as digital intrusions and
digital IP infringements are perceived as more difficult to detect than hardware-
based intrusions and as litigation outcomes are seen as more uncertain. This implies
a stronger need to combine legal and technical mechanisms to protect IP.
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6.3 Answer to Research Question 3: How do Evolv-
ing Ecosystem Interdependencies Influence In-
tellectual Property Strategy?

Digital retrofitting increases ecosystem complexity, as actors’ roles vary by context
and may change over time. A single actor may act as a partner in one situation and
as a competitor or supplier in another. As a result, the IP strategy shifts toward a
greater emphasis on control, dependency management, and negotiation power within
relationships, where a large installed base is leveraged as a bargaining chip.

The analysis identifies interoperability, standards, and APIs as key strategic con-
trol points. These enable adoption and integration while simultaneously creating IP
dependencies and tensions between openness and competition. This further empha-
sizes the role of contracts, licenses, and NDAs as primary mechanisms for managing
and controlling access, usage rights, and responsibilities in ecosystem relationships,
where formal IPRs are often insufficient to govern data- and interface-related con-
cerns.

Finally, digitalization introduces and intensifies threats from actors closer to cus-
tomer interfaces and data flows. This makes positioning and governance central
components of IP strategy within digital ecosystems.

6.4 Answer to Research Question 4: How does
Digital Retrofitting Drive Firms to Recon-
sider the Relationship Between their IP Strat-
egy and their Business Model?

Digital retrofitting enables and drives a shift toward new business models, including
outcome-based, usage-based, and subscription-based models, all of which depend on
access to data and insights. In this transition, the IP strategy needs to be aligned
with the business model by leveraging contracts to control data access rights and
govern the relationship between the company and the customer.

The analysis also highlights the interdependence among digital assets, such as data,
data processing, and the use of insights, to succeed with new business models. This
implies that control and protection must involve the entire bundle of digital assets
through contracts, secrecy measures, and technical barriers.

Furthermore, participation in digital platforms and ecosystems increases dependence
on partners, indicating that organizational readiness and governance become central
to both enabling and protecting new ways of collaborating and conducting business.

Finally, competitive threats stem from both established actors and new digital en-
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trants, with the primary threat increasingly linked to control over interfaces and
data rather than imitation of physical products.

6.5 Answer to the Main Research Question: How
does a Firm’s Intellectual Property Strategy
Change when a Legacy Product is Retrofitted
to Digital Ecosystems?

In summary, the IP strategy shifts from an artifact- and IPR-centered approach,
dominated by traditional protection of physical inventions, toward a more layered
IP strategy. In this new configuration, appropriation and control are largely achieved
through contracts, secrecy, internal governance, and cybersecurity, while traditional
IP remains an important foundational layer.

The digital transformation further emphasizes the importance of digital assets such
as data, interfaces, and ecosystem positioning. This requires control over access,
usage, and responsibilities, rather than primarily focusing on excluding competitors
through formal IPRs such as patents.

At the same time, increased ecosystem dependencies and a shift in business models
toward services and platforms lead to an IP strategy that increasingly functions
as a tool for managing relationships, interoperability, and risks, rather than solely
protecting individual technical solutions.

6.6 Overview of Changes from Before- and After
Digital Retrofitting for IP Strategy

Table 6.1 summarizes the main changes in the roles of different IP and mechanisms
as an industrial firm digitalizes and integrates into a digital ecosystem. By compar-
ing the IP environment before digitalization with the new opportunities and risks
that emerge afterward, the table illustrates how value creation and value capture
shift from tangible artifacts toward digital and organizational control mechanisms.

Overall, the table synthesizes the main conclusion of this thesis: in digital environ-
ments, IP strategy increasingly relies on balancing openness and control through
a combination of formal rights, contracts, secrecy, and technical protection mecha-
nisms.
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I

Research Contributions and
Future Research

7.1 Contribution of Research

Our thesis contributes to the research by demonstrating how an industrial firm’s IP
strategy transforms when legacy products are retrofitted for integration into digital
ecosystems. A central contribution is the overview of how IP rights, such as patents
and trademarks, are complemented by contracts, secrecy, and technical protection
mechanisms for managing digital assets.

Furthermore, we identify how new forms of IP, particularly data, software, and data-
driven insights, become central to value creation. In this context, views on access
to and control over data introduce a new consideration rather than relying solely on
legal ownership. The thesis also shows that IP strategy increasingly involves man-
aging relationships and dependencies within digital ecosystems, through key control
points such as APIs, contractual arrangements, and customer interfaces.

Finally, we highlight the evolving role of existing IP, shifting from a primary source
of differentiation to a foundation for trust, credibility, and scalability. Overall, the
thesis contributes to a deeper understanding of how IP strategy, business models,
and digital ecosystems interact in the modern digitalized industrial environment.

7.2 Research Limitations

The thesis results should be understood with several research limitations in mind.
First, the thesis is based on a single case study of a European industrial company
and a specific legacy product, which may limit the generalizability and applicabil-
ity of the findings to other industries, products, and geographical contexts. The
empirical data is based solely on interviews conducted within the case company, so
external perspectives from suppliers, customers, competitors, and partners are not
included. This may result in a somewhat one-sided organizational perspective.

Furthermore, variations in how central concepts, such as IP, are understood and
interpreted may have influenced respondents’ answers, particularly as some inter-
viewees were not regularly engaged in IP-related work. The limited time frame of
five months also constrained both the depth and breadth of the thesis. In addition,
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the interviews were conducted digitally, which may have affected the ability to cap-
ture non-verbal cues.

Finally, the thesis does not include a technical evaluation of the IoT solution, and
the legal analysis is limited to a conceptual level within the EU context. This may
affect both the analytical depth and the practical precision of the findings. The
results should therefore be interpreted as exploratory and conceptual rather than
fully generalizable.

7.3 Suggestions for Further Research

Further research is suggested to deepen the understanding of the specific mechanisms
that our thesis identifies as central to IP strategy in digital retrofitting contexts.
First, it would be interesting for a more detailed analysis of how firms operationally
distinguish between raw data and derived insights, and how these can be effectively
protected and commercialized, particularly in contexts where data must be shared
with external actors. Second, contractual design could be examined in greater depth,
as contracts increasingly function as a core tool for IP governance in digital ecosys-
tems. Future research could, for example, identify which contractual clauses most
effectively balance collaboration, value appropriation, and the protection of digital
assets. It would also be interesting to see how IP departments are involved in the
daily operations of a digital-focused firm compared to an industrial one. Lastly, fur-
ther studies could investigate how firms design APIs and interoperability strategies
to manage the trade-off between openness and control. Together, these research
areas enable a shift from the broad perspective of this thesis toward more in-depth
analyses of specific control points and IP governance mechanisms.
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A

Appendix - Interview Guide

Why is the electromechanical product an important product for the cus-
tomers?

How do you think the studied company protects the electromechanical
product from competitors?

What parts of the electromechanical product and its services should the
studied company keep secret from competitors?

How did the studied company make money when the products were only
electromechanical?

What do the digitalized products have that the electromechanical prod-
ucts did not?

What new assets and opportunities are created when the product is dig-
italized?

Who do you think owns and controls the data generated by the product?
What is the competitive advantage of the digitalized product?

How important does digital protection become compared to hardware
protection?

What does digitalization create that the studied company wants to keep
secret from competitors?

What do you think is the biggest challenge companies face when protect-
ing connected products?

How does the shift toward digital ecosystems change the way the studied
company collaborates with external partners?

Has digitalization created new kinds of competitors?



A. Appendix - Interview Guide

Who are the studied company most afraid of copying its business: An
electromechanical product competitor, A new software startup, or an Es-
tablished software provider?

What are the opportunities in this kind of ecosystem?

Which new customer benefits might emerge from making the product
connected?

In five years, what will be the studied company’s most valuable asset?

How might the studied company earn money differently compared to sell-
ing only physical products?

What makes it difficult for customers to switch to a competitor with this
new offering?

In the future, will the studied company be a hardware company with
software, or a software company that uses hardware?

Is there anything else you would like to discuss?
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