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Designing a Proactive Security Solution for Kubernetes Clusters
Enabling Multi-Step Attack Detection with Machine Learning
HAMPUS DE FLON

OMAR SULAIMAN

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

Kubernetes cloud environments often contain security vulnerabilities exploitable
during runtime, but undetected by the scanning tools widely used during build or
deployment phases, due to the distributed and dynamic nature of containerized
applications. Traditional reactive security approaches for detecting runtime exploits
usually depend on manual intervention, causing delayed responses and unnecessary
service disruptions because of false positives.

This thesis develops and evaluates a proactive security solution for Kubernetes
clusters, with particular focus on 5G core network environments. The proposed
solution integrates multi-step attack detection with automated mitigation strategies
to improve detection accuracy and response time. Using a labeled dataset of Falco
alerts generated within a 5G core network by the ACE-WARP project, five statistical
and machine learning models are developed and evaluated: Markov Chain, Hidden
Markov Model, Long Short-Term Memory (LSTM), Convolutional Neural Network
(CNN), and Bayesian Network. With each model, the likelihood of an attack sequence
belonging to the normal or attack distributions is used for the binary classification
task of identifying sequences containing attacks.

All models are evaluated with both balanced (1:1) and imbalanced (1:50) class ratios.
The LSTM and CNN models achieve the highest detection rate of 84.3 percent
and the lowest false alarm rate of 0.02 percent under imbalanced settings. They
maintain strong precision (average precision of 99.2 percent) and area under the
curve (AUC-ROC of 96.2 percent), outperforming the baseline Markov Chain, other
models, and prior work.

Beyond identifying the best-performing models, this thesis also proposes mitigation
techniques such as pod deletion for immediate isolation of threats and sandboxing
for forensic analysis. These components form a complete security solution designed
as a containerized microservice using Docker and exposed through a RESTful API,
that can be applied to large Kubernetes clusters. Therefore, this design supports
scalability, modularity, and compatibility requirements with industrial 5G core
network deployments.

Keywords: Kubernetes security solution, multi-step attack detection, attack mitiga-
tion
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1

Introduction

Modern society relies on applications and services including web services, email
systems, cloud storage, video streaming, video conferencing, social media, and
banking apps, all of which rely on low latency, high performance, and scalability
to reach millions of users [41]. These applications and services often achieve this
performance and scalability by utilizing a combination of cloud computing and 5G
networks.

The underlying infrastructure of cloud computing is typically built using either
containers or Virtual Machines (VMs). Containers are lightweight alternatives to VMs
that enable faster deployment and scaling of applications by packaging application
code together with dependencies [69]. Enterprise applications, Internet of Things
(IoT) platforms, 5G networks, and edge computing are examples of applications built
in cloud computing, enabled by the resource efficiency and scalability that cloud
environments provide [20].

Managing containerized applications becomes challenging as these applications in-
crease in both their scale and complexity. Kubernetes can automate away some of
these challenges, as its open-source container orchestration system solves management
challenges by handling the deployment, scaling, and management of containers. Ku-
bernetes schedules containers across a cluster of nodes, resulting in efficient resource
utilization and high availability [43].

However, the isolation of containers is weaker than that of VMs, making it more
likely for an attacker to exploit a vulnerable container and escape to the underlying
infrastructure. This can lead to compromise of both the host system and its hosted
applications [28]. According to a Sysdig report [74], 87% of container images contain
critical security vulnerabilities, primarily in the operating system packages or libraries
and dependencies added to the container image.

To identify vulnerabilities, container scanning tools are commonly used during build
or deployment. These tools statically analyze container images and their components,
such as operating system packages and application dependencies, by comparing them
against databases of known vulnerabilities. This allows developers to detect and
remediate some security issues early in the container lifecycle. However, because
these traditional container scanning tools are typically one-time services that analyze
container images during build or deployment, comparing them against vulnerability
databases, they do not generate alerts during runtime [72]. As a result, they may
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1. Introduction

miss vulnerabilities that are introduced or otherwise only detectable dynamically.

Runtime security tools such as Falco [5] can be used to detect attacks during runtime.
Falco monitors system calls and behavior patterns in monitored containers. Custom
rules can be developed to detect specific suspicious activities in certain applications,
such as unauthorized file access to a specific file in a specific pod. When such
behavior is detected, Falco raises alerts that a security administrator can act on in
real time [5, 4]. However, Falco’s rule-based approach will produce false positives,
which can overwhelm administrators with excessive alerts, and complicate and delay
a timely and accurate threat response [5].

Traditionally, responding to detected attacks relies on well-timed manual intervention
by security administrators. However, acting too early can cause unnecessary service
disruption if the attack turns out to be a false positive, while responding too late
may allow the attacker to cause damage to the infrastructure [8]. This thesis offers a
proactive security solution consisting of multi-step attack detection and proposed
mitigation strategies.

This thesis develops and evaluates statistical models for performing binary classi-
fication, to classify sequences as either attack or normal. This enables multi-step
attack detection based on Falco alerts. Specifically, we aim to identify which model
achieves the best attack detection rates while also having low false alarm rates, under
balanced (1:1) and imbalanced (1:50) class conditions.

The highest performing model is combined with a mitigation strategy to create an
end-to-end security solution designed to be compatible with industrial use. This
makes it possible to detect an attack before it is fully executed, and to initiate
mitigation before the attacker can cause further damage, as seen in Figure 1.1.
This combination of early detection and automated mitigation aims to reduce false
positives and minimize service disruptions while enhancing security in Kubernetes
clusters.

An earlier example of an approach with similar goals is the ACE-WARP project [§].
The ACE-WARP solution shares our objecives of early attack detection and au-
tomated mitigation. Compared to this prior work, this thesis instead focuses on
large-scale Kubernetes clusters, such as those with thousands of pods, compared to
ACE-WARP’s smaller clusters. ACE-WARP’s mitigation approach, which relocates
pods via migration, is impractical for large clusters due to its high latency, which
can otherwise overload the Kubernetes cluster [62, 10]. This work builds upon ACE-
WARP’s labeled Falco alert dataset and evaluates advanced models, including LSTMs
and CNNs, to improve detection accuracy. It also proposes mitigation strategies,
such as pod deletion or sandboxing, designed for industrial-scale applications.
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Mitigation
(Pod Deletion/Sandboxing)

Detection

(Falco Alerts)

Initial Access Privilege Escalation Lateral Movement Data Exfiltration
(Vulnerable Pod) (Container Escape) (Access Other Pods) or Damage

Figure 1.1: Illustration of the flow of a multi-step APT attack in a Kubernetes
cluster, showing both the attack progression and where this thesis’ solutions will
detect and mitigate the attack.

While there are complementary methods to secure Kubernetes clusters in other ways,
this thesis focuses on runtime security solutions. Other methods, such as container
image scanning, are out of scope [5, 17, 39].

Runtime security tools are designed to detect threats while a container is running.
Tools like Falco [5], Seccomp [17], and ProSPEC [39] base their analysis on data
such as Linux system calls, Kubernetes metadata, or container behavior to monitor
suspicious activity. When something unusual happens, these tools generate alerts.

Different tools have different strategies for responding to threats. Falco and Seccomp
follow a reactive approach. While they automatically detect anomalies, such as
unexpected process execution or file access, they rely on administrators to manually
take action. This can lead to alert fatigue [54], where administrators become
overwhelmed by frequent alerts and start ignoring them. Manual intervention can
also be slow, giving attackers time to cause more damage [12].

Other tools employ a more proactive strategy. Instead of waiting for a human to
respond, they automatically shut down or isolate potentially compromised containers.
This can stop attacks quickly, but also comes with the risk of acting on false positives.
If a normal process is incorrectly flagged, it can lead to unnecessary service disruptions
and affect the user experience [8].

For example, ProSPEC [39] takes a proactive approach by triggering mitigation
actions at runtime, after detecting critical events. This helps reduce further damage,
but still carries risk. In some cases, the attacker may have already done serious harm
before the response begins.

1.1 Problem Formulation

As noted previously, traditional incident response in Kubernetes clusters relies on a
security administrator who manually reviews alerts generated by a runtime security
tool such as Falco. This task is prone to human errors, not scalable, and finding the
right balance in response timing can be difficult. If the administrator acts immediately
on alerts that later turn out to be false positives, it can result in unwanted service



1. Introduction

disruption. On the other hand, if the administrator delays the mitigation and the
attack turns out to be real, it may allow the attacker to cause significant damage to
the underlying infrastructure.

Furthermore, the number of alerts is often overwhelming, making it challenging
for administrators to respond effectively without automation [8]. Achieving a high
detection rate (to minimize the rate of missed attacks) in combination with a low
false alarm rate (to avoid unnecessary interventions) is crucial for constructing a
trustworthy and reliable security solution.

1.2 Aim

This thesis develops and evaluates multiple models for multi-step attack detection in
Kubernetes clusters. These models perform binary classification to label sequences
as either normal or attack sequences. An attack sequence is a series of system
or application-level events that contain at least one step in a multi-step intrusion
attempt. The evaluations are conducted under balanced (1:1) and imbalanced (1:50)
class conditions to identify the model with the highest performance in realistic
conditions.

1.3 Research Questions

This thesis aims to answer the following research questions:

1. Which model provides the highest detection rate for multi-step attacks?
Which model provides the lowest false alarm rate?
How does class balance affect the accuracy of the models?

Which model can be best used for multi-step attack detection?

AN

Can the multi-step attack detection be integrated into a complete security
solution for industrial use?

1.4 Challenges

Building a proactive security solution for Kubernetes clusters faces several challenges:

1. Imbalanced Data: As is typical in the security domain, the dataset has
more normal sequences than attack ones (1:50 ratio). If not addressed, this
imbalance makes it hard for models to learn attack patterns without missing
attacks or raising false alarms [77].

2. Complex Attack Patterns: Multi-step attacks, like those conducted by
APTs, use actions that blend with normal behavior, requiring models to spot
long sequences accurately [15].
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3. Effective Mitigation: Automatic mitigations to stop attacks also need to
avoid harming services. Mitigations such as deleting or sandboxing pods need
to be carefully designed to avoid downtime in large clusters [10].

4. Limited Dataset: The dataset used covers only specific 5G attacks, limiting
models’ ability to detect new threats in other setups [§].

Altogether, these challenges require careful model tuning, data handling, and mitiga-
tion planning to create a reliable solution for industrial use.

1.5 Comparison with ACE-WARP Project

This thesis and the ACE-WARP project share the goal of enhancing security in
Kubernetes clusters based on Falco alerts by detecting and mitigating multi-step
attacks. However, this thesis cannot adopt ACE-WARP’s approach, due to broad
differences in use cases and system requirements. These differences lead to specific
variations in our design choices throughout data preprocessing, model selection, and
mitigation strategies.

The ACE-WARP project uses a Bayesian Network model to detect attacks in
Kubernetes clusters by mapping variables and their relationships to predict attack
risks. Comparing with this model directly is difficult, as the project lacks clear
documentation of the model, including details such as accuracy, and rather focuses
on the performance of the overall system [8]. Its risk calculation and mitigation
strategy, which involve moving pods linked to an attacked pod, was demonstrated
to work in small clusters, but our use case is for large applications with thousands
of pods and nodes [62]. In this setting, the ACE-WARP approach takes too long
and risks slowing down or otherwise disrupting services in large-scale setups [10]. In
contrast to this prior work, this thesis is designed with large Kubernetes clusters in
mind, leading us to explore models and mitigation strategies better suited for such
environments.

1.6 Outline

In Chapter 1, we outline the motivation and challenges of securing Kubernetes clusters
against multi-step attacks, emphasizing the limitations of static container scanning
and the need for runtime security solutions like Falco. It introduces the problem of
manual alert review, key challenges in attack detection, and the thesis’s structure. In
Chapter 2, we provide the necessary background for this thesis, including introducing
the concepts of cloud computing, Kubernetes, Kubernetes security, Falco, and several
machine learning models, while also surveying related work. In Chapter 3, we present
our method for performing binary classification to detect multi-step attacks. In
Chapter 4, we present the results of our evaluation of the performance of the different
models. In Chapter 5, we discuss our results and offer possible interpretations. We
also consider limitations of this thesis, potential ideas for future work, and ethical
considerations. In Chapter 6, we lay out how the multi-step attack detection model
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can integrate with a mitigation strategy to provide a complete security solution,
suitable for industrial applications. Finally, in Chapter 7 we conclude the thesis.



2

Background

This chapter provides the necessary background for this thesis, and surveys related
work.

2.1 Virtual Machines and Containers

VMs are built using hypervisors to simulate physical hardware. In this design, a guest
operating system is run for each instance. VMs provide strong isolation between each
instance, since each VM operates independently at the hardware level [18]. However,
an increased resource overhead is the cost of this isolation, since each VM requires its
own system resources and OS kernel. Furthermore, additional overhead is entailed
by hardware components that also need to be virtualized.

Containers provide a lightweight and resource-efficient alternative to VMs. Containers
share an OS kernel and package application code together with dependencies [69].
Containers also avoid hardware virtualization, allowing both faster deployment
and scalability. Therefore, containers are suitable for dynamic workloads in cloud
environments. However, containers have new security challenges, because of their
reliance on the host OS kernel. For instance, if an attacker exploits a kernel
vulnerability or misconfigurations, it can lead to container escape attacks that
compromise the host or other containers [57].

2.2 Kubernetes

A Kubernetes cluster consists of worker nodes and a control plane, as shown in
Figure 2.1. Each worker node runs one or more pods, which are the smallest units
that hold containers. Pods are managed by the Kubelet (which handles execution),
a container runtime (for handling images), and kube-proxy (for networking) [7]. The
control plane, which includes the API server and scheduler, manages how workloads
are assigned and how the cluster operates [6].

Since Kubernetes relies on containers, it inherits their isolation-related security risks.
A pod can be compromised through either privilege escalation or misconfiguration.
This could let attackers escape to the host, access the Kubelet API, or control the
cluster through the API server [58, 45]. A real example of this happened in 2018,

7



2. Background

when attackers exploited a misconfigured Kubernetes dashboard at Tesla, and wasted
resources and exposed internal systems to run cryptocurrency mining containers [14].

To reduce these risks, container scanning tools are often used during the build or
deployment phases. However, since these tools do not run during execution, they
might miss threats that appear at runtime [72]. To have comprehensive security, it
is important to also use runtime tools, enforce security policies, and apply network
segmentation. These steps can help detect attacks in real time, limit how far an
attacker can move, and protect sensitive data [10, 5].

CLUSTER

CONTROL PLANE

]
CloUd-CONtTONIEr-MANAGET F--------==mmef e mrm oo CLOUD PROVIDER API

kube-api-server €

kubelet kube-proxy

Lateral Movementl COMPromised Initial Acce:
od od Pod
scheduler controller manager P P

kube-scheduler kube-controller-manager

CRI CRI

Figure 2.1: Illustration of how an attacker can perform privilege escalation in a
Kubernetes cluster consisting of control plane, nodes, and pods.

2.3 Falco

Kubernetes runtime security can be improved through the use of tools like Falco [5],
which enable monitoring Kubernetes clusters for potential threats during runtime.
Falco can operate at different levels in containerized environments, including moni-
toring system activity at the kernel level. It accesses kernel system calls using, for
example, eBPF (extended Berkeley Packet Filter) or a kernel module, allowing for it
to oversee low-level events across nodes with low performance overhead. This system-
level visibility allows Falco to detect behaviors that differ from expected workloads,
such as spawning a shell inside a container or writing to sensitive directories.

Falco works by deploying its agents on worker nodes, where each agent is responsible
for the evaluation of the system activity in real-time against a set of predefined
rules. If a suspicious or unauthorized action is detected, an alert will be triggered
and sent to a logging or monitoring system. Alerts are tagged with metadata, such
as container name, process path, user identifier, and associated MITRE ATT&CK
tactics. This makes it possible for a security administrator to act on alerts.

8



2. Background

It is also possible to create custom rules, defining the specific conditions for an alert
to be triggered. However, poorly defined rules can increase false positives or false
negatives [4]. A rule with overly general conditions may trigger frequently on normal
activity, leading to excessive false positives. Furthermore, false positive alerts are
unavoidable, especially in complex environments. For example, consider the following
Falco rule designed to detect an unauthorized shell spawning in a container:

rule: detect_shell spawn

desc: Detects a shell process spawned inside a container
condition: container.id != host and proc.name in (bash, sh, zsh)
output: Shell spawned in container

(container=j,container.name proc=jproc.name user=juser.name)
priority: WARNING

This rule triggers when a shell process is spawned inside a container. If an attack
exploits a vulnerability to spawn a shell inside a container named, for instance,
web-app, the rule would then be triggered to give the alert below:

Shell spawned in container (container=web-app proc=bash user=attacker)

This alert contains metadata to help an administrator identify and mitigate the
incident. However, if a script in a container named, for example, admin-tool, also
spawns a shell process for routine tasks, the rule will still trigger. The rule’s false
positives could be limited by modifying its conditions, such as by excluding certain
containers, but making the rule too specific can increase the risk of false negatives,
allowing some malicious activity to go undetected.

2.4 Sequential Models for Attack Detection

Sequential data consists of data points arranged in a specific order, where each
adjacent point may be dependent on its neighbors. Sequential data can be used for
sequence classification. In this thesis, sequence classification is used to distinguish
normal sequences from multi-step attack sequences. Several models can be used to
predict the next step in a sequence. Choosing the right model is mostly a function of
the complexity of the dependencies in the sequences. Simple statistical models like
Markov Chains [67] can be used to identify simpler sequential patterns. However,
in datasets with more complicated patterns, machine learning models with more
parameters, such as LSTM, CNN, or HMM may perform better.

Sliding window techniques are often used on sequence data to improve predictive
modeling. Long sequences are divided into smaller subsequences using a specific
window size.

Models can also be trained to perform binary classification by distinguishing normal
sequences from attack sequences, rather than being trained to predict the next step
in a sequence. One way this can be done is by calculating the likelihood of a sequence
under both normal and attack conditions. The difference in their log-likelihoods is
passed through a sigmoid function to produce a probability between 0 and 1, where
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a sequence scoring above 0.5 is classified as an attack, and otherwise classified as
normal activity.

Two important metrics for multi-step attack detection are detection rate and false
alarm rate. A high detection rate indicates that the model can detect most of the
attacks that occur. Meanwhile, a low false alarm rate indicates that the model
correctly identifies only the attacks, and doesn’t flag other normal activity. This is
crucial for creating a multi-step attack detection that is both reliable and trustworthy:.

The proportion of attack sequences compared to normal sequences has large impact
on the performance of models. Assessing the performance of models under different
class balances, such as balanced (1:1) or imbalanced (1:50), can help to determine
which distributions the model works with [37]. The imbalanced (1:50) ratio is used
to simulate real-world scenarios, where attack sequences are rarer than normal
sequences. Methods using neural network model typically learn the majority class
more effectively, as they rely on gradient-based optimization. This can result in
biased predictions and poorer results on the minority classes [77]. Underfitting the
minority class occurs because the imbalance makes it harder for the model to learn.
As a result, models often perform poorly on minority classes. However, in real-world
applications in security, recognizing the minority class is crucial.

2.5 Markov Chain

Markov Chains are statistical models used to describe sequences of states, where
the next upcoming state depends on the current state. This model is memory-less,
and follows the Markov property [68]. In this design, there are fixed probabilistic
transitions between states. The model has a set of states with a set of transitions
that provide the probability of moving from one state to another. Formally, for
a sequence of states {X;}7°,, where X; € S and S = {s1, S2,...,5,} is a finite or
countable state space, the Markov property is defined as:

P(Xip1 =15 | Xy =5, Xi-1,..., Xo) = P(Xos1 = 55 | Xo = 53) = pijs

where p;; is the transition probability from state s; to state s;.

Transition Matrix

The dynamics of a Markov Chain are fully defined by its transition matrix P, an
n X n matrix where each entry p;; represents the probability of moving from state s;
to state s;. The matrix satisfies:

pij >0 foralld,j, and > p;=1 foreach i,
j=1

ensuring that the probabilities are non-negative and each row sums to 1. For a
Markov Chain with three states S = {s1, 2, 3}, an example transition matrix is:

P11 P12 P13
P = |pa pa pos|,
P31 P32 P33

10
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where, for instance, pis is the probability of transitioning from s; to s,.

Graphical Representation

A Markov Chain can be visualized as a directed graph, where nodes represent states
and edges are labeled with transition probabilities p;;. Figure 2.2 illustrates a
three-state Markov Chain with its transition probabilities.

0.18

State_A

0_73/ /AKF\W

0.1 09

State_B /4 0.09 State_ C

0.78
0.1 ko_ss

Figure 2.2: Example of a Markov Chain consisting of three states, along with the
transitional probabilities.

Y

2.6 Hidden Markov Model

Hidden Markov Models (HMMs) are probabilistic models used to model more
ccomplex sequences of data, in tasks such as speech recognition and language
processing [63]. In contrast to a normal Markov Model, an HMM assumes there is
also a hidden sequence of states that cannot be directly seen, but each hidden state
produces an output that can be analyzed to guess what the hidden state is. The
system moves between these hidden states using the Markov property, meaning the
next state will only depend on the current state.

An HMM consists of three parts: the probabilities of switching between hidden
states, the probabilities of seeing certain outputs from each state, and the starting
probabilities of the states. This model depends on two important ideas: that state
transitions follow the Markov property, and that the visible outputs depend only on
the current hidden state.
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2.7 Long Short-Term Memory

Long Short-Term Memory (LSTM) networks are Recurrent Neural Networks (RNNs)
designed to capture long-term dependence in sequential data [34]. While regular
RNNs usually struggle to learn from long sequences during training, LSTM can learn
long sequences by using their memory cells. An LSTM memory cell stores the state
¢; at each time step ¢, to maintain some information from its previous input. The
input gate controls how much new information should be added to the memory. The
forget gate decides what old information to remove, and the output gate decides
what information to pass on to the next time step or the final output. This makes
LSTMs capable of modeling long-term dependencies in sequential data, making them
suitable for predicting the next step in a sequence or for classifying sequential data.

2.8 Convolutional Neural Network

Convolutional Neural Networks (CNNs) are a type of deep learning model used for
data that has a grid-like structure, such as images or time-series data [46]. They
consist of convolutional layers that apply filters to recognize patterns in the training
data. After these initial layers, pooling layers are used to decrease the size of the data,
while keeping the most important data. This reduces the number of computations
while also reducing overfitting. CNNs are well-suited for image classification, object
detection, and facial recognition tasks because they learn complex features step-
by-step [42]. However, their training requires large amounts of labeled data and is
computationally heavy.

2.9 Bayesian Model

Bayesian models are designed to make decisions when there is uncertainty about the
true state of the data or the environment. They use probabilities to represent the
model’s belief about possible outcomes based on its currently available information.
When new data come in, the model’s beliefs are updated using Bayes’ theorem [26].
Variables in these models are defined as probability distributions, which allows the
model to include prior knowledge and also give an estimate of the confidence in its
predictions.

Bayesian methods are used in many areas, such as spam filters, medical diagnosis,
and learning model parameters. Since exact calculations are often hard, methods like
Markov Chain Monte Carlo or variational inference are used to estimate results [66].
Even though Bayesian models are powerful for handling uncertainty, they can be
slow to compute and can depend a lot on their initial assumptions.

2.10 MITRE ATT&CK Tactics

MITRE ATT&CK techniques can be extracted from alerts that Falco generates.
These tactics represent adversaries’ strategies during cyber attacks [53].

12
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Mitre Credential Access

An adversary attempts to steal credentials, such as account names and passwords,
using keylogging or credential dumping. This allow the attacker to escalate privileges
and make detection harder. For instance, Falco may detect an attempt at credential
dumping when a process is accessing sensitive files.

Mitre Defense Evasion

An adversary attempts to evade detection and bypass security controls while operating
in a compromised environment. This tactic allows attackers to be stealthy and
persistent through obfuscating malicious code, disabling security tools, or imitating
legitimate processes. For example, Falco may detect signs of evasion when a process
disables a security daemon or renames a malicious binary to mimic a trusted utility.

Mitre Discovery

The adversary uses tools to gain knowledge about the environment before deciding
how to act. This helps the adversary get information about their environment, like
ports and device specifications. For example, Falco can detect discovery activity by
detecting if a process runs a tool to display network connections inside a container,
as this may be an attempt to enumerate network connections or running processes.

Mitre Execution

The adversary tries to run malicious code on a system after gaining initial access,
which can result in data theft, persistence, lateral movement, or other attacks.
This tactic includes methods like executing commands via command-line interfaces,
running scripts, or deploying compiled binaries like malware executables. For example,
Falco might trigger an alert when a shell is spawned inside a container to execute a
malicious script.

Mitre Exfiltration

The adversary attempts to steal data from the environment. It is common for
collected data to be stored with compression or encryption. This data, once acquired
by the attackers, is then sent out of the environment to an attacker controlled
endpoint. For example, Falco can detect exfiltration by identifying if a process runs
tools transferring data over the internet, sending large amounts of data to an external
IP address from a container.

Mitre Persistence

The adversary is trying to maintain their presence in the system. Different techniques
are used to ensure that the adversary can maintain access to systems, such as changed
credentials and other interruptions that could remove their access. For example,

13



2. Background

Falco might alert when a process modifies a Linux file for scheduling recurring tasks
to schedule a malicious script.

Mitre Lateral Movement

The adversaries can navigate through a network to expand their control and reach
valuable targets after gaining initial access. Once inside, attackers can, for example,
exploit remote services or use stolen credentials for authorized logins to move across
systems undetected. The risk of lateral movement lies in its ability to transform a
single breach into a widespread compromise. For example, Falco can detect lateral
movement by flagging an unauthorized secure shell connection attempt from a
compromised container to another node in the cluster.

Mitre Privilege Escalation

The adversary tries to gain higher privileges and permissions. It is usually possible
for attackers to explore a network or system with even unprivileged access, but
higher privileges make it much easier. Techniques include taking advantage of
misconfigurations, system weaknesses, and vulnerabilities. For example, Falco might
trigger an alert when a process exploits a kernel vulnerability to elevate its privileges
within a container.

2.11 Advanced Persistent Threats

Advanced Persistent Threats (APTs) are targeted cyberattacks that are distinguished
by their ability to stay hidden in a system for a long time. Unlike fast, random
attacks, APTs are carefully set up by skilled groups, such as government-backed
hackers or organized crime teams [80]. In Kubernetes clusters that handle container
workloads for 5G networks, APTs can use outdated software, or bad access rules to
steal data, get inside without permission, or otherwise interfere with services.

2.11.1 Characteristics of APTs

APTs stand out from regular cyberattacks in these ways:

o Clear Targets: APTs are aimed at important targets like government offices
or large tech companies, not just any vulnerable system. For example, a 2013
report identifies education, telecom, and aerospace as key targets [23].

e Organized Teams: These attacks come from well-funded groups, often using
previously unknown weaknesses (zero-day vulnerabilities) or special tools [71].

e Long Duration: APTs can endure for months, all the while evading detection.
For example, the 2009 Operation Aurora attack on Google lasted for six
months [15].

e Hidden Tactics: Attackers use further tricks such as encryption or trusted
services to cover their tracks, unlike short attacks.
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2.11.2 APT Attack Model: Six Steps

APTs follow a clear plan called the “intrusion kill chain” with six steps [35]:

1. Research and Setup: Attackers collect details using public info or tricks like
fake emails and build custom attacks, such as harmful files.

2. Sending the Attack: Attacks are delivered through targeted emails or hacked
websites.

3. First Break-In: Attackers get in through software weaknesses, such as multiple
zero-day vulnerabilities in Internet Explorer during Operation Aurora (CVE-
2010-0249) [15].

4. Remote Control: Attackers set up control from afar using tools like Remote
Access Trojans (RATS).

5. Spreading Inside: Attackers move around the network using stolen passwords
or admin tools.

6. Stealing Data: Sensitive information is gathered, locked with encryption, and
sent to outside servers.

2.11.3 Relevance to the Case Study

This study looks at Falco alerts from simulated APT attacks in a 5G Kubernetes
setup. This dataset includes several attacks that are based on real APT campaigns,
such as APT3, APT29, and targeted phishing. These are shown in Table 3.1. These
attacks follow common APT steps like lateral movement, persistence, and stealing
data.

Knowing how APTs work helps detection models, such as LSTM and CNN, learn
their patterns. This makes it easier to spot these hidden attacks and improve security
in important systems including 5G networks.

2.12 Evaluation Metrics

This section introduces and explains the metrics we use to evaluate our models
performance in detecting multi-step attacks. It is crucial to use metrics that both
measure the model’s efficiency as binary classifiers and their ability to detect attacks
while also having a low false alarm rate.

2.12.1 AUC-ROC

The Receiver Operating Characteristic (ROC) curve evaluates a model’s ability to
distinguish between positive and negative classes. It plots the true positive rate
(correct positive predictions divided by total positives) against the false positive rate
(incorrect positive predictions divided by total negatives) at different thresholds. The
ROC shows the trade-off between accurate positive predictions and false alarms.
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The Area Under the Curve (AUC) of the ROC curve measures the overall performance
of the model. AUC ranges from 0 to 1, where 0.5 means random guessing and 1.0
indicates perfect classification. A higher AUC suggests a better model, and is useful
for comparing different classifiers, especially on imbalanced datasets [11, 37].

2.12.2 Detection Rate

The Detection Rate (DR) indicates the proportion of actual positive events that are
classified correctly as positive, and the total number of positive events. The DR
is calculated using the number of False Negatives (FNs) and the number of True
Positives (TPs) using the formula [60]:

TP

DR = ———
TP + FN

In attack detection systems, a higher DR indicates higher attack detection, which is

crucial to not miss attacks [29].

2.12.3 False Alarm Rate

The False Alarm Rate (FAR) evaluates the proportion between the number of
negative events incorrectly classified as positive, and the total number of actual
negative events. The FAR is calculated using the number of FPs and the number of
TNs using the formula [60]:

FP

FAR = ————
R FP + TN

In attack detection systems, keeping the FAR low is important because excessive false
alerts can cause operators to ignore warnings and lose their trust in the system [40].
Having a low FAR in combination with a high DR is crucial to correctly identify a
high percentage of attacks.

2.13 Related Work

Prior research on multi-step attack prediction and mitigation has been conducted
across various domains, with a growing use of machine learning and statistical models
for sequential data analysis. Relevant work, starting with multi-step attack detection
models, followed by approaches specific to prediction, mitigation, and provenance
analysis, is presented below.

Multi-Step Attack Prediction and Mitigation

Traditional detection and mitigation systems are reactive, and will only react to
security breaches or violations of policy after damage has been inflicted. Tools such as
Sysdig [73], Falco [5], Tetragon [75], and OPA/Gatekeeper [2] monitor containers at
runtime. Sysdig monitors at the system level, and Falco detects malicious activities
during runtime by deploying agents in each worker node and reporting suspicious
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actions as alerts to security teams. Tetragon uses eBPF to watch what is happening
inside the Linux kernel with low performance cost. It can spot suspicious actions, like
running unknown programs or accessing files without permissions. OPA /Gatekeeper,
on the other hand, enforces security policies at admission time (whenever a pod is
created, updated, or deleted).

KubAnomaly [76] uses anomaly detection for Kubernetes security monitoring by
identifying suspicious behaviors in the cluster. In contrast, Du et al. [19] propose
an anomaly detection and diagnosis system for container-based microservices that
monitors and analyzes real-time performance data using machine learning models
trained with fault injection. Zou et al. [82] develop an online Docker container
anomaly detection system based on an optimized isolation forest algorithm, which
assigns weights to resource metrics to improve detection accuracy and analyzes
container logs to locate the root causes of anomalies. However, these approaches
primarily focus on detection and diagnosis of attacks without integrating mitigation
mechanisms. Our solution complements these methods by providing predictive attack
modeling that enables proactive mitigation to prevent attacks before they occur.

One option for attack mitigation is dynamic resource isolation or sandboxes, which
isolate compromised pods by wrapping them with a lightweight VM to separate the
pod from other workloads. Solutions such as Kata Containers [36] implement this
technique to provide stronger security restrictions than typical containers. Sandboxing
mitigates the attack surface by blocking lateral movement within the cluster, while
remaining non-disruptive and computationally inexpensive.

Compared to this thesis, there is a certain resemblance, as we also work on Kubernetes
security, detect suspicious behaviors, and mitigate attacks to prevent privilege
escalation. However, our approach differs as we integrate predictive multi-step attack
modeling to enable proactive mitigation by deleting suspicious pods before attacks
inflict more damage, unlike the reactive detection and alerting tools mentioned
before. Furthermore, while sandboxing, such as Kata Containers, isolates pods
non-disruptively, our pod deletion strategy prioritizes fast threat containment.

2.13.1 Proactive Attack Detection and Mitigation

Other works have explored proactive security policy enforcement for containerized
and cloud environments [13, 48, 49, 47]. ProSPEC [39] extends proactive auditing
to Kubernetes, but it only initiates mitigation after attack detection, which is too
late to prevent damage. Unlike these solutions, our approach employs a lightweight,
predictive mitigation framework that minimizes service disruptions while detecting
attacks at an early stage.

2.13.2 Provenance Analysis

Provenance-based security solutions, such as Omegal.og [32], focus on analyzing the
causes of security breaches by tracking the origin and flow of data and events. While
this seems to be effective for forensic analysis, these approaches lack mechanisms for
active mitigation. For example, Omegal.og creates very detailed logs to help track
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exactly what happened where, which makes it easier to understand the full history of
events. Some solutions [31] use tactical analyses of security events, while others [79]
provide a user-interface-driven scope for provenance investigation.

2.13.3 ACE-WARP

The ACE-WARP project [8] is an earlier complete proactive security solution con-
sisting of early attack detection and mitigation. First, they generate a dataset [9]
containing Falco alerts inside a 5G core [25]. The alerts come from both normal
activity and sampled attacks, and each alert is labeled as either normal or attack.
Each alert is then mapped to a sequence by extracting the alert’s MITRE ATT&CK
tactic, which are summarized in Table 3.1. A Bayesian Network model is trained
to predict the next step for a sequence. The predicted next step is then used in a
risk calculation formula, together with other factors. The mitigation phase is then
initiated if the risk exceeds a specific threshold. Their mitigation works by relocating
all pods connected to the attacked pod. In their evaluation, the overall security
solution can mitigate up to 81% of the attacks with an average false positive rate of
39%.

This thesis also proposes an early attack detection and mitigation security solution.
However, the use case differs slightly, so both the multi-step attack detection as
well as the mitigation strategy differ to the design of Bagheri et al. [8]. This thesis
still builds upon ACE-WARP dataset. However, some different preprocessing steps
are taken, as specified in Section 3.2. To enable comparison, this thesis also trains
a Bayesian Network, but for classifying sequences as either normal or an attack
instead of predicting the next alert in a sequence. The mitigation strategy also differs
due to different use cases and requirements. ACE-WARP evaluates its complete
security solution of early attack detection and mitigation, using accuracy and the
false positive rate. Rather than only using the false positive rate, this thesis uses
FAR and DR to evaluate how well the models identify attacks.

2.13.4 Binary Classification of Normal and Attack Sequences

Kawawa-Beaudan et al. [37] use sequential models for binary classification on multiple
datasets to distinguish attack sequences from normal sequences. They use models
including LSTM, CNN, and different HMM models, under both balanced (1:1) and
imbalanced (1:50) class conditions. The models are evaluated on several different
datasets containing both attack and normal data. The models are built to enable
binary classification of sequences, and identify if a sequence is either an attack or a
normal sequence. The models are evaluated using AUC-ROC and average precision.

This thesis performs the same binary classification using statistical models to detect
multi-step attack sequences and normal sequences. Similarly to this paper, our thesis
also uses LSTM, CNN, and HMM models under balanced (1:1) and imbalanced
(1:50) class conditions to evaluate how class balance affects the models’ performance
on the dataset. The same metrics, AUC-ROC and average precision, are used in this

18



2. Background

thesis to assess the performance of the models. But in contrast to this paper, this
thesis uses a Markov Chain as a baseline model.
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Methodology

This chapter presents how we develop the multi-step attack detection models used
in this thesis. We first overview the entire method, then introduce the dataset and
our preprocessing, define the models used, and explain our evaluation metrics and
use of cross-validation.

3.1 Overview

The ACE-WARP dataset [9] contains Falco alerts labeled as either normal (false
alert, FP) or attack (true alert, TP) generated from a 5G Core [25]. The alerts
labeled as normal originates from the application and the alerts labeled as attack
originates from simulated attacks. This dataset can be used to perform multi-step
attack detection with binary classification labeling sequences as either normal or
attack. Alerts are mapped into sequences based on the container ID and the MITRE
ATT&CK tactic. The tactics are then extracted from each alert, creating a sequence
of MITRE ATT&CK tactics. Table 3.1 presents the eight different attacks from the
dataset along with their features and sequences.

Table 3.2 and Table 3.3 show the resulting sequences. About 47% of the normal
sequences have only one step, so an end token is added to clearly show where the
sequence finishes. The average sequence length is 2.7 after adding the end token.
Sequences are divided into subsequences of size 2 using a sliding window. This
preprocessing largely follows the ACE-WARP preprocessing of the data.

A sequence is regarded as an attack sequence if any step in the sequence originates
from an attack labeled alert, and otherwise as a normal sequence.The resulting
dataset contains only 0.7% attack sequences. To handle this imbalance, the attack
sequences are duplicated to create two versions of the dataset with class balances of
2% (1:50) and 50% (1:1). The dataset is then split into 70% for training, 15% for
validation, and 15% for testing. After that, the sequences are tokenized into integers
so they can be used as input for the model.

Markov Chain, HMM, LSTM, CNN, and Bayesian Network models are used for
binary classification of sequences under both imbalanced (1:50) and balanced (1:1)
class settings. The models are then evaluated using AUC, false alarm rate, detection
rate, and average precision under both class balances to assess how class balance
affects the model’s performance.
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Table 3.1: Overview of the attacks in the ACE-WARP dataset, adapted from [§]

Attack Features® MITRE ATT&CK
PL | PA [IN | IG | BD | Tactic Sequence’

v | v | v | v | v | EXE, DE, DIS, DE, LM

DIS, PER, EXE, DE, DE,
LM, EXF

PER, EXE, DE, PE, DE,
DIS, LM, IA, PER, PE, DE

Attack Campaign

Advanced Persistent
Threat 3 [52]

Spam Campaign [65] v |V

v

Advanced Persistent
Threat 29 [51]

v
VA A VA A
v

Escape Attack [81] PE, EXE, PER

Simulated

Cryptominer v v |V v | DIS, EXE, PER, DE, LM
Spread [64]

Root Data Theft [16] Vv v 3{48 , PER, PE, EXF, PER,
Strategic Web v v | v | v | DIS, EXE, DE
Compromise [22] ’ ’

Targeted .gov v /| v | v | DIS, PER, LM, EXF

Phishing [56]

@ PL: Phishing email link, PA: Phishing email attachment, IN: Injection, IG: Information
gathering, BD: Backdoor

b EXE: Execution, DE: Defense Evasion, DIS: Discovery, LM: Lateral Movement, PER:
Persistence, PE: Privilege Escalation, TA: Initial Access, EXF: Exfiltration

3.2 Dataset

The ACE-WARP dataset [9], originates from the ACE-WARP project and contains
176,649 Falco alerts generated inside a 5G Core [25]. Table 3.1 details the eight
attack features and MITRE ATT&CK tactic sequences. The alerts are labeled as
either normal (FP) or attack (TP). The alerts are mapped into 52,957 sequences
based on container ID using the alert’s MITRE ATT&CK tactic. An end token
is appended to each sequence to enable end-of-sequence prediction, but also to
preserve the single-step sequence, which stands for 42.1% of the normal sequences.
Table 3.2 displays the most common normal sequences, while Table 3.3 contains
the most common attack sequences. The sequences are then split into subsequences
of size two, using a sliding window. Since the average sequence length is 2.7, a
smaller sliding window is chosen to retain most sequences, since a larger sliding
window size would remove all sequences shorter than the selected size. All sequences
with attack-labeled steps are considered attack sequences, and all others as normal
sequences. The dataset contains 0.7% attack sequences, which are upsampled by
duplication to preserve original patterns, to both imbalanced (1:50) and balanced
(1:1) class conditions.

Five sequences with lengths between 150 and 100,000 steps are considered outliers
and removed before applying the sliding window. They are much longer than the
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Table 3.2: Most common normal sequences observed in the dataset.

Count | Sequence

46.6% | Lateral Movement, Privilege Escalation, End
42.1% | Lateral Movement, End

6.1% Lateral Movement, Privilege Escalation,
Lateral Movement, Privilege Escalation, End
5.2% | Lateral Movement, Lateral Movement, End

Count | Sequence
15.7% | Lateral Movement, Privilege Escalation, Persistence, End
12.8% | Lateral Movement, Persistence, End
8.0% | Lateral Movement, Privilege Escalation, Defense Evasion, End
6.7% | Lateral Movement, Privilege Escalation, End
5.7% | Lateral Movement, Execution, End

Table 3.3: Most common attack sequences observed in the dataset.

usual sequences, which normally start with the lateral movement tactic and are
shorter than ten steps. These outliers likely occur because of problems during data
generation, such as logging errors or loops in the simulation. For example, one
sequence repeats the same “execution” and “persistence” steps hundreds of times.

Figure 3.1 shows the sequence length distribution after removing these outliers.

Count
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Figure 3.1: Sequence length distribution after removing outliers.

Table 3.4 displays the most common normal sequences after performing a sliding
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window. 90% of the normal activity only contains three unique sequences. Meanwhile,
Table 3.5, shows the most common attack sequences in a sliding window. In contrast,
there are several unique attack sequences where the probability is more evenly
distributed. While normal sequences are less varied, distinguishing them from diverse
attack sequences is still challenging due to subtle attack behaviors and imbalanced
data, where normal sequences far outnumber attacks. Therefore, both simpler
models, such as statistical models, and also more complex machine learning models,
are developed and evaluated. The ACE-WARP project performs the same data
preprocessing procedure as this thesis, except for appending an end token to all
sequences.

Count | Sequence
34.7% | Lateral Movement, Privilege Escalation
30.9% | Privilege Escalation, End
27.7% | Lateral Movement, End
3.6% | Privilege Escalation, Lateral Movement

Table 3.4: Common normal sequences observed in the dataset after applying the
sliding window. Around 90% of normal activity is covered by just three patterns,
highlighting the low variety of normal behavior in contrast to the more diverse attack
sequences.

Count | Sequence

15.7% | Persistence, END

9.0% | Privilege Escalation, Persistence
7.8% | Defense Evasion, END

7.7% | Lateral Movement, Persistence
6.0% | Execution, END

5.6% | Discovery, END

Table 3.5: Most common attack sequences observed in the dataset after sliding
window.

3.3 Multi-Step Attack Detection Models

This thesis compares five models: Markov Chain, HMM, LSTM, CNN, and Bayesian
Network for binary classification of attack sequences under balanced (1:1) and imbal-
anced (1:50) class conditions. The models perform binary classification of sequences
by classifying if a given sequence is either an attack or a normal sequence. The
following subsections describe each model’s architecture and classification strategy.

3.3.1 Common Classification Approach

All models perform binary classification by calculating the likelihood of a sequence
under both normal and attack conditions. The difference in their log likelihoods is
passed through a sigmoid function to produce a probability between 0 and 1, where
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a sequence scoring above 0.5 is classified as an attack, and otherwise it is classified
as normal.

3.3.2 Model Choices

Prior related work [37] perform binary classification under balanced (1:1) and imbal-
anced (1:50) class conditions. We include the models they used: CNN, LSTM, and
HMM. The ACE-WARP project uses a Bayesian model, which we also include. Since
the window size is two, a Markov Chain is used as a baseline model to determine
whether the data can be captured by a simple model. If a model does not outperform
the Markov Chain, then it is not useful for this task. The model choices and their
performance are further discussed in Section 5.1.2.

While there are no parameters to configure for Markov Chain models, the other
models are configured for this task.

Markov Chain

There are no parameters to configure for Markov Chain models.

Hidden Markov Model

HMDMs are configured with hidden states of size two.

Long Short-Term Memory

The LSTM model’s architecture starts with an embedding layer of dimension 100,
which maps input tokens into dense vector representations. This is followed by an
LSTM layer with 16 units, using both dropout and recurrent dropout rates of 0.4 to
prevent overfitting. A fully connected dense layer with 32 units and ReLLU activation
and L2 regularization is then applied to improve generalization. The final output
layer consists of a dense layer with a single unit and a sigmoid activation function to
generate outputs between 0 and 1. The model is trained using a binary cross-entropy
loss function and the Adam optimizer. Early stopping is used during training to
prevent overfitting.

Convolutional Neural Network

The CNN model uses an embedding layer of dimension 100 to convert tokens into
dense vectors. These embeddings are then inserted into a one-dimensional convolution
layer with 128 filters, with a kernel size of 3, along with ReLLU activation. A global
max pooling layer is then used, followed by a dropout layer of size 0.4 to avoid
overfitting. The final output layer consists of a fully connected dense layer with a
single unit and sigmoid activation function to output a probability between 0 and
1. The model is trained using the binary cross-entropy loss function and the Adam
optimizer. Early stopping is utilized during training to prevent overfitting.
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Bayesian Network

A connection is made between the first and second token in each sequence to show
how they depend on each other. Both Bayesian Network models are trained using a
Bayesian Estimator with a Bayesian Dirichlet equivalent uniform setting, to score
how good the Bayesian Network structure is.

3.3.3 Class Balances and Evaluation Metrics

The models are trained and evaluated under both imbalanced (1:50) and balanced
(1:1) class conditions to assess how class imbalance affects the performance of these
models.

The ROC curve is used to illustrate the balance between the rate of true positives
and the rate of false positives at different classification thresholds. The AUC (Area
Under Curve) makes it possible to compare ROC curves, and higher AUC values
indicate better classifiers.

The DR of attacks is especially important, since it is crucial when finding the most
reliable model. The FAR is also critically assessed to identify the model with the
lowest FAR, which is important both for reliability and to prevent fatigue among
security administrators. AP (Average Precision) is also used to assess the model’s
precision.

While AUC provides an overall performance measure, DR and FAR carry more
practical significance in this context, as they directly impact the effectiveness and
usability of the detection system.

3.3.4 Training, Validation and Testing

The sequences are randomly shuffled and split into 70% training, 15% validation,
and 15% testing sets using stratified sampling to maintain the proportion of attack
and normal sequences in each split. The training set optimizes model parameters,
while the validation set guides hyperparameter tuning. The validation data is not a
subset of the testing data or the training data. The test set is held out until the final
evaluation to assess generalization performance on unseen data. Hyperparameters
are tuned to maximize average validation accuracy across five cross-validation folds,
as described in Section 3.3.5.

3.3.5 Cross Validation

Using a validation set that is not a subset of the training set helps reduce bias in
estimating how well the model generalizes to unseen sequences, and it also increases
the variance of the validation accuracy. This is because the training and validation
sets contain data with different sequences, making performance estimates less reliable.
Cross-validation addresses this issue by training the models multiple times, each
time using a different subset of the data as the validation set across five folds.

26



4

Evaluation

This chapter presents details about the implementation and evaluation data obtained
from the multi-step attack detection models.

4.1 Implementation

A Python code template was developed in this thesis to implement these experiments.
This code will be open-sourced, and can be reused for future experiments, as it
includes data preprocessing and model evaluation tools. The data is tokenized using
the Keras tokenizer [38]. Libraries like Pandas [50] and NumPy [30] were used. The
LSTM models were built using Keras [38]. The Bayesian models originate from
pgmpy [3]. Meanwhile, the categorical HMM is implemented using hmmlearn [33].
Cross-validation and data splits are implemented using scikit-learn [59]. The dataset
used originates from the ACE-WARP project [9].

4.2 Multi-Step Attack Detection Models

In this section, we present the results obtained from the evaluation of the selected
multi-step attack detection models. The presented evaluations are averages over all
cross-validation folds, as previously mentioned in Section 3.3.5. The models were
tuned using the hyperparameter combination that resulted in the highest average
validation accuracy. The test accuracies were computed at the end, as explained in
Section 3.3.4. The performance of each model is measured using AUC, AP, and FAR,
for both the attack and normal classes under balanced and imbalanced conditions.

4.2.1 Summary

A summary of each model’s performance can be seen in Table 4.1. The CNN and
LSTM models had the highest performance across all metrics, especially under
imbalanced settings with a FAR as low as 0.02%. The HMM model also had an
equally good performance under balanced class conditions. The machine learning
models outperform the baseline Markov Chain model on multi-step attack detection,
by providing a substantially lower FAR. The overall lowest performing model is
the Bayesian Network model, with both low AP and high FAR, indicating that it
struggles with this binary classification task.
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Table 4.1: Model performance comparison on test set under balanced and imbalanced
conditions.

Class | Detection Average

Model Balance Rate FAR Precision
Markov Chain 1:1 90.0 6.7 91.7
1:50 91.0 6.7 61.1
Hidden Markov Chain 1 88.2 3.4 2.7
1:50 87.8 3.6 66.9
Long Short-Term Memory 1 89.4 34 93.2
1:50 84.3 0.02 99.2
Convolutional Neural Network 11 89.4 3.4 93.2
1:50 84.3 0.02 99.2
1:1 82.7 96.8 30.7

B ian Network

AyeStatL AEWor 1:50 70.0 33.7 51.6

4.2.2 Markov Chain

The Markov Chain model’s performance for multi-step attack prediction is presented,
with the model defined in Section 3.3.2. Table 4.2 shows the average accuracies
across five cross-validation folds for training, validation, and testing under balanced
(1:1) and imbalanced (1:50) conditions, achieving testing accuracies of 91.5% and
93.1%, respectively. Table 4.3 provides detailed performance metrics (AUC, DR,
FAR, AP) for validation and testing stages.

Table 4.2: Mean accuracies of Markov Chain model across cross-validation folds.

Class
Stage Balance Accuracy
.. 1:1 91.7
Training
1:50 93.3
Validation 1 ILT
1:50 93.3
1:1 91.5
Testi
SHIE T 150 93.1

Table 4.3: Performance metrics of Markov Chain model on validation and test sets.

Class Detection Average
Stage Balance AUC Rate FAR Precision
Validation 1:1 95.7 90.1 6.7 91.7
1:50 95.9 90.4 6.7 61.1
. 1:1 95.8 90.0 6.7 91.7
Testing
1:50 95.7 91.0 6.7 61.1
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4.2.3 Hidden Markov Model

The HMM results for multi-step attack prediction, using the model described in
Section 3.3.2, are presented. Table 4.4 shows mean accuracies over five cross-validation
folds, achieving testing accuracies of 91.4% (1:1) and 96.2% (1:50). Table 4.5 details
performance metrics (AUC, DR, FAR, AP) for validation and testing stages, using
two hidden states to match a sliding window size of two.

Table 4.4: Mean accuracies of HMM across cross-validation folds.

Class
Stage Balance Accuracy
. 1:1 91.0
Training
1:50 96.1
1:1 91.0
lidati
Validation 150 96.1
Testing 1:1 91.4
1:50 96.2

Table 4.5: Performance metrics of HMM on validation and test sets.

Class Detection Average
Stage Balance AUC Rate FAR Precision
Validation 1:1 92.0 85.6 3.7 91.5
1:50 92.2 85.4 3.7 66.4
) 1:1 94 .4 88.2 3.4 92.7
Testing
1:50 94.0 87.8 3.6 66.9

4.2.4 Convolutional Neural Network

The CNN results for multi-step attack prediction, for the model defined in Sec-
tion 3.3.2, are presented. Table 4.6 outlines the model architecture againl; it includes
128 Conv1D filters, GlobalMaxPooling1D, and a 0.4 dropout rate. Table 4.7 shows
mean accuracies over five cross-validation folds, with testing accuracies of 92.8% (1:1)
and 99.7% (1:50). Table 4.8 provides performance metrics (AUC, DR, FAR, AP) for

validation and testing stages.

Table 4.6: CNN model architecture and training configuration.

Parameter Value
Embedding dimension 100
ConvlD filters 128
ConvlD kernel size 3
GlobalMaxPooling1D

Dropout 0.4
Dense layer width 1
Dense layer activation | sigmoid
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Table 4.7: Mean accuracies of CNN across cross-validation folds.

Class
Stage Balance Accuracy

Trainin 11 92.5
&1 1:50 99.7
1:1 92.5

lidati
Validation |, 99.7
1:1 92.8

Testi
esUng 1:50 99.7

Table 4.8: Performance metrics of CNN on validation and test sets.

Class Detection Average
Stage Balance AUC Rate FAR Precision
Validation 1:1 96.6 88.8 3.6 92.8
1:50 96.9 84.9 0.02 99.2
. 1:1 96.7 89.4 3.4 93.2
Testing
1:50 96.2 84.3 0.02 99.2

4.2.5 Long Short-Term Memory

The LSTM model results for multi-step attack prediction, for the model defined in
Section 3.3.2, are presented. Table 4.9 details the model architecture, including a
16-unit LSTM layer with 0.4 dropout and recurrent dropout. Table 4.10 shows mean
accuracies over five cross-validation folds, with testing accuracies of 93.0% (1:1) and
99.7% (1:50). Table 4.11 provides performance metrics (AUC, DR, FAR, AP) for
validation and testing stages.

Table 4.9: LSTM model architecture and hyperparameters.

Parameter Value
Embedding dimension 100
LSTM width 16
LSTM dropout rate 0.4
LSTM recurrent dropout 0.4
Dense layer width 32
Dense layer regularization | L2 (0.04)
Dense layer 2 width 1
Dense layer 2 activation sigmoid
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Table 4.10: Mean accuracies of LSTM across cross-validation folds.

Class
Stage Balance Accuracy

Trainin 11 92.5
&1 1:50 99.7
1:1 92.4

lidati
Validation |, 99.7
1:1 93.0

Testi
esUng 1:50 99.7

Table 4.11: Performance metrics of LSTM on validation and test sets.

Class Detection Average
Stage Balance AUC Rate FAR Precision
1:1 96.6 89.8 4.9 92.6
Validati
MO 50 | 96.9 84.9 0.02 99.2
) 1:1 96.7 9.4 3.4 93.2
Testing
1:50 96.2 84.3 0.02 99.2

4.2.6 Bayesian Network

The Bayesian Network model results for multi-step attack prediction, for the model
defined in Section 3.3.2, are presented. Table 4.12 shows mean accuracies over
five cross-validation folds, with testing accuracies of 40.8% (1:1) and 65.7% (1:50).
Table 4.13 provides performance metrics (AUC, DR, FAR, AP) for validation and
testing stages.

Table 4.12: Mean accuracies of Bayesian Network across cross-validation folds.

Class
Stage Balance Accuracy
Trainin L 20.8
&1 1:50 65.7
1:1 40.8
lidati
Validation |-, 65.7
1:1 40.8
Tosti
esting 1:50 65.7
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Table 4.13: Performance metrics of Bayesian Network on validation and test sets.

32

Class Detection Average
Stage Balance AUC Rate FAR Precision
1:1 33.4 78.5 96.9 28.9
Validati
MO 50 | 642 71.0 34.4 51.6
: 1:1 35.4 82.7 96.8 30.7
Testing
1:50 63.6 70.0 33.7 51.6




O

Discussion

This chapter compares and discusses the results presented in Chapter 4. It also
discusses the limitations, future work, and ethical considerations related to this
thesis.

5.1 Comparing Results

This section discusses the performance obtained from each model presented in
Chapter 4 and discusses possible interpretations of these results.

5.1.1 Comparing model performance

The Markov Chain model was used as a baseline model to see if the data was simple
enough for a basic Markov Chain model to match or outperform more complex
machine learning models. Table 3.4 shows that the normal sequences consist of a
few and relatively simple sequences, while Table 3.5 shows that the attack sequences
are diverse and more uniformly distributed. The Bayesian Network model is used
to enable comparison with the Bayesian Network model used in the ACE-WARP
project [8]. HMM, LSTM, and CNN were chosen for their ability to capture complex
sequential patterns, and due to their proven success in sequence classification tasks
as mentioned in Section 2.13.4.

5.1.2 Model Architectures

Table 4.1 summarizes all models. Notably, all three machine learning models (HMM,
LSTM, and CNN) outperform the baseline Markov Chain model, indicating that
machine learning models perform better than simple Markov Chain models on this
dataset. However, the Markov Chain still performs better than the Bayesian Network.
If we look closer, the metrics for the Markov Chain are good for the balanced (1:1)
class setting; however, the false alarm rate is higher than the machine learning
models. In the imbalanced (1:50) class settings, the Markov Chain model has a low
average precision compared to the machine learning models. The Markov Chain
consistently outperforms the Bayesian model across all metrics.

The Bayesian Network’s low performance on this dataset can be due to several factors.
The dataset contains several loops, which are not compatible with Bayesian Networks,
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and these loops decrease its accuracy compared to other models, that can model
loops. The Bayesian Network also struggles to identify sequential dependencies since
the sequences are of only size two, and these models are more suited for capturing
dependencies in longer acyclic sequences. The Bayesian Network model has a low
AUC, indicating that it cannot distinguish between the normal and the attack
sequences.

Among the machine learning models, the HMM struggles the most with average
precision under imbalanced (1:50) class conditions. However, for balanced (1:1) set-
tings, it performs nearly as well as the LSTM and CNN. The HMM also outperforms
the Markov Chain by achieving approximately half the already low false alarm rate.
Overall, the LSTM and CNN models deliver the best performance across all models
under imbalanced (1:50) class conditions, and maintain strong performance under
balanced (1:1) class conditions, except for the higher false alarm rate. But their false
alarm rate is still lower than the Markov Chains.

5.1.3 Class Balances

The Markov Chain and HMM models performed better under balanced (1:1) class
conditions than under imbalanced (1:50) class conditions. Meanwhile, the LSTM,
CNN, and Bayesian Network models had higher performance under imbalanced (1:50)
class settings compared to the balanced (1:1) version.

The ratios are picked to represent one balanced and one imbalanced class ratio, but
other ratios could also be explored to simulate other real-world settings, where attack
sequences occur at different ratios to normal sequences. This thesis uses the same
class balances as Kawawa-Beaudan et al. [37], but other ratios such as 1:100 or even
1:4 could be used. Recent analysis of real Security Operations Center (SOC) network
logs from 2018-2022 indicates that, at least in this setting, alerts have a 1:100 balance
of false alarms to true (successful) attacks, or 1:4 for attack attempts [78].

5.1.4 Preprocessing

The preprocessing of the data was designed to preserve the dataset’s realism, meaning
the data maintains its original characteristics and distributions as closely as possible,
to make the models compatible with future applications.

Appending an end token to extend all sequences was preferred over removing all
single-step sequences, which corresponds to 47% of the normal sequences. This was
done before performing the sliding window. The sliding window was applied with a
size of 2, since using a larger window size would remove all sequences shorter than
the given window size, which corresponds to a significant portion of the dataset.
Another advantage of using a small window size is that multi-step attacks can be
detected from only two-step long sequences, making it possible to stop the attack
before larger portions of the attack have been executed.

The dataset is upsampled by duplication to keep it as realistic as possible, meaning
the original data distribution is preserved without introducing artificially generated
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or altered sequences. Oversampling with randomness may create new sequences
that are not realistic or representative of actual behaviors. Each unique sequence is
upsampled equally to maintain the original proportions.

5.2 ACE-WARP Comparison

The ACE-WARP project has a different use case than this thesis, leading to different
design choices when comparing this thesis to their project.

5.2.1 Preprocessing

The final dataset used differs from ACE-WARP’s, since they instead downsample
normal alerts by filtering out those with more than 80% similarity, and then upsample
all attack alerts by duplication. This approach is similar to our approach, with
two different class balances. However, this thesis does not downsample any normal
sequences. Similarly to this thesis, they apply a sliding window of size two on all
sequences.

5.2.2 Bayesian Network Model and Risk Calculation For-
mula

The accuracy of only the ACE-WARP’s Bayesian Network model was never docu-
mented in their paper, and their model was also trained to predict the next step in a
sequence, rather than performing binary classification. The model is not publicly
available, and all of this makes comparisons challenging.

By developing and evaluating a Bayesian Network Model, this thesis presents evidence
that it performed poorly at binary classification on this dataset, compared to the
LSTM and CNN models. This might suggest that using an LSTM or CNN could
improve next-step prediction in ACE-WARP’s system; however, this cannot be
confirmed without further testing. The ACE-WARP project integrates its Bayesian
Network model into a risk calculation formula, with additional parameters, before
initiating mitigation. In comparison, this thesis shows that using an LSTM or
CNN model for binary classification of sequences could be a simpler alternative to
next-step prediction and risk calculation. But it also depends on the use case, since
ACE-WARP’s solution also takes the asset value of the pod into the risk calculation
formula, something which is not needed (or well-defined) in our use case.

5.2.3 Different Mitigation

In Kubernetes environments, pod compromise poses a significant security risk,
requiring swift and effective mitigation strategies. ACE-WARP’s mitigation strategy
is to reallocate all pods (migrate) connected to the pod being compromised pod. The
process of performing this action is time-consuming in a pod cluster with thousands
of pods. First, ACE-WARP’s algorithm must identify viable options for moving the
affected pods without disrupting service availability. Then the pods, which will be

35



5. Discussion

moved, have to be terminated and scheduled at other locations. The moved pods
then receive new IP addresses, and all service endpoints need to be updated to map
to the new pods. Given these steps, this mitigation solution is likely costly and
complex to implement at scale, and will introduce delays and operational overhead
that could impact cluster performance and availability.

5.2.4 The overall ACE-WARP System

ACE-WARP’s overall system can successfully detect and mitigate up to 81% of the
attacks with an average of 39% false positives. In the context of their project, false
positives do not matter in their use case because their solution does not cause service
disruption on mitigation. However, in the use case in this thesis, a low false positive
and a low false alarm rate is crucial, as the mitigation approach is not suitable for
our use case, since the target consists of a significantly larger Kubernetes cluster.

5.3 Mitigation Strategy

This thesis has shown that LSTM and CNN models deliver a high attack detection
rate and a low false alarm rate, which is crucial for multi-step attack detection. After
an attack has been identified by the model, a mitigation can be initiated to stop
the attack. These mitigation strategies should be suitable for a system with a high
detection rate and a low false alarm rate. Two alternatives are pod deletion and pod
sandboxing.

Pod Deletion

To prevent attackers from escalating privileges or moving laterally within the Kuber-
netes cluster, the system mitigates threats by deleting the compromised pod. This
ensures immediate isolation of the attack and prevents further infiltration within the
cluster. However, this approach disrupts the service running in the pod, requiring
additional recovery steps.

Although effective, deleting pods can introduce service availability issues. Loss
of ongoing requests may occur if the deleted pod was handling active requests,
causing failures for users. Additionally, if critical services are terminated, system
performance might decrease. False positives may also result in unnecessary pod
deletion, disrupting legitimate services.

To mitigate these risks, the system needs to ensure graceful recovery by automatically
spawning new pods after deletion to minimize downtime. Kubernetes service discovery
redirects traffic to healthy pods, and a threshold-based mitigation approach is applied
to reduce false positives by only triggering deletion for sequences exceeding a high-risk

threshold.
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Pod Sandboxing

To prevent lateral movement while allowing further investigation, an alternative
mitigation strategy is sandboxing the compromised pod. In this approach, the
pod is disconnected from the cluster, effectively isolating it from other services
while maintaining its internal state. This prevents attackers from interacting with
other pods, limiting the spread of an attack while enabling forensic analysis of the
compromised instance.

However, unlike deletion, sandboxing preserves the pod’s state, allowing security
teams to analyze the vulnerability, investigate the attack, and develop targeted miti-
gation strategies. This approach prevents further lateral movement while providing
valuable insights into the attack, whereas outright deletion only stops the attacker
temporarily, which means that the attacker can target the vulnerability again if the
pod is available.

Repeated Pod Deletion Monitoring Strategy

Attackers might try to trick the system by causing repeated alerts that lead to
continuous pod deletions. This can hurt service availability or overload the system.
For example, an attacker might compromise a pod, such as a User Plane Function
in a 5G core network, and start processes that break Falco rules, like opening an
unauthorized shell. Each violation creates an alert. If the alert is classified as an
attack, the pod gets deleted. Kubernetes will then automatically respawn the pod
through its ReplicaSet feature [21].

However, if the original problem, such as a misconfiguration, is still present, the
attacker can use the same trick on the new pod again. This creates a loop where the
attacker keeps triggering alerts and the system keeps deleting and respawning pods.

Monitoring deletions is one way to stop this. The Threat Moderator can keep
track of how many times each pod has been deleted over a set time period, like 10
minutes. If a pod is deleted too many times, the system can raise a flag and send
the issue to a security administrator. Since the LSTM and CNN models have a very
low false alarm rate (0.02%, as shown in Table 4.1), this kind of alert should only
happen in serious cases.

Extra information such as the pod’s container ID, namespace, and which Falco
rule was triggered, can be saved to help with investigation. The system can also
note which MITRE ATT&CK tactic was matched. This makes it easier to figure out
what went wrong and how to fix it.

Tradeoffs Between Pod Deletion and Pod Sandboxing

Both pod deletion and pod sandboxing aim to stop attackers by isolating compromised
pods from the rest of the Kubernetes cluster. However, they differ in how they
affect service availability, investigation capabilities, and system resources. Below is a
comparison of their main tradeoffs.

Pod Deletion immediately removes the compromised pod, cutting off attacker
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access. This is especially important for pods handling sensitive data, such as the
Authentication Server Function. In large 5G systems, where services are often
replicated across many pods, deleting one pod has minimal impact since Kubernetes
quickly redirects traffic to healthy pods and respawns replacements. Deletion also
frees up system resources, which helps during attacks that aim to exhaust CPU or
memory.

However, deletion comes with drawbacks. It can disrupt services, especially if the
pod was actively handling requests or running a unique function. Although the
false alarm rate is low, rare false positives can still affect legitimate users. Another
downside is the loss of forensic data when the pod is removed. Without data on
what happened, it becomes very difficult to investigate what went wrong or how the
attacker gained access.

Pod Sandboxing offers an alternative by isolating the pod from the network while
keeping it alive. This allows security teams to analyze logs, processes, or system calls,
which can help improve rules and patch vulnerabilities. It also avoids immediate
service disruption, giving time for other healthy pods to take over.

The downside of sandboxing is that the pod remains in memory. If it contains
sensitive information, this could pose a risk if the isolation isn’t complete or if the
response is delayed. Sandboxed pods also continue using cluster resources, which
can become problematic at scale.

5.4 Industrial Use

A complete security solution is sought after in the industry to enhance runtime
security in Kubernetes clusters. LSTM or CNN models can be used for binary
classification of sequences and complemented with a suitable automatic mitigation
strategy. Having a low false alarm rate is crucial for an attack-detecting system to
prevent fatigue among security administrators. Intrusion detection systems usually
aim for a false alarm rate below 3% which is accomplished in this thesis for both
LSTM and CNN under the imbalanced data scenario (1:50), as displayed in Table 4.1.
The detection rate is also important for a reliable system, and both the LSTM
and CNN models offer a high detection rate under imbalanced conditions (1:50).
While ACE-WARP’s mitigation strategy may not cause service disruption in a small
cluster, reallocating pods in a large cluster can often cause some temporary service
disruption, both due to the difficulty of the algorithm finding where to move the
affected pods, and all connections that have to be re-established after pods have
been moved. Therefore, their mitigation strategy is not suitable for our industrial
use case, and that is why this thesis proposes either deleting the pod or sandboxing
it as two alternatives for further analysis.

The models developed in this thesis are designed to be as compatible as possible for
future applications, but further research needs to be conducted to see how well the
models perform in real applications. The evaluated false alarm rate and detection
rate are promising, but will most likely perform differently when integrated into a
real application, due to new sequences they will observe. Design choices such as
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appending END to each sequence may cause the model to have lower precision, but
further research needs to be done to draw any conclusions.

5.5 Limitations

To scope this thesis, multiple limitations had to be set. First of all, it would be
unfeasible to make a multi-step attack prediction model for all possible types of
attacks. Instead, efforts are made through predicting specific multi-step attacks within
a Kubernetes environment, and only attacks that Falco can detect the individual
steps of.

The machine learning models this thesis develops are restricted to 5G core applications
with the same Falco ruleset that ACE-WARP used during dataset generation. The
model can only identify the multi-step attacks it has been trained on, which are
displayed in Table 3.1.

5.6 Future work

Expanding the Dataset

The dataset that the thesis uses is limited to specific attack types (see Table 3.1)
and normal behaviors. Future work could expand on this dataset by adding data
from different Kubernetes deployments, such as those running different applications
or deployed in different cloud environments. Additionally, adding a wider range
of attacks to the dataset would enable a more complete training and evaluation of
the models, which will enhance their ability to generalize if implemented in new
environments. With an expanded dataset, other models, such as transformer models,
could also be explored.

Expanding Attack Detection

To enhance the system’s proactive mitigation capabilities, we propose developing a
tool that analyzes system and network data to generate predictive Falco rules. These
rules can then be integrated directly into the system to protect against possible
undetected vulnerabilities.

Intrusion Detection System

Our solution currently detects attacks by analyzing alerts fed into our models, focusing
on predefined attack patterns and Falco rules. To enhance detection capabilities,
we propose developing an intrusion detection system that establishes a baseline of
normal activity within Kubernetes environments. This system will identify attacks
as activity deviating from normal activity. By following this approach, the system
could detect previously unseen or zero-day attacks that do not match known attack
signatures.
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Mitigation Stratigies

The mitigation strategies proposed in this thesis have not yet been empirically tested.
Nonetheless, an analysis of their expected behavior introduces certain limitations.
For instance, the deletion of a compromised pod may temporarily disrupt the attack,
but it does not mitigate it completely, especially when the pod is automatically
respawned by the Kubernetes controller. This delays the adversary’s activity without
addressing the root cause, allowing the attacker to persist or re-initiate the attack
again once the pod is restored. Future work could explore alternatives such as
isolating compromised pods and redirecting traffic to backup instances.

Enterprise Evaluation

The models and mitigation strategies proposed in this thesis have only been tested
with simulated data and have not yet been fully implemented in an enterprise setting.
Future work could involve evaluating these models in simulated test environments to
analyze their performance across various workloads and attack scenarios. Deploying
them in enterprise Kubernetes clusters with diverse configurations would offer insights
into resource efficiency and compatibility, supporting further development for real-
world applications.

5.7 Ethical Considerations

Training and testing data from Falco logs may include sensitive operational details
about the Kubernetes cluster, such as system calls or pod interactions. Mishandling
this data could expose important information or user activities. The ethical obligation
remains to ensure that deployment in industrial settings continues to protect privacy
through secure data pipelines and following local standards.

5.8 Sustainability

The proactive security solution developed in this thesis for Kubernetes clusters
improves the reliability, efficiency, and ultimately longevity of cloud-native systems.
This provides better structuring for critical applications like 5G core networks and
increases security.

Environmental Sustainability

Cloud computing and 5G networks are heavy consumers of computational power,
given that Kubernetes is used for container orchestration within these. In 2024,
data centers consumed approximately 1.5% of global electricity, and this number
is projected to double by 2030, largely driven by Al activities [70]. The proposed
approach minimizes risks arising from prolonged malicious activities by early detec-
tion and mitigation of multistep attacks. These malicious activities may include
cryptojacking or denial-of-service attacks that may unnecessarily drain computing
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resources and consume more energy. As an example, preventing the exploitation of
cluster resources by deleting or sandboxing compromised pods (see Section 5.3).

Operational Sustainability

The proposed solution offers a sustained operational environment by preventing
service interruptions and increasing cluster security in Kubernetes. A false positive,
for example, may lead to pod deletion, which causes temporary disruptions in the
services (see Section 5.3). However, considering the very low FAR achieved by the
LSTM and CNN models, such as 0.02% for imbalanced 1:50 cases (see Table 4.1),
false positives are low enough to ensure fewer disruptions, thus maintaining the
availability of the service. Such matters are critical in 5G networks, which need
low latency and high availability for applications such as autonomous vehicles and
industrial automation.
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Industrial Implementation

In this section, a complete security solution within the 5G core network is proposed, to
integrate both the multi-step attack detection model and its mitigation strategies. The
proposed architecture is cloud-native and microservice-based to ensure modularity,
scalability, and industry compatibility. It aligns with current industry standards,
protocols, and best practices to facilitate integration into real-world operational
environments. Further, a test environment is described for validating the solution in
the simulated 5G network to ensure the applicability to various industrial use cases.

6.1 Security Solution for Industrial Use

The integration of models for detecting multi-step attacks with associated mitigation
strategies will be done in a microservice so that it may be compatible within 5G core
networks. A microservice is a lightweight software component, isolated in terms of
responsibility, and communicating with others via a network interface, thereby being
modular and scalable in large distributed systems [55]. Since 5G Core deployments
consist mainly of large Kubernetes clusters with several pods, such microservices
must be capable of reliably scaling and processing data with minimal latency to
ensure real-time attack detection and mitigation along a variety of network functions,
some of which are described in Appendix A.1 and Figure A.1.

The microservice package is containerized using Docker to ensure that it works
across different environments, from on-premises data centers to public or private
clouds. Inside the container, the detection model will be deployed, along with its
dependencies and a lightweight runtime environment to reduce overhead costs and
provide a consistent performance across different platforms.

A RESTful API will be implemented to act as an interface towards the actual mi-
croservice built on the Flask framework for integration with 5G core components [61].
Through the interface, the API will provide endpoints for receiving security events
(such as those raised by Falco), processing them through the attack detection model,
and then triggering mitigation actions such as pod isolation or pod sandboxing.
For example, an endpoint (e.g., /detect) will accept JSON payloads containing
alert data, detect if it is an attack, and then start mitigation actions if needed, see
Figure 6.1.

Retraining of the detection model with a custom Falco ruleset tailored for the target
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Figure 6.1: An Industrial Microservice, depicted as “Threat Moderator” in the figure
and implemented with Free5GC network. This example illustrates how an attacker
spawns a shell in a pod, how Falco detects the suspicious activity, and how the
Threat Moderator acts upon it.

environment will be necessary to allow adaptation for a particular 5G deployment.
The ruleset will detect suspicious behaviors such as unauthorized system calls or
illegal network traffic specific to 5G network functions. With retraining, the model
will be able to detect threats with fewer false positives and become more accurate
overall.

6.2 Test Environment

To validate the service functionality, a test environment replicating the 5G core
architecture will be deployed with Minikube, a lightweight tool that runs Kubernetes
clusters on a single machine [44]. The environment is set up using the Free5GC Helm
chart [24], which includes several important 5G core network functions such as the
Access and Mobility Management Function (AMF), Session Management Function
(SMF), as well as User Plane Function (UPF), as described in Appendix A.1. This
allows the description of the setup to be a functional simulation of an actual 5G
network as it includes a set of pods representing the network functions and their
interactions, presenting a real testing environment for the solution.

Cloud-native runtime security tool Falco will be deployed with its official Helm chart,
and monitor system calls and container events within the Minikube cluster [5]. Falco
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will then issue alerts in real time whenever suspicious behavior occurs, like escalating
privileges, accessing files without being authorized, which the microservice decides if
it is an attack. The test environment will execute simulations of attack scenarios
like lateral movements or exfiltration to determine the solutions’ detection accuracy
and mitigation response time.

The test environment will simulate high workloads to test scalability, so the mi-
croservice is capable of handling large-scale 5G core deployments. It will collect
performance metrics such as alert processing latency and mitigation response time
to verify the requirements of the ultra-low latency 5G core.
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Conclusion

This Master’s thesis develops and evaluates a proactive security solution for Ku-
bernetes clusters with detection mechanisms and automated mitigation methods
against multi-step attacks. This method can better protect cloud-native environ-
ments, especially 5G core network environments. Using a labeled dataset of Falco
alerts generated by the ACE-WARP project, we perform comparative evaluations of
five statistical and machine learning models. Comparisons were performed between
Markov chain, HMM, LSTM, CNN, and Bayesian network for binary classification of
alert sequences into normal or attack. The following conclusions address the research
questions posed in Section 1.3:

1.

Which model provides the highest detection rate?

The LSTM and CNN models achieved the highest detection rate of 84.3% under
imbalanced (1:50) conditions, as shown in Table 4.1, effectively identifying
multi-step attacks in Kubernetes clusters.

. Which model provides the lowest false alarm rate ?

The LSTM and CNN models demonstrated the lowest FAR of 0.02% under
imbalanced (1:50) conditions, minimizing unnecessary service disruptions.

How does class balance affect the accuracy of the models?

Imbalanced settings (1:50) affected the models’ performances negatively, but
LSTM and CNN maintained high accuracy (AUC-ROC of 96.2%) and precision

(AP of 99.2%), while simpler models like Markov Chain and HMM showed
reduced performance in imbalanced settings.

Which model can be best used for multi-step attack detection?

The LSTM and CNN models provide the most suited balance, with a detection
rate of 84.3% and a FAR of 0.02% in imbalanced settings, outperforming
Markov Chain, HMM, and Bayesian Network models.

Can the multi-step attack detection be integrated into a complete
security solution for industrial use?

Yes. The LSTM and CNN models, along with mitigation strategies such as
pod deletion or sandboxing, can be containerized into a microservice using
Docker and exposed using a RESTful API. As explained in Chapter 6, this
design enables scalability and ensures compatibility with 5G core networks.
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7. Conclusion

The results of this thesis demonstrate the effectivity of using LSTM and CNN models
for binary classification to detect multi-step attacks on Kubernetes clusters, achieving
high detection rates and low false alarm rates despite imbalanced conditions. With
these models, an approach to security has been suggested such that after attack
detection, immediate automatic mitigations can be executed. These mitigation
strategies include pod deletion for immediate isolation of the threat and sandboxing for
forensic analysis, which aims to minimize manual intervention and service disruption,
while also further hardening the cluster. The microservice-based implementation,
designed for industrial 5G deployments, offers scalability and adaptability, and aligns
with cloud-native principles.
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Appendix 1

A.1 Key Components in 5G Core

The 5GC consists of modular Network Functions (NFs) that cooperate to provide
connectivity, mobility, and data services. Figure A.1 illustrates these functions and
their reference points, providing a visual overview of their interactions [27, 1].

Figure A.1: 5G Core network architecture and reference points.

The 5GC relies on several NFs that collaborate to manage connectivity, mobility,
and data traffic, as illustrated in Figure A.1. Key functions critical to this project
are detailed below, with others summarized for context [27].

Access and Mobility Management Function. The AMF handles device registra-
tion, connection establishment, and mobility management for UE (User Equipment).
It stops Non-Access Stratum signaling, performs authentication with the AUSF
and UDM, and manages security during handovers, ensuring secure and seamless
connectivity [27].
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Session Management Function. The SMF manages data sessions, IP address
allocation, QoS (Quality of Service) enforcement, and configurations for traffic
steering. This functional unit thus ensures efficient data connectivity with support
for downlink data notifications [27].

User Plane Function. The UPF is responsible for routing and forwarding data
packets between UE and external networks, while packet inspection and QoS en-
forcement are performed at the UPF. It acts as a mobility anchor, but with options
for low latency and high throughput data transfer [27].

Other Network Functions. The Policy Control Function offers policy settings
for QoS and traffic management. The AUSF is responsible for the authentication
of the UE’s credentials; while the UDM is used for user profile management and
authentication. As for allowing third-party integrations, that is the purpose of the
Network Exposure Function; while the Network Repository Function offers support
for service discovery. Together, these functions enable the security, scalability, and
flexibility of 5G services [27].
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