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Beyond Linear:

Pairing-Based Multi-Key Homomorphic Signatures for Verifiable Statistics
Anna Davoodi, Aram Jamal

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

Multi-key homomorphic signatures (MKHS) address the challenge of verifying out-
sourced computations. Multiple independent parties each sign their own data and
upload it to an untrusted server, allowing anyone to outsource computations over
the signed data by request. In response to a query, the server returns both the com-
puted result and a compact signature certifying its correctness, which can be verified
using only the public keys of the participating signers. Existing implemented MKHS
only support evaluation of linear functions.

In this thesis, we address the problem of constructing implementable pairing-based
MKHS schemes that support functions beyond linear, by extending the multi-key
linearly homomorphic signature scheme of Aranha and Pagnin [Latincrypt, 2019].
We begin by reproving its security in the Type 3 pairing setting, bringing it in line
with current cryptographic practices.

Building on this, we present mkghs-br, a pairing-based MKHS supporting bounded-
rank quadratic evaluation, proven secure under the co-CDH* assumption. We then
give two independent extensions of mkghs-br: (i) mkqhs-l;r, which compresses eval-
uated signature sizes, and (ii) mkghs-br-m?, which extends the supported function
class, enabling applications such as variance and least-squares computations. The
extensions are compatible and can be combined, yielding a practical construction
for statistical applications.

Keywords: Cryptography, Homomorphic Signature Schemes, Multi-Key, Pairing-
Based Cryptography, Verifiable Statistics, Quadratic Functions.
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1

Introduction

Modern computing tasks are often too large or expensive for a single party to carry
out alone. Instead, the computation may be outsourced to a remote server that
returns the result. This approach is practical and increasingly common, yet it has a
clear limitation: there is no way to verify that the result is correct without redoing
the computation yourself.

For instance, consider computing statistical analyses on user-provided data. Individ-
uals or organisations each contribute a dataset, which a server processes to produce
results end users rely on. The server might be entirely honest, but nothing in the
returned results lets its users verify this. This lack of verifiability may be concern-
ing when the results inform sensitive decisions, such as whether a patient receives a
particular diagnosis, or whether a weather prediction triggers a flood warning.

Signature schemes offer a partial solution. These let data owners attach a short
tag, a signature, to their data before sending it for processing. Anyone that receives
the signed data can verify that it originated from the claimed signer and has not
been tampered with. This provides authenticity for the original data. However,
if someone were to perform computations on the signed data, the result would no
longer carry a valid signature. A party who receives this result and wants assurance
must still redo the computation.

Homomorphic signature schemes are designed to close this gap. When a server
computes on signed data, it can simultaneously combine the individual signatures
into an evaluated signature on the result. A verifier can then check this evaluated
signature against the result to confirm it was correctly computed from the original
signed inputs, without redoing the computation themselves. The data owner signs
their data once, and verifiability of computations follows at no extra cost.

Multi-key homomorphic signature schemes (MKHS) generalise this to the setting
where inputs are signed under different independent users. Each contributor signs
their dataset with their own secret key, and a verifier receiving computed results can
still check that it was correctly produced from those different sources. Figure 1.1
illustrates this setup.

Aranha and Pagnin introduced a concrete scheme of this kind, referred to as mklhs
for multi-key linearly homomorphic signatures [1], and is built from tools of pairing-
based cryptography that allow for efficient verification compared to other crypto-
graphic primitives. The scheme supports linear computations over data signed by
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multiple independent users, and covers verifiability of computations such as weighted
sums and averages.

Linear functions, however, do not cover many common computations. Variance, for
instance, involves squaring and multiplying data points, and the same is true for
Euclidean distances, least-squares error, and polynomial regressions, none of which
can be verified using mklhs. While homomorphic signature schemes supporting
higher-degree computations exist in the single-key setting [2], no implemented MKHS
scheme currently evaluates functions beyond linear.

In this thesis, we make two main contributions. First, we update the security proof
of mklhs to a setting matching the current state of implemented cryptographic prim-
itives, and give it a tighter security bound. Second, we extend mklhs to support
a certain class of quadratic functions efficiently. This enables signature evaluation
of functions such as variance, squared Euclidean distance, and least-squares loss,
making pairing-based MKHS applicable to a wide range of statistical and machine-
learning applications.

3 m = f(mla 7mn) :
(m1,01) amn o =Ballfon-oon)
__— > =
- 62)
(22
Signer 1
[ ]
a
Signer 2
() | my, (sky, pk;) 3 N\ . “
@ = Sign(sk,m) |  Verity(pks, - Pl Sy ,8) 71 )
Signern

Figure 1.1: The multi-party structure of a multi-key homomorphic signature scheme.
Each signer ¢ € [n] holds an independently generated key pair (sk;, pk;) and signs
their own data point m; under sk;, producing a signature o;. The resulting pairs
(my, 0;) are sent to an untrusted server, which evaluates a function f over the data
points and their signatures, producing an evaluated signature 6 on the computation
m = f(m,...,my,). A verifier, holding all public keys pky, ..., pk,, then confirms
that m was correctly computed from the originally signed inputs, without redoing
the computation or interacting with the signers.



1. Introduction

1.1 Technical Overview

Since our constructions build heavily on the scheme of Aranha and Pagnin [1], we
provide a technical overview of their work, which also serves as the foundation for
understanding our contributions.

Following cryptographic terminology, we refer to data points as messages. In mklhs,
messages are simply numerical values represented as elements of Z,, i.e., as integers
modulo a large prime ¢. In particular, any binary string of length at most |log, ¢/
bits can be interpreted as an integer and represented in Z,.

How signatures work in mklhs. When a user signs a message using mklhs, the
signature is not just a stamp of approval. It is a structured mathematical object
living in an algebraic structure called a group (usually denoted G), and is a set of
elements where a multiplication operation is well-defined.

Concretely, mklhs signatures on a message m consist of tuples o = (v, m), with the
first component taking the form v = (H(¢) - g7*)*. Here, g; is a fixed public element
of a group G; and H({) is a hash of the label realised as another group element in
G;. Importantly, the hash is a one-way-function, meaning it is infeasible to find an
input that results in a specific output.

The key property of mklhs is that group operations on signature components corre-
spond to linear combinations of the underlying messages. Given v, = (H(¢;)- g™ )%
and o = (H(ly) - g7"*)%, we can combine them to obtain a signature component
on any linear combination of their underlying messages. Indeed, for a;,as € Z,, we
have

sk
g = (H(0)™ H (L) - gimtesm) ™,

which is itself a valid signature component on the linear combination a;mq + asms
for the label combination H(¢)* H(¢3)*. This shows that the scheme is linearly
homomorphic: a server can compute a valid signature on any weighted sum of signed
messages by exponentiating signatures and multiplying them together.

Verification in mklhs. The challenge is that a verifier needs to confirm the eval-
uated signature is correct without knowing sk or {mq, ms}. This is where the role
of a bilinear pairing comes in. A bilinear pairing is a function e: G; x Gy — G
mapping elements from two groups into a third, satisfying e(g?, h®) = e(g, h)® for
all a,b € Z,. This property lets the verifier move sk out of the signature in G; and
into the exponent of the public key pk = ggk € Gy, since

e(v, 92) = e((H(0) - g, g2) = e(H(0) - g", 65) = e(H (L) - g7, pk).

The leftmost expression involves the signature, which the server provides. The
rightmost expression only involves the label hash, the claimed message, and the
public key, all of which are known to the verifier. Checking this equation therefore
confirms that the signature was honestly created, without ever revealing sk.
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Publishing pk = ggk does not reveal the secret key, since recovering sk from pk
amounts to solving the discrete logarithm problem in G, which is assumed to be
infeasible.

Type-2 and Type-3 pairings. The pairing above maps elements from two groups
G1 and Gy into a third Gy. Sometimes, one also assumes the existence of an effi-
ciently computable homomorphism ¢: Gy — Gq, which is a mapping that respects
the group operation in the sense that ¢(gh) = ¢(g)¢(h) for all g, h € G;. Intuitively,
a homomorphism may be seen as a structure preserving translation between the
two groups. When such a homomorphism is assumed to exist, we call the pairing a
Type 2 pairing. On the contrary, if no such homomorphism is assumed exist, we call
it a Type 3 pairing.

In modern cryptographic implementations, Type 2 bilinear pairings have largely
been replaced by Type 3 bilinear pairings as the preferred standard, since they are
considered more efficient [3], [4] and do not offer less security guarantees [4].

The mklhs scheme [1] was proven secure in the Type 2 pairing setting under the co-
Computational Diffie-Hellman (co-CDH) assumption, with the original proof relying
on ¢. In the Type 3 setting, to compensate for the missing ¢, we instead work with
a variant called co-CDH*. This variant is considered at least as hard as co-CDH in
the Type 3 setting [4]. Part of our contribution in this thesis is proving that mklhs
remains secure in the Type 3 setting under co-CDH*, bringing it in line with current
cryptographic practices.

1.2 Owur Contributions

This thesis makes five total contributions, each building on the previous.

A modified security definition. The security proof of the mklhs scheme by
Aranha and Pagnin [1] is argued using a security notion called Homomorphic Un-
forgeability under Chosen Message Attack (HomUF-CMA). Their proof relies on
certain technical restrictions that are introduced to rule out problematic cases. We
formalize these restrictions through a modified security notion called HomUF-CMA
with delayed hash queries (HomUF-CMA-DHQ), which captures the exact setting
used in the original proof more explicitly. This avoids repeating the same technical
details throughout subsequent proofs and makes security analyses cleaner.

A new security proof for mklhs. The original security proof of mklhs was formu-
lated for Type 2 bilinear pairings, which assumes an efficiently computable group
homomorphism ¢: G, — G between the two source groups. The proof uses ¢ in a
key step, and this map does not exist in the Type 3 setting. We give a new security
proof for the mklhs construction in the Type 3 setting, following the approach of
Chatterjee and Menezes [4]. To compensate for the missing ¢, our proof reduces
the security to the co-CDH* assumption in place of co-CDH, an equivalently hard

4
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problem in the Type 3 setting. The resulting proof also achieves a tighter bound
compared to the original.

Extending mklhs to quadratic evaluation. We extend mklhs to support a cer-
tain class of quadratic functions while remaining secure under the co-CDH* assump-
tion in the Type 3 setting. The resulting construction is a pairing-based MKHS
scheme that supports polynomials of the form

n R n n
flmy,...,my) = Z a;m; + Z(Z Uiy mi) <Z Vir mi)>
i=1 r=1 Vi=1 i=1

where the quadratic part is a sum of R products of linear polynomials, and hence
has rank R. The evaluated signature size grows as O(tR) in the number of signers ¢
and rank R. To achieve succinctness, we restrict R to grow at most logarithmically
in the number of message inputs. Hence, we refer to this construction as mkqghs-br
for multi-key quadratic homomorphic signatures with bounded rank.

Compressing signatures and extending the function class. We present two
independent extensions of mkghs-br, each addressing one of its limitations, and a
combined construction that inherits both extensions.

The first extension, mkqhs—l;r, reduces the evaluated signature size from O(tR) to
O(t + R), making the scheme practical for large rank R and many signers ¢, where
the multiplicative O(tR) cost of mkghs-br would otherwise become too costly.

The second extension, mkghs-br-m?2, extends the admissible function class to include
direct square terms by having each signer additionally sign m? alongside m;, allowing
for evaluation of polynomials of the form

n

f(my,...,my,) = Z(aimi + bm@f) + 1§<§; Uiy mz> <Z§n:1 Uiy mi>.

i=1

This enables exact evaluation of functions such as variance, least-squares loss, and
squared Euclidean distance. Both extensions preserve security under the co-CDH*
assumption in the Type 3 setting. Since the extensions modify independent parts of
mkqhs-br, they may be applied simultaneously to create mkq hs-br-m2 which achieves
both the compressed signature size of mkghs-br and the extended function class of
mkghs-br-m?.

Reference implementation. In addition to the theoretical contributions above,
we provide a reference implementation of all developed constructions, written in Rust
using the arkworks cryptographic library [5] and is publicly available on GitHub [6].
The implementation demonstrates the practical feasibility of our proposed construc-
tions on statistical computations, including variance and squared Euclidean dis-
tances of signed datasets. Our library is solely intended as a research artifact ac-
companying the thesis.
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1.3 Related Work

Homomorphic signature schemes. Homomorphic signature schemes, introduced
by Johnson et al. [7], enable signatures on inputs of functions to be combined into

a valid signature on their result. Early constructions focused on evaluation of linear

functions, motivated by applications in network coding [8], [9], [10]. Support for

polynomial functions was later introduced by Boneh and Freeman [11], at the cost

of signature size growing with the degree of the evaluated polynomial. Catalano

et al. [12] improved verification efficiency by splitting it into an offline precomputa-

tion phase and a cheaper online phase. Gorbunov et al. [13] subsequently proposed

the first scheme supporting evaluation of arbitrary circuits, at the cost of fixing a

maximum circuit depth at key generation.

MKHS schemes. All constructions above assume that the authenticated input
originates from a single signer. This assumption is too restrictive for many practical
settings such as computing statistics over data contributed from multiple indepen-
dent parties, each with their own secret key. MKHS schemes address this by allowing
homomorphic evaluation over messages signed under different public keys.

The concept was first considered by Agrawal et al. [14]. Fiore et al. [15] formally
defined the first MKHS by extending the scheme of Gorbunov et al. [13] to the multi-
key setting, though at the cost of signature size growing linearly with the number of
signers. Fiore and Pagnin [16] later showed that any sufficiently expressive single-key
homomorphic signature scheme can be generically transformed into a multi-key one,
though the resulting construction supports only a bounded constant number of sign-
ers and does not yield a practical implementation. Lai et al. [17] both strengthened
the security model to account for corrupted signers, where an adversary may obtain
the secret keys of some signers, and achieved the first fully succinct MKHS at the cost
of relying on non-standard assumptions. For the restricted case of linear functions,
Aranha and Pagnin [1] proposed a simple pairing-based scheme with signature size
linear in the number of signers, along with a concrete implementation. Finally, An-
thoine et al. [18] resolved the problem of achieving full succinctness under standard
assumptions, supporting evaluation of arbitrary circuits of unbounded depth. Their
construction relies on batch arguments, which are non-trivial to implement in their
case, and to the best of our knowledge no such implementation exists to date.

Lattice-based homomorphic signature schemes. An important family of ho-
momorphic signature schemes is built on lattice-based assumptions, most notably
the hardness of the Short Integer Solution (SIS) problem [19]. These construc-
tions are of particular interest since they are believed to resist quantum computer
attacks, unlike pairing-based schemes. Early constructions supported linear func-
tions [20], and were later extended to polynomial functions and eventually arbitrary
circuits [11], [13]. However, lattice-based schemes generally suffer from signature
size growth during homomorphic evaluation, which limits the depth of admissible
computations. In the multi-key setting, constructions achieving full succinctness
exist [15], [18], but are not yet implemented due to the argument in the previous

6
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paragraph.

Pairing-based signature schemes. Pairing-based constructions provide an effi-
cient alternative to lattice-based approaches, using bilinear groups to achieve com-
pact signatures and efficient verification. In the single-key setting, Catalano et al. [2]
constructed the first pairing-based homomorphic signature scheme supporting eval-
uation of arbitrary multivariate polynomials. In the multi-key setting, Aranha and
Pagnin [1] have constructed an implemented pairing-based construction, but with
evaluation limited to linear functions. To the best of our knowledge, no implemented
pairing-based construction in the multi-key setting has yet to support functions be-
yond linear.

Zero-knowledge proofs. A zero-knowledge proof systems allows a prover to con-
vince a verifier that a statement is true, without revealing any information beyond
the truth of the statement itself [21]. Especially relevant to homomorphic signatures
are Succinct Non-Interactive Arguments of Knowledge (SNARKSs) [22], which pro-
vide proofs whose size and verification time are very short. This succinctness makes
SNARKSs a natural generic tool for certifying correctness of homomorphic evalua-
tions. There are several constructions such as [17] that use SNARKs to achieve
multi-key homomorphic signatures. More recent constructions based on falsifiable
assumptions [23] improve theoretical foundations, but practical efficiency remains
challenging due to the computational overhead and complexity of underlying ma-
chinery.

1.4 Organisation

The remainder of this thesis is organised as follows.

Chapter 2 establishes and introduces the necessary background in mathematics and
cryptography needed for the rest of the chapters.

Chapter 3 motivates and defines HomUF-CMA-DHQ), a modification of the standard
MKHS security notion HomUF-CMA, that more explicitly captures the restrictions
used in the original security proof of mklhs.

Chapter 4 presents an updated proof for mklhs with a tighter bound in the Type 3
pairing setting.

Chapter 5 presents our first construction, mkghs-br, a pairing-based MKHS support-
ing bounded-rank quadratic evaluation, and is proved secure in the Type 3 pairing
setting.

Chapter 6 introduces two extensions of mkghs-br: (i) mkghs-br, a compressed vari-
ant reducing the evaluated signature size, and (ii) mkghs-br-m?, a message-square
extension broadening the supported function class. These constructions are then
combined into mkghs-br-m2
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Chapter 7 discusses efficiency tradeoffs and trust assumptions across the four con-
structions, and concludes with a recommended default for practical use. Lastly, we
present our implementation of the different schemes.

Chapter 8 discusses Weak-HomUF-CMA, the standard weakening of HomUF-CMA.
We show that all our presented constructions remain secure under this more standard
notion via a simple transformation.

Finally, Chapter 9 concludes the thesis and outlines directions for future work.
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Preliminaries

This chapter covers the mathematical and cryptographic background needed for the
rest of this thesis.

The first half is mathematical in nature. Section 2.1 fixes the notation and gives some
basic definitions. Section 2.2 introduces the algebraic concepts our constructions rely
on, including groups and bilinear pairings. Section 2.3 introduces quadratic forms
over Z,. Section 2.4 contains the probability-theoretic tools used in our proofs.

The second half is cryptographic in nature, covering the primitives and definitions
the constructions build on. Section 2.5 presents all relevant cryptographic tools,
including security games, hardness assumptions, and the random oracle model. Sec-
tion 2.6 gives the formal definition of multi-key homomorphic signature schemes
following [15], including their correctness and security requirements. Section 2.7
presents the mklhs construction.

2.1 Basic Definitions and Notation

Bit string. A bit string of arbitrary length is denoted by {0, 1}*.

Integer set. For n € N we write [n] :={1,...,n}.

Sampling. We write s s signifying the element s was uniformly and randomly
sampled from the set S.

Security parameter \. We denote the security parameter by A € N. It determines
the size of cryptographic objects and their level of security. When an algorithm
takes \ as input, it is given in unary as 1*, i.e. the string consisting of A number
of 1’s.

Polynomial in A\. We write poly(\) to denote an unspecified polynomial function
of the security parameter. A value is said to be polynomial in X if it is bounded

by poly(A).

Polynomial bit-length. We say a positive integer n has polynomial bit-length in
A if logy(n) = poly(\) i.e., the number of bits required to represent n grows
polynomially in the security parameter.
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Negligible function. We write negl(\) to denote a negligible function in the secu-
rity parameter A. Formally, a function negl : N — R is said to be negligible
in A if for every polynomial p : N — R there exists A\g € N such that for all
A > Ao it holds that

negl(\) < o0

Probabilistic algorithm. An algorithm is said to be probabilistic if its outcome
may depend on randomness, 7.e., on random bits sampled during execution.
On the same input, a probabilistic algorithm may therefore produce varying
outputs on different runs.

Probabilistic polynomial-time (PPT). A probabilistic algorithm is said to be
probabilistic polynomial-time (PPT) if its running time is bounded by poly()\),
i.e., it terminates in at most poly(\) steps.

10
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Notation Example Description

Placeholder variables used in proofs. Upper-

Letters case (A, B, C') denote group elements (e.g. in

(A,a,B,b,C,c) a G); lowercase (a,b,c) denote scalars (e.g. in
Ly).

Coefficients in Z, for admissible functions.

Letters Note that a and b are also used as placeholder

(a,b,u,v) ; variables in proofs, the intended meaning is

clear from context.

Letter q _ A large prime with log,(q) = poly(X).

Values explicitly computable by the reduc-

Hat variables A b tion during a security proof.

Aggregated or evaluated versions of a vari-
Tilde variables 7 able, e.g. sums or homomorphically derived
values.

A value indexed or parametrised by u, typ-
Parenthesised

_ p® ically representing aggregation with respect
superscript to .
] Values output by the adversary, i.e., forg-
Star superscript w* eries
) Honest counterpart to the adversarial star su-
CWCZE_ 110 perscript, i.e., values derived from legitimate
superscript inputs
Grreek letters [y Yy P Scheme variables.

Table 2.1: Summary of notation used in the design and security analysis of the
schemes.

11
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2.2 Groups

The constructions in this thesis are defined over cyclic groups of prime order. We
recall their definitions here.

Definition 2.1 (Group). A group (G,-) is a set of elements G, together with a
binary operation (-), that satisfy the following properties:

e Closure: If g,h € G then g-h € G.

o Associativity: For all g, h, k € G we have that (g-h)-k=g-(h-k).

o Identity: There exists an identity element 1g € G such that for every element
9€G,lg-9g=9g-1lg=y.

o Inverse: For every element g € G there exists an inverse g~ = h € G such
that g-h=h-g = 1g.

The order of G, denoted as |G| signifies the number of elements in G.

Definition 2.2 (Cyclic Group). A group (G,-) is called cyclic if there exists a
single element g € G such that each element in G can be written as g™ for some
integer n. Such g is called a generator of G, and is in general not unique.

The following hold for cyclic groups G of prime order gq.

« G does not have any subgroups except for itself and the trivial subgroup {1g}
consisting only of the identity element.

« Every element g € G\ {1} is a generator of G.

Remark 2.3 (The Groups Z, and Z}). Let ¢ be a prime number. The set
Zq,=A{0,1,...,q— 1} forms a cyclic group of order ¢ under addition modulo ¢, and
Zy = Zq \ {0} forms a cyclic group of order ¢ — 1 under multiplication modulo g. We
remark that Z, is in fact a finite field, but this is only mentioned for completeness. In
this thesis, Z, serves as the scalar space for all exponents: for any cyclic group G of
prime order ¢ with generator g, the expression g* implies « € Z, and all arithmetic
in the exponent is performed modulo gq.

Remark 2.4 (Z}). For n € N with n > 1, we write Z] signifying the set of all
column vectors x = (z1,...,z,)" with z; € Z,.

Definition 2.5 (Homomorphism). Let (Gy,-) and (Ga,*) be groups with their
respective group operations. A mapping ¢ : G; — Gy is a (group) homomorphism
if

Oz - y) = o(x) x d(y),
for all z,y € G;.

Example 2.6. The homomorphism property is what enables homomorphic signa-
ture schemes by allowing operations on messages to translate into operations on

12
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signatures. For example, if we let the signature o; for message m; € G; be defined
as 0; = ¢(m;) € Go, then

d(my - ma) = ¢(my) * p(msg) = o1 % 3.

Thus, the combined signature o; x 09 corresponds to the signature of the combined
message mq - Mo.

2.2.1 Bilinear Pairings

The constructions in this thesis also rely on additional algebraic concepts built on
top of cyclic groups, namely bilinear pairings.

Definition 2.7 (Admissible Bilinear Pairings [3]). An admissible bilinear pair-
ing is a map
e: Gl X Gg — GT,

where G1, Gy, G are cyclic groups of prime order ¢, satisfying:

e Bilinearity: For all u € G;,v € Gg, and all a,b € Z,,

e(u®, v%) = e(u®, v) = e(u, v®) = e(u, v)®.

e Non-degeneracy: e(g1,92) # lg, for generators g; of G; and g of Gs.

o Efficient computability: There exists a polynomial-time algorithm that com-
putes e(u,v) for all u € Gy,v € Go.

A useful consequence of non-degeneracy is that fixing a generator in either argument
of e results in an injective map.

Corollary 2.8 (Injectivity from Non-Degeneracy). Let ¢ : Gy x Gy — Grp
be an admissible bilinear pairing with generators g1 € Gy and go € Go. Fixing a
generator in either argument of e results in an injective map. More concretely, for

all X, X' € Gy and allY)Y' € Gy,

if e(X,g2) =e(X',g2) then X =X
if e(g1,Y)=¢e(q,Y') then Y =Y

Proof. Suppose e(X, g2) = e(X’, g2). Multiplying both sides by e(X’, go) ™! and using
bilinearity, we get e(X(X’)™!, g2) = 1g,. Non-degeneracy then forces X (X’)~! to
not be a generator of G1, and since the identity is the only non-generator in a cyclic
prime-order group, X (X’)~! = 1g,.. Hence X = X’. The second implication follows
by the same argument on G,. O]

Admissible pairings can further be classified by the relationship between the input
groups.

13
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Definition 2.9 (Admissible Bilinear Pairing Types [3]). An admissible bilin-
ear pairing e : G; X Gy — Gp can be classified into three categories:

o Type 1: Gy = Gs.

o Type 2: Gy # Gy and there exists an efficiently computable homomorphism
¢ : GQ — Gl.

o Type 3: G; # Go and there are no known efficiently computable homomor-

phisms between G; and Ges.

In practice, Type 3 pairings are preferred over Type 1 and Type 2 ones, since they
are considered more efficient [3], [4] and there are no security benefits to using Type
2 over Type 3 [4]. Throughout this thesis, we therefore work exclusively in the Type
3 setting. However, since the original mklhs construction of Aranha and Pagnin [1]
is formulated in the Type 2 setting, and one of our contributions is extending its
security proof to the Type 3 setting, we introduce notation for both.

We write BilinGroup,(1%) for a probabilistic algorithm that on input 1* outputs a
description g = (Gla GQ7 GT) J1,92,4, ¢, ¢)7 where

e G1,Gy, Gy are cyclic groups of prime order ¢ such that log,(q) = poly()\),
e g1 € Gy and g € Gy are generators,

e ¢: Gy X Gg — Gy is an admissible bilinear pairing of Type 2,

e ¢ : Gy — Gy is an efficiently computable homomorphism.

For the Type 3 pairing setting, we write BilinGroup;(1*) for a probabilistic algorithm
that on input 1* outputs a description G = (G, Gy, Gr, g1, g2, ¢, €), where

e G1,Gy, Gy are cyclic groups of prime order ¢ such that log,(q) = poly()\),
* g1 € Gy and go € G, are generators,

e ¢: Gy X Go — Gy is an admissible bilinear pairing of Type 3.

2.3 Quadratic Forms Over Z,

Many practical computations require going beyond linear where the natural step is
quadratic polynomials. This section develops the tools needed to handle such terms
in our cryptographic constructions.

We begin by fixing some basic terminology. By a monomial we refer to polynomials
that are products of the form c-m{" - - - mg, where ¢, m; € Z, with exponents e; € N.
A polynomial is said to be a degree-d form, if each of its monomials has degree exactly
d.

Example 2.10. The polynomial f(mj,mg, m3) = m? + 3mymz + 2m3 is a degree-2
form, or a quadratic form, since each of its monomials has degree 2. Conversely,

14
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the polynomial f(my,ms) = 1+ m? + my is not a form, since its monomials have
differing degrees.

2.3.1 Rank One Decompositions

Let m = (my,...,my)" € Z2. Given vectors u,v € Z!, we write u’

the inner product over Z, i.e.,

m or (u, m) for

n
u'm=(um)= z:uﬂnZ
=1

T

Furthermore, u'm is a degree-1 form, or a linear form, in the variables m =

(ml, Ce ,mn)T.

We write uv' for the outer product of u,v € Zy, namely

U1V UV2  c o ULUp

T U2V1 UQVy -+ UVy
uv =

UpV1 UpU2 -+ UpUp

Equivalently, uv' is the matrix whose (i, j)-th entry is given by w,v;.

Definition 2.11 (Rank One Quadratic Forms). A quadratic form f(m) is called
rank one if it can be written as the product of two linear forms,

sy = () (o) = (@) m) (21)

for non-zero vectors u,v € Zj.

Definition 2.12 (Rank One Matrices). A matrix Q € Z7*" is called rank one,
written rank(Q) = 1, if it can be expressed as an outer product = uv' for
non-zero vectors u, v € Zg.

Equivalently, a matrix ) has rank one if and only if the maximum number of linearly
independent columns (equivalently, rows) in @) is one.

Remark 2.13. Any quadratic form f can be written as

f(m) = Z qZ-Jmimj = mTQm, (22)
i=1j=1
for m = (mq,...,m,)" and some matrix Q € Zyq=". In fact, we may express all

rank one quadratic forms using rank one matrices by rearranging (2.1) as

f(m) = (u'm)(v'm)

=m' (uv')m.

15
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Definition 2.14 (Rank R Matrices). A matrix @) € Z;*" is said to have rank
R, written rank(Q) = R, if R is the smallest positive integer for which there exist
non-zero vectors ui,...,Ug,vy,..., Vg € Zg such that

R
Q=> u,v, .
r=1

Equivalently, a matrix ) has rank R if and only if R is the maximum number
of linearly independent columns (equivalently, the maximum number of linearly
independent rows) of Q.

Corollary 2.15. Every quadratic form f(m) = m'Qm over Ly can be expressed
as a sum of at most n rank one quadratic forms.

Proof. Since Q@ € Zy*", its rank satisfies rank(Q) < n. Writing R = rank(Q) and
decomposing Q@ = % u,v, as in Definition 2.14, substitution into (2.2) yields

r

sy =" (3w )

r=1

where each term (um)(v,m) is a rank one quadratic form. O

Example 2.16 (Rank of the Identity Matrix). An important example and
observation is that rank(/,) = n, where I, is the identity matrix. This follows
directly from the fact that all n columns in I,, are linearly independent.

Hence, in order to express [,, as a sum of rank one matrices, we need at least n rank
one terms. Let e; € Z denote the i-th standard basis vector, i.e., the vector whose
i-th entry is 1, and the rest 0. Then

n

-

I, => epe].
i=1

Each outer product e;e; is a rank one matrix having a single 1 in the (i,4)-th entry

and Os elsewhere.

Furthermore, the quadratic form associated to I,, is

n n
m'I,m=>» m;=> (e m)”.
i=1

i=1

That is, each square term m? contributes one independent rank one component.

16
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2.4 Probability Theory

Security in cryptography often relies on probabilistic analysis. This section collects
important probabilistic tools used throughout this thesis.

Theorem 2.17 (Law of Total Probability [24]). Let E be an event and let Y
be a random variable taking values in a set Y. Then

Pr[E] = Y Pr[Y =y|-Pr[E|Y =y].

yey

A complementary tool is the union bound, which allows us to bound the probability
that any one of several events occurs.

Theorem 2.18 (Union Bound). For any events Ay, ..., A,

Pr[A; vV ---VA,] < ) Pr[4]

Another tool we use is the Schwartz—Zippel lemma, which bounds how often a non-
zero polynomial can evaluate to zero when its variables are sampled uniformly at
random.

Theorem 2.19 (Schwartz—Zippel [25], [26]). Let g be prime and f(z1,...,x,)
be a non-zero polynomial of degree d < q, where all coefficients are in Z,. Let S be

a finite subset of Z, and (p1, ..., pn) &.87. Then

d
Pr 1y-+-3Pn) = S <.
[f(p Pn) 0]<|S|

2.5 Cryptographic Primitives

This section introduces the cryptographic background used throughout this thesis.
We begin by recalling security games and reductions, before stating the hardness
assumptions our security proofs rely on. Lastly, we introduce the random oracle
model, which our security proofs are formulated in.

2.5.1 Security Games

Security in modern cryptography is often defined using security games [27]. Rather
than informally saying a scheme is secure if no attacker can break it, a security
game formalises both what it means to break a scheme and what resources could
be used when doing so. This allows security to be reasoned about precisely and
compared across different constructions. In this work, we consider security games
of the following form.

17
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Challenger and adversary. A security game is generally an interaction between
two parties: a challenger C and an adversary A. The challenger models an
honest execution of some scheme, while the adversary models a PPT attacker
that tries to violate the security of that scheme.

Structure of a security game. For our purposes, a security game generally pro-
ceeds in the following phases.

1. Setup: C starts the game by generating all public information and runs
the setup algorithm to generate public parameters. All public parameters
are given to the A.

2. Query phase: A may adaptively issue queries to C, who responds ac-
cording to the specification of the scheme and the rules of the game.

3. Challenge phase: Eventually, A returns a value to C intended to demon-
strate that it has broken the scheme. The game then determines whether
this output meets the winning condition.

Winning condition and advantage. Fach security game defines a winning con-
dition, a specific criterion that determines whether A has succeeded in breaking
the scheme. The game outputs 1 if this condition is met and 0 otherwise. The
advantage of A in a game Game is defined as

Adv 3 Seheme(A) = Pr{Game()) = 1],

where the probability is over all possible outcomes of the random bits sampled
during execution by both A and C. A scheme is said to be secure with respect
to a given notion if the advantage of every PPT adversary is negligible in the
security parameter.

Reductions. Security proofs are typically carried out via reductions. To show that
a scheme is secure, one assumes the existence of a PPT adversary A that
wins the security game with non-negligible advantage, and constructs another
algorithm B that uses A as a subroutine to solve an underlying hard problem.
Concretely, B simulates the role of the challenger for A while embedding an
instance of the hard problem into the simulation. If A succeeds in breaking
the scheme, B can extract a solution to the hard problem. Conversely, if no
PPT algorithm can solve the hard problem, then no PPT adversary A can
exist either, thus the scheme is secure.

An important requirement is that the simulation is indistinguishable from a
real execution of the scheme. If A could detect that it is interacting with a
reduction rather than an honest challenger, it might behave differently and
the argument would break.

2.5.2 Hardness Assumptions

The security of cryptographic schemes typically reduces to the hardness of a com-
putational problem, meaning that breaking the scheme under a security game is at

18



2. Preliminaries

least as hard as solving a problem believed to be infeasible for any PPT algorithm
to solve. We now introduce the hardness assumptions used throughout this thesis,
following [28].

Assumption 2.20 (co-CDH Hardness Assumption). The co-Computational
Diffie-Hellman problem (co-CDH), also called co-Diffie-Hellman Problem (co-DHP),
states that given g1 € Gy and ¢, g5 € Gy, it is hard to compute g7 € G4 for unknown

x & Z4. Formally, consider the following game.

co-CDH 4()\)
1: (G1,Ge,Gr,91,92,9,€,0) & BilinGroup, (1*)
2zl ZLg
3: Xo:i=gj

47 W« A(gl,gg,Xg)

5: return [w* == g]

The game returns 1 if the adversary A correctly computes gf. The advantage of A
in solving the co-CDH problem is defined as

Advey“PH(\) = Prlco-CDH4(\) = 1] .

We say that the co-CDH assumption holds in (Gy, G,) if no PPT adversary can win
the above game with non-negligible probability, i.e., if for all PPT adversaries A,

Advey“PH(N) < negl()).

Assumption 2.21 (co-CDH* Hardness Assumption). The co-CDH* assump-
tion is at least as hard as co-CDH. Informally, given g1, g7, h € Gy, and g9, g5 € Go,

it is hard to compute h* € Gy for an unknown =z & Zq. Formally, consider the
following game.

co-CDH*4()\)

1: (GDGQaGTvglag?aq’ 6) ﬁ BilinGroupg(l’\)
2: h ﬁ (Gq

5: & ZLq

4: Xy:=g7

5: Xo:i=g5

6: w' <« A(g1,X1,h,g2,X2)

7: return [w* == h"]

The output from the game is 1 if the adversary A correctly computes h*. The
advantage of A in solving the co-CDH* problem is defined as

Adve“PH()) = Prlco-CDH* 4(\) = 1].
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The co-CDH* assumption holds in (Gy, Gg) if for all probabilistic polynomial-time
adversaries A,
Adve P () < negl(\).

Remark 2.22. In the Type 2 pairing setting, there is an efficiently computable
homomorphism ¢ : Go — Gy, and Chatterjee et al. use it to show that co-CDH and
co-CDH* are equivalent via reductions in both directions [29, Lemma 2].

In the Type 3 pairing setting, no such homomorphism ¢ is known, and the reduc-
tion from co-CDH* to co-CDH used in the Type 2 setting no longer applies. How-
ever, any co-CDH solver A such that g7 < A(g1, g2, 95) solves a co-CDH* instance

(91,97, h, g2, g5) by calling h* < A(h, g1, g7).

Hence, co-CDH* is considered at least as hard as co-CDH in the Type 3 setting [4],

and we base our security reductions on the co-CDH* assumption to account for the
lack of ¢.

2.5.3 Random Oracle Model
Definition 2.23 (Random Oracle). A random oracle H : X — ) is a black-box

function that on every new input x € X returns a value y & Y sampled uniformly
at random, and then stores the pair (z,y) internally. On repeated queries with the
same input x, the oracle returns the same previously sampled value y.

A cryptographic construction that is proven secure when some hash function is
replaced by a random oracle is said to be secure in the random oracle model.

Importantly, the random oracle model allows the challenger in a reduction to pro-
gram the random oracle. This means that the challenger can choose the oracle
output for all fresh queries, as long as the returned values still appear uniformly
random and independent to the adversary.

We also note that the random oracle does not correspond to any implementable hash
function, but instead acts as an abstraction that allows for easier security analyses.

2.6 Multi-Key Homomorphic Signature Schemes

We recall the formal definition of multi-key homomorphic signatures (MKHS) follow-
ing [15]. We begin by defining the syntax of a MKHS scheme, and then present its
correctness requirements and security notion.

A MKHS scheme is defined with respect to the following spaces:

Message space M. The set of all messages that can be signed and verified by the
scheme.

Tag space T = {0, 1}". Tags are identifiers attached to messages in order to distin-
guish different pieces of data belonging to the same user or dataset. Intuitively,
tags can be thought of as the equivalent of filenames for files.
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Admissible functions space F. Admissible functions are the functions that the
scheme explicitly supports for homomorphic evaluation.

Identity space ID = {0,1}". Identities are unique identifiers for each user partici-
pating in the scheme.

To connect messages to the users who signed them, we introduce the notion of a
label, which binds a message to a specific identity and tag.

Definition 2.24 (Label). A label ¢ = (id, 7) € ID x T uniquely identifies a message
m within a dataset A, binding it to an identity id and tag 7.

Using these labels, we now define a way to identify the input to an admissible
function via a labeled program.

Definition 2.25 (Labeled Program). Following [30], a labeled program P is a
tuple (f,{¢;}",) consisting of an admissible function f : M" — M and labels
{€;}, that uniquely identify the i-th input of f.

We write id € P to denote a distinct identity appearing in the labeled program P,
and |id € P| for the number of such identities.

Definition 2.26 (Identity Program). We define the identity program for label
¢ as the labeled program Z, = (fz, ), where fr : M — M is the identity function
defined by fz(m) = m for all m € M.

We now define the full syntax of a MKHS scheme.

Definition 2.27 (Multi-Key Homomorphic Signature Scheme [15]). A MKHS
scheme is a tuple of PPT algorithms

MKHS = (Setup, KeyGen, Sign, Eval, Verify)

defined as the following.

Setup(1*) — pp takes a security parameter )\, and outputs public parameters pp
describing the spaces ID, T, M, and F.

KeyGen(pp) — (skiy, pkyy) takes public parameters pp and outputs a key pair (skiq, pk;y)
for some identity id € ID.

Sign(skig, A, ¢,m) — o takes a dataset identifier A, a label ¢ = (id, 7) with 7 € T
identifying the message m € M, and outputs a signature o.

Eval(P, {pkiy tider, {0i}",) — & takes a labeled program P = (f,{¢;}",), the set
of public keys for all involved identities, and their corresponding signatures
{o;}"_;. Tt outputs an evaluated signature & verifiable against the output of
f on messages corresponding to each o;.
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Verify(P, A, {pkig tiaer, M, ) — {0,1} outputs 1 (accept) if o is accepted as a valid
signature, attesting that m is the output of program P on the inputs identified
by {¢;}, under the dataset identifier A and public keys {pk;q }iaer. Otherwise,
Verify outputs 0 (reject).

Figure 2.1 illustrates the interactions between the different parties using the above
algorithms.

Independent signers, each holds 2/,04
(skig; Pkig) < KeyGen(pp). RN i
\\%j
.User id, ( m o ) . Homomorphic evaluation,
o1 Slgn(skidl, A, ly,my) 1), (7722,0) Y no secret keys needed.
09 < Sign(skidl.,A,Eg,mg) 2
Server (untrusted)
User id, (ms,03) . P = (f,{t})
03 < Sign(Skid27 Aa £3> m3) ’ m < f(ml, 6oa ,mn)
g Eval(Pa {pkid}idépv {Ui}znzl)
0
User id, o :
Opq Sign(skidt, A7£n_1, mn_l) (m’ U) ,Il P = (f-{(z}/lzl)
On < Slgn (Skidta Aa gn’ mn) /!
Verifier
. P b < Verify(P, A, {pki4}tider, m, &)
.- - if b = 1: accept; else if b = 0: reject

kig, Y1, {litie .
(Pl Yims ik Verifies with public keys,

no interaction with signers.

Figure 2.1: A detailed illustration of a multi-key homomorphic signature scheme.
Each of ¢ independent signers hold a key pair (skiy, pkiy) < KeyGen(pp) and sign their
messages under a shared dataset identifier A with labels ¢; = (id;, 7;). The untrusted
server holds the labeled program P = (f, {¢(;},), evaluates m = f(my,...,m,), and
derives & « Eval(P, {pky}, {0:}) without knowledge of any secret key. The verifier
checks Verify(P, A, {pky}, m, &) using only the public keys, and outputs accept or
reject. Solid arrows denote explicit communication between the parties. Dashed
arrows denote implicit communication: public keys and the labeled program P are
assumed known to the verifier without being sent directly.

Additionally, a MKHS scheme must satisfy the properties of authentication correct-
ness, evaluation correctness and succinctness.

Authentication correctness. Informally, authentication correctness states that
an honestly signed message should always verify correctly.

Formally, for any security parameter )\, let pp < Setup(1?) and (ski,pkyy) <
KeyGen(pp). A MKHS scheme satisfies authentication correctness if for any dataset
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identifier A, message m € M and label ¢ with corresponding identity program Z,,
letting o < Sign(skig, A, ¢,m) and o < Eval(Z, pky, o), it holds that

Pr|Verify(Z,, A, pkig,m, ) = 1] = 1 — negl(\).

Evaluation correctness. Informally, evaluation correctness states that honestly
evaluated signatures should always verify correctly.

Formally, for any security parameter )\, let pp < Setup(1?) and (ski,pkiy) <
KeyGen(pp) for all identities id in a labeled program P. A MKHS scheme satisfies
evaluation correctness if for any dataset identifier A and messages mq,...,m, € M,
letting o; < Sign(skig,, A, ¢;,m;) for i € [n], & « EvaI(P,{pkidi}?zl,{ai}?zl) and
m = f(my,...,my,), it holds that

Pr {Verify(P, A, {pkig, }iz1, ™, 6) = 1} =1 —negl()).

Succinctness. Informally, succinctness requires that verifying an evaluated signa-
ture does not require access to all individual messages. If the verifier needed all
n input messages to check the result, it would defeat the purpose of outsourcing
the computation in the first place. Instead, the derived signature should remain
compact.

Formally, let t = |id € P| denote the number of distinct identities appearing
in the labels of any labeled program P. For any dataset identifier A and mes-
sages mq,...,m, € M, letting o; < Sign(skig,, A, ¢;,m;) for ¢ € [n] and 6 «
EvaI(P, {pkig, }ie1s {0 ?:1) , & MKHS scheme is succinct if the size of the derived
signature & satisfies

|7| < poly(A, t,logn).

Security. We now present a security notion for MKHS. The original experiment
was introduced by Fiore et al. [15] under the name Homomorphic Unforgeability
under Chosen Message Attack (HomUF-CMA). Aranha and Pagnin [1] present an
equivalent formulation, which we follow here with minor syntactic changes.

Intuitively, the HomUF-CMA security experiment requires that an adversary, even
after obtaining signatures on messages of its choice, cannot produce a valid signature
on the output of a labeled program, unless that output corresponds to a correct
evaluation on previously authenticated inputs.

Definition 2.28 (Homomorphic Unforgeability under Chosen Message At-
tack Security Game — HomUF-CMA [1], [15]). The HomUF-CMA security exper-
iment is played between a challenger C and an adversary A, using a MKHS scheme
in the random oracle model.

The HomUF-CMA-DHQ security game is played in the following stages.

Setup. The challenger C runs pp < Setup(1*) and returns pp to the adversary A.
C then initialises the bookkeeping lists

LID<_®7 LO'<_®7 Lcorr<_®a
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to keep track of generated identities, signing queries, and corrupted identities,
respectively. Each list entry may also store auxiliary information, denoted by
aux, used for internal bookkeeping by C.

Identity query phase. A can adaptively submit identity queries of the form id €
ID. Whenever (id,-,-,) ¢ Lip, C generates new keys for this identity by
running (sk, pk) «— KeyGen(pp), and stores

Lp <+ LpU {(Id, Sk7 pk, aux)}.

and returns pk to A. Whenever (id, -,-,-) € Lip, C interprets the query as a
corruption query and updates the list of corrupted identities

Leorr ¢ Leorr U {('da aux)},
retrieves (id, sk, -,+) € Lip and returns sk to A.

Sign query phase. A can adaptively submit queries of the form (A, ¢, m, -), where
A is a database identifier, / = (id,7) is a label in ID x 7 and m € M is a
message. C ignores the query whenever

e (AL,-,) € Ly, i.e., A has already asked a signature for label ¢ in the
dataset A; or

e (id,-,-,:) ¢ Lip, i.e., the keys of the identity specified in ¢ = (id, 7) have
not yet been generated.

Otherwise, C computes o < Sign(skiq, A, £, m), updates the list
L, <+ L, U (A, ¢, m,aux),
and returns o to A.
Forgery. At the end of the game, A outputs a tuple
(P, A", {pkiyhacp, 11", 6°).
The experiment outputs 1 if the tuple returned by A is a HomUF-CMA forgery
(defined below), and 0 otherwise.

Having defined the experiment, we now specify what it means for the adversary to
win. Intuitively, a forgery is any valid signature that the adversary could not have
produced by honestly combining previously authenticated inputs.

Definition 2.29 (HomUF-CMA Forgery [1], [15]). Assume an execution of HomUF-CMA
between a challenger C and an adversary A, where

(P*7 A*7 {pkrd}idG'P*a m*a 5-*>

is the tuple returned by A and P* = (f*, {¢;}7,). We say that the adversary
outputs a HomUF-CMA forgery if

Verify(P*, A, {pkiq }idep+, m*,67) = 1,

and at least one of the following hold:
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Type-1 forgery. The database A* was never initialized during the game, i.e.,
(A*v ) ) ¢ Le.

Type-2 forgery. ¢* is an incorrect evaluation of f* on previously signed messages
by uncorrupted identites, i.e., for all id € P*, id ¢ Leor and (A*, £, m;,-) € L,
for all ¢ € [n], but m* # f*(mq,...,my,).

Type-3 forgery. There exists (at least) one index i € [n] such that ¢ was never
queried, i.e., (A*, 0f,-,-) ¢ L, and corresponding id ¢ Ly, is a non-corrupted
identity.

Figure 2.2 illustrates the HomUF-CMA security game for a MKHS scheme.

We note that these forgery-types are not mutually exclusive. It is possible for a single
adversarial output to simultaneously satisfy one condition. However, it suffices to
show that no PPT adversary can produce a forgery of any type with non-negligible
probability for the scheme to be secure, which is formalised by the following defini-
tion.

Definition 2.30 (HomUF-CMA Unforgeable [1], [15]). A MKHS scheme is said
to be HomUF-CMA unforgeable if, for every PPT adversary A, its advantage in
winning the HomUF-CMA game is negligible in the security parameter of the scheme.
Formally,

Adv s () = Pr[A wins the HomUF-CMA game for MKHS())] < negl()).

Non-adaptive corruption queries. The HomUF-CMA experiment as defined
above allows the adversary to corrupt any identity at any point during the game. A
weaker variant of the experiment restricts the adversary to non-adaptive corruption
queries, where a corruption query for an identity id is non-adaptive if id has not
previously appeared in a signing query during the experiment [15].

Furthermore, Fiore et al. [15, Proposition 1] show that a MKHS scheme is HomUF-CMA
unforgeable against adversaries making no corruption queries if and only if it is
HomUF-CMA unforgeable against adversaries making non-adaptive corruption queries.
Consequently, when assuming adversaries that make non-adaptive corruption queries,
we may analyse security with the total removal of corruption queries instead.
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HomUF—CMAAyMKHS()\)

1: pp < Setup(1t)

2: Lip, Ly, Leorr < 9

3 (P*a A*v {Pkid}ideP*, m*a 5*) — AOID7 Ocorr: Osign (pp)
4: return IsForgery(P*, A {pkiq tidep+ m*, ™)

OID(|d> Ocorr<id>

1: if (Id, EAEN ) € Lp 1: if (Id, EAEN ) ¢ Lip
2: return | 2: return |

3:  (skig, pkig) + KeyGen(pp) 3: Leorr ¢ Leore U {id}

4: Lip < Lip U{(id, pkig, skigq, aux) } 4: return skiy

5: return pky

Osign(A, £,m) IsForgery (P, A, {pkiq }idep, M, &)

1: parse { = (id, ) 1: parse P* = (f",01,...,0,)

2: if (A4,-,)) € L, 2. if Verify(P, A, {pkiq tidep, m, ) # 1
3 return | 3 return 0

4: if (id,-,-,-) ¢ Lip 4: if (A*,-,) ¢ L,

5 return | 5 return 1 // Type-1 forgery

6: o <« Sign(skig, A, ¢, m)
7: Ly < Lo U{(A,¢,m,aux)}

8: return o

if Vid € P*: id ¢ Leonr A 100" 2 F5(ma, ..., mn)
return 1 // Type-2 forgery
if 3ie[n]: (A0, ) ¢ Lo A id; & Leon

return 1 // Type-3 forgery

© 0 N O

10: return 0

Figure 2.2: The HomUF-CMA security game for a MKHS scheme. The main game
(top) runs the adversary with oracle access to Oip, Ocorr, and Os;gn, and decides the
outcome via IsForgery.
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2.7 The Simplest Multi-Key Linearly Homomor-
phic Signature Scheme (mklhs) [1]

The mklhs scheme of Aranha and Pagnin [1] is a concrete instantiation of a MKHS
scheme supporting linear functions f(mq,...,m,) = >, a;m; over messages signed
by multiple independent users. It serves as the starting point for all contributions
in this thesis. The full pseudocode for mklhs is given in Figure 2.3.

Setup(1?) Eval(P,{o;},)

1: G« BilinGroupy(\) 1: parse P = (f,{li}iy) € Zg x (ID < T)"
2: define sets: 2: parse f = ({a;}i ) € Zy

3 ID, 7 € {0,1}" 3: parse 0; = (id;, v, i) € ID x Gy X Z
4 M C Zg n

5: fix hash: H: {0,1}" — G, 4 ’y:iUl'yiai

6: return pp < (G,ID,M,T,H) 5: forideP
Ziy={i€n]| 4= (d,) }

7o fid = ) il

1€Lq

8: return & = (7, {fii4 }idep)

o

KeyGen(pp) Verify(P, {pkiq }igep, 1, 7)

10 id & D 1: parse P = (f,{4}1) € Z! x (ID x T)"
2: skiy & Z, 2: parse f = ({a;}iy) € Zy

3 pkid = g;kid € Gy 3: parse g = (:}/7 {ﬁid}idep) € Gy x Zé

4: return (skiy, pkig,id) 1 ver; [m _ Z ﬂid]

ideP
5: forideP

Sign(skyy, £, m) 6: TLyg={ien]|t=_(d-)}

1: = (H(0) - g - i @

i ( ( ) 9 ) 7: Verg + 6(’}/,92) == H e(gilfld . H H(gl) Z7pkid>

2: p=m ideP i€Ty

3: return o = (id,y,1) g: return [ver; A very)]

Figure 2.3: The mklhs scheme by Aranha and Pagnin [1].

Keys and signing. Each user holds a secret key skiy € Z; and a corresponding
public key pkyy = g5 € Go. To sign a message m € Z, under a label ¢, the user
computes v = (H () - gi")*, binding both the label and the message into a
single group element in G;. This structure allows for the linear evaluation of
messages, since multiplying a message m with a scalar a corresponds to raising
~ to the power of a.

Evaluation. Given a linear function f = (a4,...,a,) with each a; € Z,, and sig-
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natures oy, ..., 0, for n individually signed messages, evaluation produces an
derived signature 4 = [, ~;". Raising 7; to the power of a; scales the con-
tribution of message m; by a;, so 4 encodes the linear combination }_; a;m;
as a group element in . Since multiple labels may belong to the same iden-
tity, evaluation also tracks the per-identity aggregate juig = > ez, a;m;, where
Ty = {i € [n]]t; = (id,-)} collects all input positions associated with id.

Verification. The verifier performs two checks that both need to pass. First, it
checks that the claimed output satisfies m = >4 jiig, insisting that m equals
the linear combination of the aggregated signed messages of each identity.
Second, it uses the bilinear pairing to verify that 4 was honestly formed. For
an honestly evaluated signature, grouping contributions by identity and using
bilinearity of e yields

e(¥, 92) = H 6(95id ’ H H(4;)™, pkid) .

ideP i€l

The right-hand side is computable from public information alone, and match-
ing it against e(¥, g2) confirms that 4 is consistent with the public keys and
the claimed per-identity message values.

Remark 2.31. Following Aranha and Pagnin [1], we include dataset identifiers A
in the general definitions for completeness. However, mklhs and our constructions do
not explicitly use dataset identifiers. Instead, they can be incorporated into the tag
space by redefining the tag as 7 := (A, 7'), with 7/ being the original tag [15]. This
allows the scheme to handle multiple datasets without modifying the underlying
construction.

Theorem 2.32 (Security of mklhs [1]). The mklhs scheme is secure in the random
oracle model assuming that the co-CDH problem is hard. More precisely, let A
be a PPT adversary in the HomUF-CMA security experiment making non-adaptive
corruption queries, being restricted such that it may no longer issue signing queries
after having queried a random oracle. Then there exists a PPT algorithm B solving
the co-CDH problem such that

1 1
AdVE\?mElE;CMA(A) < 5 <|(th + Qiq - AdV%O_CDH()‘)> :

where Qg = poly(\) denotes the total number of identities generated during the
security experiment.
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HomUF-CMA With Delayed Hash
Queries (HomUF-CMA-DHQ)

In this chapter, we define a modified version of the HomUF-CMA security exper-
iment given in Definition 2.28 that captures the restrictions used in the security
proof of the mklhs scheme by Aranha and Pagnin [1] more explicitly. The modified
security notion is obtained from HomUF-CMA by eliminating corruption queries and
restricting the adversary to issue hash queries only after the signing phase is over.

By formalizing these restrictions directly in the security experiment, we avoid having
to restate them in every subsequent security proof. This way, any proof carried out
under HomUF-CMA-DHQ automatically inherits the delayed hash query restriction
and the absence of corruption queries, letting us focus on the parts of each reduction
that are actually specific to the scheme at hand.

3.1 Motivation

Removing corruption queries. The HomUF-CMA experiment allows the adver-
sary to corrupt identities and obtain their corresponding secret keys. We recall that
a corruption query for an identity id is non-adaptive if id has not been previously
submitted as a signing query during the experiment [15]. Importantly, the security
proof of mklhs assumes an adversary A that makes non-adaptive corruption queries.

In this work, we follow the approach of Aranha and Pagnin [1] and remove corruption
queries from our security analysis. This decision is justified by the result of Fiore et
al., showing that a MKHS is secure against adversaries that do not make corruption
queries if and only if it is secure against adversaries that make non-adaptive corrup-
tion queries [15, Proposition 1]. Hence, the security guarantees of the schemes we
analyse are not affected by the removal of corruption queries.

Delayed hash queries. In addition to removing corruption queries, we also mod-
ify the HomUF-CMA experiment to capture a restriction on when the adversary may
query hash functions used inside the signing algorithm. We do this to capture the
same restriction on the adversary that appears in the security proof of Aranha and
Pagnin’s mklhs [1]. In their construction, signatures are produced with the help of
a hash function. As a result, their security proof is carried out in the random oracle
model where the challenger programs the random oracle.
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To properly simulate the random oracle, the challenger must ensure consistency
between the random values queried by the adversary and those used during signing.
Aranha and Pagnin address this issue by restricting the adversary to query the
random oracle only after the signing phase is over. In other words, the adversary is
restricted to making delayed hash queries.

While this restriction is already explicitly stated in the proof of the mklhs scheme
of Aranha and Pagnin, it is not reflected in their formulation of the HomUF-CMA
experiment. To make this nuance explicit, we define a modified security experiment
in which oracle queries for hash functions used in Sign must occur only after the
adversary has finished issuing signing queries.

This modification does not change the power of the challenger or the adversary
beyond what is already stated in their original proof, but instead helps formalize
the limitations of the proof.

Combined with the removal of corruption queries discussed previously, we define the
following adjusted security notion that captures the security guarantees of the mklhs
construction more explicitly.

3.2 The HomUF-CMA-DHQ Security Game

Definition 3.1 (HomUF-CMA with Delayed Hash Queries — HomUF-CMA-DHQ).
The HomUF-CMA-DHQ security experiment is played between a challenger C and
an adversary A, using a MKHS scheme in the random oracle model. Let {H;}* ,
denote the collection of random oracles that may be queried during the execution
of Sign. The delayed-hash restriction applies only to these random oracles, so the
adversary may not query them until it has finished issuing signing queries. Any
additional random oracles used by the scheme, but not used by Sign, are not subject
to this restriction.

The HomUF-CMA-DHQ security game is played in the following stages.

Setup. The challenger C runs pp < Setup(1*) and returns pp to the adversary A.
The challenger then initializes the bookkeeping lists

Lip + @, L, + &, Ly + @,

to keep track of generated identities, signing queries, and queries to the random
oracles used by Sign, respectively. Each list entry may also store auxiliary
information, denoted by aux, used for internal bookkeeping by C. Lastly, C
maintains a bit by < 0, which records whether the adversary has queried any
random oracle that is subject to the delayed-hash restriction.

Identity query phase. A can adaptively submit identity queries of the form id €
ID. Whenever (id,-,-,) ¢ Lip, C generates new keys for this identity by
running (sk, pk) < KeyGen(pp), and stores

Lp < LpU (ICI7 pk, Sk, aux).

If id already appears in Ljp, C ignores the query. Finally, C returns pk to A.
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Sign query phase. A can adaptively submit queries of the form (A, ¢, m, -), where
A is a database identifier, ¢ = (id, 7) is a label in ID x 7 and m € M is a
message. C ignores the query whenever

e by =1, i.e., A has already queried a random oracle corresponding to a
hash in Sign, and signing queries are no longer allowed; or

e (Al,-,-) € Ly, i.e., A has already asked a signature for label ¢ in the
dataset A; or

e (id,-,-,") ¢ Lip, i.e., the identity specified in ¢ = (id, 7) has not yet been
generated.

Otherwise, C computes o < Sign(skiq, A, £, m), updates the list
Ly + L, U (A, ¢, m,aux),
and returns o to A.

Delayed hash query phase. A may adaptively query any of the random oracles
H; used by Sign. After receiving the first such query, C sets by < 1. For
a query of the form (i,z), where z € {0,1}*, C proceeds as follows: if there
exists an entry (z,H;(z),i,aux) € Ly, it returns H;(x). Otherwise, it sam-
ples/programs the value H;(x), updates the list

Ly < Ly U (z,Hi(x),i,aux),
and returns H;(x).
Forgery. At the end of the game, A outputs a tuple
(P, A%, {pkig tigep+, ", 57).

The experiment outputs 1 if the tuple returned by A is a HomUF-CMA-DHQ
forgery (defined below), and 0 otherwise.

Remark 3.2. Unlike HomUF-CMA in Definition 2.28, HomUF-CMA-DHQ does not
include a list Lo, for corrupted identities, since HomUF-CMA-DHQ uses non-adaptive
corruption queries and is therefore equivalent to when corruption queries have been
removed. Consequently, the Type-2 and Type-3 forgeries no longer require that the
involved identities are non-corrupted.

Definition 3.3 (HomUF-CMA-DHQ Forgery). Assume an execution of HomUF-CMA-DHQ
between a challenger C and an adversary A, where

(7)*7 A>’<7 {pkid}idG'P*a m*a 5-*>

is the tuple returned by A and P* = (f*,{¢;},). We say that the adversary
outputs a HomUF-CMA-DHQ forgery if

Verify(P*, A", {pkig }idep+, m*,6") =1

and at least one of the following holds:
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Type-1 forgery. The database A* was never initialized during the game, i.e.,
(A*a 5 ) ¢ La-

Type-2 forgery. ¢* is an incorrect evaluation of f* on previously signed messages,
i.e., (A* 0:,m;,-) € L, for all ¢ € [n], but m* # f*(mq,...,my).

Type-3 forgery. There exists (at least) one index i € [n] such that ¢f was never
queried, i.e., (A* 05+ ) & L.

Definition 3.4 (HomUF-CMA-DHQ Unforgeable). A MKHS scheme is said to
be HomUF-CMA-DHQ unforgeable if, for every PPT adversary A, its advantage in
winning the HomUF-CMA-DHQ game is negligible in the security parameter of the
scheme. Formally,

Adviiiis " PHR(N) = Pr[A wins the HomUF-CMA-DHQ game for MKHS(A)] < negl().

Figure 3.1 illustrates the HomUF-CMA-DHQ game in pseudo-code. The differences
compared to HomUF-CMA with non-adaptive corruption queries are in green, show-
ing the additional restrictions in our modified security game.
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HomUF-CMA-DHQ 4 mis (A)

1: pp < Setup(1)

5: Lip,Ly. Ly « @

3: bg+ 0

10 (P* A% {pkigtiaeps, m*, 5%) 4 A Osien 11 (pp)
5: return IsForgery(P*, A% {pkiq}idep+, ", ")

Oip(id) Oy (i, )

1: if (id,-,-,-) € Lip 1: if H; used in MKHS.Sign:
2: return | 2 by + 1

3: (skig, pkig) < KeyGen(pp) 3: if (z,h,i,-) € Ly

4: Lip < Lip U{(id, pkiq, skiq, aux)} 4: return h

5: return pkig 5. B range(H,;)

6: Lpg<+ LygU{(z,h,i,aux)}

7: return h

Osign(A, ¢, m) IsForgery(P, A, {pkiy }idep, M, )
1: parse ! = (id, 1) 1: parse P* = (f*,01,...,0)
2: ifby=1 2. if Verify(P, A, {pkiq tider,m,7) # 1
3: return | 3: return 0
4: if (AL,-,-) € Ly 4: if (A*)-,) ¢ L,

5: return L 5: return 1/ Type-1 forgery
6: if (id,-,-,-) ¢ Lip 6: if m* #£ f*(mq,...,my)

7: return L 7 return 1/ Type-2 forgery
8: o < Sign(skig, A, ¢, m) g: if dien]: (A" 0,,:) ¢ Lo
9: Ly <+ L, U{(A,¢,m,aux)} 9: return 1/ Type-3 forgery
10: return o 10: return 0

Figure 3.1: The HomUF-CMA-DHQ security game for a MKHS scheme. The main
game (top) runs the adversary with oracle access to Oip, Osign, and Oy, and de-
cides the outcome of the game via the IsForgery algorithm. The flag b;; enforces the
delayed-hash restriction. Green text indicates changes in HomUF-CMA-DHQ com-
pared to the standard HomUF-CMA security experiment with non-adaptive /removed
corruption queries, see Figure 2.2.
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Security of mklhs in the Type 3
Pairing Setting

This chapter provides a new security proof for mklhs Setup(1*)
in the Type 3 pairing setting. The construction it-
self is unchanged from Figure 2.3, with the single
exception that bilinear groups are now generated by 2: define sets:
BilinGroup, instead of BilinGroup, to account for the 3: ID, 7 € {0,1}*

new Type 3 pairing setting, as seen in Figure 4.1. 4 MC7Z,

We refer to this Type 3 instantiation as mklhss to = . fix hash:
distinguish it from the o.rlglnal. Since no efﬁmentl.y . H:{0,1} - Gy
computable homomorphism between G; and Gy is

assumed to exist in this setting, the original proof of 7:opp < (G,ID, M, T, H)
Aranha and Pagnin [1] no longer applies. 8: return pp

1: G <« BilinGroups()\)

Following the recipe of Chatterjee and Menezes [4], Figure 4.1: The Setup algo-
our contribution is a new security proof under the co- rithm of mklhss. Green text
CDH* assumption (Assumption 2.21). The proof is indicates changes from mklhs
formulated in the HomUF-CMA-DHQ security game in Figure 2.3.

from Chapter 3 and achieves an overall better advan-

tage bound than the original proof by Aranha and Pagnin [1].

Furthermore, we explicitly restrict the admissible linear functions f(mg,...,m,) =
>, a;m; to those satisfying a; # 0 for all i € [n]. This does not reduce expressive-
ness, since a zero coefficient means its corresponding input has no effect on f.

4.1 Security Theorem and Proof Outline

Theorem 4.1. Assuming that the co-CDH" problem is hard, the mklhss scheme is
secure under HomUF-CMA-DHQ in the random oracle model. Formally, let A be a
PPT adversary in the HomUF-CMA-DHQ security experiment. Then its advantage

s bounded by
ACEIIES 0000 < 8- AP,

where B is a PPT algorithm that solves the co-CDH* problem with advantage
AdvPHE(N).
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Remark 4.2. Compared with the original security bound for mklhs presented in
Theorem 2.32, the advantage of A is tighter in our security proof. In particular, it
no longer depends on the number of queried identities Q)ig nor on the additive term
1/|Gy], and instead scales directly with the hardness of co-CDH* up to a constant
factor.

Proof Outline. The goal of this proof is to bound the adversary’s advantage in terms
of solving the co-CDH* assumption. This is done by first constructing a reduction B
that simulates the HomUF-CMA-DHQ security experiment against an adversary A
while embedding the co-CDH* challenge into its outputs. The interaction is sketched
in Figure 4.2. The correctness of the simulation is argued in Section 4.3. After receiv-
ing a forgery from A, we analyse each of the three forgery types from Definition 3.3
separately, and combine their contribution to bound the total advantage.

Type-1 forgeries require the adversary to use a new dataset identifier A*. Because
identifiers are bound to labels as shown in Remark 2.31, any query with A* results
in an unqueried label. This immediately reduces the adversary to a Type-3 forgery,
resulting in the same forgery success probability.

Type-2 forgeries require the adversary to produce a valid signature on an incorrect
function evaluation, despite querying all labels honestly. We construct a reduction
B that simulates a real execution of the scheme against an adversary A. Simulta-
neously, B embeds the co-CDH* challenge into the public parameters and keys. A
Type-2 forgery guarantees that A’s claimed result disagrees with the honestly com-
puted one for at least one identity. This per-identity mismatch leaks the structure
B needs to extract a solution to the co-CDH* challenge.

Type-3 forgeries require the adversary to produce a valid signature for a label it
never queried. Using the same simulation as for Type-2 forgeries, the co-CDH*
challenge is embedded into the hash of the unsigned labels, and a similar extraction
procedure then applies.

36



4. Security of mklhs in the Type 3 Pairing Setting

Reduction B

Setup

Receives co-CDH* instance

(91, X1, h, g2, X2) from C, samples
s & Z4 and sets g1 = gih. Builds
public parameters pp with g; re-
placing g1 .

____________________

[ Adversary A ]

Identity queries
For each queried identity id:

samples ¥iq <i Zy and sets
pkig = (X2)¥.

Signing queries

For each query (¢,m): programs
H() = gth™™ for fresh t & Zq,
and returns the simulated signa-
ture o = (v, u) with

v = (Xfm+t)yid, w=m.

Hash queries (delayed)

For each fresh query ¢: samples

r & Zgq and programs H(¢) = h".
If H(¥¢) has already been pro-
grammed: return that H(¢).

Extraction

Receives (P*, {pkiq }idep+, m*,5%)
from A. B rewrites 3* as B - (h%)°
using stored values. A valid forgery
guarantees ¢ # 0 with high prob-
ability, from which B extracts
w=(3*/B) = h.

A

Outputs a valid
forgery.

PP >, ‘ Receives pp.
P id E Adaptively queries
. | identities id.
Pkig :
- (¢, m) . | Adaptively queries
h . | signatures on (¢,m).
o =:
. E Queries hashes H(?)
< )| for signed or un-
HO) g signed labels.
forgery E

co-CDH™* instance
(Ql7 Xlzgfa h’7 g2, X2:q5)

START

Figure 4.2: Sketch of the reduction for Theorem 4.1. The reduction B simulates the
scheme for the adversary A, embedding the co-CDH* challenge in its outputs Signing
queries program H(¢) = gih~™, while delayed hash queries program H(¢) = h". Any

co-CDH* Challenger C

Runs the co-CDH* game.

Provides the challenge instance to
B and receives a solution w.

__________________________________

valid Type-1, Type-2, or Type-3 forgery allows B to extract h”.
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4.2 Proving Security

Proof of Theorem 4.1. We distinguish between the three types of forgeries from Def-
inition 3.3.

4.2.1 Handling Dataset Identifiers and Type-1 Forgeries

We show that a Type-1 forgery, with dataset identifiers incorporated into the tag
space as in Remark 2.31, reduces to a Type-3 forgery.

We recall that in a Type-1 forgery, A outputs a tuple (P*, A* {pky tideps, m*, %)
such that A* was never used in any signing query, i.e., (A* - -) ¢ L,, but the
verification equation still holds. We also recall that a forgery is of Type-3 if there
exists at least one index ¢ € [n| such that (A* 5, -) & L,.

We modify the scheme by incorporating the dataset identifier A into the tag space.
Concretely, we redefine each label as

¢=(id,7) with 7:= (A7), e, (=(d,(A7)).

Next, we consider a Type-1 forgery. Since A* was never used in any signing query,
it follows that for every label ¢ = (id;, 7;¥) with 7* = (A*, 7/), we have that ¢; was

never queried during the signing phase, i.e. (A* ¢f,-,-) ¢ L, for all i € [n]. In
particular, there exists an index ¢ € [n] such that this holds, which constitutes a
Type-3 forgery.

Hence, any Type-1 forgery also results in a Type-3 forgery in the modified scheme.
Therefore,

Pr[A outputs a Type-1 forgery] < Pr[A outputs a Type-3 forgery].

4.2.2 Simulating HomUF-CMA-DHQ

Consider the case of an adversary A that can create Type-2 or Type-3 forgeries
against mklhss. We define a reduction B that turns such forgeries into solutions for
any given co-CDH* instance.

As per the co-CDH* game in Assumption 2.21, B receives as input from the chal-
lenger:

* a bilinear group G = (G, Gs, Gr, g1, 92, ¢, €),
e generators ¢, € Gy, g € Go, and
e elements h, X1 = ¢f € Gy, Xy = g5 € Go.
The goal of the reduction is for B to output w € G; such that w = h".

B simulates mklhsy with A as adversary in the following way.
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Setup. B samples s & Zq and sets
gl = gfha

then outputs public parameters G = (G1,Go,Gr, g1, g2, ¢, €). B also initializes the
bookkeeping lists Lip, Ly, L, < @&, and the bit by < 0 to keep track of if A has
queried a random oracle used in mklhss.Sign from Figure 5.1, and is no longer
allowed to make signing queries.

Identity query phase. On input query of the form id € ID, if id has previously
been generated, i.e. (id,-, -, -) € Lig, B ignores the query. Otherwise, B samples

$ _
Yip < Z; and sets pkyy = (X»)¥¢.

Since X, = g5 we have that pk,y = g5

skiy = Z¥iq, which is unknown to B.

. This corresponds to the secret key being

Lastly, B stores
Lip <= Lip U{(id, -, pkig, ¥ia) },

and returns pk;y to A.

Sign query phase. On input query of the form (¢, m), where ¢ = (id, 7), B ignores
the query if

o the label has already been signed before, i.e., (-, ¢,-,-) € L,; or
« id has not been generated in the previous phase, i.e., (id,-,-,+) &€ Lip; or

e the adversary has already made a hash query and signing queries are no
longer allowed, i.e., by = 1.

Otherwise, B samples t & Z4 and programs the random oracle as
H(l) = gih ™™, (4.1)
then stores Ly < Ly U {(¢,H({),-,t)}.
Next, B retrieves id and yiq from (id, -, -, yi4) € Lip, sets
v o= (Xpe)™ (4.2)

and forms o = (id, 7y, u) with g = m.
Finally, B stores L, < L, U{(+,¢,m,-)} and returns o.

Delayed hash query phase. On the first hash query for a hash present in mklhss.Sign,
B sets b, < 1 marking that sign queries are no longer allowed.

On input query ¢, if (¢,H(¢),-,-) € Ly, B returns H(¢). Otherwise, B samples
rd Zyg, sets H(0) = h", stores Ly < Ly U{(¢,H({),-,7)} and returns H(¢).

Claim 4.3. The view of A in its interaction with B is identically distributed to its
view in the real HomUF-CMA-DHQ ezperiment with the scheme mklhss.
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We defer the proof of Claim 4.3 to the end of this chapter.

Next, we show how the reduction B may extract the co-CDH* solution h* from
successful Type-2 and Type-3 forgeries.

4.2.3 co-CDH* Extraction From Type-2 Forgeries

Let A, after its interaction with B, output a successful Type-2 forgery

(P*, {pkig }idep, m*, "), where P* = (f*, 07,...,0").

By definition of a Type-2 forgery, we have
Verify(P*, {pkiq tideps, m*, %) =1 and m* # f*(m,...,my),

where m; is the message that A queried during the sign query phase for label /.
More precisely, the Type-2 forgery condition guarantees that for every index i € [n],
there exists a sign query of the form (¢f,m;) issued by A during the game, and
therefore the tuple (-, £, m;,-) € L, was recorded by B. Consequently, for every
label ¢ appearing in the program P*, H({}) was programmed during the sign query
phase and not the hash query phase. Hence, the corresponding randomness of each
H(¢;) comes only from ¢; in (4.1).

Identifying inconsistent identities. Next, we let the index set for each id € P*
be Ziy = {i € [n] | £ = (id,-) }. We also define the mismatch term for each id as

5id = ﬂl*d — Z a;“ml (43)

1€Liy

We note that each mismatch term d,q is computable by B, since for every ¢ € Zy4
the tuple (-, €5, m;,-) was recorded in L, by the Type-2 forgery condition, and the
coefficients a; and values [if; are part of the forgery.

Using the mismatch terms, we also define the set of consistent identities as
C:={ideP*|dq=0}.

Since m* = Y 4ep- fiiy by line 4 in mklhss.Verify, while m* # > | afm; by the
Type-2 forgery condition, it follows that

Z g 7 Z Zafmi.

ideP* ideP* i€y

Therefore, there exists at least one identity id such that iy # >,cz, a;m; and id ¢ C
for that identity. Hence, the set of inconsistent identities {id € P* | id & C} is not
empty.
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Finding an expression for 7*. Next, we proceed with the extraction of the
co-CDH* solution.

B parses 6* = (7%, { i }idep+ ). For each identity id € P*, we define the placeholder
variable

Ag =g T He)™. (4.4)

€Ly

From the verification equation on line 7 in mklhsz.Verify and using that pk,, = X3¢,

we have

e(3%,92) = ]] e(Aw, X§4).
idep

Using bilinearity and X, = ¢3, this becomes

e(7,92) = ][] e(Aig, g5¥)
ide P

= H 6<A;Zyid7g2>
ideP*

= 6( H A?zjyidagZ) )

ideP*

and by non-degeneracy of the pairing, we finally obtain

= [T A (4.5)
ideP*

Substituting the programmed hashes. Next, we expand each Ay from (4.4)
using §; = ¢g5h and the programmed hash values H(¢) = gih™™:

Aig = (gih)Ba T (giih~™)%

1€y
S 1 F aiti; —a*m;
= iFents TT g e
1€
s+ . a*t; P )
_ glu'd ZZEIid i h/”.fj Zielid a;‘ml'

Inspecting the exponents, we observe that the exponent of h is precisely ;4 as defined
in (4.3). We also define the corresponding exponent of g; for identity id as

A~ ek *
Qig = Sflig + Z a;t;,
i€Zig

computable by B from stored values using s generated during the setup phase and
t; from (¢f,-,-,t;) € Ly. Hence,

Aig = gi* - b
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Extracting the co-CDH* solution. For identities id € C, we have d;y = 0 and
the h-term becomes 1g,. Splitting (4.5) into consistent and inconsistent identities
with the above A;q expression yields

T T ()™

idec de(P\C)

_ H (g?id>xyid ) H (hlsid)xyid
aerr ide(PH\C)

= H Xfidyid A (hx)zidE(P*\C) 6idyid‘
ideP*

Continuing, we define the values

R . YidGid
Bi= [ Xpeos,
ideP*

and

C:= Z 6idyid7 (46)

ideP*

which are both computable by B from values yiq stored in L)p during the identity

query phase. Since, dig = 0 for all id € C, we have ¢ = 3=4¢(p\ ¢) OidVid-

From the expression for 4* derived above, we obtain * = B- (h*)¢. Hence,
T e
— = (h")".
L= ()

If ¢ = 0 the reduction aborts. Otherwise, since ¢ # 0, B computes and outputs

which solves the co-CDH* instance.

Bounding the abort probability. It remains to bound the probability of abort,
i.e., the probability that ¢ = 0. Since there exists at least one identity id ¢ C with
diq # 0, (4.6) is a non-zero linear polynomial in the random variables 4 & Zy with

|Z;] = q — 1. By the Schwarz-Zippel lemma, ¢ evaluates to zero with probability at
most 1/(q —1).

Concluding, our reduction transforms Type-2 forgeries into a solution to the co-
CDH* problem unless it aborts, which gives us

* 1
AdvyCPE () > (1 — 1) - Pr[A outputs a valid Type-2 forgery].
q —_—
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4.2.4 co-CDH* Extraction From Type-3 Forgeries

Let A, after its interaction with B, output a successful Type-3 forgery
(P*, {pkig }idepr, m*,0"), where P* = (f*, 07,...,0}).

We partition the labels in P* into those that were signed during the game and those
that were not. Concretely, we define

U=L{icn]|(6,) ¢ Lo},

i.e., the set of indices corresponding to unsigned labels in P*. In particular, U # &
since we are in the Type-3 forgery setting.

For each id € P*, we also let Ziy = {i € [n] | £f = (id,-) } and Uiy = Ziy NU. Hence,
Uq is the set of indices of unsigned labels for identity id.

Exactly as in the proof of the Type-2 forgery, we define for each id € P* the inter-
mediary value
Ag =g T H(E)®
i€liq

TYid

and using ver, from Figure 2.3 and pky, = X3 = ¢5%, we obtain

~ [T Az

ideP*

Substituting the programmed hashes. We note that for all indices i € Ziy\Uq,
the hash values of £; were programmed during the signing phase as H({}) = gi'h™™,
where m; is the unique signed message associated with ¢;. For indices ¢ € Uiy, the
hash values were instead programmed in the delayed hash phase, or when sampled
for verification, as H(€f) = h".

Substituting these hashes and g; = g7h into flid gives
Aa= (i TT (e T e
1€Lg \Uig i€ly
_ g:#.dJFZLeI.d\u.d i h#.d Ziezid\uid a;‘mi+zieuid afn.

We therefore define the per-identity exponents

Gig = sfig + Y ajts,

1€Lig\Uiq
Bid = [y — Z a;m; + Z a;r;, (4.7)
1€Lig \Uig 1€Uiq

giving Ay = g‘f‘d hbs. We note that both exponents are computable by B, since s is
sampled during setup, fify and a; come from the forgery, and ¢;, r; are sampled by B
during the sign and delayed hash query phase respectively.
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Extracting the co-CDH* solution. Substituting our new Aig value into the
expression for 4* gives

7 =TI (gien™)™

ideP*
_ H Xil/id@id . (hx)zidev* yidl;id‘
ideP*
Lastly, we define
B:= ] X{«% and é:= Y Yiabia, (4.8)
ideP* ideP~
such that A

If ¢ =0, B aborts. Otherwise, B outputs

w = <7A> =h",
B

which solves the co-CDH* instance.

Bounding the abort probability. Expanding ¢ from (4.8) using (4.7), we see it
is a polynomial in the random variables (r;);cy & 24 and (yiq)idep- & (Z;)id<Pr
where U is the set of indices corresponding to unsigned labels:

EY yid(ﬂi*d— > a?mﬂrza?ﬁ)-

ideP* 1€Tig\Uiq 1€Uy

We first condition on (Y )igep+, i-e., we assume the values (yiq)igep+ have been fixed
to some arbitrary outcome y € (Z;)“dep*|, and study ¢ as a polynomial in the
remaining random variables (r;);cy-

Viewed this way, ¢ has degree 1 and is not identically zero, since for each ¢ € U
with ¢; = (id, -), the coefficient of r; is yigaj # 0 by yia € Z;; and a; # 0. Hence, the
Schwartz—Zippel lemma yields

Pr[¢ = 0] (Yid)ider = y] <

| =

Crucially, since y was arbitrary, this bound is the same for every outcome y €
(Z;)“dep*|. Therefore, by the law of total probability (Theorem 2.17),

Prié = 0] = Z Pr[(yid)iger- = y] - Pr {5 =0 ‘ (Yid)idep= = Y}

yG(Z;‘)“dGP*‘

1 1
< Y Prger- =yl - =
ye(zz)ideP*| q q
Consequently,
co-CDH* 1 .
Advy (A > (1 — > - Pr[A outputs a valid Type-3 forgery].
q
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4.2.5 Combining the Bounds

Finally, we can combine the bounds from the previous subsections to a single ex-

pression bounding the total advantage Advﬂ?';tJ'E;gMA'DHQ(/\).

We note that once dataset identifiers are incorporated into the tag space (Re-
mark 2.31), any Type-1 forgery also constitutes a Type-3 forgery. Hence, all Type-1
forgeries constitute a subset of all Type-3 forgeries and we disregard Type-1 forgeries
in the advantage bounds. The advantage of the adversary therefore satisfies

Adv:?';E'E;gMA'DHQ(A) < Pr[(Type-2 forgery) V (Type-3 forgery)]
and by the union bound (Theorem 2.18),

AdVZ?EEIE_SEMA-DHQ(/\) < Pr[Type-2 forgery| + Pr[Type-3 forgery]

Substituting each probability from the previous subsections yields

omUF- - 1 1 co- *
Advimhes PR < ( — + 1) - Advig P ()

1 17y
_ (a1 9 ). AdverOPE ()
g—2 q-—1 5 '
Since g%; + q%’l < 3 for all primes ¢ > 5, we have

ARSI < 3 AP ()

This completes the proof of Theorem 4.1.

4.3 Correctness of the Simulation

We now provide justifications for the claim about simulation correctness provided
in the proof of Theorem 4.1.

Proof of Claim 4.3. We argue that all values returned by B are distributed as in a
real execution of the scheme.

Public parameters. The simulator sets §; = gjh where s & Zq. Since G is cyclic
with generator g;, there exists some b € Z, such that h = ¢%. Hence

=g

Because s is sampled uniformly and independently in Z,, the exponent s + b is
uniform in Z,. Therefore g3 = 1g, with probability 1/¢, and otherwise §; is
a generator of G;. Hence, §; is a generator except with negligible probability,
matching the real setup. If §; = 1g,, B can check this during the setup phase and
simply resample s to guarantee that g, is a generator.
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Identity queries. For an identity id, B samples yiq & Zy and returns pky =
(Xo)¥d = g5¥. 1In the real scheme, the public key is generated as ggkid for a

uniformly sampled secret key sk, & Zy. Hence, it is enough to show that the
exponent zyq is uniformly distributed over Z;.

First, we note that if x = 0, the given co-CDH* instance is trivial, since the
solution is h* = h® = 1g,. In this case the reduction can immediately output 1g,
and solve the instance. Hence, from now on we assume x # 0.

Since ¢ is prime and z # 0, we have that x is in the multiplicative group Z;.
Multiplication by z is therefore a permutation on Z; and for yiq « Z; sampled
uniformly, the value x4 is also uniformly distributed over Z;.

Hash queries. Fresh hash queries are answered as H(¢) = h" with r & Z,, which
are uniform in G, since h is a generator. For signing queries, the oracle is pro-
grammed as (4.1). Using again the decomposition h = ¢% for b € Z, and substi-
tuting into (4.1) gives

H(l) = gih ™™ =g} (¢0) ™ = gi "™

Since ¢ & Z4 is sampled uniformly and independently of the other terms, the ex-
ponent is uniformly distributed in Z, and hence #(¢) is also uniformly distributed

in Gl.

Signing queries. We recall the definition of v from mklhs in Section 2.7 but with
our substituted §; generator,

7= (H(O) - g

Substituting the programmed hash from (4.1), g1 = gih, g = X1, and sk = zyq
yields

v = [(g1h™™)(grh)™] e

ms—i—thm—m)xyid

=3 -

s+t )y

which is identical to 7 returned by B in (4.2). Thus, signatures returned by
B are correct and distributed identically to those generated by the real signing
algorithm.

Hence, all values returned by B are distributed as in a real execution of mklhs,
and the view of A in its interaction with B is identical to its view in the real
HomUF-CMA-DHQ experiment, which proves the claim. O]
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A MKHS Construction for
Bounded-Rank Quadratic
Evaluation

In this chapter, we present an extension of mklhs supporting limited quadratic eval-
uations in the Type 3 pairing setting. We refer to the resulting scheme as mkghs-br
for multi-key quadratic homomorphic signature scheme with bounded rank. Our con-
struction builds directly on mklhsz by keeping Setup, KeyGen, and Sign the same,
while the new quadratic capability is introduced entirely through modifications to
Eval and Verify.

5.1 Quadratic Evaluations Through Rank Decom-
positions

The challenge of quadratic evaluations. In the linear setting of mklhs, an
evaluator computes a weighted sum simply by exponentiating and multiplying sig-
natures, since these operations correspond directly to scaling and adding the under-
lying messages.

Quadratic operations, however, require computing a product m, - m;, which means
multiplying two quantities both encoded in the exponents of their respective signa-
tures, something group arithmetic cannot do. The Eval algorithm could exponentiate
by the message directly to obtain (¢™)™ = g™, but then m; appears as a bare
scalar exponent rather than being encoded in a group element. Thus, the verifier
cannot reconstruct it from the public key and label hashes alone without knowing
m; explicitly, breaking succinctness.

The pairing also offers a possible solution, the bilinear property e(g¢i",gy") =
e(g1, go)™™ does produce a product without revealing the messages. However, a
naive attempt leads to verification equations where label hashes and secret keys of
different signers become tangled, collapsing information that must remain separate
for verification to work. Extending mklhs to quadratic functions therefore requires
a more careful approach, and we describe ours next.
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Rank decomposition for quadratic homomorphism. The main idea behind
our constructions is to factor the quadratic part of the computation into products
of linear evaluations. As shown in Section 2.3, any matrix @) € Z7*" of rank at most
R can be decomposed as

R
Q = Z uTV: )
r=1
where u,, v, € Z; are coefficient vectors. Hence, by Corollary 2.15, any quadratic
form also factors as

m'Qm = Z(u:m) (V:m>

Each factor u/m = Y7, u;,m; and v/ m = 37 v;,m; is a linear combination of
messages and can therefore be encoded in group elements using the same homomor-
phism mechanism as in mklhs.

5.2 The Supported Function Class

Motivated by the rank decomposition above, our scheme supports quadratic poly-
nomials of the form

n R n n
f(ml, ce ,mn) = Z a;m; + Z (Z ui,rmi> (Z Uz‘,rmi> ) (5-1)
i=1 =1 \i=1 i=1

where m;, a;, U, Vir € Zg, or equivalently,
f(m) =a'm+m'Qm,
where m, a € Z7, and ) € Z;*" is a matrix of rank at most R.

The evaluated signature size of mkghs-br grows as O(tR) for t = |id € P|. We
ensure succinctness by restricting admissible functions to those whose quadratic
form satisfies rank(Q) = R < O(logn), such that the evaluated signature sizes
remain bounded by poly(\, t,logn). Hence the name bounded rank.

For the admissible function class (5.1), we also require that every label ¢; appearing
in a labeled program P contributes non-trivially to f, meaning that for each ¢; € P,
either a; # 0 or (u;,,v;,) # (0,0) for some r € [R]. We consider this the natural
extension of the restriction a; # 0 imposed on mklhss.

5.3 Expressiveness of the Low-Rank Restriction

We note that while admissible functions are required to have rank at most R <
O(logn) for our construction, we do not consider this all too restrictive. Many
natural quadratic quantities have low-rank structure by construction. For exam-
ple, the inner product of two n-dimensional vectors x,y € Z7, (X,y) = >i; 2%,
corresponds to a matrix () of rank one. Furthermore, the rank restriction aligns nat-
urally with the use of low-rank approximations in statistics and data analysis. In
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many large-scale computations, high-rank matrices are replaced by low-rank approx-
imations to reduce computational and storage costs while preserving the dominant
structure of the data [31]. Our construction supports verification of computations
performed on such low-rank representations.

On the other hand, the rank restriction prevents succinct evaluation of arbitrary
quadratic forms. Most notably, direct squares m? across all inputs are not supported
without loss of succinctness. For instance as in Example 2.16, the sum of squares
S, m? corresponds to the identity matrix @ = I,,, which has full rank n and
would cause the signature size to scale linearly with n. We address the challenge
of supporting direct squares while maintaining succinctness in Chapter 6 via an

additional extension.

Despite the bounded rank restriction, our construction remains correct and secure
for any rank, it is only the succinctness guarantee that breaks down when R grows
beyond O(logn). Hence, we emphasize that the low-rank restriction is only a by-
product of the succinctness requirement and not a limitation of the approach.

5.4 The mkghs-br Construction

In the presentation of our construction, boldface symbols denote column vectors

of length R over Z,, i.e., for a vector p, we mean p = (jy,...,1g) € fo. For
P E fo, we write their inner product as {(p, u) = % | p.pu,. For each i € [n],
we also write w; = (u;1,...,u;g) and v; = (v;1,...,v;g)", corresponding to the
coefficients of the quadratic form term of the supported polynomial class. Vectors
may also be over Gy, so by v, we mean v = (v1,...,7vg) € GI. For vectors v € G
and p € Zf, we denote their element-wise exponentiation by v? = [T, v .

The Eval and Verify algorithms of mkghs-br are given in Figure 5.2. While the
Setup, KeyGen and Sign algorithms are identical to those of mklhss in Figure 4.1 and
Figure 2.3, we recall them here in Figure 5.1 for completeness.

Setup(1?) KeyGen(pp) Sign(skiy, £, m)
1: G« BilinGroups(\)  1: id < ID 1o oy = (H(L) - gtk
2: define sets: 20 sky & Z; 2: u=m

: ID,7 C {0,1}* _ : t = (id,~,
3 T C{0,1} okiy = g3 € Gy 3: return o = (id,~, p)
. M<CZ, 4: return (skig, pkig,id)

: id» PKig, 1

5: fix hash: ¢ Pid
6: H:{0,1}* - G
7: pp+ (G,ID,M,T,H)
8 : return pp

Figure 5.1: The Setup, KeyGen, and Sign algorithms of mklhs; and mkghs-br.
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Eval(P,{o;},)

1: parse P = (f,{t:;}i-)) 9: ~W = (vgu), o ,’yl(;))T
2: parse f = ({a;,u;,vi}iL,) 10: AW = (fny)7 Ce vj(?)T
3: parse w; = (Ui1,...,UR) e A= (,_y(a)v,y(u)?,y(ru))
4: parse v; = (w’],...,wﬁ)T ¢ forideP
5. parse OZ = (Idia’Yinui) 13 - Iid — {Z c [n] ‘ Ez — (Id, )}
6: ’Y(a) = H7212 14 : /,LI(;) = Z Qi g
i=1 1€Tig
7. forre []ﬂ 15 - /Li(;) _ Z [ a;, Hi(;ﬂ) _ Z i Vi
. (u) - n ’V.U'L'.r‘ /,(’L‘) . " ’V"Ui.r z€I|d iEIid

8: T = H Vi Vel = H g . - (@) (u)  (v)

i=1 =1 16 : Hid = (,uid y Mg ™5 Mig )

17: return & = (7, {fid}idep)

Verify (P, {pkiy }ider, M, 7)
1: parse P = (f, {ti}i_), f= ({ai, 0, vi}i )
2: parse & = (¥, {fiid }idep), 7 = (701)77(11)77(@'))
3: forideP

4: parse jiiq = (Ml(g) ljfl((;l) /J’|<¢;)))

5: Ly={ie[n][li=(d, ")}
6 uW =3y

ideP
- u(/u) _ Z ul(du) u(z) _ Z ul(cli/)
ideP ideP

8: very — [m == Iu(a)_|_<u(u)7 N(v)>]
(a)

9. vers e |e(v\ o) == ] e[ 1™ - ][] H()™, Pk

ideP i€Ly
$

0: (p,p) < (Zy)

n: I',= (v )P ()P
(u) ;o (v) )

12: verz < |e(I')y, 92) == H e (gfp’“‘d )P ) H H(E,;)<P=ui>+<0 i), pk;d>]

1€1q

13: return [ver; A verg A vers]

Figure 5.2: Eval and Verify for mkghs-br. Its Setup, KeyGen, and Sign algorithms are
as mklhsg in Figure 5.1. Green text indicates additions compared to mklhss.
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5. A MKHS Construction for Bounded-Rank Quadratic Evaluation

Construction overview. Unlike mklhs3, where 7 is a single element in Gy, in
mkghs-br, ¥ contains multiple components. Concretely, ¥ = é(“),'y(“),'y(“)) where

7(@) represents the linear form in (5.1) and (v, (")) corresponds to the rank compo-
nents of the quadratic form term in (5.1). Notably, all individual group components
represents linear forms and are built using the same aggregation procedure as in
mklhss.

Similarly, the per-identity message aggregates [iq are expanded to include both the
linear message aggregate ,ui(g and two vectors oy ) and ui(;) ). The latter track how
each signer contributes to the u- and v-parts of each rank product in (5.1).

Lastly, verification proceeds in three different checks.

Algebraic check (ver;). This confirms that the claimed output m equals the sum
of the linear and quadratic message aggregates per identity.

Linear check (very). Identical to the pairing check in mklhss, it verifies that the
linear evaluations were performed correctly against the public keys pk;y.

Quadratic check (vers). This verifies that the quadratic evaluations were per-
formed correctly against the public keys {pk4}iaep. To avoid 2R separate

pairing evaluations per identity, the verifier samples random challenges p, p’ &
(ZZ)R to collapse verification of (v, ~() into a single pairing evaluation per
identity.

5.5 Correctness of mkghs-br

We show that mkghs-br satisfies evaluation and authentication correctness as in Def-
inition 2.27. We recall that evaluation correctness requires that given a labeled
program P = (f,{¢;}7,) and honestly signed messages {m;}! |, evaluating the cor-
responding signatures should produce a signature ¢ that verifies successfully against
the output m = f(my,..., m,) with overwhelming probability.

Authentication correctness then follows as a special case of evaluation correctness
for n = 1, by setting P to the identity program Z,, where a; = 1 and R = 0.

Suppose that the messages {m;}?_, have been honestly signed, so that for each
i € [n], the signature of m; is o; = (id;, ys, p;), where

= (H(G) - gi")™ % and ;= m,.

Let & < Eval(P, {pkiqtiaer; {0i}icin)) be the evaluated signature. By mkghs-br.Eval
in Figure 5.2, ¢ contains the G; elements

YO =TI A =11 A =11,
i=1 i=1 i=1
together with, for each id € P, the Z, values

i = > am, wi! =3 mi, g = 3 mivi,

1€Lq €Ty €Ty
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5. A MKHS Construction for Bounded-Rank Quadratic Evaluation

where we recall that Zy = {i € [n] | ¢; = (id, ) }.

We show that all three checks in Figure 5.2 deterministically pass for such honest
evaluations.

Algebraic check (ver;). Since {Z4}iqep partitions [n], summing the per-identity
aggregates over P yields the global aggregates

— Z /J“|(CL|1) = Z Z a;m; = ;aimi,

ideP ideP i€y
n
_ (w)  _ _
=D Mg =D > miw =) miw,
ideP ideP i€y i=1
n
v) __ (v) _ _
p =3y =3 Y omive =3 miv;,
ideP ideP i€y i=1

whose components satisfy u( = 27, u; ,m; and pl?) = S, v;.m; for every r € [R).
Hence

n R n n
M(“) + (M(")a M(”)> = Z a;m; + Z (Z Ui,rmi> (Z Uz‘,rmi)
i=1 r=1 ‘i=1 i=1
:f(m]_’...,mn):m;

SO very always passes.

Linear pairing check (very). The correctness of the verification check vers follows
directly from the correctness of mk|h53 Both verg in mkqghs-br and very in mklhss
perform identical checks, since v € G, and ,u,d € Z4 in mkghs-br are structured
identically to v and ji;4 in mklhs;.

Quadratic pairing check (vers). To prove the correctness of the third verifi-
cation check, we begin by expanding the group element I', defined on line 11 in
mkghs-br.Verify from Figure 5.2,

=
I
’,:]::o

ﬁ
Il
—

7P ()

n . Pr
uw> i)

r 1(p'ruz r+prvz r)

ﬁ
Il
—

Il
’,:]::o
\g .

—

s =

ﬁ
Il
—

p7u1>+<pl7v’i>

=2
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5. A MKHS Construction for Bounded-Rank Quadratic Evaluation

mg

Next, we substitute the honest signatures v; = (H(¢;) - g}
subsets Ziy for each unique identity id € P, yielding:

H H sk,d(<p u;)+(p',vi))

)Sk.d7 and partltlon [ ] into

ideP ZEI,d
Z skig
; m;((p,ui)+(p",vi))
_ i€Tiy puz (p',vi)
=11 (& - [T H(e :
ideP 1€Ty

Using the linearity of the inner product, we can simplify the exponent of g; as

X (o) + (o) = (o0 X0 o)+ (03 )

1€7Li4 1€Ly 1€Lq
= (p, puiy)) + (P, 1))

Substituting this back into our expression for I', yields

ideP 1€y

skig
(u ) ;o (v )
Fp — H (gip”',d p [le H H plll p Vl>) )

Skld

Finally, computing the pairing of I', with g, and applying the definition pky = g5 “,
we obtain

skig
@y 4 (o 1)
e(rp,QQ): He ( (Pobiy HH Puz pvz‘>) . Go

ideP 1€Tiy

(v)
_ He(glﬂl".d Y g ) HH puz P,Vi>’pkid),

ideP 1€Liq

which exactly matches the right-hand side of check vers in Figure 5.2. Thus, the
check passes.

Since all three checks pass deterministically, regardless of the random choice of
(p, p') in mkghs-br.Verify, the scheme satisfies evaluation correctness. Authentication
correctness now follows as the special case n = 1 with f given by the identity
program Z, with a; =1 and R = 0.

5.6 Security Theorem and Proof Outline

Theorem 5.1. Assuming that the co-CDH" problem is hard, mkghs-br in Figure 5.2
is secure under HomUF-CMA-DHQ in the random oracle model. Formally, let A be
a PPT adversary in the HomUF-CMA-DHQ security experiment. Then its advantage
s bounded by

AdVRUECHAHA ) < 5 Adviy DI (1),

where B is a PPT algorithm that solves the co-CDH* problem with advantage Advgy P ().
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5. A MKHS Construction for Bounded-Rank Quadratic Evaluation

Proof Outline. The proof follows a similar structure as Theorem 4.1. The simula-
tion of the HomUF-CMA-DHQ experiment is identical, with correctness given by
Claim 4.3.

Type-1 forgeries reduce to Type-3 forgeries when folding dataset identifiers into the
tag space by the same argument as in Subsection 4.2.1.

Type-2 forgeries are now split into two sub-cases. If the linear aggregates are in-
consistent for some identity, B extract a co-CDH* solution from v(® exactly as in
Theorem 4.1. Otherwise, the quadratic aggregates must be inconsistent, and B in-
stead extracts from the rank components (v, ~®). For this case, we define new
mismatch terms (58‘7 24 and 51(;3" for each identity and rank, taking the same role as
0ig in the linear case. Finally, bounding the abort probability with Schwartz—Zippel
results in an upper bound of 2/(q — 1) rather than 1/(q — 1), accounting for the new

randomness from (p, p’) & (Z3)".

Type-3 forgeries are similarly split into two sub-cases. If there exists an unsigned
label £ with index i and a} # 0, B extracts a co-CDH* solution from v(®* exactly as
in Theorem 4.1. Otherwise, admissibility guarantees that there exists some unsigned
index ¢ with aj = 0 and (u;],,v;,) # (0,0) for some r € [R], and B instead extracts
from I"). The main difference from the Type-2 quadratic case is that the unsigned
labels were programmed in the hash phase as H(¢}) = h"™, so the extraction has to
account for two different hash expressions. The abort probability is again bounded
by Schwartz—Zippel, resulting in upper bound of 2/¢ rather than 1/¢ from additional

randomness from (p, p’) & (Z;)"

Finally, the total advantage is calculated by combining the bounds from each forgery-
type.

5.7 Proving Security

Proof. We distinguish between the three types of forgeries from Definition 3.3. We
define a reduction B with identical simulation to the one of Subsection 4.2.2 and
whose correctness follows from Claim 4.3.

We start by noting that with the same reasoning as in Theorem 4.1, all Type-1
forgeries reduce to Type-3 forgeries, so we disregard them in our analysis.

5.7.1 co-CDH* Extraction From Type-2 Forgeries

Let A output a successful Type-2 forgery (P*, {pkiy }idep, m*, 6*) after its interaction
with B, where P* = (f*,¢;,...,¢;) and f* = ({a},u},v}}). By definition of a Type-
2 forgery, we have

Verify(P*, {pkiq tidzep+, m*, %) =1 and m* # f*(my,...,my,),

where m; is the message that A queried during the sign query phase for label ;. By
the same reasoning as for Theorem 4.1, for every label ¢ appearing in the program
P*, H(CF) was programmed during the signing phase and not the hash phase.
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5. A MKHS Construction for Bounded-Rank Quadratic Evaluation

B first parses ¢* = <(7(a)*, (’Yﬁuﬂ, ﬁv)*)il) {Mi(g)*a (ui(éfl*v Mi(c;),)r*>f:1}idep*>7 and suc-

cessful verification implies

m* = H(a)* + Z Iugiu)*lusnv)*’ (52)
where we write

(a)* = Z lul ) U)* = Z u|dr7 lu7(“v)* Z M|dr'

ideP* ideP* idepP*

We also define their honestly computed counterparts as

n
a)o . uo . v)o *
e E aimg, Y E uy My, ptve = § v; M
i=1

Since the forgery is Type-2,

R
W + e, (5.3)
r=1

Therefore, at least one of the following must hold for a Type-2 forgery:

Case 1: linear forgery. There exists some identity id € P* such that

a)*#zaml

€Ly

In this case, B proceeds exactly as in Theorem 4.1 for mklhsz, where the co-
CDH* solution is extracted from (%) instead. By Theorem 4.1, we get

* ].
AdVCBO-CDH () > <1 — 1) - Pr[A outputs a valid Type-2 forgery].
q—

Case 2: quadratic forgery. Otherwise, all linear aggregates are correct, i.e.,

(d)* = > a'm;, forallide P*

1€
Hence, u(@* = 4(¥° and equations (5.2) and (5.3) imply
Z,uu)* (v)* 7& Z“(u)o (u)o ] (54)

The rest of this subsection proceeds in the quadratic forgery setting.
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5. A MKHS Construction for Bounded-Rank Quadratic Evaluation

Identifying inconsistent identities. For each identity id in P, we define the
mismatch terms for rank component r as

5|dr = SLZ"* Z U ml? 5|(dv,)r = |dr Z U P17 (55)

1€1g 1€1y

We also note that each mismatch term is computable from values stored during the
signing phase, since for every i € Ziy, the tuple (-, £f,m;,-) is recorded in L,.

» Y

Claim 5.2. There exz'sts at least one identity id € P* and rank component r € [R]
such that 5|d » #0or (5,d » #0.

Proof of Claim 5.2. Suppose for contradiction that for every identity id € P* and
every rank component r € [R], 5,d »=0and (5,(;1 =0, ie.,

'dT Zu P and :ul(d'r ZU P

i€Liq 1€Ly

For any rank index 7, summing ui((]f " over id yields

MS’U)*: Z |dr Z ZU ml Zuzrml r

ideP* ideP* i€Ziy

By symmetry, we also get u{"* = u("°. Therefore, for every r € [R], we have
(w01 = e (v° and summing over r yields

T

R
Z:l Z s u)o 'u)o

contradicting the Type-2 quadratic forgery case requirement from (5.4). Therefore,
there exists at least one identity id € P* and rank component r € [R] such that

5&3* # 0 or 5i(dv,)r* # 0.
O

Using the mismatch terms, we also define the set of consistent identities as
C:={ideP|vreR:(55.05) =00}

By Claim 5.2, there exists some id € P such that id ¢ C. Hence, the set of inconsis-
tent identities P \ C is non-empty.

Finding an expression for I'j. Continuing with the extraction in the quadratic
forgery setting, B samples

$ *
(1 s pm) T (Pl PR)T) & (2

as in line 11 of mkghs-br.Verify from Figure 5.2, and calculates
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R
L= T ) ().

r=1
For each identity id € P*, we define the placeholder variable

(w)s oy (v)*
A 12:," 1(p“u|dr +Or 1, |dr) H H g* prul s ZT)_ (56)

1€Ly

From the verification equation on line 12 in mkghs-br.Verify, and using that pky =
X¥¢ we obtain

e, g2) = [ e(Ai, X§9).
ideP*

Using bilinearity and X, = ¢3, this becomes

e(T,g2) = [ e(Au,g5")

ideP*

= H (A yld792)

ideP*

—e H Aixdyid,g2 :
ideP*

and by the non-degeneracy of the pairing,
7= 11 Amy"‘. (5.7)

ideP*

Substituting the programmed hashes. Next, we expand each Ay from (5.6),
using §; = gih and the programmed hash values H(¢) = gth™™ from (4.1):

A — (o5 Zf l(ﬂrﬂfdul*"rp/r I(:)T*) . tig —m; Zle(pru;‘ﬂrp}v;‘r)
Aig = (g7h) H (gr'h™™) ’ ’

1€Tiy

SZf 1 (/’T“fdul +pr“.dv)r*) +Zz€1|d ti Zr 1 (pruz r‘*‘p/rvf,r)
=0

R (u) (v)* R ® *
. th 1 (PT,U«I:T +p;“/’l’|dvr )_ZieIid My 27-21 (prui,r—"_pi“fuim)

By rearranging the variables and comparing with the mismatch terms from Equa-
tion (5.5), we can rewrite the exponent of h as

R
Z: (107" id,r + p’l”(sld r) :

We also define the corresponding exponent of ¢g; for identity id as

R
&id =S Z (PTM.(;?«* + pr id r) + Z t Z (pTu'Lr + p;“U:,r) )
r=1

€Ly r=1

57



5. A MKHS Construction for Bounded-Rank Quadratic Evaluation

computable by B from the stored values ¢; from (¢, H((}), ,t;) € Ly and s from
the setup phase. Hence,

R (u) (v)
~ . préy P10, )
Aid —g?d h27 1( o ).

Extracting the co-CDH* solution. For identities id € C, 5&2 = 5i(dv’)r =0, and
the h-term becomes 1g,. Splitting (5.7) into consistent and inconsistent identities
yields

p

u v d
I — H <g?idh2f ( 6|(d 3'*‘ 6|(d )r>>

idepP*

- H (g?id>$yid' H <g?idh2f1< 6|(du7)«+07»5,(dv)r)>xyid
ideC ide(P*\ C)

ST ()
e de(P\0)

(u) (v)
= H Xaldynd . Zld€(7;'*\c) Yid Zr 1 <p’"61d r+p1‘6ud r)
ideP*

Next, we define the values

R . YidGid
= JI x{**,

ideP*
and
é:: Z yle(pT5|dr+pr id ) 9
ide(P*\C) r=1

which are both computable by B. From the expression for I'; derived above, we
obtain I'} = B (h*)¢. Hence,

r .

2 (b
If ¢ = 0 the reduction aborts. Otherwise, since ¢ # 0, B computes and outputs

1

INAN
w = (f)) =h",
B

which solves the co-CDH* instance.

Bounding the abort probability. It remains to bound the probability of abort,
i.e., the probability that ¢ = 0. We may view ¢ as a polynomial of degree at most 2

in the random variables p1, p!, ..., pr, . & Zy and {Yid }ider=, With yig & Zy.

We show that ¢ is not the zero golynomlal By Claim 5 2 there exists some id ¢ C
and some r € [R] such that 5.d7~ # 0 or (5Idr 7é 0. If (5Idr # 0, then the monomial
Yidpr appears in ¢ with non-zero coefficient (5idm. By symmetry, if 5id’r # 0, then the

monomial yiqp!. appears with non-zero coefficient 5&)1. Hence, at least one coefficient
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is non-zero, so ¢ is not the zero polynomial. Therefore, by the Schwartz—Zippel
lemma with |Z;| = ¢ — 1,

Concluding, our reduction transforms Type-2 forgeries into a solution to the co-
CDH* problem unless it aborts, which gives us

. 2
AdV%O-CDH (A) > (1 — 1) - Pr[A outputs a valid Type-2 forgery].
q —

5.7.2 co-CDH* Extraction From Type-3 Forgeries
Let A, after its interaction with B, output a successful Type-3 forgery

(P*, {pkiatiaep-, ", 6"), where P* = (f*,4;,...,6;) and f* = ({a], 0}, vi}1,).

We partition the labels in P* into those that were signed during the game and those
that were not. Concretely, we define

U:=H{iehl|(06) ¢ Lok,

as the set of indices corresponding to unsigned labels in P*. Since the forgery is
Type-3, we have U # @. For each id € P*, we also let Zig = {7 € [n] | £; = (id,-) }
and Z/lid = Z-id NU.

By the admissibility of f* stated at the start of this chapter, every index i € U
satisfies either aj # 0 or (uj,,v;,) # (0,0) for some r € [R]. Hence, exactly one of
the following two cases holds for every Type-3 forgery:

Case 1: linear forgery. For every i € U, a; # 0. In this case, B extracts the co-
CDH* solution from v(®* using the Type-3 extraction of Theorem 4.1, applied
with ,ui(:f * in the role of fiiy. The condition a} # 0 for every ¢ € U matches the
admissibility criterion in Theorem 4.1, and the extraction of h” is identical.
Hence,

* 1
Advfgo'CDH (A > (1 — ) - Pr[A outputs a valid Type-3 forgery in Case 1].
q

Case 2: quadratic forgery. There exists some ¢ € U with a] = 0. By admissibil-
ity, this index i is guaranteed to satisfy (u;,,v;,) # (0,0) for some r € [R].
The rest of this proof proceeds with extraction in this case.

We now show how B extracts the co-CDH” solution from I'; on line 11 of mkqhs-br.Verify

from Figure 5.2 in the quadratic forgery case. To ease the notation, we write

R
0; = (p,u)) + (o', vi) = > (peui, + P}, ),
r=1
(w (W _ (W) (v) o
= (o, )+ (0 ) = 2 (oeinis) + P )-
r=1
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For each id € P*, we define the placeholder value
) ~ O} *\0F
Aig =gy T 1) (5.9)
1€Liq
Following the same derivation as in the Type-2 proof, the verification check vers
with pky = X3 = ¢3¥, and both bilinearity and non-degeneracy of the pairing

yields A
[ = 1T Age. (5.10)
ideP*

Substituting the programmed hashes. For all i € Z,4 \ Uyq, we recall that the
hash values were programmed during the sign query phase as H(¢£}) = gi'h™™ from
(4.1), where m; is the message signed for label ¢f. For i € Uy, the hash values
were instead programmed in the delayed hash phase, or sampled for the first time
at verification, as H({;) = h".

Substituting these hashes and §; = g;h into (5.9) yields,
A= (gim)® - T (grp™)% - T ()%
1€Tiq \Uid i€liq

O ) 0xt; * * *
_ gf -d+Zz€Iid\uid it heid_ziezid\uid 0; mi+zieuid 0Fr;

We therefore define the per-identity exponents
&id = 8@; + Z 9:151',

1€Zig\Uig
1€Lig\Uig 1€

giving Ag = gf‘dhi’id. Both exponents are computable by B, since s is sampled during
setup and t;,r; are recorded in L.

Extracting the co-CDH”* solution. Substituting Ag = g‘f‘dhi’id into (5.10) gives

s =TI (gienhe)™

ideP*
_ H X%/id&id . (hx)zidep* yidl;id'
ideP*
We define . ) R
B:= [ X{““ and é:= > yiabi, (5.12)
ideP* ideP*
both computable by B with yiq stored in L;p. Then
I =B (h")".

If ¢ =0, B aborts. Otherwise, since ¢ # 0, B computes and outputs

A—1
I\ °
W= (f’) =h",
B

which solves the co-CDH* instance.
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Bounding the abort probability. Expanding ¢é from (5.12) using (5.8) and
(5.11) yields

R
E= > Y (Z(m i+ o)

ideP* r=1

O

R R
> (Z (Pru;k,r + P;Uf,r)>mi + (Z (pru;} + p;vir>>ri>.

1€Zg\Ug T=1 €Uy r=1
9;‘ 0*

K3

We bound the probability that ¢ = 0 by conditioning successively on the random
. 3 £\ i * $ * $
variables (yia)iaep+ < (Z)P") (pr, pl)reir) < (Z5)*F, and (r;)icu < ZH.

First, we fix some 7 € U with a; = 0, and by the Case 2 guarantee, we may also fix
some 7 € [R] with (u}, vi;) # (0,0). Let id be an identity such that ¢; = (id,-) and

1,17 17‘

1 € Uy, which also guarantees the existence of the random variable 7; in L.

Viewed as a linear polynomial in (p,, p).)re[r] & (Z%)?%, the inner sum

R

0r = Z(pru;r + p;v;})

r=1

has at least one non-zero coefficient by our choice of (7,7), namely either u; . as the
coefficient of p; or vy as the coefficient of p;.. Hence, this inner sum is not the Zero
polynomial, and by the Schwartz—Zippel lemma with |Z;| = ¢ — 1,

We now condition on the event 7 # 0 and fix (¥yiq)igep- and (pr, p}.)rer) to arbitrary
outcomes such that this event holds. Viewed this way, ¢ is a linear polynomial in

(ri)icu sampled from Z,, and the coefficient of r; is s # 0 since yig & Zy. Hence,
¢ is not the zero polynomial, and by the Schwartz—Zippel lemma with |Z,| = ¢

1

Prfe=0]6; 0] < _.

Finally, by the trivial bound Pr[¢ = 0 | 6 = 0] < 1 and the law of total probability
(Theorem 2.17), we get

Prje =0] = Pr[f: £0]-Pr[e=0]6#£0] + Pr[g: =0]-Pr[é=0]6 = 0]
(1_1> 1+L 12
g—1) ¢ q—1 q

Consequently,

2
AdvCPH(\) > (1 — ) - Pr[A outputs a valid Type-3 forgery in Case 2].
q
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5.7.3 Combining the Bounds

We now combine the bounds from the previous subsections into a single expression

for the total advantage Advj‘?:‘qgggf_mA’DHQ(A).

By the same argument as in the proof of Theorem 4.1, Type-1 forgeries are also
disregarded in the advantage bound. The advantage of the adversary, after applying
the union bound (Theorem 2.18), therefore satisfies

Advjf’rr?qf:,;sc_mA'DHQ()\) < Pr[Type-2 forgery| + Pr[Type-3 forgery].

For each forgery type, it is either in the linear or the quadratic case, so applying the
union bound once more yields

Pr[Type-2 forgery| < Pr[Type-2, Case 1] 4+ Pr[Type-2, Case 2],
Pr[Type-3 forgery| < Pr[Type-3, Case 1| + Pr[Type-3, Case 2].

Substituting the bounds derived in the previous subsections yields

1 1 1 1 .
AIVETLGSLN D) < (1 S e ) AP )
q—1 q—1 q q

qg—1 q—1 q q co-CDH*
<q_2+q_3+q_1+q_2> VErOPH" ()

Since the sum of the four fractions is at most 5 for all primes ¢ > 11, we conclude

AQVHETLECADHR ) < 5. Ay (3.

This completes the proof of Theorem 5.1. O]
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Signature Compression and the
Message-Square Extension

This chapter presents two extensions addressing different limitations of the baseline
construction mkghs-br from Chapter 5.

Section 6.1 introduces mkqhs-l;r, a compressed variant of mkghs-br that reduces the
evaluated signature size from O(tR) to O(t + R). This makes the scheme practical
for low-rank statistical approximations with R > 1 and many signers, where the
multiplicative signature size of mkghs-br would otherwise become prohibitive.

Section 6.2 introduces a message-squares extension of mkghs-br we fittingly refer
to as mkghs-br-m2. The extensions adds signing of m? alongside m in the signing
algorithm, extending the supported polynomial class to include direct square terms
bim? for b; € Z;. 'This enables evaluation of quadratic quantities, including variance
and least-squares loss.

Section 6.3 uses that the two extensions are independent of each other and may there-
fore be applied simultaneously to mkghs-br, resulting in a combined construction
that inherits both the extended function class of mkghs-br-m? and the compressed
signature size of mkqhs-gr.

6.1 A Compressed Construction: mkqhs-br

The baseline construction mkghs-br achieves support for bounded-rank quadratic
evaluation, but the size of its evaluated signatures grow as O(tR). The high cost
comes from the per-identity vectors ui(:f ), ui(;} ) e Zf, which together contribute 2t R
scalar elements to the signature. For applications such as low-rank approximations of
statistics over many signers, this multiplicative dependence on ¢ and R may quickly
result in very large evaluated signatures.

In this section, we present a compressed variant of mkghs-br, we refer to as mkghs-br,
and whose algorithms are illustrated in Figure 6.1. The mkq hs-br variant reduces the
asymptotic evaluated signature size from O(tR) to O(t + R) compared to mkghs-br,
which we argue makes it more practical for low-rank statistical applications involving
many distinct users, where the rank R is often larger.

The main change from mkghs-br is that the verifier no longer needs the full per-
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6. Signature Compression and the Message-Square Extension

identity vectors ,ui(c? ), ui(c]) ), since looking back at vers in Figure 5.2, these vectors

only appear in the inner products (p, p,i(;‘ )> and (p/, p,i(;) )) using the verifiers random

challenge (p, p') < (z;)™*. We may therefore have Eval compute these inner
products instead, given we can guarantee that the random challenges are fixed before
the computation.

We achieve this by replacing the verifier-sampled challenge (p, p’) & (Z%)"™? with

a deterministic challenge (p, p’) & H »(+) computed from a hash function
H, :{0,1}* — (Z:)™"2,

queried on public elements of the evaluated signature. Since both Eval and Verify
have access to these public elements, both can derive the same challenge without
any interaction.

The evaluator then compresses each pair (,ui(; ), ,u,i(:; )) into a single scalar

A = (p, iy + (o, uiy,

and, for each id € P, only includes A" € Z, in place of the two length-R vectors
pl? pul? . The global aggregates p® = Sy pl and p® = Sy pl? are still sent,
as they are needed to recover the quadratic part of the claimed output m. Crucially,
these R-vectors appear only once in the signature rather than once per identity, and

therefore contribute only O(R) group elements rather than O(tR).

6.1.1 Changes From mkqghs-br

The Setup, KeyGen, and Sign algorithms of mkq hs-br are identical to those of mkghs-br
in Figure 5.2. The modified Eval and Verify algorithms are given in Figure 6.1.

In mkqhs-bNr, the evaluated signature o = (’y, {ﬁid}idep,u(“)>ﬂ(v)> consists of the

same group elements 7 = (%), 4™ ~(®)) as in mkqhs-br, but with differing scalar
clements. Indeed, fig = (1, A2") € Z: for each id € P, where the scalar il and
global aggregates p(), u® € Z% replace the two per-identity vectors pl ) e ZE
used in mkghs-br. In total, the signature contains 2R+ 1 group elements and 2t+2R
scalar elements, giving overall size O(t + R). When R < O(logn), the evaluated

signature size is bounded by O(t + logn) and the scheme remains succinct.
Verification now also proceeds in four checks instead of three.

Algebraic check (ver;). This confirms that the claimed 7 equals p(® + (™, ).
This is the analogue of ver; in mkghs-br, but here the inner product is computed
directly from the sent global vectors ™, u(*) instead of being recovered from
per-identity vectors p”, pl?.

Linear pairing check (very). Identical to very of mkghs-br, it verifies that the lin-
ear part of the evaluation was performed correctly against the public keys.
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Eval(P, {o: )
1: parse P = (f,{{;}i=;)
2: parse f = ({a;,u;, v} ;)
5: parse w; = (Uj1,...,UR)
4: parse v; = (vi1,...,0R)"
5: parse o; = (id;, vi, i)
6: 7@ =T["
i=1

7: for r € [R]
8 =TI A = TIn

i=1 i=1
9: V(u) :(’AU))- -’Vg))T
10: W= (’YYJ% -a’Y}(;))T

1n: 5=
Verify(P, {pkiq }idep, M, &)

11

12 :

13 :

14

15 :

17 :

18 :

19 :

for id e P
Iid = {Z c [n] ’fz

Mi(él) = Z Qg [

1€Tiq
Hi((;u ) = Z M Qg
1€Tig
/1'(“) _ Z ull((;l)
ideP

(p7 p/) - HP (P* ¥ {Mi(c(il)}idEP-/ /J’(u> /JJ<1)>

for id e P
/1.(('1’ Y = (p, u.(d)>
( (a) ~(u,w
Hig s Hig
return ¢ =

= (id, )}

Hi(;}) = Z Hi Vi

1€ Ly

W= Sl

ideP

+ (o, )

)

(’Ya {fiid fidep, H(“), N(U))

1: parse P =

(fv {&}?zl)’ f

3: foride?P

v parse = (1)

5:  TLy={i€[n]|l=(id,-)}

7 ,U'(a) — Z .LLSL)

ideP
8: verp < [m == ,LL(a) + <l’l’(U)7 u(’U)>:|

9: VEery <— 6(’7(11),92) et H
i ideP
10: T, = (y")P(y")”

11: Vverg <
ideP

121 very <

S == (o

lideP

13: return [ver; A verg A vers A very]

(a) HH

€Ly

e(Tpg) == [] e ( p”

1 H@)

’LEI,d

= ({ai, i, vitig),

2: parse & = (7, {fiataer, n" n"), 5 = (1,4, 4V)

61 (p,0)  Hy(P.7, {1y Yiaer, ™, u)

)

p,uz (p'vi)

n) + (o, u‘"w}

~)

Figure 6.1: The Eval and Verify algorithms for mkghs-br. Setup, KeyGen, and Sign
are identical to mkghs-br, given in in Figure 5.2. Green text indicates changes from

Figure 5.2.
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Quadratic pairing check (vers). This is the counterpart of vers in mkghs-br. It
uses the same collapsed pairing equation in Gp, but with the per-identity

exponent of g; now coming directly from ﬂi(f ) instead of being reconstructed
as (p, ") + (p', ).
Compression-consistency check (vers). This is new to mkq hs-br. It verifies that

the compressed per-identity scalars /]i(;‘ ) are consistent with both the global

vectors ™, () and the random challenge (p, p'). Concretely, it checks that

S g = (p,n™) + (o, ut).
ideP

Without this check, the evaluator could choose each [ri(:f ) freely, decoupling
the per-identity scalars from the global aggregates.

6.1.2 Sketch of Correctness

We sketch evaluation correctness and note that authentication correctness follows
as the special case n = 1 with f given by the identity program Z, as in Section 5.5.

Checks very, very, and vers in Figure 6.1 pass deterministically by the same arguments
as in the correctness proof of mkghs-br in Section 5.5. This is because the global
vectors ﬂ 1) are honestly computed as the sums of the per-identity vectors
{Md , Mld)}|d€p, and the new per-identity quadratic aggregate is

i = (p, ) + (o', 1)

The check ver, follows from the definition of /i ,uld ) in mkqhs-br.Eval, since substitution
and rearrangement of the left hand side of very yields

oAyt =3 ((p,uf§)> +{p, uf§)>)

ideP ideP

- Z Z (pT |d T =+ p;*pﬂ(d’u,)r>

|d€77 r=1

_Zpr )—I—Zpr
= (p, pt) + <p : u(”)>-

Lastly, correctness also requires mkghs-br.Eval and mkghs-br.Verify to derive the same
challenge (p, p’), which holds because both compute it from H, on the same inputs.

Since all four checks pass deterministically, the scheme satisfies both authentication
and evaluation correctness.
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6.1.3 Security Theorem and Proof Outline

Theorem 6.1. Assuming that the co-CDH" problem is hard, the compressed scheme
mkqhs—bNr in Figure 6.1 is secure under HomUF-CMA-DHQ in the random oracle
model. Formally, let A be a PPT adversary in the HomUF-CMA-DHQ security
experiment. Then its advantage is bounded by

AdUHTUECMADHA ) < 5. Adv PP (),

where B is a PPT algorithm that solves the co-CDH* problem with advantage
Adviy“PH(N).

The proof follows that of Theorem 5.1 closely, and we defer the full proof to Ap-
pendix A. The structure of the proof is similar, where forgeries are distinguished
between linear and quadratic type, and each is reduced to extracting a co-CDH*
solution from ¥(® or I', respectively. The abort probabilities are bounded via the
Schwartz—Zippel lemma.

The main differences relative to the mkghs-br proof are:

Simulation of H,. The hash H, is modelled as a random oracle H,, returning
uniformly random values in (Z})™? while maintaining consistency across
repeated queries. Additionally, since H, is not used inside Sign, H, is not
subject to the delayed-hash restriction of the HomUF-CMA-DHQ experiment.
Since this is the only difference in the simulation, Claim 4.3 still applies and
the simulation is indistinguishable from a real execution of HomUF-CMA-DHQ.

Type-2 Quadratic Forgeries. In the mkghs-br proof of Theorem 5.1, extraction
from Type-2 quadratic forgeries relies on the per-component mismatch terms
((5& 1,(5& )). In mkghs-br, the per-identity vectors are no longer part of the

evaluated signature, so we instead define a single scalar mismatch per identity

R

Oig = ﬂi(:,v)* = (MZ ug mi + Ly v;i,,mi) : (6.1)
r=1 1€Ziy i€Liq

The very check then forces any inconsistency in the per-identity mismatch terms

of (6.1) to propagate into the global aggregates pu(™*, u(*)* with overwhelming

probability. Since this is the main difference in the security proof, we provide

its proof in Claim 6.2 below.

Type-3 Quadratic Forgeries. In the mkghs-br proof of Theorem 5.1, extraction
from Type-3 quadratic forgeries uses Ajq built from 6;y = (p, ,ui(; )*> +(p', l’l’i(:j) )*>.

In mkghs-br, the per-identity vectors are not part of the evaluated signature, but
the compressed scalar [Li(jt “)* plays exactly the same role as (p, “’i(c? )*>+<P/7 l‘l’i(c;) )*>.
Hence, setting O3 := ,ai(f “)* in the definition of A, G4, and by, the extraction
and abort-probability argument goes through word-for-word as in the Type-3
quadratic case of Theorem 5.1.

Claim 6.2. In the quadratic Type-2 forgery case of mkqhs—gr, there exists at least
one identity id € P* such that diq # 0 except with probability at most q_%.



6. Signature Compression and the Message-Square Extension

Proof of Claim 6.2. As in Theorem 5.1, we recall that a quadratic Type-2 forgery
implies

R
ZM(U)* (v)* Zuﬁu)o,u&u)o. (62)
r=1

where we denote the honest aggregates
n
= Z u;‘k,rmh rv)o Z Uz P17
i=1

Assume for contradiction that d;qy = 0 for every id € P*. Summing over all identities

gives
Z 5id = 07
ideP*

and expanding using (6.1),

O:Z/E(“v)* ZZ(MZU S+ Y ) ml)

ideP* ideP* r=1 1€Ly 1€y

R
SN DY (pr > 2 upmitp > vi‘,rmz)

idep* =1 ideP* i€Ty ideP* i€Ty
=Y g Zprm + Pt (6.3)
ideP*

Furthermore, since ¢* verifies, the check ver, on line 12 in mkqhs—bNr.Verify from
Figure 6.1, implies

R
> g™ = (o, ™) + (0!, 1) = 3" oo™ + g
ideP =

Substituting into (6.3) and rearranging, we obtain

R R
> pe (" = %) + 37 pl () = ) =0, (6.4)

r=1 r=1

We may view the left hand side of equation (6.4) as a non-zero linear polynomial in
the random Varlables {p,, p'}E_ | sampled uniformly from Zy by H,. We also note
that since {p(W*, u(*}2  appear as input to the random oracle H,, the adversary
must commit to these values before the challenge (p, p’) is determined. The poly-
nomial is therefore evaluated at a point that is uniformly random and independent
of the adversary’s forgery.

We claim that not all coefficients in this polynomial are zero. Indeed, if p{"* = p{*)°
and p* = p(° for all r € [R], then

Zu(“)* () ZMT ue,
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contradicting (6.2). Therefore, by the Schwartz-Zippel lemma, with |Z}| = ¢ — 1
equation (6.4) holds with probability at most 1/(¢ — 1). Since this bound comes
from the assumption that d;qy = 0 for all id € P, we get

Pr[Vid € P* 0y = O} < qil’

which proves the claim. O

6.2 Succinct Message-Squares: mkghs-br-m?

Many practical use-cases of MKHS arise in statistics and machine learning, where
support for quadratic polynomial evaluation is necessary for common computations
such as variance and least-squares loss. We show how these examples point at a
limitation of the bounded-rank quadratic class supported in Chapter 5, and subse-
quently address it by extending mkghs-br.

6.2.1 Limitations of the Bounded Rank Function Class

We recall that the quadratic part of the evaluated polynomials in Chapter 5 and

Section 6.1 had to be expressible as m"Qm with rank(Q) < R = O(logn). This cap-

tures low-rank cross terms, but fails at capturing sums of quadratic terms >, m?.

To give a concrete example, variance over the data points my,...,m, is expressed
as
2
Var(my,...,mp) == m; — = (Zmz>
n = n? \ &=
=1 i=1
1 1
—m' (In — 211T> m
n n
=m'V,m,

where 1 = (1,...,1)T. The matrix V,, has rank(V},,) > n — 1 since rank(l,) = n
and rank(11") = 1. Hence, the previous class of admissible functions also fail at
variance calculations.

To handle these sorts of expressions while preserving succinctness, we modify mkghs-br
by also signing message-squares m? in Sign. We refer to the resulting construction
as mkghs-br-m?.

6.2.2 The New Admissible Function Class

The message-squares extension has the effect of extending the supported polynomial
class to explicitly include square terms, yielding polynomials of the form

n

f(my,...,my,) = Z(aimi + bim?) + Z:l (i ui7rmi> (ﬁ: vi,rmi> ) (6.5)

i=1
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For the function class (6.5), we once again require that every label ¢; appearing in a
labeled program P must contribute non-trivially to f, meaning that for each ¢; € P,
at least one of (a;,b;) # (0,0), or (w;,,v;r) # (0,0) for some r € [R] must hold.
This is the natural extension of the non-triviality restriction imposed in Chapter 5,
but now accounting for the additional square coefficient b;.

6.2.3 Examples of Computable Statistical Functions

Table 6.1 shows how a range of practical statistical functions can be expressed in
the new admissible function class (6.5), all with R < 1, confirming that succinctness
is preserved.

Polynomial Function a b R wi v
> m? Squared norm 0 1 0 - -

i=1

1 1/ )

— Z m; — — (Z mi> Variance 0 % 1 1 —n—12
iz n=\i=1

Z(ml —¢;)? Euclidean distance —2¢ 1 0 - —

i=1

1 & 9 2y 1

—> (mi — y;) Least-squares loss (MSE) —=% -~ 0 - —

iz

Table 6.1: Representation of polynomial functions in the extended class (6.5). The
vectors ¢ = (¢q,...,¢,) andy = (y1,. .., yn) are public so additive constants depend-
ing only on these are omitted as they are computable by the verifier.

An important statistical use case is evaluating the squared Euclidean distance be-
tween two d-dimensional vectors, x and y. For n = 2d messages, we define x =
(my,...,mg)" and y = (mgi1,...,maq) ", yielding:

d

[x — YH2 = Z(mi - de)z.
=1

For d = 2, the quadratic part admits a rank one decomposition with the help of the
square terms. Indeed, letting f be an admissible function from (6.5) with a; = 0 for
all 7 and

b=(0,2,0,2)", R=1, w=(1,1,-1,1)", vy=(@1, -1, -1, -1)",

70



6. Signature Compression and the Message-Square Extension

we may verify that
f(ml, mg,m37m4) = ng + Zmi + (m1 -+ Mo — M3 -+ m4)(m1 — Mg — M3 — m4)

2 2 2 2
=mj +m; + mz +my — 2myms — 2momy

= (m1 —my)® + (m2 —ma)® = ||x - y|*.
(6.6)
We generalise this to arbitrary dimension d in the following proposition.
Proposition 6.3. Let x = (my,...,mg)" andy = (mgi1,...,maq)’ be two d-
dimensional vectors in Zg. Then their squared Euclidean distance
d
Ix = yl* =" (mi — miya)® (6.7)
i=1

lies in the polynomial class (6.5) with minimal R satisfying R < [d/2]. Such a
representation with R = [d/2] is obtained by applying the coefficients in Table 6.2
to (6.5).
d
Squared Euclidean Distance: z:(mz —mirq)?, R=T[d/2]

i=1

Case Coeff. Index (7)
by = 2 2r, 2r +d
Ui = 1 2r —1, 2r, 2r+d

For each

refl,... |d/2)} Y =1 2r—1+d
vip = 1 2r —1
vy = —1 2r, 2r —1+d, 2r+d

If d is odd uj g =vir= 1 d

(R =[d/2] # d/2]) wip=vip=—1 2d

Table 6.2: Coefficient assignment for the squared Euclidean distance expressed in
the admissible function class (6.5). All unlisted coefficients are zero.

The proof of Proposition 6.3 is deferred to Appendix B.

We regard the ability to express squared Euclidean distance with small R as an
indication of high expressivity for the mkghs-br-m? function class. Succinctness is
preserved for dimensions up to d = 10, where the resulting n = 20 and R = 5
satisfy the condition R < [log,n]|. However, for d > 11, the rank exceeds this
threshold. We consider this supported dimension range sufficient for many practical
applications. In particular, the ability to succinctly evaluate squared Euclidean dis-
tances allows for verifiable computation of pairwise distances, allowing applications
in nearest neighbour classification and k-means clustering.
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6.2.4 Construction

We now present the succinct message-squares
variant of the mkghs-br construction from Chap-
ter 5. All changes stem from one modification
where Sign also signs m? in addition to signing
the message m.

Concretely, Setup and KeyGen remain un-
changed, except that Setup now fixes two hash
functions Hy, Hs : {0,1}* — Gy, as shown in Fig-
ure 6.2. Using these hashes, the Sign algorithm
signs both m and m? under the same label:

7= (Hl(f) -g{")Skid and ’y/ = (H2(g) . g{rﬁ)skid'

Eval and Verify are then modified to handle +/
by treating it like an additional component in
the linear signature aggregate v(* from mkghs-br.
Specifically, v(*) is replaced with

A =TT ()™,
=1

reflecting the computation 1, (a;m; + b;ym?),

(a)

and likewise, py’ gets replaced with

Z (agpi + bips?).

€Ty

a,b
Mi(d )=

Moreover, ver; and vers are then adjusted to ver-
ify the same relation as the previous construc-
tions, but with the linear part extended to in-
clude the square terms.

Setup(1?)
1: G <« BilinGroups(\)

2: define sets:
3 ID, 7 C{0,1}*
4: M C Z,
5: fix hashes:
Hy, Hy: {0,1} — Gy
pp < (G,ID, M, T, Hy, H>)

8 : return pp

N O

KeyGen(pp)

1: id& D

2: sky & 7

3: pkyg = ggkid € Gy

4: return (skiy, pkig,id)
Sign(sk,q, £, m)

1y = (Hi(f) - g7
2: 7 = (Ha(0) - gi")™

3: p=m

4: return o = (id, 7,7/, i)

Figure 6.2: The Setup, KeyGen

and Sign algorithms for the
message-squares extension.
Green text indicates changes

from Figure 5.1.

We also emphasize that the cross-term mechanism remains identical to mkghs-br, so
the evaluated signature is unchanged in size at O(tR). However, signing m? alongside
m introduces an additional trust assumption on the signer, which is discussed further

in Chapter 7.

6.2.5 Correctness of mkghs-br-m?

We show that mkghs-br-m? satisfies evaluation correctness. Authentication correct-
ness follows as a special case for n = 1 by setting a; =1, by = 0 and R = 0.

Suppose that the messages {m;}!_; have been honestly signed. For each i € [n], the

signature then consists of o; =

vi = (Hy(6;) g7 )™,
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EvaI(Pa {Ui ?:1)

1: parse P = (f7 {@‘}?:1) 9: ’Y(u) = (’Y£U)7 e ,’n(%‘))T
2: parse f = ({ai7 b’f7 u;, VZ}?:]_) 10 : ’y(v) = (’}év), . ,’}/I(zv))—r

3: parse u; = (ui,l, . ,’LLLR)T 11 ’Y _ ( (a, b>,")’( )’,y(v)>
4: parse v; = (vi1,... ,vi,R)T 2: forideP
5: parse o; = (id;, Vi, 7., i) 13 : Ta={ic[n]|t=_(d, )}

(a,b) b, ,b :
6: A H i) 14 : H.(JL ) = Z (aiui+b7j,u,f)

1€20g
7: forTG[R}I 15 |d _Zuzu“ i(;}):ZMiVi
Ui Vi 1€Ly 1€Lq
5 H” XA H” o (@h) @ )
16 fud = (g Mg s Big)

17: return & = (7, {fiid }idep)

Verify(P, {pkiq }iaep, 1, &)
1o parse P = (f,{t:}iiy), f= ({as bi,wi, vi}ii,)
2: parse ¢ = (7,{fid}ider), ¥ = (“/(""b)n’(")v’)’(v))
3: forideP

4: parse [iig = (u.(d ),u(é‘),u.(d))

5: Tig={i€[n]| ;= (d,)}
6: plad) — Z Mi(g,w

ideP
. v) __ (v)
7 Zﬂld, ()—Z“id
ideP ideP

8: very « [m == p(®b) 4 <u(u)’u(v)>}

9: very + |e(y <“b),gz)::H ( HHI ) Ho (0 )',Pkid)]

ideP 1€7i4

()

12 : verg < e(rpng) == H e <gip I‘.d vﬂ.d ) H Hl Puz (o' V«;>7 Pkid)]

ideP 1€y

$ *
0: (p,p) & (25)™?
m: I'y=

13: return [ver; A vera A vers]

Figure 6.3: The Eval and Verify algorithms for mkghs-br-m?2. Setup, KeyGen, and
Sign are given in Figure 6.2. Green text indicates changes from Figure 5.2.
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Algebraic check (ver;). Summing the per-identity message-square aggregates

ufj ® over all identities in P yields the global aggregate

D= > Mi(?b) = > (am; +bmi) =3 am; +bimj.

ideP ideP icTy i=1

Combined with the global quadratic aggregates p® and p) (derived as in Sec-
tion 5.5), the verifier checks

n

R n n
pl? - () =3 (@i + bim) + 3 (Z um) (Z Uiﬂ*”“)
=1 =1

i=1 r=1
= f(my,...,my,) =m.

Thus, ver; passes for honest evaluations.

Linear pairing check (ver;). Expanding 7(*" using the honest signing equations
and grouping by identity yields

ab) ny
::II(‘Hiwog?w%-<z@<anﬁﬁ>m>*m

skig
= H (H Hi(6;)* Hy (L ) ' ‘giaimﬁbimi))

ideP \i€Zy
(a b) skia
= H ( 11 Hl(gi)aiH2(£i>bi> -
deP €Ty

By the bilinearity of e and pk;y = ggk‘d, we obtain

skig
e(V(CL’b)792): H e ( H Hy(€;)* Hy( ) ) ) g2

ideP 1€y

:H( T e wgum)

ideP 1€1y

which matches the verification equation of vers in Figure 6.3. Hence, the check
always passes.

Quadratic pairing check (ver3). The check vers passes deterministically as in
the correctness proof of mkghs-br from Section 5.5, since vers remains identical with
H; taking the place of H.
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6.2.6 Security Theorem and Proof Outline

Theorem 6.4. Assuming that the co-CDH* problem is hard, the scheme mkghs-br-m?
in Figure 6.3 is secure under HomUF-CMA-DHQ in the random oracle model. For-
mally, let A be a PPT adversary in the HomUF-CMA-DHQ security experiment.
Then its advantage is bounded by

HomUF-CMA-DH _CDH*
AdVAmkqhs-br-m2 Q()\) < 5-Advg (A),

where B is a PPT algorithm that solves the co-CDH* problem with advantage AdeBO'CDH* (N).

The proof follows that of Theorem 5.1 closely, and we defer the full proof to Ap-
pendix C. The structure of the proof is similar, where forgeries are distinguished
between linear and quadratic type, and each is reduced to extracting a co-CDH* so-
lution from ~(@Y* or I respectively. The respective abort probabilities are bounded
via the Schwartz—Zippel lemma. Quadratic extraction is identical to that of mkghs-br,
since the message-squares extension leaves vers in Figure 6.3 structurally unchanged.

The main differences relative to the mkghs-br proof are:

Simulation of H;. The reduction now programs two random oracles instead of one.

During the sign query phase, B samples independent t, ¢/ & Z4 and programs
both oracles simultaneously on the queried label as

2

Hi(l) = gth™,  Ha(l) = g ™

This allows B to compute the new signature component 7' as v = (Xi“QSth')yid7
analogously to v and without knowledge of x. For fresh hash queries on
unsigned labels, B instead programs H;(¢) = h™ and Hy(¢) = b for r, 7’ & Zy.
By applying Claim 4.3 independently to each oracle, the view of A remains
identically distributed to a real execution of HomUF-CMA-DHQ.

Type-2 forgeries. In the mklhs; proof of Theorem 4.1, extraction relies on the
per-identity mismatch &y and the intermediary variable Aiy. In mkghs-br-m?,
both quantities are extended to absorb the message-squares structure:

0ig = Mi(?b)* - Z (Cljm@ + bfm?)a
1€Tiq

1 oo *\a* *\b*

Ag=g{ - JT Ha()™ Haoll])".

1€L5g

The Type-2 forgery case-split then branches on whether some 4 # 0 (linear
case, handled exactly as in the mklhs3 proof of Theorem 4.1) or all §g = 0
(quadratic case, handled exactly as in the mkghs-br proof of Theorem 5.1).

Type-3 forgeries. The admissibility condition for mkghs-br-m? described in Sub-
section 6.2.2 requires that every ¢ € U satisfies at least one of (af, ;) # (0,0)
or (uj,,v;,) # (0,0) for some r € [R]. The Type-3 forgery case-split therefore

branches on whether (af,b;) # (0,0) for every i € U (linear case) or whether

1771
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some i € U has af = bf = 0 and (uf,,v},) # (0,0) for that i (quadratic case,

handled exactly as in the mkghs-br Isroo% of Theorem 5.1).

In the linear case, extraction proceeds as in the Type-3 proof of Theorem 4.1,
with the difference that each unsigned index i € Uiy now contributes a}r; +
bir] to by (rather than air; alone), reflecting the two programmed hashes.
A negligible abort probability follows from admissibility, which states that
(aF,bF) # (0,0) for every i € U.

1771

Combining the four cases with the union bound yields the claimed advantage of
5 - Advy“PHY () for all primes ¢ > 11.

6.3 The Combined Construction: mkghs-br-m?

The two extensions presented in this chapter are both modifications of mkghs-br
that act on independent parts of the construction. The mkghs-br-m? extension of
Section 6.2 modifies only Sign, ver;, and vers, while mkqhs—bNr of Section 6.1 modifies
only vers. Since their changes do not interact, they can be applied simultaneously to
mkghs-br, yielding a construction that achieves the extended polynomial class (6.5)
of mkghs-br-m? and the compressed evaluated signature size O(t + R) of mkghs-br.

Concretely, the combined construction is obtained by applying the message-squares
signing of Figure 6.2 together with the compressed Eval and Verify of Figure 6.1, but
replacing 7(* and ui(g ) throughout with (@b and ui(g ) respectively. We refer to the
combined construction as mkghs-br-m?

Correctness follows immediately from the correctness of mkq hs-br and mkghs-br-m?
applied independently to their respective components in mkghs- br-m? Security under
HomUF-CMA-DHQ follows by combining the proofs of Theorems 6.1 and 6.4. Linear
forgeries are handled by the simulation and extraction arguments of mkqh§—br—m2,
and quadratic forgeries are handled by the mismatch argument of mkghs-br. The
resulting advantage bound is therefore

HomUF-CMA-DHQ on
A e (A) < 5 Advi P (1),

identical to mkqhs-br and mkghs-br-m?2.
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Trust, Efficiency, and
Implementation

We have now introduced all four constructions of this thesis and established their
correctness and security. This chapter addresses three practical questions that re-
main.

Section 7.1 examines a new trust assumption introduced by the message-squares ex-
tension in mkghs-br-m? and mkghs-br-m? and proposes a one-time batch consistency
check that certifies an entire dataset of signatures with a single evaluation. Sec-
tion 7.2 compares the four constructions in evaluated signature size and dominant
computational cost, concluding by recommending mkqhs—b~r—m2 as the default for
multi-key statistical applications. Section 7.3 describes a reference implementation
of the four constructions.

7.1 Dishonest Signers

In mklhs, mkghs-br and mkq hs—b~r7 the Sign algorithm produces a single group element
v = (H({) - g")* encoding the message = m. In mkghs-br-m2 and mkghs-br-m? it
additionally produces 7/ = (Hy(f) - g7"°)%, encoding the square m? under the same
label and key. This introduces a new degree of freedom where a signer could provide
a v inconsistent with the message encoded in . We argue that this additional trust
requirement is acceptable in practice, since any such inconsistency is detected at
verification whenever the evaluator is honest. We also propose a concrete one-time
consistency check that can certify consistency of a batch of signatures at once.

Detection with an honest evaluator. mkghs-br-m?Eval in Figure 6.3 computes
the per-identity ui(g ) = Yiez, (@i + b;p?) from the claimed messages 1, not from
the +/ components. If a signer provides v, encoding some w; # pu? while keeping
Wi = m;, a mismatch arises between ,ui(j ¥ and 7(@b) in the evaluated signature. The
honest evaluator computes ,ui(él ) from the scalar wi, and thus uses the correct m?,
while the group element ~(®? = [Licpm) Vi ()% incorporates the dishonest w; via
~i. The resulting mismatch causes very to fail whenever b; # 0, so a signer who
provides an inconsistent 7, cannot pass verification against an honest evaluator on

any labeled program that uses square terms.
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Colluding signer and evaluator. If the evaluator is also dishonest, it could
adjust ,ui(g ® to match the inconsistent i, allowing very to pass despite the claimed
message not being honestly computed. However, this threat already exists in mklhs,
mkghs-br and mkghs-br. A dishonest signer can produce ¢* = (v*, u*) with v* =
(H(¢) - g™)* and p* # m, and a colluding evaluator can adjust the aggregated
signature accordingly. Hence, a colluding signer and evaluator can always produce
a consistent but incorrect output regardless of the construction, and the message-
squares extension introduces no additional attack surface. We note that this kind of
collusion is outside the scope of both HomUF-CMA and HomUF-CMA-DHQ, which
model all signers as honest and only consider dishonest evaluators.

A batch consistency check. We have established that a verifier may detect if
some 7, is inconsistent in an honestly evaluated program, but such an inconsistency
would pass unnoticed with b, = 0 until ~/ is used in a program with b; # 0. The
failing verification also does not indicate exactly which signature is malformed.

As an extra integrity check, we propose a procedure allowing anyone who wishes to do
future evaluations on a dataset of individual signatures {o; }"_; = {(id;, vi, 7}, i) Heq,
to run the one-time consistency check illustrated in Figure 7.1. The check produces
a single evaluated signature & that certifies consistency of all v/ at once.

ConsCheck({o; };, {pkiq }ider)
1: parse o; = (id;, v, v, pi) for each i € [n]

20 (e1,nyen) | & (L)
3: Define labeled program P, = (f., {¢;i}i—,) with R =n and for each i € [n]:
4 a; = O, b; = —C;, U; = Cci€; € Zg, VvV, =€; € ZZ

5: & + mkghs-br-m2Eval(P., {o;}7,)

6: return mkghs-br-m?Verify(P., {pkiy}tiaep, 0, &)

Figure 7.1: Batch consistency check for mkghs-br-m?2. By e; € Zq we mean the i-th
standard basis vector.

If the consistency check fails, indicating that at least one signature in the dataset
is inconsistent, a recursive binary search can isolate the malformed signature. Con-
cretely, by repeatedly partitioning the dataset of n signatures into two halves, run-
ning the consistency check on each half, and recursively checking any half that fails,
the inconsistent signatures can be located with O(logn) checks.

We acknowledge that our proposed check requires the evaluation of a labeled pro-
gram with R = n, breaking the succinctness requirement of R < O(logn) for our
constructions. We argue that this is an acceptable cost, since the check is intended
as a one-time pre-evaluation step on a dataset, after which evaluations of arbitrary
programs on the verified data may be executed safely. Hence, we consider the cost of
the dataset check to be amortised across all subsequent evaluations on its signatures.
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Lemma 7.1 (Batch Consistency for mkghs-br-m?). Let {o;}", = {(id;, vi, v}, s) }7y
be signatures from mkghs-br-m?, where ~, = (Hy(¢;) g )i for some w; € Zgy. The
procedure ConsCheck in Figure 7.1 then satisfies:

Completeness. If w; = u? for all i € [n], then ConsCheck returns 1 deterministi-
cally.

Soundness. If w; # p? for some i € [n|, then ConsCheck returns 0 except with
negligible probability.

Proof. Let ¢ = (c1,...,¢0)" & (Z;)" be the vector of challenge coefficients sampled
uniformly by the party running the check. The check runs Eval and Verify on the
labeled program P with coefficients

a; =0, bi = —c, R =mn, U, = Cr€y, Vr = €,

where e, € Zj is the r-th standard basis vector. The corresponding evaluated
function from (6.5) is then

f(m) =— Zn: cim3 + i(cmim) (ejm) = — zn: cimi + znz c,m? = 0. (7.1)
i=1 r=1 i=1 r=1

The expected output is therefore always m = 0 regardless of the choice of m.

2
Hence, if all signers behave honestly with v/ = (Ha(£;)g}" )™, the correctness of
mkghs-br-m? ensures that all three verification checks pass against m = 0 determin-
istically. This proves completeness.

Next, suppose some signer provides 7/ = (Hy(£;)g )% with w; # p? for at least
one index i. Substituting this dishonest 7, and the coefficients b; = —¢;, a; = 0 into
the expression for v(*? on line 6 in mkghs-br-m2Eval (Figure 6.3) and grouping by
identity, the evaluator computes

Y0 =TT ()% = T1(h)
=1 i=1

—c;

(AT oD

i=1
3 skig
— H (gl 1€y (i’ . H H2(€i>_0i) )
ideP 1€iq

For each identity, the evaluator also computes ufj ) from the sent scalars ; (which
the signer has claimed as their messages) as

a,b
s = 3" (i + bipid) = — 3 capid.
1€Lq 1€Lq
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After sending v(* and each ,ui(j ) to the verifier, the check ver, from Figure 6.3

takes the form

skig
a 721' . CiWi —c
6(7( ’b),92) =e H (91 < : H Hy(4;) ) ) G2

ideP 1€Tiq

? =D ier, Ciki e
= 11 6(91 ot T Hal)™, pkid) :

ideP ieIid
Applying bilinearity, together with pk,y = ¢35 and cancelling the matching H. o(0;) €
factors on both sides, reduces very to

2
= 2igep Skid Zielid CiWi ? = 2 igep Skid Zielid Cikty
€\ 91 g2 | = €l g1 192 ] -

By non-degeneracy of the pairing and the partitioning of [n| by Z4, this requires

n

> skig, ¢ (w; — 7)) = 0. (7.2)

i=1
We view the left-hand side of (7.2) as a linear polynomial in ¢ € (Z;)". The

coefficient of ¢; is sky, (w; — i), which is non-zero whenever w; # p?, since skiy. & Zy.
Hence, the polynomial is not identically zero since there exists at least on inconsistent
7', and the Schwartz-Zippel lemma over Z; bounds the probability that (7.2) holds

by 1/(q —1).

Hence, if any signer provides an inconsistent 7/, the consistency check will fail with
overwhelming probability 1 — 1/(¢ — 1), i.e., when the check passes the verifier is
assured that all 7/ are consistent with their corresponding p? except with negligible
probability, proving soundness. Il

7.2 Efficiency Evaluation

This section analyses the efficiency of the four constructions presented up to this
point, relative to each other and to mklhs. We consider two aspects, namely the
size of signatures returned by the schemes, and the dominant computational costs
caused by each of their algorithms.

7.2.1 Signature Size Tradeoffs

Individual signature size. The output of Sign in all constructions is a constant-
size individual signature o; that does not depend on number of messages n, number
of signers ¢, or the rank R of the quadratic form. In mkghs-br and mkghs-br, each
signer outputs o; = (id;, Vs, 14i), consisting of one group element «; € G; and one
scalar p; € Z,. The message-squares extension in mkghs-br-m? and mkqhs—b~r—m2
adds one additional element 7, € Gy, causing a constant cost of one additional G,
element per signature.

80



7. Trust, Efficiency, and Implementation

Evaluated signature size. The compression y
introduced in mkghs-br is not always beneficial, R 1 2 3
since for small R and few signers, sending the

global vectors p™, 1) once may not C?r)npe(n)sate 0 = | = | =
for dropping the per-identity vectors gy, iy’ 1 br | = MBF
In mkghs-br (and mkghs-br-m?), the evaluated sig- 5> | br br br
nature carries 2tR + t scalar elements in total, ——
while in mkghs-br (and mkghs-br-m?) it carries 3 | br br br

2t + 2R scalar elements. Therefore, mkqhs-br has
fewer scalar elements than mkghs-br if and only if
2t + 2R < 2tR +t, which simplifies to Table 7.1: Recommended scheme

by smallest evaluated signature
size for rank R and signers ¢t. Dark
shading indicates br variants are
preferred (¢t > 2}2%—?1), no shading
This condition is satisfied when R > 2 and ¢ > 2, indicates that br variants are pre-
or when R = 1 and t > 3, as illustrated in Ta- ferred, and light indicates a tie.
ble 7.1. For R = 0, there is no quadratic compo-

nent, and both mkghs-br and mkqhs—b~r act identically to mklhs with neither being
more efficient.

2R

t> :
2R—1

7.2.2 Computational Complexity

We analyse the dominant computational costs of the four constructions, summarised
in Table 7.2, and compare against the baseline mklhs construction.

We track three computation types ordered by cost: pairings, exponentiations in G,
and hash-to-G; evaluations. This reflects the hierarchy of operation costs in pairing-
based implementations, where pairings are the most expensive by a large margin,
exponentiations in (G; are the second most expensive, and hash-to-G; evaluations
are cheaper than exponentiations but still meaningfully expensive. The remaining
operations are omitted as negligible by comparison [29, Table 2].

Signing. Signing cost is constant in all parameters. The message-squares extension
adds a single exponentiation in G; and a single hash-to-G1, but since this is a
small constant overhead, it does not affect the asymptotic cost and we do not
consider it meaningful.

Evaluation. Evaluation cost grows with the rank R, since the evaluator must com-
pute the 2R quadratic group elements v and ~®). For the bounded-rank
setting R < O(logn), this becomes O(nlogn), which we consider modest. The
message-squares extension adds one extra exponentiation per input signature.

Verification. The pairing count is the dominant cost and is equal across all four
bounded-rank constructions at 2(t+ 1), i.e., double the ¢+ 1 pairings of mklhs.
This reflects the price of our method of supporting quadratic evaluations, since
a second pairing equation is used to authenticate the quadratic part of the
admissible function. Crucially, the pairing count does not grow with n or R,
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only with the number of signers ¢, which we consider makes verification still
practical for large datasets.

The costs of exponentiating in G, for verification are linear in n, t and R for all
constructions. The message-squares variants cause an extra n exponentiations
and n hash evaluations relative to their non-squares counterparts, since vers
must process both H; and Hs per label. This is meaningful but a fixed additive
cost, not an asymptotic one.

mklhs br /br br-m?2/br-m?2
_ exp. in Gy 1 1 2
Sign
hash-to-G; 1 1 2
Eval exp. in Gy n n(2R+1) n(2R +2)
pairings t+1 2(t+1) 2(t+1)
Verify exp.inG, | t+n 2(t+R+n) 2t+2R+3n
hash-to-G; n n 2n

Table 7.2: Dominant computational costs per construction, with mklhs as the linear
baseline. Costs are identical within each column pair (i.e. between mkghs-br and
mkqghs-br, and between mkghs-br-m? and mkghs-br-m?). Light shading indicates in-
crease in cost relative to mklhs and dark shading indicates a further increase beyond
that.

7.2.3 Recommended Construction

We argue that the two analyses above motivate mkq hs-br-m2as the default choice for
statistical applications. Among the four constructions, mkqhs—bNr—m2 dominates by
inheriting both the compressed O(t+ R) signature size of mkghs-br and the extended
function class of mkghs-br-m?, with their respective overheads over mkghs-br being
independent and small.

On the signature size side, the compression in mkqhs—b~r and mkq hs-br-m? reduces the
evaluated signature size from O(tR) to O(t+ R), which Table 7.1 shows is preferable
whenever R > 1 and ¢t > 2. Since MKHS are deployed by definition in settings where
t > 2, and many statistical applications motivating our constructions have R > 1,
this makes mkq hs-br and mkqhs—t;r—m2 preferable when it comes to succinctness. On
the computational complexity side, the pairing count is the dominant cost and is
equal across all four quadratic constructions, while the computational overhead of
the message-squares extensions are small and additive in comparison. We therefore
conclude that mkqhs—lﬂ)vr—m2 offers the best balance of expressiveness, succinctness,
and computational efficiency among the four constructions, and recommend it as
the default for multi-key statistical applications.
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7.3 Reference Implementation

To complement the theoretical contributions of this thesis, we provide a reference
implementation of the constructions developed in Chapters 5 and 6. The imple-
mentation is written in Rust, built on the arkworks cryptographic library [5], and
instantiated over the BLS12-381 Type-3 pairing-friendly curve, matching the Type-3
pairing setting used throughout the thesis. It is publicly available on GitHub [6]
under the Apache-2.0 license.

Scope. The implementation is intended as a research artifact accompanying the
thesis. It has not been audited and is not intended for production use. The library
includes the baseline mklhs scheme of Aranha and Pagnin [1] alongside the four
quadratic constructions developed in this thesis, with each scheme implemented as
a separate Rust module

Worked examples. The repository contains two runnable examples that use the
mkghs-br-m? scheme on the Efron-Hastie diabetes dataset [32], demonstrating end-
to-end signing, evaluation, and verification on real data:

Variance. Verifiable computation of the sample variance of the diabetes target
variable across t = 10 signers, instantiating the variance row of Table 6.1.

Squared Euclidean distance. Verifiable computation of the squared Euclidean
distance between two randomly sampled patients on three data dimensions
(age, BMI, blood pressure), instantiating Proposition 6.3 at dimension d = 3.

Both examples confirm that the constructions are practically usable on statistical
inputs of the kind in Section 6.2.3.

Ethical considerations. The Efron-Hastie diabetes dataset [32] is a publicly
available and fully anonymised benchmark of 442 patients with 10 data dimensions,
widely used in statistical learning. No individuals can be identified from the data,
and our use is restricted to demonstrating the correctness and feasibility of the
constructions on statistical computations only.
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Weakly-Secure HomUF-CMA
Transformation

We have so far analysed the security of our schemes in the HomUF-CMA-DHQ ex-
periment introduced in Chapter 3, which captures the delayed hash query restric-
tion used in the proof technique of Aranha and Pagnin [1]. In this chapter we
revisit the same schemes under a different security notion, the weakly-secure variant
of HomUF-CMA introduced by Fiore et al. alongside the original formulation of
HomUF-CMA [15]. Weakly-secure HomUF-CMA (Weak-HomUF-CMA) requires the
adversary to commit, prior to the setup phase, to the collection of messages and
tags it will request signatures on during the course of the game. The identities and
dataset identifiers remain adaptive however, as does the ordering of the adversary’s
queries.

The interest in Weak-HomUF-CMA is twofold. First, it is the standard weaker no-
tion of HomUF-CMA in the literature, and makes the security of our schemes di-
rectly comparable to other constructions. Secondly, Fiore et al. in their extended
paper [33, Appendix A, Theorem 5] give a generic transformation that turn any
Weak-HomUF-CMA secure scheme to a HomUF-CMA secure one, albeit requiring
cryptographic primitives not yet known to be implementable.

8.1 The Weak-HomUF-CMA Security Game

Definition 8.1 (Weakly-Secure HomUF-CMA Game — Weak-HomUF-CMA [15]).
The Weak-HomUF-CMA security experiment is identical to the HomUF-CMA security
experiment in Defintion 2.28, except with an additional commitment phase occurring
before the setup phase:

Commitment Phase. Before the setup phase, the adversary A commits to the
total numbers @iy and Qa of distinct identities and datasets it will query
during the game. For every pair (i,k) € [Qid] X [@a], A also commits to
a collection 7;; C T of tags together with a set of corresponding messages
{mT}Tem. Importantly, A is not required to specify the identities or datasets
identifiers at this stage. The commitment is then sent to the challenger C.

The experiment outputs 1 if the tuple returned by A is a HomUF-CMA forgery (as
defined in Definition 2.29), and 0 otherwise.
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Definition 8.2 (Weak-HomUF-CMA Unforgeable). A MKHS scheme is said to
be Weak-HomUF-CMA unforgeable if, for every PPT adversary A, its advantage in
winning the Weak-HomUF-CMA game is negligible in the security parameter of the
scheme. Formally,

Advﬂvye;ﬂkk':i%mUF‘CMA()\) = Pr[A wins the Weak-HomUF-CMA game for MKHS()\)]
< negl(\).

8.2 Weak-Secure Transformation of our Construc-
tions

We now describe a transformation of all MKHS scheme considered in this thesis, and
show that the transformed schemes are single-dataset Weak-HomUF-CMA secure in
the random oracle model with non-adaptive corruption queries.

We recall that with non-adaptive corruption queries we mean that the adversary of
the HomUF-CMA /Weak-HomUF-CMA security game can not corrupt any identity id
that has already been used in a previous signing query.

The transformation is done by prefixing every hash query made inside Sign and
Verify with the signing identity’s public key. Concretely, every internal call to any
hash H; : {0,1}* — G; within Sign and Verify on an input ¢ = (id, 7) is replaced
according to

H;(6) — Hj(pkig, £),

where pky = g5 ki is the public key of the signing identity id. For mklhs, mkghs- br
and mkghs- br this affects the single hash H, while for mkghs-br-m? and mkghs- br-m?
it applies to both H; and H,.

With this modification, a simulation for the Weak-HomUF-CMA game can then pro-
gram every hash used inside a sign query before the adversary can see the public key
and query the oracle on the same input. This change does not alter the algebraic
structure of the transformed schemes.

The result below is stated for a single dataset. In the multi-dataset setting, the labels
in our constructions are ¢ = (id, (A, 7)) where the dataset identifier A is chosen
adaptively by the adversary. Hence, at the time the simulator gets an identity query
for some id and generates pky., it does not yet know which dataset identifiers A will
later use. It therefore cannot pre-program H;(pki.,¢) for the relevant labels, since
those labels are not fully determined until A4 reveals the dataset name in later sign
queries.

Proposition 8.3. With the transformation as described above, each scheme mklhs,
mkghs-br, mkghs-br, mkghs-br-m?, mkghs-br-m?is Weak-HomUF-CMA secure under
the co-CDH* assumption in the random oracle model on a single dataset with non-
adaptive corruption queries, and retain the same constant advantage bound as in
their corresponding HomUF-CMA-DHQ security theorems.
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Proof. Each of the schemes listed in the proposition are provided with a
HomUF-CMA-DHQ proof that uses a reduction B to solve the co-CDH* problem
via the simulation described in Section 4.2.2, with accompanying modifications for
each scheme. We argue that the same reduction handles any Weak-HomUF-CMA
adversary A after a single modification to the identity-query simulation step. All
other steps of the simulations and the extraction arguments are unchanged.

Removal of corruption queries. By the same argument as in Chapter 3, we
remove corruption queries from our simulations using the result of Fiore et al. show-
ing that a MKHS scheme is secure against adversaries that do not make corruption
queries if and only if it is secure against adversaries that make non-adaptive corrup-
tion queries [15, Proposition 1].

Modification to the identity-query simulation. In the HomUF-CMA-DHQ
proofs of the schemes, the flag by prevents hash queries from occurring before the
signing phase is complete. In the Weak-HomUF-CMA experiment, there is no such
restriction, and the adversary may issue hash queries at any point. The modification
compensates for this by performing all signature creations at the moment a public
key is generated.

Concretely, when A submits an identity query for the i-th identity id;, the reduction
B generates pk,y. exactly as in the HomUF-CMA-DHQ simulation, and then immedi-
ately executes the sign query simulation step for every committed pair (7, m,) with
7 € Ti1. Only after all programming is completed does B return pk;y. to A. In other
words, for all 7 € 7;; with corresponding m., the signature o, = Sign(ski. , {7, m.)
with ¢, = (id;, 7) gets created by B before it returns pk;y to 4. This ensures that
the random oracle H gets programmed on each input (pk;y,, ;) as in the sign query
phase of the HomUF-CMA-DHQ simulations.

For mklhs, mkghs-br, and mkqhs—I;r, the sign query simulation programs a single
hash value H(pkiy,,¢-) per label, while for mkghs-br-m? and mkqhs—l;r—m,2 it pro-
grams both Hi(pkiy.,¢;) and Hy(pkiy,, /-) simultaneously, identical to their respec-
tive HomUF-CMA-DHQ proofs.

Ordering argument. By this transformation, every random oracle query that
Sign makes for id; is of the form H(pkiy., ¢) and therefore has pk;y, as its first argument.

The public key itself is set by the reduction as pkiy, = (X3)%4 = go % with g, & Z,
and is revealed to A only after all committed signing for id; has been completed.
Since A does not know pk;y. before it is returned, and it is returned only once all
random oracle programming for id;’s committed labels has occurred, A cannot issue
a hash query on any of those inputs before the corresponding programmed value has
been written to L.

This replaces the role of the by flag. Instead of the experiment stopping hash
queries until signing is done, the impossibility of querying a hash that contains a
yet unknown public key ensures the same ordering. Hash queries that A makes on
inputs of the form (pki., ) after receiving pk;y. then fall into two categories. Firstly,
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queries where ¢ = (id;, 7) with 7 € T;; return the pre-programmed values, which are
consistent with the corresponding signatures. Secondly, queries where 7 ¢ 7;, are

handled by setting H(pki,,¢) = h" for fresh r & Zg, as in the hash-query phase of
the HomUF-CMA-DHQ simulations.

Forgery extraction. Once A produces its forgery, B determines the forgery
type and the corresponding co-CDH* extraction is conducted exactly as in the
HomUF-CMA-DHQ proofs. Type-1 forgeries are no longer relevant since there is
only one dataset, while for Type-2 and Type-3 forgeries the extraction proceeds un-
changed. Every signed label’s hash was programmed as H({) = gith™™ during the
modified identity-query step, and every unsigned label’s hash was programmed as
H(¢) = h" during a hash query, so the expressions for Ay, B, and ¢ are identical to
those in the HomUF-CMA-DHQ proofs. The advantage of B is therefore the same as
in the HomUF-CMA-DHQ theorems for each of the schemes. O

Remark 8.4. We note that the Weak-HomUF-CMA secure versions of our schemes
may also be extended to support multiple datasets by applying the generic single-
dataset to multi-dataset transformation of Fiore et al. [15, Theorem 2]. A further
extension to full HomUF-CMA security with non-adaptive corruption queries in the
random oracle model may also be done by applying the generic Weak-HomUF-CMA
to HomUF-CMA transformation also given by Fiore et al. in the extended version
of their paper [33, Appendix A, Theorem 5]. Although, the latter transformation
requires cryptographic primitives that are not yet known to be implementable.
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9.1 Conclusion

This thesis was motivated by the observation that outsourcing computation is only
useful to the extent that the returned results can be trusted. Homomorphic signa-
ture schemes address this problem by allowing a verifier to confirm that a returned
result was correctly computed from originally signed inputs, without redoing the
computation themselves. In the multi-key setting, where inputs come from indepen-
dent parties each with their own secret key, implemented pairing-based constructions
were limited to linear functions. This left a gap between the linear evaluations the
schemes could verify and the quadratic functions that appear in practical statistical
settings.

The realisation that drove our progress was that quadratic evaluation did not have
to be computed directly. Any quadratic form of rank R decomposes into R rank one
terms, each being a product of two linear evaluations. Thus, we could reach beyond
linear evaluation using the same algebraic mechanisms already present in the linear
mklhs scheme.

During the course of this work, we first introduced HomUF-CMA-DHQ, a security
notion capturing the exact restrictions used in the original security proof of mklhs.
Following, we reproved the security of mklhs in the Type 3 pairing setting with a
tighter bound. We then constructed mkghs-br by extending mklhs, resulting in a
pairing-based MKHS supporting bounded-rank quadratic evaluation under the co-
CDH* assumption. We then extended it further in two independent directions: (i)
mkghs-br which reduces the evaluated signature size, and (ii) mkghs-br-m? which
broadens the admissible function class. These were combined into mkqhs—l;r—mz.
These four constructions are our main contributions: a family of pairing-based
MKHS supporting bounded-rank quadratic evaluation. We continued by discussing
efficiency and trust considerations across the four constructions, and provided a ref-
erence implementation in Rust demonstrating their practicality. Finally, we showed
that all constructions can be lifted to the Weak-HomUF-CMA security notion via a
straightforward transformation.

The bounded rank restriction remains the primary limitation, and lifting it is the
clearest direction for future work. However, evaluation in implemented MKHS has
now gone beyond linear.
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9.2 Future Work

The constructions presented in this thesis take a step toward non-linear, pairing-
based multi-key homomorphic signatures. Nevertheless, several future directions
remain open, ranging from removing the bounded-rank restriction to supporting
multi-hop evaluation.

Full-rank succinctness via inner-product argument. A possible approach
for achieving full-rank succinctness is to further compress the evaluated signature of
mkghs-br so that all dependence on R becomes logarithmic. We recall from Figure
6.1 that the R-dependence in mkqhs—b~r comes from the per-rank group elements
{7 @R e G2 and the scalar vectors u™, u® € ZqR.

» ir

Firstly, we suggest that the R-dependence from the G; elements may be removed
altogether by compressing the per-rank pairs (7, (") into a single per-identity
group element /

;yi(du,v) — H %(pmz')JrW Vi) o Gy,

1€7ig

changing the evaluated signature to having only ¢ + 1 group elements. The verifica-
tion can then be modified to accommodate this change while retaining
HomUF-CMA-DHQ security. Indeed, we give such an intermediate construction and
its security proof in Appendix D.

After this transformation, the only remaining R-dependence comes from g, pu(*).
These vectors are used only through the inner products (u™, u®) and (p, u™) +
(p', ) in ver, and ver, respectively. Importantly, the individual elements of the
vectors are never accessed, which we suggest makes them a good fit for an inner-
product argument (IPA).

An IPA lets a prover convince a verifier of an inner-product equation without re-
vealing the underlying vectors [34], [35]. Concretely, given public and independent
generator vectors g, h € G, a prover holding secret vectors a,b € Zf may convince
a verifier that they know a, b satisfying

c=(a,b) € Z, and P =g*h® c Gy,
by sending ¢, P, and a proof 7 of size O(log R) to the verifier.

We propose that one could further compress the intermediate construction of Ap-
pendix D by replacing the pair (u(“), ;1,(”)) in the evaluated signature with the inner
products required by ver; and ver,, together with their corresponding commitments
P and proofs 7. The reduced evaluated signature size of O(t+log R) would yield suc-
cinct evaluation of all quadratic polynomials by allowing full rank quadratic forms
with R = n.

What makes this approach non-trivial is the binding of P to the rest of the scheme.
Since an IPA only guarantees that some pair of vectors opens P with the claimed
inner product, an adversary could pick P for vectors that do not have relation to
the signed messages. Tying P to the signature elements verified in ver, and vers
therefore requires additional structure, which we leave as future work.
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Full quadratic evaluation via a chain of pairings. The bilinear property of
pairings is appealing for computing cross-terms m, - m; directly. However, we only
explored the naive approach before abandoning the idea, as discussed in Section 5.1.
A possible direction is to instead explore chains of pairing-friendly elliptic curves,
where the output group of one pairing serves as the input group of the next [36].
Such chaining could potentially enable full quadratic evaluation without the rank
decomposition our current construction requires.

Context hiding. FEvaluated signatures in our constructions leak information about
the underlying input messages beyond what is known from the computation result.
Context hiding is the property that prevents this. It has already been achieved
for pairing-based MKHS supporting linear functions [37], and extending it to our
quadratic setting is a natural direction for future work.

Multi-hop. Our constructions support only single-hop evaluation, meaning that
an evaluated signature cannot itself be used in further homomorphic evaluations.
Extending the schemes to support multi-hop evaluation would allow chaining com-
putations across different stages by feeding evaluated signatures back into Eval. For
example, a verifier could first query for Euclidean distances of freshly signed data.
Following, it could query for the averages of these distances. By the multi-hop prop-
erty, a single evaluated signature is produced certifying the correct computation of
both. The main obstacles to full multi-hop support are that chaining quadratic
evaluations produces higher-degree polynomials outside of the supported class, and
that the rank of the evaluation grows across hops, eventually violating our definition
of succinctness. Resolving these limitations is a natural direction for future work.

91



9. Final Words and Future Directions

92



Bibliography

D. F. Aranha and E. Pagnin, “The simplest multi-key linearly homomor-
phic signature scheme,” in Progress in Cryptology — LATINCRYPT 2019, P.
Schwabe and N. Thériault, Eds., Cham: Springer International Publishing,
2019, pp. 280-300, 1SBN: 978-3-030-30530-7.

D. Catalano, D. Fiore, and I. Tucker, “Additive-homomorphic functional com-
mitments and applications to homomorphic signatures,” in Advances in Cryp-
tology — ASIACRYPT 2022, Part 1V, S. Agrawal and D. Lin, Eds., ser. Lec-
ture Notes in Computer Science, vol. 13794, Taipei, Taiwan: Springer, Cham,
Switzerland, Dec. 2022, pp. 159-188. DOI: 10.1007/978-3-031-22972-5_6.
S. D. Galbraith, K. G. Paterson, and N. P. Smart, “Pairings for cryptogra-
phers,” Discrete Applied Mathematics, vol. 156, no. 16, pp. 3113-3121, 2008,
Applications of Algebra to Cryptography, 1SSN: 0166-218X. DOI: https://
doi.org/10.1016/j.dam.2007.12.010. [Online|. Available: https://wuw.
sciencedirect.com/science/article/pii/S0166218X08000449.

S. Chatterjee and A. Menezes, “On cryptographic protocols employing asym-
metric pairings the role of revisited,” Discrete Applied Mathematics, vol. 159,
no. 13, pp. 1311-1322, 2011, 1ssN: 0166-218X. DOI: https://doi.org/10.
1016/j.dam.2011.04.021. [Online|. Available: https://www.sciencedirect.
com/science/article/pii/S0166218X11001648.

arkworks contributors, arkworks zksnark ecosystem, 2022. [Online]. Available:
https://arkworks.rs.

A. Jamal and A. Davoodi, mkqhs: Reference implementation of multi-key
(quadratic) homomorphic signatures in Rust, https://github.com/aramyamal/
mkghs, 2026.

R. Johnson, D. Molnar, D. Song, and D. Wagner, “Homomorphic signature
schemes,” in Topics in Cryptology — CT-RSA 2002, B. Preneel, Ed., Berlin,
Heidelberg: Springer Berlin Heidelberg, 2002, pp. 244-262, 1SBN: 978-3-540-
45760-2.

N. Attrapadung, B. Libert, and T. Peters, “Efficient completely context-hiding
quotable and linearly homomorphic signatures,” in Public-Key Cryptography —
PKC 2013, K. Kurosawa and G. Hanaoka, Eds., Berlin, Heidelberg: Springer
Berlin Heidelberg, 2013, pp. 386—404, 1SBN: 978-3-642-36362-7.

D. Boneh, D. Freeman, J. Katz, and B. Waters, “Signing a linear subspace:
Signature schemes for network coding,” in PKC' 2009: 12th International Con-
ference on Theory and Practice of Public Key Cryptography, S. Jarecki and
G. Tsudik, Eds., ser. Lecture Notes in Computer Science, vol. 5443, Irvine,

93


https://doi.org/10.1007/978-3-031-22972-5_6
https://doi.org/https://doi.org/10.1016/j.dam.2007.12.010
https://doi.org/https://doi.org/10.1016/j.dam.2007.12.010
https://www.sciencedirect.com/science/article/pii/S0166218X08000449
https://www.sciencedirect.com/science/article/pii/S0166218X08000449
https://doi.org/https://doi.org/10.1016/j.dam.2011.04.021
https://doi.org/https://doi.org/10.1016/j.dam.2011.04.021
https://www.sciencedirect.com/science/article/pii/S0166218X11001648
https://www.sciencedirect.com/science/article/pii/S0166218X11001648
https://arkworks.rs
https://github.com/aramyamal/mkqhs
https://github.com/aramyamal/mkqhs

Bibliography

[10]

[11]

[13]

[14]

[15]

[16]

[17]

[18]

94

CA, USA: Springer Berlin Heidelberg, Germany, Mar. 2009, pp. 68-87. DOI:
10.1007/978-3-642-00468-1_5.

D. Catalano, D. Fiore, and B. Warinschi, “Efficient network coding signatures
in the standard model,” in PKC 2012: 15th International Conference on The-
ory and Practice of Public Key Cryptography, M. Fischlin, J. Buchmann, and
M. Manulis, Eds., ser. Lecture Notes in Computer Science, vol. 7293, Darm-
stadt, Germany: Springer Berlin Heidelberg, Germany, May 2012, pp. 680—-696.
DOI: 10.1007/978-3-642-30057-8_40.

D. Boneh and D. M. Freeman, “Homomorphic signatures for polynomial func-
tions,” in Advances in Cryptology — FEUROCRYPT 2011, K. G. Paterson, Ed.,
ser. Lecture Notes in Computer Science, vol. 6632, Tallinn, Estonia: Springer
Berlin Heidelberg, Germany, May 2011, pp. 149-168. poI1: 10.1007/978-3~-
642-20465-4_10.

D. Catalano, D. Fiore, and B. Warinschi, “Homomorphic signatures with
efficient verification for polynomial functions,” in Advances in Cryptology —
CRYPTO 2014, Part I, J. A. Garay and R. Gennaro, Eds., ser. Lecture Notes
in Computer Science, vol. 8616, Santa Barbara, CA, USA: Springer Berlin
Heidelberg, Germany, Aug. 2014, pp. 371-389. DOI: 10.1007/978-3-662~
44371-2 21.

S. Gorbunov, V. Vaikuntanathan, and D. Wichs, “Leveled fully homomorphic
signatures from standard lattices,” in 4 7th Annual ACM Symposium on Theory
of Computing, R. A. Servedio and R. Rubinfeld, Eds., Portland, OR, USA:
ACM Press, Jun. 2015, pp. 469-477. DOI: 10.1145/2746539.2746576.

S. Agrawal, D. Boneh, X. Boyen, and D. M. Freeman, “Preventing pollution
attacks in multi-source network coding,” in PKC 2010: 13th International
Conference on Theory and Practice of Public Key Cryptography, P. Q. Nguyen
and D. Pointcheval, Eds., ser. Lecture Notes in Computer Science, vol. 6056,
Paris, France: Springer Berlin Heidelberg, Germany, May 2010, pp. 161-176.
DOI: 10.1007/978-3-642-13013-7_10.

D. Fiore, A. Mitrokotsa, L. Nizzardo, and E. Pagnin, “Multi-key homomorphic
authenticators,” in Advances in Cryptology — ASIAChomomoRYPT 2016, J. H.
Cheon and T. Takagi, Eds., Berlin, Heidelberg: Springer Berlin Heidelberg,
2016, pp. 499-530, 1SBN: 978-3-662-53890-6.

D. Fiore and E. Pagnin, “Matrioska: A compiler for multi-key homomorphic
signatures,” in SCN 18: 11th International Conference on Security in Com-
munication Networks, D. Catalano and R. De Prisco, Eds., ser. Lecture Notes
in Computer Science, vol. 11035, Amalfi, Italy: Springer, Cham, Switzerland,
Sep. 2018, pp. 43-62. DOI: 10.1007/978-3-319-98113-0_3.

R. W. F. Lai, R. K. H. Tai, H. W. H. Wong, and S. S. M. Chow, “Multi-
key homomorphic signatures unforgeable under insider corruption,” in Ad-
vances in Cryptology — ASIACRYPT 2018, Part II, T. Peyrin and S. Gal-
braith, Eds., ser. Lecture Notes in Computer Science, vol. 11273, Brisbane,
Queensland, Australia: Springer, Cham, Switzerland, Dec. 2018, pp. 465—492.
DOI: 10.1007/978-3-030-03329-3_16.

G. Anthoine, D. Balbas, and D. Fiore, “Fully-succinct multi-key homomor-
phic signatures from standard assumptions,” in Advances in Cryptology —


https://doi.org/10.1007/978-3-642-00468-1_5
https://doi.org/10.1007/978-3-642-30057-8_40
https://doi.org/10.1007/978-3-642-20465-4_10
https://doi.org/10.1007/978-3-642-20465-4_10
https://doi.org/10.1007/978-3-662-44371-2_21
https://doi.org/10.1007/978-3-662-44371-2_21
https://doi.org/10.1145/2746539.2746576
https://doi.org/10.1007/978-3-642-13013-7_10
https://doi.org/10.1007/978-3-319-98113-0_3
https://doi.org/10.1007/978-3-030-03329-3_16

Bibliography

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

CRYPTO 2024, Part III, L. Reyzin and D. Stebila, Eds., ser. Lecture Notes
in Computer Science, vol. 14922, Santa Barbara, CA, USA: Springer, Cham,
Switzerland, Aug. 2024, pp. 317-351. DOI: 10.1007/978-3-031-68382-4_10.
M. Ajtai, “Generating hard instances of lattice problems (extended abstract),”
in 28th Annual ACM Symposium on Theory of Computing, Philadephia, PA,
USA: ACM Press, May 1996, pp. 99-108. DOI: 10.1145/237814.237838.

D. Boneh and D. M. Freeman, “Linearly homomorphic signatures over binary
fields and new tools for lattice-based signatures,” in PKC 2011: 14th Inter-
national Conference on Theory and Practice of Public Key Cryptography, D.
Catalano, N. Fazio, R. Gennaro, and A. Nicolosi, Eds., ser. Lecture Notes
in Computer Science, vol. 6571, Taormina, Italy: Springer Berlin Heidelberg,
Germany, Mar. 2011, pp. 1-16. DOTI: 10.1007/978-3-642-19379-8_1.

S. Goldwasser, S. Micali, and C. Rackoff, “The knowledge complexity of inter-
active proof systems,” SIAM Journal on Computing, vol. 18, no. 1, pp. 186—
208, 19809.

N. Bitansky, R. Canetti, A. Chiesa, and E. Tromer, “From extractable colli-
sion resistance to succinct non-interactive arguments of knowledge, and back
again,” in ITCS 2012: 3rd Innovations in Theoretical Computer Science, S.
Goldwasser, Ed., Cambridge, MA, USA: Association for Computing Machin-
ery, Jan. 2012, pp. 326-349. DOL: 10.1145/2090236.2090263.

H. Lipmaa, R. Parisella, and J. Siim, “On knowledge-soundness of plonk in
ROM from falsifiable assumptions,” in Advances in Cryptology — CRYPTO 2025,
Part VII, Y. T. Kalai and S. F. Kamara, Eds., ser. Lecture Notes in Computer
Science, vol. 16006, Santa Barbara, CA, USA: Springer, Cham, Switzerland,
Aug. 2025, pp. 362-395. DOT: 10.1007/978-3-032-01907-3_12.

M. J. Schervish, Theory of Statistics (Springer Series in Statistics). New York,
NY: Springer, 1995, 1SBN: 978-0-387-94546-0. DOI: 10.1007/978-1-4612-
4250-5. [Online]. Available: https://doi.org/10.1007/978-1-4612-4250~
5.

J. T. Schwartz, “Fast probabilistic algorithms for verification of polynomial
identities,” J. ACM, vol. 27, no. 4, pp. 701-717, Oct. 1980, 1SSN: 0004-5411.
DOL: 10.1145/322217 .322225. [Online|. Available: https://doi.org/10.
1145/322217.322225.

R. Zippel, “Probabilistic algorithms for sparse polynomials,” in Symbolic and
Algebraic Computation, E. W. Ng, Ed., Berlin, Heidelberg: Springer Berlin
Heidelberg, 1979, pp. 216-226, 1SBN: 978-3-540-35128-3.

V. Shoup, Sequences of games: A tool for taming complexity in security proofs,
Cryptology ePrint Archive, Paper 2004/332, 2004. [Online]. Available: https:
//eprint.iacr.org/2004/332.

D. Boneh, B. Lynn, and H. Shacham, “Short signatures from the Weil pairing,”
Journal of Cryptology, vol. 17, no. 4, pp. 297-319, Sep. 2004. po1: 10.1007/
s00145-004-0314-9.

S. Chatterjee, D. Hankerson, E. Knapp, and A. Menezes, “Comparing two
pairing-based aggregate signature schemes,” Designs, Codes and Cryptography,
vol. 55, pp. 141-167, May 2010. DOr: 10.1007/510623-009-9334-7.

95


https://doi.org/10.1007/978-3-031-68382-4_10
https://doi.org/10.1145/237814.237838
https://doi.org/10.1007/978-3-642-19379-8_1
https://doi.org/10.1145/2090236.2090263
https://doi.org/10.1007/978-3-032-01907-3_12
https://doi.org/10.1007/978-1-4612-4250-5
https://doi.org/10.1007/978-1-4612-4250-5
https://doi.org/10.1007/978-1-4612-4250-5
https://doi.org/10.1007/978-1-4612-4250-5
https://doi.org/10.1145/322217.322225
https://doi.org/10.1145/322217.322225
https://doi.org/10.1145/322217.322225
https://eprint.iacr.org/2004/332
https://eprint.iacr.org/2004/332
https://doi.org/10.1007/s00145-004-0314-9
https://doi.org/10.1007/s00145-004-0314-9
https://doi.org/10.1007/s10623-009-9334-7

Bibliography

[30]

[31]

[35]

[36]

[37]

96

R. Gennaro and D. Wichs, “Fully homomorphic message authenticators,” in
Advances in Cryptology - ASIACRYPT 2013, K. Sako and P. Sarkar, Eds.,
Berlin, Heidelberg: Springer Berlin Heidelberg, 2013, pp. 301-320, I1SBN: 978-
3-642-42045-0.

I. P. Razenshteyn, Z. Song, and D. P. Woodruff, “Weighted low rank approxi-
mations with provable guarantees,” in 48th Annual ACM Symposium on The-
ory of Computing, D. Wichs and Y. Mansour, Eds., Cambridge, MA, USA:
ACM Press, Jun. 2016, pp. 250-263. DOI: 10.1145/2897518.2897639.

B. Efron, T. Hastie, I. Johnstone, and R. Tibshirani, “Least angle regression,”
The Annals of Statistics, vol. 32, no. 2, Apr. 2004, 1SSN: 0090-5364. DOI: 10.
1214 /009053604000000067. [Online]. Available: http://dx.doi.org/10.
1214/009053604000000067.

D. Fiore, A. Mitrokotsa, L. Nizzardo, and E. Pagnin, Multi-key homomor-
phic authenticators, Cryptology ePrint Archive, Paper 2016/804, 2016. [On-
line]. Available: https://eprint.iacr.org/2016/804.

J. Bootle, A. Cerulli, P. Chaidos, J. Groth, and C. Petit, “Efficient zero-
knowledge arguments for arithmetic circuits in the discrete log setting,” in
Advances in Cryptology — EUROCRYPT 2016, Part II, M. Fischlin and J.-S.
Coron, Eds., ser. Lecture Notes in Computer Science, vol. 9666, Vienna, Aus-
tria: Springer Berlin Heidelberg, Germany, May 2016, pp. 327-357. DOI: 10.
1007/978-3-662-49896-5 12.

B. Biinz, J. Bootle, D. Boneh, A. Poelstra, P. Wuille, and G. Maxwell, “Bul-
letproofs: Short proofs for confidential transactions and more,” in 2018 IEEE
Symposium on Security and Privacy, San Francisco, CA, USA: IEEE Com-
puter Society Press, May 2018, pp. 315-334. DOI: 10.1109/SP.2018.00020.
A. Chiesa, L. Chua, and M. Weidner, “On cycles of pairing-friendly elliptic
curves,” SIAM Journal on Applied Algebra and Geometry, vol. 3, no. 2, pp. 175—
192, 2019. por: 10.1137/18M1173708. eprint: https://doi.org/10.1137/
18M1173708. [Online|. Available: https://doi.org/10.1137/18M1173708.

L. Schabhiiser, D. Butin, and J. Buchmann, “Context hiding multi-key linearly
homomorphic authenticators,” in Topics in Cryptology — CT-RSA 2019, M.
Matsui, Ed., ser. Lecture Notes in Computer Science, vol. 11405, San Francisco,
CA, USA: Springer, Cham, Switzerland, Mar. 2019, pp. 493-513. poOI: 10.
1007/978-3-030-12612-4 25.


https://doi.org/10.1145/2897518.2897639
https://doi.org/10.1214/009053604000000067
https://doi.org/10.1214/009053604000000067
http://dx.doi.org/10.1214/009053604000000067
http://dx.doi.org/10.1214/009053604000000067
https://eprint.iacr.org/2016/804
https://doi.org/10.1007/978-3-662-49896-5_12
https://doi.org/10.1007/978-3-662-49896-5_12
https://doi.org/10.1109/SP.2018.00020
https://doi.org/10.1137/18M1173708
https://doi.org/10.1137/18M1173708
https://doi.org/10.1137/18M1173708
https://doi.org/10.1137/18M1173708
https://doi.org/10.1007/978-3-030-12612-4_25
https://doi.org/10.1007/978-3-030-12612-4_25

A

Proof of Theorem 6.1

We present the full security proof of the compressed construction mkqhs-l;r from
Chapter 6, given in Theorem 6.1. The proof follows the structure of Theorem 5.1
closely, with the main differences being described in Subsection 6.1.3.

Proof of Theorem 6.1. We distinguish between the three types of forgeries from Def-
inition 3.3. We also define a reduction B with identical simulation to the one of
Subsection 4.2.2 and whose correctness follows from Claim 4.3.

The only addition to the simulation is a random oracle H, : {0,1}* — (Z7)®,

which answers queries with uniformly random values while maintaining consistency
across repeated queries. Since H, is not used inside Sign, H, is not subject to the
delayed-hash restriction of the HomUF-CMA-DHQ experiment, and Claim 4.3 still
applies.

We start by noting that with the same reasoning as in Theorem 4.1, all Type-1
forgeries reduce to Type-3 forgeries, so we disregard them in our analysis.

A.1 co-CDH* Extraction From Type-2 Forgeries

Let A output a successful Type-2 forgery (P*, {pkiq tidep+, m*, &%) after its interaction
with B, where P* = (f*,¢7,...,(;) and f* = ({aj,uz‘,vf}?ﬂ).

By definition of a Type-2 forgery,
Verify(P*, {pkiq tideps,m*, %) =1 and m* # f*(m,...,my),

where m,; are the message queried during the sign query phase for labels ¢;. By the
same reasoning as in Theorem 4.1, for every label ¢; appearing in P*, H((}) was
programmed during the signing phase and not the hash phase.

B first parses 5" = <v { g Yiaep, w17, u(“)*)ﬂ* = (7‘“>*,7(“>*,7(”>*>, with fify =
(uﬁj‘)*, ﬂi(:f’v)*) for each id € P*. B then obtains

(P, 0') = Ho(P 7" {tis” Yiaere, 7, p7),

where p = (p1,...,pr)" and p = (.., o).



A. Proof of Theorem 6.1

Successful verification for ver; implies
R
— Y (A1)
r=1

where we write p(¥* = > idepr Ni((?)*

We define the honestly computed counterparts of the forgery’s aggregated messages
as

a o,
@ Za M, T Zuzrm“ r szrml

Since the forgery is Type-2,

m* "+ 3 e, (A.2)

Therefore, at least one of the following must hold:

Case 1: linear forgery. There exists some identity id € P* such that ,ui(j s #
Yiez, a;m;. B extracts the co-CDH* solution from 7 @* exactly as in Theo-
rem 4.1, giving

1
AdvyCPH () > (1 — 1) - Pr[A outputs a valid Type-2 forgery].
q R

Case 2: quadratic forgery. All linear aggregates are correct, i.e. u(a)

for all id € P*. Hence p(¥* = p(¥° and from (A.1) and (A.2),

*
= D ieTy G, My

S pl #ZMW@-

The rest of this section handles extraction in the quadratic forgery case.

Identifying inconsistent identities. For each identity id € P*, we define the
compressed mismatch term

R
Sig 1= ﬂl(;t W) 3 (pT douimi+p Y vzrmi) : (A.3)
r=1 1€y 1€

Each &4 is computable by B from values recorded during the signing phase and &*.

We also define the set of consistent identities as C = {id € P* | 4 = 0}. By
Claim 6.2, P*\ C is non-empty except with probability at most q%l.
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A. Proof of Theorem 6.1

Finding an expression for I'}. B computes

R
I = [T () (e
r=1
For each id € P*, define
~ ~(u,v)* R u* !
Aa= g T ey o). (A4)
1€Liq

From verification equation vers and pky = X5, we get

€(F2792) = H e(AidaXéyid) = 6( H AijyidagQ) )

ideP* ideP*
and by non-degeneracy of the pairing,

= [1 Ay (A.5)

ideP*

Substituting the programmed hashes. Expanding (A.4) using §; = gjh and
the programmed values H({}) = gi'h™™,

~ ~ (u,v)* . R * 1ok
Aig = (gih)s ™ T (ghihme)2arma (et torviy)
1€Ty
~(u,v)* ) R /
_ gsuid +z:iezid ti Zrzl(pru;‘,Terva,T) . hﬂi(dum)*_ZieIid mi Zfﬂ(pru;r"'/’/ﬂzr)
= .

By definition of 8,4 in (A.3), the exponent of h is exactly diq. We also define
(1) S
&id = Sﬂi:’v + Z ti Z(pruzr + ,O/TUZ,,),
iGl-id r=1

which is computable by B from s and the stored values t; € Ly. Hence, /Ld = gf‘d o,

Extracting the co-CDH"* solution. For identities id € C, 6y = 0 and h becomes
1g,. Splitting (A.5) into consistent and inconsistent identities therefore yields

FZ _ H X%}id&id . (hx)zidep* Yidid
ideP*
Hence, we define
D . Yid Qi P
B = H de d> Ci= Z yid(sid>
ideP* ideP*

both computable by B, giving I'} = B (h*)e. TIf ¢ = 0, B aborts. Otherwise, B
outputs

which solves the co-CDH* instance.
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A. Proof of Theorem 6.1

Bounding the abort probability. ¢ may be viewed as a polynomial with degree

at most 2, in the random variables (p;, pl.)re(r] & (Z)*" and (yia)iaep- & (Z;)ieePl,

By Claim 6.2, there exists some id € P* such that id ¢ C with probability 1 —1/(q—
1), so 0iq # 0 for that identity, and the monomial yi4diq appears with a non-zero
coefficient. Hence, ¢ is not the zero polynomial, and by the Schwartz—Zippel Lemma,

2

By the law of total probability and the trivially obtained bounds Pr[P*\C # 2] < 1
and Pr[¢ =0 | P*\C=2] <1, we get

Prl¢=0]=Pr[¢=0]|P*\C # @] - Pr[P*\ C # o]
+Pr[e=0|P*\C=2] -Pr[P"\C =g

< 2 gy b
~g-1 g—1 q¢—1

Therefore

Advig P (X)

v

3
(1 - 1) - Pr[A outputs a valid Type-2 forgery].
q _

A.2 co-CDH" Extraction From Type-3 Forgeries

Let A output a successful Type-3 forgery (P*,{pkiytideps, m*,6*) where P* =
(f*0,...,0%) and f* = ({a;‘,u;‘,vf}?ﬂ). We partition the labels as in Theo-
rem 5.1, defining U = {i € [n] | (-,¢5,-,-) & Lo}, Zyu = {i € [n] | € = (id,")},
and Uiy = Zig N U. Since the forgery is Type-3, U # @.

By admissibility of f*, exactly one of the following holds:

Case 1: linear forgery. For everyi € U, a; # 0. B extracts the co-CDH* solution
from v(®* as in Theorem 4.1, giving

« 1
AdviCPH () > (1 — ) - Pr[A outputs a valid Type-3 forgery in Case 1].
q

Case 2: quadratic forgery. There exists ¢ € U with a; = 0, and by admissibility
(uf,,v,.) # (0,0) for some r € [R]. The rest of this section proceeds with

@, YT

extraction in this case.

B queries H, to obtain (p, p') = H, (77*, 3 {Ni(j)*}idep*, A u(”)*) . Next, we write

R
0 = (prup, +plvs,), Oy = py"",
r=1

where the only change from the mkghs-br proof is that ©} is now the compressed
(u,v

scalar fil"”)* rather than (p, pl”*) + (p/, V"),
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A. Proof of Theorem 6.1

With these 0 and ©j; variables, the quadratic Type-3 forgery extraction of Theo-
rem 5.1 goes through verbatim. The Schwartz—Zippel argument bounding Pr[6F = 0]
in that proof requires (p, p') to be uniformly random and independent of the forgery
coefficients (u;,., v;,)re(r), which holds in mkghs-br because P* (and thus f*) appears
in the input to #,, forcing the adversary to commit to these coefficients before (p, p’)
is determined. The extraction therefore yields

. 2
AdvCPH () > (1 - > - Pr[A outputs a valid Type-3 forgery in Case 2].
q

A.3 Combining the Bounds

Applying the union bound over forgery types and cases, and substituting the abort
probability bounds, gives

-1 -1 .
HomUF-CMA-DHQ < (¢ q q q ) co-CDH
AdVA,mkqhs—br ()\> - <q_2 + q_4+q_1 + q_2 AdVB ()‘>

Since the sum of the four fractions is at most 5 for all primes ¢ > 11,

VTR CUADHA () < 5 - Advig I (1),

This completes the proof of Theorem 6.1.



A. Proof of Theorem 6.1

VI



B

Proof of Proposition 6.3

We give the proof of Proposition 6.3 from Subsection 6.2.3.

Proof of Proposition 6.3. We begin by handling the case when d is even, for which
we may write (6.7) on the form

/2
HX - YH2 = Z(mwfl - m2r71+d)2 + (m2r - m2r+d)2- (B~1)

r=1

For each summand in (B.1), we note that (6.6) yields the rearrangement

(maor—1 — m2r—1+d)2 + (Mg, — m2r+d>2 = (Mmar—1 + Moy — Mar_14q + Mayia)
: (m2r71 — Mar — Mor_14d — m2r+d> (B.2)
+ Qm%r + ngr—&—d'

Each summand in (B.1) is therefore representable using one rank one product term
together with two square coefficients, yielding R = d/2 = [d/2].

For the case of odd d, applying the above construction to the first d — 1 messages
yields %! (m; — m; q)? using (d — 1)/2 rank one terms. The remaining message
contributes (mg — mgd)2 and may be represented using one additional rank one
term of the form vy = vy = 1 and usy = v9g = —1 with all other coefficients zero.
Therefore, R = (d — 1)/2 + 1 = [d/2] whenever d is odd.

Lastly, with the expression in (B.2) and accounting for the odd case, we identify the
coefficients b;, u;,, and v;, for each message index as in Table 6.2. O
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C

Proof of Theorem 6.4

We present the security proof of the message-squares construction mkghs-br-m? from
Chapter 6, given in Theorem 6.4. The proof follows the structure of Theorem 5.1
closely, the main differences being described in Subsection 6.2.6. Since this proof
structure already has been presented a couple of times in previous chapters, we
compress its presentation here.

Proof of Theorem 6.4. We define a reduction B identical to the one in Subsection
4.2.2 for Theorem 4.1, but with modifications described below. After simulating the
HomUF-CMA-DHQ security experiment against an adversary A, B splits returned
forgeries into linear and quadratic type, then reduces each to extracting a co-CDH*
solution with abort probability bounded by the Schwartz—Zippel lemma.

Simulation. The simulation follows Subsection 4.2.2 with the following changes to
account for the two hash oracles H; and Hs,. In the sign query phase, B now

samples t,t’ & Z4 and programs both oracles simultaneously as
Hi(0) = gth™™ and Hy(0) = g/ h™™, (C.1)
storing both entries in Ly as
Ly« LgU((,Hi(0),1,t) and Ly < Ly U ({,Ha(0),2,t).
This allows B to compute the new signature component ~', analogously to 7, as
y = ()™ (C.2)

without knowledge of x.

For fresh hash queries of unsigned labels, B instead programs the random oracles
as

Hi(0) =h" and Ha(0) = A" (C.3)
for independent r, r’ & Zy.

Finally, we claim that the view of A is identically distributed to the real HomUF-CMA-DHQ
experiment. By the argument of Claim 4.3, H; is unchanged from H and is in-
distinguishable from a real random oracle, while the correctness of H, follows by

the same argument applied independently with ¢’ & ZLyq.
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C. Proof of Theorem 6.4

It remains to Verlfy that ~/ is correctly distributed. In the real scheme, we have
= (Hy(¢) - §"°)*e. Substituting the programmed values from (C.1) along with
= g{h and sk = ;g gives

v = (gilh—nﬂ . (gfh)mz)xyid _ (gigm2+t’)zyid _ (Xlsm2+t/>yid’

which is exactly (C.2).

Extraction setup. Let A output a forgery (P*,{pkiy}igep+, m*, %), where P* =
(f*05,...,0) and f* = ({af,bf,ul,vi}l ). B parses

1971

5" = (('y(“"’)*ﬂ(“)*ﬁ(”)*), {a™ i ,ufé’)*}idep*)- (C4)

In the proofs of both Type-2 and Type-3 linear forgeries, the per-identity inter-
mediary variable Ajy corresponding to ver, in Figure 6.3 now becomes

~ *

Aig H H (0% Ho (03 (C.5)
1€Ly
and the non-degeneracy of the pairing together with very yields
,y(a,b)* _ H A}ijid- (Cﬁ)

ideP*

Forgery case split. Type-1 forgeries reduce to Type-3 forgeries by the same argu-
ment as in Theorem 4.1. For Type-2 and Type-3 forgeries, we split as follows.

For a Type-2 forgery, m* # f*(m4,...,m,) despite all labels being signed. Let-
ting p(@?° and {p(°, (12 denote the honestly computed counterparts of the
forged aggregates in (C.4), and defining the per-identity linear mismatch

a,b)* * * a,b)* a,b)o
Big 1= iy — > (aimi +bim?> = pig™" = g™, (C.7)

1€Lyy
the forgery falls in exactly one of the following cases:

Type-2 linear forgery case: Some id € P* has diq # 0. B extracts from ~(@?*
as below.

Type-2 quadratic forgery case: All §ig = 0, so p@?* = p(@b)° and therefore
Sl £ (e (e Sinee vers is unchanged from mkghs-br, B
extracts from I'}) exactly as in Theorem 5.1, yielding

Advg P () > (1—) Pr[A outputs a valid Type-2 quadratic forgery].

For a Type-3 forgery, at least one label in P* was never signed. Concretely, letting
U={ieln]| (¥, )¢ L, } bethe set of unsigned label indices, we have U # &.
By the admissibility of f* as described in Subsection 6.2.2, every ¢ € U satisfies
at least one of (af,bf) # (0,0) or (uf,,v;,) # (0,0) for some r € [R]. Hence, the

1Y 7,7"7 7,1'

forgery is exactly one of the following:



C. Proof of Theorem 6.4

Type-3 linear forgery case: For every i € U, (a},b}) # (0,0). B extracts from
~(@0* ag below.

Type-3 quadratic forgery case: Some i € U has af = b} =0, so (u},,v},) #

7,77 Y1,T

(0,0) for that ¢ and some r by admissibility. Since vers is unchanged from
mkqghs-br, B extracts from I'} exactly as in Theorem 5.1, yielding

Advg P () > (1 - ) Pr[A outputs a valid Type-3 quadratic forgery].

Type-2 linear extraction. Expanding A,d from (C.5) using g1 = ¢jh and the
programmed hashes from (C.1) yields Ay = ¢% - h%, where

d—su,(élb)*—i-z a;t; + bit;)
1€

is computable by B, and djq is the mismatch term from (C.7). Substituting into
(C.6) gives v(@"* = B . (h*)¢, where

5= [ Xxpe*, Ei= > Yia i, (C.8)

ideP* ideP*

both computable by B. If ¢ = 0, B aborts. Else, B outputs w = (v(a’b)*/é)fl = h*.

It remains to bound Pr[¢ = 0]. Since we are in the linear forgery case, some dig # 0
and ¢ in (C.8) is a non-zero linear polynomial in {yq} < (Z3)[4<Pl. Hence, by the
Schwartz—Zippel lemma,

Advg” CDHT()) > (1 — ) Pr[A outputs a valid Type-2 linear forgery].

Type-3 linear extraction. For each id € P* let Uy = Ziy N U be the unsigned
indices for that identity. Expanding Ay from (C.5) with hashes (C.1) for signed
indices i € Ziy \ Uiy, and hashes (C.3) for unsigned indices i € Uy, yields Ay =
gl hi"d, where

Gig == s i 4 > (afti—l—bﬁ;),

1€ T4 \Ui
b = /L,(;l ) - > (afmi + b;‘m?) + > (afn + b;‘ﬁ);
1€Liq \Uig 1€Uy

both computable by B. Substituting into (C.6) gives (®?)* = B- (h*)¢, where

3= 11 Xpete, ei= ) Yid bia, (C.9)

ideP* ideP*

both computable by B. If ¢ = 0, B aborts. Else, B outputs w := (7(“’1’)*/35)671 =
h*.
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C. Proof of Theorem 6.4

To bound Pr[é¢ = 0], we expand ¢ from (C.9) using by, yielding

E= > yu (ui&?’“*— 3 <a:mi+b:m?>+Z(a:wb:r;)).
ideP*

1€Tig \Uig 1€Uig

We condition on {y;4} fixed to an arbitrary outcome and view ¢ as a polynomial in
{ri, i }icu & 224 For any i € U with £} = (id, -), the coefficients of 7; and 7/ in ¢
are yiqa; and yigb! respectively. In the Type-3 linear forgery case, (a},b}) # (0,0)
and yiq € Z;, so at least one coefficient is non-zero and ¢ is not the zero polynomial.
By the Schwartz—Zippel lemma with domain Z, and the law of total probability

as in Theorem 4.1, Pr[¢ = 0] < 1/¢, hence

AdviyPH () > (1 — ;) - Pr[A outputs a valid Type-3 linear forgery].

Combining the bounds. Type-1 forgeries reduce to Type-3 forgeries by the same
argument as in Theorems 4.1. Applying the union bound over the four cases gives
g=1 a=1 a9 4 - AdverCPH" (\)
q—2 q—3 q—1 q—2 5

< 5. Adviy P ()),

HomUF-CMA-DHQ
AdV.A7 mkgqhs-br-m? (/\) <

for all primes ¢ > 11. This completes the proof of Theorem 6.4.
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D. Further Compression of mkghs-br

D

Further Compression of mkghs-br

Eval(P, {o:}1,)

2: parse f = ({a;,w,vi}i;) i=1 ;
3: parse u; = (uj1,... ,ui’R)T 1: (p,p)+ H, (P,V(a), {uﬁ?)}adep, H(u)zﬂ(v))
4: parse v; = (vi1,... ,vi,R)T 12: forideP
b= () e = Y e ) = X e

‘ () _ n a i€Zyq i€Ty
6: 7 - Vi ~(u,v u v

z‘:l_Il s @y = (o, gy + (0, )
7: forideP 15 : :Yi(du’U) _ H ,yi(P7u¢>+<P Vi)
si 0 Tu={iel]|t=(d) i€ty
9: F‘i(:jl) = Z a;ft; 16 fhid = ( Hid v“u(c;w))
icTia 17: return o = ( (a)’ {ﬁ/igju’vl ﬂid}ideP, “(U)a N(v))

Verify(P, {pkid}id€P> ma &)
1: parse P = (f,{:i}), = ({as,u,vi}y)
2: parse § = ( (@) {’yi(du’v)v i biaep, 1", M(v)) s fid = (u.(d’,ﬂ.(j” )

30 (p.p) — Hy(Py {15 Yaep, n™), n)
4: verp « |m == Z /”Li(c(il) + () ™)y
i ideP
(a)
5: verg < e(fy(“),QQ) == H e g’l‘id . H H(6;)", pkig
L ideP 1€Liy
~(u v)
6: Vverg<— /\ fyld ’92 ——¢ 91 H H p,ul (o, Vi>’ pkid
ideP i€y
71 very < Z g == Y+ (™)
ideP

8: return [ver1 A verg A verg A ver4]

Figure D.1: The Eval and Verify algorithms for the per-identity compressed 7 version
of mkghs-br. Its Setup, KeyGen, and Sign algorithms are as mklhss in Figure 5.1.
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D. Further Compression of mkghs-br

This appendix chapter supports the further work suggestion in Section 9.2, specifi-
cally the first step of the inner-product argument approach to full-rank succinctness.
As explained there, the R-dependence from the G; elements of mkghs-br can be
removed by replacing the per-rank pairs {fyr ,’yr”)} ' | with a per-identity element
fyld . We give the resulting Eval and Verify algorithms in Figure D.1 and prove that
this compression preserves HomUF-CMA-DHQ security under co-CDH*.

Proposition D.1. The per-identity compressed variant of mkqhs—b~r in Figure D.1
1s HomUF-CMA-DHQ secure under the co-CDH* _assumption in the random oracle
model, with the same advantage bound as mkghs-br.

Proof. We define a reduction B with simulation identical to that of Theorem 6.1,
whose correctness follows from Claim 4.3. Type-1 forgeries reduce to Type-3 forgeries
by the same argument as in Theorem 4.1 and are disregarded. For Type-2 and Type-
3 forgeries, the linear forgery cases are handled exactly as in Theorem 6.1, extracting
the co-CDH* solution from v(®*. It remains to handle the quadratic forgery cases.

Claim 6.2 still holds. The only change from mkqhs-br affecting Claim 6.2 is that
the per-rank elements v, 4(*) are no longer included in the input to the random
oracle H,. However, the proof of the claim depends on that p @ and pu®* appear
in the input, which remain in Figure D.1. Hence, the relation (6.4) and its Schwartz—
Zippel bound are unchanged.

Type-2 quadratic extraction. Fix id € P* with 65 # 0, which occurs with
probability at most 1/(¢—1) by Claim 6.2. Since pkKJI = X9 = g;” bilinearity and

non-degeneracy on vers, yield vi(a O X, Gigbi (h*)¥ads with

R
b= Y+ 03 +). o

Since (5ia 7é 07 B may OUtPUt ~gu,v)* (yi36i8)71
W= (mdﬁ_ ) = h".
Xfidyid

Type-3 quadratic extraction. Since U # @, fix id € P* with Uy # @. For
i € Iy \ Uy hashes were programmed as 7-[(6*) = gih™™i, and for i € Uy as
H(¢r) = h". The vers equation and pkg = X3¢ then give 'y(u = xTaba L (pevisba
with @ as (D.1) and

by [L(a - > my Z(,OruZ .+ P;UZT) + > i(pruzr + P;«UZT)-

zeIId\Z,{Id r=1 ieZ,{.— r=1

By the same Schwartz—Zippel and admissibility argument as in the proof of Theorem
5.1, b = 0 with probability at most 2/¢, and whenever b,d # (0, B may output

~gu,v)* (yiHZ;iH)71
w = (7@ ) = h". O
Xlaidyid
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