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Abstract
The Controller Area Network (CAN) is one of the most important In-Vehicle Net-
work (IVN) protocols used for reliable communication between Electrical Control
Units (ECUs). ECUs are responsible for critical in-vehicle operations such as trans-
mission, brakes and active safety (e.g., airbag deployment) among others. However,
the CAN protocol lacks basic security features such as message authentication and
encryption, making it vulnerable to a variety of attacks such as message spoofing,
replication, fabrication and denial of service.

In order to detect these attacks and proactively protect the ECUs, researchers have
proposed intrusion detection systems for vehicles. Since the majority of the IVN
traffic is highly regular, most of the proposed solutions aim at detecting anomalies
in the vehicle by evaluating incoming in-vehicle messages against potential irreg-
ularities. Despite these efforts, there are not many works done on associating a
malicious CAN message to its origin and thereby locating the source of an attack.

Recently attacker identification methods for IVNs have been introduced. The pro-
posed solutions focus on the low-level characteristics of the ECUs such as voltage,
clock-skew or clock-offset to fingerprint ECUs and to identify the attacker ECU.
Given that these methods have recently been proposed in the literature, there is
a need to investigate and verify the applicability and practicality of the proposed
methods and identify the challenges of implementing them.

In this work, we study two of the most prominent automotive IDS solutions proposed
in the literature recently; CASAD as an IDS and Viden as a fingerprinting-technique
based on ECU voltage characteristics. We mainly focus on assessing the performance
of Viden with respect to detection accuracy, viability, practicality and efficiency by
implementing a proof-of-concept of the proposed method. We replicate the algo-
rithm used by Viden, and as an extended objective of the thesis, we also investigate
whether CASAD’s detection engine can be extended to use the ECU voltage be-
haviour for distinguishing different ECUs from each other, thus detecting the source
of an attack. Finally, we propose a unified system where CASAD detects the attack
and Viden identifies the source of the attack.

Keywords: Vehicle-cybersecurity, Controller Area Network, CAN, Bus, Attacker
Identification, Engine Control Unit, ECU, In-Vehicle Networks.
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1
Introduction

With the advent of technology, modern vehicles have evolved from just transporta-
tion systems to offering infotainment systems, Internet-enabled services, and much
more. In recent years, driver-less vehicles have been realized, all thanks to significant
efforts and resources invested by researchers. As shown in Figure 1.1, a network of
Electrical Control Units (ECUs), called the In-Vehicle Network (IVN), is responsi-
ble for controlling various functionalities like vehicle-manoeuvrability, fuel-efficiency,
air-conditioning and entertainment-systems.

ECUs can communicate via various in-vehicle communication technologies such as
Controller Area Network (CAN), Local Interconnect Network (LIN), Media Ori-
ented Systems Transport (MOST), FlexRay, and Ethernet. CAN is a fast and
reliable bus technology that supports single-channel communication and is used for
critical real-time tasks such as transmission, brakes and airbag deployment. LIN
was developed as a low-cost alternative for CAN where communication speed is not
critical. FlexRay, which supports two-channel communication, was designed in or-
der to provide more reliable and faster communication than CAN. In recent years,
Automotive Ethernet has also been developed for vehicles to enable greater band-
width usage primarily for diagnostic services and in-vehicle infotainment systems.

Among these protocols, CAN is the only message-based networking protocol with
prioritization-features. In addition to this, several other advantages such as low
cost, built-in error detection, robustness, speed, flexibility, among others, are asso-
ciated with this protocol and are detailed in Section 2.1 [2]. CAN eliminates the
need for excessive wiring by connecting electronic devices to a single multiplex wire
enabling these devices to communicate with other nodes on the same bus. These
features make the CAN-protocol the first-hand choice for implementation in various
industrial applications, mainly automotive networks. Since its first implementation
in 1991 [3], CAN has been by far the most widely used standard for in-vehicle com-
munication.

CAN was designed with the assumption that it is going to be used for high-speed

1



1. Introduction

Figure 1.1: Typical in-vehicle network with a FlexRay backbone [1]

communication in closed networks, and cybersecurity was not considered as a promi-
nent design aspect. The original design of CAN was a single serial bus connecting
all the nodes into a single network. This provided absolutely no segmentation in
the network as all the messages were broadcasted. However, as shown in Figure 1.1,
this has changed over time, and nowadays the IVN is divided into multiple domains
based on the functionality such as propulsion and chassis, body electronics, active
and passive safety, among others, preventing ECUs from sending messages across
domains. Despite such segmentation, it is still possible for an ECU to send mes-
sages to other safety-critical ECUs which exist in the same domain. For example, in
the IVN shown in Figure 1.1, any ECU in the "Propulsion & Chassis" domain can
communicate with any other ECU in the same domain.

In order to provide more functionalities and thus enhance the user experience, mod-
ern vehicles rule out the assumption of a closed operating environment by allowing
external (e.g. the Internet) connections to some of the ECUs in order to provide
navigation and entertainment services among others. Although such level of con-
nectivity has added numerous new functionalities, it has also made the vehicles
vulnerable to remote attacks [4, 5]. Most of the safety-critical in-vehicle ECUs are
implemented on the CAN-bus where they can transmit messages to each other, and
also listen to messages sent on the bus. As a result, if an adversary compromises
one or more ECUs, (s)he gains access to the CAN-bus, and can then send spoofed

2



1. Introduction

messages, claiming to have originated from legitimate ECUs. Depending on other
safety-critical ECUs that belong to the same domain as the compromised ECU, the
attack can vary in magnitude and consequence. Researchers have demonstrated
various attack methods [6], [7], [8] which can be performed either remotely by com-
promising the ECU(s) communicating with external networks through cellular [9],
or a multitude of attacks could also be exploited through USB, Bluetooth, and WiFi
by standing close the vehicle. An attacker having physical access can also make use
of the OBD-II (on-board diagnostics) connector that gives access to various vehicle
subsystems, to monitor or inject CAN-messages.

The increase in cyberattacks on vehicles over the past decade [10], [11], has devel-
oped a curiosity in researchers, and various defence measures have been proposed as
a result. These measures can be broadly classified as message authentication schemes
and Intrusion Detection Systems (IDS(s)). Considering the limited size of a CAN-
message and tight resource constraints from the automotive systems, all proposed
message authentication schemes have failed to be deployed in real-world vehicles [1].
This makes it essential to be able to detect attacks in order to proactively protect
the ECUs. As further described in Section 2.3.2, the proposed in-vehicle IDSs have
been effective in passively monitoring IVN traffic, thus, being more feasible to ad-
here to the highly demanding resource constraints from IVNs. Owing to the long
life-span of vehicles and less demand for updates, anomaly-based IDSs have been
preferred over signature-based IDSs [12].

A majority of anomaly-based IDSs [13], [14], [15], [16], take into account the reg-
ularity of timing behaviour of IVN messages and detect anomalous deviations in
the periodicity of these messages. Such changes usually indicate the presence of an
intrusion in the IVN. Although these solutions are able to detect an attack, they fail
to detect the source of the attack [17]. ECUs are natively associated with unique
low-level characteristics such as voltage, clock skew and clock offset. Thus, some of
the recent studies aim at exploiting one of these characteristics to detect the attacker
ECU. Although these methods are successful in detecting the source of an attack
(not the attack itself), there are major shortcomings of such approaches [12]. First,
these methods are not effective when an attacker inflicts certain kinds of attacks,
usually known as stealthy attacks, that do not cause a noticeable change in the IVN
dynamics. Second, these methods are system-specific as they require knowledge
about the underlying IVN traffic such as frame ID, message sequence, and transmis-
sion frequency. These factors make existing approaches in-comprehensive. In order
to address these shortcomings, Nowdehi et al. propose a technique named CASAD
to analyse and detect attacks by capturing deterministic behaviour of IVN dynamics
by processing CAN-traffic at the payload level [12]. Although CASAD addresses the

3



1. Introduction

issues with the other in-vehicle IDSs, it is not capable of detecting the source of an
attack.

1.1 Aim
The existing attacker identification methods have been introduced recently, and as
such, require assessment. That is, there is a need to study their accuracy, practical-
ity and efficiency. In this thesis, we focus on Viden [17], one of the most prominent
methods to fingerprint ECUs based on voltage as a low-level characteristic. We
perform a systematic study and evaluation of this method to understand the volt-
age characteristics it exploits. As a secondary goal, we aim to make a thorough
investigation of CASAD and implement it for two prominent reasons. First, to have
a system which can detect attacks and then trigger Viden to identify the source.
Second to better understand how CASAD works and see whether CASAD’s payload
analysis can be extended to analyse voltage for detecting the source of an attack.

1.2 Problem Formulation
The thesis aims to provide answers to the following questions.

1. Investigate the performance of Viden with respect to detection accuracy, via-
bility, practicality, and efficiency. Can it be replicated?

2. Review the algorithm used by CASAD and replicate its implementation.

3. Propose a unified system by using CASAD for attack detection and Viden for
source identification.

4. Experiment if it possible for CASAD’s detection engine to analyse voltage
measurements instead of payloads.

1.3 Limitations
The primary focus of this thesis is to investigate and implement Viden, which is
challenging due to the technical complexity of this algorithm. Only if time allows,
we also intend to extend CASAD’s features to analyse voltages measurements as a
secondary goal of the thesis.

4



1. Introduction

1.4 Outline
The report is organized as follows: Chapter 1 gives a brief introduction to vehicle-
cybersecurity, the recent attacks on vehicles and the corresponding defence mecha-
nisms that have been proposed over time. Chapter 2 presents the relevant back-
ground information for the thesis by highlighting the significance of the CAN-
protocol, the vulnerabilities it is prone to, and the types of attacks possible. The
defence-mechanisms proposed in the form of Message Authentication Schemes and
different types of IDSs for vehicles are also discussed in detail. The discussion on
fingerprinting ECUs based on their voltage behaviour followed by the description
on both Viden [17] and CASAD [12] are also included here. Chapter 3 explains
the existing work in the area of IDSs based on low-level characteristics and ends
with a detailed study on CASAD’s detection engine, including its implementation
and limitations. Chapter 4 presents a detailed study on Viden, the challenges we
faced while implementing it and the corresponding roundabouts we took in order to
achieve the replication of Viden. In Chapter 5, we explain in detail the experiments
we performed in order to evaluate the proposed methods. In Chapter 6, we present
and discuss the results. Finally, the conclusion of the thesis is given in Chapter 7.
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2
Background

In this chapter, we describe in detail the CAN-protocol, its significance, and how
CAN-messages are transmitted. Then we describe the vulnerabilities associated
with the CAN-protocol and the type of attacks that can be carried out by exploiting
these vulnerabilities. We then briefly describe the countermeasures that have been
developed in the form of Message Authentication Schemes, different types of IDSs for
vehicles and fingerprinting ECUs using voltage characteristics. We end this chapter
by providing a brief introduction to Viden and CASAD.

2.1 The Controller Area Network Protocol
The Controller Area Network protocol (CAN) is one of the most widely used stan-
dards for in-vehicle communication, developed by Robert Bosch GmbH [3]. CAN
is a message-based protocol which was designed to enable communication between
electric components such as ECUs, microcontrollers, sensors and actuators through
a single/dual wire bus, providing bitrates up to 1Mbit/s. With properties such as
prioritization of messages, guaranteed latency times, error detection and signalling,
configuration flexibility, i.a., some of which are detailed later, CAN finds applica-
tions in domains ranging from high-speed networks to low-cost multiplex wiring.

The CAN-bus can have one of two complementary logical values: dominant (0-bit)
or recessive (1-bit). The ID-field of every transmitted CAN data frame indicates
the priority of the data it is carrying, lower values signifying higher priority. The
priority of messages prevents collisions within the CAN-bus traffic, and only the
message with the highest priority is delivered to all nodes on the same bus [11].
Since CAN-messages are broadcast, all nodes can listen to incoming messages from
any node on the same bus.

2.1.1 Significance of CAN
CAN is a Carrier-Sense Multiple Access protocol with Collision Detection and Ar-
bitration on Message Priority (CSMA/CD+AMP) [18]. Each node on the bus waits

7



2. Background

for a specific period of inactivity before attempting to transmit a message as refer-
enced to by CSMA. Collision detection and arbitration on message priority together
resolve collisions through bit-wise arbitration based on a pre-programmed priority
for each message.

A CAN-bus can be manifested to transmit the following four different types of
messages [3]:

• Data-Frame: This is the most common type of frame and contains the data-
field, CRC and ID-field.

• Remote-Frame: This type of frame essentially has no data but is intended
to solicit the transmission of data from another node by explicitly marking the
RTR-field.

• Error-Frame: This is used when one of the nodes on the CAN-bus detects an
error in the message and propels all other nodes to transmit an error message
as well.

• Overload-Frame: This is used for completeness and to provide an extra
delay between messages.

Usually, an "Interspace Frame" is used to separate the data-frames and remote
frames from the preceding frames.
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Figure 2.1: Structure of a CAN frame format [19].

Figure 2.1 shows the general structure of a CAN data-frame which is composed of
different bit-fields, detailed as follows:

• Start-of-Frame: This marks the beginning of the data and remote-frames
and consists of a single dominant bit.

• Arbitration-Field: It consists of two fields. First, the Identifier (ID) field
(indicated by green colour in the figure) signifies the priority of the message.
Second, the Remote Transmission Request (RTR) field (indicated by the blue
colour in the figure) is a dominant value in data frames and a recessive value
in remote-frames. For a Standard CAN frame, the ID field is 11-bit long, while
an Extended CAN frame has a 29-bit ID field. The RTR field is always 1-bit
long.
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• Control-Field: It includes the ID Ext. bit, the Reserved-bit along with the
Data Length Code (DLC) field (is 4-bit long and is indicated by the yellow
colour in the figure). These fields combined occupy a space of six bits between
the ID and Data-field.

• Data-Field: This field (indicated by red colour in the figure) consists of the
data to be transferred within the frame and can contain up to 8 bytes (0-64
bits) of data.

• CRC-Field: This is a 16-bit long field which can be used to verify the integrity
of the data-frame in transmission and an error-frame can be transmitted if this
fails.

• ACK-Field: This is a two-bit value comprising of a 1-bit "ACK-Slot" and
a 1-bit "ACK-Delimiter", used to report acknowledgement when a message is
received.

• End of Frame: A flag sequence consisting of seven recessive bits delimits
each data and remote frame, marking the end of the frame.

2.1.2 Transmission of CAN-Messages

Figure 2.2: Output-voltage of CAN-Messages [17].

All the fields of the CAN-frame are composed of a sequence of either dominant
(0) or recessive (1) bits. These bits are agreed upon by the CAN-transceivers to
be of certain voltage levels on the two dedicated CAN wires CANH and CANL
[17]. As shown in Figure 2.2, a 0-bit is corresponding to a value of approximately
3.5V and 1.5V on the CANH and CANL wires so that the differential-voltage is
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approximately 2V. In order to send a 1-bit, the transceiver outputs 2.5V on both
the wires making the difference to be approximately 0V. Thus, by measuring the
differential voltage of CANH and CANL, it is possible to read the incoming stream
of 0 and 1-bits, and hence, the message. CAN-transceivers correspond to different
voltage-levels by simultaneously switching on/off two transistors. For a 0-bit, both
transistors are turned on, resulting in a low-impedance state and the differential-
voltage of approximately 2V flowing from Vcc to the ground. To send a 1-bit, on the
other hand, both transistors are turned off, making it a high-impedance state. The
following section describes how the CAN-communication characteristics have been
exploited by adversaries.

2.2 CAN - Vulnerabilities and Attacks
Even though CAN is very popular, in the last couple of years a number of attacks
in the wild have been seen [9], [10]. The lack of message/device authentication
by the CAN-protocol is the main reason behind most of the vulnerabilities asso-
ciated with it. In other words, the protocol can not associate a message with its
sender and thus fails to distinguish between a legitimate and a malicious ECU in
the network. Adding to the vulnerabilities is the absence of any encryption stan-
dard by the CAN-protocol, hindering integrity and confidentiality of the messages
[20]. Implementation of a robust cryptographic algorithm is difficult due to the
low computational power of the ECUs along with other constraints such as lack
of backward-compatibility, cost-ineffective and insufficient implementation details,
among others [1]. This makes it possible for any device on the same bus to listen
and intercept messages.

Messages on a CAN-bus are transmitted in sequential order except when multiple
devices transmit at the same time. In the latter case, the message with the highest
priority continues while others retreat, e.g., the CAN-protocol allows messages to
take priority over others in accessing the shared medium. An attacker can exploit
this characteristic to continuously send high-priority messages and flood the bus and
thereby exhaust bandwidth. This creates a situation where other nodes can hardly
transmit any messages, thus making CAN vulnerable to Denial of Service (DoS)
attacks.

Adversaries can compromise one or more ECUs on a CAN-bus in essentially two dif-
ferent ways. First, the adversary can compromise a target ECU to passively listen
to communication on the bus. In this scenario, the attacker does not have any access
to the memory of the weakly/partially compromised ECU [12]. A weakly compro-
mised ECU cannot be used to inject arbitrary messages but can be prevented from
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transmitting its own messages. On the other hand, an adversary can compromise
the target ECU in such a way that, (s)he has complete knowledge about the specifi-
cations of the ECU, has full access to its memory and can use it to inject arbitrary
messages on the bus (strongly/fully compromised ECUs). The adversary can use
one or both types of compromised ECUs to inflict different types of attacks on the
bus, described as follows in [12]:

1. Suspension Attack: In this type of attack, a weakly compromised ECU
is prevented from further operation by suspending its actions (of transmit-
ting messages). This, for instance, can be achieved by putting the ECU into
programming-mode so that it is no longer able to transmit messages. This can
also result in improper functioning of the receivers which depend on incoming
data from the suspended ECU.

2. Fabrication Attack: The adversary is incapable of compromising the target
ECU, but fully compromises another ECU on the same bus and uses it as a
means to impersonate the target ECU. The compromised ECU injects fabri-
cated messages into the bus at a higher frequency than the target ECU, thus
abolishing the legitimate messages. These forged messages can go unnoticed
since all of the injected messages use legitimate IDs belonging to the target
ECU.

3. Masquerade Attack: This is a combination of both suspension and fabri-
cation attack where the adversary weakly compromises the target ECU and
further suspends it from transmitting any messages. Making use of another
fully compromised ECU on the same bus, the attacker impersonates the target
ECU and sends messages at the original frequency as the target ECU. As a
result, there is no violation of arrival times for these messages. Since no con-
flicting signal values are arriving from the target ECU, the messages appear
as if they originated from the actual source.

4. Conquest Attack: The authors of CASAD [12] introduced a truly stealthy
attack known as the conquest attack where the attacker can avoid both the
IDS and other security protection mechanisms. Unlike other attacks, the tar-
get ECU is directly conquered and fully compromised by the adversary. It is
then reprogrammed to manipulate the payload of the sensitive message, thus
causing the receiver ECU to function erroneously. In contrast to all other
attack scenarios mentioned above, this attack does not change the normal be-
haviour of any of the ECUs; hence it is truly stealthy.

These attacks performed individually or in combination can result in the vehicle
being completely controlled by the attacker and thereby posing serious safety-risks
to the passengers and pedestrians. The defence-mechanisms, which are discussed in
the following section, address one or more types of these attacks and the techniques
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used to mitigate the vulnerabilities which are exploited by the attackers.

2.3 CAN - Defence Mechanisms
The vulnerabilities associated with the CAN-protocol, as discussed in Section 2.2
has motivated researchers to propose several methods and approaches to addressing
multiple issues related to the protocol. However, as already mentioned, these meth-
ods are based on two essential lines of defence: Message Authentication Schemes
and IDSs, which are detailed in the subsequent subsections. Despite such efforts,
malicious attackers are always perfecting their methods to find loopholes and un-
dermine the existing protection-mechanisms. Thus, it is not enough to guarantee
state-of-the-art technology in implementing security at the production-level. In-
stead, a holistic approach is required where systems are continuously monitored for
any suspicious behaviour where IDS being one such approach.

In addition to the two major lines of defence, researchers have proposed to ad-
dress other vulnerabilities that can originate due to one or more features of the
CAN-protocol. For example, as mentioned in Section 2.2, CAN is a priority-based
communication-protocol which is a highly desirable feature for IVNs, but a vulner-
ability in itself, making the vehicle prone to DoS attacks. Si et al. showed that
by using a meticulous configuration, a single attacker could block the entire CAN-
network and make it unusable [21]. They implemented a priority-based DoS attack
at the application-layer as it is responsible for generating and transferring packets
to the CAN-transceiver. The attack-model consists of a queue, a packet-generator
and a flow-controller, all three of which are used to transmit high-priority messages
and thereby inflict a DoS attack [21]. In order to mitigate this problem, they pro-
pose to integrate a wireless interface (such as ZigBee, WiFi) and design a hybrid
wired/wireless protocol to monitor link-qualities and accordingly schedule packet-
transmissions. Through real testbed experiments, the authors demonstrated that
the proposed protocol is robust to DoS attacks and increases the capacity of the
communication system under normal operations. However, with the introduction of
wireless communication into IVNs, the authors mention the possibilities of security
issues such as privacy and packet-spoofing.

2.3.1 Message Authentication Schemes
Message Authentication Schemes are one of the most popular cryptographic-based
software solutions that researchers have been exploiting in order to propose efficient
defence-mechanisms for IVNs. The main idea is to ensure the authentication of the
CAN data frame that is being exchanged between ECUs. Over the years, several
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methods have been proposed in this direction and have essentially failed, owing to
two major shortcomings. First, the CAN data-frame has a fixed size of 8 bytes and
implementing any scheme in such a short space is a tedious task. However, as de-
scribed by Lokman et al., in their work [11], this issue has been tackled using several
countermeasures, especially from a cryptographic approach. For example, truncat-
ing a Message Authentication Code (MAC) across several CAN-frames, utilizing an
out-of-band channel to authenticate the message, and using various of the CRC-
fields in order to accommodate additional bytes. Second, as mentioned in Section
2.2, the high resource constraints of automotive networks in terms of computational
power, capability and response-time make it extremely difficult and complex to im-
plement these schemes.

Woo et al. exploit the vulnerabilities associated with the CAN-protocol and demon-
strate a practical long-range wireless attack in a connected car environment using a
real vehicle and a malicious Android-based smartphone application. Further, they
propose a detailed five-phase security-protocol to combat such attacks symmetric
keys for encryption and a MAC for authentication of the data-frames [6]. Many
assumptions regarding the system have been made, for example, the gateway ECU
(which has higher computational power) and other ECUs use a secure channel to
pre-share long-term symmetric keys, and ECUs use message-filtering functionality
and only accept messages if the sender-ID is on the list. Despite these assumptions,
the authors claim that their proposed method is more efficient than other methods,
with respect to authentication delay and communication load.

Cros et al. have recently proposed an authentication solution based on hashing-
mechanisms that could be integrated into the CAN-protocol [22]. The authors
propose to implement a hashing-process for each message on the CAN-bus, con-
sidering the fact that a large number of resources are needed to decrypt a message,
which cannot be afforded in an embedded setting. They define a key for a group of
messages and store it locally on each ECU associated with the message. Using the
data-frame and a unique counter, they compute a secure hash of variable length and
reuse parts of CAN extended header to store additional hash-bytes. By relying on
regular key rotation, using unique counters and computing new keys dynamically,
the authors claim that data can be securely transmitted inside a CAN-bus.

However, such methods have major shortcomings due to which their practical de-
ployment have not been successful. The assumptions made by Woo et al. hinder
the ability of the system to withstand various types of attacks. For example, in
the proposed system, the ECUs use message-filtering functionality based on the ID
of the sender, making it prone to spoofing-attacks. The approach by Cros et al.
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depends on generating and storing hashes and other related data such as private
keys, counters, among others, which would still result in loss of data space which is
scarce in an IVN.

2.3.2 Intrusion Detection Systems for Vehicles
IDSs are one of the most commonly used solutions for monitoring systems and net-
works for malicious activity and policy violations. The malicious activity can come
from within the network; through one of the internal components or from an exter-
nal component outside the network. Over the past few decades, there has been a
tremendous increase in the number of IDS implementations across domains, and ve-
hicles are no exception to this. Based on the method of operation and the detection
technique, as already mentioned in Chapter 1, IDSs can be broadly classified into
two well-known variants, namely signature-based IDSs and anomaly-based IDSs.
The former classifies intrusion by recognizing patterns such as those similar to mal-
ware, already known attacks, and malicious activities. The latter detects deviations
from a predefined model of normal behaviour to discover anomalies. In addition
to these, there are Intrusion Detection and Prevention Systems (IDPSs) which ac-
tively monitor the system, respond to the detected attacks and thereby making the
system more secure by taking preventive actions. In recent years, researchers have
developed vehicular-IDSs [12, 13, 14, 15], making use of both signature-based and
anomaly-based techniques to identify intrusions.

However, Lokman et al. mention in their paper [11] that IDSs can also be classified
based on their placement in the IVN. An IDS directly attached to each ECU in
the vehicle is known as host-based IDS, while placing an IDS on the CAN-network
and the central gateway of the IVN is known as network-based IDS. In their work,
Lokman et al. [11] and Dupont et al. [23] meticulously describe and compare the dif-
ferent types of IDSs for the automotive CAN-bus system that have been introduced
over the years. Recently, in-vehicle IDSs have evolved to identify intrusions based on
different criteria. We begin by describing three different variants of IDSs, namely,
frequency, entropy and machine learning-based IDSs in the following subsections.

Inserting extra CAN-packets into the system is one of the prominent methods to
inflict an attack on the CAN-network. However, messages in a CAN-network are
strictly ordered and arrive at a specific frequency. Researchers have proposed IDSs
which utilize this characteristic to identify anomalies in the CAN network.

1. Song et al. proposed a method that uses predefined CAN-frame frequencies
to define a normal status of the system based on regular message intervals.
Injected messages would significantly deviate from the normal status and hence
be classified as an attack by the IDS [24].
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2. Taylor et al. proposed an algorithm that measures inter-packet timing over
a sliding window and compares the average times to historical averages to
indicate any anomalous behaviour. Data was captured from a real vehicle, a
part of which was used to train the algorithm for historical average times [25].

The information-theoretic concept measures the coincidence occurred from a given
data-set and utilizes the obtained result as an IDS specification profile. Entropy
allows an abstract representation of randomness of data by specifying portions of
the dataset against which coincidence has to be measured. Using the notion of
entropy, researchers have proposed methods to detect anomalies in a CAN-bus.

1. In their work, Müter et al. exploit the characteristic of low randomness in an
automotive network to design an IDS. [26]. As we know from Section 2.2, most
attacks on a CAN-bus either inject new messages or change payloads. This
will influence the IVN traffic, change the randomness of the bus, and increase
the entropy of the network; all which will be identified as an attack by the
IDS.

2. Marchetti et al. evaluated the method proposed in [26] by introducing a huge
number of forged CAN packets. Their results show that high detection accu-
racy can be achieved only when a large number of packets are injected quickly.
However, the method performed poorly for both low-volume attacks and for
messages which have large entropy variations [27].

Machine learning based methods, in general, are broadly classified into supervised
and unsupervised-learning. While the former requires fully labelled data for train-
ing, the latter does not, hence making it difficult to predict and generate attack-
behaviour. This has resulted in researchers opting for supervised or semi-supervised
learning based IDSs for vehicles. Deep Neural Networks (DNN) have found appli-
cations in a wide range of security aspects.

1. Kang et al. proposed a method to capture and process CAN packets to extract
the underlying statistical features of the data. The first phase labels every
packet by a binary value (attack/ordinary packet) and uses it to train features
based on a DNN model. Using the trained parameters, the second phase
extracts features of incoming packets and classifies them accordingly [13].

2. Taylor et al. converted raw CAN-packets into a string data type, which used
as an input sequence to predict the next value using a supervised long short-
term memory (LSTM) neural network method [28]. The authors use messages
transmitted by each node on the CAN-bus to predict the subsequent data-field
values and claim that the method can detect a range of known attacks and
does not require knowledge of underlying protocols.

In order to further comprehend the reader’s understanding of IDSs, we base our
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presentation on the works of Lokman et al. [11] and Dunpont et al. [23] and briefly
describe a few different IDSs that are of relevance to our thesis. We highlight specific
examples of IDSs and the characteristics they use to make decisions in order to label
attacks.

1. Owing to the drawbacks of conventional IDSs that fail to detect and distinguish
spoofed messages from legitimate messages, Hamada et al. proposed an IDS
to detect attacks at the central gateway of the IVN. They monitor and evalu-
ate the sensor-based control data against any deviations from a pre-specified
threshold in order to detect attacks. However, designed specifically only to
detect spoofed messages, this method fails to identify any other modifications
in the payload of the message, which is a major drawback.

2. Weber et al. introduced a two-stage hybrid anomaly detection technique which
is a combination of specification-based system and a machine learning algo-
rithm called Lightweight On-line Detector of Anomalies (LODA) [29]. The
first stage corresponds to implementing static checks on a semi-formal network-
specification. In the second stage, learning checks were used to observe the
behaviour of temporal communication signals which are not specific.

3. The technique of using a distributed IDS was proposed by Wang et al. using
a Hierarchical Temporal Memory (HTM), a neural network which integrates
massive training and continuous learning at the same time [30]. This method
incorporates online learning for streaming data and simultaneously enables the
anomaly-detector to learn continuously from CAN-data.

4. Verendel et al. proposed a honeypot-based security-mechanism which would
act as a decoy in simulating the IVN [31]. The honeypot was placed at the
wireless gateway with an aim to trap the behaviour of attackers who gain
access to the vehicle’s wireless interface. The collected information was used
to analyse the state of the system and enhance it for future versions.

5. Larson et al. [32] proposed a detailed framework consisting of five layers,
namely detection, prevention, recovery, countermeasure and deflection in pro-
tecting vehicles. Nilsson et al. [33] extended the approach of the five layers by
adding detailed features to each layer namely, logging messages for detection,
reacting to the attacks through IDPS, message-authentication in preventing
unauthorised access and using traceability for recovery.

The IDSs described above are influenced by a variety of approaches from different
domains. For example, the work by Hamada et al. was influenced by the security
incident on Jeep Cherokee in 2015, Weber et al. used the concept of using the
same IDS at multiple locations in an IVN, and Wang et al. were inspired by the
distributed protection approach in a cloud environment, and thus introduced the
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Distributed Intrusion Detection System (DIDS) for vehicles. Additionally, Kleberger
et al. [34] reviewed and discussed the potential vulnerabilities with IVNs. They also
highlighted the challenges in implementing security measures and corresponding
protection-mechanisms that have been proposed overcoming such challenges.

2.3.3 Fingerprinting ECUs using Voltage-Characteristics
As explained in Section 2.1.2, the CAN-protocol sends messages by using dominant
and recessive bits. To understand how CAN-transceivers output the intended volt-
ages and how these can be used to fingerprint ECUs, we must look at the gate level
schematics of a CAN-transceiver.

Vcc

CANH

CANL

RLVOD

Q2	=	OFF

Q1	=	OFF

(a) Recessive State (1-bit)

Vcc

CANH

CANL

RLVOD

RDSON,N

RDSON,P

Q2	=	ON

Q1	=	ON

(b) Dominant State (0-bit)

Figure 2.3: Gate-level schematics of a CAN-transceiver for the recessive and dom-
inant state [35, 36].

In Figure 2.3, we see a typical ECU-connection to a CAN-bus [35, 36]. A voltage-
regulator maintains the nominal supply-voltage (Vcc) of 5V. The input of the reg-
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ulator comes from a power-supply, i.e., 12V/24V battery. According to the ISO
11898-2 standard, transceivers must operate with a common-mode range of -2V to
7V. Since CAN-transceivers measure differential voltage to determine the bus level,
transceivers using 3.3V as the supply voltage can communicate with transceivers
using 5V as their supply voltage.

The transceivers are designed to accommodate high levels of ground-shift and power-
supply imbalance between typical CAN-nodes. This is also known as “the common-
mode voltage operating range”. Without this design choice, the transceivers would
be affected with failures which could cause intermittent reboots, lock-ups, bad data
transfer, or in the worst-case physical damage to a transceiver.

Since the relevant information is contained in the differential voltage between CANH
and CANL, the CAN-bus requires a high “common-mode rejection-ratio” (CMRR).
CMRR of a differential-input indicates the capability of the input to reject input
signals (noise) common to both input leads. Common-mode noise exists within
the networks associated with CAN-applications due to noise from pulsing motor
controllers, switch-mode power-supplies, or from fluorescent-lighting load. Different
ECUs have different voltage-regulators with different common-mode rejection ratios.
Because of this, there exist small but non-negligible differences in ECUs’ nominal
supply-voltage (Vcc) [37, 38]. Since there exists no perfect ground in the real world,
we will have variations in the ground and supply-voltages [39].

The transceivers send bits by turning on/off two transistors, Q1 and Q2 in Figure
2.3, to generate a differential output voltage (VOD) between CANH and CANL. To
send a 0-bit, the transceivers turn on the transistors, which in such case can be con-
sidered as the resistors RDSON,P/N . These resistors are designed to have the same
values; however, due to manufacturing variations, the resistor values can have slight
variations from each other [40]. Since the resistor’s value is inversely-related to the
gate-voltage (Vcc), which varies with each ECU, the resistor values will also have
variations in between ECUs. These variations are more evident when transmitting
a 0-bit because of the resistors being in use. As seen in Figure 2.3b, this is also
referred to as a dominant state. The voltage measured during this bit is therefore
referred to as a dominant voltage.

A dominant voltage depends on the Vcc, ground and the resistor-values in each
ECU, and since these vary in between ECUs, the dominant voltages will also vary
in CANH and CANL. Therefore, as mentioned, the ISO 11898-2 standard requires
that a compatible transceiver must accommodate variations in the dominant volt-
ages [41]. According to ISO 11898-4, CANH= +2.75 to +4.50, CANL= +0.50 to
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+2.25 [42].

One of the most critical challenges in using low-level characteristics of ECUs for
fingerprinting is that environmental conditions such as temperature and magnetic
fields may affect such characteristics. However, since the CANH and CANL cables
are physically close, they are equally exposed to the same noise sources. This en-
sures that the exposure to electromagnetic fields is nearly equal on each line, and
thereby, cancelling the differential influence from magnetic field coupling by revers-
ing the polarity in adjacent loops of twist in twisted-pair wiring. Even a change
in temperature affects both cables equally due to the close physical distance. The
transceivers adjust CANH and CANL in the opposite direction to still generate the
intended differential-voltage [43].

In summary:
Different CAN transceivers’ nominal supply-voltage, ground-voltage, and resistor-
values can have variations, especially when transmitting a 0-bit. Thus, the CANH
and CANL dominant voltages will vary in between ECUs. Transient changes in mag-
netic fields and temperature affect CANH and CANL equally, and the transceivers
address this by deviating either cable in the opposite direction to generate the in-
tended differential voltage.

These properties are exploited by Viden [17] to construct voltage profiles for ECUs,
which we will discuss later. The recessive voltages when the nodes are sending 1-bits
are ignored due to little voltage variation.

2.4 Voltage-based Attacker Identification -
Viden

Cho and Shin introduced a concept, Viden [17], to accurately identify attackers by
focusing on the output voltage of attack messages. They claim that their method
fingerprints ECUs differently in comparison with other methods proposed by Mur-
vay et al. in [16] and Patsakis et al. in [15], which also use voltage-measurements to
fingerprint ECUs. Viden does not impose any restriction on a specific type of CAN-
message or the speed of CAN-bus. At a sampling-rate of 50KSamples/s and through
an online update of profiles, Viden provides adaptability to transient changes such
as temperature and magnetic fields. Due to the relatively low false-positive rate,
Viden is the prominent benchmark for this thesis. We detail its methodology and
further describe the improvisations we have made in order to obtain the results.
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Viden’s system model comprises of both an IDS which detect an attack and a finger-
printing device which complements the IDS by identifying the source of the attack.
The fingerprinting device is based on both timing and voltage schemes [17], [15],
[16]. Viden’s threat model takes into account attack-scenarios and assumes that no
compromised devices are attached to a vehicle, meaning, it only considers devices
that can be remotely compromised and not otherwise. The attack-model of our the-
sis covers and complements these attacks, and in fact, is even more complete than
the attack model proposed in Viden. Viden does not consider conquest attacks but
defines two impersonation techniques, namely, arbitrary impersonation and targeted
impersonation. Arbitrary impersonation is misleading the fingerprinting device to
think that some arbitrary ECU but the attacker itself has mounted the attack. Tar-
geted impersonation corresponds to making the fingerprinting device believe that a
targeted ECU has mounted the attack.

The authors of Viden consider three different types of adversaries based on their
capabilities and the knowledge they possess about the vehicle:

1. Naive Adversary: Lacks knowledge about ECU fingerprinting but injects
messages (with forged IDs) unwarily at arbitrary times.

2. Timing-aware Adversary: Knows how ECUs can be fingerprinted via timing-
analysis, logs the CAN-traffic, and learns the timing-behaviour in order to
imitate other ECUs. This type of adversary can perform both types of imper-
sonations.

3. Timing-voltage-aware Adversary: Knows how ECUs can be fingerprinted
via voltage and timing-measurements. (S)he can impersonate other ECUs and
evade the fingerprinting device by changing own voltage-levels in order to fit
in the output-voltage range of the target ECU.

However, Viden is still prone to attacks owing to a weakness detailed as follows.
Fingerprinting ECUs based on time utilize the fact that most in-vehicle ECUs op-
erate on local clocks with distinct skews. An attacker cannot change/modify the
clock skew of an ECU since it is a physical property. Hence, Sagong et al. propose
Cloaking the Clock [44], an attack which imitates the timing of the transmitted mes-
sages in order to match the clock skew of a targeted ECU and inflict into the network.

The authors implement the cloaking attack on the current state-of-the-art IDSs and
a new IDS developed by themselves, which is based on the widely used Network
Time Protocol (NTP). In order to measure and quantify the effectiveness of the
cloaking attack, a new index called Maximum Slackness Index was defined. Lower
values on this index reflect higher effectiveness in identifying the attack. The authors
define two types of attackers, as detailed in Section 2.2, weak attackers (who can
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inflict a suspension attack) and strong attackers (who can inflict both suspension and
fabrication attacks). Their findings show that the NTP-based IDS is more effective
in detecting masquerade attacks than other state-of-the-art IDSs. The approach
presented in our thesis does not focus on modifying clock-values. Since we utilize
CASAD as an IDS on top of which the fingerprinting-technique is built, our design
as a whole is still efficient against such a cloaking attack.

2.5 CASAD: CAN-Aware Stealthy Attack
Detection

Most of the attacks on IVNs either noticeably affect the system properties they op-
erate in or change the overall behaviour of the CAN-traffic and are hardly stealthy.
There exists a strong notion of considering a masquerade attack as a stealthy attack
where the adversary injects messages from a compromised ECU while simultane-
ously muting the intended ECU. However, the Nowdehi et al. argue against this
notion by defining a truly stealthy attack called the "conquest attack" as detailed in
Section 2.2. The adversary reprograms the intended ECU while not affecting the
IVN-characteristics, yet directly manipulating the payload of its messages. Hence,
this type of attack is hard to detect and at present does not have any countermea-
sures.

Nowdehi et al. propose CASAD (CAN-Aware Stealthy-Attack Detection) [12], which
learns the normal behaviour of the CAN-traffic in a vehicle based on the histori-
cal data related to the IVN-dynamics. CASAD is influenced by a recently proposed
specification-agnostic method, PASAD [45], which detects attacks on industrial con-
trol systems. By directly processing CAN-traffic at the payload-level, and by using
an exploratory time-series analysis-technique, CASAD captures the deterministic
behaviour of the IVN-dynamics. The approach is the first to identify a mathemat-
ical representation of the normal behaviour of IVNs and continuously monitoring
for any changes that indicate an attack. Since this approach does not require any
knowledge about the underlying mechanism generating the CAN-traffic, it over-
comes some of the significant challenges such as lack of backward compatibility,
insufficient implementation details, among others related to practical deployment.

The authors of CASAD show that their approach can detect different types of at-
tacks, including the conquest attack. The conquest attack can prove to be effective
against the features offered by Advanced Driver Assistance Systems (ADAS) such as
collision warning, lane departure warnings, among others which depend on the in-
tegrity of sensor values. This shows the far-reaching consequences a conquest attack
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can have on the vehicle, and hence the passengers/pedestrians in the proximity of
the vehicle. In our thesis, we use the original implementation of PASAD to replicate
the working of CASAD. Following the methodology stated in the CASAD paper,
we make necessary modifications to the original PASAD algorithm to ensure that it
can analyse and understand CAN-traffic and detect different types of attacks.
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Related Work

The parameters considered to evaluate the behaviour of the IVNs and detect attacks
can broadly vary in between IDSs, as described in Section 2.3.2. The main focus of
our thesis is the two prominent works in vehicle-cybersecurity, namely Viden [17] and
CASAD [12]. Although we do independent experiments on both of these systems, we
do not change any parameters for each of them. Instead, we propose to run them
together as a unified system for both attack detection and source identification.
Viden emphasizes the low-level characteristics of ECUs and hence, in this section,
we narrow our approach to IDSs similar to Viden, which evaluate the state of the
system using different low-level characteristics such as voltage, temperature, clock-
skew and clock-offset. We also discuss the weaknesses of a few other solutions
and how such weaknesses can be possibly addressed. CASAD’s detection engine is
capable of detecting attacks which other IDSs fail to detect. This being the primary
motivation for our choice of CASAD as the IDS, we detail the way CASAD works
towards the end of this section.

3.1 Clock-based IDS
In recent years, many studies and methods have been introduced by researchers to
fingerprint ECUs based on their low-level characteristics. In [46], Cho and Shin
propose a method to fingerprint ECUs based on their clock-offset and clock-skew
values extracted from the message arrival times. This method, so-called Clock based
IDS (CIDS), measures and exploits the intervals of periodic in-vehicle messages
for fingerprinting ECUs. These fingerprints are then used to construct a model
of ECUs’ clock behaviours using mathematical techniques such as the Recursive
Least Square (RLS) algorithm. Building on the thus constructed model, the method
uses a Cumulative Sum (CUSUM) analysis (which derives cumulative sums of the
deviations from a specific value to identify sudden changes) to assess the error.
This analysis helps to detect intrusions by observing any abnormal shifts in periodic
intervals of message arrival times. The model is evaluated on a CAN-bus prototype,
and experimental results indicate that CIDS is capable of detecting various attacks
at a low false-positive rate. CIDS fingerprinting is also useful in identifying the root
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of the attack, i.e., determining which ECU mounted the attack. In comparison with
this technique, our thesis is built on another low-level characteristic, namely voltage
and differs significantly in identifying the source for different types of attack.

3.2 Temperature-based ECU-Fingerprinting
Tian et al. propose "Temperature-Varied Fingerprinting" (TVF) [47] for fingerprint-
ing ECUs and making source identification efficient even in the presence of tem-
perature variations. The authors observed that the clock-offset value of a specific
ECU varies with environmental temperature of that ECU, however, remains lin-
ear in normal operating temperatures. By exploiting this fact, the authors de-
velop temperature-varied clock-offset as a fingerprint for ECUs. A linear regression
model is constructed for each ECU based on parameters, namely, temperature ranges
(which can be obtained from vehicle manufacturers), periodic message-variation at
different temperatures, and the average clock-offset value. This model corresponds
to the fingerprint of each ECU at a specific temperature. Many such fingerprints at
different temperatures are built and used as a baseline. TVF can detect an attack
by observing and identifying abnormal clock-offset at certain temperatures. The
temperature-varied fingerprints of each ECU then facilitate the source detection.
The experimental results published by the authors show that TVF is able to detect
masquerade attacks (detailed in Section 2.2) at various temperatures and also iden-
tify the source of the attack. In our thesis, we do not take into consideration any
temperature variations.

3.3 Physical Fingerprinting of ECUs based on
Machine Learning Algorithms

ECUs can be fingerprinted by exploiting characteristics such as material imperfec-
tions and deficiencies in the design. In [48], the author, Omid Avatefipour, proposes
a fingerprinting method by constructing unique artefacts based on physical charac-
teristics at both the channel-level (for example cables connected to the CAN-bus)
and the digital device-level (for example ECU). In order to leverage an identifica-
tion method, the framework uses the physical channel-dependent attributes to link
a message to the transmitting ECU. If an adversary sends a malicious message from
an external ECU either by impersonation or changing the cables that are connected
to the CAN-bus, this method is able to clearly distinguish the message by comparing
it with the existing patters for all the known ECUs.

In order to construct a unique profile for each ECU, the proposed method uses a
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feature vector that makes use of eleven time and frequency-domain statistical signals
collected across sixteen different channels from four identical ECUs transmitting the
same message. This data is used to train a multi-layer neural network based clas-
sifier by performing a convolution of the impulse-response of the physical channel
(connecting the ECU and the CAN-bus) and a message from that particular ECU.
The resulting signal from the convolution itself acts as a unique artefact to which
a specific ECU can be attributed. However, in our thesis, we do not use charac-
teristics which are based on the physical attributes of ECUs/CAN-bus; instead, we
fingerprint ECUs based on their voltage characteristics.

3.4 CASAD’s Detection Engine
As explained in Section 2.5, CASAD is able to detect different types of attacks
detailed in Section 2.2. As mentioned earlier, CASAD is inspired by PASAD, and
hence we begin with first presenting a brief overview of PASAD. We then dive
deeper into the working of CASAD and detail the modifications made to PASAD
to accommodate to the requirements of IVNs.

3.4.1 PASAD: Process-Aware Stealthy Attack Detection
Process-Aware Stealthy Attack Detection (PASAD) [45], is an attack detection
mechanism recently proposed to continuously monitor physical sensor-measurements
from industrial control-systems and thereby detect any deviations from the normal
historical behaviour of the system. A signal information representing the deter-
ministic behaviour of the system is extracted from a time-series of these sensor-
measurements. This method is a time-series analysis-technique known as singular
spectrum analysis. The method consists of two phases, namely, an offline learning-
phase to determine the normal behaviour of the system, and an online detection-
phase to determine variations from the normal behaviour. Both of these phases
operate on an input of time-series, τ measurements from sensors values, detailed as
follows:

1. Learning Phase: A vector-space, referred to as a trajectory-space is created
by embedding a subseries of the monitored signal which is used for training.
Next, the training-vectors are projected to a signal-subspace which is identi-
fied using a mathematical procedure known as isometry trick shown by Aoudi
et al. [45]. The projected vectors form a cluster in the signal subspace and
thereby define the normal behavior, depending on the regularity in the un-
derlying system behaviour. Formally, an initial subseries of τ of length N is
unfolded into a trajectory-matrix B by forming K L-lagged vectors bi, where
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L is the lag-parameter and K = N - L + 1. Next the singular value decompo-
sition of B is performed to obtain an orthonormal set of L eigenvectors of the
covariance-matrix BBT . A matrix U is then formed whose columns are the r
< L leading eigenvectors, where r is the so-called statistical dimension. The
training-vectors bi, 1 ≤ i ≤ K, are then projected onto the signal-subspace
spanned by the column-vectors of U, with the centroid of the cluster they
form being computed as c̃ = UTc where c is the sample mean of the training-
vectors.

2. Detection Phase: A test-vector is composed at every iteration by incorpo-
rating the most recent sensor-value. By measuring the distance between the
most recent test-vector and the centroid of the determined cluster, a departure
score is iteratively computed for the most recent lagged vector bj, j > K. This
is done by obtaining the squared Euclidean distance between the centroid c̃
and the most recent test vector bj as

Dj = ‖c̃ - UTbj‖2 (3.1)

An alarm is raised if the score crosses a prescribed threshold.

3.4.2 CAN-Aware Detection
PASAD, as it is, is not applicable to vehicular networks and hence two major changes
have been made to the algorithm resulting in the development of CASAD.

1. A mechanism to model CAN-traffic: The payloads of consecutive mes-
sages from the CAN-traffic are extracted as bytes of data and are modelled as
a time-series τ = b1, b2, b3, ..., bN ,... Despite the fact that the CAN data-
field has a variable length and may contain up to 8 bytes of signal-data, yet
they can be expressed a multiple of one byte. Hence the vectors are always
processed byte-wise and are used to construct the trajectory-matrix and thus
perform training. For example, suppose on a CAN-bus, the traffic is modeled
as τ = bi, bi+1, bi+2, bi+3, bi+4. If the payload of a message mj consists of
three bytes of data bi, bi+1, bi+2, then the following message mj+1 would have
only two bytes of data bi+3, bi+4, as its complete payload.

2. Compute departure scores using a modified procedure: Nowdehi et
al. confirmed that the use of Equation 3.1 yielded poorly scaled departure
scores during the detection-phase. They attributed this result to the fact that
monitored values belong to a bounded range unlike the continuous real-valued
sensor-measurements as in PASAD. Hence, they proposed a modification in
measuring the departure score for every test-vector, by computing the squared
weighted Euclidean distance from the centroid. The ratio of each eigenvalue
to the total sum of eigenvalues associated with the r eigenvectors determined
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in the learning-phase account for the weights. Formally, the departure score
in Equation 3.1 is modified as follows:

D̃j = ‖W(c̃ - UTbj)‖2 (3.2)

W is the corresponding weight and an r-dimensional diagonal matrix whose i th

diagonal entry is defined as ei/
∑r

i ei, where ei is the eigenvalue corresponding
to the i th eigenvector ui for 1 ≤ i ≤ r. A prespecified threshold θ is also
defined and whenever D̃j > θ, an alarm is triggered.

3.4.3 Limitations of CASAD
The authors of CASAD mention certain limitations of the proposed detection algo-
rithm and also mention scenarios where CASAD might need complementary sup-
port in order to detect intrusions. As noted by Nowdehi et al. CASAD performs well
when handling periodic CAN-messages (most CAN-messages have this behaviour) as
CASAD performs spectral analysis of time-series. In case of emergency, event-driven
or rare messages (e.g. Airbag deployment), e.g., CASAD might require additional
support to blacklist/whitelist messages for more precise handling. Additionally, a
conquest attack that makes slow normal-looking changes at the payload-level may
not be promptly detected by CASAD. In fact, to our best knowledge, there is cur-
rently no proposed solution in the literature that is capable of detecting such stealthy
attacks that are slowly performed. The linear increase in fuel-consumption, engine-
speed, e.g. are examples where an adversary can manage to put a car in an unsafe
state over a certain period of time.
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4
Empirical Study of Viden

In this chapter, we describe in detail the working path on how we implemented
each phase of Viden [17]. We received direct help from the authors of CASAD and
hence had little/no problems with its implementation and hence do not describe it
in detail. Instead, we refer to the original paper of CASAD [12] for more details on
the implementation.

As explained in Chapter 2.4, the authors of Viden, Cho and Shin, claim to accurately
identify attackers by uniquely profiling each ECU through their voltage behaviour
when transmitting CAN-messages.

Figure 4.1: Four Phases of Operation in Viden [17].

As seen in Figure 4.1, Viden fingerprints ECUs and achieves attacker identification
in four phases, detailed as follows:

• Phase 1: The CANH and CANL voltages are measured, and the recently
acquired values are mapped with the ID of the message received from the ECUs
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receive buffer. Next, for that message, Viden learns its ACK-threshold, which
is essential in determining whether or not the measured voltages originated
from the actual message transmitter. This step is run at initialization and
repeated when an update is necessary.

• Phase 2: The learned ACK-threshold is exploited to select the voltages that
are outputted solely by the message transmitter. These voltage-measurements
are used to derive a voltage instance, which is a set of features that reflect
the transmitter ECUs voltage output behaviour. Phase 2, 3 and 4 are run
iteratively.

• Phase 3: The newly derived voltage instance is used to update the voltage
profile of the message-transmitter. In case an attack is detected by an IDS,
Viden identifies the attacker ECU by constructing a message profile for the
attack-messages and mapping it to the existing profiles.

• Phase 4: This is a verification phase using multi-class classification on the
obtained results from Phase 3.

To understand how profiling using low-level characteristics of ECUs works, we began
with replicating Viden’s four phases on an Arduino Uno board, described in Subsec-
tion 5.1.1. Implementing Viden is not a simple task, and we had to find workarounds
for several issues. In the following sections, we explain how the voltage characteris-
tics explained in Section 2.3.3 can be exploited to fingerprint ECUs. We also explain
how we replicated each phase of Viden, the challenges that we encountered and the
workarounds we took. Each section begins with a flow-chart displaying the technical
and design-challenges we encountered in a topological order when replicating each
phase of Viden. We then explain each challenge with its solution.

4.1 Phase 1 - Learning the ACK-threshold
In Phase 1, we collect all dominant voltages from the transmitter for different
message-IDs. The message-payload does not affect Viden and, we therefore filled all
messages with 0s.

To transmit a message, an ECU transmits a 0-bit after a certain idle-period to
tell other ECUs that this is the start of a new message. During this stage, the
voltage on the CANH increases from 2.5 (recessive) and exceeds 2.75 (dominant),
and the voltage on CANL decreases from 2.5 (recessive) to below 2.25 (dominant).
Towards the end of the message-transmission, all nodes except the transmitter out-
put a 0-bit (dominant voltage) on the CAN-bus to acknowledge the message. This
occurs before the transmitter has finished sending the message, as seen in Figure 4.3.
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Phase 1
Technical Challenges

Sample
CANH & CANL

Voltage
Sample Rate

Arduino

Begin
Phase

1

2

3

Design Challenges

End
Phase

5

4 Discard-Threshold

Learn
ACK-Threshold

Low Memory
Arduino

Figure 4.2: The technical and design-challenges we encountered when replicating
Phase 1 of Viden.

Figure 4.3: All ECUs except the transmitter send an acknowledgement to the
transmitter before the message has finished transmitting. The marked voltages
{3.4V, 3.3V, 3.8V} represent the collected dominant voltages [17].
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Since the acknowledgement-message is sent before the transmitter finishes the trans-
mission, the dominant voltages from the other ECUs get captured together with
the other dominant voltages that were sent from the transmitter during the trans-
mission. To accurately profile the transmitter, the voltage-measurement from the
ACK-slot ("ACK-voltage") needs to be discarded as it is not originating from the
actual transmitter. This is done by exploiting two facts:

1. The probability of measuring an ACK-voltage is low because it consists of a
single bit out of 128-bits of a CAN-message. Because of this, the most frequent
measured voltages will most likely consist of voltages originating from the
actual transmitter, "non-ACK voltages".

2. Since the ECUs are connected in parallel, the voltage-measurement during
this slot is higher than the other dominant voltages measured on CANH and
lower than the other dominant voltages measured on CANL. However, if we
only focused on the maximum voltages, we would sometimes get measurements
from the non-ACK voltages, but with some probability, we would sometimes
measure the ACK-voltages.

Cho and Shin, therefore, suggest that Viden should learn the ACK-threshold for
the message IDs it wants to focus on. By learning the ACK-threshold for a specific
message ID, Viden can discard voltages above that threshold and hopefully discard
the voltage-measurement from the ACK-slot and therefore build a more accurate
profile of the transmitter for a specific message ID.

4.1.1 Challenge 1: How can we measure the voltage-levels
on CANH & CANL at the same time?

Since the CAN-bus uses two cables, CANH and CANL, we want the ADC-interrupts
to read from two channels. Cho and Shin do not specify how this is done in their
implementation. Reading from two channels in parallel is not an option on the
Arduino Uno since it only has one ADC [49], we, therefore, chose to learn the ACK-
threshold for one cable at a time. The disadvantage of this method is that we are not
able to get the differential-voltage or compare CANH with CANL, which cooperate
to generate the intended differential-voltage. Nevertheless, we have not noticed any
adverse effects that this can cause in our implementation.

4.1.2 Challenge 2: Measuring voltage with Arduino -
Sampling rate?

The default sampling rate using the ADC on the Arduino is 9600 samples/s, which
is too slow to capture dominant voltages and to learn the ACK-threshold. We need
to capture ACK-voltages to learn the ACK-threshold, and since the ACK-slot is
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only 1-bit long, the probability of capturing it with a low sampling rate is low. Cho
and Shin optimized their Arduinos, and they claim that their working solution had
a sampling rate of 50KSamples/s. Similarly, we studied the Arduino-datasheet and
optimized our Arduinos.

To transmit CAN-messages on the Arduinos, we used the CAN-library provided
by the CAN-shield developers [50]. The voltage-levels on CANH and CANL were
measured by using two analog-pins on the Arduino. The Arduino ATmega micro-
controller features a single 10-bit "successive approximation ADC". "Successive ap-
proximation ADC means that the ADC takes 13 clock cycles to complete the con-
version (and 25 clock cycles for the first conversion)" [51]. To avoid the first slow
conversion, we triggered the ADC once at the bootup.

Figure 4.4: The ADC clock frequency can be increased by reducing the ADC-
resolution [51].

Due to the ADC-clock being slower than other components of the microcontroller,
the ADC’s clock-signal is "computed" from the main clock. To get the maximum res-
olution of 10 bits, an input clock frequency between 50 kHz and 200 kHz is required.
As seen in Figure 4.4, to get a higher sampling rate, the input clock frequency to
the ADC can be increased with the cost of lowering the resolution.

As seen in Figure 4.5, the sampling rate can be increased through an interface to the
ADC-module, which is controlled by a group of control-registers. The ADC-clock
can be calculated by dividing the main clock frequency (16 MHz) with the prescale
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Figure 4.5: The ADC-scheme [51].

factor which by default is set to 128. Thus, we get 16MHz/128 = 125kHz on the
ADC-clock. Since a conversion takes 13 ADC-clock cycles, the default sampling rate
is about 9600 Hz (125Khz/13). As seen in Table 4.1, by setting the ADPS0-1-2 bits
in the "ADCSRA" register, we can set the prescale factor to 16 and obtain an ADC
clock frequency of 1.00 MHz, which provides a sampling rate of 76.9 kHz. The opti-
mization results can be seen in Figure 4.6, where the time for 1000 ADC-conversions
is measured.

The measured sampling rate is the best-case scenario. This is because, when differ-
ent calculations are added to the ADC-measurements, the ADC sampling rate may
drop and reach 50KSamples/s, which is the same sampling rate used by Viden. The
ADC can be optimized even more to achieve this best-case scenario. One way to
do so is to use the "ADC Free-running mode" instead of calling "analogRead()" each
time to read the analog-pins. In this mode, the ADC throws an interrupt at the
end of each conversion. By doing this, the ADC does not waste time waiting for
the next sample, allowing to execute additional logic. It also improves the accuracy
of the sampling by reducing jitter. To enable the free-running mode, we set the
ADATE-bit, and to enable interrupts, we set the ADIE-bit in the ADCSRA-register
[49].
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Prescale ADPS2 ADPS1 ADPS0 Clock frequency
(MHz)

Sampling rate
(KHz)

2 0 0 1 8.00 615
4 0 1 0 4.00 307
8 0 1 1 2.00 153
16 1 0 0 1.00 76.9
32 1 0 1 0.50 38.4
64 1 1 0 0.25 19.2
128 1 1 1 0.125 9.61

Table 4.1: The prescaling factor can be used to increase the sampling rate of the
ADC [51].

(a) Default sampling rate with
prescaler value 128 and with inter-
rupts

(b) Optimized sampling rate using
prescaler value 16 and with inter-
rupts.

Figure 4.6: A comparison between the default sampling rate and our optimized
sampling rate. We print to serial output after measuring the sample time for 1000
ADC conversions.

35



4. Empirical Study of Viden

Now that we can sample voltages, we trigger the sampling of dominant voltages
whenever the voltage exceeds 2.75V on CANH (first dominant voltage for CANH)
or falls below 2.25V on CANL (first dominant voltage for CANL) after a certain
idle-period. This represents "start-of-frame" of a new message [41]. For each mes-
sage transmission, we store the dominant voltages in a buffer until the message is
received in the receive buffer.

Since the SRAM on the Arduino has a size of 2KB, and we store float-values (4 bytes
each), we can theoretically only store a maximum of 500 voltage-samples. However,
in practice, this number is even less since we store other variables in the SRAM as
well [52].

4.1.3 Challenge 3: Low memory on Arduino - Flush data
to PC?

Due to the memory limitation on the Arduino’s SRAM, we needed to flush the mea-
sured dominant voltages for each message through the serial port to a PC. Since
the serial port requires interrupts to transmit messages, its interrupts collide with
the ADC-interrupts, and since the serial communication is slower than the ADC
conversions, it becomes a bottleneck in the process. Thus, we stop the ADC inter-
rupts while using the serial port, which consequently leads to uncaptured dominant
voltages on the CAN-bus. Increasing the number of CAN-messages for a particular
message-ID suppresses this problem.

The ADC can be turned off by clearing the ADCSRA-register (setting it to zero).
This is done after we collect all of the dominant voltages for a given message. We
then use the serial port to transfer the voltage-measurements to a PC where a
Python-script is listening for incoming messages on the serial port. The PC then
stores the received measurements in a buffer (instead of a file) to avoid I/O opera-
tions that can be a bottleneck. When the Arduino finishes transmitting the data on
the serial port, we restore the ADCSRA-register value from a backup we created at
bootup. This loop continues until the PC receives M messages for each message-ID
for N rounds.

Through experiments, we noticed that as long as we capture some ACK-voltages,
we can calculate an accurate ACK-threshold. Initially, we used large sets such as
100K messages so that we could confidently determine whether we capture the ACK-
voltages. However, as we started to understand each phase of Viden, we were able
to improve our implementation and also reduce the number of messages required.
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Through experiments, we noticed that each CAN-message would lead to 5-15 cap-
tured dominant voltages. To avoid flushing for each message which will cause I/O-
bottleneck, we used M = 30 measurements and thereby increased the probability of
capturing an ACK-voltage for each round. Through experiments, we also found the
number of rounds required to learn the ACK-threshold accurately. While ten rounds
could be large enough to capture ACK-voltages, we increased the number of rounds
until we could confidently determine whether we captured the ACK-voltages. Each
time we receive 30 measurements, we extract the maximum and the most frequently
occurring voltage out of the 30 and store it in two buffers, frequent_samples and
max_samples. We do this for each message ID for N = 100 rounds, which is enough
round to capture some ACK-voltages. The PC stops the reading after receiving
M ·N (= 3000) dominant voltages from the serial port and flushes the samples into
a text-file which could be used later. As explained in Section 4.1, the most frequent
messages will most likely consist of non-ACK voltages, and the maximum voltages
will contain some non-ACK voltages, and with some probability, some ACK-voltages
as well.

As seen in Figure 4.7, a "Kernel Density Plot" (KDE) can be used to observe the
probability density function of the measured voltages. We observed that the most
frequent messages lay between approximately 3.20V and 3.23V, while the maximum
voltages could sometimes vary. Cho and Shin, therefore, suggest that a "discard-
threshold" should be used:

discard_threshold = max(frequent_samples) + βσfrequent_samples (4.1)

where values lower than the threshold are discarded when extracting the highest
voltage-samples. Here, σfrequent_samples is the standard deviation of the set contain-
ing the most frequent samples, and β is a design parameter that determines how
aggressive the ACK-voltages should be discarded.

4.1.4 Challenge 4: How strict should the ACK-voltages be
discarded?

The value of β in Equation 4.1, is not known and not mentioned by Cho and Shin.
In order to find an optimal value for β, we had to experiment with different values.
We noticed through experiments that as long as the discard-threshold is higher than
the most frequent values, it works. Thus, we used values 1-4 for β.

The values above the discard threshold define a new set, max_samples_discarded,
which contains mostly ACK-voltages and with some probability a few high non-ACK
voltages. By using this set, Cho and Shin determine:
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Figure 4.7: Dominant voltages from our CAN-bus prototype while sending
message-ID 7FA with data filled with 0s on a sample set of 3000 dominant voltage-
measurements from CANH.
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Γ1 = median(max_samples_discarded)− 3MAD(max_samples_discarded)
Γ2 = mean(max_samples_discarded)− 3σmax_samples_discarded

where MAD(x) denotes the median absolute deviation of x. The lower 3MAD
and the 3σ-limit is used to avoid other side-lobes than the max-data side-lobe that
can exist for some ECUs. The CANH ACK-threshold, ΓH

ACK , is then derived to be
max(Γ1,Γ2). According to Cho and Shin, the maximum is taken to be conservative
when discarding any non-ACK voltages.

When deriving the CANL ACK-threshold, ΓL
ACK , a minimum set is used (instead of

the maximum), and the upper limits are used (instead of the lower):

Γ1 = median(min_samples_discarded) + 3MAD(min_samples_discarded)
Γ2 = mean(min_samples_discarded) + 3σmin_samples_discarded

Similarly, the CANL ACK-threshold is then derived to be min(Γ1,Γ2). The final
result for CANH and CANL can be seen in Figure 4.8 and Figure 4.9, where ΓH

ACK =
3.34 and ΓL

ACK = 1.66.

4.1.5 Challenge 5: Number of samples to learn the
ACK-threshold?

Cho and Shin do not mention how many samples they collect to learn the ACK-
threshold for a certain message-ID from a particular transmitter. Learning the ACK-
threshold is crucial because even a single ACK-voltage can significantly distort the
understanding of transmitter ECU’s voltage-behaviour. In order to find an optimal
value for the number of samples needed to learn the ACK-threshold, we had to
experiment with different values. We noticed that as long as we capture some
ACK-voltages, Viden can calculate an accurate threshold. While sometimes the
ACK-threshold can stay constant from ten rounds to over 500 rounds, it can also
suddenly update to a new value if the voltage distribution changes. We mostly ran
for 100 rounds on our calculations. If we noticed that we had a sample set without
ACK-voltages for a certain message-ID, we increased the number of rounds when
learning the ACK-threshold for that message-ID.
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Figure 4.8: ACK-Threshold in our CAN-bus prototype for message-ID 7FA and
data filled with 0s on a sample set of 3000 voltage samples from CANH.
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Figure 4.9: ACK-Threshold in our CAN-bus prototype for message ID 7FA and
data filled with 0s on a sample set of 3000 voltage samples from CANL.
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4.2 Phase 2 - Deriving a Voltage Instance
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Figure 4.10: The technical and design-challenges we encountered when replicating
Phase 2 of Viden.

Once we learn the ACK-thresholds for a given message-ID, we continue to collect
dominant voltages on the Arduino, but this time we read from CANH and CANL
iteratively. We flush the collected dominant voltages from both cables and use
the learned ACK-thresholds for CANH and CANL to solely focus on the dominant
voltages from the actual transmitter by discarding the ACK-voltages.

• CANH: ACK-thresholdCANH > voltage > 2.75

• CANL: ACK-thresholdCANL < voltage < 2.25

42



4. Empirical Study of Viden

4.2.1 Challenge 6: How can we measure the voltage-levels
on CANH & CANL at the same time?

As mentioned earlier, the ADC can not read from two channels in parallel. It is,
however, required in this phase to construct and continuously update voltage pro-
files. We solve this by continuously flipping ADC-channels in between interrupts
by modifying the ADMUX-register and hence reading from both the CANH and
CANL cables iteratively. That said, it is unclear to us how Cho and Shin solved
this challenge. The disadvantage of our method is that we lose dominant samples
on the other wire that may be useful when profiling ECUs. We have not noticed
any adverse effects that this can cause in our implementation.

Cho and Shin define:

K = #New measurements from CANH and CANL (4.2)

After collecting K new measurements from CANH and CANL, a new voltage in-
stance can be derived, which is defined as a set of six tracking points, as described
below:

Most frequent values:
F1: Most frequent values of CANH
F2: Most frequent values of CANL

Dispersions:
F3: 75th percentile of CANH
F4: 90th percentile of CANH
F5: 25th percentile of CANL
F6: 10th percentile of CANL

(4.3)

The voltage distributions of the voltage-outlets were different for different ECUs
and could be used to uniquely profile the transmitter.

4.2.2 Challenge 7: How many samples should be collected
to derive a voltage instance?

Cho and Shin do not mention the value of K (Equation 4.2) in their implementa-
tion. In order to find an optimal value for K, we had to experiment with different
values. We noticed that around ten measurements could be used to generate an
accurate voltage instance. However, increasing this number resulted in more linear
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and stable profiles. Also, having too large values could cause the tracking points
to be not adjusted often enough in the absence of transient changes resulting in
non-linear profiles. We settled on values in between 30-40 for K.

By tracking the transmitter’s voltage distribution, we understand the transmitter
ECU’s momentary voltage output behaviour. The rationale behind tracking of the
suggested percentiles of CANH and CANL is that the low percentiles of CANH would
contain voltages measured when the transmitter switches from sending a 1-bit to
sending a 0-bit, and the same applies to the high percentiles of CANL measurements.

In Phase 2, Viden continuously samples dominant voltages from both cables. The
collected samples are only stored in the PC’s RAM and overwritten when the track-
ing points are adjusted. The tracked dispersions are updated whenever we acquireK
dominant voltages from each CANH and CANL. Using the past kR measurements
(R = 10 in Viden), we roughly estimate what percentile the current tracking point,
Λ, represents. If the voltage instance varies in between rounds, an adjustment is
made to correct and move each tracking point by using:

Λ← Λ + α(P ∗ − #V < Λ
#V )3 (4.4)

where α is a design-parameter determining the sensitivity to changes, P ∗ is the
percentile in decimals, and the fraction represents the percentage of the number of
samples that falls below that percentile. The value of each tracking point, Fx, will
be close to constant in the best-case scenario, and little to no adjustment will be
needed. However, if the ECU’s voltage behaviour suddenly makes a change, it will
be noticed in the next kR measurements’ dispersion values, and the tracking point
will be adjusted accordingly to the new position.

4.2.3 Challenge 8: Optimal value for α (sensitivity to
changes)?

Cho and Shin do not mention the value of α, used in Equation 4.4, in their im-
plementation. In order to find an optimal value for α, we had to experiment with
different values. We noticed that when the ACK-threshold is accurate, the value of
α is not important. We mostly experimented with values between 5 · 10−5 and 5.
Using too large values for α would cause the profile to over-adjust and thereby not
stabilize, which most of the time, resulted in an exponential graph. We settled on
α = 0.5, which we noticed was sufficient enough when the tracking points needed
adjustments.
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The tracking points adjust faster if they are farther away from their desired po-
sitions. As a result, the four tracking points, {F3, F4, F5, F6}, as specified in
Equation 4.3, continuously move if the transmitter’s voltage distribution (i.e., out-
put behaviour) shows changes, thus adapting to any changes on the CAN-bus. Cho
and Shin explain that the percentiles could have been derived from the kR measure-
ments directly. This, however, is too sensitive to transient changes, especially if kR
is small. Therefore, in order to make Viden work under various circumstances, Cho
and Shin suggest to track them instead as time progresses.

4.3 Phase 3 - Attacker Identification
Now that we have the tracking points, F1-F6, as specified in Equation 4.3, which
only represent the momentary behaviour of a transmitter ECU, Cho and Shin sug-
gest that in order to log the transmitter’s usual behaviour, we exploit every newly
derived voltage instance to construct a voltage profile of the message-transmitter.
Cho and Shin claim that, although the voltage instances were derived per message-
ID, if the messages originate from the same transmitter ECU, the voltage instances
will be near-equivalent, thus leading to the construction of the same voltage profile
each time.

In order to construct the profiles, we first update the "cumulative voltage deviations"
(CVDs) of the features, F1-F6. A CVD represents how much the transmitter’s
dominant voltages deviated cumulatively from their ideal values. Thus, for feature
Fx, the CVD at step n, CVDx[n], is updated as:

CVDx[n] = CVDx[n− 1] + ∆[n](1− vx[n]
v∗

x

)

where ∆[n] is the elapsed time since step n− 1, vx[n] the value of the feature Fx at
step n, and v∗

x the desired value of vx. Ideally, the most frequently measured values,
as well as any percentiles of CANH and CANL dominant voltages should be equal
to 3.5 V and 1.5V respectively. Therefore:

{F1,F3,F5} : v∗ = 3.5V
{F2,F4,F6} : v∗ = 1.5V

As explained in Section 2.3.3, since ECUs have different Vcc, ground and resistor
values, they output different CANH and CANL dominant voltages. Because of this,
their momentary voltage instances would be different as well, and hence, the trends
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in their CVD changes would also be different from each other. So, for every obtained
CVD of features F1-F6, Viden derives:

Ψ[n] =
6∑

x=1
CVDx[n]

The rationale behind the summing of all CVDs is to exploit transient changes due
to temperature and magnetic fields. By summing the CVDs, Viden suppresses any
transient deviations that may have occurred when constructing the voltage profiles,
and only focuses on the constant factors.

Since the values are rather constant, the accumulated sum: ∑n
k=1 Ψ[k], becomes lin-

ear over time, and is referred to as Ψaccum[n]. The sum of CVDs from a transmitter
ECU can be seen in Figure 4.11. Moreover, as the sum of CVDs is distinct for differ-
ent ECUs, the trends in how the accumulated sum changes as time progresses also
become different for different ECUs. Therefore, Viden formulates a linear parameter
identification problem as:

Ψaccum[n] = Υ[n]t[n] + e[n]

where at step n, Υ[n] is the regression parameter, t[n] the elapsed time, and e[n]
the identification error. As the regression parameter Υ represents the slope of the
linear model, which varies with each transmitter, it is defined as the "voltage profile".
Figure 4.11, shows an accurate voltage profile.

To determine the voltage profile, Υ, Viden uses an adaptive signal processing tech-
nique, the Recursive Least Squares (RLS) algorithm, which is an online approach
to learning the regression parameter. Due to space limitations, we omit the details
of RLS and refer the readers to read the book "Adaptive filter theory" by Simon
Haykin [53] for further details.

When an IDS detects an attack, Viden filters out the voltage outputs obtained
only from the detected attack messages, and then builds a voltage profile from only
those. This voltage profile is then compared with the other existing profiles, thus,
identifying the attacker ECU.

4.4 Phase 4 - Verification
Due to the birthday paradox [54], multiple ECUs can have near-equivalent profiles
(profile collisions). To solve this Cho and Chin added Phase 4 which complements
Phase 3 by using classifiers (200-tree Random Forest classifier [55]) on the voltage
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Figure 4.11: Accumulated sum plot displaying the linear voltage profile for an
ECU.

instances, and thereby resolve the profile collisions. Phase 4 is intended to be used in
real cars due to the increased number of ECUs on a single CAN-bus, which increases
the probability for profile collisions. In our implementation we used the Random
Forest classifier algorithm provided by scikit-learn Python-library [56].

As seen in Figure 4.12, a training-set is selected from a given set; in our case, 50%
of all the voltage instances collected until an attack is detected. Then a decision
tree is constructed for each sample, and a prediction result is output from each
decision tree. A vote (averaging) is performed for each predicted result, and the
most voted prediction result is output as the final prediction [57], which in our case
is the transmitter the voltage instances belong to.
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Figure 4.12: The Random Forest Algorithm [55].
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5
Evaluation

In this chapter, we start with describing the evaluation environment for our experi-
ments on Viden and CASAD. We explain in detail the experiments we performed on
our Viden-implementation to evaluate its practicality, efficiency, and finally, identi-
fication accuracy when profiling ECUs. We also describe the experiments we per-
formed on our CASAD-implementation to evaluate its attack detection capability
on CAN-traffic. Finally, we conclude this chapter by proposing a unified system
with CASAD as an IDS together with the Viden fingerprinting method.

As already discussed in Section 2.2, attacks on a CAN-bus can be classified into
four major categories. The suspension attack is suspending an existing ECU from
further action, while the fabrication attack corresponds to impersonating an existing
ECU by sending in messages at a higher frequency than the target ECU. The third
type is the masquerade attack which is a combination of both the suspension attack
and the fabrication attack. The last attack is the conquest attack, which involves
directly manipulating the payload of the message in order to make the receiver ECU
work erroneously.

5.1 Evaluation Environments

We evaluated our implementations of Viden and CASAD in two separate evaluation
environments, namely a CAN-prototype and on Boxcars. In order to evaluate the
proof-of-concept of our Viden-implementation, we performed experiments on our
CAN-prototype, which we explain in Subsection 5.1.1. The main reason for the
initial implementation on the CAN-prototype was to evaluate experiments in a con-
trolled environment. The Boxcars, which we explain in Subsection 5.1.2, was used
to generate real CAN-traffic which was used to study CASAD’s attack detection
capabilities and also evaluate our Viden-prototype’s source detection capabilities in
a realistic environment.
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5.1.1 CAN-bus Prototype

Figure 5.1: CAN-bus prototype.

We configured a CAN-bus prototype in which four nodes were connected, as seen
in Figure 5.1. Each node consisted of an Arduino Uno board with a SeedStudio
CAN shield V2.0 [58] connected in parallel with the CANH and CANL cables. All
nodes were set up to operate at 500Kbps, which is typical for in-vehicle high-speed
CAN-buses. Three prototype nodes A, B, and C were programmed to send/receive
messages. The fourth node, V , was programmed to run Viden and construct pro-
files. This node read the voltage levels on the CANH and CANL cables through
the analog-pins on the Arduino by using the microcontroller’s Analog-To-Digital
Converter (ADC).

5.1.2 Boxcar
A Boxcar at Volvo Cars was used to evaluate our implementations in an environment
resembling an IVN in a vehicle. The Boxcar consisted of multiple ECUs connected
in a network similar to Figure 1.1. The Boxcar comes equipped with additional net-
work interfaces which allowed us to communicate with the ECUs that are otherwise
unreachable on a released car. The ECUs were connected to vehicle components
such as front-panel, lights, engine, among others, that was placed on a desk. The
OBD-II port was directly accessible from the front-panel and was used to sniff the
CAN-traffic and inject the attack-messages. A Vehicle Connectivity Master (VCM)
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port was also directly accessible from the front-panel. The VCM-port was used to
communicate with ECUs that were not accessible from the OBD-II port but were
necessary for performing the attacks.

In order to communicate with the IVN, we used CANoe, a widely used software for
ECU development and testing, developed by Vector Informatik GmbH. In addition
to ECU development and testing, CANoe is a popular tool in the automotive in-
dustry for analysis, simulation, diagnostic and start-up of ECU networks. In our
setup CANoe was running on a laptop along with a Vector VN1630A CAN-interface
connected to the vehicle’s OBD-II port. Using this setup, we were able to create
two virtual ECUs, namely ε1 and ε2. These newly added virtual ECUs are practi-
cally considered to be a part of the CAN-bus capable of both actively influencing
the vehicle’s internal communication by injecting crafted messages and passively
monitoring the traffic in real-time.

5.2 Viden
The experiments we perform to evaluate our Viden-implementation is described in
Table 5.1. We demonstrate a proof-of-concept and evaluate the performance of
our Viden-implementation with respect to detection accuracy, feasibility, practical-
ity, and efficiency by performing experiments on our CAN-prototype, as explained
in Section 5.1.1 (Experiment V.1). We then evaluate our Viden-implementation’s
performance against adversaries performing a fabrication attack (Experiment V.2).
When our implementation passes these experiments, we evaluate whether our imple-
mentation works on Boxcars (Experiment V.3), as explained in Section 5.1.2, where
we first profile the ECUs and then pinpoint the attacker ECU during a fabrication
attack (Experiment V.4).

Section Experiment Environment

5.2.1 Experiment V.1:
Voltage Profiles - Attack-Free CAN-bus Prototype

5.2.2 Experiment V.2:
Source Identification - Fabrication Attack CAN-bus Prototype

5.2.3 Experiment V.3:
Verification - Voltage Profiles Boxcar

5.2.4 Experiment V.4:
Verification - Source Identification Boxcar

Table 5.1: Experiments with Viden.
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Experiment V.1 is further described in Subsection 5.2.1, where we evaluate whether
our Viden-implementation can uniquely fingerprint the Arduinos in an attack-free
environment. Experiment V.2 is described in Subsection 5.2.2, where we evaluate
whether our Viden-implementation can pinpoint the attacker in case of a fabrica-
tion attack. When our Viden-implementation passes these experiments, we verify
the feasibility, practicality, accuracy and efficiency of our Viden-implementation on
the Boxcar; first without attacks, in Experiment V.3, as described in Subsection
5.2.3, and then, in case of a fabrication attack, in Experiment V.4, as described in
Subsection 5.2.4.

5.2.1 Experiment V.1: Voltage Profiles - Attack-Free
The CAN-bus prototype was programmed to inject messages aperiodically to prove
that even in such cases, Viden is capable of fingerprinting the transmitters, as
claimed by Cho and Shin. We refer to the Arduinos as ECUs during our eval-
uation since they simulate ECUs. The ECU running Viden was programmed to
construct voltage profiles for the message-IDs 0x01, 0x1D, and 0xFE, respectively
sent by the ECUs A, B, and C.

As seen in Figure 5.2, our implementation constructed voltage profiles for each
message-ID sent on the CAN-bus prototype to profile each transmitter. Although
the transmitters were identical to each other, the linear trend in each transmit-
ter’s accumulated sum was different, resulting in unique profiles. This is due to
variations in the transceivers’ nominal supply voltage, ground voltage, and resistor
values, which are especially noticeable when transmitting 0-bits, as explained in
Section 2.3.3.

By using the Recursive Least Square algorithm, we were able to extract the linearity
parameter (voltage profile) for each transmitter (8.3, 739.7, and 2.6, respectively).
As shown in Figure 5.2, the voltage profiles for each message-ID were unique as they
were sent by different transmitters, thus verifying the feasibility and accuracy of our
Viden-implementation.

5.2.2 Experiment V.2: Source Identification - Fabrication
Attack

To further evaluate our Viden implementation’s source identification capabilities,
we programmed ECU C, in Figure 5.3, to behave as a timing-aware adversary. In
this setup, ECU C not only injected message 0xFE as before, it but also injected
attack messages with ID 0x01 aperiodically to spoof ECU A. The attack messages
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Figure 5.2: Three unique voltage profiles for three different message-IDs from three
different ECUs.
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Figure 5.3: ECU C performing a fabrication attack on ECU A. The above time
line represents the attack free CAN-bus and the bottom timeline represents CAN-
bus under attack. When we reach the thunder, ECU C starts injecting messages
with ID 0x01 aperiodically to impersonate ECU A.

were injected aperiodically to simulate an adversary performing arbitrary imperson-
ation to avoid timing-based fingerprinting devices. ECU A and ECU B inject 0x01
and 0x1D as before. Although we construct voltage profiles per message-ID, two
different messages originating from the same transmitter will have similar profiles.

As shown in Figure 5.4, the voltage profile for 0x01 reflects the voltage output from
both ECU A and ECU C. Since the message frequency from the attacker ECU C
was much higher than the legitimate 0x01 messages from ECU A, the voltage profile
for 0x01 changed and became an equivalent to the profile for message 0xFE. Since
this profile belongs to ECU C, our implementation determined that the messages
0xFE and 0x01 are originating from the same transmitter, and thus identifying the
attacker to be ECU C.

5.2.3 Experiment V.3: Verification - Voltage Profiles
To evaluate our Viden-prototype in a more realistic CAN-environment, we connected
the Arduino-node running Viden to the OBD-II port on the Boxcar which gave
Viden access to the CAN-bus. The Boxcar was set to run in "driving-mode" to keep
a consistent state on the ECUs and avoid them from suspending after a certain idle-
period. In this mode, we profiled mainly three ECUs that were active and injected
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Figure 5.4: ECU C tried to impersonate ECU A. The message-ID 0x01 belonging
to ECU A got a near-equivalent profile compared with ECU C. Since no voltage-
profile collisions existed originally this proves that ECU C performed the attack.
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multiple message-IDs into the bus. We also profiled the virtual ECU for one message
ID. This profile is later used to pinpoint attack-messages back to the virtual ECU.

Figure 5.5: Nine voltage profiles from four ECUs sending nine different message-
IDs on the Boxcar.

As seen in Figure 5.5, our Viden-prototype uniquely profiles four ECUs sending nine
different message-IDs. We also see that message-IDs originating from the same ECU
have identical voltage profiles.

5.2.4 Experiment V.4: Verification - Source Identification
To further evaluate our Viden-prototype’s source identification capabilities, we pro-
grammed the virtual ECU to perform a fabrication attack similar to the scenario
explained in Section 5.2.2. In this case, the virtual ECU, ε1, tried to spoof 0x110
messages originating from ECU1 in Figure 5.5.

As seen in Figure 5.6, the voltage profile for 0x110 now reflects the voltage-output
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Figure 5.6: ECU2 tried to impersonate ECU1. The message-ID 0x110 belonging
to ECU1 got a near-equivalent profile compared with ECU2. Since no voltage-profile
collisions existed originally this proves that ECU2 performed the attack. This was
also verified using the classifiers in Phase 4 of Viden.
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from the attacker ECU. 0x110 originally belonged to ECU1 and had the blue dashed
line as its voltage profile. Since the message frequency from the attacker ECU2 was
much higher than the legitimate 0x110 messages from ECU1, the voltage profile for
0x110 changed and became an equivalent to the profile for message 0x7FA. Since
this profile belongs to ECU2, our implementation determined that the messages
0x7FA and 0x110 are originating from the same transmitter, and thus identifying
the attacker to be ECU2.

The reason for the attack-profile’s instability is due to a few voltage measurements
captured from the legitimate ECU sending 0x110. Therefore, Viden is continuously
adjusting the voltage profile; however, since the output is not from a single ECU
all the time, it creates some noise. Since Viden only creates one voltage profile
per message-ID, as long as the attack messages have a higher frequency than the
legitimate messages, the constructed profile will be mainly constructed for the at-
tacker ECU’s voltage output behaviour, and therefore more accurately pinpoint the
attacker.

5.3 CASAD
We evaluate our implementation of CASAD on real CAN-traffic and investigate
whether it efficiently detects any variation in the normal behaviour. Taking into
account that the original implementation of CASAD was tested on real vehicles,
for this thesis, we do not focus on building a testbed to evaluate our experiments.
Instead, we use the Boxcar environment described in Subsection 5.1.2 to test and
evaluate our implementation of CASAD. As mentioned in Section 3.4, we inflicted
the attacks through one of the virtual ECUs on the CAN-bus of the Boxcar. The
CAN-traffic captured from the Boxcars consists of a large payload which we down-
sample according to our requirement. These CAN-messages are collected in a file
and provided as an input to our implementation of CASAD in Python running on
our laptop.

The experiments we performed with CASAD and their short description with cor-
responding outcomes are summarised in Table 5.2. In order to evaluate and analyse
the behaviour of our implementation of CASAD, we performed two variants of each
attack, namely:

1. Scenario 1: In this case, we start an attack, run it for a specific duration of
time and terminate the attack in order to observe the behaviour of CASAD
during and after the attack.

2. Scenario 2: We start an attack and let it run for a long duration of time which
is sufficient to capture CASAD’s behaviour towards the attack.
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Section Experiment Description
5.3.1 Experiment C.1:

Suspension Attack
Suspend an existing ECU from
sending further messages.

5.3.2 Experiment C.2:
Fabrication Attack

Impersonate an existing ECU
by sending messages at a
higher frequency.

5.3.3 Experiment C.3:
Masquerade Attack

Suspend an existing ECU and
impersonate it by sending mes-
sages.

Table 5.2: Experiments with CASAD - Attack types.

We now describe the experiments we performed for three of the primary attack-
scenarios described in Section 2.2. The corresponding results for these three attack
scenarios will further be discussed in Chapter 6. For each of the subsequent figures
the following hold:

• The upper subplot refers to the time-series of raw CAN-bytes
• In the upper subplot, the part of the plot highlighted in blue corresponds to

the training-phase for CASAD.
• The part highlighted in red corresponds to the time-range during which an

attack was inflicted, while the black part corresponds to the time-ranges when
no attack has been executed.

• The lower subplot corresponds to the variation in departure score for each of
the scenarios.

• The alarm threshold (indicated by a red dashed line) determines the upper
limit for departure scores, which, when exceeded, triggers an alarm.

• The alarm thresholds are determined experimentally, meaning after performing
a series of similar experiments and observing the behaviour and the variation
in departure score, the alarm thresholds are set accordingly. These alarm
thresholds are different in each of the experiments and are influenced by the
method proposed in [12].

5.3.1 Experiment C.1: Suspension Attack
The suspension attack was performed by using one of the virtual ECUs, ε1, to mon-
itor the CAN-traffic while using the VCM to suspend a real target-ECU on the
Boxcar by putting it into programming-mode. This experiment was performed in
two different ways. In the first type, we carried out the attack for a specific duration
of time and put the ECU back online on the bus by terminating the programming-
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session. In the other experiment, the attack begins at some point in time after the
diagnostic-session is established and goes on until the end.

Figure 5.7: Experiment C.1.1: Suspension Attack - Scenario 1.

With an aim to understand the traffic behaviour in the presence of an attack and
once it is terminated, we suspend the target ECU for a specific duration and bring
it back online, and this corresponds to the first scenario. It is clearly evident from
Figure 5.7 that CASAD was able to determine that the suspended ECU was back
online after about 48 seconds since the initial diagnostic-session was established. We
can observe in Figure 5.8 that once the diagnostic-session is established, the attack
begins approximately after 18 seconds and goes on until the end. This corresponds
to Scenario 2 with the alarm threshold for the departure score being set at 10,000.
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Figure 5.8: Experiment C.1.2: Suspension Attack - Scenario 2.
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5.3.2 Experiment C.2: Fabrication Attack
In order to perform a fabrication attack, we assume that the virtual ECU, ε2, is
fully compromised by the adversary and is used to mount an attack on the engine-
ECU. For this experiment, we used a proprietary signal-database internally used
at Volvo Cars to identify the CAN-message responsible for transmitting the engine
rotation speed to the dashboard of the vehicle. The aim was to fabricate the rotation
speed of the engine by injecting crafted transmission signal values through ε2. We
performed two types of experiments, one with the attack starting at some point in
time and continuing until the end. In the other one, the attack was executed only for
a particular duration of time. The results for both of these experiments are shown
in Figure 5.9 and Figure 5.10.

Figure 5.9: Experiment C.2.1: Fabrication Attack - Scenario 1.

The virtual ECU, ε2, is used to mount a fabrication attack on the target-ECU, in
our case, the ECU responsible for transmitting the Revolutions Per Minute (RPM)
values to the dashboard of the vehicle. While the attack was ongoing, we were able
to see the needle of the speedometer move around rapidly. Figure 5.9 shows the
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fabrication attack starting at approximately 24 seconds into the experiment and
continuing for around eight seconds before the needle on the speedometer comes to
a halt. As shown in Figure 5.10, the attack starts quite late (approx. 44 seconds)
and goes on until the end of the plot.

Figure 5.10: Experiment C.2.2: Fabrication Attack - Scenario 2.

5.3.3 Experiment C.3: Masquerade Attack
As mentioned in Section 2.2, a masquerade attack is a combination of both a sus-
pension attack (performed on a weakly compromised ECU) and a fabrication attack
(performed through a fully compromised ECU on the same bus). We assume the
virtual ECU, ε2, to be fully compromised by the adversary and perform the mas-
querade attack in the same way as the fabrication attack with the only addition that
the legitimate ECU (in this case the engine-ECU which is responsible for transmit-
ting RPM-values) is suspended. In the first step of the attack, the engine ECU
was suspended through a diagnostic session, while ε2 was programmed to transmit
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maliciously altered RPM-messages with the same ID and frequency as the original
RPM-message.

Figure 5.11: Experiment C.3.1: Masquerade Attack - Scenario 1.

Figure 5.11 corresponds to the first scenario where the masquerade attack begins
approximately after 28 seconds of session establishment and goes on for about 26
seconds before all the ECUs in the same domain are reset manually. The alarm
threshold is set at the departure score value of 10,000, and we observe that all the
values above the threshold are identified by CASAD as an attack. Similarly, in the
second scenario as shown in Figure 5.12, the threshold remains the same, and we
can see that the attack begins at around 19 seconds and goes on until the end of
the plot.
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Figure 5.12: Experiment C.3.2: Masquerade Attack - Scenario 2.
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5.4 Experiment U: Unified System - CASAD &
Viden

We integrated CASAD & Viden to create a unified system where CASAD detects
the attack and Viden pinpoints the attacker. As shown in figure 5.13, both CASAD
and Viden operate on the same CAN-bus. While CASAD begins with learning the
deterministic behaviour of the IVN traffic and monitors it for changes, Viden con-
tinuously constructs voltage profiles for all the messages being communicated on
the bus. As mentioned in Subsection 3.4.2, CASAD monitors CAN-traffic at the
payload level, and any (unusual) change in the payload of the message corresponds
to an increase in the departure score. If this value is greater than the alarm thresh-
old, CASAD classifies this change as an attack and triggers Viden. While CASAD
is continuously monitoring the departure score, Viden runs Phase 2 and Phase 3 of
its operations, to build and update voltage profiles, as discussed in sections 4.2 and
4.3.

Figure 5.13: Experiment U: Unified System - CASAD as an IDS and Viden as a
source detection mechanism.

When CASAD detects an attack, it sends an interrupt to Viden to look for the source
of the attack. However, it does not specify any information about the message-ID
causing the deviation in the departure score. Hence, all messages received after
this are considered by Viden, and it starts to build a new voltage profile for the
attack timeline, that is, an attack profile. Viden checks if any of the profiles devi-
ated significantly from the previous known profiles by comparing the attack profile’s
RLS-values with its existing voltage profiles’ RLS-values. Based on this, Viden can
determine which ECUs have been spoofed and which ECUs are potential attackers.

In Phase 4, Viden investigates these profiles of potential attackers. The classifiers
use 50% of the data received until the point of the attack as train-data. This phase
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helps Viden to reduce the number of potential attackers and return a predicted at-
tacker with a probability score. In rare cases, if the classifier is not sure of each
ECUs’ voltage output behaviour, it might return multiple potential attackers.

To evaluate our unified system, we performed a fabrication attack by using the fully
compromised virtual ECU, ε2, to mount an attack by impersonating one of the
existing ECUs, in our case the engine-ECU responsible for the RPM-values. Since
we run both systems individually and then trigger a message from CASAD to Viden,
the results would remain the same as if we were running each system by itself. We
further discuss this in Section 6.3.

5.5 Experiment X: Extending CASAD with
voltage-analysis

We also saw a possibility for CASAD to fingerprint ECUs solely based on voltage-
measurements. As seen in Figure 5.14, CASAD is able to fingerprint three ECUs
transmitting two message-IDs each. Each colour represents a voltage profile for a
message-ID, and as with Viden, two message-IDs transmitted from the same ECU
results in similar profiles, thereby two adjacent colours.
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Figure 5.14: CASAD fingerprinting three ECUs using only voltage measurements.
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In this chapter, we discuss the results from the experiments we conducted using the
methodology and evaluation presented in Chapter 5. We begin with describing the
results for our experiments with Viden on the CAN-bus prototype and then detail
the results from the Boxcars. As mentioned earlier, we did not build a testbed
for CASAD but performed the experiments directly on Boxcars which are discussed
here. Followed by this, the discussion of the unified system is presented. We end this
chapter by highlighting the future work, ethical considerations and sustainability-
aspects of our thesis.

6.1 Viden
We demonstrated that our Viden-prototype was able to successfully and uniquely
fingerprint ECUs using voltage measurements. We demonstrated attacker identifi-
cation capabilities in case of a fabrication attack in both the CAN-bus prototype
(Experiment V1 & V2) and on the Boxcar (Experiment V3 & V4) in Section 5.2. Al-
though the profiling worked well when Viden was able to learn the ACK-threshold
for each message-ID successfully, we demonstrate here some of the difficulties we
faced throughout our experiments and also discuss the workarounds we have taken.
We also discuss how our implementation could be improved.

6.1.1 Arduino - Sampling-rate
In Phase 2, we used the learned ACK-threshold to solely focus on the voltage-output
for a particular transmitter in order to create a voltage instance. We optimized our
Arduinos by using the free-running mode because, in theory, a higher sampling rate
would help us capture the ACK-voltages in Phase 1 for learning the ACK-threshold.

The authors of Viden wrote this in their paper when explaining their ADC-configuration
“... (The ADC) had 10-bit resolution and was configured to sample voltages at its
maximum rate of 50KSamples/sec.”. When looking at Table 4.1 and Figure 4.5 in
Section 4.1.2, we see that this is not possible. In order to achieve a sampling rate
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6. Discussion

of 50KSamples/sec, the ADC-clock frequency must increase to 1 MHz. As a result,
the 10-bits ADC-resolution is not reliable, and only eight bits are effective.

We knew from the ATmeaga328 microcontroller datasheet, which the Arduino UNO
is based on, that the default sampling rate for the ADC was 9600 KSamples/sec
[49]. In order to achieve at least 50KSamples/sec, the authors of Viden must have
optimized their Arduinos and used the prescale factor 16 in order to increase the
ADC-clock frequency to 1 MHz and thus achieve 76.9KSamples/s. However, they
were claiming that the 50KSamples/sec was the maximum rate.

In Phase 2, we also noticed the unpredictable behaviour of using the optimized free-
running mode on the ADC to acquire ADC-conversions faster. As seen in Figure
6.1a, although, we iteratively read from CANH and CANL, the number of dominant
voltages captured for CANH and CANL would be unequal.

When using large sample sizes such as 100K, the voltage distribution between CANH
and CANL could be 70% to 30%. The reason for this, according to the ATmega
datasheet is due to changing channels before a conversion is completed [49]. This
affected the voltage instances since the voltage distribution of CANL could change
significantly between voltage instances. Although this can be solved by stopping
the CANH sampling and capturing CANL voltages until the distribution is 50-50,
or by using various ADC-flags to avoid changing ADC-channels during conversion,
we instead switched back to “single-conversion-mode” since the free-running mode
was unstable when reading from two channels. By doing this, our sampling rate
dropped to 49.6KSamples/sec, which is the sampling rate used by Cho and Shin.
They may have made the same realization and used single conversions. We also
realized that Viden do not require a high rate of voltage sampling as long as the
sampling rate is sufficient enough to capture ACK-voltages.

As seen in Figure 6.1b, using analogRead() to read from CANH and CANL iteratively
resulted in an equal number of measurements more often (than in Figure 6.1a),
and therefore more accurate voltage instances. The reason for the one difference
that could occur sometimes is due to the single/odd number of captured voltage
measurements from a message.

6.1.2 Voltage profiles & free variables
When using the voltage instances from Phase 2 to construct voltage profiles, the
voltage profiles would be linear in the best-case. However, if the ACK-threshold
learned from Phase 1 is inaccurate, it results in ACK-voltages getting captured to-
gether with the non-ACK voltages. This would for Viden, seem like a sudden change
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(a) Free-running mode. (b) Single conversion mode.

Figure 6.1: A comparison between the free-running mode and the single-
conversion-mode. We sample 100 measurements and print the distribution.

in the voltage-output of the particular transmitter and Viden would, therefore, ad-
just its tracking-points. However, since the ACK-voltage is not originating from
the transmitter and not captured regularly, this would confuse Viden and result in
non-linear profiles which can not be used to point out the source. The behaviour of
Viden, when the ACK-threshold is inaccurate, can be seen in Figure 6.2.

When the ACK-thresholds are accurate, the voltage profiles would be linear as a
result. This would require little to no adjustments on the tracking points, and the
sensitivity to changes “alpha” variable would not have much of an effect.

Through experiments we noticed that small values on the sensitivity variable such
as 5 · 10−4 were sufficient to make small adjustments on the tracking points when
needed in order to keep the profiles linear. In some cases, we needed larger values
as big as five. This, however, was not optimal. The profiles, as a result, would
reach linearity after a certain time, but a single change in the voltage behaviour
afterwards could result in a big adjustment causing the profile to be unstable again
until reaching linearity after a certain time. These profiles were also inaccurate and
unreliable since they were not linear.

Phase 3 is also sensitive to time since it updates the tracking points based on how
much the tracking points have changed (over time) since the last calculated voltage
instance. Since our Viden-node flushes the measured voltages to a PC over the serial
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Figure 6.2: The behaviour of Viden when the ACK-threshold is inaccurate. The
slope can switch from positive to negative over time.
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port, the overload on the serial port could affect the timing-behaviour in theory. The
reason for this implementation choice was that, initially, we were not able to run
all calculation on the Arduino due to limited SRAM. However, after optimizing
our implementation, we reduced the number of voltage measurements required to
generate a voltage instance. As a result, the Arduino could fit all measurements
in its SRAM, and our optimized implementation would be able to run solely on an
Arduino. It would be interesting to test this as a future work. Cho and Shin do not
mention how much of their Viden calculations are run on the Arduino compared to
the laptop they used.

6.1.3 Fabrication attack
We chose to only present the results for the fabrication attack since the masquerade
attack had identical results. However, the masquerade attack profile would contain
less noise since the voltage profile was constructed using only measurements from
one ECU. The suspension attack would result in the voltage profile disappearing.

6.1.4 Experiment V.3 & Experiment V.4 - Boxcars
When we evaluated our Viden-prototype on the Arduinos, we always got the same
voltage profiles since the number of message-IDs on the bus were few. At the Box-
cars, we noticed that the voltage profiles are constant when the number of message-
IDs tracked are constant. We noticed that increasing the number of message-IDs to
track would result in different voltage profiles compared to the voltage profiles with-
out the added message-ID. This is because the number of CVDs accumulated over
time would be reduced per message-ID since more IDs are tracked at the same time,
and thus the slopes would decline/incline less. Thus, as long as no message-IDs are
added to the "tracking-list" in close time proximity to the attack-profile, the attack
profile can be compared with the existing profiles to pinpoint the attacker.

6.1.5 Limitations - Viden
If multiple ECUs are assigned to send messages with the same ID, only one profile is
constructed since profiles are constructed per message ID. However, in reality, this
is rare. Since the CAN-protocol has Arbitration on Message Priority as mentioned
in Section 2.1, manufacturers avoid two ECUs sending the same ID due to priority
collisions that would cause bit/checksum-errors. However, if we know the timing of
each ECU transmitting a certain ID, we would be able to create two profiles sepa-
rately. However, this was not considered in our implementation.
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Another limitation is that Viden requires at least one voltage profile to identify an
attacker ECU. An attacker could perform an attack at bootup and thus evade the
attacker identification. According to Cho and Shin, this could be solved by storing
voltage profiles and then updating them via profile adjustments. However, this was
not tested in our implementation.

6.2 CASAD
As described earlier in Table 5.2, we performed three types of attacks and observed
interesting results for each of the two variants for the different types of attacks. The
following subsections correspond to the results and discussion of our experiments.

6.2.1 Experiment C.1: Suspension Attack
As we detailed in Section 3.4, CASAD processes CAN-traffic byte by byte and
monitors it at the payload-level. It is interesting to know that in a suspension attack,
the adversary only manages to suspend the target ECUs and does not manipulate
the payloads of CAN-messages, yet CASAD successfully detects attacks as visible
in both Figure 5.7 and Figure 5.8. The primary reason for this detection is the
change in the sequence of bytes when the target ECU is suspended. CASAD would
be unfamiliar with these changed subsequences from the learning-phase and hence
would term this as an attack. This also ensures that CASAD would efficiently detect
any change in frequency of transmitted messages as there would be a change in the
sequence of bytes in the payload.

6.2.2 Experiment C.2: Fabrication Attack
For the first type of attack, the virtual ECU, ε2, takes over the ECU responsible
for transmitting RPM-values for eight seconds; a short duration to fluctuate the
speedometer needle rapidly. The increase in departure score values corresponding to
these eight seconds can be seen in Figure 5.9 with all the values above the threshold
(at departure score of 2560) being identified as an attack by CASAD. However,
in the second case as in Figure 5.10, the increase in departure score at the centre
of the graph can be accredited to the fact that only the ECU had been unlocked
(i.e., the adversary managed to get access to the ECU) but the attack was still not
instigated. As and when the adversary managed to manipulate the payload (44
seconds onward) the departure score crossed the threshold, prompting CASAD to
classify this as an attack as visible in the plot. The time-interval between accessing
the ECU and starting the attack is significant in this case, such that the threshold
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falls back to normal and only rises when the attack starts. This is one of the reasons
that the alarm threshold in this scenario has been set higher than usual.

6.2.3 Experiment C.3: Masquerade Attack
We observe from the experiments for masquerade attacks that while the attack is in
place, the departure score always stays above the alarm threshold, yet falls and rises
several times owing to the variation in the payload of the message as inflicted by
the adversary. The departure score directly depends on how and when ε2 transmits
maliciously altered RPM-values and thus corresponds to the deviations for the same.
Technically, in our case, ε2 being the fully compromised ECU takes the role of the
partially compromised engine-ECU. ε2 suspends the target-ECU and makes changes
to the payload byte sequence of the intended message. Since CASAD analyses
payloads, the alterations to the message payloads can be easily detected by CASAD
as visible from Figure 5.11 and Figure 5.12. Moreover, ECUs having protection-
mechanisms against receiving messages can withstand fabrication attacks but are
still susceptible to masquerade attacks since it involves both suspending the target
ECU and making changes in the payload byte sequence of the intended message.
But, since CASAD process CAN-traffic at the payload level, it is capable of detecting
both fabrication and masquerade attacks as confirmed from our experiments.

6.3 Experiment U: Unified System - CASAD &
Viden

In the unified system we propose, we run both CASAD and Viden together yet
independently. CASAD monitors the departure score, and Viden continuously con-
structs and updates voltage profiles. Once a trigger is transmitted from CASAD,
Viden focuses on a specific timeline to construct attack profiles. In our experiments,
the fabrication attack was successfully detected by the unified system as CASAD
observed a change in the departure score and then notified Viden, which constructed
attack profiles for the corresponding timeline. Once attack profiles were ready, Vi-
den compared them with the existing profiles and was able to pinpoint that the
virtual ECU, ε2, was responsible for the attack.

In Section 5.4, we mentioned that although CASAD detects an attack it does not
specify the message-ID responsible for the attack. If CASAD was able to indicate
what message-ID initiated the attack, Viden would build an attack profile for only
that message-ID. Hence, Viden would capture more attack related messages, leading
to a more accurate attack profile. This would also result in a higher precision
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of prediction from the classifier. In our experiments with the unified system, the
classifier and hence the system predicted the attacker accurately. We were not
able to construct a scenario where the classifier was unsure and made a wrong
prediction. However, more experiments are needed to strengthen our claim for
accurately predicting with a unified system.

6.4 Future Work
Our Viden-prototype was able to fingerprint the transmitters when successfully hav-
ing learned the ACK-thresholds. An interesting next step in our work could be to
translate all code to solely run on an Arduino and thus avoiding I/O-bottlenecks.
We believe that this would not only reduce the load of the process but also improve
the voltage profiles due to the accurate timing of the measurements.

It would also be interesting to test the stealthy conquest attack proposed by CASAD’s
authors [12] and see whether our CASAD-implementation can detect the attack and
whether Viden can pinpoint the stealthy attacker. Another interesting addition to
our proposed unified system would be to add a prevention mechanism, so that in
case an attack is detected and the source is known, an action could be performed to
block the attack.

As described in Section 5.5 (Experiment X), we also saw a possibility for CASAD to
fingerprint ECUs solely based on voltage-measurements; however, we were not able
to further investigate its capability due to time limitations. It would be interesting
to further explore CASAD’s capabilities as future work.

6.5 Ethical Considerations & Sustainability
With the large attack surfaces of modern vehicles, manufacturers have a responsi-
bility to investigate and propose various defence measures that can detect intrusion,
and also even prevent attacks. No matter how well an IDS detects the presence of
an intrusion in a vehicle, if it is not capable of finding which ECU is mounting the
attack and hence not capable of knowing which ECU to isolate/patch, the vehicle
may remain insecure and unsafe in some circumstances. This vehicle may not only
potentially cause a safety risk for the driver and the passengers but also put the
people around at risk if the compromised component is safety-critical.

From a sustainability perspective, vehicles equipped with Intrusion Detection and
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Prevention Systems that can isolate and patch compromised ECUs not only save
lives but also reduce the impact on the environment by emissions and manufacturing
costs because of fewer vehicles requiring service at auto-repair shops.

We believe that our proposed unified system together with a prevention mechanism
which responds to the attacks would contribute to solving the mentioned issues.
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7
Conclusion

Modern vehicles have evolved from being just a means of transportation to offering
various new functionalities such as navigation and entertainment systems. Although
these functionalities have provided a high level of connectivity, they have made the
modern vehicle more vulnerable to attacks. However, state-of-the-art vehicle secu-
rity solutions lack the ability to pinpoint the source of an attack which is essential
to efficiently detect, isolate and patch the attack. Through this thesis, we propose
a unified system for both attack detection and source identification, by using two of
the most prominent works in vehicle-cybersecurity, CASAD and Viden.

We have investigated the feasibility of using voltage measurements to fingerprint
ECUs. We have demonstrated that, by learning the ACK-threshold, our Viden-
prototype was able to focus on voltage measurements solely outputted from the
actual transmitter and exploit these measurements to construct voltage instances
reflecting the voltage output behaviour. These voltage instances were then used to
construct and continuously update voltage profiles. Through experimental evalu-
ations on the CAN-prototype and the Boxcar, we verified the accuracy, viability,
practicality, and efficiency of Viden. We also demonstrated that each voltage profile
constructed uniquely represented each ECU.

We studied the algorithm of PASAD, proposed by Aoudi et al. for detecting attacks
in an industrial setting. We demonstrated that our implementation of the version
for IVNs, CASAD, is capable of identifying underlying changes in the payload of
messages on the CAN-bus. Through evaluation on real CAN-traffic from Boxcars,
we also demonstrated that CASAD is able to successfully detect the three most
common types of attacks on IVNs. Finally, we also saw a possibility for CASAD to
fingerprint ECUs solely based on voltage measurements.

Finally, we proposed a unified system where CASAD acts as an IDS and detects the
attacks and then triggers Viden, which acts as a fingerprinting technique based on
voltage as the low-level characteristic. We believe that the functionality our unified
system provides is an important step towards securing IVNs.
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