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Membership Inference in Deep Learning-Based Time Series Forecasting Models

Nicolas Johansson
Tobias Olsson
Department of Computer Science and Engineering
Chalmers University of Technology and University of Gothenburg

Abstract
As machine learning models become increasingly prevalent in time series forecasting
applications—such as healthcare or energy systems—their potential to leak sensi-
tive data, for example through membership inference attacks (MIAs), raises serious
privacy concerns. While MIAs are well-studied in domains like image classification,
their implications for time series models remain underexplored. This thesis investi-
gates the vulnerability of deep learning-based time series forecasting models to MIAs,
focusing on univariate and multivariate prediction tasks using LSTM and N-HiTS
architectures. We conduct systematic experiments on two real-world datasets—EEG
signals and electricity load usage—from distinct domains, characterized by varying
temporal granularity and privacy sensitivity.

Several MIA techniques are evaluated, including LiRA and RMIA—originally state-
of-the-art in other data modalities and adapted here for time series—as well as
an ensemble-based attack previously shown to be effective for time series models.
In addition, we introduce two new attacks: (i) Multi-Signal LiRA, a multi-signal
variant of LiRA that can leverage a diverse set of time series-specific signals such as
trend, seasonality, and TS2Vec embeddings; and (ii) Deep Time Series (DTS) attack,
a novel deep learning-based MIA tailored specifically for time series forecasting.
Performance is assessed across both sample-level and user-level inference scenarios.

Our findings reveal key patterns in MIA performance relative to model type, dataset
characteristics, and attack signals, providing insight into how various attack settings
affect privacy leakage in time series domains. These discoveries underscore the need
for robust privacy auditing tools and the integration of privacy-preserving techniques
when working with sensitive temporal data, while also providing guidance for future
research on privacy risks in time series machine learning models.

Keywords: machine learning, deep learning, membership inference attacks, time
series forecasting, data privacy, EEG, electricity load, privacy auditing
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1
Introduction

The field of artificial intelligence (AI) is evolving with an ever-growing pace, at-
tributable to increased data availability, computing power, and technological break-
throughs [1], and the industrial use of machine learning (ML) models for time series
data is becoming increasingly common in industries such as healthcare, finance, and
Internet of Things (IoT) applications [2]. However, the rapid development in the
field raises concerns for data security. Preserving privacy in models trained on pri-
vate information is crucial, since potential data leakage can lead to exposure of
sensitive information through attacks such as model inversion [3] or training data
extraction [4, 5]. This can in turn lead to consumer trust loss, malicious use of
sensitive data, and legal and financial penalties. Furthermore, data leakage may
violate regulations, for example, the General Data Protection Regulation (GDPR)
[6]. These ethical and legal concerns about data leakage may lead to reluctance of
sharing knowledge and trained models in sensitive domains. Therefore, careful risk
assessments strategies are needed to promote collaboration [7, 8].

One of the most widely studied methods for evaluating data privacy in machine
learning models is the membership inference attack (MIA) [9, 10]. MIAs exploit
model predictions to determine whether a specific data point was included in the
model’s training dataset, risking exposure of sensitive information [11]. These types
of attacks often make unrealistic assumptions about the adversary’s model and data
access, for example detailed knowledge about the training procedure and access to
the training data itself. Hence MIAs might not be practical in a real attack scenario,
but are commonly used as a measure of a model’s training data privacy. Further-
more, studies show that defenses against MIAs also provide protection against other
attacks, demonstrating the connection between them and the viability of using MIAs
as data privacy assessment [12]. Besides auditing a model’s training data leakage,
MIAs have been shown to be useful in machine unlearning [13], evaluation of dif-
ferential privacy [14], model extraction attacks [15], and data extraction attacks [4,
5].

While MIAs are well-studied in areas such as image classification and natural lan-
guage processing [16, 17], their implications for time series models, characterized
by unique temporal dependencies, remain underexplored. This thesis aims to ad-
dress this gap by further investigating the vulnerability of time series forecasting
models to MIAs, contributing to the growing need for robust privacy auditing tools
to secure ML applications in sensitive domains. Understanding and mitigating this
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1. Introduction

vulnerability requires systematic analysis of attacks specific to time series models
and their unique data properties.

Recent studies have begun exploring MIAs in the context of time series models,
revealing new attack methodologies and their implications for privacy [18, 19]. These
studies suggest that the characteristics of time series models, including seasonality
and trend components, can be exploited within MIAs. However, further research
is necessary to determine the full extent of this vulnerability. While the mentioned
initial studies have made important groundwork, they remain limited in scope and
do not capture the full range of risks posed by different attacks, attack settings,
and application domains. A more robust and systematic framework is needed—one
that incorporates a diverse set of MIAs to comprehensively evaluate privacy risks
in time series forecasting models. Without such thorough assessment, time series
forecasting ML systems may continue to expose sensitive information in ways that
remain undetected.

Time series data used in forecasting tasks can vary widely in both temporal res-
olution and sensitivity. For instance, electroencephalogram (EEG) signals—which
measure electrical activity of the brain—are often recorded at high frequencies (e.g.,
millisecond resolution) and are inherently biometric, making them closely tied to
an individuals identity and even suitable for strong authentication methods [20].
Models trained on such data may inadvertently memorize personal information, in-
creasing the risk of re-identification through MIAs. In contrast, electricity load
forecasting datasets are often aggregated over households or regions and recorded
at lower temporal resolutions (e.g., hourly), which might suggest lower privacy risk.
However, prior work has shown that even seemingly coarse-grained usage patterns
can be used to infer personal habits, occupancy patterns, or appliance usage in
smart grid environments [21, 22]. These examples illustrate that both fine-grained
biomedical data, such as EEG, and coarser behavioral signals derived from electric-
ity consumption can pose meaningful privacy risks, highlighting the importance of
evaluating model vulnerabilities across diverse time series domains.

1.1 Purpose
The purpose of this study is to systematically investigate privacy leakage risks in
deep learning-based time series forecasting models, a domain that remains largely
underexplored. Through a literature review, we identify and adapt current state-
of-the-art attacks, originally designed for classification models, to the time series
domain. Furthermore, we explore potential attack signals and develop new attacks
specifically tailored to time series models.

AI Sweden’s LeakPro project, an open-source privacy auditing tool for ML models,
currently supports image, tabular, and graph-based data but does not address time
series [23]. By extending LeakPro and developing a robust evaluation framework
specific to time series data, this thesis contributes both to the scientific understand-
ing of privacy vulnerabilities in time series models and to the practical development
of tools for privacy risk assessment—ultimately providing a foundation for future

2



1. Introduction

research.

1.2 Scope
This thesis focuses on investigating privacy risks in deep learning-based time series
forecasting models using membership inference attacks. Specifically, we focus on
univariate and multivariate forecasting tasks where the goal is to predict future
values based on past observations. Exogenous variables are not considered.

Other time series tasks such as classification or probabilistic forecasting are outside
the scope of this study. The reason for this is the inherent differences in how the
models operate across the different tasks—a forecasting model outputs raw predic-
tions of future time series values, whereas classification models output confidence
estimates over a fixed set of classes. Due to the availability of model output confi-
dences, the latter case is more similar to scenarios that have already been studied for
other modalities, such as image classification or natural language processing, and
was therefore not prioritized. Probabilistic forecasting is more similar to regular
forecasting but differs in its outputs: it provides distributions or quantiles rather
than point estimates. Because membership inference attacks rely on model outputs
to infer membership, this distinction makes it a technically separate problem. For
this reason, and due to time constraints, it was excluded from the scope of this
study.

Our experiments consider black-box and gray-box adversary MIA scenarios, exclud-
ing white-box settings, and does not evaluate other kinds of privacy risks such as
data poisoning or model inversion. We consider only deep learning-based forecasting
models, specifically the LSTM and N-HiTS architectures. Furthermore, we restrict
our analysis to two real-world datasets—EEG signals and electricity load usage—and
do not explore any privacy-preserving training methods or defenses.

3
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2
Theory

This chapter presents the theoretical foundation for the thesis, including key con-
cepts, mathematical formulations, and relevant MIA methodologies. The theories
discussed here form the basis for the methods proposed in Chapter 3 and their
application in the context of risk assessment for time series models.

2.1 Time Series Forecasting
In time series forecasting, the goal is to make predictions based on historical temporal
data. This could be anything from financial stock prices to electricity demand. In
this thesis, we consider forecasting M numerical variables H steps into the future
based on a history of the previous T time steps. We define the lookback history as
X ∈ RT ×M and the horizon of values to be predicted as Y ∈ RH×M , where T and
H represent the respective time dimensions.

Traditional time series forecasting methods focus on statistical techniques. This
includes autoregressive (AR) models which model the next value of a series as a
linear combination of the past values and white noise, and moving average (MA)
models which instead predict the next value based on a linear combination of the past
estimation errors [24]. More advanced statistical models often combine these two
components (ARMA) or extend the framework with more components. For example,
ARIMA extends ARMA by introducing an integrated component which subtracts
the time series with a lagged version of itself, and SARIMA extends this further
by introducing an additional set of AR and MA components for the seasonality
component of the time series [24]. There is also the possibility of incorporating
exogenous variables (SARIMAX), which are external factors that can impact the
time series but are not influenced by it; consider for example, in the context of load
forecasting, weather or electricity price.

Although Makridakis et al. [25] provided evidence for the continued superiority
of statistical time series forecasting methods, deep learning models have in more
recent years demonstrated a capacity to achieve higher accuracy, at the cost of vast
computational costs [26]. These models utilize advanced neural networks such as
the Transformer, WaveNet, and EnsembleDL together with large amounts of data
to learn complex features to aid in forecasting. In this context, data preprocessing,
including normalization, is often performed in order to ensure robust models. In
supervised learning, samples are created by applying a sliding window of fixed size

5



2. Theory

Figure 2.1: Univariate (M = 1) sample extraction with sliding window.

over the raw time series, where each position yields a training sample with specified
lookback and horizon. This is illustrated in Figure 2.1. For normalization, some
common approaches include min-max scaling which transforms all values into the
range [0, 1] based on the minimum and maximum values in the series, and standard
scaling which removes mean and scales values to unit variance. To handle data with
outliers, robust scaling may be utilized to scale the data similarly to the standard
scaler, but based solely on the interquartile range (IQR) of the data; that is, statistics
are extracted from the difference between the 75th (Q3) and 25th (Q1) percentiles
of the data [27]. The formula for robust scaling is given by

Xrobust = X − µIQR

σIQR

(2.1)

where µIQR and σIQR denotes the mean and standard deviation, respectively, when
computed over XIQR = {x ∈ X | Q1 ≤ x ≤ Q3}.

In summary, time series forecasting includes a wide range of methods, from classical
statistical models to modern deep learning approaches. Proper data preprocessing
and sampling are crucial steps to ensure that models can effectively learn tempo-
ral patterns and make accurate forecasts. The following sections will dive deeper
into different deep learning architectures, time series signals, and how these can be
utilized for membership inference attacks.

2.2 Models
This section provides an overview over the model architectures used in this study,
from the theory of their underlying components to their application in time series
forecasting.
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2.2.1 Long Short-Term Memory
A Recurrent Neural Network (RNN) is a type of neural network specifically designed
for processing sequential data [28]. Unlike traditional feedforward networks, RNNs
architectures utilizes recurrent connections which allows them to retain information
from previous inputs in the sequence [29].

The vanishing and exploding gradients problem is major shortcoming of RNNs. It oc-
curs when the gradients either go to zero (vanishes) or become very large (explodes)
due to repeated multiplications when backpropagating through time. This problem
becomes more pronounced the more time-steps we want to process, and as a result
the RNN may fail to capture long-term dependencies. One solution to the vanish-
ing gradient problem is the Long Short-Term Memory (LSTM) unit, introduced by
Hochreiter and Schmidhuber in 1997 [30].

The LSTM utilizes memory cells to efficiently store and process information over
time, and is illustrated in Figure 2.2. Each cell consists of three gates that together
determine how the memory is updated over time:

1. The forget gate, ft, controls how much information that is kept from the previ-
ous cell state ct−1. Based on the previous hidden state, ht−1, and the current
input, xt, the forget gate computes a value between 0 and 1 for each element
in the previous cell state:

ft = σ(Wf · [ht−1, xt] + bf ) (2.2)

where Wf is a weight matrix, bf is a bias vector, and σ is the sigmoid activation
function. ft is then element-wise multiplied with ct−1 to regulate the amount
of information kept.

2. The input gate, it, decides how much new information from the current input,
xt, should be stored in the updated cell state ct. Similar to the forget gate,
the input gate computes a value between 0 and 1 for each element:

it = σ(Wi · [ht−1, xt] + bi) (2.3)

where Wi and bi are the learnable weights of the input gate. Simultaneously,
the candidate cell state, c̃t, is computed as

c̃t = tanh(Wc · [ht−1, xt] + bc) (2.4)

where tanh denotes the hyperbolic tangent function and Wc, bc are additional
learnable weights.

3. The output gate, ot, determines what information to output as the current
hidden state ht. The output gate activation is computed as:

ot = σ(Wo · [ht−1, xt] + bo). (2.5)

To produce the updated hidden state, ht, the output ot is multiplied with the
hyperbolic tangent of the updated memory cell state ct:

ht = ot ⊙ tanh(ct) (2.6)
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where ⊙ denotes the Hadamard (element-wise) product and ct is given by

ct = ft ⊙ ct−1 + it ⊙ c̃t. (2.7)

The updated hidden state ht can then be passed into subsequent LSTM layers,
or used as a representation of the input sequence for downstream tasks, for
example classification or forecasting.

Figure 2.2: Diagram of an LSTM cell, illustrating the cell (ct) and hidden state (ht)
update mappings with the forget (ft), input (it), and output (ot) gates. Reproduced
from [31], CC BY 4.0.

2.2.2 N-BEATS
Oreshkin et al. [32] introduces the Neural Basis Expansion Analysis for interpretable
Time Series forecasting (N-BEATS) model, a univariate deep learning forecasting
model achieving state-of-the-art performance across many benchmark datasets. Be-
sides performing well on benchmarks such as M4 and TOURISM [33, 34], it also
enables interpretable forecasting inspired by traditional time series decomposition
methods.

The N-BEATS architecture is based on backward and forward residual links and deep
stacks of blocks of fully connected (FC) layers with ReLU activations. Each block
takes as input a lookback, and produces an output of length lookback + horizon:
predictions of the basis expansion coefficients of the backcast and forecast. The
difference between the backcast and input is used as the residual, enhancing the
forecast of downstream blocks when stacked together by removing the portion of
the input signal that is already well approximated. The final block in the stack
outputs a stack residual which is passed to the next stack, while also aggregating
the block forecasts to a single stack forecast.

Each block may transform its output with different basis functions, for example
modeling periodical fluctuations or polynomial trends. Further, each stack is tailored
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to capture different patterns in the input time series, allowing the model to learn
from complex data. These stacks are hierarchically structured and the input flows
from the first stack until the last, where the final forecast is the aggregate of all the
stack forecasts. Figure 2.3 outlines an overview of the N-BEATS model architecture.

Figure 2.3: The univariate N-BEATS model architecture; featuring several hierar-
chically structured stacks, each containing several blocks. Here, gb and gf denote
the backward and forecast basis functions, respectively.

2.2.3 N-HiTS
Challu et al. [35] introduces the Neural Hierarchical interpolation for Time Series
(N-HiTS) architecture; a hierarchical, multiresolution model that improves both
accuracy and computational efficiency from previous state-of-the-art neural fore-
casting methods. At the time of its publication, N-HiTS outperformed the latest
Transformer architectures by 20% while also being 50 times faster to train. N-HiTS
extends the fully-connected N-BEATS architecture described in Section 2.2.2, by
enhancing its input decomposition via multi-rate data sampling and its output syn-
thesizer via multi-scale interpolation, resulting in a hierarchical forecast construction
that greatly reduces computational costs. In contrast to its predecessor, N-BEATS,
the N-HiTS model supports multivariate time series and allows for exogenous inputs.

2.3 Membership Inference Attacks
A Membership Inference Attack aims to determine whether a specific datapoint was
part of a target model’s training dataset (member) or not (non-member) [11]. In
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Game 1 this is formalized as a privacy-game using the framework proposed by Salem
et al. [36].

Game 1 Basic Membership Inference game
1: S ∼ Dn ▷ Sample n datapoints from population without replacement
2: b ∼ {0, 1} ▷ Flip a fair coin
3: if b = 0 then
4: x ∼ S ▷ Sample a challenge datapoint x from training data S
5: else
6: x ∼ D \ S ▷ Sample a challenge datapoint x not in training data S
7: end if
8: θtarget ← T (S) ▷ Train target model θtarget on training set S
9: b̃← A(T ,D, n, θtarget, x) ▷ Adversary predicts membership of x

In this game the adversary A aims to determine whether a challenge datapoint x
was part of the models training set (b = 0) or not (b = 1) and succeeds if b̃ = b.
The adversary is assumed to have access to the stochastic training algorithm T ,
data distribution D (also called population), the number of training examples n,
the target ML model θtarget and the challenge datapoint x.

There are many variations of the membership inference game which imply different
attack settings. Generally, these different attack settings concern the assumptions
of what information and computational budget is available to the adversary. One
important assumption is the level of access to the ML model—white-box implying
that the adversary has access to the model weights and architecture whilst black-
box implying access to model through an API. Usually, the attack setting falls
somewhere in between, sometimes referred to as a gray-box scenario. Even in the
black- and gray-box scenario, there are different levels of access this API can grant,
in the context of classification models this could be access to logits, loss or class
prediction.

In practical applications, machine learning models are often trained on datasets
where each individual contributes multiple data points. These data points might
include, for example, an entire time series of EEG signals for a patient, or multiple
measurements of electricity load usage for a household. This scenario motivates a
variant of membership inference (MI) known as user-level MI, where the adversary’s
goal is to determine whether any data associated with a particular individual was
included in the model’s training set. In contrast to sample-level MI attacks that
target individual data points, user-level MI targets the presence of an individual’s
entire dataset. This concept can be formalized as a privacy game, as illustrated in
Game 2, where the adversary attempts to infer the membership of a collection of
datapoints Schal from one individual. Note that in this game, each user’s dataset Di

is disjoint from other users.
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Game 2 User-level Membership Inference game
1: b ∼ {0, 1} ▷ Flip a fair coin
2: D1, ...,Dm ∼ D ▷ Sample m users from population without replacement
3: for i = 1, ..., m do
4: Si ∼ Dn

i ▷ Sample n datapoints from each user without replacement
5: end for
6: if b = 0 then ▷ Challenge user is in the training set
7: i ∼ {1, ..., m}
8: Schal ← Si

9: else ▷ Challenge user is not in the training set
10: Dchal ∼ D \ {D1, ...,Dm}
11: Schal ∼ Dn

chal
12: end if
13: θtarget ← T (⋃m

i=1 Si) ▷ Train target model θtarget on training set
14: b̃← A(T ,D, n, m, θtarget, Schal) ▷ Adversary predicts membership of Schal

2.3.1 Existing Attacks

Membership inference attacks is a rapidly expanding field of research, where new
attacks have often been able to improve upon previous work by orders of magnitude
in performance. Most research target classification models and thus use either loss,
logits, confidences or predicted label as a signal to discriminate between in- and
out-members. For black-box attacks, there are two main approaches to inferring
membership in literature; statistical hypothesis testing [16, 17, 37] or using binary
classifiers [11, 38].

The Likelihood Ratio Attack (LiRA) [16] and the Robust Membership Inference
Attack (RMIA) [17] are two state-of-the-art membership inference attacks targeting
classification models. LiRA boasts high performance at very low false positive rates
and the more recent RMIA demonstrates significantly better performance when us-
ing a small amount of shadow models. Both attacks utilize statistical hypothesis
testing to infer membership. The Ensemble Attack [38] instead uses an ensemble of
classifiers to infer membership. Despite being originally designed to attack classifi-
cation models, it can be adapted to time series models since it can utilize any input
signal [19].

The attack definitions below assume a target model θtarget and a challenge data-
point x ∈ D that you want to test for membership. The attacks will return a
ScoreMIA(x; θtarget) which can be thresholded by β to determine membership. In
other words, classify x as a member if ScoreMIA(x; θtarget) ≥ β and non-member oth-
erwise. Since all the following attacks target classification models, let fθ(x) represent
the softmax probability outputs of the model θ for a given datapoint x. Additionally,
let fθ(x)y denote the softmax probability assigned to the true class y associated with
x.
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Likelihood Ratio Attack (LiRA)

LiRA works by training a set of shadow models—auxiliary models resembling the
target model, used to estimate how the its outputs vary depending on whether a
datapoint was part of the training set. These are trained on different overlapping
subsets of the population, such that there is a non-empty set of in models Θin =
{θ1

in, ..., θnin
in } that had the challenge datapoint x as part of their training dataset

and a non-empty set of out models Θout = {θ1
out, ..., θnout

out } which did not. In an
optimal attack setting, these shadow models should match the target model in terms
of architecture and training procedure, but a mismatch is shown to only have a
slight impact on the attack performance [16]. Next, softmax probabilities fθ(x)y are
collected for target and shadow models which are then rescaled according to:

ϕθ(x) = ln fθ(x)y

1− fθ(x)y

. (2.8)

This results in a rescaled confidence ϕθtarget(x) for the target model, and a set of
rescaled confidences for the in and out models.

Φin = {ϕθ(x) | θ ∈ Θin} (2.9)
Φout = {ϕθ(x) | θ ∈ Θout} (2.10)

Assuming Φin and Φout are Gaussian distributed, their distributions can be estimated
using the empirical mean and variance of each set.

µin = mean(Φin) σin = std(Φin)
µout = mean(Φout) σout = std(Φout)

Finally, a likelihood ratio test is performed to determine the MIA score:

ScoreMIA(x; θ) =
p(ϕθtarget(x) | N (µin, σ2

in))
p(ϕθtarget(x) | N (µout, σ2

out))
(2.11)

The original paper also describes an offline version of their attack (as opposed to
the online attack described above) which only requires out shadow models. Since
it relies solely on out models, this approach allows one to pretrain a set of shadow
models and later query any datapoint without retraining. This leads to the following
simplified test:

ScoreMIA(x; θtarget) = 1− Pr[ϕθtarget(x) > Z] (2.12)

where Z ∼ N (µout, σ2
out).

Robust Membership Inference Attack (RMIA)

RMIA improves upon previous membership inference attacks by grounding its method-
ology in a more mathematically rigorous Bayesian hypothesis testing framework.
Empirically, RMIA has been shown to outperform previous attacks, especially in
situations where the computational budget is limited and few shadow models are
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available. Moreover, RMIA demonstrates greater robustness to distribution shifts,
such as mismatches in training procedure, training set distribution, or model archi-
tecture between the shadow models and the target model [17].

RMIA works similarly to LiRA in terms of training shadow models, but specifically
requires an equal ratio of in versus out models for a given datapoint. RMIA defines
a pair-wise likelihood ratio test for challenge point x relative to a random datapoint
z ∈ D given target model θtarget:

LRθtarget(x, z) =
(

Pr(x | θtarget)
Pr(x)

)
·
(

Pr(z | θtarget)
Pr(z)

)−1

. (2.13)

Pr(x | θ) is here defined as the likelihood function of model θ evaluated on data
point x. In the case of classification models, this is equivalent to the softmax score
for the true class of x, i.e. Pr(x | θ) = fθ(x)y using the model θ. Pr(x) is the
marginal likelihood of x, which for the online attack is defined as:

Pr(x) = 1
2
( 1

k

∑
θ∈Θin

Pr(x | θ)︸ ︷︷ ︸
Pr(x)in

+ 1
k

∑
θ∈Θout

Pr(x | θ)︸ ︷︷ ︸
Pr(x)out

)
(2.14)

where 2k is the number of shadow models. The marginal Pr(z) is calculated similarly
utilizing only out models:

Pr(z) = 1
k

∑
θ′

x̄

Pr(z | θ′
x̄) (2.15)

Now that the pair-wise likelihood ratio test is defined, the attack proceeds as follows:

1. Sample a set of datapoints z ∼ D from the population.

2. Calculate the pair-wise likehood ratio test LRθ(x, z) for each z.

3. Determine ScoreMIA(x; θtarget) as the fraction of z samples where LRθ(x, z) ≥ γ,
with γ as a parameter of the attack.

An offline version of the attack is also defined, where the marginal likelihood is
instead calculated by

Pr(x) ≈ 1
2
(
(1 + a) Pr(x)out + (1− a)

)
(2.16)

where a is an additional attack parameter. Similarly to LiRA, only out models are
utilized in the offline attack.
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The Ensemble Attack

Shachor et. al. [38] propose the Ensemble attack, a method which involves training
many ML models on small distinct subsets of the data to classify membership. The
purpose of this is to have an ensemble of many small specialized attack models, able
to capture different patterns in the data.

The method to train the ensemble of classifiers can be defined as follows:

1. Select a fixed amount of disjoint, fixed-size subsets of the population containing
exactly 50% members/non-members.

2. Within each subset, randomly assign 50% of the data as train and the rest as
test.

3. Using the training data within a subset, train many different types of classifiers
to predict the membership of these datapoints. The input feature to the
classifier will be the target model output fθtarget(x) for a datapoint or some
other feature derived from this.

4. Evaluate these classifiers on the test set and choose the best classifier using
some metric (for example area under ROC-curve).

5. Repeat step 2-4 for different random train/test splits and choose the best
model using the same metric as step 4.

6. Collect the best model for each subset to form an ensemble. Repeat step 1-5
for n instances to get different subsets and form a final ensemble of models.

Using this ensemble of classifiers, ScoreMIA(x; θtarget) can be determined as the frac-
tion of models that classify the datapoint as a member.

The process of training the classifiers requires the adversary to know the membership
of the datapoints, creating an unrealistic attack scenario. The authors propose
an alternative method where shadow models are trained, and the shadow models,
with membership labels realistically known to an adversary, are used when training
classifiers instead of the target model. The authors call these two methods audit
mode, which involves training on the target model and true membership labels, and
attack mode, which involves training on shadow models and their membership labels.
In this thesis, we focus solely on audit mode.

2.3.2 Quantifying the Performance of MIAs
MIAs can be framed as a binary hypothesis testing problem, where the goal is to label
each data point in a given set as either a member or a non-member. The attacks
described in Section 2.3.1 compute a membership inference score for each data point,
reflecting the attacks’ confidence that the point was part of the training set. A
decision threshold β is then applied to classify each point; classifying x as a member
if ScoreMIA(x; θtarget) ≥ β, and non-member otherwise. The threshold β directly
controls the trade-off between sensitivity and specificity: lowering β increases the
true positive rate but may also lead to more false positives, whereas raising it reduces
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false positives at the cost of more false negatives. By varying β, one can create a
Receiver Operating Characteristic (ROC) curve, which quantifies the effectiveness
of an attack across different decision thresholds. One can also select the decision
threshold that maximizes the overall accuracy, precision, recall or some other metric.

Many papers have considered average-case metrics such as accuracy (Equation 2.17),
precision (Equation 2.18), recall (Equation 2.19) or area under ROC-curve when
evaluating attacks [11, 39–43].

AccuracyA = max
β

TP + TN
TP + TN + FP + FN

(2.17)

RecallA = max
β

TP
TP + FN

(2.18)

PrecisionA = max
β

TP
TP + FP

(2.19)

Carlini et al. [16] argue however, that average-case metrics are not useful for eval-
uating membership inference attacks. In a privacy setting false positives directly
impact the credibility of an attack whilst false negatives merely reduces the amount
of points able to be extracted. Therefore Carlini et al. argue that results of MIAs
should be reported using an ROC curve or the true positive rate (TPR) at very low
false positive rates (FPR), typically ≤ 1%.

2.4 Signals
This section describes the various time series signals used as attack features in our
study—that is, properties extracted from model predictions, such as error metrics
or representations, which are used to statistically distinguish between in and out
models for a given sample. For this purpose, we will denote the target time series as
Y = [y1, ..., yH ] ∈ RH×M , and corresponding prediction as Ŷ = [ŷ1, ..., ŷH ] ∈ RH×M ,
where H refers to the length of the series (horizon), and M is the number of variables.

2.4.1 Mean Squared Error
The Mean Squared Error (MSE) is one of the most common metrics in time series
forecasting, and measures the average of the squared errors. The formula used for
computing MSE in the multivariate case of M predicted variables is given by

MSE(Y, Ŷ ) = 1
H ·M

H∑
h=1

M∑
m=1

(Ŷh,m − Yh,m)2. (2.20)

Note that MSE is bounded by [0, + inf) and is not invariant to scaling.
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2.4.2 Mean Absolute Error
The Mean Absolute Error (MAE) is also one of the most common metrics in time
series forecasting, measuring the average of the absolute errors. The formula used
for computing MAE in the multivariate case of M predicted variables is given by

MAE(Y, Ŷ ) = 1
H ·M

H∑
h=1

M∑
m=1
|Ŷh,m − Yh,m|. (2.21)

Similar to MSE, MAE is bounded by [0, + inf) and is not invariant to scaling.

2.4.3 Symmetric Mean Absolute Percentage Error
The Symmetric Mean Absolute Percentage Error (SMAPE) is also a common metric
for determining the accuracy of a forecast. The formula for computing SMAPE is
given by

SMAPE(Y, Ŷ ) = 1
H ·M

H∑
h=1

M∑
m=1

|Ŷh,m − Yh,m|
|Ŷh,m|+ |Yh,m|

. (2.22)

To make the equation numerically stable, a small value ϵ is added to the denominator
of the fraction within the sum. Unlike the previous two signals, SMAPE is bounded
by [0, 1] and is invariant to scaling.

To map SMAPE from the bounded interval [0, 1] to an unbounded scale, a logit-like
transformation (2.23) can be applied and the result refered to as rescaled SMAPE.
The motivation for this is the fact that some attacks perform better on an un-
bounded scale and a logit-like transformation is experimentally shown to produce
more gaussian-like distributions in some scenarios [16].

RSMAPE(Y, Ŷ ) = log
(

SMAPE(Y, Ŷ )
1− SMAPE(Y, Ŷ )

)
(2.23)

2.4.4 Trend
Trend is the overall, long-term change in a time series. One technique for estimating
the trend is fitting a polynomial of degree d to each variable in the time series [19].
For multivariate time series this can be represented as

Y = PA (2.24)

where A is the coefficient matrix modeling the trend, and P is the Vandermonde
matrix [44]. The Vandermonde matrix is constructed from the time vector t where
ti = i−1

H
for i = 1, 2, ..., H, containing powers of t up to d− 1, and is given by
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P =


1 t1 t2

1 · · · td−1
1

1 t2 t2
2 · · · td−1

2
... ... ... . . . ...
1 tH t2

H · · · td−1
H

 . (2.25)

The coefficient matrices for the prediction and target series are then obtained by the
least squares solution:

A = (PTP)−1PTY (2.26)

Â = (PTP)−1PTŶ (2.27)

Finally, the L2 norm between the coefficients of the true and predicted values is used
as the attack feature:

∥A− Â∥2 =

√√√√ H∑
h=1

M∑
m=1

(Ah,m − Âh,m)2 (2.28)

2.4.5 Seasonality
Seasonality is the regular, periodic fluctuations in a time series. In multivariate data,
this can be extracted with the 2-dimensional Discrete Fourier Transform (2D-DFT)
which breaks down the series into its frequency components considering both the
timeline and the interaction of the different variables [19]. The 2D-DFT is applied
to the target time series matrix Y ∈ RM×H with two sequential 1D-DFTs; first a
column-wise transformation with the Fourier matrix FM over the variables, then a
row-wise transformation with FH over the time dimension. This can be expressed
simply as

C = FMYFH
T (2.29)

where C is the Fourier coefficient matrix and the 1D-DFT matrices FM , FH are
given by

FM =



cos(2π · 0 · 0
M

) . . . cos(2π · 0 · M−1
M

)
... ... ...

cos(2π · M
2 ·

0
M

) . . . cos(2π · M
2 ·

M−1
M

)
sin(2π · 0 · 0

M
) . . . sin(2π · 0 · M−1

M
)

... ... ...
sin(2π · M

2 ·
0

M
) . . . sin(2π · M

2 ·
M−1

M
)


, (2.30)
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FH =



cos(2π · 0 · 0
H

) . . . cos(2π · 0 · H−1
H

)
... ... ...

cos(2π · H
2 ·

0
H

) . . . cos(2π · H
2 ·

H−1
H

)
sin(2π · 0 · 0

H
) . . . sin(2π · 0 · H−1

H
)

... ... ...
sin(2π · H

2 ·
0
H

) . . . sin(2π · H
2 ·

H−1
H

)


. (2.31)

The same approach is used to extract seasonality for the predicted values:

Ĉ = FMŶFH
T (2.32)

Finally, the L2 norm between the coefficients of the true and predicted values is used
as the attack feature:

∥C− Ĉ∥2 =

√√√√ H∑
h=1

M∑
m=1

(Ch,m − Ĉh,m)2 (2.33)

2.4.6 TS2Vec
TS2Vec is a framework introduced by Yue et al. [45] for learning representations of
univariate and multivariate time series at arbitrary semantic levels, leveraging con-
trastive learning in a hierarchical way to produce robust contextual representations
for each time step. These representations may then be aggregated to obtain a high
dimensional vector representation over the entire series.

The study investigates a wide range of datasets and results demonstrate a signif-
icant performance increase over previous state-of-the-art unsupervised time series
representations. Further, the representations was proven to work very well as fea-
tures in several time series tasks (classification, forecasting, and anomaly detection).
Utilizing only a linear regression model with L2 regularization on top of the learned
representations, it was found to beat advanced models such as Temporal Convolu-
tional Network (TCN) and the Informer in multivariate forecasting [45].

An overview of the TS2Vec architecture is shown in Figure 2.4. First, two overlap-
ping subseries are randomly sampled from the input time series, where the aim is
to ensure consistent contextual representations within their shared segment. These
raw inputs are fed into the shared encoder which consists of three components:

1. The input projection layer which maps the observation at each timestamp into
a high-dimensional latent space.

2. The timestamp masking module that generates augmented context views by
randomly hiding portions of the sequence.

3. A dilated Convolutional Neural Network (CNN) module with ten residual
blocks which extracts the contextual representation at each timestamp.
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The resulting representations are fed into a hierarchical contrasting model (right
part of figure) which applies max pooling to produce multiple levels of different
resolutions. Loss functions are then applied to all granularity levels, forcing the
encoder to learn representations at various scales [45].

Figure 2.4: The architecture of TS2Vec proposed in Yue et al. [45]. Supports both
univariate (as the example input) and multivariate time series. Figure reproduced
from [46], CC BY 3.0.

Utilizing this model to encode one-dimensional representations v, v̂ for the target Y
and predicted series Ŷ, the distance (L2 norm) between the representation vectors
can be used as an attack feature:

||v− v̂||2 =

√√√√ D∑
d=1

(vd − v̂d)2 (2.34)

where D is the TS2Vec encoding dimension.

2.5 Related Work
As previously mentioned, there are relatively few studies on time series MIAs. There
are two papers directly relevant for our study, which will now be briefly summarized.

Firstly, Hisamoto et al. [18] investigates MIA on sequence-to-sequence models, using
machine translation as an example. They highlight the complex nature of recurrent
sequence-to-sequence models and their large, complex output space which makes
it hard to determine the quality or confidence in the outputs; demonstrating how
simple attacks based on shadow models show limited transferability—despite their
proven success in the context of classification models. Nevertheless, the authors
also discuss that there are some cases where sequence-to-sequence models may leak
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privacy; for example in the case of overfitting, the model might memorize rare
sequences. Also, it was found that out-of-domain data, which is not well represented
in the training set, are easier to attack.

Secondly, Koren et al. [19] conducted the first research on MIAs against time series
forecasting models. Their main contribution is introducing two novel attack features
tailored to numerical time series, namely trend and seasonality, as described in
Sections 2.4.4 and 2.4.5. They performed empirical evaluation of MIA against a
variety of target models using two medical datasets; ECG and EEG. They utilize the
ensemble attack described in Section 2.3.1 and the results demonstrate a significant
performance increase compared to attacks relying solely on loss-based metrics such
as MSE or MASE, highlighting the importance of incorporating more sophisticated
signals for effective MIAs on time series models.

This study aims to build upon previous work by investigating how existing MIAs can
be adapted for time series models, as well as by exploring novel attacks and attack
features tailored specifically for time series data. Although Koren et al. obtained
significant results, we argue that they do not adequately compare their ensemble
attack to other state-of-the-art MIAs. Moreover, their proposed attack features,
trend and seasonality, may be more effectively leveraged within more robust attack
frameworks such as LiRA and RMIA, as discussed in Section 3.4.1 and 3.4.3.
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This chapter presents the datasets and preprocessing, model and attack implemen-
tations, as well as the training and evaluation procedures; forming the basis for the
experimental results shown in Chapter 4.

3.1 Datasets
This section provides an overview of the datasets studied in our experiments, along
with the applied preprocessing procedures.

3.1.1 The Temple University Hospital EEG Data Corpus
The Temple University Hospital EEG Data Corpus (TUH-EEG) is an archive of
26,846 clinical electroencephalogram (EEG) recordings collected from 1500 individ-
uals between 2002-2017 at the Temple University Hospital [47]. EEG recordings
measure electrical activity in the brain, and each channel corresponds to activity
measured by a specific electrode on the scalp. The amount of channels vary be-
tween the different recordings in the dataset; most commonly there are 31 channels,
however, in some cases there are as few as 20. Further, many recordings contain
supplementary channels such as ECG and photic stimulation.

Manual inspection and data cleaning was performed in order to ensure a more fair
evaluation, given the prescence of many artefacts in the data. Because of the time
constraints this was limited to the first 300 individuals in the corpus. The first
60 seconds of each time series were cut, since the start of the recordings often
consisted of perfect square waves—likely a calibration sequence or some other sign
of the equipment starting up. Also, recordings with clear and frequent artifacts were
removed, for example, recordings containing flat signals (dead electrodes). Since
most of the patients had multiple recordings from multiple sessions, these were
compared in order to determine if the data was likely corrupted, rather than specific
to the individual.

For the purpose of forecasting EEG time series, we choose to use the 3-lead chan-
nels for each patient, as done in Koren et al. [19]. These are the FP1, FP2 and
F3 channels of the standard 10-20 EEG system, and all correspond to electrodes
positioned over the frontal lobe. We randomly selected a subset of 100 individual
recordings, each sampled at a frequency of 250 Hz. The time series were truncated
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to an identical length, namely the first 15000 time steps, corresponding to 1 minute
of each EEG recording. Samples were constructed by applying a standard sliding
window, as described in Section 2.1, with a lookback of 100 time steps, and the hori-
zon set to 20 steps. Each feature was normalized using IQR scaling, as described
in Section 2.1, and implemented via the RobustScaler from the scikit-learn library
[27]. The reason IQR was chosen is due to the high inter-subject variability in EEG
recordings, where signal can differ substantially between individuals. This method
is less sensitive to outliers than alternatives such as min-max scaling, which would
compress the majority of values into a very narrow range. Robust scaling was also
empirically proven to work best across all evaluation metrics, when evaluating our
target models’ performance in the original, unscaled units.

3.1.2 Electricity Load Diagrams Dataset
The ElectricityLoadDiagrams20112014 dataset [48], or henceforth referred to as the
ELD dataset is a common benchmark dataset used in time series forecasting research.
It contains recordings of total electricity load usage in 370 households throughout
2011 to 2014 in Portugal. Electricity usage is given in kilowatts with a time resolution
of 15 minutes. Some households are not monitored throughout this whole period
and the data for these individuals is zero-padded. Figure 3.1 shows a subset of three
households, demonstrating the magnitude of difference in scale between different
households.

Figure 3.1: A month of electricity usage of three households from the ELD dataset,
resampled to 1 hour time resolution.

We removed zero-padding at the start and end of each household time series and
resampled the data to hourly consumption by summing four consecutive 15-minute
recordings. Households with less than 15000 recorded time steps after removing
padding were excluded from our experiments. Additionally any households with a
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mean electricity usage below 200 KW/h or above 2000 KW/h were removed, since
these outliers proved to significantly affect attack performance. For our experiments
a random subset of 100 households were used for our experiments. These time series
were truncated to 15000 time steps and rescaled using IQR scaling (for the same
reasons as described in Section 3.1.1 for the EEG data). Samples were then created
using the sliding window technique described in Section 2.1, using a lookback of 100
and a horizon of 20.

3.1.3 Creating Data Subsets
After preprocessing, the datasets are structured into size N × S where N is the
number of individuals (households for ELD, patients for TUH-EEG), and S is the
number of samples created from each individual’s time series using the sliding win-
dow technique. Individual-based partitioning is then applied to divide the dataset
into three subsets: the audit dataset Daudit (40%), the auxillary dataset Daux (40%)
and the validation dataset Dval (20%). This ensures that samples from the same
individual never appear across different subsets. Finally, the audit dataset is further
divided evenly (50%-50%), again by individual, into training Dtrain and testing Dtest
sets. Figure 3.2 illustrates this partitioning process.

Figure 3.2: Diagram of the individual partitioning of the datasets into audit, auxil-
iary and validation sets.

The validation set is used to monitor validation loss and perform early stopping
during training of both the target and shadow models. The target model is trained
on the training set, while membership inference attacks are evaluated using the full
audit dataset, comprising both the training set and the test set. The attacks thus
aim to distinguish which data points in Daudit were part of Dtrain and which were
part of Dtest.
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For the online attacks, each shadow model is trained on a randomly selected 50%
of the individuals in Daudit. This split is independent of the earlier train-test parti-
tioning of Daudit into Dtrain and Dtest. In contrast, for offline attacks, each shadow
model is trained on 50% of the individuals from Daux, which is disjoint from the
audit dataset.

3.2 Model Implementations
This section briefly describes the implementations of the model architectures de-
scribed in Section 2.2, including modifications and hyperparameters.

3.2.1 LSTM
The LSTM model (see Section 2.2.1) was easily adapted to different input dimen-
sions; in PyTorch, the amount of variables was simply specified as the input_size.
We used two unidirectional LSTM layers with 64 hidden units each. For the predic-
tions, we fed the final LSTM hidden states into a single fully connected layer with
H ×M neurons. The final output was constructed by just reshaping the FC output
to the expected dimensions (batch_size, H, M ).

3.2.2 N-HiTS
For the N-HiTS model, we used the official implementation by Cristian Challu [49].
Only some minor changes were made to ensure it worked with our data (for exam-
ple switching the input dimensions and omitting exogenous variables), however the
functionality is the same as the original code. We used three stacks of one block,
each block consisting of two layers with 512 neurons. Although more advanced basis
functions can be used to transform the output of each block (modeling for exam-
ple trend or seasonality), for simplicity we choose to use only the IdentityBasis
function which simply splits each block output into the backcast and forecast com-
ponents. Furthermore, we used the standard hyperparameters; linear interpolation
and max pooling mode, Glorot normal initialization, no batch normalization, no
dropout, no shared weights, and ReLU activations.

3.3 Training and Evaluation Procedure
To train the models, we used the Adam optimizer [50] with the default learning rate
of 0.001, minimizing the MAE loss (see Section 2.4). The max amount of epochs
was set to 50, utilizing early stopping by monitoring the validation loss; mitigating
overfitting by stopping and restoring best weights when no improvement has been
observed over the last three epochs. An overview of the parameters used for dataset
preprocessing and training can be found in Table 3.1. Note that this procedure was
used for both the target models and shadow models.

In order to evaluate our target models, we look at four metrics, namely MSE, MAE
and SMAPE as described in Section 2.4, as well as normalized deviation (ND) as
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Parameter Dataset
TUH-EEG ELD

Number of
individuals

in different subsets

D 100 100
⌞Daux 40 40
⌞Dval 20 20
⌞Daudit 40 40

⌞Dtrain 20 20
⌞Dtest 20 20

Preprocessing

Scaling IQR IQR
Time series
dimensionality 3 1

Lookback 100 100
Horizon 20 20
Truncated length 15000 15000
Resulting samples
per individual 14881 14881

Training

Loss function MAE MAE
Optimizer Adam Adam
Learning rate 0.001 0.001
Batch size 1024 1024

Early stopping True True
Patience 3 3

Table 3.1: Overview of preprocessing and training parameters for the two datasets.
Notably, the only difference across datasets is time series dimensionality.

given in Equation 3.1. Recall that Y = [y1, ..., yH ] ∈ RH×M denotes the target
time series, and Ŷ = [ŷ1, ..., ŷH ] ∈ RH×M the corresponding prediction. MSE and
MAE are the most common time series forecasting metrics, while SMAPE and ND
measures relative errors in proportion to the actual values. Since we are conducting
individual-based partitioning, we argue that the latter two gives a better indication
of true overfitting; considering that the scales of the time series can vary a lot
between the different individuals.

ND(Y, Ŷ ) =
∑H

h=1
∑M

m=1

∣∣∣Yh,m − Ŷh,m

∣∣∣∑H
h=1

∑M
m=1 |Yh,m|

(3.1)

3.4 Attack Implementations
The attacks were implemented into the LeakPro framework [23]. LiRA and RMIA
were already implemented in the framework and were only modified to support time
series modality. The Ensemble attack was implemented into the LeakPro framework
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according to the description given in Section 2.3.1. Two new attacks, Multi-Signal
LiRA and a Deep Time Series Attack, were also implemented into LeakPro, accord-
ing to the description in Sections 3.4.2 and 3.4.5, respectively.

3.4.1 LiRA
The base implementation of LiRA in LeakPro is based on the description in the
original paper [16], alongside the code provided by the authors. The implementation
features three different ways to calculate the standard deviation of the parameterized
distribution:

• fixed: Uses one fixed in and out variance calculated using all samples.

• carlini: Uses per-sample variance as described in Section 2.3.1 unless number
of shadow models is less than 64 in which it uses a fixed variance.

• individual carlini: Uses per-sample variance unless the number of models that
would be used to estimate variance (number of in-models when calculating σin

and vice versa) is less than 32 in which case it uses a fixed variance.

We used the carlini variance calculation method for our experiments, which ensured
per-sample variance in all our experiments.

Since the current implementation only supported classification tasks, we adapted
LiRA to be able to use any arbitrary signal from Section 2.4 instead of logit rescaled
confidence values. The algorithm for calculating ScoreMIA(x; θ) is unchanged and
involves estimating the in- and out-distributions of any arbitrary signal.

3.4.2 Multi-Signal LiRA
Since we experiment with multiple attack signals, an interesting question is how the
performance of LiRA (Section 3.4.1) varies depending on the signal used. This also
raises the question of whether certain signals can identify membership information
that others cannot. To investigate this, we conducted a correlation analysis of the
different signals (see Appendix A). The results suggest that combining signals may
be beneficial, which is what we do in the Multi-Signal LiRA attack.

The main difference from the original LiRA is that we estimate multivariate Gaus-
sians for the in/out members, where each variable corresponds to a signal. This
requires computing not only the mean of each signal (as before), but also the co-
variance matrix (rather than just the variance as in the original LiRA). While a
mathematically rigorous extension, this approach quickly becomes unfeasible as the
number of signals increases, due to the large number of shadow models needed for
accurate estimation. To overcome this limitation, we instead assume independence
between signals and model them as separate univariate Gaussians. Each signal then
generates a membership probability, which we aggregate by multiplication to obtain
a joint probability. The MIA score computation thus become
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ScoreMIA(x; θ) =
∏
s∈S

p
(
ϕs

θtarget(x) | N (µs
in, (σs

in)2)
)

p
(
ϕs

θtarget(x) | N (µs
out, (σs

out)2)
) (3.2)

where ϕs
θtarget(x) denotes the value of signal s ∈ S computed from the target model’s

output for input x. The variables µs
in, µs

out are the corresponding means for the
in/out distributions and σs

in, σs
out are the standard deviations. The independence

assumption here may appear naive, since we know that the signals are in fact cor-
related, as illustrated in Appendix A. However for the purpose of our attack, exact
likelihoods are not required—what matters is that resulting membership probabil-
ities are monotonic to the true underlying distributions. In other words, we aim
for scores that preserve the ordering between in- and out-members, even if their
absolute values are not mathematically accurate.

3.4.3 RMIA
The base implementation of RMIA for classification models also already exists in
LeakPro. To modify RMIA to support time series forecasting we needed to define
the likelihood function Pr(x|θ) for time series, using any arbitrary signal instead of
softmax confidence. Notably we wanted to keep the following properties of Pr(x|θ):

1. Pr(x|θ) ∈ [0, 1]

2. In-models should generally have a higher likelihood Pr(x|θ) on a given dat-
apoint than out-models. In other words a higher Pr(x|θ) should indicate a
better fit on this datapoint.

Since all signals in Section 2.4 represent some sort of error between target and
prediction, we used the following monotonically decreasing mapping:

Pr(x|θ) = 1
1 + signal(x|θ)

(3.3)

where signal(x|θ) is the signal value (e.g. MSE) of datapoint x applied to model
θ. This mapping makes the likelihood function uphold the desired properties for
signals ∈ [0,∞). Note that rescaled SMAPE is an unbounded signal and is thus not
used in RMIA attacks.

3.4.4 Ensemble Attack
The ensemble attack was implemented into the LeakPro framework according to the
description given in Section 2.3.1. We used the same parameters for the attacks as
in Koren et al. [19], detailed in Table 3.2. We use mean aggregation within the
ensemble, following Shachor et al. [38], and select the best model for each run based
on ROC-AUC.
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Parameter Value

num_instances 5
num_runs 3
subset_size 50
num_pairs 9

Table 3.2: Attack parameters used in Ensemble attack.

3.4.5 Deep Time Series Attack
All previously discussed attacks are built on top of various signals; statistics are
extracted by comparing signals from outputs of in- respectively out-models, which
are then used to classify members. However, finding good attack signals is not a
trivial task, and there is always the concern that we may lose information when
transforming the raw time series (output and target) into signals. TS2Vec (see
Section 2.4.6) explores utilizing deep learning to extract useful signals, however, the
method is unsupervised, quite correlated with seasonality and MAE (see Appendix
A), and is not optimized for membership inference. One idea is to learn, in an end-
to-end manner, which features are actually useful—motivating our proposed attack:
the Deep Time Series (DTS) attack. Unlike previous attacks, DTS does not rely on
signal extraction. Instead, it utilizes deep learning to automatically map raw time
series to membership labels.

First, a Membership Inference Classification (MIC) dataset SMIC is constructed.
Each MIC sample consists of the output forecast Ŷ from a shadow model θi, the
corresponding target time series Y , and a binary label indicating whether the sample
(X, Y ) was seen during training of that shadow model. This is illustrated in Figure
3.3. To construct SMIC, MIC data is collected from all available shadow models by
sampling, for each one, a random subset of data points from the audit dataset Daudit,
using a user-specified fraction 0 < f < 1. The number of shadow models and f must
be balanced to obtain an SMIC dataset of appropriate size.

Figure 3.3: Illustration of how a shadow model θi and a sample (X, Y ) are used to
construct a MIC sample (MICfeatures, MIClabel). Here, M denotes the dimension-
ality and H the horizon of the original time series. Si is the training set of shadow
model θi, and the binary label MIClabel indicates whether (X, Y ) was included in
this training set.
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Then, an MIC model θMIC is trained on the MIC data, and finally evaluated on the
target model outputs on the audit dataset. The MIC model can be any multivariate
time series classification model, but it will have a significant effect on the attack’s
performance, as we will later show in the results (Section 4.2.5). A detailed descrip-
tion of the online version of DTS is provided in Algorithm 1, where T denotes the
training procedure for the shadow models, and TMIC denotes the training procedure
for the MIC model. An offline mode is also supported, with the only difference being
that the shadow models are trained solely on the auxiliary dataset, and that the
MIC dataset SMIC is constructed using the corresponding forecasts and targets from
this dataset. In other words, in the offline setting the MIC model is trained without
any knowledge of the audit set.

For the MIC model we choose to experiment with both a simple LSTM classifier,
and the more advanced InceptionTime architecture, as described in Fawaz et al.
[51]. A brief description of each MIC model implementation is found below. The
classifiers were trained with the Adam optimizer, using early stopping with patience
three, and max number of epochs set to 64. Further, we used 64 shadow models and
fraction f = 0.1 when extracting MIC samples for each shadow model.

LSTM Classifier

As described in Section 2.2.1, the final hidden state of the last LSTM layer can serve
as a learned representation for downstream tasks. To construct the LSTM-based
membership classifier, we simply connected the final LSTM hidden representation
to a single output neuron with sigmoid activation. We utilized two unidirectional
LSTM layers, each with 128 hidden units.

InceptionTime

There exists an official implementation of InceptionTime by one of the original
authors [52], but it does not support PyTorch and was therefore incompatible with
our testbed platform, LeakPro. Consequently, we implemented our own version of
InceptionTime, aiming to remain as faithful as possible to the original design while
introducing a few modifications to better suit our task.

While the original implementation uses an ensemble of five models, we opted to use a
single predictor due to time and resource constraints. Additionally, we adjusted the
inception block kernel sizes to better fit our MIC data. Specifically, since our MIC
time series are relatively short (as the horizon in the target data set), we employed
kernel sizes 2, 4, 8, instead of the original 10, 20, 40. This modification is consistent
with findings from the InceptionTime paper, where the smaller kernel size set (2, 4,
8) was shown to outperform larger kernels for time series shorter than 81 time steps
[51]. Finally, since membership inference is a binary classification task, a sigmoid
output activation was used instead of softmax.
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Algorithm 1 Deep Time Series Attack online
1: Input: Target model θtarget, audit dataset Daudit

2: Θ← T (Daudit) ▷ Train shadow models on audit data
3: SMIC ← ∅ ▷ Initialize empty MIC dataset

4: for θi in Θ do
5: si ∼ Daudit ▷ Sample si ⊂ Daudit, where |si| = f · |Daudit| for 0 < f < 1
6: for (X, Y ) in si do
7: ŷ ← θi(X) ▷ Get shadow model forecast
8: XMIC ← stack(y, ŷ) ▷ Construct MIC input features
9: yMIC ← T .membership_labels ▷ Assign 1 if (X, Y ) was used

to train θi, else 0
10: SMIC ← SMIC ∪ {(XMIC, yMIC)}
11: end for
12: end for

13: function MIC_target_features(X, Y )
14: ŷ ← θtarget(X) ▷ Get target model forecast
15: return stack(y, ŷ) ▷ Return target MIC features
16: end function

17: θMIC ← TMIC(SMIC) ▷ Train MIC model on SMIC
18: for (X, Y ) in Daudit do ▷ Compute membership scores
19: ScoreMIA((X, Y ), θtarget)← θMIC(MIC_target_features(X, Y ))
20: end for

3.5 Attack Evaluation
All previously described attacks returns a list of sample-level MIA scores, that is, an
approximated probability of target model training set membership for each sample
in the audit dataset. To evaluate an attack, as described in Section 2.3.2, we varied
the decision threshold to create a ROC curve and observed the true positive rate
at different fixed false positive rates. As proposed by Carlini et al. [16], primarily
the low FPR regime is of interest from the privacy perspective, confidently identi-
fying even a few number of members is more impactful than making average-case
inferences. Therefore we report only the TPRs at fixed FPRs in Chapter 4.

In the context of training on data from multiple individuals (recall the individual-
based data partitioning described in Section 3.1.3), determining whether a particular
individual’s data was included in the training set of a machine learning model is of
particular interest. This is known as user-level membership inference, as described
in Section 2.3, distinct from the sample-level membership inference previously dis-
cussed.

To accomplish this task, the sample-level MIA scores were aggregated across all sam-
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Figure 3.4: Illustration of user-level membership inference, where the user-level
ScoreMIA is aggregated across multiple samples belonging to an individual.

ples belonging to each individual to estimate whether that individual was a member
of the training set. Several aggregation strategies can be considered—for example,
taking the mean or median of the scores, or more advanced techniques such as focus-
ing on outlier samples with unusually high or low scores. For simplicity, and after
some empirical experiments, we choose to proceed with simply taking the product
of the sample-level probabilities. This corresponds to the individual membership
likelihood under the (naive) assumption that sample membership predictions are
independent, and was computed in practice by summing the logged sample-level
probabilities. This aggregation is formalized below:

ScoreMIA(X, θtarget) =
∏

x∈X

ScoreMIA(x, θtarget) (3.4)

where the goal is to determine a ScoreMIA for an individual X = [x0, x1, . . . ] con-
sisting of multiple samples, under the assumption of independence. As with the
sample-level attacks, we focus on the low false positive rate regime; due to the lim-
ited number of individuals, the true positive rate at 0.0% FPR is used as the primary
evaluation metric. An overview of this user-level membership inference process is
illustrated in Figure 3.4.
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Results

This chapter covers the experimental results of training target models and perform-
ing different attacks with varying attack parameters. Further, the chapter includes
results from various ablation studies, where additional attack or dataset parameters
are varied while the attack type is fixed.

The entire data preprocessing, partitioning, training stage, and attacks were run
five times using different random seeds to reduce the effect of randomness. Thus,
all results show both mean and standard deviation of each metric.

4.1 Target Models
The N-HiTS and LSTM models were trained on both datasets using the training
parameters outlined in Table 3.1. Their performance, evaluated using four metrics—
MSE, MAE, SMAPE, and ND—is summarized in Tables 4.1 and 4.2.

Across both datasets and all data splits (Train, Validation, and Test), N-HiTS con-
sistently outperforms LSTM on every metric. The performance gaps between the
training, validation, and test sets appear to be similar for both models across all
metrics.

All reported results are averaged over five runs, accounting for variability that arises
not only from random initialization but also from differences in which individuals
were included in each dataset partition. Notably, MSE and MAE exhibit greater
variance across these runs, making them less reliable for direct comparison. In
contrast, the scale-invariant metrics—SMAPE and ND—provide a more stable and
meaningful basis for evaluation, especially given the differing scales between the two
datasets.
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Model Subset
Metrics

MSE MAE SMAPE ND

LSTM

Train 6.68×10−10

±4.46×10−10
1.28×10−5

±2.77×10−6
0.247
±0.0285

0.198
±0.0323

Val 4.42×10−9

±4.87×10−9
2.05×10−5

±5.29×10−6
0.271

±0.0186
0.296
±0.059

Test 4.15×10−9

±2.2×10−9
2.3×10−5

±4.45×10−6
0.285
±0.0111

0.319
±0.00633

N-HiTS

Train 2.6×10−10

±1.47×10−10
8.92×10−6

±1.43×10−6
0.208
±0.0301

0.139
±0.0196

Val 6.97×10−10

±3.04×10−10
1.49×10−5

±2.45×10−6
0.258
±0.0195

0.216
±0.0294

Test 8.43×10−10

±5.1×10−10
1.6×10−5

±2.46×10−6
0.267

±0.00476
0.223
±0.0201

Table 4.1: Performance of the target models on the TUH-EEG dataset. We report
the mean ± standard deviation of each metric across the five different random seeds.
Results are presented using unscaled metrics for the Train, Validation, and Test
subsets, rounded to three significant figures.

Model Subset
Metrics

MSE MAE SMAPE ND

LSTM

Train 1.47×104

±6×103
65.8
±12.9

0.0607
±0.0178

0.0984
±0.0177

Val 2.77×104

±1.9×104
88
±25

0.0668
±0.0226

0.116
±0.0315

Test 1.85×104

±6.65×103
73.8
±6.9

0.0754
±0.00558

0.123
±0.00891

N-HiTS

Train 7.92×103

±2.8×103
49.1
±9.6

0.0471
±0.0164

0.0731
±0.0126

Val 1.95×104

±1.29×104
69.5
±19.6

0.0556
±0.025

0.0926
±0.0306

Test 1.37×104

±3.45×103
61.1
±10.9

0.0645
±0.00883

0.102
±0.0143

Table 4.2: Performance of the target models on the ELD dataset. We report the
mean ± standard deviation of each metric across the five different random seeds.
Results are presented using unscaled metrics for the Train, Validation, and Test
subsets, rounded to three significant figures.
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4.2 Attack Results
This section presents and analyzes the performance of five attacks: LiRA, Multi-
signal LiRA, RMIA, the Ensemble attack, and DTS. We report both sample-level
and user-level TPRs at various low fixed FPRs. Sample-level ROC curves are pre-
sented in Appendix B, with further evaluation metrics available in Appendix C.

4.2.1 LiRA
We conducted multiple instances of the LiRA attack, utilizing each signal presented
in Section 2.4. These attacks were executed across all datasets and target models, in
both the online and offline settings. For all attacks, we employed 64 shadow models,
each trained to match the target model in both architecture and training procedure.

The results of the online and offline attacks using each signal are presented in Ta-
bles 4.3 and 4.4. Each table reports the sample-level true positive rate at fixed low
false positive rates—specifically 0.1% and 0.01%—as well as the user-level TPR at
0% FPR. Results are averaged across five runs, displaying both mean and standard
deviation of the TPR.

Across all these evaluations, several consistent patterns emerge. First, the N-HiTS
model is substantially more vulnerable to membership inference attacks than the
LSTM model, regardless of dataset, attack setting, or evaluation metric. Second,
the TUH-EEG dataset proves significantly easier to attack than the ELD dataset
under both sample-level and user-level, and in both online and offline attack settings.

When focusing on signal performance in the online setting, TS2Vec consistently
achieves the highest TPR at fixed FPRs, outperforming other signals across most
configurations, though it falls slightly behind in a few cases. In contrast, signal
performance in the offline setting is less consistent, but Rescaled SMAPE tends to
show relatively strong results.

An especially notable result is observed in the online LiRA attacks against the
N-HiTS model on the TUH-EEG dataset: all signals except Trend achieve 100%
user-level TPR at 0% FPR across all five random seeds.
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Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

Signal 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e

MSE 4.02
±2.81

0.19
±0.24

100.0
±0.00

3.05
±2.35

2.27
±2.03

22.00
±10.77

MAE 6.73
±2.60

1.35
±1.79

100.0
±0.00

3.43
±2.47

2.58
±2.19

28.00
±15.03

SMAPE 5.04
±2.20

1.11
±1.10

100.0
±0.00

3.19
±2.37

1.93
±2.08

34.00
±12.41

Rescaled
SMAPE 6.65

±2.39

2.26
±1.83

100.0
±0.00

3.50
±2.40

2.23
±2.13

35.00
±13.42

Trend 5.19
±4.12

2.42
±2.05

94.00
±4.90

2.26
±2.51

1.99
±2.39

15.00
±5.48

Seasonality 7.28
±2.50

1.77
±2.12

100.0
±0.00

3.42
±2.41

2.61
±2.13

23.00
±12.08

TS2Vec 7.41
±0.97

2.64
±1.49

100.0
±0.00

3.57
±2.19

2.57
±2.19

31.00
±9.70

O
ffl

in
e

MSE 0.01
±0.02

0.00
±0.00

2.00
±2.45

1.66
±2.16

1.35
±2.13

4.00
±4.90

MAE 0.07
±0.10

0.00
±0.00

6.00
±8.00

1.97
±2.35

1.80
±2.29

6.00
±3.74

SMAPE 0.20
±0.11

0.05
±0.03

16.00
±5.83

1.88
±2.25

1.54
±1.90

8.00
±6.00

Rescaled
SMAPE 1.04

±0.93

0.12
±0.08

22.00
±9.80

2.12
±2.38

1.69
±1.98

8.00
±4.00

Trend 0.55
±0.57

0.13
±0.14

12.00
±8.72

1.84
±2.14

1.46
±1.98

3.00
±4.00

Seasonality 0.08
±0.11

0.01
±0.01

10.00
±7.07

1.97
±2.34

1.71
±2.22

6.00
±3.74

TS2Vec 0.33
±0.34

0.05
±0.03

8.00
±6.78

1.90
±2.24

1.71
±2.22

5.00
±3.16

Table 4.3: LiRA attack performance on the TUH-EEG dataset. For each signal, we
report the mean ± standard deviation of the sample-level true positive rate (TPR %,
rounded to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as the
user-level TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM target
models, in both online and offline modes. In each column, the best-performing signal
is highlighted in bold.
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Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

Signal 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e

MSE 1.06
±0.57

0.28
±0.21

43.00
±28.21

2.26
±3.18

0.84
±1.19

29.00
±20.10

MAE 1.99
±1.00

0.65
±0.36

49.00
±26.72

3.29
±2.64

1.47
±0.88

35.00
±15.49

SMAPE 1.50
±0.61

0.46
±0.23

43.00
±26.76

2.18
±1.46

0.78
±0.29

29.00
±11.58

Rescaled
SMAPE 1.94

±0.79

0.59
±0.26

53.00
±29.43

3.10
±1.75

0.93
±0.51

38.00
±12.08

Trend 1.34
±0.29

0.45
±0.20

50.00
±19.49

1.17
±0.72

0.31
±0.32

27.00
±19.65

Seasonality 2.02
±0.85

0.76
±0.37

49.00
±26.72

3.46
±3.07

1.43
±1.14

34.00
±13.56

TS2Vec 2.16
±1.08

0.88
±0.45

48.00
±25.42

3.50
±2.86

1.68
±1.25

33.00
±12.08

O
ffl

in
e

MSE 0.07
±0.07

0.01
±0.01

4.00
±5.83

0.03
±0.03

0.00
±0.00

3.00
±4.00

MAE 0.26
±0.17

0.07
±0.07

9.00
±7.35

0.21
±0.24

0.02
±0.02

7.00
±4.00

SMAPE 0.35
±0.23

0.09
±0.06

10.00
±7.07

0.18
±0.14

0.05
±0.06

8.00
±7.48

Rescaled
SMAPE 0.59

±0.27

0.13
±0.10

12.00
±9.27

0.34
±0.26

0.07
±0.04

9.00
±4.90

Trend 0.22
±0.10

0.05
±0.03

6.00
±3.74

0.06
±0.08

0.01
±0.02

5.00
±4.47

Seasonality 0.30
±0.18

0.08
±0.09

10.00
±8.37

0.24
±0.18

0.07
±0.09

8.00
±5.10

TS2Vec 0.52
±0.36

0.26
±0.23

9.00
±5.83

0.41
±0.32

0.10
±0.06

7.00
±5.10

Table 4.4: LiRA attack performance on the ELD dataset. For each signal, we
report the mean ± standard deviation of the sample-level true positive rate (TPR
%, rounded to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as the
user-level TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM target
models, in both online and offline modes. In each column, the best-performing signal
is highlighted in bold.

37



4. Results

4.2.2 Multi-Signal LiRA
The Multi-Signal LiRA attack—utilizing the signals MSE, MAE, Rescaled SMAPE,
Trend, Seasonality and TS2Vec—was executed across all datasets and target models
in both online and offline setting utilizing 64 shadow models. The fixed FPR results
are given in Tables 4.5 and 4.6.

In the online attack setting, Multi-Signal LiRA generally outperforms LiRA vari-
ants using individual signals, particularly in terms of sample-level TPR. However,
this trend does not extend to the offline setting, where Multi-Signal LiRA often
underperforms compared to individual signals such as Rescaled SMAPE or TS2Vec.

N-HiTS LSTM

Sample-level User-level Sample-level User-level

0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e

9.11
±2.86

2.71
±2.88

100.00
±0.00

3.79
±2.51

2.99
±2.35

32.00
±8.72

O
ffl

in
e

0.12
±0.16

0.01
±0.00

10.00
±8.94

2.12
±2.46

1.88
±2.35

5.00
±3.16

Table 4.5: Multi-Signal LiRA attack performance on the EEG dataset. We report
the mean ± standard deviation of the sample-level true positive rate (in %, rounded
to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as the user-level
TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM target models, in
both online and offline modes.
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N-HiTS LSTM

Sample-level User-level Sample-level User-level

0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e

2.32
±1.01

0.85
±0.41

48.00
±26.76

4.15
±4.13

2.29
±2.27

34.00
±12.81

O
ffl

in
e

0.32
±0.20

0.08
±0.08

10.00
±6.32

0.37
±0.42

0.06
±0.06

8.00
±4.00

Table 4.6: Multi-Signal LiRA attack performance on the ELD dataset. We report
the mean ± standard deviation of the sample-level true positive rate (in %, rounded
to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as the user-level
TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM target models, in
both online and offline modes.
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4.2.3 RMIA
Multiple instances of the RMIA attack was executed utilizing the signals: MSE,
MAE, SMAPE, Trend, Seasonality, and TS2Vec. The attacks were executed in
both the online and offline setting, for both datasets and target models. For each
of these attacks we used 64 shadow models, a γ value of 1.0, and a = 1

3 for offline
attacks. The results of the attacks are presented in Tables 4.7 and 4.8.

On the TUH-EEG dataset, RMIA appears to generally outperform LiRA in user-
level membership inference but performs significantly worse at the sample level. In
contrast, results on the ELD dataset are more mixed: RMIA occasionally surpasses
LiRA in user-level performance but not consistently. For sample-level attacks, RMIA
performs worse than LiRA in the online setting, yet shows improved performance
in the offline setting. Across both models and datasets, no single signal consistently
outperforms the others, with the best-performing signal varying depending on the
specific attack setting and evaluation level.
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Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

Signal 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e

MSE 3.28
±2.02

1.38
±1.98

100.0
±0.00

1.90
±1.92

0.16
±0.24

32.00
±26.94

MAE 3.40
±1.91

1.48
±1.93

100.0
±0.00

2.02
±2.12

0.36
±0.37

41.00
±25.38

SMAPE 1.70
±1.57

0.46
±0.53

100.0
±0.00

1.40
±2.27

1.06
±2.11

36.00
±23.54

Trend 1.01
±1.43

0.38
±0.68

58.00
±21.12

1.19
±1.90

0.58
±1.11

10.00
±7.07

Seasonality 2.08
±1.56

0.74
±1.09

100.0
±0.00

1.49
±1.84

0.56
±0.90

30.00
±21.68

TS2Vec 2.61
±1.80

1.31
±1.98

100.0
±0.00

1.84
±2.30

1.28
±2.23

37.00
±23.37

O
ffl

in
e

MSE 1.24
±2.25

0.00
±0.00

42.00
±30.59

1.51
±1.24

0.66
±1.32

17.00
±14.35

MAE 1.10
±2.06

1.04
±2.09

40.00
±29.50

1.67
±1.17

0.60
±1.21

15.00
±10.49

SMAPE 2.20
±1.58

0.00
±0.00

27.00
±18.60

1.24
±1.39

0.01
±0.01

12.00
±6.78

Trend 0.46
±0.28

0.03
±0.05

9.00
±4.90

0.38
±0.41

0.02
±0.03

10.00
±5.48

Seasonality 2.37
±2.19

0.97
±1.45

14.00
±10.68

1.87
±1.90

0.73
±1.39

8.00
±8.12

TS2Vec 0.29
±0.59

0.00
±0.00

41.00
±25.38

1.94
±1.27

0.00
±0.00

19.00
±12.41

Table 4.7: RMIA attack performance on the TUH-EEG dataset. For each signal, we
report the mean ± standard deviation of the sample-level true positive rate (in %,
rounded to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as the
user-level TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM target
models, in both online and offline modes. In each column, the best-performing signal
is highlighted in bold.
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Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

Signal 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e

MSE 1.12
±1.26

0.31
±0.37

44.00
±20.35

1.16
±0.58

0.15
±0.14

19.00
±17.44

MAE 1.19
±1.20

0.26
±0.40

59.00
±19.60

1.00
±0.60

0.13
±0.15

16.00
±12.41

SMAPE 0.67
±0.44

0.09
±0.12

47.00
±21.59

0.24
±0.21

0.04
±0.05

16.00
±11.58

Trend 0.17
±0.12

0.02
±0.04

21.00
±7.35

0.09
±0.06

0.01
±0.01

13.00
±11.66

Seasonality 0.97
±0.69

0.04
±0.05

73.00
±19.65

0.46
±0.37

0.08
±0.10

19.00
±14.97

TS2Vec 0.79
±0.50

0.03
±0.05

64.00
±30.23

0.40
±0.47

0.10
±0.19

18.00
±11.66

O
ffl

in
e

MSE 0.06
±0.13

0.00
±0.00

7.00
±6.00

1.28
±1.33

0.26
±0.23

6.00
±5.83

MAE 0.50
±0.66

0.00
±0.01

8.00
±6.78

1.29
±1.44

0.03
±0.06

5.00
±6.32

SMAPE 0.02
±0.04

0.00
±0.00

8.00
±2.45

0.61
±0.45

0.00
±0.00

4.00
±4.90

Trend 0.34
±0.15

0.03
±0.06

6.00
±5.83

0.16
±0.09

0.02
±0.03

6.00
±5.83

Seasonality 0.89
±0.86

0.31
±0.50

7.00
±6.00

0.68
±1.02

0.42
±0.84

5.00
±6.32

TS2Vec 0.61
±0.90

0.03
±0.04

7.00
±5.10

0.77
±1.03

0.36
±0.73

7.00
±7.48

Table 4.8: RMIA attack performance on the ELD dataset. For each signal, we report
the mean ± standard deviation of the sample-level true positive rate (in %, rounded
to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as the user-level
TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM target models,
in both online and offline modes. In each column, the best-performing signal is
highlighted in bold.
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4.2.4 Ensemble Attack
Multiple instances of the Ensemble attack was run, utilizing each of the signals in
Section 2.4. The attacks were run in only audit mode, using the attack parameters
defined in Section 2.3.1. The results are given in Tables 4.9 and 4.10.

Since the ensemble attack is executed in audit mode—comparable to the online set-
ting but assuming a stronger adversary—a fair comparison should be made against
the performance of the online attacks. Under this comparison, the ensemble attack
consistently and significantly underperforms relative to the aforementioned online
attacks, for both user-level and sample-level membership inference.

Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

Signal 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

MSE 0.00
±0.00

0.00
±0.00

6.00
±7.35

0.00
±0.00

0.00
±0.00

2.00
±2.45

MAE 0.00
±0.00

0.00
±0.00

8.00
±8.12

0.00
±0.00

0.00
±0.00

7.00
±5.10

SMAPE 0.00
±0.00

0.00
±0.00

6.00
±2.00

0.00
±0.00

0.00
±0.00

5.00
±5.48

Rescaled
SMAPE 0.00

±0.00

0.00
±0.00

8.00
±4.00

0.00
±0.00

0.00
±0.00

10.00
±7.07

Trend 0.03
±0.05

0.00
±0.00

4.00
±5.83

0.01
±0.01

0.00
±0.00

5.00
±4.47

Seasonality 0.03
±0.03

0.00
±0.00

9.00
±8.00

0.00
±0.00

0.00
±0.00

4.00
±4.90

TS2Vec 0.00
±0.00

0.00
±0.00

15.00
±14.83

0.00
±0.00

0.00
±0.00

1.00
±2.00

Table 4.9: Ensemble attack performance on the TUH-EEG dataset. For each signal,
we report the mean ± standard deviation of the sample-level true positive rate (in
%, rounded to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as
the user-level TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM
target models. In each column, the best-performing signal is highlighted in bold.
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Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

Signal 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

MSE 0.01
±0.02

0.00
±0.00

8.00
±6.78

0.00
±0.00

0.00
±0.00

4.00
±4.90

MAE 0.00
±0.00

0.00
±0.00

6.00
±7.35

0.00
±0.00

0.00
±0.00

5.00
±5.48

SMAPE 0.02
±0.02

0.00
±0.00

2.00
±4.00

0.02
±0.05

0.00
±0.00

3.00
±6.00

Rescaled
SMAPE 0.00

±0.00

0.00
±0.00

3.00
±4.00

0.00
±0.00

0.00
±0.00

0.00
±0.00

Trend 0.01
±0.02

0.00
±0.00

5.00
±4.47

0.00
±0.00

0.00
±0.00

2.00
±2.45

Seasonality 0.00
±0.00

0.00
±0.00

9.00
±9.70

0.00
±0.00

0.00
±0.00

6.00
±3.74

TS2Vec 0.00
±0.00

0.00
±0.00

2.00
±4.00

0.00
±0.00

0.00
±0.00

3.00
±4.00

Table 4.10: Ensemble attack performance on the ELD dataset. For each signal, we
report the mean ± standard deviation of the sample-level true positive rate (in %,
rounded to two decimals) at false positive rates of 0.1 % and 0.01 %, as well as the
user-level TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM target
models. In each column, the best-performing signal is highlighted in bold.
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4.2.5 Deep Time Series Attack
The DTS attack was run across all datasets and target models in both the online
and offline setting, utilizing 64 shadow models and attack parameters stated in
Section 3.4.5. Furthermore, each setting was evaluated under two MIC architectures:
the LSTM Classifier and the InceptionTime model, as described in Section 3.4.5.
The fixed FPR results are given in Tables 4.11 and 4.12.

The results indicate that the optimal MIC model depends strongly on both the
dataset and the target model, making it difficult to draw any general conclusions.
However, it is worth noting that, despite comparable or slightly lower performance
in certain scenarios, the LSTM Classifier is significantly faster to train due to its
lower architectural complexity. Compared to the other attacks, DTS consistently
performs well, achieving the best sample-level MIA results in all online settings
except for TUH-EEG with the LSTM target model. In contrast, when evaluated in
the offline setting, DTS performs worse and is outperformed by RMIA, although it
still achieves reasonable results.

Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

MIC model 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e LSTM Classifier 23.32

±6.65

15.62
±7.22

96.00
±4.90

2.97
±3.75

2.15
±2.69

30.00
±23.45

InceptionTime 22.39
±7.80

15.81
±7.35

90.00
±6.32

2.49
±4.99

1.70
±3.39

20.00
±19.24

O
ffl

in
e LSTM Classifier 2.09

±3.13

0.67
±1.01

27.00
±16.61

0.17
±0.16

0.00
±0.01

9.00
±15.62

InceptionTime 1.12
±1.45

0.64
±1.28

22.00
±23.79

0.23
±0.29

0.05
±0.10

5.00
±7.75

Table 4.11: DTS attack performance on the TUH-EEG dataset. For each MIC clas-
sifier model report the mean ± standard deviation of the sample-level true positive
rate (in %, rounded to two decimals) at false positive rates of 0.1 % and 0.01 %, as
well as the user-level TPR at 0 % FPR. Results are shown for both N-HiTS and
LSTM target models, in both online and offline modes. In each column, the best-
performing MIC classifier is highlighted in bold.
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Model N-HiTS LSTM

Sample-level User-level Sample-level User-level

MIC model 0.1% FPR 0.01% FPR 0% FPR 0.1% FPR 0.01% FPR 0% FPR

O
nl

in
e LSTM Classifier 6.34

±3.91

2.77
±1.87

56.00
±22.45

4.78
±4.56

2.57
±2.42

34.00
±21.54

InceptionTime 6.66
±3.48

2.94
±1.69

65.00
±21.21

4.49
±4.83

2.40
±3.20

24.00
±25.77

O
ffl

in
e LSTM Classifier 0.57

±0.39

0.15
±0.18

13.00
±12.88

0.76
±0.85

0.26
±0.39

9.00
±5.83

InceptionTime 0.68
±0.71

0.21
±0.26

11.00
±13.19

0.78
±0.86

0.30
±0.47

6.00
±4.90

Table 4.12: DTS attack performance on the ELD dataset. For each MIC classifier
model report the mean ± standard deviation of the sample-level true positive rate
(in %, rounded to two decimals) at false positive rates of 0.1 % and 0.01 %, as well
as the user-level TPR at 0 % FPR. Results are shown for both N-HiTS and LSTM
target models, in both online and offline modes. In each column, the best-performing
MIC classifier is highlighted in bold.
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4.3 Ablation Studies
In addition to the previous presented results, we also conducted two ablation studies,
investigating the effect of varying the horizon and number of individuals. Here, due
to the time constraints, we only consider the N-HiTS model trained on the ELD
data. Further, we limit the experiments to a subset of the attacks, namely LiRA
with the TS2Vec signal (the best signal for this setting), Multi-Signal LiRA utilizing
the signals MSE, MAE, Rescaled SMAPE, Trend, Seasonality and TS2Vec (as in
Section 4.2.2), and DTS with InceptionTime (the best MIC model for this setting).
All attacks were executed in the online setting.

4.3.1 Varying Horizon
To investigate the impact of the forecasting horizon, we kept all other variables fixed
while only varying the horizon used to construct the dataset. Although only one
random seed was used, all attack runs were evaluated with the same partitioning of
individuals, reducing the interference of randomness. We evaluated horizons of 5,
10, 20, 40, and 80 time steps, and report the sample-level and user-level results in
Figure 4.1. From these results, a clear positive trend can be seen with the increase
of horizon length, indicating a higher risk of data leakage for larger horizons in the
sample-level setting. In contrast, the user-level results are more divergent: while
DTS shows a clearly increasing TPR with longer horizons, the performance of the
LiRA attacks declines beyond a horizon of 20.
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(a) Sample-level TPR at 0.1% FPR (b) Sample-level TPR at 0.01% FPR

(c) User-level TPR at 0% FPR

Figure 4.1: TPR for various forecasting horizons.
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4.3.2 Varying Number of Individuals
For investigating the attack performance on different number of individuals, only
the number of individuals was varied while all other variables were fixed. Given
the expected variability introduced by random data splits, each configuration was
evaluated using five different random seeds to ensure fair comparison. We evaluated
three configurations: 50, 100 (as in the main results in Section 4.2), and 200 indi-
viduals. Importantly, these refer to the total number of individuals before dataset
partitioning (see Section 3.1.3), corresponding to audit sets Daudit with 20, 40, and
80 individuals, respectively. Sample-level and user-level results, averaged over the
five seeds and reported with standard deviations, are shown in Figure 4.2. The
results demonstrate a clear negative trend in both the sample-level and user-level
settings, indicating that a higher number of individuals decreases susceptibility to
MIAs under individual-based partitioning.

(a) Sample-level TPR at 0.1% FPR (b) Sample-level TPR at 0.01% FPR

(c) User-level TPR at 0% FPR

Figure 4.2: TPR for various number of individuals, with confidence intervals of ±
one standard deviation.
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5.1 Analysis of Results
This section presents a comprehensive analysis of our membership inference attacks
on time series models. We start by comparing the attacks themselves, including their
strengths, weaknesses, and interpretability, followed by an evaluation of the different
attack signals used. We then explore how dataset characteristics influence attack
performance before examining the effects of different evaluation settings, such as
online versus offline and user-level versus sample-level inference. Finally, we compare
our results to prior work.

5.1.1 Comparison of Attacks
We evaluted five different attacks: LiRA and RMIA, which were adapted from
classification to the time series forecasting setting; the Ensemble attack, from prior
work on time series MIA; and two novel attacks introduced in this thesis: Multi-
Signal LiRA and DTS.

The results in Chapter 4 demonstrate that most of our attacks perform considerably
well, achieving a relatively high TPR at low FPRs—especially on the user-level. How-
ever, their effectiveness varies significantly across different datasets, attack settings,
and target models. No single attack consistently outperforms the others—except for
the ensemble attack, which clearly underperforms, barely exceeding random guess-
ing. Therefore, we compare the attacks based on their respective strengths and
weaknesses.

LiRA and Multi-Signal LiRA not only perform well, but are also arguably the most
intuitive of our attacks: modeling distributions over output signals for in- versus
out-models. From a scientific perspective, this is very convenient since the distribu-
tions can be visualized to understand why, for example, some signals perform better
than others. Additionally, LiRA is relatively computationally inexpensive (scaling
O(n) to the number of datapoints), apart from the cost of training shadow models.
With proper caching of model outputs, the multi-signal extension introduces only
a minor computational overhead from computing multiple likelihoods per sample,
while offering more stable attack performance. This reduces the need to run multiple
separate LiRA attacks to identify the most effective signal.

RMIA is arguably even more mathematically rigorous, although it introduces some
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difficulties in our case. Notably, in the context of time series forecasting, it is very
dependent on how the attack signals are transformed into likelihoods. Although
we found a reasonable transformation technique (see Section 3.4.3), there could be
better approaches to utilizing the signals, and the gamma parameter could have
been more carefully tuned. Despite this, RMIA achieves promising results, and
seems to be a good choice especially for the offline setting. A notable downside of
RMIA is its computational cost, especially on large datasets. Assuming the number
of z samples scales proportionally with the dataset size, the number of operations
required to compute marginal likelihoods grows with O(n2). This quadratic scaling
is not discussed in the original paper by Zarifzadeh et al. [17], but it can pose a
significant bottleneck in real-world applications where datasets may be large.

As previously mentioned, the results of the ensemble attack are clearly inadequate
compared to those of the other attacks across all settings. A closer inspection of the
algorithm provides insight into this outcome: it trains a large number of classifiers
to form the ensemble, but each model is trained on only 50 data points, inevitably
resulting in very weak predictors. Increasing the amount of training data per model
would likely improve the overall performance of the ensemble. Furthermore, the
ensemble attack is difficult to interpret, making it challenging to understand why
certain signals—or combinations thereof, which we did not examine—are effective.

Similar to the ensemble attack, the DTS attack also adopts a black-box approach;
however, unlike the ensemble, it achieves competitive results across all evaluated
settings. The key advantage is that it removes the need to manually design at-
tack signals, instead relying on a deep learning model to automatically learn useful
features. However, as demonstrated by our results, this approach requires careful op-
timization, as the best configuration is highly dependent on the specific dataset and
target model. Not only must the MIC model architecture and training procedure be
tuned, but the number of shadow models must also be balanced with the fraction of
MIC data extracted from each of these. Notably, the attack is GPU heavy and can
quickly become computationally expensive as the amount of MIC data increases.

5.1.2 Comparison of Attack Signals
Based on the results from attacks using different signals—MSE, MAE, SMAPE,
Rescaled SMAPE, TS2Vec, Trend, and Seasonality—we can draw the following con-
clusions. For RMIA and Ensemble, no single signal consistently outperforms the
others. In contrast, for LiRA, TS2Vec and Rescaled SMAPE tend to perform bet-
ter. This makes sense: TS2Vec learns representations specific to the underlying time
series, which may capture more relevant patterns than error-based signals. As for
Rescaled SMAPE, it uses the same scaling technique applied to logits in Carlini et
al. [16], where the scaling was shown to result in more Gaussian-like output distribu-
tions. Since the LiRA attack relies on estimating a Gaussian distribution, this kind
of scaling may improve performance in a similar way here, even if we do not have
direct evidence that Rescaled SMAPE produces Gaussian-shaped distributions.

In a similar vein to TS2Vec, the DTS attack aims to learn useful time series rep-
resentations, but optimized for the membership classification task. This automatic
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feature extraction is both a strength and weakness: replacing signal handcrafting
with deep learning optimization. One explanation of why DTS performs well is the
inevitable loss of information when transforming raw time series into signals as those
described in Section 2.4. All other attacks rely on this transformation preserving the
distinguishing characteristics of membership. However, identifying effective signals
is challenging, time-consuming to evaluate empirically, and costly due to the depen-
dency on the specific attack. Therefore, DTS may serve as a practical alternative,
provided that a more universal configuration can be established, reducing the need
to tune attack parameters.

5.1.3 User-Level Versus Sample-Level
In general, the results on user-level versus sample-level membership inference show
that it is much easier to classify the membership of an individual than that of its
constituent samples. This is not entirely surprising, as user-level attacks can utilize
model predictions across many samples, offering more information for inference.

Importantly, this gap in performance can lead to misleading conclusions if only
sample-level metrics are considered. Some attacks may appear relatively weak when
evaluated at the sample level but become highly effective once aggregated at the
user level. For example, RMIA in the online setting against the N-HiTS model on
the ELD dataset achieves just 1.19% TPR at 0.1% FPR on sample-level, yet obtains
a 73% average user-level TPR at 0% FPR—revealing a much more serious privacy
vulnerability.

5.1.4 Comparison Across Datasets
In general, the results indicate that models trained on the EEG dataset are signifi-
cantly more vulnerable to leakage than those trained on the ELD dataset. Several
reasons may explain this difference. First, for the EEG data we used three chan-
nels, compared to only one channel for ELD, whilst using the same horizon of 20,
effectively tripling the information available to an attacker. Second, as discussed in
Chapter 1, EEG signals exhibit a high degree of uniqueness [20]. While prior studies
have shown that household electricity consumption can also uniquely identify indi-
viduals [53], electricity usage patterns may still be inherently less distinctive than
EEG signals due to greater similarity in daily routines and overlapping behaviors
across individuals. Additionally, EEG data offers a significantly finer temporal res-
olution (4 milliseconds) compared to ELD (1 hour), providing attackers with more
detailed information. Together, these factors may explain the stronger membership
inference performance observed with EEG data.

5.1.5 Online Versus Offline
Overall, online attacks consistently outperformed offline attacks, often by a substan-
tial margin. This performance gap appears larger than what has been observed in
previous work on other data modalities [16, 17], suggesting that MIAs in the time
series domain may be particularly sensitive to distribution shifts. Alternatively, a
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higher distribution shift may arise from our individual-based partitioning strategy.
With only 100 highly heterogeneous individuals, there is limited representational
overlap and redundancy between the audit and auxiliary sets. In contrast, prior
work often partitions at the sample level, leveraging potentially millions of data
points to maintain overlap and reduce variance across subsets. The combination of
small sample size and pronounced inter-individual variability in our setting likely
amplifies distribution shifts, thereby widening the performance gap between online
and offline attacks.

5.1.6 Comparison with Prior Work
The previous work by Koren et al. [19] evaluated the Ensemble attack on both the
TUH-EEG dataset and an ECG dataset. In our study, we used several of the same
signals—MSE, Trend, and Seasonality—but excluded MASE due to consistently
poor attack performance.

Our attacks—LiRA, Multi-Signal LiRA, RMIA, and DTS—substantially outper-
formed the Ensemble attack on the TUH-EEG dataset, which exhibited very weak
performance in our setting. However, the performance of the Ensemble attack is not
fully consistent with the results reported in [19], where the authors achieved a 44%
TPR at 1% FPR against an LSTM-based model on the TUH-EEG dataset using
the Trend signal. We believe this discrepancy arises from differences in evaluation
methodology. Specifically, our setup uses a more realistic and fair evaluation scheme:
our target models are trained with early stopping, and achieves test MSE orders of
magnitude lower than theirs (10−9 versus 10−2). This suggests that their models
may have been severely overfitted (or underfitted, since they do not provide train
metrics), potentially inflating attack performance. Alternatively, the metrics they
provide might just be scaled MSE values, which makes it harder to interpret the
results or reproduce them accurately.

5.2 Privacy Implications for Time Series Models
Our empirical evaluation demonstrates that deep learning forecasting models remain
vulnerable to MIAs in realistic scenarios. Although steps have been taken to mitigate
overfitting and bias—such as data preprocessing, careful model selection, and early
stopping—our attacks are still able to successfully identify training set members
with high confidence. In particular, the superior performance of N-HiTS comes
at the cost of greater privacy leakage compared to LSTM. Its sharper fit to the
training data seems to amplify exploitable output patterns, highlighting an inherent
utility-privacy trade-off in time series forecasting. More complex models may tend to
memorize more specific temporal characteristics, increasing the risk for data leakage.

Although the attacks demonstrated in this work may not pose an immediate threat
on their own, they highlight a significant risk of data leakage in time series fore-
casting models. In real forecasting applications—whether for healthcare monitoring,
smart grid management, or other sensitive domains—this vulnerability may lead to
concrete privacy exposure. For example, in a healthcare setting, this vulnerability
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might reveal sensitive health conditions, while in energy systems, it could expose
private behavioral patterns such as occupancy or appliance usage.

To mitigate these risks, developers should consider various privacy-preserving tech-
niques. The most common approaches include differential privacy mechanisms which
provide a mathematical guarantee by adding controlled noise to the data or model
updates, and homomorphic encryption, which allows training ML models on en-
crypted data [54]. Another interesting method is mimic learning, which utilizes a
teacher/student concept to perform a form of knowledge distillation. Keeping accu-
racy at an acceptable level seems to be one of the main challenges, together with
handling computation costs [54]. Techniques such as activation function approxima-
tion or partial sharing might reduce the model’s accuracy, while methods such as
homomorphic encryption introduce substantial computational overhead. Therefore
careful calibration is required to balance utility and privacy. Notably, MIAs—such
as those studied in this thesis—can be used for evaluating differential privacy in
machine learning by providing empirical lower bounds that complements theoretical
analysis, as demonstrated by Nasr et al. [14].

Moreover, defenses and evaluation should account for different levels of membership
inference: MIAs can target either individual samples (sliding-window segments) or
entire user time series. Our aggregation experiments show that user-level MIA is
significantly easier than sample-level MIA, as a large portion of users can be identi-
fied at 0.0% FPR even when sample-level TPR remains relatively low. Importantly,
user-level membership inference is more critical from a privacy perspective, as it
reveals information about a real individual rather than an isolated, potentially am-
biguous sample. This can expose personal involvement in sensitive activities such
as medical treatments or energy consumption habits, making the privacy breach
more substantial and identifiable. Additionally, defenses that are effective at the
sample level may fail to protect against user-level attacks, highlighting the need for
evaluation and mitigation strategies that explicitly address both.

Ultimately, the deployment of time series models in sensitive domains calls for a
comprehensive assessment of potential data leakage, carefully balancing utility and
privacy. This includes the deliberate selection of model architectures—potentially
favoring slightly less accurate but more privacy-preserving alternatives—the appli-
cation and fine-tuning of privacy-preserving mechanisms, and the continuous moni-
toring for stronger MIA techniques.

5.3 Limitations
This study investigates MIAs in the context of time series forecasting, by testing a
wide range of attacks to both evaluate the effectiveness of them, as well as identify
inherent vulnerabilities in specific models and datasets. The benchmarking suite,
as well as the attacks, make assumptions about adversarial capability in terms of
access to data and computational resources. However, this setup may not fully
reflect realistic conditions when considering how these results translate to real-life
deployments of time series models.
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5.3.1 Data Distribution
A key limitation is the assumption that the adversary has access to a population
drawn from the same distribution (i.e., from the same dataset) as the target model
training data to train the shadow models. In a realistic attack scenario, the adversary
would likely be able to produce a population dataset of a similar distribution, but
not one that is exactly identical. Likewise, the adversary is unlikely to know the
exact target model architecture and training procedure. Data distribution shift and
model mismatch have been studied and found to affect attack effectiveness [16, 55,
56].

5.3.2 Attack Settings
Our benchmark features the three distinct attack settings: online, offline, and audit
mode. Both online and offline modes are applicable to all the evaluated attacks
except the ensemble attack and are common attack settings in research [16, 17, 57].
The distinction between online and offline lies in computational constraints: an
offline adversary can prepare shadow models in advance and query any point not
used to train these models, whereas an online adversary must train new shadow
models whenever querying new points. The ensemble attack [38] operates under a
distinct setting known as audit mode. Like the online setting, it allows the attack
to be tailored to the audit set, but it also assumes access to the true membership
labels of that set. This effectively gives the adversary knowledge of exactly which
individuals were used to train the target model—a clearly unrealistic assumption.
While audit mode can help evaluate an upper bound on attack performance, it does
not reflect any practical threat scenario. Notably, even with this strong advantage,
the ensemble attack underperformed in our experiments.

Notably, there is a significant difference between auditing and executing a real-world
attack, which limits the practical applicability of our evaluation methods. For in-
stance, during auditing, we sweep the decision threshold to evaluate our attacks
across different FPRs, whereas a real-world adversary would have to carefully deter-
mine this threshold. In attacks such as LiRA, threshold selection can be relatively
straightforward—assuming the shadow model’s in- and out-sample distributions are
well separated. In contrast, black-box attacks like DTS offer no obvious strategy
for threshold selection, often requiring empirical tuning through simulated attack
scenarios.

5.3.3 Individual-Level Partitioning
We partition the data by individual rather than by time, diverging from standard
practice in time series forecasting [58, 59]. We argue that this is the most practical
and intuitive method for performing membership inference in time series contexts.

Avoiding data leakage between subsets is essential for membership inference to be
meaningful in time series settings. With a sliding window approach, adjacent sam-
ples share all but one of their time steps. For example, if the model is trained on
one window and tested on the next, it has effectively seen almost the entire content
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of the test sample—even though it’s technically labeled a non-member. In this case,
two nearly identical samples could receive opposite membership labels, which makes
the membership inference task practically impossible.

Because we not only split the dataset into audit, auxiliary, and validation subsets,
but also resample new training sets each time we train a shadow model, we need a
partitioning strategy that consistently avoids data leakage. Splitting by time would
require complex logic to remove all overlapping segments between training and test
sets, which not only introduces implementation challenges but also unnecessarily
reduces the number of usable datapoints. In contrast, individual-level partitioning
is simple to implement and guarantees that no overlapping samples appear across
subsets. It also naturally enables user-level membership inference, where the attack-
ers goal is to determine whether an entire individual’s time series was included in
training.

5.3.4 Data Preprocessing
Another factor that affects the realism of our attacks is the preprocessing applied
to the datasets. The EEG data underwent some manual data cleaning to remove
corrupted datapoints and artifacts. However, this process does not ensure that the
data was entirely artifact-free or of consistently high quality. In contrast, a real-
world deployment with cleaner, artifact-free data could lead to lower memorization
of such outliers—thereby reducing attack effectiveness. Furthermore, we applied
IQR scaling for both datasets. For simplicity, this scaling was performed globally—
using statistics computed over all splits—which introduces a degree of data leakage
between the training, testing, and auxiliary sets. Although this choice simplified
preprocessing, it further reduces the realism of our evaluation and may affect attack
performance.

5.4 Future Work
This study only considered two datasets, TUH-EEG and ELD, as described in Sec-
tion 3.1.1 and 3.1.2. Although a useful start, these datasets offer limited insight
into privacy issues in the healthcare and electricity domains. For instance, the
healthcare domain includes many other relevant subfields, such as ECG (electro-
cardiogram) data and sleep patterns, which are collected in real-time by popular
wearable devices like smartwatches. Beyond healthcare and electricity, additional
domains—such as financial transactions, IoT sensor data, and location traces (e.g.,
GPS or public transit usage)—also involve time series data with significant privacy
concerns. As shown in Chapter 4, models trained on EEG data exhibit a signifi-
cantly greater susceptibility to MIAs, compared to ELD models. Evaluating risks
in a broader range of domains is therefore essential for developing a more compre-
hensive understanding of privacy vulnerabilities in time series forecasting models.

Moreover, due to time constraints, we limited our evaluation to two model architec-
tures: the RNN-based LSTM and the N-HiTS model with its hierarchical interpo-
lation mechanism. However there are many more relevant models in the context of
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time series forecasting. For example, promising complementary architectures include
transformer-based models [60, 61] and architectures built on dilated convolutions,
such as the TCN [62]. Investigating additional target models would undoubtedly
contribute to a more nuanced risk assessment and could help identify architectures
that offer a more favorable balance between performance and privacy.

Another area worth exploring is the impact of exovariates. Many practical forecast-
ing systems benefit from incorporating exogenous variables such as weather, public
holidays or time of day [63]. Investigating whether these additional variables am-
plify data memorization, and thus potentially making the model more vulnerable to
attacks, would be a valuable contribution. Similarly, extending this work to proba-
bilistic forecasting models—which produce quantiles or full predictive distributions—
could offer a deeper understanding of how richer model outputs influence attack
efficacy, potentially in ways comparable to the trends observed when increasing the
forecasting horizon (see Section 4.3.1).

While this thesis focused on time series forecasting, privacy concerns are equally
relevant in time series classification tasks, such as activity recognition, fraud de-
tection, or medical diagnosis. Applying wide-studied state-of-the-art classification
MIAs to time series could reveal new risks. Classification may even be more vul-
nerable than forecasting, as statistical attacks like LiRA and RMIA can be directly
applied. However, the reduced output information per sample—logits instead of full
forecasts—might also make such attacks more challenging.

Lastly, since user-level attacks are arguably more critical from a privacy perspective,
we believe they deserve further investigation in future time series research. Impor-
tantly, our current user-level inference methodology simply involves multiplying the
MIA scores of every sample to determine the membership of an individual—treating
all samples as independent and equally weighted. To improve upon this, future work
could investigate more nuanced methods of aggregating sample-level scores, possibly
taking into account the overlap in samples, and their position in time. Alternatively,
develop end-to-end user-level attacks that operate directly on the full set of sample
predictions.

5.5 Ethical Considerations
The purpose of this study was to identify vulnerabilities in ML models and foster
careful risk assessment when dealing with sensitive time series data. However on
the contrary, the findings of our work may expose vulnerabilities which can be ex-
ploited for malicious purposes. Therefore we have made sure to only study publicly
available benchmarking datasets, as well as sharing all our findings for further re-
search purposes. Additionally, by incorporating our work into the privacy auditing
tool LeakPro, we allow defenders to evaluate their protection against the enhanced
attacks discovered in our study.

It is impossible to predict the strength or timing of future attacks. However, by con-
tinuously incorporating more powerful attacks and benchmarking our models against
them, we can begin to approximate an evolving upper bound on data leakage, con-
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strained by our current knowledge. This, in turn, enables a more careful evaluation
of risks and safeguards, ultimately fostering a safer environment for developing time
series models in sensitive domains.

5.6 Conclusion
This thesis presented a comprehensive study of membership inference attacks target-
ing deep learning-based time series forecasting models. While MIAs have been widely
studied in classification settings, their applicability to forecasting tasks has remained
largely unexplored. To address this, we adapted two state-of-the-art classification-
focused attacks—LiRA and RMIA—to the time series forecasting domain. Further-
more, we proposed an extension of LiRA into a multi-signal variant, capable of
leveraging multiple attack features. In addition, we implemented the Ensemble at-
tack from prior work and introduced a new method, the DTS attack, which learns
membership inference end-to-end without relying on handcrafted signals.

Our experiments on two real-world datasets (EEG, electricity load) and two model
architectures (LSTM, N-HiTS) revealed that time series forecasting models are in-
deed vulnerable to MIAs, particularly under user-level attack scenarios. We found
that both traditional statistical MIA approaches—such as LiRA and RMIA—and
deep learning-based methods like DTS perform well in the time series forecasting
setting. However, statistical attacks rely on careful selection of attack signals, while
DTS requires careful tuning of parameters. Even so, both approaches consistently
outperform the prior state-of-the-art for time series MIAs (the Ensemble attack) by
a wide margin.

In addition to developing and benchmarking attacks, we laid groundwork for user-
level membership inference in time series forecasting, a threat model we believe is
highly relevant for real-world deployments and essential to address in future research.
Our findings establish a strong baseline and offer practical tools for auditing and
understanding privacy risks in time series forecasting systems.
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A
Signal Correlation Investigation

To determine whether the different signals described in Section 2.4 capture distinct
membership traits from the raw outputs — and ultimately if there is a rationale for
combining them — we conducted a correlation analysis on the LiRA online attack.
Specifically, we computed the Pearson correlation coefficient (PCC) between the
MIA scores (log likealihood ratios) obtained from the various signals.

For each of the 7 signals, we obtained an array with the MIA scores used to classify
sample membership. These arrays are aligned with respect to the samples, so the
PCC between two signals s1, s2, is given by

r1,2 =
∑n

i=1(xi − x̄)(yi − ȳ)√∑n
i=1(xi − x̄)2

√∑n
i=1(yi − ȳ)2

where x, y denote the MIA scores obtained from LiRA using signals s1 and s2, re-
spectively. Since the analysis was repeated across five random seeds, we aggregated
the results to show both the mean and standard deviation of each PCC. The results
for both datasets and target models are presented in the correlation matrices in
Figures A.1, A.2, A.3, and A.4.

I



A. Signal Correlation Investigation

Figure A.1: The correlation matrix for the different attack signals used in LiRA
online, evaluated on the TUH-EEG data set and target N-HiTS model. Each PCC
is given as the mean, ± the standard deviation, over five different random seeds.

Figure A.2: The correlation matrix for the different attack signals used in LiRA
online, evaluated on the TUH-EEG data set and LSTM target model. Each PCC is
given as the mean, ± the standard deviation, over five different random seeds.

II
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Figure A.3: The correlation matrix for the different attack signals used in LiRA
online, evaluated on the ELD data set and N-HiTS target model. Each PCC is
given as the mean, ± the standard deviation, over five different random seeds.

Figure A.4: The correlation matrix for the different attack signals used in LiRA
online, evaluated on the ELD data set and LSTM target model. Each PCC is given
as the mean, ± the standard deviation, over five different random seeds.

III



A. Signal Correlation Investigation
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B
Attack ROC Curves

The following sections present sample-level ROC curves, generated by thresholding
the MIA scores at varying levels. Both the false positive rate (FPR) and true positive
rate (TPR) are shown on a logarithmic scale, ranging from 10−5 to 100. The curves
display the mean TPR across five runs.

B.1 LiRA
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B. Attack ROC Curves

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.1: LiRA online sample-level ROC Curve, for both datasets and target
models.
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B. Attack ROC Curves

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.2: LiRA offline sample-level ROC Curve, for both datasets and target
models.
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B. Attack ROC Curves

B.2 Multi-Signal LiRA

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.3: Multi-Signal LiRA online sample-level ROC Curve, for both datasets
and target models.
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B. Attack ROC Curves

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.4: Multi-Signal LiRA offline sample-level ROC Curve, for both datasets
and target models.
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B. Attack ROC Curves

B.3 RMIA

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.5: RMIA online sample-level ROC Curve, for both datasets and target
models.
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B. Attack ROC Curves

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.6: RMIA offline sample-level ROC Curve, for both datasets and target
models.
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B. Attack ROC Curves

B.4 Ensemble Attack

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.7: Ensemble sample-level ROC Curve, for both datasets and target models.
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B. Attack ROC Curves

B.5 Deep Time Series Attack

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.8: DTS online sample-level ROC Curve, for both datasets and target
models.
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B. Attack ROC Curves

(a) EEG LSTM (b) EEG NHiTS

(c) ELD LSTM (d) ELD NHiTS

Figure B.9: DTS offline sample-level ROC Curve, for both datasets and target
models.
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C
Additional Metrics

In the following sections, the Area Under the ROC Curve (ROC-AUC) and Balanced
Accuracy are reported for the various attacks. Each table presents the mean ±
standard deviation of both metrics, computed across five runs.

C.1 LiRA
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C. Additional Metrics

Model N-HiTS LSTM

Signal AUC Accuracy AUC Accuracy
O

nl
in

e

MSE 0.811
±0.00994

0.726
±0.0137

0.64
±0.0333

0.602
±0.0308

MAE 0.816
±0.0102

0.728
±0.0128

0.646
±0.0306

0.603
±0.0299

SMAPE 0.796
±0.00889

0.71
±0.0106

0.647
±0.0186

0.601
±0.0232

Rescaled
SMAPE 0.801

±0.00999

0.713
±0.0113

0.65
±0.0202

0.603
±0.0234

Trend 0.697
±0.0204

0.637
±0.0187

0.552
±0.0159

0.547
±0.0172

Seasonality 0.821
±0.0112

0.732
±0.0136

0.646
±0.0315

0.603
±0.0312

TS2Vec 0.822
±0.0147

0.733
±0.0167

0.655
±0.0374

0.609
±0.0346

O
ffl

in
e

MSE 0.44
±0.0284

0.51
±0.0088

0.445
±0.0321

0.513
±0.0111

MAE 0.495
±0.0288

0.527
±0.0176

0.474
±0.0355

0.515
±0.00916

SMAPE 0.521
±0.0196

0.542
±0.0101

0.486
±0.0257

0.514
±0.0105

Rescaled
SMAPE 0.563

±0.0213

0.562
±0.0143

0.518
±0.0304

0.524
±0.0118

Trend 0.47
±0.0364

0.523
±0.0175

0.459
±0.0548

0.511
±0.0101

Seasonality 0.495
±0.0305

0.53
±0.0195

0.476
±0.0381

0.518
±0.00922

TS2Vec 0.506
±0.0182

0.533
±0.0145

0.48
±0.0231

0.516
±0.0115

Table C.1: LiRA attack performance on the TUH-EEG dataset. For each signal, we
report the ROC-AUC and balanced accuracy of the attack. Results are shown for
both the N-HiTS and LSTM target models, in both online and offline modes. In
each column, the best-performing signal is highlighted in bold.
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C. Additional Metrics

Model N-HiTS LSTM

Signal AUC Accuracy AUC Accuracy
O

nl
in

e

MSE 0.672
±0.0445

0.622
±0.0384

0.672
±0.0519

0.622
±0.0292

MAE 0.682
±0.0433

0.626
±0.0385

0.681
±0.0444

0.628
±0.0274

SMAPE 0.66
±0.0366

0.613
±0.0344

0.661
±0.0366

0.614
±0.0197

Rescaled
SMAPE 0.668

±0.0361

0.616
±0.0338

0.666
±0.0297

0.617
±0.0152

Trend 0.646
±0.0169

0.606
±0.0141

0.602
±0.0397

0.583
±0.0187

Seasonality 0.682
±0.0437

0.626
±0.0382

0.68
±0.0437

0.628
±0.0262

TS2Vec 0.669
±0.0434

0.619
±0.0386

0.672
±0.0495

0.624
±0.0307

O
ffl

in
e

MSE 0.51
±0.0689

0.535
±0.031

0.461
±0.084

0.528
±0.0322

MAE 0.523
±0.0558

0.537
±0.0259

0.469
±0.078

0.529
±0.0333

SMAPE 0.495
±0.0146

0.516
±0.00844

0.461
±0.0398

0.516
±0.0171

Rescaled
SMAPE 0.532

±0.0149

0.531
±0.00868

0.488
±0.0414

0.517
±0.0151

Trend 0.492
±0.0654

0.525
±0.026

0.477
±0.0632

0.521
±0.0256

Seasonality 0.521
±0.0568

0.538
±0.0255

0.469
±0.0833

0.531
±0.039

TS2Vec 0.5
±0.0331

0.519
±0.0165

0.464
±0.0405

0.515
±0.0126

Table C.2: LiRA attack performance on the ELD dataset. For each signal, we report
the ROC-AUC and balanced accuracy of the attack. Results are shown for both the
N-HiTS and LSTM target models, in both online and offline modes. In each column,
the best-performing signal is highlighted in bold.
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C. Additional Metrics

C.2 Multi-Signal LiRA

Model N-HiTS LSTM

AUC Accuracy AUC Accuracy
O

nl
in

e

0.847
±0.0119

0.756
±0.0132

0.661
±0.0312

0.613
±0.031

O
ffl

in
e

0.492
±0.0278

0.532
±0.02

0.469
±0.0378

0.514
±0.0107

Table C.3: Multi-Signal LiRA attack performance on the TUH-EEG dataset. We
report the ROC-AUC and balanced accuracy of the attack. Results are shown for
both the N-HiTS and LSTM target models, in both online and offline modes.

Model N-HiTS LSTM

AUC Accuracy AUC Accuracy

O
nl

in
e

0.703
±0.0439

0.643
±0.0391

0.7
±0.0464

0.641
±0.0309

O
ffl

in
e

0.517
±0.0567

0.537
±0.0236

0.459
±0.0812

0.526
±0.0331

Table C.4: Multi-Signal LiRA attack performance on the ELD dataset. We report
the ROC-AUC and balanced accuracy of the attack. Results are shown for both the
N-HiTS and LSTM target models, in both online and offline modes.
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C. Additional Metrics

C.3 RMIA

Model N-HiTS LSTM

Signal AUC Accuracy AUC Accuracy
O

nl
in

e

MSE 0.744
±0.0201

0.707
±0.0124

0.602
±0.0302

0.598
±0.0247

MAE 0.775
±0.0142

0.711
±0.0104

0.614
±0.0384

0.593
±0.0319

SMAPE 0.747
±0.00885

0.689
±0.00782

0.614
±0.0233

0.59
±0.0208

Trend 0.61
±0.0121

0.59
±0.014

0.527
±0.0122

0.537
±0.023

Seasonality 0.778
±0.0282

0.718
±0.0126

0.594
±0.0593

0.591
±0.0405

TS2Vec 0.782
±0.0173

0.715
±0.0168

0.609
±0.0515

0.588
±0.0402

O
ffl

in
e

MSE 0.724
±0.0392

0.674
±0.0317

0.631
±0.0395

0.609
±0.0242

MAE 0.744
±0.0443

0.681
±0.0341

0.637
±0.0406

0.609
±0.0261

SMAPE 0.665
±0.0334

0.616
±0.021

0.588
±0.0265

0.564
±0.0187

Trend 0.588
±0.0203

0.562
±0.0123

0.551
±0.0267

0.539
±0.0142

Seasonality 0.706
±0.0423

0.658
±0.038

0.622
±0.0262

0.599
±0.0142

TS2Vec 0.748
±0.0488

0.683
±0.037

0.634
±0.0416

0.599
±0.0322

Table C.5: RMIA attack performance on the TUH-EEG dataset. For each signal,
we report the ROC-AUC and balanced accuracy of the attack. Results are shown
for both the N-HiTS and LSTM target models, in both online and offline modes. In
each column, the best-performing signal is highlighted in bold.
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C. Additional Metrics

Model N-HiTS LSTM

Signal AUC Accuracy AUC Accuracy

O
nl

in
e

MSE 0.646
±0.0454

0.618
±0.0416

0.658
±0.0362

0.629
±0.0248

MAE 0.665
±0.047

0.62
±0.0401

0.669
±0.0322

0.624
±0.0189

SMAPE 0.628
±0.0554

0.603
±0.0298

0.636
±0.0207

0.602
±0.0131

Trend 0.581
±0.019

0.561
±0.02

0.559
±0.00678

0.548
±0.00504

Seasonality 0.66
±0.0483

0.614
±0.0362

0.666
±0.0312

0.62
±0.0162

TS2Vec 0.648
±0.0414

0.603
±0.031

0.654
±0.0316

0.61
±0.0172

O
ffl

in
e

MSE 0.592
±0.0326

0.58
±0.0169

0.593
±0.0466

0.588
±0.0212

MAE 0.593
±0.0515

0.572
±0.0285

0.58
±0.0498

0.574
±0.0288

SMAPE 0.6
±0.0135

0.575
±0.00922

0.593
±0.0358

0.575
±0.0246

Trend 0.55
±0.0534

0.544
±0.0311

0.535
±0.0394

0.537
±0.0229

Seasonality 0.558
±0.0767

0.558
±0.0359

0.537
±0.0699

0.555
±0.0299

TS2Vec 0.607
±0.0223

0.575
±0.0156

0.599
±0.036

0.579
±0.0225

Table C.6: RMIA attack performance on the ELD dataset. For each signal, we
report the ROC-AUC and balanced accuracy of the attack. Results are shown for
both the N-HiTS and LSTM target models, in both online and offline modes. In
each column, the best-performing signal is highlighted in bold.
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C. Additional Metrics

C.4 Ensemble Attack

Model N-HiTS LSTM

Signal AUC Accuracy AUC Accuracy

MSE 0.546
±0.0823

0.565
±0.0611

0.53
±0.042

0.549
±0.0297

MAE 0.532
±0.0909

0.559
±0.0645

0.532
±0.0525

0.545
±0.0304

SMAPE 0.491
±0.0476

0.524
±0.0199

0.495
±0.0312

0.52
±0.0184

Rescaled
SMAPE 0.494

±0.0454

0.523
±0.0217

0.499
±0.0392

0.518
±0.0104

Trend 0.537
±0.0291

0.542
±0.02

0.506
±0.03

0.518
±0.02

Seasonality 0.538
±0.0911

0.559
±0.0625

0.529
±0.0483

0.542
±0.0283

TS2Vec 0.555
±0.111

0.58
±0.0714

0.507
±0.0795

0.537
±0.0412

Table C.7: Ensemble attack performance on the TUH-EEG dataset. For each signal,
we report the ROC-AUC and balanced accuracy of the attack. Results are shown
for both the N-HiTS and LSTM target models, in both online and offline modes. In
each column, the best-performing signal is highlighted in bold.
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C. Additional Metrics

Model N-HiTS LSTM

Signal AUC Accuracy AUC Accuracy

MSE 0.504
±0.0908

0.541
±0.036

0.509
±0.0764

0.544
±0.0288

MAE 0.503
±0.0709

0.537
±0.0383

0.5
±0.0767

0.545
±0.0307

SMAPE 0.496
±0.0377

0.52
±0.0159

0.482
±0.0711

0.527
±0.0251

Rescaled
SMAPE 0.493

±0.0385

0.516
±0.017

0.484
±0.0648

0.529
±0.0265

Trend 0.509
±0.0622

0.53
±0.0327

0.496
±0.0599

0.527
±0.0268

Seasonality 0.484
±0.0905

0.537
±0.0387

0.502
±0.0719

0.539
±0.0308

TS2Vec 0.477
±0.0599

0.525
±0.0294

0.499
±0.075

0.537
±0.0339

Table C.8: Ensemble attack performance on the ELD dataset. For each signal, we
report the ROC-AUC and balanced accuracy of the attack. Results are shown for
both the N-HiTS and LSTM target models, in both online and offline modes. In
each column, the best-performing signal is highlighted in bold.
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C. Additional Metrics

C.5 Deep Time Series Attack

Model N-HiTS LSTM

MIC Model AUC Accuracy AUC Accuracy

O
nl

in
e LSTM 0.884

±0.0303

0.789
±0.0361

0.637
±0.0378

0.61
±0.0242

InceptionTime 0.866
±0.0389

0.774
±0.0406

0.597
±0.054

0.585
±0.0337

O
ffl

in
e LSTM 0.653

±0.0288

0.613
±0.0194

0.529
±0.0355

0.533
±0.0227

InceptionTime 0.66
±0.0503

0.619
±0.025

0.504
±0.0507

0.524
±0.0207

Table C.9: DTS attack performance on the TUH-EEG dataset. For each MIC
classifier model, we report the ROC-AUC and balanced accuracy of the attack.
Results are shown for both the N-HiTS and LSTM target models, in both online
and offline modes. In each column, the best-performing MIC classifier is highlighted
in bold.

Model N-HiTS LSTM

MIC Model AUC Accuracy AUC Accuracy

O
nl

in
e LSTM 0.754

±0.0131

0.684
±0.00776

0.667
±0.069

0.618
±0.0444

InceptionTime 0.758
±0.0137

0.685
±0.011

0.658
±0.081

0.612
±0.0574

O
ffl

in
e LSTM 0.574

±0.0395

0.564
±0.0274

0.549
±0.0312

0.538
±0.0202

InceptionTime 0.571
±0.0296

0.56
±0.0218

0.55
±0.0265

0.539
±0.0171

Table C.10: DTS attack performance on the ELD dataset. For each MIC classifier
model, we report the ROC-AUC and balanced accuracy of the attack. Results are
shown for both the N-HiTS and LSTM target models, in both online and offline
modes. In each column, the best-performing MIC classifier is highlighted in bold.
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