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Abstract
Data privacy has become significantly more important over the past years, leading
to new laws and regulations that citizens and organizations must abide by. As a
consequence, keeping data from being exposed to the wrong audience is no longer
just an interest of the individual - it is also a legal requirement on companies that
collect and store sensitive information. Different geographical regions may also en-
force different data privacy laws, making matters even more complex for organi-
zations that operate on a global scale. On top of the regulatory aspects, internal
information security policies may specify that some subsets of data must be shared
differently depending on security classifications and who requests it. This master’s
thesis project conducts a Design Science Research study aiming to combine two
existing techniques – attribute-based access control and redaction. The goal is to
evaluate whether the resulting component is a viable approach to granular access
control in request-response type APIs that expose sensitive data to a global audi-
ence. The study produces a Proof-of-Concept implementation as an artifact, which
is evaluated and compared to the type of role-based RESTful APIs commonly used
in industry today.

Keywords: Access Control, Large-Scale Data, Computer Science, Data Engineering,
Redaction, Attribute-Based Access Control

v





Acknowledgements
We want to thank our academic supervisor Daniel Strüber for his advice and exper-
tise, and our examiner Gregory Gay for constructive feedback and suggestions for
improving this thesis. We would also like to thank our supervisor at Volvo Cars,
Oscar Bäckström, for his guidance and support.

Last but not least, we want to extend our thanks to Elisabeth Prissberg, Jonathan
Frisk, and Linnea Johnsson for all the rewarding discussions and support during this
project.

Jimmy Andersson, Gothenburg, June 2022
Claudio Aguilar Aguilar, Gothenburg, June 2022

vii





Contents

List of Figures xi

List of Tables xiii

1 Introduction 1
1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.3 Research Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.4 Scope and Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.5 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2 Theory 5
2.1 Access Control Models . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.1.1 Role-Based Access Control . . . . . . . . . . . . . . . . . . . . 5
2.1.2 Attribute-Based Access Control . . . . . . . . . . . . . . . . . 5

2.2 Information Obscurement . . . . . . . . . . . . . . . . . . . . . . . . 6
2.2.1 Full Rejection . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
2.2.2 Full Redaction . . . . . . . . . . . . . . . . . . . . . . . . . . 6
2.2.3 Partial Redaction . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.3 API Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.3.1 RESTful APIs . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.3.2 GraphQL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.4 Resource Access Evaluation . . . . . . . . . . . . . . . . . . . . . . . 8
2.4.1 Boolean Expression Evaluation . . . . . . . . . . . . . . . . . 8
2.4.2 Common Expression Language . . . . . . . . . . . . . . . . . 9

3 Research Methodology 11
3.1 Research Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
3.2 Artifact Design Process . . . . . . . . . . . . . . . . . . . . . . . . . . 11
3.3 Iteration 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

3.3.1 Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3.3.2 Solution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3.3.3 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

3.4 Iteration 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
3.4.1 Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
3.4.2 Solution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
3.4.3 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

ix



Contents

3.5 Iteration 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
3.5.1 Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
3.5.2 Solution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.6 Final Artifact Evaluation Setup . . . . . . . . . . . . . . . . . . . . . 16
3.6.1 Hardware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
3.6.2 Evaluation Data Set . . . . . . . . . . . . . . . . . . . . . . . 16
3.6.3 Redaction Correctness . . . . . . . . . . . . . . . . . . . . . . 17
3.6.4 Request Execution Time . . . . . . . . . . . . . . . . . . . . . 18
3.6.5 Survey . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

4 Implementation 21
4.1 Client-side . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

4.1.1 User Interaction . . . . . . . . . . . . . . . . . . . . . . . . . . 21
4.2 Server-side . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

4.2.1 Receiving Queries . . . . . . . . . . . . . . . . . . . . . . . . . 23
4.3 Access Rule Evaluator . . . . . . . . . . . . . . . . . . . . . . . . . . 24
4.4 Rule Set . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

5 Evaluation Results 29
5.1 Redaction Correctness . . . . . . . . . . . . . . . . . . . . . . . . . . 29
5.2 Request Execution Time . . . . . . . . . . . . . . . . . . . . . . . . . 29
5.3 Survey . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

6 Discussion 35
6.1 Redaction Correctness . . . . . . . . . . . . . . . . . . . . . . . . . . 35
6.2 Performance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
6.3 Usefulness in Practice . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
6.4 Threats to Validity . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
6.5 Future Research . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
6.6 Answering the Research Questions . . . . . . . . . . . . . . . . . . . . 38

7 Conclusion 41

Bibliography 43

A Appendix 1 I
A.1 Survey Questionnaire . . . . . . . . . . . . . . . . . . . . . . . . . . . I

x



List of Figures

2.1 An incoming query and its corresponding flow diagram. . . . . . . . . 8

3.1 A visualization of the iterative nature of a Design Science Research
project. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

4.1 An activity diagram overview of the system. . . . . . . . . . . . . . . 22
4.2 An illustration of how and where the access control mechanism inter-

venes when GraphQL resolves a data property. . . . . . . . . . . . . . 24
4.3 An example showing the general structure of a rule set. . . . . . . . . 27

5.1 The average execution time for a request based on the number of re-
quested properties. The plot also includes the 99% confidence intervals. 30

5.2 The average execution time to resolve a single property, based on the
number of properties contained by a request. The plot also includes
the 99% confidence intervals. . . . . . . . . . . . . . . . . . . . . . . . 31

5.3 The average execution time difference between a request made to a
role-based REST API and a graph-based server employing attribute-
based redaction. The plot also includes the 99% confidence interval. . 31

5.4 A Likert plot illustrating the amount of effort the respondents felt
they had to put in to derive answers. . . . . . . . . . . . . . . . . . . 33

5.5 The distribution of how useful respondents thought the proposed so-
lution would be in their own work. . . . . . . . . . . . . . . . . . . . 34

xi



List of Figures

xii



List of Tables

3.1 The hardware specification of the machine used to perform tests and
data collection. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3.2 Data set table fields for employees. . . . . . . . . . . . . . . . . . . . 17
3.3 Data set table fields for corporate branches. . . . . . . . . . . . . . . 17

5.1 Result summary for the redaction correctness tests. . . . . . . . . . . 29
5.2 Results from measuring execution time over different request sizes,

and the p-values from performing a two-sample t-test under the null
hypothesis that there is no difference between the two approaches. . . 32

xiii



List of Tables

xiv



1
Introduction

This chapter introduces a master’s thesis intending to propose an attribute-based
content redaction mechanism for large-scale data systems. The concept is developed
in cooperation with the Global Online Experience division at Volvo Cars, which, for
example, handles the online purchase experience for Volvo Cars customers.

1.1 Background

Data privacy has become significantly more important over the past years [1], lead-
ing to new laws and regulations that citizens and companies must abide by. As a
consequence, keeping data from being exposed to the wrong audience is no longer
just an interest of the individual - it is also a legal requirement on companies that
collect and store sensitive information. On top of the legal aspects, companies also
want to avoid the bad press that comes when unauthorized or unethical use of
collected data is exposed to the public. One example of such an incident is the
Facebook-Cambridge Analytica data scandal [2].

Collecting and storing data is something that many, if not all, companies and in-
stitutions do today. The data can range from information about employees, such
as salaries, living addresses, and tax identification numbers, to information about
products, sales, and production. Different data properties naturally come with dif-
ferent levels of confidentiality and sensitivity. For example, information about an
employees living address might need restricted visibility, while some product infor-
mation could be publicly accessible. On top of the confidentiality aspects, there is
also the matter of following laws and regulations that dictate how and when different
kinds of data could, and should, be made available.

Designing an automated software system to correctly evaluate when to share data,
and with whom, is by no means a simple task. Such a design needs to take the
four elements of privacy into consideration: Purpose, Visibility, Granularity, and
Retention [3]. The granularity element dictates that a user should be granted access
to any subset of information he or she is allowed to see. Together with legal re-
quirements that differ depending on geographical region, this access evaluation can
quickly become cumbersome and unwieldy to maintain.

1



1. Introduction

1.2 Purpose
The goal of this project is to evaluate whether attribute-based redaction is a viable
approach in large-scale data systems. The main idea is to provide highly granular
data access while upholding strong privacy and confidentiality requirements. The
project aims to propose a model for how to design such a redaction mechanism, as
well as provide a Proof-of-Concept1 (PoC ) implementation for testing and evalua-
tion.

The model describes the building blocks needed for an implementation of the pro-
posed redaction mechanism, and states any assumptions or preconditions that must
hold. It also describes the structure of a rule set that can be used to evaluate
whether access is granted to a data property.

A PoC of the redaction mechanism is provided for multiple reasons. Firstly, to aid
in testing, collection of measurements, and evaluation of the model. Secondly, to
allow others to review and reproduce the results obtained in this project. The PoC
will also include a mocked data set and a set of API implementations for testing
and evaluating the redaction mechanism.

1.3 Research Questions
The main goal of this study is, as previously stated, to evaluate whether a combina-
tion of attribute-based access control and content redaction is viable in large-scale
data systems. That is, however, too broad of a question for this project alone, and
it is therefore boiled down to three more specific research questions.

• RQ1: Can an attribute-based redaction mechanism improve data granularity
compared to common role-based RESTful approaches used in the industry
today?

• RQ2: Is an attribute-based redaction mechanism as maintainable as common
role-based approaches used in the industry?

• RQ3: Will an attribute-based redaction system experience a significant per-
formance degradation compared to role-based RESTful approaches?

One important aspect with regards to RQ1 is the prioritization of different at-
tributes. For example, a company may want to withhold some subset of information
if the request is made from a specific geographic region. However, they may also
want some of their employees to have access to the aforementioned information even
if they go on a business trip to said region. Looking at the attributes in the wrong
order, or without taking interactions into account, could cause valid requests to be
incorrectly denied.

1Available at github.com/JimmyMAndersson/attribute-based-content-redaction
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1. Introduction

The interactions between attributes mentioned above is also a potential source of
combinatorial explosions, which may make a system difficult to maintain over time.
RQ2 serves to evaluate the potential of keeping rule sets and endpoints up-to-date,
which is a critical aspect when choosing a model for a real-world project.

Given that combinations of a large number of attributes may be difficult and time-
consuming to validate, one also needs to make sure that an implementation does not
make the entire system feel sluggish or unresponsive. RQ3 focuses on measuring
whether an attribute-based redaction mechanism maintains the systems throughput,
or whether it slows down the processing to unacceptable levels.

1.4 Scope and Limitations
The core of this project is to decrease the risk that an organization incorrectly shares
information with parties that are not supposed to have it. A common case where
such an event might happen is when the organization exposes some subset of data
through a request-response type API. With this in mind, the project is scoped to
study how a redaction mechanism can be applied to such an API.

The proposed solution will include a model of how to structure API endpoints, redac-
tion components, and rule sets. It will also include assumptions and preconditions
that need to be met in order for an implementation to work properly. Efforts will
be put into making the PoC as generic as possible, to make it easier to generalize
any findings and test them on other data sets.

While it is possible to implement granular redaction in RESTful APIs, their design
principles have a few drawbacks that make it more difficult. Since data is separated
through the use of many different endpoints, all of which may return very differ-
ent response data structures, the redaction process becomes highly dependent on
which endpoint it belongs to. As the response structures evolve over time, main-
taining the redaction mechanism for each endpoint will likely become unwieldy and
cumbersome. Instead, this project will work with a graph-based API design, which
allows for very granular data access through a single endpoint. Graph-based APIs
have become increasingly popular over the past couple of years, with almost 15% of
developers using them in production [4].

Many APIs that are used in production offer options to mutate data, on top of the
option to query it. However, since this project mainly addresses redaction of infor-
mation that is supposed to be read, it will inherently put less effort into providing
a way to mutate data. Mutation, and the possible expansion of the access control
mechanism to cover such cases, will be included as a discussion point to aid further
research.

Keeping information from falling into the wrong hands is a complex problem with
many moving parts. This project will focus solely on using attribute-based redaction
as a means of dynamically deciding which data to share, and with whom. It will

3



1. Introduction

not put any efforts into other aspects of security that may also need to be addressed
by practitioners. Such aspects include, but are not limited to, networking and IT
infrastructure, injection vulnerabilities, and database introspection possibilities.

1.5 Thesis Outline
The remainder of this report will be presented using the following structure. Chapter
2 covers the theory on different access control models, redaction policies and API
architectures, while chapter 3 talks about the research methodology applied for this
project. Chapter 4 describes the proposed solution and presents the implementation
of it. Chapter 5 illustrates the results collected after evaluation, and chapters 6 and
7 summarizes and concludes this thesis by discussing and reflecting on the outcome.

4



2
Theory

This section introduces various technical concepts that underpin the research made
in this project.

2.1 Access Control Models
As the name suggests, access control refers to the concept of controlling access to
some set of resources. The decision of granting or denying access to said resources
can be informed by a number of different factors, which has given rise to a number of
different access control models [5]. This section introduces two of the most commonly
used ones.

2.1.1 Role-Based Access Control
In the 1970’s, computer systems started featuring more applications and serving
more users, which increased awareness of data security. It caused system adminis-
trators and software developers to focus on various kinds of access control models
to ensure that only authorized users where given access to certain information [6].

The Role-Based Access Control (RBAC ) model restricts access to resources based
on the role of the requesting user. Roles are assigned to users according to their job
title and position in the organisational hierarchy, and each role is granted permission
to access relevant data.

RBAC is one of the most widely used access control models because of its ability
to easily reassign roles as needed. However, it is also prone to a phenomenon called
“role explosion”, which appears in environments where granularity is important.
For instance, the doctor-patient problem describes a scenario where RBAC becomes
unwieldy [7]. Since patient records should only be shared with the treating doctor,
each patient would give rise to a separate role in the system. On top of that, nurses
and administrators may require access to partial patient records, further adding to
the number of roles.

2.1.2 Attribute-Based Access Control
As the name implies, attribute-based access control (ABAC) admits access to some
resource by evaluating whether some combination of attributes fulfill a given crite-
ria [8]. The attributes may be associated with the requesting user, the requested

5



2. Theory

resource, or the environment in which the request is made. For example, users may
only be allowed to see information about a new, unreleased car model if they work in
a specific department and have the proper security clearance. This approach allows
IT personnel to define fine-grained and complex access rules, making it well suited
for today’s complex IT environments.

One should be aware of, though, that ABAC is not a silver bullet. The attributes
that are available to make decisions are arbitrary and may change at any point
in time. This places higher demands on providing a management system that en-
ables developers to keep attributes and rule sets up-to-date [9]. Attribute-based
access control is also susceptible to “rule explosion”, since adding an attribute can
significantly increase the number of possible rule combinations.

2.2 Information Obscurement
When denying access to requested resources, one can do so in a number of different
ways. Three relevant approaches are presented in this section.

2.2.1 Full Rejection
If any part of a request fails an access control check, the request is be denied in its
entirety and an appropriate error is returned to the requesting party [10]. For exam-
ple, a request could provide an invalid authorization token, and therefore be denied
access and receive a 401 error. However, the request may also be denied because
the response contains some subset of sensitive information, even if the requester is
authorized to see some other subset of the response.

2.2.2 Full Redaction
If the requesting entity is allowed to see a subset of the response information, but
is denied access to some other subset, the disallowed subset could be masked from
the response [11]. In practice, such an operation could be performed in a variety of
ways – for example by one of the following:

• The information is removed from the response structure, without any trace of
it being there in the first place.

• The data keys are left inside the response, but their corresponding values are
set to some placeholder values. Suitable placeholder values could be either
the data type’s “zero value”, a value outside of the data domain, or the ’null’
value.

The second approach entails the requesting parties being able to see that the denied
subset of data exists, even if they are not allowed to access it. There are times when
that knowledge could be helpful. However, it could also pose a data security risk
under certain conditions.

6



2. Theory

2.2.3 Partial Redaction
Sometimes, individual data points can be classified as partially sensitive and par-
tially public [11]. One such instance is a Swedish personal identity number, where
the first six digits can be considered public, while the last four are sensitive. In such
cases, one may choose to apply partial redaction by masking out the last four digits
and replacing them with some placeholder value. For example, the Swedish personal
identity number of a person born on January 1, 1990 could be partially redacted
and shared as “900101-∗∗∗∗”.

2.3 API Architecture
The term “API architecture” refers to a set of high-level ideas for how to structure
an interface which exposes data and functionality to external programs [12]. This
section presents two approaches to design such interfaces; the RESTful approach,
which is very common in the industry today, and the graph-based approach, which
has recently started to gain traction.

2.3.1 RESTful APIs
REST was introduced in the year 2000 by Thomas Fielding and is one of the most
common API protocol in the industry today. It relies on Uniform Resource Identifiers
(URI’s) to identify and interact with resources. Different operations are performed
by transferring messages via common Hypertext Transfer Protocol (HTTP) meth-
ods such as POST, PUT, and GET [13].

A REST-based API makes data available through endpoints. Each endpoint returns
data from a particular resource and each resource has a predefined set of fields [14].
Since each resource requires a separate request, API users often need to make several
separate requests to collect information from multiple related resources [15].

2.3.2 GraphQL
In 2015, Facebook introduced GraphQL as a new way of structuring web APIs.
Available data structures are defined using a schema, and are exposed through a
single API endpoint [16]. Surveys conducted by RapidAPI in the past three years
show that GraphQL is becoming more common, with the proportion of respond-
ing developers using it in production increasing from 6% to 14.7% [17, 18, 4]. No-
table companies using GraphQL include Meta, KLM, Starbucks, and The New York
Times, to name a few [19].

Contrary to RESTful APIs, GraphQL-based servers build their services around op-
erations, instead of around resources. That is, instead of providing an endpoint per
resource, GraphQL provides two different entry points inside its single endpoint -
one for queries, and one for mutations. A Query type request fetches and returns

7



2. Theory

available information, while a Mutation type request has the ability modify stored
data. In both cases, once the request has completed, a response is sent back to the
user using JSON [16]. A more detailed description of the JSON format is available
in the ECMA-404 JSON data interchange standard [20].

A GraphQL schema can be viewed as a multi-graph where each node is a data
object [21]. Each node also holds a list of fields, which are defined by a name and
a data type. When a field is requested, GraphQL maps it to real data by using
a resolver function which specifies how to fetch the information. For example, the
Query request shown in Figure 2.1a can be visualized using the tree structure in
Figure 2.1b. Each node, starting from the Query node, uses a resolver function to
map out an edge to another node. Once the execution has hit all requested leaf
nodes, the mapped out graph is serialized and returned to the user.

(a) An incoming query request.
(b) An execution flow diagram of the

incoming query request.

Figure 2.1: An incoming query and its corresponding flow diagram.

2.4 Resource Access Evaluation
Applying access control to a resource naturally requires a specification of which
preconditions need to hold for someone to be granted access. These preconditions
come together to form a rule set, which together define how data is shared with both
internal and external parties.

2.4.1 Boolean Expression Evaluation
Access control based on Boolean expression evaluation (BEE) is a concept intro-
duced by D.V. Miller and R.W. Baldwin in 1989 [22]. It works by encapsulating
every access decision into the following form:

• The sentence “<Subject> can <Verb> <Object>” is true or false.

8



2. Theory

The variables in the above expression can further be defined as:

• Subject
The party asking permission to perform an action on a resource.

• Verb
The action that Subject wants to perform.

• Object
The resource on which Subject wants to perform the action.

For example, in a system that keeps track of employee information, the statement
“Martin from HR can read the salary information of employees in the office” should
be true. To arrive at that conclusion, a rule evaluation engine needs to match the
Verb and Object to a Boolean expression which can be used to evaluate whether the
Subject is given access. What that expression looks like is arbitrary and decided by
the system administrators, but in the described scenario it is likely to take Martin’s
job title and department into account.

2.4.2 Common Expression Language
Common Expression Language (CEL) is a language specification created by Google
[23]. It is designed to allow fast, type-safe, and memory-safe evaluation of expres-
sions, which makes it an attractive choice for implementing access control mech-
anisms. It is also non-Turing complete by design, which decreases security risks
involved with evaluating arbitrary expressions on a computer.

9
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3
Research Methodology

This chapter describes the research method used to conduct this study. It also covers
the process of designing and evaluating the PoC1.

3.1 Research Method
Design Science Research (DSR) revolves around producing and refining an artifact
that addresses a real problem, while also generating new knowledge to the scien-
tific community. Given the practical nature of this project, this methodology was
deemed an appropriate choice [24]. Firstly, the questions under investigation stems
from real-world problems that industry struggles with today [25, 26]. Secondly, the
matter of modelling, generalizing, and describing a solution that extends beyond the
boundaries of an individual company provides value to academia as well [27].

The aim of this project is to produce an artifact that combines two existing tech-
niques: attribute-based access control and redaction. The combination of the two
techniques is a valid scientific contribution according to Staron [28].

3.2 Artifact Design Process
The artifact development process is split into iterative cycles as shown in Figure 3.1.
All of the iterations include work related to each of the research questions. This is
contrary to guideline 5 (G5: Shift Emphasis) given by Knauss [27], which suggests
that each iteration should place more weight on one specific research question. The
reason for this deviation is that the research questions in this project neither have
a clear successive ordering, nor do they individually focus on the situation as it was
before, during, and after the artifact came into being. Instead, the artifact is evolved
based on feedback from stakeholders and improved knowledge about the problem
domain, without placing restrictions on which cycle addresses which question.

1Available at github.com/JimmyMAndersson/attribute-based-content-redaction
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3. Research Methodology

Figure 3.1: A visualization of the iterative nature of a Design Science Research
project.

Each iteration consists of three stages, all of which are described below.

1. Problem
The first stage of an iteration is focused on identifying and understanding one
or more problems related to the research questions. This process is essential
since it prevents the study from deviating from the scope [27], and is carried
out in close cooperation with the stakeholders.

2. Solution
Once the problems are sufficiently understood, the second stage of an iteration
deals with designing and implementing a potential solution. The solutions
may consist of constructs, models, and design theories derived from literature
review and stakeholder discussions [24].

3. Evaluation
The third stage of an iteration evaluates the effectiveness of the artifact based
on its ability to provide a solution to the problems under investigation [24].
Both quantitative and qualitative measurements can be collected and used to
evaluate the new solution.

3.3 Iteration 1
The first iteration of this project was naturally focused on the collection of design
requirements and on crafting a first draft of an artifact that could be evaluated for
the following iterations.
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3.3.1 Problem
To get a deeper understanding of the problem, a series of unstructured discussion
forums were held with stakeholders at Volvo Cars. These meetings served as a way
to narrow in on the fundamental issues that needed to be solved, as well as their
constraints. The requirements that came out of these meetings were as follows:

• The solution should allow users to receive the information they are granted
access to, even if some subset of the information in the query is disallowed.
Data that the user is denied access to should be redacted and replaced by
a redaction value. For this implementation, the ’null’ value was chosen as a
replacement.

• The solution needs to be robust in the face of changes to the API. That is,
if entry points are added or removed, the solution should require minimal
maintenance efforts to support the new API surface.

• The solution should also be robust when the internals of an API change. If
functionality is added, removed, or changed, the solution needs to be able to
deal with those changes in a graceful manner.

• The solution needs to support a variety of data types - enough to cover the
response types allowed by the ECMA-404 JSON standard [20].

Relevant literature and documentation regarding the available tool set was reviewed.
The literature was found using keyword searches on IEEE Explore and Research-
Gate. A meeting was also held with one of Volvo Cars’ GraphQL experts. This
further helped in understanding the problem set and possible directions to take
when looking for a solution.

3.3.2 Solution
The first solution came down to designing an artifact that built access control into
the default GraphQL data resolvers. By placing the decision of whether or not to
share a property at the node level, the solution automatically adjusts and covers
any request that can be put together by the user.

The solution also contained a first draft of a proposed structure and syntactic rules
for a rule set that could be stored using a number of common data formats. The
structure builds on specifying access rules for individual GraphQL schema type-
property pairs, which allows practitioners to use local reasoning when defining rules.
That is, decisions are made based only on the property and enclosing type a user
is requesting, without regarding the path through the multi-graph one took to get
there.

3.3.3 Evaluation
Evaluation for the first iteration was performed by collecting feedback from the
stakeholders at Volvo Cars who were involved in the problem definition stage. The
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feedback was gathered in semi-structured discussion forums, and concluded that the
direction of the first solution was a compelling one. However, it also pointed out
that lists of data suffered from a granularity issue. This point was brought into the
problem formulation stage in iteration 2, and will be further discussed below.

The evaluation also contained small-scale, manual testing of correctness and perfor-
mance. Those tests uncovered that while placing the access control in the default
resolvers of GraphQL did yield the desired results for basic use cases, it failed in the
presence of custom resolver functions.

3.4 Iteration 2
The second iteration put efforts into improving the general design of the redaction
mechanism, trying to address issues and concerns that were raised or uncovered
during the first iteration.

3.4.1 Problem
The second problem phase focused mainly on understanding two problems:

• The proposed solution worked well until introducing custom resolver functions.
These bypass the default resolvers carrying the access control mechanism, and
would therefore share any data that was requested. A user could potentially
get a response containing a mix of values that either did or did not go through
access control. The final solution would be required to catch both of these
cases and route them through the redaction mechanism.

• Even though the first solution supported all the relevant data types, lists
suffered from a granularity problem. Lists have a duality in that they can be
viewed both as a single object, and as a composite of multiple objects. The
first solution only considered the first alternative, and either shared the entire
list, or nothing at all - leading to sacrificed granularity.

While the first issue impacted the general applicability of the solution, the second
one had a more targeted negative impact on the research questions of this project.
However, both of them needed to be addressed in order for the solution to be useful
in real world scenarios and to address the overall problem statement.

3.4.2 Solution
To solve the issue with custom resolver functions evading the access control mech-
anism, the design needed to place the access control at a slightly different spot in
the flow of execution. Instead of keeping it directly inside the resolver nodes, the
mechanism was moved into wrapper objects instructed to encapsulate all resolvers -
default and custom nodes alike. The new design guaranteed that all requested data
would go through access control before being sent for serialization.
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The list type granularity issue was resolved by adding a new set of rules to the
already existing read rule. These new rules governed the behaviour of the access
evaluation in the presence of list type properties, and caused it not only to consider
the list as a whole, but also as a composite of individual elements. More details on
the exact implementation of both of these solutions are covered in Chapter 4.

3.4.3 Evaluation
In the second evaluation stage, feedback was once again collected using semi-structured
discussions with the Volvo Cars stakeholders that aided in the problem formulations.
The conclusion was that the new solution seemed to fulfill all of the requirements
that were set up in the first problem stage.

A more substantial set of automated performance tests were also conducted during
the second evaluation. These, however, showed that the solution was painfully
unable to compete with the type of role-based REST APIs that are commonly used
in the industry today, as a request executing in 1 second on a RESTful API would
take a minute and a half for the graph-based API to resolve.

3.5 Iteration 3
Since the second evaluation showed that adoption of this solution was not feasible
from a performance point of view, the third iteration focused mainly on trying to
make the solution computationally competitive.

3.5.1 Problem
The degree to which a new technology is useful is not only dependent on the assump-
tion that it produces correct results and is easier to maintain than the alternatives,
but it also requires the new solution to deliver similar performance characteristics.
The second evaluation stage showed that this was clearly not the case with the pro-
posed solution.

Some profiling showed that the main source of performance degradation was the
dynamic compilation of Boolean expressions used to evaluate access in the access
control component. The access control component was designed so that each node
compiled all of the Boolean expressions it needed to evaluate access to its enclosed
properties, even if another node had already compiled one or more of those rules
before.

3.5.2 Solution
Solving the issue that prevented nodes from reusing access rule scripts required
a redesign of how Boolean expressions were read, compiled, and passed between
nodes in multi-threaded environments. The new solution implemented the following
changes:
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• Cache data structures were added to the rule evaluation component to avoid
redundant compilation of access rules

• The rule evaluation component was redesigned to be thread safe, and a single
instance could therefore be the sole authority for all access control nodes in a
single request

3.6 Final Artifact Evaluation Setup
This section describes the design and technical aspects of tests used to collect mea-
surements and data for analysis.

3.6.1 Hardware
All tests were run locally on a desktop machine in order to ensure that the same
hardware profile was used for all of them. It also provided better control of other
processes that were running on the same machine, compared to running in a cloud
environment. The hardware specification for the test machine is listed in Table 3.1.

Model Mac Studio
OS macOS Monterey 12.3.1

CPU
Apple M1 Max
8 P-cores, 3.2 GHz
2 E-cores, 2.0 GHz

GPU 24 cores, 1296 MHz
RAM 32GB Unified Memory
Storage 512GB

Table 3.1: The hardware specification of the machine used to perform tests and
data collection.

3.6.2 Evaluation Data Set
The data set used for evaluation consists of a mocked database resembling the com-
pany hierarchy of a big, international company. The decision to mock a data set
was in part due to time management, and part due to the fact that we could design
it to allow for many different kinds of queries. The latter would allow us to better
test multiple kinds of requests and pinpoint bottlenecks associated with a specific
type of query. The database files are available for inspection in the open-sourced
PoC repository1.

The database consists of two tables – one for all the employees of the company and
another for the several corporate branches. Their respective fields can be seen in
Table 3.2 and 3.3.

1Available at github.com/JimmyMAndersson/attribute-based-content-redaction
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Field Description
id A unique identifier for an employee
first_name An employee’s first name
last_name An employee’s last name
title An employee’s job title
reports_to An ID specifying an employee’s closest boss

security_clearance An integer defining the maximum confidentiality level of
information the employee is allowed to access

branch An ID for the office branch where an employee is stationed
salary An integer specifying an employee’s yearly salary

Table 3.2: Data set table fields for employees.

Field Description
id An unique identifier for an office branch
country The branch’s country of location
state The branch’s state of location
city The branch’s city of location

Table 3.3: Data set table fields for corporate branches.

3.6.3 Redaction Correctness
Before any other tests can be performed, it is crucial to make sure that the PoC
works as intended and returns an accurate response. This task is performed using
test cases, all of which contain four important pieces of information:

• The query for which to validate the response.

• The rule set the server should apply for the test.

• An authentication header that, if valid, provides the server with information
about who is making the request.

• A JSON containing the expected response for the test case query.

A script is set up to automate the procedure of executing test cases and report-
ing deviations from the expected results. When launched, the script performs the
following tasks:

1. Launch a GraphQL-based server employing the redaction mechanism.

2. Look up a test case that has not been run.

3. Tell the server to adhere to the test case rule set.

4. Send the test case query to the server and await its response.

17



3. Research Methodology

5. Compare the servers response to the expected response and report the out-
come.

6. The script starts over at 2 if there are more test cases to run, otherwise it
shuts down the server and exits.

Test cases were designed to cover a wide range of scenarios, for example:

• Queries that form either wide or narrow tree structures.

• Queries that are either shallowly or deeply nested.

• Requests from different types of authenticated users, as well as from unau-
thenticated parties.

• Varying types of rule sets, especially with varying kinds of collection policies.

The expected responses were semi-manually assembled using SQLite JSON func-
tions and operators. Using this functionality, SQL queries can be constructed that
produce a JSON which matches the expected output of a particular query and rule
set.

If the server response matches the SQL assembled expectation, the test case is re-
garded as being successful. It is, however, worth to note that the definition of a
match is important in these tests. Since there are no guarantees that the server and
the SQL query will assemble collection type properties using the same ordering, the
matching algorithms need to take that into account and ignore the order of elements
in such cases.

3.6.4 Request Execution Time
The performance aspect brought up by RQ3 focuses on the difference between the
proposed solution and a common role-based RESTful API, and how fast they are
able to resolve a request. Therefore, a rule set was set up that caused a graph-based
server to mimic the response behaviour of a role-based REST server. The reasoning
behind a setup like that was to make sure that both servers could produce the same
responses to a set of requests, so that any measurable difference in execution time
could be attributed to the process of resolving data.

The set of requests used to collect measurements were designed with a few important
points in mind:

• The requests should be constructed so they allow both servers to produce
identical responses with a single round trip request. Due to the general design
principles of RESTful APIs, the data a user is interested in usually needs to be
assembled from the responses of several requests. However, allowing such an
approach would invalidate the comparison, since each REST response would
be made up of multiple requests and their individual execution times.
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• The requests need to cover a wide range of response sizes. That is, the re-
sponses need to contain a variety of resolved properties, so that it might be
possible to draw conclusions about how the proposed solution behaves when
resolving both small and large numbers of data points.

The measurement collection is performed using so-called “warm” servers, meaning
that they have already received a number of requests before the collection of data
starts. The reason for choosing this strategy is that both the Java Virtual Machine
and database connections are able to make significant performance optimizations
over time. Allowing the servers to receive 30 requests before measuring their perfor-
mance was deemed sufficient to bring the execution times close to what they could
look like over time. Once the servers had been warmed, 500 new requests were sent
and their execution times recorded.

3.6.5 Survey
To evaluate the maintainability and the granularity’s adequacy, the judgement of
human expertise was necessary. For that reason, an online survey in the form of a
questionnaire was chosen to collect qualitative data. This was done following the
process and guidelines for conducting empirical studies in software engineering [29].
Due to the impracticality of collecting data from every single person that uses Volvo’s
APIs, a sample of the population were selected in the form of a non-probability sam-
pling, in particular the technique “convenience sampling”. This provided convenient
people to act as respondents, such as experts regarding the topics provided in this
project [29]. In order to get relevant and credible answers, the questionnaire was
distributed through carefully selected internal channels at Volvo Cars.

The questionnaire adopted the following structure:

• Problem statement
A formulation of the problem that the artifact is trying to solve.

• Solution
A high-level explanation of how the artifact intends to solve the problem.

• Knowledge & Experience
Questions regarding the respondents current knowledge and experience with
GraphQL and access control models.

• Introduction & Tutorial
A description of the artifacts functionalities. A short tutorial on GraphQL
was also provided, since some knowledge about the technology was deemed
necessary to answer the questions.

• Maintainability & Usability
Questions to evaluate the maintainability and usability of the artifact. Using
information about the configuration of a server and some response data, the
respondents were tasked with deciding whether or not the response came from
the suggested server.
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• Applicability
Questions regarding the perceived applicability of the proposed solution in the
respondents own work. These questions also gave respondents the chance to
provide notes about their experienced advantages and disadvantages of the
model.

The responses were collected and analyzed in order to justify the research questions.
The results can be observed in chapter 5, and the full questionnaire can be seen in
Appendix A.1.
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4
Implementation

This chapter describes the practical implementation of a GraphQL-based server
with a builtin attribute-based redaction mechanism. Figure 4.1 shows an activity
diagram that visualizes how access control is applied to a request, and can be used
as a reference throughout this chapter.

4.1 Client-side

The client side consists of the interaction between a user and the server. This
interaction boils down to two separate stages in the retrieval of data:

1. The user constructing a query and initiating a request to the server.

2. The server finalizing the request by returning a response to the user.

These stages are chronologically located at opposite sides of the data request, and
the finalization stage does not contain much complexity. However, the initiation
stage contains a few important steps that concern query construction and user au-
thentication.

4.1.1 User Interaction

A user interacts with the server by constructing a query specifying which properties
to retrieve. An example of such a query was shown in Figure 2.1a. The structure of
the query allows the user to request arbitrary combinations of data points through
a single endpoint. This makes for a simpler API surface when compared to a REST
API, while still supporting very granular data requests.

The request should also contain some form of authentication token, if one exists, in
order to provide the server with information regarding the requesting user. Given
that a token is included, the server can construct a decision context containing user
attributes to aid in sharing decisions.
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Figure 4.1: An activity diagram overview of the system.

4.2 Server-side

The server that handles incoming API requests must not only set up appropriate
routing, but it must also supply the GraphQL instance with the information it needs
to performs its tasks. This section describes the set up of a GraphQL server that
supports attribute-based access control.
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4.2.1 Receiving Queries

Whenever the server receives a request, it needs to set up a few structures in order
for GraphQL to properly resolve the query.

1. Subject Profile
For the Access Rule Evaluator to be able to function properly, it needs access
to attributes describing the requesting party. This profile could, as previously
mentioned, include authorization tokens, information about the Subject’s em-
ployment or relation to the organization, and the Subject’s security clearance
level. The Access Rule Evaluator is covered in more detail below.

2. Data Sources
When GraphQL resolves a query, it needs to fetch the data from somewhere.
In practice, this could be as simple as including an in-memory data object.
However, in large-scale data settings, it is more reasonable to believe that one
includes database connectors or file handles.

3. Access Rule Evaluator
When traversing the query graph, GraphQL will need to confer with an author-
ity that knows which Objects the Subject is allowed to access. This component
is discussed in greater detail in section 4.3.

The above structures are wrapped into a context object and added as execution in-
put to the GraphQL instance. It is worth to note that the above list is by no means
exhaustive of what one could or would like to include in an execution context. If the
Access Rule Evaluator is programmed to make decisions on global attributes, one
could include those in another structure as well. Such attributes could, for example,
include the time when the request was received, the operating system being used,
or any other attribute that is not specifically related to the Subject, but still may
factor into the decision to grant access.

Apart from setting up an execution context, the server also needs to specify a global
GraphQL directive. A global directive provides an injection point where one can
execute arbitrary code before a property is resolved. It also provides access to the
property’s resolver function, which makes it a good place to intercept the resolved
value and perform access control evaluation.

Figure 4.2 shows how the data flow is changed by inserting an access control wrapper
between the GraphQL instance and the node resolving a data property. The wrapper
acts as a resolver node in the eyes of GraphQL, but delegates the task of fetching data
to the user-specified resolver function. When a value is returned, the access control
node can perform value-level access control evaluation and return the appropriate
final result to GraphQL.
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Figure 4.2: An illustration of how and where the access control mechanism
intervenes when GraphQL resolves a data property.

An access control node’s work can be divided into the following high-level steps.

1. Receive GraphQL’s request to resolve a specific data property and pass it on
to the corresponding resolver function.

2. Receive the resolved data from the resolver function.

3. Confer with the Access Rule Evaluator and return the resolved data or a
redaction placeholder value, depending on whether the requesting party is
authorized to access the information or not.

Once the property nodes have been resolved and all leaf nodes contain data points
or redaction values, they can be serialized and sent back to the user.

4.3 Access Rule Evaluator
To properly evaluate whether or not a data point should be redacted, the nodes need
to confer with an authority that knows how and when different information can be
shared. In this system, the Access Rule Evaluator takes on the role of that authority.
It uses an arbitrary number of provided attributes, such as authentication tokens,
employment information, or the requesting party’s relation to the organization, and
provides all nodes with a single source of truth for sharing decisions throughout the
entire request.

Since it is entirely possible that the system is distributed, it is also crucial that the
Access Rule Evaluator delivers on some important requirements:

• All instances need to act according to the same rule set
Obviously, even if an API service is replicated across different machines, both
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the user and organization should be able to trust that all instances act accord-
ing to the same rules. Therefore, it is important that potentially replicated
Access Rule Evaluators stay in sync and react to rule set updates swiftly.

• The rule set stays the same across a single API request
A server that receives several requests every second runs the risk of receiving
a rule update in the middle of resolving a request. If that happens, the rules
that were in place when the request started needs to persist until the response
has been sent. If they don’t, a requesting user could end up with a response
that has been resolved using two different sets of rules.

The Access Rule Evaluator also needs to consider multiple cases when evaluating
whether to include some resolved data in a response. These cases depend on the
data types and are as follows:

• The data is a singular property
In this context, a singular property refers to a data object that can be thought
of as a single individual. Examples of common data types that satisfy this
constraint are integers, floating point numbers, and text strings. Map and
dictionary types also fit into this category, since they can be thought of as
another branch node in the GraphQL query graph. For singular properties,
the Access Rule Evaluator must answer the question “can <Subject> <Verb>
<Object>?”

• The data is a collection type property
A collection type property is allowed to contain zero or more data objects.
Common data types that fulfill this criteria are arrays, lists, and sets, to name
a few. This case is more complex than the previous, since it also requires the
Access Rule Evaluator to decide whether or not the requesting party can have
access to each of the elements inside the collection.

To cover all of these cases, the Access Rule Evaluator must be designed to take
these differences into consideration. If a property is singular, a single rule can be
applied to decide whether it should be shared. However, in the second case, the
evaluator needs one rule to decide whether to share the collection, and another rule
that decides which elements in the collection can be included.

4.4 Rule Set
To correctly grant or deny access to specific properties of the requested data, the
Access Rule Evaluator must be able to make decisions on a very granular level. This
requirement places high demands on the structure of the rule set, since a potentially
large number of rules must be easily accessible by machines and easily readable by
humans.

As shown in Figure 4.3, the rule set is structured according to a tree hierarchy with
three available levels below the root node.
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• Level 1: Types
The first level specifies a type for which rules can be applied. One may, for
example, want to impose some constraints on who can read employee infor-
mation, and therefore specify an Employee node in the first level of the rule
set tree.

• Level 2: Properties
The second level specifies a property for which one wants to define a rule. An
employee may have salary information that should only be available to certain
individuals or departments, so one could insert a Salary node into the rule set
tree.

• Level 3: Rule Definitions
The rules used by the Access Rule Evaluator to determine access reside at
the third level of the rule set hierarchy. The example in Figure 4.3 shows
how different properties may have a different set of rule definitions available
to them depending on whether they are singular or collection type properties.
Three different categories of rules have been identified for the scope of this
project: read, collection policy, and element filtering predicates. These are
explained in more detail below.

Because the Access Rule Evaluator needs to handle different types of properties in
different ways, the rule set needs to support that behaviour as well. Therefore, it
allows up to three different rule categories to be defined:

1. Read
The read rule is evaluated every time a resolver accesses a property, regardless
of whether it is a singular type or a collection type. It contains a Boolean
expression that evaluates to true if the requesting party is allowed to see the
information.

2. Collection Policy
The collection policy only applies to collection type properties, and defines
how a list of objects is shared with the requesting party. It contains one of the
following enumeration values:

• Full - The collection is shared as-is.
• Redacted - The collection is shared in its entirety, but with redaction

placeholder values inserted at indices where the requesting party is not
allowed access.

• Partial - The collection is filtered so that it only contains data that the
requesting party is allowed to see. The length of this type of collection is
always less than or equal to the other two alternatives.

3. Element Filtering Predicate
The element filtering predicate is a Boolean expression that evaluates whether
an individual element in a collection type property should be shared. If this
expression evaluates to false, the data is redacted according to the policy
specified in the Collection Policy field.
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Figure 4.3: An example showing the general structure of a rule set.

The PoC1 implements this rule tree structure using a simple JSON file. However, it
should be noted that these rules could be stored using a number of different formats
that support the expression of tree type hierarchies, for example YAML, XML, and
relational database tables.

1Available at github.com/JimmyMAndersson/attribute-based-content-redaction
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5
Evaluation Results

This chapter presents the collected measurements and the analysis of them. It
starts by presenting the results from the correctness tests used to validate whether
the solution works as expected, followed by a section on measurements regarding the
performance of the system. Finally, it looks at the data collected from the survey.

5.1 Redaction Correctness
Table 5.1 shows the results from each of the redaction correctness tests. These mea-
surements were collected as part of a set of automated tests, which were covered in
section 3.6.3. A total of 14,377 access control decisions were made by the Access
Rule Evaluator, all of which matched the expected outcome for the specified rule
sets and queries.

Test Access Control Decisions Correct Decisions
1 2093 2093
2 1238 1238
3 1238 1238
4 4228 4228
5 1117 1117
6 1158 1158
7 3221 3221
8 82 82
9 2 2

Total 14377 14377

Table 5.1: Result summary for the redaction correctness tests.

5.2 Request Execution Time
The following results were collected as part of a set of automated tests, in a role-
based REST server and a graph-based server were hit with a number of requests
yielding similar responses. The full details of the setup can be found in section 3.6.4.

Figure 5.1 shows the average measured execution time per request, based on how
many properties that request has to resolve. The plot shows that both the graph-
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based and the REST-based solution tends to scale linearly with the request size.

Figure 5.1: The average execution time for a request based on the number of
requested properties. The plot also includes the 99% confidence intervals.

Figure 5.2 shows the calculated execution time per resolved property at different
request sizes. One can see that the average time to resolve a property is larger for
small requests, but approaches a steady state above a certain request size. The same
pattern goes for both the graph-based and the REST-based solution, although the
difference and variance for smaller requests is greater in the graph-based case.

The difference between the mean execution times is shown in Figure 5.3. This plot
illustrates that the average execution time difference per property is large for smaller
request sizes, but approaches a steady state of approximately 2.8 µs as the request
size grows.

The calculated average execution time per property, as well as some statistical mea-
sures and computations, are presented in Table 5.2. The p-values come from a
two-sample t-test, under the null hypothesis that there is no discernible difference
in average execution time between the two servers. As can be seen, the p-values
are very small and indicate significance across the board. One can also see that the
difference in average execution time per property tend towards a steady state as the
number of requested properties grows larger, as Figure 5.3 visualizes.
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Figure 5.2: The average execution time to resolve a single property, based on the
number of properties contained by a request. The plot also includes the 99%

confidence intervals.

Figure 5.3: The average execution time difference between a request made to a
role-based REST API and a graph-based server employing attribute-based

redaction. The plot also includes the 99% confidence interval.
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5. Evaluation Results

The effect size was calculated using the Vargha Delaney A12 measure [30], and the
result indicates a large effect.

A12 = 0.888889

5.3 Survey
The following results present the data collected from the survey. The collection was
performed through an online questionnaire, as described in section 3.6.5. A total of
6 respondents participated in the survey.

In the first couple of questions, the respondents were presented with an access con-
trol configuration, as well as with a server request and some response data. Their
task was to decide whether the request could have yielded the response, given the
access control rules. Figure 5.4 shows a Likert plot describing the amount of effort
respondents felt they had to put in to derive answers to these questions. As can be
seen, none of the responses indicate that a lot of effort was needed. Summing up
correct and incorrect answers, also shows that a total of 22 questions were answered
correctly by the respondents, while only 2 were answered incorrectly.

Figure 5.4: A Likert plot illustrating the amount of effort the respondents felt
they had to put in to derive answers.

Figure 5.5 shows a histogram of how useful the respondents thought the solution
would be if they had access to it in their own work. Looking at the plot, the respon-
dents tend to rate the proposed solution either as not so useful, or as quite useful.
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The free-form textual feedback collected in connection to this rating provides some
insight into the perceived pros and cons of the suggested approach.

Figure 5.5: The distribution of how useful respondents thought the proposed
solution would be in their own work.

The main advantages of the proposed solution circle around the rule set format. It
is described as being a “pleasant format”, as being a “compelling pattern”, and as
being a natural way to work with “whitelisting” data. Many of the respondents
seem to agree that the rule set structure feels familiar and easy to reason about.
The respondents also comment on the collection policy as being a useful component
in the rule set.

On the cons side, some concerns are raised about the solutions ability to deal with
complex rules. The concerns are not with regards to the structure of the rule set per
se, but rather focus on the ability and feasibility to put together a decision context
and user profile to support the access rule evaluator. As an example, “Person A
should have access to Resource B for as long as he or she is assigned to Project C,
and Project C is active” was brought up to illustrate that decision contexts may
need to include a lot of information. All of this information would need to be loaded
into memory at the beginning of a request, something that may be time consuming
and cumbersome.

Another critique of the solution concerned the forced “nullability” in the API. The
respondents raised concerns about the fact that they would have to redefine big
parts of their public interface in order to satisfy this constraint. For the solution to
be used, it would need to “support both schema-first and code-first implementation”.
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6
Discussion

This chapter summarizes the key results of this project and, in the context of those
results, discusses the advantages and limitations of the proposed solution. It also
makes recommendations for future research projects in related areas.

6.1 Redaction Correctness
The correctness tests cover different kinds of requests, rule sets, and requesting
users, and the results show that all sharing decisions in these cases are made cor-
rectly. These results suggest that the mechanism will resolve a wide number of
requests correctly, and that it can be considered accurate for a good portion of po-
tential queries.

However, the tests do not cover every possible request, and may therefore miss edge
cases where the implementation fails. Such cases could, for example, include requests
with extreme query complexity, such as very deeply nested queries. Bugs, logical
errors, and failures in edge cases are hard to avoid completely in any software, and
their existence need to be considered even if these correctness tests are successful.

6.2 Performance
As could be seen in Figure 5.1, the graph-based solution is slower to resolve a request
compared to a REST-based implementation. The performance impact is linear with
respect to the number of requested properties. This impact can also be seen in
Figures 5.2 and 5.3, which show the average execution time per requested property
and the average execution time difference between the two implementations.

The Common Expression Language specification says that the language evaluates
in linear time, which means that the number of variables evaluated to grant or deny
access will also play a role in how much slower the graph-based solution is. The
absolute time each variable adds to the execution was not measured or taken into
consideration in these tests. Since the goal was to replicate the behaviour of a role-
based REST server, only a single Boolean variable was used in each property rule
during evaluation. This constraint needs to be taken into account when interpreting
these results.
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Looking at Figure 5.2 and 5.3, it is visible that the time difference per property be-
tween the two implementations is asymptotic. The graph-based solution is almost 8
times slower than the REST-based implementation for small requests, approaching
an approximate 2.8 µs difference per property as the requested number of proper-
ties grows larger. This behavior can be attributed to the compilation of evaluation
scripts, which takes place the first time when a specific property is resolved during
a request. As the number of requested properties grows larger, the likelihood of
evaluation scripts getting reused also grows and the compilation cost per property
decreases.

A two-sample t-test shows that the execution time difference between the two imple-
mentations is well beyond statistically significant, even causing computers to round
the p-value to 0. Furthermore, computing the Vargha Delaney A12 measure yields
0.888889, indicating a large effect size.

One thing to note in regards to the performance results above, is that the general
design principles of RESTful APIs rarely allow a user to fetch all relevant data
with one round trip request. Instead, one often needs to perform several network
requests and assemble the desired information on the client-side. GraphQL, on the
other hand, often serves all information readily assembled in one single request.
This negatively impacts the overall performance of RESTful APIs for slightly more
complex requests, and lessens the impact of the shown execution time difference.
However, such scenarios were not measured because it would invalidate the direct
comparison between the two approaches.

The decision to run all tests on a local machine also affects the performance test re-
sults. The graph-based server utilizes a large degree of parallelism, which means that
the available hardware profile directly impacts the execution time. Cloud service
providers usually allow their customers to pick a hardware profile for their envi-
ronment, where more powerful profiles incur higher monetary costs. This relation
implies, somewhat simplified, that if an organization spends more money on their
cloud environment they will also cut execution times with the graph-based API.
In the end, this makes the proposed solution susceptible to a trade-off discussion
between performance and monetary cost.

6.3 Usefulness in Practice
Apart from the performance aspect, the perceived usefulness from a human point of
view is also important to consider. One component of the usefulness is the ease of
use from a human point of view. Figure 5.4 shows that the survey respondents felt
like they needed to put relatively small efforts into figuring out the answers. The
fact that the respondents got 22 out of 24 answers correct, in combination with the
respondents difficulty assessments, suggests that the proposed solution is relatively
easy to understand.
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The survey also revealed another concern regarding the forced “nullability” of data.
In order to use the proposed solution, developers may need to remove guarantees
that a specific property always contains a value. This restriction goes against some
design API principles, in which it is preferred to guarantee the existence of a value
instead of sending optional data. To mitigate this concern, it would be fairly easy
to extend the rule set structure to also support default values in case of redaction.
Developers could, for example, choose whether a redacted value should be replaced
by a “null” value, the data types “zero” value, or a custom value of the developers
choice.

6.4 Threats to Validity
The cooperation with Volvo Cars offers many advantages, such as access to expert
knowledge and industry experience. However, it also raises the question of how
well the results of this study will generalize outside of the company [31]. Each or-
ganization is likely to have differing sets of IT infrastructure components, human
resources, and organizational hierarchies – making each of them unique in their own
way. Because of this, a well-suited solution for one company may not work for others.

One aspect of this concern is that the systems and data structures at Volvo Cars are
unique to their use case and situation. Any solution tailored to their specific needs
may end up being difficult, or even impossible, to use in other organizations. To
mitigate this, the solution has been designed as a generic plug-and-play component,
which can be easily injected into any existing GraphQL API server. This require-
ment enforces that the component is flexible enough to work with any information
that API developers deem necessary for sharing decisions. By placing the definition
of a decision context outside of the redaction component, the risk of tailoring a so-
lution to one specific company decreases.

A second aspect regards which criteria a company should fulfill in order to find this
solution useful. Volvo Cars, being a global automotive manufacturer with a clear
software profile, have very specific use cases for these technologies. However, any
organization that needs to expose potentially sensitive information to the Internet
may benefit from the results of this study. Regardless of whether the use case con-
cerns sharing company confidential data to other countries, or preserving GDPR
compliance inside country borders, the results of this project can provide tools and
insights for system architects and developers.

It should also be noted that the survey only had 6 respondents, which is indeed
a small sample size. This fact needs to be taken into account when interpreting
the qualitative results. Nevertheless, the respondents provided high quality textual
feedback on the pros and cons of the solution, which supports a “quality over quan-
tity” type of argument for including the survey results in this report.

The mocked data can also raise concerns regarding the generalizability of these re-
sults. In the real world, databases may suffer from various issues regarding data
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normalization and information being scattered across a large number of tables in
multiple databases. The fact that the PoC only uses a single database with two
tables implies that the data is likely to be much cleaner and easier to access than
in a real-world scenario. The main rationale for designing the mocked data like this
was to remove as much undesired execution time variability and hidden complexity
as possible, while still being able to test the solution properly. However, it is some-
thing that needs to be considered when interpreting the results.

6.5 Future Research
To make further progress in this topic, future research could focus on two problem-
atic areas within the proposed solution.

• Forced Nullability
The qualitative evaluation uncovered that the forced “nullability” in the cur-
rent model may be undesirable from an API design point of view. Rather than
using the “null” value by default, future research could investigate how to ex-
tend the current model to support arbitrary redaction values. These could
possibly be incorporated into the rule set, but more efforts would need to be
put into making sure that the solution does not become difficult to understand
or work with.

• Mutations
Another possible extension of the current model includes support for control of
mutations. This project only investigated the outwards sharing of information,
but a production server may also need to expose options to change and update
data. Future research could look at the possibility of extending the current
solution to cover mutability as well.

6.6 Answering the Research Questions
RQ1 asks whether the proposed solution can improve data granularity compared
to common role-based RESTful alternatives. For this question, the answer must be
that it can. The proposed solution does not deny access to an entire response simply
because one or a few properties are denied, but instead masks those data points and
sends the remaining information.

The answer to RQ2 is not a straight forward yes or no. The proposed solution is
definitely more maintainable when it comes to implementing and maintaining the
redaction mechanism across endpoints and entry points, as all requests are resolved
using the same data processing pipeline. This means that, compared to RESTful
alternatives, there is no need to update multiple endpoint implementations if the
rules or data structures were to change. The survey respondents also agreed that
the rule format was easy to understand and work with. However, keeping the rule
set up to date and synchronized with the properties available in the data structures
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and decision contexts will add to the maintenance efforts, and the need to develop
automated tools to aid in this task is evident.

Just as with RQ2, the results do not provide a clear cut answer to RQ3. There is
indeed a significant difference in the execution time between the proposed solution
and a common REST implementation, as shown by the hypothesis test. However,
the performance degradation is not so big that it automatically disqualifies the
solution from being used in a production setting. How big of a performance hit
an organization is willing to take to get the upsides of the proposed solution is
ultimately a call for the stakeholders. Nevertheless, the results suggest that the
proposed solution can still be an attractive option for APIs where requests resolve
up to a few hundred thousand properties. Above that, the added latency may
become an issue.

39



6. Discussion

40



7
Conclusion

This master’s thesis has depicted the development of an access control mechanism
building on two previously existing methods: attribute-based access control and
redaction. The main goal was to produce a model for how to combine the two
techniques and incorporate them into a request-response type server, as well as to
answer some questions regarding the solutions maintainability, granularity, and per-
formance characteristics. The proposed solution would have to offer a greater degree
of granularity than commonly used role-based REST APIs. However, it also had to
be easy to understand and maintain, as well as offer acceptable runtime performance.

The model uses a graph-based API architecture equipped with a “middleware” type
of wrapper, that essentially intercepts and filters information on its way from the
data source to the GraphQL instance. The filtering is performed dynamically by
a central authority, which relies on a tree-like rule set structure to evaluate access
conditions. The serialized response ends up containing only the data that the re-
questing entity is allowed to see, with all denied information being replaced by a
redaction placeholder.

The model is deemed useful by the authors, as the results show that it correctly
redacts information to which the requester is not granted access. It also incurs an
acceptable performance hit for many use cases, since the added latency won’t be
truly noticeable for requests resolving less than a few hundred thousand properties.
There are, however, problematic areas that need to be addressed within this model
before it can be deployed into production. One concerns the forced “nullability”
and the way that it affects the design choices of API designers. Another regards
the ability to load and construct complex decision contexts to aid the Access Rule
Evaluator in making access decisions.
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A
Appendix 1

A.1 Survey Questionnaire
This questionnaire was sent out after the last iteration of this study. The set of
questions are the following, where those that contain a ’*’ are regarded as manda-
tory.

I



This section asks a few questions about your current experience and knowledge 
with some of the topics that are discussed in this project.

This form evaluates the design of a new access control mechanism for large-scale data 
systems. The project is a master's thesis made in cooperation between two Chalmers 
master's students and Volvo Cars.

* Required



1.

Mark only one oval.

No experience

1 2 3 4 5

Much experience

2.

Mark only one oval.

No knowledge

1 2 3 4 5

Much knowledge

This project studies a new access control concept for request-response API's exposed to 
the Internet. It does so by combining attribute-based access control and redaction. This 
section introduces how the mechanism grants access to different resources on a very 
granular level. 
 
If you are already familiar with how GraphQL works, you can skip ahead to the Rule Set 
section.















The figures below show you a schema, a rule set and a response to use in this 
question.





3.

Mark only one oval.

Yes

No

4.

Mark only one oval.

Very little effort

1 2 3 4 5

Very much effort

5.



The figures below show you a schema, a rule set and a response to use in this 
question.





6.

Mark only one oval.

Yes

No

7.

Mark only one oval.

Very little effort

1 2 3 4 5

Very much effort

8.



The figures below show you a schema, a rule set and a response to use in this 
question.





9.

Mark only one oval.

Yes

No

10.

Mark only one oval.

Very little effort

1 2 3 4 5

Very much effort



11.

Mark only one oval.

full

redacted

partial

12.

Mark only one oval.

Very little effort

1 2 3 4 5

Very much effort

13.

This section provides a mix of multiple choice questions and free-form text fields, 
allowing you to provide more nuanced answers.



14.

Mark only one oval.

Not helpful

1 2 3 4 5

Very helpful

15.

16.

This content is neither created nor endorsed by Google.

 Forms
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