
On Preserving Privacy

Queries to Cloud Stored Homomorphically Encrypted Docu-
ments

Master’s thesis in Computer science and engineering

Tarek Chorfi, Pavlos Stampoulis

Department of Computer Science and Engineering
CHALMERS UNIVERSITY OF TECHNOLOGY
UNIVERSITY OF GOTHENBURG
Gothenburg, Sweden 2025





Master’s thesis 2025

On Preserving Privacy

Queries to Cloud Stored Homomorphically Encrypted Documents

Tarek Chorfi

Pavlos Stampoulis

Department of Computer Science and Engineering
Chalmers University of Technology

University of Gothenburg
Gothenburg, Sweden 2025



On Preserving Privacy
Queries to Cloud Stored Homomorphically Encrypted Documents
Tarek Chorfi
Pavlos Stampoulis

© Tarek Chorfi, Pavlos Stampoulis, 2025.

Supervisor: Rhouma Rhouma, Computer Science and Engineering
Examiner: Ahmed Ali-Eldin Hassan, Computer Science and Engineering

Master’s Thesis 2025
Department of Computer Science and Engineering
Chalmers University of Technology and University of Gothenburg
SE-412 96 Gothenburg
Telephone +46 31 772 1000

Typeset in LATEX
Gothenburg, Sweden 2025

iv



On Preserving Privacy
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Abstract
This thesis explores homomorphic encryption on queries to cloud stored documents.
Moreover, the aim of this thesis is to explore the use of semantic search on encrypted
word embeddings with end-to-end privacy. A concrete implementation of a secure
semantic search application that stores documents in a database which allows for
efficient retrieval (using Locality Sensitive Hashing) and computation of embedding
similarities is presented. Experiments were conducted to benchmark the perfor-
mance of homomorphic operations on encrypted data. CKKS was the homomorphic
encryption scheme used in these experiments, because CKKS works with vectors of
real numbers, which is what word embeddings are. The experiments focused on
how much of the operations can be offloaded to the server and also the accuracy
between decrypted ciphertexts and plaintexts after computations. Our results show
that achieving high accuracy between decrypted ciphertexts and plaintexts does not
decrease performance, however it does limit the level of security depending on the
set parameters. We concluded that homomorphic encryption is feasible for our spe-
cific use-case and could potentially allow almost 300 000 similarity computations
per second given a server cluster of 8 hosts each having an Nvidia 4090 GPU.

Keywords: Homomorphic encryption, Word embeddings, CKKS, Semantic search,
Locality Sensitive Hashing
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1
Introduction

Homomorphic encryption (HE) is a field of cryptography where encryption schemes
allow for computations to be performed on encrypted data without the need to de-
crypt ciphertexts. This allows anonymous computations to be performed. This can
be applicable in many known sectors, some of which are cloud computing, finan-
cial institutions, voting and healthcare [1]. Homomorphic encryption schemes are
promising, however the current drawbacks are factors such as high latency and com-
putational overhead [2]. Additionally, as quantum computing continues to evolve,
it is crucial for cryptography and data encryption to follow suit – or, ideally, get
ahead. After all, with recent breakthroughs in quantum computing, the need for
post-quantum secure cryptography has never been more urgent. For example, Mi-
crosoft’s road to a million qubits with its Topological Core has accelerated develop-
ment from decades to just years [3]. Since HE is post-quantum secure, it could act
as a key candidate for future privacy preserving services.

1.1 Purpose
The purpose of this thesis is evaluate the feasibility and privacy benefits of using
homomorphic encryption in vector similarity search. Vector similarity search is a
mathematical way of comparing vectors to calculate their similarity, often being a
measure of angular similarity or the distance between two vectors. Word embeddings
are encodings of natural language that are n-dimensional vectors that contain the
semantic meaning of the input. Because word embeddings encode the semantic
meaning of the input, it is possible to perform semantic search (a term often used for
vector similarity search where the semantics of the input are encoded in the vectors)
on word embeddings in the vector domain which is consistent with the plaintext
domain. We aim to present benchmarks of HE used within word embeddings to
measure accuracy, performance and scalability for vector similarity search, whilst
also assessing its privacy- and security level.

1.2 Envisioned use-case
We want to explore a solution for a secure embedding database (i.e. secure cloud
storage). We believe that it could be used within AI augmented questioning and
answering when dealing with sensitive source data. Retrieval Augmented Generation
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1. Introduction

(RAG) is a method in which one can leverage Large Language Models to answer
questions given input contexts. There has not been significant work in the field
that combines vector databases with homomorphic encryption. Thus we intend to
explore a solution for a secure embedding storage that allows for private retrieval
by a third-party client.

In the complete use-case, a user should be able to upload documents without di-
vulging any information about their data, this means that the documents stored
should be encrypted. The user should also be able to perform semantic search on
the stored data without divulging any information about the query. This means that
the query will also be encrypted. By leveraging homomorphic encryption we can do
mathematical operations on ciphertexts. Thus no information about the retrieved
data or query is leaked, because both are unknown to the server.

The user can then with the help of an LLM (preferably hosted locally for privacy)
pass the query along with the decrypted retrieved data to allow for easy question and
answering functionality. This will allow the user to get an answer to their question,
given their input data, and help speed up efficiency when searching through sensitive
large-scale data.

1.3 Research questions
We will focus on presenting HE’s applicability for one use-case, similarity search in
encrypted word embeddings. The research questions we want to answer are:

Research question 1: How can privacy be preserved with HE?

Research question 2: What are the limitations of HE in our implementation?

Research question 3: Is it viable to use HE in the real-world for the previously
discussed use-case?

1.4 Scope and constraints
Security is a big part of cryptography, if the scheme is not secure then it should not
be used. Our security assessment of our HE implementation will not be about the
mathematical theory behind it. There already exist extensive papers on the hardness
assumption and proofs of Learning with Errors (LWE) and Ring-Learning with
Errors (RLWE). LWE and RLWE are mathematical problems where noise (error) is
added to the secret information [4]; further explanation is provided in Section 2.1.1
and Section 2.1.2. One notable work studying the theoretical aspects of HE is the
work by Lyubashevsky et al.[5], where they provide rigorous complexity-theoretic
reductions of the LWE-problem which the HE schemes are based on. Therefore, it
will not be within the scope of this project to perform a theoretical and mathematical
security analysis of HE schemes. However, we will discuss the security constraints
and trade-offs from the different experiments conducted in this thesis.
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2
Theory and Background

This chapter will provide a sufficient understanding of the theory and concepts on
which the implementation and experiments are based on. Grasping the core idea
of the theory and how it works is more important than explaining mathematical
definitions and proofs. Additionally, this chapter provides a technical understanding
of the operations used, in order to understand the report’s result and discussion.
The reader is expected to have a basic grasp of group theory and rings, as well
as an understanding of linear algebra. Additionally, some familiarity with Natural
Language Processing would be beneficial, however not necessary.

2.1 Homomorphic Encryption
Homomorphic encryption allows for operations to be performed on the ciphertext,
known as a malleable ciphertext. The decrypted message will be consistent with
the operations performed on the message whilst it was encrypted. Furthermore, the
components needed for a general HE scheme are presented in Definition 1.

Definition 1 (Homomorphic Encryption (HE) Scheme [2] ) A homomorphic
encryption scheme using public-key encryption is set to contain four components:

1. KeyGen: Takes as input the security parameter, often denoted as λ, then gen-
erates a public-key and a secret-key.

2. Encrypt: Uses the public-key (or secret-key) to map the plaintext into a cipher-
text.

3. Eval: Some function f() takes i amount of ciphertexts, where i ∈ N, and
applies some operation on {c0, c1, . . . , ci}, outputting a new ciphertext corre-
sponding to the result of the same operation on the underlying plaintexts.

4. Decrypt: Uses the secret-key to map the ciphertext back into a plaintext.

In summary, the homomorphic property guarantees that evaluating a function on
ciphertexts and then decrypting the result yields the same outcome as applying
the function directly to the corresponding plaintexts. Moreover, in HE there exist
schemes which are designed for either public-key or secret-key encryption. Depend-
ing on the intended use of the HE scheme, both public-key and secret-key encryption
offer distinct advantages. Secret-key encryption is preferable in settings where data
generation and computation are handled internally, as it ensures that only one party

3



2. Theory and Background

can encrypt and decrypt the data. Public-key encryption, on the other hand, en-
ables multiple external parties to encrypt data using a shared public key. This is
particularly useful for scenarios such as offloading computations to untrusted servers
or storing encrypted data in the cloud while preserving privacy.

2.1.1 Lattices and Learning with Errors
Lattices and learning with errors are the fundamental mathematics and theoretics
used to create homomorphic encryption schemes. This section aims to clarify these
fundamentals in order to provide a deeper insight into how HE schemes actually
function.

Definition 2 (Lattices) [6] A lattice L is a set of infinite points in the real
coordinate space Rn, L ∈ Rn, more accurately L is an additive discrete sub-group
of Rn. A lattice has a vector basis in Rn, respectively a vector basis has any linear
combination with integer coefficients to form a lattice.

As shown in Figure 2.1, going from left to right is how lattices are created. Column A
represents the basis vectors. Column B represents the paths of the vectors depending
on their coefficients. Column C is showing the clear lattices created by the basis
vectors. Row number one is a hexagonal lattice pattern. Row number two is a 45°
rotated large square pattern. Row number three is a normal square pattern.

Figure 2.1: Three different two-dimensional examples of lattices.
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2. Theory and Background

Definition 3 (Learning with Errors (LWE) [4]) The Learning with Errors
problem is a problem that is solved by finding the secret s ∈ Zn

q , where s is a vector
with n elements (n ≥ 1) in the set of integers modulo q (q ≥ 2). A vector a ∈
Zn

q is generated uniformly at random and an error e ∈ Zq is generated from a
χ-distribution. Together they create a tuple (a, ⟨a, s⟩ + e) denoted as As,χ, where
⟨a, s⟩ = ∑

i aisi.

The application of LWE involves generating multiple instances of As,χ over the se-
cret key s, resembling Gaussian elimination. However, the error term e introduces
noise, thereby increasing the problem’s computational complexity. Regarding this
difficulty, in Regev’s [4] paper where he first introduced a public-key cryptosystem
based on the LWE-problem, states that its security is based on the worst-case quan-
tum hardness of the lattice problems GapSVP and SIVP. SVP stands for Shortest
Vectors Problem, “Gap” adds constraints to the problem and for SIVP the “I” stands
for independent.

2.1.2 Ring-Learning with Errors
Ring-learning with errors (RLWE) follows the definition of LWE, but it establishes
further traits to the mathematical theory, namely ring theory. As Lyubashevsky
et al. [7] state, RLWE is parameterized by a number field K, a ring of integers R
and an integer modulus q . Additionally, Lyubashevsky et al. focus on the duality
within lattices, hence why in their definition of the secret s they write that s ∈ R∨

q .
However, Lyubashevsky et al. clarify that for the case of the mth cyclotomic ring
where m is a power of two, then R∨ is just a scaling of R. This is going to be
further explained in Section 2.8.

Definition 4 (Ring-Learning with Errors (RLWE) [7]) For a secret s ∈ R∨
q ,

an error distribution Ψ over K, and a sample from the ring–LWE distribution As,Ψ
over Rq×T, where T = KR/R∨, a is generated uniformly at random, e is generated
from the error distribution Ψ and (a, b = (aůs)/q + e mod R∨) is outputted. The
problem is stated as: Given access to arbitrarily many samples of As,Ψ, find s.

Definition 4 is a concise version of the definition given by Lyubashevsky et al., but
if the reader could follow Definition 3, simply replace most of the components to
that of the components of a ring.

2.1.3 CKKS
CKKS (Cheon-Kim-Kim-Song) is a leveled-homomorphic encryption scheme for
arithmetic of approximate numbers, also known as HEAAN [8]. Similar to other
HE schemes, CKKS incorporates errors to its scheme, more specifically it incorpo-
rates RLWE to its scheme. Other HE schemes separate the message and the error
in the plaintext, whilst CKKS combines them, ∆ · m + e , which can be seen in
Figure 2.2. This does not only contribute to the security of the schemes – based
on the hardness assumptions of LWE and RLWE problems – it also contributes
to the approximation of numbers [8]. Moreover, other than the distinct structure
of plaintexts, several components that make CKKS possible are for example: Re-
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2. Theory and Background

linearization, key generation, scaling, rescaling, encoding and decoding vectors to
and from polynomials. We will cover scaling, encoding and decoding in this section,
whilst relinearizaion and key generation will be covered in their respective Sections
2.8.4 and 2.8.2.

The most complex component of CKKS, besides RLWE, is the mathematical theory
of cyclotomic rings. Let R = Z[X]/Φm(X) be a cyclotomic ring, Z[X] is an integer
polynomial ring and Φm(X) is the mth cyclotomic polynomial, together they create
a cyclotomic ring. The encoding and decoding of CKKS uses the cyclotomic ring’s
properties of isomorphism and the mth primitive roots of unity to transform complex
vectors to polynomials and then polynomials back to complex vectors, this is called
the complex canonical embedding map σ. Let m(X) ∈ R be an encoded plaintext
polynomial, the first step to decoding it would be to use the canonical embedding
map σ : S → C, where S = Z[X]/ΦM(X) is an arbitrary element from the ring
of integer polynomials [8]. Lastly, natural projection π : H → Cϕ(M)/2 is used on
σ(m(X)) to get the decoded complex vector plaintext z ∈ Cϕ(M)/2. Furthermore,
H is the space of Hermitian-symmetric complex vectors indexed by Z∗

M, formally
written as H = {(zj)j∈Z∗

M
: z−j = z̄j, ∀j ∈ Z∗

M} ⊆ Cϕ(M)/2 [8]. Note that there are two
different “phi” notations, ϕ which is Euler’s totient function and the mth cyclotomic
polynomial Φm. Additionally, recall that the m for the cyclotomic polynomial is
a power of two, thus turning the notation of the ring to Rq = Zq[X]/(XN + 1).
Moreover, q is the modulus in the ciphertext space, recall q from Rq which takes
the polynomial from the ring modulo q.

After encoding is complete, something that is not as complex as encoding and de-
coding is the scaling of the messages. In Figure 2.2, there is a visual representation
of how a ciphertext is structured. The scale is represented with ∆, which is from 2∆.
While in the figure, the message m is multiplied with ∆, in actuality it is multiplied
with 2∆. However, using only ∆ simplifies it, and will be used throughout the paper.
Nevertheless, in the figure we can see how once the message m has been multiplied
with the scale ∆, it takes over most of the space from the budget. This is what
allows CKKS to be used for approximate arithmetic, the message is scaled up and
therefore the error has less of an impact to the actual message once it is decrypted;
yet, the error still adds security to the scheme.

Figure 2.2: Visual representation of a ciphertext’s structure

6



2. Theory and Background

2.2 Word Embeddings
On a high level, Word Embeddings are a way to represent the semantic meaning of
textual data using n-dimensional vectors. It is an emerging field that has had many
leaps in the last decade within Natural Language Processing (NLP), these leaps
arose from the need for a structured and mathematical representation of natural
language. At first glance word embeddings sound like a way to create an embedding
for individual words, which was the case in the earlier models.

Earlier models like Word2Vec [9] created vectors for individual words. The outputs of
Word2Vec are very concise dense representations, compared to the earlier works that
typically outputted sparse representations. A dense representation (dense vector) is
an n-dimensional vector that is mostly filled with non-zero entries, whereas sparse
representations (sparse vectors) are filled with mostly zero elements and in the case
of one-hot encodings only one element is non-zero. One-hot encoding is a method
in which we have a vocabulary V, which is a list of all the words that occur at
least once in the training text corpus. Then, for each instance of the word, the
embedding will be a vector with all but one zeros, which means that the number
one is inserted in the same index as it appears in the vocabulary V. For example,
given the vocabulary {cat, dog, mouse, squirrel, hedgehog}, the one-hot encoding
of the word hedgehog will be the vector {0, 0, 0, 0, 1}.

Word2Vec was presented in a paper by Mikolov et al. [9] and was a step forward in
semantic encoding of natural language. While earlier models had aimed to create
semantic word embeddings from natural language, they were very computationally
expensive. Word2Vec aimed to preserve estimation accuracy with a focus on mak-
ing it less computationally expensive by building a simpler model. The results of
Word2Vec was efficient estimation of semantic meaning of words along with alge-
braic consistency. Mikolov et al. give the example of taking the embedding of words
(denoted by E(X) where X is the word and E is the embedding function) and apply-
ing mathematical operations that retain semantic accuracy. Mikolov et al. give the
example that the embedding vector resulted from E(King)−E(Man)+E(Woman)
was closest to the embedding vector of E(Queen). This example, along with many
others such as capitals in countries, illustrates the idea that the Word2Vec model
achieves true semantic meaning in its embedding vectors.

The field of word embeddings has advanced from the Word2Vec model to more
encompassing models, such as BERT, which was presented in a paper by Devlin et
al.[10]. BERT allows arbitrary length embeddings that encode contextual meaning
of words, as opposed to Word2Vec in which the same word always resulted in the
same vector regardless of surrounding context.

Our focus is textual data, however our work can be implemented using any embed-
ding model that outputs a vector of real numbers. Nowadays, creating embeddings
from natural language (text and audio) and imagery is also possible due to advances
in the field. Examples of some notable embedding models that deal with textual,
image and audio input data are:

• Text Embedding model: BERT[10]

7



2. Theory and Background

• Image Embedding models: DINOv2[11] & CLIP[12]

• Audio Embedding model: wav2vec 2.0[13]

2.2.1 Inversion Attacks
Word embeddings do not protect privacy and should be seen as a way of mapping
from textual space to vector space. Inversion attacks are attacks in which the
adversary has access to some embeddings and wishes to retrieve the original plaintext
data from the embeddings. By using inversion attacks, it is possible to map back
data from vector space into regular text with high accuracy [14].

In a paper by Morris et al. [15], they created and presented Vec2Text. Vec2Text
is a model trained on text and embedding pairs. When running Vec2Text it starts
with a guess string which is the initial hypothesis, thereafter the model iteratively
improves the guess. It does this by creating an embedding for the initial hypothesis,
then compares it against the target embedding and modifies the guess for the next
iteration until it finds the match. After 50 iterations and usage of beam search,
Morris et al. found that 92% of the time they were able to retrieve the original
text. For Vec2Text to work as intended the adversary must have access to the same
embedding model that generated the target embedding. Therefore, the adversary
only needs black box access to the embedding model.

Figure 2.3 depicts the guessing process. Note that the embeddings are shown in 3
dimensions for simplicity, because embeddings are rarely encoded in 3-dimensional
vectors. The guesses are generated using a model trained on embedding-text pairs
as mentioned before.

Figure 2.3: Figure inspired by the paper detailing Vec2Text [15].

A protection method that Morris et al. [15] mentioned was to add slight uniformly
distributed Gaussian noise to the vector dimensions, which impaired inversion ac-
curacy. However, Morris et al. showed that they could still achieve good similarity
search performance to a certain threshold of noise. This is because noise does not
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2. Theory and Background

uniformly affect the semantics encoded in the embeddings, but it is theorized to
affect components such as commas and other symbols that do not encode crucial
semantics.

Furthermore, in a paper by Zhuang et al. [16] they analyzed the Vec2Text attack
and proposed a new mitigation technique of their own. The technique Zhuang et
al. proposed was to apply a transformation to embeddings after being computed.
They reason that this transformation could act as a private key for the user. This
is however not cryptographically secure, they did not expand with a cryptanalysis
of their method.

2.3 Vector Similarity Search

Vector similarity search (nearest neighbor search) is a field within mathematics
and is used in computer science for comparison between vectors to measure their
similarity. This can be a similarity between the vectors’ angle (cosine similarity)
or a measure of distance between the vectors’ ending position (euclidean distance).
Vector similarity search is widely used in NLP and large-scale data applications,
such as recommendation systems, where the goal is to identify items the the user
might be interested in based on preferences based on their past actions. However,
we are more interested in semantic search with textual data that is encoded into
vectors, for which the incoming query embeddings can be compared against the
stored embeddings. This will retrieve relevant data under the assumption that the
vector embedding model encodes semantic meaning into its vectors, i.e. semantically
similar texts are close in vector space.

The naive approach to nearest neighbor search is to compute the distance metric
between the query vector and every vector in the dataset and then take the top
results. This is infeasible when the dataset is large and fast lookup time is important.
There is plenty of research in this area on which data structures and techniques to use
for efficient computations. One example of solving this issue is to use approximate
nearest neighbor(ANN) search, in order to efficiently find candidate vectors and then
compute similarity metrics.

2.4 Locality Sensitive Hashing

Locality Sensitive Hashing (LSH) is a type of algorithm that is designed for fast
approximate similarity search. These algorithms are specifically for approximate
nearest neighbor (ANN) search. ANN algorithms are similar to similarity search,
because they deal with approximations instead of absolute nearest neighbor search.
An example of a widely adopted use-case is near duplicate search, whether it is doc-
uments, images or any other media. We will be focusing more on LSH of vectorized
data. There are two broad categories of LSH families which are data-independent
and data-dependent algorithms which we will explain in the two next subsections.
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2.4.1 Data-independent LSH
As the name suggests data-independent LSH is comprised of LSH algorithms which
do not account for the data being hashed in their hashing methods. Two LSH
families of note are the Hyperplane LSH [17] and E2LSH [18] (the naming of E2LSH
was made after the paper was written). In Hyperplane LSH the process is to generate
n random vectors of dimensionality d, we call these the bases for the LSH function
and will act as hyperplanes. Then for an incoming vector â of dimensionality d
that will be hashed we compute the dot product between â and the normal of each
base from the list of bases. If the dot product is positive, insert a 1 and if it is
negative, insert a 0 in the resulting hash list. The bases list must of course have
the same entries and order for each subsequent LSH call. Hyperplanes LSH works
well for cosine similarity and has been shown to outperform many data-dependent
implementations given enough bases [19]. When dealing with euclidean distances
there exists LSH families, with one notable early work namely E2LSH [18], which
will generate n random vectors of dimensionality d we call these the bases for the
LSH function and will act as projection planes. Then for incoming vector â of
dimensionality d that will be hashed we compute the resulting point after we project
the vector on the projection plane. This resulting point is assigned to a bucket (ID)
depending on the region that it inhabits on the projection line. This is done for each
projection plane and results in a hash list filled with bucket IDs.

There have been improvements in data-independent LSH algorithms such as the work
presented in a paper by Andoni et al. [20] which works well for cosine similarity and
Mulitprobe LSH presented by Lv et al. [21] for euclidean distance.

2.4.2 Data-dependent LSH
Data-dependent LSH is as it sounds, the opposite of data-independent LSH. The
LSH function learns the dataset and creates optimal partitions or bases given the
dataset. This means that it will work best for static datasets that are not manipu-
lated after calculating LSH for them. Many algorithms have been created to solve
for this issue, with many earlier iterations being very computationally expensive. An
algorithm that is the data-dependent equivalent of the hyperplane LSH is Density
Sensitive Hashing presented by Lin et al. [22] for cosine similarity. For euclidean
distance a paper presented by Andoni and Razenshteyn details an algorithm [23].

2.5 Vector Stores
Vector stores (vector databases) are databases in which the primary objects to be
stored are vectors, they often allow flexible metadata to accompany the vectors. The
lookup mechanism is often a vector similarity metric, such as cosine similarity or
euclidean distance to name a few. They often rely on ANN algorithms for quick
lookup given a query. Vector stores are widely used to store embeddings for future
lookup. It is possible to conduct semantic search using vector databases, which is
just vector similarity search but often referred to as semantic search, because the
embeddings encode semantics.

10



2. Theory and Background

2.6 Retrieval Augmented Generation
Retrieval Augmented Generation (RAG) is a technique presented in a paper by
Piktus et al. [24], the aim was to efficiently increase the ability of generative lan-
guage models to perform tasks that require knowledge. They did this by combin-
ing parametric and non-parametric data; parametric being the generative language
models while non-parametric being a retrieval mechanism of data stored in a vec-
tor database. They present the issues that language models have which are an
inability to revise or update data and hallucinations; hallucinations being that the
pre-trained language models can fail to answer correctly and confidently return
incorrect information. Prior works resulted in very task specific implementations
which was something Piktus et al. aimed to improve upon. This led to the work
done on RAG which outperformed task specific implementations while unifying the
solution into a generalized model architecture for question and answering (Q&A).
Thus Retrieval Augmented Generation was found to be a very effective and novel
approach to achieving better Q&A functionality from generative language models
while minimizing hallucinations.

The essence of RAG is to have a vector store with embeddings which is used when
given a query to retrieve relevant information with semantic search. Then feeding
the retrieved data along with the query to get an answer based on the context data
found in the document vector store. This architecture is widely used now and can
be seen in AI chat bots or even when ChatGPT is searching the web and inputting
non-parametric data into the model for better Q&A functionality.

2.7 Libraries
This section will give a contextual and technically explanation of different libraries
that we used.

2.7.1 MicrosoftSEAL
MicrosoftSEAL, also known as SEAL, is an open-source collection of homomorphic
encryption libraries written in modern standard C++ [25]. SEAL provides three
different encryption schemes to be used: BFV [26], BGV [27] and CKKS. SEAL
also provides control of high level functions to separate different sequences in the
code in order to perform benchmarks.

2.7.2 TenSEAL
Taken directly from the TenSEAL GitHub, “TenSEAL is a library for doing ho-
momorphic encryption operations on tensors, built on top of Microsoft SEAL. It
provides ease of use through a Python API, while preserving efficiency by imple-
menting most of its operations using C++” [28]. It does not allow for fine grained
control over some operations as MicrosoftSEAL does however it is highly optimized
and provides more than sufficient runtime performance.
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2.7.3 Sentence Transformers
Sentence Transformers (a.k.a SBERT) is a highly established module for access
and training of embedding and reranker models[29]. However, access of embedding
models is what is relevant to this thesis.

2.8 CKKS in SEAL
This section will explain how CKKS works in MicrosoftSEAL to act as the fun-
dament for understanding the results and discussions in this paper. The primary
objects to understand are the parameters for creating a context in SEAL. Context
is what contains all they keys as well as the parameters poly_modulus_degree and
coeff_modulus, which will be explained in Section 2.8.1. The public key is used for
encryption, the secret key is used for decryption, the relinearization key is used for
relinearization and the Galois key is used for rotation. How plaintexts are encrypted
and how ciphertexts are decrypted will be explained in Section 2.8.2. In addition,
both the relinearization key and the Galois key will be explained in their respective
subsections 2.8.4 and 2.8.3. It should be noted that, from the theory about CKKS
in Section 2.1.3, the notation used for the cyclotomic rings was Z[X]/Φm(X), in
SEAL it is converted to Zq[x]/(xN + 1). This conversion is two-fold, first the q is
added to the ciphertext space, Zq = Z/qZ, then the modulus polynomial is changed
from Φm(X) to (xN + 1), which is the same as Φ2N(X).

2.8.1 Poly_modulus_degree & Coeff_modulus
The poly_modulus_degree, as the name suggests, is the modulus degree for the
polynomials, and needs to be a power of two [30]. The coeff_modulus is a set of
prime numbers, where the value given in the parameter decides the amount of bits
the prime number has. When we multiply together all the prime numbers from the
coeff_modulus we get our q, the modulus in the ciphertext space. Because q is the
multiplication of several primes of bit-sizes usually ranging from 20-60 (20 being the
minimum and 60 being the maximum bit-size) [30], SEAL implements the “FullRNS”
[31] variant of the Fan-Vercauteren scheme to handle such large values for homomor-
phic computations. Without going into great detail as to how the Residue Number
System (RNS) works, we know it is used in order to greatly increase performance.
In particular, multiplying two polynomials of degree N (poly_modulus_degree) by
naive convolution is a complexity O(N2), but using Number Theoretic Transform
(NTT) reduces it to a quasilinear complexity O(N log N) per prime [32]. Thus a full
RNS multiplication costs O(L ·N log N), where L is the number of prime elements
in the coeff_modulus. Again, without going into detail as to what NTT is, we know
that it is based on Fast Fourier Transforms (FFT), in other words, a modular version
of the FFT. NTT is applied separately to each prime element in the coeff_modulus,
q = {q0, q1, ..., qL}. Therefore, the more elements in the coeff_modulus, the longer
the computational time, because NTT is applied to more elements.

Moreover, a visual representation of the coeff_modulus and its modulus chain is
shown in Figure 2.4. The figure includes five prime elements, where the last one is
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named the “special prime”. In the example code from MicrosoftSEAL, it is stated
that, “The special prime should be as large as the largest of the other primes in
the coeff_modulus, although this is not a strict requirement” [33]. This is further
supported in a paper by Blatt et al. [34], where they argue that selecting primes close
in size to the ciphertext scale—including both the first and special primes—helps
minimize approximation error introduced during RNS rescaling.

special prime +----------+
|
v

coeff_modulus : { 50, 30, 30, 50, 50 } +----+ Level 4 (all keys; `key level ')
|

coeff_modulus : { 50, 30, 30, 50 } +----+ Level 3 ( highest `data level ')
|

coeff_modulus : { 50, 30, 30 } +----+ Level 2
|

coeff_modulus : { 50, 30 } +----+ Level 1
|

coeff_modulus : { 50 } +----+ Level 0 ( lowest level )

Figure 2.4: Representation of the modulus chain and its levels, taken from
3_level.cpp [33].

Additionally, there is a correlation between the coeff_modulus, the scale ∆ and
the amount of computations performed on the ciphertext. CKKS uses something
known as rescaling, which Cheon et al. state that it preserves “the precision of the
message after approximate computation” [8]. Rescaling is performed by taking the
ciphertext and its scale then dividing it with a prime from the modulus chain, thus
reducing the ciphertext’s scale. This is done for two reasons, first reason being that
if the ciphertext’s scale is larger than 260, then the last prime is not enough and
the ciphertext cannot be decrypted. Second reason being that the dropped primes
from the modulus chain, are also not accounted for in the RNS. Therefore, less
computations and faster performance for subsequent sequences and homomorphic
operations. A toy example of how rescaling works is shown in Figure 2.5. The
figure contains pseudocode where two ciphertexts are encoded and encrypted with
a scale of 260. The two ciphertexts are then multiplied and rescaling is performed
twice on the product ciphertext. Lastly, decryption and decoding is performed. The
figure also contains the corresponding structure of the modulus chain as rescaling is
performed.
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(1) encoder . encode (data_0 , scale = 2^60 , plaintext_0 );
(2) encryptor . encrypt (plaintext , ciphertext_0 );

(3) encoder . encode (data_1 , scale = 2^60 , plaintext_1 );
(4) encryptor . encrypt ( plaintext_1 , ciphertext_1 );

(5) evaluator . multiply ( ciphertext_0 , ciphertext_1 , ciphertext_product );

(6) evaluator . rescale_to_next_inplace ( ciphertext_product );
(7) evaluator . rescale_to_next_inplace ( ciphertext_product );

(8) decryptor . decrypt ( ciphertext_product , plaintext_product );
(9) encoder . decode ( plaintext_product , data_product );

+-----------------------------------------------------------------------------------+

Modulus Chain structure :
v

(6) coeff_modulus : { 60, 31, 31, 60 } // Prime is dropped and used for rescaling
v

(7) coeff_modulus : { 60, 31, 60 } // Prime is dropped and used for rescaling
v

(8 -9) coeff_modulus : { 60, 60 } // Prime is used for decryption and decoding .

Figure 2.5: Toy example of performing two rescaling operations, accompanied by a
structural example of the modulus chain.

2.8.2 Encryption & Decryption
From the papers we have researched that cover CKKS encryption, we have not found
one that exactly describes the schemes structure and components. Instead, the
original CKKS paper by Cheon et al. [8] explains a generalized construction based
on the BGV scheme [27]. Pair that with the limited descriptive documentation of
how MicrosoftSEAL implements CKKS, we created Figure 2.6 which is how we have
interpreted the different components, encryption and decryption.

Figure 2.6: Mathematical computations to encrypt and decrypt, as well as an exam-
ple of a secret key.
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First, the secret key is a polynomial generated from the ring Rq with coefficients
of {-1,0,1}. The coefficients are from a function, sample_poly_ternary from keygen-
erator.cpp [33], that generates a uniform ternary polynomial and stores it in RNS
representation. As for the use of a ternary polynomial, the reasoning is stated by
Albrecht et al. [35] in their technical report about standardization for HE. They
very specifically state, “. . . choosing an even smaller secret key has a significant per-
formance advantage. For example, one may choose the secret key from the ternary
distribution (i.e., each coefficient is chosen uniformly from {1,0,1})”. This is how
MicrosoftSEAL has implemented their secret key generation, for both performance
and security reasons.

Additionally, in Figure 2.6 we show an example with a degree of four and a modulus
of 13, in practice these values would be much larger, especially the modulus. Second,
the public key is two components. Both components contain the term a which is
generated uniformly at random from the ring–LWE distribution As,Ψ. Here we used
Ψ correctly because Cheon et al. refer and correlate it to a Gaussian distribution.
This is because the Gaussian distribution is also used to generate the error e, which is
also in Figure 2.6 and a part of the public key’s first component. The way a message
is encrypted after being scaled is by simply adding it to the first component of the
public key. The decryption calculations are then shown in the final equation at the
bottom of Figure 2.6.

2.8.3 Rotation
Rotation is an operation in MicrosoftSEAL that shifts a ciphertext vector n-amount
of steps to the left or to the right, an example is shown in Figure 2.7. In order
to perform rotation, something known as the Galois key needs to be generated
and used on the ciphertext. The properties of the Galois key correlate with how
plaintext vectors are encoded and then encrypted into ciphertext polynomials, recall
the isomorphic properties of cyclotomic rings. Isomorphism was not fully explained
and covered in Section 2.1.3, same thing will be true for Galois automorphism, which
is what allows ciphertext polynomials to be rotated. The reason being, for both
cases, that it involves a lot of advanced group theory, which would be a lot to cover
and not necessary for the reader to understand how MicrosoftSEAL and CKKS
work.

Figure 2.7: Example of a ciphertext being rotated one step to the left, with example
code from MicrosoftSEAL.

Rotation is applying a function κk to an encoded and encrypted plaintext vector
m(X). The rotation is applied to a ciphertext, however it is easier to understand
and visualize it in the plaintext world. Therefore, the example of rotation in Fig-
ure 2.8 has a vector plaintext mi(X) which contains four elements. Each vector
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element, once encoded and encrypted, is mapped to the roots of unity ζ2i+1, where
i corresponds to the index of the vector element in the vector. Once the Galois key
κk is applied on to the ciphertext, each root of unity ζ2i+1 is mapped to ζk(2i+1),
effectively shifting the slots. For example, if k = 3 then m0 would be mapped to m1,
because m1 started with ζ3, which is what m0 will have after rotation, ζ3(2·0+1) = ζ3.
In a sense, each element becomes a temporary copy of another elements value.

Figure 2.8: Example of vector elements mapped to roots of unity ζ2i+1 where N = 4,
from XN + 1.

Given that k is the deciding factor of how and where elements are mapped, the
question remains how it is translated to n-amount of steps to either left or the right.
In MicrosoftSEAL, specifically galois.cpp [33], the value for k is decided by the
formula k = 3s mod 2N , where s is the amount of steps. If the s is positive then it
corresponds to a left rotation, if it is negative then it corresponds to a right rotation.
The value 3 in the formula corresponds to the generator of the multiplicative group
Z∗

2N .

2.8.4 Relinearization
Multiplying two ciphertexts of size two, c = {c0, c1} and d = {d0, d1}, produces
a ciphertext of size three, P = (p0, p1, p2) = {c0d0, c0d1 + c1d0, c1d1}. This larger
ciphertext of size three must be relinearized back to a size of two with a relin-
earization key, relinearize(P ) = c′ = (c′

0, c′
1), otherwise it cannot be decrypted.

MicrosoftSEAL’s functions, for example the function rotate_internal() which calls
the function apply_galois_inplace() in evaluator.cpp [33], explicitly check if the
size of the ciphertext, which rotation is going to be performed on, is greater than two.
Chen et al. [36] define the relinearization key as relin_key = ([−(as + e) + s2]q, a),
where a ← Rq and e ← Zq for a χ-distribution. Chen et al. also demonstrate how
the relinearization key is used and how the decryption is performed, both of which
are shown in Figure 2.9.
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c′
0 = c0 + c2evk[0]

c′
1 = c1 + c2evk[1]

Decryption of c’ would yield:
c′

0 + c′
1s = c0 + ((as + e) + s2)c2 + c1s + ac2s = c0 + c1s + c2s

2 − ec2.

Figure 2.9: The use of a relinearization key and the equation of decrypting the
relinearized ciphertext [36].

However, as can be seen from Figure 2.9, the resulting decrypted message is left with
a large negative error that is multiplied with the element c2. Recall that c2 is the
same as p2 from the first example, which from Figure 2.6 means it is made out of the
second element from both ciphertexts multiplied together. Therefore, not only does
c2 multiply with an error, but c2 in and of itself contains two errors multiplied with
each other, resulting in a lot of noise in the final decrypted message. The solution
that Chen et al. provide is a decomposition of c2 with base w, shown in Figure 2.10,
which means that the relinearization key is also decomposed.

relin_key[i] = ([−(a(i)s + e(i)) + w(i)s2]q, a(i))
c′

0 = c0 + ∑ℓ
i=0 evk[i][0]c(i)

2
c′

1 = c1 + ∑ℓ
i=0 evk[i][1]c(i)

2
Decryption of c’ would yield:

c′
0 + c′

1s = c0 + c1s + ∑ℓ
i=0 c

(i)
2 w(i)s2 −∑ℓ

i=0 c
(i)
2 e(i)

Figure 2.10: Decomposition of the relinearization key and the resulting error [36].

Essentially, relinearization is required and used for two reasons. The first reason,
stated by Chen et al. [33], is that that the scheme loses its compactness property.
In other words, the circuit or the evaluating function should not depend on the
ciphertext. Therefore, returning to a size of two, before performing another homo-
morphic operation or computation, ensures the compactness property of CKKS in
MicrosoftSEAL. The second reason is that the noise would grow exponentially with
every homomorphic multiplication of non-relinearized ciphertexts.
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3
Process and Method

This chapter will detail our workflow and follows a somewhat chronological order.
We start by presenting our initial experiments for exploration of the viability within
the use-case. Then we move on to presenting the work we did on creating a database
that provided storage and efficient retrieval of encrypted embeddings, where Python
was used along with the HE library TenSEAL. Additionally we present a formalized
version of the client & server architecture. Lastly we detail the work we did using
C++ and MicrosoftSEAL to explore how much better the performance of homomor-
phic operations could be within our use-case.

3.1 Preliminary experiments for cosine similarity
using HE

Before theorizing about the applicability of HE in real applications we had to conduct
simple benchmarks to grasp the temporal context which we will be working in. The
benchmark script is straightforward and was run on Apple Silicon chips (the M1
Pro and M3 chips) with hardware acceleration enabled on the PyTorch platform
for encoding of the word embeddings. When prototyping we decided on using the
SentenceTransformers (a.k.a SBERT) library and we chose to follow the Beir[37]
GitHub repository to find datasets. Furthermore, in our prototype we chose to use
the SCIDOCS dataset from the Beir GitHub which consisted of a corpus and a set
of queries both separated into their respective JSONL (JSON lines) files. We then
proceeded to extract the text data from these two data files and created embeddings
for each corpus entry (which consisted of a title and a roughly paragraph sized body)
and query.

TenSEAL was used for homomorphic encryption, and CKKS was the HE scheme
that was used when computing the benchmarks for the distance metrics described in
the next two paragraphs. In the homomorphic encryption domain we are limited to
addition and multiplication operations. Division and square roots in the ciphertext
domain are not possible in HE schemes. However there are methods for estimation
of division and the square root which are costly and not exact in their accuracy.

When we computed the cosine similarity for two vectors, we prepared them by nor-
malizing the embeddings before encryption. This holds because the cosine similarity
is reduced to the dot product between vectors when normalized [38]. By normaliz-
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ing the embeddings we avoid division between ciphertexts and that way the cosine
similarity can easily be computed using the dot product between the two encrypted
vectors. We chose to avoid division, because the more preparations we do before
encryption, leads to less computation operations in the homomorphic space. After
we managed to correctly compute cosine similarities, we benchmarked the code for
performance. The data we measured compared time needed to compute each cosine
similarity score for ciphertext pairs, the resulting cosine similarity score as well as
the plaintext cosine similarity score. The measured data was then averaged to re-
trieve the average computation time for the cosine similarity scores along with the
average percent difference between ciphertext cosine similarity and plaintext cosine
similarity.

When computing the euclidean distance, we settled on the squared euclidean dis-
tance because it was simpler to implement using HE compared to the non-squared
euclidean distance [38]. We reason that after decryption the root can easily be cal-
culated if needed, if not the square will still have the same order as the root when
sorting between decrypted distances. No preparations were needed on the plaintext
vectors for the squared euclidean distance. For vectors â and b̂:

c = â− b̂
Squared Euclidean = c · c

After experimenting with the squared euclidean we ran some benchmarks. The mea-
sured data compared the time needed to compute each squared euclidean distance
for ciphertext pairs, the resulting ciphertext squared euclidean distance as well as the
plaintext squared euclidean distance. This data was then averaged to retrieve the
average computation time for the distance along with the average difference between
ciphertext squared euclidean distance and plaintext squared euclidean distance.

3.2 Client and Server: Prototype
After ensuring that our similarity computations were in fact correct, and verifying
that the use-case of computing vector similarity in the homomorphic encryption
domain was viable, the next step we took was to start working on a client and
server.

We tried to get funding from Chalmers to access a cloud service for the server host-
ing. However there was no such program available for that. There is currently no
separation between the client and server, which was not the envisioned implementa-
tion nor our intention and initial goal. Therefore, we had to compromise and worked
on a more simplified version of a client and server application hosted locally on the
same machine. The code requires some refactoring to be separated, however this is
something we have not implemented.

The creation of embeddings was the same as the previous section, SBERT was
used to create embeddings from our datasets. The embedding models we used was
msmarco-bert-base-dot-v5(768-dimensional embeddings). We later moved over to
the model all-MiniLM-L6-v2 (384-dimensional embeddings) because it is faster and
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generally outperforms the previous model. The dataset used was the same as in
the previous section, namely SCIDOCS. TenSEAL was used for our homomorphic
encryptions.

Efficient retrieval of relevant stored encrypted embeddings given a query was the
issue we encountered before starting our work on the server. This is because it is
one of the goals of vector stores. Recall that we would like to retrieve the most
similar embeddings (cosine similarity) or closest embeddings (squared euclidean)
upon receiving a query embedding. Imagine that a user has uploaded 5000 individual
entries in the database. Without an effective way of getting the most relevant entries
we would end up computing the similarity metric 5000 times per query, this is not
really feasible since we don’t want to scale latency and response size along with the
amount of database entries.

We ended up finding one method that would allow for this, the method is Locality
Sensitive Hashing (LSH) which was described in Section 2.4. Locality Sensitive
Hashing pertains to a fuzzy hashing technique in which similar items are stored
close together or can be turned into fingerprints in which similar vectors receive a
similar fingerprint; we realized that we had two approaches we could take. One
approach would be to do LSH on the plaintext, while the other would be to do it on
the ciphertext. The ciphertext seemed infeasible after a little bit of modeling hence
why we chose to do them on the plaintext.

We use the hyperplanes LSH and generated 384 random vectors which we use as
hyperplanes for a given collection of embeddings. Note that these hyperplanes need
to be persistent for correctness. Then for each embedding we calculate if the dot
product between the embedding and each base’s normal is negative or positive, this
indicates whether the embedding is in front of or behind the hyperplane. This is
used to create a 384-dimensional array of ones and zeros, which we refer to as the
embedding fingerprint. The embedding fingerprint can be used to quickly search
through the database for closest neighbors. The way to compare fingerprints is by
checking equality per index. Then we will check which rows have the most matches
with the query row. Our LSH implementation is limited to cosine queries since
the fingerprint does not take into account vector length. To further extend this we
would use E2LSH (presented in Section 2.4) when entries and queries are set to the
squared euclidean distance. However, we did not manage to implement this in time.
Furthermore, the idea is to use LSH to retrieve closest neighbors to then calculate
the cosine and euclidean distance for each embedding because we want to get a
sorting that is as accurate as possible. See Appendix A for our high-level suggested
prototype architecture.

The database we chose was PostgreSQL due to it being open source, reliable and
very extensible. We hosted our database locally in a docker container. We created
the database schema in Python using SQLAlchemy and used Alembic to migrate
the schema to the database, see Appendix A for schema image. Some columns can
be omitted since we didn’t actually use them, however their presence indicates how
the app is supposed to be structured. For example, the password, salt and runs
columns were never used even though they are a crucial component of a functioning
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application. Ultimately, we focused solely on semantic search functionality.

Homomorphic Encryption allows secure similarity search over embeddings. However,
storing full plaintext documents homomorphically would be inefficient and unneces-
sary. Therefore, embeddings are protected via HE, and full documents are protected
using fast symmetric encryption using AES for practical performance. This is be-
cause we must allow for the result to be used in some way after the search has been
conducted.

The next section will provide a better view of how the server operates. As stated
before, there is no clear separation between server and client in the actual code,
some re-factorization is needed. We find Section 3.3 to be a more clear and concise
representation of the implementation’s functionality.

3.3 Client and Server: Formalized

The proposed procedures are high level descriptions of the intended software im-
plementations. They will serve as a simplified blueprint for our created work for
readability. The procedures omit many application level mechanisms, such as error
handling and status codes between client and server as well as concrete descriptions
of storage measures that the client will implement.

The first procedure describes the initialization phase between the client and the
server. The data that is required from the client is:

• AES key-generator, this is because the plaintext data should be accessible to
the client after semantic search retrieval. The data stored will be plaintext
natural language data, i.e. what the data is before it is turned into embeddings.

• Parameters for HE scheme initialization.

• Key-generator for the HE scheme given the set of input parameters.

• HE scheme’s encryption and decryption functions.

The client will generate a set of keys using the HE scheme’s key generator. These
keys will be saved on the client for future usage. The next step is to generate
a symmetric key for AES encryption and decryption, this is done using the AES
key-generator and saved on the client for future usage.

22



3. Process and Method

Procedure 1 Init phase
Client Initialize

AesKeyGen // Keygen for our AES use
KeyGen(p) // HE Scheme’s keygen given parameters p
Encpk // Homomorphic Encryption
Decsk // Homomorphic Decryption
params // Encryption parameters

pk, sk, ek ← KeyGen(params)
pk, sk, ek → Storage
skAES ← AesKeyGen
skAES → Storage

The next stage for the client is to upload the document corpus that they intend to
search through using HE augmented similarity search. This stage requires the client
to have performed the initialization phase, the prerequisites for the client are:

• The document corpus that the user intends to upload.

• An embedding model that will be used to turn documents from natural lan-
guage into vector representations.

• AES encryption function to securely store the natural language representation
on the database.

• Bases (hyperplanes) to use for the LSH function.

• A function for computing the LSH fingerprint for a vector given LSH bases.
The bases are used to compute the dot product between the input vector and
the normal of each base used as hyperplanes, resulting in a 1 if dot prod-
uct is positive (vector has the same direction as the norm, i.e. in front of
the hyperplane) and a 0 if the dot product is negative (vector is behind the
hyperplane).

• Normalization function for vectors, used if similarity measure is cosine. This
makes computing the cosine similarity score easier when using HE operations.

• A similarity metric that the corpus will be computed on given an input query.
It can be cosine similarity or the squared euclidean distance.

The user will retrieve their AES key and public HE scheme’s key from storage. If
the similarity metric is cosine, the user will normalize the embeddings, else the user
will simply create the embeddings, these are denoted by Demb. We then encrypt
each embedding with our public key and our HE scheme’s encryption function, the
result is denoted by Demb∗. The last step is to generate the LSH fingerprint for
the plaintext embeddings which are denoted by Dlsh. These are then sent to the
database which will parse the data and combine the entries from each list into logical
objects which are then uploaded to the database.
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Procedure 2 Upload phase
Client

D // Documents user wants to upload
E // Text embedding model
AES // AES encryption function
H // LSH function
bases // Hyperplanes for LSH generation
norm // Vector normalization func

simMet // Similarity search metric

skAES ← Storage
pk ← Storage
if simMet is cosine then

Demb ← norm(E(D))
else

Demb ← E(D)
Demb∗ ← Encpk(Demb)
Dlsh ← H(Demb, bases)
Daes ← AES(D)

Demb∗, Dlsh, Daes, clientId, simMet→ Server

Server
Demb∗, Dlsh, Daes, clientId, simMet← Client

data← {(demb∗, dlsh, daes) | demb∗, dlsh, daes ← Demb∗, Dlsh, Daes}

(data, simMet, clientId)→ Database

The final stage for the client is to query the server on the uploaded document corpus.
This stage requires the client to have performed the upload phase, the prerequisites
for the client are:

• The query that the user intends to send.

• The embedding model that will be used to turn documents from natural lan-
guage into vector representations.

• Bases (hyperplanes) to use for the LSH function.

• A function for computing the LSH fingerprint for a vector given LSH bases.

• Normalization function for vectors, used if similarity measure is cosine. This
makes computing the cosine similarity score easier when using HE operations.

• A similarity metric that the corpus will be computed on given an input query.
It can be cosine similarity or the squared euclidean distance.
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The user will retrieve the public HE scheme’s key from storage. If the similarity
metric is cosine, the user will create an embedding for the query and normalize the
embeddings, else the user will simply create the embeddings, these are denoted by
Qemb. We then encrypt the embedding (Qemb) with the user’s public key and the
HE scheme’s encryption function, the result is denoted by Qemb∗. The last step is
to generate the LSH fingerprint for the plaintext embeddings which are denoted by
Qlsh. The client will send Qemb∗, Qlsh, clientId, similarity metric and the public key.

The prerequisite for the server is to have a dot product function that will take
in two ciphertexts as well as a public key and output the dot product between the
two ciphertexts. The server will first parse the request and extract the Qlsh field,
this will then be used to query the database for n-amount of rows with the most
matching elements which will be returned sorted based on the LSH matches. Then
for each response row the server will compute the similarity measure, refer to the
algorithm for the specifics of cosine similarity or euclidean distance. Upon having
calculated the similarity score for each row the similarity measure will be added to
each entry in the list of rows. This is then sent back to the client.

The client will retrieve the data from the server as well as retrieving the HE scheme’s
secret key from storage. Then it will decrypt the similarity measure for each element
in the results list and swap the encrypted value with the decrypted value, because
the encrypted value will not be needed. The client can then sort through the simi-
larity measures and choose how to move forward. The next procedure is an example
use-case for our suggested next stage.
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Procedure 3 Query phase
Client

Q // Query string user wants to use
E // Text embedding model
H // LSH function
bases // Hyperplanes for LSH generation, generated by user but need to be

persistent across uploads/queries
norm // Vector normalization func
simMet // Similarity search metric must be same for uploaded documents for

correct search

pk, ek ← Storage
if simMet is cosine then

Qemb ← norm(E(Q))
else

Qemb ← E(Q)
Qemb∗ ← Encpk(Qemb)
Qlsh ← H(Qemb, bases)

Qemb∗, Qlsh, clientId, simMet, ek → Server

Server
dotek(u, v) // Homomorphic dot product of vectors u,v given an evaluation key

Qemb∗, Qlsh, clientId, simMet, ek ← Client

rows← GetFromDb(Qlsh,simMet,lim)
results
for each r in rows

demb∗, dlsh, daes ← r
if simMet is cosine then

dsim∗ ← dotek(demb∗, Qemb∗)
else

vres∗ ← demb∗ −Qemb∗
dsim∗ ← dotek(vres∗, vres∗)

results← (demb∗, dlsh, daes, dsim∗)
results→ Client

Client
results← Server
sk ← Storage
for each r in results

dsim∗ ← r
dsim ← Decsk(dsim∗)
swap(r, dsim∗, dsim)

sort(results, dsim)
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This last procedure describes a concrete use-case in which similarity search can be
used to aid with information retrieval and usage by a human in a semantic search
task. The client will first retrieve its secret AES key from storage. Then it will
decrypt each document in the results list from Procedure 3. It will then send the
documents in plaintext form along with the query to the LLM. Afterwards the LLM
will return with a plaintext answer for the question given the input data.

Procedure 4 Query phase
Client - Continuation example RAG

//Assume user would like an automated answer given their query
myLLM //Large Language Model hosted locally (for privacy)

skAES ← Storage
context← DECAES,sk({daes | daes ← results})
(context, Q)→ myLLM
resp← myLLM
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3.4 MicrosoftSEAL implementation
This section showcases the structure and sequences of our code written in Microsoft-
SEAL, demonstrating the idea of our use-case and how the benchmarks were con-
ducted. In the following page is Procedure 5, which was used to calculate the cosine
similarity by performing homomorphic multiplication on encrypted normalized word
embeddings, decrypting them and then later adding all the vector-elements together.
The procedure has two clients and one server to contextualize each task, however,
this was all done on the same machine during testing.

Firstly, the procedure needs resources and components initialized and setup. These
resources and components are: The documents in a server, the query from a client,
a text embedding model to convert text to word embeddings, a function that takes
a word embedding and normalizes it, a function that performs the homomorphic
multiplication on the ciphertexts, and finally a function that adds all the elements
of a vector together. Notice how in Procedure 5, the summation function works on
plaintexts and not ciphertexts, Procedure 6 will have a summation function that
works on ciphertexts.

Secondly, the procedure’s sequence of operations. Starting with one primary client,
it generates a public key and a secret key, which is the only client able to decrypt
the ciphertexts. This primary client, client A, can now share the public key to other
clients who want to upload documents to the server. However, each of these clients
has to first embed the documents, then normalize the embedding, encrypt it using
the public key and then they can send it to the server to be stored. Now, client A
can query the server, this query goes through the same procedure as the documents.
Once the server receives the encrypted query it homomorphically multiplies it with
every document, relinearizes it and returns every encrypted product to the client.
Client A decrypts all the encrypted products, adds together the elements of each
product, and then the ten highest cosine similarities are printed. In the print output,
the top ten highest cosine similarities from the ciphertexts are compared to the
respective plaintext cosine similarities which were generated one step prior, at step
15 of Procedure 5.

This procedure serves two purposes, the first one is to test the accuracy between
plaintext cosine similarity and ciphertext cosine similarity. The second purpose is
to benchmark the performance of each sequence of operations. In other words, per-
formance benchmarks were conducted in order to deduce the viability and use of
homomorphic encryption schemes for cosine similarity calculations of word embed-
dings.

Following Procedure 5 is Procedure 6, which uses homomorphic addition using
rotation on the product of encrypted normalized word embeddings, in other words
it performs the dot product on the ciphertexts. Rotation is used in order to per-
form addition of all the elements in a vector. By using the binary tree summation
algorithm, the total number of rotation-operations is 10, 210 = 1024). We sum
up all the 768 elements from the word embeddings together with the additional
256 zero-padding elements. Note that we used the msmarco-bert-base-dot-v5 for
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these procedures, which outputs 768-dimensional embeddings. Procedure 6 also
uses rescaling, in order to increase performance of rotations and relinearization.

Procedure 5 Cosine similarity with CKKS (not rotated)
Initialize

D // Documents in server
Q // Query from client
E // text embedding models
N // Normalization of vectors
mul∗ // Homomorphic multiplication
relin∗ // Relinearization
sum // Summation of decrypted vector elements

Client A
1: Generate a public key pk and a secret key sk
2: pk → Client B

Client B
3: Demb ← E(D)
4: Dnorm ← N(Demb)
5: Dnorm∗ ← Encpk(Dnorm)
6: Dnorm∗, pk → Server

Client A
7: Qemb ← E(Q)
8: Qnorm ← N(Qemb)
9: Qnorm∗ ← Encpk(Qnorm)
10: Qnorm∗, pk → Server

Server
11: cmul∗ ← mul∗(Qnorm∗, Dnorm) with pk
12: return c′

mul∗ ← relin∗(cmul∗)

Client A
13: pmul ← Decsk(c′

mul∗) with sk
14: sim← sum(pmul)
15: plaintext_sim← sum(mul(Qnorm, Dnorm))
16: print← topten(sim, plaintext_sim)
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Procedure 6 Cosine similarity with CKKS (rotated)
Initialize

D // Documents in server
Q // Query from client
E // text embedding models
N // Normalization of vectors
mul∗ // Homomorphic multiplication
relin∗ // Relinearization
resca∗ // Rescaling
sum* // Summation of ciphertext’s elements

Client A
1: Generate a public key pk and a secret key sk
2: pk → Client B

Client B
3: Demb ← E(D)
4: Dnorm ← N(Demb)
5: Dnorm∗ ← Encpk(Dnorm)
6: Dnorm∗, pk → Server

Client A
7: Qemb ← E(Q)
8: Qnorm ← N(Qemb)
9: Qnorm∗ ← Encpk(Qnorm)
10: Qnorm∗, pk → Server

Server
11: cmul∗ ← mul∗(Qnorm∗, Dnorm) with pk
12: c′

mul∗ ← resca∗(cmul∗)
13: c′′

mul∗ ← relin∗(c′
mul∗)

14: return csum∗ ← sum∗(c′′
mul∗) with pk

Client A
15: sim← Decsk(csum∗) with sk
16: plaintext_sim← sum(mul(Qnorm, Dnorm))
17: print← topten(sim, plaintext_sim)

3.5 Benchmark Methodology
This section will explain the way the upcoming benchmarks were conducted and
why they were conducted in that way. Starting with the first benchmarks of Proce-
dure 5 and Procedure 6. At the beginning, during testing and implementation, we
compared and analyzed the performance and cosine similarity accuracy of different
parameters. We discovered that the way we selected the scale for different param-
eters was not ideal and soon realized that higher scales could be implemented to
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several parameters. This meant that the high cosine similarity accuracy could be
achieved at a wider range than just a few specific parameters. This in turn, shifted
the focus from the performance of cosine similarity accuracy and instead to the se-
curity of using high scales for high cosine similarity accuracy. We also realized that
rescaling improves the performance of rotation and relinearization. Additionally,
the amount of rescales, and the scale ∆, depends on the size and the amount of
intermediate primes in the coeff_modulus.

The rotation benchmark was conducted in order to evaluate the viability of offloading
everything to the server. It was also conducted in order to verify that a dot product
could be executed in CKKS. In the end, we were able to perform a dot product with
CKKS in MicrosoftSEAL and the results were sufficient and expected when com-
pared to the performance of the Python implementation. Additionally, during the
experiments of rotation, rescaling was introduced to increase performance as stated
earlier. We deemed that implementing and adjusting every different parameter to
this rescale property was complicated and unnecessary, one example was enough to
provide support for the claim that rescaling benefits performance.

Moreover, for the plaintext documents benchmark, a paper by Kim et al. [39], gave
the idea to benchmark multiplication between a ciphertext query and a plaintext
document. In the implementation itself, only the query was not encrypted, but it
would work the same if the documents were not encrypted as well, as long as the
query then was encrypted.

31



3. Process and Method

32



4
Results

In this section we will present our results from our experiments, the TenSEAL
Python prototype, the MicrosoftSEAL C++ implementation and the database using
LSH.

4.1 TenSEAL Benchmarks
This section will present the benchmarks we received with our first prototype when
we were exploring the use-case. Recall that TenSEAL is the Python library that
allows us to use CKKS, which is provided by bindings from MicrosoftSEAL. These
were taken with an Apple-Silicon chip namely the M3. These benchmarks, shown in
Table 4.1, are averaged from multiple runs of 400 query embeddings compared with
400 corpus embeddings. These benchmarks are as followed:

1. Average difference in percent. This is a comparison between the plaintext
result with the decrypted ciphertext result.

2. Average time for computing the similarity measure between two ciphertexts.

3. Average time to encrypt plaintext vectors, this operation includes encoding
and encryption of plaintexts.

4. Average time to decrypt CKKS vectors, this operation includes decryption and
decoding of CKKS vectors.

We implemented both cosine similarity as well as the squared euclidean distance as
similarity measures between two vectors. Below are the benchmarks for poly_modul-
us_degree 8192 and coeff_modulus {60+40+40+60}.

Similarity Metric Cosine Similarity Squared Euclidean
Difference(%) 4.4527× 10−4 1.0233× 10−5

Computation time (seconds) 0.01552 s 0.01568 s
Encryption time(seconds) 0.0023 s
Decryption time(seconds) 0.0007 s

Table 4.1: Comparison of computation times, average percent difference, average
encryption time and average decryption time for the cosine similarity and squared
euclidean
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4.2 MicrosoftSEAL Benchmarks

In this section, the benchmark results from the MicrosoftSEAL implementation will
be presented. These were taken with an Apple-Silicon chip namely the M3. In Tables
4.2 – 4.6, the parameters-row contains information about the encryption scheme used.
It also contains the poly_modulus_degree, followed by the coeff_modulus and its
respective primes’ bit sizes. Cells containing a “(D)” have coeff_modulus elements
generated by SEAL’s default function. The average was computed by taking the
runtime for each sequence and dividing it by 1000, because one query was compared
to 1000 documents.

Parameters CKKS 2048 {54} (D) CKKS 2048 {25+25} CKKS 4096 {51 + 51} CKKS 4096 {49 + 60}
Average encoding time: 410 µs 406 µs 870 µs 866 µs

Average encrypting time: 214 µs 298 µs 601µs 606 µs

Average ciphertext multiplication operation time: 21 µs 20 µs 39µs 38 µs

Average decrypting time: 13 µs 7 µs 14 µs 14 µs

Average relinearization time: N/A 69 µs 144 µs 145 µ

Average decoding time: 387 µs 382 µs 831 µs 834 µs

Total average runtime: 1045 µs 1182 µs 2499 µs 2503 µs

Table 4.2

Parameters CKKS 8192 {40 + 21 + 21 + 21 + 21 + 21 + 21 + 40} CKKS 8192 {60 + 40 + 40 + 60}
Average encoding time: 2969 µs 2168 µs

Average encrypting time: 3183 µs 1831 µs

Average ciphertext multiplication operation time: 544 µs 234 µs

Average decrypting time: 181 µs 77 µs

Average relinearization time: 3636 µs 999 µs

Average decoding time: 3415 µs 2221 µs

Total average runtime: 13928 µs 7530 µs

Table 4.3

Parameters CKKS 8192 {60 + 49 + 49 + 60} CKKS 8192 {50 + 50 + 50 + 50} CKKS 8192 {60 + 60 + 60}
Average encoding time: 2168 µs 2175 µs 2010 µs

Average encrypting time: 1833 µs 1839 µs 1533 µs

Average ciphertext multiplication operation time: 220 µs 224 µs 157 µs

Average decrypting time: 77 µs 81 µs 52 µs

Average relinearization time: 999 µs 1019 µs 601 µs

Average decoding time: 2232 µs 2262 µs 2013 µs

Total average runtime: 7529 µs 7600 µs 6366 µs

Table 4.4

Parameters CKKS 8192 {43 + 43 + 44 + 44 + 44} (D) CKKS 16384 {48 + 48 + 48 + 49 + 49 + 49 + 49 + 49 + 49} (D)
Average encoding time: 2340 µs 6276 µs

Average encrypting time: 2123 µs 6951 µs

Average ciphertext multiplication operation time: 308 µs 1337 µs

Average decrypting time: 103 µs 416 µs

Average relinearization time: 1480 µs 9444 µs

Average decoding time: 2470 µs 7566 µs

Total average runtime: 8824 µs 29990 µs

Table 4.5
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Parameters CKKS 16384 {60 + 40 + 40 + 40 + 60 + 60 + 60 + 60} CKKS 16384 {60 + 31 + 31 + 60}
Average encoding time: 5915 µs 4631 µs

Average encrypting time: 6303 µs 3865 µs

Average ciphertext multiplication operation time: 1367 µs 458 µs

Average decrypting time: 363 µs 153 µs

Average relinearization time: 7635 µs 2173 µs

Average decoding time: 7030 µs 4712 µs

Total average runtime: 23686 µs 15992 µs

Table 4.6
Table 4.2 – 4.6: Benchmark results from the MicrosoftSEAL implementation without
rotations, which is Procedure 5.

From the results we can see that the performance decreases as the poly_modulus_de-
gree increases, which is to be expected. If the poly_modulus_degree increases, so
does the size of the polynomial ring, which in turn also increases storage and security
[35]. We can also see that more prime elements in the coeff_modulus increases
runtime. A good example of this are the CKKS 8192’s, starting with CKKS 8192
{40 + 21 + 21 + 21 + 21 + 21 + 21 + 40} who has eight prime elements and
the longest runtime of the CKKS 8192’s with 13928 µs. Followed by CKKS 8192
{43+43+44+44+44} with five prime elements and faster runtime of 8824 µs, but
still slower than the CKKS 8192’s containing four and three elements in Table 4.4.
This is to be expected; recall in Section 2.8.1, how RNS seperates the polynomial
computations of NTT to the different prime elements in the coeff_modulus.

Moving on to the second part of the MicrosoftSEAL benchmarks, namely the cosine
similarity accuracy between decrypted ciphertexts and plaintexts. Note that when
referring to cosine similarity accuracy, it is the percentage difference in the bench-
mark tables that is being shown. The Tables 4.7 and 4.8 show that the bigger the
scale is, the better the accuracy is and the error has less of an impact. Additionally,
it also shows that the performance between the smallest and biggest scale is prac-
tically the same and that achieving high cosine similarity accuracy does not impair
performance. However, if there is no trade-off in performance, then that would open
the question of checking if there is a trade-off in security. There is a connection and
dependency between the poly_modulus_degree and the coeff_modulus in regards
to the security of the scheme which will be discussed in evaluation Section 5.1.1.

CKKS 8192 {60 + 40 + 40 + 60}
Scale ∆ ((2^\Delta)) 25 30 35 40 45 50 55 60

Average difference (%): 0.00468% 0.00019% 10−6· 3.5% 10−7· 2.2% 10−9· 5.1% 10−10· 1.2% 10−12· 3.7% 10−13· 1.8%
Average total time (µs): 7605 µs - - - - - - 7583 µs

Table 4.7

CKKS 8192 {40 + 21 + 21 + 21 + 21 + 21 + 21 + 40}
Scale ∆ (2∆) 25 30 35 40 45 50 55 60

Average difference (%): 0.00665% 0.00013% 10−6· 4.8% 10−7· 1.4% 10−9· 3.3% 10−10· 2.7% 10−12· 4.5% 10−13· 2.4%
Average total runtime (µs): 13683 µs - - - - - - 13789 µs

Table 4.8
Table 4.7 – 4.8: Benchmark results over different scales of ∆ from comparing cosine
similarity between decrypted ciphertexts and plaintexts.
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4.3 Benchmark using rotation and rescaling
This section showcases the benchmarks for Procedure 6, when rotation is imple-
mented in order to perform addition of all the elements in the ciphertext. Addi-
tionally, performing rotation on low parameters, such as CKKS 2048 {54}, was not
possible in MicrosoftSEAL because it required more than one prime element in the
coeff_modulus. This section will also showcase the performance of rescaling, shown
in Table 4.9. Certain parameters gain performance from rescaling, it speeds up rota-
tion and relinearization. However, rescaling can not be performed on all parameters,
these have the result of “N/A”, where rescaling was not possible to implement due
to short modulus chain from the coeff_modulus. Moreover, rotation operations that
were performed after rescaling are noted with (rescaled). The last column in Table
4.9 presents the amount of time saved from performing rescaling before rotation.

Parameters Average rotation time: Average rescaling time: Time saved:
CKKS 2048 {25+25} 790 µs N/A -
CKKS 4096 {51+51} 1670 µs N/A -
CKKS 4096 {49+60} 1649 µs N/A -
CKKS 8192 {43+43+44+44+44} 16023 µs (rescaled) 10838 µs 394 µs 4791 µs

CKKS 8192 {60+40+40+60} 10964 µs (rescaled) 6749 µs 295 µs 3920 µs

CKKS 8192 {60+49+49+60} 10845 µs (rescaled) 6633 µs 293 µs 3919 µs

CKKS 8192 {50+50+50+50} 10900 µs (rescaled) 6604 µs 295 µs 4001 µs

CKKS 8192 {60+60+60} 6661 µs (rescaled) 3568 µs 207 µs 2886 µs

CKKS 8192 {40+21+21+21+21+21+21+40} 38380 µs (rescaled) 29844 µs 711 µs 7825 µs

CKKS 16384 {48+48+48+49+49+49+49+49+49} 100885 µs (rescaled) 81797 µs 1723 µs 17365 µs

CKKS 16384 {60+40+40+40+60+60+60+60} 83416 µs (rescaled) 64317 µs 1524 µs 17575 µs

CKKS 16384 {60+31+31+60} 23329 µs (rescaled) 14169 µs 627 µs 8533 µs

Table 4.9: Performance benchmark of average rescaling time, performance bench-
mark of rotation with and without rescaling, and time saved from using rescaling
before rotation.

It is worth to note that, modulus chains that allow for more than one rescale, for
example {60+21+21+21+60} with a scale of 260 can drop all three 21-bitsized inter-
mediate primes, which will further decrease rotation time. In Figure 4.10 and 4.11
we see the benchmarks for parameters CKKS 8192 {60+40+40+60} and CKKS
16384 {60+31+31+60}, which includes the time saved for performing two rescales
compared to just once. It also shows that with a second rescale the accuracy of the
decrypted cosine similarity is worse than one rescale. Furthermore, in Figure 4.12
we showcase that performing rescale before relinearization, instead of after relin-
earization, also improves the overall performance by a couple hundred microseconds.
However, for larger poly_modulus_degrees the impact is doubled or quadrupled.

CKKS 8192 {60+40+40+60} Rotation time: Rescale time: Relinearization time: Total time and difference: Cosine similarity difference:
One rescale 6631 µs 435 µs 603 µs 7669 µs

3306 µs
10−12 · 4.596%

Two rescales 3342 µs 719 µs 302 µs 4363 µs 0.00223%

Table 4.10: Benchmark comparison of performing one or two rescaling, for parameter
CKKS 8192 {60+40+40+60}
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CKKS 16384 {60+31+31+60} Rotation time: Rescale time: Relinearization time: Total time and difference: Cosine similarity difference:
One rescale 14170 µs 941 µs 1303 µs 16561 µs

7021 µs
10−12 · 3.908%

Two rescales 7157 µs 1577 µs 659 µs 9393 µs 10−8 · 5.748%

Table 4.11: Benchmark comparison of performing one or two rescaling, for parameter
CKKS 16384 {60+31+31+60}

Parameters Rescaling after relinearization: Rescaling before relinearization: Time saved:
Rescaling time: Relinearization time: Rescaling time: Relinearization time:

CKKS 8192 {43+43+44+44+44} 394 µs 1486 µs 598 µs 1014 µs 268 µs

CKKS 8192 {60+40+40+60} 295 µs 1022 µs 445 µs 657 µs 215 µs

CKKS 8192 {60+49+49+60} 293 µs 1000 µs 443 µs 615 µs 235 µs

CKKS 8192 {50+50+50+50} 295 µs 997 µs 447 µs 611 µs 234 µs

CKKS 8192 {60+60+60} 207 µs 638 µs 305 µs 314 µs 226 µs

CKKS 8192 {40+21+21+21+21+21+21+40} 711 µs 3631 µs 1078 µs 2871 µs 393 µs

CKKS 16384 {48+48+48+49+49+49+49+49+49} 1723 µs 9439 µs 2565 µs 7540 µs 1057 µs

CKKS 16384 {60+40+40+40+60+60+60+60} 1524 µs 7561 µs 2280 µs 5881 µs 924 µs

CKKS 16384 {60+31+31+60} 627 µs 2173 µs 943 µs 1304 µs 553 µs

Table 4.12: Benchmark comparison of performing rescaling before relinearization

4.4 Benchmark plaintext documents
The benchmark results for plaintext-ciphertext computations will be presented in
this section. In Table 4.13 the runtime for the different sequences is shown. Note
that the encryption is only performed on the queries, hence the (queries) note in the
table. Additionally, there is no average relinearization time, because relinearization
is not required when plaintext-ciphertext computations are executed. What we can
also see from this result is that the plaintext-ciphertext multiplication is less than
half the runtime of plaintext-ciphertext multiplication from previous benchmarks
like in Table 4.3.

Parameters CKKS 8192 {40 + 21 + 21 + 21 + 21 + 21 + 21 + 40} CKKS 8192 {60 + 40 + 40 + 60}
Average encoding time: 2854 µs 2173 µs

Average encrypting time (queries): 3079 µs 1830 µs

Average ciphertext multiplication operation time (plaintext): 263 µs 110 µs

Average ciphertext multiplication operation time (ciphertext): 544 µs 234 µs

Average decrypting time: 179 µs 77 µs

Average decoding time: 3379 µs 2202 µs

Table 4.13: Results from benchmarks using plaintext documents

Tables 4.14 and 4.15 show that for scales 30, 50 and 60 there is a disparity compared
to the ciphertext-ciphertext computations from Tables 4.7 and 4.8. In Table 4.15
the average accuracy for scale 30 has been halved, thus moving down one decimal
point in accuracy. Same thing goes for scale 50 and 60 in both Table 4.14 and Table
4.15, which went from 10−10 to 10−11 and 10−13 to 10−14 respectively.

CKKS 8192 {60 + 40 + 40 + 60}
Scale ∆ ((2^\Delta)) 25 30 35 40 45 50 55 60

Average difference (%): 0.00194% 0.00010% 10−6· 6.6% 10−7· 1.2% 10−9· 1.3% 10−11· 5.1% 10−12· 5.6% 10−14· 9.1%
Average total time (µs): 6392 µs - - - - - - 6410 µs

Table 4.14
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CKKS 8192 {40 + 21 + 21 + 21 + 21 + 21 + 21 + 40}
Scale ∆ (2∆) 25 30 35 40 45 50 55 60

Average difference (%): 0.00226% 0.00005% 10−6· 1.7% 10−7· 1.9% 10−9· 3.6% 10−11· 6.9% 10−12· 2.6% 10−14· 8.2%
Average total runtime (µs): 9873 µs - - - - - - 9754 µs

Table 4.15
Table 4.11 – 4.12: Benchmark results over different scales of ∆ from comparing co-
sine similarity between plaintext and decrypted plaintext-ciphertext-multiplication
ciphertexts.

4.5 Database using LSH
The embedding model we used was all-MiniLM-L6-v2 which outputs 384-dimensional
vectors. By using 384 random projections of 384 dimensions we were able to get the
benchmarks shown below of the LSH implementation. For each query we compare
the amount of documents that LSH retrieved with the vectors that our plaintext
retrieval obtained. The plaintext retrieval was performed using Weaviate [40] query-
ing for the cosine similarity. Weaviate allows for a flat search which guarantees the
optimal result because it conducts a linear search through all stored embeddings.
We decided on using Weaviate because of familiarity, flat search functionality and
it being open-source.

The diagrams below are the results from iterating over 500 query embeddings against
the entire set of document embeddings from the SCIDOCS dataset which has 25637
documents. The diagrams show the overlap between the LSH retrieval and the
optimal retrieval returned by Weaviate (for retrieved document counts 10,25 and
50).

Figure 4.1: Amount of matches when retrieving 10 documents using LSH from
database compared to 10 documents from Weaviate.
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Figure 4.2: Amount of matches when retrieving 25 documents using LSH from
database compared to 25 documents from Weaviate.

Figure 4.3: Amount of matches when retrieving 50 documents using LSH from
database compared to 50 documents from Weaviate.

Below is a table that describes these results in another format to aid the reader in
understanding the retrieval results of the LSH implementation. The table shows
mean, median, mode, max and min for each retrieval count that has been tested.
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We see a quite wide range of matches, however the mean is centered around 41.4%,
42.8% and 44.3% for the respective retrieval counts 10, 25 and 50.

Retrieval Count Mean Median Mode Min Max
10 4.14 4 4 0 9
25 10.692 11 11 1 22
50 22.148 22 24 6 40

Table 4.16: Table that depicts LSH retrieval benchmarks result in another format
by showing mean, median, mode, max and min for each retrieval count tested.

We see that the retrieval can be improved by increasing the limit for the amount
of rows retrieved by the LSH fingerprint lookup. However, the more we increase
this limit the more homomorphic operations are needed on the server, which will
consequently linearly increase the size of the response sent to the client. In Section
5.1.3 we discuss other improvements that should be considered first.
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This thesis aimed to investigate the use of HE within cloud storage. The problem
we found was that private vector similarity search on the cloud, where a user could
conduct semantic search on textual data using word embeddings and retrieving rele-
vant stored data without divulging any information about the query nor the stored
data, has not yet been fully explored. In Section 5.1 we evaluate our results and
present our interpretation of them. As we progress, we also discuss nuances and
present results where we chose not to enforce the hard rule of end-to-end privacy.
This encapsulates the security- and privacy preserving limitations. Furthermore, we
present a future works section that includes comparative performance of homomor-
phic multiplication in CKKS on GPUs, a distributed HE scheme and an alternate
cryptographic solution that does not use HE. We end the discussion section with
our conclusion.

5.1 Evaluation
To reason about the efficacy about HE in the use-case of similarity search we must
first create a distinction of what happens on the client and what happens on the
server. The server will handle database storage and retrieval as well as performing
the homomorphic operations that result in the similarity measure that the user is
querying for. The client will on the other hand prepare documents and queries to
be stored or operated on respectively. In Table 5.1 we show the amount of cosine
similarities that the server can execute in one second; this is without accounting
for database retrieval latency since we have not optimized indexing on the database
and thus not measured retrieval time. Additionally, it is possible to offload HE
operations to the GPU which makes database retrieval less relevant since the two
will not be interfering with each other for CPU time as often.

• Method 1, the TenSEAL benchmarks, Section 4.1,

• Method 2, the MicrosoftSEAL benchmarks without rotation, Section 4.2.

• Method 3, the MicrosoftSEAL benchmarks with rotation, Section 4.3.

• Method 4, the MicrosoftSEAL plaintext documents benchmarks without rota-
tion, Section 4.4.

• Method 5, the MicrosoftSEAL plaintext documents benchmarks with rotation,
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combining Sections 4.3 and 4.4.

Method # Method 1 Method 2 Method 3 Method 4 Method 5
1s 64 cosine similarities 811 cosine similarities 217 cosine similarities 9090 cosine similarities 253 cosine similarities

Table 5.1: Number of cosine similarities computed in one second for Methods 1 to
5 with parameters CKKS 8192 {60+40+40+60}

The results in Table 5.1 were calculated by taking the corresponding runtimes from
Section 4. For Method 1 we took the computation time from Table 4.1. For Method 2
we took the average ciphertext multiplication operation time and added it together
with the average relinearization time. For Method 4 we only took the average
ciphertext multiplication operation time for plaintext documents, because there is
no relinearization, rotation or rescaling. For Methods 3 and 5 we take the fastest
total time from Figure 4.10 and add the multiplication operation time. Note that
for Method 5 will subtract the relinearization operation time and also subtract half
of the multiplication operation time. The times taken from each table all correspond
to the parameter CKKS 8192 {60+40+40+60}.

5.1.1 Preserving Privacy & Security
Section 4 presented four different tables where the cosine similarity was benchmarked
on scales 25 to 60. What was quickly deduced from these tables is that the scale
does not impact performance. However, if increasing the scale to achieve the high-
est possible accuracy does not impact performance, then increasing the scale must
impact security. Albrecht et al. provide tables of recommended parameters, shown
in Table 5.2, which will be used to estimate the parameters’ impact to security.

Table 5.2: Part of the tables of recommended parameters by Albrecht et al. [35].

The parameter log q from Table 5.2 refers to the multiplication of all the prime ele-
ments’ bit size in the coeff_modulus. Take parameter CKKS 8192 {60+40+40+60}
for example: Go to poly_modulus_degree 8192, take the sum of the coeff_modulus
which is 200, as long as the sum from the coeff_modulus elements is less than the
value of log q, then that parameter has that level of bit security, in this case that
would be 128-bit security. Therefore, if CKKS 8192 needs 256-bit security then
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achieving a scale of 60 would not be possible. Recall in Section 2.8.1 how rescaling
requires the sum of the primes’ bit size to be equal or higher than the scale used
to multiply two ciphertexts together. If the maximum total bit size of the prime
elements in the coeff_modulus is 118, then we hypothesize that the most optimal
coeff_modulus is {41+35+41}, which limits the scale ∆ to 37 < (38 = ((41+35)/2)).

Moving on to the security of AES. The security of AES is established and its security
depends on the AES scheme’s bit-size, whether it is 128, 192 or 256-bits which all
have a bit security corresponding to their bit size (i.e. AES-256 has a bit security
of 256). AES is also shown to be post quantum resistant which means that it does
not pose more risk in our implementation, assuming the key is safely stored.

The reason we decided on encrypting word embeddings even though some mitiga-
tions exist outside the cryptographic domain was to create a robust and timeless
solution for the problem. One protection technique proposed by the paper by Zhuang
et al. presented a mitigation that relies on random transformations of embeddings
to prevent inversion [16]. This technique is security through obscurity, which is not
secure. Furthermore, there is no way to guarantee that future methods will not be
able to bypass the aforementioned mitigations in Section 2.2.1. Additionally, inter-
nal malicious actors could have black-box access to the embedding models, which
we must account for. Thus, we believe that implementing a cryptographically secure
solution for the protection of word embeddings is the more robust way. Our main
subject was Homomorphic Encryption however we discuss a symmetric cryptogra-
phy solution that is adjacent to our proposed solution in Section 5.2.3. On the other
hand it is possible to securely host everything locally, an organization could secure
their network and only allow internal access to the database. This would require
knowledge of network security and was not the subject of our thesis hence was not
something we have discussed.

5.1.2 Comparison of private and public data
As stated in Section 1.2, our objective is to ensure that both the documents stored
in the cloud and the queries sent from the client remain encrypted and private at
all times. Encrypting stored documents protects user privacy in the event of a data
breach or unauthorized access. Similarly, encrypting client queries prevents the risk
of information leakage due to interception during transmission, as an adversaries
could exploit unencrypted queries to reconstruct sensitive user data through inver-
sion attacks. However, end-to-end encryption increases both the execution time of
semantic similarity computations and the overhead for communication between the
server and client. Therefore, a comparison in which one dataset was public was
necessary to evaluate the associated trade-offs.

As mentioned in Section 3.5, Kim et al. [39] gave the main idea to perform this
comparison. However, their paper focuses on preventing inversion attacks on queries
with homomorphic encryption (CKKS) and noise-based perturbation. Whilst our
report is not mainly about inversion attacks, they are intrinsically a part of any work
that uses or is related to word embeddings and its security. Still, they do compare
the baseline plaintext queries’ cosine similarity with homomorphically encrypted
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queries’ cosine similarity and also with queries who have been altered with something
known as dχ-privacy, which is a form of perturbation. It comparatively shows that
the cosine similarity for the perturbated plaintexts gets increasingly worse as the
noise and privacy increases. Interestingly enough, the homomorphically encrypted
queries’ cosine similarity seem to be in line with our benchmark results and perform
very well. Their result is within the percentage difference of 10−4 to 10−6, which is
consistent with certain parameters in our results as well.

With the context of the paper by Kim et al. [39] explained, we can move on to the im-
pact of our benchmark results. Recall that with plaintext-ciphertext multiplication,
the resulting ciphertext does not increase in size and therefore no relinearization
operation is required. This saves computational runtime for the server, and in the
case of Table 5.1 it would provide more cosine similarities. Therefore, if the user
decided that they do not need both queries and documents to be encrypted, but
only one, they could increase the amount of computations by around 16-17%.

5.1.3 Database using LSH
The benchmark results of the LSH retrieval seem satisfactory, the distribution is
centered just above 40% matches given a retrieval count r. However we believe that
this benchmark can be improved upon. By decrypting the similarity measure and
sorting the list of retrieved documents we would also be able to see the order of the
matched documents. When retrieving 10 documents, assume our LSH retrieval has
5 matches with the plaintext lookup. We see the need to explore the distribution
of these 5 matches: Are they evenly distributed from best to worst similarity? Are
they usually biased to being most relevant documents or least relevant documents?
This fine grained benchmark improvement would give a more complete view of the
results.

What we faced was the issue of efficient retrieval since it would be infeasible to
compute similarity metrics between the query CKKS vector and all stored CKKS
vectors. This would lead to a significant computation time as well as a query response
that would grow linearly along with the amount of stored documents. This would
make the implementation seem very infeasible and unnecessary.

Some ways we believe this metric can be improved is through fine-tuning of embed-
ding models or a dataset dependent set of LSH bases. We believe that a combination
of these two would provide for a lot better LSH based retrieval. The fine tuning
route would specifically mitigate what can be described as a narrow cone of embed-
dings when embedding topically related sentences. The fine-tuning would essentially
increase the span of the cone making cosine similarities and LSH fingerprints more
accurate [41]. This would also make our LSH fingerprints more accurate since the
space our vectors occupy will become more sparse. Another way is to test other
embedding models and see if they encode embeddings in a broader way, this would
result in higher amount of optimal retrieval by LSH. The other way is to choose the
bases not randomly but dependent on the dataset. However this introduces issues
when new data is added to the dataset, because the bases must be recomputed.
It is important to note that the Hyperplanes LSH has been shown to outperform
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data-dependent LSH algorithms by adding more bases as stated in Section 2.4.

5.2 Future works
In this section, potential real-world applications and adaptations from a technical
report and our findings will be discussed.

5.2.1 Comparison of performance and real use-case
While there are not any exact comparable benchmarks to be used for our evaluation,
there are some performance tests that we can extrapolate and use for our use-case
and argue its viability. One such performance test comes from a paper by Li and
Zong [42]. Their results compare the speed of several homomorphic operations be-
tween an AMD EPYC 9654 CPU, an Nvidia 3090 GPU and an Nvidia 4090 GPU.
Most notably they present a 356x speedup for ciphertext-ciphertext multiplication,
a speedup between the AMD EPYC 9654 CPU and the Nvidia 4090 GPU. Li and
Zong also present a 1687x speedup for plaintext-ciphertext multiplication. Addi-
tionally, our Apple Silicon M3 chip compared to the AMD EPYC 9654 CPU have
close enough performance to not require any re-calculations.

Moreover, to answer one of our research questions: “Is it viable enough to be used
in the real-world for our specific use-case?”. It is our understanding of modern cloud
providers and the current standard of hardware for such servers that, this would
be a viable option for semantic similarity search. The only caveat would be that
the implementation must be extended to support multiple clients querying the same
dataset, which is discussed in the next section.

5.2.2 Distributed HE
One of the future research questions that could be explored and tested, is the use
of HE by multiple parties. A distributed HE is an idea that Albrecht et al. [35]
presented, they then established a distributed-key-generation (DKG) algorithm and
its input parameters, number of parties t, and threshold parameter d. DKG’s output
is a secret key s = {s1, . . . . , st} where d amount of parties are needed for decryption.
Unlike normal HE, where one would simply use the public key to encrypt a message
M , Albrecht et al. have described a distributed-encryption (DE) algorithm that
takes a message M and the secret key si from a party. The output is a ciphertext
C which can get decrypted using the distributed-decryption (DD) algorithm which
also takes as input the threshhold d and a subset of secret keys s = {s1, . . . . , st}.

However, there is no explicit explanation of how the DE and DD algorithms work in
the technical report, therefore we provide our protocol procedure as following: We
dismiss the DE algorithm and simply use the public key to encrypt messages to then
be stored on the cloud. Additionally, because each party has a part of the secret key,
each party can perform a partial decryption of the ciphertext c1 · si. This will start
a collaboration, where each participating party needs to be verified. Verification
could be performed through (H)MACs or zero-knowledge proofs. Once the client
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has received C = {c1 ·s1, ...., c1 ·sk}, where k is the degree of the polynomial plus one,
the message can now be decrypted using Lagrange interpolation without revealing
the secret key.

Albrecht et al. gave an example where multiple parties had to sign off on the
cooperation, however what if a single party wanted access to the encrypted data and
only needed to be verified. An example would be for a department at a university
implementing a RAG for scientific papers and a student wanting to query these
encrypted scientific papers from the university’s servers. The student would first
have to verify that they are a student, afterwards Shamir’s Secret Sharing scheme
would execute and the student would receive the secret key to decrypt the documents.
Instead of using the DD algorithm, the client would retrieve k-parts of the secret
key to then rebuild the whole secret key, which is illustrated in Figure 5.1. However,
there is a problem with this idea. This would mean that the secret key would be
revealed to a new party, which is often avoided in cryptography. In most privacy-
preserving or secure multi-party applications, you want to prevent any party from
ever learning the secret key. Lastly, the question still remains of how the rebuilt
secret key should be safely discarded after it has been used by the client.

Figure 5.1: Illustration of the Shamir’s secret sharing scheme for a client querying

5.2.3 Alternate solution using AES only
The question of "How much can be offloaded to the server versus client?" is an inter-
esting question to think about, we find our implementation to foster both paradigms.
One of the backbones of our architecture is an efficient ANN search with LSH, from
which one can easily derive a client-only computation scenario. The server would
only be used for database storage and retrieval. In that case, we could store plain-
text vectors encrypted only using AES and compute the similarity measures solely
on the client after server retrieval using LSH. This would essentially allow the server
to serve vastly more clients without throttling requests. If the user wants to offload
as much computation as possible to the server our HE architecture coupled with
LSH provides a good first step in that direction.
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5.3 Conclusion
Given the conducted experiments, benchmark results and LSH implementation, the
conclusive assumption is that a performant and secure HE based vector database
is feasible. This assumption is also partly based on the performance of an Nvidia
4090 GPU [42]. Additionally, to achieve the highest accuracy with a scale ∆ of
60, faster runtime with two rescaling operations, and to also achieve a 256-bit secu-
rity, the minimum required parameters for the best performance is: CKKS 16384
{60+31+31+60}. This will perform 101 cosine similarity computations on the server
in one second. With the performance of the Nvidia 4090 GPU we conclude that
there is still more runtime performance to be gained compared to the performance
benchmarks we have presente. Taking into account the 356x speedup for ciphertext-
ciphertext multiplication from Li and Zong [42], leads us to claim that a server
cluster with 8 different hosts could compute approximately 101 · 356 · 8 = 287 648
cosine similarities per second. Given that database retrieval is not a GPU opera-
tion, it will not throttle the performance of running the HE operations on the GPU.
Note that, we omit any CPU interference between HE operations on the GPU and
database operations for simplicity. Furthermore, if we perform plaintext-ciphertext
multiplication, meaning either the query or the document is not encrypted, then we
get a total of 119 cosine similarity computations on the server in one second. With
the same server cluster of 8 different hosts containing Nvidia 4090 GPUs, and tak-
ing into account the 1687x speedup from Li and Zong [42], we get approximately
119 · 1687 · 8 = 1 606 024 cosine similarities per second.
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A. Appendix 1

Figure A.1: Prototype architecture
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A. Appendix 1

Figure A.2: Database schema from the client and server prototype
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