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Activation of LoORaWAN end devices by using Public Key Cryptography
Fredrik Marlind

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

The usage of Internet of Things (IoT) devices is growing every day, and Long Range
Wide Area Network (LoRaWAN) is one specification that enables these devices
to have access to the internet. The current specification uses a robust symmetric
encryption scheme for secure communication. However, the root keys used for the
encryption is static and delegated to the device before deployment. If the root keys
are compromised, all past and future messages also become compromised. Since the
root keys are static, physical access to the device is required to enforce a new key.

This thesis aims to design and evaluate a new process to assign root keys to the
devices in LoRaWAN using Public Key Cryptography (PKC) and evaluate the fea-
sibility of the proposed process. The new process allows a device to get the root keys
dynamically and for them to be replaced at will. However, PKC requires longer keys
to get equivalent cryptographic strength to a symmetric encryption scheme. This
increased key size in turn requires more processing power to use, thus increasing
battery consumption. The feasibility of the new process is evaluated based on the
increase in power usage since [oT devices are usually battery powered.

The implemented process, called Public Key Over the Air Activation (PK-OTAA), is
based on a PKC algorithm, specifically ECDH. PK-OTAA provides enhanced secu-
rity at the cost of increasing battery consumption by 77% compared to the standard
Over the Air Activation (OTAA) in LoRaWAN. Considering that PK-OTAA will
only be executed a few times during the lifetime of the device, the increase in con-
sumption is negligible. The report concludes that PK-OTAA is feasible to use when
looking at power consumption. Although the security of the PK-OTAA procedure
is yet to be proven, it can improve the regular OTAA procedure of LoRaWAN by
allowing renewal of the root keys.

Keywords: LoRa, LoRaWAN, LPWAN, LPWA, IoT, PKC, PKI, Security, OTAA,
ECDH
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1

Introduction

Ericsson made a prediction that by 2025, there could be about 25 billion Internet of
Things (IoT) devices [1]. All of these devices will be able to connect and communi-
cate with the internet. IoT devices will play an important role in our infrastructure
and our lives. It is, therefore, crucial that these devices can communicate securely
and that we can trust the integrity and confidentiality of the communication. A
common communication method for IoT devices is called Long Range Wide Area
Network (LoRaWAN) [2]. LoRaWAN is a Low Power Wide Area Network (LP-
WAN), and it aims to fill a gap in the networks that are in use today. Figure 1.1
shows a rough view of what gap LoRaWAN covers.

Computer security has become an important topic for many since the Morris worm
showcased the lack of computer security in 1988 [3]. The importance is shown by
the recent regulation from the European Union, called General Data Protection
Regulation (GDPR) that emphasizes the need for security in communication [4]. In
computer security, there is a commonly used model to describe security. The model
is composed of three components Confidentiality, Integrity and Availability and is
known as the CIA triad [5]. Confidentiality is about the ability to hide information
from everyone other than the intended recipient. Confidentiality can be achieved
using encryption. Integrity is about trusting that the data is accurate. Integrity
should also ensure that the data has not changed along the way to the recipient.
Availability is about ensuring that the information is available at all times to the
recipient.

The security of LoRaWAN is good as it uses a strong symmetric key encryption
scheme, which provides good cryptographic strength [6]. LoRaWAN can use a
method called Over the Air Activation (OTAA) to register a device to a network and
to generate session keys to use in the encryption of messages [7]. The session keys
are generated based on the root keys that are pre-configured on the device. How-
ever, there is a problem with key distribution and renewal of the root keys, making
a device vulnerable if the root keys are compromised. Replacing the root keys would
require physical access to the device, which would be troublesome. Implementing
Public Key Cryptography (PKC) can provide a remedy if it becomes compromised.
This thesis aims at researching the feasibility of implementing a PKC algorithm for
the delegation of root keys in the LoRaWAN specification.
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Figure 1.1: The network gap covered by LoRaWAN

1.1 Problem statement

Butun et al. [8] have, in their paper, presented a security risk analysis of the Lo-
RaWAN specification. They explain that there is a problem with key distribution
and renewal of root keys, which make a device vulnerable if the root keys are com-
promised. They suggest that an improvement to the specification is to implement
a PKC for the generation of the root keys. However, Mahajan et al. [9] point out
that using asymmetric keys takes considerably more time to encrypt or decrypt
than using symmetric keys. This longer computation time resolves into less overall
battery life and is one of the disadvantages of using asymmetric cryptography. An
advantage of asymmetric cryptography is key distribution and management. There
is then a trade-off that has to be made with regards to cryptographic strength and
battery life.

1.2 Purpose

This thesis aims to investigate the feasibility of implementing and designing a PKC
algorithm for generating and delegating the root keys used in the LoRaWAN specifi-
cation. The ambition of the project is to add a new Over the Air Activation (OTAA)
method for the LoRaWAN specification that is capable of delegating the OTAA root
keys.

Furthermore this thesis aims to make the proposed method the start of a new au-
thentication method in the LoRaWAN specification. The proposed method should
conform to the LoRaWAN specification and not significantly increase battery con-

2
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sumption.

1.3 Limitations

This thesis restricts itself to generating and delegating the OTAA keys of the Lo-
RaWAN specification. This thesis does not change the way that LoRaWAN uses
these keys for encryption as the security of the LoRaWAN encryption has previous
work on it already [6, 8]. Additionally, this thesis does not aim to develop a new
public key encryption scheme as that would be another undertaking in and of itself;
instead, tested and proven methods and protocols is to be used. Evaluating the
security of the implementation is not performed. The implementation should not
make any modifications to the existing LoRaWAN system architecture. It should be
possible to implement the proposed method on an existing LoRaWAN system with
a software update. In this thesis, the focus is on the messages required to generate
the root keys between the device and the LoRaWAN infrastructure.

1.4 Report layout
This thesis is structured as follows.
Chapter 1 introduces the background, problem, and purpose for this thesis.

Chapter 2 gives the technical background needed for this thesis. It begins with a
simplified introduction to the cryptography and cryptographic protocols mentioned
in this thesis. The chapter concludes by describing parts of theLoRaWAN specifi-
cation.

Chapter 3 introduces related work.

Chapter 4 defines how to determine if the proposed method is feasible. It includes
how the testing set-up was constructed along with the definition of feasibility used
in this thesis.

Chapter 5 introduces the proposed LoRaWAN method, called PK-OTAA, and the
logic behind it.

Chapter 6 shows the result of testing the LoRaWAN method.
Chapter 7 discusses the result and implementation of the LoRaWAN method.

Chapter 8 concludes this thesis.
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Technical Background

This chapter contains technical information about different topics and technologies
that are discussed or used in the project. It begins with general information about
cryptography and knowledge about different cryptographic schemes and algorithms.
It concludes with information about LoRaWAN.

2.1 Cryptography

This section is intended to help the reader understand some of the common terms
and language used in cryptography. The primary source of information presented
is from the book by Stallings [5]. It first explains some of the algebra involved. It
then explains some of the mathematical problems that are the foundation for the
cryptographic schemes.

2.1.1 Mathematical theory

There are a few common operations that are used in cryptographic schemes. They
are called Belongs, Greatest common divisor, Co-prime and Primitive root modulo
n. The operations are described below.

Belongs: For some item a and set X if a exist in the set X then a € X.

Greatest common divisor: usually written GCD(a, b) = ¢, where ¢ is the largest
integer that divides both a and b.

Co-prime: Numbers a and b are considered to be co-prime if the only common
divisor is one (1). A concrete definition is a and b is co-prime if GC'D(a,b) = 1.

Primitive root modulo n: A number ¢ is primitive root to modulo n if for every
number a the co-prime to n is congruent to a power of g mod n. This expression
¢® = amodn where k is an integer would then only form numbers where a is

co-prime to n.



2. Technical Background

2.1.2 Mathematical problems

The strength of different cryptographic schemes comes from the difficulty of solving
certain mathematical operations. The ones discussed in this paper are the factoring
problem and the Discrete Logarithm Problem (DLP). The description of these can
be found below [5].

The factoring problem concerns the difficulty of finding the prime factors of a positive
number. This problem is thought to be exponential in complexity but this is not a
verified fact [10]. The complexity of the best-known algorithm is of the size 10V"".
Verification of a factored number is polynomial in time. If a number n is known and
have the factors py, ps, -+, px then it is simple to multiply the factors together and
compare it to n. However, in 1994 Shor discovered an algorithm that can factorize
a number in polynomial time [11] using a quantum computer.

The Discrete Logarithm Problem (DLP) can be defined to try and find z in the
equation y = ¢” mod p given g, y and p. The complexity is considered to be on par
with the factoring problem. One of the fastest known algorithms to find x where p
is a prime does so in the size ¢((p)"/*(n(np)?/* 157,

2.1.3 Terminology

There are multiple different concepts and terminologies used in cryptography. This
section will describe some of the common concepts and terminologies used in this
thesis.

Forward secrecy is a feature that protects against a compromised key. If a session
key is compromised, only the session that used that key for encryption will be
compromised. Forward secrecy also protects the session keys if the root key used to
derive the session keys is compromised.

Ephemeral keys are keys that are being generated each time during a key estab-
lishment process and then discarded.

Replay Attacks is when an adversary copies a message and sends it again to the
recipient. The adversary could also suppress the original message to the recipient
and only allow for the adversary’s copy to get through.

A Man in the Middle (MITM) attack is when an adversary is relaying and even
altering messages that are being exchanged between two parties. Communication is
usually susceptible to this kind of attack when there is no form of an authentication
procedure. With two parties, A and B, and no authentication of any kind, A cannot
know that they are communicating with B and the same is true the other way
around.

A Trusted Third Party (TTP) is an entity that every user in the group trust.
An example of this is passports that are issued by a government. A person with a
passport can verify his/her identity to others if the others trust the government.

6



2. Technical Background

Key escrow, also known as a fair cryptosystem, is defined as a system where a
TTP can access the secret keys. If there is a need to encrypt, decrypt, or sign a
message as any user, the TTP can access the key of that user. Key escrow might be
desirable for some systems or users, but is also heavily criticized [12].

2.1.4 Advanced Encryption Standard

The Advanced Encryption Standard (AES) is based on a proposal by Daemen et
al. [13] that is known as Rijndael. AES is a symmetric key encryption scheme,
and this means that it uses the same key to encrypt and decrypt a message. It
uses a fixed block size of 128 bits and has three key sizes, 128, 192, and 256 bits.
The key size specifies the number of rounds that the algorithm will perform on the
input. It is ten rounds for 128-bit keys, 12 for 192-bit keys, and 14 for 256-bit keys.
AES performs calculations on a four by four block called the state. With 16 bytes,

bo, - -+ ,bys, it is represented by a two-dimensional array:
bo by bg Do
by bs by D13

b2 b6 blO b14
b3 b? bll b15

The AES algorithm is executed in four steps. The first step is called Key Fxpansion,
and it derives 128-bit round keys from the symmetric key. It creates one key for
every round of the algorithm plus one more. The second step is the initial execution
of the AddRoundKey method, which performs bitwise xor operation with the state
and the round key. The third step iterates four methods for 9, 11, or 13 rounds
depending on the key size. The first method is SubBytes, which replaces bytes with
others according to a lookup table. The second method is ShiftRows, where the
rows are cyclically shifted to the left. The steps shifted are dependent on the row
number, where the first row is zero. The third method is called MixzColumns, and
it performs a transform operation of all the bytes in a column. The last method is
the AddRoundKey method. The final step in the AES algorithm is to make the last
round which performs the methods SubBytes, ShiftRows, and AddRoundKey.

2.1.5 Public Key Cryptography

Public Key Cryptography (PKC), also known as asymmetric cryptography, is a class
of cryptographic algorithms that uses pairs of keys: A public key that everyone can
know and a private key that is only known by one entity. In general, the public key
encrypts a message meant for the owner of the private key. PKC can also enable
the private key to be used to create digital signatures that the public key can verify.

2.1.6 Public Key Infrastructure

Public Key Infrastructure (PKI) is an infrastructure for distributing and managing
certificates in a PKC. The PKI binds a particular public key to a specific user and

7



2. Technical Background

issues a certificate that verifies the binding. A Certificate Authority (CA) is doing
the binding by creating a certificate with the public key and then signing it. A
user can then verify that a public key belongs to the specific user by checking the
certificate. The user can then trust that the key belongs to that user. The CA is
considered to be a TTP and has signed the key. The user is, therefore, able to trust
the key because the user trusts the CA.

2.1.7 Diffie-Hellman

Diffie-Hellman (DH) was one of the first public-key protocols. DH allows two users
that have no prior knowledge about each other on an insecure channel to establish a
shared secret. The shared secret can then be used to establish a symmetric key for
future communication. DH uses modular exponentiation (¢* mod p), and the cryp-
tographic strength comes from the discrete logarithm problem [14]. Mathematically
breaking DH is also known as the Diffie-Hellman Problem (DHP).

The mathematics in DH is quite simple, and using small numbers can be done by
hand on paper. Here is an example with Alice (A) and Bob (B):

A and B agree to use modulus p and g as the base where ¢ is primitive root modulo
p. A then selects a as her secret value and computes A = ¢g* mod p and sends it to
B. B selects his secret value b and computes B = ¢® mod p and sends it to A. A can
now compute s = B* mod p and B compute s = A® mod p. They will compute the
same value because:

B*=(g")"=(9")’= A" (mod p)

An adversary listening to the exchanged messages will not be able to produce the
same value. The adversary can read the messages A and B. However, the adversary
does not know either a or b and is unable to produce the value s. If the discrete
logarithm problem is considered hard to solve, it will be challenging to extract either
a or b from the messages.

2.1.8 Rivest—Shamir—Adleman

The name RSA stands for Rivest, Shamir, and Adleman, which are the names
from the creators of it [15]. RSA provides methods to encrypt, decrypt, and to
create digital signatures, by using exponentials in modulo arithmetic to encrypt
and decrypt messages. The cryptographic strength comes from the difficulty of the
factoring problem on large numbers. RSA is a slow algorithm, and it requires long
keys to be secure. Therefore, it is commonly used to establish a symmetric key
between users.

Currently, there are not any known polynomial algorithms for efficiently factoring

8
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large numbers. However, Shor’s algorithm shows that a quantum computer is able
to do it in polynomial time [16].

The modular exponentials in RSA works on the following premise (m¢)¢ = m
mod n, where m would be a message, (e,n) is the public key, and d is the pri-
vate key. It is easy to calculate what e, d, and n to use. However, it is difficult to
find the private key d when only knowing the value of the public key.

2.1.9 Digital Signature Algorithm

The Digital Signature Algorithm (DSA) uses a private key to digitally sign a mes-
sage and a public key to verify it. DSA uses modular exponentiation, and the
cryptographic strength comes from the discrete logarithmic problem [17].

DSA has a flaw in the selection of random parameters. The flaw can be exploited if
a random value repeats on different signatures. An attacker can obtain the private
key used during the signing [18].

2.1.10 Elliptic Curve Cryptography

The Elliptic Curve Cryptography (ECC) uses the Elliptic Curve Discrete Logarithm
Problem (ECDLP), which compared to RSA and DSA, takes exponential time.
Because of the exponential time, the parameters of ECC can be significantly smaller
compared to RSA and DSA but with an equivalent level of security [19]. The smaller
parameter size makes ECC, in theory, a good option for devices that have constraints
in processing power, storage space, bandwidth, and battery power.

In ECC, an entity has a public and private key pair that is associated with a set of
elliptic curve domain parameters. The domain parameters are specified over a finite
field F, and consist of the following:

T =(q,FR,a,b,G,n,h)
e ¢ is a number specifying the prime power,

e F'Ris a method for representing field elements,

a and b € F,, that is part of the elliptic curve equation F (y* = 2® + az +b),

G = (z¢,ye) is a point,
e n is a prime number,
e his an integer.

Generating a key pair in ECC using the domain parameters consists of two steps.
First selecting a random or pseudo-random integer d in the interval [1,n — 1]. Then
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computing () = dG where () becomes the public key and d the private key.

Elliptic Curve Diffie-Hellman (ECDH), Elliptic Curve Digital Signature Algorithm
(ECDSA), and Elliptic Curve Authenticated Encryption Scheme (ECAES) are three
conventional protocols that are based on ECC. ECDH is used to generate a shared
secret between two entities, ECDSA is used to create and verify signatures, while
ECAES is used to encrypt and decrypt data.

Exchanging a secret value using ECDH is done by using the private key of one
entity A and a public key from another entity B. If the entities perform the same
computations, they will get the same value. An example can be made with two
entities, A and B, that form key pairs (d4,Q4) and (dp,@p) that are associated
with the same domain parameters. Assuming that both entities know each other’s
public keys, they can then compute S = daQp = dgQa = (zp,yp) Where zp is the
secret value. A and B get the same value since:

Q =dG — dAQB = dAdBG = dBdAG = dBQA

2.1.11 Elliptic Curve Integrated Encryption Scheme

Elliptic Curve Integrated Encryption Scheme (ECIES) is known as a hybrid scheme
and is used to encrypt messages. It consist of five different functions: key agreement,
KDF, encryption, message authentication, and hash [20]. The implementation de-
tails for the different functions are dependent on the specification and standard that
is being followed. The key agreement function is used to exchange a shared secret
between two entities. The KDF' is a method to derive a set of keys from a value.
The encryption function is used to encrypt messages. The message authentication
function handles the message integrity. The hash function is used by the KDF and
authentication functions.

2.1.12 Identity-based Public Key Cryptography

Created by Shamir [21], Identity-based Public Key Cryptography (ID-PKC) aimed
to provide a cryptographic scheme based around users’ identities. It uses a Key
Generation Center (KGC) that acts as a TTP to generate secret keys for users
based on their identity. The identity of a user could be common knowledge, such
as a name and an address. A user can then send a message to another user by
encrypting it using the common knowledge, and the receiving user can decrypt it
using the secret key.

Shamir notes that the security of the scheme depends on four parts. The first part
is the security of the underlying cryptographic functions. The second part is the
security of the information stored at the KGC. Thirdly, it is the identity checks
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performed by the KGC before issuing a new secret key. Finally, the fourth part is
how securely the users store their secret key to prevent unauthorized usage.

As pointed out by Al-Riyami et al. [22], the ID-PKC has key escrow. As mentioned
in Section 2.1.3, key escrow means that a T'TP is able to decrypt or sign any message.
The KGC is able to do this since it is in control of the identities in the system.

2.1.13 Certificateless Public Key Cryptography

Certificateless Public Key Cryptography (CL-PKC) created by Al-Riyami et al. [22]
aims to resolve the problem of maintaining infrastructure to verify that a public key
belongs to a specific user. CL-PKC is based on ID-PKC and is using a KGC, but it
aims to resolve the key escrow problem of ID-PKC. It solves the key escrow problem
with the KGC, generating a partial private key and transmitting it over a secure
channel to a user. The user can use the partial private key to generate its private key
and public key. Because the KGC does not generate the full private key, it cannot
recreate it, thus it avoids the key escrow problem. A user can then transmit the
generated public key to others. CL-PKC has two schemes for encryption and creating
digital signatures. For encryption, it uses Certificateless Public Key Encryption (CL-
PKE) to encrypt messages with the public key. The Certificateless Public Key
Signature (CL-PKS) scheme is used to create a digital signature using the private
key. The cryptographic strength from CL-PKE and CL-PKS comes from the Diffie-
Hellman Problem (DHP).

Al-Riyami et al. describe a basic version of CL-PKE that uses seven algorithms,
and they are as follows.

Setup: The KGC starts with running the setup. It takes a security parameter k,
and a Bilinear Diffie-Hellman (BDH) parameter generator IG. It returns system
parameters params and a master-key s. The params are publicly available, but the
master-key is only known to the KGC.
System parameters params =< Gq, Gg, e, n, P, Py, Hy, Hy >:

o (5 is an additive group of prime order g

o (5, is a multiplicative group of the same order

e ¢ is a map pairing of G; x G; — Go

o n is the bit-length of plaintext

e P is a generator of G,

. PO = SP

e Hy, Hy are hash functions
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Partial Private Key Extract: The KGC runs this and it takes the params,
Master—key, and the identity 1D 4 of user A. It first computes Q4 = H(ID4) € Gj
and it produces the partial private key for A with Dy = sQ4 € G7.

Set Secret Value: A runs this and it takes params and the identity of A. It
returns the secret value x4 of A where x4 is selected at random.

Set Private Key: A runs this and it takes params, the partial private key D4 and
the secret value x4. It computes the full private key as Sy = x4D4 = x45Q4 € G7.

Set Public Key: A runs this and it takes params and the secret value x4. It
outputs the public key P4 =< X4, Y4 > where X4 = x4P and Y5 = x4 Fy) = z45P.

Encrypt: It takes params, a public key Py =< X4, Y >, identifier Dy, and a
message M. It computes Q4 = H1(ID,4) € G} and chooses a random value 7. The
ciphertext is then C =< U,V >=< 1P, M @ Hs(e(Q4,Ya)") >

Decrypt: It takes params, a ciphertext C' =< U,V > and a private key Sy. It
computes M =V @ Hy(e(S4,U)).

2.1.14 Hybrid scheme

A public-key encryption scheme can be designed as a hybrid scheme. Such a scheme
takes advantage of the strengths of asymmetric and symmetric key encryption. It
uses a public key to encrypt or generate a symmetric key that is used to encrypt the
actual message. This method is called key encapsulation [23]. The asymmetric part
allows authentication to be established, and the symmetric part provides efficient
encryption.

2.2 Electrical theory

This section introduces some basic theory in electricity to give the reader a better
understanding of the theory used to measure the energy consumption of the proposed
protocol. It starts with describing how to measure electrical power and how to
calculate energy consumption.

2.2.1 Electrical power

Electrical power (P) is defined as work done per unit of time and is measured in the
unit watt (W). It is calculated with the following formula:

P=IxV

Here I is the electric current measured in ampere (A), and V is the electric potential
measured in voltage (V). A common way of measuring I or V is by using Ohm’s
Law, which describes a relationship between I, V, and the resistance (R).
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v
= —
R

Voltage is defined as the electric potential between two points. It is measured by
checking the difference between the two points. The current can be measured by
observing that, according to Ohm’s Law, the current is proportional to the voltage
drop over the resistor.

2.2.2 Energy consumption

Energy (E) is measured in joules (J) or also in watt-hour (Wh). Although power and
energy appear similar, energy is the power consumed during a given time. Measuring
energy consumption is then acquired by integrating the power over time.

E:/P@ﬁ

2.3 LoRaWAN

LoRaWAN is a specification for Low Power Wide Area Network (LPWAN) that
defines a communication protocol and a network architecture [24]. This section ex-
amines some of the details in the LoRaWAN version 1.1 specification. It starts with
describing the network architecture used in LoRaWAN. The second section explains
how devices are activated and allowed to use the network to communicate. The third
section defines the three different types of devices. The fourth section explains how
LoRaWAN handles traffic congestion. The fifth section contains information about
the cryptographic security of the protocol. The last section defines the different
messages and their structure.

2.3.1 Network architecture

The LoRaWAN network architecture (as seen in Figure 2.1) primarily consists of five
parts: devices, gateways, Network Servers (NS), Join Servers (JS), and Application
Servers (AS). A device here can be anything, and its primary purpose is to transmit
or receive messages using radio frequencies with the LoRa modulation. The gateways
are responsible for receiving these messages and forward them to a network server or
sending a message to a device. Networks servers are the managers of the gateways
and have multiple responsibilities. The network servers handle the adaptive data
rate, and duplicate messages as a device might be in the range of multiple gateways.
The adaptive data rate allows a device that is closer to a gateway to transmit using
a higher data rate and thus lowering the total transmission time. Devices that are
further away can then have more time to transmit their message. However, the NS’s
primary purpose is to forward messages to the AS. The AS is the end receiver for a
device, and what it does with the message is dependent on the purpose of the device
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and application. The JS handles device activation, which is described in the next
section.

— 5 \

Network
z / Server Q

Application
Server

Figure 2.1: Overview of a LoRaWAN system architecture

2.3.2 Device activation

Before a message from a device is sent over the network, the device first has to join
the network, and the process is called device activation. The goal for the activation
is to have session keys for the network. The LoRaWAN specification specifies two
ways that the activation is achieved [7]:

« Over the Air Activation (OTAA)
 Activation by Personalization (ABP)

Both of them need to be pre-configured with certain information, such as keys and
network identifiers.

OTAA establishes the session keys by using two pre-configured root keys, a Network
Key (NwkKey) and an Application Key (AppKey). The NwkKey is known to the
NS, while the AppKey is known to the AS. The device uses this information to verify
its identity to the servers. Device activation occurs with the following procedure,
as shown in Figure 2.2. Further details of the structure of the messages can be
found in Section 2.3.6. First, the device sends a join request to the NS containing
three things: what network it wants to join (JoinEUI), its unique identity number
(DevEUI), and a hash of the NwkKey, JoinEUI, and DevEUI. The NS then looks
up the JS and sends a JoinReq message to it. Thirdly the JS verifies the request and
sends a JoinAns back to the NS. Finally, the NS can send a Join Answer back to
the device. With the activation complete, the device can then compute the session
keys. ABP works by pre-configuring the session keys instead.

When using OTAA and the device has received the Join-Accept or the JS the Join-
Request messages they are able to calculate the session keys. The session keys are
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Figure 2.2: Message overview of OTAA

calculated in the following way:

AppSKey = aes128 _encrypt(AppKey,0x02 | JoinNonce | JoinEUI
| DevNonce | padig)
FNwkSIntKey = aes128__encrypt(NwkKey,0x01 | JoinNonce | JoinEUI
| DevNonce | padsg)
SNwkSIntKey = aes128__encrypt(NwkKey, 0203 | JoinNonce | JoinEUI
| DevNonce | padig)
NwkSEncKey = aes128 encrypt(NwkKey,0x04 | JoinNonce | JoinEUI
| DevNonce | padsg)
JSIntKey = aes128 encrypt(NwkKey,0x06 | DevEUI | padys)
JSEncKey = aes128 encrypt(NwkKey, 0205 | DevEUI | padys)

Different keys have different purposes and uses. Table 2.1 shows a description of all
the keys used in LoRaWAN.

2.3.3 Device classes

The LoRaWAN specification defines three types of device classes, A, B, and C. Class
A is the most energy-efficient one as after sending a message, it allows for two short
messages to be received before the device stops listening. Class B devices allow for
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Key Description

Application Key is a root key used to derive other keys.
Lasts the lifetime of the device.

Network Key is a root key used to derive other keys.

AppKey

NwkKey Lasts the lifetime of the device.
AppSKe Application Session Key is a key used to encrypt the
PP Y payload between the device and Application Server.
Forwarding Network Session Integrity Key is used
FNwkSIntKey in the MIC calculation.
SNwkSIntKey Serving Network Session Integrity Key is used in the

MIC calculation.

Network Session Encryption Key is used to encrypt
NwkSEncKey | and decrypt MAC commands sent to the device or Network
Server.

Join Server Integrity Key is used for the MIC calcula-
tion of Join-Accept or Rejoin-Request messages.

Join Server Encryption Key is used to encrypt and
decrypt Join-Accept messages in the Rejoin procedure.

JSIntKey

JSEncKey

Table 2.1: The purpose and uses of the different keys in LoRaWAN

more messages to be received on a scheduled basis. The schedule is synchronized
with the gateway. Class C devices will listen to messages while it is not transmitting
any.

2.3.4 Duty cycle

In radio communication, two messages can collide and inadvertently disrupt each
other. The risk of this occurring can be reduced by scheduling or reducing the
congestion on the radio frequency with a duty cycle. LoRaWAN specifies a maximum
duty cycle for each device, where the exact allowed duty cycle is different for each
country and is defined in a document published by the LoRa Alliance [25]. The duty
cycle limits how much a device is allowed to transmit on the radio. If a device uses
a duty cycle of 10%, it would be allowed to transmit for one time unit for every ten
time units.

2.3.5 Security

LoRaWAN uses two symmetric keys for encrypting the messages with AES-128.
When a device is sending a message to the AS, the message is first encrypted with
the Application Session Key (AppSKey). After the encryption, a Message Integrity
Check (MIC) is calculated using the encrypted message along with the Network
Session Key (NwkSKey). The message is then protected against a third party lis-
tening on radio communication. The network operator is also unable to decipher
the contents of the message but can verify its integrity.
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The cryptographic security in LoRaWAN is good as it uses AES-128. AES-128 is
considered as being the block cipher of choice for future applications [26]. However,
that does not mean that the communication protocol is secure. Butun et al. [27]
conclude that there are multiple attack vectors to LoRaWAN and that the security
is dependent on the implementation. The authors state that there are a few critical
mechanisms in the implementation that needs to be considered. The first, being
the storage of keys in an embedded platform. Secondly, there are multiple security-
critical frame counters. Thirdly, there is a separation of trust between the NS and
AS. However, the AS still has to trust the network infrastructure as there is no
integrity check of the messages. Finally, the LoRaWAN specification has provisions
for backward compatibility, which is known as downgrade attacks and has been
exploited by attackers on other protocols [28].

2.3.6 Message formats

The uplink or downlink messages sent over LoRa has to follow a specific format
specified in LoRaWAN. All messages contain a Preamble, Physical Header (PHDR),
Physical Header Cyclic Redundancy Check (PHDR,__CRC) and a PHYPayload. A
Cyclic Redundancy Check (CRC) is added to any uplink messages. Table 2.2 dis-
plays the structure.

| Preamble | PHDR | PHDR_CRC | PHYPayload | CRC |

Table 2.2: Messages structure of LoRa packet where the CRC is only added for
uplink packets

The PHYPayload is different depending on the type of message that is sent. Every
payload contains a Message Header (MHDR), some content and a Message Integrity
Check (MIC). The MIC is used to see if the content has changed during the trans-
mission. See Table 2.3 for the structure of these messages. The reader might notice
that the Join-Accept does not have the MIC. That is because the Join-Accept is
encrypted, and the MIC is included in it.

MHDR MACPayload MIC
MHDR | Join-Request or Rejoin-Request | MIC
MHDR Join-Accept

Table 2.3: The three different types of PHYPayloads

The MHDR seen in Table 2.4 contains the message type, some bits reserved for
future use, and the major version. Different message types is shown in Table 2.5.
The table shows that there can be confirmed or unconfirmed data up and data down
message types. The difference between them is that the confirmed ones require an
acknowledgment to be sent by the receiving party. The proprietary message type
can be used to implement a non-standard message format. However, it requires
that everyone understands the format. If an entity receives an unknown proprietary
message, it will silently drop it.

17



2. Technical Background

Bit 7.5 4..2 1..0
MHDR | Message type | Reserved | Major version

Table 2.4: Content of the MHDR

Value Type
000 Join-Request
001 Join-Accept

010 Unconfirmed Data Up
011 Unconfirmed Data Down

100 Confirmed Data Up
101 Confirmed Data Down
110 Rejoin-Request

111 Proprietary

Table 2.5: The different message types and their associated bit value

Table 2.3 shows three types of messages. The first type MACPayload is used to
transmit data and to send MAC commands. MAC commands are used to manage
the network between the device and NS. Table 2.6 shows the contents of the MAC-
Payload. Tt has a frame header FHDR, an optional FPort field, and the data payload
FRMPayload. The FRMPayload is variable in length and the maximum size of it
is restricted to the size limit specified by LoRaWAN. The FHDR can be seen in
Table 2.7. It contains the DevAddr, FCtrl, FCnt, and FOpts fields. The DevAddr
is a value that is given to the device when joining the network. The FCtrl field has
some control parameters that the network needs and the length of the FOpts field.
The FOpts field is used to transport the MAC commands.

Bytes 7..22 0..1 0..M!
MACPayload | FHDR | FPort | FRMPayload

! The message size limit

Table 2.6: Contents of the MACPayload

The MIC for the MACPayload message is calculated over all the fields. The MIC
is calculated differently depending on it being a up-link or down-link message. Up-
link is when a message is coming from the device and it is going to one of the
servers. Down-link is the opposite it is when a message is coming from the servers
and is heading to the device. The down-link MIC is calculated as follows with B
in Table 2.8:

msg=MHDR | FHDR | FPort | FRM Payload
cmac = aes128 _cmac(SNwkSIntKey, By | msg)
MIC = cmac|0..3]
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Bytes 4 1 2 0..15
FHDR | DevAddr | FCtrl | FCnt | FOpts

Table 2.7: Contents of the FHDR

Bytes | 1 2 2 1 1 1 1 1

AFCntDwn
By 0x49 | ConfFCnt | 0x00 | Dir = 0x01 | DevAddr | or NFCntDwn | 0x00 | len(msg)

Table 2.8: The content of the By block in a down-link message

The up-link MIC is instead calculated like this with By and B; in Table 2.9:

msg=MHDR | FHDR | FPort | FRM Payload
cmacS = aes128 cmac(SNwkSIntKey, By | msg)
cmack = aes128__cmac(FNwkSIntKey, By | msg)
MIC = emacS[0..1] | cmacF|0..1]

Bytes 1 2 1 1 1 4 4 1 1
By 0x49 0x00 0x00 | 0x00 | Dir = 0x00 | DevAddr | FCntUp | 0x00 | len(msg)
By | 0x49 | ConfFCnt | TxDr!| TxCh?| Dir = 0x00 | DevAddr | FCntUp | 0x00 | len(msg)
! The data rate used
2 The index of the channel used

Table 2.9: The contents of the By and By blocks in an up-link message

The second type of PHYPayload is the Join-Request or Rejoin-Request. The first
one is used to join the network and derive the session keys. The second one is used
to create a new pair of session keys. Table 2.10 show the content of a Join-Request.
It has a JoinEUI, DevEUI and DevNonce. The JoinEUI is used to identify what
network to join. The DevFEUI is a identifier for the device. The DevNonce is a
counter that is increased after every join attempt. The purpose of the DevNonce is
to stop replay attacks. The MIC of the Join-Request message is calculated like this:

cmac = aes128 _cmac(NwkKey, MHDR | JoinEUI | DevEUI | DevNonce)
MIC = emac|0..3]

The third type of PHYPayload is the Join-Accept. Table 2.11 shows the contents
of a Join-Accept. The JoinNonce is a unique value provided by the JS that is used
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Bytes 8 8 2
Join-Request | JoinEUI | DevEUI | DevNonce

Table 2.10: The contents of a Join-request

to derive the session keys. The Home_NetID is an identifier for the home network
of the device. DevAddr is the address of the device. DLSettings contains a list
of parameters for the down-link. The RxzDelay is the delay between sending and
receiving. CFList is an optional field with content that is different depending on
the region. The final field is the MIC.

Bytes 3 3 4 1 1 0..16 4
Join-Accept | JoinNonce | Home NetID | DevAddr | DLSettings | RxDelay | CFList | MIC

Table 2.11: The contents of a Join-Accept

The Join-Accept is encrypted with the NwkKey to protect the contents as it is used
to derive the session keys. How it is encrypted, and the MIC' is calculated is shown
below. The message is encrypted using the aes128 decrypt function. It is using a
decrypt function as an optimization for devices. The message is decrypted using the
aes128_encrypt function. This means that a device only needs to implement the
encrypt function of AES.

cmac = aes128 _cmac(JSIntKey, JoinReqType | JoinEUI
| DevNonce | MHDR | JoinNonce | NetID | DevAddr
| DLSettings | RxDelay | CF List)
MIC = cmac|0..3]
Join-Accept = aesl128 decrypt(NwkKey, JoinNonce | NetID | DevAddr
| DLSettings | RxDelay | CFList | MIC')
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Related Work

There has been ample work on LoRaWAN. The literature shows that LoRaWAN
version 1.0 has some security vulnerabilities. Many of these vulnerabilities have
since been fixed in version 1.1 and has improved the security of LoRaWAN. This
chapter aims first to summarize security-related work for LoRaWAN specifically on
key management related topics and explain how the work in this thesis is different.
Secondly, the chapter will examine different work that has tried to improve the
LoRaWAN specification. Finally, the chapter will summarize what has been learned
from the related work.

3.1 Key Management

Butun et al. [8] are not the only ones concerned about the key management in
LoRaWAN. This is apparent from the multiple works that have been published on
the subject. This section aims to examine a few of them and compare them to this
thesis.

3.1.1 Enhancing LoRaWAN Security through a
Lightweight and Authenticated Key Management Ap-
proach

Sanchez-Iborra et al. [29] introduce a new key management approach for LoRaWAN.
It is supposed to be lightweight, and it follows a recent standardization by the Inter-
net Engineering Task Force (IETF). The approach is based on the use of Ephemeral
Diffie-Hellman Over COSE (EDHOC) that combines the strength of public-key
cryptography with the lightweight Concise Binary Object Representation (CBOR)
and Object Signing and Encryption (COSE). They argue that LoRaWAN needs bet-
ter key management for the session keys as they are derived from static root keys
and rarely updated.

The authors decided to use LoRaWAN version 1.0 to compare against their ap-
proach. They do, however, mention LoRaWAN version 1.1 in their related work
section. Why they decided to use an older version of LoRaWAN is not mentioned,
but some of the vulnerabilities mentioned in this work are mitigated on the newer

21



3. Related Work

version. Their main argument concerning the root keys being static still holds for
the newer version.

In this paper, the authors present a new key management protocol using EDHOC
and evaluate it based on the increase in message overhead compared to using Data-
gram Transport Layer Security (DTLS) for key management. EDHOC is, according
to the authors, the more viable option as it has the shortest message length. How-
ever, the shortest length of a message in their work was 71 bytes, while the max
message length needed to support all scenarios in LoRaWAN is 59 bytes. The pro-
posed key management approach would then not be applicable to all scenarios. The
key management approach by Sanchez-Iborra et al. is different from this thesis as
the main focus is on the root keys, not the session keys.

3.1.2 A Survey on Certificate-Less Public Key Encryption
for Authentication in a Smart IoT-Based LoRaWAN

Tiwari et al. [30] argue that CL-PKC is a good PKC to use in LoRaWAN. The
argument is that CL-PKC overcomes two of the major drawbacks of a traditional
PKI, CA, and key escrow. The authors do not go into detail how CL-PKC can be
implemented in LoRaWAN, only that it is a good option. This work strengthens
the need for in-depth research of using PKC in LoRaWAN. Compared to this work,
this thesis will, in the evaluation, use CL-PKC. However, other options will also be

considered, and the end goal is to compare a solution to the current one employed
by LoRaWAN.

3.1.3 Key management with a trusted third party using Lo-
RaWAN protocol

Ralambotiana [31] researches the known threats and flaws for key management with
a Trusted Third Party (TTP) in LoRaWAN (version 1.0.2). The author then assesses
how a key management solution from a company that was called Gemalto! handles
these threats. Gemalto’s solution is a TTP that manages the distribution and
generation of the keys used in LoRaWAN. The solution is similar to the JS used in
newer versions of LoRaWAN.

The author finds five vulnerabilities, where the first one is the possibility of com-
promising the AppKey. The second vulnerability is regarding undefined behavior if
and when a counter is reset. Thirdly is the ability to perform brute force attacks
on the MIC. The fourth vulnerability is being able to compromise the cipher mode
encryption. The last vulnerability is the absence of explicit control for claiming
devices.

The work is a thorough review of a key management solution’s security, and the au-
thor proposes solutions to the vulnerabilities. The vulnerabilities and their solutions
are something that can be considered when designing a key management system for

! Acquired by Thales Group in 2019, https://www.thalesgroup.com
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LoRaWAN. Compared to this work, this thesis will not focus on introducing a new
TTP to LoRaWAN and instead work from within the boundaries of the current
specification.

3.1.4 An Improved Secure Key Management Scheme for
LoRa System

Xing et al. [32] propose a key management scheme that is capable of remotely
updating the keys in LoRaWAN. The scheme uses the Hierarchical Determinis-
tic (HD) Wallet for key management and Elliptic Curve Diffie-Hellman (ECDH) for
key agreement. The authors also apply the bi-directional hash algorithm to reduce
the computational cost and the overhead in communication.

The authors compare the performance of different cryptographic schemes against
cach other. ECDH is shown to be faster than Diffie-Hellman (DH), but ECDH
with a 256-bit key was faster than using it with a 192-bit key. Xing et al. do not
discuss this result. It is difficult to know if this is an oversight or what caused the
performance increase when using a longer key. The authors conclude that their
scheme can enhance the security of LoRaWAN, and using bi-directional hash chains
reduces the performance impact that the scheme introduces.

The protocol from the authors does not adhere to the lowest data rate specified by
LoRaWAN. The max length of a message payload is 59 bytes with the lowest data
rate. The first message in the protocol includes the device identifier, a value for the
hash chain, the ECC public key, and a signature. The first three would sum to 73
bytes with a compressed public key. It is unknown how big the signature is as the
authors do not specify the exact implementation. The first message would then be
at least 73 bytes and would exceed the size limit.

This work is similar to this thesis as the authors design a method to generate the
root keys, and they decide to use a PKC in their solution. Their method requires
six messages to be exchanged before the root keys are generated. Two of those
messages would also be message acknowledgments, and having that in the method
increases the risk of a re-transmission. It also introduces two new components with
the HD wallet and the hash chains. The authors include some data regarding the
time and energy usage of their protocol, but they do not compare this to OTAA.
Their protocol does not comply with the restrictions and design choices specified by
the LoRaWAN specification.

3.1.5 Signcryption Method Suitable for Low-Power IoT De-
vices in a Wireless Sensor Network

Ting et al. [33] propose a new signcryption method for IoT devices in a Wireless

Sensor Network (WSN). Signcryption is a public key scheme that simultaneously ex-

ecutes a digital signature function and encryption function. The authors implement
their method in a sensor system that is using Identity Based Cryptography (IBC).
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Their method is divided into two phases: offline and online. The offline phase com-
putes a partial ciphertext without a known message. The online phase is done when
there is a message to be sent and uses the partial ciphertext from the previous phase
to encrypt the message.

The main similarities of this work and this thesis are the underlying network ar-
chitecture that is used. The authors have developed a PKC method that works
well in their wireless networks. However, the method is not directly transferable to
LoRaWAN as the underlying system uses IBC.

3.1.6 An improved key distribution and updating mecha-
nism for low power wide area networks (LPWAN)

Leent [34] investigates an answer to the question, "how can the distribution and
updating capabilities of cryptographic keys on the application layer in LoRa be
improved?"'. From the research question of the author, the work appears to be similar
to the work in this thesis. Leent also comes to the conclusion that it is appropriate to
use Elliptic Curves as the cryptographic scheme because of its lower computational
requirements. The author solves the problem of device authentication by using
ECDSA. The author shows that it is possible to use these schemes to distribute and
update the static keys used in LoRaWAN. However, the author does not consider
two essential aspects. The first is the actual impact on energy consumption. The
second is the added message length that is needed to use their protocol. This thesis
intends to consider and address these two aspects.

3.1.7 An Enhanced Key Management Scheme for LoRaWAN

Han et al. [35] propose a root key update scheme based on the Rabbit cipher embed-
ded in a two-step Key Derivation Function (KDF). The authors build upon the idea
that LoRaWAN allows for re-join requests that derive new session keys to be used.
Han et al. introduce new commands that orchestrate the update procedure of the
root keys. The update procedure is based on a stream cipher, and it also assumes
that a device already has a set of root keys. This approach is interesting and is
different from this thesis. This thesis will focus on using public-key cryptography
to distribute root keys. The authors used their scheme’s performance as a metric,
while this thesis will use energy usage as a metric to determine the feasibility.

3.1.8 Secure Session Key Management Scheme to Meter-
Reading System Based on LoRa Technology

Xia et al. [36] attempt to improve smart meters by using LoRa technology. The au-
thors propose an improvement to the LoRaWAN OTAA method. The improvement
comes in the form of the introduction of a Key Distribution Server (KDS) to the
LoRaWAN infrastructure. The protocol also introduces a timestamp for the session
keys. The KDS is tasked with ensuring that new keys are distributed after a key
has expired. The authors created a key management scheme for the session keys
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used in LoRaWAN. This thesis is different from this work as it intends to look into
the delegation of the root keys.

3.2 LoRaWAN Security

This section aims to cover some related work that has been focusing on improving
other aspects of LoRaWAN. It will examine work that has been done to improve
the security aspects and how the authors have considered the impact on battery life
or performance.

3.2.1 A Novel Chaining Encryption Algorithm for LPWAN
IoT Network

Bidgoly et al. [37] propose a chaining encryption method that is suitable for use
in LoRaWAN. They argue that chaining encryption is not suitable in LPWAN as
there is the possibility of losing messages. The message loss is also not discovered
by either the sender or the receiver. Since chaining encryption makes each cipher
dependent on the previous cipher, message loss will cause the decryption of messages
to fail. Message loss can always happen, but it can be handled with some form of
message acknowledgment. In LPWAN; this is a costly operation for a device and
for the network. The authors’ method is based on introducing a new module called
Appropriate Key Finder (AKF) that finds a key that has a hash that is equal to
a part of the message. Their method is capable of handling message loss, and the
AKF module does not have a significant impact on performance. The authors have
produced an interesting work with regards to replacing the encryption method used

by LoRaWAN.

3.2.2 AES-128 based secure low power communication for
LoRaWAN IoT environments

Tsai et al. [38] propose a new communication scheme called Secure Low Power Com-
munication (SeLPC) to be used in LoRaWAN. The scheme is supposed to reduce
the number of encryption cycles of AES, which reduces the computational power
used. The authors also incorporate D-Box and AppSKey update procedures. D-Box
is a dynamic box that replaces the fixed S-Box used in AES, and this replacement is
then increasing the security of the scheme. The authors show that SeLPC reduces
the AES encryption rounds from 10 to 5 and can minimize the computational power
used for AES by up to 26.2%. The authors do not introduce an update procedure
for the NwkSKey but mention that it is for future work.

3.3 Summary
This thesis is not the first work to try and improve upon the key management as-

pect of LoRaWAN. Some of the literature introduces a new TTP to the specification,
while others implement PKC in some form. The literature evaluates their work by
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examining the performance increase or decrease. The primary difference between the
related literature and this thesis is the focus on comparing battery usage. The work
by Xing et al. shares the most similarities with this thesis (Section 3.1.4). The au-
thors decide to use ECDH for its shorter key length and computational requirements.
They propose a protocol that can update the root keys used in OTAA. However,
they do not adhere to the limits set by the lowest data rate in the LoRaWAN speci-
fication. Although the authors provide data regarding energy consumption, they do
not compare it to other activation methods such as OTAA. This thesis adheres to
the message limit by specifying it as a condition for the protocol to be considered
feasible, and it will compare the protocol to OTAA.
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This chapter introduces and explains how the feasibility of PKC for delegation of root
keys in LoRaWAN is produced. The first section defines how the PKC is evaluated
to be feasible. The second section explains how the hardware is set-up and how
measurements are taken. The final section explains how testing is performed.

4.1 Feasibility of Method

The definition of when something being feasible is that it can be done, effected, or
accomplished. This is a broad definition, and this section defines when a PKC is
considered feasible. The method is considered feasible, depending on the answer to
the three conditions specified in Table 4.1.

These are the conditions that state the feasibility of the method. They are stated as
questions to provide a simple overview of true or false. The conditions are further
described and clarified below.

The method is considered to fit into the specification when it fulfills the following. It
does not add or change anything other than adding a new activation method along
with support for the new PKC. This means that the method should rely on the ex-
isting functionality provided in the specification. It should, for example, not change
how AES is used or how the session keys are derived. This condition is essential
since it hinders any changes or additions that alter the specification unnecessarily.
The condition makes it easier to adopt into existing LoRaWAN devices and systems.

The 64-byte limit also comes from the LoRaWAN specification but has been put
as a separate condition. It is separated since 64 bytes is the maximum size that
is allowed with the lowest data rate setting in the LoRaWAN specification. If the
method is exceeding the message limit, it would still be considered to fit in the

F1 | Does the method fit in the LoRaWAN version 1.1 specification?
F2 | Are all messages the method sends less than or equal to 64 bytes?
F3 | Is the increase in energy consumption not significant?

Table 4.1: The condition that the proposed protocol need to meet to be feasible
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Figure 4.1: Security in relation to the cost, by Butun [39]

specification, but it would not support all devices and conditions. Therefore, the
64-byte limit has been added to ensure that the new method would still work for
any device currently in use.

The final condition concerns the increase in energy consumption. The PKC will be
implemented as a new OTAA method. Since it is an activation method, it means
that it will run at least once as an initialization stage and perhaps a dozen more
times if the root keys are changed periodically throughout the device’s lifetime. The
increase in energy consumption then has to be significant for the method to be
unfeasible since OTAA runs once. The condition is difficult to evaluate since it is
difficult to determine what a significant increase is. What can be considered to be a
significant increase depends on the need for security and the cost of damages caused
by the security being compromised. Figure 4.1 by Butun [39] shows how the relation
between the cost of security and the cost of damages. Being able to renew the root
keys will increase the security of the system. The increase in security comes at the
cost of battery life in this case and the cost of damages could be in time or money.
If the protocol decrease the battery life by 50% that is a significant increase, but
if the cost of the damages is worse than implementing the countermeasure it might
not be considered significant.

4.2 Design and Implementation of the testing set-
up

Evaluating the PKC requires there to be a system where the user is in full control of
the components involved. The designed and implemented PKC is going to change
how the device interacts with the servers. Because of this, an entire LoRaWAN
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’ Raspberry Pi \ Model Zero \ Model 3B ‘

CPU Cores 1 4
CPU Frequency 1GHz 1.2GHz
RAM 512MB 1GB

Table 4.2: Hardware specifications of the Raspberry Pi models used

infrastructure needs to be replicated. This section starts presenting the hardware
used and how it is configured. Following that is an introduction of the LoRaWAN
network infrastructure used. It finishes with an explanation of how measurements
of the power consumption are obtained.

4.2.1 Hardware

LoRa communication has two essential hardware parts, a device, and a gateway.
Both of them consist of two other essential parts, a computing unit, and a LoRa
radio chip. In this thesis, the computing units are two Raspberry Pi computers.
They were selected because of their versatility and ease of use. Two different models
of Raspberry Pi computers were used, the device used the Pi Zero model while the
gateway used the Pi 3B model. Table 4.2 presents the specifications for the models.
The Pi Zero has a 1GHz single-core processor and 512 MB of RAM [40]. The Pi 3B
has a 1.2 GHz quad-core processor with 1 GB of RAM [41]. Both models use an SD
card to store the operating system along with any additional files or programs.

The radio chips used are called RFM96, and they are using an SX1276 LoRa module.
Figure 4.2 shows the radio chip used. The chip was chosen since it is inexpensive
and easy to use with a Raspberry Pi. How the RFM96 is wired up to the Raspberry
Pi can be seen in Figure 4.3. Pins with the same number on both the RFM96 and
Raspberry Pi are connected. The numbers indicate what physical pin number it is
on the Raspberry Pi.
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Figure 4.2: The RFM96 LoRa radio used
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Figure 4.3: Wiring of the RFM96 and the Raspberry Pi

There is a downside to using the RFM96 chip, as it only provides one channel.
This restricts the chip to only being able to use one channel at a time. The chip
is therefore unable to send and receive at the same time. Constructing a gateway
for LoORaWAN with only a single channel is not recommended as messages might be
missed. However, for this thesis, it is not a problem since the testing is performed
in an environment where there will only be one device.

The full hardware set-up can be seen in Figure 4.4. The gateway is on the left side,
and the device is in the middle. On the right, there is a board with a button that
is connected to the device. The button is used to start a program on the device.

4.2.2 LoRaWAN infrastructure

When choosing what LoRaWAN infrastructure to use, there are two main options:
to build a custom solution or use an existing solution. There are various benefits and
consequences for using either one. This project will be using a custom solution for
the simplicity that it provides. Using an existing solution increases the complexity
when implementing the designed protocol. The custom solution instead makes it
possible to focus on only the specific parts that need to change. The complexity of
an existing solution comes from its purpose of being used in an actual production
environment. The custom solution can, in this case, be more straightforward as it
does not need to consider multiple devices and to manage the network. The purpose
of the custom solution is to provide the device with the messages it needs to complete
the activation process.

A custom solution can be implemented on the gateway that would receive a message
from the device and respond to it with a predefined and calculated message. Having
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Figure 4.4: Image of the physical set-up of the gateway (left) and device (middle)

the gateway simulating the LoRaWAN also removes any additional latency from
using a server. Using predefined messages makes it easier to reproduce the result,
and the response time should be constant as there is no need to do any calculations.
The device will think that it is using a real LoRaWAN infrastructure. Although the
device will send the same message and receive the same response, it is still required
to generate the message to send and receive the response. The device does not gain
any performance increase from this method.

The gateway performs all the tasks of authenticating a device in the same way
as a traditional LoRaWAN infrastructure. It is then essential to ensure that the
message that it responds with is done according to the specification. To achieve
correctness, an actual LoORaWAN network stack was set up using software from The
Things Network.? Using the software from The Things Network, it is also possible to
ensure that the device and gateway can work in a production version of LoRaWAN.

4.2.3 Measuring energy consumption

The energy consumption can be measured by taking measurements of the voltage (V)
and the current (A) that are used. Since the device is normally powered through
USB, the voltage should be around 5V at all times. The measurements are taken
from a power supply that has a built-in data logger that makes it capable of powering
the device and collect data about the usage. The data logger takes samples of the
voltage and current used at regular intervals.

"https://www.thethingsnetwork.org/
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Figure 4.5: The front panel of the Keithley 2280S

The data accuracy depends on the sample rate used. If spikes in voltage and current
usage are between samples, then that will be concealed in the result. Therefore, it
is essential to try and have a high sample rate and run the tests multiple times.

The data logger used in this thesis is the Keithley 2280S, which is also a power
supply. It will be used to power the device and log the values that it supplies. It is
capable of reliably doing measurements every 5 ms. However, using a higher sample
rate lowers the accuracy of the measurements. For this thesis, the Keithley will take
samples every 12.6 ms, as this should be more than enough to capture most of the
sudden spikes that will occur. The Keithley can be seen in Figure 4.5.

Because the data logger acts as a power supply, the device will be powered by
it. Figure 4.6 shows how the data logger is connected to the device. The data
logger provides two ports to connect the positive and negative cables of a circuit.
The Raspberry Pi can be powered through a USB port. The data logger is then
connected to the Raspberry Pi through a USB cable that has been separated into
four sub-cables. The USB cable can be divided into a 5V, data negative, data
positive, and ground cables. From these, the 5V is connected to the positive side of
the data logger and the ground to the negative. Figure 4.7 shows the different sub-
cables where they have also been color-coded as red, white, green, and black [42]. Tt
is possible to power the Raspberry Pi through the input and output pins. However,
it will then not be possible to regulate the supplied voltage. This can cause damage
to the device or unpredictable behavior if the voltage that is supplied fluctuates.

4.3 'Testing method

This section defines how to obtain results that can be used to determine an answer to
the energy consumption condition specified previously in Section 4.1. It begins with
addressing methods used to mitigate the variations in the sample points obtained
from the data logger. The section concludes with how the tests are executed and
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Figure 4.7: The pins in a USB cable [42]

data is obtained.

4.3.1 Handling data fluctuation

The data logger takes samples of the current and voltage at a single moment in time.
Because of that, there is the possibility of missing small fluctuations in the supplied
current. In order to reduce the impact of missing fluctuations, it is important to
perform the same test multiple times. Making testing the code easier is crucial,
therefore, the code will be divided into a set of segments that can be performed in a
loop. Where to divide the code is dependent on the design and introduced steps of
the new method. Normal OTAA can be divided into three segments. The segments
would be sending, receiving, and deriving the session keys. However, the receiving
segment is a consequence of the sending segment, and thus it is better to perceive
them as one segment. When gathering data on the current and voltage for OTAA
it will be divided into two segments, the sending and receiving segment and session
key segment.

With a set of segments of code defined, the tests can then be executed. The segments
will be executed 100 times, and the result of a segment will then be the mean of all
the executions. Executing the segment multiple times should remove any fluctuation
that the data logger may give because of the sample rate. A high sample rate is
used as well to decrease the fluctuation.
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4.3.2 Executing tests

Starting the tests will be done by the Raspberry Pi through a physical button.
A button will be used because remotely connecting to the Raspberry Pi requires
a separate connection to it. This connection adds extra energy consumption that
could distort the result. Another issue is that the Raspberry Pi Zero has two USB
ports, one for only power and another that can take power and data. If the port
that can take data is used, a remote connection can be established. However, the
data logger will no longer supply power to the Raspberry Pi.

The button is connected to the Raspberry Pi, along with two indicators of LED
lights. When the Raspberry Pi boots, it loads a program that lights one of the
LED lights indicating that it is ready and listens for a button press. If the button
is pressed, the second LED is turned on, and it launches the tests. When the tests
have finished, the program reboots the Raspberry Pi and turns off the LED lights.

Collecting data of voltage and current is started manually after starting the tests
on the Raspberry Pi. The data logger gives access to a web interface for remote
control. This interface is used to start data collection. It is also possible to connect
the Raspberry Pi to the data logger through a digital input and output interface
to control it. Using the digital interface on the data logger would make the data
collection start at the same time as the test starts. This way of starting the collection
was discarded as there is no need to start the collection at the same time. It takes
a few seconds before the program starts performing its tests, and thus manually
starting it will be good enough.
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Design and Implementation

In this chapter, the process and choices behind the proposed protocol PK-OTAA are
presented. The chapter begins with which PKC it is based on and why. It follows
up by introducing some limitations and considerations when designing the protocol.
Finally, the proposed protocol is presented and explained.

5.1 Selecting a Public Key Scheme

This section explains the reasoning for selecting a specific PKC to use in the proto-
col. Multiple cryptographic schemes can be used for the protocol. This thesis eval-
uates using Rivest—Shamir-Adleman (RSA), Elliptic Curve Cryptography (ECC),
and Certificateless Public Key Cryptography (CL-PKC) for the protocol. The first
two are regularly used in different security protocols today. The last one was pro-
posed by Tiwari et al. [30] (refer to Section 3.1.2) to be a good option to use in
LoRaWAN. The schemes are evaluated based on the conditions previously specified
for the protocol in Table 4.1. The same conditions are used since the underlying
scheme of the protocol has to fulfill them.

RSA is the standard used today in securing web connections through HTTPS [43].
Using RSA would require using long keys to achieve good encryption security. With
a longer key, the size of the ciphertext would then also be longer. Encrypting a
message with a 2048-bit RSA key would then produce a cipher size of 256 bytes [44].
This length exceeds the one set in the condition of 64 bytes. Using RSA to create
a signature has the same problem. The signature size would also be 256 bytes with
a 2048-bit key. RSA would also introduce the usage of a certificate infrastructure.
Because of this RSA, is not considered to be feasible for use in LoRaWAN.

In comparison, ECC uses shorter keys and a 224-bit key provides equivalent cryp-
tographic security as a 2048-bit RSA key [19]. Table 5.1 presents the different key
sizes of ECC and RSA compared to AES. Figure 5.1 shows the relation visually. The
table and figure demonstrate that the RSA key size escalates rapidly to achieve the
same cryptographic security. Encrypting messages with ECC can be done by using
Elliptic Curve Integrated Encryption Scheme (ECIES). However, as it includes the
public key used along with an integrity code, the message length would exceed 64
bytes. In ECC, a public key can be compressed to be half the size plus one byte.
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When using a private key of size 224 bits (28 bytes), the public key would be two
times that, but when compressed, it would be 232 bits (29 bytes). Considering that
the Join Request in the current OTAA uses 23 bytes, just by adding the public key
makes the message size 52 bytes. That leaves 12 bytes for the other parameters
used in ECIES and the encrypted payload. There could also be a need to increase
the key size to strengthen cryptographic security further. The available space would
then be even less. It would then not be feasible to use ECIES to encrypt generated
keys or key material used to generate them.

AES key size (bits)

ECC key size (bits)

RSA key size (bits)

80
112
128
192
256

160
224
256
384
512

1,024
2,048
3,072
7,680
15,360

Table 5.1: Shows the keys size needed to have equivalent cryptographic security
compared to AES among ECC, and RSA based on [19]
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Figure 5.1: The logarithmic growth in key size to get equivalent cryptographic
security compared to AES among ECC, and RSA based on [19]

CL-PKC introduces a trusted entity called the Key Generation Center (KGC). The
task of the KGC is to create partial keys to transfer to different entities securely.
The partial keys can then be used to create a private key. The private key can
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then be used to create the public key. Because the KGC is a trusted entity and has
generated the partial key, any device will be able to verify the identity of a public
key. Yao et al. [45] implement CL-PKC using ECC which is supposed to make it
more lightweight. However, encrypting a message with this method increases the
size of the encrypted message to three times the key size plus the length of the
message to encrypt. Using a 224-bit key, the message size would be 768 bits (96
bytes), and the message limit is broken. Thus, using CL-PKC for the protocol is
not feasible.

Using these schemes for encryption in the protocol does not appear to be feasible.
However, examining how ECIES functions, it is discovered that it uses Elliptic Curve
Diffie-Hellman (ECDH) to establish a shared secret. The secret is then turned into
a symmetric key, and AES is used to encrypt the payload with the secret. ECDH
requires both parties to know each other’s public key. The protocol would then only
need to add the public key of the device to the Join Request. Using ECDH would
then be a viable option to use in the protocol.

The F'3 condition in Table 4.1 have not yet been evaluated for the different schemes.
The schemes are evaluated based on the number of CPU cycles that are increased
compared to the AES128-bit encryption scheme. The increase in CPU cycles is
used as the increase in cycles correlate to power usage. Data on the CPU cycles is
presented in Table 5.2 and is taken from ECRYPT Benchmarking of Cryptographic
Systems (eBACS) [46]. The data from eBACS does not contain measurements for
CL-PKC and ECIES. Because Yao et al. implemented a CL-PKC version using
ECDSA and ECIES, an assumption can then be made that the cycles that it uses
should be more than just using ECIES, but it is excluded from the table. It is
possible to estimate the cycles that ECIES uses as it uses ECDH to exchange an
ephemeral key that is used to encrypt a message using AES. The assumption can
then be made that ECIES use at least as much as AES and ECDH combined.

Scheme Cycles Increase
AES128-bit 6,688 0%
RSA2048-bit 726,420,470 10,861,501%
CL-PKC N/A! N/A
ECIES 1,646,041 246,119%
ECDH? 1,639,353 245.119%

! No data available for comparison
2 The assumed number of cycles based on ECDH and AES
3 Based on the NIST P-256 Elliptic Curve

Table 5.2: CPU cycles used to execute the cryptographic schemes, based on data
from eBACS [46]

The data from Table 5.2 show that AES is using less cycles compared to the other
PKC candidates. RSA is using 700 million more cycles compared to AES. ECIES
and ECDH is compared to that only using around 1.6 million more cycles. RSA
appears to be the one that has the most significant increase in CPU cycles used. The

37



5. Design and Implementation

energy consumed would then also be significantly increased. ECC based schemes
when compared to RSA, can then be considered to be feasible.

Based on the result above, the PKC that will be used for the protocol is ECC. The
main argument for using it is the shorter key length that it requires compared to
other PKCs. The shorter key length makes ECC use less computing power when
using the key in calculations. This is ideal in a device that is powered by a battery
and have access to limited hardware. The protocol will use ECDH to exchange a
secret value that is used to generate the root keys. The key exchange uses static-
ephemeral ECDH to derive the secret value. Although the scheme provides good
security, it does not provide any authentication. The proposed protocol would need
to consider this when receiving messages. Table 5.3 present a summary of the
answers to the feasibility questions in Table 4.1 for the different evaluated schemes.

Scheme F1 F2 F3
RSA X X X
ECIES X

CL-PKC X

ECDH

Table 5.3: Feasibility summary of the various PKC schemes

5.2 Design limitations and considerations

When designing the protocol, there are three main aspects to consider. One aspect
is the limited hardware of the device. The limited hardware of a device can be
reduced computational power and available memory. The hardware might also be
running on a processor architecture that does not support specific calculations or
cannot perform them fast. The hardware can have specialized components that can
perform specific calculations with high-speed and efficiency. That could restrict the
type of calculation that the protocol or the PKC can use. Another limitation is the
restriction in the LoRaWAN specification as different data rates are restricting the
maximum size of packets. The protocol will need to support the lowest data rate,
restricting the amount of data in a message, and being able to split the data into
multiple messages. Finally, there are changes of trust that is introduced with a PKC.
The root key could previously be used to authenticate a device since the device and
the server shared root keys. The device and server might not share their public keys
over an authenticated and secure channel, and because of that, neither of them can
determine if the identity is legitimate. Table 5.4 shows a set of requirements that
needs to be considered when designing the protocol.

5.3 Proposed protocol
This section introduces and explains the proposed protocol. Figure 5.2 shows the

message flow of the protocol, which is almost identical to the original OTAA pro-
tocol. The significant changes happen in the first message and how the message is
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RQ1 | Minimize introducing too many new algorithms

RQ2 | Reuse algorithms from OTAA

RQ3 | Support the lowest data rate with a maximum content length of 59 bytes
RQ4 | The device should be able to trust the server

Table 5.4: The requirements to consider when designing the protocol

handled by the NS, JS, and AS. For simplicity and clarity, the names of the messages
in the LoRaWAN specification has been altered.

(( »))

Device Network Server (NS) Join Server (JS) Application Server (AS)

1. Join Request

> 2. Device Join Request

Generate
Session

3. Device Join Accept

4. Join Accept <

<

Generate
Session
Keys

5. Data Message

6. Device Data Message

7. AppSKey

Figure 5.2: Message flow of the proposed protocol

The device is not pre-configured with the root keys (NwkKey and AppKey), but is
instead configured with a public key to the JS. When the device starts, it generates a
new key pair, a private and a public key. Using the private key it calculates a secret
with the public key of the JS. The secret is then used to derive the root keys. The
generated public key is then added to the join request and then sent to the NS. The
NS receives the Join Request and proceeds to send a message to the JS containing
the Join Request. The JS will then be able to calculate the same secret and derive
the same root keys, register the device to the network, and generate session keys.
After the JS has the session keys, the proposed protocol will then proceed to use
the regular OTAA protocol from that point forward. The content of the changed
message can be seen in Table 5.5. The table shows the original content in OTAA,
and using the new method.

The proposed protocol uses ECDH where the JS is using a static public key, and
the device is using an ephemeral public key. The protocol thus follows the recom-
mendations from NIST [47] regarding the usage of one static key and one ephemeral
key. The secret value that the protocol appends to the message is done as follows:
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Message Type Content MIC
Join Request JoinEUI, DevEUI, aes_cmac(NwkKey,
DevNonce MHDR | JoinEUT |
DevEUI | DevNonce )
Join Request ECDH | JoinEUI, DevEUI, aes_ cmac(NwkKey,
DevNonce, Py MHDR | JoinEUT |
DevEUI | DevNonce | Py)

Table 5.5: The content of the messages in the proposed protocol

e Device: Generate ephemeral ECC key pairs

e Device: Calculate shared secret s = Sy * Pjg

e Device: Derive root keys from s

e Device: Sends Join Request ECDH

o Join Server: Receive Join Request ECDH

e Join Server: Calculate shared secret s = S;q * Py
e Join Server: Derive root keys and verifies MIC
o Join Server: Derive session keys

o Join Server: Send Join Answer to Device

o Device: Receive Join Answer

e Device: Derive session keys

How the keys interact with each other can be seen in Figure 5.3. The dotted lines
show that a key is derived from the originating source material. The secret is the
source material to derive the root keys. The root keys are then the source material
to derive additional keys.

NIST recommends that a Key Derivation Function (KDF) is to be used on the shared
secret to derive the key [47]. The protocol uses a hash algorithm on the shared secret.
The algorithm produces a 256-bit (32 bytes) string that is split into two to create
the root keys. The hash algorithm used is BLAKFEZ2s, which is supposedly a fast
algorithm for 8 to 32-bit processors [48], which a lot of the lower-end hardware is
using.

With key agreement protocols, there is a risk of an attack called Man in the Mid-
dle (MITM). ECDH is also vulnerable to this attack. However, because the proposed
protocol uses one static public key, the attack is thwarted. Figure 5.4 shows a flow
of messages in how it is mitigated. The device creates the ephemeral keys (Sp, Pp)
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Figure 5.3: The keys used in the modified protocol

and broadcasts the public key Pp. A Malicious Device (MD) intercepts the message
and can create root keys. However, it is unable to create the same root keys as the
device. It can generate every possible private key and derive the root keys, but this
would be the same as just trying every possible root key. This approach would take
a considerable amount of time, and it would not be feasible.

Figure 5.4 shows four scenarios. In the first and second scenarios, the MD intercepts
the message. It then changes the content of the message and sends it to the JS.
The JS then responds with a message ¢. The device can decrypt this message, but
it will fail to confirm the MIC, and the attack fails. The MD could decrypt ¢ and
create a new message ¢”’, but the same problem would occur. In the third scenario,
the MD would forward the message from the device. The JS would respond with
the message ¢, but the MD would be unable to read this message. The MD could
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Figure 5.4: An MITM attack being thwarted by the protocol

modify the message, but the device will again fail to confirm the MIC. The last
scenario is when the device receives the message ¢ and can confirm that it is correct.
The MITM attack is mitigated because the public key of the JS has been given over
a secure channel.

The security of ECC is not only dependent on the size of the keys used. Another
important aspect is the curve that is used. It is possible to select the parameters and
define a custom curve, but there is a chance that the curve is weak. A weak curve
can be susceptible to different attacks [19]. Because of this, it is recommended to use

42



5. Design and Implementation

Bytes 1 8 8 2 33 4
Join-Request ECDH | MHDR | JoinEUI | DevEUI | DevNonce | Pp | MIC

Table 5.6: The contents of the modified Join-request

a standard curve. NIST has a few curves that they recommend the US government
to use [49]. In the implementation of the proposed protocol the BrainpoolP256r1
curve by Merkle et al. [50] is used. Because it is a 256-bit curve, it is using 256-
bit (32 bytes) long keys, and a public key would be 64 bytes long. However, after
compressing the public key, it is 33 bytes long. The message size of the join request
is shown in Table 5.6, where the total message length is 56 bytes.

Table 5.4 defines four requirements that the protocol needs to fulfill. The first
requirement is met as the protocol introduces two new algorithms, ECDH and a hash
function. While the second requirement is also met, it could be improved further
by incorporating AES. The third requirement is also met as the message length is
below 59 bytes. The last requirement is met because the device is configured with
the public key of the server.

Listing 1 displays the main Python code that the device is running when joining a
network. The code from line 6 to line 18 is the code that has been added to the
normal OTAA code. The only exception is line 20, which would not have the public
key added. The functions that are being called in this code are using the standard
LoRaWAN implementations with the exception of line 20. The function being called
is changed so that it includes the public key in the join request.

5.4 Challenges faced during the development phase

During the development and implementation of the protocol, multiple challenges
were encountered. This section goes through them by analyzing the problem and
solution used. Seven significant challenges were encountered. Two were related
to the hardware used, while two were related to the communication. Two of the
challenges were related to implementation. The final challenge was related to the
authentication between a server and a device. The challenges are presented below
based on their categorization. Each challenge is presented with a description of the
problem and the solution or mitigation used.

5.4.1 Hardware related challenges

The first challenge that was encountered was the selection of what LoRa module to
use. There are multiple vendors to choose from, and a module is using a specific
frequency to transmit on. Selecting the right vendor was done by choosing the one
that had good integration with the devices that would be used. The frequency that
was selected was based on the regulations and laws in Sweden.

One challenge was that the data logger would take around ten samples per second.
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def compress(publicKey):
return publicKey.x.to_bytes(32,byteorder='big') +
(publicKey.y % 2).to_bytes(l,byteorder='big')

def join(Q):
curve = registry.get_curve('brainpoolP256ri")
privateKey = secrets.randbelow(curve.field.n)

publicKey = privateKey * curve.g

sharedKey = privateKey * server_public_key
hash = hashlib.blake2s()
hash.update(compress (sharedKey))
hash_digest = hash.digest()

appkey = bytearray(hash_digest[0:16])
nwkkey = bytearray(hash_digest[16:32])
lora.set_keys (appkey,nwkkey)

lora.join_network_ec(join_eui,dev_eui,dev_nounce,compress (publicKey))

(packet,length) = lora.listen()

cipher = AES.new(bytes(nwkkey) ,AES.MODE_CTR)
plaintext = cipher.encrypt(bytes(packet[1:33])) [:-4]

join_nounce = plaintext[0:3]

devaddr = plaintext[6:10]

dev_nounce_b = dev_nounce.to_bytes(2,byteorder='big")
lora.set_dev_addr(devaddr[::-1])

(ask,fnk,snk,nek) = lora.setup_otaa_keys(join_nounce,dev_nounce_b)

Listing 1: The main Python code that is run on the device when it is attempting
to join the LoRaWAN network

This sample rate would not always be able to detect sudden spikes in the current
usage. The solution would be to do tests multiple times and to calculate the mean.
The final solution was to reconfigure the data logger to make one sample every 12.6
milliseconds.

5.4.2 Communication related challenges

In the beginning of this thesis work, the idea was to have the device communicate
with a self-hosted developer LoRaWAN infrastructure. However, when trying to
perform the OTAA join procedure multiple times, Join Accept messages were not
being sent back to the device. The infrastructure used a message scheduler to avoid
traffic congestion. This is an excellent feature to have and is required when using
it in the real world. A decision was made to have the gateway instead perform the
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Join Procedure with the device. Another solution would be to modify the developer
infrastructure and remove the scheduler.

Performing everything on the gateway presented another challenge. Some of the
Join Accept messages sent to the device were not being received. The problem was
because of the simplicity of the gateway solution. It was able to respond almost
instantaneously to a Join Request. The speed caused problems as the device did
not have the time to switch the LoRa radio chip into listening mode. The solution
was to introduce a static delay on the gateway, making it wait for a second extra
before responding.

5.4.3 Implementation related challenges

The main challenge is to design the protocol and keep everything within the message
limit. Because the Join Request already uses 23 bytes, there are only 41 bytes that
can be used. One solution is to split the content into multiple messages. However,
that introduces another complexity of receiving some form of acknowledgment. The
acknowledgment is needed as a message can be lost during the transmission over the
air. Trying to conform to the size limit is a balance between security and battery
life. Sending more messages would also cost more energy, and handling lost messages
and acknowledgments would add further energy usage.

When writing the code, it was necessary to structure it to execute the same part
multiple times efficiently. A challenge is also to ensure that the same work is being
done each time. The code is based on the ABP example that was made by Adafruit,
the maker of the radio module used!. That code was then modified also to support
OTAA.

5.4.4 Authentication related challenges

One challenge is how to handle device authentication. Previously a device had
the root key statically assigned through a trusted and secure channel. The same
assignment would be done on the JS. The JS could then trust the identity of the
device trying to register on the network. With the current implementation, this is
not possible. The device can trust that it is communicating with the JS but not the
other way around. The device is supplied with a DevEUI, which is an eight-byte
number (64 bits) and acts as an identification number for a device. However, that
number is broadcast over an insecure channel and could easily be spoofed. The
problem is that a malicious user can register any number of devices and cause a
Denial of Service attack.

PK-OTAA, in its current state, does not solve this issue; however, possible solutions
could be added to the protocol to amend this. The server could issue a separate
public key for each device owner. The main issue with this approach is that this
owner specific public key from the server would need to be a secret only known to

https://github.com/adafruit/Adafruit_CircuitPython_RFM9x
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the server and the owner. It would not be a true public key because everyone is
not allowed to know it. Everyone that knows the owner specific public key would
then be able to register devices as that owner. The solution would then add further
complexity and could potentially cause more issues.
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Results

This chapter shows the data obtained from the data logger. The purpose is to
provide information to answer the questions in Table 4.1. The goal was to create a
new method to establish the root keys that a device will use to derive the session
keys. The method had to conform to the LoRaWAN specification, not exceed a
message length of 64 bytes, and not significantly increase the power consumption.
The chapter begins by looking at the collected data of the power consumption. It
ends with summarizing the basis for answering the questions.

6.1 Power consumption

This section examines the data on the power consumption when the device is running
the OTAA method and the proposed method. The section starts by showing the
consumption of OTAA. The section concludes with the consumption of PK-OTAA
and comparing it with OTAA.

Figure 6.1 shows the power (—) and energy (—) consumption when the regular
OTAA protocol is sending messages and listening for a response. The spike in
power is caused by the radio transmitting a message. The drop in power right
before sending is caused by the radio going into standby mode in order for it to
load a message into its buffers. When the radio is in standby mode, it shuts off the
hardware for transmitting and receiving. Because of that, the radio uses less power.
This is useful as it is easier to visually see when the code enters a different stage of
execution.

Figure 6.2 shows the power usage for OTAA and PK-OTAA. Red dashed vertical
lines are added to help distinguish different parts of the program execution. The lines
divide the data into four parts for OTAA and five parts for PK-OTAA. The first part
is only executed for PK-OTAA and is the part where the device is generating the
ECC key pairs and deriving the root keys. The second part executes code to prepare
the radio for sending a message. The third part is when the radio is transmitting.
The fourth part is when the radio is listening for a response. The last part is for
when a message is being received.

Looking at the differences in power draw over time when sending a Join Request, it is
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Figure 6.1: Power and energy consumption of the radio when sending four OTAA
Join Requests

clear what is causing the increase in power usage. The added key generation process
almost doubles the time taken to send a message. As can be seen in Table 6.1, OTAA
takes 2,675 ms, and PK-OTAA takes 4,694 ms to finish. This is an increase of about
1.75 times. The battery drain of running the OTAA protocol is 0.1202 mAh, while
the PK-OTAA would be 0.2132 mAh where the root key derivation drains 0.0852
mAh. The increase in mAh is about 1.77 times when using PK-OTAA.

If two AA batteries powered the device, the total battery capacity would be 2,000
mAh. OTAA would then be able to send around 17,000 Join Requests before the
battery is drained. PK-OTAA would be able to send around 9,380 Join Requests
before draining the battery. These estimates are based on the assumption that
nothing else is draining the battery.

Method | Join Procedure Time | Join Procedure Battery
OTAA 2675 ms 0.1202 mAh
PK-OTAA 4694 ms 0.2132 mAh

Table 6.1: Overview of the time and battery usage of the two methods

There are two other things to consider in order to understand the cost of the join
procedure in terms of battery life. The two things are the task of the device and the
cost of sending a packet. The task of the device will be dependent on what purpose
the device has. The cost of sending a packet can be measured and estimated.
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Figure 6.2: Power measurements of one message for OTAA and PK-OTAA

Figure 6.3 presents power measurements when sending three data packets. Sending
a packet in OTAA or PK-OTAA is the same as they only handle the procedure for
acquiring the session keys. The session keys are used to encrypt and integrity check
packets, but those functions are the same for the two methods.

Table 6.2 presents the cost of sending one data packet. The message content for
the packet was two bytes, and the total packet length was 14 bytes. Completing
one OTAA join procedure would cost the same as sending approximately eight data
packets. Using PK-OTAA, it would instead be approximately 13 packets. Consid-
ering the case of having two AA batteries for power and only sending data packets,
it would be possible to send 125,680 packets.
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Figure 6.3: Power measurements of three consecutive data messages

Data Send Time | Data Send Battery
353.4 ms 0.016 mAh

Table 6.2: Time and battery measurements for sending one data packet

Table 6.3 presents an overview of the execution times for the different segments. PK-
OTAA have the included key generation segment. The segments, listen and received,
along with their sum are included to show that there is no change in handling the
response. The time for preparing and sending a packet are the important ones. The
code for those segments are essentially unchanged. The main difference between
the two methods in the segments are the packet length, 23 versus 56 bytes (refer
to Table 5.6), which is around 2.4 times bigger. The table shows that the prepare
segment takes 95% longer to finish and the send segment 42%. Table 6.4 presents
the usage in mAh instead of time. Here the change is almost identical to the changes
in time. Figure 6.4 visualizes the data from Table 6.4 as a bar graph.

Segment Time OTAA (ms) | Time PK-OTAA (ms) | Change
Key Generation N/A 1766 N/A
Prepare Packet 226 441 95%
Send Packet 89 126 42%
Listen for Response 2042 2069 1.3%
Process Response 318 292 -8.2%

| Listen & Process | 2360 | 2361 [ 0.04% |

Table 6.3: The execution time in milliseconds for each segment

Table 6.5 shows another interesting observation. It shows how many milliseconds
that is used per byte in a message for the preparing and sending segments. The data
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Segment Battery OTAA | Battery PK-OTAA | Change
Key Generation N/A 0.0812 mAh N/A
Prepare Packet 0.0099 mAh 0.0196 mAh 98%
Send Packet 0.0047 mAh 0.0069 mAh 46%
Listen for Response 0.0905 mAh 0.0915 mAh 1.1%
Process Response 0.0151 mAh 0.0140 mAh -T1%
| Listen & Process | 0.1056 mAh | 0.1055 mAh | -0.07% |
Table 6.4: The battery usage in mAh for each segment
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Figure 6.4: The battery usage of each segment along with the increase

shows a decrease in the time used per byte when executing the segments. Table 6.6
presents similar data when examining the battery usage. This observation will be
further discussed in Section 7.1.

Segment OTAA (ms/byte) | PK-OTAA (ms/byte) | Change
Prepare Packet 9.8 7.9 -20%
Send Packet 3.9 2.3 -42%

Table 6.5: The execution time in milliseconds per byte of a message

Segment OTAA (mAh/byte) | PK-OTAA (mAh/byte) | Change
Prepare Packet 0.000431 0.00035 -19%
Send Packet 0.000206 0.000123 -40%

Table 6.6: The battery usage (mAh) per byte of a message
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6.2 Responses to the feasibility conditions

This section provides the evidence to support the answer to the questions stated in
Section 4.1. It introduces each question and provides a motivated answer to it.

F1: Does the method fit in the LoRaWAN specification? The implemented
protocol introduces two new things for a device or server to implement. It intro-
duces ECC calculations. It also requires the BLAKFEZ2s hash algorithm. The rest
of the protocol uses the standard OTAA method. It is possible to replace the hash
algorithm with AES. The session keys are derived using that method.

F2: Are all messages the method sends less than or equal to 64 bytes?
A standard OTAA Join Request requires 23 bytes in total with 41 bytes to spare
(see Section 2.3.6). PK-OTAA only adds the ECC public key to that message. The
maximum size of the public key then has to be 41 bytes. To get comparable security
to what is currently used by LoRaWAN, the key size should be 256-bit (32 bytes).
That size makes it comparable to using AES with a 128-bit key. The public key in
ECC is twice the size of the private key but can be compressed. The size of the
public key, in this case, is then 33 bytes. This size leaves eight bytes to be used for
something else, or it could be used in the future for increasing the key size. The
Join Accept message remains unchanged, and the protocol only modifies the Join
Request message. All messages are thus within the limit.

F3: Is the increase in energy consumption not significant? This answer
depends on how many times the root keys are going to be updated. Every time the
join procedure is executed the energy for at least 13 possible data packets would
be consumed. It is possible to send approximately 125,680 packets using two AA
batteries. This would then be 0.01% of the total battery life of the device. Running
the procedure every day for a year would consume around 3.7% of the total battery
life.
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Discussion

This chapter discusses and examines different parts of this thesis, where the first
section starts with an in-depth analysis of the results. The second section has a few
comments about the implementation. The third section contains comments on the
chosen LoRaWAN infrastructure setup. In the fourth section, the setup for taking
energy measurements is discussed. The fifth section examines this thesis from a
ethics and sustainability perspective. The final section discusses the possible future
work that can be performed.

7.1 Result evaluation

This section evaluates and discusses the result of the data gathered. It starts by
giving some more insight into the result presented. It also discusses what could
affect the result positively or negatively.

The original hypothesis was that the proposed method should be feasible. The
primary condition that was dictating the feasibility would be power consumption. It
was known that it would increase as the proposed method will add more computation
to the join procedure, but it was unknown by how much. The result was that the
new method was using a lot more than the original OTAA method, about 77% more.
However, considering that the activation method is not executed often compared to
the number of data packets that a device will send, this increase is negligible. With
the result presented, an example device is capable of sending around 125,680 data
packets. PK-OTAA costs almost the same as 13 data packets. The actual cost
of PK-OTAA is then 0.01% of the total battery life. The increase of PK-OTAA
compared to OTAA is significant, but it is insignificant when comparing it to the
lifetime of the device.

Although the results show that the proposed method consumes 0.2132 mAh of bat-
tery, it is important to note that this value is produced using non-optimized hard-
ware and code. The actual usage could be lower when using hardware that is made
and optimized for the specific algorithms that the protocol is using. There are two
improvements to be made with the code. The code is developed using Python, and
there can be an improvement in performance if the code is implemented in C or
some other language made for embedded systems. The second improvement is to
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optimize the code as the code’s actual performance was not considered when devel-
oping it. With the improvements and optimizations made to the code, the results
could be different. Since the improvements would be made to both methods, it is
also possible that the result will not have a drastic change.

The most significant energy consumption for the PK-OTAA protocol is the added
code segment generating the root keys. The results show that the segment takes
1,766 ms to complete and consumes 0.0812 mAh of battery. PK-OTAA uses 4,694
milliseconds and 0.2132 mAh to run the procedure once, where the key generation
segment uses 38% of the execution time and battery usage of the entire procedure.
The listen segment is using 44% of the time and 43% of the battery. When improving
the battery consumption, the focus should be on the key generation segment because
the impact will be considerable. Although optimizing the listening segment would
also have a considerable impact on the segment it is the same for OTAA and PK-

OTAA.

One optimization for the key generation segment is to pre-compute multiple key
pairs for the device. As mentioned in the previous paragraph, the key generation
uses around 38% of the time and battery. However, there could be an issue with
the storage that this technique needs. When using 256-bit keys, the private key
would be 32 bytes, and the uncompressed public key is 64 bytes. If the device is
loaded with ten key pairs, it will use 960 bytes of storage space. Depending on the
hardware used, this could be a significant amount of memory as data and code share
the same memory. An example could be the ATmega32U4! microcontroller, which
has 32kB of storage. Depending on how big the program is using almost one kB of
data can work. However, if the hardware has even less available memory, storing
the pre-computed keys in memory might not work. There is also the possibility
of introducing vulnerabilities to the protocol, since computing the keys might be
executed on a different computer. If that computer does not dispose of the keys
correctly or decide to keep them, it could cause the keys to be leaked. There is also
the argument to be made that the same can be done for OTAA. There could be
multiple root keys registered with the JS, and with the addition of a key update
MAC command, the same goal of renewing root keys can be achieved. The main
drawback of that method is that the number of times that the root keys can be
updated is dependent on the number of root keys registered.

The result section also presents an interesting observation in Table 6.5 and Table 6.6.
The tables show that the time and battery per byte is decreased when preparing a
packet and sending it. The decrease is perhaps not surprising considering that the
code consists of one part that is dependent on how long the message is and one part
that is not. The part that is dependent on the message length will increase in cost
as the length grows. The static part will stay the same regardless of the message
length. The increase or decrease in the cost per byte is dependent on the time
complexity of the code. Having a linear time complexity would provide a decrease
while a exponential would eventually be increasing the cost per byte. The total

"https://www.microchip.com/wwwproducts/en/ATmega32U4
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cost can be expressed with the following linear function y = kx + m where y is the
cost, z is the number of bytes, and m is the cost of the static part. Cost per byte
would then be ¥ = k™ and having a linear function would mean that the static
part is having less of an effect on the cost per byte. If it was an exponential function
y = ax? + bz +m the cost per byte would be 4 = ax+b+". Using the exponential
function the cost per byte would be dependent on the number of bytes. The prepare
and send segments of the code was never analyzed and given a complexity function
it is therefore difficult to know if the cost per byte would increase when having
longer messages. It could be analyzed and examined further to find optimization
opportunities. However, that was not the goal of this thesis and it could be included
in a future work instead.

During the testing, the radio chip was put to sleep after each message being sent or
received. The radio chip was asleep for around ten milliseconds each time. Adding
the extra sleep time was done to capture the spikes that can be be seen in the data.
The spikes made it easier to distinguish the different segments from each other.
These delays add extra time and power usage, but because they were used for both
methods, it will not change the outcome of the result shown.

It can be argued that the Listen and Process segments of the code can be excluded
as they are the same for both protocols. The code is identical for the two methods,
and the results also show that this is the case in terms of execution time and battery
usage. However, the segments are needed to provide data and insight into the entire
procedure. The Listen and Process segments take up around 50% of the time and
battery used by the procedure.

Examining the data from the preparation and sending segments, an interesting ob-
servation is found. There is a clear difference between the increase in time and
battery compared to the increase in the message length. The join request length in
PK-OTAA is 53 bytes, which is an increase of around 2.4 times compared to OTAA.
Meanwhile, the increase in time is 95% and 42% for preparation and sending, respec-
tively. The increase in battery usage is 98% and 46%, respectively. Examining the
difference between the time and battery usage per byte shows the cost of increasing
the message length.

The implemented protocol is meant to show that it is feasible to use PKC in the
activation method of LoORaWAN devices. Therefore some of the needed verification
checks have been excluded. These checks include the device checking the validity of
the MIC on the join accept message from the JS. The JS does not check the MIC
or that the public key of the device is valid. Since the MIC checks are excluded
from both OTAA and PK-OTAA, their absence will not affect the results shown.
It will not have a significant impact on the result as calculations to verify the MIC
is essentially the same for both methods. The checks that the JS is supposed to
perform does not matter either. This is because the server’s performance does not
affect the device during testing.

The answers to the feasibility conditions presented in Section 6.2 shows that PK-
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OTAA is considered feasible. The conditions are: does the method fit in the Lo-
RaWAN specification, do all messages fit in 64 bytes, and is the increase in energy
consumption not significant. The protocol, as it is currently designed, satisfies the
stated conditions.

7.2 Implementation

This section covers some of the issues that the proposed protocol is currently facing
and what can be done about them. There are three issues, authentication, the
LoRaWAN message size limit, and the difficulty in introducing multiple messages.

The protocol does not have any secure authentication of devices. The device can
verify if the identity of the JS is legitimate. However, the JS can not do the same to
the device. The lack of authentication allows a malicious user to create any number
of devices. This problem could potentially cause the JS to be flooded with Join
Requests and block other devices from using it. One solution can be to introduce a
digital signature that is added to the Join Request. The device owner would then
sign the identity of the device, and the JS can verify the ownership of a device.
However, adding a digital signature will use more bytes, and it will probably not fit
within the size limit. Another factor to consider is that verifying the ownership will
not stop a malicious user from trying to flood the communication channel with Join
Requests. The unverified messages can be dropped to prevent hardware resources
from being exhausted. Although the physical hardware can be capable of handling
malicious traffic, disruptions can happen over the radio communication channel.
One important factor to also consider here is that even when using OTAA, a user
can send multiple Join Requests and cause a disruption in communication.

The authentication issue could also be solved by registering the device on the JS.
The device could get some unique key or value to use in verifying its identity. This
value would then serve a similar purpose of authentication as the root keys in OTAA.
One of the underlying ideas in this thesis is to avoid device registration. Avoiding
it could make the distribution of devices simpler by not requiring the registration
step for each device. The device is then only configured with the public key of the
JS, which is just a static key.

The major limitation when using LoRaWAN is the message size limit. The maximum
limit is a bit over 200 bytes, but that is only used in conditions with few obstructions
and high signal strength. A simple solution to bypass the message size limit is to
divide the content into multiple messages. It will then be possible to send a large
amount of data. However, LoRaWAN is supposed to have a low bit-rate, and it
is not meant to be used to send a large amount of data. Multiple messages would
also potentially flood the radio communication channel, causing a disruption. The
disruption can cause messages to be lost. The common way to deal with message
loss is by the recipient sending an acknowledgment that the message is received.
Sending acknowledgments would then further increase the messages and can cause
further traffic congestion. More messages would also cause the device to use more

56



7. Discussion

power to send and listen for the acknowledgments, further diminishing the battery
life. LoRaWAN can support this type of solution as two of the message types are
Confirmed Data Up/Down. Although the support for it is there, it might cause more
issues than it solves, and the loss in battery life might not be worth it.

7.3 LoRaWAN infrastructure

This thesis intended at first to use a full LoRaWAN infrastructure to test the two
activation methods. However, results from the initial testing with the infrastructure
showed that the testing could be easier with simpler infrastructure. The simple
infrastructure uses fewer software components, and the entire join procedure is easier
to monitor and control. This simple infrastructure was implemented on the gateway.
The task of the gateway is then to receive a message, handle it, and send a response
back. Handling a message was also made simple as the gateway only needs to check
if the message is a valid message of any kind. The gateway will always send the
same message as a response, which is a join accept message. PK-OTAA and OTAA
only need to receive a join accept message in order to complete the rest of the join
procedure, and the gateway can easily fulfill that need.

7.4 Energy measurements

The data for the battery usage was collected using a power supply that has data
logging capabilities. The power supply can sample the voltage and current at a
precise interval. The specific interval used was 12.6 ms, as it should capture most
power spikes and still provide good accuracy for the measurements. The method
to measure the current and voltage used in this thesis is quite simple. The method
used only measures the power usage of every component in the device. A more ad-
vanced method would perhaps check the power usage of only the CPU or other more
specific components. Conducting these types of measurements could provide data
that better distinguish between the cost of certain algorithms or code executions.

7.5 Ethics and Sustainability

This thesis has investigated methods to improve the security of the LoRaWAN
devices. These devices could be used as sensors in people’s homes or as trackers of
different things. Therefore, it is important that these devices are secure and that the
possibility of malicious users getting control of the devices is as low as possible. This
thesis has attempted to ensure that a third party can not intercept the activation
process by making sure that a MITM attack is not feasible. However, this does not
stop a malicious user from trying other attack vectors. It could get access to the
JS and thus be able to read all data coming from the devices. All developers that
implement LoRaWAN should ensure that their systems are secured and that the
only vulnerability is being able to obtain physical access to the devices, but that
should also only compromise that single device.
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Researches within communication protocols should ensure that the Confidentiality,
Integrity and Availability triad is upheld. With confidentiality, they should ensure
that only the communicating parties can read the messages from the other, and
no third party should be able to do that. However, that does not stop one of the
parties in the communication to share this information knowingly or unknowingly
to a third party. The message should be protected while traveling from the sender
to the recipient. Concerning integrity, no third party should be able to alter the
communication without either of the communicating parties knowing. Availability
is harder to ensure as disruptions in communication are often not something that
can be controlled by any single entity.

The work produced by this thesis can not be considered to enhance the sustainability
of IoT devices. The produced protocol can make it easier and faster to deploy
devices into the world, which would then cause more e-waste. Although this will
probably be inevitable, as shown by Ericsson, there will be billions of these IoT
devices. We, as researchers and developers, should ensure that the energy usage of
the devices is kept as low as possible. This change can increase the lifetime of the
devices, and the effect of that would be fewer devices that need replacing, hopefully
reducing e-waste. There is also the argument that the IoT devices could be used to
improve other aspects of sustainability. Although they produce some e-waste, their
use could reduce energy consumption or, through digitalization, make certain tasks
more efficient. One example could be to place a sensor on trash cans to have them
send a notification when they are full. This thesis is a unique work that explores the
increase in energy consumption when evaluating the feasibility of the protocol. To
lessen the e-waste caused by our devices, we should always consider the solution’s
potential energy cost.

7.6 Future work

This section explains some of the work that can be done to improve the PK-OTAA
method or the LoRaWAN specification. The section presents six potential future
work. The first work is regarding optimizing PK-OTAA. The second work is about
dynamically splitting large messages into multiple parts. Further examining the
security of PK-OTAA is the third work. The fourth work is evaluating the possibility
of using other key agreement protocols. The fifth work is a more in-depth comparison
between PK-OTAA and other related work. The last work is regarding the idea to
pre-compute the key pairs used in PK-OTAA.

7.6.1 Testing and Optimization of PK-OTAA

This thesis shows with PK-OTAA that it is feasible to use PKC in the activation
of LoRaWAN devices. There is, however, more potential with the protocol, and it
can be further improved. The code will need to be optimized, and it will need to
be tested on purpose-built hardware. The protocol would also need to be tested in
a non-lab environment. This would help show the usefulness of the protocol in a
real-world scenario.
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7.6.2 Dynamic message length

The message limit imposed by the LoRaWAN specification will cause issues in the
future if the need for larger keys is desired. It will also cause issues if the PK-
OTAA protocol is extended and needs to contain more information in the message.
A possible work is, therefore, to design the protocol with the ability to handle
splitting a message into multiple parts. This work would also need to include power
measurements to evaluate the expected increase in battery consumption. The feature
could also be dynamic as the data rate the device uses could be higher and thus
allow for larger messages and the need to adapt accordingly.

7.6.3 Evaluating the security of PK-OTAA

During the design phase of PK-OTAA, the focus was not on the security of the
protocol. The focus was to evaluate the feasibility of using PKC in device activation.
The protocol uses ECDH to exchange a secret, and if ECDH is secure, then so is the
protocol. A static and ephemeral key is used in the protocol, and this should thwart
any attempts to execute an MITM attack. However, there could be other attack
vectors to the protocol. There are multiple areas to inspect further and improve
with the protocol. The key generation process will need to be examined as the keys
may not be generated randomly. The public key of the device is sent in clear text
over an insecure channel that could be exploited. A second area is the usage of
the correct elliptic curve and implementation of ECDH on the device. A possibility
exists that an adversary can create a lot of public keys, create multiple secrets with
the JS, and deduce the private key of the JS.

An area that can be improved with regards to both security and efficiency is the
root key derivation or Key Derivation Function (KDF) used in the protocol. It is
currently a simple hash of the secret created with ECDH, where the hash is split in
two becoming the two root keys. The security of this method can be assessed and be
improved. The hash function used is called BLAKFE2s, and the authors have claimed
that it is efficient for 8 to 32-bit processors [48]. This function could be evaluated
and compared to other solutions. It is also possible that different hardware will be
capable of different efficient calculations, and PK-OTAA can support multiple KDF
methods.

7.6.4 Key agreement protocols

PK-OTAA uses ECDH to agree on a key, but it is possible to exchange the key with
other similar key agreement protocols. The protocol is shown to be feasible while
using ECDH, but it is not shown to be optimal. Future work could, therefore, be
to examine multiple key agreement protocols and their applicability to LoRaWAN.

7.6.5 Comparison to similar work

Xing et al. [32] created a similar protocol to PK-OTAA. The authors also decided
to use ECDH for better performance and shorter keys. This thesis acknowledges
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this work but does not make any direct comparisons to it. It is not easy to make
any comparisons as the work from Xing et al. does not present any data regarding
the potential energy consumption compared to OTAA. The main similarity to this
thesis is the decision to use ECDH to agree on a value and use that value in the root
key generation. The protocol from Xing et al. uses six messages, while PK-OTAA
needs one to establish root keys with the JS. Their protocol also breaks the message
size limit, while PK-OTAA can be used with any data rate. Thus, their protocol
is not considered to meet the first two feasibility conditions specified by this thesis,
i.e., adhering to the specification and the message size limit. The last feasibility

condition regarding energy consumption could be examined further and compared
to PK-OTAA.

7.6.6 Pregenerating key pairs

Section 7.1 discussed the possibility to pre-generate the elliptic curve key pair used
in PK-OTAA. Investigating the feasibility of pre-generation could be a promising
future work with a high impact. Although there are some issues and potential
complications with such an implementation, it is worth investigating the potential
further, since pre-generating the keys would drastically cut down on the battery
usage of PK-OTAA.
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Conclusion

The purpose of this thesis was to investigate the feasibility of using PKC to generate
and delegate root keys to devices in LoRaWAN. This thesis has introduced and
thoroughly evaluated a new method of activating LoRaWAN devices using PKC.
The method is called Public Key Over The Air Activation (PK-OTAA) and is using
ECDH to exchange a secret that is used to derive the root keys. PK-OTAA is
considered feasible according to the criteria specified in this thesis. This thesis
compares PK-OTAA to the original OTAA specified in the LoRaWAN specification.
The primary evaluation comes from comparing the battery usage of the two methods.
Considering the battery usage makes this thesis unique among other similar works
as the impact on the battery life of devices is often not considered.

The results presented in this thesis show that PK-OTAA takes 75% longer to execute
and consumes 77% more battery life compared to OTAA. Although the increase
compared to OTAA appears to be significant, it is insignificant when comparing it
to the possible data messages. This thesis presents an example of a device that is
capable of sending 125,680 data packets. Completing a join procedure with OTAA
would be the same as sending eight data packets in terms of battery consumption,
while for PK-OTAA, it is 13. Doing one PK-OTAA join procedure would then
consume 0.01% of the total number of data packets. The PK-OTAA join procedure
would not be used very often during the entire lifetime of the device. Deciding how
often to change or update the root keys is up to each user, but changing the root keys
often is a must for improved security, considering that they can be compromised due
to user fault or error. However, most probably, the procedure would be executed
once every year. If a device has a lifetime of ten years, the increase in battery
consumption would be quite negligible compared to the total lifetime of a device.
PK-OTAA improves the overall security of LoRaWAN by allowing the renewal of the
root keys for the devices. It also achieves this with a negligible increase in battery
consumption. This thesis shows that PK-OTAA is feasible, but there is much more
work that can be done to improve the method.
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