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Agentic Al Framework for Web Vulnerability Detection, Mitigation and Patching

Xuanhao Liu, Jiangzhao Xie
Department of Computer Science and Engineering
Chalmers University of Technology and University of Gothenburg

Abstract

Modern web applications expose increasingly complex attack surfaces, and existing
security automation is still most effective at producing candidate findings rather
than reviewable repairs. Static and dynamic analysis tools can identify possible
weaknesses at scale, but the path from a finding to a validated, scoped, and review-
ready patch remains weakly automated and difficult to inspect. This thesis inves-
tigates whether a multi-stage agentic Al workflow can improve web vulnerability
detection, mitigation, and patch delivery in white-box repository settings.

To examine this question, the proposed framework decomposes security review into
stages for discovery, triage, analysis, mitigation, verification, and delivery. Each
stage produces structured artifacts that are consumed by later stages, making the
workflow more inspectable than a single end-to-end repair agent. The design em-
phasizes repository-grounded evidence, explicit repair hypotheses, independent ver-
ification, and reviewer-oriented delivery units.

The evaluation combines issue-level repair experiments with repository case stud-
ies. On the PatchEval runtime-validated subset of 230 vulnerability-repair tasks,
the multi-stage workflow achieves 78 successful repairs, compared with 73 for a
matched single-agent baseline under the same model. This improvement is modest
and requires higher token use and cost, but case-level analysis suggests that staging
can influence repair strategy by clarifying vulnerability boundaries and providing
independent feedback on patch completeness. In repository case studies, agentic
discovery and triage cover more answer-key vulnerabilities than CodeQL, Semgrep,
and OWASP ZAP, especially for issues that require cross-file or design-level reason-
ing. The workflow also improves reviewability by organizing patches and reports
into structured delivery units.

Overall, the results indicate that the main value of multi-stage orchestration is not
a large increase in repair success, but a more inspectable and controllable security-
review process. The workflow records repository evidence, analysis assumptions,
verification results, and delivery boundaries, helping reviewers understand why a
vulnerability was found, how it was analyzed, whether the patch addresses the issue,
and how the repair should be reviewed. These benefits remain constrained by model
capability and cost.

Keywords: Attack Mitigation, Vulnerability Detection, Code Analysis, Cybersecu-
rity, Artificial Intelligence
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1

Introduction

Modern web applications have become increasingly complex, expanding their attack
surface and leading to a surge in new vulnerabilities [1]. Current vulnerability detec-
tion already benefits from automation through static and dynamic tools, which can
identify many candidate weaknesses at scale. By contrast, mitigation, validation,
and final delivery still largely require human intervention, because acting on a find-
ing requires repository-level analysis about root cause, patch scope, and behavioral
side effects.

Traditional automated repair research has attempted to address software defects
through automated program repair (APR). Early heuristic-based APR approaches,
such as GenProg [2], relied on genetic programming and test-suite validation to
search for patches, which often led to “plausible” but semantically incorrect fixes.
Later learning-based APR systems, such as SequenceR [3], learned patch patterns
from existing code changes. Despite these improvements, these approaches still
depend heavily on task-specific training data and remain constrained by limited
context.

However, general APR mainly targets functional bugs rather than security vulner-
abilities. Automated vulnerability repair (AVR), especially for web applications,
received comparatively less attention. Existing web-focused repair systems are of-
ten limited to pattern-based vulnerabilities such as SQL injection and cross-site
scripting, and many are designed around specific languages or frameworks, particu-
larly PHP-based web applications. As a result, they remain less suitable for complex
vulnerabilities.

Large language models (LLMs) offer a different step forward. Given sufficiently
relevant code and repository context, they can often generate plausible patch code
without task-specific fine-tuning, making automated mitigation more accessible than
in earlier repair pipelines. Yet this capability alone is not enough for dependable
security review. LLM outputs remain prone to hallucination, false confidence, and
patches that fail even simple tests or validation checks [4]. Agentic systems address
these limitations by introducing a closed-loop process in which reasoning is inter-
leaved with action [5]. Through using tools to inspect repository state and interact
with an execution environment, agents can adapt their plan based on intermediate
feedback, which can improve reliability and reduce hallucination.

Multi-agent orchestration can be organized into four common forms: Layered, De-
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centralized, Centralized, and Shared Message Pool [6]. In a single-agent setup, dis-
covery, analysis, patch generation, and validation are typically assigned to the same
agent under a unified prompt and control loop. This design is simple and practi-
cal, but as observed in RepairAgent [7], in complex repository-level security tasks
it places greater demands on responsibility separation, context management, and
self-verification. Although multi-agent communication provides clearer role separa-
tion, open-ended interaction between agents can make the process harder to inspect,
reproduce, and evaluate [8].

In this thesis, we choose to apply a multi-stage workflow for the proposed Agen-
tic Al Framework. This framework covers discovery, triage, analysis, mitigation,
verification, and delivery. Discovery collects candidate vulnerability evidence from
the repository, and triage suppresses noise and groups related candidates into cases.
This design is chosen for reliability and evaluability. Separating the stages reduces
the risk that one agent both generates and validates its own conclusion. It also
makes intermediate outputs easier to inspect, debug, and compare across experi-
ments. Therefore, the multi-stage workflow is not only an implementation choice,
but also a methodological choice for controlled evaluation of agentic security review.

1.1 Challenge

Automating security mitigation at the repository level introduces several challenges
beyond patch generation.

Firstly, patches cannot be treated as independent units. In real-world scenarios,
multiple vulnerabilities may be identified within the same repository, and their cor-
responding patches may modify overlapping files or code regions. Submitting a
separate patch for each finding is often impractical, as it can lead to conflicts, re-
dundant changes, or inconsistent behavior. Ensuring that multiple patches can be
correctly composed into a coherent and functional update is therefore a key problem.

Secondly, security reasoning often depends on repository-level context [9]. An agent
may need to trace how a function, variable, route, or data object is used across the
codebase before it can understand the root cause and patch scope of a vulnerability.
This is difficult because call relationships and data flows are expressed differently
across programming languages and frameworks. In addition, functions may be in-
voked indirectly through reflection, callbacks, routing conventions, or configuration
files, while variables and objects may be renamed, wrapped, or transformed across
layers. As a result, generating a correct fix based only on local code snippets is often
insufficient.

Thirdly, ensuring the correctness of generated patches remains difficult. A patch
may appear syntactically valid and pass basic tests, but still fail to fully address
the vulnerability or introduce unintended side effects. This is especially challenging
for security fixes that depend on implicit assumptions, input validation rules, or
business logic that are not explicitly captured in tests.

Finally, traditional static and dynamic tools remain useful sources of candidate
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findings, but their outputs are imperfect. Missed detections can hide relevant cases
from the workflow, while false positives can overload later stages with noise and
unnecessary analysis.

1.2 Scope

This thesis focuses on code-level security review and repair for web application vul-
nerabilities in a blue-team setting. The study assumes white-box access to repository
source code, allowing agents to inspect implementation details and execute code in
a controlled development environment. The scope is limited to application-layer
vulnerabilities that can be analyzed and mitigated through repository source code,
such as injection flaws, authorization errors, unsafe data exposure, insecure input
handling, and related web security weaknesses.

It does not address vulnerabilities whose primary cause lies outside the applica-
tion codebase, such as operating-system, network-protocol, cloud-configuration, or
deployment-infrastructure issues. Hardcoded secrets are considered only when they
appear in the source code directly; comprehensive secret scanning, supply-chain
vulnerability scanning, and dependency upgrade management are outside the scope.

1.3 Research Objectives and Questions

The primary objective is to design and evaluate a multi-stage agentic framework
for repository-based security workflows. It should also make the tradeoff between
effectiveness, coverage, and cost explicit, especially when different model capacities
are assigned to different stages.

The thesis is organized around three research questions:

« RQ1: How does a multi-stage agentic framework for analysis, mitigation,
and verification compare with a single-agent baseline on specified vulnerability
repair tasks?

« RQ2: How do agent-based discovery and triage compare with traditional
static and dynamic scanning tools in terms of vulnerability coverage and de-
tectable issue scope?

« RQ3: How does the workflow improve the reviewability and delivery readiness
of agent-generated security repairs?

1.4 Contributions

This thesis makes the following contributions:

« We propose a multi-stage agentic architecture for repository-based security
review, covering the full workflow from vulnerability discovery to the final
delivery of patches and review reports. The design separates vulnerability
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analysis, mitigation, and verification into distinct stages, improving reliability
and enabling controlled evaluation.

« We add discovery and triage to support repository review, complementing
traditional static and dynamic analysis tools. Instead of replacing existing
scanners, the framework integrates their outputs with agent-based discovery
to reduce missed findings and support repository review.

o We address the problem of patch composition at the repository level. The
framework considers how multiple patches interact when applied to the same
codebase, and supports the merge of multiple patches based on their vulnera-
bility types, modified files, and code regions.

« We conduct a systematic evaluation of stage-specific model allocation, analyz-
ing the tradeoffs between effectiveness and cost under different configurations.

1.5 Thesis Outline

The remainder of this thesis is organized as follows. Chapter 2 introduces the
background needed for the work, including web vulnerability repair, LLM agents,
repository-grounded execution, and traditional security testing tools. Chapter 3 re-
views related work in automated program repair, automated vulnerability repair,
and repository-level LLM agents, and positions this thesis in relation to these areas.
Chapter 4 describes the proposed multi-stage framework and its implementation.
Chapter 5 presents the evaluation setup and results for both issue-driven repair and
repository review. Chapter 6 discusses the findings, limitations, and practical impli-
cations. Chapter 7 concludes the thesis, and Chapter 8 outlines possible directions
for future work.
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Background

This chapter introduces the concepts needed to understand the proposed agentic
framework. It first explains the characteristics of web vulnerability repair, then
summarizes the basic principles of LLM agents, agentic workflows, security scoring
standards, traditional scanning tools, and repository-grounded execution environ-
ments.

2.1 Characteristics of Web Vulnerability Repair

Web vulnerability repair focuses on exploitable behavior in web applications. The
relevant security properties often involve authentication, authorization, input han-
dling, session management, cross-user isolation, client-side output, and interaction
with databases or external services [10]. A repair must therefore remove or reduce
the vulnerable behavior while preserving intended application behavior for legiti-
mate users.

The input evidence in this thesis mainly comes from three sources: issue reports,
pull-request changes, and scanner alerts. An issue report may describe a suspected
vulnerability and may include supporting evidence such as logs, screenshots, error
messages, or proof-of-concept HTTP requests collected by developers. A pull re-
quest may introduce or modify security-relevant behavior, especially when it changes
routes, authentication logic, authorization checks, input handling, or data access.
Scanner alerts may point to suspicious routes, files, functions, or data-flow paths
identified by static or dynamic analysis tools. However, these inputs are often un-
certain and incomplete, and may not directly indicate whether a real vulnerability
exists or identify its root cause. A repair workflow must therefore first determine
whether the candidate represents a real vulnerability, then analyze its cause and
scope before deciding what should be changed.

The relevant context depends heavily on how the specific application is structured
and implemented. Web behavior is shaped by routes, controllers, templates, mid-
dleware, database models, framework conventions, dependency configuration, en-
vironment variables, and deployment settings. A vulnerability may be caused by
the interaction between these layers rather than by one isolated line of code. For
example, an access-control issue may involve route registration, authentication mid-
dleware, object ownership checks, and database queries. A repair must therefore
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consider how the application behaves across the repository, rather than focusing on
isolated code snippets.

Validation also needs to consider both security and functionality. A web vulnerability
repair needs evidence that the relevant web interaction has been secured and that
legitimate workflows still work. Passing functional tests is useful, but it may not
prove that the vulnerability has been fully fixed. Conversely, a patch that blocks
an exploit may still be unacceptable if it breaks valid user behavior, changes public
API semantics, or bypasses framework conventions.

Finally, web vulnerability repair must be delivered as changes that can be reviewed,
merged, and maintained within a development workflow. The output is therefore
not only a patch, but also an inspectable change set. A repair may need to coexist
with other security fixes, avoid overlapping edits, update tests or configuration, and
provide an explanation that helps reviewers understand the security impact. These
characteristics make web vulnerability repair a repository-level security workflow
rather than only a program transformation problem.

2.2 LLM Agents, ReAct, and Context Engineer-
ing

The ReAct paradigm is a common foundation for this style of system. ReAct, short
for reasoning and acting, interleaves reasoning traces with task-specific actions so
that the model can update its plan based on observations from tools or environments
[5]. In a repository setting, the action space may include reading files, searching
for symbols, running tests, or applying patches. The key idea is that tool use
connects the model to external evidence, while reasoning helps decide which tool
result matters and what should be attempted next.

Tool use is especially important for security repair because the model should not
rely only on the vulnerability description or on memorized programming patterns.
A repair agent needs to inspect the actual implementation, identify the relevant data
flow or control flow, modify the correct files, and validate the result in the repository.
Tool calls therefore provide an execution mechanism: they allow the agent to test
its assumptions against the actual codebase and its execution results.

Prompt engineering and context engineering are two supporting techniques for mak-
ing such agents useful in practice. Prompt engineering concerns how the task is
expressed to the model: the role definition, objectives, constraints, output schema,
examples, and failure-handling instructions. In this thesis, prompts are used to sep-
arate responsibilities between stages and to make agent outputs structured enough
for downstream processing.

Context engineering concerns what information is made available to the model and
when. Repository-scale security review cannot place an entire codebase, all logs,
all scanner alerts, and all previous reasoning into every model call. The system
must select relevant files, issue text, pull-request diffs, scanner output, test results,
and prior stage artifacts while excluding unrelated or misleading material. Context

6



2. Background

engineering is therefore central to agents, because the quality of the model’s reason-
ing depends not only on the model itself, but also on whether the supplied context
represents the actual security problem.

2.3 Agentic Workflow

An agentic workflow is the control structure around one or more LLM agents. It
defines how tasks are decomposed, which tools are available, what artifacts each
step should produce, and how later steps use feedback from earlier steps. A simple
agentic workflow may use one agent in a loop: observe the task, reason about the
next action, invoke a tool, inspect the result, and continue until completion.

A multi-stage workflow applies the same principle with explicit role separation. For
example, one stage may analyze the vulnerability, another may generate a patch, and
a later stage may verify whether the patch is trustworthy. This separation matters
because security repair involves different kinds of judgement: deciding whether a
candidate is real, identifying the root cause, editing the repository, checking side
effects, and packaging the result for review. Treating these as separate workflow
steps makes intermediate outputs easier to inspect.

In the proposed framework, agentic workflow design is therefore not only an im-
plementation detail. It is the mechanism that connects LLM reasoning, tool use,
repository context, and developer-oriented delivery. The later methodology chapter
describes the concrete stages used in the system.

2.4 Security Standards and Tooling Foundations

Security review workflows often need to prioritize findings before human review or
delivery. The Common Vulnerability Scoring System (CVSS) provides a standard-
ized way to describe and score the severity of vulnerabilities. CVSS v4.0 [11] is
defined by FIRST as an open framework for communicating vulnerability charac-
teristics and severity, with metric groups covering base, threat, environmental, and
supplemental information. In this thesis, CVSS is relevant because the proposed
workflow includes a scoring stage after analysis has retained a confirmed or score-
able case. The score is not used as proof that a vulnerability exists; instead, it
provides guidance for developers on how to prioritize vulnerability mitigation.

Static Application Security Testing (SAST) and Dynamic Application Security Test-
ing (DAST) are two traditional families of application security tools. SAST inspects
source code or compiled code without running the application. OWASP describes
source code analysis tools, also known as SAST tools, as tools that analyze source
code or compiled code to help find security flaws [12]. In practice, SAST tools often
use pattern matching, taint analysis, data-flow analysis, or language-specific rules to
identify suspicious code. They are useful because they can run early in development
and scale across large repositories, but they may miss runtime behavior and may
produce false positives when they lack application context.
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Source code Running application Repository context
configuration HTTP behavior tests
dependencies server responses version history
T T 7
SAST ‘ DAST ‘ Agentic review

Root-cause context
and repair evidence

Observed behavior
and attack responses

Static alerts
and code patterns

Figure 2.1: Complementary evidence views in web vulnerability review.

DAST works from the opposite direction. Instead of reading source code, DAST
interacts with a running application from the outside. OWASP describes DAST as
black-box testing that can find vulnerabilities in a running application by inject-
ing malicious payloads and observing the application’s behavior [13]. This makes
DAST useful for detecting issues that depend on runtime behavior, HT'TP interfaces,
authentication flows, or server configuration. However, DAST usually has limited
visibility into the root cause in source code and depends on application coverage,
test data, and scanner configuration.

These tools are therefore complementary rather than interchangeable. Some vulner-
abilities are difficult to identify from either static code patterns or runtime behavior
alone, because they require connecting evidence from both source-code structure
and observed application behavior. In such cases, an agent-based discovery stage
can complement traditional scanners by inspecting repository context, linking static
and dynamic evidence, and identifying potential vulnerabilities that may otherwise
be missed.

Figure 2.1 summarizes these complementary evidence views. SAST mainly reasons
from source-code structure, DAST mainly reasons from observed runtime behavior,
and agentic review can combine these signals with project context before moving
toward repair.

2.5 Repository-Grounded Execution

Repository-grounded execution means that the agent operates against the actual
software repository rather than against isolated snippets. The repository is treated
as the main source of truth: source files, tests, dependency manifests, configuration
files, documentation, issue context, pull request diffs, and version-control history
can all become evidence for analysis and repair. This is important because many
web vulnerabilities are caused by interactions across files and layers, not by a single
defective line.

A repository-centered execution environment usually combines three elements. First,
it provides a materialized workspace, often a local clone or checked-out copy of the
target repository. Second, it provides controlled tool access, such as file search, build
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commands, test execution, static analysis, or patch application. Third, it isolates
risky operations through a sandbox, container, or similar boundary. Docker-based
sandboxes are common because they can package dependencies and services while
limiting the effect of executed code on the host system.

Version-control interaction is also part of repository-grounded execution. A practical
repair workflow must know which files changed, how a patch differs from the base
version, whether several fixes conflict, and how results should be published back to
a developer workflow. Git diffs, branches, commits, pull requests, and review com-
ments are therefore not only delivery mechanisms; they are also inspection artifacts
that make the agent’s actions auditable.
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Related Work

This chapter positions the proposed framework with respect to traditional appli-
cation security testing, automated program repair, automated vulnerability repair,
and LLM-based software engineering agents. Traditional SAST and DAST tools rep-
resent the established foundation for automated vulnerability discovery, but their
role is primarily limited to identifying candidate findings rather than supporting mit-
igation, verification, and delivery. Repair-oriented research shows a clear evolution
from search-based patch generation, to learning-based repair models, and then to
repository-level agentic systems. Across this evolution, the scope of repair has grad-
ually expanded from isolated patch generation toward broader, workflow-oriented
problem settings. However, existing approaches still remain insufficient for multi-
stage, end-to-end web vulnerability review that combines discovery, triage, analysis,
mitigation, verification, and delivery.

3.1 Traditional Application Security Testing

Traditional automated discovery largely relies on Static and Dynamic Application
Security Testing (SAST and DAST). Representative systems such as Pixy [14] and
SecuBat [15] show that static taint analysis and black-box dynamic scanning can ef-
fectively identify common web vulnerability patterns at scale. However, these tools
exhibit significant limitations when applied to complex web applications. SAST
tools struggle with inter-procedural data flows and lack runtime context, often re-
sulting in high false-positive rates and a tendency to miss sophisticated, real-world
CVEs [16], [17]. DAST tools, on the other hand, evaluate running applications but
lack source-code visibility. This inherently limits their ability to locate root causes or
generate actionable patches, and prior studies show that DAST tools also struggle
with stored vulnerabilities, active content, and tool-dependent detection coverage
[18], [19]. Although combining SAST and DAST can improve detection coverage,
traditional scanners still mainly produce isolated alerts rather than repository-level
reasoning over the vulnerability, its root cause, and its potential fix. Therefore, they
remain insufficient in the workflow, lacking the repository-level contextual under-
standing required to bridge the transition from vulnerability detection to end-to-end
mitigation.
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3.2 Automated Program Repair

APR aims to reduce the manual effort required to fix software defects. APR covers
several families of repair techniques, including generate-and-validate and semantics-
based approaches [20], as well as learning-based approaches [21]. Generate-and-
validate methods search a predefined patch space and validate candidate patches
with test suites, semantics-based methods use specifications or symbolic reasoning
to synthesize repairs, and learning-based methods learn repair patterns from histor-
ical bug fixes. Recent neural and large-language-model-based APR systems further
formulate repair as code generation or code transformation [21].

Early APR work was dominated by generate-and-validate approaches [2], [22], [23],
where a test suite commonly serves as the behavioral oracle: a generated patch is
considered plausible if it makes the failing test pass while preserving the passing
tests. GenProg [2] is a representative example of this line of work, using genetic
programming, test coverage information, existing program statements, and patch
minimization to search for plausible repairs. However, the main limitation of such
approaches is that test-suite adequacy does not imply semantic correctness [24], [25].
A patch may pass the available tests while overfitting to the test suite or changing
intended behavior in untested cases [26]. This concern is especially important for
security repair, where a patch must both remove exploitable behavior and preserve
legitimate behavior.

Learning-based APR shifts repair from manually designed search spaces toward pre-
diction over historical bug-fixing examples. Zhang et al. [21] describe the common
workflow of learning-based APR in terms of fault localization, data preprocessing,
patch generation, patch ranking, validation, and correctness assessment. This view
is useful for this thesis because it frames patch generation as only one component
within a broader repair pipeline, rather than the repair problem itself. SequenceR [3]
is an early neural repair system that treats program repair as a sequence-to-sequence
translation task and constructs an abstract buggy context around the suspicious line.
However, its focus on one-line patches and fault-localized inputs illustrates a broader
limitation of many learning-based approaches: repair quality depends heavily on ac-
curate localization, suitable training data, and sufficient context. This limitation
becomes more severe when extending these methods to vulnerability repair, where
exploitability and cross-component interactions must be considered.

3.3 Automated Vulnerability Repair

Automated vulnerability repair (AVR) narrows the repair problem to security flaws.
Compared with general APR, AVR must reason about exploitability, attacker-
controlled inputs, security invariants, and the distinction between blocking an
exploit and preserving valid behavior. VulRepair [27] is a representative neural
AVR system that uses a pretrained code model to generate patches for vulnerable
functions. Its evaluation over real-world vulnerability fixes shows that pretrained
code representations improve perfect prediction accuracy compared with earlier
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vulnerability repair models.

Despite these improvements, VulRepair remains primarily function-centered. The
input is a localized vulnerable function, and the output is a candidate repair for that
function. This formulation implicitly assumes that vulnerabilities can be isolated
and repaired within a single function. While effective for known, localized vulnera-
bilities, it becomes less suitable for repository-level web vulnerabilities whose root
cause may involve routes, middleware, templates, database models, authorization
checks, and configuration spread across multiple files.

More recent LLM-based vulnerability patching systems reduce the dependence on
task-specific fine-tuning. APPatch [28] uses adaptive prompting, vulnerability se-
mantics reasoning, and semantics-aware scoping to guide LLMs toward vulnerabil-
ity root causes and patches. Its results suggest that directly prompting an LLM
to generate patches is weaker than structured reasoning with curated exemplars.
PatchAgent [29] takes a more end-to-end view by integrating fault localization, patch
generation, and validation in an autonomous agent assisted by a language server and
patch verifier. These systems move closer to practical vulnerability mitigation, but
their evaluations primarily target C/C++ memory-safety vulnerabilities or localized
vulnerability instances. The web-application setting considered in this thesis addi-
tionally requires reasoning about application-layer behavior, framework conventions,
and repository-level patch composition. While these neural and prompting-based
approaches have shown promise, they remain largely optimized for the semantics of
standalone functions or memory-safety issues in C/C++. In the context of web ap-
plications, vulnerabilities often emerge from the interaction between stateful compo-
nents, middleware configurations, and framework-specific routing conventions. Such
characteristics represent a higher-level "behavioral" complexity that is rarely cap-
tured by localized function-level repair models, thereby requiring an approach that
can reason across the entire application.

3.4 LLM Agents for Repository-Level Software
Engineering

LLM agents extend one-shot generation by allowing models to inspect files, search
repositories, edit code, execute commands, and adapt based on feedback. To com-
plete a complex task within a codebase, LLM agents must overcome challenges
related to action execution, task decomposition, and information processing. By
analyzing how recent studies address these challenges, existing work on repository-
level agents can be classified along three key dimensions: interaction interfaces, role
decomposition, and context management.

In terms of interaction interfaces, RepairAgent [7] applies LLMs to APR by equip-
ping them with repair-specific tools for reading code, searching for repair ingredients,
applying patches, and running tests. Unlike fixed feedback-loop systems, it allows
the model to decide which action to take next through a dynamic prompt and a
finite-state control mechanism. SWE-agent further argues that agent performance
depends on interfaces designed specifically for language models rather than generic
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shell access [30]. Its agent-computer interface provides structured commands for
navigation, search, editing, execution, and context management, highlighting the
importance of action space and feedback design.

In terms of role decomposition, multi-agent systems introduce explicit separation
of responsibilities. MAGIS [31] proposes a framework with Manager, Repository
Custodian, Developer, and Quality Assurance agents for GitHub issue resolution.
AutoPatch [32] similarly combines multiple agents with retrieval over recent CVE
data to verify and patch vulnerable code generated by LLMs. These systems demon-
strate that role separation can improve coordination in repository-level tasks.

In terms of context management, repository context remains a central bottleneck.
RepoGraph [33] addresses this by constructing a repository-level code graph that
captures definitions and references at line level, and retrieving relevant subgraphs
to guide LLM reasoning. This line of work is important because many failures
in repository-level repair arise from incomplete or noisy context. For vulnerability
repair, graph- or retrieval-based methods can help locate related files, reveal call
relationships, and trace data dependencies.

While these directions expand repair from isolated patch generation toward
repository-level workflows, they do not explicitly model a full defensive security-
review lifecycle that spans discovery, analysis, mitigation, verification, and delivery.

3.5 Position of This Thesis

The proposed framework builds on these research directions but targets a different
workflow boundary. It is broader than issue-only repair agents because it explic-
itly includes discovery and triage for repository review, and narrower than general-
purpose coding assistants because it focuses on defensive security review for web
vulnerabilities. It also differs from traditional scanners by extending beyond de-
tection to include mitigation and verification, and from patch-generation systems
that implicitly treat repair as a code-editing task without modeling repository-scale
discovery.

Existing issue-to-patch agents typically assume that a reasonably well-formed prob-
lem description already exists, and therefore concentrate on downstream repair. In
AVR and repair-agent settings, the input is usually treated as a true repair task
rather than as a claim whose validity must first be established. Traditional scan-
ners operate at a different stage of the workflow: they identify candidate findings
but do not provide repository-grounded mitigation, patch verification, or repository-
level delivery. Traditional APR and learning-based repair similarly focus on patch
generation under assumptions such as available failing tests, accurate fault localiza-
tion, or localized vulnerable functions. Recent LLM agents expand the workflow
through repository interaction and tool use, while multi-agent systems introduce
role separation for issue resolution and patching.

The contribution of this thesis is therefore not the generic use of multiple agents,
nor the proposal of a new model. Instead, it is a multi-stage and auditable security-
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review workflow with explicit handoffs between discovery, triage, analysis, mitiga-
tion, verification, and delivery. Candidate generation and case formation are sepa-
rated from finding assessment, root-cause analysis, patch generation, validation, and
developer-oriented output.

This design addresses three gaps in the reviewed work. Firstly, it does not assume
that a vulnerability has already been clearly described, validated, or localized for re-
pair, but instead supports discovery, triage, and analysis before mitigation. Secondly,
it emphasizes repository-level context and patch composition, which are necessary
when multiple web vulnerabilities affect overlapping files or shared application logic.
Thirdly, it enables controlled evaluation through matched single-agent baselines for
repair tasks, scanner-supplied baselines for repository review, and ablations that test
whether discovery and triage, independent verification, and stage-specific model al-
location provide measurable value.
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Methodology

This chapter describes how the thesis operationalizes the proposed multi-stage agen-
tic framework. The framework focuses on workflow design instead of task-specific
fine-tuning. It defines how repository evidence is collected, how responsibility is
separated, how prompt design differs between stages, and how patches and review
artifacts are produced and checked.

4.1 System Overview

Figure 4.1 presents the overall design of the proposed framework and shows how the
security review process is organized into multiple agentic stages.

GitHub Platfom Github App Adapter
Webhook Events [*] Receive Github Input —————————— > [7] Materialize Backend Payload
m Issues, PRs, comments
If] Publish Structured Result e m Invoke Local Runner
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Figure 4.1: System overview of the proposed multi-stage agentic framework.

The system is organized into two decoupled layers: a platform adapter and a core
agentic workflow. The adapter is responsible for receiving repository events, mate-
rializing the relevant context, and publishing workflow outputs. The core workflow
performs the security-review logic and is independent of the specific repository host-
ing platform.
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The workflow can be triggered by issue reports, pull request changes, or repository
scan requests. In this context, an issue report is a developer-submitted description of
a suspected vulnerability, while a pull request is a proposed code change represented
by its changed files and related metadata. For issue- and pull-request-triggered
review, the input already points to a concrete object under review. The workflow
therefore starts from analysis, proceeds to mitigation when a repair is warranted,
and ends with verification of the generated patch and remaining risks.

Repository review starts from the repository itself. It first performs discovery and
triage: discovery collects candidate vulnerability evidence, and triage suppresses
noise and groups related candidates into cases. These cases are not treated as
confirmed vulnerabilities. Analysis then confirms or rejects each retained case by
checking whether it is supported by repository evidence and whether it should pro-
ceed to mitigation. This is similar to traditional SAST and DAST outputs, which
produce alerts or findings that still require confirmation before repair. After analysis,
CVSS v4 scoring can run as a read-only prioritization branch, while mitigation and
verification handle patch generation and patch audit. Only verified cases proceed to
merge and delivery, where the workflow packages reports and patches into artifacts
for human review.

4.2 Research Strategy

This thesis follows a design-and-evaluation research strategy. The design component
defines a repository-grounded agentic workflow for web vulnerability review. The
evaluation component compares this workflow against simpler alternatives and mea-
sures the tradeoffs between effectiveness, coverage, and cost under different model-
allocation settings.

The research is organized around two scenarios. The first scenario is repair-task
evaluation. In this setting, the vulnerability or repair task is already specified,
and the main question is whether separating analysis, mitigation, and verification
improves repair performance compared with a matched single-agent baseline. This
scenario primarily addresses RQ1.

The second scenario is repository review. In this setting, the workflow cannot as-
sume that a reliable vulnerability report already exists. It must first do discovery
and triage, then use analysis to confirm or reject the retained cases before mitiga-
tion. This scenario addresses RQ2 by evaluating the value of the discovery and
triage stages relative to traditional scanning tools, and RQ3 by examining how anal-
ysis, mitigation and verification outputs and final merge improve reviewability and
delivery readiness for agent-generated repairs.

4.3 Stage Responsibilities and Artifacts

This section defines the responsibilities of each workflow stage and the artifacts
passed to downstream stages.
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4.3.1 Discovery

Discovery is the first repository-review stage. It is a file-level candidate generation
stage: repository files are processed one by one, file content is presented individually,
and the stage outputs zero or more candidates for each file. Its output is discov-
ery candidates that contain title, category, confidence, source locations, and local
evidence that may require further inspection.

Discovery is designed for coverage. It should identify potentially relevant clues
quickly while avoiding expensive whole-repository reasoning at this early point. It
is the stage most suitable for cost-efficient or faster model deployments.

4.3.2 'Triage

Triage is the second repository-review stage. It takes discovery candidates and
decides whether they should be kept as cases or suppressed, while also grouping
related candidates when they should be represented as one case. It does not confirm
vulnerabilities; its purpose is to reduce noise and form a smaller set of cases, which
reduces the repository scope that must be processed by the downstream analysis
stage.

The output of triage is a set of cases and suppressed candidates. Each retained case
has a title, category, affected paths, key locations, and grouping rationale.

All Discovery Candidates Pass 1: Parallel Triage (Batch-level)
@ @ @ @ ® @ Batch 1: Candidates A, B, F Batch 2: Candidates D, E, C | [Batch 3: Candidates G, H, I, J
@ @ @ Triage Result (coarse) Triage Result (coarse) Triage Result (coarse)
O Oracle (Ground Truth) K s K s K s
True Positives: A, D, G eep uppress eep uppress eep uppress
O Faepostives ®® @@ ® | WOV
B, E HIJ
O Partial variants: F is kept Di Cis kept A
Ci iant of A is kept as D is is kept as A is -
E ,ISS : \\,’:rril::t gf D not in batch 1. not in batch 2. llofcres=batchlcentext;

v v v
Pass 2: Triage-Refiner (Cross-batch Review & Targeted Merging)

Inputs: Batch triage outputs (kept items) Refiner Decisions

I
I
I
I
I
From Batch 1, | From Batch 2! From Batch 3 : : @ @ Merge C into A |
I
I
I

@ @ @ @ @ e 1\ @-)@ Merge F into D |

Final Triage Output (After Refinement)

I
Final Case 1 (merged) Final Case 2 (merged) Final Case 3 I Suppressed Candidates
I
(6] | ®EO®-OQ
(C merged into A) (F merged into D) | (False Positives / Irrelevant)

Figure 4.2: Two-pass repository triage.

In practice, triage may receive too many candidates to process reliably in a single
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agent execution. A single large triage execution requires a larger prompt size and
increases reasoning difficulty, and may lead to unstable grouping decisions or incom-
plete candidate coverage. A straightforward batching strategy reduces the cognitive
load, but it can compromise cross-batch merging because related candidates may
be separated early. To address these problems, our implementation uses the two-
pass design shown in Figure 4.2. Discovery candidates are first triaged in parallel
batches to produce coarse keep/suppress/group results. A subsequent triage-refiner
stage then performs a second round of case-level refinement (limited to suppres-
sions or merges) over the surviving batch-level cases. This design preserves system
stability while recovering part of the cross-batch coherence lost by batching.

4.3.3 Analysis

Analysis turns a scoped input into a repository-grounded security judgement. In
issue review, the input is the issue content; in pull-request review, it is the pull-
request content together with the changed files; and in repository review, it is a
triaged case.

Its first task is to determine whether the repository actually contains the vulnera-
bility suggested by the input. If so, the analyzer formulates one or more evidence-
grounded hypotheses that explain how the vulnerability arises, where it is located
in the codebase, and what patch scope it implies. These are treated as hypotheses
rather than final truths, as the current evidence may be incomplete, the root cause
could be interpreted in different ways, and multiple interconnected bugs might exist
simultaneously.

In all settings, the analyzer has access to the repository workspace. Unlike the
discovery and triage stages, analysis is allowed to perform deeper repository-level
reasoning. In particular, once a case has been formed, the analyzer can trace cross-
file relationships such as call chains, data flow, routing behavior, and configuration-
dependent control paths. This means that the discovery stage does not need to
prove the full vulnerability within a single file. It only needs to collect enough local
evidence for a suspicious case to be retained. If such evidence is present, the analyzer
can reconstruct a complex, multi-file attack path that remains hidden when looking
at individual files.

This design does leave a boundary case: some vulnerabilities may provide such a
weak local signal for discovery even to identify any useful candidate at all. How-
ever, the framework treats this as an acceptable tradeoff. Allowing the analyzer
to search the repository for possible vulnerabilities itself without the discovery and
triage stages would greatly increase cost, reduce stability, and weaken inspectability.
The workflow therefore prioritizes limited deep analysis over unconstrained whole-
repository reasoning during discovery and triage.

The analyzer produces the main reasoning artifact of the workflow. Its output
includes an overall verdict, confidence, residual risks, and a set of prioritized hy-
potheses. Each hypothesis is tied to concrete repository evidence such as locations,
source facts, sink facts, supported inferences, and proof gaps. This structure driven
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by hypotheses gives a clear target for downstream stages: the mitigator can focus
on confirmed hypotheses, and the verifier can check whether the report overstated
or underspecified the evidence.

4.3.4 CVSS v4 Scoring

CVSS v4 scoring is a post-analysis stage for confirmed repository cases. It follows
the CVSS v4.0 specification and official calculator published by FIRST [11], [34].
It does not decide whether a vulnerability exists. Instead, it maps facts about the
original analyzer report onto the standardized CVSS v4 base metrics, producing
a vector, a base score, and a severity label. The score is used as a reporting and
prioritization aid for human reviewers. It is not the main workflow gate for whether
a patch should be produced or delivered.

CVSS v4 is used as a standardized technical severity measure so that the score can
support reporting and prioritization of confirmed cases. Compared with application-
specific approaches such as the OWASP Risk Rating Methodology [35], CVSS re-
lies less on organization-specific assumptions about threat actors, asset value, and
business impact. However, repository evidence may not fully capture deployment
context, so the score may still involve contextual assumptions and is treated as a
repository-grounded severity estimate rather than a complete business or operational
risk assessment.

Compared with analysis or mitigation, this stage is intentionally lightweight. Once
the analyzer has produced sufficiently explicit facts, CVSS scoring becomes a con-
strained interpretation task rather than an open-ended security reasoning task, be-
cause the CVSS v4 dimensions and scoring rules are predefined. In practice, the
implementation uses the analyzer’s output as its main input, and CVSS v4 scoring
guidance and a small number of few-shot examples help keep the metric mapping
consistent.

4.3.5 Mitigation

Mitigation starts from the analyzer output. It runs only when the analysis produces
a reparable, validated hypothesis. The mitigator works in a writable workspace and
attempts to produce a focused patch that addresses the scoped issue.

Quality in this stage is not just about the size of the patch. While the mitigator aims
for small, practical edits, fixing the entire issue is more important than minimizing
the number of lines changed. The goal is a precise and thorough fix, not just the
smallest patch.

After producing the initial patch, the default mitigate agent performs a lightweight
self-check. This check evaluates two key aspects: whether the vulnerability is suc-
cessfully fixed, and whether any new regressions have been introduced. Although
this self-check is not fully independent and inherently contains the mitigate agent’s
own bias, it provides an important early filter. Without it, even superficial issues in
the patch would have to be caught by the verifier, which could consume more time
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and token cost.

Despite the self-check, the verifier stage is still useful. The self-check may miss some
issues due to its bias or limited perspective. The verifier acts as a useful secondary
check to catch these remaining issues.

The mitigation artifact contains the mitigation status, changed files, a workspace
patch, summaries of applied changes, and residual risks. The status may be applied,
partial, or skipped. This status model is intentionally non-binary: when only
partial repair is feasible, the stage may return a partial result together with explicit
residual risks rather than overstating patch completeness.

4.3.6 Verification

Verification is an independent audit stage. It receives the analysis and mitigation
report summary and the patch as input, and it produces an independent judge-
ment about whether the vulnerability is completely fixed and no regressions are
introduced.

The verifier receives a concise summary rather than the full analyzer report. Based
on preliminary system trials, the full report made the verifier more likely to inherit
the analyzer’s framing instead of assessing the patch independently. However, giv-
ing the verifier no analyzer or mitigator context would force it to re-analyze the
vulnerability from scratch. The summary therefore includes only objective findings
and actions taken, while excluding subjective reasoning.

In patch audit, the verifier checks whether the mitigation covers that same review
target with sufficient scope rather than only fixing a single instance of the vulner-
ability. It also examines similar behaviors, fallback paths, and related entry points
when they remain relevant to the claim. Ideally, verification should gather evidence
in two directions: whether the vulnerability path is now blocked, and whether legiti-
mate or similar behavior is still preserved. In practice, this involves a mix of exploit
simulation and regression testing.

4.3.7 Merge and Delivery

Merge and delivery are used only after repository cases have passed the workflow
gate. This stage does not decide whether a case is valid; it decides how already-
retained cases should be packaged for review. The implementation separates this
responsibility into a merge-planner, which creates an exact-once delivery plan, and
a merge-executor, which materializes that plan into delivery artifacts.

The merge-planner policy addresses a tension between patch atomicity and delivery
efficiency. Patch atomicity favors small deliveries with a narrow repair intent, be-
cause this makes responsibility, testing, and rollback easier to understand. Delivery
efficiency, however, favors grouping cases when separate deliveries would require re-
viewers to inspect the same files, code paths, or security control repeatedly. The
planner therefore keeps cases separate by default and merges them only when there
is a concrete patch-surface reason to do so, such as overlapping edits, shared helper
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logic, or dependence on the same security control. Cases are not merged merely
because they belong to the same vulnerability category or were discovered together.

After the plan is created, the executor synthesizes each delivery from a clean
workspace. Single-case deliveries can be produced deterministically from their
retained patches, while combined deliveries may use a delivery-level agent to recon-
cile overlapping edits into one coherent repair. If a combined delivery cannot be
produced safely, the workflow falls back to smaller deliveries or marks the affected
cases as blocked. The final result is a standardized, reviewer-oriented artifact that
records the delivery strategy, changed files, final file snapshots, verification context,
and residual risks.

4.4 Bounded Verifier Feedback

We introduce a bounded verifier-to-mitigator feedback mechanism that allows tar-
geted patch revision without collapsing the multi-stage workflow into an open-ended
agent loop. In a linear workflow (analysis -> mitigation -> verification),
verification can identify patch defects but cannot trigger revision. This is limiting
because many generated patches are partially correct but too narrow, local-only,
misaligned with the target claim, or risky for nearby behavior.

The feedback path, shown in Figure 4.3, is triggered when the verifier reports patch-
level problems such as incomplete coverage, unresolved vulnerability paths, regres-
sion risks, or mismatch with the scoped input. The retry does not reopen the
analysis stage. Instead, the mitigator receives the verifier’s report and the previous
mitigation attempt, then performs a targeted revision.
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Figure 4.3: Bounded verifier-to-mitigator feedback loop.

The retry prompts are also different from the initial-stage prompts. On the mitiga-
tion side, the retry prompt treats verifier feedback as the primary corrective signal,
while preserving the analyzer’s valid findings as background context. It asks the mit-
igator to revise the existing patch direction rather than restart broad repair. On the
verification side, the retry verifier starts from the previous verifier’s reviewed claim,
and asks whether the revised patch resolves the problems without introducing new
regressions. This preserves continuity rather than reopening broad vulnerability
analysis.

The retry context can also carry history across multiple feedback rounds, but this
history is deliberately compressed. Instead of replaying full previous transcripts or
complete stage outputs, the workflow passes forward concise verifier summaries such
as the reviewed claim, patch coverage, findings, confidence, and residual risks. The
prompt rendering further projects older history to the retry index, patch coverage,
and key patch findings. This keeps later retries aware of the correction trajectory
without allowing accumulated history to dominate the current patch review.

The mechanism is parameterized by a maximum retry count. In the current im-
plementation and evaluation, this bound is set to one retry. A larger bound could
support multiple verifier-mitigator feedback rounds, but additional retries should
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be used cautiously: repeated failure is itself evidence that the repair target may be
difficult, ambiguous, or poorly served by further local revision. The key constraint
is therefore not only that the loop remains finite, but also that it remains a small,
explicitly configured correction mechanism rather than an open-ended agent loop.

This design provides limited help when executable validation, such as proof-of-
concept scripts or unit tests, is unavailable. If reliable tests are available, the
mitigator can use them directly for revision. In realistic security-review settings,
however, such validation is often missing or difficult to reproduce; bounded verifier
feedback therefore provides a general fallback for improving patch quality.

4.5 Evidence- and Execution-Grounded Reason-

ing

The workflow is designed to move beyond prompt-only reasoning by grounding agent
decisions in repository evidence and, when useful, lightweight execution. Across
stages, agents are expected to inspect concrete materials such as source files, code
changes, tests, configuration, and prior stage artifacts before forming conclusions.
As a result, findings are tied to explicit repository locations and evidence items
rather than free-form intuition.

Execution is used as a secondary grounding mechanism rather than as the de-
fault starting point. When command execution can significantly reduce uncertainty,
agents may run focused checks such as lightweight reproduction commands or small
validation scripts. These checks help confirm assumptions, expose false positives,
and reduce the risk that a stage simply accepts its own earlier reasoning.

This design does not assume that runtime validation is always available. Many
security-review tasks lack stable proof-of-concept scripts or directly runnable fix
tests. The workflow therefore prioritizes repository-grounded reasoning first, and
uses execution selectively when it provides meaningful additional evidence. In this
sense, execution-guided validation complements evidence-grounded reasoning rather
than replacing it.

4.6 Execution Model and Parallelism

Repository review is the workflow path where parallelism matters most. Compared
with issue- or pull-request-triggered review, it involves a longer stage chain and a
much larger number of work items, including many files during discovery and many
cases after triage. Without some degree of concurrency, the end-to-end process
would become unacceptably slow. For this reason, the implementation introduces
parallelism at several points in this path.

Repository review contains four forms of parallelism. First, discovery can scan
multiple files concurrently. Second, after triage, multiple cases can be processed
concurrently because each case starts from the same clean workspace and writes to
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Figure 4.4: Parallel execution points in the repository review workflow.

separate artifacts. Third, CVSS v4 scoring is read-only and can run in parallel with
the mitigation and verification path for the same case after analysis has completed.
Fourth, after merge planning, independent deliveries can be synthesized concurrently
by the merge executor.

Parallelism is bounded by runtime stability, local resource limits, and model-provider
rate limits. Within a single case, the main dependency chain remains ordered: anal-
ysis precedes mitigation, and mitigation must produce a patch before full patch
verification can be completed. If the verifier triggers the bounded retry path, the
retry remains sequential inside that case. Similarly, each delivery is synthesized as
a controlled unit even when multiple deliveries run at the same time. Parallelism is
therefore used only where work items are independent or where a stage is read-only
with respect to the patching path.

4.7 Implementation and Execution Flow

This section describes how the multi-stage workflow is operationalized in the im-
plementation, focusing on workspace isolation, artifact persistence, and execution
order.

4.7.1 Workspace and Execution Environment

Most stages operate on a unified local repository clone rather than isolated snippets,
providing agents with full access to source files and prior stage outputs. Analysis-
centric stages are restricted to read-only views, while the mitigation stage is granted
a writable workspace for patch generation.

In repository reviews, each case is isolated within a clean baseline workspace. This
prevents cross-case interference and ensures that patches remain independent until
the final delivery stage, while also simplifying the inspection of failed tasks. For
further security, an optional Docker sandbox can be enabled to explicitly constrain
command execution, resource usage, and network access, providing a strictly con-
trolled environment for agent operations.
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4.7.2 Artifacts and Auditability

Each stage saves its result in a structured form, including stage outputs, workspace
patches, messages, checkpoints, and final workflow summaries. These saved results
make it possible to inspect what the workflow produced at each step instead of
relying only on free-form model explanations.

This is important to the multi-stage design because later stages read earlier saved
outputs rather than relying only on conversational memory. Discovery results, triage
cases, analyzer hypotheses, mitigation patches, verification judgments, merge deci-
sions, and delivery manifests are all preserved as explicit artifacts. As a result, runs
are easier to inspect, review, and audit after execution.
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Evaluation

This chapter presents the evaluation setup and results. The evaluation is organized
into two settings. The first is an issue-driven benchmark comparison. The second
is a repository case-study comparison.

5.1 Evaluation Setup

The evaluation is organized around two kinds of settings. The first is an issue-driven
benchmark setting, where the input already specifies a vulnerability description and
the task is to localize and repair it within a repository. The second is a repository
case-study setting, where the system must first discover and triage before deeper
analysis and mitigation can begin. These two settings correspond to different parts
of the workflow and are therefore evaluated separately.

Figure 5.1 shows how the evaluation settings are used to answer the research ques-
tions.

5.1.1 Issue Scenario Evaluation

Issue scenario evaluation starts with a given vulnerability description and access to
the repository. This makes it possible to compare the multi-stage agentic workflow
(analysis -> mitigation -> verification + bounded feedback) against repre-
sentative single agent.

PatchEval [36] is used as the main benchmark framework for this setting. It is a
benchmark for automated vulnerability repair that provides 1,000 real-world vulner-
abilities from CVEs reported between 2015 and 2025, covering 65 CWE categories
across Go, JavaScript, and Python. PatchEval also evaluates multiple agent and
model configurations under standardized repair settings, which makes it a suitable
experimental basis for the issue-driven comparison in this thesis.

PatchEval is selected because it matches the issue-driven automated vulnerability
repair task studied in RQ1. General APR benchmarks such as SWE-bench [37]
focus on software issue resolution rather than vulnerability-specific repair, while
AVR benchmarks such as VUL4J [38] are limited to Java and provide little coverage
of web vulnerability repair. The issue-driven experiment is therefore limited to
PatchEval to keep the task formulation, oracle, and comparison protocol consistent.
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RQ1 L Issue-driven Strict repair success, cost,
PatchEval benchmark and outcome differences

Repository case studies: C .
. ; overage against answer key,
— discovery + triage s .
false positives, and issue classes
vS. scanners

RQ3 — - o delivery count
delivery organization o

. . Confirmed cases, verified cases,
Repository case studies:

Figure 5.1: Evaluation design used to answer the research questions.

In addition, many AVR benchmarks are derived from public CVE datasets, which
can lead to overlapping vulnerability sources rather than fully independent test
distributions. PatchEval is used as a broad, task-aligned benchmark, and the results
should be interpreted as benchmark-specific evidence rather than proof of general
performance across all vulnerability-repair benchmarks.

A subset of 230 cases includes Docker-based runtime sandboxes with at least proof-of-
concept (PoC) tests. In this study, we use that runtime-validated subset and follow
PatchEval’s task formulation: the system receives the vulnerability description and
repository access but does not receive feedback from unit tests or PoC execution
during generation.

Within that formulation, PatchFEval distinguishes between two settings:

¢ End-to-End Patch Generation: the system must localize and repair the
vulnerability from the description and repository alone.

o« Patch Generation with Location Oracle: the system also receives
vulnerable-location guidance in addition to the vulnerability description.

These two settings are the most relevant external references for this thesis because
they match the issue-driven task family while separating the effect of localization
assistance from the broader end-to-end repair problem.

The experiment uses the 230 PatchEval runtime-validated subset and compares the
following four agent workflows under the same model setting. For compact reporting,
the short names below are used throughout the Results and Discussion chapters.

o SINGLE-AGENT: a single agent receives the same input and performs analysis
and repair within one agent.

e DEFAULT: the full multi-stage workflow, analysis — mitigation —
verification, with one bounded verifier-to-mitigator retry.

o NO-VERIFIER: a two-stage workflow, analysis — mitigation, without in-
dependent verification or feedback retry. It is measured using the initial miti-
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gation output of the DEFAULT run before retry.

e NO-VERIFIER+DEEP-SELF-CHECK: the same two-stage workflow as NoO-
VERIFIER, but the mitigator is instructed to perform an additional self-audit
of the final patch before finishing. It is measured as a separate analyzer—
mitigator run with the stronger mitigation self-check prompt.

The SINGLE-AGENT baseline versus DEFAULT provides the most direct contrast
between multi-stage and single-agent designs. NO-VERIFIER removes verification
and retry from DEFAULT, while NO-VERIFIER+DEEP-SELF-CHECK tests whether
a mitigator-side self-audit can replace part of the benefit of an independent verifier.
In this self-audit, the mitigator reviews its own patch against the repair target,
checks for incomplete coverage or regressions, and either revises the patch or records
remaining uncertainty. Because the task set, repository access, and model family are
fixed, the comparison focuses on the effect of workflow design rather than differences
between models.

5.1.2 Repository Case-Study Evaluation

Repository evaluation starts only from repository access. The evaluated path
Is discovery — triage — analysis — cvss-v4-scoring — mitigation —
verification — merge-planner — merge-executor, with CVSS v4 scoring
treated as a post-analysis reporting branch.

This setting is evaluated through three repository case studies: Book Shop [39], Rad-
dit [40], and WorldPress [41]. Together, these benchmarks cover SQL injection, path
traversal, arbitrary upload, command injection, server-side request forgery (SSRF),
authorization flaws, JSON Web Token (JWT) design or validation flaws, sensitive-
data exposure, cross-site scripting (XSS), cross-site request forgery (CSRF), parser
vulnerabilities, and missing preventive controls. Table 5.1 summarizes the repository
stacks and evaluation reference sizes.

Table 5.1: Repository benchmark overview.

Repository Main stack Answer-key items Ideal deliveries
Book Shop Next.js / Prisma 19 9
Raddit Go / React 22 9
WorldPress Flask / Vue 21 10

Note. Answer-key items are manually injected benchmark vulnerabilities. Ideal deliveries are
reviewer-oriented repair groups defined for each repository.

For each repository, we construct a ground-truth reference package consisting of two
components: a Vulnerability Answer Key Document and a set of ideal deliveries.
Together, these two artifacts serve as the standard answer against which generated
review outputs are evaluated.

The Vulnerability Answer Key Document is the vulnerability-level ground truth.
It enumerates the confirmed vulnerabilities in the repository and records, for each
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vulnerability, its vulnerability type, affected path or code location, trigger input
or condition, and validation evidence. This document defines what vulnerabilities
exist in the repository and provides the evidence used to judge whether a generated
review has correctly identified and explained them.

The ideal deliveries define the delivery-level ground truth. Each ideal delivery spec-
ifies a reviewer-oriented repair boundary for evaluation: it groups one or more
answer-key vulnerabilities into a single coherent delivery that can be assessed largely
independently. Vulnerabilities are grouped only when doing so improves reviewabil-
ity, for example because the repairs share a code path, trust boundary, authentica-
tion/session flow, rendering or sanitization strategy, or another cross-cutting control.
In practice, an ideal delivery often corresponds to one self-contained patch, but the
definition is intentionally tool-agnostic and does not assume any specific code-review
or version-control mechanism.

The first comparison in this setting addresses RQ2. Traditional scanning tools’
output (Semgrep [42], CodeQL [43], and OWASP ZAP [44]) is compared with the
discovery + triage workflow. The purpose is to test whether discovery and triage
stages find more true vulnerabilities, suppress more false leads, or expose comple-
mentary findings that traditional scanning tools do not produce.

We evaluate detection against a Vulnerability Answer Key Document. Case-level
recall counts an answer-key vulnerability as covered when the workflow keeps a case
for the same vulnerable surface after the discovery and triage stages. For scanner
baselines, the same measure is computed over alerts or findings.

For agentic runs, we also track stage-level funnel counts: discovery candidates,
triaged cases, analyzer-confirmed cases, verified cases, and final deliveries. These
counts describe how review outputs move through the workflow and support the
delivery-readiness analysis.

Manual review records confirmed false positives after duplicate grouping. Duplicate,
overlapping, defense-in-depth, non-security, deployment-hardening-only, and non-
covering related observations are recorded as review load or related signals, but are
not counted as confirmed false positives.

The second comparison in this setting addresses RQ3. It evaluates whether stage-
level reports and the merge-planner and merge-executor improve reviewability and
delivery readiness by producing coherent, scoped artifacts for human review.

We evaluate delivery organization by comparing the manually defined ideal delivery
count with the number of deliveries produced by the workflow. We use this compar-
ison as a proxy for reviewer burden: when semantically related cases are split into
too many deliveries, reviewers must inspect more items and manually reconstruct
cross-case relationships. The main numeric measure is the delivery count gap:

delivery count gap = actual deliveries — ideal deliveries.

A large positive gap indicates fragmented repair packaging and increased review-
organization overhead. A negative gap indicates fewer deliveries than ideal, often
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because unrelated repairs were bundled together or because expected repairs were
missed. A small or zero gap is not sufficient evidence of good delivery organization,
because it can also result from missed cases or overly broad bundling. Therefore,
delivery count gap is interpreted together with answer-key coverage and manual
review of delivery contents.

5.1.3 Reproducibility Details

The issue-review runs used deepseek-v4-pro. The repository case-study runs used
mimo-v2.5-pro, minimax-m2.7, and doubao-seed-2.0-1lite. In the implementa-
tion, these models are routed through an Anthropic-compatible chat interface.

The evaluations were run in May 2026. We could not determine more specific version-
pinned model IDs, such as doubao-seed-2-0-1ite-260215, because the provider
did not expose this information.

All chat model calls used temperature 0.0. No explicit top_p or random seed was
configured, so any remaining decoding or backend nondeterminism is provider-side
behavior.

For scanner baselines, CodeQL results were taken from GitHub code-scanning alerts,
and Semgrep results were taken from Semgrep Platform Code findings. ZAP com-
bines a frontend passive scan with an authenticated OpenAPI-seeded backend/API
scan; the reported ZAP numbers use manually reviewed cleaned alert groups.

The repository answer keys and ideal delivery groups described above were finalized
before evaluating agent outputs. The subsequent mapping from agent and scanner
outputs to answer-key items was manually checked.

5.2 Issue-Review Benchmark Results

We evaluate the proposed workflow on the PatchEval [36] 230-task subset with
container image and PoC tests under a strict criterion, where a repair is counted as
successful only if it passes both PoC and unit-test validation. To isolate the effect
of workflow design, we keep the model fixed as Deepseek V4 Pro across all workflow
variants, so that performance differences can be attributed to the workflow rather
than to model choice.

This section is organized as follows. We first provide external PatchEval reference
results for comparison. We then present the results of all workflow variants in both
the end-to-end and location-oracle settings. Finally, we examine the end-to-end
success-set overlap between DEFAULT and SINGLE-AGENT to show the difference at
the case level.

5.2.1 State-of-the-art Performance

Table 5.2 places the proposed workflow result alongside the strongest and most rel-
evant external PatchEval reference results reported by the benchmark leaderboard.
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In this table, System refers to the repair setup that performs the task. Some rows
use a general-purpose coding agent, such as Claude-Code, SWE-Agent, or Open-
Hands, with the PatchEval task prompt; the GPT-5 row uses GPT-5 directly with a
customized prompt. The DEFAULT row refers to the proposed multi-stage workflow
defined in the evaluation setup. Model refers to the LLM used by each setup, such
as Gemini 2.5 Pro, GPT-5, or Deepseek V4 Pro.

The external systems are not controlled baselines for this study because the agent
framework, model family, or both differ from the fixed-model workflow variants
evaluated later. Therefore, they are reported only as references rather than used for
workflow attribution [36], [45].

Table 5.2: PatchEval issue-review results compared with external references.

System Model Setting Overall Tokens Price
Claude-Code Gemini 2.5 Pro  End-to-end 12.61% (29/230) 2492.83 6.401
SWE-Agent Gemini 2.5 Pro  End-to-end 13.91% (32/230) 1190.35 2.387
OpenHands Gemini 2.5 Pro  End-to-end 18.70% (43/230) 1817.37 4.640
DEFAULT (ours) Deepseek V4 Pro End-to-end 33.91% (78/230) 1938.38 0.216
GPT-5 GPT-5 Location-oracle  29.1% (67/230) - -
SWE-agent GPT-5 Location-oracle  33.0% (76/230) - -
ClaudeCode GPT-5 Location-oracle  34.4% (79/230) - -
OpenHands GPT-5 Location-oracle  36.1% (83/230) - -
Claude-Code Gemini 2.5 Pro  Location-oracle  18.70% (43/230) 333.06 0.853
OpenHands Gemini 2.5 Pro  Location-oracle  21.30% (49/230) 1141.62 2.933
SWE-Agent Gemini 2.5 Pro  Location-oracle  23.04% (53/230) 561.07 1.128
DEFAULT (ours) Deepseek V4 Pro Location-oracle  33.91% (78/230) 1430.24 0.181

Note. Average token usage is reported in thousands, and average price is reported in USD when
available. Bold indicates the best reported overall result within a setting, or the lowest reported
price when price is available.

For the listed Gemini 2.5 Pro-based agent references, end-to-end results range from
29/230 to 43/230 successful repairs, while location-oracle results range from 43/230
to 53/230, corresponding to gains of 6 to 21 repairs. The DEFAULT result of 78/230
is above these Gemini 2.5 Pro references in both settings, but below the strongest
GPT-5 location-oracle references listed in the table. Within our own workflow,
DEFAULT shows no success-count difference between the end-to-end and location-
oracle configurations.
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5.2.2 Fixed-Model Workflow Variant Results

Table 5.3 reports the absolute results for the workflow variants defined in the eval-
uation setup.

Table 5.3: Absolute issue-review results by workflow variant with Deepseek V4
Pro fixed as the model.

Variant Setting Overall Tokens Price
SINGLE-AGENT End-to-end 31.74% (73/230) 1619.09 0.142768
NO-VERIFIER+DEEP-  End-to-end 31.74% (73/230) 1632.86 0.180573
SELF-CHECK

NO-VERIFIER End-to-end 33.04% (76/230) 1618.15 0.177376
DEFAULT End-to-end 33.91% (78/230) 1938.38 0.215955
SINGLE-AGENT Location-oracle — 31.74% (73/230) 963.37 0.110590
No-VERIFIER+DEEP-  Location-oracle  32.61% (75/230) 1248.71 0.153615
SELF-CHECK

NO-VERIFIER Location-oracle — 33.48% (77/230) 1190.65 0.149150
DEFAULT Location-oracle ~ 33.91% (78/230) 1430.24 0.180557

Note. Average token usage is reported in thousands, and average price is reported in USD when
available.

Table 5.4: Workflow-variant deltas relative to the matched Single-Agent base-
line with Deepseek V4 Pro.

Variant Setting Overall A Overall A Price
SINGLE-AGENT End-to-end 31.74% - -
NO-VERIFIER+DEEP- End-to-end 31.74% +0.00 pp  +26.48%
SELF-CHECK

NoO-VERIFIER End-to-end 33.04%  +1.30 pp  +24.24%
DEFAULT End-to-end 33.91% +2.17 pp +51.26%
SINGLE-AGENT Location-oracle 31.74% - -

NoO-VERIFIER+DEEP- Location-oracle 32.61%  +087pp +38.90%
SELF-CHECK

NoO-VERIFIER Location-oracle 33.48%  +1.74pp +34.8T%
DEFAULT Location-oracle 33.91% +2.17 pp +63.27%

Note. For each row, A values are computed against the Single-Agent row with the same
setting. Accuracy changes are reported in percentage points; price changes are reported as
relative changes.

Tables 5.3 and 5.4 show that DEFAULT has the highest Strict success count among
the workflow variants in both settings, with 78/230 successful repairs. Relative to
SINGLE-AGENT, none of the evaluated workflow variants has a lower success count.
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DEFAULT achieves the largest improvement, at +2.17 percentage points in both set-
tings, corresponding to 5 additional successful repairs. The two no-verifier variants
remain close: NO-VERIFIER improves over SINGLE-AGENT by +1.30 percentage
points end-to-end and +1.74 percentage points with the location oracle, while NoO-
VERIFIER+DEEP-SELF-CHECK matches SINGLE-AGENT end-to-end and improves
by 40.87 percentage points with the location oracle.

The success counts show small differences between end-to-end and location-oracle
settings, but the location oracle reduces cost and token use. Averaged across the four
workflow variants, token use decreases from 1702.12k to 1208.24k tokens, a reduction
of 493.88k tokens or 29.0%. Average price decreases from 0.179168 USD to 0.148478
USD, a reduction of 17.1%. DEFAULT and SINGLE-AGENT have identical success
counts across the two settings, while NO-VERIFIER differs by 1 successful repair and
No-VERIFIER+DEEP-SELF-CHECK differs by 2. All workflow variants have higher
average price than SINGLE-AGENT in both settings. Among the workflow variants,
NoO-VERIFIER has the lowest average price in both settings, while DEFAULT has the
highest average token use and average price.

5.2.3 Default vs. Single-Agent Outcome Differences

The aggregate end-to-end success counts show the overall gap between DEFAULT
and SINGLE-AGENT, but not how their successful cases overlap. Table 5.5 reports
the overlap and differences between their Strict success sets on the full PatchEval
230-task subset.

Table 5.5: End-to-end success-set overlap between Default and Single-Agent on the
230-task subset.

SINGLE-AGENT pass  SINGLE-AGENT fail

DEFAULT pass 66 12
DEFAULT fail 7 145

The off-diagonal cases show that DEFAULT and SINGLE-AGENT succeed on partly
different tasks. The case-level difference sets, including the separately marked
runtime-oracle outlier, are reported in Appendix A.3, and Table 5.6 lists one repre-
sentative case from each off-diagonal direction.
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Table 5.6: Representative off-diagonal cases in the end-to-end success-set compari-
son.

Aspect CVE-2021-21360 CVE-2023-50726

Outcome DEFAULT pass; SINGLE-AGENT SINGLE-AGENT pass; DEFAULT
fail. fail.

Vulnerability Information disclosure in Generic Authorization bypass in
Setup snapshot objects. application creation with local

manifests.

Oracle check Allowed roles of generated Created application must have no

snapshot folders and files. retained operation.

Note. The examples are selected to illustrate repair-pattern differences rather than differences by
CVE year.

The two examples show differences in the vulnerability-analysis conclusions and
repair directions selected with and without the analyzer stage.

For CVE-2021-21360 [46], the relevant creation paths are writeDataFile() for
snapshot files and _ensureSnapshotsFolder () for snapshot folders. The SINGLE-
AGENT leaves files created by writeDataFile() unchanged, and assigns only the
Manager role to the folder. By contrast, all other workflow variants repair both
paths by setting explicit View permissions on snapshot folders and snapshot files
for Manager and Owner.

For CVE-2023-50726 [47], the vulnerable endpoint is Create (), which accepts an
Application object that may contain Operation.Sync.Manifests. The SINGLE-
AGENT patch directly sets a.0Operation = nil during application creation, so
any operation supplied in the creation request is removed before the application

is stored. By contrast, all other workflow variants select a permission-check re-
pair and add an ActionQOverride check for local-manifest sync rather than setting
a.0Operation to nil. This enforces the override-permission condition, but the ora-
cle checks for a nil operation in the created application.

5.2.4 Verifier Retry Outcomes

We collect retry statistics from DEFAULT. A retry is triggered when the verifier
returns feedback to the mitigator. We record how many cases trigger retry, how
many triggered cases pass final validation, and how many cases are converted from
an initial failure to a final success, as summarized in Table 5.7.

37



5. Evaluation

Table 5.7: Verifier retry outcomes in Default.

Outcome group Count
Total evaluated cases 230
Retry not triggered 184
Retry triggered by verifier 46
Retry: Fail — Pass 3
Retry: Pass — Pass 6
Retry: Pass — Fail 1
Retry: Fail — Fail 36
Retry-triggered final pass 9
Retry-triggered final fail 37

All triggered cases used one retry attempt. Across these triggered cases, the verifier
output records residual paths or bypasses without access to the hidden benchmark
oracle. The resulting retry maps to four observed outcome transitions: Fail-to-Pass,
Pass-to-Pass, Pass-to-Fail, and Fail-to-Fail.

Table 5.8 lists only the cases where the outcome differs between the initial mit-
igation output and the final DEFAULT output. The corresponding vulnerability
records are CVE-2015-1326 [48], CVE-2020-15084 [49], CVE-2021-21321 [50], and

CVE-2022-29822 [51].

Table 5.8: Cases where verifier retry changes the outcome.

Case

Outcome
change

Verifier feedback

Retry modification

CVE-2015-1326

CVE-2020-15084

CVE-2021-21321

CVE-2022-29822

Fail — Pass

Fail — Pass

Fail — Pass

Pass — Fail

module.__file__ check misses ma-
licious cached .pyc loads that still
report the source .py path.

Defaulting JWT algorithms to
HS256 creates an RSA-public-key-
as-HMAC-secret confusion path.
URL-encoded path separators such
as %2f survive WHATWG URL
parser path normalization.

One _get path can overwrite sani-
tized [Op.and] data with the origi-
nal unsanitized query object.

Replaced
importlib.import_module ()

with  explicit source reading,
compile(), and exec() through

types.ModuleType.

Changed behavior to reject con-
figuration without an explicit
algorithms setting.

Added multi-pass percent decoding,
re-resolution, and a stricter base-
path prefix check.

Moved validation into filterQuery
and added broader query-option
sanitization.

5.2.5 Mitigator Self-Check Outcomes

We next compare NO-VERIFIER and NO-VERIFIER+DEEP-SELF-CHECK at the
case level. Both variants remove the verifier and retry mechanism, following the
definitions in the evaluation setup. We report the overlap of their strict success sets.
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Table 5.9: Success-set overlap between no-verifier variants.

Deep-Self-Check pass Deep-Self-Check fail

No-Verifier pass 63 13
No-Verifier fail 10 144

The off-diagonal cases show that the two no-verifier variants also succeed on partly
different tasks. The complete strict-outcome difference sets are reported in Ap-
pendix A.3, and Table 5.10 lists one representative case from each off-diagonal di-
rection.

Table 5.10: Representative off-diagonal cases in the mitigator self-check comparison.

Aspect CVE-2021-32796 CVE-2024-49750

Outcome NoO-VERIFIER pass; NO- NO-VERIFIER+DEEP-SELF-
VERIFIER+ DEEP-SELF-CHECK CHECK pass; NO-VERIFIER fail.
fail.

Vulnerability XML serialization output Sensitive credential exposure in
escaping in xmldom. Snowflake Connector Python

logging.

Oracle check Synthesized xmlns namespace Sensitive tokens and credentials
URI values must be XML-escaped must be masked in the checked
during serialization. logging/redaction paths.

For CVE-2021-32796 [52], both no-verifier variants edit 1ib/dom. js, but they
modify different serialization paths. The analyzer identifies unescaped namespace
URI values in synthesized xmlns declarations. The NO-VERIFIER patch changes
the two buf.push(ns, ’="’, uri, ’"’) paths to encode uri with _xmlEncoder.
The NO-VERIFIER+DEEP-SELF-CHECK patch instead changes the regexes used
for ordinary attribute-value and text-node escaping by adding > to those charac-
ter classes, but does not modify the synthesized xmlns namespace URI emission
paths. Under the strict oracle, the first patch passes and the second patch fails.

For CVE-2024-49750 [53], both no-verifier variants modify the authentication
debug-log filter, the secret detector, and storage-client retry logging. The NoO-
VERIFIER patch updates PASSCODE filtering, several SecretDetector patterns,
and Azure SAS-token masking in storage retry logs. The NO-VERIFIER+DEEP-
SELF-CHECK patch additionally masks URLs in network.py error logging

and several vendored urllib3 connection-pool debug or warning logs. Under
the strict oracle, the narrower NO-VERIFIER patch fails and the broader No-
VERIFIER+DEEP-SELF-CHECK patch passes.
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5.3 Repository Case-Study Results

This section reports results for the repository case-study setting defined in Sec-
tion 5.1.2. Unlike the file- or task-level experiments, this setting measures whether
a workflow can recover a benchmark answer key from an entire codebase, triage find-
ings into security cases, and package generated repairs into reviewable deliveries.

5.3.1 Vulnerability Coverage Compared with Traditional

Scanners

Table 5.11 summarizes repository detection coverage on the three case-study repos-
itories. Coverage is measured at case level for the proposed repository-review work-
flow and at alert/finding level for the scanner baselines. For the workflow, an answer-
key item is counted as covered when discovery and triage retain a case for the same

vulnerable surface.

Table 5.11: Repository detection coverage across the three benchmark repositories.

Run/tool Outputs Answer-key recall Review notes
Book Shop

Ours (mimo) 42 cases 19/19 (100.0%) -
Ours (MiniMax) 71 cases 17/19 (89.5%) -
Ours (Doubao) 75 cases 18/19 (94.7%) -
CodeQL 4 alerts 1/19 (5.3%) -
Semgrep Code 12 findings 3/19 (15.8%) -
ZAP 17 groups 1/19 (5.3%) -
Raddit

Ours (mimo) 45 cases 21/22 (95.5%) -
Ours (MiniMax) 70 cases 21/22 (95.5%) 1 FP
Ours (Doubao) 43 cases 15/22 (68.2%) 3 FP
CodeQL 11 alerts 7/22 (31.8%) -
Semgrep Code 10 findings 8/22 (36.4%) -
ZAP 16 groups 3/22 (13.6%) 1 FP
WorldPress

Ours (mimo) 39 cases 20/21 (95.2%) -
Ours (MiniMax) 52 cases 20/21 (95.2%) -
Ours (Doubao) 33 cases 17/21 (81.0%) -
CodeQL 20 alerts 9/21 (42.9%) -
Semgrep Code 25 findings 8/21 (38.1%) -
ZAP 12 groups 2/21 (9.5%) -

Note. Review notes list only confirmed false positives after duplicate grouping; duplicate, non-
security, frontend-only, product-defect, and non-covering related observations are not marked as
false positives. WorldPress Semgrep findings are counted with a CSV parser because quoted fields

contain embedded newlines.
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The scanner baselines produced smaller reviewed finding sets and lower answer-
key recall than the agentic runs. Their coverage was concentrated in localized or
externally observable issue classes, while the agentic runs also covered repository-
level logic and design flaws. After duplicate grouping, confirmed false positives were
concentrated in Raddit ZAP and the more permissive Raddit agentic runs.

Figure 5.2 shows the same pattern by issue class. The main shared false negative

was missing login rate limiting, which all three agentic runs, CodeQL, Semgrep, and
ZAP missed.

Book Shop: Injection/parser sinks
File/path handling
Authorization/account-state logic

Auth/session/token/missing controls

100
Rendering/sensitive-data exposure
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Figure 5.2: Answer-key coverage heatmap by vulnerability category across repository
case studies. Cell color denotes the percentage of answer-key items covered within
each repository-specific category; cell text reports covered items over category total.

5.3.2 Reviewability and Delivery Organization

Table 5.12 summarizes repository review and delivery results for each workflow run.
These counts are diagnostic rather than standalone evaluation metrics: they show
how candidates become cases, how analyzer judgment filters or classifies those cases,
how many cases survive mitigation and verification, and how final merge packaging
turns verified cases into deliveries. The rightmost column reports the delivery count
gap defined in the methodology.

41



5. Evaluation

Table 5.12: Repository review and delivery results.

Run Candidates Cases Confirmed  Verified Deliveries Gap

Book Shop (9 ideal deliveries)

Ours (mimo) 119 42 40 39 22 (10 combined + 12 single) +13
Ours (MiniMax) 136 71 61 61 53 (5 combined + 48 single) +44
Ours (Doubao) 103 75 74 73 44 (11 combined + 33 single) +35
Raddit (9 ideal deliveries)

Ours (mimo) 87 45 35 34 14 (7 combined + 7 single) +5
Ours (MiniMax) 105 70 62 60 23 (15 combined + 8 single) +14
Ours (Doubao) 49 43 43 43 43 (0 combined + 43 single) +34
WorldPress (10 ideal deliveries)

Ours (mimo) 85 39 36 36 20 (9 combined + 11 single) +10
Ours (MiniMax) 94 52 49 49 49 (0 combined + 49 single) +39
Ours (Doubao) 60 33 33 33 10 (7 combined + 3 single) 0

Note. Ours denotes the proposed repository-review workflow with the model named in parentheses:
mimo is mimo-v2.5-pro, MiniMax is MiniMax M2.7, and Doubao is Doubao Seed 2.0 Lite. Funnel
columns and delivery count gap follow the definitions in Section 5.1.2.

For example, in the Book Shop workflow run with Doubao Seed 2.0 Lite, discovery
produced 103 candidates. Triage kept and merged candidates, finally producing
75 cases; the analyzer confirmed 74 of them, and 73 cases survived mitigation and
verification. The merge stage then packaged these 73 verified cases into 44 reviewable
deliveries, consisting of 11 combined deliveries and 33 single-case deliveries.

The largest positive gaps were observed with MiniMax M2.7 on Book Shop (+44)
and WorldPress (+39), followed by Doubao Seed 2.0 Lite on Book Shop (+35) and
Raddit (4+34). With Doubao Seed 2.0 Lite, the workflow had a zero delivery count
gap on WorldPress.

Table 5.13 reports token and cost diagnostics for the same agentic runs.

Table 5.13: Agentic repository-review token and cost diagnostics.

Run Input tokens Output tokens  Cache-read tokens Observed cost
Book Shop

Ours (mimo) 27.0M 926.6K 24.9M $9.835646
Ours (MiniMax) 24.0M 907.0K 0 $8.280616
Ours (Doubao) 51.7M 705.5K 26.9M $3.088899
Raddit

Ours (mimo) 30.8M 867.6K 28.4M $10.691960
Ours (MiniMax) 36.2M 1.1M 0 $12.127009
Ours (Doubao) 37.9M 503.2K 17.5M $2.416956
WorldPress

Ours (mimo) 21.7M 1.0M 19.8M $8.891914
Ours (MiniMax) 18.1M 706.3K 0 $6.277521
Ours (Doubao) 18.8M 303.6K 8.9M $1.216244

Note. The MiniMax runs report zero cache-read tokens because the provider-reported artifacts
did not expose cache-hit usage; this is a provider-side reporting limitation rather than a workflow
setting that can be corrected in our implementation.
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Token counts are total workflow usage; cache-read tokens are reported separately
because cached input is priced differently by the workflow pricing profile. Observed
costs are computed from provider-reported token usage and do not include human
review effort outside the agent run.

Figures 5.3 and 5.4 show one generated delivery artifact from the Raddit workflow
run with mimo-v2.5-pro. The overview page groups publishable deliveries by CVSS
v4 severity and reports the number of cases in each delivery. The delivery page
records the changed files and expandable per-case reports. The expanded case view
includes metadata such as category, analyzer verdict, CVSS v4 score, CVSS scoring
rationale, and verification information.

Created Deliveries

critical (5)

1. [CVSS 9.3] [sec] Harden JWT validation, remove hardcoded secrets, fix session cookie attributes (cases=7): | } [sec] Harden JWT
validation, remove hardcoded secrets, fix session cookie attributes #3

r

[CVSS 9.3] [sec] Fix SQL injection in ListPosts and SearchPosts handlers (cases=2): | § [sec] Fix SQL injection in ListPosts and
SearchPosts handlers #1

w

[CVSS 9.3] [sec] Remove user-controllable role field and enforce server-side role verification (cases=2): | § [sec] Remove user-
controllable role field and enforce server-side role verification #4

~

[CVSS 9.3] [seq] Fix command injection in ping/nslookup endpoints with input validation (cases=1): | } [sec] Fix command
injection in ping/nslockup endpoints with input validation #14

v

[CVSS 9.3] [sec] Fix SQL injection in Login handler via parameterized query (cases=1): | ; [sec] Fix SQL injection in Login handler
via parameterized query #11

high (8)

1. [CVSS 8.8] [sec] Comprehensive file handling security: traversal, size, type, and authorization fixes (cases=5): |  [sec]
Comprehensive file handling security: traversal, size, type, and authorization fixes #6

2. [CVSS 8.8] [sec] Add server-side ownership authorization to DeletePost handler (cases=2): | } [sec] Add server-side ownership
authorization to DeletePost handler #2

3. [CVSS 8.7] [sec] Fix stored and reflected X5S across all dangerouslySetinnerHTML rendering surfaces (cases=5): | } [sec] Fix
stored and reflected X55 across all dangerouslySetlnnerHTML rendering surfaces #7

4, [CVSS 8.7] [sec] Remove password hashes from AP responses and admin Ul (cases=1): | ; [sec] Remove password hashes from
AP| responses and admin Ul #12

5. [CVSS 8.7] [sec] Remove plaintext passwords from failed login audit logs (cases=1): | } [sec] Remove plaintext passwords from
failed login audit logs #10

6. [CVSS 8.5] [sec] Harden auth flow: POST logout, remove localStorage token, validate redirect destinations (cases=4): § § [sec]
Harden auth flow: POST logout, remove localStorage token, validate redirect destinations #5

7. [CVSS 8.2] [sec] Update golang.org/x/net to w0.17.0 to fix HTTP/2 Rapid Reset (CVE-2023-39325) (cases=1): { § [sec] Update
golang.org/¥/net to v0.17.0 to fix HTTP/2 Rapid Reset (CVE-2023-39325) #3

8. [CVSS 7.8] [sec] Fix SSRF in PreviewURL with URL validation and DNS rebinding protection (cases=1): | } [sec] Fix S55RF in
PreviewURL with URL validation and DNS rebinding protection #13

none (1)

1. [CVSS 0.0] [sec] Fix TOCTOU race condition in VotePost with atomic upsert (cases=1): | } [sec] Fix TOCTOU race condition in
VotePost with atomic upsert #9

Figure 5.3: Severity-ranked delivery overview from the Raddit workflow run with
mimo-v2.5-pro.
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web-sec-bot commented 22 minutes ago aee

This PR applies security mitigations for 7 confirmed case(s) in Agent-AI-Chalmers/raddit .

Verification snapshot: full=7, partial=8.

Code Changes

* backend/config/config.go

* backend/database/database.go
* packend/handlers/admin.go

* backend/handlers/auth.go

* backend/middleware/auth.go

Case Evidence and Verification

» View case 299e282beebb22

» View case 2a38cdd3d06ccT?

» View case 6a7aBb2886356d

» View case 6f338e9531da59

P View case 7399bde9b24771

P View case 9a1e4982b4939%

» View case b31ec12d00f5f9

(a) Delivery page summary.

Hardcoded default secrets in config (admin credentials and JWT signing key) ( 299e282beeb622 )

Patch target coverage: full

Category: Credential and Account-Policy Surface

Case status: keep

Analyzer verdict: confirmed-risk

CVSS v4 base score: 9.3 ( critical )

Evidence

Hardcoded default credentials in backend/config/config.go create a multi-layered credential exposure: (1) the JWT signing
key defaults to the trivially guessable string "secret”, enabling token forgery for any user; (2) the admin account is auto-
seeded with well-known credentials "admin™/"admin123" and (3) the SystemInfo debug endpoint at /api/admin/debug
exposes all three secrets (JWT secret, admin username, admin password) in plaintext HTTP responses. Combined with a JWT
alg: "none” signature bypass in the token parser, these defects enable full account takeover on any deployment that does
not override the environment variables.

CVSS Scoring

Hardcoded default JWT signing key ("secret”) in config.ge combined with an alg="none" signature bypass in the token parser
enables remote, unauthenticated JWT token forgery. An attacker can craft tokens with arbitrary claims (including admin role)
and access all authenticated and admin endpoints. This grants full read access to sensitive configuration (including plaintext
admin credentials and environment variables via /api/admin/debug), full write access (create/delete posts, comments, users),
and destructive admin actions (user deletion). The vulnerability is exploitable over the network with no privileges or user
interaction required.

s Vector: CVSS:4.8/AV:N/AC:L/AT:N/PR:N/UT:N/VC:H/VT:H/VA:H/SC:N/ST:N/SA:N

* Key metrics: Av=N, AC=L, AT=N, PR=N, UI=N

Verification

* Review target claim: Hardcoded default credentials in backend/config/config.go (JWT secret "secret”, admin username
"admin”, admin password “admin123") combined with credential exposure via the Systeminfo debug endpoint. plaintext
password logging, and a JWT alg:none signature bypass in the token parser enable full account takeover on any
deployment that does not override envirenment variables.

* Verfication confidence: high

(b) Expanded case evidence.

Figure 5.4: Generated delivery details and expandable case evidence from the Raddit
workflow run with mimo-v2.5-pro.
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Discussion

This chapter interprets the evaluation, summarizes the answers to the research ques-
tions, and discusses limitations, ethical considerations, and future work.

6.1 RQ1: Multi-Stage Workflow vs. Single-Agent
Baseline, and Ablations

The discussion of RQ1 follows the three evidence blocks reported in the Results chap-
ter: outcome differences between DEFAULT and SINGLE-AGENT, verifier retry, and
mitigator self-check. Taken together, these results point to a common pattern: the
agent workflow does not merely change the aggregate pass rate, but changes how the
agent models the vulnerability boundary, the repair target, and patch completeness.
When this repository-grounded problem model aligns with the hidden benchmark
oracle, the workflow can improve the success outcome. When the two diverge, a
more structured or deeper workflow may leave the strict outcome unchanged, or
even lower the benchmark outcome. Even so, in the current fixed-model compar-
ison, DEFAULT still achieves the highest strict success count among all workflow
variants.

6.1.1 Default vs. Single-Agent Outcome Differences

First we compare the overall behavior of DEFAULT with the SINGLE-AGENT base-
line. The results show that DEFAULT outperforms SINGLE-AGENT in repair success
rate, but the improvement is limited. At the same time, it introduces additional
token consumption and execution cost. From a performance perspective, the gain of
DEFAULT is therefore real, but it must be considered together with its substantially
higher computational cost.

The success-set comparison further shows that the multi-stage workflow does not
simply cover all the successful cases of the SINGLE-AGENT baseline. Both systems
have unique successes, although the multi-stage workflow has more of them. This
indicates that the two designs can form different vulnerability-analysis conclusions
and repair directions.

The off-diagonal cases suggest that this behavioral difference is largely related to
the analysis stage. Before the mitigator produces a patch, the analyzer explicitly
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constructs a vulnerability explanation, relevant locations, call-chain or data-flow rea-
soning, and repair boundaries. These structured analysis outputs can substantially
shape how the mitigator understands the issue and selects the repair scope. By
contrast, although the SINGLE-AGENT baseline can also be prompted to analyze
the issue, its analysis, localization, and repair decisions are made inside a single
agent, without a separate and explicit analyzer stage. As a result, the multi-stage
workflow often forms a different repair strategy from the SINGLE-AGENT baseline
and produces a different patch.

This mechanism can have different effects in different cases. When the original input
is underspecified, localization is incomplete, or the vulnerability involves multiple
related paths, the analyzer’s expansion of the problem boundary may help the mit-
igator avoid under-repair. For example, if the vulnerability is not limited to the
explicitly mentioned entry point but also appears in adjacent data paths or call
chains, the analyzer may include these locations in the repair scope and guide the
mitigator toward a more complete patch. However, the same mechanism can also in-
troduce risk. If the analyzer’s repair direction is semantically plausible but diverges
from the PatchEval hidden oracle or expected patch direction, the workflow may
generate a broader or different repair and fail the benchmark evaluation.

Another relevant observation is the small gap between the end-to-end setting and the
location-oracle setting. In our experiments, DEFAULT has nearly identical results
in the end-to-end and location-oracle settings. The SINGLE-AGENT baseline also
has the same success count in both settings. This suggests that the location oracle
provides limited benefit in our setup. Our hypothesis is that this pattern is not
solely due to the presence of an independent analyzer agent, but to a more general
analysis-oriented design: In DEFAULT, this design appears as a separate analyzer
agent. In the SINGLE-AGENT baseline, it appears as a prompt that emphasizes
analysis, vulnerable-location search, call chains, and repair boundaries. Both may
encourage the agent to perform localization reasoning even without explicit location
information, reducing the additional value of the oracle and making the end-to-end
and location-oracle results converge.

This explanation can be compared with the PatchEval paper and leaderboard results.
In the PatchEval results, the same SWE-Agent + Gemini 2.5 configuration shows
a larger gap between the end-to-end and location-oracle settings, suggesting that
the location oracle provides a substantial repair-success benefit for that setup. By
contrast, our results show only a small gap between the two settings. One possible
explanation is that the PatchEval end-to-end prompt places less explicit emphasis on
vulnerable locations, call chains, and data-flow analysis. As a result, an agent with-
out oracle location information may move into patch generation without performing
sufficient localization and boundary analysis. The prompt mainly asks the agent to
inspect relevant code, create and rerun a reproduction script, edit the source code,
and consider edge cases, but it does not explicitly require systematic analysis of
vulnerable locations, call chains, data-flow paths, or patch boundaries. The prompt
excerpt is provided in Appendix A.4 [54].

For this reason, we interpret the small end-to-end versus location-oracle gap as
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potentially related to analysis-oriented prompting or staging, rather than simply to
benchmark difficulty or to the location oracle being intrinsically unhelpful. This
interpretation remains a hypothesis rather than a strict causal conclusion, because
we do not perform a controlled ablation of the PatchEval prompt and do not vary
only the analysis emphasis within an otherwise identical agent framework. Still, the
comparison suggests that explicitly emphasizing vulnerable locations, call chains,
and repair-boundary analysis may strengthen localization reasoning even in the end-
to-end setting.

6.1.2 Verifier Retry

The next comparison concerns DEFAULT and NO-VERIFIER, the two-stage variant
that removes the verifier and feedback retry. DEFAULT is the full analyzer-mitigator—
verifier workflow with feedback retry, while NO-VERIFIER keeps only the analyzer
and mitigator. The aggregate results show that DEFAULT is slightly better than No-
VERIFIER, but the difference is small. The current results therefore do not prove
that verifier 4+ retry provides a stable and large success-rate improvement.

The verifier does not directly know the PatchEval hidden oracle. It cannot know
whether a patch would already pass benchmark validation. Instead, it judges from
the analyzer output, patch, and repository context whether the repair still leaves
a residual path, bypass, or regression risk. The value of verifier 4+ feedback retry
therefore should not be understood only through final pass/fail counts. The case-
level retry results show that verifier feedback sometimes turns a failing patch into a
passing one. They also show cases where the initial patch already passes the oracle,
but the verifier still requests a stronger patch. This suggests that the verifier acts
as an independent patch-audit stage: it reviews patch completeness according to
repository-grounded evidence rather than according to the benchmark oracle.

This also explains the verifier’s limitation in the benchmark setting. On the one
hand, when a mitigation is clearly too narrow, misses boundary conditions, or leaves
a visible bypass, verifier feedback may provide a useful external perspective and lead
to a more complete repair through bounded retry. On the other hand, due to the
lack of an executable PoC for reference, even when the verifier identifies residual
concerns, these issues might be irrelevant to the PoC’s core principles. Consequently,
resolving such concerns does not guarantee a pass on the benchmark. Thus, verifier
+ feedback retry is better considered as an observable quality-control mechanism
that changes patch revision, rather than as a strong oracle substitute that has been
proven to reliably improve the benchmark pass rate.

6.1.3 Mitigator Self-Check

Similarly, the comparison between NO-VERIFIER and NO-VERIFIER+DEEP-SELF-
CHECK should not be treated as a direct measurement of whether deeper self-check is
closer to the hidden oracle. Both variants are analyzer—mitigator workflows without
an independent verifier. The self-check does not add a new information source: it
asks the mitigator to review its own patch using the same repository evidence and
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the same benchmark input, without access to the PoC, unit-test feedback, or the
expected patch. Therefore, it can make the patch more internally consistent, but it
cannot reliably correct a wrong repair direction or infer hidden behavioral contracts.
This explains why the deeper self-check does not increase the overall score of NO-
VERIFIER. The off-diagonal cases in Table 5.10 show the same pattern: in one case,
self-check moves toward a different but oracle-failing repair path, while in another
it broadens the repair and succeeds. The more cautious conclusion is therefore that
the current results do not prove a stable benefit from deeper self-check in this setting.
This does not mean that the self-check changes are semantically useless or worse in
general.

6.2 RQ2: Agent-Based Discovery and Triage vs.
Traditional Scanners

The repository results suggest that agentic discovery and traditional scanners are
better seen as complementary mechanisms than as direct substitutes. CodeQL,
Semgrep, and ZAP produced smaller and more localized finding sets. Their covered
answer-key items were concentrated in issues with recognizable syntactic, data-flow,
or externally observable signals, such as SQL injection, command injection, SSRF,
path traversal, password logging, React XSS, password-hash disclosure, and some
error-exposure surfaces. These findings are useful because the scanner outputs con-
tained few confirmed false positives, and scanner alerts can provide high-signal entry
points for a broader review workflow.

However, the category-level coverage results show a broader advantage for the agen-
tic runs. Across Book Shop, Raddit, and WorldPress, the agentic workflow covered
not only localized sink-style issues but also repository-level logic and design flaws.
These included access-control and account-state logic, token and session design, con-
figuration and credential exposure, missing preventive controls, and multi-surface
rendering or file-boundary problems. Such cases often require connecting route reg-
istration, middleware behavior, model fields, frontend assumptions, configuration
defaults, and repair boundaries across files. Traditional scanners may report local
problems, but they usually do not assemble those signals into a security case with
repository-level context.

This difference is visible in the heatmap in Figure 5.2. For injection, parser, file, and
OS-sink categories, scanners sometimes covered a substantial fraction of the answer
key, especially on WorldPress and Raddit. In contrast, for access-control, account-
state, auth/token, and missing-control categories, scanner coverage was often zero
while the agentic runs retained at least partial coverage. This supports the main
answer to RQ2: the advantage of agentic discovery is not simply that it produces
more findings, but that it expands the scope of detectable issue classes toward cross-
file and design-level vulnerabilities.

The results also show why agentic discovery should not be treated as a replacement
for traditional tools. Scanner outputs are cheaper, deterministic, and often precise
for known bug patterns. They can provide strong candidate evidence for localized
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vulnerabilities and can be used as input signals to an agentic workflow. Conversely,
agentic discovery can investigate whether scanner alerts correspond to broader cases,
group related symptoms, identify adjacent vulnerable surfaces, and reason about is-
sue classes that scanners do not model well. The practical interpretation is therefore
a complementary one: scanners provide useful low-level signals, while agentic review
adds repository-grounded triage, case construction, and broader vulnerability-class
coverage.

This complementarity also extends to day-to-day integration with repository secu-
rity platforms. Platforms such as GitHub Code Scanning expect findings to arrive in
a stable, structured format. In practice, third-party tools commonly upload SARIF
reports, a standard JSON format for static-analysis results [55]. Each finding is as-
sociated with fields such as a rule identifier, source location, severity, and fingerprint.
These fields are not merely shown in the user interface. They allow the platform
to filter alerts, track the same finding across repeated scans, and avoid reporting
duplicate alerts.

This structure fits traditional scanners more naturally than agentic discovery. A
scanner such as CodeQL is backed by a maintained rule set: the same query usually
produces the same rule identifier and a similar result shape across runs. By contrast,
an agentic review may describe the same vulnerability in different terms across runs.
One run may describe an issue as missing authorization on a route, another may
classify it as account-state logic, and another may merge it into a broader finding
about user-profile data exposure. These outputs may all be useful to a human
reviewer, but they are not automatically recognizable as the same alert by a code-
scanning platform.

As a result, it is difficult to automatically classify, merge, and deduplicate agentic
findings in the same way as scanner alerts. Two descriptions that are equivalent
to a human reviewer may not share the same title, category, primary location, or
grouping boundary. Repeated runs may therefore create separate alerts for the
same vulnerability, or split and merge cases differently across runs. Supporting
stable code-scanning alerts would require the system to constrain these descriptions
into a fixed set of categories and identifiers, which is closer to maintaining a scanner
rule than to free-form repository review. For this reason, agentic discovery is better
treated as a semantic review and case-construction layer, or as a complement to
scanner outputs, rather than as a replacement for stable code-scanning alert feeds.

6.3 RQ3: Reviewability and Delivery Readiness

RQ3 concerns what happens after vulnerabilities are found. The review workflow
is designed to transform raw discovery output into artifacts that a human reviewer
can inspect, prioritize, and merge. The results show this process at two levels: a
stage-level funnel and the final delivery artifacts.

The funnel in Table 5.12 shows that the workflow does not expose all discovery
candidates directly to reviewers. Discovery candidates are first kept and merged
into cases during triage. Analyzer judgment then marks which cases are confirmed,
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and verification records whether generated patches cover the reviewed claims. This
sequence improves reviewability by giving reviewers a structured chain from initial
candidate evidence to a case, from case to analyzer, mitigation, and finally verifica-
tion. Even when the final patch is not perfect, the intermediate artifacts make the
state of the case easier to audit than a flat list of raw findings or a one-shot patch.

The delivery stage adds a second layer of organization. Verified cases are packaged
into delivery units, and each delivery records its cases, changed files, verification
status, residual risks, and synthesis rationale. This matters because repository re-
pairs are often not one vulnerability to one pull request. Some vulnerabilities share
the same code path or control boundary and should be reviewed together; others
are better kept separate. The merge stage decides which cases should appear in the
same delivery, and the reviewer should inspect them together.

Delivery count gap is a useful but incomplete signal for this boundary. Large positive
gaps, such as MiniMax M2.7 on Book Shop and WorldPress or Doubao Seed 2.0 Lite
on Book Shop and Raddit, indicate fragmented packaging: reviewers would need to
inspect many more units than the ideal delivery plan. A small or zero gap is not
automatically better, because it can arise from missed cases or overly broad bundling.
This is why the gap must be read together with answer-key coverage and manual
inspection of the delivery contents. The WorldPress Doubao run illustrates this
point: it matched the ideal delivery count, but its answer-key coverage was lower
than the two higher-gap agentic runs.

The Raddit delivery artifact shown in Figures 5.3 and 5.4 provides one example of
such manual delivery inspection. The overview ranks deliveries by CVSS v4 sever-
ity and shows how many cases are included in each delivery, giving reviewers a
prioritization view. The delivery page then exposes changed files, and expandable
per-case reports. In the expanded case view, the reviewer can inspect the category,
analyzer verdict, CVSS v4 score, evidence, scoring rationale, and verification infor-
mation. This turns a generated repair from an opaque patch into a review packet
with evidence and audit context.

The main answer to RQ3 is therefore that the workflow improves delivery readiness
by producing scoped, evidence-bearing deliveries. It does not guarantee that the
delivery organization is always ideal, and the delivery gap results show that over-
fragmentation remains a practical challenge. Its contribution is that it makes this
organization explicit: the reviewer can see which cases were grouped, why they were
grouped, what changed, which claims were verified, and what residual risks remain.
This is the difference between agent-generated code changes and agent-generated
security-review deliveries.

6.4 Model Capability, Cost, and Review Load

The comparison among the MIMO, MiniMax, and Doubao configurations shows a
common issue that spans discovery, triage, cost, and delivery.

Under the same discovery-and-triage workflow, all three model configurations cov-
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ered issue classes that the traditional scanner baselines largely missed, but their
answer-key recall and case counts differed. A high-recall discovery stage can be use-
ful even if it produces extra candidates. The important question is whether triage
can manage a large volume of candidates by removing weak findings, merging du-
plicates, and grouping related observations into cases. When triage is weaker, extra
discovery output becomes a larger retained case set, which increases the number
of downstream analyzer inputs even before patch generation begins. Theoretically,
this should increase later-stage token usage, and the token-cost diagnostics in Ta-
ble 5.13 show that this did happen in some Doubao runs: they used substantially
more total input tokens than the other model configurations. Even so, Doubao’s
lower per-token price kept its observed cost low.

The same behavior appears later in delivery organization. Some runs combined
related cases into fewer deliveries, while others directly output many single-case
deliveries.

If we only consider the workflow cost, this is economically attractive. However, it
does not mean that the overall review process is cheap. Delivery fragmentation
can move cost outside the measured workflow: reviewers must inspect more pull
requests or delivery pages and reconstruct relationships between related fixes. Thus,
the practical value of agentic discovery depends not only on recall or measured API
cost, but also on whether triage and delivery can reduce many raw candidates into
fewer reviewable deliveries.

6.5 Limitations and Observed Challenges

When interpreting the experimental results, it is necessary to consider both the
methodological limitations of the evaluation design and the practical challenges ob-
served during system execution.

First, the study is limited to web application vulnerabilities in white-box defensive
review settings. It does not cover black-box testing, broader software assurance, or
entirely new vulnerability classes. Repair-oriented benchmarks also do not fully
capture repository review workflows that include discovery, triage, and delivery,
while repository case studies may remain too small to support broad generalization.

Second, issue-driven benchmarks such as PatchEval have a relatively narrow task
scope, focusing primarily on vulnerability localization and repair. They cannot fully
simulate the real-world workflow of discovering vulnerabilities from scratch in large
repositories. The low strict success counts should also be interpreted with care:
failed cases are not all identical unresolved vulnerabilities. Some failures reflect
genuine agent limitations, such as incomplete localization, under-repair, over-broad
repair, or failure to preserve existing behavior. Others are affected by benchmark-
specific factors, including underspecified repair contracts, hidden behavioral or API
expectations, and runtime-oracle problems such as script errors, missing test de-
pendencies, or mismatches between the test harness and the checked-out repository.
Appendix A.2 summarizes a manual audit of these quality risks. Therefore, the
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PatchEval results should be read as strict benchmark outcomes rather than as a
complete taxonomy of practical repair success and failure.

Third, the workflow depends on the reasoning quality, context handling, and failure
modes of externally provided LLMs. Results may vary with model-provider behav-
ior, prompt design, runtime limits, and external service variance. Wall-clock time is
also an imperfect measure of system efficiency because it is affected by network fluc-
tuations and queueing delays. Token consumption and API cost therefore provide
more objective indicators of computational workload. Relatedly, the experimental
scope is constrained by computational budget. Each additional workflow, model,
or prompt variant requires rerunning many repository-level repair tasks, which is
expensive in token usage, API cost, and wall-clock time. Therefore, the evaluation
emphasizes controlled comparisons under matched model conditions rather than
exhaustive exploration of all possible model-agent combinations.

Fourth, the system makes strategic compromises when processing large repositories.
To control computational cost, deep cross-file reasoning is triggered only when ini-
tial suspicious signals are detected within an individual file. This strategy makes
repository-scale review more practical, but it also risks missing subtle cross-file vul-
nerabilities that do not expose localized clues.

Finally, automated validation cannot replace human review. Existing tests and
automated checks cannot provide perfect conclusions about actual exploitability,
deeper business-logic impact, or whether a repair preserves the original behavior of
the program. These judgments still require manual review before deployment.

6.6 Ethics and Governance

The system has a dual-use character because automated security tools can be mis-
used to identify vulnerabilities. This thesis positions the work as a blue-team de-
fensive system for authorized repository review. It does not aim to build offensive
exploit capabilities.

Practical deployment should enforce tiered access, continuous monitoring, and clear
governance. Agent actions should remain isolated from unauthorized external tar-
gets, and evaluation should remain confined to local or containerized environments.
The long-term defensive benefit lies in reducing mitigation cost and improving the
reliability of security review, but that benefit depends on responsible deployment
boundaries.
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Conclusion

This thesis studies a multi-stage agentic framework for web vulnerability detection,
mitigation, and patch delivery. The core problem is that vulnerability resolution is
not only patch generation: it also requires discovery, analysis, validation, prioriti-
zation, and delivery. The proposed workflow decomposes these responsibilities into
explicit stages and evaluates whether this structure improves repair effectiveness,
value in repository review, and delivery readiness.

On one hand, in the issue-level repair setting, the fixed-model PatchFEval experiment
shows a slight but consistent advantage for the full multi-stage workflow. DEFAULT
achieves the highest strict success count among the evaluated variants, but the
improvement over SINGLE-AGENT is small and comes with higher token use and
price. The case-level comparisons show that staging changes the repair behavior
and produces more explicit explanations than the single-agent baseline, rather than
simply adding successful cases on top of it. Analyzer output can help define repair
boundaries and avoid incomplete repairs, while verifier feedback can catch residual
paths and sometimes improve the initially failing patch. At the same time, these
stages are not substitutes for the benchmark oracle, because even broader analysis
or stronger self-check can also move the patch away from the expected repair.

On the other hand, for repository review, the case studies show that agentic re-
view can complement traditional scanners by covering issue classes that are difficult
for localized static or dynamic tools. CodeQL, Semgrep, and ZAP remained use-
ful for high-signal localized findings, but the agentic runs covered more repository-
level logic and design issues, including access control, account-state behavior, to-
ken/session design, configuration exposure, and missing controls. This advantage
depends on model capability. The discovery stage benefits from recall with both
coverage and candidate quality; in the triage stage, a capable model can merge over-
lapping candidates and apply light filtering, reducing candidates into a smaller set
of cases.

For delivery readiness, the workflow turns retained and verified cases into reviewable
deliveries rather than leaving reviewers with raw findings or patches. The stage-level
records, analyzer judgments, verification summaries, and CVSS v4 prioritization
make generated repairs easier to inspect. However, delivery organization remains
a practical challenge. Large delivery-count gaps show that some runs fragmented
related fixes into too many units, while a small gap can also hide missed coverage
or overly broad grouping. The core tradeoff is between patch atomicity and delivery

53



7. Conclusion

efficiency: deliveries should remain narrow enough to review safely, but related
fixes that share a patch surface or control boundary should not force reviewers to
reconstruct the same repair context repeatedly.

Overall, the main conclusion is that multi-stage orchestration provides a practical
way to make agentic security review more inspectable and controllable. Its value
should not be judged only by raw patch success. A useful agentic security workflow
must also expose why a case was kept, how the vulnerability was analyzed, whether
the patch covers the reviewed claim and how the repair should be delivered for human
review. The current results support this direction, while also showing that workflow
quality remains largely dependent on the model: model choice affects discovery
recall, triage compression, case grouping, and delivery organization. Besides, the
verifier has structural limits. Although it can audit the patch based on repository
evidence, it cannot replace the benchmark oracle or human security judgment.
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Future Work

We should broaden repository evaluation across more repositories, vulnerability
types, and development workflows. Additional integrations with static and dynamic
scanners, dependency analysis tools, and repository automation platforms would
make the workflow more realistic and easier to compare against existing security
engineering practices.

We could also incorporate a memory module to support reuse of operational ex-
perience across runs. Such a module could help the agent retain recurring repair
patterns, tool-use strategies, and project-specific constraints, thereby reducing re-
dundant exploration in later tasks.

Another promising direction is to develop a dedicated benchmark for AVR agents.
Unlike conventional vulnerability-fixing datasets that often rely on official patches
as implicit ground truth, such a benchmark should provide the relevant application-
specific semantics and context needed to understand the vulnerability, while avoiding
over-specification of the expected fix. In particular, benchmark instances should in-
clude carefully constructed prompts, vulnerability-triggering proof-of-concepts, and
robust unit tests that capture the intended security properties rather than patch-
specific implementation details. This would allow the evaluation to accommodate
diverse yet correct fixes and better reflect practical settings in which agents must
reason from incomplete but relevant contextual information.
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Appendix 1

A.1 Full Issue-Review Benchmark Results

Table A.1 and Table A.2 report the full issue-review benchmark results. For the
fixed-model workflow variants, the model is Deepseek V4 Pro and the variant names
follow the definitions in the methodology chapter. Gemini2.5-based agents and
GPT-5-based PatchEval leaderboard systems are included as reference comparisons
because they use different model families or agent frameworks [36], [45].

Table A.1: Full issue-review benchmark results in the end-to-end setting.

System/Variant Model Overall Avg. Token (K) Avg. Price (USD)
SWE-Agent Gemini2.5 13.91% (32/230) 1190.35 2.387
OpenHands Gemini2.5 18.70% (43/230) 1817.37 4.640
Claude-Code Gemini2.5 12.61% (29/230) 2492.83 6.401
DEFAULT Deepseek V4 Pro 33.91% (78/230) 1938.38 0.215955
NO-VERIFIER Deepseek V4 Pro  33.04% (76/230) 1618.15 0.177376
SINGLE-AGENT Deepseek V4 Pro  31.74% (73/230) 1619.09 0.142768
NoO-VERIFIER+DEEP-SELF-CHECK Deepseek V4 Pro  31.74% (73/230) 1632.86 0.180573

Table A.2: Full issue-review benchmark results in the location-oracle setting.

System/Variant Model Overall Avg. Token (K) Avg. Price (USD)
OpenHands GPT-5 36.1% (83/230) - -
ClaudeCode GPT-5 34.4% (79/230) - -
SWE-agent GPT-5 33.0% (76/230) - -
- GPT-5 29.1% (67/230) - -
SWE-Agent Gemini2.5 23.04% (53/230) 561.07 1.128
OpenHands Gemini2.5 21.30% (49/230) 1141.62 2.933
Claude-Code Gemini2.5 18.70% (43,/230) 333.06 0.853
DEFAULT Deepseek V4 Pro  33.91% (78/230) 1430.24 0.180557
NoO-VERIFIER Deepseek V4 Pro  33.48% (77/230) 1190.65 0.149150
SINGLE-AGENT Deepseek V4 Pro 31.74% (73/230) 963.37 0.110590
NO-VERIFIER+DEEP-SELF-CHECK Deepseek V4 Pro  32.61% (75/230) 1248.71 0.153615
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A.2 PatchEval Quality Audit Summary

This section summarizes a manual audit used to interpret strict PatchEval failures.
The audit does not replace the benchmark metric used in Chapter 5. Instead, it
identifies quality risks that affect how failed cases should be interpreted.

Two risk categories were considered. The first is input-side specification risk:
whether the CVE description and vulnerable-location information provide enough
behavioral detail to infer an equivalent repair. The second is runtime-oracle risk:
whether the PoC, unit test, harness, image, and checked-out repository reliably
judge the generated patch.

Table A.3: Representative input-side specification risks in PatchEval.

Case Missing repair Interpretation risk
specification

CVE-2023-25173 The primary GID must A plausible patch can reason about supplementary groups
also appear in correctly in security terms but still miss the exact invariant

AdditionalGids, and the  expected by the oracle.
PoC expects a specific

ordering.

CVE-2021-46561 Changing a user’s The vulnerable code path is visible, but the required
organization must require authorization policy and API error contract are not fully
the Secretariat role and specified in the input.
use a specific error helper.

CVE-2021-41246 Login handling must A direct session-regeneration patch can fix the intuitive risk
distinguish same-user, while breaking application state or missing branch-specific
different-user, behavior.

anonymous-session, and
custom-session-store
cases.

CVE-2021-37712 Path reservation must use The input points toward the right vulnerability class, but the
a precise normalization exact normalization order and concurrency behavior are
strategy, including slash hidden.
stripping, Unicode
normalization,
lowercasing, and Windows
collision handling.

CVE-2020-26299 Windows separators must A security-plausible containment check can fail because the
be converted before oracle expects behavioral equivalence rather than simple
normalization while rejection.
preserving existing path
semantics.

Note. These cases are representative examples from the audit, not a complete classification of all
failed tasks.

The runtime-oracle audit identified 22 cases with potential validation reliability is-
sues, listed in Table A.4. These include syntax errors in benchmark scripts, missing
functions or constants referenced by tests, dependency drift, mismatches between
the test harness and the checked-out repository, baseline tests that already pass,
and one flaky unit-test outcome. These cases do not mean that the full 230-case
subset should be discarded; the main results retain the benchmark’s strict protocol
for comparability. However, they show why strict failures should be interpreted
as benchmark outcomes rather than as a direct count of simple vulnerabilities left
unfixed.
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Table A.4: Runtime-oracle validation reliability risks in PatchEval.

Case

Risk type

Observed issue

CVE-2020-7764

CVE-2021-21354

CVE-2024-52309

CVE-2024-22199

CVE-2023-45128

CVE-2021-36157

CVE-2024-52010

CVE-2023-41891

CVE-2022-23536

CVE-2024-24579

CVE-2020-4053

CVE-2025-24366

CVE-2021-32783

CVE-2021-41803

CVE-2023-23947

CVE-2022-35936

CVE-2022-31130

CVE-2024-47616

CVE-2023-49736
CVE-2023-30172

CVE-2024-21542

CVE-2018-3778

Script syntax error

Dependency drift

Checkout mismatch

Missing API

Missing constants

Missing constant
Missing types
API mismatch

Missing constant

Missing symbol
Missing helper
Missing helper
API mismatch
Missing constant

Missing API

Baseline already passes

Missing helper

Missing helper

Test selection mismatch

Missing import target

Missing import target

Flaky unit-test outcome

vul-run.sh has a quote syntax error before the repair
is evaluated.

The official fix test fails because
test_nightly_archive depends on a Mozilla hg URL
that returns HTTP 404.

The vulnerable baseline does not compile because the
test references EventManager-related symbols absent
from the pre-fix checkout.

The test calls Engine.SetAutoEscape, which is not
present in the repository.

The test references ErrMissingParam and
ErrMissingHeader, which are not present in the
repository.

The test depends on errInvalidTenantID, which is not
present in the repository.

The test depends on Instance.Manager and
MockManager, which are not present in the repository.
The test uses a NewSortParameter signature that does
not match the checked-out code.

The test depends on
errOpsGenieAPIKeyFileNotAllowed, which is not
present in the repository.

The test depends on tarVisitor, which is not present
in the repository.

The test depends on cleanJoin, which is not present
in the repository.

The test depends on canAcceptRsyncArgs, which is not
present in the repository.

The test uses a dag.EnsureService signature that does
not match the checked-out code.

The test depends on invalidSegmentName, which is not
present in the repository.

The test depends on

common .PermissionDeniedAPIError, which is not
present in the repository.

The vulnerable baseline passes directly, so the runtime
oracle does not distinguish the vulnerable and fixed
states.

The test depends on
contexthandler.WithAuthHTTPHeader, which is not
present in the repository.

The test depends on validateJWT, which is not present
in the repository.

Pytest cannot find the specified test node.

The test imports validate_path_is_safe, which is not
present in the repository.

The test imports luigi.safe_extractor, which is not
present in the repository.

The original run produced asynchronous Tape failures,
while rerunning the same final patch made both PoC
and unit phases pass.

A.3 Case-Level Outcome Difference Sets

This section lists the case-level difference sets used to interpret the off-diagonal
overlap results in Table 5.5 and Table 5.9. Runtime-oracle outliers are marked
separately when they are part of the strict overlap count but are less suitable for
qualitative interpretation.
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Table A.5: End-to-end case-level differences between Default and Single-Agent.

Difference set Count Cases

SINGLE-AGENT only 6 CVE-2020-11053, CVE-2023-34233, CVE-2023-50726,
CVE-2024-56362, CVE-2025-23042, and CVE-2025-24806.

SINGLE-AGENT only, 1 CVE-2022-23536.

runtime-oracle outlier

DEFAULT only 12 CVE-2015-1326, CVE-2015-8213, CVE-2019-10788, CVE-2021-21360,

CVE-2021-21384, CVE-2021-26921, CVE-2021-32796,
CVE-2021-32803, CVE-2021-3583, CVE-2023-25168, CVE-2023-5122,
and CVE-2025-27154.

Note. The first two rows together account for the 7 SINGLE-AGENT-only cases in Table 5.5;
the outlier row is separated to avoid treating a patch-specific oracle dependency as an ordinary
behavioral difference.

CVE-2022-23536 is separated because the validation test depends on the patch intro-
ducing errOpsGenieAPIKeyFileNotAllowed, a constant absent from the vulnerable
checkout. The SINGLE-AGENT patch introduced that expected error path and also
checked GlobalConfig.OpsGenieAPIKeyFile. The DEFAULT patch introduced the
error path but did not add the global configuration check. This makes the case use-
ful as runtime-oracle evidence, but less suitable as an ordinary qualitative example
of a behavioral difference between the two workflows.

Table A.6: No-verifier strict outcome case-level differences.

Outcome difference Count Cases

NO-VERIFIER only 13 CVE-2018-12976, CVE-2018-3733, CVE-2019-10792,
CVE-2020-28494, CVE-2021-21411, CVE-2021-26921,
CVE-2021-32796, CVE-2021-3583, CVE-2021-43798,
CVE-2022-1883, CVE-2022-29822, CVE-2022-39286, and
CVE-2023-29159.

NO-VERIFIER+ DEEP-SELF-CHECK only 10 CVE-2017-1001004, CVE-2019-10787, CVE-2020-8132,
CVE-2021-21291, CVE-2022-0155, CVE-2022-23536,
CVE-2023-34233, CVE-2024-0243, CVE-2024-49750, and
CVE-2025-23042.

A.4 PatchEval End-to-End Prompt Excerpt

The following excerpt is the generic repair instruction discussed in Chapter 6, taken
from the PatchEval SWE-Agent end-to-end prompt template without feedback [54].

Follow these steps to resolve the issue:

1. As a first step, it might be a good idea to find and read code relevant
— to the <pr_description>

2. Create a script to reproduce the error and execute it using the bash

— tool, to confirm the error

3. Edit the sourcecode of the repo to resolve the issue

4. Rerun your reproduce script and confirm that the error is fixed!

5. Think about edgecases and make sure your fix handles them as well

Your thinking should be thorough and so it's fine if it's very long.

IV



	List of Figures
	List of Tables
	List of Acronyms
	Introduction
	Challenge
	Scope
	Research Objectives and Questions
	Contributions
	Thesis Outline

	Background
	Characteristics of Web Vulnerability Repair
	LLM Agents, ReAct, and Context Engineering
	Agentic Workflow
	Security Standards and Tooling Foundations
	Repository-Grounded Execution

	Related Work
	Traditional Application Security Testing
	Automated Program Repair
	Automated Vulnerability Repair
	LLM Agents for Repository-Level Software Engineering
	Position of This Thesis

	Methodology
	System Overview
	Research Strategy
	Stage Responsibilities and Artifacts
	Discovery
	Triage
	Analysis
	CVSS v4 Scoring
	Mitigation
	Verification
	Merge and Delivery

	Bounded Verifier Feedback
	Evidence- and Execution-Grounded Reasoning
	Execution Model and Parallelism
	Implementation and Execution Flow
	Workspace and Execution Environment
	Artifacts and Auditability


	Evaluation
	Evaluation Setup
	Issue Scenario Evaluation
	Repository Case-Study Evaluation
	Reproducibility Details

	Issue-Review Benchmark Results
	State-of-the-art Performance
	Fixed-Model Workflow Variant Results
	Default vs. Single-Agent Outcome Differences
	Verifier Retry Outcomes
	Mitigator Self-Check Outcomes

	Repository Case-Study Results
	Vulnerability Coverage vs. Scanners
	Reviewability and Delivery Organization


	Discussion
	RQ1: Multi-Stage Workflow vs. Single-Agent Baseline, and Ablations
	Default vs. Single-Agent Outcome Differences
	Verifier Retry
	Mitigator Self-Check

	RQ2: Agent-Based Discovery and Triage vs. Traditional Scanners
	RQ3: Reviewability and Delivery Readiness
	Model Capability, Cost, and Review Load
	Limitations and Observed Challenges
	Ethics and Governance

	Conclusion
	Future Work
	Bibliography
	Appendix 1
	Full Issue-Review Benchmark Results
	PatchEval Quality Audit Summary
	Case-Level Outcome Difference Sets
	PatchEval End-to-End Prompt Excerpt


