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Cybersecurity requirements identification using LLMs
A design science study

Filip Linde

Oscar Sanner

Department of Computer Science and Engineering
Chalmers University of Technology

Abstract

Context: Threat analysis and risk assessment (TARA) is a widely used approach
for conducting cybersecurity analysis in the automotive industry. The process is
initiated early in the development process and continuously iterated.

Problems: Automotive systems continue to rely more on software. Additionally,
the National Vulnerability Database (NVD) show that more vulnerabilities are found
each year. As a result, much time has to be spent continuously ensuring that sys-
tems have updated TARA analysis.

Method: We designed a Large Language Model (LLM) based artifact to help secu-
rity engineers by automatically identifying attack paths and security requirements.
The artifact achieved this via a combination of prompt engineering and grounding
in both the Common Vulnerabilities and Exposures (CVE) database, and the Au-
tomotive Information Sharing and Analysis Center (Automotive-ISAC) Automotive
Threat Matrix (ATM).

Result: The artifact could define security requirements which met the expected
standards of practitioners and were correct based on the attacks they were gener-
ated to mitigate. However, challenges were identified in the generation of attacks
paths, where the generated output was less consistent in how well it met expec-
tations. Experts perceived it to be able to generate appropriate requirements for
an initial TARA analysis, however future work is needed to determine how more
complex paths and requirements could be identified automatically.

Keywords: requirements engineering, threat analysis and risk assessment, large lan-
guage models, automotive industry, cybersecurity, attack elicitation, RAG, prompt
engineering
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Introduction

A modern vehicle is heavily reliant on sophisticated software systems that manage
everything from basic engine functions to advanced driver-assistance systems. From
a security perspective, each of these subsystems has interfaces connected to other
subsystems or external networks which need to be analyzed and properly defended.
As modern vehicles transform into more autonomous software-driven machines, they
become prime targets for cyber-threats, ranging from data theft to remote vehicle
control. Securing such a system is not only complicated due to the vast range of
attack vectors, but also due to the constant change of the system which has to be
reassessed.

Addressing these cybersecurity challenges requires a robust systematic engineer-
ing approach, central to which is the Threat Analysis and Risk Assessment (TARA)
process. TARA is an industry standard for cybersecurity in vehicles specified in
ISO/SAE 21434 [18]. TARA is an example of how to systematically identify, eval-
uate, and prioritize risks associated with cyber-threats of automotive systems. It
serves as a foundational element in the elicitation of security requirements and en-
sures compliance with regulations.

However, the application of TARA is a resource-heavy task. One of the primary
issues is the amount of manual labor related to ensuring continuous compliance
with the evolving software system. This requires continuous adaptation of TARA
processes, which can be both resource-intensive and time-consuming.

One key activity in the TARA analysis is the reading of external data-sources, such
as vulnerability databases, regulations and documentation. A result of this type of
structured textual input to individual TARA activities, opens up for the potential
for automation in the process. In this context, the rise of Large Language Models
(LLMs) presents a opportunity for the field of cybersecurity, especially in gather-
ing and presenting information relevant to specific threat scenarios. LLMs, such as
GPT (Generative Pre-trained Transformer), have demonstrated great capabilities in
understanding and generating human-like text [10, 3, 39], potentially making them
useful in cybersecurity applications. Their ability to quickly process vast amounts
of unstructured data and generate insights can be leveraged to automate routine
tasks associated with TARA, such as the identification of new threats, generation
of threat models, and updating of risk assessments.
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Moreover, by employing techniques such as Retrieval Augmented Generation (RAG),
LLMs could potentially facilitate the continuous compliance efforts by providing
up-to-date information on regulatory changes and emerging threats. By integrat-
ing LLM technologies into cybersecurity practices, organizations can enhance their
ability to respond dynamically to threats, reduce the workload on human analysts,
and improve the overall efficacy of their cybersecurity processes. This thesis aims
to explore the potential of LLM technologies in eliciting cybersecurity requirements,
with a specific focus on automating and optimizing the TARA process within the
automotive industry. Through a comprehensive examination of current challenges
and the capabilities of LLMs, this study will seek to demonstrate how these ad-
vanced technologies can complement established cybersecurity practices.

This study is in collaboration with Systemite. Systemite provides a platform, Sys-
temweaver, for automotive companies to help them manage their development pro-
cesses. Systemite is exploring the integration of Al tools into their platform to
further enhance customer efficiency. A notable application area identified is secu-
rity, where Systemweaver supports working with the TARA methodology. Systemite
has contributed to this study by providing several experts in automotive security,
related documents and introduced the authors to some of their customers who use
their platform for conducting security-related tasks.

1.1 Objective

This study was in part guided by the design science research methodology outlined
by R.Wieringa [59]. By utilizing the objective template 1.1 provided by Wieringa
[59], our research objective may be formulated as:

Improving the TARA process by designing an LLM based program that reduces time
spent on certain activities to support engineers deriving cybersecurity related require-
ments

« Improve <a problem context>

by <(re)designing an artifact>

that satisfies <some requirements>

« in order to <help stakeholders achieve some goals>.

Figure 1.1: Design problem template presented by Wieringa [59].
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In order to reach the design objective a set of research questions are defined. The
first question relates to problem investigation and will aid in justifying the research.
The second is about designing and incorporating the solution to the TARA process
while the third is about evaluation.

RQ1 : What are the primary challenges encountered by practitioners when eliciting
security requirements?

RQ2 : How can an LLM based artifact be designed to assist practitioners in security
requirements elicitation?

RQ3 : How do experts evaluate the designed artifact?

RQ3.1 How well does the output produced by the designed artifact meet the ex-
pected standards and goals of a TARA project?

RQ3.2 How could the designed artifact influence the existing workflow in TARA?

1.2 Structure of the report

The report will begin by presenting a set of methods and techniques in Chapter 2.
These were either employed in, or are otherwise related to the research project. In
Chapter 3 the report will present related research which is relevant to the project
presented in this report. The research method is then presented in Chapter 4.
The Chapter will align the method used in this project with established guidelines
and methodologies, as well as present the data collection methods used, and the
various phases of the project. Chapter 5 will explain the artifact from a technical
and process perspective, as it was at the completion of the project. Findings are
presented in Chapter 6. The findings are divided into three separate sections, each
focusing on a single research question. Chapter 6.1 will present findings related
to challenges identified in the industry. Chapter 6.2 will present findings which
motivate the design of the artifact presented in Chapter 5. The last sub-chapter
related to findings, Chapter 6.3, will present the final evaluation of the artifact.
Finally Chapter 7 will present a discussion of the findings, as well as limitations,
ethics, and threats to validity. Chapter 8 will present a brief conclusion and the
potential for future work.
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Background

This chapter will present topics relevant for the study. It begins with an overview to
security requirements engineering and later discusses certain documents and tech-
nologies used in the development of the artifact.

2.1 Security Requirements Engineering (SRE)

Security requirements are requirements aimed to "Protect against abuse and disas-
ter" [24]. Security requirements are often classified as a category of non-functional
requirements by organizations such as IEEE and ISO [24].

Whilst such organizations legitimize security requirements as a type of non-functional
requirements, there is less consensus in the literature on which exact frameworks and
tools such requirements should be elicited from. In [24], Sgren Lausen presents an
abstract method of SRE where the central activities are threat mapping and risk
analysis. Threat mapping is done to investigate which potential threats exist in the
system, whilst risk assessment is performed to assess the potential consequences of
a realized threat. If a risk is assessed to be feasible enough to mitigate, a security
requirement is specified with the goal to mitigate it. This method of working can be
projected on most SRE frameworks presented in the literature as well as the TARA
process used by the company in the study.

In the field of SRE, various methodologies and frameworks have been proposed
to systematically address security requirements. The work by Haley et al. [14] dis-
cusses a framework that integrates security requirements into the early stages of the
software development lifecycle, emphasizing the importance of identifying security
threats and corresponding mitigation strategies during the requirements engineering
phase in the beginning of the project. Similarly, Mead et al. [33] introduces the Secu-
rity Quality Requirements Engineering (SQUARE) methodology, which provides a
structured process for eliciting and prioritizing security requirements through stake-
holder collaboration and threat modeling.

These methodologies highlight the significance of a proactive approach to security
requirements, where potential threats are anticipated and addressed before they ap-
pear as vulnerabilities in the system. Such methods align closely with TARA, which
also emphasizes the identification and assessment of threats and risks to guide the
development of security requirements.
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2.2 Threat Analysis and Risk Assessment (TARA)

TARA is an efficient method to ensure cybersecurity defense mechanism and reduce
cost by introducing security concepts early in the development process [29]. It an-
alyzes the threat of systems and determine hierarchical defence and corresponding
mitigations. TARA is a broad term, and can thus be applied in different ways [29],
however this study will consider the application of TARA to cybersecurity as speci-
fied in the ISO/SAE 21434 standard, since Systemite and their customers base their
implementation of TARA on these guidelines. This adaptation was explained by a
practitioner during an interview in the first iteration of the project. The interviewee
explained TARA to be a structured approach to identifying vulnerabilities, evalu-
ating their impact and developing strategies to mitigate the risks identified. The
TARA process is illustrated in Figure 2.1.

N e
Define system || |4 e assets \dentify damage Identify threats
model scenarios
J \_

Security

~
~N

Feasibility & risk
analysis

requirement
identification

Attack path analysis

Figure 2.1: The TARA process, as explained by one practitioner in the study.

2.3 Security standards in automotive SRE

With the aim to standardize automotive security, organizations have set out to come
up with standards and regulations. In this chapter, two such documents are pre-
sented, which have to be adhered to throughout the project.

2.3.1 ISO/SAE 21434:2021

According to its authors, the purpose of ISO/SAE 21434 is to provide cybersecurity
guidelines for electrical and electronic (E/E) systems in the automotive industry
[18]. It strives to achieve this by discussing and presenting several different tools
and methods for working with cybersecurity. While the document discuss several
different topics throughout the whole production chain, the ideas that are most rel-
evant to this thesis are the concrete suggestions for performing TARA.
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2.3.2 UNECE World Forum for Harmonization of Vehicle
Regulations (WP.29) Regulation No. 155

Regulation 155 is a document that contains a list of security specifications that any
approved vehicle manufacturer must follow to. Adherence to these specifications has
to be demonstrated yearly to an Authentication Authority. To help manufactures
comply with the specifications, WP.29 presents a concrete list of security threats and
mitigations that the manufacturer must consider throughout the whole production
cycle.

2.4 Prompt engineering

Prompt engineering is a relatively new field of research that refers to the practice of
designing, refining, and implementing prompts or instructions that guide the output
of large language models (LLMs) to help in various tasks [9].

2.4.1 Retrieval Augmented Generation (RAG)

An effective strategy for grounding LLMs in domain-specific knowledge is to employ
Retrieval Augmented Generation (RAG). In response to domain-specific questions,
the LLM can retrieve information from an external data source to ground itself with
more knowledge about the specific context [25]. In this study, RAG is applied by
first performing a semantic search into a vulnerability database, and then using the
result to ground subsequent chat prompts. RAG addresses one common challenge
associated with LLMs, namely hallucination. Hallucination occurs when the LLM
gets asked something outside of its training data, potentially leading to the genera-
tion of inaccurate or fictive information [4]. Research indicates that RAG improves
the accuracy and relevance in the responses generated by LLMs [46]. In comparison
to alternative approaches for grounding LLMs in domain knowledge, such as fine-
tuning, RAG offers a more cost-effective and straight-forward option [2]. However,
the effectiveness of RAG depends on the composition of the external data source
[46].

2.4.2 LLM/Prompt chaining

To improve the reliability and performance of LLMs, one of the most applied prompt
technique is to break the task into subtasks [44]. In summary, this results in
pipelines, where the output from one LLM-call is fed into the next one. This tech-
nique has been utilized since the first iteration of the research project, as it was
discovered that the LLMs accuracy decreased for more complex prompts.
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2.4.3 Chain-of-thought

Introduced in [58], chain-of-thought (CoT) prompting enables complex reasoning
capabilities through intermediate reasoning steps. In practice, this is achieved by
using phrasing such as: "Begin by considering X, continue by considering Y. Com-
bine the two results to come up with Z". The goal of such prompting is to impose a
though pattern on the LLM. Experiments has shown that CoT improves the com-
monsense reasoning of the LLM [58]. This has been relevant for solving some of the
reasoning tasks in our study.

2.5 Semantic search

Semantic search is a search technique where the semantic meaning of an item is
searched for, as opposed to matching words [8]. One method to this approach,
supported by Neodj, is to embed the query into a vector and query large datasets of
high dimensional embeddings of texts [37]. In Neo4j, such embeddings can be used as
the subject for an index, allowing fast searches. The purpose of semantic search is to
improve the semantic relevance from the search, by capturing the semantic intention
of the query. In the context of this research, textual descriptions of vulnerabilities
were embedded to aid in the search for relevant data to ground the LLMs.

2.6 Neo4j

Neo4j is a Graph Database Management System (GDBMS)[38]. As a graph database,
data is represented as nodes and edges. Nodes represent data points, and edges rep-
resent relationships between data points. Nodes and edges may have an arbitrary
amount of properties. Unlike SQL databases, data is not categorized into types us-
ing constructs such as tables. Instead, data points are categorized using labels. The
primary purpose of labels is to tag data, as opposed to mandate that a specific set
of properties must exist in labeled data points. Similarly to SQL database, Neo4j
supports indexing on specific properties to increase retrieval performance [36]. In
the context of this study, Neo4j was used as a database which hosted vulnerabil-
ities and attack techniques, as well as semantic embeddings used during semantic
search. This database was queried during execution of the software artifact which
was designed as part of this study.

2.7 Public vulnerability databases and matrices

There are several public cybersecurity vulnerability databases, as well as cyberse-
curity attack and defence matrices available. This section will briefly present and
discuss such databases relevant to the thesis.
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2.7.1 National Vulnerability Database (NVD)

NVD is a database hosted by the United States Government which collects and
catalogues software vulnerabilities[41]. The database hosts several different lists of
data. Relevant to this thesis is the Common Vulnerabilities and Exposures (CVE)
program, which contains individual vulnerabilities. Other examples of lists are the
common weakness enumeration (CWE) containing common vulnerability categories,
as well as the Common Product Enumerator (CPE) containing a list of products and

product-versions in a highly standardized format. Generally each CVE is assigned
both a CPE and CWE.

2.7.2 Automotive Information Sharing and Analysis Center
(Automotive-ISAC) Automotive Threat Matrix (ATM)

Automotive-ISAC is a collaboration between several automotive companies with
the goal to share information. One of the resources presented by Auto-ISAC is a
threat matrix, mapping out common threats to automotive vehicles, many of which
are adopted from the larger MITRE attack matrix. ATM contains a list of 72
different attack techniques, each mapped to one or more attack tactic. A tactic
in ATM describe a what an attacker would want to achieve, with examples such
as "Privilege escalation" or "Affect vehicle function'. Techniques describe how an
attacker would achieve a given tactic, examples being "Process injection" to achieve
"Privilege escalation" or "Modify bus message" to achieve "Affect vehicle function".
Additionally, each tactic and technique has a detailed description.

2.8 ChatGPT

ChatGPT, developed by OpenAl, is a publicly accessible LLM which was released in
the year 2022. It has several models available to the public, but the most common
are GPT-3.5 (free and paid) and GPT-4 (paid). GPT-4 is a significantly larger model
than GPT-3.5 in terms of parameters and outperforms its precursor in most bench-
marks [42]. However, at the time of this thesis, utilizing GPT-4 costs more than
GPT-3, approximately by a factor of 25, and each call takes more time. This makes
GPT-3.5 a preferable model for handling easier tasks. Both models was utilized in
the developed artifact. GPT-4 was used for the reasoning tasks, while GPT-3.5 was
used for more well-defined tasks, such as filtering and summarizing. Additionally,
calls to ChatGPT can be varied based on their temperature parameter. The tem-
perature parameter controls randomness of the LLM. A low temperature yields a
more deterministic output [45]. The usage of this parameter is later discussed in
Chapter 5 - Artifact.
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Related works

Recent works [1, 16, 23] have focused on the mapping of CVE vulnerabilities to
attacks outlined in the MITRE ATT&CK framework. In [1], an attempt was made
to employ similarity search but due to difference in vocabulary got poor accuracy.
Consequently, a two-step classification was adopted, initially mapping vulnerabil-
ities to common weaknesses. Similarly, this research project will utilize similarity
search to fetch relevant CVEs and attacks, however to get better accuracy the search
string will be extended with information about the scenario, inputted by the user.
Another difference between this research and the ones previously mentioned [1, 16,
23] is the validation of the research.

LLMs ability in risk analysis was recently studied in another study [39], with the goal
to elicit requirements through a full Hazard analysis and Risk Assessment (HARA)
for a vehicle. [39] share several ideas with this project, however differences in their
scope and designed solutions exist. [39] tries to mimic all steps in the HARA pro-
cess. It was decided to scope the project this way due to the limited time-frame and
resources available to the project. The artifact designed in [39] got mixed feedback
from practitioners and it was concluded that LLMs with the prompts designed by
the authors was incomplete. By not relying on other generated elements as [39] did,
and instead generating requirements directly from a system model and knowledge
databases this study evades threats like propagation error. Furthermore, the feed-
back from practitioners in the prior study [39] criticized the generated HARA for
not including explanations for its decisions.

11
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Research method

This research project was conducted as design science by following the methodology
presented by Wieringa [59] and the guidelines given by Knauss [22] to conducting
DSR (design science research) in the context of a master thesis. The goal of design
science is to investigate and design an artifact for a certain context to contribute to a
set of specified goals [59]. Wieringa decompose the design iteration into three tasks,
namely problem investigation, treatment design and treatment validation, which may
be iterated over multiple times. The result of the iterations is then transferred to
the real world, applied and evaluated.

For the context of this research, the artifact is defined as an LLM based program
which contributed to the TARA process as employed by Systemite. The goal of
the program was to aid SRE practitioners by eliciting potential attack paths and
requirements which could be used in TARA. To achieve this goal the project was
devised in to three major iterations, a high-level overview can be seen in Figure
4.1. Although, the figure contains similar phases in the iterations, their emphasis
differed. Knauss [22] argues in guideline 4 that the first iteration should focus more
on the problem (RQ1), the second on the solution (RQ2) and the third on evalua-
tion (RQ3). This approach is suitable for this project due to the uncertainty in the
first iteration of the project. Because of this uncertainty more time has to be spent
studying the problem in this iteration compared to the latter ones.

Several TARA practitioners participated in the research project. One practitioner
was an external customer to Systemite, while the remaining participants were em-
ployees of Systemite. As they were mostly involved in the evaluation phase, senior
practitioners with good domain knowledge were recruited to get relevant feedback.
The practitioners involved can be seen in Table 4.1.

4.1 Data collection & analysis methods
Three different methods of data collection were employed throughout the project:

Interviews, literature review, and document analysis. This section will describe
these in detail, as well as which methods of analysis were used.

4.1.1 Interviews

This section presents the interviews conducted as part of the project.
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Design science Problem . .
. L —) Design —) Evaluation
process investigation 9
Iteration 1
Interviews T
. ; System specification, Semi-structured
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Document analysis Prompt techniques interviews '
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E Narrative analvsis RAG approach with Semi-structured .
> y semantic search interviews !
Iteration 3

Semi-structured
interviews,
Thematic analysis

Data sources,

->» Narrative analysis Output format

Figure 4.1: Research plan of the activities performed in this study.

As detailed in Figure 4.1, interviews were conducted during various phases of the
research project. These interviews were transcribed or recorded. The interview
questions varied depending on the context and goal of the interview. In total, three
different semi structured interviews were designed, each with a different goal and
context. One interview was designed for the initial problem investigation, one inter-
view was designed for intermediate evaluations of iteration 1 and iteration 2. Finally,
one interview was designed for the final evaluation of the artifact. The individuals
interviewed throughout the project are listed in Table 4.1.

Problem investigation was conducted with all individuals listed in Table 4.1. In-
termediate evaluations of the artifact conducted in iteration 1 and 2 were conducted
with individual 3 and individual 2. The final evaluation was conducted with indi-
vidual 3, individual 2, individual 1 and individual 5.

Table 4.1: Individuals who were involved in the research project

1D Expertise Background
Worked towards an ISO/SAE 21434 certification in 2 large
Individual 1 Cybersecurity organizations. Led cyber concept development in high profile

vehicle project.

Experience in applying TARA in automotive industry with
several years of research in machine-learning applications
in cybersecurity.

History being the process manager for cybersecurity processes
in SystemWeaver.

Individual 4 Management Development manager.
Senior product developer with multiple years of applying the
TARA process in an automotive company.

Cybersecurity and

Individual 2 Machine learning

Individual 3 Cybersecurity

Individual 5 Product Developer

All interviews conducted shared the same initial structure. Interviewees were first
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explained the purpose of the interview. This was done to provide the interviewees
with a context which they could relate the questions to. After this, interviewees
were explained that the data collected would be anonymized. Permission to record
the meeting was then asked, if such permission was applicable. Finally, if the prac-
titioner was interviewed for the first time, two demographic questions were asked.
One to determine the what type of expertise the interviewee had, in relation to the
project. One to determine how much experience the interviewee had utilizing this
expertise.

To analyse the data, two different methods were employed: narrative analysis and
thematic analysis. Narrative analysis was performed by investigating the transcripts
and identifying a set of key narratives focusing on information relevant to the pur-
pose of the interview. This type of analysis was employed in the problem investiga-
tion, as well as during intermediate evaluations of iteration 1 and 2.

Thematic analysis was performed during the final iteration. The implementation
of the analysis inspired by the steps presented by Cruzes and Dyba [11]. To achieve
this, transcripts were divided into paragraphs. From each paragraph, a set of codes
were identified. Codes were defined as words or very short short phrases which could
could capture the semantic meaning of a paragraph. Codes were then grouped to-
gether into minor themes, based on similarity. Finally, minor themes were grouped
together to form major themes. Due to the codes and themes being subject to
biases by the authors [11], analysis was done by both authors independently and
cross-checked.

4.1.2 Literature review

Literature review was conducted with the purpose of further identifying challenges
related to automotive TARA. Literature review was conducted through publica-
tion libraries such as IEEE Xplore [17] and Google Scholar [12]. To find relevant
literature, the below search string was used:

Security AND ("Threat” AND '"Risk Assessment"') OR "Security Re-
quirement Engineering” AND ("Automotive” OR "Vehicle")

Literature written before 2012 was discarded, and literature was selected based on
the contents of abstracts. Any abstract which did not indicate that the literature
would present or investigate challenges of TARA analysis were discarded. Papers
written in other languages then English were discarded.

4.1.3 Document analysis

From the discussions in the investigative interviews some documents relevant for
performing TARA were retrieved and analyzed:
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Table 4.2: Relevant documents mentioned by practitioners

Name Category Description
ISO/SAE 21434 is a standard with the focus on cybersecurity in
electronic components of road vehicles. The goal of the standard
is to provide a systematic approach to cybersecurity across
the automotive industry.

WP.29 is a regulatory body under the United Nations
Economic Commission for Europe(UNECE). Regulation No. 155 is a
regulation issued by WP.29, mandating vehicle manufacturers to work

systematically with cybersecurity.

The headlamp TARA example is a historical artifact produced by
Systemite AB. The artifact includes documentation from all
activities performed in a single isolated TARA process, as well as
the security requirements elicited from the process.
Auto-ISACs threat matrix is a public vulnarability matrix

Auto-ISAC Automotive Public vulnerability specifically targeting the automotive industry. Many of the
Threat Matrix [6] database vulnerabilities found in the matrix are vulnerabilities found in the
MITRE Att&ck database, adapted to the automotive industry.
NVD is a repository of public security vulnerabilities hosted by
National Vulnerability ~ Public vulnerability the U.S. Government. The vulnerabilities found in this repository
Database (NVD) [41] database targets specific products, including products used in the automotive
industry.
UNECE WP.29, . e See "UNECE WP.29, Regulation No. 155". Annex 5 contains several
. Public vulnerability . .
Regulation No. 155 latabas public examples of cyber attack methods which an attack could
(Annex 5) [56] database utilize in the context of automotive vehicles.

ISO/SAE 21434 [18] Standard

UNECE WP.29,

Regulation No. 155 [56] Standard

Headlamp TARA Historical data

4.2 Design science phases

This section will explain how the design science phases. They are discussed in
relation to their purpose, their associated data collection and analysis methods, and
the activities performed in each phase.

4.2.1 Problem investigation

According to Wieringa [59], the goal of problem investigation is to gain knowl-
edge about the problem by identifying, describing and explaining the problem to be
treated. This task was mostly emphasised during the first iteration of the project.
Data was collected through interviews, literature review and document analysis. Fig-
ure 4.1 further describes that problem investigation was in part carried out through
narrative analysis of intermediate treatment validation. This analysis mainly fo-
cused on the identification of problems with the artifact itself and is described in
more detail in Chapter 4.2.3 - Treatment Validation.

A total of 3 initial interviews were conducted with practitioners. The goal of the
interviews was to identify challenges associated with current TARA procedures. In-
terviews followed the common interview structure presented in Chapter 4.1.1. The
questions which were asked in the interviews are described in Table A.1. To un-
derstand and describe problems, narrative analysis was performed as described in
Chapter 4.1.1. Transcripts were analyzed to identify narratives that discussed chal-
lenges within the TARA process, and to determine the characteristics of a potential
solution.
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To understand which constraints and regulations a potential solution must adhere
to, several documents were analysed. The full list of documents is listed in Table
4.2. Standards were explored with the purpose of understanding which constraints
the process must adhere to, and how these constraints should be incorporated into
the process. The headlamp TARA example, which is part of the ISO/SAE 21434
standard was investigated to get a better understanding of what a completed TARA
could look like. Finally, public vulnerability databases, used by the practitioners in
their work, were investigated to understand how real world threats and mitigation’s
are presented and used today.

4.2.2 Treatment design

The treatment was defined as a software program which could generate potential
automotive cybersecurity attacks and requirements.

The LLM used during the design of the software artifact was ChatGPT 3.5 and
4.0. These models were selected as they provide an easy to use API. The models
were selected as they encapsulate current day capabilities of LLMs, and other models
were not tested since this was not part of the scope in the thesis. Since ChatGPT re-
lies on a publicly available API, permission was asked before any data was sent to it.

Treatment design was conducted based on the preceding problem investigation. To
guide the design, the system was specified with initial requirements elicited from the
initial problem investigation. Following the intermediate evaluations of the artifact,
additional requirements were specified to address to the issues identified.

To implement the design, three types of activities were carried out: planning ses-
sions, workshops, and internal verification meetings. During the planning sessions,
actions and requirements were discussed, and broken down into smaller sub-tasks
which could be individually implemented and internally verified. Workshops were
then held where sub-tasks were implemented. Finally, an internal verification ses-
sion was held to verify that each sub-task had been implemented according to its
specification.

4.2.3 Treatment validation

According to Wieringa [59] the goal of validation research is to develop a design the-
ory of an artifact in a context which allows for prediction into what would happen
if the artifact was transferred to its problem context. In this research project, the
selected validation method to be used is expert opinion. Expert opinion is one of the
simplest ways to validate an artifact [59], as opposed to other options like applying
prototypes to real-world problems to assist stakeholders. It is the chosen validation
method because it is time efficient, which allows more time to improve the artifact,
and because it promotes a natural way to involve the stakeholders in the project.

Treatment validation was performed iteratively, as illustrated in Figure 4.1. For
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each treatment validation phase, interviews were used to collect data. As implied
in Chapter 4.1.1, all interviews were initialized in the same way.

To evaluate iteration 1 and iteration 2 a total of 4 interviews were conducted, 2
in each iteration, with individual 1 and individual 2. The participants were shown
the input and the output of the artifact by applying it on the headlamp example
from the ISO/SAE 21434 [18] standard. Interviewees were then asked the questions
listen in Table A.1. The questions were deliberately constructed to be open-ended
to encourage a broader discussion.

The data collected from the interviews was then analysed using the narrative anal-
ysis method described in Chapter 4.1.1. The goal of the analysis was primarily to
identify which potential problems existed in the iteration which was being evaluated.
This was achieved by extracting narratives which outlined key issues in the artifact.

During the final evaluation performed in iteration 3, the focus and goal of the evalua-
tion shifted to answering RQ3. To evaluate the artifact, 4 interviews were conducted
with individual 1, individual 2, individual 3, and individual 5 seen in Table 4.1. For
each interview, 60 minutes were scheduled. Before interviews were conducted, the
artifact was applied to a TARA analysis scenario. This TARA analysis scenario
was different from the one used during the design of the artifact. Each interview
began with a brief presentation of the system under analysis, onto which the artifact
had been applied. Interviewees were then shown the output of the artifact, which
contained a list of 10 identified attacks and corresponding requirements. Finally,
questions listed in appendix A.2 were asked to the interviewees.

Questions 1-6 were defined to determine the perceived quality of individual require-
ments and attack paths, as they relate to the expected standards in the industry,
such that RQ3.1 could be answered. Questions 7-9 were deliberately more open
ended, with the objective of collecting data which could be used to answer RQ3.2.
The answers from the final evaluation were analysed using thematic analysis as
specified in Chapter 4.1.1.

18



O

Artifact

This section of the report will describe the artifact designed in the project. The sec-
tion will begin by presenting an overview of the artifact, describing inputs, outputs
and execution. Following this, the artifact is described in two different levels of ab-
stractions, here referred to as views. This style of presentation is chosen to provide
a comprehensive view of the software artifact, presenting it both as an individual
executable software program and within its intended context. The Process view will
present how the executable program is implemented into the TARA process. The
Technical view will present the software artifact, it’s individual modules and how
they communicate with each other. The section will present the artifact without
motivations for design decisions. Motivations are presented in Chapter 6.2.

5.1 Overview

The artifact is implemented as a python application, which is executed via the ter-
minal. Input to the program is provided as a CSV file, which has to be placed in
a specific directory for the program to execute. Finally, output is generated into a
new CSV which the program places in the same folder as the input.

Input

The input to the program was designed to be an automotive system model. Sys-
tem models are defined during the first step of the TARA analysis, as illustrated
by Figure 2.1. System models describe the different components of the TARA sys-
tem under analysis, and how they are connected with each other. An example of a
system model is visualised in Figure 5.1.

The stick figures in the model denotes potential points of entry for an attacker to
get into the system.
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Figure 5.1: The system model which was used as input during the design of the
artifact.

To use a system model as input for the program, it needs to be formatted as a CSV
file. In this file, each system model edge is represented on a separate line, specifying
the source node and the destination node. Listing 5.1 displays the first four lines of
such an input file, which correspond to the system model shown in Figure 5.1. The
"RootPath" property on each line indicates whether the edge represents a possible
entry point into the system.

Listing 5.1: Example of an input to the artifact. This example shows the first
three edges of a longer CSV file.

head —m 4 input.csv

Source , Channel , Destination , RootPath
Bluetooth , Bluetooth data, Navigation ECU, True
Cellular , Cellular data, Navigation ECU, True
Navigation ECU, CAN BUS, Gateway ECU, False

20




5. Artifact

Execution

Execution of the artifact is done by running the main.py code using the python
interpreter. This is done with the inputs.csv file present in the same folder as the
main.py file.

Output

The output of the program is placed in a csv file. In the implementation of the
artifact, the file was denoted as output.csv. The file contains attacks and secu-
rity requirements which the artifact has identified. Each line in the output file
output.csv can be mapped to an edge in the input file input.csv. The header of
an output file can be seen in Listing 5.2. A full example of a single output from the
artifact, corresponding to a single edge in an input file, can be seen in Figure A.1.

Listing 5.2: Example of an output from the artifact. This example only shows the
header of the output CSV file.

head —m 1 output.csv

Source, Destination, Channel, Attack, Mitigation

5.2 Process view

The software artifact is intended for use within the standard TARA process per-
formed by engineers, as detailed in Chapter 2.2 and illustrated in Figure 2.1. To
integrate this artifact, engineers may modify the normal TARA process as described
below:

1. The engineer performs all of the TARA activities preceding the attack path
analysis.

2. The engineer converts or exports the system model as an input CSV file, as
described in Chapter 5.1.

3. The CSV file is placed in the root folder of the software artifact, and the
program is executed.

4. Once the execution has finished, the engineer has access to generated attacks
and requirements, and may use these in the continuation of the TARA process.

The normal TARA process is illustrated in Figure 2.1. Figure 5.2 shows the same
TARA process, updated with activities automated by the program. The activities
illustrated in gray boxes are performed manually, while the activities illustrated in
green boxes are performed automatically by the program.
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Figure 5.2: An overview of the updated process, with the software artifact im-
plemented. Gray boxes represent the regular TARA activities performed manually.
Green boxes represent automated activities.

5.3 Technical view

The technical implementation of the software artifact, in this chapter referred to as
the program, was done in python. In summary, the goal of the application is to elicit
security requirements by coming up with potential cyberattacks on various paths
in the system under analysis. This is achieved by iterating over the edges in the
system model provided as input. For each edge, a RAG approach is applied where
the program finds relevant CVE’s from the NVD database, as well as grounds itself
in the Automotive-ISACs ATM matrix. An excerpt of the tools used to achieve this
can be seen in Table 5.1.

Table 5.1: Tools used in the program.

Tool Version | Type Purpose

Python 3.10.x Language Main programming language used.

Neod 5.19.0 Database StOI."e Qata ac§es51ble by the program
during execution.

ChatGPT 3 5-turbo | LLM Used in some activities performed by
the program.

ChatGPT 40 LLM Used in some activities performed by

the program
Semantic Used to embed text into semantic encodings
Embedding model | to perform similarity search

text-embedding-ada-002 | 1.0

The specific LLM used during the execution of the program depends on the task
which the LLM has to perform. Generally, tasks which require a higher degree of
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reasoning use ChatGPT 4.0, and tasks used to summarize or filter data use Chat-
GPT 3.5-turbo. This is further detailed in Chapter 5.3.2. ChatGPT 4.0 is not used
for all LLM tasks due to the longer round trip times a single call to ChatGPT 4.0
takes, compared to ChatGPT 3.5-turbo.

This section will now explain detailed technical aspects of the program. In the
next chapter, Chapter 5.3.1, pre-processing and other prerequisites for the program
are explained. In Chapter 5.3.2, the execution of the program is explained in detail.

5.3.1 Preprocessing

For the program to execute, it requires a connection to a Neo4j database. The
database must be filled with the correct data from the NVD and Automotive ISAC
databases. Additionally, all CVE descriptions has to be encoded into semantic
arrays. An overview of the data which was present in the Neo4j database as the
project was finalized, can be seen in Table 5.2. Finally, an index has to be in place
in order for semantic search to be performed efficiently. Methods of importing and
indexing data is explained in detail below.

Table 5.2: An overview of the data present in the database, used to ground the
program during execution.

Neo4j Label | Count Properties
CVE 241252 | [name, description, embedding]
CVE-Reference | 523909 [name, url]
ATM-Technique 72 [title, description]
ATM-Tactic 13 [title]
CVE import

CVEs are imported into the Neo4j database with the properties displayed in Ta-
ble 5.3. The CVEs imported into the database during the design of the artifact
were all CVEs released between the year 2002 and 2023. The CVEs were imported
using the json datafeed hosted by NVD [40].

Table 5.3: The properties of CVE labeled nodes in the Neo4j database used in
the implementation of the designed software artifact. The corresponding CVE json
property references the CVE format used in the json data feed hosted by NVD.

TR Value Cor'responding CVE
json property
cve.description.description_data.value
description | The textual description of the vulnerability. where
cve.description.description_data.lang == ’en’
id The NVD ID assigned to the vulnerability. cve.CVE_data_meta.ID
. The calculated semantic embedding of
embedding o None
the vulnerability.

Additional to the CVEs, references to the CVEs are also imported from the NVD
JSON file. Each reference contain a link to additional information about the CVE
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vulnerability, or alternate sources to the CVE vulnerability. Each CVE generally has
one or more references, which point to external websites outside of NVD. In the CVE

json data feed, each CVE contains an array of references. In the implementation
of the designed artifact, references are imported into the Neo4j database as nodes

labeled "Reference". Table 5.4 describes the properties of references.

Table 5.4: The properties of "Reference'-labeled Neo4j nodes used in the execution
of the software artifact. The corresponding CVE json property references the CVE

format used in the json data feed hosted by NVD.

Key Value COI'.I'eSpondlng CVE
json property

The name of the reference as specified
name . cve.references.reference data.name
in the CVE. -
The url of the reference, pointing to
url ’ p & cve.references.reference data.url
an external website. -

Reference nodes and CVE nodes are linked to each other by using Neo4j relation-
ships. Figure 5.3 shows a screenshot from the Neo4j browser view, showing 2 CVEs

and their corresponding references, imported into the database.

T
h
=
3
o
A
4}:&;‘
e
'S
e EECEL] SvH
HE
RN
c .q\\
2
3%
o
e
&
=
Iy

EaLE
I"I-"l-ﬁlr .

L
o
@

o

Figure 5.3: A screenshot showing the output from the Neo4j browser illustrating
the relationship between CVEs and references. Purple nodes represent vulnerabili-

ties. Orange nodes represent references.

Automotive ISAC import

Data from automotive ISAC is imported into the database.
fined in the database to represent the datatypes imported from automotive ISACs
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attack matrix: ATM-Technique, and ATM-Tactic. The two datatypes have the same
properties, listed in Table 5.5. Nodes labeled "ATM-Tactic" represent abstract at-
tack methods in the matrix, and nodes labeled "ATM-Technique" represent concrete
techniques which may be applied. Each technique references at least one tactic.

Data is imported from ATM via the json resource file provided by automotive ISAC
[7].

Table 5.5: The properties of ATM attacks and techniques in the Neo4j database
used in the implementaion of the designed software artifact. The corresponding
ATM json property references the format used in the downloadable json file of the
matrix, hosted by Automotive ISAC.

Corresponding ATM

Key Value .
json property

The textual description of the
tactic or technique.
The title of the tactic or
technique.
The type of data. Either tactic
or technique.

description atm.description

title atm.title

type atm.type

Relationships between tactics and techniques are captured in Neo4j as illustrated in
Figure 5.4.
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Figure 5.4: A screenshot showing the output from the Neo4j browser illustrating
the relationship between ATM-techniques and ATM-tactics. Blue nodes represent
tactics, green nodes represent techniques.
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Creating CVE embeddings

Semantic search done as part of the execution of the program requires the CVE nodes
in Neo4j to contain an array of semantic embeddings. These embeddings are created
by iterating through all of the CVE nodes, and embedding the description property.
The embedding model used to create embeddings was the text-embedding-ada-002
provided by OpenAl. Once an embedding had been created for a CVE node, the
node was updated by populating the embedding-property of the node. Table 5.3
shows the full list of CVE properties in the database.

Creating index
Finally, the software artifact is dependant on a Neo4j index to perform similar-
ity search on CVEs during execution. The properties of an active and correctly

configured index are shown in Table 5.6.

Table 5.6: Properties of the required index on CVE nodes in the Neo4j database.

Property Value
name "cve_ descriptions"
state "ONLINE'"
populationPercent 100
type "VECTOR'
entityType 'NODE"
labelsOrTypes ['CVE']
properties ["embedding']
indexProvider "vector-1.0"
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5.3.2 Execution

This section will present the execution of the program, by explaining the various
modules in the program. A detailed program flow chart can be seen in Figure A.2.
A highly simplified code snippet describing how the modules are called can be seen
in Listing 5.3. In the code of the artifact, modules are represented as single files.
Each module takes in a set of parameters, performs one or more calls to the LLM,
and processes the output which is finally returned. The modules are described in
the order that they are executed by the program. In addition, LLM prompts used
in the modules are described, and the model and model temperatures are given.
Prompts which rely on a higher level of reasoning use ChatGPT 4, and prompts
with simpler tasks rely on ChatGPT 3.5. As mentioned in Chapter 2.8, ChatGPT
has a better general performance, but it is notably slower, and thus impractical to
use for all prompts in the program. Higher temperatures were used when the LLM
had to perform a higher degree of reasoning, to encourage creativity, such as when
coming up with requirements and attacks. Lower temperatures were used when the
LLM was asked to perform closed end tasks such as filtering.

Listing 5.3: A simplified version of the programs main function, implemented in
python. The version shows how and when different modules are called, and how the
output from the modules are used.

1 def simplified program_flow (input_cve_ path):

2 input_as_array = read_ input_from_ csv(input_cve_ path)

3 for input_edge in input_as_array:

4 potential attacks list = AutolsacAttackModule.
get__auto_isac_attacks(input_edge)

5 for potential attack in potential attacks list:

6 relevant__cves = CveModule. get_ relevant cves(

potential attack , input_edge)
7 attacks = AttackModule.get attacks(

relevant_ cves, input_edge,
potential attack)

8 requirement = RequirementModule.
get requirements (attacks)

9 store_attack and_requirement_for_edge(
input__edge, attacks, requirement)

10 write_stored attacks and_ requirements to_csv_ file ()

Automotive ISAC technique module

The first module called by the program is responsible for determining which types
of attack techniques a specific edge in the system model could be susceptible to. In
Listing 5.3, the call to the module is found on line 4. In Figure A.2, the same call
is denoted with the letter A. An example of inputs and outputs to and from the
module are shown in Figure 5.5.
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Example 5.5: An example of the inputs and outputs in the Automotive ISAC
technique module. The output is the description of the Automotive ISAC attack
technique which the module identified to be the most fitting to the scenario.

Input: (source = 'Bluetooth', destination = 'Navigation ECU',
channel = 'Bluetooth data', root_path = True)

Output: "Exploit via radio interface:

The vehicle may be targeted for exploitation through its interface to cel-
lular networks or other radio interfaces.

Baseband Vulnerability Exploitation

A message sent over a radio interface such as cellular, Bluetooth, GPS,
NFC, Wi-Fi, TPMS, DAB, or others to the vehicle could exploit a vulnerability.
Malicious SMS Message

An SMS message could contain content designed to exploit vulnerabili-
ties in the SMS parser on the receiving device. An SMS message could also
contain a link to a web site containing malicious content designed to exploit
the device web browser. Vulnerable SIM cards may be remotely exploited and
reprogrammed via SMS messages.

This technique was adapted from MITRE ATT&CK."

The module begins by fetching the names of all techniques which are relevant to
the edge. If the edge is a potential point of entry into the system, such as the first
two examples of edges listed in Listing 5.1, techniques which are types of the "Initial
access' tactic are fetched. Otherwise, if the edge is not a potential point of entry,
techniques which are types of "Lateral movement" are fetched. The tactics "Lateral
movement" and "Initial access" are two of the automotive ISAC techniques present
in the database as described in Chapter 5.3.1.

Once the list of techniques have been fetched, a single call to ChatGPT is made.
The template specifies that the LLM is an automotive cybersecurity expert. It is
then asked to select one of the techniques, based on the edge it has been provided.
The prompt is sent to ChatGPT 3.5 with a temperature of 0.3.

Once the technique has been chosen, the full description of the technique is fetched
from the Neo4j database and returned.
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CVE module

The next module called by the program is responsible for finding and returning
a set of CVEs which are relevant to the system components. Apart from the CVEs,
the module should also return a summarised version of the CVE in a common for-
mat. As detailed in Listing 5.3, the module is called once per combination of input
edge and Automotive ISAC attack technique. The module is called on line 6 in the
listing, and the same call is denoted with the letter B in Figure A.2. Figure 5.6
shows an example of the inputs and outputs of the module.

To find relevant CVEs, four search strings are first crafted. The channel, source
component and destination component are used as base for three of the search
strings. These strings are concatenated with an additional search string to better
find CVEs relevant to automotive vehicles. An example of a search string made
from the "bluetooth" component is shown below:

vulnerability in an automotive vehicle or car'

—_— ~
Helper text
The fourth search string is composed solely from the AutoISAC attack technique
identified in the previous step.

To perform a similarity search into the database of CVEs, the search string is first
embedded. This embedding is done in the same way as the description strings of the
CVEs in the Neo4j database were embedded. The model used to convert the strings
to embeddings is the text-embedding-ada-002 model. As described in Chapter
5.3.1, the model is hosted by OpenAl, and http requests are sent to retrieve the
embeddings.

Once the embeddings have been fetched. Similarity searches are made to the Neo4j
database, to find CVEs with descriptions which are similar to the search strings.
The method used to achieve this is cosine similarity. Listing 5.4 shows how this can
be achieved using cypher code. In the artifact, this code is integrated into a python
script used by the CVE module.
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Listing 5.4: The Cypher call used to perform similarity search in the software
artifact. index name, should be the name of the index, as set in Table 5.6. limit
is the amount of nodes that should be returned. query_embeddings is the resulting
array of the embedded search string.

1 CALL db.index.vector.queryNodes(index name, limit ,
query__embedding)

2 YIELD node AS similarAttack , score

3 RETURN similarAttack.description AS description, score

Once four lists of CVE vulnerabilities have been identified, one for each search string,
then CVEs are filtered. First, duplicates are removed. Duplicates can occur if the
Neo4j database contains multiple instances of the same CVE, or if a single CVE
has been found in more than one of the four searches. The second step in filtering
is done by querying ChatGPT. The LLM is provided with the full list of identified
CVEs, and it is then asked to remove any CVEs which do not explicitly relate to
vulnerabilities that occur in vehicles. In particular, ChatGPT is asked to provide a
list of all CVEs which do not mention automotive car components, brands or other-
wise specify that the vulnerability was found in an automotive context. The model
used to handle this query is ChatGPT 3.5, and the temperature used is 0.2.

When the module has filtered out a single list of relevant CVEs, it proceeds to
fetch all references relevant to the CVEs, from the Neo4j database. Information in
references are then downloaded using http calls to the url in the reference, and for
each CVE, the references and the CVE are summarized into a short summary. The
summary is created using a single call to ChatGPT, with the information in the
reference, as well as the CVE itself as input. ChatGPT is prompted to write a short
summary of 40-60 characters, specifically including the component which is vulnera-
ble, the type of vulnerability and the communication channels used. The main goal
of writing summaries was to provide later prompts with a common format for all
CVEs. It was implemented to mitigate issues found in the intermediate evaluations,
where it was discovered that the program had a tendency to select the same CVE
repeatedly for several potential attacks. ChatGPT 3.5 is used to achieve this with
a temperature of 0.2.

Finally, each CVE is returned in a tuple, together with it’s summary. The out-
put is in the form of an array of tuples, as described by Example 5.6.
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Example 5.6: An example of the inputs and outputs in the CVE Module. The
inputs are a set of parameters, and the output is an array of tuples. The first item
in the tuple is a CVE. The second item in the tuple is a summary of the CVE.

Input: (source = 'Bluetooth', destination = 'Navigation ECU',
channel = 'Bluetooth data', root_path = True,
attack_technique = attack_technique)

Output: [

('CVE-2021-46145: The keyfob subsystem in Honda Civic 2012
vehicles allows a replay attack for unlocking. This is related
to a non-expiring rolling code and counter resynchronization.',
'The vulnerability in Honda Civic 2012 vehicles involves a replay
attack on the keyfob subsystem. It exploits a non-expiring
rolling code and counter resynchronization, allowing unauthorized
unlocking.'),

..

Attack finding module

The attack finding module is tasked with finding potential attacks to a specific
edge and Automotive ISAC attack technique. The inputs and outputs to the mod-
ule are shown in Example 5.7. In Listing 5.3 a call to the module is made on line 7,
and the call is denoted by the letter B in Figure A.2.

Example 5.7: An example of the inputs and outputs in the Attack finding module.
The inputs are a set of parameters, and the output is a string describing one or more
attacks. The cve_list parameter is a list of CVEs and their summaries, identified
in previous modules. The attack_technique parameter is an attack technique
identified in the Automotive ISAC technique module.

Input: (source = 'Bluetooth', destination = 'Navigation ECU',
channel = 'Bluetooth data', root_path = True)
cve_list = cve_list, attack_technique = attack_technique

Output: See ’Attack’, ’Description’, ’Execution’, and ’CVE References’
shown in Figure A.1

The module uses a single call to ChatGPT to identify attacks. All inputs listed in
Example 5.7 are used as inputs to the ChatGPT prompt. Previous ChatGPT calls
have been done with the primary use of filtering or selecting. Unlike these prompts,
this call to ChatGPT relies heavier on the reasoning capabilities of the module. As
a result, the attack finding module relies on the reasoning capabilities of the LLM
to a greater degree.
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The prompt starts with general instructions to the model describing its role as a se-
curity requirements engineering expert, and a general explanation of the task which
the model has to perform. Following this, the inputs are given to the model. The
inputs are the selected technique, the full list of relevant CVEs, as well a description
of the edge.

Finally chain of thought instructions are given to the model. The instructions be-
gin by asking the model to group the vulnerabilities into separate groups based on
common patterns or themes in the vulnerabilities. This is followed by asking the
model to come up with attacks methods for each identified theme in the list CVEs.

An important finding was that the prompt must specify that the model should not
assume that specific vulnerabilities are present in the system under analysis. During
evaluation, it was observed that ChatGPT often assumed that vulnerabilities listed
in the CVEs were directly applicable to the system being analyzed. It frequently
made statements suggesting that an attacker could directly exploit a CVE. These
statements were typically expressed as follows:

"...the attacker then applies the bluetooth vulnerability identified in C'VE-
2017-9212, to compromise the Navigation ECU"

The chain of thought technique described in the previous paragraph aids in miti-
gating this behaviour. However, to further mitigate this, explicit instructions were
given to the model to guide it away from making such statements. The model used
for this prompt is ChatGPT 4.0, with a temperature of 0.3.

Requirements module

Finally, once an attack has been identified for a specific edge and attack technique,
then requirements are identified to mitigate the attacks. Similarly to the attack
finding module, the module uses on a single call to ChatGPT. An example of inputs
and outputs from the module is shown in Example 5.8. The module is called on line
8 of Listing 5.3, and is denoted by the letter D in Figure A.2.

Example 5.8: An example of the inputs and outputs in the Requirements Module.
The input is an attack identified in the previous module. The output is a security
requirement, returned as a string.

Input: (attack = attack)

Output: See 'Requirement’ shown in Figure A.1.

The prompt used to find potential mitigations required less tricks and mitigations
then the prompt used to come up with attacks. The prompt begins by the standard
role description, specifying that the LLM is a security requirements expert, with
great knowledge of the NVD and MITRE databases. The prompt then explains
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what a security requirement is, that is, a mitigation which could be implemented
into the system. This is followed by the input, which is made up of all of the
parameters present in Example 5.8.
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Findings

This chapter presents findings from the design science study related to the research
questions defined in 1.1. The first sub-chapter identifies the problem with the current
way of eliciting security requirements (RQ1). The second presents insights learned
while developing the artifact (RQ2). Finally the third sub-chapter presents the
effectiveness of the artifact by presenting the results from the validation with experts

(RQ3).

6.1 Problem investigation (RQ1)

The first research question was answered during the problem investigation phase of
the first iteration with a literature study, interviews and document analysis. Dur-
ing these activities the authors learned both about the functions of TARA and its
challenges. The identified challenges are presented in the following sub chapters.

6.1.1 Challenges from interviews

During the problem investigation in the first cycle a set of investigative interviews
were conducted. The findings of these interviews were:

Information processing

The main challenge, according to some interviewees, is the amount of information
that has to be gone through to conduct a proper risk assessment. Eliciting threat
scenarios, attacks vectors and mitigation for a technical system are all activities
which require the practitioner to read through and analyze substantial information.
Relevant information could be found in public security standards like wp.29 [55] and
ISO/SAE 21434 [18], internal company documents, vulnerability databases, system
documentation or on the internet. To not miss any important details during the
information processing, one practitioner said that the TARA was developed in iter-
ations by several people.

Continuous compliance

Continuous compliance was mentioned to be a challenge, as it demands ongoing
attention and resources throughout the entire development process. An interviewee
said that a TARA needs to be updated frequently because of changes to the system
and the rise of new vulnerabilities. When asked how frequently, the interviewee said
it depends on the resources available, but said that it is something that should be
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done more often then it is today. Beside the need for resources, it also requires effec-
tive communication within the organization. Without such communication, there is
a risk for gaps in security measures, potentially allowing for exploits to be untreated
and thus threatening of compromising the system.

6.1.2 Challenges from literature review

The search string yielded 70 papers in IEEE Explore [17] and 38 700 in google
scholar [12]. The papers from google scholar were sorted on relevance and the top
50 were selected. After filtering the 120 papers based on their titles and abstracts,
a set of 19 papers, shown in appendix A.3, were selected for a full read. Table 6.1
shows the challenges found from these papers:

Table 6.1: Challenges in cybersecurity requirements engineering.

Challenge Source Explanation
This challenge was mentioned as a
cross-domain expertise [30, 32, 49] consequence from the growing complexity

of software and its interaction with hardware.
Software implemented functions increases quickly,
Rapid changing environment [28, 51, 52, 27] | making it difficult for security requirements

to stay compliant with the system

Connections to networks and software functions
make the vehicle more vulnerable to cyber attacks.

Wireless connections, IoT [35, 47, 32, 51]

Many components are developed

Different variants of components | [50] in several different variants and integrated
over a sequence of prototype phases.

In large projects such as development

of automotives, several hundred requirements
Redundancy [50] and related documentation exist.

These documents normally contains
significant amount of redundant information.

6.2 Solution candidate (RQ2)

To mitigate the challenges identified in Chapter 6.1, an artifact was designed. The
purpose of the artifact was to elicit requirements and potential attacks in a TARA
scenario, which could be provided to practitioners conducting the analysis. The
artifact achieved this with a pipeline of calls to ChatGPT, in combination with
grounding.

The final answer to RQ2 is the designed artifact outlined in Chapter 5. To mo-
tivate the design of the artifact, specified requirements from the initial problem
investigation are presented. This is followed by the result of the intermediate evalu-
ations, and an additional set of requirements to improve the problems identified in
these evaluations.
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Table 6.2: Table listing the initial requirement of the artifact, elicited during the
initial problem investigation phase.

ID Requirement

R1  The system shall support output to CSV files.

R2  The system shall support input from CSV files.

R3  The system shall generate TARA attack paths.

R3.1 The attack paths shall include a description of the attack.

R3.2 The attack paths shall include a list of steps incorporated into the attack.

R3.3 The attack paths shall include motivations based on real world attacks or vulnerabilities.
R4  The system shall generate security requirements.

R4.1 The system shall provide motivations for the suggested requirements it elicits.

R5  Output produced by the program must be traceable to preceding TARA activities.

6.2.1 System requirements

To specify the system, a set of requirements were defined. Requirements of the
system were in part elicited from practitioners during the initial problem investi-
gation, and in part from the research questions and objective of the study. These
requirements are listed in Table 6.2.

CSV support (R1 & R2)

The specification to produce and receive CSV files was elicited from initial inter-
views with practitioners from Systemite. During this interview, it was discovered
that the main software used in the company, Systemweaver, can convert any inter-
mediate TARA output as well as the output from the full TARA analysis scenario
into an structured table format. This format could easily be converted to a CSV
file. Additionally, CSV files is have a simple structure which is easy to work with
in the selected programming language. The use of CSV as the primary input and
output format was thus specified as a requirement.

Attack paths (R3, R3.1, R3.2, R3.3)

The artifact was in part designed to generate attack paths. The format of the
attack paths was specified to mirror the format of the output from an attack path
analysis. By investigating the headlamp TARA introduced in Table 4.2, attack
paths were specified to include:

1. An attack scenario description, as specified in R3.1.
2. A numbered sequence of tasks which an attacker would have to perform, in
order to carry out the scenario, as specified in R3.2.

Additionally, to help in evaluation, and to validate the suggested attacks to practi-
tioners, the system was also specified to include motivations for the attacks.

Requirements generation (R4, R4.1)

One of the goals of the artifact was to enable the generation of requirements. This
was design goal was included in the specification of the design as R4. Similar to
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R3.3, the requirements were specified to include a motivation to validate the re-
quirement as a mitigation to its corresponding attack path suggestion.

Traceability (R5)

During initial interviews, the need to maintain TARA tractability was expressed
by one practitioner:

"... you can choose to design something which only elicits requirements,
however, even if you do so you must maintain traceability. Even if practi-
tioners trust the results from the requirements, legal compliance requires
us to trace the outcome of all activities back to previous activities.” -
Individual 4

This discovery lead to requirement R5.

6.2.2 Intermediate evaluation

Intermediate evaluations highlighted a set of challenges and an yielded an additional
list of requirements which were implemented to improve the output of artifact. The
primary purpose of intermediate evaluations was to identify issues in the artifact,
rather then to elicit new requirements or features of the artifact. Regardless, addi-
tional requirements were found and are listed in Figure 6.3.

Table 6.3: Table listing the requirements elicited during the intermediate inter-
views.

ID Requirement
LR1 | The system shall ground itself in public threat and vulnerability databases.
LR1.1 | Grounding shall include NVEs CVE database
LR1.2 | Grounding shall include MITREs attack databases.
LR1.3 | Grounding shall include automotive ISACs attack matrix.
LR2 | The system shall summarize CVEs in a structured format before applying them to a prompt.
LR3 | The system shall filter CVEs to discard CVESs not relevant to automotive systems.
LRA The system shall apply chain of thought prompting to encourage the LLM to find common
patterns in vulnerabilities.
LR5 | The system shall provide attacks for each edge in the system model.

Grounding (LR1)

During the initial implementation of the artifact, the artifact was designed to rely
on prompt engineering. As specified in R3.3, a requirement was that the artifact
provided references to real world vulnerabilities to validate the attack paths it gen-
erated. The initial design to achieve this was to prompt ChatGPT to provide the
program with a list of real CVE’s which could be relevant to the program. However,
during the intermediate evaluations it was found that this approach, which relied
soley on the training of ChatGPT, was insufficient. It was determined that the
program tried to came up with fictional CVEs which were tailored to be as relevant
as possible.
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To mitigate this issue, LR1 was defined. Initially, grounding was based on 4
databases:

1. NVD database of C'VEs

2. MITRE Attéick Enterprise
3. MITRE Attésck Mobile

4. MITRE Attéck 1CS

As detailed in Chapter 5.3, grounding was done by encoding the description of each
database entry into an array. Grounding was then achieved by encoding a semantic
context into an array, and performing a similarity search to find the most relevant
vulnerabilities and attacks in the databases.

However, during the evaluation of iteration 2, it was discovered that many of the
databases were too general for the use-case of the artifact. Individual 2 directly
suggested that it would be good to use a different data source, instead of MITREs
databases. MITREs which were very general and not specifically targeting the au-
tomotive field:

"You can of course [use Automotive ISACs attack matriz], I mean some
of the attacks in this matriz are actually adopted from MITRE attack.
It’s a good idea to also try to add this ATM to your new project database
as well" - Individual 2

This led to a new low level requirement in the final iteration, LR1.3. Finally, Au-
toISACs attack matrix was introduced to the artifact, as described in Chapter 5.

Generalizing attacks (LR2, LR4)

During the evaluation of the second iteration, it was discovered that the program
made assumptions about specific components which may not be present in the sys-
tem under analysis.

n

. I don’t know what an OnStar system is, but I'll assume it’s some
type of component present in certain vehicles..." - Individual 3

"... it seems like it does not take the system model into consideration,
and instead tries to apply specific vulnerabilities from the CVFEs." - In-
dividual 3

The components mentioned were explicitly named in the referenced vulnerabilities
that the program found, which indicates that the program overestimates how appli-
cable the identified vulnerabilities are in a specific context.

To address this, the two requirements LR2 and LR4 were specified. Using Chat-
GPT and specific prompts to process the CVEs, they were summarized into a com-
mon format. The format was specified to include the type of components which
the vulnerability affected, and the vulnerability itself. By employing these prompts,
the goal was to reduce the specificity of the CVE descriptions such a way that they
did not describe specific versions. The summarized CVEs were then used for future
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attack path elicitation.

Additionally, to further discourage the program from making general assumptions,
prompt engineering was employed with chain-of-thought as a central focus. The
prompt which was targeted was the final prompt for generating attacks. This
prompt was grounded with a list of CVEs which the program had identified as
relevant, the source and destination component, their communication channel, as
well as an Automotive-ISAC attack technique. Additionally, the prompt contained
instructions for the LLM to generate a step-by-step attack targeting the destination
component. Figure 6.1 illustrates the goal of the chain of thought prompting used
in the program.

CVE 1
CVE 2 i
Theme 1 >» Attack 1
Theme 2 Ly Attack 2
CVEn - 1
CVE n

Figure 6.1: Illustration of the chain-of-thought pattern imposed on the ChatGPT
model to encourage an improved output.

CVE filtering (LR3)

Intermediate evaluations in the second iteration also identified the need to filter
CVEs. When looking at the output of the code, it was discovered that some CVEs
were irrelevant to the scenario. Individual 2 mentioned this, and further mentioned
a technique which could mitigate the issue.

"You are using similarity search, so it is always possible that it doesn’t
match very well with what you’re looking for."

"...[To mitigate this, you/ can use a reflection agent. So basically an
LLM tries to identify vulnerabilities and then another LLM tries to judge
the findings and give feedback to the previous LLM." - Individual 2

To adhere to these concerns, requirement LR3 was defined. Instead of a conventional
reflection agent, mentioned by Individual 2, a simpler filter method was employed.
Filtering was conducted by a single call to ChatGPT. The prompt template con-
tained all of the identified CVEs in a list, and the prompt contained instructions to
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discard all CVEs which were not related to the automotive industry.
Attack path presentation (LR5)

One final important discovery in the evaluations related to the presentation of the
attacks and requirements. R3.0 specified that the system should generate TARA
attack paths. This specification was based on the TARA process. As mentioned in
Chapter 2.2, a TARA attack path analysis identified attack paths, based on the pre-
ceding TARA activities performed during analysis. Generally, a TARA attack path
is designed to show that a predetermined threat can be carried out to compromise
the item which is being analysed. This attack may involve compromising several of
the listed components of the system model.

During evaluations, a different approach was suggested. Instead of attempting to
find a single attack compromising several components in the system to reach a fi-
nal goal, the program may instead try to identify every possible attack between
every pair of components in the system model. Individual 2 discussed how security
analysis may approach problems by building attack graphs, and suggested that the
artifact could mirror this approach.

"Basically [security analysts] start from the system architecture and try to
analyse different paths in their models and then encapsulate those paths
in a graph. And then then then they try to make connections between
vulnerabilities in the components of the graph. If I have "vulnerability X"
in "component A" and "vulnerability Y"in "component B', then exploiting
vulnerability X could be an entry point towards compromising "component
B". They then try to come up with different sort of combinations.” -
Individual 2

Presenting attacks in this format will produce more attacks, and more require-
ments, but the attacks vectors will be shorter. To complete TARA according to the
aforementioned standards and regulations, several of the attacks would have to be
combined to build complete attack vectors. It was decided that the approach should
be adopted as a requirement of the artifact, and LR5 was specified.
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6.3 Evaluation (RQ3)

The evaluation of the artifact was conducted through a demo of the program on
a vehicle system. The program generated 10 requirements for the system which
were shown for 4 experts. An example of one of the requirements being evaluated
can be found in Appendix A.1. For each requirement a set of evaluative questions
were asked to evaluate its quality and afterwards some final questions regarding the
programs usefulness in TARA were asked.

During the evaluation of the artifact, several strengths and weaknesses were iden-
tified, as well as potential use cases of the artifact. The chapter will begin by a
summary of the findings in the evaluation. It will then present how the data was
collected and analyzed and end with a presentation of the findings tied to RQ3.1
and RQ3.2.

RQ3.1: It was discovered that the artifact is capable of producing well formu-
lated security requirements which are in line with expectation of practitioners.
The requirements made reasonable assumptions of the system for which they
were elicited, and were considered to be unambiguous by all practitioners. How-
ever, findings also indicate that the requirements may not be completely correct,
as 1 of the 10 requirements was found to not fully mitigate its corresponding
attack during evaluation.

Findings further identify challenges in the elicitation of TARA attacks. The
reasoning behind how an attack should be performed, according to the program,
was in some cases considered to be lacking. In instances where such issues were
identified, the main issues were traced to assumptions made by the artifact.
Either the artifact assumed that the attacker has an unreasonable amount of
power, yielding a highly unfeasible attack, or the artifact assumes that the sys-
tem has functionality which it can not be assumed to have.

RQ3.2: The evaluation identified that the artifact could be usefull in a TARA
process, but that there are limitations to it’s use. Incomplete or completely
new TARA processes could benefit the most from the artifact, as it is capable
of identifying generic attacks and requirements, showing that the security engi-
neers have not missed more essential threats. However, it is limited in that it
may not be able to come up with requirements which are complex enough to
complete a mature TARA process.
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6.3.1 Data collection and analysis

The evaluation data was purely qualitative and was collected during four 1 hour
long interviews described in Chapter 4.2.3. These interviews were transcribed and
analyzed using thematic analysis. As shown in Figure 6.2, 21 minor themes were
identified, which were grouped into 4 major themes.

. Topic being analyzed
[ Major themes Suggestions generator

. Minor themes

Figure 6.2: Identified themes in the evaluation interviews.

A breakdown of the result from the interviews continues in the following 2 sub-
chapters, one explaining the findings related to the output of the program (RQ3.1)
and one on findings related to the effects from applying the artifact on the current
TARA process (RQ3.2).
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6.3.2 Evaluation of output (RQ3.1)

RQ3.1 was defined in order to aid in generating insight to RQ3 and it states that:

RQ3.1: How well does the output produced by the designed artifact meet
the expected standards and goals of a TARA project?

One of the identified themes which almost exclusively related to RQ3.1 was "Output
Quality". To some extent, this was by design as many of the questions in the semi
structured interview targeted the quality of individual outputs.

Interviews indicated that the output provided by the program perceived to be of
high quality. However, the interviews also highlighted a difference in quality be-
tween the generated attacks and the generated requirements.

Generated attacks

In general, requirements were perceived to on average maintain a higher standard
then attacks, with one interviewee stating that:

"I'm positively surprised by the quality of the requirements..." - Individ-
ual 1

"...many of the attacks are highly credible as well, however it seems as
though the consistency of this quality is a bit wobbly.” - Individual 1

Two primary issues were identified with the attacks. One of these issues was related
to the assumptions that the program made when it generated the attacks. A per-
ception shared by 2 of the interviewed individuals, was that the program assumes
that an attacker has an unreasonably high level of control of certain components.

"In some attacks, all of the steps are present, while in other attacks, the
program assumes that the attacker has gained access to more control than
one could expect it to have, without properly explaining how such access
is gained. Once this assumption has been made, subsequent steps in the
attack are both coherent and plausible.” - Individual 1

On a similar topic, one individual mentioned that the assumptions made by the
program in some cases relies on specific software or hardware protocols that can not
be assumed to exist inside of the program. In one notable instance of this issue,
it was remarked that the program sometimes directly states that an attack should
use one of the referenced CVEs in the attack. This happened despite the prompt-
engineering techniques employed to generalize the attacks, mentioned in Chapter
6.2.2.

"

. part of an attack step is that [The attacker sends a ’download and
execute’ or ‘write memory by address’ command to the Body Control
ECU.J]. This would be a plausible route for an attacker to take, but it
relies on the mentioned protocols being implemented into the components
which are being analysed, which could be a far fetched assumption to
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make." - Individual 1

This behaviour of the program is however viewed in another perspective by a differ-
ent practitioner. In reference to the same attack, Individual 5 mentions that:

"This is a really nice catch by the program, I always tell people to not
allow "write memory by address commands” - Individual 5

In summary, this shows that the attack does highlight important risks in an auto-
motive system, however the attack itself may not be relevant if the system does not
incorporate the specific functions, as mentioned by individual 1.

Generated requirements

The disparity in quality between attacks and requirements was emphasised by how
the practitioners perceived the generated requirements. When asked about the cor-
rectness of the requirements according to the definition in question 2, all practi-
tioners found that the requirements were correct to a very high degree, with one
practitioner identifying a requirement where which may be improved.

"Each requirement that you have presented me with have accurately tar-
geted its corresponding attack.” - Individual 1

"

. each requirement is the common mitigation which one would apply
to it’s corresponding attack.” - Individual 2

Individual 5 identified that an issue related to the correctness of one of the re-
quirements was that recent attacks had been constructed to make the mitigation
presented in the requirement.

"This one [Requirement specifying that rolling codes should be imple-
mented in the key fob] is tricky. It reduces the feasibility of the attack,
but more recent attacks have been identified where the attackers interfere
with the signals from the key fob in such a way that a code rotation never
takes place.” - Individual 5

An indication of this is that the requirements generated by the artifact fail to con-
sider more recent attacks in some cases, which has a negative affect on its correctness.

The interviews showed that the individuals considered the requirements to be unam-
biguous, based on how they personally have worked with TARA. This was expressed
by all 4 practitioners interviewed. However, with 2 out of 4 practitioners, the ques-
tion on ambiguity in the generated requirements raised a discussion on requirement
abstraction levels.

"This is the level of abstraction that I have used in the companies where
I have conducted TARA analysis” - Individual 1

"I think that these requirements are 'right on the money’ in terms of their
level of abstraction...” - Individual 5

Individual 5 however elaborates on the potential perspectives of other practitioners.
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"... but the engineers implementing the requirements may request them to
be expressed in a lower level. The way I see it, requirements identified in
TARA should keep this abstraction level, and additional implementation
specific requirements should be derived from them." - Individual 5

Individual 1 highlighted the difference in abstraction levels with an example.

"The requirements "The ECU shall encrypt and verify outgoing and mes-
sages to the backend’ and "The ECU shall implement TLS’ both treat the
same problem. The latter is just specified on a lower level." - Individual
1
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6.3.3 Evaluation of process (RQ3.2)

To further aid the answering of RQ3, a second research question, RQ3.2 was de-
fined. The research question states that:

RQ3.1: How could the designed artifact influence the existing workflow
in TARA?

Legal compliance

When asked whether the program could face challenges to be implemented in the
industry, several interviewees mentioned the problem of using generated data. The
interviewees were generally skeptical about relying on a machine’s security require-
ments because of the lack of reasoning and justifications made by the program.
Which according to standards that were enforced by the company had to be present.
However, one subject said that the program’s effectiveness depended on its imple-
mentation, proposing that it could serve better as a suggestion tool rather than a
replacement.

“If the artifact would be developed into an full automation tool, as op-
posed to tool for generating suggestions, then it may be constrained for
legal reasons.” - Individual 3

Many of the interviewees aligned with this opinion. One individual used the words
“black box solution” to describe the artifact and said that if the purpose of the
artifact were to automate some part of the TARA, it might be better to strive for a
more white box approach, to make it easier to legally incorporate it into the process.

Another opinion related to legal compliance, which was brought up by Individual

5, was that many companies may reject to implement such a solution, if a publicly
available LLM is used.

"...[Using ChatGPT] that could be a problem, or I can see that some of
the car companies will see that this could be a problem from a security
perspective. Because you have to send data to it to get a response.” -
Individual 5

This implies artifact used in this research would have to be re-implemented with an
LLM which could be hosted by the companies using the artifact.

Practical implementation

When asked about how the program could be implemented in a TARA process
in practice, the individuals aligned to a large degree on the possibilities and limita-
tions of the artifact. Interviews showed that the artifact would be a helpful starting
point for eliciting basic requirements in a TARA, but that it’s potential was limited,
and that more mature TARAs may not benefit very much from it.

"... this is good for engineers who are working on a relatively new TARA,
but the requirements are not complete...” - Individual 3

47



6. Findings

"...some of them are pretty basic compared to what you would expect
to see in a completed TARA" - Individual 3

"From the requirements that you’ve shown me, this is really really good
if your drawing your system to start with. That you get your generic
requirements and you can see if you missed something." - Individual 5

Another interviewee believed the program to be of value even for mature TARA
models by assisting with continuous compliance.

“One use case could be to deploy the program as a static analyser... to
react on changes for the system architecture” - Individual 1

The interviewee proposed that the program could maintain a changelog of the sys-
tems architecture, eliciting attacks and requirements only for recent changes and
thus avoiding collisions. Potentially reducing the resources spent on continuous
compliance. However, this would require some small modifications to the program
as no snapshot of the system is saved nor compared between executions.
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Discussion

This chapter will present a discussion surrounding the project which has been con-
ducted. The discussion aims to show how the result presented in Chapter 6 could
improve the current state of research, as well as present topics of validity threats,
limitations and ethics.

7.1 Implications of research

The implications of the project have meanings for different contexts and is thus
separated into two chapters, one for researchers and one for practitioners.

7.1.1 Implication for researchers

Numerous attempts to apply LLMs to domain-specific problems exist in literature,
with popular domain including medicine [10][60][57] and translation [15][26]. This
study further builds on the boundaries of LLM applications by applying them on a
new domain through a structured development process involving practitioners from
the automotive industry. The findings showed that cybersecurity requirements can
successfully be elicited with the help of LLMs when provided with a limited context
of the system under analysis.

A similar study [39] attempted to automate the process of eliciting safety require-
ments with an LLM. That study [39] concluded that the LLM was insufficient on
its own, due to weaknesses in its reasoning, limiting its role to making suggestions
for HARA practitioners. This study aligns with those findings, as the output of the
LLM program sometimes made unrealistic or incorrect assumptions and therefore
should be verified by an practitioner. This issue is arguably not a problem with
this specific study but rather with LLMs in general. For example [54] discusses the
mixed result of applying LLM chatbots in medicine. The study [54] shows that LLM
chatbots often successfully help patients, however occasionally generating informa-
tion dangerous for the patient. It seems that LLMs, as of today, are not mature
enough to be fully autonomous.

Several implications can also be drawn from the design choices of the artifact. It
was indicated by the practitioners in iteration 3 that the program produced better
output compared to previous iterations. For instance, the artifact initially struggled
with generating coherent attack-steps, but ultimately managed in the final iteration
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after applying prompt techniques such as CoT. Implying that this prompt technique
improves the accuracy of LLMs. Which aligns with previous research on the subject

[58].

The use of RAG demonstrates two things: First is that RAG can be employed
to mitigate hallucinations by the LLM and improve the accuracy of domain-specific
tasks, as was shown in [25]. This became evident when comparing the quality of the
generated requirements from iteration one and two. Where the requirements from
the former iteration suffered from both hallucinations and irrelevant details not re-
lated to the scenario. Second is that public data sources such as the wp.29 threat
list [55], CVE database [41] and MITRE ATT&CK database [34] provides sufficient
data for an LLM to derive accurate cybersecurity requirements, encouraging future
researchers to utilize said data sources in their LLM applications.

7.1.2 Implication for practitioners

The evaluation of the artifact revealed that LLMs are capable of generating well-
formulated and unambiguous security requirements. This indicates that LLMs can
be a valuable tool in eliciting cybersecurity requirements for systems, thereby reduc-
ing time spent on this activity in the TARA. However, the findings also highlighted
that the requirements can not be guaranteed to be correct, suggesting that the out-
put has to be validated before use.

Moreover, the integration of LLMs into TARA presents some challenges, partic-
ularly regarding legality and completeness. Findings indicate that a complete suit
of requirements is not feasible with the artifact that we have presented. This indi-
cate that some time could be saved when performing initial TARA analysis, however
in more mature scenarios, humans engineers have to be involved to the same degree
as before. Findings also indicate that an automated process may have legal compli-
cations, due to regulations imposed on the process. This indicate that the solution
presented in this paper is sufficient to save some time from the practitioners in early
stages, but may be limited in helping engineer in later stages. We can not show
that a solution such as this can reduce the time and effort spent by engineers with
continuous compliance.

7.2 Threats to Validity

This section presents discussions related to potential validity threats, as well as how
the authors have taken actions to mitigate these threats. It does so by separating
external and internal validity into two separate sub-chapters.

7.2.1 Internal Validity

When working with probabilistic tools such as ChatGPT, one clear threat to valid-
ity is that of over-fitting the solution to the specific problem instance on which the
solution was built. This means that if a solution is built incorporating LLMs such
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as ChatGPT, the risk is that it shows very good results for the specific problem that
it was trained on, while the general performance is poor on problem instances which
have not been presented to the designed solution.

In the context of this report, the problem instances are partially completed TARA
scenarios. To mitigate this potential threat, the solution designed in this project
was evaluated on one TARA scenario for the first two iterations, and evaluated on a
second TARA scenario for the final iteration. The first TARA can be seen in 5.1 and
features a headlamp component. The final evaluation of the artifact, which used a
new TARA scenario, indicated that the program could perform well on unseen data.
However, as will be discussed in Chapter 8.1.2, future work is warranted to analyse
the generalizability of the designed solution. Such analysis would benefit from more
TARA scenarios.

7.2.2 External validity

One potential threat to external validity which was taken into consideration through-
out the report, was the sample size of the individuals who participated in the eval-
uations. To evaluate the final version of the design, a total of 4 individuals were
interviewed, presented in Chapter 4.1. Similarly to the aforementioned internal
threat, smaller sample sizes may affect generalizability in the findings.

However, as mentioned in Chapter 4, the evaluation was designed with this in mind.
The individuals selected for the evaluation were of varying backgrounds, all with
experience in the field of automotive SRE.

7.3 Limitations and Delimitations

This section will discuss the limitations and delimitations which were deliberately
scoped or imposed on the project.

7.3.1 LLMSs in use

One delimitation made in the project was the specific LLMs to use. In particular,
this project limited itself to using ChatGPT. To show which LLM is best suited for
this specific context, a study would have to be designed and performed comparing
the performance of various LLMs within our artifact.

7.3.2 Model tuning

The artifact presented in this report relies solely on public general LLMs. The
only techniques employed to improve the output from these LLMs were prompt
engineering techniques. Other techniques which may have been employed are model
training and fine-tuning, however this was not done in this project.
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7.3.3 Project scope

One delimitation introduced in Chapter 6.2, is related to the project scope. It was
decided not to design an artifact to generate any other topics than TARA attack
scenarios and security requirements. This delimitation was made to allow the project
to focus more on the chosen TARA activities. As mentioned in Chapter 3, at least
one attempt has been made to build a software pipeline using LLMs to automate a
full HARA analysis [39].

7.3.4 Data

The project was limited to two different TARA scenarios when designing and testing
the software artifact. This was a practical limitation. Due to the sensitive nature
of security data, the process of getting access to more data was beyond the scope of
this project.

7.4 Ethics

The project presented in this report have several ethical aspects which should be
considered. One ethical perspective is the responsibility of the users of the artifact.
Similarly to data found in public vulnerability databases and attack matrices, there
exists a risk that the information gained by the executing the artifact can be used
for malicious purposes.

Another ethical perspective is that of the carbon footprint produced by LLMs. Stud-
ies have been carried out, investigating the energy expenditure of LLMs, and found
that both training and deployment of these models have an significant impact on
the environment [19].

52



3

Conclusion

In this study we identify a set of requirements, and the design of a software program
which can be used to elicit attack path analysis and requirements.

By employing the program om a real world TARA scenario, we showed that general
LLMs can be employed in a program to produce well formulated and relevant sug-
gestions for attack path analysis within automotive TARA. We also found that the
designed program could potentially be used in the TARA process as a good starting
point to quickly elicit a set of attack paths and requirements which could be iterated
on.

However, we also found challenges and limitations of a potential implementation
of such program. Some of the attacks which the program elicits are based on as-
sumptions which are not reasonable in the scenario being analysed. Furthermore,
the suite of attacks was not complete for the scenario which was being analysed. As
a result, practitioners who were interviewed identified that an appropriate use case
of the program was restrained to relatively, or completely new TARAs, to identify
generic requirements and to show engineers if they had missed anything.

8.1 Future work

As mentioned in Chapter 7.3, the project was affected by several limitations and
delimitations which may be considered for future work. Additionally, some of the
insights discovered during the evaluation of the artifact are further ground for po-
tential future work.

8.1.1 Automation

To design an artifact to perform TARA automation, instead of requirements gener-
ation, was considered early on in the project. As presented in Chapter 6.3, such an
approach may face some legal issues if implemented into a tool as of the writing of
this report, due to rules and regulations imposed on cybersecurity within the Auto-
motive sector. Additionally, this study as well as [39], highlights some difficulties in
implementing LLM based tools to perform complex requirements analysis.

However, as the technology of LLMs improve, artifacts relying on such technolo-
gies may improve, and future attempts to automate the TARA process, built on
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newer technologies, may show more promising results.

8.1.2 Analysis

To better understand the applications of LLMs in the requirement engineering field,
future studies are warranted. The generalizability of any findings in this report
are limited to automotive TARA analysis. However, TARA is a broadly applied
methodology, and understanding the applications of LLMs is an ongoing initiative
across multiple industries. Thus, we propose a field study with a wider range of
practitioners across multiple industries to understand how well such a solution could
be generalized.

8.1.3 Project continuation

The authors would also like suggest a few potential improvements to the current ar-
tifact. One such improvement is what Individual Individual 1 referred to as "attack
trees". As presented in Chapter 6.3, attacks could be presented in trees, as opposed
to sequential lists such as those made by the program. Building attack trees would
mean that the program found and identified common attack steps between several
attacks. This identification could then yield a tree, where common attack steps
branch out into multiple possible attack steps. Individual 1 mentioned this way of
viewing attacks to be more beneficial and said its frequently employed by practi-
tioners in the industry.

A potential method to improve the accuracy of the LLM is to compliment the
prompt-engineering techniques applied in this project with model fine-tuning. As
mentioned in Chapter 7.3, such fine-tuning was not possible within the scope of
this project. However, other research made within the field of LLMs show that
fine-tuning of LLMs can significantly improve domain specific knowledge of an LLM
[57].
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Table A.1: Questions in the semi-structured interviews.

Id Question
Q1 How realistic do you find the attack scenarios presented in the artifact,
particularly concerning assumptions made by the program?
Q2 What challenges arise when the artifact assumes specific
system configurations that may not align with the actual environment?
Q3 In what ways can the artifact be improved to better reflect
the real-world systems and configurations you typically encounter in your TARA?
Can you elaborate on the balance between specificity and generalization
Q4 in the described attack paths? How does this impact the ability to
derive actionable security requirements?
Based on your experience, how critical is it for the attack descriptions
Qb5  to provide precise details about vulnerabilities, and what are the consequences
of using general terms in these contexts?
Q6 How coherent is the output? Does the attack steps exploit the vulnerability explained

in the description? Does the requirement mitigate the attack?
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Table A.2: Questions in final evaluation for RQ3.

Id Question

How realistic do you deem the attack to be? A realistic attack is
Q1 physically possible to perform. An unrealistic attack has fictive or
otherwise unplausable elements.

To which degree are the attacks based on reasonable assumptions
Q2 of the automotive system under analysis? The attack may mention
protocols, subsystems, etc which it assumes the system to have.

To which degree does the attack steps contain all necessary information

Q3 required to perform the attack?
To which degree is the requirement correct? Correctness is evaluated by
the following factors:

Q4

1. The requirement mitigates the attack.
2. The requirement can be implemented into the system.

Based on the expressed abstraction level of the requirement, to which
Q5 degree is the requirement unambiguous? A requirement is considered
unambiguous when it has a single interpretation.

To which degree is the requirement based on reasonable assumptions
Q6 of the automotive system under analysis? The requirement may mention
protocols, subsystems, etc which it assumes the system to have.

Q7 What advantages could you see in implementing the program in the
TARA process?

Q8 What challenges could exist in implementing it?

Q9 How could the program be improved?

IT
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Figure A.1: Example of scenario evaluated during final evaluation

Source: KeyFob, Dest: KeyLessEntry, Channel: Keyfob channel, Attack: Keyfob
Replay Attack

Description:

An attacker can gain unauthorized access to a vehicle by exploiting the vulnerabilities in
the keyless entry system. This attack involves capturing the radio frequency (RF) signals
sent by the keyfob to the keyless entry system and replaying these signals to unlock the
vehicle. The attacker can perform this attack without needing to physically modify the
vehicle’s ECUs or wiring harnesses.

Execution:

1. The attacker needs to be physically close to the vehicle when the owner uses the keyfob
to unlock the vehicle. This is necessary to capture the RF signals sent by the keyfob to
the keyless entry system.

2. The attacker uses a radio frequency (RF) signal capture device to capture the RF
signals sent by the keyfob to the keyless entry system. The device can be a simple
software-defined radio (SDR) or a more sophisticated RF signal capture device.

3. Once the RF signals are captured, the attacker can replay these signals to unlock the
vehicle. The replay can be done using the same device used to capture the RF signals or
a different device capable of transmitting RF signals.

4. After unlocking the vehicle, the attacker can gain physical access to the vehicle’s
interior and potentially start the vehicle if the keyless start system is also vulnerable to
replay attacks.

CVE References:

- "The keyfob subsystem in Honda Civic 2012 vehicles allows a replay attack for unlocking.
This is related to a non-expiring rolling code and counter resynchronization.’

- "The remote keyless system on Honda HR-V 2017 vehicles sends the same RF signal for
each door-open request, which might allow a replay attack.

- "The Remote Keyless Entry (RKE) receiving unit on certain Mazda vehicles through
2020 allows remote attackers to perform unlock operations and force a resynchronization
after capturing three consecutive valid key-fob signals over the radio, aka a RollBack
attack. The attacker retains the ability to unlock indefinitely’

- "The remote keyfob system on Nissan Sylphy Classic 2021 sends the same RF signal for
each door-open request, which allows for a replay attack. NOTE: the vendor’s position is
that this cannot be reproduced with genuine Nissan parts: for example, the combination
of keyfob and door handle shown in the exploit demonstration does not match any
technology that Nissan provides to customers.

Requirement:

Security requirement: The keyless entry system must implement rolling code mechanisms
for keyfob authentication to prevent replay attacks.

Motivation: By using rolling code mechanisms, the keyfob and the keyless entry system
can synchronize and generate a new code for each communication session. This prevents
attackers from capturing and replaying RF signals to gain unauthorized access to the

ITT
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Table A.3: Papers selected for the literature review.

Paper Type Title

[28] J Threat Analysis and Risk Assessment for Connected Vehicles: A Survey
130] o A Review of Threat Analysis and Risk Assessment Methods in
the Automotive Context
[32] J Threat and Risk Assessment Methodologies in the Automotive Domain
[50] C Using SAE J3061 for Automotive Security Requirement Engineering
149] o Asset Driven ISO/SAE 21434 Compliant Automotive
Cybersecurity Analysis with ThreatGet
[47] C Overview of Attack Graph Generation For Automotive Systems
51 B Introduction to Automotive Cybersecurit,
[51] y y
(35] B Guide to Automotive Connectivity and Cybersecurity
48] C Use Cases of Attack Graph in Threat Analysis And Risk Assessment
for The Automotive Domain
43] o Attack Surface Assessment for Cybersecurity Engineering in
the Automotive Domain
21] o An Approach of Scenario-Based Threat Analysis and Risk Assessment
Over-the-Air updates for an Autonomous Vehicle
61] o Data Security Risk Assessment Method for Connected and
Automated Vehicles
52] o Cybersecurity Engineering: Bridging the Security Gaps in
Advanced Automotive Systems and ISO/SAE 21434
120] C Model-based Attack Tree Generation for Cybersecurity
Risk-Assessments in Automotive
5] C Challenges and Mitigation of Cyber Threat in Automated Vehicle:
An Integrated Approach
[53] B Cybersecurity in Automotive Technology
[31] C ISO/SAE DIS 21434 Automotive Cybersecurity Standard - In a Nutshell
27] J A Framework for Cybersecurity Requirements Management in
the Automotive Domain
[13] C A Holistic Approach on Automotive Cybersecurity for Suppliers

Explanation of types:
J = Journal

C = Conference paper
B = Book
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Figure A.2: A flow chart describing the execution flow of the program. Each
module call is made to a separate module, where module refers to the four modules
described in Chapter 5.3.2. Letters A - D denote the calls made to the modules.
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