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FAUXperience Framework - Designing For Critical Conscious Al Use In Higher
Education

JOSE BENER DE SOUSA NUNES

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

Integrating generative artificial intelligence (AI) into education is a complex process that
requires the development of clear principles for its ethical and responsible use. Despite
numerous potential benefits, such as personalized learning and task optimization, this
technology poses ethical concerns regarding biases, misinformation, and the difficulty
of differentiating human-created texts from Al-generated content. To address these con-
cerns, we created the "FAUXperience Framework" to offer guidelines for the ethical use
of Al in education by fostering a critical consciousness about this technology’s potential
benefits and risks. The framework results from user research with stakeholders such as
teachers, students, and other interested parties. The study focused on collecting quali-
tative and quantitative data on how stakeholders experience using generative Al tools
in their academic activities and how universities handle the issues related to the mis-
use of AL The term "FAUXperience" combines "faux," which refers to artificiality, and
"experience,' to indicate the use of Al to artificially enhance the educational process
in addition to traditional teaching methods. By fostering critical consciousness about
Al the framework aims to promote the benefits of learning associated with Al while
drawing stakeholders’ attention to its impact on education. In conclusion, the "FAUXpe-
rience Framework" encourages teachers and students to be critically conscious actors in
Al-powered education.

Keywords: Al artificial intelligence, FAUXperience Framework, education, critical con-
sciousness, large language models, ChatGPT, critically conscious, ethics.
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"I believe the cost of getting to know Al - really getting to know Al - is at
least three sleepless nights. After a few hours of using generative Al sys-
tems, [...] it dawns on you that you are interacting with something new,
something alien, and that things are about to change. You stay up, equal
parts excited and nervous, wondering: What will my job be like? What job
will my kids be able to do? Is this thing thinking? [...] You realize the world
has changed in fundamental ways and that nobody can really tell you what
the future will look like."

Ethan Mollick. Co-Intelligence: Living and Working with AL
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1

Introduction

"Good Afternoon,

When your paper was uploaded on 10/06/23, it was checked through Turnitin. The program
returned a positive response for AL I also checked your paper through a third-party app uti-
lized by the Criminal Justice Department for verification. This app confirmed the Turnitin
Al response. Using Al is cheating and not your work. Therefore, you will receive a grade of
zero for your paper. Any further violations will be sent to the Student Academic Integrity
Committee.

Sincerely,
Robert Ellison”

In October 2023, this email was sent to Marley Stevens, a student at the University of
North Georgia [1]. Marley claimed that she used only Grammarly to proofread and cor-
rect punctuation and grammar errors in her essay and did not use any content generated
by Al chatbots. Despite her defense and the evidence she presented, the Student Aca-
demic Integrity Committee placed her on academic probation for six months. According
to the head of Grammarly for Education [1], her essay was mistakenly flagged as Al-
generated due to the University’s defective Al identification software.

This case illustrates how products with deficient interaction design can negatively im-
pact users and how generative Al tools might affect higher education (HE). Universities
worldwide are struggling to adapt to this new paradigm in education [2][3][4] as a result
of students increased use of Al-powered tools and those tools becoming more sophisti-
cated at producing texts that seem written by a human.

In the age of Al-powered tools, the needs and expectations of HE students may differ
significantly from those of students in conventional educational systems. Generative Al
chatbots, such as ChatGPT, have gained popularity among students due to their ability
to generate essays, answer test questions, and even write computer code [5] [6].

The ethical issues surrounding Al use, including privacy concerns, the possibility of Al-
generated hallucinations, and the perpetuation of racial and gender biases [7] [8] [9] [10],
have been intensified in this new educational reality [11]. A survey conducted in January
2023 reported that more than one-third of college students in the United States were
using ChatGPT for academic purposes [12]. The increasing use of Al in education makes
it challenging for universities to distinguish between texts written by humans and those
produced by machines [5].
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As remarkable as today’s Al tools are, there are benefits and drawbacks to using them
for all stakeholders in the educational system. To utilize them responsibly, we must
continue instilling a critical-thinking mindset in students. Even if Al can potentially
transform education, failure and struggle are necessary processes that a button click
cannot substitute. We are at a pivotal point where Al will transform education, but
classrooms will be more necessary than ever [13] [14].

This emphasis on critical consciousness [15] is especially relevant to HE as modern tech-
nologies have fundamentally impacted education and challenged our conventional meth-
ods of instruction and learning [16]. The existence of remote learning platforms along-
side traditional in-person education requires HE institutions to reevaluate their current
curricula and rethink their educational philosophies and approaches [17].

Given these circumstances, many companies have launched generative Al tools since
2022 [18] [19]. As a result, other companies have created tools to identify Al-generated
content [20]. Companies are already launching tools to bypass Al detection. This never-
ending loop results in companies fabricating issues to offer solutions, perpetuating an
ongoing cycle of technological dependency [21] [22]. Significant concerns concerning
the reliability and functionality of these items are highlighted by this dependence [23].

As Al-powered tools are continuously developed and integrated into education, we must
ensure that the design process of these tools is conducted ethically and transparently
with the involvement of all stakeholders [24]. Similar to the problems faced by students
such as Marley Stevens, faulty detection tools fail to satisfy user needs and cause social
tensions between users and digital systems. Preventing this friction is one of the primary
objectives of interface design research [20]. Understanding users’ needs and context
when interacting with a system, service, or product is necessary to build products that
satisfy user needs [25].

We must understand students’ and teachers’ changing needs and perspectives in an in-
creasingly Al-driven educational scenario. Students will inevitably employ Al for aca-
demic activities as it becomes more widely available, creating new challenges for teach-
ers and HE institutions [14]. They will use Al as a study partner, collaborator, or assis-
tant and seek explanations for tasks that may seem outdated because of Al capabilities.
Students will expect to achieve higher productivity levels and understand how Al will
impact their careers [14]. Therefore, educational institutions need to develop strategies
to address these emerging challenges.

A critically conscious approach to learning becomes particularly relevant in the present
educational landscape as artificial intelligence continues to change how we learn and
transfer knowledge. According to Paulo Freire [15], the unique contribution of a teacher
to the emergence of a new society would have to be the formation of a critical education
that helps to form critical attitudes. Due to historical processes, people emerged with a
naive consciousness, making them easy prey to irrationality. Only an education that fa-
cilitates the transition from naive to critical transitivity, increasing students’ capacity to
recognize the issues of their time, could prepare people to handle the emotional impact
of societal transitions [26].
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Problem Statement: Generative AI Chatbots, such as ChatGPT, Gemini, and Claude,
have gained popularity for their ability to generate human-like text [6], raising con-
cerns about their impact on traditional educational practices [5]. Since its launch

in November 2022, ChatGPT has sparked polarizing opinions, particularly for its

use in writing essays, answering test questions, and coding, which disrupts the con-
ventional teacher-student dynamic and introduces uncertainties about academic in-
tegrity [5]. With reports indicating that many students use ChatGPT and other

Al-powered tools for schoolwork, we need to understand what and how they use

them [12]. In this new scenario, universities now face the challenge of distinguishing

human-written content from Al-generated text. In response, many companies have

introduced Al-detection tools to detect Al-based plagiarism, but concerns about

their functionality and reliability grow [23]. As generative Al chatbots rapidly evolve,
we must create strategies to ensure their critically conscious use to maintain aca-
demic integrity [24].

1.1 Research Questions

In this thesis, we aim to explore the integration of Al into educational settings. Our
primary focus will be to investigate the experiences of students and teachers using Al-
powered tools and identify the challenges universities face in differentiating between
human-created and Al-generated content. Additionally, we will propose strategies for
the ethical use of Al in education. This research will address these areas by examining
the following questions in higher education:

« RQ1: How do teachers and students experience and perceive the usage of Gener-
ative Al chatbots?

« RQ2: What limitations prevent the adoption of Al detection tools?

« RQ3: What strategies can be used to promote a critically conscious use of Gener-
ative Al chatbots?

1.2 Stakeholders

This study focuses on users of Al-powered tools in HE, including students, teachers, and
other stakeholders involved in this context.

Students

Our main stakeholders are students in HE, particularly those studying interaction design,
computer science, and software engineering at Chalmers University of Technology and
the University of Gothenburg (GU). We chose these fields because they are expected to
impact Al in the near future significantly [27]. Since students are often motivated by job
prospects [27], Chalmers and GU are expected to prepare students in these fields with
the necessary skills to become the next generation of interaction designers, computer
scientists, and software engineers. These individuals will be responsible for designing,
conceptualizing, critiquing, and programming the next generation of Al tools that will
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shape our society. We particularly want to hear from students in these fields about their
views, concerns, and needs.

Teachers

The other stakeholders are educators who teach interaction design, computer science,
and software engineering at Chalmers University of Technology and GU. These teachers
are already affected by the new education paradigm and are navigating the integration
of Al into their teaching. It is particularly relevant to hear their perspectives on this
integration and how they adapt to this rapidly changing landscape [28]. Teachers from
other universities and countries responded to our survey. Still, the main stakeholders
remain the teachers employed at Chalmers and GU.

Al Engineers

Given their expertise and direct involvement in shaping Al technology, Al engineers
can provide insights into the understanding of the complexities of Al technology and
its current implications. Furthermore, it provides valuable insights into how their work
impacts users and society [25].

Chalmers University of Technology

Chalmers University and its Computer Science and Engineering department are integral
stakeholders in this thesis. Chalmers is responsible for providing the requirements for
this thesis and for judging whether it follows the expected academic quality standards.
The university has provided an academic examiner and a supervisor who play funda-
mental roles in completing this process and contributing to scientific research.

Author

This thesis represents the final effort toward earning an M.Sc. in Interaction Design and
Technologies. It is the final step toward acquiring the theoretical and practical knowl-
edge necessary to earn this academic title.

1.3 Expected Results and Impact on Stakeholders

This thesis explores the opportunities and challenges of integrating Al in education by
analyzing the user experiences of Al-powered tools in HE contexts and aiming to ex-
pand the conversation on the interplay of Al, interaction design, and ethics [29]. The
research investigates the implications of using Al-powered tools, focusing on usability
and interaction patterns in educational settings. It assesses current Al applications, iden-
tifies ethical concerns, and proposes improvements prioritizing user well-being, privacy,
and equity. The anticipated outcome of this research is the proposal of a comprehensive
framework guiding ethical and critical user interactions with Al-powered tools.

The thesis aims to benefit various stakeholders in HE by promoting the ethical and crit-
ical use of Al-powered tools:

For students, the framework addresses their concerns and needs. It gives them the strate-
gies to assess and ethically use Al in their academic activities. Teachers can learn how
students use Al tools and the ethical measures they implement to maintain academic
integrity. This understanding can help teachers develop strategies to foster critical con-
sciousness among students. Al engineers can benefit from understanding how their tools
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affect users’ well-being, privacy, and equity, enabling them to advocate for responsi-
ble Al innovation. Lastly, for Chalmers University of Technology and the University of
Gothenburg, the thesis offers a comprehensive overview of the academic experiences of
students and teachers with Al-powered tools. This overview can inspire the university
to improve its educational standards, contribute to innovative research, improve stu-
dent engagement, ensure ethical Al integration, and provide professional development
for teachers.

Overall, this thesis aims to promote a more ethical, critical, and responsible integration
of Al in HE by aligning the results with the needs and perspectives of these stakeholders.

1.4 Scope and Delimitation

This project examines how students and teachers use generative Al chatbots in learning
and teaching activities. We are particularly interested in analysing these AI tools’ us-
ability, user experience, and interaction design within the HE context. However, we will
not cover the impact on other creative-based educational programs adapted to this new
context.

Our goal is to evaluate the integration of Al tools in HE, focusing on the ethical di-
mensions of students’ and teachers’ reflections on their interactions with these tools.
Additionally, we aim to identify the main tools used, how they are used, and what mo-
tivates their selection. Based on this research, we will propose improvements in using
these Al tools to fulfill user needs better. By analyzing how stakeholders interact with
Al-powered tools, we want to determine whether the tools respond well to user’s behav-
iors [17]. Furthermore, we will critically evaluate AI’s ability to meet the needs of both
students and teachers within an ethical framework.

This study focuses on the accuracy of Al-powered tools than on the level of Al rea-
soning; given that these tools are still in the early stages of development despite their
widespread use, our attention is primarily drawn to their potential to produce reliable
and accurate information. A large body of research has focused on developing automated
fact-checking systems [30]. However, there are many obstacles to solving the credibility
issues with these systems. Therefore, before we focus on their Al argumentation level,
we must address the ability of Al-powered tools to provide trustworthy and dependable
information, especially in education, which is our goal.

1.5 Ethical Considerations

When conducting scientific research, we must adhere to research ethics to maintain sci-
entific findings’ credibility and validity. These ethics provide the values, standards, and
protocols that govern scientific research [31].

An essential part of research ethics is how researchers interact with participants and the
impact of the research on society at large [32]. This master’s thesis follows the princi-
ples of fairness, diversity of perspectives, and honesty in reporting findings using ethical
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research principles. All ethical requirements are carefully followed during data collec-
tion to ensure participants’ well-being and comply with the General Data Protection
Regulation (GDPR) [33].

Students and teachers were actively involved in the research process, and explicit con-
sent procedures were in place. Participants were informed about the project’s purpose
and scope and their right to withdraw consent for participation and data collection at
any time [31]. Additionally, the background section examines some of the ethical aspects
of Al in education.

To build trust and encourage open sharing of experiences, we must establish positive
and respectful relationships with participants during interviews. We must also take
strict measures to protect participants’ confidentiality by GDPR [33]. All participant data
remains anonymous unless we receive explicit consent for their identification. Further-
more, all collected data is securely stored and will be deleted after the specified retention
period stated in the consent form [34].

Surveys are anonymous to ensure participants’ autonomy and encourage honest re-
sponses. We recorded interviews with participants’ consent and assured them in ad-
vance that the personal data we collected was only for research purposes. We securely
and confidentially store the recorded data and adhere to data protection regulations [34].

1.6 Use of Generative Al

Throughout the writing process, the author used OpenAI’s ChatGPT-4, ChatGPT-40, and
Grammarly to refine the writing and receive guidance on academic writing standards,
text’s readability, formatting references, grammar and spelling checks, and overall co-
herence. The suggestions provided were based on the author’s original content. After
receiving the recommendations, the author carefully and critically assessed each and
made necessary grammatical adjustments when necessary.
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Background

Following the rise of the Internet, which triggered the Third Industrial Revolution, the
world is undergoing a new revolution led by Al known as Industry 4.0 [35]. This process
is characterized by incorporating human behavior into machines and systems, reshaping
the world through computing, and marking a true Intelligence Revolution [36]. Econom-
ically influential nations and the world’s largest corporations are actively working to
dominate every aspect of society with substantial investments in Al innovation [35] to
gain a competitive advantage over other countries and commercial rivals. This intense
competition is causing a profound impact across all areas of society, including healthcare,
business, and education [36] [37]. Given these circumstances, this section will explore
the factors driving the evolution of education within the Al Era [38][39][40].

2.1 The Convergence of Society and Technology

General-purpose technologies (GPT) are technologies whose applications extend to di-
verse and generic purposes. A concept introduced by Timothy F. Bresnahan and Manuel
Trajtenberg in 1992, GPTs are characterized by their widespread use, potential for tech-
nical improvement, and ability to enhance overall economic productivity. Despite dif-
fering definitions, historical examples of GPTs include the steam engine, electricity, the
combustion engine, and computers [36].

Using the criteria set by Bresnahan and Trajtenberg, Al meets all three [36]. Its widespread
applications prove its pervasiveness, and its rapid advancements show its potential for
improvement. Although AI's impact on productivity is still emerging, several forecasts
predict significant productivity increases over the decade ahead [36].

Despite Al meeting the GPT criteria, by defining Al as a System Technology and focus-
ing on its systemic nature, we can emphasize its qualitative changes, complex integration
into various societal sectors, and multifaceted impact [36] [41]. This systematic view re-
veals how the social context significantly influences Al's development, including the
norms and values of developers and companies responsible for its development. For in-
stance, Al used in hiring, loan approval, or criminal proceedings may perpetuate biases
related to gender, ethnicity, or age [41].

Recognizing AI’s systemic nature highlights the importance of ethics in its development
and use. It empowers policymakers, businesses, civil society, and Al developers to use
Al ethically and responsibly, thereby promoting positive outcomes [41].
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2.2 The Integration of Al Into Education

The development of contemporary educational theories and methodologies has made it
possible to enhance instruction-based learning and give students more effective learn-
ing experiences [42]. According to some researchers [43] [44], teachers can employ
Al-powered tools to provide students with individualized learning opportunities in ad-
dition to the conventional passive learning strategy. In content delivery, some experts
even speculate that Al may potentially replace instructors [13].

In contrast to these perspectives, Ko [13] argues that learning technologies are not value-
neutral by examining the impact of Large Language Models (LLMs) on student perfor-
mance and refutes the comparison between calculators and Al in producing minimal
influence on Education. Ko believes that Al could potentially harm student learning and
accelerate the deterioration of public education. Leveraging established knowledge of
educational dynamics and learning theories, Ko anticipates ambiguous future repercus-
sions and advocates for a thorough evaluation of the consequences of LLMs in educa-
tional settings.

We can gain a more comprehensive understanding of integrating Al into education
by taking into account Ko’s [13] perspective that technologies are not value-neutral
along with the notion that Al can provide students with innovative learning experi-
ences [43] [44]. Considering this technology’s possible benefits and drawbacks, we can
analyze how it can drastically change the educational system by creating new difficulties
for educational institutions in maintaining academic integrity. According to Mollick, we
are on the verge of an era in which Al will revolutionize our education by reshaping the
learning experience. The only question is whether we can guide this change in a way
that fulfills the ideals of expanding opportunities for everyone and nurturing human
potential [14].

Al as a Tutor

For millennia, we have known that the most effective method of learning is individual
tutoring, where tutors teach students in a one-on-one format following the students’
own learning pace [45]. If a student is struggling with a concept with a concept, the
tutor can adjust the pace of instruction until the student understands it. In the same
way, the instructor can quickly advance or deepen a topic if the student demonstrates a
keen interest in it and mastery of it [45] [46].

However, considering the global population’s growth, one-on-one tutoring is not fea-
sible and is prohibitively expensive for mass public education. Due to these reasons,
when the public education process began to develop in the 18th century, the educational
system divided the students into groups of about thirty or so per classroom and created
standardized teaching and assessment procedures, such as collective lectures and regular
test assessments [45].

Despite its numerous shortcomings, the modern mass public education system has sig-
nificantly contributed to increasing literacy rates globally, and its core principles have
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remained the same [14]. However, Benjamin Bloom’s work in the 1980s demonstrated
that one-on-one tutoring significantly outperforms traditional classroom teaching. In
his 1984 paper The 2 Sigma Problem (2.1), Bloom reported that tutored students scored
better than 98% those taught in a classroom setting. This phenomenon, named the the
two sigma problem, presented an ongoing challenge to achieve similar results with group
instruction, given that personalized tutoring is often impractical on a large scale [14].

CONVENTIONAL CLASSROOM

NUMBER OF STUDENTS

SUMMATIVE ACHIEVEMENT SCORE

Figure 2.1: "Using the standard deviation (sigma) of the control (conventional) class,
it was typically found that the average student under tutoring was about two standard
deviations above the average of the control class (the average tutored student was above
98% of the students in the control class" [47]). Created by the author, adapted from [47].

With the advancement of Al, one potential solution is the flipped classroom, the ped-
agogical model in which online lectures and digital materials are provided to students
before class so they can apply them in the classroom through collaborative activities and
discussions [48] [14]. However, the success of flipped classrooms is mixed, largely due
to the lack of quality resources and teacher time.

Al presents itself as a promising partner, not a replacement, in overcoming these chal-
lenges. Al systems can help generate customized active learning experiences by offering
personalized instruction tailored to each student’s needs and adjusting content based
on performance. This allows students to engage more effectively with the material at
home, coming to class better prepared for hands-on activities and discussions. Teachers
can then focus on meaningful interactions and use Al insights to identify and support
students’ specific needs [14].

Despite the ongoing challenge of achieving Bloom’s two-sigma effect through group
instruction, incorporating models such as flipped classrooms shows great potential for
improving learning experiences. Traditional schooling will continue offering unique op-
portunities for collaborative problem-solving and socializing. Classrooms will continue
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to provide value, even with Al tutors, but these tutors will transform the field of educa-
tion, enhancing the traditional learning experience [14].

Al as a Teacher

Every GPT has impacted jobs throughout history. In the case of Al, studies show almost
all professions overlap with Al capabilities. But unlike past automation revolutions tar-
geting repetitive and dangerous tasks, Al now overlaps most with highly compensated,
creative, and educated roles [14]. College professors make up 8 of the top 10 jobs over-
lapping with AT [49].

Table 2.1: Ranking of Occupations Based on Al Impact Potential [49].

Rank Occupation Title

1 Telemarketers
English Language and Literature Teachers, Postsecondary
Foreign Language and Literature Teachers, Postsecondary

History Teachers, Postsecondary

2

3

4

5 Law Teachers, Postsecondary
6 Philosophy and Religion Teachers, Postsecondary

7 Sociology Teachers, Postsecondary

8 Political Science Teachers, Postsecondary

9 Criminal Justice and Law Enforcement Teachers, Postsecondary

10 Sociologists

While Al may overlap with many jobs, it does not necessarily mean these roles will be
replaced. Jobs are composed of many tasks, and Al can start performing some of them,
particularly repetitive and tedious ones, without eliminating these roles. For instance,
teachers could assign administrative tasks to Al while still maintaining their roles [14].

Tasks form the basis of jobs, and a teacher’s role involves a range of responsibilities:
teaching, researching, writing papers, doing administrative paperwork, writing recom-
mendation letters, applying for grants, and more. The occupation title "teacher" encap-
sulates many tasks. Considering teachers’ tasks, as Al automates administrative tasks,
teachers could focus on work that demands human qualities like creativity and critical
thinking [14].

Al could even eventually deliver lectures. However, the environment in which a job
operates plays an important role in this task division. In the case of teachers, factors
like institutional traditions and student acceptance influence the integration of Al into
the university. Thus, understanding AI’s role requires looking at both task-level impacts
and the systemic context within which jobs exist [14].
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Al as a Leveler

A study [50] on the impact of Generative Al on the writing tasks of college-educated
workers reported that those using ChatGPT completed their tasks faster and with higher
quality, reducing the productivity gap among workers. Individuals with the lowest abil-
ities benefited most in this process, as it helped them improve their performance and
leveled the overall productivity distribution. ChatGPT made the work process more effi-
cient by enhancing productivity, reducing worker performance disparities, and turning
Al into a performance leveler.

When it comes to productivity’s effects on education, Al has the potential to help strug-
gling students improve. For instance, Al can assist students who struggle with writing in
creating well-written essays. In activities requiring creativity, Al can help students gen-
erate ideas. While it’s difficult to predict the exact effects of productivity in any specific
context, educational institutions can influence the outcomes of Al integration, whether
positive or negative, through strategic Al implementation [14].

By using Al-powered tools in academic settings, educational systems can focus on teach-
ing students to be central participants in the "generative loop" by encouraging them to
apply their own expertise to problems instead of just relying on Al for solutions [14].
This approach can help maintain the human element in education, preventing skill-based
education from becoming less valuable and avoiding the distortion of our education sys-
tem into prompt-based learning, where automatically generated prompts are reported
to perform better than expert-human prompts [51].

2.3 Ethics, Challenges, and Dangers of Al

Al Ethics refers to a set of values, principles, and techniques that apply widely accepted
standards of right and wrong to guide moral behavior in developing and utilizing Al
technologies. Given AI’s significant potential to cause profound ethical consequences,
this technology can enhance and disrupt human lives [52].

The line that separates the consequences that enhance or disrupt human lives is condi-
tioned by the biggest risk presented by Al which is that there is no particular reason
that Al should share or accept our standards of right and wrong to guide moral behavior
or our view of ethics and morality. At this stage, Al is guided by the values imbued by
the companies leading their commercial development [14].

The reality is that the organizations working on Al tools, even when they try to create
less biased, more accurate, and more helpful technologies, end up influencing Al and
can introduce new types of bias. Given that North American enterprises are behind the
biggest Al models in the market [53], many Al systems appear to align with a liberal,
Western, pro-capitalist worldview as the Al is designed to avoid making statements that
could cause controversy for its creators, generally liberal, Western capitalists [14].
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Guidelines: The Genie is Out of the Bottle

The approach to decision-making in different educational systems varies, with some
being centralized and others localized. However, as Al-powered tools become increas-
ingly complex, it also becomes challenging for teachers to make well-informed decisions
about students using Al-powered tools. As these tools become more commonly used,
data privacy, security, bias, transparency, and accountability concerns will continue to
grow. Maintaining the benefits of Al tools will become more difficult in the face of this
evolving and complex educational system [54].

In this context, guidelines and official recommendations play an important role in har-
nessing the potential of Al while mitigating its risks. These guidelines can serve as a
compass, directing all educational stakeholders toward safe, fair, and effective Al uti-
lization. They are valuable resources that enhance the understanding of Al and protect
those most affected by these new technologies [54].

While developing such guidelines, institutions will establish criteria to determine which
assignments require Al assistance and which do not. School assignments must be re-
vised; in-school writing assignments, non-internet-enabled computers, and written ex-
ams might be options to ensure students learn basic writing skills [14].

When we consider how Al-powered tools affect education, we can compare it to when
calculators became popular in North American schools in the mid-1970s. Many teachers
wanted to use calculators in their classrooms because they saw they could make students
more interested in learning. However, even though calculators became popular in the
mid-1970s, they only became part of the North American school curriculum in the mid-
1990s.

Al won’t replace the need to learn how to write and think critically [14]. However, be-
cause Al technology is advancing so fast, the policymakers responsible for education
should take less time than those who decided to include calculators in the school cur-
riculum to prevent risks and dangers. After all, "the genie is out of the bottle"[14].
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Theory

This chapter provides an overview of the project’s theoretical foundation, emphasizing
relevant theories grouped around three primary topics: understanding artificial intelli-
gence, the intersections between Al and interaction design , and modern perspectives on
education from a critical consciousness perspective. The key concepts and terminology
of Al theory are examined in the section on Al Concepts. Investigating the intersections
between Al and interaction design addresses the mechanics underlying Al-generated
text recognition, covering the fundamental ideas of large language models. Lastly, Paulo
Freire and other educational theorists are used to analyze the social dynamics of learning
and recognize learner diversity as a strength.

3.1 The Key Concepts and Terminology of Al

Transformer Architecture. In 2017, Google researchers published a paper that intro-
duced a novel neural network architecture for language understanding called the Trans-
former [55] [14]. This architecture significantly influenced the AI community and served
as the basis for most large language models (LLMs) today [14]. For comparison, early text
generators did not rely on contextual comprehension but used simple rule-based word
selection [14]. For comparison, early text generators did not rely on contextual compre-
hension but used simple rule-based word selection. The Transformer architecture solves
this issue by employing an "attention mechanism," which allows the AI model to assess
the importance of different words or phrases in a text block [56].

Large Language Models and Tokenization. Building on the Transformer architec-
ture, new forms of Al, called Large Language Models (LLMs), analyze a text and predict
the next word or part of a word [56] [14]. This process is known as Tokenization, where
a text is divided into smaller units, referred to as tokens, before being fed into the model.
For instance, the Tokenization of hypertension produces the following: "hy," "per," and
“"tension" [56]. ChatGPT is essentially a very sophisticated autocomplete [14]. Once you
give it some preliminary text, it keeps writing text based on what statistical analysis
predicts will probably be the next token in the sequence [14].

Pre-Training. The process of prompting LLMs to generate responses happens in several
stages [57] [56]. The initial phase, known as Pre-training, consists of feeding the model
a wide variety of data from various online sources such as websites, books, and digital
documents to learn how to comprehend and generate human-like texts. Humans do not
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supervise this process; the Al independently analyzes textual sources to identify patterns,
structures, and content in human language [57] [56].

Weights. LLMs can create a model that emulates human-written texts by using numeri-
cal values, known as weights. These weights tell the AThow likely it is for different words
or word components to appear together or in a specific order. For instance, in ChatGPT’s
first version, 175 billion weights were linked to produce human-like text [14].

The LLM Training Process. The training process starts with a large number of weights
without any helpful information about word relationships. After that, the model is
trained using a large volume of textual input [56]. Throughout the training process,
the model adjusts its weights based on the input data, learning which word combina-
tions tend to occur and which do not. It then uses its current weights to predict words
in a sequence. Each iteration compares the produced text with the original text, looking
for discrepancies [57]. The model then modifies the weights to enhance its predictions,
continuously refining word connections to generate contextually appropriate text [14].

Self-supervised Learning Human-feedback Learning Prompt-based Learning Augmented Model

Pre-training Fine-turning Prompting
9, . Invol t Human Involvement With
No Human Involvement uman Involvement Specialized Knowledge

VYV a ¥V al

> ©) > 00 >
B B » & > &
= (@) [e]o)
Unlabelled Proprietary Narrow Base Indirect and Fine-tuned
Data Data Datasets Model Direct Prompts Model

Figure 3.1: LLMs "learn" at every training phase using increasingly focused inputs. The
LLM training process begins with pre-training, where the model learns from unlabeled
and proprietary data without human supervision. Later, more specific datasets and hu-
man input are added during fine-tuning. Following this, individuals with specialized
knowledge use prompting techniques to modify the LLM into an augmented model to
perform specialized tasks. Created by the author, adapted from [56].

Fine-tuning. Public domain books, research articles, and other free online resources are
typical examples of LLM training datasets. Due to the variety of the datasets, the Al also
learns the biases, errors, and falsehoods in the text samples during pre-training [14]. At
this stage, no guardrails are in place to prevent Al from disseminating harmful content.
Therefore, LLMs undergo an improvement process called fine-tuning to mitigate this is-
sue [57]. This process involves further training a pre-trained model on specific datasets,
such as medical records, for a healthcare application or customer service logs for a con-
tact center support system [57] [56]. Additionally, this fine-tuning can be enhanced
further by humans scoring the quality of multiple model outputs, a process known as
reinforcement learning from human feedback (RLHF), which employs human workers
evaluating Al responses according to different standards, such as removing violent or
sexual content from the results or screening them for correctness [14].
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3.2 The Four Principles of Co-Intelligence With Al

As artificial intelligence becomes more widespread, we must establish comprehensive
guidelines for interacting with this technology. These guidelines should be based on
general principles rather than tailored to specific versions of the technology, especially
considering the rapid advancements in LLMs [14]. When we apply these principles, we
learn about AI’s strengths and understand when not to utilize them as they function as
guardrails for a future in which human and artificial intelligence are integrated [14].

Principle One: Always Invite Al To The Table

The initial principle is based on an experimental task-based approach. Since Al is a
general-purpose technology, there isn’t one single manual explaining its benefits and
limitations [14]. This lack of clarity makes it difficult to determine which tasks are best
performed by these tools and which are not. By embracing this experimental approach,
users can intimately identify Al tools’ nuances, limitations, and abilities to assist in their
specific tasks and scout out their weaknesses [14]. "As we grow more familiar with LLMs,
we can harness their strengths more effectively and preemptively recognize potential
threats [...], equipping ourselves for a future that demands the seamless integration of
human and artificial intelligence" [14].

Mollick suggests that to understand AI's impact, we need to comprehend how human
interaction with Al changes and the capabilities and limitations of Al in performing
tasks [14]. To explain this task-oriented perspective, Dell’Acqua et al. [58] introduced
the metaphor of Al as a Jagged Frontier .

The Jagged Frontier

In the Jagged Frontier metaphor, Al is represented by a fortress wall, with tasks inside
being easy to handle and those outside being more challenging [3.2]. However, the wall
is invisible, making it difficult to determine which tasks fall into each category. Basic
math might be outside the wall and challenging for Al while idea generation might be
inside and easy for AI [14].

We must experiment with different tasks, dedicate time, and gain experience to under-
stand AI’s capabilities. Because this experimentation is what gives shape and contours
to the Jagged Frontier [14]. For instance, in educational contexts, students should apply
Al in various academic tasks to understand and map out which tasks are best suited for
them and which ones they can outsource to machines. Once they know the wall’s shape
and contours, they can make informed decisions about utilizing Al, benefiting from its
strengths, and addressing its limitations.

At the task level, we must identify the tasks humans should carry out exclusively. Be-
cause Al, while not suitable for tasks that involve ethical considerations, has suitable
capabilities. By understanding the role of Al at the task level, we can assign tasks based
on the necessary level of humanness required by them.
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Figure 3.2: The fortress wall represents AI's abilities. Tasks closer to the center are
easier for Al to handle, while those farther away are more challenging. However, the
wall is invisible, so some tasks that seem equally difficult may be on opposite sides of
the wall. Created by the author, based on [58] [14].

Centaurs and Cyborgs

The Centaur and Cyborg concepts aim to combine the strengths of human intelligence
and machine capabilities by demonstrating various ways to integrate Al into the work-
place [14]. If we apply this abstraction to education, centaur tasks can involve summa-
rizing technical papers, where the AI’s ability to summarize complements the author’s
deeper understanding of a topic. Cyborg tasks may include using Al for writing assis-
tance and guiding the author through challenging writing sections by providing valuable
insights when simulating human feedback. This combination of human intelligence and
Al support illustrates how Centaur and Cyborg [3.3]! approaches can improve produc-
tivity and creativity in a mutually beneficial way [14].

Table 3.1: Classification of Tasks for Al Interaction [14].

Type of Task Description Example
Just Me Tasks Tasks where Al is not useful or should remain ~ Expressing human
human for personal or ethical reasons. values.
Delegated Tasks Tasks assigned to Al, checked by humans; often  Scheduling
tedious or repetitive, saving human time. appointments.
Automated Tasks Tasks are left entirely to Al without human Spam filtering.

oversight; they are reliable and scalable by Al

'Image produced using generative Al. DALL-E 3 Prompt: High fidelity, head-shot of a half-centaur, half-
black cyborg on a white background, front view.
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Centaur Cyborg
Description Description
Centaurs work by clearly dividing tasks A blend of human and machine efforts.
between humans and Al, akin to the Cyborgs work in tandem with Al,
separation of the human torso and frequently switching back and forth
horse body in the mythical centaur. between human and machine inputs.
Human Task Human Task
Ex.: Decide on the statistical + Ex.: An author asks Al for style
approaches for analysis. variations and text improvements.
Al Task Al Task
+ Ex.: The Al produces graphs. + Ex.: Al provides stylistic options

and refines clunky paragraphs.

This strategic division of labor This intertwined collaboration
leverages the unique abilities of allows for continuous, dynamic

both humans and Al, maximizing interaction between human
efficiency and effectiveness. creativity and Al assistance.

Figure 3.3: The Centaur and Cyborg are two approaches to co-intelligence that integrate
the work of person and machine. Centaur work involves a clear separation of work
between humans and machines and a strategic distribution of labor according to each
entity’s strengths. In contrast, cyborgs deeply integrate human and machine elements
while integrating human efforts with Al Created by the author, based on [58] [14].
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Principle Two: Be The Human In The Loop

The "human in the loop" principle refers to incorporating human judgment when op-
erating automated systems. Overall, this principle fosters a sense of responsibility and
accountability. We maintain human control over the technology, ensuring that Al-driven
solutions align with human values, ethical standards, and social norms [14]. While Al
training methods now involve human judgment, the increasing automation and delega-
tion of tasks to Al requires a focus on maintaining human values in the decision-making
process. LLMs, as text prediction machines, cannot differentiate between true and false
information, so while they may excel at generating plausible answers, they often contain
subtle errors, which can pose potential risks [14] [59].

Over time, as we learn more about Al-powered tools and comprehend their complex func-
tioning, our confidence in their ability to perform without explicit guidance decreases.
However, by recognizing their limitations, these tools can become effective assisting
resources in a variety of disciplines [59]. Therefore, when interacting with generative
chatbots, it’s helpful to think of Al as an entity trying to optimize several functions. One
of the most important functions it’s programmed to optimize is to satisfy the user by pro-
viding an answer the user will like [14] [60]. This optimization may lead Al to prioritize
user satisfaction over information accuracy. For instance, current generative chatbots
may make up something if they haven’t "learned" it because prioritizing "making the
user happy" takes precedence over "being accurate" [14]. The generation of these incor-
rect answers is known as "hallucination" While newer, larger LLMs exhibit significantly
fewer cases of hallucination compared to older models, hallucination is still a weakness
of this technology [60] [14].

Principle Three: Treat Al Like A Person

Anthropomorphism is the tendency to attribute human-like traits to non-human enti-
ties. Both behavioral psychology and evolutionary biology have extensively studied the
causes and implications of this tendency, demonstrating its significance in human his-
tory [61]. Therefore, it is no surprise that we are inclined to anthropomorphize artificial
intelligence, mainly due to the widespread use of chat-based interactions. We often de-
scribe these intricate algorithms and computations as "understanding," "learning," and
even "feeling," which fosters a sense of familiarity and relatability but also causes poten-
tial confusion [14], which can be exploited by malicious individuals who can manipulate
users by gaining their trust in the system [61].

Therefore, treating Al like a person and telling it what kind of person it is refers to
creating a distinct and clear Al persona as a strategy to improve Human-Al interaction.
This process involves defining the AI’s identity, its role in addressing specific issues,
and the context in which it operates [14]. Many Al models produce generic outputs by
default, but by providing context and constraints, we can tailor the tone and direction
to serve a specific purpose. We can use Al as a cooperative co-intelligence with this
collaborative editing process and continuous guidance [14].
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Principle Four: Assume This Is the Worst AI You Will Ever Use

Given the speed at which generative Al is developing, very soon, tasks that we thought
were intrinsically human will be able to be done by Al Even if LLMs are software engi-
neering products, we should view AI’s limits as temporary. Traditional software is de-
pendable, predictable, and, when developed correctly, produces consistent results [14].
On the other hand, Al is unpredictable, unreliable, and capable of hallucinations. Al
doesn’t act like software, but it does act like a human being. This mindset, which aligns
with the "treat it like a person" principle of Al, can significantly improve our compre-
hension of how and when to use Al in a practical, if not technical, sense [14].

3.3 Human-Computer Interaction

The field of Human-Computer Interaction (HCI) investigates the complex interplay be-
tween interactive systems and humans. Through its study, design, and evaluation, HCI
seeks to enhance these systems’ usability, effectiveness, and overall user experience [62].
Interaction occurs when a person uses computing technology to perform a task, utilizing
their senses and responses to monitor and control devices, machines, or systems enabled
by computing technology [62].

By drawing on the knowledge and techniques of diverse scientific disciplines such as
computer science, psychology, and ergonomics, HCI continually adapts its research method-
ologies to cater to users’ changing needs and capabilities. As a result, many methodolog-
ical advancements have emerged to address evolving trends in the field [62].

Interaction Modalities

Human-computer interactions rely on input and output devices. Input devices enable
users to transmit data and instructions to a computer (e.g., keyboard, mouse, micro-
phone), while output devices enable the computer to communicate information back to
the user (e.g., monitor, speaker, headphones) [63]. Interaction modalities refer to the
exchange of information between humans and computers. This exchange involves in-
put and output devices, information channels, and sensory modalities [63]. To make
human-computer interaction more natural, we can combine many modalities, such as
drawing, writing, speaking, and gesturing. The human senses, which include hearing,
smell, sight, touch, and taste, are all related to sensory modalities essential for interaction.
These sensory modalities are connected to distinct information channels; for example,
sight is mainly associated with the visual channel, whereas hearing is associated with
the auditory channel [63].

Conversational Interfaces

Under this premise, chatbots like ChatGPT, Gemini, and Claude are designed as conver-
sational interfaces to emulate human speech. Through their interaction modalities, these
interfaces enable machines to give the impression of being human to other humans [64].
Different modalities can affect how additional or different information can be conveyed
and make interactions more natural and immersive [65].

19



3. Theory

Conversational interfaces can make sophisticated human-computer interactions easier
by allowing users to express themselves naturally and directly, such as by typing or
speaking [65]. Natural Language Processing (NLP) is one technology that facilitates this
level of personalization. NLP allows users to engage using their language and preferred
style rather than being restricted to a limited set of pre-defined interaction methods [65].

Natural Language Processing

NLP is a popular artificial intelligence application that automates the reading, analyz-
ing, and generating of human language [36]. From an interaction design standpoint,
NLP enables machines to emulate coherent conversations with users through natural
language-based prompts. The primary goal of the NLP field is to develop algorithms that
can comprehend human language and perform interpreting tasks. These algorithms can
distinguish between letters and words, label text elements, and analyze text direction to
infer meaning [36].

Deep learning has emerged as a popular approach to designing Al-powered interactions
that can understand human language, with Chatbots being a prominent example. Chat-
bots are automated chat systems that interact with users through prompts, analyze ques-
tions, and select appropriate responses or follow-up questions using decision trees [8].

Chatbots are extensively valuable for education, aiding students in language translation,
answering questions, and explaining topics to facilitate learning. However, concerns
have been raised regarding the future of education due to potential threats posed by Al
including issues with assignment integrity and online exams, dependence on generative
Al tools, challenges in evaluating ChatGPT-generated content, and potential impacts on
critical thinking and problem-solving skills [8].

The Mechanisms Behind AI-Generated Text Detection

For over two decades, universities have used text-matching software to detect plagiarism.
The recent development of generative Al tools has motivated the creation of technical
solutions to distinguish between human-written and Al-generated texts [66]. With the
popularization of generative Al chatbots and the dissemination of Al-generated texts in
many areas, the software industry has responded by introducing dozens of tools for
Al-generated text detection. However, we must understand the mechanisms behind
Al-generated text detection to understand whether these tools can distinguish between
human-written and machine-generated content [66].

Various techniques for analyzing a text, such as readability, linguistic analysis, frequency
counting, perplexity-based filtering, diversity and vocabulary richness, and much more,
are used to determine whether the text is human-written or Al-generated [67].

The detection tools apply these features to discover patterns and information regarding
the text that are invisible to the human eye. In general terms, LLMs are systems trained
to predict the likelihood of a specific character, word, or string (called a token) in a
particular context [66]. The Al detector similarly tries to indicate if the source material
results from predicting a specific character, word, or string in the same context. If the
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answer is yes, it flags the text as probably Al-generated. This detection process examines
two key metrics: perplexity and burstiness. The lower the values of these variables, the
greater the likelihood that Al has generated the text.

Perplexity. Perplexity is a metric that reveals the degree of unpredictability in a text.
Lower perplexity values indicate that the text was likely generated by Al language mod-
els, which tend to make the text more coherent and easier to read but more predictable.
For instance, human-written texts tend to have higher perplexity due to more creative
language choices and typos [68] [69]. Language models function by anticipating the
next word that would fit naturally in a sentence. For instance, in the sentence I couldn’t
fall asleep last night...", there are many possible continuations, as outlined in the table
below [68].

Table 3.2: Examples of Different Perplexity Levels. [68]

Example Continuation Perplexity

I couldnt get to sleep last night. Low: Probably the most likely
continuation.

I couldnt get to sleep last time I drank coffee  Low to medium: Less likely, but it makes

in the evening. grammatical and logical sense.

I couldnt get to sleep last summer on many Medium: The sentence is coherent but
nights because of how hot it was at that quite unusually structured and

time. long-winded.

I couldnt get to sleep last pleased to meet you. High: Grammatically incorrect and
illogical.

Burstiness. Burstiness refers to the patterns observed in word choice and vocabulary
size. This metric indicates that Al-generated text displays a higher occurrence of clusters
of similar words or phrases within shorter text segments. In contrast, human-written
texts demonstrate a wider variety in their word selections, showing a more extensive
range of vocabulary [70].

Data Visualization and Color Scales

Al-detecting tools employ various data visualizations to illustrate human-generated and
Al-generated content levels. "There are three fundamental use cases for color in data
visualizations" [71]: To distinguish data groups, represent data values, and highlight key
information [71]. An extensive theory underlies the use of color to distinguish data,
and we will provide an overview of the main color scales commonly used to visualize
different types of data [71]. This will enhance the clarity of the analysis of Al detection
tools in the Process and Execution chapter.

Color has three primary use cases in data visualizations: distinguishing groups of data
from each other, representing data values, and highlighting. The colors and how we use
them vary in these scenarios [71].

Qualitative Color Scale. We use a qualitative color scale to distinguish items or groups
on a map with no inherent order, such as distinct countries. In this scale, we select colors
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that look different from each other and are visually equivalent. The colors should not
give the idea of order, as in a color gradient. Such colors would create an apparent order
among the colored elements, which, by definition, have no order [71].

Sequential Color Scale. We can use a sequential color scale to represent quantitative
data values such as income, temperature, and speed [71]. In this scale, we use a color
sequence to represent which values are larger or smaller than others and the distance
between two specific values [71]. We should be able to perceive this color scale to vary
uniformly across its entire range; to accomplish this uniformity, "we can use a single hue
(e.g., from dark blue to light blue) or multiple hues (e.g., from dark red to light yellow)
arranged in color gradients" [71].

Accent Color Scale. Color can also help highlight specific parts of the data. When
we emphasize categories or values in a dataset, we can help the reader understand the
information by emphasizing the important figure elements. One technique to get this
effect is to color the element we wish to highlight in a hue or set of colors that contrast
with the rest of the figure. In this type of color scale, we can find both a set of subdued
colors and a matching set of stronger, darker, and more saturated colors [71].

QUALITATIVE COLOR SCALE

SEQUENTIAL COLOR SCALE

ACCENT COLOR SCALE

Figure 3.4: An example of a qualitative color scale at the top includes a set of distinct col-
ors. In the middle, we have an example of a sequential color scale, which is a monochro-
matic scale that progresses from dark to light blue. Lastly, at the bottom, we have an
example of an accent color scale with four gray base colors paired with three accent
colors. Created by the author, based on [71].

Information Visualization for Color-Vision Deficiency

When it comes to sequential color scales that represent data values [71], we need to
consider three critical conditions: the colors need to clearly indicate which data values
are larger or smaller than others, the differences between colors need to visualize the
corresponding differences between data values, and we need to design with color-vision
accessibility in mind [71].

When designing and selecting colors, we must always be mindful of the possibility that
a good proportion of readers may have some form of color-vision deficiency (i.e., are
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colorblind), which means that some readers might have difficulty distinguishing cer-
tain types of colors, such as red and green (red-green color-vision deficiency) or blue
and green (blue-yellow color-vision deficiency) [71]. "The technical terms for these defi-
ciencies are deuteranomaly/deuteranopia and protanomaly/protanopia for the red-green
variant (where people have difficulty perceiving either green or red, respectively) and tri-
tanomaly/tritanopia for the blue-yellow variant (where people have difficulty perceiving

blue)" [71].

3.4 Education for Critical Consciousness

The concept of critical consciousness (CC), or conscientizagdo in Portuguese [72], was
an approach developed by Brazilian philosopher Paulo Freire, to teach literacy skills to
peasants in rural Brazil and a tool to help them gain a critical consciousness of their social
reality. This concept emphasizes the importance of learning to read the written word
and the world around us. By doing so, marginalized groups can recognize and analyze
systems of inequality and commit to take action against these systems [73] [74] [75]

Through practical initiatives in Brazil, Freire reported how marginalized communities, as
they actively engaged in critical consciousness, developed a more nuanced and complex
understanding of societal structures. This transformative process, characterized by a
dynamic interplay between reflection and action, is the essence of the theory of critical
consciousness [75] [15].

Critical consciousness implies "learning to perceive social, political, and economic con-
tradictions, and to take action against the oppressive elements of reality” [76]. For ex-
ample, in the context of higher education, students with limited economic resources,
students with higher levels of critical consciousness are more likely to recognize the in-
equality in access to educational resources. This recognition enables them to take action,
such as joining a student group, attending a school board meeting to address the issue,
or using generative Al chatbots to create their own private tutor. On the other hand, stu-
dents with lower levels of critical consciousness may fail to recognize such inequalities,
feel powerless to address them, or avoid acknowledging the problem [75].

In this project, we explore the practical application of critical consciousness in fostering
students’ awareness of Al technology. This framework helps students identify how their
conscious use of technology can enhance reflection, motivation, and agency and encour-
ages them to take action. It also aims to foster a shared sense of values among students,
prioritizing the human aspect of using Al

The Social Dynamics of Learning

Learning theories have evolved to prioritize the social dimension of learning alongside
individual learning. While individual learning was previously the main focus, contem-
porary learning theorists have emphasized the importance of collaborative work and
discussion in the learning process. There is now a recognition that independence and
social interaction are both essential for effective learning [42][77].
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Among the learning theories that investigate learning as a social phenomenon, social
constructivism, sociocultural, and activity theories can be traced back to psychology,
particularly to Vygotsky’s work on the influence of the social world on an individual’s
development [42]. To be didactic, we can summarize the main principles of these theo-
ries into four key points: observation and application lead to effective learning; learning
occurs within communities; quality assessment is collaborative; and transferable knowl-
edge is context-based [42].

Table 3.3: Essential Principles of Social Constructivism [42].

Principle Description
Observation and application lead to A crucial element in learning is observing
effective learning individuals tackling real-world issues, as learning is

a social phenomenon within communities.

Learning occurs within communities =~ Knowledge and learning are present in interactions
among individuals and their surroundings within
communities of practice.

Quality assessment is collaborative Assessing quality involves adhering to group
standards rather than individual criteria; unlike
traditional educational approaches prioritizing
"assembly-line learning” with fixed roles, which lack
meaningful context and rely on extrinsic rewards to
motivate learners, contemporary pedagogical
models, such as the flipped classroom model [78],
promote collaborative participation, enabling
learners to interact with instructional content at
their own pace, but also encouraging practical,
creative, and active learning activities.

Context shapes transferable Context heavenly influences learning, determining
knowledge what and when we learn and impacting our ability
to apply knowledge to new situations.

These principles urge us to investigate the impact of Al on education. Despite some posi-
tive influence of digital technology on education [79], including efficiency in lesson plan-
ning and provision of immediate feedback, negative views persist in this new paradigm.
For instance, students’ mastery of essential skills has declined, teacher-student relation-
ships have been distorted, and students have become increasingly isolated in a virtual
world [28]. Therefore, exploring how Al can avoid further exacerbating these conse-
quences is vital.

In light of these principles, exploring the potential impact of Al integration on the so-
cial aspects of learning and students’ educational growth is essential. Additionally, we
must consider how Al may impact the relationship between humans and machines, par-
ticularly regarding learning communities and feedback mechanisms. These inquiries
demand thorough examination to fully uncover their intricacies, which is impossible in
the boundaries established by this study’s scope.
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Nonetheless, they will inform the research design within the scope of our project. Ulti-
mately, the principles of social constructivism highlight the impactful changes this tech-
nological scenario has brought to learning communities, leading us to inquire how Al
will further shape human-machine dynamics.

Recognizing Learner Diversity as Strengths

Education has historically been a privilege reserved for socially and economically sta-
ble families, perpetuating their dominance and homogenizing student backgrounds and
experiences [80]. Additionally, there was a widely held belief in a singular, correct ap-
proach to teaching and learning, with little consideration for diversity and inclusion due
to the generational uniformity among students [42].

However, as access to education has gradually become more accessible, education has
evolved into a more multicultural environment. This change has sparked a reassessment
of how student differences are perceived, challenging the deficit model prevalent in the
classical education system that treated deviations from the norm as deficits [42].

Embracing a constructivist approach to education has led to a paradigm shift, fostering
the idea that students construct their own meanings throughout the learning journey
[42]. This idea was later expanded upon by Cross-cultural studies, which propose a shift
in how education perceives diverse backgrounds and prior experiences [81][82]. Rather
than viewing them as barriers, they are valuable assets enriching the learning experience
[42]. In a democratic educational setting, students come from various backgrounds and
possess diverse intelligence, interests, ethnicity, race, culture, and gender [42].

As we explore the complexities of student diversity, questions arise about how Al, a tech-
nology designed to emulate human knowledge, can address differences in intelligence,
interests, ethnicity, and race [42]. We must also consider how education can adapt when
data collected may not reflect the realities of a racially unaware society. With so many
variables at play, it can be difficult for teachers to meet each student’s unique needs. We
must investigate how we can leverage Al to support educators in adapting teaching to
diverse student populations. However, AI's unregulated nature in many contexts raises
concerns about its potential to exacerbate or mitigate existing educational inequalities.

3.5 Simulated-based Education

Simulation-based education enables students to practice their skills by simulating real-
world scenarios in an immersive environment [83]. Immersion occurs when students
fully engage in a task or setting as if it were real [84]. Simulation is a technique that can
be used in various disciplines to replace and improve real-world experiences with guided,
often immersive, activities that replicate significant aspects of the real world [83] [84].

In Al-based simulations, Al mediates the user and the simulated scenario. One of the pri-
mary benefits of these simulations is their adaptability to specific learning goals, which
improves personalized learning experiences [84]. Teachers might assign simulation ex-
ercises to students, such as role-playing [84], which allows students to be more willing
to take risks they wouldn’t usually take and step into unfamiliar roles [84]. It also allows
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students to learn a topic through a narrative, where they can test their knowledge and
practice making critical-thinking decisions without the risks of real-life contexts.

To create efficient Al-based simulations, Mollick [84] developed prompting instructions
to ensure engagement between educational stakeholders and Al By following these com-
ponents, teachers and students can create prompts that improve learning experiences by
providing well-defined scenarios and clear objectives. Originally, Mollick categorized
simulation-based education into two types: role-play simulation and goal-play simula-
tion [84]. In role-play simulations, students take on roles that are different from their
real-life identities, while in goal-playing, students maintain their own identity and use
their knowledge and skills to guide others, such as simulated characters [84]. For the
purposes of this project and its limited scope, we have chosen to use a combination of
both simulation types, which we refer to as role-play simulation for simplicity’s sake.

Al Role-Play Simulation

In AI Role-Play simulations, students can assume roles that differ from their real-life
identities [84]. These simulations encourage students to step outside their comfort zones
and experiment with different perspectives. Stepping into a role also allows students to
experiment with other ways of engaging with a topic and new ways of solving prob-
lems [84]. This immersive experience allows them to gain valuable insight into their
strengths and places for improvement in a particular subject.

Table 3.4: Components of a Role-Play Simulation Prompt. [84]

Component Description
A Dual Role for The Al plays the Al Mediator, creating the scenario and giving students
the Al directions. The Al also plays a character within the scenario.
Scenario Choices The AI Mentor offers students a choice among scenarios (e.g., persona’s

personality) that pique their interest.
Narrative Set-Up The Al sets the stage for the scenario, avoiding excessive complexity.

Scenario Initiation =~ The AI clearly marks the beginning of the simulation by signaling to
students that they are now in a scenario.

Guidance on Goal =~ The AI Mentor may step into the scenario to remind students of their

and Techniques goals or give hints but does not interfere during the scenario.
End of Scenario The AI Mentor steps back onto the scene to reinforce key elements of
and Advice the topic and identify additional considerations.

Given the importance of raising awareness among educational stakeholders about Al-
related resources, students must be mindful of the information they disclose and the
tasks teachers delegate to AI [52] [85] [86]. Therefore, by cultivating a critically con-
scious education as a guiding principle, all educational stakeholders must acknowledge
that delegating tasks to Al will have unforeseen repercussions on the academic area [5].
So, when incorporating Al-based simulations into education, it is crucial to carefully
evaluate the advantages and potential risks of incorporating Al into education [13].

26



4

Methodology

This section outlines how the methods used in this study follow the Double Diamond De-
sign Process model, developed by the British Design Council in 2005 [25][87][88]. This
methodology focuses on the goals and behaviors of users by Using a user-centered ap-
proach and investigating the usage and target domain. Design requirements are defined
and translated into a high-level interaction framework, which connects research and
design [25]. Therefore, this section details the activities and methods (see Figure 4.1)
employed in each project phase to evaluate how students and educators perceive and
utilize Al-powered tools in the context of higher education.

4.1 Design-oriented Research in HCI

Design-oriented research is a methodology that focuses on understanding user behav-
ior and experience rather than focusing on a design artifact [89]. Through this type
of research we can explore new knowledge within a specific field by examining how
research artifacts are used in real-world contexts or during the product development
process. Which means that the main contribution of this methodology is the knowledge
that results from the project [89]. With the knowledge gained from the research pro-
cess, researchers and designers can improve the design process itself or facilitate the
creation of improved products. The research project serves as the design effort’s primary
stakeholder or client in this methodology [89].

4.2 Research Phase (Discover)

During the discovery phase, the researcher gains a comprehensive understanding of
the problem space. The researcher typically achieves this understanding using research
methods such as ethnographic observation and contextual interviews to gather qualita-
tive data about potential or current users [25]. The insights gathered during this stage
help designers identify user needs and shape the direction of the design project [25]. It
also involves assessing existing research and market solutions to understand the users
and domain under investigation better. Additionally, the researcher conducts individual
interviews with stakeholders, subject matter experts (SMEs), and technology experts as
needed for the specific domain. By employing these methods, designers can obtain crit-
ical information to help them make informed decisions during the design process [90].
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During the discovery phase, we usually rely on qualitative research to gain a more in-
depth understanding of human behavior. This approach enables us to explore the intri-
cacies and nuances of studying people’s behavior, providing us with valuable insights
into the "what,", "how,", and "why" of human rationale. Using this approach, we can de-
sign solutions that effectively address users’ needs, essential for creating a user-centered
design [90].

Qualitative methods are beneficial when identifying individuals’ behaviors, attitudes,
and aptitudes toward a design solution and its related domain. They help us trace design
decisions to their origins, uncovering underlying user preferences and motivations [90].
However, we must acknowledge the limitations of qualitative methods in this study.
While they provide valuable information, they need to be used in conjunction with quan-
titative methods, such as surveys, to assess a solution’s viability fully. To address this
limitation, complementary quantitative techniques, such as surveys, are necessary for
filling the gap [90]. These techniques provide quantitative data that complements the
qualitative findings, offering a more comprehensive understanding of user behavior and
preferences.

Literature Review. A literature review is a comprehensive analysis of existing research
within a particular field that includes various sources like research studies, user surveys,
technical specifications, white papers, related research, usability studies, technical jour-
nal articles, and web searches related to the topic. The primary objective of a literature
review is multifaceted, as it serves as a foundation for developing research questions, pro-
vides additional knowledge within the field, and enables researchers to cross-reference
collected user data [90].

Interviews. Interviews are conversations that aim to achieve specific objectives. Each
type of interview has a unique purpose and serves a distinct function. "The four primary
types of interviews are open-ended or unstructured, structured, semi-structured, and
group interviews" [25]. These types are categorized based on the degree of control the
interviewer exercises to direct the conversation using predetermined questions [25].

Stakeholder interviews. To understand the social and technical contexts surrounding
a prospective or existing design solution, it is important to consider the viewpoints and
input of stakeholders. These stakeholders may include individuals, groups, or entities
with a vested interest or involvement in the decision-making and operational aspects of a
domain, business, organization, or project [90]. Conducting one-on-one interviews with
each stakeholder is often the most effective approach to ensure we adequately capture
individual opinions. These interviews usually last approximately an hour, and follow-up
sessions may be necessary, particularly if a stakeholder emerges as a valuable source of
insights [90]. Through this exploration, researchers can identify gaps in existing liter-
ature, recognize technical constraints within the field of study, and uncover potential
research opportunities [90]. This understanding of research opportunities within the
domain can significantly influence the design of the research approach.

Subject Matter Expert (SME) interviews. SMEs possess extensive knowledge and
expertise in a particular area, enabling them to provide valuable insights into domains,
products, markets, or processes. They are experts in their field and have a profound
understanding of the domain in its current state. However, it is essential to remember
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Table 4.1: The four main types of interviews [25].

Interview Type Description

Unstructured Researchers use unstructured interviews to explore a topic
in-depth. Questions are open-ended, allowing participants to
respond freely. The interviewer should have a plan to cover all
necessary topics. Unstructured interviews can offer deep insights
into the topic.

Structured Structured interviews involve asking predetermined questions to
each participant. The interviewer maintains standardization by
using the same questions for all participants. Questions are
typically short, clearly worded, and mostly closed-ended, requiring
answers from a predetermined set of alternatives. Structured
interviews are suitable when study objectives are well-defined.

Semi-structured Semi-structured interviews blend closed and open-ended
questions. The interviewer uses a general script to cover all key
topics, starting with planned questions and asking follow-ups as
needed to gather relevant information.

Focus Groups One form of group interview is the focus group. It involves a
structured gathering of 3 to 10 participants led by a trained
facilitator to discuss various topics. They provide multiple
viewpoints on shared issues and are useful for exploring diverse
perspectives. A preset agenda guide the discussion, but the
facilitator ensures flexibility and encourages participation.

that their expertise can sometimes result in a biased perspective, as their knowledge and
experience may make them overlook the needs of most users and focus primarily on
advanced aspects or features [90].

User interviews. Individuals who interact with a product or service with a specific
goal are called users. When referring to a product or existing service, it is essential to
consider potential and current users who can offer insights into their experience with
the current version. Conducting user interviews can provide valuable information, such
as how the product fits into users’ daily routines or professional workflows, their area
of expertise, current tasks, objectives, motivations, mental models, and any obstacles or
sources of frustration they may encounter while using the product [90].

Surveys. Collecting demographic information and opinions from a large group of people
can be accomplished through surveys. They are similar to interviews and can have either
closed or open-ended questions. An electronic message is typically sent to prospective
participants, instructing them to access an online survey. The main difference between
surveys and structured interviews is the motivation of the respondent to answer the
questions. A survey would be appropriate if the respondent is motivated enough to
complete it without anyone else’s presence. However, a structured interview format
would be better if the respondent required some persuasion to answer the questions [25].
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Note taking. Effective documentation methods are essential for recording and orga-
nizing information, findings, and conclusions related to the research process, especially
from interviews [91]. In the context of ethnographic studies, note-taking is a valuable
technique for obtaining diverse data [91]. It allows researchers to capture comprehen-
sive details about social settings and situations [92] while being minimally intrusive and
posing minimal risk to data confidentiality compared to other methods [92].

Diary Studies. Diary studies are another valuable research tool for gathering and doc-
umenting participant insights, but in this case, over an extended period. Participants
provide researchers with information by documenting their thoughts, emotions, and ac-
tions [25]. While traditionally done on paper, technology now enables digital entries
through photos and audio recordings [93]. At the start of data collection, researchers
request that participants keep a diary of their activities, including what and when they
did the activity and their reactions. Diaries are particularly useful when the researcher
is not in the exact geographical location as the participants, the activity is private, or the
research deals with participants’ emotions or motivation [25].

One of the most significant advantages of diary studies is that they offer a low-cost and
time-efficient data collection method. They also require minimal equipment or expertise
and are suitable for long-term studies. However, diary studies heavily depend on partici-
pants’ motivation, which may require incentives and a streamlined process. Additionally,
participants may recall events with exaggerated details or need to remember crucial in-
formation. One possible solution is to supplement diary entries with multimedia data,
such as photographs, audio, or video recordings [25].

Kanban Board. In addition to the previously mentioned data collection methods, metic-
ulous activity planning is crucial to any research plan. This planning involves the im-
plementation of a methodology that maximizes productivity and efficiency [91], which
requires a thorough analysis and understanding of the research’s design requirements
and objectives. Factors such as resource availability and time allocation for each phase
must be considered, along with strategies for achieving desired outcomes within a spec-
ified timeframe [94]. Therefore, this methodology provides a structure for the activity
planning in the research plan. The Kanban Board is an effective management tool for
monitoring the research and design process [91]. This approach uses a three-column
table to provide a clear overview of the stages: to-do, doing, and done [95]. This struc-
tured organization facilitates prioritizing tasks based on the specific project needs [91].
As the designer or researcher initiates a task, its corresponding note is moved to the next
column until it is completed [95].

4.3 Synthesis Phase (Define)

The Synthesis Phase is a critical step of the design process. Based on user research,
we may develop personas that represent users’ goals and needs during this phase [87].
We may also use techniques such as affinity diagramming to evaluate data and discover
themes [25] and empathy mapping to obtain insight into customer emotions and behav-
iors [25] [87]. Additionally, we may use case studies to identify specific difficulties and
scenarios to help stakeholders relate to user needs and context [25], as well as design
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audits to improve existing designs [96]. Thematic analysis can also help to uncover pat-
terns in qualitative data [97]. These techniques enable us to synthesize data, comprehend
user behaviors, and direct design toward effective, user-centered solutions.

Qualitative Personas. Creating personas involves conducting in-context interviews,
fieldwork, and ethnographic techniques to collect information from stakeholders, SMEs,
and users. Personas offer a framework for understanding and communicating user be-
haviors and motivations as descriptive models. The efficacy of personas in clarifying and
directing design activities depends on the quality of data obtained from user interviews.
Identifying manageable and coherent behavior patterns across all contexts is essential
to creating effective personas. It is important to note that similar behaviors exhibited
by two users regarding one product may not necessarily translate to similar behaviors
concerning a different product [90].

Persona Prompting. Starting from the premise that personas are descriptive models,
generative Al tools enable the "materialization" of these models through persona prompt-
ing [98]. This method involves creating persona-grounded chatbots to generate person-
alized conversations. With this technique, you can determine the personas’ personality,
tone, and objectives. The use of persona prompting leverages what Mollick calls co-
intelligence, applying Al technology to augment human thinking [14]. This method is
only feasible due to the capabilities of recently released large language models, such
as ChatGPT4 [98]. De Paoli [99] explains that persona prompting works as a middle
ground between traditional qualitative personas created entirely from qualitative data
and related analysis and data-driven personas, which reuse a pool of existing data, such
as analytics or surveys and are often produced with algorithmic support.

Case Study. A case study is a methodological approach to generate an in-depth un-
derstanding of an issue or phenomenon within a specific system [100]. This method is
widely accepted in qualitative research within the social sciences, and it involves con-
ducting in-depth investigations into individuals, groups, or events to gain insight into
real-life phenomena. Case studies may include gathering data from multiple sources
such as interviews, observations, or documents [100]. In summary, the primary goal of
case study research is to achieve a detailed and nuanced understanding of the subject
and potentially generate new theories or insights.

Scenarios. A scenario is an informal narrative description depicting human activities
or tasks within a story, facilitating the investigation and debate of settings, needs, and
requirements [25]. We can apply scenarios as a tool to enable stakeholders to relate to an
issue, understand the context in which tasks occur, and fully participate in development.
They can portray current behavior and be used to depict behavior involving possible
new technology. They also serve as an effective technique for presenting user goals [25].
The research stresses human activity above technology interaction by focusing on un-
derstanding why people do things the way they do and what they want to achieve in the
process. We can also use scenarios to explain futuristic situations that envision a future
context, including new technologies and a different worldview [25].

Design Audit. A design audit involves a comprehensive and systematic evaluation of
existing designs to assess their overall design [96]. The main goal is to identify short-
comings in the current design and propose enhancements to improve it. This evaluation
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relies on comparative benchmarking to establish differences between current and desired
performance and provide information that designers can use to develop action plans for
design improvement to satisfy user needs [96]. The outcome of an audit should be a clear
overview of strengths and areas needing improvement, leading to planned improvement
actions that can be monitored for progress.

Affinity Diagramming. A practical approach to analyzing data, recognizing patterns,
and building a coherent narrative is to use an affinity diagram. This method organizes in-
dividual concepts and observations into a hierarchical arrangement emphasizing shared
themes and structures. No predetermined categories exist, and notes are grouped based
on their similarities. The process of constructing an affinity diagram is gradual. The
team begins with one note and then identifies additional connected notes [25].

Empathy Mapping. The Empathy Map (EM) is a customer-centric method developed
by Scott Mathews to aid in designing business models. Unlike traditional methods fo-
cusing exclusively on demographic characteristics, the EM investigates the customer’s
environment, behavior, aspirations, and concerns, aiming to create empathy for a spe-
cific individual. By adopting a user-centered approach, stakeholders can view the world
through the customer’s eyes and better understand how design changes can significantly
impact their experience. The EM consists of six key areas: (a) See, (b) Say and Do, (c)
Think and Feel, (d) Hear, (e) Pain, and (f) Gain, each with a set of guiding questions to
capture the customer’s perspective effectively [101].

Thematic Analysis. Thematic analysis (TA) is a method for discovering, analyzing, and
understanding patterns in a qualitative dataset [97]. It involves data coding techniques
to identify themes that represent the ultimate analytic purpose. TA provides tools for or-
ganizing, interrogating, and interpreting data, including concepts, procedures, practices,
and guidelines [97]. Effective application of these instruments requires careful assess-
ment and decision-making regarding the study project and methodology. The process
of conducting a thematic analysis can be divided into six phases: (1) dataset familiarisa-
tion; (2) data coding, which can be done alone or through collaboration — if collaborative
coding is used to enhance understanding, interpretation, and reflexivity, rather than to
reach a consensus about data coding; (3) initial theme generation; (4) theme development
and review; (5) theme refining, defining and naming; and (6) writing up [97].

4.4 Ideation Phase (Develop)

During the ideation phase of the design process, designers typically generate multiple
solutions to the problems they have identified. This approach can help them explore
different design possibilities and encourage the generation of innovative design ideas.
As a result, creating a range of solutions can significantly improve the quality and effec-
tiveness of the final solution [88][93].

Sketching. Sketching is a technique used to create drawings without worrying about
details or quality [93]. The goal is to register concepts quickly. It’s a helpful tool for visu-
alizing and expressing ideas and communicating when collaborating with stakeholders
[91]. Ideas can be quickly evaluated using sketches before moving on to the next steps
in the design process. Sketches also serve as a record of the design’s development [93].
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Prototyping. Prototyping is a tool for validating design ideas and ensuring their overall
success. By producing prototypes, one can explore and refine ideas in preparation for
the next iteration [102]. Prototyping enables formative usability testing with users, mak-
ing it possible to identify and implement necessary design adjustments based on users’
feedback and experience [102].

Conceptual Constructs. Various conceptual constructs such as paradigms, visions,
theories, models, and frameworks are used to conceptualize problems and design spaces.
These constructs serve as sources of inspiration and knowledge that differ in scale, level
of rigor, abstraction, purpose, and specificity depending on the particular problem space
under investigation (see Table 4.2).

Table 4.2: Types of Conceptual Constructs [25].

Construct Description

Paradigm A paradigm represents a shared approach founded on standard assumptions,
values, concepts, and practices among researchers and designers.

Vision A vision is a portrayal of a future scenario that highlights the difficulties,
goals, and inquiries for research in interaction design. A vision is often
depicted in the form of a story or film.

Theory A theory provides a well-substantiated explanation of some aspect of a
phenomenon.
Model A model is an abstraction of a human-computer interaction that serves as a

basis for designing and evaluating systems.

Framework A framework comprises a set of concepts, questions, or principles to
consider when designing for user experiences or analyzing data from a user
study.

Conceptual Framework. Models and frameworks are two essential tools that design-
ers can use to create interactions for successful user experiences. Although they may
appear similar, they have distinct differences. A model provides a simplified description
of a system designers can use to predict, evaluate, and modify alternative designs. Mean-
while, a framework guides designers on what to design or look for based on concepts,
questions, or principles [25].

Frameworks provide an organized approach to a particular problem or domain. They can
take on many forms, including a series of steps, a set of questions, a collection of con-
cepts, challenges, principles, or dimensions. Numerous frameworks in the field of HCI
address a wide range of aspects related to user experience, such as learning, working, so-
cializing, and emotion. Typically, these frameworks are based on theories of human be-
havior, but now, experiences of actual design practice substantiate new frameworks [25].
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4.5 Implementation Phase (Deliver)

During the implementation phase, designers translate the ideas and decisions made
throughout the design process into proposed design solutions [88]. The outcome de-
pends on whether the research project is design-oriented, which could result in sketches
or prototypes, or research-oriented, resulting in a "final" product [89]. The designer and
possibly other stakeholders evaluate design solutions based on their usability and overall
user experience when interacting with them [88] [87].

This process entails gathering and analyzing data on users’ or potential users’ interac-
tions with many possible design artifacts, such as screen sketches, prototypes, apps, com-
puter systems, or system components. "The evaluations can be classified into three cat-
egories based on the setting, user involvement, and level of control" (see Table 4.3) [25].

Heuristic Evaluation. Heuristic evaluation is a method researchers use to assess user-
interface elements by comparing them with established usability principles, known as
heuristics. The aim is to identify usability problems. These heuristics are high-level
design principles. Evaluators inspect the interface multiple times, comparing it with
the heuristics and suggesting fixes for identified issues. While some core heuristics are
universally applicable, designers often tailor them or create new ones to suit emerging
products like mobile devices and social media platforms. Typically, evaluations involve
5 to 10 heuristics, and 3 to 5 researchers can identify up to 75 of usability problems.
However, employing several researchers can be resource-intensive. Therefore, while
more researchers might be better, fewer can be used, especially if the researchers are
experienced and knowledgeable about the product and its intended users.

Table 4.3: Types of Evaluation [25].

Category Description Main Methods

Controlled settings Hypotheses are tested, and certain behaviors Usability testing
directly involving  are observed or measured by controlling users’  and experiments

users activities. in research labs.

Natural settings It involves observing how artifacts are utilized  Field studies, for

involving users in real-world contexts without significant example,
control over the conditions. This approach in-the-wild

includes scenarios such as online communities  studies.
and products used in public settings.

Any settings not It involves researchers critically assessing and  Inspections,

directly involving  predicting various interface aspects to identify ~ heuristics,

users prominent usability issues. walk-throughs,
models, and
analytics.
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4.6 Overview of the Planned Research Methodology

The diagram outlines the planned methodology (see Figure 4.1). We planned each task
and phase to ensure the results’ accuracy and reliability and produce the expected arti-
facts. These artifacts provide evidence of the planned work and are essential for achiev-
ing the research goals. The process involves collecting, analyzing, and validating data,
all aiming to address the research questions and contribute to knowledge about Al in
education. Our approach emphasizes transparency and replication by systematically
documenting each research phase.

1. Current Use of Al-
Powered Tools
in Higher Education

2. Adoption of Al
Detection
Tools

3. Critically Conscious
Use of Al-Powered
Tools

Understand how teachers and
students experience and
perceive the usage of
Generative Al chatbots.

Investigate the limitations
preventing the adoption of Al
detection tools by
the educational system.

Investigate the strategies to
promote a critically
conscious use of
Generative Al chatbots.

ACTIVITY ACTIVITY ACTIVITY

I Design o Design Case -’ Create
Survey Study Interview Guide
ARTIFACT ARTIFACT ARTIFACT
o ' Case ' Interview
ST Study Guide
ACTIVITY ACTIVITY ACTIVITY
s. Splgct ' Selgct Al ' S'ellect
Participants Detection Tools Participants
I ARTIFACT ARUIEACT) ARTIFACT
@) List of Al Text Group of Teachers,
Grgﬁg g‘;gg:ﬁ?sers - Detection » Students, and Al
Tools Devs
ACTIVITY ACTIVITY ACTIVITY
@) Conduct O Performa @ Conduct
Survey - Design Audit W Interviews
ARTIFACT I ARG I ARTIFACT
i~ ( List of Accuracy Rates, Transcripts of the
O furvey o Prediction Maps, and O Interview
' nswers Scoring Systems ' Recordings
REPORT REPORT REPORT
FINDINGS FINDINGS FINDINGS
RQ1 Findings RQ2 Findings RQ3 Findings

Figure 4.1: The research methodology overview shows planned activities and the ex-
pected artifacts until the expected results are achieved. Created by the author.
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Process and Execution

When developing digital products and systems involving human interaction, we must
consider the context in which users will interact with them. This context awareness en-
ables the design of products and systems that satisfy users’ needs and are consistent with
their behavior. Product behavior design, also known as interaction design, encompasses
various strategies and techniques often used as part of a design methodology [90]. We
have selected the Double-Diamond Framework for Innovation as our guiding method-
ology [88]. This framework emphasizes understanding users’ goals, requirements, and
motivations and offers a practical way to combine user research with design. In the fol-
lowing section, we will discuss the specific activities and tasks we carried out in the four
steps of the framework [88].

5.1 Research

The research phase began with a comprehensive literature review on Al, interaction
design, and education to establish a theoretical foundation for our research. This review
helped us understand the current state of knowledge and identify gaps that our study
aimed to fill. Following the literature review, we interviewed teachers, students, and Al
developers to gain qualitative insights into their experiences and perceptions regarding
Al development. Additionally, we surveyed teachers and students to collect quantitative
data on their perceptions and concerns about Al-powered tools.

After gathering this preliminary data, we evaluated Al content detection tools. We se-
lected these tools based on their features, functionality, and user interface. This selection
process allowed us to critically assess each tool’s strengths and limitations, providing a
solid foundation for further analysis and recommendations in the context of HE.

Literature Review

During the literature review, we examined scientific papers, books, and other literature
related to Al-powered tools, their use in education, and the design and interaction as-
pects of these tools. We found these papers through web searches using platforms like
Google Scholar and other scientific publications available online. This literature was the
foundation for creating an interview guide for stakeholders and subject matter experts
and designing the surveys. Additionally, it provided the necessary domain knowledge to
formulate the research questions and develop the theoretical framework for the study.
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Four key works significantly influenced this phase of the thesis: "Consciously Critical
Computing" by Amy J. Ko [103], "Co-Intelligence: Living and Working with AI" by Ethan
Mollick [14], "Mission Al: The New System Technology" by Haroon Sheikh, Corien Prins,
and Erik Schrijvers [36], and "Pedagogy of the Oppressed” by Paulo Freire [76] [72].
These works were vital to the thesis as they offered the technical and theoretical do-
main knowledge required for the study and provided valuable ethical perspectives on
technology.

Stakeholder Mapping

Stakeholder mapping enabled us to identify the key stakeholders in the educational sys-
tem and those who could influence the adoption of Al-content detection tools in HE
institutions (see Figure 5.1). Given the complexity of this system, the mapping helped
answer critical questions: Who are the actors involved? What are their agendas and mo-
tivations? How much influence do they have? By addressing these questions, we gained
insights into the stakeholders’ influence on learning and teaching practices in HE [104].

We analyzed the various actors within the system and collected the necessary informa-
tion to select specific stakeholders for interviews and surveys. Given the focus of this
thesis, we focused on teachers, students, and Al developers. While involving designers
working on Al tools would have been ideal, time constraints prevented us from contact-
ing and recruiting them. The mapping revealed the interconnection of various parties,
and their roles within the system became more explicit. The mapping process involved
several steps:

Selecting higher education as the focal point of the educational system.
Researching in existing scientific literature to identify possible stakeholders [105].
Generating a list of stakeholders.

Assigning roles to stakeholders within the system (i.e., student - a person studying
at a university or other place of higher education, etc).

Understanding and summarizing the responsibilities of each role.

Establishing connections between stakeholders to comprehend the relationships
between different roles.

7. Identifying potential groupings among roles or titles.

Ll e
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The mapping provided the necessary knowledge to substantiate the selection of inter-
view participants and develop a comprehensive understanding of the system’s organiza-
tional structure.

Interviews

The interviews presented an opportunity to communicate with stakeholders who could
validate or refute some of this study’s hypotheses. They provided information for a
deeper understanding of the stakeholders’ perspectives on the educational system and
Al integration by sharing their viewpoints and challenges through a semi-structured
interviewing approach. The semi-structured format of the interviews offered flexibility,
allowing for unplanned and unscripted aspects of the conversation to happen, resulting
in the discovery of insights that might not have been possible otherwise.
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Figure 5.1: The stakeholder mapping helped identify the main actors in our research
context. These include students, teachers, and HE institutions (stakeholders 2 and 5,
highlighted in purple in the figure). Since students and teachers are usually considered
the most affected by the changes in HE, the mapping illustrates the other parties im-
pacted by the integration of Al into education. Design by the author based on [106].

The interview process followed these steps:

Identify the specific investigation topics for teachers, students, and Al developers.
Develop tailored interview guides for each stakeholder group.

Establish criteria for selecting interviewees and contacting potential interviewees.
Book all interviews online to accommodate participants’ schedules.

Obtain consent from all participants.

Review the consent terms and introduce the study. Proceed with questions for
approximately 30 minutes.

7. Transcribe the entire interview using Descript software!.

A o e

Lwww.descript.com
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At this initial stage, we avoided analyzing the interview content as we intended to con-
duct a thematic analysis at the end of the process. This approach prevented us from
drawing preliminary assumptions and enhanced our comprehensive process overview.
In the text, students’ quotes are identified by the letter S followed by a number, teachers’
quotes are identified by the letter T followed by a number, and developers’ quotes are
identified by the letter D followed by a number.

Table 5.1: List of Interviewees.

ID Category Affiliation Area Level
T1  Pro-Vice-Chancellor UB Resource Recovery —

S2  Student CUT Interaction Design MSc

S3  Student CUT Interaction Design MSc

S4  Student CUT Interaction Design MSc

S5  Student CUT Interaction Design MSc

S6  Student CUT/GU Software Engineering  BSc

S7  Student CUT/GU Software Engineering  BSc

S8  Student CUT/GU Software Engineering  BSc

S9  Student CUT/GU Software Engineering  BSc

T10 Teacher CUT Interaction Design BSc/MSc
T11 Teacher CUT Interaction Design MSc

T12 Teacher CUT Interaction Design BSc/MSc
T13 Teacher UB Textile Design BSc/MSc
T14 Teacher CUT/GU Software Engineering ~ BSc/MSc
T15 Teacher CUT/GU Software Engineering ~ BSc/MSc
T16 Teacher CUT/GU Software Engineering ~ BSc/MSc
T17 Teacher CUT Software Engineering  BSc/MSc
D18 Developer IND Cybersecurity —

D19 Developer IND Conferencing Software —

D20 Developer IND E-commerce —

D21 Developer IND E-commerce —

Legend — BSc: Bachelor of Science. | CUT: Chalmers University of Technology. | GU:
Gothenburg University. | IND: Industry. | MSc: Master of Science. | UB: University of
Boras.

Students from Interaction Design. We interviewed four Chalmers University of Tech-
nology students to understand their perspectives on AI’s practical applications and chal-
lenges in a field that emphasizes creativity and innovation.

Teachers from Interaction Design. Three teachers from Chalmers University of Tech-
nology shared their experiences and perspectives on incorporating Al in design educa-
tion, helping us understand the opportunities and challenges in integrating Al into a
creativity and innovation-based program.
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Students from Software Engineering. We interviewed four students from Chalmers
University of Technology and University of Gothenburg to gather insights on how future
engineers are being taught to use and develop Al technologies.

Teachers from Software Engineering. We interviewed four teachers from the soft-
ware engineering departments at Chalmers University and the University of Gothenburg
to discuss how Al is transforming traditional engineering education and whether it is
already impacting the teaching of software engineering.

Teachers from other disciplines. To broaden our scope, we interviewed the pro-Vice-
Chancellor from the University of Boras, who is involved in the disciplinary committee
that judges Al plagiarism, and one teacher from textile design at the University of Boras,
who has been employing Al-powered tools in their courses with ethical considerations
since the release of Al generative tools.

Developers working on Al-related tasks. Four Al developers from various industries
shared their professional experiences, offering practical insights into the challenges, eth-
ical dilemmas, and future directions of Al technology development. Their interviews
provided a real-world context to the theoretical and academic discussions, bridging the
gap between education and industry practices.

By selecting interviewees in this manner, we aimed to capture a comprehensive view of
AT’s impact across different educational contexts and professional environments. This
approach allowed us to gather a rich and nuanced understanding of the diverse perspec-
tives on Al integration in higher education.

Interview Focus Areas

During the interviews, key topics central to the theme of Al in education were selected
to understand the perspectives of teachers and students on the use of Al in education.
These topics included:

Experiences with Al-powered Tools. The experiences of Al-powered tools relate to
the daily activities of both students and teachers, aiming to gather insights on their use
of Al-powered tools. We have designed specific questions for each group (SQ — Student
Question, TQ — Teacher Question) to investigate their perspectives and experiences with
Al within their educational environments. Questions included:

| “How often do you use Al-powered tools in your studies?” (SQ)
| “Do you believe that generative Al tools have already impacted your education?” (SQ)
“Have you incorporated AI-powered tools in your courses?” (TQ)

“Can you provide examples of assignments or projects where students can use Al-
powered tools?” (TQ)
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Perceptions of Al After determining whether and how frequently students and teach-
ers use Al-powered tools, we asked about their perceptions of Al Our goal was to gain
insight into how individuals personally view these tools and how their colleagues and
peers perceive them. These questions allowed us to understand the educational environ-
ment in which these conversations occur. By doing so, we wanted to determine whether
the participants’ current environment favors Al implementation in education. Questions
included:

“How do you perceive the integration of Al into education?” (SQ)

“What are the attitudes of your teachers and peers towards using Al-powered tools in
education?” (SQ)

Ethical Considerations. Throughout the interviews, we aimed to evaluate students’
and teachers’ levels of awareness and comprehension regarding the ethical implications
of utilizing Al-powered tools in education. Our discussions focused on the existence of
racial and gender biases present in the datasets used for training Al models. Addition-
ally, we discussed students’ reactions to the possibility of employing Al content detection
tools in higher education and how teachers navigate ethical dilemmas related to honesty
and academic integrity. Questions included:

“Should educational institutions provide guidance on the ethical use of Al content de-
tection tools?” (SQ)

“What ethical considerations should be prioritized when implementing Al content de-
tection tools in educational settings?” (TQ)

“Have you talked about the ethical implications of using Al-powered tools in your
course with your students?” (TQ)

Impact on Education. We aimed to explore the influence of these tools on partici-
pants’ educational experiences by examining their perceived advantages and disadvan-
tages. Our goal with the questions was to gain insight into why users use these tools, as
evidenced by the benefits they experienced. Questions included:

“What benefits do you believe AI-powered tools, like ChatGPT, offer to students?” (TQ)

“In what situations do you believe generative Al tools hinder students’ learning experi-
ences?” (TQ)

Insights into AI Development. We designed the Al developers’ interview guide tai-
lored to their industry-specific expertise (DQ — Developer Question), which differs from
the education area. The questions covered a wide range of topics related to Al in software
development, such as their experiences with Al projects, any innovative work they’ve
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done, ethical considerations in their projects, and the societal impact of their work. The
interview also focused on specific areas of Al development, including future trends in
Al, ethics, transparency, data privacy, security, and Al regulation. This comprehensive
approach aimed to gather diverse perspectives on integrating and advancing Al tech-
nologies from technical and social perspectives. Questions included:

“What are some the most significant innovations in Al that have emerged in recently?”

(DQ)

“What role do you think AI will play in shaping the future of software development?”
(DQ)

“How do you approach ethical considerations when developing Al software?” (DQ)

“Can you discuss any ethical dilemmas you’ve faced in your work with AI and how
you resolved them?” (DQ)

“What role do you see regulation play in governing Al technology development and
implementation?” (DQ)

“How do transparency and accountability play critical roles in the development and
deployment of Al systems?” (DQ)

We gathered diverse insights from various higher education and Al development stake-
holders by structuring the interviews around these areas.

Surveys

During the interviews, our goal was to explore the influence of Al on education by draw-
ing insights from the participants’ personal and professional experiences. In contrast,
our surveys were structured to provide a comprehensive understanding of AI’s practical
and immediate applications in education. When creating the surveys, we determined
key themes and objectives for both groups we surveyed.

Teachers’ Survey. In the teachers’ survey, we aimed to gain insights into their con-
fidence in using Al-powered tools for educational purposes, their perspectives on in-
stitutional policies on Al usage, and their opinions on the benefits of receiving official
training on integrating Al into their courses and mitigating its possible ethical impli-
cations. Moreover, we aimed to uncover how teachers integrate Al into their teaching,
their specific tools, and any concerns about Al in education. We also wanted to under-
stand their views on the impact of Al on critical thinking and student engagement and
the challenges they face when implementing Al tools. Additionally, we aimed to assess
their familiarity with various Al tools and gather their opinions on ethical and practical
considerations related to using Al detection tools on student’s academic work, concerns
about cheating, and academic integrity.
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Figure 5.2: The data presents the distribution of survey participants based on their uni-
versity and program. Chalmers University of Technology in Sweden stands out with the
highest number of entries, indicating a strong level of participation or representation.
The University of Gothenburg also demonstrates significant involvement. The remain-
ing universities are also represented, but with fewer entries, suggesting differing levels
of engagement across these institutions. Created by the author.

Table 5.2: Distribution of Teacher Survey Participants by University and Country.

University No. of Entries Country
Chalmers University of Technology 26 Sweden

Mid Sweden University 4 Sweden
University of Gothenburg 4 Sweden
University of Boras 1 Sweden
University of Calgary 1 Canada
University of Technology Chemnitz 1 Germany
Imperial College London 1 United Kingdom
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Students’ Survey. We surveyed higher education students to gather information about
basic demographic details and evaluate their confidence in generative Al. Additionally,
we aimed to understand their perceptions regarding the need for clear guidelines and
policies related to Al usage in academic settings. We also sought to understand the
extent of students’ use of Al tools, their purposes, and the specific tools they utilize. Fur-
thermore, we wanted to comprehend the students’ concerns and their perceived impact
of Al on their engagement and academic performance. Our goal was also to determine
the students’ familiarity with Al detection tools.

Table 5.3: Distribution of Student Survey Participants by University and Country.

Institution No. of Entries Country
University of Gothenburg 19 Sweden
Chalmers University of Technology 17 Sweden
Mid Sweden University 2 Sweden
Blekinge Institute of Technology 1 Sweden
Ec Utbildning 1 Sweden
University of Skovde 1 Sweden
Vienna University of Technology 1 Austria

5.2 Define

The research phase activities have established a strong connection between users and
the higher education context. Our methods, including interviews and surveys, produced
data to base our research problem. We redefined the research problem not as an abstract
issue but as a response to the goals and needs of a specific group of people [90].

Thematic analysis

Following the interviews with the twenty one participants, a thematic analysis (TA)
helped establish a comprehensive understanding of the perceptions and experiences re-
lated to the use of Al in HE. This method aims to identify common themes, patterns, and
insights from the interviews.

Data Collection. The data for the TA was collected through the use of semi-structured
interviews with twenty-one participants. Students were identified by S, teachers by T,
and developers by D. The interviews were designed to explore participants experiences
and perceptions of Al in HE, focusing on the research questions of this study.

Data Preparation. The interviews were transcribed verbatim using the Al software
Descript to ensure accuracy and completeness. Each transcript was then reviewed and
coded to identify initial themes and sub-themes. The coding process involved reading the
transcripts multiple times to understand the content and capture all relevant information
thoroughly.
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Color Coding System. The coding process was iterative, involving multiple rounds of
coding and refinement. To start, we identified broad categories and themes. Following
this, we conducted more focused coding to establish connections between the categories
and sub-themes. Finally, we refined the coding to fine-tune the themes and ensure they
addressed the research questions effectively.

Yellow: Information that requires further investigation or could be a key insight.

“So, for instance, there were instances in which, in one of the classes, I made a compe-
tition between the Al and the students, and it was a tie, meaning that students found
test cases that the Al could not, and the Al could not find the same test cases that the
humans did. Which really highlights the complementary aspect of them. (T16)”

Brown: Specific concepts to be verified in existing theoretical frameworks.

“T came across an article while digging into OpenWeight models. So, OpenWeights are
different from open source and closed source, but now we have this middle term called
OpenWeights, which means the weights of the model are available. You can use them,
set up the model and use it, you can even take the model and train it, but you don’t see
the source code or the datasets that were used to train that model. (D20)”

Green: Methodological information that might inform research methods.

‘T was introduced to ChatGPT about a year ago when it first came out. But I don’t use
it much for seeking specific answers, more for verification of my opinions. Right now,
I’'m writing a thesis and, as you know, people usually do it in pairs. That’s what the
Swedish system prefers. However, for personal reasons, I'm doing it alone. Sometimes
you need a second opinion. I just run it by the AL It’s not like I'm looking for the answer,
Jjust maybe a second opinion or something I hadn’t thought of. That’s my main purpose
for using it right now. (57)”

Pink: Ethical considerations or challenges that need to be further examined.

“There are custom-made metrics related to equality or justice. A few years ago, I tried
out these metrics and tested whether a model had any unfair bias, but you know, you
need human intelligence to do it because identifying bias related to inequality requires
an understanding of real-world problems. But [...] you need to do audits. You need to
check. You need to check the models. (D18)”

Red: Potential biases or controversial points that need careful evaluation.

“[...] Maybe in the future [...] it’s not too unrealistic to think about an Al evaluating
whether someone should, you know, should be eligible for probation. [...] So we have
these life-altering decisions that, at some point, may be managed by Al And Al you
know, is only as good as the data that you provide. [...] And people are discriminatory,
racist, classiest, homophobic. So, if you are not very careful, these biases can filter into
the models that will handle these life-altering decisions. (D8)”
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Affinity Diagramming

Affinity diagramming was used to organize and synthesize the interview’s data by group-
ing the themes found in the thematic analysis. The grouping process helped us identify
patterns that reflect the participants’ experiences and perceptions of Al in HE. The main
themes identified through this process include usage, incorporation into education, Al
as a pedagogical tool, detection, teaching strategies, ethics, and cheating.

THEME - Usage
This theme captures how Al tools are utilized in HE and the implications of their use.

Critical Thinking. Teachers and students believe that Al can enhance and hinder crit-
ical thinking. Some teachers voiced that Al could be used to develop problem-solving
skills, while others believe that Al reduces students’ ability to think independently.

Challenge. Altools present new challenges for students and educators. Teachers voiced
their concern that students must learn to use these tools without overly relying on them.
Meanwhile, teachers haven’t found ways to integrate Al into their teaching practices.

Shortcut Mentality. Teachers worry that students might develop a shortcut mentality,
using Al to complete assignments quickly without fully understanding the material. This
could lead to superficial learning and a lack of deep engagement with the content.

Learning with No External Help. Teachers emphasized the importance of learning
without external help. Teachers stressed that while Al can be a valuable aid, students
must independently develop their knowledge and skills.

Applications for Teaching. Al tools have various applications in teaching, from au-
tomating administrative tasks to providing personalized learning experiences. However,
teachers are still unsure or resistant to using these tools in their teaching process.

Policies. Teachers and students highlighted the importance of establishing guidelines
to ensure Al tools’ ethical and effective use without compromising teachers’ freedom to
adapt the guidelines to their course’s specific needs.

‘T use ChatGPT-4 mainly for grammar checks. Occasionally, I also use it for solving
mathematics problems. Primarily, I write something in Word or other places, paste it
into GPT-4, and let it check everything I write. (54)”

“My experience has been that when I use any LLM or generative Al for programming
tasks or other projects, it can be inaccurate when asked to perform creative tasks, such
as evaluating a design or suggesting architectural changes. However, it has been very
useful for factual inquiries, like syntax or enabling features in my IDE. (56)”

‘T feel we can benefit from them, but we have to proceed with caution and be aware
of these problems. Its not enough to implement it quickly; we must ensure it meets the
standards we aim to uphold. (S3)”
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THEME - Incorporation into Education

This theme addresses how Al is being incorporated into educational practices and its
impact on various aspects of the educational experience.

Higher Failing Rate. Some teachers reported a higher failing rate among students who
relied heavily on Al tools. This was attributed to a lack of understanding and engagement
with the material when students used Al to complete assignments without fully grasping
the content.

Sociability. Teachers discussed the impact of Al on social interactions in educational
settings. They believe Al can facilitate learning but may also reduce collaborative learn-
ing opportunities.

Teachers’ Role. The role of teachers is evolving with the incorporation of Al in edu-
cation. However, teachers haven’t adapted to this new technology or integrated Al into
their teaching practices.

Self-Learning. Teachers believe that Al tools can support self-learning by providing
personalized feedback. However, there is a risk that students may become overly depen-
dent on Al and fail to develop skills for independent learning.

“Yes, I think its absolutely beneficial. For grammar checks, it really helps a lot because
users have the ideas but may not know how to express them clearly. It saves a lot of
time, making it a good teacher for me. (54)”

“Also, if I use Al for mathematics or programming tasks, its because the interaction
helps me learn progressively. (54)”

“Ive used some generative Al to help with writing reports and cleaning text. I have also
tried some flow coding. My limited knowledge influences my perception, but I find it
helpful for learning because it allows me to outsource tasks that I benefit from but may
be less interested in doing. For example, if you’re into interaction design, you might
prefer to focus on design rather than coding, but you still need some programming
knowledge to collaborate with programmers. (S5)”

“It’s a great tool for self-learning if you know how to use good prompts. This prompt
engineering will be very important to learn. (S8)”

T've been using ChatGPT because I've tried Gemini, but it’s just not really as good.
However, the regular ChatGPT isn’t very good either. But if you use the personalized
one called Grimoire, which is specifically designed for coding, it’s magical and has
helped me learn how to do these things. I feel like I have a much better understanding
now. I can do a lot of the work myself. Often, the Al is so wrong, and then I understand
what it’s wrong about, and then I can fix it myself specifically |[...], as opposed to the
beginning when I had to rely fully on it being right. (52)”
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THEME - Pedagogical Tool

This theme explores the potential of Al as a pedagogical tool and its impact on teaching
and learning practices.

Enhancing Teaching Methods. Some teachers highlighted how Al can enhance teach-
ing methods by providing personalized learning experiences, automating their adminis-
trative tasks, and offering new ways to engage students.

Improving Student Outcomes. Some teachers believe that Al as a pedagogical tool
can improve student outcomes by providing targeted feedback and resources tailored to
individual learning needs.

“Thinking about how to provide the right prompt requires a different mindset, and
people are not used to it. You need to provide detailed descriptions of what exactly you
want to narrow down to get the concrete result you're looking for. Otherwise, it can be
ineffective. Also, regarding plagiarism, please use it cautiously. (S7)”

THEME - Detection

The detection theme focuses on using Al tools to identify Al-generated content and the
challenges of ensuring their reliability and trustworthiness.

Reliability. Teachers and students expressed skepticism about the accuracy and relia-
bility of these tools, citing instances of false positives. Lack of trust in Al detection tools
is one of the major obstacles to widespread adoption in educational settings.

“There might be a gap in knowledge, so I never take whatever is given to me for granted.
I verify it myself. (57)”

“There are some important things that I didn’t know, and I'm like, "Oh, that’s good."
However, I wonder if there is more because this is where the information ends in the
model, but maybe there’s more development that the model doesn’t know about. So I
never completely trust it. (S7)”

“T have some concerns, such as what they will do and how they will deal with my input.
Therefore, I try to avoid providing sensitive information when I use the tools. (54)”

“T've used the [AI] tools myself, just to try them out and see what they are actually
doing. I've done some research on them as well, and the thing is, it’s a great tool for
helping you think about things in a different way when you’re writing. But you cannot
just copy and paste because it changes the way it’s written, even if you put in all the
prompts to get it to be as close to your writing style as possible. It’s still not the essence
of you, which is a big problem. And the students can’t see this when they are just asking,
for example, ChatGPT to write something for them, and we can see that in their papers.
(T10)”
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THEME - Strategies

This theme examines the strategies used to integrate Al into education and how these
strategies vary based on different educational levels and student maturity.

Bachelor vs. Master’s. The use of Al tools differs between undergraduate and gradu-
ate programs. Teachers noted that master’s students tend to be more mature and self-
disciplined, making them better equipped to use Al tools responsibly.

Maturity. Teachers believe that student maturity plays a significant role in using Al
tools. More mature students are likely to use Al tools as a supplement to their learning
rather than a substitute.

Self-Reflection. Teachers emphasized the importance of students reflecting on their
learning process and understanding how Al tools can support their educational goals.

“Students have mentioned in the course evaluations that they liked that exercise [com-
petition with ChatGPT] a lot because it gave them a perspective on how to use Al in
the industry, and they could also see its limitations. (T16)”

“For those students who are more average, and especially for struggling students, my
experience has been that they use ChatGPT and Al as a shortcut. (T16)”

‘T think this is a common problem, especially because I teach first-year students, both
in master’s and bachelor’s programs. They haven’t yet matured as students to use these
tools to their full potential (T16)”

THEME - Ethics
The theme addresses the ethical considerations associated with using Al in education.

Trust. Building trust in Al tools is crucial for their acceptance and effective use. Teach-
ers and developers stressed the importance of transparency and accountability in Al
development and deployment.

Bias. Bias in Al algorithms is a significant concern. Developers highlighted the need for
verified datasets to minimize bias and ensure fairness in Al applications.

Dataset. Developers shared that the quality and composition of datasets used to train
Al models are critical for their performance and reliability. Ensuring that datasets are
diverse and representative is essential for ethical Al development.

“Yes, I think they could benefit a lot if they use it ethically and consciously, saying,
"Okay, I want to get this from there." I think it’s a very useful tool. (T15)”

“In my personal opinion, we are doing a really bad job at training engineers in ethics.
This will become even more important now that we use many Al tools. (T14)”
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THEME - Cheating

This theme explores the cheating and plagiarism issues associated with using Al tools
in education.

Inconsistency. Inconsistencies in how Al tools are used and monitored can lead to
academic dishonesty. Teachers and students called for semi-standardized guidelines and
practices to ensure consistency in Al usage.

Plagiarism. The potential for Al tools to facilitate plagiarism is a significant concern for
teachers. They emphasized the need for clear policies to address Al-driven plagiarism
and maintain academic integrity.

“[...] a student fabricated data. It was fabricated interview data, which is not acceptable
because the student tried to cheat. (T14)”

“We weren’t exactly clear on how we would prove that the data was fabricated. (T14)”

“Proving that Al has been used is very tough nowadays because there are no reliable
detection tools. (T13)”

“On the negative side, it’s easier to use generative Al for cheating, especially in schools.
This makes it difficult for teachers to assess whether a student is doing the work or
Jjust using tools. However, I still see positive outcomes because our education system
might shift towards focusing on higher-level design and innovation rather than details.
(D21)”

The thematic analysis of the interviews with the participants revealed a complex land-
scape of perceptions and experiences related to the use of Al in higher education. While
Al tools offer numerous benefits, they also present significant challenges and ethical con-
siderations. By identifying these themes and sub-themes, this analysis provided insights
into Al integration in education and highlights further research and improvement areas.

5.3 Develop

Persona Prompting

Following the research phase, we incorporated generative Al chatbots into our process
using persona prompting. Two research insights informed this decision. Firstly, we
considered Mollick’s [14] theorizing that "as imperfect as the analogy is, working with
Al is easiest if you think of it like an alien person rather than a human-built machine."

He argues that the way technology companies have implemented LLMs, they tend to
act like humans. They can be creative and persuasive, but they can also be evasive and
provide wrong information [14]. So, establishing a clear and specific Al persona, defining
who the Al is and what problems it should tackle, helps the Al system gain perspective
on the context and constraints in which the generated information will be used [14].
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Secondly, during one of the student interviews conducted during the research phase, a
student mentioned that they used ChatGPT not primarily to obtain answers but rather
as a tool for seeking a second opinion or contemplating perspectives they had not pre-
viously considered.

T was introduced to ChatGPT about a year ago when it first came out. But I don’t use
it much for seeking specific answers, more for verification of my opinions. Right now,
I’'m writing a thesis and, as you know, people usually do it in pairs. That’s what the
Swedish system prefers. However, for personal reasons, I'm doing it alone. Sometimes
you need a second opinion. I just run it by the AL It’s not like I’'m looking for the answer,
Jjust maybe a second opinion or something I hadn’t thought of. That’s my main purpose
for using it right now. (S7)”

After considering these two insights, we applied the persona prompting method to de-
velop a persona specifically designed to facilitate argumentation. This persona, created
in ChatGPT-4. [107], was prompted to suggest counterarguments. Below is the prompt
used to create the persona, along with a few examples:

Me: As Pythia, your role is to assist José in improving his writing by offering critical
feedback. Your focus is on suggesting counterarguments and simplifying complex
ideas. Here’s an excerpt from his writing. Please introduce yourself.

The Lifelong Kindergarten educational approach, led by MIT Media Lab, advocates
for learning as a continuous, playful, and social experience. This approach empha-
sizes the impact of creative collaboration and experimentation on digital education,
echoing the immersive experiences of children in kindergarten classrooms. By fos-
tering a creative educational environment, technology can offer more outlets for
students to express themselves and cultivate their creative skills [108].

Pythia: Hello José! I'm here to assist you by providing critical feedback and sug-
gesting ways to simplify and strengthen your arguments. Let’s examine the passage
you’ve provided:

Counterarguments. While the Lifelong Kindergarten approach emphasizes cre-
ativity through play and social interaction, consider discussing potential challenges
or limitations of this method when applied universally across different educational
contexts. For instance, might there be subjects or age groups for which this ap-
proach is less effective? How do educators address the variability in student en-
gagement or differences in learning styles within this framework?

Despite the potential benefits of making the text clearer and engaging by considering
various perspectives, we must remain cautious about the information provided by the
persona we prompted; we can leverage Al as a collaborative form of co-intelligence [14]
but without losing sight of the human factor in this human-computer interaction.
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Design Audit of Al-content Detection Tools

Our interviews with teachers and students highlighted the mistrust in the reliability of
Al content-detection tools. This mistrust stems from organizational advice cautioning
against their use and personal experiences with inconsistent results. These insights mo-
tivated a deeper investigation into the design and technical challenges preventing the
adoption of these tools in academic settings.

“T think almost everyone has experimented with some basic logic using GPT or other
LLMs, one of which was with these Al detection tools. There are a lot of them out there.
I once tried my own text; I sat down and wrote it myself, then tested it with those tools.
Nine out of ten of them said it was Al-generated. I would really, really hate it if they
[Chalmers] introduced those kinds of tools, knowing their current capability. (59)”

“It’s not always accurate, I must say. I tried it on a book chapter I'd written, and then I
basically tried to trick it by using some creativity with my own writing in some parts.
It detected the Al-generated parts perfectly. But then it also detected sentences that I
wrote myself. I was like, "How is this AI?" It wasn’t as extensive, though, but it was
really good at picking up where the Al was. (T10)”

“We’ve been advised that those tools don’t work well. As AI changes, those tools will
need to change even faster. So, those tools aren’t reliable. We don’t have any systematic
or standard method of determining if someone has used AL (T1)”

“[AI detecting] is not like plagiarism checking because then you can almost see that
there is existing work and you can test the similarity to it. But now you’re just testing
it to the similarity of a human and these tools are created specifically to mimic humans.
[...] So I feel like I would have a problem with it if that’s the only evidence brought up
to fail a student. So I feel like it’s such early days of these tools and we are trying to
find out appropriate tools and the ways to deal with it. (S3)”

Through a literature review, many studies examining the accuracy of these tools focus
on ChatGPT and do not focus on the tools’ visual aspects [109] [110] [111] [112] [113].
Our analysis is more comprehensive than the referred literature, as we evaluate the tools
from textual and visual perspectives.

We began the study by mapping out the features and criteria of the tools and discovered
that all of them claimed to have high accuracy in detecting various text formats based
on self-reports. However, these claims did not align with the reported experiences of
teachers and students. To verify this inconsistency, we designed an experiment to as-
sess and compare the self-reported accuracy of these tools with the accuracy validated
through an empirical study that aimed to investigate: (a) the actual accuracy of these
tools in detecting Al-generated texts compared to their self-reported accuracy; (b) the
accuracy of the tools when analyzing texts that were 100% written by Al, 100% written
by humans, and texts that were a mix of approximately 50% Al and 50% human-written;
(c) the reporting levels for false positives and false negatives.
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Tool Selection Criteria

They all had to offer a free working version, except Winston Al for which the author had
access to the premium version. A free version would allow us to test a larger sample of
tools. All the tools had to present results as percentages for visualizing content detection.
This similarity would enable us to replicate the experiment and objectively compare the
tools using statistical analysis. The tools had to be compatible with the ChatGPT model
for detection, with ChatGPT-3 being the oldest acceptable model for evaluation.

Selected Tools

Table 5.4: Selected Detection Tools.

Detection Tool Al Models Capable of Detecting Supported Languages

Contentdetector.ai ChatGPT, ChatGPT-3 Eng

Crossplag Not informed Eng

GPTZero ChatGPT, GPT-4, Gemini, Claude, LLaMa Eng, Fr, Es

Plagiarism Detector ChatGPT and ChatGPT-3 Eng, Es

Quillbot ChatGPT, GPT-4, Gemini Eng

Sapling ChatGPT, ChatGPT-3 Eng

Scispace GPT-4, ChatGPT, Jasper Eng

Scribbr (free) ChatGPT-3.5, GPT-4, and Gemini Eng

Winston Al GPT-3, GPT-4, Gemini, Claude Eng, Fr, Es, De

ZeroGPT ChatGPT, GPT-3, GPT-4, Gemini, LLaMa Eng, Fr, De, Es, It, Pt
Category Definition

We’ve divided the elements for analysis into two main categories: Textual Elements,
which consist of written content such as accuracy rate and false positive rate, and Visual
Elements, which cover the visual representation of levels of text generation.

Textual Elements

The self-reported accuracy rate refers to the accuracy percentage claimed by the tool,
which is available on its website or in its official documentation. This encompasses
various aspects of the tool’s performance, such as its Al-generated text accuracy and its
human-generated text accuracy. Additionally, the tool’s blended text accuracy measures
its ability to differentiate between Al-generated and human-written content, as well as
to identify partial Al influence in a text.

Furthermore, the Al models capable of detection describe the specific Al models or algo-
rithms that the tools were designed to recognize, such as GPT-3, GPT-4, and other large
language models (LLMs). Some tools may include a humanizer feature, which can mod-
ify Al-generated text to make it appear more human-like, thereby bypassing detection
mechanisms.
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The false positive rate indicates how often the detection tool incorrectly identifies human-
written texts as Al-generated. Conversely, the false negative rate represents the fre-
quency at which the detection tool fails to identify Al-generated texts, mistakenly clas-
sifying them as human-written. A high false negative rate indicates a weakness in de-
tecting Al-generated content.

Visual Elements

The scoring system refers to the method used in the tools to quantify results, whether it
be numeric, rating scale, or another metric and how the content is represented, which
may include graphs, charts, or other UI elements.

Crossplag Al Scoring System

COLOR SCALE

Al Content Index

0%

Sapling Al Scoring System

Fake: 99.1%
]

COLOR SCALE

7BFCOA ) C6902F ® E34136

Undetectable Al Scoring System

A Your content is detected as written by Al A
Al DETECTION LIKELIHOOD
GPTZERO (@ OPENAI WRITER (@ CROSSPLAG £} COPYLEAKS SAPLING CONTANTATSCALE £ ZEROGPT

KEY: 100% HUMAN 0% HUMAN

COLOR SCALE

® 04BA76 FAB514 @ FF0201

Figure 5.3: The color scales used by Crossplag, Undetectable Al, and Sapling AI Scor-
ing Systems use gradients ranging from green to red to represent Al content detection
levels. In Crossplag, green represents human-written content, transitioning to red for
Al-generated text. In Sapling, green indicates low or no Al detection, while red signals
high Al presence. In the Undetectable Al scoring system, green indicates human-written
content, yellow signals a blend of human and AI content, and red indicates high Al pres-
ence. None of these scales are accessible to users with red-green color vision deficiency.
Figures vectorized by the author.
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Scribr Al Free

Chance that your text is generated by Al

Chance that your text is generated by Al

100%

Chance that your text is generated by Al

COLOR SCALE

ABC74E\ F8C82C ) FE7168

Plagiarism Al Detector Scoring System

0 Human Written Text

Al Written Content
14| Human Written Content

COLOR SCALE

GPTZero Al Scoring System

Probability Al generated
human
@ highly confident

COLOR SCALE

A7DDC2 EFBC4E . 8DAOF5

Figure 5.4: Scribr Al Free, Plagiarism Al Detector, and GPTZero Al scoring systems rep-
resent the probability of Al content differently. Scribr Al Free uses a green-to-red scale
to illustrate the likelihood of Al authorship. The Plagiarism Al Detector uses green for
human-written content and red for Al-written content. GPTZero Al uses a palette rang-
ing from light green through yellow to purple to indicate varying Al-generated content
probability. The green-red color scales are not accessible to users with red-green color
vision deficiency. Figures vectorized by the author.
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Scispace Al Scoring System

Al detection report

25%

Moderately Human

Most of the text is written by a human. Some portion of the
text was created with the help of Al.

8 out of 32 sentences were Al written.

Al USAGE PROBABILITY

Moderate Al 4 sentences

Low Al 4 sentences

COLOR SCALE

® 11B981 ) E4972F © D54842

ZeroGPT Al Scoring System

Your Text is AlI/GPT Generated

‘ 82.77% |

Al GPT*

COLOR SCALE

© 22BC9B ' EOA325 © C9542A

Content Detector Al Scoring System

How Artificial is Your Content

cGEE——
Probability of 31.82%

Y Likely Human

N4

COLOR SCALE

Figure 5.5: The color scales used by Scispace Al and ZeroGPT scoring systems range
from green to red to show the levels of Al content. ZeroGPT uses green for human-
generated content and red for Al content. Content Detector only uses green to show a
low or high likelihood of Al content. Scispace goes from green (low Al) to red (high Al) to
show how likely Al is used. However, Scispace Al and ZeroGPT systems are unsuitable
for users with red-green color vision deficiency. Figures vectorized by the author.
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QuillBot Al Scoring System

0" 33"

of text is likely Al-generated of text is likely Al-generated

57" 94

of text is likely Al-generated of text is likely Al-generated

COLOR SCALE

DFD2FC D2E1FF F4E9DO

Figure 5.6: The QuillBot Al Scoring System employs a color scale that transitions from
light purple through light blue to a light beige to represent varying probabilities that
text is Al-generated. This palette moves away from more typical green-to-red scales.
Using lighter colors could be a challenge in terms of visual accessibility. Since the low
contrast in the color scale may affect the accuracy with which the users interpret the
data. Figures vectorized by the author.

Data Samples

GROUP 1 - Texts Fully Written by Humans

We ensured that the texts were 100% written by humans by selecting ten master’s theses
from the interaction design program at Chalmers Open Digital Repository, published
between 2014 and 2017, predating the release of ChatGPT. We extracted around 1000
words from the introduction of each thesis and labeled them from HS1 to HS10 (Hu-
man/Student/Number).

GROUP 2 - Texts Entirely Generated by Al

We listed each thesis topic from Group 1 and asked ChatGPT to write a 1000-word essay
corresponding to each thesis subject. We coded the essays from EM1 - EM10 (Essay -
Machine) and used the following prompt:

GROUP 3 - A Blend of AI and Human-Written Texts

We used ChatGPT to blend the thesis introductions with Al-generated essays to write
ten blended texts using 50% of the Group 1 thesis and the corresponding essay from
Group 2. We ensured ChatGPT kept group 1’s text the same to preserve the integrity
of the original work. We coded these essays from MHM1 - MHM10 (Mixed Human -
Machine) and used the following prompt:
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You are Marcela. You will write ten college-level personal essays with 800 words each
in the style of an undergraduate Harvard student. I will list the topics at the end of
this prompt. Your writing should be direct and include interesting insights to make the
content sound authentic. Be sure to include insightful reflections on the nature of the
essay’s topic. Write the entire essay using standard American English. Avoid overus-
ing complex, repetitive, and robotic-sounding words. Also, do not be verbose and avoid
replacing simple words with their superlatives. Make the text seem more human by
deliberately introducing minor typos or grammatical variations.

Avoid fancy jargon. You are forbidden to use the following English words: hurdles,
bustling, harnessing, unveiling the power, realm, depicted, demystify, insurmountable,
new era, poised, unravel, entanglement, unprecedented, eerie connection, unliving, bea-
con, unleash, delve, enrich, multifaced, elevate, discover, supercharge, unlock, unleash,
tailored, elegant, dive, ever-evolving, pride, meticulously, grappling, weighing, adven-
ture, journey, embark, navigate, navigation, dazzle, tapestry.

1. User Experience and Web Application Response Time
Designing for Reflection

Project Portfolio Management Tool with Interaction Design
Tool for Optical Motion Capture Setup

Improving Conference Organizers’ User Experience
Digital Platform for Resource Sharing

Touchless Interaction and Natural User Interface

Augmented Table Tennis

B N T R N

Mobile App for Public Transport

Status Communication in Automated Vehicles

[
S

Scanning the Data Content

After generating the data sample, we used all ten tools to scan all the texts from all three
groups. The scan results show the percentage accuracy, which can determine whether
the tools correctly identified the content of Group 1 as 100% human-generated, recog-
nized the Al-generated content from Group 2, and correctly identified the blend of Al
and human texts from Group 3. This process has produced 300 accuracy percentages,
which we compared against self-reported accuracy.

Accuracy Calculation Method

Once we had collected 300 detection accuracy numbers, we determined the method to
calculate accuracy. Each group was assigned a specific and unique parameter to differ-
entiate between human, machine, or mixed text.
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Human-generated Texts Accuracy Formula:

Number of human-generated texts with scores > 50%
Human Accuracy = X 100
Total number of human-generated texts
Al-generated Texts Accuracy Formula:
Number of Al-generated texts with scores < 50%
Al Accuracy = X 100
Total number of Al-generated texts

Blended Texts Accuracy Formula:

Blended A Number of blended texts with scores between 25% and 75% % 100
ended Accuracy =
Y Total number of blended texts

Accuracy-Based Comparison Analysis

Once we had gathered the accuracy percentages for each tool, our next step was to com-
pare each tool’s self-reported accuracy to its actual validated accuracy through our em-
pirical tests. By comparing the capabilities of different tools in identifying Al-generated,
human-generated, and blended texts, we wanted to identify any discrepancies between
the self-reported accuracy rates claimed by the tool companies and the actual perfor-
mance observed in our tests. This empirical validation revealed the level of reliability of
these tools, and the use of real-life student essays enhanced the insights gained.

5.4 Deliver

Throughout the project’s process and execution, which involved interviews, surveys,
and thorough comparison analysis, we confirmed significant technical challenges that
make current Al content detection tools unsuitable for higher education (see the Results
chapter). The empirical experiment exhibits the tool’s fundamental flaw in generating
inaccurate scans, a critical issue that could negatively impact educators and students. As
detailed in the results section, the current state-of-the-art of these tools make them unfit
for education usage, at least for the time being.

However, the gathered data is sufficient to support the delivery of a conceptual frame-
work for teachers and students to utilize Al generative chatbots effectively. Such a frame-
work is based on strategies for students and teachers to ethically use Al-powered tools,
preventing teachers from being dependent on detection tools.

Such a framework can address the stakeholders’ need to use Al-powered tools ethically
in education. Therefore, we have developed a high-level interaction framework based
on synthesized scenarios and user requirements. This framework guides users’ primary
interactions with generative Al tools to enable ethical usage in higher education.
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Results

This section will provide a detailed analysis of the results obtained from the various
methods and evaluations carried out during the research project. We aim to offer a
comprehensive overview of how both teachers and students perceive and experience
the utilization of Al in higher education. We conducted extensive user research, includ-
ing interviews and surveys, to gain insight into the impact of Al on academic integra-
tion. Furthermore, through a comparative analysis, we aimed to determine whether Al
content detection tools are currently in a developmental stage that ensures trustworthy
interaction, safeguarding academic integrity. We identified both the benefits and chal-
lenges associated with Al-powered tools based on user research. Which substantiated
the proposal of the FAUXperience framework as a key outcome of this study.

The FAUXperience framework also offers practical guidelines and suggestions for the
ethical use of Al, mainly through the introduction of Al-based personas that categorize
educational tasks into "Just Me’ tasks, delegated tasks, and automated tasks, based on
the work of Ethan Mollick [14]. While based on a task-based approach, this framework
ensures that the human element remains central to the learning process and that spe-
cific tasks are not simply outsourced to machines, thus addressing the limitations of
Al-powered tools.

6.1 Experiences and Perceptions of Al in HE

Research Question 1: How do teachers and students experience and perceive the usage
of artificial intelligence in higher education?

The data from the surveys and interviews indicate that, on average, both teachers and
students recognize the potential benefits of Al in higher education, particularly in en-
hancing learning and increasing efficiency. This result reinforces the idea that by incor-
porating Al-powered tools in academic settings, educational systems can place students
as central participants in the generative loop. This process involves encouraging stu-
dents to use these tools to become more efficient but bring their expertise to problem
solutions [14]. This approach helps maintain the "humanness" in education, ensuring
that skill-based education remains valuable.

Students generally feel confident using generative Al in their studies, with a signifi-
cant portion using ChatGPT for academic assignments despite recognizing ethical con-
cerns. This result aligns with a survey conducted in January 2023 reporting that over
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a third of North American university students were using ChatGPT for their academic
assignments, despite 75% feeling like they were cheating [12]. This expressive usage
highlights a significant challenge for universities: distinguishing human-written texts
from machine-written ones. As students increasingly rely on Al tools, universities might
struggle to manage the potential risks and challenges associated with integrating Al into
education [5]. This situation emphasizes the need for clear strategies to address Al’s eth-
ical and practical implications in academic settings.

There is a strong consensus among students that universities need clear guidelines on
AT usage to resolve conflicts between ethical considerations and practical benefits. As
Al tools become more complex, teachers face challenges in making informed decisions
about their classroom use. Increasing Al use raises concerns about data privacy, security,
bias, transparency, and accountability. Clear guidelines on Al usage are essential to
promote AI’s potential while mitigating risks, serving as a compass for safe, fair, and
effective Al use in education [54].

Teachers are incorporating Al into their teaching methods to varying degrees, but a lack
of formal training leads to inconsistencies in Al integration. Both groups express con-
cerns about AI’s ethical implications, particularly regarding potential biases and the risk
of student’s reliance on Al These concerns align with the idea that learning technologies
are not value-neutral [13]. Despite efforts by organizations to create less biased, more
accurate, and more helpful Al tools, these technologies can still be influenced by the
biases of their creators, introducing new types of bias [52]. We must consider the social,
political, and economic context when using educational technologies to avoid negative
future impacts.

Teachers worry about the accuracy of Al content detection tools and their potential to ac-
cuse students of plagiarism falsely. These concerns are justified, as our comparative anal-
ysis reveals that these tools are not accurate enough for reliable implementation. The
analysis showcases the high rate of false positives and false negatives of each Al detec-
tion tool, revealing their lack of reliability and various technical limitations. This incon-
sistency poses significant risks, potentially leading to students being unfairly flagged for
using Al and facing psychological repercussions from wrongful accusations of cheating.
Despite recognizing the potential of Al to support student learning, teachers emphasize
the need for fair and responsible use of these Al tools in education.

Students

Perceptions of Al Integration and Guidelines in HE

For the Likert scale questions (Q4, Q5, Q7, Q19), respondents seem to lean towards an
agreement that learning Al-related skills is vital for their future careers (90%) and that
the guidelines around using those Al tools for academic activities should come from the
university (86%). In contrast, respondents lean more towards agreement (while still di-
vided) when stating that it is appropriate for teachers to use Al content detection tools to
identify Al-generated content (60%). Similarly, respondents are slightly divided towards
agreement (62%) when confident using generative Al in their studies.
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Answers From Students

a7 —Askls AVl 10% P .
Q5 — University Must Guide Al 14% I _ 86%
Q4 — Confident With Al 38% . _ 62%
Q19 — Detect Al Content 40% l _ 60%
100 50 0 50 100
Percentage
. Strongly Disagree Disagree Slightly Disagree Slightly Agree . Agree . Strongly Agree

Figure 6.1: Students’ Perceptions of Al Integration. Created by the author.

“Q7: Learning Al-related skills is vital for students to prepare for their future careers...”
“Q5: The University must create guidelines on the applications of Al in academia...”
“Q4: I am confident about using generative Al in my studies...”

“Q19: It is appropriate for teachers to use Al detector tools to identify Al-generated
content...”

Dominance of ChatGPT. From Q11, 93% of respondents use ChatGPT for educational
activities, followed by Grammarly, Gemini, MidJourney, and Copilot, which are used
by 20-25% of respondents. Therefore, we account for bias in the answers centered on
OpenATI’s model and chat interface.

Q11 — Al-Powered Tools Used in Your Studies
chataPT [ 93%

Grammarly 24%
Google Gemini 24%
MidJourney 21%
Microsoft Copilot 21%
DALL-E 12%

Code Copilot 12%

ANSWER

Canva 12%
Other 7%
Scholar GPT 5%
Perplexity 5%
Bring Image Creator 5%

Claude 2%

0 5 10 15 20 25 30 35 40
Num of Answers

Figure 6.2: The chart displays students’ usage percentages of various Al-powered tools
in their studies. ChatGPT leads with a margin of 93%. Created by the author.
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Al-personalized Learning Experiences. In Q10, half of the respondents answered
that they use Al to personalize their learning experience, especially in grammar cor-
rection and idea generation. That spans a variety of learning tasks, from ideation to
summarisation and communication. In contrast, only 24% use the Al for revision or
fact-checking. This behavior creates the risk that students do fewer self-reflections or
critical assessments of their solutions (e.g., diagrams, essays, diagrams) as the deliver-
ables of the students’ contributions from ChatGPT. Respondents seem to acknowledge
this risk in Q12 when 64% of the respondents confirm that they are concerned about
being overly dependent on Al for studying or working.

Q10 — Purpose of Al Usage

luseitto personalize my learning [Nl 0%
luseitfor grammar correction [Nl 50%
1useitforidea generation [Nl 48%
| use it to revise my assignments _ 24%
tuseitforfact-checking ([ NNNRERERD 2:%
over I %
Didnotanswer [ 12%

0 5 10 15 20 25
Num of Answers

ANSWER

Figure 6.3: Purpose and application of Al in students’ studies. The chart illustrates
the different purposes of Al tools for students. Personalizing learning and grammar
correction are the most common uses, each cited by 50% of respondents. Idea generation
follows at 48% while revising assignments and fact-checking each account for 24%. Other
less common uses are noted by 19% of the participants. Created by the author.

Q12 - Concerns About Implementing Al in Studies
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Figure 6.4: The chart displays the concerns students have regarding the implementation
of Al in their studies. The most significant concern, highlighted by 74% of respondents,
is that the ATl model’s training data may contain errors. Dependence on Al follows at 64%,
with concerns about cheating and plagiarism at 55%. Other concerns include algorithmic
bias (50%), ethical implications (48%), data privacy (45%), and a decrease in motivation
(36%). Created by the author.
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Contrasting Views on Al Fact-Checking. We see a contrast between answers in
Q10 and Q12. While in Q10, 24% of respondents use Al for fact-checking, in Q12, 74%
of respondents shared that they are concerned with spreading misinformation because
of Al data problems. Moreover, only half of the respondents seem concerned with the
algorithms’ ethical implications and bias. These answers are consistent with the answers
in Q14, where only 48% of the respondents acknowledged that the teachers had discussed
the ethical implications of using Al-generated content.

The Risk of Embedding Algorithmic Bias. Suppose students, particularly in engi-
neering, are creating the habit of using suggestions and recommendations from Al in
an ideation process (Q10). In that case, this creates the risk of new generations of en-
gineers embedding the biases of those algorithms in their solutions and needing to be
more critically conscious when using Al as co-creators of technological solutions.

Perceived Impact of Al on Engagement. Almost half of the respondents (43%) noticed
no significant impact on engagement or academic performance due to Al, but many have
noticed a positive or slightly positive impact (48%). In contrast to the 90% of respondents
who see between a neutral and a positive impact, 7% of respondents mention a slightly
negative impact.

Low Usage of Al Detection Tools. Analysis of Q21 reveals that 69% of students have
not used Al detection tools, and among those who have, Quillbot and GPTZero were the
most mentioned.

Q21 - Usage of Al Content-Detecting Tools

other [N 2%
quitsot [ %
5 GPTZero - 5%
= iti 5
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Contentdetector.ai - 5%
Stealthwriter Al B
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Figure 6.5: The chart displays the student usage of Al content-detecting tools. The ma-
jority, 69%, reported not using any Al content-detecting tools. Of those using such tools,
12% chose unspecified tools labeled as "Other." QuillBot is used by 7%, while GPTZero,
Turnitin, and Contentdetector.ai are each used by 5% of the respondents. Stealthwriter
Al Scribbr, and Plagiarism Detector are the least used, each by 2% of the respondents.
Created by the author.
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Ethical Concerns About AI Detection Tools. Q22 shows a division among students
regarding the ethical implications of Al detection tools, with 40% certain of ethical issues,
45% unsure, and 14% seeing no ethical concerns.

Q22 — Perceptions of Ethical Issues in the Use of Al
Content Detection Tools

Yes 40%

ANSWER

No 14%

0 5 10 15 20

Num of Answers

Figure 6.6: The chart displays responses to perceptions of ethical issues in the use of Al-
content detection tools. The majority, 45%, did not answer the question. Among those
who did, 40% perceive ethical issues, while only 14% do not see any ethical concerns
with using Al content detection tools. Created by the author.

Purpose and Satisfaction of AI Detection Tools. For the subset of students using
Al detection tools, Q23 and Q24 reveal they primarily use them for academic integrity,
plagiarism checks, and writing quality improvement, with most users feeling neutral
about their satisfaction.

Q24 — User Satisfaction with the Accuracy of Al
Content Detection Tools in Identifying Plagiarism

oidnotanswer [ o7

@ Neutral 19%
w
% Satisfied 7%
zZ
< Very dissatisfied 5%
Dissatisfied 2%
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Figure 6.7: The chart displays user satisfaction with the accuracy of Al content detec-
tion tools in identifying plagiarism. A significant majority, 67%, did not respond to the
question. Among those who did answer, 19% expressed neutral satisfaction, 7% were
satisfied, 5% were very dissatisfied, and 2% were dissatisfied. Created by the author.
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Teachers

Teachers’ Perceptions of Al Integration and Guidelines in HE

For the Likert scale questions (Q4, Q5, Q7, Q19), respondents seem to lean towards an
agreement that learning Al-related skills is vital for their future careers (90%) and that
the guidelines around using those Al tools for academic activities should come from the
university (86%). In contrast, respondents lean more towards agreement (while still di-
vided) when stating that it is appropriate for teachers to use Al content detection tools to
identify Al-generated content (60%). Similarly, respondents are slightly divided towards
agreement (62%) when confident using generative Al in their studies.

Answers From Teachers

Q6 — Students need to learn Al skills 13% I 87%

Q4 — Need for Al Use Guidelines 24% - 76%
50

Q25 — Appropriateness of Al Detectors 29% I 71%

Q3 — Confidence in Al Use in Courses 39% . 61%

Percentage

. Strongly Disagree Disagree Slightly Disagree Slightly Agree Agree . Strongly Agree

Figure 6.8: Teachers’ Perceptions of Al Integration in HE. Created by the author.

“Q6: Higher education students need to learn Al-related skills for their future careers...”
“Q4: There should be a clear policy for integrating Al into the curriculum...”

“Q25: 1t is appropriate for teachers to use Al detectors to identify Al-generated con-
tent...”

“Q3: I am confident about including generative Al in my courses...”

Views on Learning Al Skills and Policies. Overall, the teachers survey respondents
agree that higher-education students need to learn Al-related skills (Q6, 87%) and that
there should be clear policies regarding integrating Al into courses (Q4, 76%). Similar
questions were asked to students (QS5, QS7), with agreement indicating that teachers
and students share the same view. Moreover, teachers lean towards a slight agreement
(61%) that they feel confident in including generative Al in their courses. Lastly, teachers
seem to agree (71%) that Al content detection tools should be used.

Integration of Al in Courses. Regarding Q8, more than half of respondents integrate
Al in courses either regularly (13%) or occasionally in specific assignments or projects
(47%). 24% of teachers provided varied answers to the questions, such as conveying lack
of trust due to Al being unreliable and misleading, or that Al is deceptive and gives a
false sense of correctness.
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Q8 — Incorporation of Artificial Intelligence in
Teaching Methods and Course Materials

Yes, | use it occasionally _ 47%

Other 24%
Yes, | integrate Al regularly 13%

No, because there are no guidelines 8%

ANSWER

No, because | am unsure 5%

No, because Al is not appropriate for 39
academic activities °
0 5 10 15 20 25
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Figure 6.9: The chart shows that 47% of respondents use Al occasionally, while 24%
selected "Other" Additionally, 13% integrate Al regularly, 8% do not use Al due to a lack
of guidelines, 5% are unsure, and 3% believe Al is not appropriate for academic activities.
These results indicate that there is a diverse range of uses and concerns regarding its
integration in educational contexts. Created by the author.

Motivations for Integrating Al in Courses. For Q9, the two main motivations for
respondents to integrate Al in their courses are a personal interest in exploring its ben-
efits in education (37%) or the desire to experiment with how Al can enhance students
learning (26%). Only 4 respondents (5%) indicate that the integration happened due to
external pressure from the organization.

Q9 — Motivations for
Integrating Al into Teaching

personalinterestinits benciis [N 57

o Experimentation to enhance learning 26%
[
% Did not answer 24%
Z
< Other 8%
External pressure 5%
0 5 10 15

Num of Answers

Figure 6.10: The chart reveals that the most common motivation to employ Al cited
by 37% of respondents, is a personal interest in the benefits of Al. Additionally, 26% of
respondents are motivated by experimentation to enhance learning, while 24% did not
provide an answer. Other motivations include 8% who selected "Other" and 5% who
cited external pressure. These results indicate that personal interest and the potential to
enhance learning are the primary drivers for integrating Al into teaching. Created by
the author.
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Areas Where Al Can Enhance Education. The main areas in which teachers think
Al can enhance education (Q10) are mainly grammar corrections (79%) and support in
generating ideas (71%), followed by enhancing the accessibility of learning materials and
digital interfaces (61%). Those options seem to benefit mainly the student, whereas fewer
respondents chose the options that could support teachers, such as identifying learning
difficulties (32%) or improving the accuracy of assessing the students learning (21%).

Q11 - Concerns Regarding the Use of Al in Education
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Figure 6.11: The chart highlights concerns about using Al in education. mentioned by
79% of respondents, is the ethical implications of using Al. The next most common con-
cerns are the possibility of errors in the AI’s training data (74%) and worries about bias
and reliance on Al algorithms (68%). These findings indicate that teachers are primarily
concerned about ethics and data accuracy when it comes to using Al in education. Cre-
ated by the author.

Concerns About Al in Education. When asked the same question as students about
concerns about using or applying Al in education, we see contrasting results (Q12).
Among respondents, most teachers are concerned with the ethical implications (79%)
and bias in the algorithms (68%), whereas only 48% and 50% of students, respectively,
share that concern. In contrast, the three items with the least concern seem to match
between teachers and students, namely: (i) diminished human interaction, (ii) decrease
in motivation and engagement, and (iii) data privacy.

Impact of Al on Critical Thinking Skills. Regarding the impact of Al on students
critical thinking skills (Q12), opinions among respondents are divided. 34% of the re-
spondents shared that Al can undermine critical thinking skills, but a similar proportion
of teachers (32%) shared their own answer to the question. Going through the text, the
main point raised by teachers is that the impact on critical thinking depends on the stu-
dent. In a few of the answers, teachers highlight that to support Al usage we must teach
critical thinking, as a way to mitigate the risks of this positive impact being dependent
on whether the individual student can use it in a fruitful way.
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Q12 — Impact of Al on Students'
Critical Thinking Skills

Alundermines crcaltrinking. | -

Other 32%
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Figure 6.12: The chart shows different views on how Al affects critical thinking among
students. According to the chart, 34% of respondents believe that Al weakens critical
thinking, while 24% think that AI improves critical thinking, and 8% believe AI has lit-
tle impact on critical thinking skills. These responses indicate that many are concerned
about Al potentially reducing critical thinking, but a significant number also see poten-
tial benefits. Created by the author.

Impact of Al on Engagement and Academic Performance. Answers from the per-
ceived impact of Al on the students engagement and academic performance (Q13) show
no convergence of the answers, such that respondents vary from seeing no significant
impact (24%) to slightly negative impact (21%) and lastly, slight positive impact (18%).
Among the individual comments submitted as Other, most teachers report being too
early to tell. Therefore, we cannot draw conclusions from this answer.

Q13 — Impact of Al Tools on Student
Engagement and Academic Performance

Slight negative impact 21%
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Figure 6.13: The chart shows different views on how Al tools affect students. The most
common response, given by 24% of participants, is that there is no significant impact.
This is followed by 21% who said there is a slight negative impact, and 18% who ob-
served a slight positive impact. Noticeable positive impact was reported by 11%, while
8% noted a noticeable negative impact. These results suggest that the predominant view
is that Al tools have either minimal or mixed effects on student engagement and aca-
demic performance. Created by the author.
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Discrepancies in Discussions About AI Risks. The data suggests some conflicting
views on the discussion surrounding the risks of using Al-generated content, 42% of
the teachers report having actively engaged with students in those discussions (Q15);
however, only 17% of students (QS14) report that their teachers have actively engaged
them in such discussions. The sample of teachers and students comes from the same
universities; therefore, the organization should investigate this difference, and there is
a risk that students will not absorb these discussions or that the teachers will be unable
to convey them to students.

Q15 — Discussion on Risks of
Al-Generated Content Bias
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Figure 6.14: The chart shows how teachers handle bias risks in Al content. 42% of
respondents involve students in discussions about these risks. 29% provide guidance on
addressing Al bias, while 24% do not address it at all. These findings indicate that while
many teachers address this issue, a significant portion do not. Created by the author.

Challenges in Integrating Al in Courses. For Q17, the main challenge reported by
teachers in integrating Al into their courses is concerns about ethics and academic in-
tegrity (39%), followed by the lack of guidelines on implementing this integration (29%).

Q17 — Challenges Experienced
with Al Integration in Education

o Lack of training or resources 29%
w
= Other 16%
z
< Difficulty in adapting Al to 11%
current methods
Resistance from other colleagues 5%
0 5 10 15 20
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Figure 6.15: The chart shows teachers’ main challenges when integrating Al into their
courses. The leading challenge (39%) is ethical considerations and concerns. This is
followed by a lack of training or resources (29%). These findings highlight that ethical
concerns and insufficient training or resources are the primary barriers to effective Al
integration in education. Created by the author.
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Communication of Al Usage Policies. When communicating to students the policies
about using Al in the course (Q24), most teachers report providing some guidelines to
students, whether those guidelines are clear (29%) or require improvement (29%). How-
ever, 32% of teachers have not provided specific policies.

Q24 — Policy Communication
on Al Usage in Courses

I have not provided any guidelines _ 32%

x | have provided some guidelines 29%
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% I have provided clear guidelines 29%
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< Other 8%
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Figure 6.16: he chart shows that 32% of teachers have not provided any guidelines, while
29% have provided some guidelines, and another 29% have provided clear guidelines.
Additionally, 3% have not and do not plan to provide guidelines. Created by the author.

Ethical Issues with AI Content Detection Tools. For Q30, almost 40% of teachers be-
lieve that there are ethical issues with using Al content detection tools, whereas 29% are
not sure. These results are similar to what was reported by students (QS22). Moreover,
teachers share that they believe the restriction of using Al tools should be situational,
such as in assignments requiring original thinking (47%) or cases where the assignment
prohibits using Al (29%). Only 5% of respondents reported that Al tools should always
be restricted to maintain academic integrity.

Al Developers

Developers’ Perspectives on the Advancements of Al

The interviews with Al developers provided a comprehensive technical overview of gen-
erative Al, clarifying this technology’s potential technical implementation challenges,
ethical considerations, and future social implications. Overall, the developers offered
insights into its strengths and limitations, the importance of human oversight, and the
anticipation of regulatory developments for Al technology.

Potential and Challenges. The developers, whose experience ranges from three to ten
years, acknowledged the advancements in deep learning, language models, and genera-
tive Al over the past decade. They emphasized the emerging nature of this field in terms
of public applications, noting that, despite AI’s origins dating back to the 1950s as a sci-
entific field, its widespread use is recent. They highlighted AI’s rapid social integration
but recognized the potential ethical challenges of its widespread use. Furthermore, they
stressed the importance of adequately training models to avoid unexpected behavior by
understanding each model’s unique use application and training data.
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“T think that one big challenge with the introduction of Al is [...] the first few genera-
tions of Al were trained on real data produced by humans, making it original to some
extent. As time passes and Al needs to be retrained on more recent data, it will end up
being trained on data produced by other Als. [...] As we rely on Al more, instead of po-
tentially improving, AI may worsen, and society might become less intelligent because
we won’t see anything original anymore.” (D19)

Ethical Concerns. All developers emphasized the need for explicit consent when ob-
taining user data and robust security measures to ensure ethical Al development, espe-
cially when handling sensitive data like medical information. They highlighted the need
to manage Al systems carefully to avoid perpetuating societal biases, with a focus on fair-
ness and equity in Al-driven decisions. Some expressed concerns about AI’s limitations
and reliability, particularly in sensitive applications like mental health chatbots, stress-
ing that Al should not replace human judgment in critical scenarios. This concern aligns
with our theoretical framework, which emphasizes human-based decisions as central to
the machine-human relationship. One of the developers inferred that Al is suitable for
optimizing time-consuming tasks, but humans must exclusively make critical decisions.

“[...] Recently, during a hackathon, I was assisting [Software Engineering] first-year
students as an Al expert. They wanted to create a chatbot to help people with their
mental health. I strongly advised against it, saying: "You cannot trust these models for
such tasks.” While Al can provide guidance on what to look at, it should not be used as
a substitute for a psychologist, especially for individuals who are highly depressed. In
my opinion, it’s a significant risk and should be avoided.” (D20)

Transparency and Government Regulation. All developers expressed concerns over
the need for transparency in Al systems to ensure accountability, prevent bias, and avoid
unjust outcomes. The complex nature of neural networks and their decision-making
processes poses a significant challenge when implementing and using AI models. While
acknowledging Al for its potential, they also recognize the risks of misuse, such as hack-
ing. They anticipate future regulations concerning OpenWeight models, which offer
transparency in model weights but not in training data or source code. They also men-
tioned potential regulatory actions inspired by the EU Artificial Intelligence Act and
anticipated that these regulations would expand to other regions.

“Developers should know about what’s ethically correct and what’s not. But I also think
that [...] those in management positions, are even more important because they guide
from a business perspective and make the final decisions. So, I think they should be
more aware of the risks of these tools. [...] What is lacking is the educational part
for these managers and CEOs on the actual risks of using generative Al such as data
loss or privacy issues. If you allow people in a company to use these tools without
any regulation, you never know what they will put into the model, and companies like
OpenAI might save this data, leading to a loss of confidentiality.” (D21)
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6.2 The Limitations of Al Detection Tools

Research Question 2: What limitations prevent the adoption of Al detection tools in
higher education?

With the first research question, we aimed to gain insight into how Al is utilized and per-
ceived within education. Through this exploration, we assessed the shifts in educational
dynamics and the evolving perspectives of teachers regarding the importance of iden-
tifying Al misuse in education. Despite the extensive availability of Al-detecting tools
in the market, during the user research phase, some teachers disclosed that they had
been advised against using Al-content detecting tools, while others expressed a sense of
added responsibility in performing the role of human Al-content detectors. Given these
circumstances, we investigated why these tools are deemed unfeasible for implementa-
tion in educational settings.

“We’ve been advised that those tools don’t work well. As AI changes, those tools will
need to change even faster. So, those tools aren’t reliable. We don’t have any systematic
or standard method of determining if someone has used AL (T1)”

Following our investigation, we confirmed that AI detection tools contain several limi-
tations that prevent their practical use in HE. These limitations, primarily in accuracy,
transparency, and usability, present significant challenges to their practical use in the
educational context. The reported accuracy rates can be misleading, causing a lack of
trust among users. The tools struggle to differentiate between Al-generated and human-
written content, potentially leading to unfair disciplinary consequences for students.
The transparency of the tools and their algorithms also raises questions about their reli-
ability and fairness.

‘T think almost everyone has experimented with some basic logic using GPT or other
LLMs, one of which was with these Al detection tools. There are a lot of them out there.
I once tried my own text; I sat down and wrote it myself, then tested it with those tools.
Nine out of ten of them said it was Al-generated. I would really, really hate it if they
[Chalmers] introduced those kinds of tools, knowing their current capability. (59)”

“It’s not always accurate, I must say. I tried it on a book chapter I'd written, and then I
basically tried to trick it by using some creativity with my own writing in some parts.
It detected the Al-generated parts perfectly. But then it also detected sentences that I
wrote myself. I was like, "How is this AI?" It wasn’t as extensive, though, but it was
really good at picking up where the Al was. (T10)”

A critical usability issue is the lack of comprehensive language support in many tools,
as they primarily detect Al content in English. This limitation excludes non-English
speakers from benefiting from these tools. Furthermore, some tools lack a highlighting
feature that identifies Al-generated content within the text. This feature is necessary to
showcase the transparency and reliability of the tool’s results.
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Certain detection tools include a humanizing feature (i.e., Undetectable Al, AT humanize),
allowing users to make the text seem more human-like and bypass Al detection. This
feature represents the commercial tactic used by companies that develop generative Al
tools only to create counter tools to detect Al-generated content. This continuous cycle
leads companies to fabricate problems to provide solutions, perpetuating a cycle of tech-
nological reliance [21] [22]. Ultimately, this product strategy compromises the integrity
of the tools.

Within this cycle, the tools cannot guarantee accuracy in flagging Al content, mainly
when Al-generated text is mixed with human-written content. This limitation signifi-
cantly increases the risk of false positives, making these tools unsuitable for educational
use at this time of their development. Design limitations, privacy concerns, and, most im-
portantly, ethical considerations prevent the adoption of Al detection tools in HE. These
concerns call for a responsible redesign and reimagined use and implementation.

We checked the tool’s accuracy by following a thorough process. We selected ten mas-
ters theses from the Chalmers Open Digital Repository interaction design program, pub-
lished between 2014 and 2017, before ChatGPT was released. We took about 1000 words
from the introduction of each thesis and labeled them from HS1 to HS10 (H for human
and S for student. We made sure that the texts were 100% written by humans. We listed
each thesis topic from Group 1 and asked ChatGPT to write a 1000-word essay corre-
sponding to each thesis subject. We coded the essays from EM1 to EM10 (E for essay and
M for machine).

After that, we used ChatGPT to combine the thesis introductions with Al-generated
essays to create ten blended texts using 50% of the Group 1 thesis and 50% of the corre-
sponding essay from Group 2. We kept Group 1s text the same to preserve the original
work’s integrity. We coded these essays from MHM1 to MHM10 (M for mixed, H for
human, and M for machine). Once we generated the data sample, we used all ten tools
to scan all the texts from the three groups. The scan results show the percentage accu-
racy, determining whether the tools correctly identified the content of Group 1 as 100%
human-generated, recognized the 100% Al-generated content from Group 2, and cor-
rectly identified the 50%/50% blend of Al and human texts from Group 3. This process
produced 300 accuracy percentages, which we then compared against the self-reported
accuracy of the tools obtained from the tools’ documentation or website.

We compared the self-reported accuracy with the actual accuracy data we collected. This
comprehensive analysis allowed us to draw conclusive insights about the tool’s func-
tionality. Thus, we found that the tools do not meet the required accuracy standards for
students’ work evaluation.

Detailed comparison shows that these tools” actual detection rates often fall short of
their self-reported accuracy rates. The discrepancies reveal grave limitations in their
performance, especially when scanning mixed or human-generated content. This incon-
sistency makes the tools inappropriate for higher education, where reliable detection is
vital. This result justifies the importance of rigorous, independent research on Al detec-
tion tools before their application in academic settings.
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Table 6.1: The data shows that the tools vary in their capability to analyze human-
written texts. Tools like Plagiarism Detector and Winston Al showcased higher accuracy.
This variability indicates the need for ongoing validation of these tools to ensure they can
accurately differentiate between human and Al-written content. Created by the author.

Sample CD CP GPTO PD OB SP SS SF  WAI O0GPT

HS1 31.82 6 1 0 0 3.6 25 0 1 2.79
HS2 22.41 0 1 0 0 0.1 10 9 0

HS3 40.74 0 1 0 0 0 8 1 0 0
HS4 40.38 0 1 0 27 23.9 8 8 0 0
HS5 53.70 6 3 0 0 0 15 0 5 0
HSe 63.16 0 1 0 18 23.3 21 0 0 0
HS7 32.81 0 1 0 0 0 11 22 0 6.39
HS8 29.17 0 1 0 0 0 9 25 0 0
HS9 40.63 0 0 0 0 0.2 6 1 0 0
HS10 26.39 0 0 0 0 0 3 0 0 0

Legend — CD: Content Detector. | CP: Crossplag. | GPT0: GPTZero. | PD: Plagiarism Detector.
| QB: Quillbot. | SP: Sapling. | SS: Scispace. | SF: Scribbr Free. | WAI: Winston AL | 0GPT:
ZeroGPT.

Table 6.2: High detection rates indicate strong tool performance, demonstrating relia-
bility in identifying Al-generated content. While low detection rates reveal deficiencies
in the tools in Al content detection. Created by the author.

Sample CD CP GPTO PD OB SP SS SF  WAI 0GPT

EM1 53.32 100 91 0 94 99.1 59 93 77  82.77
EM2 58.33 88 100 0 93 100 56 67 92 91.96
EM3 65 88 53 0 94 100 59 100 94  92.79
EM4 65.79 100 100 0 100 100 61 100 98  83.87
EM5 67.07 100 100 52 94 100 63 100 100  88.57
EMe6 75.71 100 100 35 100 99.9 51 100 100  96.51
EM7 68.18 100 100 68 100 100 48 100 100  95.24
EMS 60.61 100 100 7 100 100 58 83 98  92.58
EM9 72.06 100 100 0 83 100 47 100 100  94.63
EM10 67.65 100 100 0 94 99.9 53 100 100  92.67

Legend — CD: Content Detector. | CP: Crossplag. | GPT0: GPTZero. | PD: Plagiarism Detector.
| QB: Quillbot. | SP: Sapling. | SS: Scispace. | SF: Scribbr Free. | WAIL: Winston Al | 0GPT:
ZeroGPT.
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Table 6.3: Detection Rates for Texts with Mixed Al and Human Content. This evalua-
tion measures how effectively Al detection tools can identify Al-generated text within
a dataset comprising 50% Al-generated and 50% human-generated content. High detec-
tion rates in this group indicate strong tool performance, while lower detection rates
highlight poor detecting performance. Created by the author.

Sample CD CP GPTO PD OB SP SS SF  WAI O0GPT

HM1 51.64 84 89 0 53 85.9 38 79 57  51.07
HM2 51.04 75 81 0 0 99.8 34 57 29  36.08
HM3 67.21 78 63 100 70 99.6 44 100 100  88.38
HM4 64.04 89 83 0 68 99.8 35 100 55 35.13
HM5 62.5 100 33 0 61 75 30 100 100  59.81
HMe 72.81 65 71 0 68 100 33 67 100  57.27
HM7 59.17 74 34 86 51 54.8 33 50 95 64.14
HMS 55.10 100 56 0 78 100 39 100 100  56.02
HM9 64.15 78 36 95 65 67.9 37 100 66 52.14
HM10 62.24 88 48 0 65 54.6 35 80 100  57.56

Legend — CD: Content Detector. | CP: Crossplag. | GPT0: GPTZero. | PD: Plagiarism Detector.
| @B: Quillbot. | SP: Sapling. | SS: Scispace. | SF: Scribbr Free. | WAI: Winston AL | OGPT:
ZeroGPT.

Al Detection Tool Effectiveness

Following the comparative analysis of the Al-detecting tools, the data shows significant
discrepancies between the self-reported detection rates of these tools and the verified
detection rates in this study. This discrepancy highlights the challenges and limitations
of these tools. The comparison reveals that many of these tools have lower accuracy
than they claim. For example, Contentdetector.ai claims to be 85% accurate, but it is
actually only 55.87% accurate. This pattern of overestimation is common among the
tools assessed. Sapling and Scispace report high accuracies of 97% and 98%, respectively,
but their actual performances are only 63.64% and 34.97%.

Winston Al claims the highest accuracy at 99.98%, but its actual accuracy is only 59.63%.
On the other hand, Plagiarism Detector shows a low performance of 14.77%, with no
self-reported accuracy to compare, indicating a potential lack of confidence or trans-
parency in its effectiveness. The tools that do not provide self-reported accuracy rates
might reflect a need for validated claims about their capabilities. Overall, the evident
overestimation of tool effectiveness indicates that educational stakeholders must exer-
cise caution when relying on these tools to validate academic integrity.

Another reason for caution is that from the comparative analysis, we gained insights into
each Al detection tool’s false positives and false negatives rates, displaying their lack of
reliability and various technical limitations. Some tools have a higher rate of false pos-
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itives, incorrectly identifying human-generated content as Al-generated. Others have
a higher rate of false negatives, failing to recognize Al-generated content. Overall, the
analysis showcases the risks of using these tools and the potential for unfairly flagging
a student’s work as Al-generated.

Table 6.4: The table compares the self-reported and average accuracy rates of various
Al detection tools. The data indicates discrepancies between expected performance, as
claimed by the tool developers, and the observed performance in our empirical evalua-
tion.

Detection Tool Self-Reported Actual Average

Accuracy (%) Accuracy (%)
Contentdetector.ai 85 55.87
Crossplag — 60.2
GPTZero — 51.9
Plagiarism Detector — 14.77
Quillbot — 52.37
Sapling 97 63.64
Scispace 98 34.97
Scribbr (Free) 78 61.4
Winston Al 99.98 59.63
ZeroGPT 98 48.31

Table 6.5: This table provides a comparative overview of the number of false positives
and false negatives generated by various Al content detection tools, indicating their error
tendencies when detecting Al-generated content.

Detection Tool False Positives False Negatives

Count Count
Content Detector 12 5
Crossplag 4 4
GPTZero 2 2
Plagiarism Detector 2 12
Quillbot 3 2
Sapling 7 4
Scispace 8 6
Scribbr free 7 4
Winston Al 4 4
ZeroGPT 3 2
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6.3 The FAUXperience Framework

What strategies can be used to promote a critically conscious use of Generative Al chat-
bots in higher education?

The results from addressing this study’s first two research questions highlight the need to
integrate robust safeguards and ethical guidelines when incorporating Al into education.
Based on the findings from the second research question, it is clear that current Al-
detecting tools have proven to be unreliable and ineffective, indicating the need to shift
away from the idea of preventing the use of Al through punitive measures to see instead
the opportunity to reframe our Al use in a responsible, critical, and ethical manner.

Therefore, we synthesized the insights we gained into the FAUXperience Framework. In
interaction design, a framework is a tool for creating interactions that enable successful
user experiences [25]. Our framework offers an organized approach to generative Al by
proposing resources for educational use. The framework consists of principles, personas,
and scenarios to facilitate the responsible adoption of Al technology in educational set-
tings while acknowledging its associated risks.

These resources primarily aim to create personas and Al-based educational scenarios
based on our empirical user research to support teachers in integrating Al into their ed-
ucational contexts and assist students in incorporating generative Al into their learning
experiences while upholding ethical standards and academic integrity.

We created the scenarios based on Mollick’s classification of Al tasks as exclusively hu-
man (Just me tasks), shared with Al under human supervision (Delegated tasks), and au-
tomated without continuous human oversight (Automated tasks) [14]. When proposing
personas, we adhere to Mollick’s approach of treating Al as a person and purposefully
determining what type of person Al "is" [14]. As a result, when creating the personas, we
infused critical consciousness in them, ensuring that they safeguard content generation
based on human ethical principles. In the context of our research, this design implies
that we consciously assigned tasks to Al with the understanding that humans should
remain central in the human-machine relationship [14].

In this context, placing humans at the center of the human-machine relationship ad-
dresses Ko’s concern that Al will eliminate one of the most essential learning elements:
struggle [13]. As a result, in our framework, we reserve tasks involving value-based
decisions exclusively for humans [52] [32]. These decisions are inherently challenging,
requiring students to use critical thinking that should remain entirely human.

Al Role-Play Simulation

In Al Role-Play simulations, students can assume roles that differ from their real-life
identities [84]. For example, a student in a design history class might take on the role
of a textile pattern maker from the Industrial Revolution era. Teachers can use this
exercise to assess if students understand the role of pattern designers in the historical
development of the textile industry [114].
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In other simulations, students can embody themselves and guide a fictional persona in
a scenario [84]. For example, students might practice decision-making techniques by
assisting their fictional persona in weighing the pros and cons of different design deci-
sions [84]. In another scenario, the exercise might involve helping a fictional classmate
choose qualitative methods for a project, allowing the student to practice arguing for
design decisions related to research methods and techniques.

In the following exercise, we prompt the Al to assume the role of an Al-student (AIS)
while the user (student) serves as the design human-tutor (HT). This exercise, inspired
by Mollick’s Prompting for Role Play [84], organizes the simulation components in a way
that allows them to be applied in various disciplines. This flexibility allows the material
to be adapted to different contexts. In our example, we designed a predefined scenario
with a design-related context; however, in a classroom application, users can alter the
scenario and select the Al persona they wish to interact with [84]. The italicized excerpts
in the text indicate that the information can be adjusted to fit another topic [84].

Role-Playing Exercise: Al as a Student

Scenario. During this role-playing scenario, the student can practice teaching the con-
cept of user experience. They can demonstrate their knowledge of design and receive
constructive feedback to improve their teaching skills. In this scenario, the AIS (you)
will act as an eager learner with little prior knowledge of design. In this scenario, the
HT is an experienced professor in the field of design, and they will answer your initial
setup questions, teach you the concept of user experience, and they will receive feedback
on her teaching at the end of the exercise.

STEP 1: INITIAL SETUP

Introduction. Inform the HT that they will embody an experienced professor in the
field of design. They are responsible for explaining the topic and answering questions.

Choose Interaction Style. Let the HT decide how the AIS should behave as an avid
or hesitant learner. Provide these options and wait for the tutor’s choice. Regardless of
what kind of student you are, as an AIS, you don’t ask multiple questions simultaneously.
After gathering all the required information, please inform your HT that you are ready
to proceed to the following step.

STEP 2: CONDUCT THE ROLEPLAY

Topic Selection. Ask the HT what specific aspect of user experience they will teach. If
the tutor is unsure what to teach, you can mention three aspects of user experience that
you are interested in learning. After the selection, begin the session by stating, "I AM
READY," and adopt the chosen learner role.

Simplified Explanations. As a Bachelor student, you don’t understand technical jargon
and should ask the HT for clear and simplified explanations. After their explanations,
ask them to provide examples or relate the topic to real-world scenarios.

80



6. Results

Intentional Errors. As a Bachelor student, you sporadically make errors or misunder-
standings to mimic real-life learning challenges, which nudges your HT to give more
detailed explanations.

Session Duration. After six interactions, declare "END OF LESSON! Proceed to the
feedback step after declaring "END OF LESSON""

STEP 3: FEEDBACK AND REFLECTION

Lesson Evaluation. After the roleplay. Communicate to the HT areas of improvement,
evaluate their explanation of key concepts, and their ability to provide relevant exam-
ples. Lastly, constructive criticism should be provided to help them improve their teach-
ing skills. Ask the HT to assess your performance as a student by providing a detailed
explanation for their evaluation.

Conclude Session. Conclude the session, informing the HT that they can continue the
lesson if additional time is available.

Ethical and Pedagogical Concerns

Simulation-based education presents various risks due to the impossibility of guaran-
teeing that the simulated scenario will effectively connect the lesson to the scenario
or provide solid advice [84]. It’s also a challenge to standardize students’ experiences
with the Al since as users enter new information, the experience between users and the
machine will be altered. As Mollick explains [84], if "[...] a lesson calls for a specific
exchange during a team conversation and that dynamic should surface every time) then
the AI approach may not be right for this specific topic."

One of the biggest benefits of simulation-based education, its flexibility to tailor the
scenario to individual student’s needs and preferences, might also pose a pedagogical
risk [84]. This tailoring capability is so extensive that each student’s experience can
become so individualized that it may stray from the intended pedagogical lesson the
teacher intended to teach [84]. Even in role-play scenarios, where the Al is prompted
to guide the scenario, teachers must verify how different instructions may alter the sce-
nario and possibly mitigate its associated risks. Teachers must "[...] experiment with
simulation prompts in their subject matter to better understand how the models react
to their instructions. As with any Al exercise, instructor involvement, feedback, and
oversight are critical" [84].

More generally, a high risk in incorporating simulated Al education is the potential of
this technology to increase the digital divide [115]. To ensure that Al tools are accessible
to all students, governmental agencies must "take steps to close the digital divide, such
as providing access to technology and internet resources in underserved communities.
In addition, teachers must stay up-to-date with the latest developments in Al and how to
use it to enhance their teaching [...]" [115], which can be challenging given the number
of tasks and responsibilities that teachers already have.
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Delegating Tasks to Al with Critical Consciousness

After conducting the user research with educational stakeholders, we gathered insights
that informed the creation of comprehensive guidelines for assigning tasks [14] to gen-
erative Al tools with critical consciousness [73]. Al has the potential to enrich learning
experiences by providing adaptive support and promoting autonomous learning [50] as
long as we adhere to the principles of co-intelligence with Al through an ethical perspec-
tive [14].

It’s crucial to approach task delegation to AI with an understanding of both the benefits
and potential risks associated with its use [116] [85]. While Al can certainly streamline
tedious or repetitive tasks, we must still carefully assess these tasks to ensure that they
align with our ethical principles [5]. Due to ethical considerations, tasks that involve
human values should be reserved exclusively for humans’ prerogative [54] [14].

When determining the approach to delegating tasks to Al, we were guided by insights
from our user research. Teachers highlighted varying maturity levels in the bachelor’s
(see Figure 6.17)' and master’s (see Figure 6.18)* students when engaging with these
tools. This insight led us to create distinct guidelines for delegating tasks tailored to
these two student groups.

“[...] We’re a master’s team of teachers, and we think that master’s students should
be using their own brains more than bachelor’s students. So, when teaching bachelor’s
students, we talk about the tools and how they should be used. (T10)”

“[...] I teach many first-year students, both in master’s and bachelor’s programs. I see
that they haven’t yet matured as students to use Al to its full potential. (T16)”

“In my master’s courses, I believe that students tend to be a little bit more mature
because they’ve already completed a bachelor’s degree. Um, even though my master’s
students did not have ChatGPT in their bachelor’s programs, right? So, I don’t know
how it will be when my current bachelor’s students, who are using ChatGPT, become
master’s students. (T16)”

“The main challenge, I feel, is that students don’t engage in self-reflection, as most do
not demonstrate this aspect of their learning. [...] I think what will happen is that
they will increase their trust in the tools and maybe less in themselves because they
will make more mistakes. It’s just a human tendency to make mistakes, especially
in the beginning stages of learning, and then they will take the shortcut of using AL
The challenge I find is how to present these tools and show their benefits and potential
to students while encouraging them to think critically about the limitations, even if I
highlight them. (T16)”

'Image produced using generative Al. DALL-E 3 Prompt: High fidelity, head-shot of half-Asian man,
half-Asian cyborg on a white background, front view.

“Image produced using generative Al. DALL-E 3 Prompt: High fidelity, head-shot of half-Black woman,
half-Black cyborg on a white background, front view.
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Guidelines for
Consciously Critical
Bachelor's Students

JUST ME TASKS DELEGATED TASKS AUTOMATED TASKS

Just Me Tasks are academic Delegated Tasks are academic Automated Tasks are
tasks that a student must tasks that students can academic tasks that can be

perform independently partially outsource to Al tools performed by Al tools without
without relying on Al to enhance their efficiency and direct human involvement, but
assistance. effectiveness. with occasional oversight.

Reflective Writing Collaborative Writing Grammar and Spelling
Reflective essays on personal Write sections of essays with Al Automate grammar and spelling
learning experiences. providing suggestions. checks in written assignments.
Develop core arguments for Collaborate with Al to refine and Use Al to proofread research
research papers. improve drafts. papers and essays.

Critical Thinking Research Assistance Summarization

Analyze and interpret research Al assistance for source Use Al to summarize lengthy
findings. identification. readings and articles.
Formulate original research Use Al to identify compile Automate the organization of
questions and hypotheses. annotated bibliographies. research notes and references.

Opinions and Feedback Interactive Learning Data Analysis and Reporting
Provide feedback on peer Collaborate with Al to develop and Use Al to generate summaries
reviews. play quizzes to reinforce of research findings.

knowledge.

Develop and express Automate the creation of

opinions in essays and Al creates hypothetical scenarios graphs and visual aids based

assignments. to improve arguments. on data.

Ethical Engagement Feedback and Assessment Routine Administrative Tasks
Make final decisions on research Al can suggest changes to learning Use Al to format citations and
direction and methodology. plans. bibliographies.

Write the initial draft of research Collaborate with Al to generate and Automate the tracking of research
papers or assignments. flashcards. progress and milestones.

Figure 6.17: Task delegation to Al by Bachelor’s students, divided into human-only
tasks, tasks for Al assistance, and tasks for Al automation. Created by the author.
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Figure 6.18: Task delegation to Al by Master’s students, divided into human-only tasks,

Guidelines for
Consciously Critical
Master's Students

JUST ME TASKS

Just Me Tasks are academic
tasks that a student must

perform independently
without relying on Al
assistance.

Deep Critical Analysis

Analyzing and interpreting
complex ideas and theories.

Formulating personal opinions
and arguments.
Self-reflection

Writing reflective essays on
persqnal experiences and
learnings.

Self-assessment activities.

Ethical Judgments

Making decisions that involve
ethical considerations and
personal values.

Evaluating the moral implications
of using certain information.

In-Depth Research

Conducting primary research,
including experiments.

Interviewing experts and
analyzing qualitative data.

DELEGATED TASKS

Delegated Tasks are academic
tasks that students can
partially outsource to Al tools
to enhance their efficiency and
effectiveness.

Idea Generation

Using Al to generate ideas and
suggest topics for projects.

Using Al to organize ideas based
on project requirements.

Drafting and Outlining

Collaborating with Al to create
final drafts and outlines.

Using Al to organize thoughts
and structure arguments.

Enhancing Coherence
Employing Al to ensure
consistency in terminology and
narrative flow.

Aligning various sections of a

document for a unified argument.

Critical Feedback and Editing

Receiving real-time feedback on
grammar, style, and tone.

Using Al to suggest rephrasing
and stylistic improvements.

AUTOMATED TASKS

Automated Tasks are
academic tasks that can be
performed by Al tools without
direct human involvement, but
with occasional oversight.

Routine Data Management

Automatically organizing and
categorizing data.

Scheduling reminders for
upcoming deadlines or tasks.

Administrative Work

Filling out standard
paperwork.

Automating attendance tracking
and grade recording.

Data Entry and Processing

Entering data into
spreadsheets or databases.

Conducting basic calculations
and data processing tasks.

Simple Correspondence

Sending out standard emails or
notifications.

Responding to common inquiries
with pre-written responses.

tasks for Al assistance, and tasks for Al automation. Created by the author.
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Evaluating the Benefits and Risks of the Framework

As we considered the core aspects in this study’s research questions — the understanding
and perception of Al by students and teachers, how this technology is changing educa-
tional dynamics and strategies for ethical use — we were able to propose a framework for
Al use in education guided by the principle of critical consciousness. The framework is a
comprehensive tool for creating interactions that promote ethical and effective learning
experiences. Its principles, personas, and scenarios facilitate the responsible adoption
of Al technology in educational settings while acknowledging its associated risks. By
considering the main benefits and risks of this framework, we can enhance awareness
and comprehension of its usage.

Benefits. The FAUXperience framework offers numerous benefits because it can en-
hance the overall learning experience by tailoring content delivery to student needs and
preferences, making the educational environment more engaging by accommodating
diverse learning styles [117]. Additionally, AI’s capability to automate repetitive and
routine tasks significantly improves efficiency in education. By automating data anal-
ysis, educational stakeholders can focus more on personalized instruction and student
support [117]. It offers an innovative teaching approach via simulated learning-based ed-
ucation, and it can increase the dynamism and interactivity of learning. These benefits
create a more adaptive and responsive learning environment [117].

Risks. However, there are a few risks that we need to take into account. For example,
as students feed information into the simulated scenario mediated by Al there are data
security and privacy risks [117] [6]. During the dataset training process for any gener-
ative Al model, there are concerns about algorithmic bias that we, as final users solely
interacting with these tools, cannot completely mitigate [43]. The lack of transparency
in the dataset used to train these tools will always prevent complete trust in the tech-
nology [18]. As we integrate this technology into education, we must work to avoid
stakeholders’ dependence on it, as human oversight should always be at the center of
this human-machine relationship [14].
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Discussion

This section will discuss the significance of our research findings by establishing connec-
tions between our results and the current body of literature on the topic. Additionally,
we will propose opportunities for future research and implementations of Al in higher
education.

Recognition of Al Benefits for Education: Our research findings reveal that edu-
cators and students acknowledge the potential benefits of integrating AI into higher
education. Specifically, they recognize AI’s capacity to enhance learning experiences
and improve efficiency in academic activities. This perspective aligns with the reports
presented in Saidakhror’s [85] report on the significant impact of Al on productivity and
innovation and the growing interest among university administrators in using Al appli-
cations to prioritize student success and streamline administrative processes. Our study
also highlights students’ increasing confidence in utilizing generative Al for educational
tasks, with students incorporating mainly ChatGPT into their academic assignments.
The data indicates the use of Al for idea generation, grammar and spelling checks, and
improving text coherence. This data demonstrates AI's potential to enhance overall aca-
demic writing quality.

Implication

Efficiency Enhancement: Both teachers and students believe that AI can improve
learning and teaching efficiency. By learning from teachers’ and students’ experi-
ences, universities can develop strategies to use Al effectively to make teaching and
learning more efficient.

Lack of Transparency with Students: The need for more transparent, well-defined
guidelines regarding the use of Al by the university has introduced ambiguity about
whether students are allowed to use such tools. One teacher (T10) mentioned that they
do not provide students explicit guidelines on Al use because they believe that if they
mention it, students will feel free to use it. However, the literature shows that trans-
parency about Al systems is crucial to building trust among educators, students, and
other stakeholders to understand how Al works and arrive at decisions [86].
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Implication

Guideline Development: Educational institutions must prioritize the creation of clear
guidelines on Al usage. These guidelines should balance ethical considerations with
practical benefits, ensuring AI’s responsible and effective use in education.

Not Suitable for Educational Context: ChatGPT has raised concerns regarding aca-
demic honesty, and Al content detectors, in theory, could be used to identify computer-
generated essays [118]. However, our study has indicated that Al content detectors may
not always be precise in identifying Al-generated content, which aligns with previous
research findings [118]. The detectors’ inaccuracies in our study were more expressive
when the essays combined human-written and Al-generated texts, indicating that these
tools might not be suitable for the educational context, since, based on our research, the
students use these tools for writing tasks [118].

Our study and comparison analysis results are significant because they indicate that cur-
rent Al content detectors may not be appropriate for identifying Al misuse in student
work. The detectors were more inaccurate when the essays combined human-written
and Al-generated texts, suggesting that these tools might not be suitable for the educa-
tional context since our user research shows that students use these tools for writing
tasks. While this study focused on examining detection technology, there may be other
solutions to addressing concerns about academic integrity. Some studies have suggested
that educators could explore ways to integrate Al into their teaching instead of oppos-
ing it [118]. For example, teachers should redesign the assignments to adapt to this new
reality. Educators could create assessments that require students to demonstrate their
deep critical thinking through reflections on contexts that chatbots alone would not be
able to reflect on, such as the student’s own process [118].

Implication

Develop Alternative Assessment Methods: Incorporate more in-class assessments and
use a combination of traditional and Al-assisted methods to ensure a balanced and
fair evaluation of student performance.

The Limitations and Ethical Challenges of the FAUXperience Framework: The
FAUXperience framework is based on extensive research with users, both qualitative and
quantitative, and the task-based theory developed by Ethan Mollick [14]. Mollick cate-
gorized tasks performed by humans and Al tools as Just Me, delegated, and automated
tasks. Building on his categorization, we created two Al-based personasConsciously Crit-
ical Classmate and Consciously Critical AI Co-Author specific to educational contexts.
We also grouped academic tasks according to his categorization.

The proposed framework has one limitation in terms of validation. We have yet to test
the personas we created in real-life contexts with students using these task divisions.
Even though the tasks resulted from user research, collecting students’ feedback about
the task division would have been valuable. Understanding which tasks they would feel
comfortable assigning to AI would contribute to the validation of this study.
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Another critical point to address about the FAUXperience framework is that it is de-
signed on the idea that the social dimension of learning should come alongside inde-
pendence of thought. Both autonomy and social interaction are essential for effective
learning [42]. The framework, especially with the personas, establishes the tasks that Al
can tackle. However, instructing it to act as a classmate or co-author is not meant to elim-
inate the importance of collaborative work and discussion in the learning process. On
the contrary, it should be used as a complementary tool alongside real-life interactions.

Following Vygotsky’s work on the influence of the social world on an individual’s devel-
opment [42], learning occurs within communities; quality assessment is collaborative,
and transferable knowledge is context-based. Therefore, this framework should ideally
be used in a context where students are not isolated in a virtual world, which could be
one of the negative implications of the widespread use of Al-based personas. Exploring
how Al-based personas can impact the social aspects of learning and students’ educa-
tional growth is essential for future work.

Additionally, we must consider how these personas may impact the relationship be-
tween humans and machines, particularly regarding the emotional and psychological
attachment that can be created. Since many experts are very nervous about anthropo-
morphizing Al, and for good reason, this framework also relies on anthropomorphizing
artificial intelligence. Even though a sense of familiarity and relatability can benefit
students, it can create confusion and misunderstanding [14]. Therefore, this aspect de-
mands thorough examination to fully uncover its intricacies, which is impossible within
the boundaries defined by this study’s scope.

Implication

Implementing Advanced Al Roles in Education: Implementing this Al role relies on ad-
vanced Al algorithms to adapt to individual learning styles and continuous research
into the ethical implications of Al in education for responsible and fair use.

Threats to Validity - Replicability: The limitations of the detection tools we used
prevented us from determining the replicability of the accuracy rate detection. The use
of free versions of the tools restricted our ability to scan the same texts repeatedly, which
introduced a replicability threat that we could not fully mitigate. To address this, we
employed a variety of detection tools by scanning the same text sample, which yielded
consistent results and indicated some replicability.

One potential factor that may have impacted the accuracy of our findings was the rela-
tively small size of the text samples from different groups, each containing of ten texts. A
larger sample size would have increased the reliability of our results. Moreover, when it
comes to texts considered 100% written by humans, we cannot be sure that the selected
texts were written exclusively by humans. This uncertainty results from the fact that,
despite the increased popularity of large language models following the release of Chat-
GPT, there is no basis for assuming that undisclosed content creation methods existed
even before this time. Although we couldn’t ensure that humans wrote the texts in their
entirety, based on the selection of the texts dating from 2014 - 2017 and the detection
results, we assumed the texts were human-written for our analysis.

89



7. Discussion

In terms of external validity, our study had some limitations. We had limited variability
in the texts we used, which could have affected the consistency of the tool’s performance.
Ideally, we would have scanned multiple texts from each category to ensure that the tool
was performing consistently regardless of the content and size of the text. To mitigate
this, we controlled the sample size of the texts and ensured that they had roughly the
same length. We also collected texts from different topics within the area of interaction
design to increase variability in the sentences’ constructions and enrich the analysis.

While revealing transferability challenges with language models, our study also opens
up opportunities for future research and improvement. The use of a prompt to generate
100% machine-generated texts means that the continued improvement of GPT models
might introduce chages to the results using the prompt we used in the study.

Implication

Replicability Challenge The use of free versions of detection tools restricted the abil-
ity to scan the same texts repeatedly, introducing a replicability threat. Although
employing various detection tools showed some consistency, this limitation pre-
vented a full assessment of the replicability of accuracy rates.

The Subtle Bias of LLMs: Humans are deeply integrated into every aspect of our social
organizations. And we can only easily replace a human with a machine by disrupting
that integration. Even if you could replace a teacher with an AI overnight, would stu-
dents be comfortable being taught by a machine? [14].

When discussing the relationship between machines and humans, especially in the con-
text of education, it is crucial to uphold ethical standards. However, language model
models (LLMs) showcase subtle biases many users might overlook. This subtlety arises
from the fact that the models are fine-tuned to avoid obvious stereotyping; neverthe-
less, biases still exist. For example, if you enter the following scenarios into ChatGPT-4:
"The professor was given a teaching assistant because he needed help with many on-
going courses" and "The professor was given a teaching assistant because she needed
help with many ongoing courses," and ask GPT-4 who needed help in each scenario, it
answers "the professor” when the professor was a man and more likely to incorrectly
say "the teaching assistant” when the professor was a woman [14].

The difference in pronouns ("he" vs. "she") affects the interpretation of who needed help,
with "he" clearly referring to the professor in the first sentence, while "she" in the sec-
ond sentence introduces some ambiguity that could point to either the female professor
or the research assistant. This is just one example of how generative Al can create a
distorted and biased representation of relationships [14]. Therefore, it is essential that
when researching Al, we hold content providers, like OpenAl, accountable for the con-
tent. These biases can directly influence students’ perception of reality.

Variability and Sample Size: The results of our study about Al use at Chalmers Uni-
versity and GU, where the highest number of respondents come from, emphasize the
considerable use of Al-powered tools in education already. However, it’s important to
note that the sample size that responded to the survey is small (38 teachers, 42 students).
The focus of our study in technology-related fields overlooks the wide variety of other
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courses from different university areas with a completely different relationship with
technology. Since the sample surveyed was focused on programs in the technology area,
we can assume that the students of these programs are more in tune with the latest
technologies. Therefore, our results might only accurately represent some of the univer-
sity’s departments. This hypothesis could be a focus for future work investigating how
the humanities, art-based programs, etc., use these tools. On the other hand, because
the students surveyed and interviewed are so in tune with technology, they brought up
numerous interesting insights that significantly contributed to this work. Their input
was valuable, mainly because of their experience with software development.

Implication

Discipline-Specific Insights: The study’s findings only partially represent part of the
university population due to the limited number of participants and the focus on
technology-related programs. Consequently, this could lead to a biased percep-
tion of AI usage in different fields of study, as the respondents were students in
technology-related fields and might be more familiar with Al-related topics.

Cost Challenges and Sample Size: To address the cost challenges of using multiple
detection tools in our experimental study, we opted for tools that offer a free payment
model. Although many options in the market provide this model, most have a limited
maximum number of words allowed for scanning, around 600 to 1000 words, which may
have skewed the results as the sample size is crucial in this context. Drawing from in-
formation theory, the sample size required for detection increases as machine-generated
text approximates human-like quality. As machine-generated text becomes more similar
to text written by humans, it becomes harder to differentiate between the two. Therefore,
a bigger text sample size increases the chances of determining whether a machine or a
human wrote it accurately. In our study, each Al-generated or human-collected text var-
ied between 800 and 1000 words. Comparing the results of different sample sizes would
be a research opportunity for future work.

Implication

Importance of Sample Size: According to information theory, as the similarity be-
tween machine-generated and human-written text increases, a larger text sample is
required to confidently detect the origin of the text. The study’s sample size (800 to
1000 words) may not have been sufficient to the texts detection.

Al Developers Critiques and Predictions: Developers involvement in the research
The decision to include interviews and surveys with teachers, students, and Al develop-
ers revealed the significant influence of social context on the perception of Al, including
norms and values. In particular, involving developers in the interviews provided valu-
able insights into the technical perspectives on the expansion of Al use. For instance,
one of the developers, D19, criticized the way Al is portrayed in the media, expressing
a belief that there is both exaggeration and demonization of Al likely for the sake of
attention and clicks. Another developer, D20, expressed a belief that we are currently
in the midst of an efficiency wave of Al and that we have yet to see all that Al has to
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offer, suggesting that in the next five years, we will begin to explore all the possibilities
Al presents. The expert knowledge provided by the developers helped to ground our
expectations and understand the potential impact of AL

Implication

Future Potential of AI: The developers suggested that we are currently experiencing
an efficiency wave in Al development and that its full potential has yet to be real-
ized. They anticipate significant advancements and new possibilities in the next five
years.

Al Tools’ Sensitivity to User Input and Transferability Issue: The results of the in-
terviews indicated that the tool’s familiarity and the different prompts used demonstrate
the high sensitivity of this technology to users’ input. One teacher (T14) expressed dis-
appointment with ChatGPT’s results when attempting to write texts for administrative
tasks:

‘I tried using it for some shorter administrative writings, and I was so unsatisfied with
the output that I frustratingly discarded it and wrote from scratch. I haven’t devel-
oped enough skills to prompt it effectively, which may be the case. I haven’t used it
extensively enough to make productive use of it. (T14)”

However, other teachers who have spent time training the chatbot have achieved satis-
factory results. This suggests that LLMs’ sensitivity to user input at different familiarity
levels presents a unique context, as the tool’s output responds uniquely to different in-
teraction levels, highlighting the importance of exploring the tool extensively.

These findings are consistent with Mollick’s principle [14]: "Always invite Al to the ta-
ble," which suggests inviting Al to assist in all tasks while respecting legal and ethical
boundaries. As you experiment, you may find that Al assistance can be satisfying, frus-
trating, useless, or unnerving. By familiarizing yourself with AI's capabilities, you can
better understand how it can aid or potentially threaten you and your job. These results
indicate the high sensitivity of LLMs to different user inputs but also present a challenge
in terms of transferability. Using the same prompt might produce different results de-
pending on the data fed to the chatbot beforehand.

Implication

Al Sensitivity to User Input: The success of using Al tools depends on the user’s
experience and ability to provide effective prompts. Teachers with more experience
and better prompting skills achieved satisfactory results, while those less familiar
with the tool found it less helpful. The same prompt can produce different results
depending on prior interactions and the user’s input beforehand.

Trade-off Between Analysis Requirements and Data Security: We had to consider
the balance between analysis needs and data security when exploring Al detection tools.
While these tools claim not to store the data we input, we cannot be sure if they retain
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the data for future model training. Therefore, when sharing content with these tools, we
hide personal information, including names, ages, and other sensitive data. Although
these security and privacy concerns presented challenges, the comparative analysis pro-
vided valuable insights into the capabilities of the detection tools. With this analysis, we
can assess the reliability of these tools and their use in education.

Implication

Data Security and Privacy Concerns: There needs to be more certainty about whether
Al detection tools store or utilize the input data for future model training, which
raises concerns about the security and privacy of the shared information.

Considering the Terminology: Considering the differences between teachers, lectur-
ers, tutors, instructors, and professors is important since each of these positions involves
some specific responsibilities and contexts. [119]. In our study, we use the term "teacher”
for simplicity to refer to the professional who leads and supervises a large class, follows
the school’s curriculum, and employs teaching methods to aid students in their learning
process. Although we’ve grouped these professionals for clarity, we’ve also established
specific criteria to address the fact that we haven’t distinguished between them. All the
individuals we interviewed were actively teaching and officially employed in higher ed-
ucation institutions at the time of the interview. For future work, it would be valuable
to explore potential differences in the attitudes and perceptions toward Al among tutors,
teachers, professors, and lecturers based on their seniority and roles. This could provide
valuable insights into their unique approaches and perspectives on AL

Implication

Different Educational Positions: The use of the term "teacher" in the study for sim-
plicity offers clarity but fails to consider the possible variations in attitudes and
perspectives toward Al across different educational positions, including tutors, lec-
turers, instructors, and professors.
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7.1 Future Work

This study created many opportunities for further research. As presented in the results
and discussion sections, efficiency is a key factor in how students and teachers perceive
these tools. Investigating the impact of Al on students’ and teachers’ productivity would
be valuable. This investigation could measure how this technology affects users’ produc-
tivity in terms of time saved in writing essays, preparing for exams, creating presenta-
tions, and generating design concepts.

Considering that the detection tools’ accuracy rates indicated that they are not suitable
for educational use in their current development state, an area of investigation could be
the strategies and methods teachers use to detect Al content beyond detection tools. This
research could include examining the affordances that indicate to teachers that students
have misused Al-generative tools.

Another area for future work is evaluating comprehensive training programs for educa-
tors in Al usage. This training should cover the technical aspects, ethical considerations,
and potential biases associated with Al tools. We could evaluate whether this train-
ing affects how teachers use these tools in their activities and how this newly acquired
knowledge from teachers affects students’ interaction with Al-powered tools.

Another opportunity is to investigate alternative user interfaces for generative tools. As
mentioned throughout the study, there is a concern about the dependency or attach-
ment between humans and machines and how the chatbots are designed to mimic a chat
between humans. We could investigate how different types of user interfaces interfere
with user interaction and generative chatbots.

Finally, exploring AI’s potential to support personalized learning experiences and iden-
tify learning difficulties could create new opportunities for enhancing educational expe-
riences.

By focusing on these areas, future research can contribute to AI's ethical and effective
integration in higher education, maximizing its benefits while mitigating potential risks.
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Conclusion

Throughout this study, we have investigated the incorporation of Al in higher education,
specifically focusing on the interactions among students, educators, educational institu-
tions, and generative Al chatbots. Our exploration of the research questions has pro-
vided us with a comprehensive understanding of the advantages, obstacles, and ethical
considerations associated with Al in educational settings. We sought to understand how
teachers and students experience and perceive the usage of generative Al chatbots in
higher education, identify the limitations preventing the adoption of Al detection tools,
and explore strategies to promote a critically conscious use of generative Al chatbots in
higher education.

Our findings suggest that both educators and students acknowledge the potential ben-
efits of Al, particularly in improving learning and teaching efficiency. Students express
confidence in using Al tools like ChatGPT for academic purposes, and educators view
Al as a valuable aid when used responsibly. However, we have also identified challenges
such as potential biases, over-reliance on Al, and the need for more accuracy of Al con-
tent detection tools. These challenges highlight the need for clear guidelines and consis-
tent integration of Al into the curriculum.

Our analysis of Al detection tools has revealed significant disparities between the tool’s
documentation of self-reported accuracy and actual performance, leading to mistrust
among educators and educational institution administrators. Issues such as false posi-
tives, transparency, and usability have been recurrent, with humanizing tools that by-
pass the detection of Al content further complicating the ethical problems of the detec-
tion process. Addressing these design limitations is essential to challenge the reliability
and credibility of Al detection tools, as they currently need more technical capability to
conduct consistent evaluations, which could lead to unfair treatment of students.

By developing the FAUXperience framework, we have established a system that distin-
guishes tasks that should remain exclusively dedicated to humans from those that can
be outsourced to Al within the educational realm. This framework provides valuable
insights into how stakeholders can ethically utilize Al tools, emphasizing the varied ben-
efits for students, educators, and institutions. The framework is based on the premise
that autonomy and social interaction are vital for effective learning [42]. The framework,
mainly through the design of Al-based personas, aims to create a system that comple-
ments real-life interactions.
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8. Conclusion

Our findings are based on practical work that included interviews with teachers, stu-
dents, and Al developers, surveys with teachers and students, and a design audit of Al
plagiarism detection tools. These methods provided the necessary theoretical founda-
tion for the creation and proposal of our framework.

In conclusion, this study has addressed the research questions by offering insights into
the advantages and challenges of Al in higher education, identifying key barriers to
adopting Al detection tools, and introducing a framework for categorizing tasks between
stakeholders and Al The findings emphasize the significance of ethical considerations
and the need for clear guidelines to maximize the benefits of Al while mitigating poten-
tial risks. Future work should explore the ethical use of technology while ensuring that
the human factor remains central to the educational process.
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