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Abstract

It is estimated that up to 20% of U.S. households’ power consump-
tion is used by standby equipment (Ross and Meier 2000). In this
report, we describe the design and implementation of a smart power
strip, with the purpose of lowering such useless energy waste. The de-
vice puts its users in control of their consumption by providing moni-
toring of the power drawn by appliances connected to it, and the ability
to remotely turn these appliances on and off. Power consumption his-
tory and control can be accessed by users through a web application,
and the power strip communicates with this web application over the
Internet via an embedded wireless interface. Furthermore, through the
open design of the device it is easy for third parties to create services
that utilize it.

A set of desired features are specified, and a prototype is developed
accordingly. To evaluate the prototype empirical tests are performed
and results indicate that, with some further development of the soft-
ware, its goals would be achieved. This opens up for the device to be
used as a tool in the important task of lowering power consumption in
today’s society.



Sammanfattning

Enheter forsatta i standbylage genererar upp till 20% av de amerikan-
ska hushallens totala elférbrukning (Ross and Meier 2000). I denna
rapport beskrivs design och implementation av ett smart grenuttag,
vars syfte ar att sinka sadant energisloseri. Produkten sétter sina
anvandare i kontroll 6ver sin elférbrukning genom att ge dem majlighet
att overvaka hur mycket el enheter kopplade till den drar, och att pa
avstand sl pa och av dess uttag. Overvakning och kontroll erbjuds via
en webbapplikation, och grenuttaget kommunicerar med denna web-
bapplikation Gver internet via ett inbyggt tradlost granssnitt. Vidare
har produkten en 6ppen design som gor det enkelt for tredje parter att
uttnyttja dess tjénster.

Ett antal 6nskade egenskaper specificeras och en prototyp utvecklas
utefter dessa. For att utvirdera prototypen utfors ett antal tester
och dessa visar att, om viss vidareutveckling av produktens mjuk-
vara genomfordes, skulle den uppfylla sina mal. Detta 6ppnar upp
for att produkten skulle kunna anvindas som ett verktyg for att sdnka
elférbrukningen i dagens samhélle.



Acknowledgements

We would like to thank our supervisors, Marina Papatriantafilou,
Magnus Almgren, Vincenzo Gulisano and Giorgos Georgiadis for pro-
viding excellent help and feedback, making this project possible.



Contents

1 Introduction

1.1 Purpose . . . . . . . .
1.2 Scope . . ..
1.3 Problem/Task . . . ... ... ... ... ... ... ... .
1.4 Method . . . . . .. .

1.5 Reportlayout . . . . ... ... .o

Related work

2.1 Academic . . . ... ...
2.2 Commercial . . . . . ... ... ... o
2.3 The Smarter Power Strip in comparison . . . . . ... .. ..

Technical background
3.1 Outlet toggling . . . . .. .. .. ..o
3.1.1 Electro-mechanical relay, EMR . . .. ... ... ...
3.1.2  Solid state relay, SSR . . . . ... .. ... ... ...
3.2 Current measurement . . . . . ... ... ...
3.2.1 Series resistance . . . ... ... ... Lo
3.2.2 Halleffect sensor . . . . ... ... .. ... ......
3.2.3 Current transformer . . . . . ... ... ... ... ..
3.3 Power calculation . . . . ... ..o oo Lo
3.3.1 Alternating current . . . . . . .. ... ... ...
3.3.2 Frequency components . . . . . . .. ... ...
3.4 Digitization of measurement values . . . . . ... ... .. ..
3.5 Making AC signals measurable by standard ADCs . . . . ..
3.6 Communication . . . . . .. ... ... ... .. ... ...,
3.6.1 Communicating over the Internet . . . . . . . ... ..
3.6.2 HTTP . ... ... ... . ...
3.7 Security . . . ...
3.71 Encryption . .. ... ... oo
3.7.2 HTTPS . ... .. .

Discussion on design alternatives
4.1 Current measurement . . . . . . . ... ...
4.2 Outlet toggling . . . ... ... ...
4.3 Resolution . . . . . .. ..o
4.4 Communication . . . . . . .. ... ... ...
4.4.1 Two-way-messaging versus polling . . . ... ... ..
4.4.2 Layering between communicating entities . . . . . ..
4.5 Symmetric- versus public key encryption . . . . .. .. .. ..
4.6 Where to store the sockets’ state . . . . .. ... ... .. ..
4.7 Power strip- versus web application level API . . . ... ...



5 Prototype design

5.1 Hardware design . . . . . .. .. ... o L.
5.1.1 Measurement . . . . ... ... Lo
5.1.2  Output toggling . . . . ... ... ... ... .....
5.2 Communication . . . . . . . . .. . Lo Lo
521 Polling. .. .. .. ... ...
5.2.2 Communicating via HTTP . . . ... ... ... ...
5.2.3 Message content and structure . . . . ... ... ...

5.2.4 Providing an alternative communication channel
5.2.5 Associating specific users with specific power strips . .

5.3 Security . . . . . ...
5.4 Socket state storage . . . . ... ... .. L.
5.5 Web Application . . . . ... ... ... ... ...
5.5.1 Website . . . . .. ...
5.5.2 APL . . . . ..
5.5.3 Storing and presenting data . . . . . ... ... ...

6 Evaluation

6.1 Responsetime . .. ... ... ... ... .
6.2 Power measurement . . . . . ... .. ... ... ... ...
6.2.1 Voltage measurement . . . ... ... ... ......
6.2.2 Current measurement . . . . . . . . . . ... ... ..
6.3 Standbyeffect . . . . .. ..o
7 Discussion
7.1 Power measurement . . . . . . .. .. ...
7.2 Hardware improvements . . . . . . . . ... .. ...
7.3 Security . . . . ...
7.4 Responsetime . ... .. ... . ... ...
7.5 Initial configuration . . . . ... ... ... L.
7.6 Sending measurement data . . . .. ... ...
70 Cost . . . .
8 Conclusion
81 Futurework . . . . . . . ...
Appendices

Appendix A Method
A.1 Specification. . . . . .. ..o
A.2 An agile way of working . . . . ... ... oo
A.3 Sharing competences . . . . . . ... ...
A.4 From intra- to inter-team cooperation . . . .. .. .. .. ..

51
51
52
52
52
53

54
54
54
55
56
56
o7
57

58
58

63



1 Introduction

In developed countries, households are responsible for more than 20% of
the total energy consumption (Streimikiene and Volochovic 2011). Despite
a trend for more energy-efficient electrical appliances, an ever-increasing
amount of products result in larger net power consumption (Herring 2001).
Even though these devices are not always powered on or used, the constant
need for availability has resulted in standby modes that provide responsive-
ness at the cost of passive power drain. It has been estimated that an average
continuous consumption of 67 W is used to power standby devices in homes
today. This corresponds to 5-26% of the yearly electricity consumption of a
U.S. home (Ross and Meier 2000).

In order to mitigate the ever-growing power usage, all methods need to
be taken into account. One approach has been to classify electrical appli-
ances and in this way create incentives for manufacturers to lower the power
consumption of their products. While reducing the power consumption of
electrical appliances is important, it is equally important to minimize their
usage. By taking advantage of computer control, it is possible to better
customize the use of electrical appliances to fit a particular lifestyle.

The concept of the smart house has emerged to denote more energy effi-
cient, computer controlled buildings. Buildings account for around 73% of
the total electricity consumed by a country, of which the total is equally
divided between residential and commercial buildings (Bonino, Corno, and
Russis 2012). The ability to control and analyze the appliances in a build-
ing, either automatically or manually, provides a lot of possibilities, both
in terms of new features and in terms of lowering power consumption. The
lack of smart features in a building makes it difficult to control the power
consumption and finding where bottlenecks exist. However, these control
and measurement tools are often meant to be integrated with the building
and thus often require a significant investment from the user. It is not real-
istic to completely replace all housing with new smart buildings. We must
instead use what we have in a better way.

We believe that, in order for smart house technologies to be adopted by
the public, they need to be easy to use, cheap and require minimum invest-
ment from the user. Furthermore, we believe that the lack of feedback on
energy consumption in conventional homes is a crucial part of the problem
with the rising energy consumption. Without the ability to spot changes in
power usage or the ability to attribute changes to specific devices, the user
is effectively disconnected from his energy consumption.

We aim to provide a tool for users to make their power consumption visible



and to put them in control of it. By empowering them in this way, they will
be able to make more informed choices and, ultimately, lower their power
consumption.

1.1 Purpose

The purpose of this project is to present a novel approach to a smart power
strip, and develop a demonstration prototype. Through automation and us-
age visualization, it should have the potential to lower power consumption.

For each socket, the power strip should be able to measure current draw
and control the output state. Measurement and control signals should be
transmitted to a central server via an embedded wireless interface (see Fig-
ure 1). The data should be presented through an easy-to-use web application
with the possibility to turn sockets on or off. Socket state should also be
able to toggle via momentary buttons on the power strip.

The prototype aims to appeal to a broad target group of possible users.
It should be straightforward and easily integrated into a user’s living habits.
All features provided which require user interaction should be simple to get
started with and to use.

The prototype will throughout this report be referred to as The Smarter
Power Strip.

1.2 Scope

We aim to present a product with the potential of lowering power consump-
tion. However, this report will not provide any research regarding if this
product is actually able to do that. Instead, it focuses on describing the de-
velopment of a prototype with a set of features that could help a user lower
his power consumption. Thereafter, it evaluates if the designing and imple-
mentation of these features were done in a satisfactory way (see Evaluation,
chapter 6).

Prototype

While developing the prototype, it is assumed that the environment where
it will be deployed is responsible for providing a reliable wireless connection
and power supply. Hence, the prototype will not be designed to handle
issues such as connection failure and power outage. Furthermore, the focus
is to design and implement features with high performance. The cost of
components and solutions will not be taken into account when developing
the prototype, but will be discussed after it is implemented.
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Figure 1: The power strip will be able to measure power consumption, which
will be presented for a user by a web application. It will also be possible for
a user to, via the web application or the momentary buttons on the power
strip, toggle the state of each socket.

1.3 Problem/Task

Below, the purpose of this project is explained in more detail. Problems that
need to be solved while developing the prototype are briefly introduced to
the reader. These topics are then further analyzed, and different solutions
are presented, in chapter 4.

Hardware

Every socket in the power strip will need measuring equipment so that the
power consumption can be quantified, as well as a relay for turning it on and
off. A microcontroller will be needed to collect the measurement data and
control the relays, and a Wifi module for sending the collected data to the
web server and receiving commands. There must also be hardware support
for momentary buttons.

Communication

The communication between power strip and web application should be
conducted over the Internet. The connection to a specific power strip should
be owned by a specific user, meaning that one user should not be able to have
access to control and measurement data of another user’s power strip. Thus,
there must be a way to connect a particular user to a particular power strip.
Also, the power strip must provide an additional communication channel



other that the Internet through which it can be configured.

Security

Since the Internet is an insecure medium, there is a risk that an attacker
might try to access a user’s connection, gaining information of and control
over the user’s appliances. To minimize this risk, data being sent between
the power strip and the web application should be encrypted in such a way
that only the intended actors can control the device and supply or access
power usage data.

Web application

The user and the power strip will communicate through a web application,
which will receive the collected power consumption data and present it in
an accessible way for the user, by using graphical diagrams. Both real time
and historical consumption in different time intervals should be possible to
view. Through the web application the user should also be able to send

output state control commands to the power strip, such as “turn on socket
3.

In addition, the web application should provide the possibility to label power
strips and sockets so that users are able to easily determine what room a
specific power strip of theirs is in, or what appliance is plugged into which
socket. Also, it should be able to handle different users, and provide identi-
fication possibility through log-in functionality so that only the owner of a
specific power strip can access data and have control over that device.

Interoperability

To provide interoperability between the power strip and third party entities,
a public Application Programming Interface (API) should be exposed. This
will allow third parties to remotely control a user’s power strips and access
power measurement data, if authorized by the user. Users should be able
to configure and authorize other software, such as the web service If This
Then That (IFTTT 2012) or the Android app Tasker (CraftyApps 2012),
to send requests to the web application server when certain events occur.

1.4 Method

In order to realize the purpose of this project, we defined a specification of
the prototype which can be viewed in Appendix A.1. This, as well as the
features described in the problem/task section above, was used as a template
while designing and implementing the prototype. The solutions developed
aimed to adhere to the specification in the best possible ways. Further, the
theory on which the solutions were based was collected through studies of
books, research papers, Internet forums and other relevant literature.



When the prototype had been implemented, it was evaluated regarding how
well it fulfilled the purpose of the project. To see if the criteria defined
in the specification (see section A.1) were achieved, suitable empirical tests
were conducted. We also looked at if all the desired features described in
the problem/task section (see chapter 1.3) were actually implemented.

Since this was an extensive project, and we did not have much experience
in developing similar devices from before, planning the entire project in an
early phase would not be possible. Therefore, we decided to work according
to an agile process, were we could discover and solve problems while de-
signing and implementing the prototype. A more detailed definition of the
working process can be found in Appendix A.

1.5 Report layout

Following the introduction, this report starts by putting The Smarter Power
Strip in perspective by describing some existing research and products with
similar functionality in chapter 2. In chapter 3, a technical background
is presented for the reader to understand the underlying technologies used
in constructing the prototype. As this project requires knowledge ranging
from electrical engineering all the way to computer science and software
programming, a wide range of topics have been covered. Readers may find
some parts trivial and others very hard to grasp, depending on the level
of expertise in different areas, but this is to be expected. The technologies
presented are then compared and contrasted in chapter 4 and on the basis of
this, the choices made for the prototype are presented in chapter 5. Chapters
6 and 7 contain an evaluation of the prototype as well as a discussion on
what went well and what could have been done differently. It all draws to a
close in chapter 8, Conclusion.



2 Related work

Prior to The Smarter Power Strip, devices with the same purpose of lowering
a user’s power consumption, providing the same features of measuring and
monitoring power consumption and controlling the states of electronic de-
vices has been developed, both in the academic and the commercial sphere.
Below, a selection of these is presented. This is followed by a brief compar-
ison between those and The Smarter Power Strip.

2.1 Academic

Two projects that have been done in the academic context, which are similar
to The Smarter Power Strip, are the WPCOM (Lien, Bai, and Lin 2007) and
the ACme (Jiang et al. 2009). Even though they provide the same features
as The Smarter Power Strip, their design differs a lot. Thus, they give an
interesting contrasting view on how the purpose of this project could have
been realized in other ways.

WPCOM

The Wireless Power Controlled Outlet Module (WPCOM) , like The Smarter
Power Strip, is a device that has the physical form of an ordinary power
strip, but contains some additional modules providing remote control and
monitoring of power consumption data. Lien et al. investigates different
communication solutions between user interface and power strip, such as
RS 232, power line communication (PLC) and RF. However, in order to
achieve a wireless, easy-to-setup, robust device the final WPCOM imple-
mentation provides users the possibility to connect to the power strip via
Bluetooth, Ethernet (non-wireless) and GSM technology.

PDA software was developed through which a user could monitor and con-
trol the WPCOM. The idea is that a PDA could connect to the WPCOM
via Bluetooth while a user is “at home”, in the vicinity of the power strip.
While further away the user is given the options to connect with the PDA
via the Internet, or control and monitor the device using a cellular phone
and the SMS technology, sending and receiving messages from the WPCOM.

ACme

The ACme, developed by Jiang et al, is not a single power strip-like device
but a network of single-socket units. The main idea is to create a measure-
ment and controlling system for a whole building without the need of existing
network infrastructure. Since adding new devices in a Wifi network, as is
done in The Smarter Power Strip, is considered complicated, ACme instead
achieve its ability to be accessed wirelessly by so called mesh networking.
One of the ACme nodes, i.e. one of the units in the ACme network, is given



the responsibility of being end router and is connected with the Internet.
The Internet access is shared with all other ACme nodes in the building via
a technology called 6LoOWPAN in cooperation with 802.15.4 (Montenegro
et al. 2007), where all nodes cooperate in routing data between each other.

Each ACme node is given a unique IPv6 address and can therefore be ac-
cessed as an endpoint over the Internet. The nodes also expose an API
through which any application can control their state or get measurement
data. In the ACme project, just like in The Smarter Power Strip, a web
application is built for the purpose of presenting the measurement data and
through which nodes can be controlled. However, the API also provide pos-
sibility for other developers to use the ACme nodes and their functionality
by building their own web application, mobile applications or similar.

2.2 Commercial

Several commercial products providing similar features as The Smarter Power
Strip have also been presented and made available on the market. Some
of these are Tendril Connect (Tendril 2013), Fortum Hemkontroll (For-
tum 2013), Silver Spring’s Smart Energy Platform (Silver Spring Networks
2013), EnergyHub (Energy Hub 2013), Green Wave Reality (Green Wave Re-
ality 2013), Belkin WeMo (Belkin WeMo 2013) and VisibleEnergy (Visible
Energy 2013).

The commercial solutions in general provide a large set of sophisticated
features, such as defining schedules of when different sockets should be tog-
gled on or off, possibility to design rules controlling states of sockets as a
consequence of that specific events occur, and possibility to view not just
the consumption of a single socket, but combined consumption of groups
of sockets or the total consumption of a household. Also, the solutions are
often made of more components than a power strip and a web application,
such as meters, mobile applications, and more. In addition, several of the
products provide interoperability through APIs.

The price on the products differs quite a lot. Some products comprises
a purchase price and an additional monthly fee, and others only the pur-
chase price. For instance, the Fortum Hemkontroll, which is provided on
the Swedish market, costs 3000-3300 SEK at purchase and an additional 50
SEK every month. The Belkin WeMo on the contrary only costs 50 USD at
purchase.



2.3 The Smarter Power Strip in comparison

As seen, The Smarter Power Strip will not introduce a new technology to
the market. Several both academic and commercial devices providing the
same functionality have already been presented. As will be presented in
the following chapters of this report, what makes The Smarter Power Strip
interesting is rather the simplicity of its design.

To the knowledge of the writers, none of the previously presented devices
share the simplicity of The Smarter Power Strip. Looking at the WPCOM
or the ACme for instance, they on the contrary comprise some rather com-
plex technology, which means designing them required advanced knowledge
on the subject. The Smarter Power Strip, however, is developed by a group
of bachelor level students with limited domain knowledge under a limited
period of time. The project will therefore provide an interesting view on
whether it is possible to create a smart power strip with a less complicated
design and under simpler circumstances than has been done before. Such
information could for example be of interest for companies looking at devel-
oping an own smart power strip, evaluating how high level knowledge they
will need.



3 Technical background

In this chapter, we provide information that will give the reader a theoretical
background and a basic knowledge of the technology that was used designing
and implementing the prototype, which is discussed in the following chapters
4 and 5. We also motivate why the solutions discussed in those chapters were
needed in order to realize the purpose of The Smarter Power Strip.

3.1 Outlet toggling

In order to turn the sockets on and off, techniques for output state control
need to be implemented. To control the output state, a device is needed
that can break strong currents by applying a small control signal to it. The
main alternative methods are described below, and section 4.2 compares
them against each other.

3.1.1 Electro-mechanical relay, EMR

Conventional electro-mechanical relays uses a solenoid to create a magnetic
field, when the control current or voltage applied exceeds a pickup value the
switch is pulled. When the control signal is released the natural tension in
the switch pushes it back to its default state (Elmore 2003). A variant to
the standard EMR is the latching relay. The latching relay picks up of a
single pulse from the control signal and keeps this state when the pulls stop
affecting the coil. This helps to reduce the power dissipation in the circuit
(Gurevich 2005).

3.1.2 Solid state relay, SSR

Solid state relays are a competitive alternative to conventional relays. SSRs
use components made of semiconducting materials and no moving parts are
therefore needed. Materials are divided into three categories according to
their electrical characteristics, conductors, semiconductors and isolators. By
manipulating semiconductor materials, it is possible to create components
which electrical characteristics which can be controlled by applying a control
voltage to them. SSRs operate with low losses and use different techniques
to control the output state. SSRs are made for either direct current or
alternating current applications. One common method for AC SSRs are op-
toelectronic relays which use LED-light to control electrical characteristics
of the semiconducting material (Gurevich 2005).



3.2 Current measurement

In this section, basic theory regarding techniques for current measurement
is presented. This will give a background on section 4.1, which discusses
what solution that should be chosen in The Smarter Power Strip. Accurate
measurement of AC-current is complicated which is described in section
3.3.2

3.2.1 Series resistance

The use of a shunt resistor is an easy and cheap way to measure current.
The voltage drop over a resistor is proportional to the current through the
resistor, by connecting it in series with the measurement object the voltage
drop over the resistor will be proportional to the current drawn by the mea-
surement object.

To be able to get a usable measurement, the resistor needs to be precisely
specified and well dimensioned. The current and resistance will result in a
voltage drop and consumed effect in the resistor. The voltage drop needs
to be small enough to not affect the measurement object and the consumed
effect need to be small enough to not overheat the resistor.

Most energy IC meters are not fully differentiated, which means they will
measure the voltage between ground and a measurement point, to be able
to measure with a shunt resistor one must establish a virtual ground on one
side of the resistor. This means that the measurement circuit is coupled to
a very high voltage, meaning the low-voltage circuit has a very high voltage
compared to the grid ground or the actual ground we stand on.

3.2.2 Hall effect sensor

A Hall Effect current sensor is generally a monolithic IC that, when placed in
series with the load, produces either a digital or analog signal correspond-
ing to the current being passed through it. It is a relatively simple and
compact way to provide current sensing while maintaining galvanic isola-
tion between the load and measurement circuit. The main drawback, which
relates mainly to currently available current sensor ICs, is relatively low
measurement resolution.

3.2.3 Current transformer

The current transformer uses electromagnetic induction to transfer electrical
energy from one circuit to another. The transformer consists of two coils
which are wound around a common core, the core transfers the magnetic
energy between the windings (S. A. Khaparde 2013). Equation 1 shows how
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the currents in the coils are dependent in a transformer. N is the number
of turns on the primary coil, No turns on the secondary coil. Iy and I
represents the current on the primary and secondary side.

The most common type of current transformer is the toroidal transformer.
In the toroidal transformer the core is wrapped around the primary winding
and the secondary winding is wrapped around the toroidal core. N for the
primary winding is 1 in the toroidal transformer. To increase N, it is possi-
ble to wind the primary cable around the toroidal core, which decreases the
transfer ratio. By connecting a burden resistor to the secondary side it is
possible to measure the voltage drop over the resistor which is dependent on
the current according to ohms law, V = R x I. Since there will be a induc-
tance in the coils, there will be a phase shift requiring phase compensation
for accurate phase measurement (Elteknik 2011).
Iy Ny I

—=—N1=1= 1= — 1
I, No ! 27N, (1)

3.3 Power calculation

In this section, basic theory of AC power is described, and also how power
consumption is calculated. The effects of power electronics are also dis-
cussed.

3.3.1 Alternating current

The grid provides AC-power, alternating current. In direct-current applica-
tions the power is calculated according to P = V % I. In a AC-circuit the
voltage and current varies like a sine curve. The active effect is defined as
the time integral of the instantaneous V x I. Since it is a product of the
time integral it is not possible to simply use the mean values for voltage and
current, one must use the root mean square value, the RMS.

However, in an AC-circuit there can be a time shift between the current
and voltage they are out of phase, see figure 2. This means that there is a
part of the RMS current and voltage which is not affecting the active power.
This is the reactive power. Mathematically it is described as a complex
value, where the active power is the real part and the reactive power is the
imaginary part. The absolute value is the apparent power . Equation 2
shows this relationship. S is the apparent power, P the active power, Q)
the reactive power and ¢ the phase shift. j is the imaginary unit(Dorf and
Svoboda 2011).

§ =P+ ]Q = ‘/rms * Irms * (COS((b) + jSZn((ﬁ)) (2)

11
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Figure 2: The upper plot shows a signal where current and voltage is out
of phase. The lower shows the resulting power compared to the case where
voltage and current are in phase.

3.3.2 Frequency components

The voltage in our grid varies as a sine curve with a frequency of 50Hz,
as a result the current will also be a sine signal with a frequency of 50Hz
for linear continuous loads, for example filament light bulbs and heating
elements. Today more and more power electronics are used to regulate volt-
age for our electrical appliances. This is seen in compact fluorescent lamps,
electrical machines and home entertainment systems to mention a few. This
results in non-linear currents which contains harmonics. If the use of elec-
trical appliances with non-linear loads increases they will distort the 50Hz
voltage, therefore national authorities issues rules for electromagnetic com-
patibility (EMC). These rules both govern the disturbances allowed from
appliances connected to the grid as well as the quality of the voltage on
the grid. This ensures that the grid voltage frequency is kept at 50Hz with
little noise. Since the voltage frequency is kept at 50Hz the current har-
monics will not contain any energy and only contribute to reactive power
(Math Bollen 2009). The standard IEC1268 (1996) - Alternating Current
Var-Hour Meters for Reactive Energy defines the energy measurements for
reactive power at the fundamental line-frequency (Calegari 2005).

The Nyquist sampling theorem states that any periodic signal can be com-
pletely reconstructed if it is sampled at a rate double to the highest frequency
in the signal. The recreation of the signal is done with a algorithm called
fast Fourier transform, FET. The FFT will show the amplitude of the dif-
ferent frequency components(Alan V. Oppenheim 1997). This means that

12
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Figure 3: An AC signal

for a 50Hz signal the sampling frequency needs to be 100Hz. The stan-
dard TE1036 for Active energy specifies current measurement to the 20th
harmonic which means the sampling frequency needs to be 2kHz (Calegari
2005).

3.4 Digitization of measurement values

To be able to process the measurements, the analog measurement signal
needs to be converted to a digital signal. This is done with a Analog-to-
digital converter, ADC. The sampling frequency is the number of measure-
ments per second the ADC makes. The sampling frequency is an important
aspect of the ADC, it needs to be high enough to accurately represent the
measured signal according to the Nyquist sampling theorem. The resolu-
tion is also critical to give a satisfactory view of the measured signal. The
resolution sets the number of discrete levels the measurement interval can
be divided into. The resolution is a power of 2. The standard ADC mea-
sures the voltage between ground and the input, and the signal needs to be
positive.To be able to measure negative signals a bipolar ADC is needed.
A bipolar ADC have both a negative and a positive power supply (Bishop
2007).

ADCs are usually sold with two different input types, single ended or dif-
ferential. The single ended compares the input signal with ground and gives
the result as output. The differential takes two inputs and gives the differ-
ence between the signals as output. The differential measurement is usually
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Figure 4: An AC signal which is biased.

done by comparing each signal to ground, the same as for the single ended.
Then the difference between the results is used as output.

3.5 Making AC signals measurable by standard ADCs

As stated in section 3.4 the signal to a standard ADC needs to be constantly
positive. An AC signal, which can be viewed in Figure 3, has a changing
polarity and needs to be transformed into a signal that is constantly positive
for the ADC to be able to measure it. There are two common methods for
this. The first one is biasing. When biasing, a DC-component is added to
the signal. This corresponds to adding a constant to the signal. Biasing is
a simple method which is done with a simple circuit with a few resistors.
Figure 4 shows a biased signal.

The second method is to use a full wave rectifier. The full wave rectifier
inverts the negative parts of the signal as shown in figure 5. For large sig-
nals this is easily done with a simple circuit with four diodes. However, for
weaker signals where the voltage drop over the diodes can not be neglected,
the circuit needs to compensate for this. This is done with operational am-
plifiers. When a signal is rectified with this method the peak-to-peak value
is halved. When measuring this means that the measurement interval can
be used more efficiently.
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Figure 5: An AC signal which is rectified with a full wave rectifier.

3.6 Communication

The features that The Smarter Power Strip sets out to provide are based
upon the fact that two of its main entities, the web application and the
power strip, can communicate with each other. The power strip should be
able to send measurement data to the web application, and the web appli-
cation output state control commands to the power strip.

We have, because of its ubiquity and simplicity to get started with, cho-
sen to conduct this communication over the Internet. The web application
will be located on a web server, and the power strip will get its connectivity
through an embedded wireless interface.

However, this decision opens up a range of problems that will have to be
reflected upon and handled. Different possible solutions, and discussions
of the suitability of these, regarding the most important problems are pre-
sented in chapter 4. Below, some introductory information needed in order
to understand these solutions is presented.

3.6.1 Communicating over the Internet

The Internet can be described as a large number of so called hosts tied to-
gether by a big network (Kurose and Ross 2013). The hosts are all the
devices between which communication is conducted, such as computers,
servers, smart phones, et cetera. Data that is sent between hosts is passed
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forward towards their destination by routers, and every host has a specific
router that it is connected to and through which it gets access to the Inter-
net. This router, who handles the communication that goes in and out from
a specific host, is called that host’s gateway.

Every host and router has a unique address on the Internet called IP-address.
The address is provided by an Internet service provider (ISP), i.e. an or-
ganization with access to the Internet backbone that offers customers con-
nectivity, and is used when routing data to a desired destination. However,
although a unique address for every host and router on the Internet was
the original intent, this is not the entire truth. Since the number of hosts
in an office or a home is very dynamic over time, it has been difficult for
ISPs to know how many IP-addresses they should allocate for each of their
customer (Kurose and Ross 2013). One approach that has become a pop-
ular solution on this problem is called network address translation (NAT)
(Zhang 2007; Srisuresh and Holdrege 1999; Srisuresh and Egevang 2001).
With NAT, however, comes new problems, which will have to be dealt with
in the context of The Smarter Power Strip (see chapter 4.4.1)

The NAT issue

If a gateway router uses NAT, it is given a globally unique IP-address by
some ISP in an ordinary manner. All the hosts that uses that router as a
gateway, however, form a local area network (LAN) in which they are not
given globally unique IP-addresses, but IP-addresses that are only unique
in the context of the LAN (see Figure 6). Consequently, ISPs only have to
provide a single globally unique IP-address to a customer, which is occupied
by the customer’s gateway. The customer can then add and remove hosts
in the LAN without having to worry about them requiring globally unique
IP-addresses.

However, since the hosts in the LAN have not got globally unique IP-
addresses, they cannot be reached from what is usually called the wide area
network (WAN), i.e. the network of hosts on the outside of the gateway.
From the WAN’s point of view, only the gateway is visible. Hosts on the
LAN however can access host on the WAN since they all have global IP-
addresses. This means the gateway has to distribute communication from
the WAN to the hosts in the LAN, which it handles by keeping a reference
table on which specific host in the LAN who sent a message to a specific
destination in the WAN. When a message is returned from the WAN, the
gateway checks the reference table and forwards the message to the correct
host.

This situation will however still have a problem: even though hosts on the
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Figure 6: Host 1 cannot contact Host 2 or Host 3 since they are behind NAT
gateways, and therefore does not have globally unique IP-addresses.

LAN can contact hosts on the WAN, hosts on the WAN will not be able to
initiate contact with hosts on the LAN. This, since no reference table entry
could have been created and, hence, the gateway will not know to which
host it should forward the message.

One solution that has been proposed for this problem is called connection
reversal (Ford, Srisuresh, and Kegel 2005). Connection reversal is only pos-
sible when one of the parties in the communication, the host on the WAN,
is not behind a NAT-router and there is a server to which the host on the
LAN has an ongoing connection. If that is the case, and the host on the
WAN wants to connect to the host on the LAN, it can send a request to
the server, who in its turn can send a request to the host on the LAN to
contact the host on the WAN. At this point a connection will be established.
Connection reversal is a commonly used technique for so called peer-to-peer
(P2P) applications (Kurose and Ross 2013).

Another solution is a technique called port forwarding (Kurose and Ross
2013). Port forwarding uses an address number called port number which
all messages on the Internet contain. A gateway can be configured so that
if a message with a specific port number should arrive from the WAN, it
will automatically be forwarded to a certain application process at a certain
host in the LAN. The port forwarding configuration can be done manually,
but also automatically by protocols such as the Universal Plug and Play
protocol (UPnP; UPnP-Forum 2013).
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Figure 7: Apart from the data that should actually be communicated,
HTTP-messages contain a portion of meta-data.

3.6.2 HTTP

In order for communication between entities over the Internet to work, a
common protocol is needed. A protocol is an agreement between the enti-
ties on how the communication will work, what rules it will follow and how
data sent will be structured (Kurose and Ross 2013). The protocol that
handles communication for web clients accessing websites on web servers,
but also can be used in other context such as in The Smarter Power Strip,
(see chapter 4.4.2) is the Hypertext Transfer Protocol (HTTP; Berners-Lee,
Fielding, and Frystyk 1996; Fielding et al. 1999).

While communicating over HTTP, so called HTTP-request and HTTP-
responses are sent. The HTTP-requests coming from the client consists of
a path to a web page on a web server it wants to access. The response sent
back from the web server contains the content of the web page requested.
Although web page content is what a HTTP-response is originally meant to
contain, it could contain any arbitrary data defined by the sender. Also the
HTTP-request could have any data attached to it.

As any other protocol, HT TP-messages do not only consist of the data that
should be communicated, but also a set of Meta data (see Figure 7) which
contain details about the data sent relating to the specific communication
situation. Since HTTP is defined for handling web client-server communica-
tion, the Meta data in HT'TP-messages is used to make such communication
function. The Meta data in a HT' TP-request contains information specifying
for example which method, i.e. if the data sent should change the content of
the website or just read website data, the message is of, what web browser
the client uses, in which preferred language the response content should
be given and more, while the HTTP-responses contain information such as
which server software and version the web server uses, when the content on
the web page requested was last modified, et cetera.
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3.7 Security

The system in which The Smarter Power Strip will function is a distributed
system where all power strips are controlled and have their power consump-
tion data analyzed remotely by the web application over the Internet. Fur-
thermore, the web application is accessed remotely by users. Since the smart
power strip can be used to control an individual’s appliances and access her
power consumption history, it is important that the communication chan-
nels used are robust and secure.

To achieve secure communication, the following four properties need to be
fulfilled (Kurose and Ross 2013):

e Confidentiality - The confidentiality of a communication channel is the
property that only the sender and the intended receiver should be able
to understand the data being transmitted.

Andrés Molina-Markham et. al., in their paper Private Memoirs of a
Smart Meter, illustrate how easy it is to infer sensitive information by
merely having access to a log of a households’ power consumption every
second. Using off-the-shelf statistical methods, a range of questions
like how many people are in the home as well as eating and sleeping
habits can be answered. Considering that the smart power strip not
only reveals aggregate household power consumption, but also which
device uses what and when, the privacy implications would be even
greater than the smart meter considered in the paper. To protect
against this, confidentiality is needed. (Molina-Markham et al. 2010)

An open communication channel would pose a great risk to the privacy
of users of The Smarter Power Strip and it is important that data sent
and received is encrypted.

o Message integrity - Message integrity is the property that the data in
transit over a communication channel must not be altered before it
reaches its intended destination.

If message integrity is not enforced on the communication channel, it
will be possible for a third party to have some degree of control over
a user’s appliances. Even if only partial or limited control is exposed,
it could be very dangerous.

o Fnd-point authentication - End-point authentication is needed to ver-
ify the identity of the parties involved when communicating over a
communication channel.

For The Smarter Power Strip, it is important that the hardware only
acknowledges instructions from the web application and that the web
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application only accepts consumption and state data from the hard-
ware. If no end-point authentication is used on the communication
channel, a third party will be able to have full control over a user’s
appliances. As with message integrity, this could be very dangerous
and end-point authentication should be enforced.

o Operational security - Having the tools to detect and act on malicious
activity is important when an attack on a distributed system occurs.

A power strip should be recoverable in the sense that any stored data
that is used to facilitate the secure communication should be exchange-
able without replacing the hardware.

3.7.1 Encryption

To ensure that communication conducted over the Internet is confidential,
data sent should be encrypted. Encrypting is the process of substituting a
plaintext message with a so called ciphertext, which is an unreadable modi-
fication of the original message (Kurose and Ross 2013). The ciphertext can
be securely sent over the Internet without there being any risk of anybody
else than the intended receiver understanding it. However, for encryption
to be meaningful, the receiver must be able to decrypt the message as it
arrives to him. This process can be done in some different ways.

Symmetric key encryption

One widely used encryption method is called symmetric key encryption.
The method’s main idea is that both of the parties in the communication
have access to the same secret key, which is used for both encryption and
decryption (Kurose and Ross 2013).

The strengths of symmetric key encryption are that it is both secure and
relatively fast. Using a key size of k bits, there are 2¥ different keys with
which the data could be encrypted, therefore making it hard to brute-force
for sufficiently large values of k. Also, compared to public key encryption, it
consumes a small amount of computational resources. However, in order for
the method to work, both parties in the communication must have access
to a shared and secret key. Symmetric key encryption provides no solution
for sharing this key securely between the parties. (Kurose and Ross 2013)

The widely used Advanced Encryption Standard (AES) is a symmetric-key
algorithm.

Public key encryption
Another encryption method is so called public key encryption. Here, com-
municating parties do not share a secret key. Instead there are two different
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keys involved; a public key and a corresponding private key. Both parties
have their individual public and private keys, where the public key is known
to everyone, but the private key is kept secret. If party A wants to send a
confidential message to party B he encrypts the message using B’s public
key, turning it into an unreadable ciphertext. The only way to decrypt this
ciphertext is by using B’s private key, which accordingly only can be done
by B.

Consequently, no shared secret keys are needed, which is also the biggest
strength of public key encryption. However, using the private and public
keys requires more sophisticated mathematics than in the case of symmetric
key encryption, making the method computationally expensive.

3.7.2 HTTPS

In order to provide a solution for secure communication on the Web, the
Hypertext Transfer Protocol Secure (HTTPS) has been presented. HTTPS
has become widely adapted and comprise, among other features, a combina-
tion of public key encryption and symmetric key encryption, where public
key encryption is used to exchange secret keys. HTTPS is not an indi-
vidually defined protocol, but is rather a collaboration between the HT'TP
protocol, which provides the features of HI'TP communication (see chapter
3.6.2), and the Transport Layer Security protocol (TLS; Dierks and Rescorla
2008), which provides the security features.
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4 Discussion on design alternatives

As we saw in chapter 1.3, there are several problems that needs to be solved
in order to realize the purpose of The Smarter Power Strip. This chap-
ter will describe different solutions for doing this. The solutions will then
be compared against each other in the context of how well they serve the
project’s purpose.

4.1 Current measurement

When choosing a current measurement method it is important to consider
size, accuracy, heating, and noise of measurement technique. To reduce
noise it also desirable to have galvanic isolation between the measurement
circuit and the load circuit. This is one of the drawbacks with the shunt
resistor method. The shunt resistor will also require that the measurement
circuit is grounded at the shunt resistor resulting in a high ground poten-
tial. When it comes to the current transformer and the Hall-effect sensor,
both techniques offer galvanic isolation. The prototype is aimed to measure
low effects with high accuracy and the available Hall-effect sensors do not
provide the accuracy needed.

When choosing the ADC sampling frequency, resolution and the input type
is important. As the Nyquist sampling theorem states the sampling fre-
quency needs to be twice of the highest frequency that should be measured.
The Smarter Power Strip focuses on active power and a stiff grid is assumed.
There is therefore no need to sample at a frequency higher than 100Hz. Most
ADCs only handle positive signals and therefore, the signal needs to be rec-
tified. The simplest way to rectify a signal is by a simple circuit with four
diodes. These diodes will result in a voltage drop and when working with
weak signals, this would seriously wreck the signal. Instead an ”Ideal rec-
tifier” is constructed. The ideal rectifier uses operation amplifiers to invert
the negative signals.

4.2 Outlet toggling

Since the Solid State Relay (SSR) made its appearance some decades ago
a discussion has been going on whether which is better: SSR or electro-
mechanical relay (EMR). The answer depends on the application. The
SSR, with no moving parts, will usually outlast the equipment, run qui-
etly and produce little interference. They also usually employ ”zero-voltage
crossover” and there is therefore no need to monitor the crossover to avoid
current surges. The low power consumption is a great advantage. When
SSRs fail, which they seldom to, they usually fail shortened which in some
applications may cause danger. SSRs do not physically separate the con-
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ductors and they are therefore never completely off, and when on they are
resistive which can lead to significant heat (Mahaffey 2002). The third al-
ternative copes with the drawback of the high consumption of EMRs to the
cost of a higher price.

4.3 Resolution

To get usable data for standby equipment the power strip needs to be able
to measure accurately for small effects. 1W corresponds to a 4.34mA cur-
rent and the maximum current that the power strip is dimensioned for is
10A. With current ratio of 1000:1 this will result in currents from 1.43pA
to 100mA. To be able to get a 2W resolution according to the specification
(see section A.1) the ADC needs to be at least 11 bit. The ADC works in
an interval from 0 to 3.2V, which means that 2W is equal to 2.78m V. This
is a very low voltage and it will be very hard to separate from noise in the
circuit. Since the ADC only works with positive signals one must either
rectify the signal or bias it.

A normal rectifier is a circuit with four diodes. However such a circuit
will cause voltage drops and require the measured signal to be large enough,
larger than the small standby voltages that the power-strip is needed to
measure. A alternative is to construct an ideal rectifier. Very high precision
components will be needed to cope with the small signals. One advantage
with the rectified signal is the fact that the voltage drop over the burden
resistor can be doubled.

4.4 Communication

Having communication over the Internet is a task that causes several differ-
ent issues that need to be solved. For instance, there needs to be a pattern
for the communicating parties to follow, and communicating entities must
be layered in some way. Below, different solutions on these questions are
analyzed and compared against each other.

4.4.1 Two-way-messaging versus polling

One of the aspects that need to be considered is according to which pattern
the communication should be conducted, i.e. what roles and responsibilities
each party of the communication should have, what are the rules of the com-
munication, et cetera. Developing The Smarter Power Strip, two different
patterns are of particular interest: two-way-messaging and polling.

The main idea with two-way-messaging, which is illustrated in Figure 8,

is that both parties should be able to contact the other party at any given
time. As soon as one party has a message for the other it can send this,
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Figure 8: Two-way-messaging. The web server can notify the power strip
instantly when a state change command is issued.

knowing that the other party will be ready to receive it. Such a relation-
ship can also be referred to as peer-to-peer (P2P) communication (Kurose
and Ross 2013). In polling on the other hand only one of the parties, the
client, has the right to contact the other, the server. This means that if the
client wants information from the server he has to ask, or poll, for it (see
Figure 9). Since the server cannot know when the client has generated new
information, he has to send polls at regular intervals controlling this. This
is a relationship that also can be referred to as client-server communication.

These methods both have their pros and cons. In the context of The Smarter
Power Strip there will be two entities — the web application and the power
strip — who both will be able to generate data — commands and measure-
ment data — that they want to send to the other. One could argue that this
speak for two-way-messaging as the communication pattern of choice, since
two-way-messaging allows both parties to send messages to the other and
polling does not.

There are also incentives for the communication to happen instantly, which
is another circumstance that implies two-way-messaging is the most suitable
communication pattern in this situation. For example, if a user wants to
change a state on a socket on his power strip to turn on a light connected to
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Figure 9: Polling. The power strip asks the web server at regular intervals
if there has been any state change commands issued.

that socket, the state change must happen rather instantly. If not, the user
may feel that he might as well move to the light and turn it on in an ordinary
manner. In that case, the remote controlling feature of The Smarter Power
Strip would have lost much of its value.

However, two-way-messaging requires from both the parties that they at
any time are able to receive a message from the other. This is not a problem
for a web application at a web server, but on the power strip side it leads
to some issues. For one thing, it implies that the power strip’s Wifi module
must be active, draining power, constantly. It also implies that the power
strip must be accessible via the Internet from the web application’s location
constantly. If the power strip is connected to the Internet through a user’s
home router, and that router uses NAT, it will block messages from the web
application that the power strip has not explicitly asked for unless it has
been configured not to (see chapter 3.6.1).

If the method of choice instead would be polling, these problems would
be solved. The power strip could sleep, saving power, while not sending
messages to the web application since it would not have to be ready to
receive anything. Also, there would not be any accessibility issues due to
blocking NAT routers since messages would not need to be sent to the power
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Figure 10: The consequence of using polling is a possible delay between
the command being issued in the web application and the actual change
happening at the power strip. The length of the delay depends on the
polling frequency.

strip. The drawback, though, would be that instant communication would
no longer be possible. The power strip would poll the web application,
checking if something had changed at regular time intervals, and the delay,
i.e. the time it would take from that a command was issued on the web
application to when a change is made on the power strip, would be at most
the poll interval length. This problem is depicted in Figure 10.

Making the interval very short would therefore solve the problem with delay
between commands being generated in the web application and the actual
change happening in the power strip. However, short intervals would mean
that the Wifi module could not sleep much, and also that a lot of unnec-
essary data would be sent. Unnecessary, in the meaning that most of the
requests would not generate any changes in the power strip which was the
communications initial purpose, therefore not adding any value to the prod-
uct.

One way to solve this issue is to regulate the frequency in which polls are

sent depending on if the web application is likely to generate new data. In
order to change a state of a socket in the power strip, a user must log on to
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Figure 11: While the user is not logged in, the power strip uses a polling
frequency interval of t;. When a user logs in the interval is increased to ts.

the website. Thus, when a user is logged in, one can expect commands to
be generated. During this state we want the communication to react faster,
which we achieve by increasing the polling frequency. Therefore, when a
user logs on to the website the power strip could be noticed of this and the
polling frequency could be increased (see Figure 11). When the user logs
out it can be lowered again, giving the power strip the possibility to sleep
more consuming less power.

However, for the power strip to register that the user is logged in, a message
has to be sent from the web application. This will not be done until the
power strip send its next poll. Therefore, the longest time it could take for
the power strip to register that a user is logged in would be the poll interval
time. This can be an issue, but only if the user can log in and generate
a command in a shorter time than it takes for the power strip to register
that the user is logged in, since in this case there would be a delay on the
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command to be executed. To prevent this from happening, the maximum
interval of the lower polling frequency should be the equal to the shortest
time interval it could take for a user to log in and generate a command on
the website.

4.4.2 Layering between communicating entities

In the The Smarter Power Strip, communication will occur between the
power strip and the web application. The power strip should be able to
send measurement data to the web application and the web application
commands for changing states on sockets to the power strip. However, there
is also a third entity that needs to be included in the communication: a
database. This, since the socket states of a power strip must be stored
somewhere (see chapter 4.6), and since it should be possible to view histor-
ical measurement data. From the database, the web application should be
able to fetch data when a user wants to view a power consumption graph on
the website, and the power strip should be able to get information on what
state each of its sockets should be in.

This situation, when a web application which is located on a web server,
a device interacting with the web application and a database which is also
located on a server, shall communicate over the Internet can be formed
according to different structures. Structures, as in who will communicate
with who, how will the communication be layered, et cetera. One way is
to have the database server in the middle of the communication (see Figure
12, alternative 1). Both the web application and the device will then read
and write data to the database and will not have any direct communication
between each other. From this follows that the database server must be
able to communicate with both the web application and the power strip,
and thus must be equipped with software for handling both these communi-
cation channels. There must also be a common protocol, both between the
database server and the web application, and between the database server
and the power strip.

Another approach on the communication structure would be to have the
web application in the middle of the communication (see Figure 12, alter-
native 2). Consequently, the web application would handle the reading and
writing of data to the database, and the device would have to work through
the web application in order to access the data. Since many web frame-
works, for example Django which will be used in The Smarter Power Strip
(see chapter 5.5), contains embedded support for reading and writing data
to a database, this alternative would be easy to get started with.
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Figure 12: Two alternatives on how the layering could look like. Either the
database (Alternative 1) or the web application (Alternative 2) could be in
the middle of the communication.

4.5 Symmetric- versus public key encryption

In The Smarter Power Strip, secure communication between power strip
and web application is a feature of significant importance (see chapter 3.7).
Therefore, a robust security solution should be implemented. However, in
the reality of the prototype there are several constraints limiting which so-
lutions are appropriate and which are not.

First of all, there is the computational resource constraint. Since the main
goal of the product is to help users lower their power consumption, we want
the device itself to draw as little power as possible. The more memory
and computational power, i.e. computational resources, a security solution
would require from the microcontroller on the power strip, the more power it
would draw. Thus, the less computational resources needed by the security
solution chosen, the better.

There is also a constraint on how long time that can be spent research-
ing and implementing different alternatives. Since we do not have a lot of
experience in the security field, we need a solution that is simple and easy
to implement.

One of the features needed in a security solution is encryption. The Ad-
vanced Encryption Standard (AES) is an encryption method that can do
this in a simple and low-power consuming, but still reliable way. AES is
a symmetric key encryption algorithm, which means that both communi-
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cating parties need a common and secret key that they can use to encrypt
and decrypt messages. In order for the method to be secure however, the
exchange of the key must also be secure, and therefore it cannot be sent
in plaintext over the Internet. In the context of The Smarter Power Strip
though, this could be easily avoided. During production a key could be put
in the power strip, and on the other end stored in the central database.
When a user plugs in the power strip at home, AES would be set up and
ready to be used.

Unfortunately, there are other ways to obtain an AES key than intercepting
a plaintext version of it. For example, an attacker could try decrypting the
message with every possible AES key (brute-force). This problem is usually
mitigated by regularly changing the key. Accordingly, this is something that
should be possible in The Smarter Power Strip. However, this means that
new keys have to be exchanged between power strip and web application
when they are separated. If an attacker has obtained the key and listens
to the communication between web application and power strip, then he
will be able to intercept new keys sent and keep on listening for as long as
he wishes. This is usually solved using public key encryption. Public key
encryption can accomplish confidential communication without the need of
a shared secret key. However, the method does consume more computa-
tional resources than symmetric key encryption. Therefore, symmetric key
encryption is often used to encrypt all communication between two parties
except when a new common key needs to be shared. At that time public
key encryption is used. This is also the method that is used by the HT'TPS
protocol.

Another way of solving the problem would be to distribute the new key
on another media than over the connection between the web application
and the power strip. One way of doing that would for example be to peri-
odically inform the user that it is time to change AES key via the website.
When a user logs on to the site he can be provided a key that can be in-
serted manually, through the configuration interface, into the power strip.
This way, the new key would not need to be transported anywhere where it
could be intercepted by someone unintended.

4.6 Where to store the sockets’ state

The idea of being able to control sockets’ state on a power strip with soft-
ware relies on the fact that somewhere, a software model describing if a
socket is on or off is stored. Accessing the model must be possible both for
parties trying to read the state of a socket and for parties trying to modify
it. In the context of The Smarter Power Strip, the parties that would want
to read the state of a socket is the hardware providing load to it, and the
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Figure 13: The state of a socket should be able to be read or modified from
both the web application and the power strip.

website presenting if a socket is currently switched on or off (see Figure 13).
The parties that would want to modify the state are the web application
from which a user should be able to toggle socket output state, but also the
momentary buttons on the power strip. The fact that the state should be
able to modify and read from two remote locations raises the question were
the software model representing the state should be stored; at the power
strip close to the momentary button hardware, or at the web application.

If the state would be stored at the power strip, it would be easy to ac-
cess and modify it from the momentary buttons. However, changes issued
on the web application would have to be sent to the power strip. As a conse-
quence of power strips being located behind routers with NAT, this solution
would unfortunately cause other problems (see chapter 4.4.1). Placing the
state on the web application instead, changes issued there would not have
to be sent, but could be stored directly at place. The toggling hardware on
the power strip could access the state by polling the web application.

This solution however raises another problem. Having the state located
on the web application means that changes made by the momentary but-
tons would have to be sent there. The hardware toggling the load supply
on the power strip would not be notified of the state change until a poll
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Figure 14: Power strip level API. A third party can access the power strip’s
services by using the exposed methods.

with state information would be answered. Consequently, there would be a
delay between when a button was pushed and when the actual state change
would happen. In the specification of the prototype (see section A.1) it is
stated that response time should not be higher than five seconds, which is
something that might be risked in a setup like this.

To solve this problem as well, there is an alternative to keep the state both
at the power strip and the web application. Changes issued in the web ap-
plication could modify the state located at the web application and changes
issued by the momentary buttons could modify the state located at the
power strip. The hardware performing the toggling of sockets could quickly
access the state on the power strip and issues made on the web application
could be stored at location, not having to deal with routers with NAT.

4.7 Power strip- versus web application level API

The Smarter Power Strip is a product that would gain from providing in-
teroperability with its functions to third parties. The combined possibility
of measuring power consumption and controlling state on sockets provides
a foundation for seemingly endless possibilities. Even though The Smarter
Power Strip offers some services through its web application, there are many
potential features that it does not offer, and providing third parties the
ability to access the measurement and controlling function of power strips
therefore opens up for additional services to be added, making the product
more attractive.

Additionally, the situation of The Smarter Power Strip is quite unique given
that while the prototype will be planned and developed, a similar project
will be conducted in parallel, developing a similar prototype. The ability
to offer our services to the other project, and vice versa, would improve the
outcome of both projects.
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Figure 15: Web application level API. A third party can access the power
strip’s services through the web application logic.

Software interoperability is commonly provided by a so called application
programming interface (API). There are different levels at which an API
could be located. One way would be to expose the functionality embedded
in the power strip, providing a set of methods implemented on the microcon-
troller’s software for reading measurement data and controlling states (see
Figure 14). This has been done in prior projects similar to The Smarter
Power Strip with good results (Jiang et al. 2009). A power strip level API
would give third parties great freedom and flexibility in how to use The
Smarter Power Strip. For example, in this case anyone could create an own
web application or possibly mobile application that could access the power
strips.

An API could also be provided on the web application level (see Figure
15). This would give a third party access to the logic defined in the web
application. An API on this level would mean less freedom for a third party
since it would be forced to communicate with the power strips in the way
that is defined in the web application. However, in the case of The Smarter
Power Strip, this would in many ways be simpler. This, since there are
many basic features, such as connecting a certain power strip to a certain
user, that most third parties are not interested in implementing. A web
application level API is also something that, with time constraints in mind,
will be easier for us to provide since there are web framework libraries that
offers this service (Django Packages 2013).
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Figure 16: The prototype. a) shows momentary buttons.

5 Prototype design

In this chapter, we present the design of The Smarter Power Strip. We
describe what solutions, of which some were introduced in chapter 4, were
chosen to realize the purpose of the project, and why. The prototype can
be viewed in Figure 16.

5.1 Hardware design

Below, the hardware solutions for measurement and output toggling are
presented. The design of circuit board can be viewed in Figure 19 and a
block diagram of the low voltage circuit is shown in figure 17.

5.1.1 Measurement

The voltage was measured with a transformer which was connected in par-
allel with the loads and the embedded circuit. By doing this instead of
measuring the voltage from the transformer which supplied the embedded
circuit, the measured voltage was affected by the current drawn from the
embedded circuit. The setup of the measurement circuit was based on a
current transformer. The current in the cable to the load induced a current
in the secondary coil on the transformer. By connecting a high precision
resistor and measuring the voltage drop, the current into the load could be
calculated. To achieve a robust system the burden resistor current in the
secondary circuit needed to be large to avoid induced noise. Therefore, we
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Figure 17: A block diagram of the low voltage circuit

dimensioned the circuit to operate with as high current as the burden resis-
tor allowed.

To be able to measure effects on 1 W the rectifying circuit had to be able to
handle signals as weak as 2.8mV,,_, peak-to-peak, which after the rectifier
only was 1.4mV,_,. This was very weak signals, and to come as close as pos-
sible to this, high precision operational amplifiers were used. Even though
the performance was not enough to satisfy the conditions in the specifica-
tion (see section A.1l), it was not possible to measure signals weaker than
20mV,—p, and they had to be above 50mV,,_, to have acceptable shape. This
problem was solved with the switchable measurement interval described be-
low.

The ADC measured voltages between 0 and 3.2V. Since a rectifier was
used, the maximum peak-to-peak value over the burden resistor was 6.4V.
The standard through hole resistors which was used allowed a maximum
effect of 250mW (Metal Film Resistors, Precision Type [MFP Series] 2013).
The current ratio was 1:250. With a load current of 104 the secondary
current was 40mA, and to give a 6.4V voltage drop the resistance had to be
16012.
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Figure 18: Measurement circuit with switchable burden resistance

To be able to both measure low and high currents accurately, a switch-
able resistance was implemented. By letting the microprocessor control a
switch, which connected a resistor in parallel, resulting in a lower total re-
sistance. The current to voltage ratio could then be changed making weak
currents resulting in a higher voltage. This was important since the ”Ideal
rectifier” was not ideal. In the setup a 4.7k€) was connected in parallel with
a switchable 150€2 resistance. The circuit is shown in figure 18

The microprocessor was equipped with internal ADCs with a 10bit reso-
lution. This could be enough if a switchable measurement was implemented
and, also when worse accuracy is tolerated in the higher measurement in-
tervals. However to better evaluate the overall performance of the system
external 16bit ADCs were used. To accurately measure the 50Hz signal it
was possible to sample with 100Hz and do a FFT of the signal. A simpler
way when only the active power is needed is to in every measurement instant
multiplying voltage and current. To get better accuracy with this method a
higher sampling rate is needed compared to the FFT method.

5.1.2 Output toggling

Durability and low power consumption were the main priorities when it
came to techniques for output toggling. SSRs offered a price which was
much lower compared to the latching relay, and even though they cost more
than conventional EMRs, the EMRs have higher power consumption. The
compact design of SSRs is also a advantage making it easier to keep the
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Figure 19: The circuit board of the power strip. a) shows the Wifi module,
b) the transformer, ¢) a current transformer and d) a SSR. ADCs and micro
processor are located on the other side of the board.

design compact. Since of this, we chose to us SSR relays.

5.2 Communication

Deciding on the communication solution in The Smarter Power Strip was an
important process, since so many of the other solutions depended upon this.
What had to be provided was Internet based communication between power
strip and web application, which comprised solutions regarding what com-
munication pattern should be used, how the layering between entities should
be structured and how the content and structure of messages should look
like. The communication should also be able to connect certain power strips
to certain users. In addition, the prototype had to provide an alternative
communication channel through which it could be configured.

5.2.1 Polling

The communication pattern chosen for The Smarter Power Strip was polling.
Polls were to be sent once every second from the power strip to the web ap-
plication. Polling was mainly chosen as a consequence of the presence of
NAT routers on the Internet (see chapter 4.4.1). An assumption made while
making this decision was that most of our potential users obtain their In-
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ternet access via a NAT router. If this was not the case, two way messaging
would have been a stronger candidate. However, since routers with NAT
block unknown traffic, messages originating from the web application would
never be able to reach the power strip, unless the user explicitly configured
his home router not to do so.

Thus, if we wanted it to be possible for the web application to send mes-
sages to the power strip, as is necessary in the case of two-way-messaging,
we would have to require from the users of our product to configure their
routers before starting to use it. However, one of the purposes of the prod-
uct was that it should be easy to use and target a broad group of possible
users. Since configuring routers is something that many people would find
complicated, this was something we wanted to avoid.

The decision was also based on the fact that if two-way-messaging would
have been chosen, the power strip would always have to have its Wifi module
active, ready to receive messages from the web application. An active Wifi
module means a higher power draw in the power strip and since the main
purpose of The Smarter Power Strip is to lower a user’s power consumption
this was a consequence we found undesirable. Polling on the contrary made
it possible for the Wifi module to sleep while not sending messages to the
web application, saving power.

Choosing this solution meant that messages generated in the web appli-
cation, i.e. commands for changing the output state of the power strip’s
sockets, did not reach the power strip instantly. This was an undesirable
effect and made the remote controlling feature of The Smarter Power Strip
perform worse. However, in comparison with higher power draw and mak-
ing users configure their routers, it was a drawback we were willing to accept.

Choosing polling also led to that a lot of the messages sent from the power
strip to the web application did not ultimately result in a change of a sockets’
state. Sending messages cost power and bandwidth, and should therefore, if
possible, be avoided. Since the messages sent were so small and few, on the
user side, the power consumption and network stress were not significant.
However, on the server side, if The Smarter Power Strip would gain a lot
of users, an extensive amount of small messages could be an issue. Since
we chose to communicate via HTTP (see chapter 5.2.2), though, which is
a protocol that has proven to be able to handle the scalability issue, this
could be handled.

38



5.2.2 Communicating via HTTP

The communication structure between entities in The Smarter Power Strip
eventually took the following form: the web application and the power strip
communicated directly over the HT'TP protocol. Reading and writing of
data generated by these two entities to the database was handled by the
web application, which was in direct contact with it through the web frame-
work. Thus, when the power strip wanted to poll for changes in its state or
upload measurement data it sent an HT'TP-request with that data attached
to the web application which forwarded the data to the database.

The reason this method was chosen was because it provided a possibility
to get started easily. Since the Wifi module in the power strip supported
HTTP, and since Django had built in methods for handling HT'TP-request
and reading and writing data to a database, there was already a communica-
tion channel established. Hence, since of this choice we did not have to find
or write own software and protocols that could handle communication and
reading and writing of data between web application and database server,
and power strip and database server.

There was also an incentive to use HT'TP instead of defining own proto-
cols since HTTP has been used by many other websites. The protocol has
been tested thoroughly in different situations and has been proven to work.
The web application and the communication structure as a whole had to
be scalable; it will start by handling a small volume of power strips, but it
should have the possibility to handle a large number communicating con-
currently. We know that this feature was provided by HTTP. If we would
have defined our own software and protocol, though, there would have been
a risk that it would not work properly when volumes of concurrently com-
municating power strips were to be handled.

However, a problem that followed from communicating over HT'TP was
that it put overhead on the communication. HTTP is a protocol that was
originally designed for communication between web client and web server.
To handle this kind of communication, every HT'TP-message contains meta
data describing for example which browser the client uses, what language
the client would preferred the answer was sent in, and more (Berners-Lee,
Fielding, and Frystyk 1996; Fielding et al. 1999). This meta data is needed
when the purpose of the main data sent is to be presented at the web client
in a web browser. Since the power strip, which had the client role in the
communication conducted in The Smarter Power Strip, did not present the
data it requested in a browser, but rather processed it in other ways, the
HTTP-message meta data had no purpose (overhead). If we had instead
defined an own protocol, the overhead could have been decreased.
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As a consequence of the overhead, more data than what was needed for
the communication to function was sent between the web application and
the power strip. This meant that the Wifi module had to work unnecessar-
ily much, draining power, and the communication was slower than it had
to be since the messages sent were bigger than they needed to. There was
also an unnecessarily high pressure on the network since it had to handle a
lot of data that did not really contribute to the communications purpose:
transporting output control commands and measurement data.

However, since there was not very much communication conducted in The
Smarter Power Strip, the overhead did not affect the overall performance
on a very high degree. The extra pressure on the network and the server
was not so severe that it should be considered as a significant issue. The
extra power drain on the Wifi module in a way worked against our goal
that the product should help a user lower his power consumption, but as a
consequence of choosing HTTP instead of defining an own protocol, it was
something we were willing to accept.

5.2.3 Message content and structure

In The Smarter Power Strip, the idea was that the power strip should send
measurement data to the web application and the web application output
state control commands to the power strip. In order for the software at the
two entities to be able to process the data received, there had to be a pre-
defined structure on it. For instance, receiving a message with measurement
data, the web application had to know what segment of bits in the message
that described measurement data from a specific socket.

Content

As a first step in defining this message structure, it had to be specified in
detail what content the messages should contain. That the power strip com-
municates measurement data and the web application output state control
commands is actually a simplification, and in order for the communication
to provide the required functionality, messages sent between the two entities
needed to contain more information. A detailed description of the message
content that was needed is viewed in Figure 20.

We chose to call the messages sent from the power strip requests and the
messages from the web application answers. Several requests and answers
with different content and responsibilities were then defined. A request could
either be a state request, a time request, a standard measurement batch or
a real ttme measurement batch. Their respective content and responsibility
were:

40



Requests (from client/powerstrip)

ID Name Content (number of bytes)
0 State NumberOfSockets (1),
Timestamp (4) for each
socket, State (1) for each
socket
1 Time None
2 Measurement batch Start [timestamp] (4), Interval
[seconds] (4),
NumberOfSockets (1),
NumberCfSamples (1),
Samples (4*n) for each
socket
3 Real-time measurement (will | NumberOfSockets (1),
be sent often if user is on Sample (4) for each socket
website and will not be saved
permanently)

Answers (from server/webapp)

1D Name Content (number of bytes)

0 State NumberOfSockets (1),
Timestamp (4) for each
socket, State (1) for each
socket

1 Time Current timestamp (4)
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Figure 20: The different message types and their content.




e State request - Contained information on the number of sockets of the
sending power strip, and what states these were in. For each socket
there was also a time stamp on when the socket was changed. This
content was needed to synchronize the state stored on the power strip
with the state stored on the web application (see chapter 5.4).

e Time request - In order to keep time on the power strip and the web
application synchronized, a time request had to be sent at an even
interval. This would be answered by a message containing the time on
the web application.

e Standard measurement batch - Contained the actual measurement
data, as well as data about the time when the measurements were
done, the number of samples that were used while measuring and the
number of sockets that were measured upon.

e Real time measurement batch - Contained measurement data and the
number of sockets measured upon. This request had the purpose of
delivering data that should not be stored at the web application side,
why it did not need time stamps.

An answer on the other hand could be either a state answer or a time answer.
Their respective content and responsibility were:

e State answer - Contained the state of sockets’ as it was stored on the
web application, as well as time stamps on when these states were
changed.

e Time answer - Contained the current time according to the web ap-
plications clock.

Structure

Since an HTTP-message could carry several requests or answers at the time,
the next step in specifying the messages was to organize different requests
and answers into messages in an effective way. The fact that polling was
used meant that we needed to send state requests at even intervals. We also
wanted to update the web application with new measurement data ongoing.
To achieve this, these two requests could be concatenated into one message.
A schema over the result is presented in Figure 21. This message could be
answered from the web application with a state answer. The time request
and answer, however, did not have to be sent in as high frequency as state
and measurement message. Thus, these were not concatenated with the
other messages.
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Mssg: State message Measurement MmMsSsg

n

Desc: 0 numSockets timestamp state timestamp state 2 wvalue value etc
Bits: 8 8 32 1 32 1 8 16 16 16

Figure 21: The structure of a concatenated state and measurement request.

5.2.4 Providing an alternative communication channel

In order for the power strip and the web application to be able to com-
municate with each other, the power strip needed Internet connectivity. To
achieve this, it had to be connected to a user’s wireless network. However, to
be able to access this network, credentials regarding the user’s home router
were required. Consequently, the power strip needed to provide an interface
through which it could be given this information, before it had gained In-
ternet connectivity.

In The Smart Power Strip, this was solved by giving the power strip the
possibility to act like a web server, offering connection to a web application
located on it. The power strip would, if a certain button on it was pushed,
create a wireless ad-hoc network. This would allow another wireless device
to set up a connection between them. Then, if sending an HTTP-request
to the power strip from this device, the power strip would return a web-
site through which it could be configured. The user would then be able to
provide the power strip with the credentials for the home router.

5.2.5 Associating specific users with specific power strips

The Smart Power Strip was organized with a single web application accessed
by multiple users, all with the intention of interacting with their own power
strips. Hence, the web application had to make sure that different users
could access different power strips concurrently, and that only the user who
owned a certain power strip could access it. For this to be solved, user and
power strip had to in some way be able to identify themselves to the web
application.

Identifying a user interacting with the web application is a common task
with a simple solution: when the user wanted to use the web application he
had to log in with a unique user name. This gave him access to a selected
set of power strips. The task of identifying the power strips, however, did
not have an equally obvious solution. We chose a way that had been used
in prior projects to The Smarter Power Strips (Jiang et al. 2009), that is,
labeling every power strip with a key. When a user started using a power
strip, he would have to provide the key on the label to the web application,
which could then tie together that particular power strip with that user.
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Figure 22: The web application receives a state from the power strip that
differs from its own. Since the time stamp on the received state is older than
the one on the own, the own state should not be changed.

5.3 Security

If an unauthorized person would get access to a user’s power strip con-
nection, he would be able to control that user’s appliances and view his
consumption habits. Hence, the security issue was of great concern in The
Smarter Power Strip. However, due to the time constraints of the project,
no solution was eventually implemented. What could and should have been
done if more time was given is discussed in chapter 7.3.

5.4 Socket state storage

The software model describing the state of a power strip’s sockets was in The
Smarter Power Strip placed both on the web application and on the power
strip. This choice was made so that the communication pattern polling
could be used, and so that momentary button changes would not have a
slow response time (see chapter 4.6).

Having the state at two different places meant something had to be done to
ensure that both states were synchronized with each other. To solve this,
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Figure 23: The web application receives a state from the power strip that
differs from its own. Since the time stamp on the received state is newer
than the one on the own, the own state should be changed.

the states of sockets were sent to the web application at even intervals. The
web application answered with its version of the sockets’ state.

It was not always the case that states received in a message differing from the
own state was newer than the own. This had to be possible to derive, since
if that was the case, the own state should not be modified. For instance,
when a user issued a state change on the web application, the next poll
received from the power strip would contain a different, older state than the
web application’s (see Figure 22). In this case, the web application should
not change its state, but reply to the power strip with the state containing
the change of the user.

To solve this issue, when a state was changed a time stamp containing what
time the change was made also had to be stored. In this way, if a state that
differed from the own arrived at the web application, it could compare the
own state’s time stamp with the one in the message. If the own state was
changed earlier than the one arriving, it would know that there had been a
state change issued by the momentary buttons, and that it should update
the own state. If the state from the power strip was older, however, it would
know that the difference was due to a change issued by it. Therefore, it
should not change the own state.
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Figure 24: A screenshot depicting the ”"Power strip detail” view. Through
toggling the buttons the user could control the output state of a socket on
one of his power strips.

At the power strip side, the issue was not as severe. It only occurred if
a momentary button change was made in the time between when a poll was
sent and when the answer from the web application was received, which was
a time window on at most five seconds (see response time, section A.1). As
of that, we decided to not implement the time stamp check on the power
strip software.

5.5 Web Application

The task of storing data and providing an interface through which users
could access their power strips was in The Smarter Power Strip handled by
a central web application. We chose to develop the application with the
Python based web framework Django (Django 2013). The choice was made
essentially upon the fact that Django provides functionality for interacting
with a database without having to write any SQL code, as would have been
the case if using for example PHP. This made developing the software a less
complicated task.

The web application contained logic for receiving, storing and presenting
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Figure 25: A screenshot depicting the ” Power strip consumption” view. The
user had the possibility to view the consumption for different periods.

measurement data. It could also generate and send output state control
commands to the power strip. Users could access and control these func-
tionalities through a website. An API through which third parties could
access the functionalities was also provided.

5.5.1 Website

The Smarter Power Strip provided a website through which users could con-
trol their power strips and view power consumption data. How the website
presented these two main features graphically can be viewed in Figure 24
and 25. Additional features that were also provided were the possibility to
label power strips and sockets in order for the user to remember for instance
what power strip was in what room and what appliance was connected to
what socket, and the ability to log in, in order to connect an owner with his
particular power strips.

The purpose of The Smarter Power Strip states that the prototype should
be easy to use and target a broad group of possible users. This was the main
goal aimed at when developing the website. Hence, it was given a graphical
design that was as simple and unambiguous as possible. A focus on simplic-
ity however, did not mean that aesthetic factors were totally disregarded.
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GET /powercontrol/api/powerstrip/1,
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Content-Type: text/html

Allow: HEAD, GET, PATCH, PUT, OPTIONS

"pk": 1

“owner”: "admin@admin.con”
“name": “"Garage"
“auth_key": "1337"

Raw data HTML form
name  Garage

auth_key 1337

Figure 26: A view of the API’s browsable interface.

These factors are important in order to provide users a good user-experience,
i.e. making it attractive and easy to use the prototype (Tidwell 2011). Some
efforts on making the website look good were therefore made. For instance,
the Twitter Bootstrap (Twitter Bootstrap 2013) framework was integrated,
giving the website a pleasant look.

5.5.2 API

In order to provide the possibility for third parties to interact with The
Smarter Power Strip, and to use power strips and their functionalities for
own applications, we chose to implement a web application level APT (see
Figure 26). The choice was web application level and not power strip level
since this was considered simpler; both for the third parties interacting with
our product, since it would give them access to the basic communication
functionalities implemented in the web application, but also for us, since
there were already implemented Django-libraries available on the Internet
for creating a web application API. Developing an own power strip level
API would have had to be done from scratch. With the time constraints in
mind, it would have been a bad choice.

The API creation library chosen was the Django REST framework (Django
REST framework 2013). This choice was made upon the fact that it was
one of the most popular libraries for API creation (Django Packages 2013),
which implies high quality, and that it unlike other popular alternatives,
such as Piston and Django-Tastypie, provided out-of-the-box support for
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Socket ID Timestamp - Start | Timestamp - End | Measurement value 1 - 6
32 bits 32 bits 32 bits 6 x 16 bits

Figure 27: The measurement data batch. A batch contained six measure-
ment values, the time of when the first and the last measurement were done,
and an id specifying to which socket the measurement values applied.

OAuth2, which was the framework we chose for API authorization.

5.5.3 Storing and presenting data

In The Smarter Power Strip, measurement data was sent from the power
strip to the web application where it was presented in graphical diagrams.
The specification of the prototype (see section A.1) stated that it should
have the possibility to present a measurement value of the consumption ev-
ery tenth second.

It should also be possible to present historical data, which meant all mea-
surement data had to be stored in a database. Thus, how stored data should
be structured had to be defined. When a user wanted to view measurement
data, the web application needed to retrieve the data regarding the time
specified by the user from the database. Hence, all data stored could not
only contain the actual consumption values, but also the time at which the
values were measured. It should also be possible for users to see which
socket was measured upon. Accordingly, every consumption measurement
value had to be accompanied by information identifying which socket the
measurement applied to.

A measurement value required 16 bits of memory, a time stamp 32 bits,
and a socket identification number 32 bits. Given that a measurement value
for every tenth second should be stored, the memory required for storing a
user owning a three-socket power strips’ consumption over a year would be
754 megabytes. Applying this to a large number of users owning multiple
power strips resulted in quite a large amount of data, which had to be re-
duced.

Also, every measurement value should be stored in a database, becoming
its own database entry. If the user wanted to present one week’s power
consumption for one socket, 60480 entries would have to be read from the
database. Database lookups take time, and since we wanted the presenta-
tion of data to be as fast as possible, this was also a problem.
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In order to solve these two issues, we decided to structure the measure-
ment information in what we called batches. Every batch included several
measurement values, and instead of storing socket identification and time
stamp for every measurement value, every batch only needed to store in-
formation regarding which socket the entire batch applied to, and the time
stamp for the first and last measurement. This lead to a specification on a
batch structure that is presented in Figure 27. The batch included six mea-
surement values, i.e. power consumed over a minute. This batch structure
both lead to less memory and less database entries used.
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Figure 28: The response time was tested by issuing state change commands
on a host in the town of Gothenburg to the prototype, which was located in
the same town, and with the web application server located in the town of
Boras, 60 kilometers away.

6 Evaluation

In this chapter, we evaluate how well the solutions implemented, which were
described in chapter 5, actually performed in order to realize the purpose
of The Smart Power Strip. We present empirical tests where it is analyzed
whether the prototype fulfills the goals set up in the specification (see sec-
tion A.1).

When evaluating the hardware of The Smarter Power Strip (see section 6.2
and 6.3), an uncalibrated Fluke 8808A multimeter was used. When doing
the measurements a stable net voltage was assumed, and the voltage was
measured to 234V on the connecting pins to the power strip.

6.1 Response time

In the context of The Smarter Power Strip, the change of a socket’s output
state could not be conducted instantly on the power strip as such a control
command was issued on the web application. A delay on the power strip’s
response time was inevitable, since the command needed to be sent over the
Internet. However, it was important to keep this response time as low as
possible. The goal for The Smarter Power Strip was that it should not be
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greater than five seconds (see section A.1).

In order to evaluate if this goal was fulfilled, we designed a test where the
time from issuing a command on the website, until the actual output state
change happening on the power strip was measured(see Figure 28). During
the test, the command was issued on a host in the town of Gothenburg.
The prototype was also located in Gothenburg, while the server with the
web application was placed in the town of Boras, 60 kilometers away. Issu-
ing ten commands, the test resulted in a mean value for the response time of
1.3 seconds. From the observed response times seen on the server the worst
case would be approximately 4 seconds.

Regarding the polling frequency, a test showed that the prototype did 100
polls in 97 seconds, resulting in a mean time of one second before the
database state was propagated to the prototype. Consequently, the goals
were fulfilled.

6.2 Power measurement

Measuring power consumption was one of the main features provided by the
prototype. Thus, it was very important that the properties of the specifica-
tion regarding measurement (see section A.1) were fulfilled. If the prototype
could not provide relevant measurement data, much of its value and meaning
would be lost. To be able to calculate the power consumption correctly, ac-
curate measurement values of both the voltage and the current were needed.

6.2.1 Voltage measurement

The measured voltage the power strip used resulted in approximately 210Vzrs
for all the measurements. This was mainly due to a calibration error where
the voltage peak-to-peak values where used to set the correct offset scaling.
However, since the sampling frequency was very low, the peak value was not
measured and therefore not used for the calibration. The measured RMS
should be compared to the RMS measured with the multimeter.

6.2.2 Current measurement

To evaluate the current measurement, three tests were done. One without
load to measure the noise floor, one with a 2W load and one with a 110W
water boiler connected to the power strip. The noise floor measurement test
was done with the SSRs closed. The noise floor was 0.45uA, which resulted
in a noise floor effect of 89.7mW . This was well below the specified minimum
of 2W. Even though the low sampling frequency resulted in an inaccurate
value, it was still low enough to guarantee that the specified minimum load
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was measurable. When evaluating the minimum load, two high effect re-
sistors connected in series with a measured total resistance of 25.7k{) were
used. The current measured by the power strip were 2.89mAgnss, which
was below the actual 9.1Agryrg drawn by the resistors. The resulting effect
was 480mW . Lastly, the test with the water boiler showed a drawn current
of 4.21ARrps. The resulting effect was 875W. The current measured with
the external multimeter showed a 4.38 45 current and the consumed ef-
fect was 1025W.

These results show that the specifications regarding minimum load were
met. The power strip had no problem measuring large loads, even though
no load of 2300W was tested. The test of the water boiler shows that The
Smarter Power Strip can measure large loads and there is no indications
that there would be any problems with loads up to 2300W. The resolution
of 2W should also be okay, but the measured values were inaccurate. This
inaccuracy mainly derives from two sources. The voltage was calibrated on
the peak-to-peak values, however the low sampling interval resulted in mea-
sured peak values which were much lower than the real peak values. This
should have been calibrated with the use of RMS values. The RMS values
will also be inaccurate, although not as much as the peak-to-peak values,
due to the low sampling interval.

6.3 Standby effect

The idea with The Smarter Power Strip is to help users lower their power
consumption. It was therefor very important that the power strip itself con-
sumed little energy. The goal was set on no more than 3W (see section A.1).
To evaluate this, a multimeter was connected in series with the power strip
on the high-voltage side of the transformer. The power strip was connected
to a Wifi network and was polling the web server for state changes. No
measurements were being done by the power strip during this test. However
the increased power consumption due to measurement is negligible since the
Wifi module is the dominant power consumer. A current of 11.1mAgys
where measured which resulted in a standby consumption of 2.59W, which
is under the specified 3W.
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7 Discussion

This project set out to develop a prototype that should provide the ability
to measure power consumption data and to remotely toggle sockets on and
off. As is presented in chapter 5, the final prototype succeeded in achieving
both of these goals. There was also a specification (see chapter A.1l) in
which properties that should hold for the prototype were defined. Empirical
tests described in chapter 6 showed that most of these were achieved, but
that there were some issues regarding the power measurement accuracy (see
section 6.2). Also, some design solutions used developing the prototype
contained flaws, and some important features were, due to time constraints,
not implemented. Hence, in this chapter we will discuss what could have
been done better in the prototype’s design.

7.1 Power measurement

The evaluation tests indicated a few problems. The most severe was the
low sampling rate. By using other ADCs with sampling frequency of at
least 8 kHz, or even better by performing an FFT on the signal, the signal
could be correctly measured or correctly recreated. The calibration error
of the voltage could be corrected with more measurements. The evaluation
showed a distinct elevation of the measurement signal for the 2W load, and
even if this is not accurately measured, calibration and signal processing
should make it possible to measure it accurately. The same applies to the
larger loads from the water boiler. It is therefore assumed that with more
development of the software on the microprocessor the power strip would
meet its specifications.

7.2 Hardware improvements

The hardware in the final prototype worked well but there are still room for
improvements. First of all, the full wave rectifying circuit used was com-
plicated and expensive. Even though it would be possible to use the same
circuit with cheaper components thanks to the switchable measurement in-
terval this is still a complicated solution. A simpler way would instead be to
bias the signal, that is, add a DC-component to the signal. In this way the
resolution for large loads would be coarser but it would still be possible to
keep a resolution below 1W for weaker loads, and it is for the weaker loads
the resolution is important. Since it is possible to use the switchable mea-
surement to get better resolution for weak loads we do not see the need for
external high resolution analog-to-digital converters either. The integrated
10bit ADC are good enough.
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7.3 Security

In the beginning of this project, it was decided that a robust security so-
lution was needed, since access to a user’s communication channel between
the web application and his power strip could give a third party control over
that user’s electrical appliances, and information about his living habits.
However, due to time constraints, no security solution were eventually im-
plemented in the prototype. This is something that must be implemented
before The Smarter Power Strip can become a commercial product.

A dominating web security solution for common desktop computers is HT'TPS
(see section 3.7.2). However, this solution was not suitable for our power

strip because of its resource-intensity. While researching, the most suit-

able HTTPS-library we found needed up to 36 kilobytes of Random Access

Memory (RAM) and 100 kilobytes of flash memory (CyaSSL 2013), while

the microprocessor in the power strip only had 4 kilobytes of RAM and 64

kilobytes of flash memory (Atmel 2013). Clearly, it would not have worked

on the prototype.

To implement a security solution, there are three possible alternatives. The
first would be to upgrade the hardware in the prototype so that it supports
HTTPS. This upgrade could either be done by using a microprocessor with
more RAM and flash memory, allowing the HTTPS-library to be used, or
by using a different Wifi module that has built-in support for HT'TPS. The
drawback of upgrading the hardware would be slightly higher power con-
sumption and cost.

The second alternative would be to implement a basic security solution that
used symmetric key encryption, such as AES. In that case, less memory
would be needed (see section 3.7.1) and the current hardware could be used.
The biggest problem with only using AES, however, is that it is strictly
inferior to HTTPS. This, since AES only provides confidentiality, whereas
HTTPS also provides message integrity and end-point authentication, which
protects against other kinds of attacks.

The third alternative would be to do a custom solution by using AES as
a foundation and expanding upon it, adding Message Authentication Code
(MAC) to provide message integrity and adding public key encryption to
provide end-point authentication as well as allowing automatic updating of
AES keys every day. This would, however, be a significant undertaking and
it would be easy to make a mistake that would make the communication
vulnerable. This alternative would not provide sufficient security to protect
users of The Smarter Power Strip.
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7.4 Response time

A choice that was made designing The Smarter Power Strip was to use the
communication pattern polling instead of two-way-messaging. Since instant
communication is not possible using polling (see chapter 4.4.1), this decision
resulted in a higher response time, i.e. time needed for the power strip to
react after issuing a command on the web application, than what had been
the case using two-way-messaging.

To improve the response time, two alternative solutions could therefore have
been chosen. One would be to implement two-way-messaging instead of
polling, which, however, would mean that other problems, such as getting
messages to bypass routers with NAT (see chapter 3.6.1), would have to
be solved. The other alternative would be to implement increased polling
frequency as a user logs in on the web page. These solutions are presented
in detail in chapter 4.4.1.

7.5 Initial configuration

A problem that occurred while performing the initial configuration (see
chapter 5.2.4) on the power strip was that it took an undesirably long time
for the device and the accessing host from which configuration was carried
out to set up a connection between each other. When powered on for the first
time, the power strip set up a wireless network through which hosts in the
vicinity could contact it. Hosts that connected to that network would need
an [P-address in order to communicate with the power strip. IP-addresses
are often distributed automatically, a task that is handled by the Dynamic
Host Configuration Protocol (DHCP; Droms 1997) which the power strip
however did not support.

The host, which was set up for DHCP, followed the standard procedure,
and sent a request for an IP-address to the power strip. Since the power
strip did not act as a DHCP server, nothing happened. This was the source
of the time delay in the connection setup. What eventually happened was
that a timeout occurred on the host, whereafter it set an IP-address on own
initiative. After this, the host was able to send messages to the power strip,
and the power strip was able to answer.

The solution to this problem would therefore be to implement a DHCP
server on the power strip. At the time of writing, a firmware update just
released for the Wifi module actually enables the DHCP server functionality
so that this problem can be addressed in the future.
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7.6 Sending measurement data

One of the main features of The Smarter Power Strip was that it should
be able to present a user’s power consumption data. As is described in
chapter 5, several sub parts of this functionality, such as the measurement
on the power strip (section 5.1.1), the ability to receive, store and present
measurement data on the web application (section 5.5), and the definition of
the structure of the messages (section 5.2.3), were implemented. However,
due to time constraints some of the software on the power strip responsible
for sending the measurement data was not implemented. Consequently, an
important link in this communication was missing. What would have to be
done to solve this problem is simply to spend some more time on developing
the power strip’s software.

7.7 Cost

The total cost of components used in The Smarter Power Strip were ap-
proximately 1300 SEK, which is very high, and given that additional costs,
such as for assembly and development, would have to be added, the price
definitely would not be competitive compared to what is on the market to-
day (see chapter 2.2). The idea with The Smarter Power Strip was to cover
almost all appliances in the home, and to be able to offer a competitive solu-
tion, cost is the key. When working with this prototype, though, we focused
on which techniques to use, and tried to see how well the device performed.
To evaluate this properly components with high performance and precision
were used. However, the fact is, as stated in 7.2 several components could
either be exchanged to cheaper alternatives or even completely removed.
There are also cheaper Wifi modules coming on the market.

These changes would make the cost for components drop to approximately
450 SEK. This is still a bit high, and to lower the cost even more, other
techniques could be implemented. For example, the use of shunt resistors
would make it possible to reduce the cost by 150 SEK. This would com-
promise the galvanic isolation the system has today and probably introduce
more noise. It would also couple the ground to a very high potential. It
would also require expensive relays that could switch the total current of
the load for the switchable burden resistors. An alternative could be to use
variable amplifiers to create a switchable or dynamic measurement interval.
This would also amplify the noise, and the impact of the noise needs to be
evaluated to see if it is an acceptable option.
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8 Conclusion

This project set out to design and implement a smart power strip which,
through providing the ability to measure and present power consumption
data and to remotely toggle its sockets on and off, could help a user lower his
power consumption. A prototype was developed, comprising a power strip
with wireless Internet connectivity and measurement and control equipment,
an easy-to-use web application and a communication solution between these
two entities.

When developed, the prototype was tested and evaluated to see if it provided
the features it set out to provide, and if it fulfilled the goals defined in its
specification. Results indicated that, with some further development of the
power strip’s software, this would be the case. This positive outcome showed
that developing devices such as The Smarter Power Strip can be done rela-
tively simple, and that smart home technology can play an important role
in the task of lowering power consumption.

8.1 Future work

The most relevant future work in The Smarter Power Strip would be to im-
plement a security solution. This would increase the value of the prototype
significantly, since it would then basically have all the features needed in
order to be used in reality. Further, it would be interesting to evaluate the
device more thoroughly, for instance regarding the usability aspect, and re-
garding whether it would actually help a user lower his power consumption.
Statistical surveys and interviews could provide an important view on the
quality of the device.

There are also many ways in which new features could be developed for the
device. The combination of providing ability to measure power consumption
and toggling sockets on and off makes The Smarter Power Strip a device that
could provide many different services. As we started this project, we had
grand visions of what features the prototype should include. However, due
to the time constraints, only the most basic functionality was implemented.
Yet, below is presented some of the concepts that the prototype could be
extended with in the future.

e Master-Slave outlets: By measuring the traversal of a programmable
threshold value on the power consumed by a certain outlet, the power
strip could either switch the remaining outlets on or off. This would
be useful for reducing standby-related current draw of larger inter-
operating systems, such as a home theater.
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e Real time cost: By connecting to an online database of regional elec-
tricity rates, it would be possible to provide the user with a real time
estimate of their usage cost.

e Outlet scheduling: A programmable calendar system would allow the
user to set times when each outlet should be active. This would allow
the system to replace conventional in-line timer units, along with pro-
viding enhanced functionality, such as separate scheduling dependent
on day of the week, daylight savings compensation, or, more generally,
conditional statement programming.

e LED indicators: Lights on one or more outlets could provide visual
feedback as to the current state of the system. A light could provide
varying pulsation frequency and intensity to indicate real time current
consumption.
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Minimal load 2W

Maximum load 2300W
Resolution 2W
Response time 5 sec

Measurement frequency | 0.1 Hz
Power draw 3W

Table 1: Specification

Appendix A Method

A.1 Specification

The power strip is intended to measure drawn active power over time (more
commonly known as watt-hour or kilowatt-hour) for electrical appliances in
homes. In addition it should also be able to toggle its outlets. The goal is
to create a prototype which works with high precision for small loads but
also has the ability to measure large loads. To appeal to a broader audi-
ence, low user commitment is prioritized. The device should have a wireless
connection and all initial configuration of the power strip should be done
wirelessly. The back-end system is a web server, and the power strip will
push all measurement data to the server which will store and present data.
Outlet toggling should be possible both from the web application and di-
rectly on the power strip.

These are the properties that should hold for the prototype (see also Table
1):

e Load - The prototype should be able to measure consumption on a
load of at minimum 2W and at maximum 2300W

e Resolution - The prototype should be able to measure the amount of
power drawn with 2W accuracy.

e Frequency - The prototype should be able to present a measurement
of the size of the consumption every tenth second.

e Response time - The prototype should be able to toggle a socket’s
output state in less than 5 seconds after such a command has been
issued from the web application.

e Power draw - The prototype should not draw more than 3 W.

A.2 An agile way of working

In a project of this size, planning everything beforehand is difficult and
can cause problems because it is impossible to foresee all problems that
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might occur. Therefore, we believe that taking an iterative approach to
both making the product and writing the report was an advantage. The
process framework that was used is called Scrum, the widely used agile
method, Schwaber, Books24x7 - ITPro, and BusinessPro (e-book collection)
[2004]. A product owner as well as a scrum master was therefore assigned
to facilitate the process. Both the product and the report was broken down
into manageable chunks in a prioritized backlog that could then be used
when planning sprints, periods of two or three weeks that lead to a new,
usable version of the product and report that had been set as the sprint
goal. As an aid for deciding what sprint goals to plan for, a few milestones
needed to be produced as working prototypes before the final product.

A.3 Sharing competences

The members of the project group had backgrounds in electrical engineering,
computer science and information technology, all of which were necessary to
complete the task. It was therefore important to make use of all the different
competences so that they were shared throughout the group. The plan was
to split the work so that everyone could work mostly on what they did best,
but through weekly meetings the team was kept up to date with what had
happened and what the obstacles were. Even if a difficult problem with the
server software was encountered, the people working on the hardware could
be able to contribute with a different perspective and valuable insights that
opened up for a solution that the others could not have come up with on
their own. The same was true for the hardware parts, and therefore the
work was organized so that in the end, everyone was able to explain almost
everything about the product.

A.4 From intra- to inter-team cooperation

In addition to our group, there was another team of six people who were
working on the same idea, but producing a product of their own. This
opened up a lot of possibilities to learn about cooperation not only within our
team but also between the teams, so that both teams could learn from each
other’s mistakes and discuss important design decisions to expose potential
flaws. After a discussion with the other group we decided to implement some
form of interoperability between the two final products, and found two main
ways in which that could be achieved. One was a tight coupling through
power strip-to-server integration (so that our power strip was compatible
with their server and vice versa) and the other to communicate more loosely
between servers through an API. It was important that we would not end
up with two completely identical products, therefore the latter seemed more
reasonable.
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