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Abstract

The cookie paywall allows visitors to access the content of a website only after making
a choice between paying a fee or accepting tracking. The practice has been studied
in previous research in regard to its prevalence and legal standing, but the effects
of the client’s device and geographic location remain unexplored. To address these
questions, this study explores the effects of the client’s browser, device type (desktop
or mobile), and geographic location on the presence and behaviour of cookie paywalls
and the handling of users’ data. Using an automatic crawler on a dataset with 804
websites that present a cookie paywall, we observed that the presence of a cookie
paywall was most affected by the geographic location of the user. We further showed
that both the behaviour of a cookie paywall and the processing of user data are
affected by all three factors, but no patterns of significance could be found. Finally,
an additional type of paywall was discovered to be used on approximately 11% of the
studied websites, namely the “double paywall”, which consists of a cookie paywall
that is complemented by a hard or soft paywall once tracking is accepted.

Keywords: cookie paywall, cookie, paywall, pay-or-okay, pay-or-tracking, accept-or-
pay, double paywall
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Introduction

When a user browses a website, their behaviour and personal choices are often
recorded through the use of cookies [9]. A common use case is to track what websites
users visit to present them with targeted advertising, which in turn generates revenue.
Collecting data for the sake of targeted advertising requires consent in the EU as
regulated by the General Data Protection Regulation (GDPR) and the ePrivacy
Directive (ePD) [27]. Therefore, several methods have been introduced to generate
revenue through blocking the website content either until the user consents to tracking
cookies or until a payment is made.

The common denominator of these methods is that they “wall off” the user from the
content until revenue can be created from said user. Some of these methods are the
cookie wall, which requires acceptance of cookies and trackers before accessing the
website, the hard paywall, in which users must pay a fee in order to gain access to
content on a site, and the soft paywall, that allows limited, free-of-charge viewing
before payment is expected [33]. Combining a cookie wall and a hard paywall,
the cookie paywall is a novel type of paywall that has recently gained interest in
academia [33, 32, 52, 44].

The cookie paywall, sometimes denoted “pay-or-tracking wall”, “accept-or-pay cookie
banner” or “pay-or-okay banner”, allows visitors to access the content of a website
only after making a choice between paying a fee or accepting tracking [33]. Thus,
this practice widens the choice of payment method by making it possible to either
pay through a subscription or to “pay with personal data”. An example of such a
paywall can be found in Figure 1.1.

Even though cookie paywalls have triggered interest from academia and regulators
working on privacy, the technical aspects remain understudied. Notably, the studies
that have been performed on the technical aspects of cookie paywalls have been
limited in scope in regard to the plurality of browsers and environments (e.g. desktop
or mobile) [33, 32, 52]. Nevertheless, discrepancies in the behaviour have been
observed between browsers on some websites [33], raising the possibility that more
websites use different practices depending on the browser or device used to access
them. Performing a large-scale factorial experiment on the websites previously found
to be using cookie paywalls could therefore provide valuable insights into how different
devices may affect a user’s experience and privacy online.
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&'esports com =
Continue with ads ... ... or with contentpass

Visit esports.com with ads and tracking Access esports.com and over 300 other
enabled. You can revoke your consent at websites as e.qg. fernsehserien.de and

any time through our privacy policy'.1 wunschliste.de without banner ads,

personalized tracking and video ads for
only 3,99 € per month.

a Ad-free for 3,99 € permonth

More information on ads and tracking is available in our Already a contentpass subscriber? «J Log in here
privacy policy and the privacy center

Figure 1.1: A cookie paywall found at https: //www. esports. com/ en.

Furthermore, during the exploratory stage of this thesis, an additional type of paywall
was discovered. This “double paywall” initially presents a cookie paywall, which is
later complemented by a soft or hard paywall after cookies have been accepted. The
second paywall is usually only presented on certain parts of a website, such as a
“subscription only” article, thus restricting access to these parts. Documenting the
reach of double paywalls may give more insight into this newly discovered practice.

1.1 Objective & Research Questions

To address the previously identified research gap regarding cookie paywalls, the
aim of this thesis is to survey cookie paywalls for discrepancies resulting from the
choice of browser, type of device (desktop and mobile) and geographic location.
More specifically, in what ways do these factors impact the presence and behaviour
of cookie paywalls and the handling of users’ data? Furthermore, this thesis aims
to study the prevalence of the new practice of double paywalls. These issues are
addressed through the following research questions:

RQ1. How is the prevalence of cookie paywalls affected by the browser, device type
and geographic location of the user?

RQ2. Do the browser, device type and geographic location affect how much of a
website can be accessed before a cookie paywall appears?

RQ3. Do the browser, device type and geographic location affect how and by whom
user data is processed?

RQ4. How widespread is the occurrence of double paywalls?
Research questions 1-3 are addressed through a factorial experiment with the factors:
desktop and mobile devices (desktop running Windows, Mac OS or Linux and

mobile devices running Android or i0S), the top 4 most used web browsers (Google
Chrome, Safari, Microsoft Edge and Mozilla Firefox) [63] and different geographical

2
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locations (inside/outside the EU). This experiment is done using a dataset, described
in Chapter 3, consisting of websites previously found to be using cookie paywalls.
Research question 4 is explored using the same dataset as research questions 1-3, but
only using the Chrome browser on Linux from inside the EU.

1.2 Scope

The resources allotted for this thesis require that the scope be set appropriately in
terms of the number of factors to be examined. What this entails is a limited set of
browsers, operating systems, and geographic locations. By restricting the number of
factors used in the experiment, the expected time needed for data collection and the
complexity of the following analysis are reduced.

The operating systems and web browsers considered are those presented in Section 1.1.
Though not exhaustive, these operating systems and web browsers cover a large share
of the mobile and non-mobile market [63, 64]. Furthermore, due to the plurality of
browsers considered in the study, browser specific evasion techniques to avoid bot
detection are not explored.

To examine if the geographic location (specifically being inside the EU) has an impact
on whether a website may present a cookie paywall or not, one EU and one non-EU
geographic location is used, namely Sweden and the USA. Sweden is chosen as the
EU location since it is the physical location of the study. The USA, more specifically
New York state, is chosen due to the use of the English language.

Finally, this thesis does not directly examine the compliance of cookie paywalls with
regard to the GDPR and the ePD. The goal of this thesis is to examine the technical
aspects of cookie paywalls and their implementations; therefore, the legality of such
implementations is out of scope for this thesis.

1.3 Report Outline

Chapter 2 of this report proceeds to explain the technical and legal background
needed for this project and describes some of the concepts and tools used in the
project as well as the legal landscape in the EU. Chapter 2 also covers previous
studies in the area of cookie banners and cookie paywalls. The crawler program
developed for this thesis is presented in Chapter 3 and the results from the data
collected using this program are presented in Chapter 4. A discussion of these results
can be found in Chapter 5, followed by a conclusion of the thesis in Chapter 6.
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Background and Related Work

Cookie paywalls can be viewed both from a technical and legal standpoint. From a
technical perspective, it is important to understand the underlying web technologies
and the tools needed for large scale analysis of cookie paywalls. From a legal
perspective, any cookie paywall found on a European website falls under European
privacy regulations as the aim of a cookie paywall is to collect personal data for
processing. Some of the technical terms and concepts are presented in Section 2.1,
Section 2.2, Section 2.3 and Section 2.4. The legal background and the technical
frameworks used to facilitate the work to ensure compliance with European privacy
regulations are covered in Section 2.5 and Section 2.6. Finally, Section 2.7 presents
previous research in the area of paywalls, cookie banners and cookie paywalls.

2.1 Web Technologies

When connecting to a web server, there is an exchange of information between the
web server and the web browser using the Hypertext Transfer Protocol (HTTP) [38].
HTTP follows a client-server model where a client, in this case the web browser,
sends an HTTP request to the web server, expecting an HTTP response.

Along with every HT'TP request made to a server, browsers include a self-identifying
User-Agent HTTP header known as a user agent string [40]. A user agent is a
program that represents a person. This can be a browser, a bot, a download manager,
or some other app accessing the web. The user agent string lets the server identify
the application, operating system, vendor and version of the requesting user agent.

A web server responds to a HT'TP request with a HI'TP response containing a
status code, a webpage and optionally creates and includes cookies [9]. HTTP is a
stateless protocol and, as such, does not retain any information about a user’s session.
Cookies can, however, preserve the state and can therefore be used to associate
website activity with a user, personalise the user experience, and track what websites
a user visits.

The webpage sent from the web server to the web browser is constructed using
three core languages: HTML, CSS and JavaScript [37]. HTML is the code used
to structure the webpage and its contents, CSS is used to style web contents and
JavaScript is used to add interactivity. To allow programs to change the document
structure, style and content, the webpage is represented by the Document Object
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Model (DOM), which is loaded when accessing the page in a web browser [36].

The DOM represents the webpage as a node tree, where each node represents a part
of the page [36]. The nodes are primarily created by HTML, in which case they are
denoted as elements, but some nodes can be created using CSS and are then referred
to as pseudo-elements [39]. The DOM representation allows the webpage to be
manipulated and modified with a scripting language, such as JavaScript. The DOM
defines the structure of elements and pseudo-elements, as well as properties and events
for all HTML elements [54]. It also defines methods for accessing them. However,
some elements create encapsulated environments which limits the interaction between
the regular DOM and the internals of these elements. Two such elements are the
inline frame (iframe) and the shadow DOM.

An iframe is an HTML element that embeds another full HTML document in the
current document [34]. Because an iframe embeds an independent HTML document
that has its own browsing context, it is isolated from the JavaScript and CSS of
its parent object in the DOM. Some use cases of iframes include presenting cookie
banners, embedding videos and displaying advertisements.

Shadow DOM is a functionality that lets you attach a DOM tree to an element
in the regular DOM tree [41]. The internals of the attached tree are hidden from
JavaScript and CSS running on the webpage and none of the internal elements can
affect anything outside the shadow DOM. Thus, internal elements are not directly
accessible using Javascript calls or element selectors [28].

2.2 Web Tracking

Web tracking is the act of collecting, storing, and sharing data about uniquely
identifiable users on websites. Several web tracking techniques are available and
can be divided into stateful and stateless techniques [31]. Stateful tracking stores
the data required for user identification on the client side [55], most commonly as a
cookie or as an entry in the web browser’s local or session storage. Entries in local
storage do not expire, whereas entries in session storage are cleared when the page
session ends [42]. With stateless tracking, data used for identification consists of
information collected about the user’s browser, OS and hardware [5]. One technique
for stateless tracking is through browser fingerprinting, in which HT'TP header data,
JavaScript and available APIs are leveraged to fingerprint a user’s device [29].

2.2.1 Stateful Web Tracking

Cookies may be used to store data for web tracking purposes [9]. Cookies are small
files generated by a web server and sent to a web browser. Web browsers store the
cookies they receive and attach the relevant cookies to any future request that is
made to the web server. Commonly, cookies are classified as either session cookies
or persistent cookies depending on the lifetime of the cookie. Session cookies are
deleted after a user ends their session, for example by signing out of their account,
exiting the website or closing the web browser. Persistent cookies remain in a user’s

6
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web browser for a predetermined length of time. This time could range from seconds
to years.

Cookies are further categorized as either first or third-party cookies depending on
the domain the cookie belongs to and the domain in which the cookie is delivered to
the user [6]. First-party cookies are placed by the domain that is directly visited.
The information in this type of cookie is only available for the domain that created
the cookie, and it is often used to keep track of the state of a user on a website, for
example, for shopping cart persistence and remembering login details.

Third-party cookies are placed by other domains than the one currently visited. This
is done through third-party code embedded in the visited domain, which allows for
cross-site data transfer. Third-party cookies can be accessed on any website that
loads the third-party code and are often used for data brokerage!, tracking and
advertising.

When used for tracking, cookies are placed in the user’s browser to collect data about
their online activities [1]. This data includes geographic location, device specifications
and actions taken on a website. To differentiate users from each other, a unique
identifier is assigned to each user by the cookie. Thus, a profile can be created for
each user, containing information about their interests based on their actions on the
internet. When visiting a website that carries the script of the domain that created
the cookie, the collected information is sent to the origin domain [9].

2.2.2 Stateless Web Tracking

Browser fingerprinting, also simply known as fingerprinting, is a set of techniques
used for tracking and identifying devices without requiring the device to locally store
information [67]. Instead, only the unique characteristics of the device are used, such
as the hardware, the OS, and the browser and its configuration [29]. This unique
fingerprint, when connected to a user, can then be used to track a user’s actions on
the web. Fingerprinting can be achieved through passive and active techniques.

A website performing passive fingerprinting collects the data that is available in the
web requests sent by the user’s device, including data such as the HI'TP header
and the IP header [67]. Some of the important data contained in the HTTP header
include the user agent string, content encoding and content language. The IP header
contains the IP address of the device. IP addresses are assigned to organisations
which are associated with geographic locations; thus the geographic location of the
IP address can be determined through an IP-to-location database [68].

Active fingerprinting complements the passive collection of device characteristics by
using JavaScript and potentially other available APIs [29]. The use of JavaScript
enables the collection of information such as screen resolution, time zone, platform,
the list of supported fonts and the list of installed plugins.

!The business of collecting and selling personal data, or data about people, as a commodity.
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2.3 Device Impersonation Techniques

Both HTTP headers and responses to JavaScript commands can be altered to imitate
other devices with different characteristics [29]. This can be done both with malicious
intent, such as avoiding bot detection, and for research purposes, such as device
emulation. Actively altering the fingerprint of a device through the HT'TP header
or the responses to JavaScript commands does, however, pose the risk of providing
contradictory or inconsistent values [29]. Such inconsistencies may itself be a unique
identifier that can be used for tracking. It may additionally be detected by websites
or other service providers and raise red flags, potentially blocking access to the
website.

Similar to altering a device’s responses, a device can also alter its IP address as well
as its apparent geographic location by connecting to the Internet using a Virtual
Private Network (VPN) [10]. This is done by creating a secure “tunnel” between the
device and a VPN provider located at another geographical location, for example
outside of the EU. The user then shares the IP address with other users connected
to the same tunnel endpoint.

The use of a VPN may grant access to content and websites not available from the
geographic location of the user, but it can also lead to refused access to certain
websites [10]. If the reputation of the IP address of the VPN endpoint is poor, a
website can block access based on a list of untrustworthy IP addresses [25].

2.4 Web Crawling

A web bot is a software program that operates on the Internet and performs repetitive
tasks [12]. One use case of web bots is web crawling, that is, automatically accessing
websites and obtaining data [11]. Such a bot is commonly referred to as a web
crawler and is most often used by search engines to index the web. Typically, a web
crawler starts with a set of URLs and adds to its list the hyperlinks found at the
visited websites; alternatively, the whole set of URLs can be provided from the start.

Crawling activities can be regulated on a website by deploying the Robots Exclusion
Protocol [56] in a file called robots.txt. This file includes a list of pages on the
website that a crawler is discouraged, but not legally or technically disallowed, from
visiting. Although this is not an enforcement standard, many ethical robots will
follow the rules stated in this file.

Web scraping is a more targeted form of web crawling [11]. Web scraping is the
method of downloading and storing specific content from a website for later retrieval
or analysis [70]. This is generally done automatically by a software program by
sending HTTP requests and then saving the information in the reply. The reply can
optionally be parsed, storing only elements of interest. Sophisticated web scrapers
use browser automation programs and APIs to interact with websites as if they were
a human user.
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2.4.1 Selenium

Selenium is a suite of tools that supports automation of web-browsers in a way that
reflects a human user experience [60]. It is primarily used for automated testing of
web applications, but supports any use case of browser automation, such as web
scraping [58]. Automation is achieved using a Selenium Webdriver, that delegates
requests and responses between Selenium and the browser and can be accessed
through official libraries in various programming languages [60]. Selenium Webdriver
has over the years, together with the W3C standards group, turned into an official
web browser standard, called the WebDriver specification [65, 46]

Selenium supports several web browsers through different WebDriver implementations,
called drivers [61]. These browsers include Google Chrome, Microsoft Edge, Mozilla
Firefox and Safari. Each browser has custom capabilities and options, such as
running in headless mode (no user interface) or browsing in private mode. WebDriver
also provides a multitude of functionalities, most notably functions for finding
web elements, running JavaScript and interacting with the web page. Finding web
elements is achieved using the XPATH query language [43] or using CSS selectors [35],
which specify the query used when searching the DOM for elements. The ability
to run JavaScript directly on a web page makes it possible to fetch data or alter
the web page. The web page may also be interacted with, for example, by clicking
buttons, scrolling, taking screenshots and saving cookies [62].

Selenium grid allows the execution of a WebDriver script on remote machines running
different operating systems and browsers [59]. A Selenium grid runs as its own server
in a hub and node configuration where the hub acts as a single entry point to run,
for example, a web crawler [57]. When a new node is connected to the hub, the
node reports the platform and web browsers that are available on it. Selenium nodes
provide the option of running different web browsers on Windows, Linux or MacOS.
Each node also has the ability to run several browsers on the same machine as well
as multiple instances of the same web browser. Selenium nodes can also act as a
relay between the Selenium hub and an Appium instance, allowing Android and iOS
devices to be connected to the grid [45].

2.4.2 Appium

Appium is an open-source project which supports Ul-automation of mobile plat-
forms, including Android and iOS [47]. Similar to Selenium, Appium follows the
WebDriver specification and supports drivers for Chrome, Firefox, and Safari, which
are programmatically controlled through Python and other supported programming
languages. As a result of Appium following the WebDriver specification, it is directly
compatible with web crawlers developed for Selenium.

Web scraping on mobile devices using Appium can be done either through an emulator
or through physical hardware. When web scraping on physical hardware using
Appium, Appium connects the web scraper to a proxy, which forwards instructions to
the mobile device. For Android devices the Android Debugging Bridge (adb) is used,
which provides access to a Unix shell that can be used to control the web browser
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on the device [2]. For iOS devices, the connection is established through Apple’s
integrated development environment, Xcode [3]. Xcode uses a device connectivity
stack, which provides an interface for installing and running apps on iOS devices.

2.5 GDPR and ePD

Cookies and cookie paywalls handle and collect the personal data of EU citizens and
are therefore covered by the GDPR [20]. According to the GDPR, users must be
notified of any tracking and be able to act, opt out, or leave before any tracking is
initialized. This requires the elicitation of consent. GDPR defines consent as:

“..any freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data
relating to him or her" [18, p. 6].

User consent is, however, only one of six legal bases for the processing of personal
data [18, p. 36]. The other five bases are: necessary for a contract involving the
data subject, legal obligations, vital interests of the data subject, public interest,
and legitimate interest of the data controller. When processing data, only one legal
basis needs to be chosen, but once chosen, it cannot be changed [4]. It is, however,
possible to identify multiple bases.

The ePD acts as a complement to the GDPR, sometimes overriding it, by specifying
how electronic communication providers should handle personal data [27]. According
to Koch [27], in order to comply with both GDPR and ePD, entities must:

» Receive users’ consent before using any cookies except strictly necessary cookies.

o Provide accurate and specific information about the data each cookie tracks
and its purpose in plain language before consent is received.

e Document and store consent received from users.

o Make it as easy for users to withdraw their consent as it was for them to give
their consent in the first place.

o Allow users to access your service even if they refuse to allow the use of certain
cookies

To ensure compliance with the GDPR and the ePD, the European Data Protection
Board (EDPB) provides guidelines on the collection of consent [17]. In studying
whether the guidelines are being followed, the Cookie Banner Taskforce [13], created
by the EDPB, found and reported several different types of practices being used on
websites. Additionally, the report states the consensus view among the Supervisory
Authorities in the EU on whether identified practices are in accordance with the
privacy regulations.
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2.6 Transparency and Consent Framework

The Transparency and Consent Framework (TCF), created by IAB Europe, is
an industry standard and tool designed to create a standardised experience when
making privacy choices on websites [22]. The overarching goal of the TCF is to apply
the principles and requirements from the GDPR and the ePD in the handling of
user consent [22]. The standard specifically aims to provide accurate and specific
information to the user about the data that is stored and the purpose for which
it is stored. This is implemented through consent notices, such as cookie banners,
provided by Consent Management Platforms (CMPs).

CMPs provide functions including presenting a consent banner to ask for user consent
and logging the provided response of a user [51]. After consent is given, the CMP
regulates the activation of cookies and other technologies based on the given consent
in line with the EU data protection regulations. Additionally, CMPs package user
preferences in a standardized payload called the Transparency and Consent String
(TC String).

A TC String is an encoded HTTP-transferable string that enables communication
of transparency and consent information [23]. The TC String contains information
such as the number of vendors to which data is conveyed based on user consent or
legitimate interest, as well as the purposes for which consent and legitimate interest
are used as a basis for data processing. A list of these purposes can be found in
Appendix A. The information is passed to all relevant parties including the data
subject, the publisher and third-party companies known as vendors. A TC String is
stored in the user’s web browser as either a persistent cookie or as an entry in the
browser’s local storage.

Together with presenting a consent banner, many CMPs also provide integration
with cross-site subscription-based models as a way of offering additional revenue
streams for websites. Companies such as Content Pass GmbH [19] and Traffective
GmbH [66] offer such subscription-based models in the form of contenpass and
Freechoice, respectively. These products provide the option of paying a monthly fee
to gain access to all partnered websites without personalised advertisement [49]. Most
CMPs offer integration options for contentpass, whereas Freechoice offers its services
only to the websites in its own CMP network. The websites using the contentpass
and Freechoice subscription models receive compensation for the traffic generated by
subscribed users.

2.7 Related Work

After the GDPR came into effect in 2018, there has been an increase in the number
of websites in Europe displaying a cookie consent notice [15]. Since then, studies
have examined the prevalence of cookie notices and paywalls, and later also cookie
paywalls. Even though only a subset of these studies focus on cookie paywalls, the
methods presented for studying other types of cookie notices and paywalls can be
applicable when studying this specific type of paywall.
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This section begins with covering exploratory studies of cookie notices and paywalls
in Section 2.7.1, followed by empirical and exploratory studies of cookie paywalls
in Section 2.7.2. Finally, Section 2.7.3 presents studies discussing challenges with
mobile emulation.

2.7.1 Cookie Notices and Paywalls

Rasaii et al. [53] researched cookie banners and tracking cookies on the Tranco
top-10k [30] websites in both EU and non-EU countries as well as on a desktop and
emulated mobile device. In the study, cookie banners were found on approximately
47% of the websites when inside the EU and on less than 30% when in non-EU
regions. It was also discovered that more tracking cookies were sent both before and
after accepting or rejecting cookies when accessing websites from a vantage point
outside of the EU. The number of third-party and tracking cookies was further shown
to differ when using an emulated mobile device compared to a desktop browser.
The mobile device was emulated by changing the user agent and screen size of a
desktop browser and resulted in a difference on 14.6% of the analysed websites. The
prevalence of cookie banners did not change significantly between the two setups.

Similar to Rasaii et al, van Eijk et al. [16] published a study on the impact of user
location on cookie notices. In the study, a VPN provider with several vantage points
in Canada, America, Switzerland and the EU was used to simulate users in different
countries. To detect cookie banners, CSS element names were obtained from a
crowd-sourced list with element names that are typically used for cookie banners.
The authors found that, with the exception of .com websites, websites seemed to
follow the cookie notice requirements based on the expected location of their audience
rather than the location of individual users. That is, the country code Top Level
Domain (ccTLD) instead of the VPN. Thus, websites based in the EU tended to
have a higher prevalence of cookie notices. The .com websites, without a ccTLD,
displayed an increase of cookie banners by 102% when using a vantage point in the
EU.

The first study to investigate the privacy impacts of paywalls was conducted by
Papadopoulos et al. [48]. In the study, an automated approach using machine learning
was used to research the prevalence and types of paywalls. It was observed that 7.6%
of websites used paywalls in 2019 and that the number of paywalls seemed to double
every 6 months, showing continued rapid growth until the end of the study in 2019.
When paying the fee of these paywalls the tracking of users was not significantly
reduced. Additionally, based on how restrictive paywalls are, the authors introduced
two broad categories; (i) hard paywalls, where users must pay a fee in order gain
access to the site and (ii) soft paywalls that allow limited, free-of-charge viewing for
a specific amount of time or number of visits.

2.7.2 Cookie Paywalls

In 2024, Miiller-Tribbensee et al. [44] reported that the first known cookie paywall
was introduced in 2018 in the online version of the Austrian newspaper Der Standard.
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Using the Wayback Machine [24], the authors further studied the top 50 publishers
in 21 European countries. Doing this, they showed that the widespread adoption of
cookie paywalls started in 2021 and that there has been a continued growth since.

The term “cookie paywall” was coined in 2022 by Morel et al. [33] in a study where
cookie paywalls were manually identified. The study examined 2800 websites from
13 different European countries, of which 61 websites used paywalls and 13 websites
implemented cookie paywalls. It was further discovered that 11 out of the 13 websites
implementing cookie paywalls also used the TCF and that none of these websites
stored any trackers before consent was given. Morel et al. also found that, on some
websites, the user was presented with different consent notices depending on the web
browser that was used.

The detection process was later automated by Morel et al. [32] and Rasaii et al. [52].
Both studies developed a web crawler using Selenium on the Mozilla Firefox web
browser. However, neither of the studies considered the use of different browsers nor
examined the role of mobile devices.

In the study conducted by Morel et al. [32], further examples were shown of the TCF
being used on websites implementing cookie paywalls. The study used a web crawler
on the top 1 million URLSs rated by Tranco [30] in order to find and classify websites
using cookie paywalls. In the study, 431 websites were found to use cookie paywalls,
all of which used the TCF. Additionally, 14 of the websites were discovered to still
collect personal data by default after paying for a subscription, meaning a user had
to manually decline cookies.

In the study by Rasaii et al. [52], the top 10k URLSs of eight different vantage points,
as rated by Google Chrome User Experience Report [8], were crawled, resulting in
45 222 websites. The study found that 280 of the examined websites used a cookie
paywall, many of them being in the top 1000 domains in the country of the vantage
point. In general, the sites using cookie paywalls sent more cookies on average
compared to sites without cookie paywalls. In contrast to the results of Morel et
al. [32], none of the websites using cookie paywalls were found to send any tracking
cookies after paying their fee.

Both the study by Morel et al. [32] and Rasaii et al. [52] used language-based
approaches to identify whether a website uses a cookie paywall. Morel et al. first
searched for relevant web elements and then performed natural language processing
on the text found in these elements. Rasaii et al. instead searched the website
for cookie paywall-related keywords and then filtered out the smallest element that
encompasses all keywords. The current thesis draws inspiration from both of these
approaches by first searching for relevant elements and then for whole keywords and
phrases.

2.7.3 Emulation Discrepancies

When studying fingerprinting on mobile devices, Yang et al. [69] found that websites
were served differently depending on the type of device that accessed them. More
specifically, whether the website was accessed using a mobile browser or a desktop
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browser with a changed user-agent string and screen resolution to emulate a mobile
browser. The DOM structure of the websites differed for some of the tested websites
depending on whether they were accessed using the “real” smartphone or the emulated
mobile browser. The results indicate that some websites use other methods than the
user-agent string and the screen resolution to detect the type of a browser, and that
these websites may not return their mobile version to an emulated mobile device.
Yang et al. further point out that, even though tools have been built to easier
emulate mobile browsers, they require manual fine tuning for each new device.

Cassel et al. [7] further researched the differences between emulated mobile browsers
and browsers run on actual mobile hardware. In addition to user-agent string and
screen resolution, other browser properties and sensor API calls were spoofed to
create an almost identical fingerprint to that of mobile Firefox. Despite this, it was
determined that the distribution of first and third-party cookies differed significantly
between the emulated and the mobile browser.
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Methodology

To answer the research questions in Section 1.1, a crawler program was developed
to collect data on websites implementing cookie paywalls. The crawler needed to
be able to detect cookie paywalls at different stages, collect TC String data and
traverse websites to search for additional paywalls. These functionalities further had
to be performed using different combinations of web browsers, operating systems
and geographic locations.

The design and implementation of this crawler were determined during the exploratory
stage of the thesis. During this stage, the crawlers developed by Morel et al. [32] and
Rasaii et al. [52] were examined, and the dataset used for the study was collated.
Additionally, the websites in the dataset were explored to find common characteristics
in the implementation of cookie paywalls.

In this chapter, the execution of the crawler program has been divided into three
phases: a manual setup phase, an initialisation phase and a crawling phase. The
setup phase creates the Selenium grid, the initialisation phase configures the program
according to the arguments provided by the user, and the crawling phase performs
necessary actions to collect data.

3.1 Setup Phase

The aim of the manual setup phase is to create a Selenium grid that supports the
desired web browsers, operating systems and geographic locations for the crawl. The
Selenium grid allows a client to run a web crawler program on one operating system
but use a WebDriver on another. For example, a Linux client may run an instance
of the crawler program which requires a Firefox WebDriver running on MacOS. The
client queries the Selenium hub, which dynamically assigns a driver to the client
from its inventory in which it keeps track of what WebDriver instances are available
on what platforms. The client can then use the provided remote driver in the crawler
program as if the driver was available on the local device.

The inventory of WebDrivers that the Selenium hub keeps is created through the
addition of Selenium nodes. Figure 3.1 provides an overview of nodes connected to
the hub, in this case one node for each operating system that the crawler program
can use, as outlined in Section 1.1. As can be seen in Figure 3.1, mobile devices are
connected to the Selenium grid through a node acting as a relay between Selenium
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hub and Appium. The relay is configured to report the capabilities of the underlying
device to the hub, adding these capabilities to the inventory of the hub.

Nodes

Selenium Relay Appium ioS

S R

MacOS

.

Client Hub Windows
D — >
\ -
a e Linux
—>
Selenium Relay Appium Android

S M A

Figure 3.1: Selenium grid architecture.

Adding a node that emulates a user accessing websites from different geographic
locations requires the node to be set up with a VPN as a proxy between the node
and a website. This is done prior to starting the crawl. The VPN provider chosen
for this is Proton VPN [50], as they provide native apps for all the operating systems
used in this thesis and allow for control over what server to connect to. Websites
may, however, implement protection mechanisms based on the IP address of the
client. IP addresses linked to VPN services may trigger such protection mechanisms
due to historical malicious use of such services. To limit the potential impact of
this behaviour on the data collection, the VPN is only used for one vantage point,
namely, the USA.

3.2 Initialisation Phase

The initialisation phase begins with the parsing of command-line arguments that
establish the settings for the crawler program. Such settings include whether screen-
shots should be taken during the crawl, what file or directory the output should be
saved to, and whether the crawler should search for double paywalls or not. Only
three arguments are strictly necessary: the operating system to use, the browser to
run and the websites to crawl.

Once the arguments are parsed, the program loads the URLs to be crawled from
either a list of URLs or a CSV file provided as a command line argument. The
dataset consists of the 431 websites found to be using cookie paywalls in Morel et
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al. [32], the 280 websites found in Rasaii et al. [52], plus an additional 441 and
215 websites found on the contentpass and Freechoice websites, respectively. After
removing duplicates and websites that did not present cookie paywalls when accessed
using Chrome on Linux from Sweden on June 3, 2024, these combine into a final
dataset of 804 websites.

3.3 Crawling Phase

The crawler program runs on the given dataset using drivers, running in privacy
mode, that are made available through the Selenium grid. The crawler examines and
interacts with each website in the dataset and when doing so, may add undesirable
data to the browser’s storage, which could potentially affect the behaviour of other
websites. Because of this, each website is crawled by first creating a new driver,
examining and interacting with the website, and finally, discarding the driver.

The examination and interaction with each website in the dataset is performed by
first trying to detect the presence of a cookie paywall. If a cookie paywall is detected,
the TC String is collected and cookies are accepted. Once cookies are accepted, the
crawler may optionally search for double paywalls by traversing the now interactable
website and search for additional paywalls.

3.3.1 Cookie Paywall Detection Stages

What a cookie paywall looks like and when it appears differs between websites.
During the exploratory stage of the project, cookie paywalls were found to appear
either instantly, after some time had passed, after moving the mouse cursor, or
after scrolling. Furthermore, some cookie paywalls were discovered to be designed
as normal cookie notices that only show a paywall once cookies had been rejected.
Because of this, the crawler program has to be able to perform several types of
actions to determine both whether a website uses a cookie paywall and how much of
a website is accessible before a cookie paywall appears.

To accommodate for these different types of implementations, the detection algorithm
is run several times, with one action performed between each run. This program flow
is illustrated in Figure 3.2. If the detection algorithm detects a cookie paywall, the
action required for the cookie paywall to appear is saved and no further actions are
performed. If no cookie paywall is located by the algorithm, the program performs
the next action and runs the detection algorithm again. A website gets flagged as
not using a cookie paywall only if moving the mouse, scrolling and trying to click
a reject button did not result in any cookie paywall being detected. If no cookie
paywall is detected after a timeout period of 600 seconds has passed, its absence
is recorded and the next website is examined. If the program times out or crashes
on a website, the website is manually examined to complement the automatic data
collection.
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Figure 3.2: The program flow for detecting cookie paywalls in different stages.

3.3.2 Detection Algorithm

The detection algorithm parses the DOM of a website in search for web elements
and text related to cookie paywalls. These elements are often located in the regular
DOM but have also been found in shadow DOM environments and iframes. Neither
shadow DOMs nor iframes are accessible using primitive scraping methods and can
therefore not be modified or inspected directly by Selenium in the regular DOM.
Selenium can, however, check for the shadow_root property in an element. Once an
element with the shadow root property has been located, its shadow root can be
used to access and interact with the shadow DOM that is attached to the element.
To access the contents of an iframe, the driver first has to switch its browsing context
to the HTML document in the iframe. After switching browsing context, the content
of the regular HTML page cannot be accessed before switching back. The crawler
program uses both of these methods to search for cookie paywalls in addition to
searching the regular DOM environment.

A large portion of a website is not related to a cookie paywall, and as such, not
restricting the search is inefficient and could potentially produce false positives. To
circumvent this, the crawler program first searches the DOM for elements containing
HTML IDs and class names known to be associated with cookie paywalls. These
IDs and class names were found during the initial exploration of the dataset used for
the study. A subset of the HTML attributes used by the four most prevalent CMPs
in the dataset can be found in Table 3.1.

Table 3.1: IDs and class names associated to cookie paywalls.

’ Class/Id \ Attribute Associated CMP Location ‘
Class cmp_ paywall Traffective GmbH Shadow DOM
didomi-popup-container Didomi Body
Id sp_ message__iframe Sourcepoint Technologies Iframe
cmpwrapper Consentmanager Shadow DOM

Because CMPs provide other types of cookie notices than cookie paywalls, these
attributes alone cannot be used to determine whether a cookie paywall has been
detected. The program therefore uses a corpus of syntagms (sets of words with a
sequential relationship to one another) to detect whether an element is a cookie
paywall. Syntagms are used instead of keywords, as more contextual information
than individual words may reduce the risk of misinterpreting a body of text.
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The corpus of syntagms was created by exploring the dataset of cookie paywalls
during the early stages of the thesis. During this exploration of the dataset, it was
also found that websites tend to use the same terminology regardless of the web
browser or platform used, and that most websites use standardised syntagms. Thus,
the expected difference in the implementation of a cookie paywall on a website is not
the syntagms used, but rather whether any cookie paywall is shown at all.

Examples of the syntagm combinations that are used are shown in Table 3.2. As can
be seen in the table, two syntagms were, in general, considered sufficient to identify a
cookie paywall. This is due to the two-choice nature of a cookie paywall, containing
a consent alternative and a subscription alternative. Some syntagms are, however,
valued higher than others. For example, the word “contentpass” does not need to be
combined with another syntagm, since the company Content Pass GmbH exclusively
deals with cookie paywalls. Conversely, some combinations consist of three syntagms
to reduce the risk of false positives. If any of the syntagm combinations are found,
the website is flagged as using a cookie paywall.

Table 3.2: Syntagm combinations used for detecting cookie paywalls.

] Language \ Consent Syntagm Subscribe Syntagm ‘
Enolish “continue to use with cookies” “sign up for a paid subscription”
nglis . . )
& “with advertising and tracking “read ad-free”
“akzeptieren und weiter” “jetzt abonnieren”
German | , . : N “ . .
weiter mit werbung bereits abonnent
French “j’accepte” “je m’abonne”
“accepter et continuer” “s’abonner”
14 2
% contentpass
“freechoice”

The list of HTML IDs and class names is not complete and is therefore not sufficient
to find all elements that may contain a cookie paywall. If no such cookie paywall
specific elements are found, or no cookie paywall is found within the elements, the
crawler program searches for the syntagms in the whole DOM. The search is, however,
still restricted by only examining elements with a text length of at least 20 characters
and not more than 5000 characters. This ensures that no inspected body of text is
shorter than any of the combinations of syntagms or a great deal larger than the
largest cookie paywall in the dataset.

3.3.3 TC String Collection

Once a cookie paywall has been found, the crawler program retrieves the TC String,
containing the user consent information. The TC String is collected at two separate
instances, before and after all cookies are accepted. If no cookie paywall is detected,
no TC String is collected due to the inability of the crawler to accept cookies.

Cookies are accepted by first finding and then clicking buttons inside elements
designated as cookie paywalls. The button elements that are searched for cannot
have more than 30 characters of text and have to contain keywords indicating
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acceptance, such as accept, consent, and confirm. These keywords are translated into
all 12 supported languages ! based on the translation provided by Rasaii et al. [53].
For each button found, the program attempts to click it. If it does not succeed in
finding or clicking a button, the program records this and fetches the next website in
the dataset. If it does succeed, the collection of the second TC String can continue.

The crawler program’s collection procedure is performed in three steps, where the
success of one step ends the procedure. First, the TCF API is leveraged by sending
a JavaScript command to the webpage requesting the TC String. The second and
third step directly search the information in the cookie storage and the browser’s
local storage, respectively. The TC string is stored as a key-value pair, where the
key differs between websites, but all valid TC String values start with the character
C followed by consent-specific data. Some common keys associated with valid TC
Strings can be viewed in Table 3.3.

Table 3.3: Cookie and local storage keys for storing the TC String.

\ Location \ Key ‘

euconsentv?2
Cookie cmpconsent
gdpr__consent
euconsent
Local storage | tcString
consentstring

The direct search for the TC string in the cookie storage is done by retrieving all
cookies and searching for entries containing the TC String. Similarly, the direct
search in local storage is done using JavaScript to search for keys that are commonly
associated with TC Strings. During these direct searches, the found TC String is
verified to start with “C”, signaling a valid TC String.

If no TC String is found after all three steps, this is noted, and the crawler proceeds
with the next operation. Depending on whether this is the first or second time the
TC String is collected, this operation is either to accept cookies, or to search for
additional paywalls on the website.

3.3.4 Double Paywalls

After accepting cookies, the website can be interacted with and traversed in order to
search for additional paywalls. These paywalls were only found on “premium” parts
of websites, such as subscription-only articles, when exploring the dataset. Because
of this, the program searches the webpage for element attributes that indicate the
existence of premium content. For example, some websites indicate that an article is
for subscription members only by including a “premium icon” with the class name
premium-icon. If no elements with premium indicators are found, the program

!English, German, French, Spanish, Dutch, Italian, Danish, Polish, Russian, Japanese, Turkish,
and Portuguese
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searches for any article, and as a last resort, any link that does not lead off the
website. Once an element has been selected, it is clicked to enter the webpage.

The detection of an additional paywall is done by searching the webpage for visible
elements that either have a class name or id containing paywall, paid-barrier or offer,
or have an attribute allow="payment’. When manually inspecting websites, these
attributes were found to indicate possible subscription alternatives, for both paywalls
and other services. Therefore, if such an element is found, the program takes a
screenshot of the element and saves the URL for manual inspection. If no potential
paywalls are found on a webpage, the program returns to the previous page and
searches for a new element to click on.

This detection procedure is performed on up to three separate webpages on each
website, where each webpage is examined only once. If a double paywall is detected
or the maximum number of webpages are searched, the website has been successfully
crawled and the program proceeds to the next website in the dataset.

3.4 Validation

The data produced by the crawler program is validated to provide a degree of
confidence for subsequent conclusions. Due to the size of the produced body of
data it would be infeasible to manually validate all of it. As such, the validation is
carried out by manually inspecting a random subset of 10% of the websites for each
configuration of the crawler. This inspection is conducted by examining screenshots
taken by the crawler after any potential cookie paywall is detected but before trying
to accept cookies.

To verify that the crawler program has correctly marked websites that present a
double paywall, the screenshots taken by the program are inspected. If a screenshot
is inconclusive, the URL to the webpage that contained the extra paywall is manually
examined. If the webpage does not present a paywall, the entire website is manually
examined by traversing different webpages.

In addition to the dataset used by the crawler program, a second dataset of 200
websites is used to ensure the syntagms used in the detection algorithm are unique
enough to avoid false positives. The websites in this dataset have been manually
verified on the 14 of June 2024 to not use cookie paywalls when accessing them using
Chrome on Linux from Sweden. Only one configuration of web browser, operating
system, and geographic location is used, as the purpose of the dataset is only to
verify that the detection algorithm does not produce false positives when processing
text on an arbitrary website.
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Results

This chapter presents the data collected in June 2024 using all configurations of the
crawler program, that is, combinations of browser, operating system and geographic
location. First, the validation of the results is discussed in Section 4.1. The later
sections present the data corresponding to each of the research questions described
in Section 1.1. The results regarding the prevalence of cookie paywalls are presented
in Section 4.2. Data on what actions were required before a cookie paywall appeared
is provided in Section 4.3. Section 4.4 presents the data collected from the gathered
TC Strings. Finally, the results regarding the the occurrence of double paywalls are
presented in Section 4.5.

4.1 Validation of the Crawler Program

A manual inspection of the output from the validation set showed that the crawler
program produced false negatives for six out of 2080 instances of websites, where an
instance is a website accessed using one configuration of the crawler program. All of
these false negatives were found on Android from the USA on three separate websites.
Thus, for the validation set, the program had an accuracy of 99.7%, precision of
100% and recall of 99.7%. Furthermore, no false positives nor false negatives were
produced in the second dataset, containing 200 websites with no cookie paywall.

Outside of the validation set, the crawler program failed to detect cookie paywalls
on four websites in all configurations, namely 0180.info, teltarif.de, filext.com and
leo.org. Two of these websites, 0180.info and teltarif.de, were able to detect that
the web browser was controlled by Selenium and did not present the cookie paywall
when Selenium was used. The website filext.com only presented a cookie paywall
on some webpages, not including the landing page. Finally, leo.org implemented its
cookie paywall using a number of nested shadow DOMs, splitting syntagms over
several DOM trees.

4.2 Prevalence of Cookie Paywalls

Figure 4.1 presents the number of cookie paywalls detected in each of the configura-
tions. The highest number of cookie paywalls found in any run was 795, using Firefox
on Android from Sweden, and the lowest was 514 when using Edge on Linux from
the USA. On average, 780 cookie paywalls were detected per run when accessing
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the websites from Sweden, and 581 when accessed from the USA. Additionally, the
number of detected cookie paywalls in Sweden was higher than that of the USA
across all configurations of the program. Box plots showing the distribution of the
number of cookie paywalls detected, aggregated over browser, operating system and
geographic location, respectively, can be found in Appendix B.

Number of Detected Cookie paywalls
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Figure 4.1: Number of cookie paywalls detected for each combination of the studied
factors.

When considering the CMPs used by the websites, it was found that the predominant
CMP among the websites presenting a cookie paywall in Sweden but not in the USA
was Traffective GmbH. Figure 4.2 shows that this CMP was used by approximately
70% of these websites for all browser and operating system combinations except
when using Android. When using an Android device, the CMP Traffective GmbH
was the second most prevalent CMP at 20%. Figures showing the full distribution
of CMPs on websites not presenting a cookie paywall can be found in Appendix C.
Furthermore, a table presenting the complete list of CMPs, and the number of
websites by which were used, can be found in Appendix D.
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Figure 4.2: Distribution of CMPs used by websites that present a cookie paywall when
accessed from Sweden by not the USA. Only CMPs used on more than 10 websites
are considered.

4.3 Actions Required to Display a Cookie Paywall

Out of the 800 websites where a cookie paywall was detected, the crawler program
produced complete data, that is, a cookie paywall was found in every configuration,
for 380 websites. A frequency table for the whole dataset can be found in Appendix E.
To properly be able to compare the different combinations of the studied factors, the
remainder of this section focuses on these 380 websites.

The distribution of instances where a cookie paywall was presented immediately,
after moving the mouse and after scrolling are presented in Table 4.1, Table 4.2 and
Table 4.3. Table 4.1 shows the distribution over each browser, Table 4.2 shows the
distribution over each operating system and Table 4.3 shows the distribution over
each geographic location.

All three tables show that the vast majority of websites presented a cookie paywall
immediately after entering the website, regardless of the browser, operating system
and geographic location. The tables also show that scrolling is not necessary for
any website when accessed from Sweden, when browsing using the Safari browser
or when using iOS, MacOS or Windows. Across all combinations, only 17 websites
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showed any kind of discrepancy in what action was required, and for each of these
websites the cookie paywall appeared immediately in at least one configuration.

Table 4.1: Distribution of required actions, aggregated over each browser.

’ Browser \ Initial Mouse Scroll ‘
Chrome | 3020 (99.34%) 19 (0.63%) 1 (0.03%)
Edge 2261 (99.17%) 18 (0.79%) 1 (0.04%)
Firefox | 3014 (99.14%) 22 (0.72%) 4 (0.13%)
Safari 1516 (99.74%) 4 (0.26%) 0 (0%)

Table 4.2: Distribution of required actions, aggregated over each operating system.

’ Operating System \ Initial Mouse Scroll ‘
Android 1513 (99.54%) 2 (0.13%) 5 (0.33%)
iOS 758 (99.74%) 2 (0.26%) 0 (0%)
Linux 2248 (98.60%) 31 (1.36%) 1 (0.04%)
MacOS 3034 (99.80%) 6 (0.20%) 0 (0%)
Windows 2258 (99.04%) 22 (0.96%) 0 (0%)

Table 4.3: Distribution of required actions, aggregated over each geographic location.

\ Country \ Initial Mouse Scroll \

Sweden | 4925 (99.70%) 15 (0.30%) 0 (0%)
USA 4886 (98.91%) 48 (0.97%) 6 (0.12%)

4.4 Processing of User Data Communicated Through
the TC String

As outlined in Section 3.3.3, TC Strings were collected both before and after cookies
were accepted, but only after a cookie paywall was detected. The TC Strings were
then decoded using the website iabtcf.com and the number of vendors to which data
was conveyed based on both user consent and legitimate interest were extracted.
Additionally, the decoder extracted the purposes for which user consent and legitimate
interest were used as bases for data processing.

The crawler program produced complete data (a valid TC String was collected in
every configuration) for 335 websites after accepting cookies and 238 websites before
accepting cookies. The following results in this section are derived from data collected
on these 335 and 238 websites with complete data.

4.4.1 Number of Vendors

The number of websites that showed any discrepancies in the number of registered
vendors after cookies were accepted were 124 and 23 for user consent and legitimate
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interest, respectively. Before accepting cookies, no websites showed any discrepancies
in the number of vendors using user consent and 16 websites showed discrepancies
for vendors using legitimate interest.

Table 4.4, Table 4.5 and Table 4.6 show the average number of vendors that were
registered on the basis of user consent after cookies were accepted as well as the
percentual difference between the mean of each configuration and the mean over all
configurations. Table 4.4 shows the results aggregated over each browser, Table 4.5
shows the results aggregated over each operating system and Table 4.6 shows the
results aggregated over each geographic location. Tables presenting the same inform-
ation for legitimate interest, both before and after accepting cookies, can be found
in Appendix F. No difference was shown on any website in the number of vendors
using user consent as legal basis.

For both user consent and legitimate interest, both before and after accepting cookies,
a slightly higher number of vendors were registered in the USA than in Sweden. The
same was true for when using Edge and Safari compared to the other web browsers
and when using an Apple operating system (MacOS or iOS) compared to the other
studied operating systems.

Table 4.4: Statistics on the number of vendors using user consent as a legal basis
after accepting cookies, aggregated over each browser.

\ Browser \ Mean  Standard Deviation Diff Mean \

Firefox | 280.082 274.633 -0.054%
Chrome | 280.225 274.582 -0.003%
Edge 280.248 274.606 0.005%
Safari 280.528 274.653 0.105%

Table 4.5: Statistics on the number of vendors using user consent as a legal basis
after accepting cookies, aggregated over each operating system.

’ Operating System \ Mean  Standard Deviation Diff Mean ‘

Linux 280.063 274.589 -0.061%
Windows 280.080 274.612 -0.055%
MacOS 280.429 274.639 0.070%
iOS 280.634 274.729 0.143%
Android 280.127 274.652 -0.038%

Table 4.6: Statistics on the number of vendors using user consent as a legal basis
after accepting cookies, aggregated over each geographic location.

’ Country ‘ Mean  Standard Deviation Diff Mean ‘

Swe 280.068 274.493 -0.059%
Usa 280.399 274.673 0.059%

When instead examining the difference between configurations on a per website basis,
it was found that if there was a difference between configurations, it tended to be
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small. For example, the max difference in the number of vendors using user consent
as a basis for data processing was 26!. However, the average max difference over all
websites was 1.21, with a standard deviation of 2.53. The same information for user
consent and legitimate interest before and after cookies were accepted can be found
in Table 4.7.

Table 4.7: Statistics over the max difference in the number of vendors on a per
website basis.

Cookies | Legal Basis Maximal Mean Standard
Accepted Max Diff Max Diff Deviation
No User Consent 0 0 0
Legitimate Interest 3 0.12 0.43
Yes User Consent 26 1.21 2.53
Legitimate Interest 6 0.30 0.88

4.4.2 Purposes for Data Processing

All but one website showed no difference in what purposes user consent was used as a
basis for processing data after cookies were accepted. On this website, fewer purposes
were registered for all combinations involving Firefox. No website registered any
purposes based on user consent before cookies were accepted. For legitimate interest,
16 and 37 websites differed between configurations before and after accepting cookies,
respectively. In all cases where some discrepancy was found, the difference consisted
of a varying number of purposes registered.

Table 4.8, Table 4.9 and Table 4.10 show the average number of allowed purposes
for a vendor using legitimate interest, both before and after cookies were accepted.
Table 4.8 shows the results aggregated over each browser, Table 4.9 shows the results
aggregated over each operating system and Table 4.10 shows the results aggregated
over each geographic location.

Table 4.8: Statistics on the number of purposes allowed for vendors using legitimate
interest as a basis, aggregated over each browser.

Browser Before After
Mean Diff Mean | Mean Diff Mean

Firefox | 0.849 -2.088% | 3.028 -0.544%
Chrome | 0.870  0.336% | 3.050  0.167%
Edge 0.871  0.497% | 3.046  0.040%
Safari 0.891  2.759% | 3.066  0.694%

When accessing websites from Sweden, the average number of purposes registered
was lower than when accessing from the USA. Furthermore, it was found that 20
websites used legitimate interest as a basis to select or create a profile for personalised

1Found on the website as.com with 806 vendors on Firefox on Windows from the USA and 780
on Chrome on Linux from Sweden.
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Table 4.9: Statistics on the number of purposes allowed for vendors using legitimate
interest as a basis, aggregated over each operating system.

Operating Before After
System Mean Diff Mean | Mean Diff Mean
Linux 0.854  -1.442% | 3.043  -0.058%

Windows | 0.854  -1.442% | 3.043  -0.058%
MacOS 0.882  1.790% | 3.031  -0.434%
i0S 0.899  3.729% | 3.101  1.870%
Android 0.857 -1.119% | 3.048  0.106%

Table 4.10: Statistics on the number of purposes allowed for vendors using legitimate
interest as a basis, aggregated over each geographic location.

Country Before After
Mean Diff Mean | Mean Diff Mean

Sweden | 0.860 -0.746% | 2.945 -3.258%
USA 0.873  0.746% | 3.144  3.258%

ads or content in the USA, whereas no websites did this in Sweden. When including
the websites where complete data could not be obtained, this number increases to
39. All of these websites used consentmanager.net as their CMP.

Devices using Firefox did, on average, register fewer purposes for vendors using
legitimate interest as their basis. Additionally, devices using iOS or MacOS registered
more purposes before cookies were accepted. After cookies were accepted, mobile
devices (Android and iOS) registered more purposes than desktop devices.

4.5 Prevalence of Double paywalls

During the execution of the crawler program, 104 websites were flagged to present
a double paywall, of which 93 websites had actual double paywalls. Out of these,
73 websites were classified as news websites according to Cyren’s URL Category
Checker [14], followed by the categories Computers € Technology and Business. A
more detailed categorisation can be found in Figure 4.4, in which each category is
presented with the number of websites classified as said category.

Out of the detected double paywalls, the majority of websites were hosted in Germany,
as can be seen in Figure 4.3. Additionally, all double paywalls were hosted in one
of five European countries that are members of the EU, with Austria and France
having the second and third highest number of double paywalls. The distribution
countries for all 804 websites in the dataset can be found in Appendix G.
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Discussion

This chapter discusses the results presented in Chapter 4 followed by suggestions for
future work and a short reflection on ethical considerations. The results regarding
the prevalence of cookie paywalls are discussed in Section 5.1. Results on what
actions were required before a cookie paywall appears is discussed in Section 5.2.
Section 5.3 reviews the data collected from the gathered TC Strings. Finally, the
results regarding the occurrence of double paywalls are discussed in Section 5.4.
Limitations of this study are presented in Section 5.5 and potential avenues for future
work are covered in Section 5.6 . Finally, an outline of some ethical considerations in
Section 5.7.

5.1 Prevalence of Cookie Paywalls

Out of the studied factors, the geographic location seems to have the
largest impact on whether a website presents a cookie paywall or not.
For all combinations of browser and operating system, fewer cookie paywalls were
detected when accessing websites from the USA than when accessing them from
Sweden. It was found that, in all but two combinations, the majority of websites
showing this type of behaviour used the CMP Traffective GmbH. Thus, it is possible
that this CMP examines the location of the user and systematically chooses to
not present a cookie paywall if the user is located outside of the EU. However, six
websites using this CMP did not exhibit this behaviour in any of the combinations,
indicating the presence of other, possibly website-related, factors. Additionally, the
CMP was only used by 20% of the websites displaying this behaviour on the two
combinations using Android, which would suggest that the choice of browser and
operating system is also of some importance.

The type of device (mobile or desktop) accessing a website does not seem
to be directly correlated to the prevalence of cookie paywalls. There were
larger differences in the number of detected cookie paywalls between the two mobile
devices than the difference between the iOS device and any of the desktop operating
systems. However, when studying the results with higher granularity, by studying
differences between all operating systems, one can see that using Android, especially
from the USA, resulted in more cookie paywalls being encountered. Thus, the role
of the operating system seems to be of greater importance than the type of device
used. Furthermore, the operating system seems to have a larger role when accessing
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websites from the USA than when accessing from Sweden.

In general, the choice of web browser did not seem to impact the prevalence
of cookie paywalls on its own. In the majority of cases, fewer cookie paywalls
were encountered when using Firefox compared to the other browsers, but the average
number of cookie paywalls did not differ by more than 25 websites. However, one
configuration of the crawler program produced an outlier, namely when
using Firefox on Windows from Sweden. This combination presented 78 fewer
cookie paywalls than the second lowest encounter rate in Sweden and only one more
cookie paywall than the highest encounter rate in the USA. The reason for this
outlier is unknown but may partly be a result of the CMP Sourcepoint Technologies,
as this CMP was used by approximately 67% of the websites with no cookie paywall
in this configuration.

5.2 Actions Required to Display a Cookie Paywall

The vast majority of cookie paywalls appeared immediately, and few
websites required that the crawler program moved the mouse before the
cookie paywall was displayed. However, when manually exploring the dataset, it
was discovered that some websites displayed their cookie paywall after a delay of
15-30 seconds. Thus, it is possible that a subset of the websites for which the crawler
program registered that a mouse movement was necessary would have presented a
cookie paywall without any action being required if the program waited long enough.
Because of numerous factors, such as network delays and varying load times, it was
not possible to use time as a metric. However, if a different methodology is used,
this might be a feasible metric for searching for discrepancies.

Only 17 websites, approximately 4% of the websites with complete data, displayed
differences in the required action, or lack thereof, when accessed from different
browsers, operating systems and geographic locations. This small number of websites
showing any kind of discrepancy makes it infeasible to determine if these differences
depend on the studied factors or inconsistencies in the behaviour of the crawler
program, network latency or some other factor. Consequently, it is plausible that these
discrepancies are website specific rather than a result of the different configurations
used.

5.3 Processing of User Data Communicated Through
the TC String

The analysis of the number of vendors and purposes for the different legal bases was
solely conducted on websites that provided this information for every combination.
This choice enabled the creation of comparable results between configurations but
may also have led to potential patterns existing in the entire dataset being missed.

Discrepancies in the number of vendors between different combinations
of browser, operating system and geographic location were found, but
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the differences were too small to make any concrete connection to a
specific factor. On a per website basis, some differences were discovered between
the combinations of the studied factors, but these differences were, in general, small.
Furthermore, when comparing the averages aggregated over each factor, one can see
that no single factor resulted in a significant deviation from the total mean, with the
largest deviation being 0.34%. These deviations were a result of a small subset of
websites that on average differed by one vendor.

Similar to the number of vendors, the number of registered purposes
varied between different combinations of the studied factors, but too few
websites showed any discrepancies to distinguish a pattern. When examining
the purposes for data processing, it was found that only one website showed any kind
of discrepancy when user consent was used as a legal basis. When instead focusing on
legitimate interest, a few websites (16 pre-accept, 37 post-accept) showed some kind
of discrepancy in what purposes were registered. In all of these cases, the difference
was constituted by the extension of the list of allowed purposes. Out of the studied
factors, the geographic location seems to make the largest impact, registering more
purposes in the USA than in Sweden, but because of the low number of websites
presenting any type of discrepancy this pattern does not seem to be part of a larger
trend.

When accessed from the USA, 39 websites used legitimate interest as a
basis to select or create a profile for personalised ads and content, but
no websites did so when accessed from Sweden. The use of this legal basis
for these purposes is forbidden in the current version of the TCF framework (TCF
v2.2) after a decision by the Belgian Data Protection Authority in 2022 [21]. This
indicates that websites using consentmanager.net as its CMP may, based on the
geographic location, disregard the rules of the IAB Europe TCF and change how the
collected user data is processed.

5.4 Prevalence of Double paywalls

Approximately 11.6% of websites used a double paywall. The majority of
these websites (78%) were categorised as news websites, including several large news
sites such as zeit.de, lemonde.fr and abc.es. This is significantly higher than the
proportion of news sites among websites using cookie paywalls found in previous
research [32]. A possible explanation could be that this practice lends itself well to
news websites as it may allow a website to entice users to subscribe to the newspaper
through providing a subset of its content, whilst still being able to monetise this
audience through targeted advertising. However, the predominance of news websites
may instead partially be an effect of a bias in the methodology. The detection of
double paywalls was automated, using a limited number of indicators that a double
paywall was used. Thus, extending the set of indicators could provide a less biased
search and potentially a wider variety of website categories.

The majority of double paywalls were found on websites based in Germany (73%),
followed by Austria (9.7%) and France (8.6%). The high prevalence of German
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websites can be explained by the majority (79%) of cookie paywalls being found
on German websites (one condition for a double paywall is that there is a cookie
paywall). However, the distribution of double paywalls was not proportionate to the
distribution of cookie paywalls. For example, a relatively large proportion of cookie
paywalls in Austria were double paywalls (35%) compared to Germany (11%) and
France (21%). A possible explanation for this may be the disproportionate number
of German websites in the dataset compared to any other country.

5.5 Limitations

Our study provides insight into what discrepancies can be found in cookie paywalls
between different browsers, operating systems and geographic locations. However,
it is important to consider certain limitations: first, an automated approach was
used to collect data for the analysis of the study. A subset of this data was manually
examined to provide a degree of confidence for the conclusions, but this manual
verification might not guarantee complete accuracy for all the collected data. Second,
websites have previously been proven to be able to detect Selenium-driven web
browsers and consequently alter their behaviour [7]. It has also been shown that
websites may deliver different content to detected web bots than to normal users [26].
Because of this, the crawler program may not fully represent the regular website
behaviour of an actual user. Finally, the data for this study was collected over several
weeks. Thus, there exists a possibility that some websites would have changed their
behaviour during the time of the data collection.

5.6 Future Work

This thesis has produced a dataset of 804 websites with confirmed cookie paywalls
as of June 2024. Based on this dataset and the data collected from the crawls,
future research could perform a larger scale data collection and a deeper analysis
of the studied websites. This includes extending the search for cookie paywalls
by not limiting the search to landing pages as well as extracting more data from
each website. Furthermore, the dataset may be updated to reflect the current state
of cookie paywalls so that it may be possible to track and study the trend of the
prevalence and behaviour cookie paywalls.

Future crawlers may want to use a larger set of geographic locations and a wider
range of browsers on common operating systems. A larger set of vantage points, both
located inside and outside the EU, would give deeper insights into whether the trends
found in this thesis apply solely to individual countries or extend to larger regions.
Studying additional browsers, especially browsers such as Chrome and Firefox on
iOS can widen the basis for comparison between mobile and desktop devices.

A natural continuation of this thesis would be to explore not only the presence of
cookie paywalls, but also what, if anything, replaces a cookie paywall on a website if
it appears in some configurations but not in others. Additionally, a comparison of
the tracking conducted by such websites could provide an understanding of how the
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collection of user consent affects how user data is collected and used.

5.7 Ethical Considerations

Websites publicly accessible on the internet without any type of required authentica-
tion should not present personal information that may harm individuals or disclose
information that may potentially harm organizations or businesses. Despite this, the
crawler program is purposefully limited to only collecting TC Strings generated by
the websites and recording the presence of cookie and double paywalls.

Some websites do not want crawler programs to access or limit the degree of access
on their websites, which should be respected. The crawler program developed for this
thesis respects the disallow list and any rate limiting requirements presented in the
robots.txt of a website. Additionally, the crawler ensures that it does not leave the
website when searching for double paywalls. Furthermore, no attempts were made
to circumvent any bot protection techniques used by the websites in the dataset.
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Conclusion

This thesis studied the effects of the web browser, device type and geographic
location on the presence and behaviour of cookie paywalls and the handling of users’
data. To do this, an automated crawler was built to collect data from 804 websites
with confirmed cookie paywalls. Using this data, it was shown that all factors
affected the cookie paywall to some degree and that changing the combination of the
factors predominantly affected the presence of the cookie paywall. Through further
examining the research questions, described in Section 1.1 , the following conclusions
were made:

RQ1: How is the prevalence of cookie paywalls affected by the browser,
device type and geographic location of the user? The prevalence of cookie
paywalls, presented in Section 4.2, was most affected by the geographic location used
to access them, with more cookie paywalls being displayed from Sweden than the
USA. The browser had little effect on the number of cookie paywalls encountered,
but some combinations of browser and operating system produced outliers. The
device type did not seem to directly correlate to the prevalence of cookie paywalls,
but the operating system of the device did.

RQ2: Do the browser, device type and geographic location affect how
much of a website can be accessed before a cookie paywall appears? As
shown in Section 4.3, 98% of displayed cookie paywalls appeared immediately and
only 17 websites required any type of action for the cookie paywall to appear. Due
to the low number of websites displaying discrepancies, the individual effect of the
studied factors remains unclear and the possibility that this was a website-specific
behaviour cannot be ruled out.

RQ3: Do the browser, device type and geographic location affect how
and by whom user data is processed? Discrepancies were found in the number
of vendors user data was shared with and the purposes for which these vendors
processed data, but the differences were small and were only found on a subset of
the websites. On these websites a slight tendency for more purposes was displayed
when accessed from the USA. The results used for answering this research question
can be found in Section 4.4.

RQ4: How widespread is the occurrence of double paywalls? The use of
double paywalls is fairly widespread, as shown in Section 4.5, with 93 websites using
one. The majority of these were classified as news websites and found in Germany.
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Purposes for Processing User Data

« Purpose 1: Store and/or access information on a device
o Purpose 2: Use limited data to select advertising

o Purpose 3: Create profiles for personalised advertising

o Purpose 4: Use profiles to select personalised advertising
o Purpose 5: Create profiles to personalise content

e Purpose 6: Use profiles to select personalised content

o Purpose 7: Measure advertising performance

o Purpose 8: Measure content performance

o Purpose 9: Understand audiences through statistics or combinations of data
from different sources

o Purpose 10: Develop and improve services

o Purpose 11: Use limited data to select content
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B. Box Plots over the Number of Detected Cookie Paywalls

Box plot over the number of detected cookie paywalls aggregated over Browser
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Figure B.1: Box plots over the number of detected cookie paywalls, aggregated over
each browser.
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Figure B.2: Box plots over the number of detected cookie paywalls, aggregated over
each operating system.
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Figure B.3: Box plots over the number of detected cookie paywalls, aggregated over
each geographic location.
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CMP used by websites not showing a cookie paywall when accessed from USA
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Figure C.2: Distribution of CMPs used by websites that do not present a cookie
paywall when accessed from the USA. Only CMPs used by more than 3 websites are
considered.
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CMPs & SMPs

Table D.1: CMPs found in the dataset.

CMP Name Amount
Sourcepoint Technologies, Inc. 219
consentmanager.net 195
Traffective GmbH 181
Didomi 65
Papoo Software & Media GmbH 34
OneTrust LLC 33
Usercentrics.com 23
RCS MediaGroup S.p.A. 18
Axel Springer Deutschland GmbH 10
iubenda 9
1&1 Mail & Media GmbH’ 2
Société Editrice du Monde 2
Ezoic 1
Seven.One Entertainment Group GmbH 1
Google LLC 1
Cookiebot 1
AppConsent by SFBX® 1
wetter.com GmbH 1
devowl.io GmbH 1
ALZ Software Ltd (trading as Clickio) 1
InMobi PTE Ltd 1

Table D.2: Known SMPs found in the dataset.

SMP Name ‘ Amount
contentpass 366
freechoice 175
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Frequency Table for the Actions

I

Required

Table E.1: Frequency table of the action required before a cookie paywall is displayed.

’ Country ‘ Operating System ‘ Browser ‘ Immediate Mouse Scroll ‘

Sweden | Android Chrome 760 27 1
Firefox 764 28 1

i0S Safari 759 27 1

Linux Chrome 785 3 2

Edge 771 4 1

Firefox 745 29 1

MacOS Chrome 786 2 1

Edge 783 5 1

Firefox 739 27 2

Safari 758 12 18

Windows Chrome 789 0 1

Edge 785 4 1

Firefox 662 29 0

USA Android Chrome 683 0 9
Firefox 677 0 11

i0S Safari 539 2 1

Linux Chrome 515 10 1

Edge 503 8 2

Firefox 538 7 1

MacOS Chrome 611 6 1

Edge 610 9 1

Firefox 552 8 1

Safari 615 6 13

Windows Chrome 528 11 1

Edge 532 10 1

Firefox 526 5 0
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I

Statistics on the Number of
Vendors using Legitimate Interest.

Table F.1: Statistics on the number of vendors using legitimate interest as a legal
basis after accepting cookies, aggregated over each browser.

’ Browser \ Mean Standard Deviation Diff Mean ‘

Firefox | 37.508 70.503 -0.118%
Chrome | 37.547 70.504 -0.014%
Edge 37.556 70.526 0.010%
Safari 37.646 70.752 0.248%

Table F.2: Statistics on the number of vendors using legitimate interest as a legal
basis after accepting cookies, aggregated over each operating system.

’ Operating System \ Mean Standard Deviation Diff Mean ‘

Linux 37.502 70.446 -0.134%
Windows 37.501 70.445 -0.137%
MacOS 37.613 70.656 0.162%
i0S 37.681 70.872 0.341%
Android 37.519 70.497 -0.088%

Table F.3: Statistics on the number of vendors using legitimate interest as a legal
basis after accepting cookies, aggregated over each geographic location.

’ Country \ Mean Standard Deviation Diff Mean ‘

Sweden | 37.513 70.433 -0.105%
USA 37.592 70.645 0.105%
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F'. Statistics on the Number of Vendors using Legitimate Interest.

Table F.4: Statistics on the number of vendors using legitimate interest as a legal
basis before accepting cookies, aggregated over each browser.

’ Browser \ Mean Standard Deviation Diff Mean ‘

Firefox
Chrome
Edge
Safari

6.514
6.547
6.550
6.556

20.950
20.945
20.948
20.949

-0.379%

0.127%
0.165%
0.256%

Table F.5: Statistics on the number of vendors using legitimate interest as a legal
basis before accepting cookies, aggregated over each operating system.

’ Operating System \ Mean Standard Deviation Diff Mean ‘

Linux
Windows
MacOS
iOS
Android

6.529
6.530
6.553
6.599
6.529

20.948
20.951
20.945
20.958
20.954

-0.157%
-0.135%
0.216%
0.304%
-0.146%

Table F.6: Statistics on the number of vendors using legitimate interest as a legal
basis before accepting cookies, aggregated over each geographic location.

’ Country \ Mean Standard Deviation Diff Mean ‘

Sweden
USA

6.537
6.541

20.945
20.944

-0.027%
0.027%
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G. Cookie paywalls by Country

Cookie paywalls by Country

Antigua and barbuda 2
Argentina {1
Austria 26
Brazil {1
Denmark §3
EU 10
France 38
Germany
Hong kong {1
Iceland 86
Italy 29
Netherlands 41
Spain 33
Switzerland 5
United kingdom 2

United states 10
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Figure G.1: Distribution of cookie paywalls by country.
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