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Abstract

Driven partly by the introduction of financial technology (fintech), the global payment industry
has undergone a rapid transformation during the past decades toward digital solutions and
online payments. Along with this transformation, financial crime and the challenges of
efficiently managing associated risks have increased. Despite multiple competitive advantages,
fintech companies face challenges related to the changing dynamics in the payment industry
and increasingly need to invest in technological innovation to renew their distribution channels
and make payments easier, faster, and more accessible while promoting security. At the same
time, business ecosystems have increasingly emerged across sectors to address uncertainties
and co-evolution, promoting business collaboration for resilience and agility in networks of
strategic partnerships.

This study aims to explore how fintech companies that provide online financial services can
manage risks related to financial crime when partnering with third-party actors in business
ecosystems for payment product distribution. A single-case study is performed, relying on
qualitative research through semi-structured interviews at the case company and applying a
thematic analysis to analyze the obtained data.

The study identifies that risks related to financial crime affect fintech companies that provide
online financial services in multiple ways when partnering with third-party actors in business
ecosystems for payment product distribution. These effects mainly concern the increased third-
party dependency on external actors and the related impact on other areas that should be
considered. Moreover, the study proposes actionable solutions to manage these risks. First,
measures should be implemented for alignment and agreement to promote collaboration and
coordination. Second, actions could be taken to incentivize adherence to the agreed risk
standards. Third, fintech companies could benefit from complementing these measures with
internal mechanisms to monitor and control that partners adhere to agreed risk standards and
limit the risk exposure created by their partnerships. Finally, management should be involved
in risk decisions and determine a dynamic risk appetite to respond to the changing dynamics in
the payment industry along with these partnerships.

Keywords: Business ecosystems, partnerships, interdependence, coordination, collaboration,
payment industry, online payments, financial technology, fintech, payment product
distribution, financial crime, risk management, risk appetite.
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1. Introduction

Over the past years, changing market dynamics and increasing levels of competition have
created challenges for companies in most sectors (Graga & Camarinha-Matos, 2017; Li, 2009;
Skog et al., 2018; Matzler et al., 2018). Along with this development, business ecosystems
have increasingly emerged to address uncertainties and co-evolution among multiple actors,
promoting business collaboration for resilience and agility in networks of strategic partnerships
(Kapoor, 2018; Rong et al., 2015; Tsujimoto et al., 2018). At the same time, technological
advances, digitalization, and the arrival of electronic commerce (e-commerce) have
transformed the payment industry (Bezovski, 2016; Furst et al., 1998; Gomber et al., 2017;
Gupta, 2013; Khan et al., 2017; Liu et al., 2015; Nelms et al., 2018; Sullivan, 2010). Financial
technology (fintech) companies have emerged, characterized by long-term strategic advantages
such as higher-quality financial services, increased efficiency, decreased costs, and improved
customer satisfaction (Gomber et al., 2017; Kou et al., 2021; Leong et al., 2017). However,
despite these advantages, fintech companies face challenges related to the changing dynamics
in the payment industry and increasingly need to invest in technological innovation to renew
their distribution channels and make payments easier, faster, and more accessible (e.g., Leong
et al., 2017; Liu et al., 2015; Passi, 2018; Romanova & Kudinska, 2016). Furthermore, the
development of fintech has driven significant volumes of online payments, increasing financial
crime risks and creating challenges for financial companies to manage these risks (Bezovski,
2016; Giudici, 2018; Khan et al., 2017; Zetzsche et al., 2020).

This study explores how fintech companies that provide online financial services can manage
risks related to financial crime when partnering with third-party actors in business ecosystems
for payment product distribution. By understanding the effects of risks related to financial
crime, the ambition is to develop guidelines for how fintech companies can sustainably manage
their partnerships in business ecosystems considering these risks. The following chapter
presents an introduction to the studied issue, the identified research gap, the aim and research
questions, and the scope of the study.

1.1 Background

In recent years, business environments have been changing rapidly (Jung et al., 2020).
Globalization has created challenges for businesses worldwide to cope with increasing levels
of competition and market turbulence (Graga & Camarinha-Matos, 2017). Furthermore, radical
digital innovation, often referred to as digital disruption, has created new opportunities for
firms while demanding the reimagination of business models to navigate this transformation
(Skog et al., 2018; Matzler et al., 2018). Along with this development, business environments
have increasingly transformed into business ecosystems characterized by networks,
interdependencies, partnerships, and value co-creation (Adner & Kapoor, 2010; Autio &
Thomas, 2020; Graga & Camarinha-Matos, 2017; Hanelt et al., 2021; Hoch & Brad, 2021;
Kapoor, 2018; Rong et al., 2015; Subramaniam et al., 2019). Furthermore, firms that operate
in business ecosystems and successfully establish and manage their partnerships benefit from
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opportunities to navigate the changing dynamics of markets and competitive environments
(Clarysse et al., 2014; Zahra & Nambisan, 2012).

Driven partly by the introduction of fintech, the global payment industry has undergone a rapid
transformation during the past decades toward digital solutions and online payments (Bezovski,
2016; Furst et al., 1998; Khan et al., 2017; Nelms et al., 2018; Yao et al., 2018). Besides
traditional banks and credit card companies, new fintech companies offering innovative online
payment services have emerged in the payment industry (Gupta, 2013; Yao et al., 2018). For
instance, PayPal, Alipay, Affirm, and Apple Pay have entered the market, facilitating online
payments between individuals and businesses and supporting e-commerce (Arner et al., 2022;
Hayes, 2023; McKinsey & Company, 2020). The transformation of the payment industry has
contributed to the creation of new business ecosystems and a shift from competition between
actors to collaboration (Passi, 2018). For instance, fintech actors often operate in business
ecosystems and collaborate with third parties, such as banks, payment card companies, e-
commerce platforms, and payment facilitators for value co-creation and distribution of their
payment products (Deloitte, 2021; Schneider, 2023; Henningsson & Hedman, 2014).

Despite multiple competitive advantages, fintech companies face challenges related to the
changing dynamics in the payment industry, such as changing customer preferences,
technological risks, competition threats, and regulatory compliance (Gomber et al., 2017;
Leongetal., 2017; Liu etal., 2015; Romanova & Kudinska, 2016). At the same time, merchants
perceive the time and effort required as the main barriers to integrating new payment methods
(European Central Bank, 2022). These changing dynamics demand fintech companies to invest
in technological innovation and renew their distribution channels to make payments easier,
faster, and more accessible while focusing on the security of transactions (Passi, 2018).
Following the increasing demand for online payments and changing customer preferences,
merchants increasingly value the capacity to integrate multiple payment solutions through a
single payment facilitator (European Central Bank, 2022; Global Payments, 2022; J.P. Morgan,
2021). Payment facilitators are emerging in the payment industry, allowing merchants to accept
various types of payments through one integration (Gancz et al., 2022; Guthrie, n.d.). Hence,
multiple financial services providers partner with third-party payment facilitators to distribute
their payment products and support the integration for merchants (Apple, n.d.; Chiodo et al.,
2021; PYMNTS, 2022; Stripe, n.d.). Figure 1.1 shows the relationships between merchants,
payment facilitators, and financial services providers.
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Payment Option 1

AMERICAN]
EXPRESS
mastercard

Payment Option 2 .’ pay
affirm
afterpay¢®

(Y

Google Pay PayPal
(CAEEAR)

WeChat Pay

Payment

Merchant Facilitator

Payment Option 3

VAN

Payment Option X

Figure 1-1: The relationships between merchants, payment facilitators, and financial services
providers.

Along with the growth of e-commerce, the emergence of fintech, and the adoption of online
payments, financial crime risks and the associated challenges of efficiently managing these
risks have increased (Bezovski, 2016; Bolton & Hand, 2002; Hutchings & Holt, 2015; Khan et
al., 2017). Fraudsters are increasingly developing applications to exploit data for identity-theft
fraud, while cyber-enabled attacks are becoming more complex (Buehler, 2019). Fraud causes
various risks for financial services providers, creating challenges involving financial loss,
regulatory non-compliance, reputational damage, customer detriment, and decreased trust of
clients (Buehler, 2019; Chapelle, 2019; Mikkelsen et al., 2022). When financial services
providers partner with payment facilitators for payment product distribution, the risk
assessment of merchants before they can accept payments is performed by the payment
facilitator instead of the financial services provider (Soinski & Theriault, n.d.). Therefore,
financial services providers increasingly expect their payment facilitator partners to have
implemented strong fraud controls and anti-money laundering (AML) (Mikkelsen et al., 2022).

1.2 Research Gap

Since the emergence of fintech, substantial research has been performed explaining how
traditional banks and fintech companies increasingly need to collaborate to tackle the
challenges of digitalization and changing customer preferences (e.g., Acar & Citak, 2019;
Hornuf et al., 2021; Juengerkes, 2016; Romanova & Kudinska, 2016; Takeda & Ito, 2021).
Furthermore, existing literature provides evidence of how the risks of financial crime have
increased along with the digitization of finance (e.g., Murinde et al., 2022; Zetzsche et al.,
2020). However, there is a lack of clear explanation for how fintech companies that provide
online financial services can manage risks related to financial crime when partnering with third-
party actors in business ecosystems for payment product distribution. By filling these gaps in
the literature, fintech companies could benefit from more informed decisions when developing
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strategies for payment product distribution involving partnerships with third-party actors in
business ecosystems. Furthermore, by explaining the associated risks related to financial crimes
of third-party relationships and their implications, managers could more effectively evaluate
the benefits of these partnerships to balance opportunities and risks, supporting strategic firm
objectives.

1.3 Aim and Research Questions

This study aims to explore how fintech companies that provide online financial services can
manage risks related to financial crime when partnering with third-party actors in business
ecosystems for payment product distribution. To answer the aim of the study, it first needs to
be understood how risks related to financial crime affect fintech companies when partnering
with third-party actors in business ecosystems for payment product distribution. Second, it
should be studied how these risks could be managed. Hence, the aim can be broken down into
two research questions:

1. How do risks related to financial crime affect fintech companies when partnering with
third-party actors in business ecosystems for payment product distribution?

2. How can fintech companies manage visks related to financial crime when partnering
with third-party actors in business ecosystems for payment product distribution?

1.4 Scope

Although fintech companies exist in many different forms with different applications
(Puschmann, 2017; Takeda & Ito, 2021), the work of this study will focus on fintech companies
that provide online financial services and have partnerships with third-party actors for payment
product distribution. Hence, partnerships with third-party actors for purposes other than
payment product distribution will not be addressed. Furthermore, when evaluating the risks of
these partnerships, the study will focus exclusively on risks related to financial crime.



2. Theoretical Framework

This chapter lays a theoretical foundation for the study and introduces concepts necessary to
understand the studied issue. First, the chapter provides an introduction to business ecosystems
and how companies increasingly adopt new organizational structures to promote business
collaboration for resilience and agility in networks of strategic partnerships. The opportunities
for strategically participating in business ecosystems are outlined, followed by the related
challenges companies should consider and how these could be managed. Second, the payment
industry is presented, including the emergence of fintech and online payments. Finally, the
chapter ends with an introduction to financial crime, related risks, and theories on how these
could be managed.

2.1 Business Ecosystems

Over the past years, globalization and digital disruption have transformed business landscapes
(Graga & Camarinha-Matos, 2017; Skog et al., 2018; Matzler et al., 2018). Multiple studies
indicate that changing market dynamics and increasing levels of competition have created
challenges for companies in most sectors, demanding new business models and strategies (e.g.,
Graga & Camarinha-Matos, 2017; Li, 2009; Skog et al., 2018; Matzler et al., 2018). Along with
these developments, business ecosystem theories have developed from dynamic supply chain
theories and gained increasing attention in the field of management of technology and
innovation to address uncertainties and co-evolution (Kapoor, 2018; Rong et al., 2015;
Tsujimoto et al., 2018). According to Adner and Kapoor (2010), a company’s competitive
advantages depend on its ability to create more value than its competitors, in turn depending
on its capabilities to innovate successfully. Moore (2006) highlights how companies have
increasingly focused on achieving competitive advantages through continuous innovation to
respond to digital disruption and changing market dynamics. However, for innovations to
succeed, Moore (2006) and Adner and Kapoor (2010) underline that complementary advances
must co-evolve across a system of various actors, as no single company has all the required
knowledge and resources. As a result, studies emphasize how business ecosystems have
emerged to coordinate innovation activities across multiple complementary actors for
cooperation and jointly deliver products and services to consumers (e.g., Adner & Kapoor,
2010; Clarysse et al., 2014; Moore, 2006; Rong et al., 2015). Furthermore, business ecosystems
have become a critical topic for strategy as these environments shape essential decisions about
where and how firms should compete to achieve competitive advantages (Clarysse et al., 2014;
Hanelt et al., 2021).

In multiple studies, business ecosystems are characterized by networks, interdependencies,
partnerships, and value co-creation, promoting shared business processes, facilitating trust-
building among contributors, and providing infrastructures for collaboration (e.g., Adner &
Kapoor, 2010; Autio & Thomas, 2020; Graga & Camarinha-Matos, 2017; Hanelt et al., 2021;
Hoch & Brad, 2021; Kapoor, 2018; Rong et al., 2015; Subramaniam et al., 2019). Companies
that operate in business ecosystems instead of more traditional hierarchical integrated supply
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chains increasingly adopt new organizational structures to promote business collaboration for
resilience and agility in networks of strategic partnerships (Adner & Kapoor, 2010; Clarysse et
al., 2014; Graga & Camarinha-Matos, 2017; Hanelt et al., 2021; Immonen et al., 2014; Kapoor,
2018; Rong et al., 2015). Rather than collaborating only with directly linked partners in
traditional supply chains, business ecosystems support companies in implementing broader
cross-industry collaboration among interdependent organizations (Adner & Kapoor, 2010;
Rong et al., 2015). Kapoor (2018) further raises the role of complementarities between actors
in business ecosystems, as the functions performed by various companies are connected within
the system and affect the value created for end users. Hence, such complementarities and
interdependencies between members contribute to the value propositions in business
ecosystems (Kapoor, 2018).

Since scholars started considering the business ecosystem concept, the research has developed
to include other forms of ecosystems, such as innovation ecosystems, entrepreneurial
ecosystems, knowledge ecosystems, and digital ecosystems (Gupta et al., 2019; Scaringella &
Radziwon, 2018; Tsujimoto et al., 2018). More recently, along with the digital transformation
and diffusion of technologies through industries and society, digital business ecosystems
(DBEs) are becoming increasingly relevant across sectors (Hanelt et al., 2021; Senyo et al.,
2019). DBE represents a subtype of the business ecosystem where digital technology plays a
dominant role in a collaborative environment consisting of different actors that co-create value,
enhancing mechanisms of self-organization through digital infrastructure (Lenkenhoff et al.,
2018; Scaringella & Radziwon, 2018; Senyo et al., 2019). Hence, DBEs are a combination of
digital and business ecosystems, where digital ecosystems refer to a virtual environment of
hardware, software applications, and digital processes that operate as technology infrastructure
to connect services through shared digital platforms (Senyo et al., 2019). DBEs have gained
increasing attention by facilitating open and flexible collaboration and competition by
leveraging external resources, such as technology and specialized services, to respond to
growing customer needs (Senyo et al., 2019). Furthermore, value in DBEs is created through
resources, efforts, and interactions between ecosystem participants, taking financial or non-
financial forms resulting from low-cost, high-quality services and more efficient processes
(Senyo et al., 2019). As in any business ecosystem, the value created in DBEs is presumed to
be greater than what a single firm could achieve, leading to synergies between ecosystem
participants to generate strategic benefits through value co-creation and interdependence for a
stronger value proposition (Senyo et al., 2019).

2.1.1 Opportunities of Business Ecosystem Participation

By strategically participating in business ecosystems, companies can achieve multiple
advantages (e.g., Clarysse et al.; Fuller et al., 2019; Immonen et al., 2014; Jacobides et al.,
2018; Lenkenhoff et al., 2018; Moore, 2006; Zahra & Nambisan, 2012). Companies can access
critical resources, including financial capital, and overcome knowledge gaps through
information about market conditions (Clarysse et al., 2014). Furthermore, business ecosystems
can enable companies to build meaningful relationships with alliance partners while offering
the opportunity to collaborate and compete with ecosystem members simultaneously through
innovation (Zahra & Nambisan, 2012). For instance, the loosely coupled layers of digital
objects in DBEs can enable participating companies to collaborate on technical aspects, such



2. Theoretical Framework

as digital services, while competing on other layers, such as customer-oriented solutions
(Lenkenhoff et al., 2018). These advantages promote opportunities to navigate the changing
dynamics of markets and competitive environments (Clarysse et al., 2014; Zahra & Nambisan,
2012).

Business ecosystems can support interrelated and autonomous companies in activity
coordination (Jacobides et al.,, 2018). For instance, a modular architecture can enable
independent system parts to be developed by different actors with limited coordination
(Jacobides et al., 2018). This modularization structure has contributed to the increasing
prevalence of business ecosystems across various sectors, including financial services
(Jacobides et al., 2018). Instead of simultaneously developing within multiple fields or being
required to make high investments in uncertain projects, companies can focus on a narrower
set of outcomes while gaining commitment for collaboration from other ecosystem members
(Moore, 2006). Furthermore, business ecosystems can enable companies to manage the trade-
off between commitment and flexibility by combining capacities without being required to
commit to each specific combination in-house (Fuller et al., 2019). For instance, companies
that operate in DBEs can commit to building a platform while remaining flexible about what
services the platform will deliver by using third parties to develop those services (Fuller et al.,
2019). Hence, business ecosystems can enable companies to explore different business
opportunities across the system in parallel, which one traditional organization might not have
the time, resources, or risk tolerance to perform in-house (Fuller et al., 2019). Such
coordination of business ecosystems could enable companies to accept larger projects and
invest their resources in more rapid internal innovation instead of managing interdependencies
and uncertainties (Immonen et al., 2014; Moore, 2006). Furthermore, since business ecosystem
members can integrate with other members through relatively simple interfaces, Moore (2006)
points out that companies could focus on managing the issues within their specific domains
while partially ignoring the problems in others.

According to Moore (2006), members of business ecosystems share the cost of the whole
community, creating benefits for participating companies in new market creation. For instance,
none of the other business ecosystem members could have afforded to establish the mainstream
personal computer market without the expenditures covered by IBM’s multi-dollar ad
campaign where customers could try the new machines in IBM computer stores (Moore, 2006).
Companies such as Intel, Microsoft, and other less-established actors benefited from this
market creation, and ecosystem members could gather and maintain a shared vision of the
market future that they would all contribute to creating (Moore, 2006). Figure 2.1 presents a
summary of the opportunities for business ecosystem participation.
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Opportunities of Business Ecosystem Participation

Gain access to critical resources
Overcome knowledge gaps
Build meaningful relationships
Collaborate and compete simultaneously
Manage trade-off between commitment and flexibility

Explore different business opportunities in parallel

Share costs among business ecosystem members

Figure 2-1: Opportunities of business ecosystem participation.

2.1.2 Challenges of Business Ecosystem Participation

Despite the opportunities and potential for value co-creation in business ecosystems, studies
indicate that these environments also create multiple challenges for participating companies
(e.g., Adner & Kapoor, 2010; Baldwin, 2012; Kapoor, 2018; Kim et al., 2010; Koenig, 2013;
Lenkenhoff et al., 2018; Moore, 2006; Ramezani & Camarinha-Matos, 2020; Rong et al., 2015;
Tsujimoto et al., 2018; Zahra & Nambisan, 2012). Hence, managers should not take the success
and profitability of business ecosystems for granted (Baldwin, 2012). Competitive dynamics
and cooperation processes often shift over time as business ecosystems shape and transform
(Rong et al., 2015; Zahra & Nambisan, 2012). According to Zahra and Nambisan (2012), these
changing dynamics create managerial and entrepreneurial challenges for participating firms to
set and follow strategies since several situations require deliberate moves while others call for
improvisation. Hence, participation in business ecosystems requires constant adaptation toward
unpredictable and complex system behavior, preparation for the unknown future, and
refinement of strategic actions, adding complexity to decision-making processes (Ramezani &
Camarinha-Matos, 2020; Zahra & Nambisan, 2012).

According to Rong et al. (2015), companies operating in business ecosystems share a common
fate as they depend on each other to reach common strategic objectives. Furthermore, such
interdependence connects the offers various companies create for shared value-creation
(Kapoor, 2018; Kim et al., 2010). Hence, participation in business ecosystems could increase
the dependency on third parties through outsourcing and global partnerships for collaboration
and value co-creation (Ramezani & Camarinha-Matos, 2020). Despite the possibilities of
achieving more agile and efficient business operations, such cooperation could create
vulnerability and new risks as companies open their borders and the dependency on third
parties, such as suppliers, increases (Ramezani & Camarinha-Matos, 2020). Furthermore, a
system built of multiple components could increase the risks of bottlenecks, affecting business
ecosystem performance (Kapoor, 2018). According to Kapoor (2018), bottlenecks could lie
upstream or downstream within input-output flows and change over time, limiting growth and
demand by affecting the business ecosystem value proposition through cost, performance, or
scarcity constraints. Additionally, complement innovation challenges could create complement
availability delays as companies struggle with overcoming their internal technology problems,
limiting the value creation in business ecosystems (Adner & Kapoor, 2010).
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Various companies define their own strategies concerning ecosystem structure, roles, and risks,
which could create contradiction rather than consistency (Adner, 2017). According to
Tsujimoto et al. (2018), each company has different purposes and decision-making standards,
causing risks of unintended business ecosystem outputs. Inconsistent strategies between
members might not be recognized within a given period, leading to non-convergent and
misleading actions for investments and the pursuit of value propositions, as companies have
wrong beliefs about the end goals and motivations of other members (Adner, 2017).
Furthermore, companies might struggle with designing their internal organizations for effective
management of interdependencies with other business ecosystem members (Kapoor, 2018).

The requirements of collaboration and alignment in business ecosystems could create
challenges if firms fail to address the importance of interfirm relationships and coordination
(Koenig, 2013; Moore, 2006; Ramezani & Camarinha-Matos, 2020). In practice, Moore (2006)
explains that companies often struggle with cooperation as the immediate and pressing work
of managing the internal business distracts members away from community concerns.
According to Lenkenhoff et al. (2018), alignment challenges could arise since participating
firms often have different organizational structures and procedures for responsibilities,
autonomy, and decision-making, along with varying cultures and communication standards.
Additionally, although business ecosystem members could benefit from shared costs, financing
challenges could arise as companies have different internal economics and varying funding
needs (Moore, 2006). Immonen et al. (2014) underline how cooperation could suffer if the
profits generated through a business ecosystem are not fairly distributed among members.

Companies could suffer from challenges in managing the interoperability, interconnectivity,
and competing interests that participation in business ecosystems depends on for success
(Lenkenhoff et al., 2018). For instance, technological challenges in DBEs, including
underdeveloped digital interfaces and rules for data exchange among ecosystem members,
could create barriers to achieving coordinated memberships (Lenkenhoff et al., 2018). Hence,
firms could struggle to achieve sufficient compatibility with digital architectures,
infrastructures, and platforms (Lenkenhoff et al., 2018). Figure 2.2 presents a summary of the
different challenges of business ecosystem participation.

Challenges of Business Ecosystem Participation |

Shifting competitive dynamics adding complexity to decision-making processes
Shared value-creation dependent on third-parties
Risk of bottlenecks in system built of multiple components
Risk of complement availability delays
Risk of contradictory purposes and decision-making standards
Internal management of interdependencies
Different internal economics and funding needs
Compeatibility with digital architectures, infrastructures, and platforms

Competing interests

Figure 2-2: Challenges of business ecosystem participation.
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2.1.3 Managing Business Ecosystem Challenges

Multiple studies indicate that alignment and agreement among participating members are
critical to managing challenges and achieving successful business ecosystem outcomes (e.g.,
Adner, 2017; Immonen et al., 2014; Koenig, 2013; Lenkenhoff et al., 2018; Moore, 20006).
Successful collaboration in business ecosystems requires agreement between members about
shared project development and alignment on visions for synergistic value-adding and
mutually beneficial processes (Koenig, 2013; Lenkenhoff et al., 2018; Moore, 2006). Koenig
(2013) points out that the creation and maintenance of agreements is necessary for achieving
successful collaboration in the long term. Furthermore, decision-making process alignment is
crucial for building trust among members (Lenkenhoff et al., 2018). Vision alignment could
support mutually beneficial and synergistic investments, reduce the challenges of cooperation,
and increase the focus on co-evolution through community concerns rather than internal
business issues (Adner, 2017; Moore, 2006). Companies could set up protocols and establish
interfaces for individual contributions, roles, and services to support these alignments
(Immonen et al., 2014; Moore, 2006). For instance, the responsibilities and division of work
between members should be clearly defined for each task (Immonen et al., 2014). According
to Lenkenhoff et al. (2018), individual companies should be able to contribute with
collaborative and creative attitudes, competencies, and engagement. At the same time, value
co-creation and co-evolution on a collective level require clear role definitions between
members concerning subordination and interdependence (Immonen et al., 2014; Lenkenhoff et
al., 2018).

Alignment gaps could arise from members’ challenges in undertaking new activities for
ecosystem contribution, lacking incentives and priorities to perform these activities, or varying
expectations regarding ecosystem structures and roles, such as positions and responsibilities
(Adner, 2017). Hence, Adner (2017) argues that a successful business ecosystem strategy must
explicitly assess and proactively manage these risks. According to Jacobides et al. (2018), the
success of a business ecosystem depends on its rules of engagement, standards, and interfaces.
Standards could include requirements that participants agree to a minimal set of rules or more
strictly controlled membership by a committee or ecosystem hub (Jacobides et al., 2018).
Furthermore, Ramezani and Camarinha-Matos (2020) underline that participating companies
must be willing to interact and share both their profits and risks. To address the challenges
related to financing and profit distribution, cost- and profit-sharing arrangements could be
implemented to include the ratio of work performed by each member, creating fair mechanisms
and enabling a win-win situation for participating companies (Immonen et al., 2014).

Studies highlight that business ecosystems must create value for end consumers to generate
successful outcomes (e.g., Moore, 2006; Zahra & Nambisan, 2012). Hence, Moore (2006)
explains how ecosystem members must sustain transparency and close dialogues with
customers to assess their needs and willingness to pay for products and services. Rather than
outsmarting the competition, Zahra and Nambisan (2020) argue that companies should adopt
novel strategies and approaches to creating customer value considering the whole business
ecosystem. Figure 2.3 presents a summary of how companies could manage business
ecosystem challenges, related examples, and their impact on the business ecosystem.

10



2. Theoretical Framework

Management Area Examples Impact

Successful long-term collaboration

Agreement on shared project development Trust and balanced exchange relationships

Alignment and Agreement Visions alignment Synergistic value-adding and mutually beneficial processes
Decision-making process alignment Clearly defined responsibilities and division of work

Focus on co-evolution rather than internal business issues

Address financing and profit distribution Fair mechanisms for cost- and profit sharing

SUEDNCHEL LS IE R £ among members Win-win situation for participating companies

Sustain transparency and close dialogues with i Successful business ecosystem outcomes

Focus on Customer Value ; L .
customers Customer value-creation considering the whole business ecosystem

Figure 2-3: Summary of how companies could manage business ecosystem challenges,
related examples, and their impact on the business ecosystem.

2.2 Payment Industry

Among other sectors, business ecosystems have increasingly emerged in the payment industry
(Panetta et al., 2023; Passi, 2018). Driven partly by technological advancements in the banking
industry and the arrival of electronic commerce (e-commerce), multiple studies indicate that
the global payment industry has undergone a rapid transformation during the past decades (e.g.,
Bezovski, 2016; Furst et al., 1998; Gupta, 2013; Khan et al., 2017; Liu et al., 2015; Nelms et
al., 2018; Passi, 2018; Sullivan, 2010). The emergence of fintech has driven technological
advances, such as information and communication technology developments, and changed the
dynamics of the banking structure (Furst et al., 1998; Gomber et al., 2017; Liu et al., 2015). At
the same time, the arrival of e-commerce has introduced new ways for businesses and
consumers to do trade business (Bezovski, 2016). During the past two decades, the global e-
commerce market has significantly grown while providing benefits for companies and
customers (Bezovski, 2016; Yao et al., 2018). Multiple studies suggest that technological
advances and the growth of e-commerce have contributed to a shift in the payment industry
toward diversified and electronic online payments (e.g., Bezovski, 2016; Furst et al., 1998;
Khan et al., 2017; Nelms et al., 2018; Yao et al., 2018). These developments in the payment
industry have contributed to the emergence of new business ecosystems and a shift from
competition between actors to collaboration (Passi, 2018).

2.2.1 Financial Technology

The digital disruption of the payment industry has been driven by the emergence of fintech
(Gomber et al., 2017). Fintech has emerged by enabling technological advances, such as
infrastructure availability and affordability through the internet and mobile technology, and
technology applications, including platforms and big data analysis (Leong et al., 2017). Hence,
fintech companies use financial technology to challenge traditional business models, changing
how financial services are offered and enhancing customer centricity (Gomber et al., 2017;
Milian et al., 2019; Romanova et al., 2018). The emergence of fintech has changed the business
landscape of the payment industry, modernizing payment infrastructures and pushing for new
innovative financial services (Gomber et al., 2017; Romanova et al., 2018; Romanova &
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Kudinska, 2016). Hence, the rapid emergence of fintech has impacted financial institutions,
merchants, regulators, and customers across multiple sectors (Kou et al., 2021; Leong et al.,
2017; Milian et al., 2019).

Fintech is considered one of the most critical innovations in the payment industry, contributing
to higher-quality financial services, decreased costs, and improved customer satisfaction (Kou
et al., 2021). Furthermore, innovative financial products and services offer enhanced
convenience for consumers while cost-effectively increasing efficiency (Leong et al., 2017).
Gomber et al. (2017) underline that one of the main advantages of fintech is the potential to
decrease customer acquisition costs by generating targeted consumer recommendations by
utilizing big data. For instance, fintech companies have partnered with external actors in the
payment industry, such as credit card companies, investment firms, insurance providers, and
banks, to build platforms and new services for improved customer acquisition (Gomber et al.,
2017). Furthermore, fintech has allowed customers to provide third parties access to their
financial data for enhanced customer experiences (Gomber et al., 2017). For instance, the
fintech company PayPal has integrated APIs to connect its software applications with banks to
access customer data and improve its payment service offerings (Gomber et al., 2017). Fintech
has contributed to non-bank technology companies entering the payment market (Gomber et
al., 2017; Liu et al., 2015). According to Liu et al. (2015), new actors, such as startups,
technology firms, internet giants, and telecoms, have entered the market due to the high
expected returns. Furthermore, fintech companies have focused on applications to reduce
transaction costs for international payments, affecting market structures and how payment
services are offered (Gomber et al., 2017).

Traditional banks and credit card companies possess critical advantages in the payment
industry, such as reliable infrastructures for financial transactions, existing merchant networks,
and consumers’ trust (Gupta, 2013). However, despite these advantages, fintech poses critical
threats to these companies as the entrance of technology firms into the payment industry has
affected competition and market uncertainties (Lee & Shin, 2018; Liu et al., 2015; Passi, 2018;
Romanova et al., 2018). Hence, traditional financial institutions increasingly develop strategies
for competition, coexistence, and collaboration with fintech actors and integrate and invest in
fintech to gain competitive advantages in the competitive dynamics of the payment industry
(Gomber et al., 2017; Kou et al., 2021; Lee & Shin, 2018; Romanova & Kudinska, 2016). For
instance, banks increasingly collaborate with fintech companies to develop novel capabilities
for new technology, enhance organizational efficiency, and increase their market value
(Gomber et al., 2017; Gupta, 2013; Kou et al., 2021).

Despite the opportunities of fintech in the payment industry, multiple studies indicate that
fintech companies are encountering multiple risks and challenges (e.g., Leong et al., 2017; Liu
et al., 2015; Passi, 2018; Romanova & Kudinska, 2016). According to Liu et al. (2015), new
technologies in the payment industry create risks and uncertainties for companies, such as
changing customer preferences, technological risks, and competition threats. Fintech
companies face significant competition from incumbents and new market entrants that
constantly transform their financial service offerings (Leong et al., 2017; Romanova &
Kudinska, 2016). Hence, as in most industries with strong incentives for innovation, the
competition between financial services providers is high (Khan et al., 2017; Passi, 2018). The
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forces enabling reduced customer acquisition costs have also decreased the switching costs for
consumers to move to competitors (Gomber et al., 2017). Furthermore, fintech companies face
challenges in building a profound understanding of and achieving compliance with the
regulatory and legal requirements in the payment industry (Gomber et al., 2017; Leong et al.,
2017). Finally, the arrival of new technologies in the payment industry, their impact, and future
development are hard to predict (Gomber et al., 2017; Liu et al., 2015). Hence, Gomber et al.
(2017) argue that fintech companies increasingly need to focus on coordination, operational
efficiency, and customer centricity to retain their customers. Passi (2018) further argues that
fintech companies need to renew their distribution channels to make payments easier, faster,
and more accessible, while focusing on the security of transactions.

2.2.2 Online Payments

Along with the emergence of fintech and the growth of e-commerce, online payments have
significantly increased (Bezovski, 2016; Furst et al., 1998; Khan et al., 2017; Nelms et al.,
2018; Yao et al., 2018). Online payment options can take various forms (Bezovski, 2016; Iman,
2018; Khan et al., 2017; Nelms et al., 2018). Credit and debit cards have dominated most
transaction markets for online purchases (Bezovski, 2016; Khan et al., 2017), which Sullivan
(2010) explains has been due to the convenience perceived by customers and their wide
acceptance rate among merchants. However, along with the advancement of technology, other
online payment options have developed during the past years, such as digital and mobile
wallets, electronic cash, smart cards, contactless payment methods, and mobile payments
(Bezovski, 2016). Mobile payments have disrupted the global payment industry by enabling
consumers to make payments through mobile devices (Bezovski, 2016; Gupta, 2013; Lee &
Shin, 2018). Mobile payments depend on payment credential tokenization, which reduces the
risk of data breaches and enhances consumer fraud protection while enabling improved risk
management standards (Liu et al., 2015). According to Khan et al. (2017), the security and
convenience offered by mobile payment options outperform debit and credit card payments in
these aspects, which has contributed to the global growth of mobile payments.

Studies indicate that online payments and mobile technology have significantly impacted the
global payment industry (e.g., Bezovski, 2016; Gupta, 2013; Iman, 2018; Khan et al., 2017;
Ondrus & Pigneur, 2009). Customers can benefit from multiple advantages when using a
mobile device for online payments, such as enhanced convenience through a broad variety of
purchasing possibilities, location-free access, and a simple alternative to physical payments
(Bezovski, 2016; Ondrus & Pigneur, 2009). As a result of the improved customer convenience
and efficiency of transactions, online payment offerings could improve long-term customer
retention (Gomber et al., 2017). Mobile payments offer opportunities for banks to increase the
convenience of their financial services for existing customers while reaching customers in
emerging markets with mobile devices who have not yet adopted bank accounts (Gupta, 2013).
Hence, banks have increasingly invested in technology and mobile security by developing
smartphone applications and new convenient features, promoting mobile banking adoption
among consumers (Gupta, 2013). Besides traditional banks and credit card companies, new
players have emerged in the mobile payment market (Gupta, 2013; Yao et al., 2018). For
instance, in 1998, PayPal pioneered in the US with its online payment services supported on
mobile devices, guaranteeing transaction security in the e-commerce environment for
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consumers and businesses (Yao et al., 2018). A few years later, in 2004, Alibaba Group
introduced Alipay — China’s most commonly used online payment intermediary presently (Yao
et al., 2018).

Business ecosystems in the mobile payment market involve large value chains spanning
multiple organizations from diverse business industries, including mobile network operators,
payment and banking services, software developers, and semiconductor producers (Coskun et
al., 2013). Companies in the mobile payments sector have realized the potential in these
business ecosystems due to the potential for business opportunities and a shared agreement that
no single firm can provide these services to end users (Coskun et al., 2013). However, the
adoption of mobile payment services has been slower than expected (Coskun et al., 2013; Guo
& Bouwman, 2016). According to Coskun et al. (2013), the reason for the slow adoption rate
has been that the ecosystem structure and its value chain have not been clearly defined since
participating companies have not agreed on a common understanding and shared vision for the
underlying technology, leading to the lack of a mutually beneficial business model. The high
number of members across various sectors further makes the business ecosystem of mobile
payments complex (Liu et al., 2015). Coskun et al. (2013) highlight that the high potential for
shared profits in the business ecosystem causes misalignment between members regarding
suitable business models. Additionally, members of these ecosystems are often influential in
their respective industries, making them used to other parties following their needs (Coskun et
al., 2013).

Coskun et al. (2013) and Guo and Bouwman (2016) raise interoperability, compatibility, and
standardization of the underlying mobile technology, along with ecosystem cooperation, as
critical to achieve successful business ecosystem outcomes. According to Liu et al. (2015), a
company’s ability and willingness to participate in cross-industry collaboration for payment
innovation depends on its access to resources, individual perception of the risks of future
technological changes and market uncertainties, and ability to obtain and process market
information. Mobile payment platform providers, such as Apple Pay, Google Wallet, and
Softcard, cooperate in cross-industry alliances to implement shared operational, technology,
and process standards to foster innovations in the ecosystem (Liu et al., 2015). According to
Liu et al. (2015), Apple managed to enhance the consumer adoption of Apple Pay and achieve
support from merchants and banks by cooperating with VISA, Mastercard, and American
Express for its business infrastructure.

Despite the advantages of online payments compared to conventional payment methods, such
as enhanced convenience and higher security standards, online financial services providers face
several challenges (Gomber et al., 2017; Khan et al., 2017). For instance, Khan et al. (2017)
argue that the effective execution of online payments requires clear structures for legal and
regulatory standards. The lack of such structures could make it difficult for online financial
services providers to provide their services globally effectively (Khan et al., 2017).
Furthermore, for innovations to succeed in the payment market, Gomber et al. (2017) argue
that consumers must be confident that their privacy and security are ensured (Khan et al., 2017).
According to Khan et al. (2017), online financial services providers should ensure integrity,
confidentiality, and availability to gain trust and acceptance from consumers. Finally, Khan et
al. (2017) explain that payment systems supporting online payments must be sufficiently secure
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and compatible with traditional payment infrastructures to ensure operational efficiency.
According to Khan et al. (2017), online financial services providers should consider
interoperability, universal standards, and flexible solutions when designing their payment
offerings, along with the balance between security and usability to ensure customer value.

2.3 Financial Crime

Along with the growth of e-commerce, the emergence of fintech, and the increasing adoption
of online payments, the global payment market faces several challenges (Bezovski, 2016; Khan
et al., 2017; Sullivan, 2010). Despite the opportunities created by e-commerce for merchants
and consumers, online payments for these transactions have increased financial crime risks,
leading to new privacy and security concerns (Bezovski, 2016; Bolton & Hand, 2002;
Hutchings & Holt, 2015; Khan et al., 2017). Fraud, identity theft, and the lack of security and
consumer trust pose some of the main barriers to e-commerce (Bezovski, 2016; Yao et al.,
2018). The development of fintech has driven significant volumes of digital transactions,
increasing the challenges of efficiently managing risks related to financial crime (Giudici,
2018; Jullum et al., 2020).

2.3.1 Money Laundering and Fraud

Financial crime is defined as any non-violent crime resulting in a financial loss, including
money laundering, fraud, and other illegal activities, such as using financial services to support
criminal businesses (Hasham et al., 2019; International Monetary Fund, 2001). Money
laundering can take place in different forms, such as “washing” of the money by eliminating
any possible connection with previous criminal activities or carrying out other operations to
hinder the identification of criminal roots of the goods (Faccia et al., 2020). Fraud is often
approached as a loss problem and includes crimes such as credit scams, forgery, and insider
threats, involving the abuse of financial services to commit theft (Bolton & Hand, 2002;
Hasham et al., 2019; Ngai et al., 2011).

Historically, criminals have often exploited weaknesses in banks’ relatively straightforward
controls for payment fraud to complete transactions unauthorized by the real account holder
for financial advantages (Gupta et al., 2022; Sullivan, 2010). However, criminals are
increasingly exploiting the security vulnerabilities of payment instruments to access
unauthorized and sensitive payment data, resulting in extensive data breaches to develop more
complex forms of payment fraud (Sen & Borle, 2015; Sullivan, 2010). As a result, payment
security concerns and awareness of identity theft and fraud have increased (Bolton & Hand,
2002; Sullivan, 2010). In 2022, nearly $8.8 billion in financial consumer losses were reported
to the US Federal Trade Commission (FTC) System due to fraud, indicating an increase of 30%
since the year before (Consumer Sentinel Network, 2022). Furthermore, money laundering
detection is increasingly challenging as money launderers use more sophisticated methods
(Buehler, 2019). Although difficult to estimate, the UN Office on Drugs and Crime has reported
annual money laundering amounts to be reaching 5% of global GDP, or up to $2 trillion
(Mikkelsen et al., 2022). Despite new solutions to combat financial crime, the leverage and
abuse of financial technologies by criminals continue to grow (Nikkel, 2020).

15



2. Theoretical Framework

Financial services providers and merchants use information-intensive systems for transaction
approval to prevent fraud (Sullivan, 2010). The possibilities of making more accurate and
automated approval decisions increase as more information is taken into account, incentivizing
continuous expansion of information collection while raising the reliance on data (Sullivan,
2010). However, Sullivan (2010) explains how the incentives for criminals to collect the same
data for committing payment fraud grow simultancously. These increasing incentives for both
sides to collect more data lead to an escalating cycle as financial services providers and
merchants use more resources to protect their data, and criminals use more resources to
compromise the same data (Sullivan, 2010).

Financial crime increases various risks for companies in the payment industry, such as
operational risk, involving the risk of loss caused by inadequate or failed processes, systems,
people, or external events (Chapelle, 2019; Girling, 2022; Mikkelsen et al., 2022). These risks
create challenges involving financial loss, regulatory non-compliance, reputational damage,
customer detriment, and decreased trust of clients (Bolton & Hand, 2002; Buehler, 2019;
Chapelle, 2019; Mikkelsen et al., 2022). According to Gomber et al. (2017), the high expenses
associated with missing fraudulent transactions have created incentives for financial companies
to invest in and develop refined machine learning algorithms for fraud detection. Mobile
payments have enabled companies to leverage and consolidate real-time location data for
financial crime detection through such sophisticated algorithms (Gomber et al., 2017).
However, the data consolidation simultaneously makes companies more exposed to data breach
risks if hackers manage to gain access to all the financial customer data (Gomber et al., 2017).

2.3.2 Increasing Regulation

As aresponse to the increasing concerns about fighting financial crime in the payment industry,
regulators are taking actions to counter such criminal activities (Mikkelsen et al., 2022; Gomber
et al., 2017; Grasshoff et al., 2021; J. P. Morgan, 2021; Passi, 2018; Romanova et al., 2018).
According to Gomber et al. (2017), the emergence of fintech has increased the transaction
speed, raising the need for public policy and governmental regulation to combat criminal
transactions. In 2016, the European Union adopted the Revised Payment Services Directive
(PSD2), which aimed at increasing the efficiency of the European payment market, enhancing
consumer protections, and creating a safer environment throughout the online payments
landscape (European Central Bank, 2018; Passi, 2018). According to Deloitte (2018) and
Mikkelsen et al. (2022), this directive is likely to be reviewed soon with an enhanced focus on
financial crime. Furthermore, the European Commission (EC) has announced plans to launch
a new EU authority to counter financial crimes, such as money laundering, and enhance the
existing EU framework on such criminal activities (Mikkelsen et al., 2022).

2.3.3 Managing Financial Crime Risks

Studies indicate a need for high-security standards and effective countermeasures to prevent
the exploitation of security vulnerabilities to fraud (Bezovski, 2016; Sullivan, 2010). Some
examples of how financial companies can manage financial crime risks include establishing
and following a firm-wide risk appetite, performing KYC reviews of customers, and
implementing collaborative measures to respond to the complexity and damaging
consequences of these risks.
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2.3.3.1 Risk Appetite

Regulators are increasingly pushing for actors in the payment industry to implement robust
frameworks and better articulate their risk appetite to support effective risk management
(Girling, 2022; Gontarek, 2016; Rittenberg & Martens, 2012). For instance, the Basel
Committee on Banking Supervision (BCBS) has presented standards for how financial
institutions and their regulators can manage operational risk while addressing the importance
of defining risk appetite to support these frameworks (Girling, 2022; Gontarek & Bender,
2019). In 2015, BCBS provided the following definition of risk appetite: “The aggregate level
and types of risk a bank is willing to assume, decided in advance and within its risk capacity,
to achieve its strategic objectives and business plan.” (Girling, 2022).

Gontarek and Bender (2019) suggest that establishing a firm-wide risk appetite impacts
financial companies’ activities and ideally considers strategy, stakeholders’ interests, risk
capacity, business conditions, and the overall competitive environment. Girling (2022) further
explains how operational risk requires fintech companies to demonstrate effective
measurement and management through quantitative and qualitative approaches for successful
business plan execution. When managing financial crime risks, companies should decide which
risks are within their risk appetite and that they are willing to accept versus are outside their
risk appetite (Mikkelsen et al., 2022). According to Mikkelsen et al. (2022), these decisions
become critical as, for instance, certain KYC issues impact essential parts of the business
model, such as the customer experience, including onboarding and transactions. Furthermore,
Fritz-Morgenthal et al. (2018) highlight that companies must have clear plans for how to
respond if risks exceed acceptable levels according to the risk appetite. To prepare for these
situations, companies should identify possible negative scenarios and the strategies for
mitigating these before a crisis occurs (Fritz-Morgenthal et al., 2018).

Studies suggest that companies should continuously update their risk appetite to reflect their
objectives and understand the trade-offs involving higher or lower risk appetite levels as their
business models change (Jain et al., 2020; Rittenberg & Martens, 2012). Furthermore, Jain et
al. (2020) underline that the risk amount a company is willing to take must reflect its
competitive landscape, shifting customer behaviors, digital capabilities, and global trends. For
many risks, Jain et al. (2020) and Rittenberg and Martens (2012) note how companies need to
apply a nuanced perspective built on objective facts as the lines for risks are not clear, while
continuously updating these views as their environment, fact base, and business model change.
Additionally, Rittenberg and Martens (2012) argue that risk appetite plays a critical role for
companies in achieving their strategic objectives. Hence, managers should be responsible for
determining the risk appetite following three steps, as illustrated in Figure 2.4 (Rittenberg &
Martens, 2012).
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Figure 2-4: The steps managers should take when determining the risk appetite (Rittenberg
& Martens, 2012).

2.3.3.2 Know Your Customer

Apart from establishing and following a firm-wide risk appetite, one way for financial
companies to manage financial crime risks is through KYC reviews (Khan et al., 2017;
Malhotra et al., 2022; Rajput, 2013). KYC regulations and guidelines have been implemented
across financial markets to avoid the involvement of financial companies in financial crime
activities (Gomber et al., 2017). Hence, KYC is a legal and regulatory requirement used by
financial companies to verify new and existing customers’ identities and to understand their
risk and financial profiles before and after onboarding (Gomber et al., 2017; Malhotra et al.,
2022; Taherdoost, 2023; Yadav & Chandak, 2019). According to Arner et al. (2019) and Rajput
(2013), financial firms can ensure market integrity while guarding against money laundering
and fraud by implementing KYC processes including account monitoring mechanisms.
Furthermore, sound K'Y C policies and procedures could contribute to reducing other significant
risks, including legal and reputational risks (Rajput, 2013). KYC typically includes three
components: customer identification program (CIP), customer due diligence (CDD), and
enhanced due diligence (EDD) (Chen, 2022).

Financial companies increasingly use streamlined processes to adhere to KYC regulations
(Gomber et al., 2017). For instance, companies could simplify the data acquisition and
verification processes for KYC by implementing application programming interfaces (APIs)
that enable users to connect their bank accounts with third-party applications, enabling
simplified customer identification and validation by using the data provided by the bank
(Gomber et al., 2017). However, despite more streamlined solutions, multiple studies indicate
that financial companies are encountering challenges related to KYC as these processes are
becoming increasingly complex and incurring higher expenses (e.g., Berg et al., 2020; Gomber
et al., 2017; Parra Moyano & Ross, 2017; Schlatt et al., 2022; Yadav & Chandak, 2019). In
2016, the average cost for financial companies to meet their KYC obligations was $60 million,
while several companies had to spend up to $500 million on these processes (Yadav &
Chandak, 2019). Companies that fail to fulfill the KYC requirements risk exposure to high
fines (Chen, 2020; Elliot et al., 2022; Yadav & Chandak, 2019). For instance, in 2016, the New
York State Department of Financial Services (DFS) levied a fine of $180 million against
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Taiwan’s Mega Bank due to insufficient compliance mechanisms (Chen, 2020). Furthermore,
between 2009 and 2019, banks worldwide paid over $30 billion in penalties for failing to
restrict financial crime activities (Buehler, 2019). According to Buehler (2019) and Chen
(2020), the complexity of KYC arises due to difficulties in obtaining necessary customer data,
such as identity and address information, while the data quality often is low. Additionally, Chen
(2020) mentions how firms struggle to use relevant monitoring mechanisms for KYC as
financial crime patterns differ between markets and businesses, and abnormal transactions are
hard to identify, often allowing criminals to avoid detection. At the same time, customers often
experience poor KYC experiences as they must undergo the same process for each financial
institution with which they intend to work (Schlatt et al., 2022; Yadav & Chandak, 2019). Apart
from collecting and storing sensitive consumer data, financial companies struggle with
satisfying their customers’ privacy expectations (Gomber et al., 2017).

2.3.3.3 Collaborative Strategy

Financial companies are increasingly considering solutions to combat financial crime through
a collaborative strategy involving ecosystems and partnerships to respond to the complexity
and damaging consequences of operational risk (Scott et al., 2020; Van Rooijen et al., 2021).
For instance, financial companies increasingly use technology-based outsourcing to cut costs
and improve the efficiency of operational activities as a response to the challenges of fulfilling
regulatory requirements (Gozman & Willcocks, 2019). Banks have increasingly partnered with
fintech companies for improved KYC capabilities and fraud detection (Gomber et al., 2017).
Multiple countries are further pursuing the collection and publication of fraud statistics as an
initiative to guide the payment industry in its efforts to counterfeit financial crime activities
(Sullivan, 2010).

Multiple initiatives have been launched across card issuers to increase the protection of
sensitive data and counterfeit payment fraud (Khan et al., 2017; Sullivan, 2010). In 2004, Visa,
Mastercard, and other card companies cooperated to implement the Payment Card Industry
Data Security Standard (PCI DSS) (Sullivan, 2010). PCI DSS aimed at setting a common
industry standard to help businesses and payment processors protect sensitive data by
establishing secure networks, data encryption, robust access controls, and security policies
(Sullivan, 2010). Furthermore, the card schemes Europay, Mastercard, and Visa (EMV) have
implemented the EMV standard for payment cards, which American Express, Discover, and
JCB also have accepted to combat fraud (Sullivan, 2010). Despite multiple advantages, card
networks face barriers related to these initiatives (Sullivan, 2010). According to Sullivan
(2010), the entire network security is compromised by different incentives of members to make
individual efforts, increasing the dependency on the weakest links. In the same way that higher
efforts of one member to improve the network security increase the benefits for other members,
lower efforts by another member pose risks to the rest of the network (Sullivan, 2010). Hence,
Sullivan (2010) argues that security efforts should be pursued through collaboration, while
network standards should be cooperatively determined and flexible to manage conflicts of
interest, satisfy various interests, and promote incentivization and compliance among all
members. Additionally, the governance structure should include all actors and interests to
prevent blocking of the network progress (Sullivan, 2010). Card networks have addressed the
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risks of conflicts of interest by requiring a network membership to access its services, with
potential penalty fees if any member fails to achieve compliance (Sullivan, 2010).

Similar to the initiatives launched by card networks, Bezovski (2016) suggests that diverse
actors in the mobile payment market, such as mobile device manufacturers, payment service
providers, and telecommunication companies, should cooperate to develop common platforms
and ensure secure online payment environments. Sullivan (2010) indicates the need for
enhanced coordination between various actors in the payment industry to improve the security
of payment systems. Rather than investing in unneeded technology and developing separate
systems for transaction monitoring and screening, financial companies and merchants could
coordinate their efforts and identify solutions to achieve shared goals that benefit all members
in the ecosystem (Sullivan, 2010).

Arner et al. (2019) and Steinert and Williams (2020) mention how financial companies could
implement a shared K'YC utility approach to address the risks of financial crime and regulatory
pressure. By sharing information in a system of member institutions, companies could benefit
from reduced risk, improved effectiveness of KYC processes, and enhanced operational
efficiency while improving the customer experience and decreasing costs (Arner et al., 2019;
Karadag et al., 2022; Schlatt et al., 2022; Steinert & Williams, 2020). Such KYC utilities could
take different forms, such as collecting and sharing KYC data among utility members to
improve and streamline onboarding processes and consolidating transaction-level data to
enable refined transaction monitoring and screening (Steinert & Williams, 2020). They could
also involve fully outsourced solutions to improve the efficiency and operations of KYC
through non-bank third parties, such as technology or data vendors (Steinert & Williams,
2020). However, according to Steinert and Williams (2020), such outsourced solutions could
form conflicting incentives between vendors and participating firms, as vendors might focus
on capturing revenue from their products and services rather than creating value for the
financial companies.
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This chapter presents the research design of the study, the methods applied for data collection
and analysis, the research quality, and ethical considerations. A single-case study was
performed to illustrate the topics that fintech companies need to consider when partnering with
third-party actors for payment product distribution. The data collection relied on qualitative
research through semi-structured interviews at the case company. Furthermore, a thematic
analysis was conducted to analyze the data obtained during interviews. The trustworthiness of
the study was evaluated by considering its credibility, transferability, dependability, and
confirmability. Finally, ethical issues concerning potential harm to research participants, a lack
of informed consent, an invasion of privacy, and deception were considered.

3.1 Research Design

This study has followed the research design of a case study. A case study can be an appropriate
research method to use when the research questions intend to answer “how” and “why”
questions and when the project focuses on contemporary events (Easton, 2010; Yin, 2009).
Hence, since the research questions of this study were intended to answer how risks related to
financial crime affect fintech companies, and how these could be managed, the case study was
considered a suitable research design. Furthermore, case studies focus on the complexity and
specific nature of a particular case, such as a single organization, and concentrate on creating
an understanding of the dynamics present within this setting (Bryman & Bell, 2011; Eisenhardt,
1989). Therefore, it was considered appropriate to select a specific case company to study the
issues and answer the research questions.

According to Stake (1995), researchers should select cases based on the potential for learning
opportunities, where the expected learning is the greatest. Hence, the potential for learning
opportunities related to the purpose and research questions of this study was considered when
selecting a suitable case company. Furthermore, using a single-case study may be appropriate
when the case is representative for an industry or when there is an opportunity to observe and
analyze a problem previously inaccessible to social science inquiry (Yin, 2009). Therefore, the
case company was further selected to represent situations that similar companies encounter and
that have previously not been sufficiently studied.

3.1.1 Case Company

The case company for this study is a Swedish fintech company and online financial services
provider that partners with third-party payment facilitators for payment product distribution.
Through the partnerships with third-party payment facilitators, the case company seeks to
acquire a broader network of merchants to achieve further growth while limiting direct
financial loss exposure and decreasing operational costs by outsourcing various activities.
However, due to the increased dependency on third-party payment facilitators, the case
company needs to address several considerations, including risks related to financial crime.
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The case company was suitable for this study to illustrate the topics that fintech companies
need to consider when seeking to distribute their payment products through collaboration with
third-party actors. By studying the case company and understanding the effects of financial
crime risks associated with a distribution strategy through third parties, there was an
opportunity to contribute to the research by identifying how fintech companies can collaborate
with third-party actors in business ecosystems for payment product distribution considering
these risks. Furthermore, by understanding how the case company could manage its
partnerships considering financial crime risks, there was an opportunity to provide more
general guidelines for how similar companies could manage various risks related to financial
crime associated with a distribution strategy through third parties.

3.1.2 Study Context

This section presents the context in which the case company is situated. First, market aspects
are presented, providing context on why similar actors in the payment industry collaborate with
third-party payment facilitators for payment product distribution. Second, since the study will
explore how the case company could manage risks related to financial crime when
collaborating with third-party actors, context is provided on how similar actors control the risk
exposure created by their partnerships through fraud monitoring programs.

3.1.2.1 Market Aspects

Following the increasing demand for online payments and changing customer preferences, the
European Central Bank (2022) has reported that merchants accept an increasingly wide range
of online payment options to cater to a greater variety of customers. In the “2022 Commerce
and Payment Trends Report” by Global Payments (2022), 38% of surveyed merchants
expanded their online payment options in 2021. During the following year, 53% of merchants
expected to increase their number of online payment options (Global Payments, 2022). The
European Central Bank (2022) found that one of the main barriers perceived by merchants to
integrating new payment methods is the effort and time required for integration. Hence,
merchants value the capacity to integrate multiple payment solutions into existing
infrastructure through a single payment facilitator (European Central Bank, 2022; Global
Payments, 2022; J.P. Morgan, 2021). By getting one set of APIs and one integration into the
underlying technology, merchants can simplify the integration of a package of payment options
by using one single provider (J. P. Morgan, 2021).

Multiple actors in the payment industry partner with third-party payment facilitators for
payment product distribution, similar to the case company. For instance, credit card brands,
such as Visa, Mastercard, and American Express, collaborate with multiple payment
facilitators globally to support the integration of their payment methods for merchants and
enable consumers to pay online using their card brands (Visa, 2018; Mastercard, n.d; American
Express, 2023). Similarly, Apple, Google, and Alipay partner with payment facilitators to
enable consumers to pay with a saved card or stored balance through their digital wallets when
shopping online (Apple, n.d.; Stripe, n.d.).

22



3. Methodology

3.1.2.2 Fraud Monitoring Programs

Fraud monitoring programs provide one example of how payment card networks control that
the merchants they partner with fulfill financial regulations to limit their risk exposure (J. P.
Morgan, 2022a; J. P. Morgan, 2022b). For instance, Visa and Mastercard have implemented
fraud monitoring programs to reduce e-commerce fraud and increase the security of their
payment ecosystems by controlling that merchants do not exceed certain financial crime-
related transaction volumes (checkout.com, 2023; J. P. Morgan, 2022a; J. P. Morgan, 2022b).
Merchants that exceed certain fraud volumes compared to their sales volumes are placed in the
fraud monitoring program and must create remediation plans, outlining actions to restore
compliance and including dates and milestones for all corrective actions (J. P. Morgan, 2022a;
J. P. Morgan, 2022b). Based on the exceeded thresholds, merchants are assessed different
levels of fines or other adverse actions (J. P. Morgan, 2022a).

3.2 Data Collection and Analysis

The data collection for this study has relied on qualitative research through semi-structured
interviews at the case company. For the data analysis, a framework proposed by Grodal et al.
(2021) was applied to generate a structure for the categorization of data and enable the
formulation of conclusions.

3.2.1 Interviews

Semi-structured interviews were conducted with employees at the case company with
knowledge in the studied field. Advantages of the semi-structured interview format include the
ability of interviewers to improvise follow-up questions depending on the relevance of
participants’ replies and the room for participants’ individual verbal expressions (Bryman &
Bell, 2011; Kallio et al., 2016). The interview questions were determined in advance and
formulated using an interview guide that covered the main topics of the study, which is
considered beneficial to enable structured discussions while exploring the research topic by
collecting similar data from all participants (Kallio et al., 2016). The interviews intended to
create an understanding of how the case company is affected by risks related to financial crime
when partnering with external actors for payment product distribution and scaling. For this
purpose, interviews focused on topics related to payment product distribution through external
payment facilitators and the areas that should be considered related to financial crime aspects.
Furthermore, considerations for risk management from the case company’s perspective were
studied during interviews to identify potential measures to manage the risks related to financial
crime when partnering with third-party actors in business ecosystems. This qualitative
interviewing formed an inductive approach to the relationship between theory and research,
which Bryman and Bell (2011) consider as beneficial in case studies as they are helpful in the
generation of an intensive examination of the case.

In total, 11 interviews were conducted at the case company. Interviewees were selected based
on their knowledge within the studied field and included employees with expertise in risk
management, business development, and legal areas. Since the topics of this study mainly dealt
with risks related to financial crime and how these could be managed, a majority of participants
with risk management expertise were selected. All interviews were conducted online in a video
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format due to the location of interviewees. The interviews were recorded with permission from
participants and transcribed to enable deeper analysis of the material after conducting the
interviews. In several cases, participants who had previously been interviewed were contacted
again for follow-up questions as new information surfaced. Figure 3.1 presents the list of
interviewees, their area of expertise, date, and duration of each interview.

Interviewee Area of Expertise Date Duration (min)
A Legal 2023-03-28 47
B Risk Management 2023-03-28 58
C Risk Management 2023-03-29 29
D Risk Management 2023-03-29 41
E Risk Management 2023-03-29 41
F Risk Management 2023-03-30 41
G Business Development 2023-03-30 29
H Business Development 2023-04-05 36
| Risk Management 2023-04-11 37
J Risk Management 2023-04-12 46
K Business Development 2023-04-12 29

Figure 3-1: List of interviewees, their area of expertise, date, and duration of each interview.

3.2.2 Data Analysis

A thematic analysis was conducted to analyze the data obtained during interviews. Data
categories were generated by applying a general framework for qualitative analysis proposed
by Grodal et al. (2021) to create the basis for new theory development. The framework included
three stages: initial category generation, refinement of tentative categories, and stabilization of
categories (Grodal et al., 2021). Figure 3.2 illustrates the framework and specific moves taken
during each stage.
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Figure 3-2: The applied framework proposed by Grodal et al. (2021) for data categorization
and specific moves taken during each stage.

During the first stage, interviewees were asked predefined questions related to the research
questions of the study and associated theories, focusing on three overarching categories: (1)
opportunities of third-party payment product distribution, (2) considerations related to financial
crime, and (3) risk management. Interviewees were asked questions such as “From a financial
crime perspective, what do you believe needs to be considered when distributing payment
products through third-party payment facilitators?” and “How do you believe that these
considerations could be managed?”. These initial questions allowed for proactivity by
directing the qualitative analysis toward specific theories related to the study, which Grodal et
al. (2021) explain increases the likelihood of theoretical significance. When developing initial
data categories based on the answers to these questions, a focus was put on puzzles and
identifying the data most relevant to answer the research questions of the study while partially
ignoring less relevant data to support managing the complexity and high amount of data. As a
result, initial data categorizations for each overarching category were identified.

Second, the initial data categories were analyzed and restructured according to the identified
links between these. For instance, several categories were moved from the overarching data
category “considerations related to financial crime” to “risk management” and vice versa since
they were identified as more related to these categories. Some categories were split into
separate categories to increase the clarity of the distinction between concepts, while other
categories were merged into one due to their close relatedness. Categories were further
sequentially structured along with the recognition of dynamic relationships. For instance, the
various solutions for how considerations related to financial crime could be managed were
categorized into different sequential stages of the partnerships with third-party payment
facilitators, such as pre-onboarding, post-onboarding, and throughout the relationships.
According to Grodal et al. (2021), these moves could help researchers differentiate between
and map out links between categories functioning as mechanisms or concepts. Furthermore, it

25



3. Methodology

allows for new perspectives on the interrelationships between mechanisms and concepts,
creating a more exhaustive understanding of concepts (Grodal et al., 2021).

Third, during the final step of the analysis, the results generated from the interviews were
reanalyzed and integrated with the information presented in the theoretical framework in
Chapter 2. The obtained results were compared and contrasted with theories to identify
supporting and opposing evidence to, finally, enable the formulation of conclusions. According
to Grodal et al. (2021), these moves enable the stabilization of a categorization structure that
supports hypotheses and advances theory.

3.3 Research Quality

The case company was considered a relevant case for this study to illustrate the topics related
to financial crime risks that fintech companies need to consider when seeking to distribute their
payment products through third-party actors in business ecosystems. According to Lee et al.
(2007), the main strength of a case study is particularization rather than generalization. Hence,
the goal of this study was to generate concepts of how financial crime risks can be managed by
exploring the particular case and creating an understanding of the complexity related to the
case company’s distribution partnerships with third-party payment facilitators. However,
Bryman and Bell (2011) raise issues of trustworthiness for assessing qualitative studies. To
determine the trustworthiness of a study, Bryman and Bell (2011) point out credibility,
transferability, dependability, and confirmability as equivalent criteria that should be
considered.

3.3.1 Credibility

Achieving credibility in qualitative research involves ensuring good research practice and
receiving respondent validation to confirm that the researcher has understood the studied issue
correctly (Bryman & Bell, 2011). The aim of these tasks is to validate that the researcher’s
findings and impressions correspond with the respondents’ views (Bryman & Bell, 2011).
Credibility could be achieved by providing each participant with an account of the researcher’s
observations and what was said during interview discussions (Bryman & Bell, 2011). Hence,
after conducting and compiling the interviews for this study, the results were shared with each
participant. Participants were notified that they could either confirm the information, reject it,
or suggest alternative formulations. Although such participant validation potentially increases
the research credibility, Bryman and Bell (2011) point out that researchers should not presume
that participants can validate an analysis directed toward academics. Censorship problems
could further arise if researchers provide influential groups, such as senior managers, with
control of the research (Bryman & Bell, 2011). Since the results of this study were based on a
single-case study involving only one case company, senior managers at the case company were
concerned with anonymity. Therefore, senior managers at the case company were asked to
validate and approve the results, potentially decreasing credibility as some information
required being more anonymized.
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3.3.2 Transferability

Transferability refers to demonstrating whether the findings of one study can be applied in
other contexts or to a wider population (Bryman & Bell, 2011; Graneheim & Lundman, 2004;
Shenton, 2004). Shenton (2004) points out how the results generated from qualitative studies
should be comprehended within the context of the specifically studied organization. To
facilitate this comprehension, Bryman and Bell (2011) and Graneheim and Lundman (2004)
propose that researchers should provide clear and rich details of the selection and attributes of
research participants, the context and organizational culture, and the data collection and
analysis process. Since this study was based on a single-case study requiring a high degree of
anonymity, the information about the case company and its interviewed employees had to
remain limited. However, a description of the case company, the industry it operates in, and
the area of expertise for each participant were presented to enhance transferability possibilities.
Furthermore, the results chapter of this study includes a relatively extensive amount of data
along with quotations from interviewees, which Graneheim and Lundman (2004) also suggest
increases transferability. Since the results obtained through qualitative research are specific to
the particular studied organization, Shenton (2004) raises challenges in achieving more general
transferability. However, by conducting similar projects in different settings employing the
same methods, a higher degree of transferability could potentially be validated (Shenton, 2004).
Hence, by using the interview guide presented in Appendix 1 as a data collection tool, further
studies could test the concepts of this study in other settings to enable a higher degree of
transferability.

3.3.3 Dependability

Dependability addresses whether similar results would have been obtained if the work was
repeated following the same research process, in the same context, and with the same research
participants (Bryman & Bell, 2011; Shenton, 2004). This study has sought to provide
transparency in the problem formulation, research participant selection, data collection, and
data analysis processes to enable other researchers to obtain similar results. Bryman and Bell
(2001) and Shenton (2004) argue that researchers could achieve dependability through such
reporting of processes, actions, and choices made during the study.

3.3.4 Confirmability

Confirmability refers to demonstrating objectivity of the research by ensuring that the results
reflect research participants’ experiences rather than the researcher’s individual preferences
(Bryman & Bell, 2011; Shenton, 2004). Different measures were taken throughout this study
to reduce the potential influence of bias and enhance confirmability. For instance, interviewee
participants with different hierarchical positions and various backgrounds were selected to limit
the risk of role-dependent biases and increase the potential for diverse answers. However,
complete objectivity in qualitative research is difficult to ensure (Bryman and Bell, 2011;
Shenton, 2004). For instance, in this study, the interview topics were designed and determined
in advance to fit with the focus of the study, potentially reflecting the researcher’s biases. More
interviews could have been conducted with diverse employees at the case company to increase
the confirmability of this study. Furthermore, interviews with other organizations in similar
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contexts could have been conducted to broaden the scope of the study and reduce the risk of
organizational bias.

3.4 Research Ethics

Ethical concerns typically arise during different research stages and should not be ignored
(Bryman and Bell, 2011). Four areas to consider concerning ethical issues include the
evaluation of potential harm to research participants, a lack of informed consent, an invasion
of privacy, and deception (Bryman and Bell, 2011). The involvement of research participants
in this study has been voluntary. At the beginning of the interviews, participants were informed
about the purpose of the study and the reasons why their contributions were considered
valuable. Participants were informed about the anonymity of individual participants, the case
company, and sensitive topics to reduce stress and make participants feel comfortable sharing
their personal experiences and information. Furthermore, participants were informed about the
applied research process in advance before confirming their participation to prevent a lack of
informed consent and deception. When conducting the interviews, participants were notified
that they had the opportunity to withdraw their consent at any time or refuse to answer questions
considered sensitive or personal to avoid an invasion of privacy.

28



4. Results

This chapter presents the results of the study. The results are exclusively based on insights
obtained during data collection through interviews with employees at the case company. First,
the main opportunities perceived by third-party payment product distribution through payment
facilitators are presented. Second, the various topics that should be considered related to
financial crime along with such partnerships are outlined. Finally, the chapter provides
identified solutions for how considerations related to financial crime when partnering with
third-party payment facilitators for payment product distribution could be managed.

Since the research questions of this thesis focused on understanding how fintech companies
are affected by risks related to financial crime and how these can be managed, the interviews
mainly dealt with topics that should be considered related to these risks. The opportunities of
payment product distribution through third parties was only briefly discussed to provide
context and gain a strategic perspective on why the case company uses such partnerships.

4.1 Opportunities of Third-Party Distribution

All interviewees agreed that there are multiple advantages of entering partnerships and using
external payment facilitators for payment product distribution. The most frequently discussed
opportunities involve the ability to scale at speed and gain control of the internal operational
cost base while focusing on other business-critical areas.

4.1.1 Scaling

When asking participants about the opportunities related to using third parties for payment
product distribution, all interviewees agreed that one of the main advantages involves the
possibility of achieving more frictionless global scaling while making payment methods more
accessible for merchants on multiple platforms globally. Interviewee K highlighted that a
challenge for merchants is that they need to offer many payment methods to serve different
types of consumers. Payment facilitators enable merchants to implement multiple payment
options around the globe through a single contract and one integration. The interviewee
underlined, “From a merchant perspective, no one wants to do hundreds of integrations — you
want one simple and straightforward integration and one contract to cover multiple payment
methods for your customers.” Hence, the interviewee described how payment product
distribution through payment facilitators serves all actors in the ecosystem by solving
challenges for all the parties involved. Interviewee D further noted, “Scaling and onboarding
a high number of new merchants require frictionless onboarding processes, both from an
internal operational perspective as well as for the merchant experience.” Hence, by leveraging
the infrastructure and existing user bases of merchants that payment facilitators have created,
the interviewee perceived an opportunity to frictionlessly onboard a high volume of merchants,
promoting the ability to scale at speed.
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4.1.2 Focused Operational Activities

Interviewees with legal, risk management, and business development expertise raised how
acquiring new merchants internally and achieving global scale require solid procedures for
underwriting and onboarding, including KYC, and managing the relationships with merchants.
These processes were perceived as critical from a risk management perspective and for the
merchant experience. However, interviewees D, E, and J pointed out that underwriting and
onboarding processes require extensive operational work and are expensive to build and
maintain over time. Interviewee J mentioned, “Performing underwriting of each merchant you
have a relationship with is expensive. You need access to the right data sources and people
who will spend time doing it. Using a third party for these tasks enables you to grow faster
with fewer resources.” Hence, one frequently raised advantage of using payment facilitators
for payment product distribution was the possibility to outsource the underwriting, onboarding,
and direct relationships with a large number of merchants while gaining a higher control of the
internal operational cost base. Interviewees F and J mentioned that rather than onboarding all
the merchants that want to integrate your payment products, you only need to underwrite,
onboard, and maintain the relationship with one payment facilitator that covers the financial
risk related to merchants.

Multiple interviewees underlined that many payment facilitators have developed solid
underwriting and KYC procedures. Payment facilitators have further specialized in offering
good experiences for merchants by using simple, accessible, and streamlined onboarding
processes while enabling the integration of a wide range of payment options for their
consumers. Therefore, when outsourcing these activities to payment facilitators instead of
managing them internally, interviewees acknowledged the opportunity to improve the
merchant experience while being able to focus on other business-critical areas with the most
internal expertise. Interviewee D highlighted, “You should focus on doing the things that you
are really good at while you let someone else do the things they have the most expertise in.”
All interviewees described how partnerships with payment facilitators could reduce the friction
and work involved with having direct relationships with merchants, making internal operations
more simple and focused. For instance, interviewee A underlined, “Using someone in the
middle can remove firiction while making your job more focused. The middleman takes care of
managing the relationships with merchants, while you just need to make sure that you manage
the relationship well with the middleman.” Hence, it was perceived as more scalable to use an
intermediary actor to take care of areas related to merchants, such as KYC and AML, while
only managing the relationships with payment facilitators rather than their whole merchant
bases. As interviewee J noted, “When using payment facilitators for payment product
distribution, you need to ensure a good relationship only with these partners, rather than
micro-managing each merchant, which could be beneficial in the long term.”

4.2 Considerations Related to Financial Crime

Besides the perceived advantages of payment product distribution through third-party payment
facilitators, participants also mentioned several topics when asked about the areas that should
be considered related to financial crimes along with these partnerships. This section presents
the most frequently discussed areas that should be considered, including increased dependency
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on payment facilitators to mitigate financial crime, risk appetite alignment, fraud detection
complexity, operational costs for managing financial crime and end consumer errands, and
legal, reputational, and credit risks. Figure 4.1 illustrates a summary of the identified areas to
consider.

Areas For Consideration Examples

Value created dependent on payment facilitators

Less insights into merchants that use your payment services
Need for trust in partners

Demand for mutually beneficial partnerships

Third-Party Dependency

Agreement on which merchants payment facilitators onboard
Payment facilitators operating under other legal requirements
Not fully transparent risk appetites

Measures if agreed risk appetite is not followed

Risk Appetite Alignment

Difficulties in identifying fraudulent merchants

Fraud Detection Complexity Insufficient data points provided by payment facilitators

Managing disputes and customer service related to fraud
Operational Costs Dealing with end consumers
Lengthy process to assess payment facilitators prior to entering partnerships

Perceived negligence from regulators if payment facilitators have insufficient controls

el ks Indirect and involuntary facilitation of payments with criminal nature

Brand damage due to discreditable payment facilitator behavior
Reputational Risk Difficulties in covering reputational risk in contracts
Misbehaving merchants damaging brand perception

Payment facilitators might become financially weak

il R Risk of having to repay end consumers for purchases through fraudulent merchants

Figure 4-1: Summary of identified areas to consider related to financial crime.

4.2.1 Third-Party Dependency

All interviewees agreed that using payment facilitators for merchant onboarding and payment
product distribution increases the dependency on third parties. When performing these
activities internally, interviewee D explained how the value created for merchants and end
consumers depends only on you as a payment service provider. However, when using payment
facilitators as intermediaries, the value creation becomes dependent on these third parties.
Although interviewees pointed out the advantages of only needing to maintain a relationship
with payment facilitators rather than with multiple merchants, interviewees with risk
management and legal expertise underlined that one consequence could be that you do not
know the merchants as well as you otherwise would do. Interviewee J noted, “When you
distribute your payment methods through external payment facilitators, you must be able to
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trust that the partner takes responsibility to keep the risk of onboarded merchants sufficiently
low.” Hence, multiple interviewees raised a need for trust in the payment facilitators you
partner with to manage their merchant base correctly and take sufficient action to reduce
financial crime risks.

As payment facilitators have direct relationships with merchants and are responsible for the
merchant bases, interviewees E, H, and J explained that these partners could decide how and
to which merchants they distribute their packages of payment services. Interviewee A described
how the supply chain works similarly in most industries. The interviewee noted, “If a company
manufactures a car, and another company distributes and sells it, the manufacturer does not
have a direct relationship with the end consumer; the manufacturer is not concerned with who
the distributor sells the car to. However, when it comes to financial services and risks related
to financial crime, it becomes more sensitive. You must ensure that you are confident in trusting
your partners to do their job and take responsibility.” Hence, multiple interviewees raised the
importance of trusting and ensuring that the payment facilitators you partner with have
implemented proper checks before onboarding merchants and allowing them to use your
payment methods. Furthermore, interviewees D and G underlined how partnerships must be
mutually beneficial for all parties involved when collaborating with external actors for payment
product distribution, potentially creating challenges.

4.2.2 Risk Appetite Alignment

A majority of interviewees pointed out that different risk appetite levels could make it hard to
agree on which types of merchants payment facilitators should onboard and distribute payment
services to. Interviewees A, C, and D underlined that although most fintech companies operate
more or less under the same laws and legal frameworks, they can choose their range within the
legal bounds in which to operate. Interviewees D and K mentioned that there will always be
risks related to fraud in fintech, but each company can choose its willingness to accept certain
risks. Interviewee D noted, “Each company sets its own risk appetite, and it becomes a matter
of how much risk it is willing to accept within what is legal.”

Interviewee J mentioned that several payment facilitators might accept payments for merchants
that operate in more high-risk industries beyond your internal risk appetite. Furthermore,
payment facilitators based in other markets with different regulatory requirements might
naturally accept more risk than your risk appetite allows. Hence, it was considered critical to
align on risk appetite levels and what types of merchants payment facilitators onboard and
distribute payment products to in advance. However, interviewee A noted how the risk appetite
levels partners set might not always be fully transparent. The interviewee pointed out a risk
that payment facilitators communicate one level of risk appetite but practically do not follow
it. There could further be situations where these partners agree on a risk appetite but are unable
to effectively adhere to such an agreed-upon risk level. Hence, one challenge lies in ensuring
that the partner complies with the agreed risk appetite and monitoring that they only onboard
the merchants you want to use your payment products. Defining the consequences when a
partner, for any reason, fails to adhere to the predefined risk appetite was perceived as critical
by many interviewees. However, interviewee F emphasized that agreeing on potential measures
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and actions to take along with the timelines for mitigation could be challenging to define in
advance.

4.2.3 Fraud Detection Complexity

Several interviewees highlighted how using an intermediary actor for payment product
distribution could make it harder to identify fraudulent merchants. If detecting a fraudulent
merchant who onboarded through a specific payment facilitator and suspending it from using
your payment services, interviewee D noted that there could be a risk that the merchant tries to
onboard through another payment facilitator. Unless you have sufficient data points on the
merchant, the interviewee pointed out that it could be hard to identify that it is the same
fraudulent merchant. Interviewee D further mentioned, “A critical challenge with financial
crimes for all fintech companies is that after you learn how to detect a certain kind of fraud,
and some time passes, criminals will create new ways of committing fraud.” The interviewee
underlined that new technology and methods using artificial intelligence make fraud
increasingly sophisticated and complex, requiring increasingly faster and refined actions for
detection.

4.2.4 Operational Costs

Interviewees D, E, G, and H noted that partnering with payment facilitators who onboard a
high volume of fraudulent merchants could create additional time-consuming and costly
operational work. Although the financial risk should be managed by payment facilitators, the
operational costs related to managing customer service errands might still be managed
internally. Interviewee D mentioned that if consumers do not receive items ordered through a
fraudulent merchant, they may create disputes that must be dealt with internally. Interviewee
H underlined, “Fraud becomes bad because one knock-on effect is that we get disputes and
errands from shoppers about it.” If you identify a fraudulent merchant and know that the end
consumers will not receive their orders, you must further figure out how to deal with these
consumers. Additionally, interviewee H pointed out that payment facilitators that do not have
proper controls to mitigate fraud create additional manual work as internal teams might be
required to investigate and manage the issue.

Multiple interviewees highlighted that the underwriting of payment facilitators might require
more manual work than the underwriting of individual merchants. For instance, interviewee C
noted that assessing payment facilitators could be a lengthy process and more challenging since
you need to take more factors into account. Interviewee E emphasized the need to assess the
financial standing of payment facilitators and the merchants they onboard. If a payment
facilitator has onboarded only a few merchants, and one is fraudulent, the interviewee
mentioned that the payment facilitator becomes more dependent on this merchant than if they
had a higher volume of their merchant base. Therefore, interviewee E underlined that entering
into partnerships with payment facilitators could require a higher workload for onboarding, as
the underwriting needs to include a more in-depth analysis of the financial standings of the
payment facilitator and its merchant base.
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4.2.5 Legal Risk

Interviewees with legal and risk management expertise raised how partnerships with payment
facilitators could create legal risks if not correctly managed. From a theoretical perspective,
interviewees B, C, and E pointed out that payment facilitators are liable for to which merchants
they distribute payment products. However, as the payment service provider, you might, to
some extent, be held accountable. Interviewees B, C, and I mentioned that various countries
have different regulations and could have less robust AML programs on the governmental
level. Hence, payment facilitators from such countries might have a bigger room for maneuver
to not perform some of the checks expected to be done in the jurisdictions with more robust
programs to combat financial crime. If you decide to partner with these actors despite being
aware of their lack of controls, either due to the fact that they come from a less regulated
country or that they themselves have poor AML programs, several regulators may perceive you
as negligent. Interviewee B underlined, “If'you know a payment facilitator has less robust KYC
or AML processes, yet you enter into a partnership with them, regulators might perceive this
as negligence or failure to adapt proper risk assessments and measures.” Although regulators
might not hold you accountable to the same extent as the payment facilitator, interviewees
noted that regulators might perceive your controls as weak. As interviewee J highlighted, “If
you would indirectly or involuntarily be part of a money laundering scheme, you could receive
negative attention from regulators as your processes would seem weak.” Interviewee B further
mentioned that several countries, such as the US, have stricter regulations for facilitating
payments with sanctioned individuals. The interviewee noted that if you partner with a payment
facilitator that does not perform sufficient sanction checks and still let them distribute your
payment services to anyone, you might facilitate payments with a sanctioned individual or
company. If you are aware that such risks exist and do nothing about it, the interviewee noted
that you might, to some extent, be held accountable by regulators.

4.2.6 Reputational Risk

All interviewees discussed an inherent risk of reputational damage when distributing payment
products through external payment facilitators. Multiple interviewees provided examples of
how indirect and involuntary criminal transaction involvement could damage your brand. For
instance, apart from being a legal risk, interviewee J mentioned how involvement in a money
laundering scheme could create reputational risks. Interviewee B referred to the misconduct of
the German payment processor and financial services provider Wirecard, which is suspected
to have engaged in money laundering and fraud practices, leading to insolvency in 2020
(McCrum et al., 2020). The interviewee further noted, “If a scandal blows up, your brand might
be on the first page everywhere as the payment provider whose services were used to finance
a terrorist attack.” Interviewee A said, “Reputation does not care if something is legal or not,
or even if it is true. If things come up on the Internet, you will be judged by them regardless of
whether they are true or not, and that affects your reputation.” Interviewees A and E mentioned
that third-party contracts could be set up to recover financially in case of fraud, putting financial
risk on payment facilitators. However, setting up contracts with these partners to protect you
from reputational damage could be more challenging.

Interviewees discussed the reputational risk if your payment services would be visible on the
websites of misbehaving merchants. For instance, interviewee B pointed out that consumers
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who use your payment services to pay for their online orders might have a feeling that they are
dealing with your company. However, they are dealing with the merchant of a payment
facilitator with whom you have a partnership. Since end consumers might sense that they are
doing business directly with you as a payment service provider, there is a reputational risk if
the merchant does not deliver the goods. Hence, interviewee B emphasized that partnering with
a payment facilitator with a large base of fraudulent merchants would not look good from the
end consumer’s point of view. Interviewees stressed how customers might associate their poor
experiences from these purchases with your brand. Interviewee I noted, “Merchants that
commit fraud have a negative impact on end consumers. If you are associated with fraud, it
damages consumers’ perception of your brand.” Interviewee D mentioned that you should
consider the potential imbalance of having a few misbehaving merchants versus how many
consumers they reach. If fraudulent merchants reach many consumers, your brand, PR, and
reputation could be affected, which impacts your ability to scale and grow as a business.

4.2.7 Credit Risk

Several interviewees described how payment facilitators that onboard fraudulent merchants
potentially create credit risks. If you are comfortable with the financial standing of a payment
facilitator, interviewees D, E, and F noted that you might not need to worry too much about
how financially strong the merchants they onboard are since this partner will cover their
financial risk. Interviewee E mentioned that, theoretically, this could enable you to take on
higher-risk merchants without being financially impacted, which could be helpful for several
merchant segments that you would otherwise have a higher risk exposure toward. However, if
the payment facilitator would become financially unable due to insolvency or, for any reason,
would not cover the financial risk related to fraudulent merchants, interviewee E emphasized
how this could create credit risks for you as a payment service provider. For instance, if
consumers do not receive the goods they ordered through a fraudulent merchant, they might
need to be repaid. In this case, if the payment facilitator is not able to repay the consumers,
you, as a payment service provider, might need to assume liability of the refund regardless of
if you already transferred the money to the payment facilitator.

Interviewees D and E discussed how credit risks increase for merchants that sell intangible
products, such as travel events, flight tickets, and accommodation. The events often do not
happen until several weeks, months, or years after the consumers placed and paid for their
orders. Interviewee E mentioned that when noticing that a payment facilitator is very dependent
on a high-risk or financially weak merchant or is financially deteriorating, the exposure could
be mitigated or reduced by increasing the payment delay towards the payment facilitator.
However, although there is some expectation that you must protect yourself to some degree
according to your risk appetite, the interviewee noted that such solutions could create friction
between these partners.

4.3 Risk Management

This section presents the identified solutions for how considerations related to financial crime
when partnering with payment facilitators could be managed. First, interviewees perceived it
as critical to set and align risk appetites, involve management in risk decisions, and perform
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proper underwriting of payment facilitators before entering into partnerships. Second, after
entering into partnerships with payment facilitators, controls in onboarding APIs, transaction
monitoring, and key risk indicators (KRIs) could be used to detect financial crime patterns
earlier and enable faster action for risk mitigation. Third, adaptive pricing strategies and fraud
monitoring programs could be implemented to incentivize payment facilitators to adhere to the
agreed risk appetite. Finally, data transfer agreements (DTAs) and robust contracts with
payment facilitators could be set up to specify which data points payment facilitators should
provide for financial crime detection and limit the exposure to financial crime risks. Figure 4.2
shows a summary of the identified solutions and their impact on the considered topics.
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Partnership Stage Solutions Impact

Internal alignment on acceptable risk levels
Define and Align Risk Appetites Clarity on which payment facilitators to partner with
Alignment with payment facilitators on acceptable risk levels

Pre-Onboarding

Insights into payment facilitators, their processes, and merchant bases
Underwriting of Payment Facilitators Increased control of various risks
Ensuring payment facilitators adhere to internal standards

Compliance with agreed risk appetite

Early detection of financial crime patterns

Fraud Controls in Onboarding APIs Immediate rejection of fraudulent merchants before onboarding
Reduced pressure on payment facilitators during merchant onboarding
Control over which merchants you have business with

Compliance with agreed risk appetite
Transaction Monitoring Early detection of financial crime patterns
Control over which merchants you have business with

Compliance with agreed risk appetite

Early detection of financial crime patterns

Control over which merchants you have business with
Transparency and collaborative approach to mitigating risks

Post-Onboarding Key Risk Indicators

Compliance with agreed risk appetite
Adaptive Pricing Motivating payment facilitators to keep financial crime levels low
Balancing risks for higher-risk segments

Compliance with agreed risk appetite
Fraud Monitoring Programs Motivating payment facilitators to keep financial crime levels low
Alignment on how fraud should be managed

Specifying data points that payment facilitators must share
Data Transfer Agreements Access to sufficient data points for financial crime detection
Consistency of data points provided by payment facilitators

Compliance with agreed risk appetite

Clarity on each party's obligations

Limiting exposure to financial crime risks

Enabling action if payment facilitators exceed risk appetite

Throughout Partnership Robust Contracts

Management Involvement Strategic decision-making for risk management

Figure 4-2: Identified solutions for how considerations related to financial crime could be
managed and their impact on the considered topics.

4.3.1 Define and Align Risk Appetites

When partnering with payment facilitators for payment product distribution, interviewees C,
F, G, 1, J, and K emphasized that the first step to mitigating the risks related to financial crime
is to set a risk appetite and then ensure alignment on it with partners. Interviewee K underlined,
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“There is no business without risks. You need to understand what the risks are for your business
and take on the risks that make sense.” Interviewees I and J especially mentioned the
importance of defining and agreeing on an organizational risk appetite as you partner with
external actors. Interviewee J highlighted, “A well-defined risk appetite enables everyone
involved in partnerships to understand what risks are acceptable versus too high and should
be mitigated.” Interviewees I and J further raised how the organizational risk appetite must be
well-documented internally, as clarity on which risks you accept becomes increasingly critical
as you scale. Interviewee I pointed out, “For partnerships to work in a more scalable way, you
must have a structure for how the risk appetite is defined, how escalations are managed, and
which stakeholders should be involved if the risk appetite is exceeded. You must know what
risk appetite you have and, based on that risk appetite, how you should mitigate various risks.”
Interviewee I further underlined, “Clear guidelines on which risks you accept make it more
clear which partners you can work with depending on their risk exposure in various markets
and categories.”

Apart from defining and agreeing on an internal risk appetite, all interviewees raised the
importance of aligning risk appetite levels with partners. As companies can choose to be closer
to the middle or the edge of what is legally required, aligning risk appetites before entering into
partnerships was considered necessary. Interviewee K highlighted, “When entering into
partnerships, the risk appetite is critical for all the parties involved to understand each other.”
Hence, the importance of communicating your risk appetite and what fraud or dispute rates you
deem acceptable toward partners was raised repeatedly during interviews.

4.3.2 Underwriting of Payment Facilitators

Apart from defining and aligning risk appetites and involving management in risk decisions,
all interviewees pointed out the importance of performing proper underwriting of payment
facilitators before considering a potential partnership. If performing appropriate KYC, AML,
and due diligence on payment facilitators and managing those relationships well, interviewees
A and B mentioned that you should cover the legal risk of these partnerships. Interviewee K
further underlined the need to ensure that partners manage their responsibilities the way they
should. Interviewees B, E, and F emphasized the importance of implementing a clear
framework for assessing payment facilitators during onboarding and performing regular
reviews of these partners.

Interviewee B explained how the Wolfsberg Group, consisting of 13 global banks that develop
frameworks for managing financial crime risks (The Wolfsberg Group, 2018), has created a
questionnaire for when banks partner with another financial institution. The interviewee
mentioned that this questionnaire could be used as a reference and adapted to suit the purposes
of partnerships with payment facilitators for payment product distribution. The interviewee
explained that payment facilitators should be required to fill out the questionnaire before
entering into partnerships to prevent financial crime risks. The interviewee raised KYC,
licenses and legal background, fraud prevention and reporting, and financial counterparty risk
as critical areas of information that the assessment of a payment facilitator should include
before onboarding. Although payment facilitators own the relationships with merchants,
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interviewees B and J noted that these partners should adhere to internal standards to let them
distribute your payment services to the merchants they have business with.

Multiple interviewees mentioned that you need to perform sufficient checks to fully understand
who the payment facilitator is and what they do, including confirming that the business exists,
that they are performing well, and have no dealings with politically exposed persons.
Furthermore, it must be understood what regulations the payment facilitator you partner with
adhere to and what implications it has for your business. For instance, interviewee B noted that
you must understand if the payment facilitator is a regulated company and, in that case, who
supervises them. Furthermore, interviewees B and C mentioned that you should consider the
legal requirements a partner operates under. Partnering with companies that have similar legal
requirements was claimed to enable better governance of the partners and the controls they
have in place. Hence, interviewee B highlighted that it could be beneficial to only partner with
companies from countries with similar regulations and legal requirements to ensure that the
partner has equivalent controls and will not pose any unnecessary risk. If a payment facilitator
is from a different country that lacks regulations and legal requirements, the interviewee
mentioned that your payment services might be distributed to people with whom you do not
want to do business.

Interviewees with legal, risk management, and business development expertise raised it as
critical to understand the procedures that payment facilitators use for onboarding new
merchants, such as what information they collect, how they verify the identity of their
customers, and how they perform AML risk assessment and scoring. Furthermore, it was
considered necessary to assess how these partners work with fraud prevention and reporting to
understand how they detect fraud, monitor the merchants to which they distribute payment
services, and escalate suspicious transactions to authorities. Hence, the interviewees stressed
the importance of ensuring that partners have proper controls and processes for KYC, AML,
and due diligence to guarantee that your payment products will not be abused. Interviewee B
mentioned that the monitoring systems partners have implemented to detect money laundering
and fraud should be understood. The interviewee noted that payment facilitators should have
policies that ensure they meet the global requirements for AML programs. For instance, if
entering a partnership with a smaller payment facilitator in Asia that onboards merchants
worldwide, you should ensure that their AML policy covers the global requirements. As
interviewee B mentioned, “We need to ensure that the partner understands how the global
banking system works and what the global standards are.” In the same way, if a payment
facilitator wants to operate in the US, the interviewee noted that you must ensure that they have
US-based instruction policies and fully understand the requirements for this market.

Interviewee B noted that most payment facilitators are legally required to report suspicious
activities to authorities. Therefore, it must be understood whether the partner has the required
knowledge related to transaction monitoring and who is responsible for the reporting. To ensure
that financial crime is taken seriously, the interviewee pointed out that it is critical to confirm
that not only a partner’s compliance department is responsible for and involved in risk
management but also its senior management or owners. Furthermore, you must ensure that if
suspicious activity is reported to senior management, they have the right staff to deal with the
problem, such as AML analysts and a compliance team. The interviewee pointed out that you
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should not expect other business functions to have sufficient money laundering or fraud
knowledge. Hence, you must ensure that employees with the required knowledge can oversee
these functions.

Apart from assessing payment facilitators, interviewees A, B, D, and E pointed out the
importance of collecting data on their merchant bases during onboarding. Interviewee B
mentioned that payment facilitators should communicate their share of merchants for different
AML risk classes to understand the exposure to money laundering risks through a potential
partnership. The interviewees further raised the necessity to consider the merchant mix of
payment facilitators during onboarding to ensure you are not too exposed to one particular
segment. For instance, interviewee E mentioned the need to identify the percentage of exposure
or sales volume processed through the largest merchants of a payment facilitator. If a payment
facilitator has a high concentration of a particular segment above a certain threshold and is
reliant upon only a few merchants within this segment, the interviewee explained that the
associated risks, including credit risk, must be considered. Additionally, partners should
confirm that they will share necessary data upon request. For instance, interviewee B
underlined that you must ensure that partners adhere to the laws of keeping their data records
of merchants for a certain period and can share transaction data for due diligence if regulators
request it or investigations need to be performed on merchants with whom they do business.

Several interviewees explained how performing background checks on publicly available
information could be beneficial to complement the information shared by payment facilitators.
Interviewee B noted that you must be able to trust that partners are honest and provide you with
the correct information. However, sometimes the information you request partners to share
may be publicly available. By asking payment facilitators to share their details, you could test
if the partners are being honest with you. For instance, interviewees B and C noted that you
could perform checks to confirm that payment facilitators previously were not fined by
regulators for deficiencies or lack of function controls.

Overall, all interviewees described a thorough assessment of payment facilitators before
entering into partnerships as critical. As interviewee K stressed, “You should not enter into a
serious business partnership with a partner that you do not know.” Multiple times, it was raised
how necessary checks during underwriting must be performed to comfortably enter into
relationships and ensure that regulators do not perceive you as negligent. Additionally,
performing these assessments was perceived as critical to reducing other negative
consequences potentially created by partnerships with payment facilitators, such as
reputational risks. Interviewee A underlined, “You should probably care more and go beyond
what you are required to do by law to ensure that your partners keep the risk low.”

4.3.3 Fraud Controls in Onboarding APIs

After entering into partnerships with payment facilitators, multiple interviewees emphasized
the importance of ensuring that these partners comply with the agreed risk appetite and
monitoring that they only onboard the merchants you want to use your payment products.
Interviewees D, F, I, and J highlighted that fraud controls could be implemented in onboarding
APIs when merchants onboard through payment facilitators. When distributing payment
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products and onboarding new merchants through payment facilitators, the underwriting and
quality assurance of onboarded merchants is managed by these partners instead of internally.
Consequently, rather than improving the underwriting process of merchants, interviewees D,
F, and I underlined that such partnerships require an increased focus on early detection of
potential fraud patterns.

Interviewees D and F highlighted how it might be helpful to perform internal fraud controls
when merchants try to onboard to use your payment services. The onboarding API could
include a preliminary fraud risk assessment to determine a merchant’s fraud risk score by
receiving specific non-transactional data points when the merchant onboards through a
payment facilitator. If a merchant exceeds a specific fraud risk score, the API could reject them
immediately from onboarding to use your payment services. However, interviewees D, F, and
H pointed out how the idea of using payment facilitators partly is to make the onboarding
process for merchants more efficient to promote increased transaction volumes, market
penetration, and scaling. Implementing fraud controls in onboarding APIs could create more
friction for merchants and negatively impact their experience during onboarding while
requiring partners to share additional data points related to the merchants. Interviewees D and
F underlined that it becomes an act of balance since you want the onboarding process for
merchants to be as frictionless as possible and not require too many data points while receiving
sufficient merchant data to detect fraud patterns and limit your exposure to financial crime.
Interviewee H noted, “Being able to onboard quickly with a payment facilitator is great from
a user perspective. However, from our perspective, improper checks during onboarding could
mean a higher risk exposure to fraudulent merchants.”

Interviewees D and F highlighted how partnerships with payment facilitators should decrease
internal manual work related to KYC, underwriting, and regulatory requirements related to
merchants. Therefore, fraud controls in the onboarding APIs require automated solutions to
ensure that manual operational work does not increase. Interviewee F pointed out that the
controls must be accurate to immediately reject merchants from onboarding and using your
payment services without manual intervention. The interviewee further underlined that the
main advantage of implementing automated controls in onboarding APIs is the ability to detect
fraud before it happens. Since the quality of onboarded merchants lies with the payment
facilitator, your leverage to reduce fraud rates and improve onboarding controls are limited. By
implementing fraud controls in the onboarding APIs, the interviewee emphasized the
possibility of reducing the pressure on payment facilitators while increasing the control over
which merchants you have business with.

4.3.4 Transaction Monitoring

Apart from controls in the onboarding APIs, transaction monitoring for early fraud detection
was frequently mentioned to monitor the risk exposure and ensure that payment facilitators
comply with the agreed risk appetite after onboarding. Interviewee I pointed out, “Rather than
monitoring each merchant that uses your payment services, you need to monitor that the
payment facilitator follows what you agreed on.” Through transaction monitoring, interviewees
raised how fraud could be detected earlier, enabling faster action for risk mitigation.
Interviewee F mentioned that the data points collected in onboarding APIs could also be
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utilized as a fraud risk indicator within early detection transaction monitoring. Furthermore,
after onboarding payment facilitators and letting them distribute your payment services, several
interviewees mentioned how automatic checks could be implemented to confirm that partners
continue to follow the agreed standards. For instance, interviewee B highlighted that payment
facilitators are contractually not allowed to distribute payment services in certain prohibited
countries. To confirm that payment facilitators follow these restrictions, it could be beneficial
to monitor which countries they distribute the payment services to and implement automatic
alerts in case there still would be transactions in these countries. Apart from monitoring
transactions in more high-risk markets, interviewee C noted that fraud rates, financial exposure,
and the category of merchants that specific payment facilitators target could be monitored.

4.3.5 Key Risk Indicators

During transaction monitoring, interviewees C, F, and G pointed out the benefits of
implementing key risk indicators (KRIs) for monitoring suspicious activities from payment
facilitators’ merchant bases. For instance, KRIs could be used for tracking fraud rates and the
exposure to various risks. The interviewees highlighted that KRIs should be defined based on
risk appetite, included in regular reviews, and monitored to ensure that acceptable risk levels
are not exceeded. If the KRIs exceed satisfactory levels, you must begin looking into the
problem and take action. Interviewees C and G mentioned that you need to start a conversation
with the partner to understand the root cause of why the metrics look the way they do before
taking appropriate action.

Interviewees F, G, and H emphasized that KRIs should continuously be shared with payment
facilitators to enable transparency and a collaborative approach to mitigating risks. For
instance, interviewee G mentioned that dashboards for tracking KRIs could be used to enhance
transparency and the visibility of segments that are more exposed to financial crime, such as
money laundering or fraud. The interviewee underlined how increased visibility and tracking
of KRIs could enable you to be proactive and approach partners to identify improvement areas
more collaboratively. As interviewee G pointed out, “Being transparent with how you measure
the performance of partners and acting on risks proactively through communication is better
than just assuming that the partner already has the information and takes the right actions.”
Interviewee H further noted, “You must communicate with partners to make them understand
if their processes do not seem to work properly. By sharing your insights, they could learn
something from you.”

4.3.6 Adaptive Pricing

Besides ensuring compliance with the agreed risk appetite through controls in onboarding
APIs, transaction monitoring, and KRIs, interviewees emphasized how an adaptive pricing
strategy could be implemented to incentivize payment facilitators to adhere to the agreed risk
appetite. Interviewee K pointed out, “If you want someone to do something, it is quite
traditional — you could use a carrot and a stick to drive a certain behavior. A carrot could
motivate some kind of behavior through a positive reward, while a stick could be used if things
do not go as the parties have agreed.” In a business context, the interviewee further highlighted
that the “carrot” is often in the form of money. The interviewee underlined, “Financial
compensation is the only language that businesses, and especially when companies are
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working together, really understand. The bottom line of businesses is often that either you make
more money or you make less.” Hence, several interviewees mentioned the possibility of
adapting price levels to respond to the risk exposure toward different payment facilitators while
motivating them to keep their financial crime levels low. Prices could increase for payment
facilitators and merchants that use your payment services in more high-risk industries or
markets, where financial crime is knowingly more common or hard to detect, to balance the
higher risk. For instance, interviewee J mentioned that prices could be set depending on the
risk you put yourself at. The interviewee pointed out, “If you know that the risk is higher for a
merchant, you should have sufficient margins to reflect this higher risk.” In the same way,
interviewees A, D, J, and K mentioned that price reductions or other rewards could be
implemented as an incentive for the payment facilitators you partner with if they behave or
perform better than expected.

Rather than setting price levels depending only on the geographic locations of merchants,
interviewees D and J noted that you could be more granular to set individual prices based on
more specific industries or business markets. However, interviewee D emphasized that such a
classification of merchants requires payment facilitators to share the relevant data to enable the
identification of these merchant categorizations.

4.3.7 Fraud Monitoring Programs

Along with an adaptive pricing strategy, the implementation of fraud monitoring programs to
incentivize payment facilitators to adhere to the agreed risk appetite was discussed. Interviewee
J underlined, “Fraud monitoring programs could function as an incentive for partners not to
onboard fraudulent merchants.” Interviewee G further highlighted, “By implementing a fraud
monitoring program, you could show that you are on top of things and do not just let
transactions happen.” Interviewees mentioned that you could have different thresholds for
fraud levels that trigger various actions if exceeded. For instance, interviewee C pointed out
that you could implement a three-step framework: 1) early warning threshold, 2) excessive
threshold, and 3) termination. The interviewee mentioned that you should be clear about what
measures you will take if you see that a payment facilitator exceeds any of these steps.

Once having identified that merchants under a specific payment facilitator exceeded an early
warning threshold for fraudulent transactions and concluded that there is something wrong on
the payment facilitator’s end, interviewee C emphasized that you should start a communication
to identify why they exceeded the threshold. It should be asked why the fraud rates are high
and what could be the problem. The payment facilitator might need to check if it is a one-off
problem or has been continuously happening for some time. Furthermore, interviewees noted
that you could require the payment facilitator to create a remediation plan to fix the problem.
After agreeing on a remediation plan and ensuring it is sufficient to solve the problem,
interviewee C pointed out that you could follow up on the execution. While the payment
facilitator executes the remediation plan, you could consider whether you need to implement
additional controls to mitigate your risk exposure. For instance, you may want to cut off the
transactions for the merchants they onboarded to use your payment services if the fraud rates
increase at a certain speed. However, the interviewee noted that, although you can implement
controls on your end, the root cause of the high fraud rates probably lies on the payment
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facilitator due to poor merchant onboarding or a poor fraud mitigation strategy. Therefore,
these partners should be responsible for fixing the root problem. The interviewee underlined,
“We are in the position to act and demand that partners fulfill their obligations.”

If the remediation plan does not lead to sufficient improvement within a specified time,
interviewees discussed the possibility of implementing penalties, such as fees. Interviewees D
and F mentioned that fraud monitoring programs with potentially negative consequences for
payment facilitators could be beneficial as it creates a mutual understanding of how fraud is
defined and the importance of mitigating financial crime. However, several interviewees were
skeptical about penalty fees as appropriate measures. Interviewee H noted, “Yes, we could
penalize partners, and yes, we could terminate merchants from using our services. However,
that does not resolve the real issue, which is that the partner should be onboarding better
merchants in the first place —we should not have to identify them.” Interviewee I further pointed
out, “It could be challenging to implement high fees because it might negatively impact the
relationships with payment facilitators while being expensive to push through if there would
be a dispute around it.” Interviewee G also underlined, “I do not think you should necessarily
put fines on partners, who you depend on for your own success. Rather than pushing penalties
on partners who do not improve their fraud rates within a certain time, you could tell them that
you will look into alternative approaches because you need to take action to compensate for
your exposure to fraud.” The interviewee explained that you should instead focus on having a
good connection and relationship with the partner to manage such situations through
conversations and a collaborative approach. However, although penalties could be bad for
business relationships with payment facilitators, interviewee C stressed that it might be
necessary to ensure improvement.

Interviewee D pointed out that fraud monitoring programs with potential penalty fees require
negotiation with payment facilitators when forming contracts; “Naturally, no one wants to sign
a contract that could entail fees.” However, since other influential actors, such as Visa and
MasterCard, have similar programs with penalties if fraud levels exceed certain thresholds,
interviewee D underlined that implementing penalties might not be perceived by partners as
unreasonable. On the other hand, interviewee A highlighted, “The tricky part of comparing
yourself with Visa or Mastercard is that they are extremely powerful in the industry. They are
these giants that everyone has to comply with — they can basically create any program that
looks in any way, and then everyone else will just accept it.”” The interviewee noted that other
companies with less influence than these actors need to ensure that such programs make sense
to partners. Interviewee J mentioned that while you expand and grow your business, it might
be hard to implement programs with penalty fees as potential consequences. Interviewee A
further pointed out, “While it might seem like a good idea in principle, you need to face reality
and actually understand whether it is something the partners can implement or would be
interested in implementing.”

All interviewees agreed that the best solution would be to solve the problem before you have
to implement penalties. As interviewee D emphasized, “You probably do not want to get to the
stage where you put penalty fees on the partner. Hopefully, you have a relationship with the
partner where you work collaboratively to reduce fraud.” Interviewees D and K further raised
that fraud should not be in the interest of payment facilitators since they are losing money on
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it and getting attention from regulators and authorities. Interviewee D said, “No one wants
fraud because it is bad for everyone involved except for the fraudster.” Therefore, it should be
in their best interest to fix it as soon as possible. Interviewee | pointed out, “If a payment
facilitator distributes payment products to fraudulent merchants, they are put at both financial
and legal risk. Additionally, since these partners are losing money in case of fraud, it should
be in their interests to decrease their fraud rates.” Interviewee B further underlined that most
payment facilitators would probably improve their fraud rates before reaching the stage where
fines are imposed, especially since detailed checks are performed on partners before entering
into the partnerships. From previous experience, the interviewee had the perception that
payment facilitators, in general, are open to conversations about compliance in case of financial
crime, are often transparent with their transaction monitoring processes when requested, and
provide details if necessary. In previous situations, interviewee B described how partners had
been willing to improve their fraud rates upon request since they had already received
regulators’ attention and needed to improve their processes regardless.

Rather than implementing fraud monitoring programs to earn money, multiple interviewees
noted that the purpose of such programs should be to have a discussion with partners and align
on how fraud should be managed. For instance, interviewee F raised that the main advantages
of implementing a fraud monitoring program include making payment facilitators’
responsibilities to mitigate financial crimes clear and ensuring alignment on risk appetites. The
obligation of partners to create remediation plans if the levels of financial crime for the
merchants they onboard exceed the agreed risk appetite provide security while enabling greater
control of which merchants have access to your payment services. If you see no improvement
from the remediation plan, interviewees raised how you need to decide if you are comfortable
still taking on the risk from the partnership. Interviewee C underlined that it should be up to
management to decide whether the reputational risk, increased operational costs, and regulator
obligations that a continued partnership with the payment facilitator might require are
reasonable from a business strategy perspective. If the risk of continuing the partnership with
a payment facilitator exceeds your risk appetite, the interviewee pointed out that you might
potentially need to terminate the relationship.

Since partners have several months to improve their processes through remediation plans,
interviewee F highlighted that fraud monitoring programs could enable a more long-term
solution as it likely takes several months before financial crime levels improve sufficiently. In
contrast to implementing extra controls in onboarding APIs, fraud monitoring programs could
provide a solution for keeping the onboarding process for merchants as efficient as possible
while keeping payment facilitators obliged to maintain low financial crime levels. However,
from a financial crime perspective, it was mentioned that the optimal solution could be to
combine such programs with implementing controls in onboarding APIs and continuous
transaction monitoring. Interviewee F pointed out, “Fraud monitoring programs could enable
long-term solutions as partners work to improve their processes for several months. However,
complementing such programs with automated, internal fraud controls through onboarding
APIs and transaction monitoring could enable you to act fast and mitigate risks more short-
term.” Hence, by combining all these methods for financial crime prevention, interviewee F
emphasized that both short- and long-term solutions could be achieved to limit the exposure to
financial crime created by partnerships with payment facilitators.
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4.3.8 Data Transfer Agreements

The possibilities of detecting and managing fraud through controls in onboarding APIs,
transaction monitoring, KRIs, fraud monitoring programs, and adaptive pricing are dependent
on having sufficient data points on merchants and their transactions. Hence, interviewees with
risk management expertise raised the importance of implementing data transfer agreements
(DTASs) that specify which data points payment facilitators are required to provide for financial
crime detection. For instance, interviewee D pointed out that having the right data points could
increase the possibility of detecting previously terminated merchants that try to onboard again
through a different payment facilitator. Furthermore, data on payment facilitators’ merchant
bases could be used to detect collusion fraud easier, where a merchant and consumer
collaborate to trick the system and commit fraud. If suspecting that a merchant is fraudulent,
the interviewee mentioned that it may be helpful to request additional data from partners to
confirm the suspicions. However, as the business grows, requesting data ad-hoc after
suspecting a merchant as fraudulent might be too late and not a scalable solution. Hence,
interviewees D, F, and J emphasized the need for a standardized solution across all the payment
facilitators you partner with for which data points they should be required to share to ensure
scalability and restrict the customization requirements within the fraud detection setup.

Interviewee D pointed out that data points related to merchants are part of the payment
facilitators' customer registers, which they might not want to let go of. Hence, asking payment
facilitators for too many data points might not be possible. The interviewee explained that while
extra merchant data could be used to improve the experience for consumers by protecting them
from fraud and bad actors, payment facilitators might seek to protect their merchants by not
sharing too much data. Different payment facilitators might further have different integrations
with your payment services, which could make data sharing technically complex. Additionally,
several data points that you request might not yet be collected by some payment facilitators.
Interviewee F underlined that the possibility of receiving extra merchant data depends on what
type of data points you need, which type of payment facilitator you partner with, their access
to the data points, and the technical limitations in their integration.

Interviewees D, F, and J highlighted that DTAs could be complex and hard to establish. If a
partner is resistant to sharing extra merchant data necessary for your internal fraud prevention
program, interviewee F mentioned that the first step should be to understand the reason.
Second, you need to be clear about your use case and how the partner also could benefit from
collecting and sharing the data points. The interviewee pointed out that there might be a need
to push the partner to understand that the same data could be critical for them to mitigate their
risks by enabling better risk monitoring for fraud prevention. Hence, you should make payment
facilitators understand that they also would benefit from collecting the data points by clearly
explaining the use cases and demonstrating a mutual benefit.

4.3.9 Robust Contracts

All interviewees agreed that implementing robust contracts with payment facilitators is critical
to limit the exposure to risks related to financial crime created by these third-party
relationships. In business models where multiple parties need to agree on something,
interviewee K noted that one challenge is for everyone to agree on alignment as different parties
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see things differently. The interviewee pointed out, “The more parties you add, sometimes the
more challenging it becomes to find a common ground. You need to align on how you are
offering something, what the terms of conditions of the partnership are, and how you are going
to work together.” Hence, interviewees D, F, I, J, and K emphasized that contracts should
clearly state the agreed risk appetite and what risks you accept. To manage risks related to
fraud, interviewees D, I, and K highlighted that it is critical to have the same view of when
something is considered fraud, how fraud should be measured, and who should do something
about it. Therefore, contracts with payment facilitators must include the definition of such
financial crime activities and acceptable fraud levels. As interviewee I underlined, “7The
methods and requirements for risk mitigation should be clearly stated in the contracts with
partners.”

Interviewee F pointed out that contracts with payment facilitators should ensure that you have
the possibility to act fast, have the right to transfer claims back to the partner in case of financial
crime, and make the information exchange for financial crime investigations as efficient as
possible. Since payment facilitators are intermediaries for the distribution of payment products,
the interviewee emphasized that you must have contracts that state how the end consumers will
be affected in case of disputes related to financial crime. For instance, contracts must declare
how end consumers will be affected and how long they will need to wait until receiving their
refunds in case of fraud. Consumers will submit the disputes to the financial service provider,
who then transfers the claim to the payment facilitator, who finally contacts the merchant.
Hence, interviewee F raised how the contracts must clearly state each party’s obligations.
Interviewees F and J further highlighted that contracts should include the data points that you
require payment facilitators to share for purposes of transaction monitoring. Hence, including
DTAs in the contracts with partners that specify the required data points for early fraud
detection was perceived as critical.

Interviewees D, F, and J mentioned how contracts could be adapted according to the internal
risk appetite. The interviewees further raised the importance of documenting the potential
consequences of financial crime that exceed the agreed risk appetite in writing. For instance,
in case of high fraud rates, the contracts could state how payment facilitators could be
prohibited from onboarding new merchants until they fix the problem while being obliged to
update you continuously on their progress. Interviewee D underlined that contracts should state
potential penalties, such as fees, if payment facilitators exceed the agreed risk appetite.
Interviewee H further highlighted that in the case of fraud, contracts could include the right to
disassociate yourself from fraudulent merchants that the payment facilitator onboarded by
rejecting them from using your payment methods.

Interviewee J mentioned that you could have base pricing applied to all the payment facilitators
you onboard. However, for adaptive pricing strategies, contracts could state how pricing levels
regularly might update to reflect different risk levels. The interviewee emphasized, “7The
different price levels for the corresponding risk levels should be transparent, clearly stated in
contracts, and communicated to partners in advance.” Interviewee A agreed that contracts
could include clauses that state how the pricing will update based on specific metrics, such as
fraud levels or dispute rates. Furthermore, interviewee D highlighted that contracts could
include clauses to limit payment product distribution for specific high-risk industries, product
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segments, or markets. When establishing new partnerships with payment facilitators, contracts
could also include specific measures until the payment facilitators have proven to be reliable
partners. For instance, interviewee D mentioned the possibility of having a two-factor
verification obligation for merchants onboarding through a new payment facilitator until they
reach specific transaction volumes and prove their reliability of rejecting fraudulent merchants
from onboarding. Finally, interviewees I and J stressed that contracts should state your right to
perform regular audits on the payment facilitators you partner with to confirm that their
processes adhere to the agreed standards.

4.3.10 Management Involvement

Multiple interviewees emphasized the involvement of management in managing various risks
as critical. Interviewee J raised that, in the end, it should be up to management to strategically
decide which risk appetite you have and which risks you are comfortable taking. Interviewee
C emphasized, “Risk management needs attention from management. If you see risks, you
should be able to escalate these and suggest mitigation actions to management. Then,
management can decide whether they feel comfortable accepting the risks.” Interviewee J
further pointed out, “Employees with risk expertise could present potential risks and their
consequences to management. However, in the end, management should be responsible for
deciding whether the risk should be mitigated and accepted, or ultimately rejected.”
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This chapter presents an analysis of the obtained results related to the theoretical framework
presented in Chapter 2. The research questions of this study aimed to answer how risks related
to financial crime affect fintech companies that provide online financial services when
collaborating with third-party actors in business ecosystems for payment product distribution
and how these risks could be managed. Hence, the analysis mainly focuses on the identified
considerations related to these topics obtained from the results, compared and contrasted with
theories related to business ecosystems and financial crime in the payment industry.

5.1 Increased Value for End Consumers

Based on the interviews, fintech companies that provide online financial services could benefit
from enhanced scaling opportunities by reaching new merchants, consumers, and markets by
collaborating with third-party payment facilitators. By using payment facilitators as
intermediary actors for payment product distribution, merchants could benefit from enhanced
value creation through simplified integration of new payment products. The incentives for
merchants to integrate payment products were, in turn, driven by changing customer
preferences involving the ability to choose between multiple payment options for online
purchases. Hence, the opportunity for online financial services providers to scale their
businesses by partnering with third-party payment facilitators could be explained as an impact
of enhancing the value creation for end consumers, which studies indicated as critical for
successful business ecosystem outcomes (Moore, 2006; Zahra & Nambisan, 2012). Figure 5.1
illustrates how online financial services providers can enhance the value for end consumers
through partnerships with third-party payment facilitators.

Online
Financial > Payment 3 ' End
Services Facilitators Mearcharts Consumers
Providers
Developing and offering Simplifying integration of multiple  Providing multiple payment Ability to choose between
payment products payment products for merchants options for consumers multiple payment options

Figure 5-1: Illustration of how online financial services providers enhance the value for end
consumers through partnerships with third-party payment facilitators.
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5.2 Complexity of Changing Dynamics

Apart from promoting business opportunities, the results showed that risks related to financial
crime demand that online financial services providers consider multiple topics when partnering
with third-party payment facilitators for payment product distribution to manage these risks.
For instance, online financial services providers should consider increased third-party
dependency on payment facilitators to mitigate financial crime risks, risk appetite alignment,
fraud detection complexity, operational costs for managing financial crime and end consumer
errands, and legal, reputational, and credit risks. Studies showed that shifting competitive
dynamics and cooperation processes could add complexity to decision-making processes for
companies participating in business ecosystems (Ramezani & Camarinha-Matos, 2020; Zahra
& Nambisan, 2012). Hence, the opportunities for online financial services providers to partner
with third-party payment facilitators for competitive advantages while considering risks related
to financial crime along with these partnerships could be related to these theories.

5.3 Effects of Third-Party Dependency

The interviews emphasized that partnerships with payment facilitators increase third-party
dependency for online financial services providers as the value created for merchants and end
consumers becomes dependent on payment facilitators. At the same time, payment facilitators
depend on online financial services providers to offer payment products to the merchants they
have relationships with. This third-party dependency corresponds with theories on how
companies participating in business ecosystems depend on each other for shared value-creation
and to reach common strategic objectives (Kapoor, 2018; Kim et al., 2010; Ramezani &
Camarinha-Matos, 2020; Rong et al., 2015). Furthermore, based on the results, multiple topics
which online financial services providers should consider related to financial crime risks when
collaborating with payment facilitators could be related to this increased third-party
dependency. For instance, the need to consider risk appetite alignment and legal and
reputational risks could be explained as an effect of the increased dependency on payment
facilitators. These results indicate that third-party dependency and its effects become critical to
consider when partnerships involve risks related to financial crime.

Interviews confirmed that managing financial crime risks becomes increasingly challenging as
criminals use new, more sophisticated methods, aligning with studies on financial crime (e.g.,
Chapelle, 2019; Giudici, 2018; Sullivan, 2010; Zetzsche et al., 2020). Hence, one consideration
related to third-party dependency involves how the possibilities for online financial services
providers to detect fraud depend on the data exchange with payment facilitators. Business
ecosystem participation could enable companies to navigate changing market dynamics
(Clarysse et al., 2014; Zahra & Nambisan, 2012). Therefore, partnerships with payment
facilitators could arguably enhance the possibilities of managing fraud risks through
collaboration in the dynamic risk landscape of the payment industry. However, the results
showed that insufficient data exchange with payment facilitators could limit the possibilities
for online financial services providers to catch fraudulent merchants and transactions. For
instance, collaboration could suffer from issues related to the data exchange between these
partners, as online financial services providers need sufficient data points from payment
facilitators to detect fraud. These issues correspond with the challenges of managing
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technological problems in business ecosystems, such as the rules for data exchange among
ecosystem members, creating barriers to achieving coordinated memberships (Lenkenhoft et
al., 2018).

The opportunity for online financial services providers to cost-effectively focus on business-
critical areas with the most internal expertise aligns with how business ecosystems could enable
companies to explore business opportunities with less time and resources in-house (Fuller et
al., 2019). However, despite this opportunity, the results showed that the actions performed by
payment facilitators could affect the costs and profitability of online financial services
providers. For instance, operational costs could increase if payment facilitators distribute
payment products to fraudulent merchants. These effects could be related to how cooperation
could suffer if the profits generated through a business ecosystem are not fairly distributed
among members (Immonen et al., 2014), requiring attention to reduce friction between
partners. Furthermore, a system built of multiple components could increase the risks of
bottlenecks, limiting growth and demand and affecting the ecosystem value proposition
through cost, performance, or scarcity constraints (Kapoor, 2018). Apart from affecting internal
operational costs for online financial services providers, the results indicated that payment
facilitators that onboard fraudulent merchants negatively impact the end customer experience.
Hence, the bad customer experience from fraud could decrease the total value created in the
business ecosystem while negatively affecting online financial services providers through
consequences such as reputational damage.

5.4 Collaboration

Studies indicated that challenges in business ecosystems, such as third-party dependency, could
be managed partly by achieving successful collaboration between members (e.g., Koenig,
2013; Moore, 2006; Ramezani & Camarinha-Matos, 2020). The interviews confirmed this need
for collaboration between online financial services providers and payment facilitators. Based
on the results, transparency and continuous communication between online financial services
providers and payment facilitators could promote successful business ecosystem collaboration
and control various risks, aligning with business ecosystem studies (e.g., Koenig, 2013; Moore,
2006; Ramezani & Camarinha-Matos, 2020). Based on the interviews, online financial services
providers could continuously share KRIs with payment facilitators to enable transparency and
a collaborative approach to mitigating risks. By increasing the visibility and tracking of KRIs
toward payment facilitators through shared dashboards, online financial services providers
could be proactive and approach partners to identify improvement areas more collaboratively.
This approach aligns with how studies indicated that individual companies should contribute
with collaborative and creative attitudes, competencies, and engagement to support alignment
and agreement in business ecosystems (Lenkenhoff et al., 2018). These measures could further
be related to the initiatives presented in section 2.3.4.3, launched across card issuers to increase
the protection of sensitive data and counterfeit payment fraud, where it was argued that security
efforts within these networks should be pursued through collaboration (Sullivan 2010).
Interviews also emphasized that fraud monitoring programs could facilitate discussions with
partners and alignment on how fraud should be managed. Hence, online financial services
providers could more easily manage financial crime risks through conversations and a
collaborative approach by focusing on having a good connection and relationship with payment
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facilitators. Studies showed that companies could struggle with collaboration as internal
business needs distract members away from business ecosystem concerns (Moore, 2006).
Therefore, online financial services providers could arguably achieve commitment from
payment facilitators to support ecosystem concerns by implementing these measures for
collaboration.

5.5 Partner Alignment and Agreement

Studies suggested that alignment and agreement between members in business ecosystems is
necessary to achieve successful collaboration and business ecosystem outcomes (e.g., Adner,
2017; Immonen et al., 2014; Koenig, 2013; Lenkenhoff et al., 2018; Moore, 2006). Based on
the results, online financial services providers could manage considerations related to financial
crime when partnering with third-party payment facilitators by implementing measures for
alignment and agreement, thus aligning with business ecosystem studies. Such measures
include setting and aligning risk appetites, performing underwriting of payment facilitators,
and implementing robust contracts, DTAs, fraud monitoring programs, adaptive pricing, and
shared KRIs.

Before entering into partnerships, the results showed that online financial services providers
should achieve alignment with payment facilitators by communicating their risk appetite and
what fraud rates they deem acceptable. The importance of such alignment increased as the lines
for financial crime risks could be unclear since different companies in the payment industry
could choose to be closer to the middle or the edge of what is legally required. Different risk
appetite levels could make it hard to agree on which types of merchants payment facilitators
should onboard and distribute payment services to. These issues could be related to how various
companies define their own strategies concerning ecosystem structure, roles, and risks, which
could create contradiction rather than consistency (Adner, 2017). Furthermore, partnerships
with payment facilitators with a higher risk appetite could increase the risk for online financial
services providers that their payment products are distributed to fraudulent merchants,
decreasing the value for end consumers who might suffer from fraud. These potential negative
consequences for end consumers relate to how companies with different purposes and decision-
making standards could cause risks of unintended business ecosystem outputs (Tsujimoto et
al., 2018).

Based on the results, performing underwriting of payment facilitators could promote alignment
by ensuring that online financial services providers only partner with actors that share a similar
risk appetite. For instance, online financial services providers could confirm alignment on
payment facilitators’ procedures for merchant onboarding and fraud prevention. This
alignment could promote agreement between members about shared project development and
visions, supporting synergistic value-adding and mutually beneficial processes (Koenig, 2013;
Lenkenhoff et al., 2018; Moore, 2006). Furthermore, the results showed that implementing
robust contracts is necessary to ensure alignment on multiple aspects of partnerships with
payment facilitators, such as how the financial services are offered, what the terms of
conditions of the partnerships are, and how the partnership practically will work. Alignment
through such protocols and interfaces for individual contributions, roles, and services,
corresponds with how studies indicated that companies could achieve alignment with business

52



5. Analysis

ecosystem members through such measures (Immonen et al., 2014; Moore, 2006).
Additionally, interviews showed that DTAs could be implemented in contracts for rules on
which data points payment facilitators should share for fraud detection and prevention and
ensure efficient standards for data exchange. These standards align with how studies argued
that the success of a business ecosystem depends on its rules of engagement, standards, and
interfaces, such as requirements that participants agree to a minimal set of rules (Jacobides et
al., 2018).

5.6 Incentives for Commitment and Adherence

Based on the results, online financial services providers should implement measures to support
commitment and adherence to agreed risk levels. The need for such measures was illustrated
in section 2.3.4.3 by the initiatives to combat fraud across card networks, where different
members’ incentives to make individual efforts compromised the entire network security,
increasing dependency on the weakest links (Sullivan, 2010). For instance, online financial
services providers could implement fraud monitoring programs with potential penalty fees and
adaptive pricing strategies to incentivize payment facilitators to keep financial crime levels
low. These measures align with how studies indicated that companies operating in business
ecosystems could benefit from cost- and profit-sharing arrangements and a willingness to share
their profits and risks to create fair mechanisms (Immonen et al., 2014; Ramezani &
Camarinha-Matos, 2020). Hence, by implementing such measures, online financial services
providers could get economic compensation for the increased risk exposure created by payment
facilitators that do not adhere to the agreed-upon risk standards while enhancing commitment.
However, in practice, the interviews showed that penalty fees could be hard to implement since
such measures could harm the relationships with payment facilitators. Therefore, online
financial services providers should arguably perform internal assessments to understand
whether such efforts make sense and should be implemented. Figure 5.2 presents a summary
of the theories on how business ecosystem challenges could be managed presented in Chapter
2 and corresponding measures identified in the results.

Business Ecosystem Theories ‘Results ‘

Define and Align Risk Appetites
Underwriting of Payment Facilitators
Robust Contracts

Data Transfer Agreements

Adaptive Pricing

Fraud Monitoring Programs

Alignment and Agreement

Adaptive Pricing

Sharing of Both Profits and Risks Fraud Monitoring Programs

Enhancing value for end customers through partnerships with payment
facilitators

Figure 5-2: Theories on how business ecosystem challenges could be managed and
corresponding measures identified in the results.

Focus on Customer Value

5.7 Coordination and Trust

Studies indicated that alignment and agreement are necessary to promote coordination in
business ecosystems (e.g., Koenig, 2013; Moore, 2006; Ramezani & Camarinha-Matos, 2020).
Apart from the ability to scale speedily, the interviews implied an opportunity to cost-
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effectively focus on business-critical areas with the most internal expertise while outsourcing
some functions to payment facilitators. This opportunity corresponds with how coordination in
business ecosystems could enable companies to focus on managing the issues within their
specific domains and invest their resources in more rapid internal innovation (Immonen et al.,
2014; Moore, 2006). For instance, online financial services providers could increasingly focus
on developing their payment product offerings while outsourcing distribution activities, such
as KYC and underwriting of merchants, to payment facilitators. These opportunities align with
how studies suggested that financial companies could fulfill regulatory requirements while
improving the efficiency and operations of KYC by outsourcing such activities to third parties
(Steinert & Williams, 2020). Studies on how KYC processes are becoming increasingly
complex and incurring higher expenses (e.g., Berg et al., 2020; Chen, 2022; Gomber et al.,
2017; Schlatt et al., 2022; Yadav & Chandak, 2019) further illustrate the opportunity for online
financial services providers to outsource KYC processes. However, when outsourcing
activities related to risk management, interviews emphasized the need to control issues related
to payment facilitators’ responsibilities to limit the exposure to financial crime risks. These
controls contradict how the coordination in business ecosystems could enable companies to
partially ignore the problems arising in external environments and reduce the need to manage
interdependencies and uncertainties (Immonen et al., 2014; Moore, 2006). Rather than ignoring
the problems arising in payment facilitators’ domains, the results showed that online financial
services providers should focus on ensuring that such issues do not occur in the first place. For
instance, online financial services providers could implement fraud controls in onboarding
APIs and transaction monitoring to continuously ensure that payment facilitators adhere to the
agreed standards and limit the exposure to financial crime risks.

Section 2.3.4.3 presented how the actors involved in the mobile payment market, such as
mobile device manufacturers, financial services providers, and telecommunication companies,
should coordinate their efforts and collaborate to ensure the security of online payment
environments (Bezovski, 2016; Sullivan, 2010). According to these theories, security problems
should be solved through coordination instead of individual investments by companies in
unneeded technology and separate systems for transaction monitoring and screening (Sullivan,
2010). Hence, these theories indicate that the internal control mechanisms proposed during
interviews could be sub-optimal from a business ecosystem point of view. Furthermore, the
theories imply that online financial services providers should aim to achieve sufficient
coordination with payment facilitators rather than implementing internal measures, such as
fraud controls in onboarding APIs and transaction monitoring. However, the need for internal
control mechanisms presented in the results indicates that, in practice, it could be difficult for
online financial services providers to achieve sufficient business ecosystem coordination due
to the interdependence with payment facilitators and their activities. The need for such controls
could further imply a lack of trust between business ecosystem members. Studies indicated that
alignment is critical for trust-building among business ecosystem members (Lenkenhoff et al.,
2018). Hence, similar to the issues in the mobile payment industry between various actors, the
implied lack of trust could potentially be explained by difficulties in achieving alignment
between online financial services providers and payment facilitators. Section 2.3.4.3 indicated
that outsourced solutions for KYC could form conflicting initiatives between companies and
their outsourcing partners, as partners might focus on capturing revenue from their products
and services rather than creating value for the financial companies (Steinert & Williams, 2020).
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This theory indicates a risk that payment facilitators, in some cases, might have a higher risk
appetite and onboard merchants to optimize their revenues, potentially resulting in a higher
volume of fraudulent merchants and reducing the trust of online financial services providers.

The interviews showed a risk that payment facilitators communicate one risk appetite but
practically do not follow it or struggle with effectively adhering to the agreed-upon risk level.
If failing to recognize such inconsistent strategies within a given period, business ecosystem
members could suffer from non-convergent actions (Adner, 2017). The results showed that
online financial services providers could face critical risks if payment facilitators do not adhere
to the agreed standards regarding financial crime mitigation, such as increased legal,
reputational, and credit risks. These results align with studies indicating that poor KYC policies
and procedures could affect such risks (Rajput, 2013). Hence, trust may become increasingly
difficult to establish when partnerships impact the exposure to various risks with potentially
damaging consequences. Therefore, as the results showed, online financial services providers
could arguably benefit from internal controls to limit their risk exposure created by payment
facilitators’ actions and decrease the need for trust. Through fraud controls in onboarding APIs
and transaction monitoring, online financial services providers could control that payment
facilitators adhere to the agreed standards to reduce their exposure to risks related to financial
crime. Figure 5.3 presents the identified measures for ensuring that payment facilitators adhere
to the agreed standards to limit the exposure to risks related to financial crime and the
implications of the need for such measures.

Implications

) Difficulties in achieving sufficient business ecosystem coordination due to interdependence
Fraud Controls in

Onboarding APIs Hard to establish sufficient trust and alignment between business ecosystem members

Transaction Monitoring Trust becoming increasingly difficult when partnerships impact risks with damaging consequences

Figure 5-3: Measures for ensuring that payment facilitators adhere to the agreed standards to
limit the exposure to risks related to financial crime and the implications of the need for such
measures.

5.8 Management Involvement and Dynamic Risk Appetite

According to interviews, management should be responsible for strategically deciding the risk
appetite and which risks they are comfortable taking. Studies further suggested that managers
should determine a firm-wide risk appetite considering various issues, such as strategy,
stakeholders’ interests, risk capacity, business conditions, and the overall competitive
environment (Gontarek & Bender, 2019). Hence, these requirements for considerations on a
strategic level support the need for management involvement in risk decisions to define a risk
appetite aligning with strategic objectives on the firm level.

In situations where the lines for risks are not clear, studies argued that companies need to apply
a nuanced perspective built on objective facts when defining risk appetite and continuously
update their views as their environment, fact base, and business model change (Jain et al., 2020;
Rittenberg and Martens, 2012). These theories indicate that online financial services providers
should aim to define a dynamic risk appetite when partnering with different payment
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facilitators over time to manage the changing dynamics in the payment industry. However,
applying a dynamic risk appetite could arguably create challenges for online financial services
providers and the payment facilitators they partner with. For instance, interviews showed that
online financial services providers should be clear about their internal risk appetite to enable
an understanding of the risks that should be mitigated and promote clarity on which payment
facilitators they should partner with. Hence, confusion could arguably arise within the
organization if the risk appetite is continuously updated, while partnerships potentially could
suffer from reduced clarity of which risks are accepted. The interviews showed that the internal
risk appetite should be well-documented to allow organization-wide clarity and transparency,
aligning with how Rittenberg and Martens (2012) highlighted the need to clearly communicate
the risk appetite. Hence, it could be assumed that the need for such documentation increases
when the risk appetite is continually updated to reflect the dynamic risk landscape.
Furthermore, the need for continuous and transparent communication with payment facilitators
arguably increases to avoid confusion and alignment complexity as the risk appetite updates.
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This study has contributed to several implications related to the studied issue relevant for theory
and practitioners. First, this chapter presents a discussion of the theoretical and practical
implications. Second, related recommendations for managers at fintech companies that provide
online financial services are outlined. Finally, the chapter discusses the limitations of the
obtained findings and suggestions for future research.

6.1 Theoretical Implications

Existing theories on business ecosystems and financial crime in the payment industry have
been combined with empirical data from an increasingly emerging context that has previously
been somewhat inaccessible to social science inquiry. Thereby, this study has contributed to
theory by exploring how fintech companies that provide online financial services can manage
risks related to financial crime when partnering with third-party actors in business ecosystems.

The study has identified that theories on business ecosystem challenges and how these could
be managed are applicable to the risks related to financial crime that online financial services
providers face when collaborating with third-party payment facilitators for payment product
distribution. Aligning with existing theories on these topics (e.g., Kapoor, 2018; Kim et al.,
2010; Ramezani & Camarinha-Matos, 2020; Rong et al., 2015), online financial services
providers are affected by multiple risks due to the third-party dependency created by their
partnerships. Moreover, online financial services providers could manage these risks by
implementing measures for alignment and agreement to promote collaboration and
coordination with such third parties. These measures correspond with existing theory on how
business ecosystem challenges could be managed (e.g., Adner, 2017; Immonen et al., 2014;
Koenig, 2013; Lenkenhoff et al., 2018; Moore, 2006). However, online financial services
providers could benefit from complementing these measures with internal mechanisms to
monitor that their partners adhere to agreed standards and control the risk exposure created by
these partnerships. The need for these complementary measures confirm the difficulties for
companies operating in business ecosystems to achieve sufficient alignment and trust to
support fully coordinated memberships (e.g., Adner, 2017; Koenig, 2013; Lenkenhoff et al.,
2018; Moore, 2006; Ramezani & Camarinha-Matos, 2020; Tsujimoto et al., 2018).

6.2 Practical Implications

The study has shown that online financial services providers are affected by risks related to
financial crime in multiple ways when collaborating with third parties in business ecosystems
for payment product distribution. Hence, one main contribution of this study for practitioners
is a demonstration of the aspects related to financial crime risks that online financial services
providers should consider along with these partnerships. Moreover, the study has presented
actionable solutions for how practitioners could manage these risks. One main conclusion
relevant for practitioners is that various solutions should be implemented pre-onboarding, post-
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onboarding, and throughout the partnerships to manage the third-party dependency and its
associated effects. Practitioners should focus on achieving alignment and agreement with
partners to support collaboration and coordination for successful business ecosystem outcomes.
Complementary measures for monitoring and controlling that partners adhere to agreed risk
standards should further be implemented to limit the exposure to risks related to financial crime
created by these partnerships.

6.3 Recommendations for Management

Managers at fintech companies that provide online financial services are recommended to use
the findings of this study as a guide when evaluating strategic partnerships with third-party
actors in business ecosystems. First, before entering into new partnerships, managers should
define and communicate a firm-wide, dynamic risk appetite based on strategic firm objectives.
Second, an understanding of how specific partnerships support the strategic firm objectives
should be obtained. Third, managers are recommended to comprehend how the risks related to
financial crime created by these partnerships affect their business and evaluate whether they
conform to the risk appetite. Finally, managers need to identify which measures they could
implement to control the risks exceeding the internal risk appetite. By doing so, managers
should be able to effectively evaluate partnerships by balancing opportunities with risks while
enabling more effective strategy formulation that supports strategic firm objectives. Figure 6.1
presents the recommended actions for managers and their impact when evaluating strategic
partnerships with third-party actors in business ecosystems.

Actions Impact

1 Define and communicate a dynamic, firm-wide
risk appetite based on strategic firm objectives

2 Understand how partnerships support Effective evaluation of partnerships by
strategic firm objectives balancing opportunities with risks
—
3 Comprehend effects of risks related to financial Effective strategy formulation supporting
crime and evaluate conformity with risk appetite strategic firm objectives
4 Identify potential measures to control

risks exceeding the risk appetite

Figure 6-1: Recommended actions for managers of online financial services providers and
their impact when evaluating strategic partnerships with third-party actors in business
ecosystems.
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6.4 Limitations

By performing a single-case study, this study has focused on particularization rather than
generalization. Hence, the limitations of this study mainly relate to the generalizability of the
obtained findings. By exploring the particular case, the study has focused on partnerships
between fintech companies that provide online financial services and third-party actors for
payment product distribution. Since the challenges related to financial crime and the changing
dynamics in the payment industry are applicable across various companies in the payment
industry, the results may apply to other financial companies in the payment industry apart from
fintech companies. For instance, the effects related to financial crime and measures for
managing these risks could apply to other financial companies offering online financial
services and partnering with third-party actors for payment product distribution, such as credit
and debit card companies. Furthermore, although this study has exclusively focused on
collaboration with third-party actors in business ecosystems for payment product distribution,
the findings may be relevant for financial companies that partner with third-party actors for
other purposes. However, no conclusions regarding such generalization can be drawn from this
study due to its focus on particularization.

6.5 Future Research

Future studies are recommended to validate the findings of this study by exploring the same
issues within organizations other than the studied case company. For instance, other fintech
companies that offer online financial services and partner with third-party actors for payment
product distribution, similar to the case company, could be studied. Additionally, the same
issues could be explored from the perspective of payment facilitators instead of online financial
services providers to gain an additional perspective on the findings presented in this study. It
is further proposed that future research investigates the studied issue in different settings to
confirm the generalizability of the findings. First, future studies could analyze in more detail if
the same results apply to other actors in the payment industry apart from fintech companies
that provide online financial services, such as credit and debit card companies. Second, it could
be explored whether the findings apply to partnerships between actors for purposes other than
payment product distribution and, in that case, which types of partnerships this includes. For
instance, future studies could explore whether the recommended actions for managers
presented in Figure 6.1 applies to other forms of partnerships with a potential impact on risks
related to financial crime and third-party dependency. Finally, future research could explore
the possibilities of achieving sufficient coordination between actors in the payment industry
that collaborate in business ecosystems in more detail. This study identified that online
financial services providers could implement internal control mechanisms to limit the risk
exposure created by their partnerships with third-party actors for payment product distribution.
However, future studies could more deeply investigate the possibilities of instead achieving
sufficient coordination and trust to reduce the need for these internal controls.
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7. Conclusion

This study aimed to explore how fintech companies that provide online financial services can
manage risks related to financial crime when partnering with third-party actors in business
ecosystems for payment product distribution. First, to answer this aim, it was investigated how
risks related to financial crime affect online financial services providers when partnering with
third-party actors in business ecosystems for payment product distribution. Second, it was
studied how online financial services providers could manage these risks.

The study identified that risks related to financial crime affect fintech companies that provide
online financial services in multiple ways when partnering with third-party actors in business
ecosystems. These effects mainly relate to the increased third-party dependency on external
actors, including how the value created in business ecosystems becomes dependent on third-
party actors and the need for trust in these partners to adhere to agreed risk standards. Moreover,
third-party dependency impacts multiple other areas that online financial services providers
should consider, including risk appetite alignment, fraud detection complexity, operational
costs, and legal, reputational, and credit risks.

Multiple solutions for how fintech companies that provide online financial services could
manage risks related to financial crime when partnering with third-party actors in business
ecosystems have been proposed. First, measures could be implemented for alignment and
agreement to promote collaboration and coordination, such as defining and aligning risk
appetites, performing underwriting of partners, and implementing robust contracts, DTAs, and
shared KRIs. Second, actions could be taken to incentivize adherence to the agreed risk
standards, such as adaptive pricing strategies and programs with potential penalty fees.
Arguably, since penalty fees could harm relationships with partners, alternative approaches
should be taken if the effects of penalty fees damage the relationships with partners to the
degree that collaboration suffers. Third, trust and coordination become increasingly difficult to
establish when partnerships impact the exposure to various risks with potentially damaging
consequences. Therefore, fintech companies could benefit from complementing these
measures with internal mechanisms, such as fraud controls in onboarding APIs and transaction
monitoring, to control and monitor that partners adhere to agreed risk standards and limit the
risk exposure created by the partnerships. Finally, management should be involved in risk
decisions and determine a dynamic risk appetite to respond to the changing dynamics in the
payment industry along with these partnerships.
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Appendix 1: Interview Guide

Introduction
1. Presentation of the author and academic background.
2. Presentation of the background and purpose of the study.
3. Clarification of how the interview data will be used.
4. Explanation of the interview structure.
5. Approval of recording the interview for analysis purposes.

Interview questions

Background of the interviewee

1.
2.

What is your role and function at [CASE COMPANY]?
In what way are/have you been involved in projects related to payment product
distribution through third-party payment facilitators?

Payment product distribution through third-party payment facilitators

1.
2.

4.

How do you perceive payment product distribution through third-parties?

What opportunities and long-term advantages do you believe payment product
distribution through third parties create?

As a [ROLE TITLE], what do you perceive as the greatest challenges related to
payment product distribution through third parties?

Why do you believe that these challenges occur and how could they be managed?

Considerations related to financial crime

1.

2.

As a [ROLE TITLE], what do you believe, in general, needs to be considered within
[CASE COMPANY] related to financial crime risks?

From a financial crime perspective, what do you believe needs to be considered
related to payment product distribution through third parties at [CASE COMPANY]?

Risk management

1.

How do you believe that financial crime risks, in general, could be managed at [CASE
COMPANYT]?

How do you believe that financial crime risks related to payment product distribution
through third parties at [CASE COMPANY] could be managed?

What role do you believe that risk appetite plays in regard to payment product
distribution through third parties?

Do you believe that contracts could be set up with third parties to manage financial
crime risks? In that case, what should the contracts include?
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5.

Do you believe that fraud monitoring programs could be implemented in relation to
third-party payment product distribution? In that case, what could such a program
look like?

Third-party payment facilitator perspective

1.

N

W

&

9]

Why do you believe that payment facilitators want to collaborate with [CASE
COMPANY] through partnerships for payment product distribution?

What is your perception of how payment facilitators perceive their responsibilities in
terms of managing financial crime risks?

How do you perceive payment facilitators’ incentives to collaborate to manage
financial crime risks?

How do you believe that payment facilitators perceive fraud monitoring programs
with potential penalty fees?

Do you have any insights into how payment facilitators determine and use risk
appetite concerning financial crime risks?
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