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Semantically Aware Attacks on Text-based Models

An Extension of Context-aware and Neighbourhood Comparison-based Membership
Inference Attacks

GABRIEL GLANTE

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

Training deep-learning models requires large amounts of data. When this data is
sensitive, e.g., containing personal information, it is important to ensure that no
sensitive information can be extracted from the trained models. In a membership
inference attack (MIA), an adversary is expected to have access to a trained model
and a data sample d, sampled from the same distribution as the unknown training
data. The objective of the adversary is to construct an algorithm A(6,d) — {0, 1},
where the binary output guesses if d was part of the unknown training data or
not. It is commonly assumed that the attacker can access loss values from 6 for
different prompts; such loss-based signals are crucial for membership checks, even
under black-box conditions.

For text, the notion of membership is not clear-cut: distinct strings can share
the same semantics. Many MIAs therefore fail when they only test exact strings.
Recent work reports near-random performance across models and domains (15).
This suggests the need to incorporate semantics, i.e., to probe a text together with
semantic neighbours that preserve meaning under small, context-appropriate edits.
This thesis explores and strengthens such attacks and evaluates them with the
standard metrics area under the ROC curve (AUC) and true positive rate at low
false-positive rates (TPRQ1%FPR).

Building on the context-aware membership inference attack (CAMIA) which uses
per-token loss sequences rather than a single average loss to construct signals for
membership inference (11), the contributions of this thesis are: (i) a custom re-
implementation of CAMIA, (ii) integrating a neighbourhood comparison signal that
perturbs a text with its semantic neighbours (16), and (iii) novel signals designed
to improve loss-informed neighbour generation. Experiments on Pythia-deduped
and GPT-Neo models across six subsets of The Pile (19) (streamed via the MIMIR
repository (15)) show that these semantics-aware extensions often increase true
positive rates at low false positive rates while keeping AUC stable. Overall, modest,
loss-guided semantic edits make MIAs more effective for text under realistic black-box
conditions.

Keywords: membership inference attack, large language model, privacy, semantic
perturbation, neighbourhood comparison
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Introduction

Training deep learning models requires large amounts of data. When these data
are sensitive, for example containing personal information, it is important to ensure
that sensitive information cannot be extracted from the trained models. Lately,
adversarial attempts to extract training data have grown in interest. In this context,
an “attack” refers to any method an adversary might use to glean private or sensitive
data from a trained model. Two prominent examples are membership inference
attacks, which attempt to guess if a given data point was present in the training
data, and reconstruction attacks, also called model-inversion attacks, which attempt
to recreate training data by interacting with the trained model.

Although such attacks are relevant for any data modality, perhaps the most pressing
issue pertains to text-based models, where copyright concerns have recently appeared
in the media, such as the lawsuit against OpenAl (8). In light of this, there is also a
pressing need for content creators to confidently test whether or not their output has
been included and used in the training of commercial models. Membership inference
attacks offer a promising venue for such an assessment (5).

1.1 Context

Al Sweden is currently leading a project within adversarial information extraction
against trained machine learning models. The project is called LeakPro and is
a collaboration that includes RISE, Sahlgrenska, Region Halland, Astra Zeneca,
Syndata, and Scaleout. The main goal of LeakPro is to create an open-source tool to
stress test trained machine learning models to understand the risk of leaking sensitive
information from training data. Multiple categories of stakeholders would benefit
from such a tool. Currently, LeakPro supports image, tabular, and graph data, but
the platform is designed to be agnostic to data modalities.

In a membership inference attack, an adversary is expected to have access to a trained
model # and a data sample d, sampled from the same distribution as the unknown
training data (or at least having support on that distribution). The objective of the
adversary is to construct an algorithm A(6,d) — {0,1}, where the binary output
guesses if d was part of the unknown training data or not. Since many large language
models offer next-token probabilities or log-probabilities via standard API endpoints,
it is commonly assumed that the attacker can access some form of loss for each query;



1. Introduction

such loss-based signals are crucial for membership checks, even under black-box
conditions.

For text, the definition of a data point being part of a dataset is not clear-cut.
For example, many membership inference attacks (5; 6; 3) attempt to detect if
a specific sentence was part of the dataset. However, this does not account for
different text snippets that share equivalent semantics (texts with the same meaning
but different words). Moreover, many user scenarios involve longer text fragments,
where the possibility of paraphrasing or reorganizing content becomes more relevant.
Recognizing such equivalences is crucial as longer texts might be reworded while
retaining the same underlying meaning.

1.1.1 Motivation for Semantically Aware Attacks

MIMIR (a unified repository for evaluating membership inference attacks on language
models (15)), presented at the 2024 Conference on Language Modeling, evaluated
membership inference attacks (MIAs) on a wide range of pre-trained large language
models (LLMs) and found that “the performance across most MIAs and target
domains is near-random.” This stark finding underscores an urgent need to design
better MIAs for pre-trained LLMs. (11)

Recent work (12; 13) suggests that incorporating semantics or searching not only
for an exact data point but also in its immediate vicinity can greatly improve MIA
effectiveness. This thesis aims to explore and strengthen such attacks, measuring
performance with the standard metrics area under the ROC curve (AUC) and true
positive rates at low false positive rates (TPRQ1%FPR).

1.1.2 Two Uses of Semantics

In designing membership inference attacks that incorporate semantics, it is crucial
to define the term and assess why one would want such attacks. Two potential
approaches are suggested below.

An attack that incorporates semantics could, in theory, discover whether certain
information is memorized, irrespective of the exact format or structure. For example,
consider an attacker testing whether a model has been trained on data specifying or
indicating the location of a subject. By testing “John Doe’s location is 2" for different
values of x and observing, e.g., which variation produces the lowest cross-entropy loss
on the model, the attacker may infer the true location, even if the original dataset
did not contain an exact matching string. Such an approach could reveal sensitive
details that are memorized in any rephrased form. Such an attack would be powerful,
since only the semantics of the prompt would be important, not the exact structure
or syntax. In other words, sufficiently sophisticated semantics-based attacks could in
theory systematically brute-force or guess critical content.

Another scenario is to verify the membership status of a known data point, even if
it has been slightly edited. For instance, if a copyrighted text was used in training,
the model’s lower loss on minor variants (with small Hamming distance, extra filler
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words, etc.) could confirm or strongly indicate memorization. It could thus be
possible to show that the original copyrighted snippet remains memorized by the
model, despite trivial textual alterations.

The fundamental difference is that the first approach tries to capture information
regardless of format or modality, while the second focuses on an exact data point,
possibly with small edits. Attacks in the first category are arguably more complex;
if they succeed in finding certain memorized information, it also implies the ability
to detect at least one data point conveying that information (otherwise, it could
not find the information in the first place). However, an approach restricted to
verifying a single snippet might fail to detect more drastic paraphrases that convey
the same content. Given the current state of research and the limited time available
for this project, it is more tractable to develop an attack aligned with the second
type: detecting membership of a known data point and its closely related variants.
In fact, existing work (12; 13) has focused on testing lightly modified or paraphrased
text to see if membership signals remain. This serves as a foundation for potential
future attacks that could handle broader forms of semantic equivalences.

Based on this reasoning, one goal in this thesis is to work with text snippets with
sufficiently high semantic similarity, to enable membership detection of original sam-
ples. In practice, this translates to minimal edits rather than complete rephrasings,
although more extensive transformations are desirable for future research. Previ-
ous work (13) already notes that performance quickly degrades with increasingly
comprehensive alterations.

1.1.3 Existing Approaches and Feasibility

Note that a trivial solution to “detecting” membership of a data point that is present
in the training data of a model is simply to prompt the model directly. This is
particularly the case if the information the data point carries is understood by the
model and not just memorized. However, there may be guardrails in place, such as
instructions for the model to not share sensitive information (21), or the model might
occasionally hallucinate (20), such that concrete statements may not be trusted
without proof.

Therefore, a more systematic approach is warranted, such as a membership inference
attack to detect training data. Starting with minimally edited samples to maintain
semantic equivalence is a pragmatic first step toward a fully information-level MIA.
However, this limits the extent to which semantics as a concept can be experimented
with. An important consideration for the research to be conducted for this thesis is
therefore to also consider other recent MIAs - not only focused on semantics but also
on related topics. Section 2.2 summarizes multiple recent such papers (11; 16; 13; 12)
covering novel MIAs focused on context-awareness, neighbourhood comparison,
semantics and range queries. The approaches in (16; 13) (The Neighbourhood Com-
parison Attack (NCA) and Semantic MIA (SMIA)) show that semantics-preserving
perturbation of tokens improve performance, but the choice of which tokens or
words in a sentence to be perturbed to semantically equivalent or similar variants is
random or arbitrary (see Sections 2.2.3.2 and 2.2.4). A hypothesis in this thesis is

3
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that the selection of word or token to perturb affects performance and that there
might exist tractable strategies to identify suitable indices in a text. The recently
proposed Context-Aware Membership Inference Attack (CAMIA) (11) introduces an
interesting MIA where cross-entropy loss is computed per token (instead of for the
entire text at once), taking the context of each word into account. Calculating the
loss of each token generates informative sequences that form the basis for various
signals useful for membership inference (Section 2.2.2). Such an approach could be a
suitable target for experiments on token-wise semantic perturbations. Given that
the cross-entropy loss per token is already computed in CAMIA, perturbing tokens
to semantically equivalent or similar tokens based on their loss could constitute a
feasible starting point for further improvements. However, a limitation is that there
is no public code for CAMIA available, which requires a custom implementation to
allow experiments to be possible.

1.2 Research Questions

This thesis proposes to integrate insights from recent membership inference attacks
into a new combined architecture, and to develop them further in order to increase
performance. The research questions follow below.

RQ1: For semantics-preserving text edits in membership inference attacks, can
targeted and loss-guided token perturbations improve performance over masking
random or arbitrary words?

RQ2: Can a unified attack that combines and develops recent MIAs improve current
state-of-the-art results?

1.3 Contributions

This thesis makes three concrete contributions:

1. a custom, open-source implementation of the context-aware membership infer-
ence attack CAMIA (11) !

2. improving CAMIA results through integration of the Neighbourhood Compari-
son Attack (16) as an additional signal family (Section 3.3); and

3. additional performance improvements through the design and implementation
of novel next-token loss sequence-based signals (Section 3.4).

!Code: https://github.com/gabrielglante/LeakPro


https://github.com/gabrielglante/LeakPro

2

Theory

The purpose of the following chapter is to provide a theoretical foundation for
answering the research questions. The chapter contains definitions and descriptions
of two essential and standard metrics to measure membership inference attack
performance: area under the ROC curve (AUC) and true positive rates at low false
positive rates (TPRQ1%FPR). It also covers summaries of recent approaches relevant
to assess the influence of tokens perturbed to semantically equivalent variants on
membership inference. Other covered approaches are related to semantics, such as
context-dependence and range queries. Four papers are discussed, out of which two
have been replicated and incorporated into experiments conducted in this thesis:
Context-Aware Membership Inference Attacks against Pre-trained Large Language
Models (CAMIA) (11) and Membership Inference Attacks against Language Models
via Neighbourhood Comparison (16). The other two are relevant for future extensions
and further development: Semantic Membership Inference Attack against Large
Language Models (13) and Range Membership Inference Attacks (12). For correctness,
the notation from each paper is preserved in its respective summary. The differences
in notation reflect that the research area has not been standardized, and that
membership inference attacks are part of a growing research field. Brief summaries of
logistic regression and principal component analysis are also included in this chapter,
as these techniques are employed in CAMIA.

2.1 Key metrics

2.1.1 Area Under the ROC Curve (AUC)

A natural starting point for assessing the performance of membership inference
attacks is to enumerate the number of correct and incorrect predictions of data points
belonging and not belonging to a validation dataset. Such data points can be defined
as members and non-members, respectively. As described in (25), these predictions
can be categorized as true and false positives and negatives in a confusion matrix:

y=0 y=1]total
g=0| TN FN N*
g=1| FP TP P
total N P n
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Here, comparing the counts of the true labels y € {0,1} with the predicted § €
{0,1}, the numbers of true and false positives and negatives TP, FP, FN, TN are
recovered. The number of positive instances P = TP + FN, the number of negatives
N = TN + FP, the number of predicted positives Px = FP + TP and predicted
negatives Nx = TN 4 FN are also obtained. Examples of commonly used metrics
using these counts are

TP FP
True positive rate (TPR) = 5 False positive rate (FPR) = N

also known as recall (or sensitivity) and fall-out, respectively. Furthermore, many
models output a real-valued score s(x) on an input z. The higher the score, the
stronger the evidence for the positive class. A binary decision is obtained by
setting a threshold r and predicting § = 1[s(z) > r|. Lowering r converts some
negatives to positives, simultaneously increasing (or at least not decreasing) both
TPR and FPR. The plot of TPR against FPR for every possible threshold traces
the receiver—operating characteristic (ROC) curve. The curve runs from (0,0) (no
positives predicted) to (1,1) (everything predicted positive). A perfect classifier
touches the upper left corner, and collapses to the diagonal TPR = FPR for random
guessing.

| il B = | s T s T E Ty T e R T e T e e E e =n
: = decreasing » _, ,
© " o .
= & :
—_ " (Q, [
o :
2 ¥ g :
g 0.5 g 0.5 !
g )
2 : & pin :
E Typical example Typical example '
- = = Perfect classifier - - - Perfect classifier [
L
b Random guess Random guess .

ol \ 0
0 0.5 1 0 0.5 1

False positive rate Recall
(a) The ROC curve (b) The precision—recall curve

Figure 2.1: The ROC and precision-recall curves (Figure 4.13 from (25))

A metric which captures the entire ROC graph is the area under the curve (AUC),
which is equivalent to the probability that the classifier (such as a MIA) scores a
data point from the positive class (such as a member) higher than one from the
negative class (such as a non-member). A perfect classifier therefore has an AUC
score of 1, and a classifier performing no better than random a score of 0.5. (25)

Formally, AUC can be calculated as follows. Let Sp and Sy be the scores assigned
to randomly drawn positive and negative examples, Fp and Fy the cumulative
distribution of the scores of the positive and negative classes, and fp(r) and fy(r)
the corresponding probability density functions. Then:

6



2. Theory

Fp(r) = Pr(Sp < 7“) = /TOO fr(s)ds, (12.4)

Fnx(r) = Pr(SN < 7’) = /_roo fn(s)ds. (12.5)

The corresponding true-positive and false-positive rates at threshold r are

v(r)=1— Fp(r), u(r) =1— Fy(r).

These can now be used to define:

AUC = /01 v(r‘l(u)) du, (12.6)

where ! (u) is the inverse of u(r). Finally, AUC is equivalent to the probability
that the positive member receives a higher score than the negative member:

AUC = [ o) (=) dr = [~ o) fulr)dr

_ _O:O fx(r) (1= Fp(r)) dr = Pi(Sp < Sy). (12.7)

Since the ROC curve sweeps over the whole false-positive range, it is most informative
when the class proportions are roughly balanced and the cost of FP and FN errors is
comparable. In imbalanced or asymmetric scenarios where most data points belong
to one class or the impact of false negatives are not equivalent to false positives, other
metrics can be more useful. A de facto standard metric in the context of membership
inference attacks is described in the next section.

2.1.2 True-Positive Rates at Low False-Positive Rates

Average case scores such as AUC show how an average sample behaves when sweeping
the decision threshold across its entire range. However, membership inference attacks
should arguably not be judged by their average performance. An adversary only needs
to correctly expose a single or handful of training examples to breach confidentiality,
whereas even a single false accusation can be unacceptable in practice. Carlini et
al. (10) therefore argue that membership inference attacks should be evaluated by
the true positive rate (TPR) that can be achieved while keeping the false positive
rate (FPR) very small (e.g. 0.1% or below). The authors show that many attacks,
with balanced accuracy scores much better than random guessing, perform worse
than chance at low false positive rates. For example, the popular Loss threshold
attack achieves 60% balanced accuracy on CIFAR-10, yet yields zero true positives at
0.1% FPR. The Loss attack is also shown to be a strong non-membership inference

7



2. Theory

attack, and practically useless for identifying members. These results call for better
membership inference attacks and a general adoption of suitable metrics.

By fixing the false positive rate at, e.g., 1%, the TPRQ1%FPR metric thus reports
the true positive rate (T'P/(F'N +T P)) for classifying membership given that at most
1 in 100 non-members are incorrectly classified as members (FP/(T'N + FP) < 0.01).
Carlini et al. perform experiments with the FPR as low as 0.001% FPR, inspired by
standards in computer security where false alarms are also costly. Recent research
in the field (11; 12; 13; 15; 16) have adopted this metric, and can to an increasing
extent be considered a standard.

2.2 Summaries of Recent Approaches

In recent literature, multiple new methods incorporate partial or full notions of
semantics in their membership inference attacks. This section briefly summarizes
each approach, highlighting the essential formulas and algorithmic steps. Note that
each approach relies on some form of loss from the model outputs, which is typically
accessible even in black-box scenarios through token-level log probabilities or similar
statistics. Note that the notation used below is based on the notation in each
summarized paper respectively. There are therefore slight differences in notation for
each paper.

2.2.1 Previous Attacks

A previous baseline attack is the Loss-based attack (LOSS) (27), which predicts
membership based on whether a large language model’s loss over all tokens of a
text is below a certain threshold. There also exist membership inference attacks
tailored to pre-trained large language models utilizing the LOSS attack. Examples
of such attacks, which are compared against in the experiments of more recent
approaches such as CAMIA (summarized below), are the Min-K%, MinK%++,
Reference-based, Neighbourhood and Zlib attacks. The Min-K% attack (26) is
based on the hypothesis that non-member samples are more probable to contain
a small number of outlier tokens with very high loss compared to members. The
scoring function is based on the average loss of the K% of tokens with the lowest
likelihoods. The Min-K%++ attack (29) is based on the same logic, but the loss
score is normalized with the expectation and standard deviation of the next token’s
log probability over the vocabulary of the large language model given its prefix. The
Reference-based attack (28) uses a membership scoring function which compares the
cross-entropy loss of a model targeted for an attack against a reference model trained
on same-distribution, but mostly disjoint data. The Zlib attack (28) normalizes the
target model’s loss of a sample with its zlib entropy (the number of bits of entropy
when the sequence is compressed with zlib compression (28)). Out of these, the
Neighbourhood Comparison Attack is summarized in greater detail later in this
chapter, as it is incorporated in the attack architecture designed in this thesis. Note
that the contents of the paper Context-Aware Membership Inference Attacks against
Pre-trained Large Language Models (11) is described in greater detail than the
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others, as the corresponding attack has been implemented as a foundation for the
experiments conducted for this thesis.

2.2.2 Context-Aware Membership Inference Attack (CAMIA)

CAMIA (11) is a recently proposed attack framework designed specifically for black-
box membership inference on pre-trained LLMs. The key insight behind CAMIA is
that membership signals in LLMs often manifest at the token level - that is, through
the sequence of next-token losses or probabilities across an entire text. Standard
“loss-based” attacks typically aggregate model loss over the entire input text (e.g.,
compute a single mean loss), thus missing important token-by-token behaviors and
ignoring how prefixes influence subsequent predictions. CAMIA overcomes these
limitations by analyzing finer-grained signals that reflect contextualized memorization
within the LLM.

The notation in (11) can be summarized and expressed as follows. If M is an

auto-regressive LLM with vocabulary V = {vi,...,vy}, the token sequence is
X = [z1,29,...,27] (z; € V) after tokenization of an input text. The prefix of
length ¢ — 1 can be written as xo; = [x1,..., 2y 1], and can receive a next-token loss

sequence at every step ¢ from the M output distribution P(x; | x<4; M) over V. The
per-token cross-entropy loss is

Ly(xy) = =) _0(x —x) log P(x | x<p; M) = —log P(z; | X< M),

ey

where 0(z — ) is the Dirac delta function. Collecting the 7" losses produces the loss
sequence Seq(X) = {El, Lo, ... ,ET}. Furthermore, £(x,; M) = —% Y1, Li(2;) is
the mean loss V¢t € T' (over the whole text).

2.2.2.1 Context-aware membership signals

CAMIA (11) converts every query to M into the loss sequence Seq(X) above and
then distils multiple scalar statistics from it. These statistics - cut-off loss, token-
diversity calibrated loss, slope of the loss trajectory, count-below, count-below mean,
count-below previous mean, approximate entropy and Lempel-Ziv complexity, all
with repetition gaps using one and two extra copies respectively, are defined as in
the original paper below, with accompanying descriptions.

1. Cut-off loss fcut
1 &

fCut(X) = F ; Et(ﬂ%)-

The cut-off loss signal represent a filtering out of a non-informative portion of
the next-token loss sequence. The rationale is that the differences in losses are
claimed to be generally larger between members and non-members early in the
sequence, whereas there are large overlaps for the last indices.
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2. Token-diversity calibrated loss fca

_ | Dedup(X)]

J L(X; M)
X — |X| ?

J Cal(X) = T .

Dedup(X) is an operation which removes duplicated tokens of an input text X.
The logic behind the signal is that a text that repeats tokens is inherently easier
to memorize. Dividing by diversity compensates for such intrinsic simplicity,
preventing the attack from mistaking low-diversity non-members for memorized
samples.

. Slope of the loss trajectory fsiope

B TSt L) — St L)
- 2
T~ (ST )

fSlope (X)

The authors claim that the slope of the line fitted with ordinary least squares
(OLS) of the next-token loss sequence is steeper for members than for non-
members, under the assumption that loss values drop once a model starts
recognizing a memorized sample. For non-members, memorization has not
occurred and the slope is therefore expected to have a flatter slope.

. Count-Below (fixed) fcs

1

fes(X) = FZH {Et(:ct) < T}, T€{1,2,3}.

This signal represents a low-loss vote. The absolute number of very confident
tokens is often larger for memorized text even when a few high-loss outliers
exist.

. Count-Below-Mean fcpwm

1 1

Lx = L Lalw). fom(X) = 7 3 |Lo(w) < Lx]

Similar to fcp, but adapts the threshold to the example at hand, counting the
number of points with lower loss than the average of the particular sequence.
This is less sensitive to overall text difficulty and extreme outliers.

. Count-Below-Previous-Mean fcgpm

1 t—1 1 T

Lx., = 1 L), fepm(X) = T ; 1 {ﬁt(xt) < ZXQ}‘

s=1

Similar to fcgym, but where the number of points with lower loss then the
average of the losses of the particular sequence up until the currently studied
point are counted.
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7. Approximate entropy fapgn

Let the length-m sliding window of per—token losses be

ugm) = (ﬁt(%), L1 (we41), .- >£t+m—1($t+m_1))

fort=1,...,7"—m+ 1. The authors define the distance between two vectors
uy" and uj' as the maximum difference in their corresponding components,
according to the following formula:

d(u, uy') = max |Lii—1 (Tpk—1) — Lopr—1 (Tpip-1)] -

Then, the proportion of vectors within distance r is calculated for each ugm):

o) L T
0 = oy g ) <o)

Averaging the log-frequencies yields
1 T —m~+1

m (m)
P (T>—T’—m+1 ; In C;™ (1)

and:

Fapen(X) = @7 (r) — @™ (r).

fapEn is used to measure the frequency of repeating patterns in a next-token
loss sequence, to quantify its amount of regularity and unpredictability of
fluctuations. In this implementation, m=8 and r=0.8.

. Lempel-Ziv complexity frz

fiz(X) = LZW(By,..., Br)

where LZW (-) is the Lempel-Ziv compression algorithm, which measures the
complexity of a sequence of finite length, through parsing it into as few distinct
phrases previously not seen in the sequence as possible. B; is the index for the
bin corresponding to L.(z;).

CAMIA does not rely on a single hyper-parameter setting for each of the eight signals
described above; instead the authors build multiple variations of each signal based
on the following:

1.

the cut-off length 7" that decides how many early tokens of the loss trajectory
are considered,

. an optional conversion from cross-entropy loss to aggregate perplexity PPL(X) =

exp L(X),

11



2. Theory

3. fhiep(X) (k €{1,2}) which measures how the base statistic f changes after
concatenating one or two additional copies of the same text.

Only a subset of families is combined with all three variations. The complete
signal suite, reproduced in Table 2.1, yields 72 one-dimensional signals; empirical
effectiveness of every entry can be found in Tables 8 and 9 in Appendix B of the
original paper.

Table 2.1: Summary of feature families and their variations

Family Variations T’, T or bins # features
feu feut, fFl{ep,Cutv fPQ{ep,Cut 1" € {Tv 200, 300} 9
feal feal, frepcats flRep,cal T' € {T, 200, 300} 9
JppL fepL, fRep.ppLs fl%cp,PPL T" € {T, 200, 300} 9
feappL  feaippL, fﬁep,cal,PPLa flgtep,Cal,PPL T" € {T, 200, 300} 9
fen fes, fFliep,CBv fP2{ep,CB T" =200, 7€ {1’ 2, 3} 9
fem feBMs frep.cans fRep.cBm T" € {T, 200, 300} 9
frz frz, fﬁep,Lza fl%ep,LZ bins € {3,4,5} 9
fepm  fosem T’ € {T, 200, 300} 3
fstope  Sstope T’ € {600, 800, 1000} 3
fapeEn  fApEn T’ € {600, 800, 1000} 3
Total 72

CAMIA was evaluated on the Pythia, Pythia-deduped and GPT-Neo model suites
with sizes ranging from 70M to 12B on subsets from The Pile, against the LOSS, Zlib,
Min-K%, Min-K%++ and Reference membership inference attacks and showcased
superior performance in both settings (11).

CAMIA also composes the membership signals F = {fi, fo, ...} described above,
extracted from the target model M on an input text X and chooses between two
tests depending on the adversary’s data access: (i) a hypothesis-testing composition
that uses only a small non-member set; and (ii) a learned composition trained on a
small labelled member/non-member set.

2.2.2.2 CAMIA (Edgington)

In the non-member-only setting, for any single signal f € F, CAMIA casts mem-
bership inference as hypothesis testing. The null hypothesis is that X comes from
the underlying data distribution (non-member), and the alternative is that X is
a training sample (member). Using a non-member dataset Dyonmem, the attacker
computes f(Xponmem) for each Xionmem € Dnonmem. Without loss of generality,
CAMIA assumes that when X is a member, f(X) tends to be smaller than most
f(Xponmem) (€.g., lower loss for members). Otherwise, the sign of the signal is
flipped.

12
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Following prior work as stated in CAMIA, the observations {f(Xuonmem)} are
treated as samples from the distribution Dy, of the signal f over the underlying data
distribution. The membership evidence for a target X is quantified by the p—value

ps(X) = CDFp,(f(X)) € [0,1],

i.e., the (empirical) cumulative distribution function of D; evaluated at f(X). Intu-
itively, p;(X) is the fraction of non-member scores not exceeding f(X). Small p;(X)
indicates that f(X) lies deep in the member-like tail. For example, if f(X) is below
80% of the non-member scores, then pr(X) = 0.2 and X is considered more likely to
be a member.

After obtaining {pf(X)}ser, CAMIA combines them into a single scalar and thresh-
olds the result to decide membership. Using the paper’s notation, the four combina-
tion rules considered are:

Edgington: fEdgmgton X M Z Dy-

fer
Fisher:  frisher(X; M) = Y logpy.
feF
Pearson: fPearson(X M = = Z log(l o pf)
feF

Mudholkar-George:  fgeorge(X; M) Z log
ferF 1 - p 2

Most results in the CAMIA paper are based on the Edgington tests only, although
the authors acknowledge that each method can be optimal depending on setting.

For calibration, the attacker samples a small subset of non-members from the
evaluation pool to estimate each CDFp,, denoted a% in the paper. a = 30 in the
main experiments, but results are also shown to be relatively consistent for different
values of a. The remaining data constitute the target set on which combined scores
are computed and metrics (AUC and TPRQ1%FPR) are reported. Importantly, only
non-members are used to build CDFp e Members are never used for calibration in
this setting.

2.2.2.3 CAMIA (Logistic Regression + Group PCA)

In the second setting, the attacker has access to a small labelled set containing both
members and non-members, called the “attack dataset” D,iacc. Rather than fixing
a combining rule, CAMIA learns how to combine signals.

Given the signal set F and target X, CAMIA forms the feature vector

X]—' = (fl(X)7 fZ(X)> . ) S RV’—"
and trains a logistic regression model to predict membership:

Pr(Y =1[Xr) = o({(XFr,w)),

13
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where o(z) = 1/(1 +¢7%), Y € {0,1} denotes membership, and w is learned by
minimizing the average cross-entropy loss over (z,y) € Dagack- At test time, the
learned model is applied to X of each target input and the resulting scores are
thresholded to produce predictions and metrics.

Many signals used in CAMIA are correlated variations of each other, categorized in
the families listed in Table 2.1. To reduce redundancy while preserving predictive
structure, CAMIA applies Principal Component Analysis within each signal group
and uses a small number of principal components per group as inputs to logistic
regression. This approach is referred to as “Group PCA”. This compresses co-
varying features inside a group and improves robustness. It was shown empirically
in the paper that Group PCA with two components per group yielded the best
improvements (11).

For this second setting, the attacker samples a small labelled subset containing both
members and non-members (again a% of the available train/test pools in the paper)
to form D,itae for fitting the logistic model (and for fitting Group-PCA projections).
The remainder is used as the target dataset for evaluation, identical to the Edgington
setting to ensure a fair comparison.

2.2.2.4 Logistic Regression

Logistic regression is a commonly used probabilistic model for binary classification
using a linear decision boundary. (25) Given a linear regression model z = 0y + 6,21 +
Osx9 + ... + 0,7, = 07x, the logistic regression model can be retrieved by mapping 2

to the interval [0, 1] through the logistic function h(z) = 1_7;2, giving:

€0Tx

g(X) = 1 +€0Tx'

This can be interpreted as the probability for one of the two classes, implicitly
providing the probability for the other class through 1 — g(x). The parameter 6 is
learned from the training data through a maximum likelihood approach, where X is
the input and y is the output, by solving

0 = arg max, p(y|X;6) = arg max, > In p(yi|xi; ).
i=1

2.2.2.5 Principal Component Analysis

Principal component analysis (PCA) is a common technique employed to learn a
low-dimensional representation of certain data. This is achieved by the projection
of the original data onto a linear subspace of a lower dimension through linear
transformation, while retaining as much information as possible (in terms of variance).
(25) The data X is first centered by subtracting the mean value from each data point,
giving a matrix Xy, to which a matrix factorization technique called singular value

14
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decomposition is applied. The result can be used to extract the first ¢ vectors called
principal axes, which represent the optimal low-dimensional representation of Xj.

Note that it is not described in (11) how the implementation of logistic regression
or PCA is done in detail, leaving technical details such as the optimization method
unknown.

2.2.3 Membership Inference Attacks via Neighbourhood
Comparison

2.2.3.1 Problem setting

Let fg be a language model trained on an unknown dataset Dy;.i,. The adversary
can query fg in a grey-box fashion, obtaining the (token-level) negative log-likelihood
L(fg,x) of any text z € X', but has no access to model weights or gradients. The
goal is to decide, for a given x, whether x € Dy..;,. Instead of contrasting x with
an external reference model, the Membership Inference Attack via Neighbourhood
Comparison (hereinafter referred to as the Neighbourhood Comparison Attack or
NCA) (16) compares x to a set of n synthetic neighbours N (z) = {#1,...,T,} that
have been crafted to be semantically and syntactically almost identical to x while
not belonging to Dy;.in. Membership is inferred with the indicator

n

o) = 1|(£Uoa) = X LU 3)) < 9],

where the threshold v is calibrated to meet a predetermined low false positive rate.
Intuitively, for non-members the loss of x should be comparable to the average loss
of its near-equivalent neighbours, whereas genuine training examples tend to receive
an unusually low loss, making the difference (in brackets) negative and if it crosses y
triggering a positive membership claim.

2.2.3.2 Neighbour generation

NC constructs N'(z) entirely without access to Diain. Following the lexical-substitution
strategy of (30), it uses an off-the-shelf masked-language model (MLM) such as BERT
to propose context-appropriate word replacements. Algorithm 1 reproduces the exact
procedure, where the probability ps( = w¥|x) of token 1@ as the word in position
can be obtained from the masked language model’s probability distribution p(V®|z)
over the token vocabulary V at position i. (Algorithm 1 in (16)).
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Algorithm 1 Neighbourhood Generation (from 16)

Require: Text z = (w®, ..., w®), integers n (neighbours) and m (replacements)
Ensure: Neighbours {Z1,...,Z,}, each with m word replacements

1: forie{l,...,L} do

2: Get token embeddings (gb(w(l)), e gb(w(L)))

3: Add dropout to position i: ¢(w®) < drop (qﬁ(w(i)))

4 Obtain p(V(i) | x) from BERT

5 Compute Pswap (w(i), w@)vuv €V via

(z')) = pg(u? =w?| x)

N
pswap(w i 1 —p(;(ﬁ) = w( | x)

> Eq. (4) in 16

. For all swaps (w',@™), ..., (w' w') with i, # 4, for i # [, compute joint

=2

suitability > 7% Dswap (w(il)7 @(h))
7: return the n candidates with highest joint suitability

Because each 7; differs from x by only a few high-probability token swaps, all
neighbours lie close to x under the language distribution. Thus, any substantial

loss gap is attributable to fy having memorised z during training, exactly the signal
NCA exploits.

2.2.4 Semantic Membership Inference Attack (SMIA)

Most prior MIAs against LLMs look for exact substrings that the model may have
seen during training. Such verbatim evidence is only a narrow slice of the privacy
surface: large language models frequently encode the meaning of a passage without
ever reproducing it word-for-word. The core idea behind SMIA (13) is therefore
to probe an LLM not with a single text x but with a constellation of semantically
nearby alternatives. If x was a training sample, the model will already have aligned
its internal representations with the underlying idea; it should react to small semantic
shifts in a smoother and more predictable way than it does for a genuinely novel
concept.

Formally, let T" be the black-box target model whose training data is to be tested,
and let £(.,T) denote its loss value or log probability on any input text. SMIA
assumes access to two auxiliary corpora:

Dy, C training data of T, Dy N Dipy = 9,
where the second set is drawn from the same domain but guaranteed to be unseen

by T (e.g. Wikipedia articles published after the model’s cut-off date). From these
corpora the attack learns to tell members from non-members in four steps.
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1. Semantic perturbations: For every x € Dy, U Dy, ,, the authors created
n neighbours by masking K random tokens and letting a text-infilling model
N(-) (T5 with 3B parameters in the paper) replace them through substitution,
deletion or duplication.

2. Measuring semantic distance: The Cohere v3 encoder E maps any text to
a 1024-dimensional embedding ¢(x). The differences in semantic vectors

Ap(z,7) = ¢(z) — ¢(7).
can then be calculated.

3. Capturing the model’s behavioural change: Alongside the embedding
shift the loss difference

Al(z,7) = 0z, T) — (%, T).

can also be calculated.

4. Learning a decision boundary: Each pair <Agz§, AE) = (gb(m)—gb(j), Uz, T)—
0z, T )) constitutes one training vector in R'%2°, SMIA collects an equal num-
ber of such vectors from Dy, (label 1) and Dy, (label 0) and trains a small

neural network model A(-) for 20 epochs with the Adam optimizer set at
r=5x107% or r =1 x 107%, depending on setting.

Given an unseen candidate z,n;,¢ new neighbours are generated, and the corresponding
feature vectors are computed and passed through the trained neural network:

1 ) )
[ EA(M(x,:z(Z)),M(x,fc(%), i=1,... .

The final membership score is determined based on whether p > e, where ¢ is a
predetermined threshold and a p being greater infers membership and vice versa.

SMIA outperforms all membership inference attacks it was compared to (LOSS, Ref,
Zlib, Nei, Min-K and Min-k++) in terms of both the AUC-ROC and TPR@Q1%FPR
metrics. The authors claim that these results stem from the incorporation of
semantics into the analysis as opposed to other method’s reliance on the target
model’s behaviour alone, and the fact that a neural network is trained particularly
to distinguish between members and non-members.

2.2.5 Range Membership Inference Attacks (RaMIA)

RaMIA (12), extends membership inference to a range setting, where a challenger
challenges an adversary to discern whether any point within a specified range lies in
the training set. This means that multiple data points can be searched for, instead
of a single one. Below is the formulation of the Range Membership Inference Game
from the paper:
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Range Membership Inference Game (Definition 2 in (12)).
Let 7 be the data distribution, and let T be the training algorithm.

1. The challenger samples a training dataset D <—°P 7, and trains a
machine learning model 0 <— T'(D).

2. The challenger samples a data record zy <°*° 7w from the data
distribution, and a training data record z, < D.

3. The challenger flips a fair coin to get the bit b € {0,1}. Ifb =1, the
challenger samples a range Ry containing at least one training point.
Otherwise, challenger samples a range Ry containing no training
points.

4. The challenger sends the target model 6 and the range Ry to the
adversary.

5. The adversary gets access to the data distribution ™ and access to
the target model, and outputs a bit b < A(0, Rs).

6. If b="b, output 1 (success). Otherwise, output 0.

When moving from a single data point x to a range R, the standard membership
hypotheses become:

Hy:Vze€R,2¢ D vs. Hy: 3z€Rst. z€D.

Since R can contain infinitely many points, the authors opt for sampling a set S C R.
Then the hypotheses become

Hy:Vze S, z¢ D vs. Hy: 3ze€Sst z€D.

To test @ under Hy or H;, (12) discuss Bayes Factor and the Generalized Likeli-
hood Ratio Test (GLRT) as standard statistical approaches for these “composite”
hypotheses. However, they also highlight practical complications due to imperfect
MIA scores and out-of-distribution samples.

As a simple strategy to handle spurious outliers or unreliable membership scores,
(12) propose the following “trimmed” approach (their Eq. (4)):

PO | Hy) = TrimmedAvg(S, qs,qe;P> =

Avg{ POz € D)

x & [qs, ¢e|-quantiles of P(0 | x € D)},

where S is the sampled set from R, and ¢, ¢. define quantiles to remove from the
top or bottom. For instance, if the adversary suspects that top-scoring points might
be out-of-distribution data with artificially high membership scores, they can trim
those to produce a more robust membership statistic.
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RaMIA is a framework wherein:
1. A sampler, Sample(R), draws candidate points from the range R.

2. Any existing point-based membership tester with membership scoring function
MIA(z) is applied to each sampled point x.

By combining these components, an adversary derives a range membership score and
predicts whether R overlaps with the training data. Concretely, one may compute
TrimmedAvg(S, s, ge; MIA) (or a Bayes Factor / GLRT) and compare against a
threshold. Thus, RaMIA offers a general mechanism to capture privacy risks that
arise whenever any point in a region of the input space belongs to D. This can reveal
memorization that goes beyond the single “point query” scope of conventional MIAs.
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Methods

3.1 Workflow overview

The work was carried out through an iterative process consisting of literature
review, design, and implementation. The first step was reviewing recent research on
membership inference attacks, focusing on papers such as CAMIA, SMIA, RaMIA,
and the Neighbourhood Comparison Attack. Weekly discussions with the advisors
at Al Sweden and the supervisor helped guide the selection of approaches.

CAMIA was chosen as the main starting point because of its strong reported
performance and modular architecture, which makes it suitable for adding new
signals. SMIA was considered but excluded later due to its computational cost and
its reliance on both member and non-member samples. RaMIA was also deferred
since it requires an existing attack as input. The Neighbourhood Comparison Attack
was selected as an additional attack because it is computationally lighter and arguably
preserves semantics better than SMIA’s neighbour generation, and can easily be
treated as a signal in the CAMIA architecture.

The implementation, experiments, and design choices were also developed iteratively
throughout the project, with frequent adjustments based on results and practical
constraints such as compute resources.

3.2 Custom CAMIA implementation

3.2.1 Implementation methodology

The paper Context-Aware Membership Inference Attacks against Pre-trained Large
Language Models (11) was published on 11 September 2024 and was under review
during the project. The authors received a request for their code, but they declined
due to the ongoing review. They instead pointed to the public MIMIR benchmark
codebase and noted that CAMIA is built on that architecture. By the time they
replied, a from-scratch re-implementation of CAMIA had already started. Adopting
MIMIR at that point would have added dependencies and complexity, and it was
unclear how to integrate the planned extensions. The implementation therefore
proceeded independently, based on the description in the original paper (11). Building
the attack from scratch was time-consuming and required several rounds of debugging
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and sanity checks of the outputs.

A second bottleneck was the availability of data. The tests run in the CAMIA paper
were based on datasets from The Pile (19), a large-scale open source repository of
diverse text modality data sources. However, the original datasets had been taken
down due to copyright strikes (18), and could not be retrieved from GitHub, Hugging
Face or similar easily. However, it was later found that the tests run on the MIMIR
benchmark also used data from The Pile, and portions of the subsets used for CAMIA
tests can be streamed directly from the MIMIR repository (15). These subsets have
not been subject to copyright claims, and can thus be used without any known legal
considerations. As the language models used for the experiments are also open source
and publicly available, with the infrastructure provided by Al Sweden, all conditions
for a faithful custom implementation were fulfilled.

Not all technical details necessary for a one-to-one implementation are clear or
described in (11), so a number of independent assumptions and design choices were
made. Notwithstanding these potential differences, the results reported in the paper
were essentially reproduced for the models and datasets experimented on. Full results
are reported in the Results chapter.

3.3 Neighbourhood Comparison Attack signal

A central purpose of the thesis is to further develop recent MIAs to improve research
in the field. Once the notebook with the custom CAMIA implementation generated
results similar to the original paper (see Chapter 4 for full results), the next part of the
design process consisted of choosing and implementing an additional signal utilizing
semantic information of the available text samples. The methodology described
in Membership Inference Attacks against Language Models via Neighbourhood
Comparison (16) was chosen over SMIA due to its lightweight and reference-free
approach suitable both to the Edgington (non-member only) and logistic regression
with principal component analysis approach (members and non-members) in CAMIA.
An additional benefit was that the code for the Neighbourhood Comparison Attack
was publicly available (17), which decreased the coding workload. In order to make
the neighbour signal work, two major steps were required:

1. Generating neighbours for the arXiv, dm_ mathematics, github, pubmed_central,
hackernews and pile_cc data subsets (see Section 3.5 for details); and

2. Converting the Neighbourhood Comparison Attack into a signal which could
be integrated into the CAMIA architecture.

3.3.1 Neighbour Generation

Both steps were relatively straightforward, as the code for the Neighbourhood
Comparison Attack included code for generating neighbours. Relevant code fragments
were incorporated into cells in the custom CAMIA implementation notebook, and
neighbours were generated according to Algorithm 1. As generating neighbours is
too time-consuming to execute every time an experiment is run, they were created
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once and cached for subsequent experiments. 100 neighbours per member and non-
member were generated for each dataset, as the experiments in the original paper
were performed on up to 100 neighbours. In other words, n was set to 100. m, the
number of replacements required as an argument by the algorithm represent the
number of tokens to be exchanged per neighbour. Since the authors had already
conducted extensive experiments on the efficiency of various values for m and found
that a single word replacement was superior to two or more word replacements in all
studied cases (see Figure 3.1), m was set to 1 in the implementation to reduce the
number of hyper-parameters and sets of neighbours to a practically feasible small set
of experiments.

#Word Replacements 1 2 3
News:

1% FPR 829% 4.09% 4.18%
0.1% FPR 1.73% 0.85% 0.94%
0.01% FPR 0.29% 023% 021%
Twitter:

1% FPR 7.35% 4.86% 4.37%
0.1% FPR 1.43% 0.74% 0.72%
0.01% FPR 028% 0.14% 0.11%
Wikipedia:

1% FPR 232%  L76% 1.44%
0.1% FPR 027% 023% 0.17%
0.01% FPR 0.10% 0.07% 0.03%

Figure 3.1: Attack performance w.r.t. the number of words (Table 5 in (16))

It should here be noted that the pg,qp-based selection in the Neighbour Generation
algorithm is in turn adopted from Zhou et al. (2019), and represents a way of
maintaining both semantic equivalence and preserving syntax after token perturbation.
A transformer-based masked language model such as BERT is used to obtain the
probability distribution for the token vocabulary V at position i. Instead of merely
masking the token to be exchanged, which would obfuscate the meaning of the
sentence and thus losing semantics, strong dropout is added to the input embedding
layer at position ¢ before it is fed into the transformer to achieve the candidate
replacements for w®. This method arguably preserves semantics to a greater extent
than the neighbour generation procedure in SMIA, which both deletes and duplicates
random tokens in some cases.

3.3.2 Delta-loss Statistic

Given the simplicity and reference-free nature of the Neighbourhood Comparison
Attack, where the difference between the loss of a target sample and the average
loss of its neighbours is compared against a threshold, it is easy to incorporate
as a signal in the CAMIA architecture where the other signals are already based
on the next-token loss sequence from a target large language model for a specific
sample, in both the Edgington (non-members only) and LR + PCA (members and
non-members) cases.

A novel contribution which was added to the architecture here is based on the fact that
the neighbourhood delta-loss statistic is a single signal, which can easily drown out
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Figure 3.2: Overview of the Neighbourhood Comparison Attack (Figure 1 in (16))

among the 72 other CAMIA signals. In order to acknowledge that the neighbour signal
essentially is a stand-alone attack, it was magnified to increase its influence compared
to other signals. Instead of duplicating the neighbour signal through repetitions and
truncations similar to the original CAMIA signals, the signal was amplified through
a scalar weight. Hyperparameter grid searches were conducted with the p-value
in the Edgington (and other p-value statistics tests) having a weight from the set
{0,9, 18, 36,72}, in the Edgington test, and a feature weight from the set {0, 1,2, 3,4}
in the logistic regression test. As the two tests are independent, the hyperparameter
search used one weight from each set simultaneously (e.g. 9 for Edgington and 1 for
logistic regression). Both weights were also set to 0 in some experiments to also assess
performance without incorporating the neighbour signal. Another hyperparameter is
the amount of neighbours n used, where n € {0,25,100}. In the original Membership
Inference Attacks against Language Models via Neighbourhood Comparison paper,
experiments were conducted with n € {5,10,25,50,100}. As the results in the
authors’ experiments showed that performance only increased or at least remained
as strong as the amount of neighbours increased (see Figure 3.3), the number of tests
were reduced in this implementation as the impact of the other hyperparameters was
more uncertain.

#Neighbours 5 10 25 50 100
News:
1% FPR 298% 4.57% 6.65% 8.19% 8.29%

0.1% FPR 053% 0.79% 143% 1.50% 1.73%
0.01% FPR  0.05% 0.07% 0.18% 0.23% 0.29%

Twitter:

1% FPR 3.93% 4.88% 621% 6.63% 7.35%
0.19% FPR 0.57% 0.62% 1.01% 1.34% 1.43%
0.01% FPR  0.05% 0.07% 0.10% 0.23% 0.28%

Wikipedia:

1% FPR 1.57% 181% 2.02% 2.17% 2.32%
0.1% FPR 0.16% 021% 0.23% 0.26% 0.27%
0.01% FPR  0.05% 0.08% 0.09% 0.10% 0.10%

Figure 3.3: Attack performance w.r.t. the number of neighbours (Table 4 in (16))
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3.4 Loss-Guided Semantic Neighbours

Combining CAMIA with the Neighbourhood Comparison Attack provides novel
opportunities for generating semantic neighbours, based on the next-token loss
sequences. Since a fundamental rationale of CAMIA is to utilize more available
information from target models and samples than historical membership inference
attacks, it makes sense to guide the perturbation of semantic neighbours utilizing
the same new set of information. The intuition that high loss tokens carry more
relevant information for inference, can be formalized in the following hypothesis:
MIA performance will improve with the generation of semantic neighbours, based on
perturbations of text samples at token indices with the greatest loss in the sequence.
A second set of neighbours was generated based on this approach, where for the K
highest loss tokens, a single neighbour was generated for each corresponding index
with the otherwise identical Algorithm 1 used for the original set. Specifically, the
adjusted algorithm based on the K highest-loss-indices heuristic can be represented
in the following manner:

Algorithm 2 Neighbourhood Generation (from 16)

Require: Text » = (w®, ... w®™), integers n (neighbours), m (replacements), and
K (number of highest loss indices), where L > K
Ensure: One neighbour {Z;} with m word replacements per position k € Sk, where
Sk is the set of indices corresponding to the K highest losses in the next-token
loss sequence of x
1: Sk <+ indices of the K largest losses in {£;}X;
2: for each k£ € Sk do
3: Get embeddings (gb( DY, p(w'E ))

4: Add dropout: ¢(w®) < drop (qzﬁ(w )
5. Obtain p( V& | x) from BERT
6: Compute pswap (w(’“)7 u?(k)>‘v’u~1 eV via
= k)
0 gy _ _Pe(@=v®a)
pswap (U) 7w ) - ~
1 —pg(w = w) | x)

> Eq. (4) in 16
7: W*) +— arg maxgey Powap(w®), w*))
8: Zp + replace w™® in z with @® > one neighbour per high-loss index

9: return {7y |k € Sk}

3.4.1 DMotivation from Next-Token Loss Trajectories

To further guide more involved generation of semantic neighbours for utilization in
CAMIA, an attempt was next made to extract indices in the next-token loss sequence
where perturbations potentially could have the largest differential effect on the loss
of the resulting set of neighbours.
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Figure 3.4: Average next-token loss as a function of token index (Figure 3 in (11))
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Figure 3.5: Linear functions fit to next-token loss sequences (Figure 4 in (11))

The authors of (11) argue that the average loss difference between members and
non-members per token index is on average larger in the earlier parts of a sequence
3.4. Furthermore, they also claim that the average slope is steeper for members than
for non-members 3.5 (which guided the formalization of fgpe in the first place). An
argument around these points raised in the paper is “The intuitive explanation is
that as the model continues to predict the nect tokens, the member (i.e., a sample
from the training data) would seem more and more familiar to the model whereas for
non-members, the model’s uncertainty in next-token prediction remains”. (11)

For these reasons, the following additional hypotheses are formed:

1. Regions of drastic change at an aggregate level in next-token loss sequences
carry useful information for membership inference attacks;

2. The first index in a next-token loss sequence from which the slope of the
ordinary least squares (OLS) fitted line between the same index and the last is
sufficiently close to zero carries useful information for membership inference
attacks; and

3. A set of indices within radius € of such an index is a feasible selection for gener-
ating a set of semantic neighbours to be used for an improved neighbourhood
comparison signal.
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The first hypothesis above leads to the following proposed novel next-token loss
sequence based signal.

3.4.2 Elbow-Point Heuristic

The authors of (11) claim that the rate of change in loss for members is larger than
for non-members (see Figure 3.5). They also observe that the loss difference between
members and non-members is on average larger in the earlier parts of a sequence (see
Figure 3.4). Together these facts indicate that the rate of change in loss for members
on average is larger in the beginning of a sequence than in the end. For an index ¢,,,
it could therefore often be expected that a prefix fitted between indices 0 and t,, has
a steeper slope than a suffix fitted between ¢,, and T (the last index). There also
in general exist sequence-specific arg max indices ¢;, and ¢} for each member and
non-member respectively, where the difference between slopes of prefixes and suffices
is maximized. Given the observations mentioned above, it should be expected that
the magnitudes of the prefix and suffix slope differences to be significantly different
between members and non-members. In other words, since the difference of the
slopes must be maximized for some index, there exist optimal “elbow points” t7,
and ¢ for members and non-members, with different prefix and suffix characteristics.
The values of ¢, and ¢} should also, relative to sequence length 7', on average be
different.

These arguments form the basis for the formalization of two definitions of two novel
signals for the attack architecture. Let

Dpowl = {te

te > T, /\teST—TR}, , =25, 7 = 0.25T,

and for any pivot index ¢, (1 <t, < T — 1) define

P, :  OLS line fitted to (i, L;(z;)) fori =1,...t.,

Sy, OLS line fitted to (i, L;(x;)) for i =t.,..., T,
where 5(526 and 55%6 are denoted by ap(t.) and ag(t.) (OLS is an abbreviation for
ordinary least squares, a method described in the third point of 2.2.2.1). Then, define
the following two signals:

1. Relative optimal elbow point index, elbow__frac:

where t} = arg max’ ap(te) — as(te)
teEDpad

Nk

elbow_frac(X) = ¢} =

2. Absolute magnitude of maximal slope difference, elbow__delta__slope:

elbow_delta_slope(X) = e; = ‘ap(tz) —ags(t})

The domain D, is constructed to create padding with an absolute number of tokens
in the beginning, and a relative number of tokens in the end. 7 is set to avoid
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the influence of variance by fitting the prefix to too few tokens which may generate
non-representative slopes. 7 is set to not consider the last portion of the sequence,
as initial experiments showed that there in general are two main clusters of optimal
elbow points - at the beginning and the end of next-token loss sequences. Such a
bimodal distribution is not easily extendable to this setting, where the goal is to
distinguish unimodal distributions of members and non-members. Furthermore, the
intuition under the hypothesis leading to the design of these signals, is that the loss
signal for members decrease once memorization starts to make an effect. Therefore
the first cluster is chosen for the elbow signals. Concerning the absolute magnitude of
maximal slope difference signal, the absolute value is utilized also to avoid generating
a bimodal distribution, as it cannot be assumed that the prefix is always steeper
than the suffix - particularly not for non-members for which the slope in (11) is
claimed to generally be flat.

Explicitly, for any pivot index t. € Dp,q the OLS slope of the prefix and suffix lines
can be written with running sums:

te tzeiﬁi(xi) - (;1 2) (,iﬁi(mi))

=1
ap(te) = — 2 B )

as(te) = — T T

(T —t, + 1)_2@'2 - (Zi)j

i=te i=te

These formulae evaluate in O(1) time once the three running sums >4, 3 i and
> i L;(z;) are available, so the full scan over all t, € D,4q remains O(T).

For completeness, it should be noted that the relative optimal elbow point index
is chosen as a potentially relevant signal rather than the absolute index, simply
because different samples have different token lengths 7', and since the signal should
be generally applicable.

3.4.3 Flatline-Point Heuristic

One way to verify whether the intuitive explanation in (11) about a target model’s
familiarity with a member sample leads to more pronounced decreasing average loss
than for a non-member, is to design a signal which measures when the derivative of
the OLS line fitted to next-token loss signal approaches 0, or in other words when it
starts to “flatline”. Given the claim that the slope for non-members is generally flat,
it should be expected for most non-members to have its OLS fitted line having a slope
close to 0. This should in turn trivially mean that for non-members the first index ¢
in the next-token loss sequence from which the OLS fitted line has a slope close to 0
is the first one. On the other hand, members could instead be expected to exhibit a
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decreasing average loss up to a critical point where memorization starts to make a
significant impact. After this point, the hypothesis is that the slope of the fitted OLS
line of the remaining part of the sequence remains relatively constant, as the model
is no longer as “surprised” by subsequent tokens, leading to on average constant loss.
This can be conceptualized as the signal “flatlining”. If these assumptions are true,
it should be expected that the location from which the OLS fitted line’s slope is
sufficiently close to 0 being different for members and non-members. This can also
be formalized as an additional novel signal:

1. Relative optimal flatline point index, flat_ frac: Let g > 0 be the initial
tolerance and €., the upper bound (gg = 1073, €. = 8¢9 in all experiments).
Define the smallest workable tolerance

e = min{ € € [€0, €max] ‘ dt € Dr_y @ |ag(t)] < 5}.

Using that £*, choose the first suffix whose OLS slope is sufficiently flat:

_%

th = min{ tr € Dry 7

las(ty)| < 6*}, flat_frac(X)= f*

If no ¢} exists according to the definition above, a fallback solution is to instead choose

$ = argmingep,._, [ag(t)|. This is the index from which the suffix has the flattest
slope. Note that this definition is not used as a first choice, since the interesting
region is where the loss signal starts to flatline - which is not necessarily where the
suffix slope is the smallest.

3.4.4 Next-token loss sequence guided semantic neighbour
generation

As a final design choice in this thesis, an attempt to utilize the new signals extracted
from the next-token loss sequence to guide targeted semantic neighbour generation
followed. Using the intuition that the next-token loss sequence starts flatlining
when memorization occurs, focusing token perturbations around this region could
potentially “revive” the next-token loss sequence, under the assumption that the loss
for each token is dependent on the previous part of the sequence (22). Therefore, two
additional experiments where the neighbourhood comparison signal is introduced
to the custom CAMIA implementation based on sets of neighbours with optimal
elbow and flatline indices for a specific dataset on a target large language model are
proposed. A crucial consideration is how many neighbours should be generated per
token index at or in the vicinity of the optimal point of the chosen signal. Although
an optimal point is searched for, exclusively perturbing a single token with the kind
of semantics-preserving algorithm utilized in (16), would (under the condition that
each neighbour is unique) essentially require that 100 unique synonyms or otherwise
semantics-preserving tokens are available in the token vocabulary, which is hardly
realistic. Furthermore, introducing slack around the optimal point could in itself be
beneficial for at least two reasons:
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o If the tokenizers for extracting the next-token loss signals and neighbour gener-
ation are different, there is no guarantee that the optimal index corresponds to
the same location after tokenization in the second tokenizer (24); and

o If memorization starts to occur from where the slope of a next-token loss
sequence approaches 0, it should intuitively not in general be restricted to a
single token, but rather the general (small) region around the optimal point.

To simultaneously acknowledge the potential importance of the optimal points under
the hypotheses the elbow and flatline signals are based on, a method to select the
n indices is to fit a Gaussian around the optimal point with appropriate variance,
to include a limited number of points in the vicinity with a decreasing number of
neighbours as the distance from the optimal point increases.

The goal is to allocate an integer neighbour budget n; to each token position i in a
symmetric window {t* — M, ..., t* + M} around a pivot index ¢* such that:

1. The discrete histogram {n; } follows a normal-distribution shape ¢(i) = exp(—(z'—
t*)?/ 202);

2. The counts sum exactly to the requested total Y, n; = Nio; and

3. If an offset pushes i outside the valid token span [1, L — 2]!, its quota redis-
tributed proportionally over the remaining in-range indices, preserving the
relative Gaussian shape.

The algorithm should ideally do the following:

o Compute the ideal real-valued shares wy; = ¢(t* + d) for all offsets d €
{—=M,..., M} and normalise them.

« Convert to provisional integer counts ny = round(wy Ny ), correcting any =+1
rounding drift.

e Since some d may be out of bounds, split offsets into valid vs. invalid; accu-
mulate the lost quota niost = > invalid Pa

o Re-allocate nys to the valid offsets in proportion to their original Gaussian
shares and round once more so the final integer vector {n;} still sums to Ny

o Finally, for each in-range index i generate n; semantic neighbours using the
standard dropout + masked-LM pgy,, routine of (11).

Formally, Algorithm 1 can then be updated to:

!Tokens are indexed so that position 0 is the BOS token and position L — 1 is the final token
before EOS, hence the usable range is 1...L — 2.
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Algorithm 3 Neighbourhood Generation with Gaussian Boundary Reallocation

Require: Text 2 = (w®, ..., w®), pivot index *, integers Ny (total neighbours)
and m=1, Gaussian bandwidth ¢, maximum offset M
Ensure: Neighbours {Z1,...,Zn,, }, each with one word replaced
LD+ {-M,...,.M} > candidate offsets
2 g exp(—d2/202) for d € D
3 Wy < ga/ Xjep 9
4: Nig < round (W NViot)
5. Correct rounding drift so >°;7q = Niot
6: Dvahd<—{d€2)| 1 St*—FdSL—Q}
7: Miost € D_dgDoana N
8: if nyst > 0 then
9: Re-scale wy < wy / > jeDey Wi for d € Dyaia

10: ag <— round(q Nyost )

11: Adjust aq (£1) 80 Yyep,, .y @d = Most

12: Mg < Mg + aq for all d € Dyaq

13: N+ @

14: for each d € Dyyiq with 71y > 0 do

15: it +d

16: Obtain token embeddings ((b(w(l)), - ¢(w(L)))
17 p(w®) drop(gb(w(i)))

18: Query the MLM to get p(V(i) | :13)

19: Compute pswap (w(i), ﬁ)) for all w € Y®

20: S < top-fiy tokens by pswap

21: for each w € § do

22: ¥+ x with w9 — @; N+ N U {7}

23: return N/ > exactly Nyt neighbours, no padding
3.5 Experimental set-up

For comparability, the datasets and models used for the experiments are the same as
in the CAMIA paper. The datasets are excerpts of six subsets of The Pile (19), made
available by and streamed from the MIMIR repository (15). For each experiment,
the following hyperparameters were used:

Table 3.1: Hyperparameter search space used in every experiment

Hyperparameter Values tested
Number of neighbours n {0, 25, 100}
Neighbourhood-signal weight in Edgington test W {0, 9, 18, 36, 72}

Neighbourhood-signal feature importance in LR + PCA v {0, 1, 2, 3, 4}

Each test starts with n = 0 (and thus W =0, v = 0) to measure the baseline
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CAMIA implementation for comparison. For n € {25,100}, the neighbourhood
signal weight W and the feature-importance scale ~y are varied pairwise but evaluated
independently (since they belong to different tests). Hence nine hyperparameter
configurations are used per test, as reported in Table 3.2. To account for variance,
each configuration is run 10 times with different randomized splits of the dataset
described in Section 3.5.0.1. This follows the protocol in (11).

Table 3.2: Neighbour-signal hyper-parameter grid explored in every experiment

Configuration 1 2 3 4 5 6 7 8 9

K (neighbours) 0 25 25 25 25 100 100 100 100
W (p-value weight) 0 9 18 36 72 9 18 36 72
Feature importancey 0 1 2 3 4 1 2 3 4

The W levels are chosen with the baseline CAMIA signal count (72; see Table 2.1)
in mind. The neighbourhood signal constitutes a standalone attack. It was therefore
tested whether it merits disproportionate influence in the combined Edgington-style
test. An analogous scaling is applied in the logistic-regression setting, where the
neighbourhood block (after groupwise PCA) is multiplied by v. The number of
logistic-regression inputs equals the number of PCA components per feature family.
In all experiments this is fixed to two components per family (as in CAMIA), yielding
20 PCA components from the 10 families plus the neighbourhood block.

3.5.0.1 Datasets

All six evaluation sets are components of The Pile (19), a 22-subset corpus for training
and benchmarking language models. They were accessed through the MIMIR stream
used in (11), as the original large release has since been withdrawn. Only excerpts
could be streamed and processed. Table 3.3 briefly characterizes each component
and reports its effective size within The Pile.

Table 3.3: Subsets of The Pile dataset used for experiments

Component Brief characterization Effective size

Pile-CC Filtered Common Crawl subset with improved text 227.12 GiB
extraction quality.

PubMed Central  Open-access full-text biomedical research articles 180.55 GiB
from NCBI.

ArXiv IYTEX sources for research preprints (predominantly 112.42 GiB
math/CS/physics).

GitHub Large corpus of open-source code repositories. 95.16 GiB

DM Mathematics Natural-language math problems across algebra, 15.49 GiB
calculus, etc.

HackerNews Comment trees from the Y Combinator link aggre- 7.80 GiB
gator.
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Table 3.4: Composition of the evaluation datasets

Dataset Split Members Non-members
ArXiv ngram 7 _0.2 500 500
DM Mathematics ngram 7 _0.2 89 89
GitHub ngram 7_0.2 268 268
PubMed Central ngram 7_0.2 491 491
HackerNews ngram_7_0.2 646 646
Pile-CC ngram 7_0.2 1000 1000

All runs follow the data-access protocol in Sections 2.2.2.2 and 2.2.2.3. For the
non-member—only setting (CAMIA Edgington), a=30% of available non-members
are drawn to construct a calibration subset. An empirical cumulative distribution
function CDFp, is then computed per signal f € F from these calibration scores.
The target set consists of the remaining non-members together with all members.
AUC and TPRQ1%FPR are computed exclusively on the target set, with no overlap
between calibration and target samples.

For the labelled setting (CAMIA LR + PCA), a=30% of members and a=30%
of non-members are sampled to form D,i.cc- The per-group PCA projections and
the logistic model are fit on Dggiaqc, and the disjoint remainder is used as the target
set. Each hyperparameter configuration is repeated across 10 independent runs with
different random splits, as summarized in Tables 3.1-3.2.

Each row in Table 3.4 lists the number of member and non-member samples actually
streamed and processed. Counts differ across datasets and are relatively small in DM
Mathematics and GitHub, limiting statistical power. The member/non-member split
is always balanced. A small pool of neighbours for both classes exists in the original
MIMIR release. Because its generation procedure is unclear, (standard) neighbours
were generated via the method in (16) (see Algorithm 1) for experiments 1 and 3
(see section 3.6).

3.5.0.2 Models and hardware

Table 3.5: Evaluated language-model checkpoints

Suite Available checkpoints Evaluated in this work
Pythia-deduped  70M, 160M, 1.4B, 2.8B, 6.9B, 12B  70M, 160M, 1.4B

Pythia original ~ 70M, 160M, 1.4B, 2.8B, 6.9B, 12B — (not run)

GPT-Neo 125M, 1.3B, 2.7B 125M, 1.3B

Due to time constraints, the 2.7B/2.8B/6.9B/12B models were not evaluated. Pythia-
deduped variants were used (rather than the original Pythia checkpoints) to match
how results are reported in (11).

All experiments were executed on Al Sweden’s EdgeLab infrastructure using a VM
with an NVIDIA Tesla T4 (16 GB VRAM) and 100 GB persistent storage, accessed
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over VPN. Runs were conducted in Jupyter notebooks launched via Visual Studio
Code’s Remote SSH extension.

3.6 Attack variants evaluated
Table 3.6 summarizes the five experiments conducted for this thesis.

Table 3.6: Evaluated attack configurations

New signals used Neighbour type

Neighbour Standard
Neighbour K highest-loss
Neighbour, Elbow, Flatline Standard
Neighbour, Elbow, Flatline Elbow-optimized
Neighbour, Elbow, Flatline Flatline-optimized

3k

Ol W N~

Note that results corresponding to the custom implementation of the baseline CAMIA
attack can be retrieved from the first two experiments with the hyperparameter
setting {n = 0, W = 0,y = 0}, since the neighbourhood signal is not used in that case.
The neighbour signal is the novel signal incorporated in the CAMIA architecture
based on the Neighbourhood Comparison Attack (16). Standard neighbours refers to
the neighbours generated with Algorithm 1. K highest-loss neighbours refer to the
neighbours generated with Algorithm 2. Elbow and flatline signals refer to the novel
proposed signals described in sections 3.4.2 and 3.4.3. Elbow and flatline neighbours
refer to the neighbours generated with Algorithm 3, using optimal elbow and flatline
signal indices respectively.
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Results

4.1 Experiment results

This chapter reports results from five experiments evaluating the attack configurations
in Table 3.6. Each experiment follows the methodology in the previous chapter and
is described in its corresponding section below.

For reference, results from the original CAMIA paper (11) are reproduced in Ap-
pendix A (see Section A.1). CAMIA was re-implemented to enable direct comparison.
The custom implementation generally matches the original and is often close in
absolute values, though numerical differences occur due to variance and implemen-
tation details. For brevity, full baseline replications are omitted, but they can be
partially inferred from Tables 4.1, 4.2, 4.5, and 4.6 under the hyperparameter setting
{n =0,W = 0,7 = 0}. These differences do not affect the research questions: (1)
whether loss-guided, targeted perturbations outperform random masking for member-
ship inference attacks with semantics-preserving text edits (compare experiments 1
and 3 with 2, 4, and 5), and (2) whether a unified attack that combines and extends
recent MIAs improves upon the state-of-the-art (compare all experiments against
the original CAMIA results).

In the result tables that follow, for each dataset—model pair only the best score over
the hyperparameter grid in Table 3.2 is reported. Each entry is a tuple {z, K, W/}
where x is AUC-ROC or TPRQ1%FPR (determined by column), K is the number
of neighbours, and W or v is the weight or feature-importance of the neighbour
signal. W is used for the CAMIA Edgington/Fisher/Pearson/George tests (Sec-
tion 2.2.2.2); 7 is used for CAMIA Logistic Regression + Group PCA (Section 2.2.2.3).
Scores are averages over 10 runs with different randomized calibration/test splits
(Section 3.5.0.1). The best result in each block is shown in bold.
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4.1.1 Experiment 1: CAMIA with neighbour signal with
standard neighbours

Experiment 1 is designed to test whether adding the Neighbourhood Comparison
Attack (NCA) as a signal in the CAMIA architecture improves upon the results of
the standard CAMIA attack. The neighbours used are the standard ones generated
with Algorithm 1, as described in (16). Tables 4.1 and 4.2 report the result and best
hyperparameter configuration for each combination of model, attack, dataset and
metric, in a tuple of the form {z, K, W/~}, where z is AUC-ROC or TPRQ1%FPR
(determined by column), K is the number of neighbours, and W or + is the weight
or feature-importance of the neighbour signal. If a tuple is of the form {z,0,0}, it
means that the NCA with standard neighbours (Algorithm 1) did not improve upon
the custom implementation of baseline CAMIA. If a tuple is of the form {z,y, 2},
where y, z # 0, then NCA did improve results. The tuple corresponding to the best
type of attack for each model and dataset is marked in bold in each column.

Table 4.1: Experiment 1 results on ArXiv, DM Mathematics and GitHub

Model Attack ArXiv Mathematics GitHub
AUC TPR AUC TPR AUC TPR
Edgington {76,0,0} {15.1,0,0} {93.4,0,0} {50.1,0,0}  {85.4,100,18} {51.3,25,36}
Fisher {27.2,25,72} {1.1,25,18} {9.6,25,72} {1.1,0,0}  {16.5,25,72}  {0.3,25,18}

P.D.70M Pearson {73.6,25,9%  {14.3,0,0}  {90.8,0,0}  {31.6,0,0} {85.3,100,18} {46.9,25,72}
George  {76.3,100,9} {21.2,0,0} {95,0,0}  {75.6,0,0}  {85.3,0,0}  {49,100,18}
LR+PCA {76.3,0,0} {16.6,25,1} {93.4,00}  {64.4,00} {85.9,0,0}  {4.8,0,0}

Edgington  {78.2,0,0}  {20.1,0,0}  {90.9,0,0}  {28.8,0,0} {86.5,25,9} {56.1,25,18}

Fisher {25.7,25,72}  {0.9,25,18} {9.5,100,72} {0,0,0} {15.8,25,72}  {0.3,25,9}
P.D.160M Pearson {76.3,0,0} {14500} {87500}  {14.4,0,0}  {86.2,259} {54.3,2536}
George {78.4,0,0} {20.3,0,0}  {95,0,0} {62.2,00}  {86.5,0,0} {54.1,100,18}

LR+PCA {78.4,0,0} {26,100,4} {94.3,100,1} {68.1,100,1} {86.4,0,0}  {44.4,100,1}

Edgington  {80.4,0,0}  {23.7,0,0}  {82.5,0,0} {7.8,0,0}  {89.1,100,9} {58.9,25,9}
Fisher {22,100,72} {0.4,100,36} {14.9,100,72}  {0,0,0}  {13.9,25,72}  {0.3,25,18}
P.D.1.4B Pearson {78500}  {18.5259}  {75.7,0,0} {2.9,0,0}  {88.7,100,9} {49.9,25,18}
George  {80.5,25,9} {28,259}  {90.6,00}  {18.1,0,0}  {89.1,0,0} {59.7,100,9}
LR+PCA {802,000} {32,25,1} {92.7,25,1} {42.4,25,4} {88.4,0,0}  {34.4,0,0}

Edgington  {80.1,0,0} {29.7,0,0} {91.3,0,0}  {31.1,0,0} {86.9,100,9} {52.4,25,18}
Fisher {22.8,100,72}  {0.4,0,0} {10.4,100,72}  {0,0,0} {15,25,72} {0,0,0}
G.N.125M Pearson  {77.8,259} {25.7,00} {86.7,0,0}  {18.7,0,0} {86.5,100,18} {49.8,100,36}
George  {80.4,25,9} {25200} {95,0,0} {60.5,0,0} {87.2,0,0} {56.7,25,18}
LR+PCA {79800} {26,000} {92.8251} {584,252} {87.7,0,0} {559,252}

Edgington  {81.4,0,0} {30,0,0}  {86.7,0,0} {21,0,0}  {89.4,100,9}  {60,100,9}
Fisher {21.1,25,72}  {0,0,0} {15.5,100,72}  {0,0,0} {13,25,72} {0,0,0}
G.N.1.3B Pearson {80,100,9}  {24,100,9}  {80,0,0} {10,0,0}  {88.7,100,9}  {50,100,9}

George  {81.5,100,9} {31,259} {92.5,0,0} {61,0,0} {89.6,0,0} {64,25,18}
LR+PCA {81.1,00} {32,0,0} {92,0,0} {43,100,1}  {89.3,0,0}  {64,0,0}
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4. Results

Table 4.2: Experiment 1 results on PubMed Central, HackerNews and Pile-CC

Model Attack PubMed HackerNews Pile-CC
AUC TPR AUC TPR AUC TPR
Edgington {81.1,100,9}  {20.4,100,9} {57.9,0,0} {4.6,25,9} {54.3,0,0} {4.0,100,18}
Fisher {24.0,25,72}  {0.3,25,72}  {43.4,100,72} {1.1,25,72}  {47.6,25,72}  {1.4,100,72}
P.D.70M Pearson {78.8,0,0} {17.9,25,9} {57.2,25,9} {3.4,0,0} {54.4,100,18} {3.9,25,9}
George {81.3,0,0}  {28.0,25,9} {58.1,25,9} {5.1,0,0} {54.3,0,0}  {3.5,100,72}
LR+PCA {81.5,0,0} {25.6,0,0} {55.9,100,2}  {3.1,25,1} {52.1,0,0} {1.2,0,0}
Edgington  {81.3,0,0} {23.0,100,9} {58.5,0,0} {3.6,0,0} {54.7,0,0} {4.8,100,72}
Fisher {24.0,100,72}  {0.3,25,72}  {44.1,100,72} {0.9,100,72} {47.0,25,72}  {1.7,25,72}
P.D.160M Pearson {79.2,0,0} {18.1,0,0} {57.9,0,0} {2.9,0,0} {54.7,25,9} {3.8,25,9}
George {81.9,0,0} {30.0,100,18} {58.7,0,0} {6.0,0,0}  {54.8,0,0}  {3.7,25,36}
LR+ PCA {82.3,100,1} {28.9,0,0} {56.9,100,2}  {4.2,0,0} {53.5,0,0} {2.0,25,3}
Edgington  {79.4,0,0} {14.0,0,0} {59.6,0,0} {5.7,0,0} {55.8,25,18}  {5.8,100,72}
Fisher {27.1,25,72}  {0.1,25,9}  {43.9,100,72} {0.8,25,9}  {44.3,100,72}  {1.4,25,36}
P.D.1.4B Pearson {77.8,0,0} {11.7,0,0} {58.9,0,0} {5.9,0,0} {55.6,25,18}  {4.1,100,72}
George {79.7,0,0} {22.0,0,0} {59.8,0,0} {6.1,0,0} {55.9,25,9} {6.2,100,18}
LR+ PCA {80.7,100,2} {21.0,25,3} {57.5,100,4}  {4.2,0,0} {55.2,0,0} {4.2,100,2}
Edgington {83.1,25,9} {28.8,259}  {58.1,0,0} {4.0,100,9} {54.3,0,0}  {3.7,100,72}
Fisher {20.9,25,72} {0.4,25,72}  {43.8,100,72} {0.9,100,36} {46.6,25,72}  {1.3,100,72}
G.N.125M Pearson {81.6,25,9} {26.7,25,9} {57.8,0,0} {3.8,0,0} {53.7,100,9}  {2.7,100,72}
George {83.0,0,0} {31.0,100,18} {58.0,0,0}  {3.9,259} {54.5,25,9} {4.5,100,36}
LR+PCA {82.3,0,0} {23.5,100,1}  {57.8,100,2} {2.5,25,1} {52.8,0,0} {2.0,0,0}
Edgington {81.5,100,9}  {23.0,0,0} {59.3,0,0}  {4.0,00} {55.1,25,9}  {5.0,25,36}
Fisher {22.1,25;72}  {0.0,25,72}  {43.8,100,72} {1.0,25,72} {45.5,100,72}  {1.0,25,72}
G.N.1.3B Pearson  {80.2,100,9}  {23.0,100,9} {58.8,100,9} {5.0,0,0} {54.8,100,18} {4.0,100,72}
George {81.5,0,0} {26.0,0,0} {59.2,0,0} {4.0,0,0} {55.1,25,18} {6.0,25,9}
LR+PCA {82.1,0,0} {21.0,0,0} {56.0,100,3}  {3.0,0,0} {54.2,0,0} {3.0,0,0}

Section 4.2 contains a compilation of the best-performing experiment results. It
can be checked whether the configuration in experiment 1 was optimal compared to
the configuration of the other experiments, and if so whether it improved upon the
results in the original CAMIA paper (11) in an absolute sense. Aggregate results
of hyperparameter configurations are available in Section 4.2.6, and analyses and
discussions of the results are available in Chapter 5.
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4. Results

4.1.2 Experiment 2: CAMIA with neighbour signal and K
highest loss neighbours

Experiment 2 is designed to test whether adding the Neighbourhood Comparison
Attack (NCA) as a signal in the CAMIA architecture improves upon the results
of the standard CAMIA attack. The neighbours used are the K highest loss ones,
generated with the new Algorithm 2, as described in 3.4. Tables 4.3 and 4.4 report
the result and best hyperparameter configuration for each combination of model,
attack, dataset and metric, in a tuple of the form {x, K, W/~}, where z is AUC-ROC
or TPRQ1%FPR (determined by column), K is the number of neighbours, and W
or ~ is the weight or feature-importance of the neighbour signal. If a tuple is of the
form {z,0,0}, it means that the NCA with K highest loss neighbours (Algorithm 2)
did not improve upon the custom implementation of baseline CAMIA. If a tuple is
of the form {z,y, 2z}, where y, z # 0, then NCA with the K highest loss neighbours
did improve results. Experiment 2 also tells whether the custom neighbours improve
upon the results from experiment 1 (see Section 4.1.1). The tuple corresponding to
the best type of attack for each model and dataset is marked in bold in each column.

Table 4.3: Experiment 2 results on ArXiv, DM Mathematics and GitHub

Model Attack ArXiv Mathematics GitHub
AUC TPR AUC TPR AUC TPR
Edgington {76,0,0} {15.1,0,0} {93.4,0,0} {50.1,0,0} {85.4,25,18} {51.6,25,36}
Fisher {27.2,25,72} {1.0,25,36}  {9.5,25,72} {1.1,0,0} {16.5,100,72}  {0.3,25,18}

P.D.70M Pearson  {73.6,100,9} {14.3,0,0}  {90.8,0,0}  {31.6,0,0} {85.3,25,18}  {47.6,25,72}
George  {76.3,25,9} {21.2,0,0} {95,0,0} {75.6,0,0} {85.3,0,0}  {48.5,100,18}
LR+PCA {76.3,0,0} {16.6,253} {93.4,00} {64.4,00} {85.9,0,0}  {48.1,25,1}

Edgington {78.2,0,0}  {20.1,0,0}  {90.9,0,0}  {28.8,0,0} {86.5,100,9} {56.5,100,18}
Fisher {25.6,25,72} {0.9,25,36} {9.525,72}  {0,0,0}  {15.9.25,72}  {0.3,25,9}
P.D.160M Pearson {76.3,00}  {14.500} {87.50,0} {14400} {86.2,259} {54.2,100,36}
George {78.4,0,0} {20.3,00}  {95,0,0}  {62.2,0,0} {86.5,0,0}  {52.9,25,18}
LR+PCA {78.4,0,0} {25.9,25,3} {94.3251} {68.4,25,1} {86.4,00}  {42.8,100,1}

Edgington  {80.4,0,0}  {24.0,0,0}  {82.5,0,0}  {8.0,0,0} {89.1,100,9} {59.0,100,9}
Fisher {21.9,25,72} {1.0,100,72} {15.1,100,72}  {0,0,0}  {14.0,100,72}  {0,25,18}
P.D.1.4B Pearson {786,259} {19.0,100,9} {75.7,0,0}  {3.0,0,0}  {88.6,100,9} {50.0,100,18}
George  {80.6,25,9} {28.0,100,9} {90.6,0,0}  {18.0,0,0} {89.1,0,0} {59.0,25,9}
LR+PCA {80.2,00} {32.0,25,1} {92.8,25,1} {43.0,25,3} {88.4,0,0} {34.0,0,0}

Edgington {80.1,0,0} {28.6,0,0} {91.2,0,0}  {32.2,0,0} {87.0,259}  {51.9,25,9}
Fisher {23.0,100,72}  {0.4,0,0} {11.0,25,72}  {0,0,0}  {15.0,100,72} {0,0,0}
G.N.125M Pearson  {78.1,100,9} {22.6,0,0}  {86.8,0,0}  {21.4,0,0} {86.6,100,18} {47.1,100,36}
George  {80.3,25,9} {24.7,00} {94.7,0,0} {60.3,00}  {87.4,00}  {56.6,25,18}
LR+PCA {79.7,00} {26500} {92.7,25,1} {60.8,25,1} {88.0,0,0} {62.1,25,1}

Edgington {81.4,0,0}  {30.0,0,0}  {86.7,0,0}  {21.0,0,0} {89.4,100,9}  {60.0,100,9}
Fisher {21.0,25,72}  {0,0,0}  {15.5,25,72} {1.0,100,72} {13.0,100,72} {0,0,0}
G.N.1.3B Pearson  {80.1,25,9} {24.0,25,9}  {80.0,0,0}  {10.0,0,0}  {88.7,100,9} {49.0,100,9}
George  {81.5,25,9} {31.0,00} {92.5,0,0} {61.0,0,0} {89.6,0,0} {64.0,100,18}
LR+PCA {81.1,00} {32.0,0,0} {92.0,0,0} {43.0,251} {89.3,00}  {64.0,0,0}
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4. Results

Table 4.4: Experiment 2 results on PubMed Central, HackerNews and Pile-CC

Model Attack PubMed HackerNews Pile-CC
AUC TPR AUC TPR AUC TPR
Edgington  {81,25,9} {20.6,25,9} {57.9,0,0} {4.5,100,9} {54.3,0,0} {3.9,25,9}
Fisher {24.22572}  {0.3,25,72}  {43.1,25,72} {1.1,100,72} {47.5,100,72}  {1.4,25,36}
P.D.70M Pearson {78.8,0,0} {18.1,100,9} {57.3,100,9}  {3.4,0,0} {54.4,100,18} {4.0,25,9}
George {81.3,0,0} {28.1,25,9} {58.2,100,9} {5.1,0,0} {54.3,0,0} {3.4,100,72}
LR+PCA {81.5,0,0} {25.6,0,0} {55.8,25,3} {3.1,0,0} {52.1,0,0} {1.2,0,0}
Edgington  {81.3,0,0} {22.9,100,9} {58.5,0,0} {3.6,0,0} {54.7,0,0} {4.7,0,0}
Fisher {24.1,25,72}  {0.3,25,36}  {43.8,25,72} {0.9,25,72} {46.9,100,72}  {1.8,25,72}
P.D.160M Pearson {79.2,0,0} {18.1,0,0} {57.9,0,0} {2.9,0,0} {54.7,100,9} {3.9,25,72}
George {81.9,0,0}  {29.9,25,9} {58.7,0,0} {6.0,0,0} {54.8,0,0}  {3.5,2536}
LR+ PCA {82.3,25,1} {28.9,0,0} {56.7,25,4} {4.2,0,0} {53.5,0,0} {2.0,0,0}
Edgington  {79.4,0,0} {14.0,0,0} {59.6,0,0}  {6.0,0,0} {55.9,100,18} {6.0,100,72}
Fisher {27.2,25,72} {0,259}  {43.5,25,72} {1.0,25,9}  {44.2,0,0}  {1.0,100,36}
P.D.1.4B Pearson {77.8,0,0} {12.0,0,0} {58.9,0,0} {6.0,0,0} {55.7,100,36} {5.0,100,72}
George {79.7,0,0}  {22.0,0,0} {59.8,0,0} {6.0,0,0} {55.9,100,36} {6.0,25,18}

LR +PCA {80.8,100,3} {22.0,25,2} {57.4,25,3}  {4.0,0,0} {55.2,0,0} {4.0,25,3}

Edgington {82.9,100,9} {28.3,259}  {58.0,0,0}  {4.1,0,0}  {54.2,00}  {3.7,100,72}

Fisher {21.2,25,72}  {0.4,25,72}  {43.8,25,72}  {1.2,0,0}  {46.6,25,72} {1.4,0,0}
G.N.125M Pearson  {81.4,100,9} {25.6,25,9}  {57.6,0,0}  {3.9,0,0}  {53.7,100,9}  {2.8,25,72}

George {82.9,0,0} {30.6,25,18} {58.2,0,0} {3.8,100,9} {54.4,100,9} {4.4,25,36}

LR+PCA {82700} {24.8100,1} {57.4,252} {2.5,100,1}  {52.8,0,0} {2.0,0,0}

Edgington {81.4,259}  {23.0,0,0}  {59.3,0,0}  {4.0,00}  {55.1,25,18}  {5.0,100,72}
Fisher {22.3,100,72} {1.0,25,72}  {43.4,25,72} {2.0,25,72} {45.3,100,72}  {1.0,25,72}

G.N.1.3B Pearson {80.1,0,0}  {22.0,259} {58.9,100,9} {5.0,0,0}  {54.8,25,18}  {4.0,25,72}
George {81.5,0,0}  {26.0,0,0}  {59.2,0,0}  {4.0,00} {55.2,25,36} {6.0,100,9}
LR+PCA {82.1,100,1} {21.0,0,0}  {55.9,25,3}  {3.0,0,0} {54.2,0,0} {3.0,0,0}

Section 4.2 contains a compilation of the best-performing experiment results. It
can be checked whether the configuration in experiment 2 was optimal compared to
the configuration of the other experiments, and if so whether it improved upon the
results in the original CAMIA paper (11) in an absolute sense. Aggregate results
of hyperparameter configurations are available in Section 4.2.6, and analyses and
discussions of the results are available in Chapter 5.
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4. Results

4.1.3 Experiment 3: CAMIA with all new signals and stan-
dard neighbours

Experiment 3 is designed to test whether adding the Neighbourhood Comparison
Attack (NCA), as well as the novel custom elbow and flatline signals described in
Sections 3.4.2 and 3.4.3 as signals in the CAMIA architecture improves upon the
results of the standard CAMIA attack. The neighbours used are the standard ones
generated with Algorithm 1, as described in (16). Tables 4.5 and 4.6 report the
result and best hyperparameter configuration for each combination of model, attack,
dataset and metric, in a tuple of the form {x, K, W/~}, where x is AUC-ROC or
TPRQ1%FPR (determined by column), K is the number of neighbours, and W or
v is the weight or feature-importance of the neighbour signal. If a tuple is of the
form {x,0,0}, it means that the NCA with standard neighbours (Algorithm 1) and
the elbow and flatline signals did not improve upon the custom implementation
of baseline CAMIA. If a tuple is of the form {z,y, z}, where y,z # 0, then the
NCA, elbow and flatline signals did improve results. Experiment 3 also tells whether
including the elbow and flatline signals improves upon the results from experiment
1 (see Section 4.1.1). The tuple corresponding to the best type of attack for each
model and dataset is marked in bold in each column.

Table 4.5: Experiment 3 results on ArXiv, DM Mathematics and GitHub

Model Attack ArXiv Mathematics GitHub
AUC TPR AUC TPR AUC TPR
Edgington  {76.2,0,0} {15.7,0,0} {93.3,0,0} {52.2,0,0} {85.3,100,18} {51.4,100,18}
Fisher {27.1,25,72} {1.1,25,18} {9.5,25,72}  {1.1,0,0}  {16.5,25,72}  {0.3,25,72}

P.D.70M Pearson  {73.7,259}  {14.6,0,0}  {90.4,0,0}  {34.3,0,0} {85.2,100,18} {45.2,2572}
George {76.4,25,9} {21.1,0,0} {95,0,0} {75.9,0,0} {85.1,0,0}  {48.6,100,18}
LR+PCA {75800} {16.2,0,0} {93500} {62.9,00} {85.6,0,0}  {47.2,0,0}

Edgington {78.3,0,0}  {21.5,0,0}  {90.1,0,0}  {27.1,0,0} {86.5,25,9} {56.0,100,18}

Fisher {25.6,25,72} {0.8,25,36} {9.7,100,72}  {0,0,0}  {15.9,25,72}  {0.3,25,9}
P.D.160M Pearson {76.6,00}  {14.00,0} {86.3,0,0}  {12.9,0,0} {86.2,100,9}  {53.2,2536}
George {78.5,0,0} {20.6,00} {94.8,0,0} {62.2,00} {86.5,0,0} {53.7,100,18}

LR+PCA {77.900} {24.9,0,0} {94.5251} {71.7,25,2} {85.8,0,0}  {46.7,100,4}

Edgington  {80.5,0,0}  {22.9,00}  {80.9,0,0}  {84,0,0} {89.1,100,9} {58.5,25,9}
Fisher {21.8,100,72}  {0.4,0,0} {15.3,100,72}  {0,0,0}  {13.9,25,72}  {0.3,25,36}
P.D.14B Pearson {78.7,00} {17.8259} {73800}  {3.3,00}  {88.6,100,9} {49.8,2518}
George  {80.6,100,9} {28.1,100,9} {90,0,0}  {18.7,0,0} {89.1,0,0} {59.6,100,18}
LR+PCA {79800} {32,0,0} {94,252} {51.6,25,3} {88.5,0,0} {32.8,0,0}

Edgington  {80.2,0,0} {28.6,0,0} {90.6,0,0}  {28.6,0,0} {86.8,100,9} {51.6,25,18}
Fisher {22.7,100,72}  {0.4,0,0} {10.6,100,72}  {0,0,0}  {15.1,25,72} {0,0,0}
G.N.125M Pearson {78.0,25,9}  {22.9,0,0} {85.7,0,0}  {14.9,0,0} {86.4,100,18} {48.4,2536}
George {80.5,0,0} {25.7,0,0} {94.7,0,0} {59.7,0,0}  {87.1,0,0} {56.0,25,18}
LR+PCA {79400} {26.0,00} {92400 {57.5254} {87.6,0,0}  {53.5,25,1}

Edgington  {81.5,0,0} {31.8,0,0} {85.4,0,0} {18.7,0,0} {89.4,100,9}  {58.7,100,9}
Fisher {21.0,25,72}  {0.2,0,0} {15.8,100,72}  {0,0,0}  {12.9,2572} {0,0,0}
G.N.1.3B Pearson  {80.2,25,9% {25800} {78.3,00}  {7.3,00} {88.6,100,9}  {49.5259}
George  {81.6,100,9} {31.3,259} {92.1,0,0} {59.2,0,0} {89.6,0,0} {63.8,25,18}
LR+PCA {80.6,00}  {30.8,0,0} {93.5,0,0} {57.0,0,0}  {88.9,0,0} {57.2,0,0}
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4. Results

Table 4.6: Experiment 3 results on PubMed Central, HackerNews and Pile-CC

Model Attack PubMed HackerNews Pile-CC
AUC TPR AUC TPR AUC TPR
Edgington  {81,100,9} {20.2,100,9} {58,0,0} {4.3,25,9} {54.3,0,0} {4,100,9}
Fisher {24.1,25;72}  {0.3,25,72}  {43.2,100,72} {1.1,25,36} {47.6,25,72} {1.4,100,72}
P.D.70M Pearson {78.6,0,0} {16.9,100,9} {57.3,0,0} {3.3,25,9} {54.4,25,18} {3.6,25,9}
George {81.1,0,0} {28,100,9} {58.3,25,9} {5.2,0,0} {54.3,0,0}  {3.5,100,72}
LR+PCA {81.2,0,0} {20.1,0,0} {55.8,100,3} {3.5,0,0} {52,0,0} {1.2,0,0}
Edgington  {81.2,0,0} {21.5,25,9} {58.6,0,0} {3.6,0,0} {54.8,0,0} {4.7,100,72}
Fisher {24,100,72}  {0.3,25,72}  {4.4,100,72} {0.8,25,72} {47,25,72}  {1.6,25,72}
P.D.160M Pearson {79.2,0,0} {15.6,0,0} {58,0,0} {2.5,0,0} {54.7,100,9} {3.9,25,9}
George {81.8,0,0} {29.3,100,18} {58.8,0,0} {5.9,0,0} {54.9,0,0}  {3.8,25,36}
LR+PCA {81.5,0,0} {26,0,0} {56.9,100,4} {3.9,0,0} {53.6,0,0} {1.9,0,0}
Edgington  {79.3,0,0} {12.3,0,0} {59.7,0,0} {5.6,0,0} {55.8,25,18} {5.8,100,72}
Fisher {27,25,72} {0.1,0,0} {43.8,25,72} {0.8,25,9} {44.3,100,72} {1.4,100,72}
P.D.1.4B Pearson {77.7,0,0} {10.6,0,0} {58.9,0,0} {6,0,0} {55.6,25,36} {4.2,100,36}
George {79.7,0,0} {21.9,0,0} {59.9,0,0} {6.1,0,0} {55.8,25,36} {6.1,25,18}

LR+ PCA {80.6,100,3} {19.5252} {57.7,100,1} {4.9,0,0}  {54.8,0,0} {4.2,0,0}
Edgington {83,100,9}  {27.4,25,9}  {58.2,0,0} {3.8,0,0} {54.3,0,0}  {3.7,100,72}

Fisher {20.9,25,72}  {0.4,25,72}  {43.7,25,72} {0.7,0,0} {46.6,25,72}  {1.4,0,0}
G.N.125M Pearson {81.5,25,9% {256,259}  {57.8,0,0} {3.3,100,9} {53.7,100,9} {2.5,100,72}
George {82.9,0,0} {31.1,100,18} {58.2,0,0} {3.8,259} {54.5,100,9} {4.4,25,36}
LR+PCA {81.8,00}  {19.1,100,1} {57.1,252} {2.5,100,1} {53.1,0,0} {2,0,0}
Edgington {81.4,100,9} {19.9,100,9} {59.4,0,0} {4.7,0,0} {55.1,25,9} {5.3,100,18}
Fisher {22.1,25,72}  {0.3,25,72}  {43.6,25,72} {1.3,25,72} {45.5,100,72}  {1,25,72}
G.N.1.3B Pearson {80.1,0,0} {21.7,25,9}  {58.8,100,9} {5.5,0,0} {54.7,25,18}  {4.2,2572}
George {81.4,0,0} {25.4,0,0}  {59.4,00} {4,25,18} {55.1,25,36} {5.7,100,9}

LR+PCA {81.4,0,0} {19.4,00}  {55.7,253} {34,251} {54.5,0,0} {3.4,0,0}

Section 4.2 contains a compilation of the best-performing experiment results. It
can be checked whether the configuration in experiment 3 was optimal compared to
the configuration of the other experiments, and if so whether it improved upon the
results in the original CAMIA paper (11) in an absolute sense. Aggregate results
of hyperparameter configurations are available in Section 4.2.6, and analyses and
discussions of the results are available in Chapter 5.
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4.1.4 Experiment 4: CAMIA with all new signals and elbow
neighbours

Experiment 4 is designed to test whether adding the Neighbourhood Comparison
Attack (NCA), as well as the novel custom elbow and flatline signals described in
Sections 3.4.2 and 3.4.3 as signals in the CAMIA architecture improves upon the
results of the standard CAMIA attack. Elbow neighbours generated with Algorithm
3 are used, with central perturbation index identified through the procedure described
in 3.4.2. Tables 4.7 and 4.8 report the result and best hyperparameter configuration
for each combination of model, attack, dataset and metric, in a tuple of the form
{z, K,W/~}, where x is AUC-ROC or TPRQ1%FPR (determined by column), K is
the number of neighbours, and W or 7 is the weight or feature-importance of the
neighbour signal. If a tuple is of the form {z, 0,0}, it means that the NCA with elbow
neighbours (Algorithm 3) and the elbow and flatline signals did not improve upon
the custom implementation of baseline CAMIA. If a tuple is of the form {z,y, 2},
where y, z # 0, then the NCA with elbow neighbours as well as elbow and flatline
signals did improve results. Experiment 4 also tells whether including the elbow
neighbours improves upon the results from experiment 3, where standard neighbours
are used (see Section 4.1.3). The tuple corresponding to the best type of attack for
each model and dataset is marked in bold in each column.

Table 4.7: Experiment 4 results on ArXiv, DM Mathematics and GitHub

Model Attack ArXiv Mathematics GitHub
AUC TPR AUC TPR AUC TPR
Edgington  {75.8,0,0} {15.8,0,0} {92.9,0,0} {54.4,0,0} {85.2,100,18} {51.1,100,36}
Fisher {27.7,25,72}  {0.9,25,72}  {9.4,25,72} {0.3,0,0} {16.6,25,72} {0.3,25,9}
P.D.70M Pearson {73.8,0,0} {13.3,0,0} {90.5,0,0} {30.0,0,0} {85.4,25,9} {48.1,25,72}
George {76.1,0,0} {21.3,0,0} {95,0,0} {77.5,0,0} {85.2,0,0}  {46.9,25,18}
LR+PCA {75.2,0,0} {15.8,0,0} {93.6,0,0} {60.5,0,0} {85.5,0,0} {49.5,25,1}
Edgington  {78.3,0,0} {20.9,0,0} {90.1,0,0} {27.1,0,0}  {86.5,100,9} {56.5,100,18}
Fisher {25.6,100,72} {0.9,100,36} {9.7,100,72} {0,0,0} {15.9,25,72} {0.3,25,9}
P.D.160M Pearson {76.6,0,0} {14.0,100,18} {86.3,0,0} {12.9,0,0} {86.1,25,9}  {52.9,100,36}
George {78.5,0,0}  {20.6,00} {94.8,0,0}  {62.2,00} {86.5,0,0} {52.8,25,18}
LR+PCA {77.8,0,0} {25.1,0,0} {94.6,100,1} {71.9,100,2} {86,0,0} {45.7,25,1}
Edgington  {80.5,0,0} {22.9,0,0} {80.9,0,0} {8.4,0,0} {89.1,25,9} {58.4,25,9}
Fisher {21.8,25,72} {0.7,100,72} {15.6,100,72} {0,0,0} {13.9,25,72} {0.3,25,36}
P.D.1.4B Pearson {78.8,25,9} {18.1,100,9}  {73.8,0,0} {3.3,0,0} {88.6,100,9}  {49.3,25,18}
George {80.7,100,9} {28.1,0,0} {90,0,0} {18.7,0,0} {89.1,0,0} {58.9,25,9}
LR+PCA {79.8,0,0} {32,25,4} {94.1,100,1} {51.7,25,3} {88.5,0,0} {32.8,0,0}
Edgington  {80.2,0,0} {29.5,0,0} {90.5,0,0} {29.4,0,0} {86.9,25,9} {51,25,9}
Fisher {22.9,100,72} {0.4,0,0} {10.8,25,72} {0,0,0} {15.1,100,72} {0,0,0}
G.N.125M Pearson {78.3,25,9}  {21.9,0,0} {85.7,0,0} {17.6,0,0}  {86.5,25,18} {44.1,100,36}
George {80.4,100,9} {25.2,0,0} {94.4,0,0} {59.5,0,0} {87.3,0,0} {56.1,25,18}
LR+PCA  {79.2,0,0} {26.1,0,0}  {92.5,25,1}  {57.1,25,1}  {88,0,0} {59.8,100,1}
Edgington  {81.5,0,0} {31.8,0,0} {85.4,0,0} {18.7,0,0} {89.4,25,9} {58.7,25,9}
Fisher {21,25,72} {0.2,0,0} {16,100,72} {0,0,0} {13,25,72} {0,0,0}
G.N.1.3B Pearson {80.2,25,9} {25.8,0,0} {78.3,0,0} {7.3,0,0} {88.6,25,9} {49.5,25,9}
George {81.6,0,0} {31.3,0,0} {92.1,0,0} {59.2,0,0} {89.6,0,0} {63.7,25,18}
LR+PCA {80.6,0,0} {308,253} {93.5,0,0} {57,0,0} {88.9,0,0} {57.2,0,0}
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4. Results

Table 4.8: Experiment 4 results on PubMed Central, HackerNews and Pile-CC

Model Attack PubMed HackerNews Pile-CC
AUC TPR AUC TPR AUC TPR
Edgington  {81,100,9}  {17.4,25,9}  {58.4,0,0} {4.2,25,18}  {54.2,0,0}  {4.1,25,72}
Fisher {24.4,25,72}  {0.3,25,72} {42.9,25,72} {0.8,25,72}  {47.7,25,72}  {1.5,100,36}
P.D.70M Pearson {79.7,0,0} {16.7,25,9} {57.8,0,0} {3.2,100,36} {54.3,100,18} {3.5,25,36}
George {81.5,0,0} {28.9,100,9} {58.6,0,0} {5.3,0,0} {54.1,0,0} {3.4,25,36}
LR+ PCA {81,0,0} {21.5,0,0} {55.1,25,3} {3.6,0,0} {52.2,0,0} {1.3,0,0}
Edgington  {81.2,0,0} {21.5,25,9} {58.6,0,0} {3.6,0,0} {54.8,0,0} {4.5,25,72}
Fisher {24.425,72}  {0.3,25,36} {43.6,100,72} {0.7,25,72}  {47,25,72}  {1.7,25,36}
P.D.160M Pearson {79.2,0,0} {17.4,25,18} {58.1,0,0} {2.5,0,0} {54.7,100,9} {3.8,25,18}
George {81.8,0,0} {29,100,9} {58.9,0,0} {5.9,0,0} {54.9,0,0}  {3.6,100,36}
LR+PCA {81.6,25,1} {25.7,0,0} {56.7,100,3}  {3.8,0,0} {53.7,0,0} {1.9,0,0}
Edgington  {79.3,0,0} {12.3,0,0} {59.7,0,0}  {5.6,0,0} {55.9,100,18} {6.3,100,72}
Fisher {27.2,25,72}  {0.2,25,36}  {43.2,25,72} {0.8,100,9}  {44.3,0,0}  {1.3,100,72}
P.D.1.4B Pearson {77.8,0,0} {10.6,0,0} {58.9,0,0} {6.2,0,0} {55.7,100,36} {4.9,100,72}
George {79.7,00}  {21.9,0,0} {59.9,0,0} {6.1,0,0} {55.9,100,18} {6.2,100,18}
LR+PCA {80.7,25,2} {20.7,25,2} {57.7,0,0} {4.9,0,0} {54.9,0,0} {4.3,0,0}
Edgington {82.8,100,9} {27.3,259} {58.1,0,0} {4.1,0,0} {54.2,0,0}  {3.8,100,72}
Fisher {21.4,25,72}  {0.3,25,72} {43.7,100,72} {1.0,0,0}  {46.6,100,72}  {1.5,25,9}
G.N.125M Pearson {81.3,25,9} {25.1,25,9} {57.6,0,0} {4,0,0} {53.7,100,9} {2.5,25,72}
George {82.8,0,0} {30.7,25,18} {57.9,0,0} {3.8,100,9} {54.4,0,0} {4.5,100,36}
LR+PCA {82.1,0,0} {21,0,0} {56.8,100,4}  {2.3,0,0} {53,0,0} {2,25,2}
Edgington {81.3,100,9}  {19.9,0,0}  {59.4,0,0} {4.7,00} {55.1,25,9} {5.5,100,72}
Fisher {22.3,25,72}  {0.5,25,72}  {4.3,100,72} {1.4,25,72} {45.5,25,72}  {0.9,25,72}
G.N.1.3B  Pearson {80,25,9} {212,259} {58.9,25,9} {5.5,0,0} {54.7,100,18} {4.7,100,72}
George {81.4,0,0} {25.4,0,0} {59.4,0,0} {4,0,0} {55.1,100,18} {5.9,100,9}
LR+PCA {81.5,100,1} {19.4,0,0} {55.6,100,4} {3.4,25,1} {54.5,0,0} {3.4,0,0}

Section 4.2 contains a compilation of the best-performing experiment results. It
can be checked whether the configuration in experiment 4 was optimal compared to
the configuration of the other experiments, and if so whether it improved upon the
results in the original CAMIA paper (11) in an absolute sense. Aggregate results
of hyperparameter configurations are available in Section 4.2.6, and analyses and
discussions of the results are available in Chapter 5.
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4. Results

4.1.5 Experiment 5: CAMIA with all new signals and flatline

neighbours

Experiment 5 is designed to test whether adding the Neighbourhood Comparison
Attack (NCA), as well as the novel custom elbow and flatline signals described in
Sections 3.4.2 and 3.4.3 as signals in the CAMIA architecture improves upon the
results of the standard CAMIA attack. Flatline neighbours generated with Algorithm
3 are used, with central perturbation index identified through the procedure described
in 3.4.3. Tables 4.9 and 4.10 report the result and best hyperparameter configuration
for each combination of model, attack, dataset and metric, in a tuple of the form
{z, K,W/~}, where x is AUC-ROC or TPRQ1%FPR (determined by column), K
is the number of neighbours, and W or v is the weight or feature-importance of
the neighbour signal. If a tuple is of the form {x,0,0}, it means that the NCA
with flatline neighbours (Algorithm 3) and the elbow and flatline signals did not
improve upon the custom implementation of baseline CAMIA. If a tuple is of the
form {x,y, 2}, where y,z # 0, then the NCA with flatline neighbours as well as
elbow and flatline signals did improve results. Experiment 5 also tells whether
including the elbow neighbours improves upon the results from experiment 3, where

standard

neighbours are used (see Section 4.1.3). It also shows whether results

improve compared to when elbow neighbours are used in experiment 4 (see Section
4.1.4). The tuple corresponding to the best type of attack for each model and dataset
is marked in bold in each column.

Table 4.9: Experiment 5 results on ArXiv, DM Mathematics and GitHub

Model

Attack ArXiv Mathematics GitHub

AUC TPR AUC TPR AUC TPR

P.D.70M

Edgington {75.8,0,0}  {15.8,0,0}  {92.9,0,0}  {54.4,00}  {85.3,25,18} {51.1,25,36}
Fisher {27.7,100,72} {0.8,25,18} {9.6,100,72}  {0.3,0,0}  {16.6,100,72}  {0.3,25,9}
Pearson {73.8,00}  {13.3,0,0}  {90.5,0,0} {30,0,0}  {85.4,100,9} {49.1,25,72}
George {76.1,0,0} {21.3,0,0} {95,0,0} {77.5,0,0}  {85.2,0,0}  {46.9,25,18}
LR+PCA {75.2,00} {15800}  {93.6,00}  {60.5,0,0} {85.5,0,0}  {49.5,25,1}

P.D. 160M

Edgington {78.3,0,0}  {20.9,0,0}  {90.1,00}  {27.1,0,0}  {86.5,25,9} {56.6,25,18}
Fisher {25.5,100,72} {0.8,25,36} {9.7,100,72}  {0,0,0}  {15.9,100,72}  {0.3,25,9}
Pearson {76.6,0,0} {13.9,100,18} {86.3,0,0}  {12.9,0,0}  {86.1,25,9}  {53.4,25,36}
George {78.5,0,0} {20.6,00} {94.8,0,0} {622,00} {86.5,0,0} {53,100,18}
LR+PCA {77800} {25.1,0,0} {94.5,100,1} {71.7,25,2}  {86,0,0} {45.7,25,1}

P.D.1.4B

Edgington  {80.5,0,0}  {23.3,25,9}  {80.9,0,0} {8.4,00}  {89.1,25,9} {57.3,25,9}

Fisher {21.9,100,72} {0.6,100,72} {15.6,25,72}  {0,0,0} {14,25,72}  {0.3,25,36}
Pearson  {78.8,259} {18.1,25,9}  {73.8,0,0} {3.3,0,0}  {88.6,100,9} {47.9,100,18}
George  {80.7,25,9} {28.1,0,0} {90,0,0} {18.7,0,0}  {89.1,0,0} {58.9,100,9}

LR+PCA {79.800} {32.1,25,3} {94,100,1} {51.6,100,4} {88.5,0,0}  {32.8,0,0}

G.N.125M

Edgington {80.2,0,0} {28.7,0,0} {90.6,0,0}  {28.6,00} {86.8,100,9} {51.4,100,18}
Fisher {22.7,100,72}  {0.4,0,0}  {10.9,100,72}  {0,0,0} {15.1,25,72} {0,0,0}
Pearson {78,259}  {22.9,0,0}  {85.7,0,0}  {14.9,0,0} {86.4,100,18} {48.5,25,36}
George {80.5,0,0} {25.7,0,0} {94.7,0,0} {59.7,00}  {87.1,00} {56.2,100,9}
LR+PCA {79500}  {25.8,0,0} {92400} {57.8252}  {87.6,00} {518,251}

G.N.1.3B

Edgington {81.5,0,0} {31.6,0,0} {85.4,00}  {18.7,00}  {89.3,100,9} {58.1,100,9}
Fisher {20.9,100,72}  {0.2,0,0}  {15.5,100,72}  {0,0,0} {13,25,72} {0,0,0}
Pearson  {80.2,100,9}  {24,0,0} {78.3,0,0} {7.3,00}  {88.6,100,9}  {48.4,259}
George {81.6,0,0} {31.3,0,0} {92.1,0,0} {59.2,00} {89.6,0,0} {63.9,25,18}
LR+PCA {80.6,0,0} {30.8252}  {93.5,0,0} {57,0,0} {88.9,0,0}  {57.2,0,0}
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4. Results

Table 4.10: Experiment 5 results on PubMed Central, HackerNews and Pile-CC

Model Attack PubMed HackerNews Pile-CC
AUC TPR AUC TPR AUC TPR

Edgington  {81,100,9} {17.5,25,9} {58.4,0,0} {4.1,100,18} {54.2,25,9} {4,100,72}
Fisher {24.42572}  {0.2,25,72} {42.9,100,72} {0.8,25,72} {47.7,100,72}  {1.8,25,36}

P.D.70M Pearson {79.7,0,0} {16.2,25,9} {57.9,25,9} {3,25,9} {54.3,100,18} {3.5,25,9}
George {81.5,0,0} {28.9,25,9} {58.6,0,0} {5.3,0,0} {54.1,0,0}  {3.3,100,72}
LR+ PCA {81,0,0} {21.5,0,0} {55.1,100,2}  {3.6,0,0} {52.2,0,0} {1.3,0,0}
Edgington  {81.2,0,0} {21.8,25,9} {58.6,0,0} {3.6,0,0} {54.8,0,0} {4.6,25,72}
Fisher {24.3,25,72}  {0.2,25,72} {43.5,100,72} {0.8,25,72}  {4.7,25,72}  {1.7,100,72}

P.D.160M Pearson {79.2,0,0} {15.4,0,0} {58.1,0,0} {2.5,0,0} {54.7,100,9} {3.9,100,9}
George {81.8,0,0} {29.5,25,18} {58.9,0,0} {5.9,0,0} {54.9,0,0}  {3.8,25,36}
LR+PCA {81.6,0,0} {25.7,0,0} {56.7,100,4}  {3.8,0,0} {53.7,0,0} {1.9,0,0}

Edgington  {79.3,0,0}  {12.3,00}  {59.7,00} {5.6,0,0} {55.9,25,18} {5.9,100,36}
Fisher {27.6,100,72} {0.2,100,18} {43.2,25,72} {0.8,25,9}  {44.3,0,0}  {1.4,100,72}
P.D.1.4B Pearson {77800}  {10.6,0,0}  {58.9,00} {6.2,0,0} {55.7,25,36}  {4.2,100,36}
George {79.7,00}  {21.9,0,0} {59.9,0,0} {6.1,0,0} {55.9,25,36} {6.1,100,18}
LR+PCA {80.8,100,1} {21.2,100,2} {57.7,0,0}  {4.9,0,0} {54.9,0,0} {4.4,25 4}

Edgington {83,25,9}  {28,25,9} {58.3,0,0} {3.8,0,0} {54.3,0,0} {3.6,25,72}
Fisher {21.1,100,72}  {0.4,25,72} {43.3,25,72}  {0.7,0,0}  {46.6,25,72} {1.4,0,0}
G.N.125M Pearson {81.5,25,9}  {26.5,259}  {57.9,0,0} {3,0,0} {53.7,100,9}  {2.5,25,72}

George {82.9,0,0} {31.6,25,18} {58.2,0,0} {4,259} {54.5,100,9} {4.4,100,36}
LR+PCA {81.8,0,0} {18.3,0,0} {57,254}  {2.4,0,0} {53.1,0,0} {2,0,0}
Edgington {81.3,100,9}  {19.9,0,0}  {59.5,0,0}  {4.7,0,0}  {55.1,100,18} {5.9,100,72}
Fisher {22.4,25,72}  {0.6,25,72} {43.2,100,72} {1.4,25,72} {45.3,100,72} {0.9,100,72}
G.N.1.3B Pearson {79.9,0,0}  {21.1,100,9} {58.9,25,9} {5.5,0,0}  {54.8,25,18}  {4.8,25,72}
George {81.4,0,0}  {25.4,0,0}  {59.4,0,0} {4,00} {55.2,25,36} {5.6,100,9}
LR+PCA {81.5,100,1} {19.4,0,0} {55.5,100,1} {3.3,100,2}  {54.5,0,0} {3.3,0,0}

Section 4.2 contains a compilation of the best-performing experiment results. It
can be checked whether the configuration in experiment 5 was optimal compared to
the configuration of the other experiments, and if so whether it improved upon the
results in the original CAMIA paper (11) in an absolute sense. Aggregate results
of hyperparameter configurations are available in Section 4.2.6, and analyses and
discussions of the results are available in Chapter 5.
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4. Results

4.2 Best-performing experiments

4.2.1 Overall best

The following tables report the best-performing experiment results for each target
model and dataset combination. They specify the strongest performing attack(s) and
which experiment it corresponds to. It also shows the AUC-ROC and TPRQ1%FPR
scores with the best hyperparameter configuration. Each tuple contains the following
values:

1.

Attack type € {E: Edgington, F: Fisher, P: Pearson, G: George, LR: Logistic
Regression.} (described in Sections 2.2.2.2 and 2.2.2.3)

. Experiment number € {1,2,3,4,5} (described in Section 4.1)

. Experiment score € [0, 1]

. Whether the result is better than in CAMIA (11) in absolute terms € {N,S,Y}

(see tables A.1 and A.2)

Table 4.11: Best overall configurations on ArXiv and DM Mathematics

Model (size) ArXiv DM Mathematics

AUC TPR AUC TPR
P.D.70M {G,3,76.4,N} {G,4-5,21.3,N} {G,1-5,95.0,S} {G,4-5,77.5,N}
P.D. 160M {G,3-5,78.5,N} {LR,1,26.0,Y} {G,1-2,95.0,S} {LR,4,71.9,N}
P.D.1.4B {G,4-5,80.7,N}  {LR,5,32.1,Y} {LR,4,94.1,N} {LR,4,51.7,N}
G.N.125M {G,3,80.5,Y} {E,1,29.7,Y} {G,1,95.0,S} {LR,2,60.8,N}

G.N.1.3B {G,3-5,81.6,N} {LR,1-2,32.0N} {LR,3-5,93.5N} {LR,1-2,61.0,N}

Table 4.12: Best overall configurations on GitHub and PubMed Central

Model (size) GitHub PubMed-C.

AUC TPR AUC TPR
P.D. 70M {LR,1-2,85.9,N} {E,2,51.6,N} {LR/G,1-2/4-581.5 N} {G,4-5,28.9,Y}
P.D. 160M {E/G,1-5,86.5,N} {E,5,56.6,N} {LR,1-2,82.3 N} {G,1,30.0,N}
P.D.1.4B {E/G,1-5,89.1,N} {G,1,59.7,Y} {LR,2/5,80.8,N} {G/LR,1-2,22.0,N}
G.N.125M {LR,2,88.0,Y} {LR,2,62.1,Y} {E,1,83.1,Y} {G,3,31.1,Y}
G.N.1.3B {G,1-589.6 N}  {G/LR,1-2,64.0,N} {LR,1-2,82.1 N} {G,1-2,26.0,N}
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Table 4.13: Best overall configurations on HackerNews and Pile-CC

Model (size) HackerNews Pile-CC

AUC TPR AUC TPR
P.D. 70M {G,45586N} {G4553Y} {P,1-3,54.4Y} {B,4,4.1,Y}
P.D. 160M {G,4-5589 N}  {G,1-2,6.0,Y} {G,3-5,54.9,Y} {E,1,4.8,Y}
P.D.1.4B {G,3-5,59.9N} {P4-562Y} {E/G,1/2/4/5559,Y} {E4,6.3Y}
GN.125M  {E;2-3582N}  {E4,4.1N} {G,1/3,54.5,Y} {G,1/5,4.5,Y}
G.N.1.3B {E,5,59.5N}  {P,3-5,5.5,Y} {G,2/5,55.2,Y} {G,1-2,6.0,N}




4. Results

4.2

Sinc

.2 Edgington test comparison

e CAMIA consists of two separate tests with different levels of data access, results

for each setting should be assessed. The first, where the adversary only has access to
non-member samples, is evaluated with the Edgington method exclusively in CAMIA

(11)

(See Section 2.2.2.2 for a description of the approach). The following tables

report the best-performing Edgington experiment results for each target model and
dataset combination. They specify which experiment it corresponds to, as well as the
AUC-ROC and TPRQ1%FPR scores with the best hyperparameter configuration, in
each case. Each tuple contains the following values:

1.

2
3
4.
)

Experiment number € {1,2,3,4,5}

. Experiment score € [0, 1]

. Number of neighbours n € {0, 25,100}
Neighbourhood signal weight w € {0,9, 18, 36, 72}.

. Whether the result is better than in CAMIA (11) in absolute terms € {N,S,Y}
(see tables A.1 and A.2)

Table 4.14: Best Edgington configurations on ArXiv and DM Mathematics

Model (size) ArXiv DM Mathematics

AUC TPR AUC TPR
P.D. 70M {3,76.2,0,0,N} {4-5,15.8,0,0,N}  {1-2,93.4,0,0,Y} {4-5,54.4,0,0,N}
P.D. 160M {3-5,78.3,0,0,N} {3,21.5,0,0,N} {1-2,90.9,0,0,Y} {1-2,28.8,0,0,N}
P.D.1.4B {1-3,80.5,0,0,N} {2,24.0,0,0,N} {1-2,82.5,0,0,N} {3-5,8.4,0,0,N}
G.N.125M {3,80.2,0,0,N} {1,29.7,0,0,Y} {1,91.3,0,0,Y} {2,32.2,0,0,Y}
G.N.1.3B {3-5,81.5,0,0,Y} {3-4,31.8,0,0,Y} {1-2,86.7,0,0,Y} {1-2,21.0,0,0,Y}

Table 4.15: Best Edgington configurations on GitHub and PubMed Central

Model (size) GitHub PubMed-C.

AUC TPR AUC TPR
P.D.70M {1-2,85.4,100/25,18,Y}  {2,51.6,25,36,Y}  {1,81.1,100,9,Y}  {2,20.6,25,9,Y}
P.D. 160M {1-5,86.5,25/100,9,N } {5,56.6,25,18,Y} {1-2,81.3,0,0,Y}  {1,23.0,100,9,Y}
P.D.1.4B {1-5,89.1,100/25,9,Y}  {2,59.0,100,9,Y}  {1-2,79.4,0,0,Y}  {1-2,14.0,0,0,N}
G.N.125M {2,87.0,25,9,} {1,52.42518Y}  {1,83.1,259Y}  {1,288,259,Y}
G.N.1.3B {1-4,89.4,100/25,9,N}  {1-2,60.0,100,9,N}  {1,81.5,100,9,Y} {1-2,23.0,0,0,Y}

Table 4.16: Best Edgington configurations on HackerNews and Pile-CC

Model (size) HackerNews Pile-CC

AUC TPR AUC TPR
P.D. 70M {4-5,58.4,00N}  {1,4.6,25,9 N} {1-3,54.3,0,0,Y} {4,4.1,2572,Y}
P.D.160M {3-5,58.6,0,0N}  {1-5,3.6,0,0,Y} {3-5,54.8,0,0,Y} {1,4.8,100,72,Y}
P.D.1.4B {3-5,59.7,0,0,N} {2,6.0,0,0,Y} {2/4-5,55.9,100/25,18,Y}  {4,6.3,100,72,Y}
G.N.125M {5,58.3,0,0,N} {2/4,41.0,0,0,Y} {1,54.3,0,0,Y} {4,3.8,100,72,N}
G.N.1.3B {5,59.5,0,0,N} {3-5,4.7,0,0,Y} {1-5,55.1,25/100,9/18,Y}  {5,5.9,100,72,N}
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4.2.3 Logistic regression test comparison

Since CAMIA consists of two separate tests with different levels of data access,
results for each setting should be assessed. The second, where the adversary has
access to both member and non-member samples, is evaluated with logistic regression
and group-based principal component analysis in CAMIA (11) (See Section 2.2.2.3
for a description of the approach). The following tables report the best-performing
logistic regression experiment results for each target model and dataset combination.
They specify which experiment it corresponds to, as well as the AUC-ROC and
TPRQ1%FPR scores with the best hyperparameter configuration, in each case. Each
tuple contains the following values:

1. Experiment number € {1,2,3,4,5}

2. Experiment score € [0, 1]

3. Number of neighbours n € {0,25,100}

4. Neighbourhood signal feature importance v € {0,1,2, 3,4}.
)

. Whether the result is better than in CAMIA (11) in absolute terms € {N,S,Y}
(see tables A.1 and A.2)

Table 4.17: Best logistic regression configurations on ArXiv and DM Mathematics

Model (size) ArXiv DM Mathematics

AUC TPR AUC TPR
P.D.70M {1-2,76.3,00N}  {1-2,16.6,25,1/3,N}  {4,93.6,0,0,N}  {1-2,64.4,0,0,N}
P.D. 160M {1,78.4,0,0,N} {1,26.0,100,4,Y} {4,94.6,100,1,N}  {4,71.9,100,2,N}
P.D.1.4B {1-2,80.2,0,0,N} {5,32.1,25,3,Y} {4,94.1,100,1,N}  {4,51.7,25,3,N}
G.N.125M {1,79.8,0,0,N} {2,26.5,0,0,N} {1,92.8,25,1,N}  {2,60.8,25,1,N}
G.N.1.3B {1-2,81.1,0,0,N} {1-2,32.0,0,0,N} {3-5,93.5,0,00N}  {3-5,57.0,0,0,N}

Table 4.18: Best logistic regression configurations on GitHub and PubMed Central

Model (size) GitHub PubMed-C.

AUC TPR AUC TPR
P.D.70M {1-2,85.9,0,0N}  {4-5,49.5251N} {1-2,81.5,0,0,N} {1-2,25.6,0,0,N}
P.D. 160M {1-2,86.4,0,0N}  {3,46.7,100,4 N}  {1-2,82.3,100/25,1,N}  {1-2,28.9,0,0,N}
P.D.1.4B {3-588.5,0,0N}  {1,34.4,0,0,N} {2/5,80.8,100,3/1,N}  {2,22.0,25,2,N}
G.N.125M {2/4,88.0,0,0,N} {2,62.1,25,1,N} {2,82.7,0,0,N} {2,24.8,100,1,N}
G.N.1.3B {1-2,89.3,0,0,N}  {1-2,64.0,0,0,N}  {1-2,82.1,0/100,0/1,N}  {1-2,21.0,0,0,N}

Table 4.19: Best logistic regression configurations on HackerNews and Pile-CC

Model HackerNews Pile-CC

AUC TPR AUC TPR
P.D.70M {1,55.9,100,2,N} {4-5,3.6,0,0,N} {4-5,52.2,0,0,Y} {4-5,1.3,0,0,Y}
P.D.160M {1/3,56.9,100,2,N} {1-2,4.2,0,0,N} {4-5,53.7,0,0,Y} {1-2,2.0,25/0,3/0,Y}
P.D.1.4B {3-5,57.7,100/0,1/0,N} {3-5,4.9,0,0,Y} {1-2,55.2,0,0,Y} {5,4.4,25,4,Y}
G.N.125M {1,57.8,100,2,Y} {1-3,2.5,25/100,72,N}  {3,53.1,0,0,Y} {1-5,2.0,0/25,0,Y}
G.N.1.3B {1,56.0,100,3,N} {3-4,3.4,25,1,N} {3-5,54.5,0,0,Y} {3-4,3.4,0,0,Y}
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4.2.4 Individual AUC-ROC and TPRQ1%FPR results

The following table reports AUC-ROC and TPRQ@1%FPR results for each individual
new signal, for each dataset and model experimented upon. This is important to
distinguish which signals work well in isolation, and whether there are any meaningful
differences between datasets and/or models. An AUC-ROC score equal to or less
than 0.5, and a TPRQ1%FPR score equal to or less than 1, corresponds to random or
worse results, whereas higher scores indicate that the signal is useful for membership
inference. Note that the signal f,e; standarda refers to the neighbourhood comparison
signal in experiments 1 and 3 (see sections 4.1.1 and 4.1.3). Similarly, frei & highest
corresponds to experiment 2 (see section 4.1.2), frei emow t0 €xperiment 4 (see section
4.1.4) and frei fiae to experiment 5 (see section 4.1.5). A discussion on the results in
Table 4.20 is available in Section 5.2.1.

Table 4.20: AUC-ROC and TPRQ1%FPR results for each novel signal

ArXiv Math GitHub PubMed-C. HackerN. Pile-CC
AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR

Signal

Pythia-D. 70M

fnei_standard 0.609 3.314 0.516 2.698 0.796 0.106 0.569 0.959 0.528 1.611 0.512 1.371
fnei_k_highest 0.611 3.486 0.513 1.746 0.795 0.106 0.565 0.959 0.531 1.656 0.514 1.386
Saei_elbow 0.609 3.571 0.515 1.270 0.794 0.000 0.563 1.047 0.532 1.567 0.513 1.314
fnei_flat 0.608 3.343 0.513 2.698 0.796 0.106 0.563 1.308 0.534 1.523 0.514 1.271
Selbow_ frac 0.596 4.257 0.323 0.317 0.521 0.000 0.549 0.872 0.548 1.854 0.482 1.814
felbow_delta_slope 0.509 0.286 0.476 0.794 0.516 0.000 0.431 0.407 0.505 1.192 0.505 1.071
faat_frac 0.575 6.114 0.408 0.000 0.461 0.053 0.551 1.337 0.502 1.249 0.527 1.557
Pythia-D. 160M

fnei_standard 0.625 6.286 0.499 2.698 0.767 0.106 0.567 1.047 0.517 1.501 0.514 1.957
Snei_ k_highest 0.627 5.800 0.494 2.698 0.765 0.106 0.563 1.076 0.520 1.347 0.516 1.871
Snei_elbow 0.628 5.514 0.491 2.698 0.765 0.106 0.558 1.076 0.521 1.214 0.516 1.857
frei_flat 0.626 5.629 0.490 2.698 0.766 0.106 0.559 1.076 0.522 1.413 0.516 2.000
felbow frac 0.619 3.786 0.317 0.000 0.526 0.000 0.537 0.581 0.549 2.209 0.489 1.129
felbow_delta,_slope 0.514 2.286 0.544 3.175 0.555 5.426 0.554 1.395 0.501 2.274 0.496 0.671
fAat_frac 0.583 6.579 0.357 0.000 0.502 0.160 0.528 0.985 0.504 2.553 0.534 1.843
Pythia-D. 1.4B

fnei_standard 0.658 7.743 0.534 3.651 0.716 0.000 0.549 0.930 0.506 1.854 0.542 2.600
fnei_ k_highest 0.661 9.257 0.530 3.651 0.713 0.000 0.545 0.872 0.510 1.766 0.545 2.643
Snei_elbow 0.659 9.029 0.531 2.698 0.713 0.000 0.545 0.872 0.512 1.634 0.545 2.786
fnei_flat 0.660 9.000 0.530 3.651 0.707 0.000 0.537 0.988 0.512 1.876 0.545 2.800
felbow_frac 0.622 3.200 0.289 0.000 0.549 0.000 0.520 0.349 0.549 2.508 0.487 1.786
felbow_delta_slope 0.532 3.286 0.567 3.016 0.624 4.202 0.571 3.372 0.505 1.656 0.505 0.386
faat_frac 0.595 6.529 0.305 0.000 0.534 0.053 0.557 1.463 0.509 2.121 0.504 1.300
GPT-Neo 125M

fnei_standard 0.636 5.229 0.467 2.381 0.754 0.000 0.646 1.163 0.530 1.921 0.513 2.943
frei_k_highest 0.639 6.029 0.466 2.381 0.752 0.000 0.644 0.872 0.532 1.965 0.515 2.829
Snei_elbow 0.638 5.457 0.465 2.381 0.753 0.000 0.640 0.872 0.532 1.810 0.516 2.771
fnei_flat 0.638 5.543 0.465 2.381 0.749 0.000 0.643 0.959 0.534 2.252 0.515 2.571
felbow frac 0.663 5.500 0.313 0.000 0.540 0.160 0.573 0.669 0.556 1.495 0.484 1.957
felbow_delta._slope 0.550 1.514 0.547 3.175 0.664 9.415 0.509 1.541 0.506 1.567 0.516 1.314
fAat_frac 0.596 10.329 0.338 0.000 0.502 0.266 0.554 2.173 0.511 2.010 0.521 1.686
GPT-Neo 1.3B

fnei_standard 0.661 5.343 0.460 0.794 0.714 0.000 0.641 0.843 0.515 1.987 0.533 3.557
Snei_ k_highest 0.665 5.486 0.458 0.794 0.712 0.000 0.637 0.901 0.519 2.208 0.535 3.586
Snei_elbow 0.663 5.457 0.453 0.794 0.713 0.000 0.633 0.872 0.523 2.053 0.534 3.900
fnei_flat 0.663 4.743 0.461 0.635 0.707 0.000 0.633 0.930 0.520 2.274 0.535 3.686
felbow_frac 0.649 4.086 0.282 0.000 0.575 0.419 0.585 0.552 0.543 1.271 0.493 2.086
felbow_delta_slope 0.577 2.771 0.595 1.270 0.737 6.755 0.548 2.878 0.515 2.517 0.521 1.129
frat_ frac 0.596 7.129 0.288 0.000 0.579 0.053 0.553 0.707 0.495 2.497 0.507 2.114
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4.2.5 Average slope profile (member vs. non-member)

There are claims in (11) that the decreasing rates for the loss sequence of members
and non-members are different, and that the rate of a member is significantly higher
than a non-member. To confirm whether these claims are true, analyses across
datasets and models were performed to measure the average slope of the ordinary
least squares (OLS) line fitted to the next-token loss sequences of each member and
non-member of each dataset and model. As can be seen in Table 4.21 below, the data
do not support the claims. Further analysis of these results is available in Section
5.2.2.

Table 4.21: Mean OLS slope of next-token loss sequences

ArXiv Math GitHub PubMed-C. HackerN. Pile-CC
Model

mem non mem non mem non mem non mem non mem non

P.D.70M  -0.0025 -0.0035 -0.0014 -0.0011 -0.0006 -0.0037 -0.0003 -0.0020 -0.0015 -0.0018 -0.0031 -0.0033
P.D.160M -0.0023 -0.0031 -0.0012 -0.0009 -0.0007 -0.0035 -0.0003 -0.0019 -0.0011 -0.0015 -0.0030 -0.0030
P.D.14B -0.0021 -0.0030 -0.0009 -0.0007 -0.0004 -0.0033 -0.0001 -0.0016 -0.0006 -0.0010 -0.0026 -0.0027
G.N.125M -0.0015 -0.0024 -0.0010 -0.0008 -0.0004 -0.0030 0.0001 -0.0015 -0.0008 -0.0011 -0.0029 -0.0030
G.N.1.3B  -0.0014 -0.0024 -0.0008 -0.0007 -0.0003 -0.0027 0.0001 -0.0013 -0.0002 -0.0005 -0.0026 -0.0027

An example of the distribution and average of whole-sequence slopes for members
and non-members of a certain dataset on a particular model is illustrated in Figure
4.1. The OLS slopes of the GitHub dataset for GPT-Neo 1.3B are steeper for non-
members than members, contradicting the notion that member slopes are steeper
than non-member slopes.

Distribution of whole-sequence slopes

member
non-member

40 1

30

count

201

10 A

0 T T T T lI T T T T
—0.026-0.015-0.016-0.0050.000 0.005 0.010 0.015 0.020
OLS slope a

Figure 4.1: OLS slopes of the GitHub dataset for GPT-Neo 1.3B
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4.2.6 Hyperparameter results

The following table shows what proportion of experiments where the neighbourhood
signal was included produced the best results, for each attack type and model. The
results are aggregated across datasets and metrics (AUC-ROC and TPRQ1%FPR
are counted simultaneously).

Table 4.22: Neighbourhood signal inclusion optimality proportions

Exp. Attack P.D. 7TOM P.D.160M P.D.1.4B G.N.125M G.N. 1.3B
Edgington 50.0 33.3 33.3 50.0 41.7
Fisher 91.7 91.7 91.7 75.0 75.0
1 Pearson 58.3 33.3 41.7 58.3 75.0
George 41.7 33.3 41.7 50.0 41.7
Logistic Regression 25.0 58.3 58.3 50.0 16.7
Edgington 50.0 25.0 33.3 41.7 41.7
Fisher 91.7 91.7 83.3 58.3 83.3
2 Pearson 58.3 33.3 50.0 58.3 66.7
George 41.7 25.0 41.7 50.0 33.3
Logistic Regression 33.3 50.0 58.3 50.0 25.0
Edgington 50.0 33.3 33.3 41.7 50.0
Fisher 91.7 91.7 75.0 58.3 75.0
3 Pearson 58.3 33.3 41.7 66.7 66.7
George 41.7 25.0 41.7 41.7 50.0
Logistic Regression 8.3 33.3 41.7 33.3 16.7
Edgington 50.0 33.3 33.3 41.7 41.7
Fisher 91.7 91.7 83.3 66.7 75.0
4 Pearson 50.0 50.0 50.0 58.3 66.7
George 25.0 25.0 33.3 41.7 25.0
Logistic Regression 16.7 41.7 41.7 41.7 33.3
Edgington 58.3 33.3 41.7 41.7 41.7
Fisher 91.7 91.7 83.3 58.3 75.0
5 Pearson 58.3 41.7 50.0 58.3 58.3
George 25.0 25.0 33.3 41.7 33.3
Logistic Regression 16.7 33.3 50.0 25.0 33.3
Edgington 51.7 31.7 35.0 43.3 43.3
Fisher 91.7 91.7 83.3 63.3 76.7
All Pearson 56.7 41.7 46.7 60.0 66.7
George 35.0 25.0 38.3 45.0 36.7
Logistic Regression 18.3 43.3 50.0 40.0 25.0

The following table shows the frequency of each neighbourhood-signal weight W (for
the p-value tests) or feature-importance « (for the LR + PCA attack) being optimal
in each experiment, given that they are not 0.

Table 4.23: Optimal weights and feature importances

Experiment Weight W Feature—importance v
W=9 W=18 W=3 W=72 y=1 v=2 v=3 y=4
1 38.64  17.42 6.82 37.12  48.00 28.00 12.00 12.00
2 38.58  13.39 10.24 37.79 56.00 8.00 32.00 4.00
3 37.01  16.54 8.66 37.79 35.29 23.53 23.53 17.65
4 33.87 15.32 12.10 38.71  47.61 19.05 19.05 14.29
5 3549  15.32 10.48 38.71 4211 31.58 5.26 21.05
Total 36.75  15.62 9.62 38.01 46.73 21.50 18.69 13.08
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The following table shows the proportions (in percent) of the best performing attack
types for each model and experiment.

Table 4.24: Best attacks in each experiment

Exp. Attack P.D. 70M P.D.160M P.D.1.4B G.N. 125M G.N. 1.3B
Edgington 15.4 21.4 0 33.3 14.3
Fisher 0 0 0 0 0
1 Pearson 7.7 0 0 0 7.1
George 53.8 50.0 66.7 58.3 57.1
Logistic Regression 23.1 28.6 33.3 8.3 21.4
Edgington 7.7 21.4 26.3 23.1 6.3
Fisher 0 0 0 0 0
2 Pearson 15.4 0 5.3 0 12.5
George 53.8 50.0 42.1 53.8 0.5
Logistic Regression 23.1 28.6 26.3 23.1 31.3
Edgington 16.7 23.1 14.3 28.6 25.0
Fisher 0 0 0 0 0
3 Pearson 8.3 0 0 0 6.3
George 59.7 61.5 57.1 64.3 56.3
Logistic Regression 14.5 15.4 28.6 7.1 12.5
Edgington 16.7 16.7 26.7 30.8 21.4
Fisher 0 0 0 0 0
4 Pearson 8.3 0 6.7 0 7.1
George 66.7 66.7 40.0 53.8 57.1
Logistic Regression 8.3 16.7 26.7 15.4 14.3
Edgington 16.7 16.7 26.7 41.7 25.0
Fisher 0 0 0 0 0
5 Pearson 16.7 0 6.7 0 8.3
George 66.7 66.7 40.0 58.3 50.0
Logistic Regression 0 16.7 26.7 0 16.7
Edgington 14.5 20.0 20.0 31.3 18.1
Fisher 0 0 0 0 0
All Pearson 11.3 0 4.0 0 8.3
George 66.7 58.5 48.0 57.8 54.2
Logistic Regression 8.3 21.5 28.0 10.9 19.4
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5.1 Experimental results

The results from the five experiments are mixed. Some attacks do not perform
better than the original CAMIA (11) implementation on some datasets and models,
other outperform it and could potentially be considered state-of-the-art membership
inference attacks. An important consideration is that many of the stronger results only
consist of marginally higher scores, while a few are significantly higher. Interestingly,
each of the five attacks outperform both CAMIA and the other four novel attacks on
at least one dataset/model combination. This implies that adding new signals and/or
new types of semantically perturbed neighbours do not always generate stronger
results, although this is occasionally the case.

There are clear differences in performance depending on dataset, which is to be
expected due to the small sample sizes and their relative differences, as well as the
inherently different structure and syntax of the language in the various sets (19).
Results mostly improve with increased model size, in accordance with standard
results in the field. This warrants further analysis on larger models, particularly
the ones experimented on in (11) which were excluded from this study due to time
constraints.

It is crucial that the implementation of CAMIA (11) is custom and not based on
the authors’ original code. The technical details concerning, for instance, logistic
regression and principal component analysis hyperparameters are not documented
and the differences in implementation could affect overall results to an unknown
extent. A distinction must therefore be made between whether the attacks in the five
experiments attain absolutely higher scores than CAMIA, and whether the addition
of novel signals or neighbours improve upon the baseline custom implementation. If
the latter is true, it indicates that the inclusion of such signals and/or neighbours
could improve results in general, for different types of implementations.

The characteristics of the overall best results (Section 4.2.1) differ between datasets.
The new attacks performed better than CAMIA both in terms of AUC-ROC and
TPRQI%FPR on the Pile-CC dataset with essentially all models. This is promising,
since it has the largest sample size out of all used subsets. Results were worse for
other datasets, but scores higher than CAMIA were achieved on all datasets and
metrics for at least one model, except for AUC-ROC on the HackerNews dataset,
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and both metrics for the DM Mathematics dataset. Results were generally good for
the Edgington attack compared to CAMIA, particularly for the PubMed Central
and Pile-CC datasets, where the majority of scores were higher on all models. The
logistic regression attack performed significantly worse compared to CAMIA, with
most scores being lower than in the original paper. An exception was again the
Pile-CC dataset, where the novel attacks was higher for both metrics on all models.

A concrete example of a substantial improvement is that on GitHub with Pythia-
deduped 160M in the CAMIA Edgington attack, TPRQ1%FPR increased from
41.8% to 56.6%. Another was with the Pythia-deduped 1.4B model, TPRQ1%FPR
increased from 2.74% to 4.4% (a 60% increase).

5.2 Analysis of additional results

5.2.1 Individual signals performances

Table 4.20 shows AUC-ROC and TPRQ1%FPR of each new signal on each dataset
and model. The signals perform differently on the various datasets. Both AUC and
TPR scores on ArXiv are consistently high, with the neighbourhood comparison
signal with flatline neighbours fria: frec (see section 3.4.3) achieving 10.329 TPR on
the GPT-Neo 125M model, and the neighbourhood comparison signal with the K
highest-loss neighbours frei & nighest (see section 3.4) 0.665 on the GPT-Neo 1.3B
model. Performance on the DM Mathematics dataset is mostly poor, which can
probably be attributed to the very small sample size. Interestingly, AUC scores
for GitHub are consistently high, whereas TPR scores are very low and often 0.
However, the absolute magnitude of maximal slope difference signal feipow deita_siope
(Section 3.4.2) is an exception, mostly achieving high scores (e.g. 9.415 on the
GPT-Neo 125M model). AUC scores for the PubMed Central dataset are better than
random, with scores generally being in the 0.55-0.60 range. However, TPR scores are
consistently performing as bad as random, again with the occasional exception of the
fetbow_deita_siope Signal. The relationship is mostly the opposite for the HackerNews
dataset, where AUC scores are generally close to 0.5, whereas TPR scores are around
2. For the most challenging dataset, Pile-CC, AUC scores are mostly only slightly
above 0.5, whereas TPR scores are around 2-3.

On an aggregate level, all signals display discriminatory power, indicating they could
feasibly be implemented in future membership inference attacks. Varying results
depending on dataset is in accordance with previous research in the field.

5.2.2 Average OLS slope of next-token loss sequences

Considering that the inspiration for the novel elbow and flatline signals is based
on the claim by the authors of (11) that the magnitude of the rate of change for
members on average is larger than for non-members, the claim should be verified.
As can be seen in 4.21, the exact opposite is true in all cases. The exception is the
DM Mathematics dataset. However, its strictly limited sample size of 89, limits
significance. Although the intuition behind the original slope signals in CAMIA
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and the novel signals in this thesis is incorrect, it should be noted that the signals
are still evidently useful, as the data shows that they often can distinguish between
members and non-members (see e.g. Table 4.20). This implies that as long as
there on average is a difference between the member and non-member datasets,
it can be leveraged as a membership inference attack signal. It also implies it is
not strictly necessary to understand why this difference exists, as long as it can be
identified (although a solid theoretical foundation of course is more robust). This
could potentially influence the design of future membership inference attacks, where
searches for arbitrary dataset-level differences could be conducted to build a bundle
of membership distinguishing signals. This would lower the difficulty of designing
powerful attacks, as they could essentially be randomized rather than theorized.

5.2.3 Hyperparameter results analysis

Tables 4.22, 4.23 and 4.24 show various hyperparameter related results. The first
shows what proportion of experiments where the neighbourhood signal was included
produced the best results, for each attack type and model. The results are also
aggregated across datasets and metrics. An observation is that including the neigh-
bourhood signal (thus implementing the Neighbourhood Comparison Attack in
CAMIA) does not automatically improve performance. In many cases, including it
deteriorates performance. The Fisher attack clearly benefits the most from its inclu-
sion; this attack was however significantly weaker than all others in all experiments
and never generated the highest score. Not including the neighbourhood signal in
experiments 1 and 2 corresponds to the baseline (custom) CAMIA implementation.
The data thus shows that the new attacks developed for this thesis do not always
improve upon previous research. An important practical consideration is whether
the neighbourhood signal should be implemented in an attack suite utilizing signals
such as in the present case. Intuitively, if the signal improves results more often than
not, it should be utilized. In all experiments, most attacks benefit from its inclusion
less than 50% of the time. This implies there is limited support for its utilization
in its current state. However, as all attacks in all experiments generated optimal
results with the inclusion of the neighbourhood signal in a significant portion of
cases, there is also reason to investigate the approach further. This could improve
performance to an extent such that a neighbourhood signal should be incorporated
in a state-of-the-art attack.

Concerning optimal weights and feature importances for the neighbourhood signal,
table 4.23 implies that a smaller feature importance ~ in the principal component
analysis prior to applying logistic regression is mostly optimal. The neighbourhood
signal weights in the classical statistical tests exclusively utilizing non-members
generate the largest proportion of optimal results when it is set to either 9 or 72.
These are the smallest and largest weights used in the experiments, respectively.
There are 72 other signals in the test; setting the weight to this number is intended
to correspond to equating the influence of the Neighbourhood Comparison Attack to
CAMIA. Lower weights diminish this influence, whereas intermediate weights are
rarely optimal.
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A very interesting result is that George’s method was the best attack in all experi-
ments, by far (see table 4.24). This was one of the aggregation methods originally
applied in CAMIA, although only Edgington’s method was ultimately chosen for non-
member experiments (11). The results in this thesis strongly indicate that switching
to George’s aggregation method could generally improve attack results. It should also
be noted that Edgington’s method does clearly outperform Fisher’s and Pearson’s
methods. An important difference between the results from the experiments in this
thesis and in CAMIA is that the proportion of instances where the logistic regression
attack outperformed Edgington’s method is significantly larger in the original CAMIA
paper. This could possibly be explained by implementation differences, and that
hyperparameter tuning could boost logistic regression performance for the novel
attacks developed for this thesis.

In contrast to the findings of (16), the largest value (100) of the amount of neighbours
used for the neighbourhood comparison signal was not always optimal, whenever
using the signal generated better results than without. It is unclear why this difference
exists. One theory is that the quality of neighbours deteriorates with an increased
number due to a decreasing pg,qp score, such that their influence becomes detrimental
after a certain cut-off point.

5.3 Answers to research questions

The implementation of CAMIA with the NCA extension and novel elbow and flatline
signals enabled five experiments testing the influence of targeted and loss-guided
semantics-preserving token perturbations for MIAs. The attack architecture used
also constitutes a union of recent MIAs, so the experiment results show whether
improvements on previous results in the literature have been made. The research
questions can therefore be answered below.

RQ1: For semantics-preserving text edits in membership inference attacks, can
targeted and loss-guided token perturbations improve performance over masking
random or arbitrary words?

The approach towards answering this question was by implementing the Neigh-
bourhood Comparison Attack within the CAMIA architecture, and performing
experiments with both standard neighbour generation using random masking (see
algorithm 1), and two novel algorithms utilizing loss-guided and targeted perturba-
tions (see algorithms 2 and 3). Experiments 1 and 2 (see sections 4.1.1 and 4.1.2)
corresponds to baseline CAMIA extended with the Neighbourhood Comparison
Attack, using standard neighbours in the former, and K highest loss token positions
in the latter. Experiments 3, 4 and 5 (see sections 4.1.3, 4.1.4 and 4.1.5) correspond
to baseline CAMIA extended with the Neighbourhood Comparison Attack as well
as the elbow and flatline signals (see sections 3.4.2 and 3.4.3). Experiment 3 used
standard neighbours, whereas the last two used elbow and flatline-based neighbours
respectively. There is no clear answer to this research question based on the results,
and conducting the experiments in this thesis is just one way of approaching the
problem. It is clear that loss-guided, targeted perturbations performed better than
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random masking in some cases, as experiments 2, 4 and 5 had the most optimal
results in multiple settings, also sometimes with higher scores than in (11) (see
tables 4.14, 4.15 and 4.16). On the other hand, there were also multiple cases where
the results from experiments 1 and 3 had the most optimal results such that the
randomly masked neighbours outperformed the targeted variants. In other words,
there is some evidence that loss-guided, targeted neighbours outperform random
masking for membership inference, but the question requires further examination for
a more definitive answer.

An additional benefit of utilizing targeted perturbations such as in algorithms 2 and
3 is that the neighbour generation procedure can be executed significantly faster than
algorithm 1. The original neighbour generation algorithm loops over every token
of a text, whereas the new ones only operate on a limited set of tokens of a text,
essentially reducing algorithmic complexity from O(n) to O(1). Merely achieving
the same results with a more efficient algorithm could be an attractive prospect in
practice.

RQ2: Can a unified attack that combines and develops recent MIAs outperform
current state-of-the-art results?

In this thesis, an attack unifying the Context-aware Membership Inference Attack
(CAMIA) (11) and the Neighbourhood Comparison Attack (NCA) (16) was developed.
Furthermore, multiple new signals and neighbour generating algorithms were designed
and incorporated (see section 3.4). CAMIA can be considered a state-of-the-art
membership inference attack, given that it mostly outperforms previous MIAs. The
results from the five experiments conducted in this thesis show that the new, unified
attack often significantly outperform the results in CAMIA. The short answer to
the research question is therefore that a unified attack which combines and develops
recent MIAs can indeed outperform current state-of-the-art results. However, many
improvements were marginal, and the new attack did not always outperform the
baseline CAMIA implementation.

5.4 Limitations

Although the semantics-preserving Neighbourhood Comparison Attack was imple-
mented, and two new algorithms generating semantic neighbours were designed for
the novel membership inference attack, a limitation of this thesis was the otherwise
limited focus on exploration of semantics as such. There is still wide room to explore
the role and definition of semantics within the context of MIAs. A practical limitation
also comes when the number of tokens to be perturbed to semantically equivalent
ones is restricted. If the Gaussian in Algorithm 3 is narrow, the token at each valid
index might need to be perturbed to a larger amount of variants than available
synonyms, essentially invalidating the approach. As there is some evidence (16) for a
larger amount of neighbours leading to stronger results, there might exist an optimal
number of neighbours such that these factors become balanced. However, a smaller
number of neighbours were often optimal in the experiments conducted in this thesis.

Another central limitation is that not all considered MIAs were incorporated in the
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attack infrastructure. RaMIA and SMIA posits promising prospects for integration,
but were due to time constraints not actually implemented. As combining MIAs
has been shown to be effective in some cases, further integration of additional MIAs
could be a feasible next step for this type of attack development.

Considering the large amount of experiments, datasets, models and hyperparameters
combined with limited time and computational resources, not all variations could
be experimented upon. Larger models needed to be excluded, as well as 13-gram
variants of the datasets, various number of perturbed tokens per text, and so on.

Finally, larger datasets should be used in future experiments, as the limited sample
sizes used for the experiments in this thesis could inflate variance - particularly for
the TPRQ1%FPR metric.

5.5 Practical Implications

For auditors who can query next-token losses but cannot train heavy reference models,
augmenting CAMIA with the neighbourhood comparison signal is a low-cost win:
it pushes TPR upward at fixed 1% FPR with negligible engineering overhead. The
elbow and flatline signals are trivial to compute from a single pass of the loss sequence
and can be layered in without affecting latency. Together, these yield a stronger,
still lightweight pipeline that is appropriate for routine privacy risk assessments on
pretrained LLMs.

5.6 Future work

There is clear potential for additional improvements of semantic membership inference
attacks. A feasible starting point includes working on the limitations addressed
above, for example by substituting multiple tokens simultaneously in the new attack.
A concrete next step is to incorporate it within the LeakPro project infrastructure
at Al Sweden. Development can be continued with increased resources, in order to
experiment on larger models and implement RaMIA and SMIA or any other feasible
state-of-the-art MIAs. Another general direction could be to enable automatic
identification of suitable substitution indices through machine learning rather than
hand-crafted heuristics.

5.7 Conclusion

This thesis re-implemented CAMIA from its public description and showed that
small, semantics-aware extensions can improve membership inference at the low-FPR
operating points that matter in practice. This was performed by implementing a
lightweight, reference-free neighbourhood comparison signal together with two simple
next-token loss—trajectory descriptors (the elbow and flatline heuristics) and loss-
guided neighbour generation. Across multiple model-dataset pairs (Pythia-deduped
and GPT-Neo on six Pile subsets), the added signals consistently increased TPR

58



5. Discussion and Conclusion

at fixed 1% FPR while leaving AUC-ROC largely unchanged, indicating better
tail performance without heavy compute or supervision. These gains come from
exploiting structure already present in next-token loss sequences and from probing the
model with semantically near-equivalents rather than relying on verbatim matches.
While the work focuses on local semantic variations and does not include formal
significance tests, the results are reproducible, open-source, and practically useful for
risk assessment under black-box loss access. Overall, the study demonstrates that
pragmatic, low-cost semantics can make state-of-the-art MIAs more effective where
a single false positive is expensive, and it opens clear paths toward broader semantic
ranges, stronger neighbour generation, and integration with range-based MIAs.
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Appendix

Table A.1: Original CAMIA results for the Pythia-Deduped suite (11)

. ArXiv Mathematics GitHub PubMed HackerNews Pile-CC

Size Attack

AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR

Blind 0.73 0.00 0.86 0.00 0.82 0.00 0.71 0.00 0.52 0.88 0.53 0.56

LOSS 0.73 6.97 095 78.73 0.82 19.52 0.79 15.47 0.58 3.05 0.53 1.94

Zlib 0.73 7.23 0.82 2841 0.86 48.94 0.78 14.01 0.57 2.72 0.51 3.23

7OM Min-K% 0.68 12.23 0.94 7556 0.81 19.31 0.77 14.04 0.56 3.55 0.53 1.89

Min-K%++ 0.56 5.03 0.74 6.83 0.72 7.66 0.63 4.65 0.55 1.24 0.52 1.74

Reference 0.52 2.80 0.63 2.06 0.68 4.31 0.66 6.16 0.52 0.46 0.50 2.13

CAMIA (Edg.) 0.77 19.54 0.93 69.68 0.85 43.03 0.81 16.57 0.59 4.83 0.53 4.01

CAMIA (LR/PCA) 0.79 23.37 0.95 80.95 0.87 53.46 0.83 27.85 0.59 3.64 0.51 1.09

LOSS 0.74 7.26 094 70.32 0.83 24.31 0.79 18.28 0.57 291 0.54 2.70

Zlib 0.74 6.06 0.81 21.59 0.87 45.48 0.78 16.74 0.57 2.76 0.52 3.37

Min-K% 0.69 849 0.92 68.89 0.82 2574 0.78 17.67 0.55 2.67 0.53 2.99

160M Min-K%-++ 0.53 2.14 0.76 16.51 0.72 10.48 0.62 8.02 0.53 1.10 0.52 2.30

Reference 0.57 1.09 0.62 0.16 0.68 3.51 0.68 4.04 0.51 1.04 0.52 2.64

CAMIA (Edg.) 0.79 23.37 0.90 31.11 0.87 41.81 0.81 21.25 0.59 2.78 0.54 4.67

CAMIA (LR/PCA) 0.80 24.74 0.95 73.97 0.88 56.91 0.83 30.93 0.59 4.26 0.53 1.40

LOSS 0.77 12.63 0.92 43.49 0.86 30.05 0.78 16.16 0.59 1.99 0.55 4.56

Zlib 0.77 9.83 0.80 1524 0.89 36.38 0.77 13.95 0.58 2.19 0.54 5.91

Min-K% 0.74 14.86 0.93 67.14 0.85 29.95 0.78 18.05 0.57 2.14 0.55 4.70

1.4B  Min-K%++ 0.64 3.49 0.75 15.87 0.81 22.55 0.63 8.08 0.55 1.52 0.55 3.96

Reference 0.71 6.66 0.50 1.27 0.72 096 0.67 154 0.54 1.39 0.59 5.90

CAMIA (Edg.) 0.81 25.23 0.83 11.90 0.89 54.04 0.79 14.22 0.60 4.99 0.55 6.03

CAMIA (LR/PCA) 0.81 31.23 0.95 71.90 0.91 57.77 0.82 26.22 0.60 4.55 0.55 2.74

LOSS 0.78 14.11 0.91 19.21  0.87 39.68 0.78 18.28 0.60 2.03 0.55 4.63

Zlib 0.77 10.86 0.80 11.43 0.90 42.02 0.77 14.51 0.59 2.49 0.54 5.83

Min-K% 0.75 20.63 0.92 54.60 0.87 40.27 0.78 20.09 0.58 1.24 0.55 4.71

2.8B  Min-K%++ 0.65 5.71 0.72 19.84 0.84 31.49 0.66 9.80 0.57 1.52 0.54 3.27

Reference 0.71 6.46 0.45 0.79 0.72 4.79 0.63 1.60 0.57 3.00 0.59 6.34

CAMIA (Edg.) 0.81 25.89 0.83 2492 090 60.21 0.79 13.14 0.61 4.28 0.55 6.94

CAMIA (LR/PCA) 0.81 32.89 0.95 72.22 0.91 64.57 0.82 26.72 0.60 4.46 0.54 2.70

LOSS 0.78 15.14 0.92 26.35 0.87 33.88 0.78 16.51 0.60 1.85 0.57 6.61

Zlib 0.78 13.17 0.80 12.38 0.90 38.46 0.77 13.26 0.59 2.78 0.55 7.54

Min-K% 0.75 20.37 0.92 60.79 0.87 34.95 0.78 18.98 0.59 2.10 0.57 6.20

6.9B Min-K%+-+ 0.65 4.40 0.73 17.78 0.84 25.48 0.67 8.55 0.58 1.92 0.56 5.13

Reference 0.72 829 0.46 2.06 0.64 064 0.60 1.31 0.58 1.77 0.64 9.87

CAMIA (Edg.) 0.82 28.69 0.86 29.05 090 55.32 0.79 11.89 0.61 6.45 0.58 10.01

CAMIA (LR/PCA) 0.82 33.23 0.95 70.79 0.91 63.72 0.82 24.53 0.61 5.12 0.57 4.31

LOSS 0.79 15.03 0.92 17.30 0.88 35.05 0.77 16.54 0.61 2.14 0.58 7.14

Zlib 0.78 14.86 0.81 9.37 0.91 36.70 0.77 11.77 0.60 3.07 0.56 8.57

Min-K% 0.77 21.66 0.92 51.11 0.88 35.21 0.78 20.99 0.60 2.43 0.58 6.49

12B  Min-K%++ 0.68 6.31 0.70 22.70 0.86 27.23 0.67 9.80 0.59 1.96 0.58 6.51

Reference 0.73 8.74 0.45 0.48 0.61 0.69 0.58 1.05 0.61 2.72 0.67 10.57

CAMIA (Edg.) 0.82 28.06 0.85 27.62 091 61.38 0.79 11.77 0.61 6.95 0.59 10.66

Continued on mext page




A. Appendix

. ArXiv Mathematics GitHub PubMed HackerNews Pile-CC
Size Attack

AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR

CAMIA (LR/PCA) 0.82 36.06 0.95 69.84 0.92 63.78 0.82 21.28 0.61 5.74 0.58 4.89

Table A.2: Original CAMIA results for GPT-Neo suite (11)
. ArXiv Mathematics GitHub PubMed HackerNews Pile-CC

Size Attack

AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR

LOSS 0.76 9.40 0.95 77.94 0.83 24.84 0.81 19.53 0.57 1.59 0.53 2.29

Zlib 0.76 6.94 0.82 2762 0.86 39.68 0.79 21.48 0.57 2.25 0.51 2.53

Min-K% 0.72 9.11 094 7524 0.82 25.43 0.80 21.13 0.56 1.52 0.53 2.61

125M Min-K%-++ 0.62 391 0.70 16.35 0.78 18.78 0.67 10.29 0.54 2.14 0.52 2.13

Reference 0.65 291 0.56 0.32 0.67 1.12 0.73 6.40 0.51 0.84 0.51 2.29

CAMIA (Edg.) 0.81 23.09 0.88 16.51 0.87 50.53 0.82 19.94 0.59 2.41 0.54 4.10

CAMIA (LR/PCA) 0.82 28.00 0.95 77.30 0.89 65.85 0.84 28.90 0.57 3.47 0.52 1.50

LOSS 0.78 12.74 0.93 63.02 0.86 39.10 0.80 18.81 0.59 1.74 0.54 4.56

Zlib 0.78 11.91 0.80 14.76 0.88 51.28 0.78 19.48 0.58 2.19 0.53 4.24

Min-K% 0.75 15.09 0.93 70.48 0.86 38.94 0.80 22.24 0.57 1.96 0.54 4.10

1.3B Min-K%-++ 0.66 4.71 0.71 26.03 0.81 33.35 0.68 9.01 0.56 1.88 0.53 2.99

Reference 0.71 5.86 0.49 1.43 0.66 1.97 0.70 1.31 0.52 1.66 0.55 4.60

CAMIA (Edg.) 0.82 25.80 0.83 18.73 0.90 62.50 0.81 17.70 0.60 4.17 0.55 6.16

CAMIA (LR/PCA) 0.82 32.23 0.95 74.44 0.91 65.96 0.83 27.94 0.59 3.75 0.54 2.80

LOSS 0.79 16.51 0.93 55.71 0.87 41.86 0.80 21.25 0.59 1.61 0.55 4.97

Zlib 0.78 14.40 0.81 15.87 0.89 50.32 0.78 18.63 0.58 2.43 0.54 5.34

Min-K% 0.76 21.09 0.93 69.68 0.87 42.18 0.80 23.46 0.57 1.79 0.55 4.64

2.7B  Min-K%++ 0.66 791 0.72 27.14 0.83 34.20 0.69 12.18 0.57 1.96 0.54 3.79

Reference 0.72 7.06 0.52 0.32 0.65 1.54 0.69 1.66 0.52 1.88 0.57 5.60

CAMIA (Edg.) 0.82 28,57 0.86 21.75 0.91 60.59 0.81 15.84 0.59 2.69 0.56 5.97

CAMIA (LR/PCA) 0.83 37.03 0.95 73.65 0.92 67.50 0.83 23.63 0.58 4.13 0.55 3.23
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