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Abstract
To ensure the continuous operation of online services, it is important to be able to
quickly detect system failures. This can be done by monitoring metrics, such as the
number of logins or errors per hour, for unexpected behaviour. These unexpected
behaviours, also known as anomalies, can indicate that something in the system is
not working as intended, which makes it important to be able to detect them with
low latency. In this thesis, we researched how anomalies can be detected in metrics
with low latency using stream processing, a data processing paradigm in which data
is processed as continuous streams of events. This thesis was conducted at Spotify,
one of the largest audio streaming platforms in the world.

To research low-latency anomaly detection using stream processing, we implemented
Harpooner – a stream processing-based counterpart to an existing batch-processing-
based anomaly detection system at Spotify. Harpooner analyses metrics in segments,
which are subsets of users, and detects anomalies on an hourly basis. Anomalies
are detected using the Kolmogorov-Smirnov (K-S) test, a statistical test that can
be used to determine if two samples are drawn from the same underlying distri-
bution. Harpooner was implemented using Apache Beam, a programming model
for expressing stream processing pipelines. It was implemented in various versions
which weighed trade-offs between implementation simplicity, data storage and com-
putational complexity of the K-S test.

Harpooner consists of two parts: a metric calculation part, which is identical in all
versions; and an anomaly detection part, which is different in all versions. These
parts were evaluated separately using data from Spotify to ensure semantic equiv-
alence between Harpooner and the existing system, and synthetic data to measure
their scalability. During evaluation, it was shown that the most efficient anomaly
detection part was able to detect anomalies in a metric with 6,000 segments with a
latency below 10 seconds when run on a single node on Cloud Dataflow, and that
in a real setting the metric calculation part would be the bottleneck of the pipeline.
However, if the two parts were deployed as two separate pipelines, our preliminary
results indicate that Harpooner would be able to scale to handle the load necessary
to do anomaly detection in metrics at Spotify.

Keywords: Stream processing, Anomaly detection, Apache Beam, Streaming sys-
tems, Kolmogorov-Smirnov test.
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1
Introduction

To ensure the continuous operation of online services, it is important to be able to
quickly detect failures so that the causes of the failures can be swiftly investigated
and fixed. This can be done by monitoring metrics, such as the number of logins
or errors per hour, for unexpected behaviour [39]. However, doing this reliably in
an automated fashion is not trivial, as many metrics follow complex patterns, and
values that are considered normal one day might be abnormal the next one. Relying
on manual data inspection from analysts is not a feasible solution either, as large
scale software companies sometimes need to monitor millions of metrics [26].

Metrics such as the number of logins or errors per hour are often calculated by
counting events that are generated over time. To quickly detect when the pattern
of a metric exhibits unexpected behaviour, i.e. to detect so called anomalies, these
streams of events need to be processed with low latency. One way to do this is to use
a Stream Processing Engine (SPE), such as Cloud Dataflow [14] or Apache Flink
[7], that processes events as they arrive in an online fashion. However, this type
of data processing adds constraints to the anomaly detection models, making some
traditional anomaly detection techniques infeasible in their current form [29].

In this thesis, we researched how stream processing can be applied to detect anoma-
lies in metrics at large software companies. The thesis was conducted at Spotify,
one of the largest audio streaming platforms in the world with 286 million monthly
active users as of April 2020 [33]. To ensure the continuous operation of their ser-
vice, Spotify has several anomaly detection systems that monitor different metrics
for anomalies. One of these systems is based on batch processing and runs once
a day to detect anomalies in certain metrics. For some of these metrics, Spotify
believes that there could be a benefit in detecting anomalies with lower latency,
making anomaly detection using stream processing in these metrics an interesting
research topic.

1.1 Background
As previously mentioned, Spotify has an anomaly detection system based on batch
processing that runs once a day to detect anomalies in certain metrics. These metrics
are calculated based on events that are being generated when Spotify’s service is
used, and the values of the metrics are thus naturally influenced by user activity.

1



1. Introduction

Also, since events will continue to be generated as long as Spotify’s service exists,
these event streams can be considered to be unbounded, i.e. of no fixed size.

The system analyses the metrics in segments, which are subsets of users. A segment
could for example be all users in a specific country or all users with a certain type
of device. For each segment, the value of the metric is calculated once per hour.
When looking at a specific segment, the metric becomes a time series consisting of
one metric value per hour, and it is in these time series that the system is detecting
anomalies.

A metric is considered to be anomalous when the values of the metric over a 24-
hour time span differs too much from the values of the metric from the preceding
29 days. This difference is determined by using the Kolmogorov-Smirnov (K-S) test,
which is a statistical test that determines the probability that two samples of data
have been drawn from the same underlying distribution. In this case, the K-S test
is used to compare the metric values from the two time periods. If the resulting
probability is below a certain threshold, the metric values from the 24-hour time
span is considered to be anomalous, and an alert is generated by the system.

Spotify believes that there could be a benefit in detecting anomalies with lower
latency in some of the metrics monitored by the existing batch-processing-based
system. The way we propose doing this is by using stream processing, which is a
data processing paradigm where data is processed as continuous streams as opposed
to in batches. Systems that process data according to this paradigm are designed
to process unbounded data streams, which we are dealing with in this case, and
switching to stream processing can be a good way to achieve lower latency [5].

1.2 Aim
The aim of this thesis is to investigate how stream processing can be applied at
Spotify to detect anomalies in metrics with low latency.

1.3 Problem Definition
As mentioned in Section 1.1, Spotify has an anomaly detection system based on
batch processing that runs once a day, and they believe that there could be a benefit
in detecting anomalies with lower latency in some of the metrics monitored by this
system. In this thesis, we will investigate how a system that does this can be
implemented using stream processing.

The metrics monitored by this system are calculated with an hourly granularity,
and a metric is considered to be anomalous when the values of the metric over a
24-hour time span differs too much from the values in the metric from the preceding
29 days. The way this is determined is by using the Kolmogorov-Smirnov (K-S)
test. In order to keep the same anomaly detection semantics as the existing system,
our system will use the same data and the same definition of what constitutes an
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1. Introduction

anomaly as the existing system. With the hourly granularity of the metrics, the
shortest alert interval that can be achieved is hourly. Since we want to achieve the
lowest latency possible, hourly detection is what our system will implement. The
first research question is thus:

Q1: How can an anomaly detection system with the same semantics as the exist-
ing system, but with an hourly alert interval, be implemented using stream
processing?

The existing system uses the K-S test to detect anomalies, and this test is difficult
to apply efficiently on streaming data [24]. At Spotify, both the number of metrics
and the amount of data that is used to calculate the values of the metrics are large
and constantly increasing. In order for the implemented system to be able to scale
to handle the load at Spotify, we need to find a way to apply the K-S test efficiently
when using stream processing. The second research question is thus:

Q2: How can the Kolmogorov-Smirnov test be applied efficiently on a data stream
when using stream processing?

To evaluate the efficiency of the system, throughput and latency will be used. Here,
throughput is defined as the number of events that can be ingested per second by
the system, and latency is the maximum time it takes for an event to be processed
after it has been received. In other words, throughput is a measure of the volume
of data that can be processed by the system, and latency is a measure of how long
time it takes for the system to process that data.

Our system will use an hourly alert interval, while the existing system uses a daily
alert interval. This decrease in the alert interval might create noticeable changes to
when the anomalies are found and how many times the system is alerting, which
leads us to our third and final question:

Q3: How does hourly detection of anomalies compare to daily detection, in terms
of which anomalies are detected and how early the anomalies are detected?

This question concludes the problem definition, as the main aspects of the streaming
system has now been investigated according to our aim.

1.4 Limitations
Apache Beam is a programming model that supports the development of both batch
and stream processing pipelines. Spotify uses Scio – a Scala API for Apache Beam
– for various data processing tasks, and has a well developed infrastructure in place
for the development and testing of Scio jobs [27]. The Beam programming model
was deemed to be rich enough to express the logic of our system, and was thus
chosen for the implementation of our system.

Another limitation is to only look at one of Spotify’s currently implemented anomaly
detection systems. With possible gains and broad usage at Spotify in mind, the
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1. Introduction

system using the K-S test was chosen to be the scope for answering question Q1
and Q3.

1.5 Risk Analysis and Ethical Considerations
Anomaly detection in data streams generated by user activity comes with some
risks. As streams from a single user’s activity reflect what he or she is interested in
and how his or her taste varies over time, there might be a personal reason behind
an anomaly. Hence, finding anomalies can intrude the user’s privacy. In order
to prevent privacy intrusions, data from individual users should never be analysed
separately, only in group, which is the case throughout this thesis.

This type of abuse of an anomaly detection system could also appear in other areas
where monitoring of user behaviour exists. For example, finding anomalies in gaming
or drinking behaviour could indicate when an addict tries to stop. Such information
could be exploited by selling companies, for example by customizing ads to keep
people addicted. However, as there is no new anomaly detection algorithm developed
in this thesis, we deem the risk of this content to be misused to be fairly small.
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2
Preliminaries

This chapter provides in depth explanations of the concepts used in this thesis. The
chapter begins with Section 2.1, which explains what anomaly detection is and de-
scribes the Kolmogorov-Smirnov test – the anomaly detection method used in this
thesis. Section 2.2 describes what stream processing is and is followed by Section 2.3
which describes Apache Beam – the programming model used in our implementa-
tions. Finally, Section 2.4 describes the Google Cloud Platform services which are
used for evaluating the implemented system. After reading this chapter, a reader
with basic knowledge of computer science should be able to understand the imple-
mentation, evaluation and discussion introduced in the subsequent chapters.

2.1 The Kolmogorov-Smirnov Test
An anomaly is a point or pattern that does not conform to expected normal be-
haviour [8], and can indicate negative changes in a system [3]. For this reason,
anomaly detection is a useful tool in many industries [6, 8, 19, 36, 37]. However,
as it is often difficult to enclose what defines a normal behaviour and adapt to its
changes over time, selecting a suitable anomaly detection method can be challeng-
ing.

The anomaly detection method used in this thesis is the Kolmogorov-Smirnov (K-
S) test [28], which is a traditional data analysis technique. The K-S test exists in
two versions: the one-sample version and the two-sample version. The one-sample
version evaluates how likely it is that one sample is drawn from a given distribution,
and the two-sample version evaluates how likely it is that two samples are both
drawn from the same distribution. Some advantages of the K-S test are that the
underlying distribution does not need to be known in advance, and there is no
need for manual tuning of parameters. Furthermore, it is an unsupervised method,
meaning that it can be applied on unlabeled data sets. These advantages mean that
the K-S test can be applied to various kinds of data [24], and more importantly, it
can be applied on the metrics examined in this thesis.

In this thesis, the two-sample K-S test is used. The two-sample test takes an input
of two observed samples and evaluates the null hypothesis, H0, which states that
the two samples were drawn from the same underlying distribution. The output of
this test is a p-value, i.e. the probability of achieving a result as least as extreme
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2. Preliminaries

as the given result given that H0 is true. In the case of the two-sample K-S test, a
low p-value indicates that the two input samples are most likely not drawn from the
same distribution. Below follows a more detailed explanation on how the p-value in
the two-sample test is calculated.

Given the two input samples, X = {X1, X2, . . . , Xn} and Y = {Y1, Y2, . . . , Ym} with
sizes n and m respectively, the first step is to determine their Empirical Cumulative
Distribution Functions (ECDFs). Given a value x, an ECDF for a sample returns
the percentage of values in the sample that are smaller than or equal to x. The
ECDFs for the two samples are denoted as F1,n(x) and F2,m(x), and their formal
definitions are stated in Eq. (2.1). Notice that the larger the sample size is, the
closer the ECDF should be to the corresponding Cumulative Distribution Function
(CDF) of the underlying distribution of the sample.

F1,n(x) = |{i | Xi ≤ x}|
n

F2,m(x) = |{i | Yi ≤ x}|
m

(2.1)

Given F1,n(x) and F2,m(x), the K-S statistic, Dn,m, can be computed. Dn,m repre-
sents the maximal distance at any point between the two ECDFs. It is defined as in
Eq. (2.2) and an example of the Dn,m given two samples is found in Figure 2.1.

Dn,m = sup
x
|F1,n(x)− F2,m(x)| (2.2)

Figure 2.1: The Kolmogorov-Smirnov statistic, Dn,m, calculated from the Empir-
ical Cumulative Distribution Functions (ECDFs) of two samples.
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Lastly, the p-value is calculated. Given d, the specific K-S test statistic for a certain
case, and the general K-S statistic Dn,m, the p-value corresponds to the probability
Pr(Dn,m ≤ d). This probability is defined as in Eq. (2.3). Even though the definition
contains an infinite sum, it can be used as a sufficiently accurate approximation for
large n and m [32, 31].

lim
n→∞

Pr(Dn,m ≤ x) = 1− k

(
d ∗

√
mn

m + n

)
where

k(x) = 2
∞∑

i=1
(−1)ie−2i2x2

(2.3)

A low p-value indicates that it is unlikely that the two samples are drawn from
the same distribution. When used for anomaly detection in this thesis, one of the
samples represents the expected pattern and the other sample represents the values
to check for anomalies in. The latter sample is deemed to be anomalous if the
p-value from the two-sample test is below a certain threshold.

2.2 Stream Processing
The aim of this thesis is to investigate how stream processing can be applied to detect
anomalies in metrics with low latency. To understand what stream processing is,
we first need to define what a stream is. In the context of stream processing, a
stream is an element-by-element view of the evolution of a dataset over time [5].
As an example, the dataset for the metrics dealt with in this thesis consists of the
events that are being generated when Spotify’s service is used. These events are
generated over time, and when viewed one-by-one these events constitute a stream.
Datasets, and in extension streams, can either be bounded or unbounded, meaning
that they are of either finite or infinite size. The streams of events used to calculate
the metrics dealt with in this thesis are examples of unbounded streams.

When using stream processing, datasets are processed as streams, meaning that the
elements in a dataset are continuously processed as they arrive. This is in contrast
to batch processing, which is a more traditional data processing technique, where the
dataset is stored and periodically processed in finite chunks, so called batches. When
processing data in batches, there is naturally a delay in the generation of results, as
all the data for a batch needs to arrive before any results can be computed. When
using stream processing, this delay can be reduced, as new results can be computed
as soon as a new element arrives in the stream.

Systems that are designed to process data using stream processing are called Stream
Processing Engines (SPEs), and some examples of SPEs are Storm [35], Flink [7]
and Cloud Dataflow [14]. These SPEs are designed to process data streams in
parallel on multiple nodes in a distributed system, and thus allow for large volumes
of data to be processed with low latency. Note that due to networks being unreliable
and latency being non-zero in distributed systems [30], the order in which elements
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are processed by an SPE might not be the same as the order in which they were
originally generated. This can lead to elements being processed out-of-order, which
is an important caveat to have in mind when using an SPE to process data.

As mentioned above, stream processing enables the generation of results with lower
latency compared to batch processing. However, doing anomaly detection using
stream processing places some requirements on the anomaly detection algorithm.
According to Ahmad et al. [3], anomaly detection algorithms for streaming data
must be able to, for example:

• make predictions online, i.e. determine if a value in the stream constitutes an
anomaly before the next value in the stream is processed;

• learn continuously without having to store the entire stream; and

• quickly adapt to changes in the stream, as the normal behaviour of the stream
is likely to change over time.

These requirements mean that some traditional algorithms originally designed for
use with batch processing, such as the Kolmogorov-Smirnov test, need to be adapted
for use with stream processing [29].

2.3 Apache Beam
Apache Beam, formerly known as The Dataflow Model, is a unified programming
model that can be used to define both batch and stream processing jobs [4]. In this
model, data processing jobs are defined as pipelines, and once defined a pipeline can
be compiled and executed on different execution engines. In this thesis, we have
used Scio – a Scala API for Apache Beam – to implement an anomaly detection
system using stream processing.

In the Beam programming model, data processing jobs are defined as pipelines of
transforms. Transforms are operators that are responsible for reading, modifying
and writing data. The intermediate data sets that are created by these transforms
are called collections, which are immutable and potentially distributed data sets.
Collections consist of elements, which can be either simple values or key-value pairs.
Depending on the data from which a collection is created, collections can be ei-
ther bounded or unbounded, i.e. be of a fixed size or be a continuous stream of
values. Since collections are immutable they can never change after being created,
so transforms that change collections rather create new collections where the re-
sulting elements have been created by transforming the elements in the original
collection.

An example of a stream processing pipeline written in Scio is found in Figure 2.2.
In this example, the number of messages corresponding to errors in a stream are
counted, and the resulting counts are output as a new stream. The Cloud Pub/Sub
service offered by Google, which is explained in further detail in Section 2.4, is used
to both read and write data as streams. To read data from Cloud Pub/Sub, the
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val sc = ScioContext()

val messages = sc.pubsubTopic[String](inputTopic)
val errors = messages.filter(

message => message.contains("ERROR"))
val windowedErrors = errors.withFixedWindows(

Duration.standardMinutes(1))
val errorsPerMinute = windowedErrors.count
errorsPerMinute.saveAsPubsub(outputTopic)

sc.run()

Figure 2.2: An example of an Apache Beam pipeline written in Scio. This pipeline
counts the number of error messages in a stream.

pubsubTopic transform is used, which reads the data as a stream and returns it as
an unbounded collection of strings. Then, the filter transform is applied to remove
all the messages in the stream that does not contain the string ERROR. The result
of this is a new unbounded collection with the remaining messages. This collec-
tion is then windowed into one minute fixed windows using the withFixedWindows
transform. Windowing is the act of slicing a dataset into smaller, finite chunks, and
will be explained in more detailed in Section 2.3.2. The number of error messages
in each window are then counted using the count transform, resulting in an un-
bounded collection of counts, which are then output to Cloud Pub/Sub using the
saveAsPubsub transform. Note that since the messages from Cloud Pub/Sub are
read as a stream, this pipeline will continue to process new messages and generate
results until it is stopped.

2.3.1 Transforms
In stream processing, transforms can be divided into two categories: stateless and
stateful. In stateless transforms, the processing of one event does not affect the
processing of other events. This makes it easy to parallelise stateless transforms,
as all events in a stream can be processed independently in parallel. In stateful
transforms, the result being produced for one event can depend on the previous
events in the stream. This means that stateful transforms can not be parallelised
in the same way as stateless transforms. In Beam, stateful transforms are applied
on a per-key level, meaning that these transforms can be parallelised over keys, but
not necessarily more than that.

There are six core transforms in Beam, which can be combined to express all other
transforms. Three of these transforms are stateless and three are stateful. The
stateless transforms are:

• parDo, which applies a user-defined function on each element in a collection.
The user-defined function can emit zero, one or more new elements for each
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element in the original collection, and a new collection is created with the new
elements. The parDo transform is the basis for all per-element transforms,
such as map, which is a parDo transform that always emits one output element
for each input element, and filter, which removes elements from a collection
based on some predicate function. As parDo transforms process elements in-
dividually, they can perform their logic across all elements in a collection in
parallel.

• flatten, which merges two or more collections with identical types.

• partition, which does the opposite of flatten. Instead of merging two or
more collections, it splits one collection into multiple smaller collections, ac-
cording to a user-defined partitioning function.

The stateful transforms are:

• combine, which combines the elements in a stream using a user-defined func-
tion, ultimately returning a single, combined value. This can be used to, for
example, calculate the sum of a collection of integers, in which the combiner
function would be the addition operator. To allow for parallel computation,
the user-defined function needs to be commutative and associative, as this al-
lows partial combinations to be computed in parallel. The count transform
used in Figure 2.2 is an example of a combine transform.

• groupByKey, which operates on collections of key-value pairs. This transform
collects all values for each key, and emits a new key-value pair for each key
where the new value is a list of all the collected values. This can be used as
an alternative to combine, when the computation can not be easily expressed
as a function that is both commutative and associative, such as computing a
median.

• coGroupByKey, which joins two or more streams using their keys and emits
elements with the values in both streams combined. This is similar to the
groupByKey transform, but instead of grouping together all values for each
key in a single stream, it joins two streams using their keys.

Stateful transforms, such as groupByKey, coGroupByKey and combine, can not be
applied directly to unbounded collections, as they need access to all elements in the
collection in order to produce an output. To get around this, windowing can be
used.

2.3.2 Windowing
Windowing is the act of slicing a dataset into finite chunks, called windows. Beam
has support for multiple different windowing strategies. In this thesis, we make use of
fixed windows (also known as tumbling windows) and sliding windows. Visualisations
of both of these window types are found in Figure 2.3. Fixed windows have a static
window size, and when using fixed windows, each element will be part of exactly

10



2. Preliminaries

(a) The fixed windowing strategy. (b) The sliding windowing strategy.

Figure 2.3: A visualisation of fixed and sliding windows – two windowing strategies
supported by Apache Beam.

one window. Sliding windows have a static window size, just like fixed windows, but
they also have a sliding period (also known as an advance). This means that, unlike
fixed windows, multiple sliding windows can overlap, and each element can be part
of multiple windows. A sliding window with size equal to period is effectively a fixed
window.

When windowing is used, stateful transforms are applied to and produce results
separately for each window. These windows consist of a finite set of values, and
consequently when using windowing, transforms that need access to a bounded data
set, such as groupByKey, coGroupByKey and combine, can be applied on unbounded
collections.

It is common to set the size of windows based on event-time, i.e. the time when an
event was generated. Since latency is rarely zero when sending data over a network,
the event-time of an event will most likely not be equal to the processing-time of
the event, i.e. the time when the event is processed. For this reason, it can be
non-trivial to determine when it is likely that all the data for a window has been
received and the results for the window can be emitted.

To deal with this, Beam includes a feature called watermarks. A watermark is a
metric on how far in event-time the processing of a stream has proceeded. When
the watermark passes the end of a window, it is deemed that all of the data up
until that point has been received, and the result for the window can be emitted.
For some data sources it is possible to create perfect watermarks, meaning that the
watermark will never pass the end of a window until all data for that window has
been received. However, for some data sources this is not possible, in which case
you have to resort to heuristics when calculating the watermarks. Apache Beam
uses watermarks by default when windowing based on event-time.
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2.3.3 Stateless Transforms Augmented with Custom State
In Beam, stateless transforms can be augmented with custom state [22]. This allows
stateless transforms to have a piece of mutable state, such as a data structure, which
can be read from and written to when events are processed. One instance of the
state is kept for each key-window pair in the collection that is being processed.
As of writing, only parDo transforms can be augmented with this type of custom
state.

One area where this type of augmented parDo transforms can be useful is when
applying a machine learning model on a stream of data. If the model that is to
be applied is stored in the state, it can be continuously trained as new events are
processed, meaning that the model can be kept always up-to-date with the newest
data. This behaviour could also be achieved by reading the model from a database
before each event is processed, and then writing it back when the model has been
updated. However, storing the model in the state of the parDo transform keeps all
the data inside the SPE, which reduces communication overhead.

Even though useful, this type of stateful processing also comes with some drawbacks.
Since the state is mutable and can be read from and written to freely during the
processing of an event, there is a risk of race conditions occurring if events are
processed in parallel. Because of this, Apache Beam forces all events for the same
key to be processed sequentially by stateful parDo transforms. This means that
stateful parDo transforms can only be parallelised over keys, and not over all the
elements in the stream as normal, stateless parDo transforms can. Also, note that
even though the events for a key are processed sequentially, Apache Beam does
not guarantee that the events are processed in order. This fact needs to be taken
into account when implementing a stateful parDo transform. Additionally, the state
needs to be serialised and deserialised between the processing of each event, which
can lead to additional overhead.

2.4 Google Cloud Platform
Google Cloud Platform is a cloud computing platform developed and offered by
Google [15]. Spotify runs all of their infrastructure on Google Cloud [20], and thus
all the experiments in this thesis were run using this platform. In particular, the
Cloud Dataflow and Cloud Pub/Sub services were used.

Cloud Dataflow is a stream and batch processing engine [14], and is one of the
engines that Apache Beam pipelines can be executed on. To monitor pipelines run
using Cloud Dataflow, the platform exposes a couple of metrics [17]. The values of
the metrics for a pipeline can be read from the Cloud Monitoring API [11]. The
metrics that we made use of during this thesis were:

• Throughput, which is the volume of data being processed at any point in
time, measured in either elements/second or bytes/second.

• System Latency, which is the current maximum duration that an item of

12



2. Preliminaries

data has been processing or awaiting processing. This metric is sampled every
60 seconds.

• Wall Time, which is an approximate of the total amount of processing time
spent on a transform, aggregated across all workers and threads. Due to this
aggregation, the value of the Wall Time metric could end up being greater
than the total run time of the Cloud Dataflow job.

The metrics provided by Cloud Dataflow provide measurements on either entire
pipelines or individual transforms in a pipeline. If more granular data is needed,
Cloud Dataflow can also be instructed to save additional profiling data for a pipeline.
This data contains wall times of specific methods in the pipeline code, and is sam-
pled during a run. However, the profiling feature in Cloud Dataflow seems to be
experimental, and the documentation surrounding it is sparse.

Another service offered on Google Cloud Platform is the messaging service Cloud
Pub/Sub [12]. This service delivers messages, which consist of data and optional at-
tributes. Through Cloud Pub/Sub, these messages are then delivered as continuous
data streams which can be ingested by Cloud Dataflow pipelines. Cloud Pub/Sub
itself provides at-least-once delivery, meaning that every message will be delivered
at least once. Used together with Cloud Dataflow, a semantic of exactly-once can
be achieved as well.
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3
Design and Implementation

In our problem definition, we stated that an anomaly detection system with the
same semantics as an existing batch-processing-based system at Spotify, but with
hourly instead of daily detection, should be implemented using Scio – a Scala API
for Apache Beam. The existing system used the Kolmogorov-Smirnov (K-S) test to
detect anomalies in metrics, and a challenge involved in implementing our system
was to find a way to apply the K-S test efficiently on streaming data. To weigh
the trade-offs between implementation simplicity, data storage and computational
complexity of the K-S test, we implemented three versions of our system, which
will from here on be referred to as Harpooner. The first version of Harpooner used
the built-in sliding windows in Apache Beam to produce the samples for the K-S
test. In the second version, the sliding windows were replaced with a stateful parDo
transform that uses custom data structures to reduce the amount of intermediate
data in the pipeline. In the third version, two binary search trees were added to the
state of the parDo transform in order to reduce the computational complexity of the
K-S test, at the expense of increased data storage. In this chapter, the designs and
implementations of all three versions are explained in detail.

3.1 Requirements of Harpooner
Harpooner should be able to detect anomalies in metrics that are calculated based
on events that are being generated when Spotify’s service is used. The value of
the metric should be calculated with an hourly granularity, where one value per
hour should be calculated for each segment in the metric. Anomalies in this metric
should be detected using the two-sample K-S test, where the hourly values of the
metric from a 24-hour period is used as one of the samples (the 24-hour sample),
and the values from the preceding 29 days is used as the other sample (the 29-day
sample). When the K-S test is applied using these two samples, the resulting value
will be a probability indicating how likely it is that the 24-hour sample and the
29-day sample are drawn from the same distribution. If this probability is below
a certain threshold, the 24-hour sample should be deemed to be anomalous. This
anomaly detection algorithm is visualised in Figure 3.1, which depicts a metric and
the two samples for two consecutive days. In Figure 3.1a, the distributions of values
in the two samples are similar, and the 24-hour sample is thus not considered to be
anomalous. In Figure 3.1b on the other hand, the distributions of values in the two
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samples are not similar, and the 24-hour sample is considered to be anomalous.

(a) For this day, the two samples have
similar distributions, meaning that 24-
hour sample is not deemed to be anoma-
lous.

(b) For this day, the two samples
have distinctly dissimilar distributions.
Thus, the 24-hour sample is deemed to
be anomalous.

Figure 3.1: A visualisation of how a metric is split into the two samples that are
used as input to the Kolmogorov-Smirnov test. This is shown for two consecutive
days. The boxes correspond to the 29-day sample and the 24-hour sample. For
illustration purposes, the box for the 29-day sample stretches over a time period
shorter than 29 days.

To ensure that reliable probabilities are being generated by the K-S test, a limit
should be set on how many events that are allowed to be missing from the two
samples. The cause for a missing value could for example be that no events were
generated during an hour, in which case the metric would have no value for that
hour. The limit on the amount of events that are allowed to be missing in our case
is 2 for the 24-hour sample and 24 for the 29-day sample, which is the same as the
limits used in the existing system.

In Harpooner, the metric should be defined as the ratio between the number of events
of two event types. This is a very generic definition, and one that is used by multiple
metrics at Spotify. The input to Harpooner should be events of two types, and the
output should be alerts for any detected anomalies. It is assumed that the input
events have the schema (key, timestamp), where key indicates a user segment for
the event and timestamp indicates when the event occurred. The schema for the
alerts that are generated for detected anomalies should also be (key, timestamp),
where key indicates the segment in which the anomaly occurred and timestamp
indicates when the anomaly was detected.
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3.2 Harpooner 1: Using Sliding Windows to Pro-
duce the Samples for the Kolmogorov-Smirnov
Test

With the requirements in mind, the pipeline depicted in Figure 3.2 was designed and
implemented as the first version of Harpooner. The arrows in this figure represents
the flow of data through the pipeline. The inputs to the pipeline are events of two
types, here denoted as e1 and e2 , and the output are the alerts that are generated
for detected anomalies. The pipeline consists of two parts: a metric calculation part
and an anomaly detection part.

Figure 3.2: An overview of the Harpooner 1 pipeline.

The metric calculation part of the pipeline takes the raw events as input and outputs
a segmented metric. This is done by first converting the input streams to key-value
streams, where the key attribute in the input events is used as the key. These key-
value streams are then windowed using fixed event-time windows with a size of one
hour, using the timestamp in the timestamp attribute. The number of events in
each window are then calculated using the countByKey transform, which counts the
number of elements in a stream on a per key and per window basis. This results
in two new streams with hourly counts, which are joined together. Finally, the
value of the metric is calculated by taking the ratio of the counts in the two joined
streams.

The anomaly detection part of the pipeline detects anomalies in the calculated
metric. In order to produce the two samples needed for the K-S test, the stream
of hourly metric values is split up into two different streams: one for the 24-hour
samples and one for the 29-day samples. These two streams are then windowed
using sliding event-time windows, where the size of the window is equal to the size
of the sample, i.e. 24 hours for the 24-hour sample and 29 days for the 29-day
sample. For both streams, the period of the sliding windows is 1 hour. To extract
the samples from the two streams, the groupByKey transform is applied to both
streams, which groups together all values for the same key in a window and outputs
a single output tuple containing all of the values. The streams are then aligned so
that the timestamp of a 24-hour sample is equal to the timestamp of the 29-day
sample to which it should be compared. Once aligned, the two streams of samples
are joined together and used as inputs to a two-sample K-S test. Here, we also apply
the limits on the number of events that are allowed to be missing, so that the K-S
test is only computed if the samples contain an adequate number of values. For
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the calculation of the K-S test, we use the open source implementation found in the
Apache Commons Math library [2].

As previously mentioned, the result from the K-S test will be a probability indicating
how likely it is that the 24-hour sample and the 29-day sample are drawn from the
same distribution. If this probability is below a certain threshold, the 24-hour sample
is anomalous and an alert should be generated. To achieve this, a filter transform
is applied which removes all probabilities that are above a static threshold.

The last operation in the pipeline is the removal of consecutive alerts. The need for
this arises from the fact that there is a lot of overlap between the 24-hour samples
for two consecutive hours, and if one of the samples is deemed to be anomalous
there is a high probability that the next sample will be deemed to be anomalous
as well. This would result in multiple alerts for the same anomaly. As all detected
anomalies need to be manually investigated, these consecutive alerts are removed so
that the only remaining alert is the one for the first hour for which the anomaly was
detected. There is a probability that consecutive alerts could correspond to different
anomalies, causing Harpooner to not detect some anomalies when consecutive alerts
are removed. We discuss how this can be addressed in Section 5.3.

3.3 Harpooner 2: Using Custom Data Structures
to Reduce the Amount of Intermediate Data

In Harpooner 1 and the existing system, anomalies are detected by comparing the
metric values from a 24 hour time period (the 24-hour sample) to the metric values
from the preceding 29 days (the 29-day sample). As each metric value represents one
hour of data, only a single value will differ between the samples for two consecutive
hours. This is not taken into consideration in Harpooner 1, which uses sliding win-
dows and the groupByKey transform to produce the two samples. This combination
of transforms will lead to new arrays being created for each sample, which results
in a large amount of redundant data flowing through the pipeline.

To reduce the amount of data in the pipeline, we can use the single-window strategy.
With this strategy, a number of tuples equal to the size of the window are maintained
for each key, and the results are computed every time the window is full [9]. In our
case, the number of tuples would equal 720 (30 days of hourly metric values), and
results would be computed every time a metric value for a new hour has been
calculated. Using the single-window strategy can be efficient for supporting stream
aggregation when having a sliding window with a large window size and a small
period [9]. This is the case in in Harpooner 1, where the sizes of the sliding windows
for the 24-hour and 29-day samples are 24 hours and 29 days respectively, and the
period for the sliding windows for both samples is 1 hour.

To apply the single-window strategy in Harpooner, the sliding windows for the 24-
hour and 29-day samples were replaced with a stateful parDo transform which keeps
the data for each key in the current window of the stream as internal state and
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produces K-S test results when new metric values are available. An overview of the
Harpooner 2 pipeline can be seen in Figure 3.3. Apart from the way the K-S test is
applied to the stream of metric values, the rest of the pipeline is exactly the same
as in Harpooner 1.

Figure 3.3: An overview of the Harpooner 2 pipeline.

The internal state for the stateful parDo transform consists of two data structures:
a circular buffer with 720 slots and a min-heap that orders its elements according to
their timestamps. The idea is to use the circular buffer as a sliding window, where
old events naturally fall out of the buffer when new events are added. Since the
metric calculation part of the pipeline always produces a single metric value per key
per hour, we know a priori that 720 events for a specific key corresponds to exactly
30 days of data. Therefore, a circular buffer of size 720, where events are inserted
in order according to their timestamps, has the same semantics as a sliding window
with a size of 30 days and a sliding period of 1 hour.

As mentioned in Section 2.3.3, Apache Beam does not guarantee in-order processing
of events. Therefore, simply adding events to the circular buffer in the order in which
they are processed will not guarantee that the events are inserted in the correct order.
To ensure correct ordering, the min-heap is used as a temporary buffer for events.
When new events are processed, they are first added to the min-heap, and then
shifted from the min-heap to the circular buffer in the correct order.

Using these two data structures, the processing of an event can be separated into
two operations: Insert and Poll. The Insert operation adds the event that is being
processed to the min-heap, and the Poll operation shifts an event from the min-heap
to the circular buffer and computes K-S test results. The Poll operation does this
shift in a way that ensures that the events are inserted into the circular buffer in
the correct order. When an event is processed, the Insert operation is performed
first to insert the event into the min-heap. Then, the Poll operation is repeatedly
performed, shifting events from the min-heap to the circular buffer, until no more
events can be shifted. This happens either when the min-heap is empty, or when
the event with the earliest timestamp in the min-heap is not the event that should
immediately follow the last event that was shifted to the circular buffer. In order to
be able to quickly determine the latter, the timestamp of the next event that should
be shifted to the circular buffer is saved in the state as a separate variable. Whenever
a Poll occurs, the timestamp of the earliest event in the min-heap is checked against
this timestamp, and only if the two timestamps are equal, the event is shifted.
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Each time an event is shifted from the min-heap, the circular buffer is split into two
arrays: one for the 29-day sample and one for the 24-hour sample. These arrays are
then fed into the K-S test to produce a p-value. The p-values that are calculated
are the output of the stateful parDo transform.

(a) The initial state. (b) The event with timestamp 09:00 is
processed and added to the min-heap.

(c) The event with timestamp 05:00 is
processed and added to the min-heap.

(d) The event with timestamp 05:00 is
shifted from the min-heap to the win-
dow buffer, thus advancing the window
by one hour and triggering the compu-
tation of the K-S test.

Figure 3.4: An example showing how a circular buffer and a min-heap is used to
simulate a sliding window that processes events in order according to their times-
tamps. In this example, the window size is 5 hours.

To demonstrate how this works, we can look at the example depicted in Figure 3.4.
In the initial state, shown in Figure 3.4a, the circular buffer contains events for
the time range 00:00 to 04:00, and the min-heap contains events with timestamps
06:00, 07:00 and 08:00. Since the last event in the circular buffer has the timestamp
04:00, the next event to be inserted into the buffer is the event with timestamp
05:00. This event is not in the min-heap, meaning that it has not been processed
yet, so the window can not be advanced at this point. In Figure 3.4b, the event with
timestamp 09:00 arrives and is added to the min-heap. Since this is not the event
that we are waiting for, the circular buffer is left untouched. In Figure 3.4c, the
event with timestamp 05:00 arrives. This event is first added to the min-heap and
then shifted from the min-heap to the circular buffer, thus advancing the window
by one hour and triggering the computation of the K-S test. With the shifting of
this event to the circular buffer, there is no longer a gap in timestamps between the

20



3. Design and Implementation

events in the min-heap and the events in the circular buffer, which means that the
rest of the events can be shifted as well. This will be done by repeatedly performing
the Poll operation until all events in the min-heap have been shifted to the circular
buffer.

When processing events in the way described above, special care is needed in order to
handle hours without metric values. Simply waiting for the event with the correct
timestamp to appear in this case would cause the min-heap to grow indefinitely,
and no new p-values would be generated by the pipeline. When using the built-in
windows in Apache Beam, this problem is solved through the use of watermarks.
If the watermark progresses past the timestamp of a missing metric value, that
metric value can be considered to be missing, and the pipeline can be advanced.
However, when using a stateful parDo transform, we could not find a way to access
the watermark of the pipeline. Therefore, we instead set a limit on how much the
min-heap can grow. If the size of the min-heap reaches this limit, empty events are
inserted into the circular buffer instead of waiting for the event with the correct
timestamp to arrive. Empty events are filtered out before the data is fed into the
K-S test, and the limits for how many events that are allowed to be missing from
the two samples are enforced, meaning that the K-S test is only computed if both
samples contain an adequate number of values.

Since events can in theory arrive arbitrarily late, there is no way of knowing if the
reason behind a missing event is that it is late or if it has never occurred at all.
Therefore, the limit on the size of the min-heap becomes a parameter for deciding
the allowed lateness of events. This limit will affect the latency of the pipeline, as
for each additional value that is allowed to be added to the min-heap, the latency of
the pipeline in the case of missing events increases by up to one hour. However, in a
real scenario, it is unlikely that a metric value is more than one hour late. Therefore,
it would probably be sufficient to set the limit to 0 or 1, meaning that the allowed
lateness of events are 1 or 2 hours, respectively. Additionally, metric values will only
be missing if no events were received by the pipeline for an entire hour for a specific
segment. In Spotify’s case, this is a very unlikely scenario.

In Apache Beam, a serialisation mechanism needs to be provided for the internal
state. We used the built in serialisation provided by the java.io.Serializable
interface, as it provided an easy way to provide serialisation for both the circular
buffer and the min-heap.

To analyse the complexity for the processing of an event in Harpooner 2, let n1
and n2 be the sizes of the two samples and m be the maximum allowed size of the
min-heap. Also, remember that Insert is the operation that inserts an event into
the min-heap and Poll is the operation that shifts events from the min-heap to the
circular buffer and computes K-S test results. We will analyse the complexity of
these two operations separately.

The complexity of the Insert operation is O(log(m)), which comes from the fact
that an event is added to the min-heap. The Poll method is a bit more complex.
Here, we remove an event from the min-heap (O(log(m)), add an event to the
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circular buffer (O(1)), split the circular buffer into two samples (O(Split(n1, n2))
and apply the K-S test to the two samples (O(KS(n1, n2))). The complexity of
the Split operation depends on the number of empty events that have been added
to the circular buffer. If there are no empty events, the array that is backing
the circular buffer can be sent directly to the K-S test, resulting in a complexity
of O(1). If there are empty events, all non-empty events needs to be copied to
a new array, which results in a complexity of O(n1 + n2). Harpooner 2 uses an
implementation of the K-S test from the Apache Commons Mathematics Library,
for which KS(n1, n2) ∈ O(n1 log(n1)+n2 log(n2)). Thus, the complexity of the Poll
operation is dominated by the complexity of the K-S test, and the complexity of the
entire operation is O(n1 log(n1) + n1 log(n2) + log(m)).

3.4 Harpooner 3: Using Binary Search Trees to
Reduce the Complexity of the Kolmogorov-
Smirnov Test

As mentioned in the previous section, the complexity of Harpooner 2 is dominated by
the calculation of the K-S test, which has a complexity of O(n1 log(n1)+n2 log(n2)),
where n1 and n2 are the sizes of the two samples. This complexity comes from the
calculation of the K-S statistic. In the implementation used (found in the Apache
Commons Mathematics Library), the K-S statistic is calculated by first copying
and sorting the arrays for the two samples. Once sorted, the arrays are iterated
from the smallest to the highest value, while their Empirical Cumulative Distribu-
tion Functions (ECDFs) and the current maximal distance between these ECDFs is
continuously computed. For the sorting, the implementation uses the built-in Java
method java.util.Arrays.sort. This sorting implementation uses a Dual-Pivot
QuickSort algorithm, which has a complexity of O(n log(n)) [1]. The complexity of
the calculation of the K-S statistic, and the K-S test as a whole, is dominated by
this complexity.

To reduce the complexity of the K-S test, we needed to remove the need for sorting
the two samples every time a K-S test result was computed. This can be achieved
by maintaining a sorted copy of the metric values as the stream is being processed.
One way to do this is to use Binary Search Trees (BSTs). As an in-order traversal of
a BST processes the elements of the tree in order, the BSTs can replace the arrays
during the calculation of the K-S statistic and consequently remove the need for
sorting. In Harpooner 3, we added two BSTs to the internal state of the parDo
transform: one for the 24-hour sample and one for the 29-day sample. These BSTs
keep copies of the values stored in the circular buffer, and are used when calculating
the K-S statistic. When implementing these BSTs, we used the TreeSet collection
from the java.util package. This data structure does not allow duplicates, so to
ensure that all the elements in the tree were considered to be unique, we stored both
the metric values and their timestamps in the trees. The entire state in Harpooner
3 can be seen in Figure 3.5. Apart from the modified internal state, Harpooner 3 is
identical to Harpooner 2.
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Figure 3.5: An overview of the internal state used in Harpooner 3. The min-heap
is shown to the left, and the circular buffer with accompanying Binary Search Trees
(BSTs) are shown on the right. The dotted line marks the breakpoint between the
two samples in the circular buffer, which in this case have sizes of 2 and 3 hours
respectively.

The BSTs are updated each time an event is shifted from the min-heap to the circular
buffer. As a result, there are three additional actions when an event is shifted.
Firstly, the event that is shifted to the circular buffer is also inserted into the first
BST. Secondly, the event that crosses the breakpoint between the two samples due
to the insertion is removed from the first BST and inserted into the second BST.
Lastly, the event that falls out of the circular buffer due to the insertion is removed
from the second BST. This is the case unless any of the three aforementioned events
is an empty event. Since empty events should not be included in the samples that are
used when calculating the K-S statistic, an empty event should neither be inserted
into, nor removed from, the BSTs.

Figure 3.6 illustrates an example of insertions into the circular buffer. In the initial
state, shown in Figure 3.6a, the buffer is filled with events with time range 01:00 to
05:00. In Figure 3.6b an empty event with time 06:00 is inserted into the circular
buffer. As empty events should not be included in the calculation of the K-S statistic,
the event is not added to the first BST. However, the insertion of the empty event
into the circular buffer causes the event with timestamp 04:00 to cross the breakpoint
between the two samples, so this event is removed from the first BST and inserted
into the second BST. The insertion of the empty event into the circular buffer also
causes the event with timestamp 01:00 to fall out of the buffer, so it is removed from
the second BST. Figure 3.6c shows the next insertion. In this insertion the three
events that might cause a change to the BSTs, i.e. the event that is inserted into
the buffer, the event that crosses the breakpoint and the event that falls out of the
buffer, all contain values. As a result, all three events are inserted into or removed
from a BST. The last insertion, seen in Figure 3.6d, causes the empty event to cross
the breakpoint. Since empty events are not included in the BSTs, this does not
change the state of the BSTs.

In order to calculate the K-S statistic from the two BSTs, we have adapted the
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(a) The initial state. (b) An empty event is inserted in the
buffer. It is not inserted in any BST, but
causes the event with timestamp 04:00
to be shifted.

(c) The event with timestamp 07:00 is
inserted in the buffer and in the first
BST. As a result, the event with times-
tamp 05:00 is shifted.

(d) An event is inserted in the buffer and
in the first BST. It causes the empty
event to cross the breakpoint, but as the
BSTs should not contain empty events,
no event is shifted.

Figure 3.6: An example showing how the circular buffer and the two Binary Search
Trees (BSTs) are updated when events are shifted from the min-heap to the circular
buffer. The dotted line marks the breakpoint between the two samples in the circular
buffer. In this example, the window size is 5 hours.

implementation of K-S test from the Apache Commons Mathematics Library. The
psuedocode for our algorithm is found in Figure 3.7. In this algorithm, the K-S
statistic is calculated by traversing the two BSTs in-order, meaning that the BSTs
can be used to calculate the K-S statistic directly without any need for sorting. In
each iteration, the smallest of the two values that are currently being traversed is
selected, and a distance that corresponds to the current distance of the two ECDFs
of the samples is computed. If needed, the maximum distance is updated. In this
computation, the distance is not normalized and as a result, the maximum distance
is divided by a normalizing factor before it is returned. In the worst case, both trees
would need to be traversed in their entirety, leading to a complexity of O(n1 + n2),
where n1 and n2 denote the sizes of the two samples used for K-S test.
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def calculate_ks_statistic(x_tree, y_tree):
n := number of values in x_tree
m := number of values in y_tree

x := lowest value in x_tree
y := lowest value in y_tree

current_d := 0
maximum_d := 0

do while there are values left in both trees:
z := min(x, y)

while z == x and values left in x_tree:
current_d += m
x = next value in x_tree

while z == y and values left in y_tree:
current_d -= n
y = next value in y_tree

maximum_d = max(abs(current_d), maximum_d)

return maximum_d / (n * m)

Figure 3.7: Pseudocode for computing the Kolmogorov-Smirnov statistic from two
binary search trees.

The addition of the BSTs affects the complexity for the processing of an event. Once
again, let n1 and n2 be the sizes of the two samples and m be the maximum allowed
size of the min-heap. Also, let Insert be the operation that inserts an event into
the min-heap and Poll be the operation that shifts events from the min-heap to the
circular buffer and computes K-S test results.

The Insert operation has not changed from Harpooner 2, and thus the complexity
of this operation remains at O(log(m)) as motivated in Section 3.3. However, the
Poll operation has changed. Events are still shifted from the min-heap to the
circular buffer with the complexity O(log(m)), but in addition they are also added
or removed from the BSTs. Both adding to and removing from a BST have a
complexity of O(log(n1)) for sample one and O(log(n2)) for sample two. Since the
calculation of the p-value given the K-S statistic is constant, the complexity of the
K-S test is dominated by the calculation of the K-S statistic. As shown above, the
complexity of calculating the K-S statistic from the BSTs isO(n1+n2). Summarized,
the total complexity of the Poll operation in Harpooner 3 is O(n1 + n2 + log(m)),
which is lower than in Harpooner 2. However, the reduction in complexity comes
with a performance trade-off in terms of memory, as each value now needs to be
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stored twice in the internal state.
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4
Evaluation

In the Implementation chapter, we described the implementation of Harpooner –
a stream-processing-based anomaly detection system. This system used the same
anomaly detection semantics as an existing batch-processing-based anomaly detec-
tion at Spotify, but detected anomalies on an hourly instead of a daily basis. In this
chapter, we show how the semantics and the scalability of Harpooner were evalu-
ated. In addition, to determine how hourly detection of anomalies compares to daily
detection, we compare the alerts generated by Harpooner to the alerts generated by
the existing system for a metric at Spotify.

4.1 General Setup

As described in Section 3.2, Harpooner has two parts: a metric calculation part
and an anomaly detection part. To make it easier to evaluate the semantics and
the scalability of the different versions of Harpooner, the two parts were evaluated
separately. We argue that evaluating the two parts separately will yield trustworthy
results for both semantics and scalability since: (1) the input to the anomaly detec-
tion part is the output of the metric calculation part, meaning that if the semantics
of both parts are shown to be correct, the semantics of the entire pipeline should be
correct as well; and (2) the performance of the entire pipeline can be derived from
the performance of the two individual parts.

The metric calculation part is identical in all three versions of Harpooner, whereas
the anomaly detection part is different in all three versions. Therefore, four pipelines
needed to be evaluated in total: one metric calculation pipeline and three anomaly
detection pipelines.

All evaluation experiments described in this chapter were run on Cloud Dataflow,
using a single worker of type n1-standard-4 (the default worker type for streaming
Cloud Dataflow jobs) with disk type pd-ssd. This machine type has 4 vCPUs and 15
GB of memory [13]. Cloud Pub/Sub was used for delivering data to the pipelines.
The versions of the software used were Scio 0.8.2, Scala 2.12.10 and Apache Beam
SDK for Java 2.19.0.
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4.2 Semantics
In this section, we begin with explaining how the first criteria of Harpooner was
evaluated: having the same anomaly detection semantics as the existing system.
Thereafter, we present the results from this evaluation. Lastly, to examine the
effects of hourly compared to daily detection of anomalies, we compare the alerts
generated by Harpooner to the alerts generated by the existing system.

4.2.1 Data Set
The anomaly detection semantics of Harpooner were evaluated using a metric from
Spotify. Due to confidentiality concerns, we cannot disclose any details regarding
this metric, but for our purposes it is enough to say that it is defined as the ratio
between the hourly counts of two event types. The events of both types contain,
along with other attributes, the timestamp of when the event occurred and a key
representing a segment for the event. There are 4 segments in total, which will from
here on be denoted as Segment 1, Segment 2, Segment 3 and Segment 4. The value
of the metric for Segment 1 during a time period of 90 days, between 2020-01-01
and 2020-03-30, is visualized in Figure 4.1.

Figure 4.1: The value of the metric used when evaluating the semantics of Har-
pooner. The value of the metric is shown for a single segment, denoted as Segment
1, for the time period 2020-01-01 – 2020-03-30.

The metric followed a regular pattern during most of this time period, but it expe-
rienced a series of spikes between 2020-02-04 and 2020-02-12. Figure 4.2 shows the

28



4. Evaluation

value of the metric for Segment 1 during a 28 day period prior to the spikes, and
gives a better sense of how the metric behaves when following its normal pattern.
In this graph, we can see that the metric has a clear daily and also some weekly
seasonality. Although not visible in the graphs, there is also a possibility that the
metric has some monthly seasonality.

Figure 4.2: The value of the metric used when evaluating the semantics of Har-
pooner. The value of the metric is shown for a single segment, denoted as Segment
1, for the time period 2020-01-06 – 2020-02-02.

The data that was made available to us for this metric was the raw events for both
event types, along with precomputed per-segment hourly event counts. We also
had access to the daily p-values and the alerts generated by the existing anomaly
detection system for this metric.

4.2.2 Metric Calculation
When evaluating the semantics of the metric calculation part of Harpooner, the
input data needed to include a sufficient amount of diverse values. With the clear
daily seasonality of the metric, we decided that 3 days of data with all four segments
would be enough, as this corresponds to 288 metric values within a broad numeric
range. As a result, the raw events for the time period 2020-01-01 – 2020-01-03, i.e.
3 days of data, was used during evaluation. To be able to verify the correctness of
the results, the metric values were also computed separately using the precomputed
hourly counts made available to us.

The result of the experiment was 288 hourly metric values, one for each segment
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for each hour of data. These values were identical to the metric values that were
computed from the precomputed hourly counts.

4.2.3 Anomaly Detection
The metric that was used when evaluating the anomaly detection semantics of Har-
pooner followed daily, weekly and possibly monthly patterns, all of which could
influence the output of the Kolmogorov-Smirnov (K-S) test. When evaluating the
semantics of the anomaly detection parts of Harpooner, we deemed it necessary to
evaluate a monthly pattern multiple times, and thus we needed data which gave us
results from at least 2 months. Due to the way the K-S test is applied in Harpooner,
29 days of data needs to be ingested before any results are produced. Consequently,
a total of 3 months of evaluation data was required to give results from 2 months.
Hence, for the evaluation we used the metric values for the time period 2020-01-01
– 2020-03-30, i.e. 90 days of data, which were computed using the precomputed
hourly counts made available to us.

(a) Flowchart for the pipeline used when evaluating the semantics of Harpooner
1.

(b) Flowchart for the pipelines used when evaluating the semantics of Harpooner
2 and 3. As the only difference between these two versions is the way state is
used in the transform that applies the Kolmogorov-Smirnov test, the flowcharts
are identical for the two versions.

Figure 4.3: Flowcharts of the modified anomaly detection pipelines that were
used when evaluating the semantic equivalence between Harpooner and the existing
system. The pipelines were configured to output all computed p-values, in addition
to the generated alerts.

To evaluate the semantic equivalence of the anomaly detection parts of Harpooner
and the existing system, we wanted to compare the output from the Harpooner
pipelines to the output of the existing system, given the same input data. The output
from Harpooner is the alerts that are generated when an anomaly is detected, and
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since anomalies in metrics are rare, only comparing alerts would not be sufficient.
Therefore, we configured the Harpooner pipelines to output all computed p-values, in
addition to the generated alerts. Overviews of the modified pipelines for the anomaly
detection parts of Harpooner can be seen in Figure 4.3. Harpooner computes p-
values every hour, but the existing system only does so once every day at midnight.
Therefore, only the p-values for the midnight hour every day could be compared
between the systems.

The p-values generated by the modified pipelines were compared to the p-values
generated by the existing system for our metric. When compared, these p-values
were shown to be equivalent for all four systems – the three versions of Harpooner
and the existing system. In addition, the p-values generated for all other hours
of the day were identical in all three versions of Harpooner. We also checked the
correctness of a selection of these p-values by manually comparing them to p-values
computed separately using the K-S test. Here, all the selected p-values were shown
to be correct.

In order to answer research question Q3 – How does hourly detection of anomalies
compare to daily detection, in terms of which anomalies are detected and how early
the anomalies are detected? – we compared the alerts generated by Harpooner,
which does hourly detection, to the alerts generated by the existing system, which
does daily detection. The alerts generated by both systems for our metric can be
seen in Table 4.1.

Segment Existing system Harpooner Time difference
Segment 1 2020-02-05 00:00 2020-02-04 21:00 −3 hours

2020-02-06 00:00
2020-02-07 00:00
2020-02-08 00:00
2020-02-09 00:00
2020-02-10 00:00
2020-02-11 00:00

Segment 2 2020-02-27 00:00 2020-02-26 12:00 −12 hours
Segment 3 2020-02-07 00:00 2020-02-07 00:00 ±0 hours

Table 4.1: The alerts generated by Harpooner and the existing system.

For Segment 1, the existing system generated 7 alerts in total on seven consecutive
days between 2020-02-05 and 2020-02-11, while Harpooner generated a single alert
at 2020-02-04 21:00, 3 hours earlier than the first alert from the existing system.
The metric for Segment 1, together with the alerts generated by both systems for
this segment, is visualized in Figure 4.4a, which shows the entire time period, and
Figure 4.4b, which shows a zoomed in view on the alerts that were generated. Notice
how both the alert generated by Harpooner and the seven alerts generated by the
existing system were caused by a change in the metric that occurred on 2020-02-04.
If consecutive alerts would not have been removed in Harpooner, 152 alerts would
have been generated in total for Segment 1, one for each hour between 2020-02-04
21:00 and 2020-02-11 04:00.
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(a) Data between 2020-01-01 and 2020-03-30, which was the full time span
that was used during evaluation.

(b) Data between 2020-02-03 and 2020-02-13.

Figure 4.4: Graphs showing the metric that Harpooner was evaluated on, together
with the alerts that were generated by both Harpooner and the existing system.
The data for one of the segments, here denoted as Segment 1, is shown.
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For Segment 2, both systems generated a single alert. The existing system alerted at
2020-02-27 00:00 and Harpooner alerted at 2020-02-26 12:00, 12 hours earlier than
the existing system. If consecutive alerts would not have been removed, Harpooner
would have generated 13 alerts for Segment 2, one for every hour between 2020-02-26
12:00 and 2020-02-27 00:00.

For Segment 3, both systems generated a single alert at 2020-02-07 00:00. If con-
secutive alerts would not have been removed, Harpooner would have generated 18
alerts for Segment 3, one for every hour between 2020-02-07 00:00 and 2020-02-07
17:00. None of the systems generated any alerts for Segment 4.

All in all, Harpooner detected the same anomalies as the existing system, and did
so earlier or at the same time.

4.3 Scalability
In this section, it is explained how the scalability of the three different versions
of Harpooner was evaluated, and the results of this evaluation is presented. The
scalability of the pipelines was evaluated in terms of throughput and latency, where
throughput is defined as the number of events that can be ingested per second by
the system, and latency is the maximum time it takes for an event to be processed
after it has been received. Latency is thus a measurement of how long it takes
for a potential anomaly to be detected from when a new metric value is available.
To ensure that anomalies were detected with low latency, we required the average
latency of Harpooner to be below 10 seconds. The scalability of the pipelines was also
evaluated in terms of how many segments the systems could handle. In Harpooner,
the key attribute is used to represent a segment, and therefore we will from here
on use the term keys instead of segments when speaking of the scalability of the
system.

To make it easy to vary the number of keys in the data, we opted for using synthetic
data when evaluating the scalability of Harpooner. This synthetic data was designed
to mimic the data that would have been processed by the pipelines in a real setting.
The specifics of this design for the metric calculation and anomaly detection parts
of Harpooner are described in detail in the sections for the respective parts. One
disadvantage of using synthetic data is that this data might not be representative
of real data. However, since the semantics of Harpooner were evaluated using real
data, we consider the usage of synthetic data to be sufficient when evaluating the
scalability.

To reduce the time it took to conduct experiments, the synthetic data was gener-
ated so that data for 1 hour of event time was fed to the pipelines every second,
meaning that 30 days of data could be generated and processed by the pipelines in
12 minutes. Speeding up the data meant that the load on the pipelines was larger
during evaluation than it would have been in a real setting. This means that the
results from the experiments are not the exact performance limits of the system,
but rather represent lower bounds on performance.
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To ensure that more than 30 days of data had been ingested by the pipeline, thus
fully saturating all windows, and that the pipeline had stabilized before any mea-
surements were taken, all experiments were run with a warm up period of 20 minutes.
To get reliable results, measurements were taken during a 10 minute period after
the warm up period had ended. This allowed for 25 days of data to be processed
while measurements were taken.

To determine the throughput and latency of the pipelines, the Throughput and
Latency metrics from Cloud Dataflow were used. As described in Section 2.4, the
Throughput metric is defined as the volume of data being processed by the pipeline
at any point in time, and the Latency metric is defined as the current maximum
duration that an item of data has been processing or awaiting processing. One
thing to note is that throughput in Cloud Dataflow is measured on a per-transform
basis. In our experiments, we considered the throughput of a pipeline to be the
number of events being processed per second by the transform that ingests data
from Cloud Pub/Sub. With this consideration, the Throughput and Latency metrics
from Cloud Dataflow conformed to our definitions of throughput and latency. The
values of the metrics were read from the Google Cloud Monitoring API, and for
each configuration, the average throughput and latency for the five experiments was
used.

4.3.1 Metric Calculation Setup
As described in Section 4.1, the metric calculation part of Harpooner was separated
from the anomaly detection part and the two parts were evaluated separately. When
evaluating the performance of the metric calculation part, the synthetic data was
designed to mimic the raw events being generated by real usage of the Spotify
platform. We used two parameters when generating this data: m, which represents
the number of events being generated for each hour of event time; and k, which
represents the number of keys in the data.

m (events/hour) k1 k2 k3 k4 k5
1 1 1,375 2,750 4,125 5,500

10 1 375 750 1,125 1,500
100 1 38 75 113 150

1,000 1 5 10 15 20

Table 4.2: The values of m (the number of events per hour of event time) and k
(the number of keys) that were used when evaluating the scalability of the metric
calculation part of Harpooner.

Each message in the data consisted of two attributes: key and timestamp, where
key was an integer between 0 and k, and timestamp was the simulated event time.
To prevent the value of the metric from being exactly 1 all the time, a number of
messages in the range [0.75m, 1.25m) was generated per key per hour of event time.
The value of the multiplier of m was chosen at random for each key and hour. Since
the synthetic data was generated so that data for 1 hour of event time was generated
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per second, and the metric calculation part of the pipeline takes two event streams
as input, the total rate at which messages were generated was approximately 2km
messages per second.

The pipeline was tested with 4 different values of m, with 5 different values of k for
each value of m, resulting in a total of 20 configurations. These values are shown
in Table 4.2. The values were chosen based on the maximum throughput that the
pipeline were able to handle.

4.3.2 Metric Calculation Results

(a) The average throughput with 1
event/hour.

(b) The average latency with 1 even-
t/hour.

(c) The average throughput with 10
events/hour.

(d) The average latency with 10
events/hour.

Figure 4.5: The average throughputs and latencies of the metric calculation part
of Harpooner during the scalability evaluation experiments. This figure includes
the graphs for when events were being generated at a rate of 1 respectively 10
event(s)/hour.

The average throughput and latency of the metric calculation part of Harpooner
during the experiments can be seen in Figure 4.5 and Figure 4.6. The throughput
increased linearly as the number of keys increased, until a certain point where the
pipeline was not able to keep up with the rate at which events were being generated.
With 1 and 1,000 event(s)/hour, this point can be seen clearly in the graphs. With
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10 and 100 events/hour, the deviation from the linear increase in throughput is also
present, although more subtle. If the pipeline would have been tested with a higher
number of keys this deviation would most likely have been more apparent. However,
this was deemed to be unnecessary as even a small difference between the rate at
which events are generated and the throughput of a pipeline will lead to a growing
backlog of unhandled events. As a result, it will take longer and longer for new
events to be processed, leading to rising latencies.

(a) The average throughput with 100
events/hour.

(b) The average latency with 100
events/hour.

(c) The average throughput with 1,000
events/hour.

(d) The average latency with 1,000
events/hour.

Figure 4.6: The average throughputs and latencies of the metric calculation part
of Harpooner during the scalability evaluation experiments. This figure includes
the graphs for when events were being generated at a rate of 100 respectively 1,000
event(s)/hour.

The average latency stayed fairly constant at around 6-8 seconds until the number
of keys reached the point where the pipeline was not able to keep up with the rate
at which events were being generated. This was expected, because, as mentioned
above, a throughput that is lower than the rate at which events are being generated
will lead to an increase in latency.

The maximum number of keys that were able to be handled with a latency be-
low 10 seconds for the different number of events/hour can be seen in Table 4.3.
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With 1 event/hour, 2,750 keys could be handled; with 10 events/hour, 750 keys
could be handled; with 100 events/hour, 113 keys could be handled; and with 1,000
events/hour, 5 keys could be handled. Due to the coarse granularity of the k values
that the pipeline was evaluated with, these values represent approximative rather
than true performance limits of the pipeline.

m (events/hour) k (number of keys) Average
throughput

(events/second)

Average
latency

(seconds)
1 2,750 5,511 6.86
10 750 14,295 6.78
100 113 22,250 7.56

1,000 5 10,037 6.60

Table 4.3: The maximum number of keys that the metric calculation part of
Harpooner was able to handle with a latency below 10 seconds.

As the metric calculation part of Harpooner is fairly simple compared to the anomaly
detection part, we will not analyse these results further. Instead, we will continue
by describing the scalability evaluation of the anomaly detection parts of the three
versions of Harpooner.

4.3.3 Anomaly Detection Setup
When evaluating the scalability of the anomaly detection part of Harpooner, the
synthetic data was designed to mimic the output from the metric calculation part
of the pipeline. When generating this data, we used a parameter k to represent the
number of keys in the data.

Each message in the data consisted of three attributes: key, timestamp and value,
where key was an integer between 0 and k, timestamp was the simulated event time
and value was a floating point value between 0 and 1 chosen at random from a
uniform distribution. One message per key per hour of event time was generated,
which corresponds to the granularity at which the metric calculation part of the
pipeline generates values. Since the synthetic data was generated so that 1 hour of
event time was generated per second, the total rate at which messages were published
for all keys was k messages per second.

The K-S test used in Harpooner detects anomalies by determining the possibility
that two samples are drawn from the same underlying distribution. In the synthetic
data, we chose all values from the same distribution, meaning that the data would
most likely not contain any anomalies. The effect of this would be that no p-values
make their way past the transform that removes high p-values from the stream,
meaning that the subsequent transforms do not do any work during the experiments.
However, we do not consider this to be a problem, as the majority of the work in the
pipeline happens upstream from this transform, with the windowing of the stream of
metric values and the computation of the K-S test. Also, in a real setting, anomalies
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are very rare. During each experiment the pipelines processed 25 days of data, and
in a real setting it is not unlikely that no anomalies would be found during a time
period of the same length.

Each pipeline was tested with 5 different values of k. These values are shown in
Table 4.4 and were chosen based on the maximum throughput that the pipelines
were able to handle.

Pipeline k1 k2 k3 k4 k5
Harpooner 1 1 50 100 150 200
Harpooner 2 1 3,000 6,000 9,000 12,000
Harpooner 3 1 2,000 4,000 6,000 8,000

Table 4.4: The numbers of keys (k1, . . . , k5) that were used when testing the
performance of the anomaly detection part of the different versions of Harpooner.

To find bottlenecks in the pipelines we used the Wall Time metric in Cloud Dataflow,
which is a measurement that can be used to determine how much time is spent on
different transforms in a pipeline. For Harpooner 1, we used the average value of
the Wall Time metric from the runs where k = 150. Unfortunately, it was only
possible to get the Wall Time metric for the entire duration of the experiments,
which included the 20 minute warm up period. While it would have been better to
only use the Wall Time metric for the last 10 minutes of the experiments, we still
believe that the value of the metric for the entire duration of the experiment can
provide meaningful insights into the performance of the pipeline.

For Harpooner 2 and 3, both the windowing and the application of the K-S test
have been replaced by a single stateful parDo transform. The Wall Time metric
in Cloud Dataflow only shows the wall time for entire transforms, which means
that this metric could not be used to find bottlenecks inside the stateful parDo
transform. Therefore, for Harpooner 2 and 3 we ran additional profiling experiments
with k = 4,000. The reason for running these experiments separately was to ensure
that the saving of profiling data did not have a negative impact on the performance
of the pipelines. The profiling data was analysed with pprof [16]. As mentioned
in Section 2.4, the profiling feature of Cloud Dataflow seems to be experimental,
and for that reason we do not fully trust the results that it generates. However, as
with the Wall Time metric for Harpooner 1, we still believe that the profiling results
could provide meaningful insights into the performance of the pipelines. Also note
that Cloud Dataflow only saves sampled profiling data, which means that the wall
times in the profiling data can not be directly compared to the wall times fetched
from the Cloud Monitoring API.

Apart from the saving of profiling data, the setup for the profiling experiments were
identical to the setup for the other experiments.

38



4. Evaluation

4.3.4 Anomaly Detection Results
The average throughput of Harpooner 1 during the experiments is found in Fig-
ure 4.7a. Here, it can be seen that the throughput scaled linearly as the number
of keys increased, which was expected as the rate at which messages were being
published was equal to the number of keys. However, with 200 keys the average
throughput was 183 events/second instead of the expected 200 events/second. This
shows that with 200 keys, Harpooner 1 was not able to keep up with the rate at
which new events were being generated.

(a) A graph showing the average
throughput of Harpooner 1 during the
experiments.

(b) A graph showing the average la-
tency of Harpooner 1 during the exper-
iments.

Figure 4.7: The average throughput and latency for Harpooner 1 for five different
numbers of keys.

The average latency of Harpooner 1 during the experiments can be seen in Fig-
ure 4.7b. Here, we can see that the latency stayed fairly constant at around 6-8
seconds up to 100 keys. For 150 keys the latency increased to 26 seconds, and for
200 keys the latency increased to 163 seconds. As we saw in Figure 4.7a, Harpooner
1 was not able to keep up with the rate at which new events were being generated
when the number of keys was set to 200, which in turn also caused the latency to
increase as it took longer and longer for new events to be processed by the pipeline.
The maximum number of keys that Harpooner 1 was able to handle with a latency
below 10 seconds was 100.

Transform Wall time (hh:mm:ss)
groupByKey (29-day sample) 28:06:27
join 0:45:42
groupByKey (24-hour sample) 0:31:03
Computation of K-S test 0:18:38

Table 4.5: The transforms in the Harpooner 1 pipeline, ordered by decreasing wall
time. The table only shows transforms with wall times longer than 5 minutes.

The average values of the Wall Time metric for Harpooner 1 when k = 150 can be
seen in Table 4.5. This table only includes the transforms for which the Wall Time
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metric exceeded 5 minutes. As can be seen, most time was spent in the groupByKey
transform for the 29-day sample which had a wall time of 28 hours, 6 minutes and
27 seconds. As described in Section 2.4, the Wall Time metric is aggregated over
all workers and threads, which is why the wall time for a transform can be greater
than the total run time of the experiment.

The average throughput of Harpooner 2 during the experiments can be seen in
Figure 4.8a. Just as for Harpooner 1, the throughput scaled linearly as the number
of keys increased, but here the line tapered off when the number of keys reached
12,000 instead of 200 as was the case with Harpooner 1.

(a) A graph showing the average
throughput of Harpooner 2 during the
experiments.

(b) A graph showing the average la-
tency of Harpooner 2 during the exper-
iments.

Figure 4.8: The average throughput and latency for Harpooner 2 for five different
numbers of keys.

The average latency of Harpooner 2, which can be seen in Figure 4.8b, also followed
a pattern that was similar to the latency of Harpooner 1. Just as with Harpooner
1, the latency stayed fairly constant at around 6-8 seconds until the number of keys
reached the point where the pipeline was not able to keep up with the rate at which
new events were being generated. The maximum number of keys that Harpooner 2
was able to handle with a latency below 10 seconds was 6,000, which was 60 times
more than what Harpooner 1 was able to handle.

Pipeline Wall time of the stateful
parDo transform (hh:mm:ss)

Harpooner 2 2:41:30
Harpooner 3 6:30:30

Table 4.6: The wall times for the stateful parDo transform in Harpooner 2 and
3. The wall times for the other transforms in the pipelines were all shorter than 5
minutes.

As shown in Table 4.6, the stateful parDo transform that applies the K-S test had a
wall time of almost 2 hours and 42 minutes in Harpooner 2. All the other transforms
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had wall times shorter than 5 minutes. A breakdown of the wall time spent inside
this transform, calculated from the profiling data from the profiling runs, is found
in Table 4.7. In this table, Other refers to all the work done in the stateful parDo
transform outside of the Insert and Poll operations, which includes the serialisation
and deserialisation of state, and Garbage collection refers to the time spent on freeing
up memory occupied by unused objects. Most of the time in the stateful parDo
transform in Harpooner 2 was spent on the Poll operation, which had a wall time
of 4 minutes and 54 seconds. When analysing the profiling data, we found that the
wall time for the Poll operation was dominated by the calculation of the K-S test,
and that this calculation was in turn dominated by the sorting of arrays. In total,
the sorting of arrays accounted for 70.97 % of the wall time for the stateful parDo
transform in Harpooner 2.

Pipeline Stateful parDo transform Garbage collectionInsert Poll Other
Harpooner 2 00:00:00.480 00:04:54 00:00:45 00:02:01
Harpooner 3 00:00:22 00:07:54 02:05:54 00:56:29

Table 4.7: The wall times for Harpooner 2 and 3, taken from the profiling data
from the profiling runs. All times are written on the format hh:mm:ss, except for
the time for the Insert operation for Harpooner 2 which also includes milliseconds.

Note that the times in Table 4.6 and Table 4.7 can not be directly compared to each
other, since the data for the tables were taken from different sources (the Cloud
Monitoring API for Table 4.6, which returns the wall time during the entire run;
and the profiling data for Table 4.7, which only includes data that was sampled
during the 10-minute measurement period).

(a) A graph showing the average
throughput of Harpooner 3 during the
experiments.

(b) A graph showing the average la-
tency of Harpooner 3 during the exper-
iments.

Figure 4.9: The average throughput and latency for Harpooner 3 for five different
numbers of keys.

The average throughput and latency of Harpooner 3 can be seen in Figure 4.9a and
Figure 4.9b, respectively. These graphs follow the same patterns as the correspond-
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ing graphs for Harpooner 1 and 2, but here the performance degraded when the
number of keys reached 6,000. The maximum number of keys that Harpooner 3 was
able to handle with a latency below 10 seconds was 4,000, which was 40 times more
than what Harpooner 1 was able to handle, but only two thirds of what Harpooner
3 was able to handle.

As shown in Table 4.6, the wall time for the stateful parDo transform is longer in
Harpooner 3 compared to Harpooner 2. Table 4.7 shows that the Poll operation also
has a longer wall time in Harpooner 3 compared to in Harpooner 2. When analysing
the profiling data, we could see that the wall time for the Poll operation in Harpooner
3 was still dominated by the calculation of the K-S test, which accounted for 87 %
of the wall time of this operation. Keeping the BSTs updated only accounted for
3.8 % of the wall time of the Poll operation. This could be an indication that the
calculation of the K-S test is actually slower in Harpooner 3 compared to Harpooner
2.

In Table 4.7, we can also see that the wall times for the Other and Garbage collection
entries are longer in Harpooner 3 compared to in Harpooner 2 as well. This could
be an indication that the addition of the extra state in Harpooner 3 leads to a lot of
extra work for the pipeline, which might be the cause of the decreased performance
compared to Harpooner 2.

(a) A graph showing the average
throughputs of all three versions of
Harpooner during the experiments.

(b) A graph showing the average laten-
cies of all three versions of Harpooner
during the experiments.

Figure 4.10: The average throughputs and latencies for the three versions of Har-
pooner during the experiments.

The average throughput and latency of all three versions of Harpooner is shown in
Figure 4.10a and Figure 4.10b, and the maximum number of keys that the pipelines
were able to handle with a latency below 10 seconds is shown in Table 4.8. Here,
the performance differences between the three versions become apparent, and we
can see that Harpooner 2 performed significantly better than both Harpooner 1 and
3.
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Pipeline k (number of keys) Average
throughput

(events/second)

Average latency
(seconds)

Harpooner 1 100 100 6.56
Harpooner 2 6,000 5,992 7.52
Harpooner 3 4,000 3,997 9.22

Table 4.8: The maximum number of keys that the anomaly detection parts of
Harpooner were able to handle with a latency below 10 seconds.
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Discussion

In this chapter, we discuss the results from the Evaluation chapter. For the semantics
evaluation, we argue that the evaluation method used was good enough to ensure
semantic equivalence between Harpooner and an existing batch-processing-based
anomaly detection at Spotify. We also discuss the effects of shortening the alert
interval from daily to hourly, including why the removal of consecutive alerts was
a necessary addition with this change, and whether this removal comes with any
negative consequences. For scalability, we discuss the performance of the metric
calculation and anomaly detection parts of Harpooner, and what implications the
performance of the two separate parts have on the performance of the pipeline as a
whole. We also discuss what the bottlenecks were in the three versions of Harpooner,
and some future work that could be done to further improve the capabilities of the
pipelines.

5.1 Sources of Errors in the Semantics Evalua-
tion

The first research question in this thesis was Q1 – How can an anomaly detec-
tion system with the same semantics as the existing system, but with an hourly
alert interval, be implemented using stream processing? Here, existing system refers
to an existing batch-processing-based anomaly detection system at Spotify with a
daily alert interval. This question was answered by implementing Harpooner, a
stream processing-based counterpart to the existing system with an hourly alert
interval.

As stated in Q1, the implemented system needed to have the same anomaly detec-
tion semantics as the existing system. This was evaluated using data from a single
metric at Spotify. In Section 4.2.2 and Section 4.2.3, we argued that this selection
of data comprises a sufficient amount of diverse values, but there are two possible
sources of errors: (1) only data from a single metric was used, and (2) only data
from a finite period of time was used.

As for only using data from a single metric, we argue that this was sufficient because
of how the metric was defined and the seasonality it exhibited. The metric used in
our evaluation was defined as a ratio between the counts of two event types, and ex-
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hibited clear daily, some weekly and possibly some monthly seasonality. Most of the
metrics analysed by the existing system are also defined as ratios and exhibit similar
seasonality, which means that our metric was representative of these metrics.

As for only using data from a finite period of time, we yet again argue that the
selection of data was sufficient, since it ranged over several months and also included
several anomalies. As a result, this data captures most of the cases that could
appear in data with a longer time period, and hence increasing the time period
would not have made a significant difference. Therefore, we consider the chosen test
data in total to be sufficient to show that Harpooner has the same anomaly detection
semantics as the existing system, and that it can be used to answer research question
Q1.

5.2 Comparing Daily to Hourly Detection
Our third research question was Q3 – How does hourly detection of anomalies com-
pare to daily detection, in terms of which anomalies are detected and how early the
anomalies are detected? Since Harpooner detected anomalies on an hourly basis,
while the existing system detected anomalies on a daily basis, the alerts for the two
systems can be compared to answer Q3. During evaluation, it was shown that Har-
pooner detected the same anomalies as the existing system, and that these anomalies
were detected earlier than or at the same time as the existing system. The earliest
Harpooner detected an anomaly during evaluation was 12 hours earlier than the
existing system, but theoretically anomalies could have been detected as much as
23 hours earlier with hourly detection compared to with daily detection.

During the evaluation, the exact same anomalies were detected by both Harpooner
and the existing system. However, theoretically there could have been cases where
Harpooner with its hourly detection would have detected anomalies that could not
have been detected with daily detection. For example, in the metric that we used
to evaluate the semantics of Harpooner, Segment 3 was anomalous between 2020-
02-07 00:00 and 2020-02-07 17:00. If this anomaly would have occurred one hour
later, it would still have been detected with hourly detection, but not with daily
detection. With this in mind, the question arises regarding how important it is
to detect anomalies that only last for a short period of time, and if alerts should
even be generated for these types of anomalies. However, if low-latency detection
is desirable, it is not possible to wait and see for long an anomaly will last before
possibly alerting, which means that there is no reliable way to skip anomalies that
only last for shorter periods of time.

5.3 Effects of Removing Consecutive Alerts
In Harpooner, alerts for consecutive hours are removed. This functionality does not
exist in the existing system, but was deemed to be a necessary addition when the
alert interval was changed from daily to hourly. Without the removal of consecutive
alerts during the semantics evaluation, there would have been 183 alerts in total.
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With the removal of consecutive alerts, this number was reduced to 3 alerts, one
for each anomaly in the metric. Fewer alerts being generated by the system means
fewer alerts to investigate, and hence the removal of duplicates leads to less manual
work.

However, there are also some disadvantages of removing consecutive alerts. Firstly,
with the removal of consecutive alerts there is no way of knowing when a metric is
considered normal again after being considered anomalous. Without the removal of
consecutive alerts, the absence of an alert means that a metric is considered normal.
This is not the case when consecutive alerts are removed, as the absence of an alert
could either mean that the metric is considered normal, or that it has been and still
is being considered to be anomalous. Secondly, there could also be the case that
two alerts for two different anomalies are wrongly considered to be duplicates. For
example, assume that the normal behaviour of a metric changes abruptly twice in
a short period of time. In this case, the desired behaviour would be to alert twice:
one time for each change. However, if the time between the two changes is short
enough, the alert for the second change would be considered a duplicate of the alert
for the first change, and no new alert would be generated. Both of these cases are
rare, and thus, our opinion is that the advantages of removing consecutive alerts
outweigh the disadvantages. Also, it would be possible to deal with these cases by
adding additional logic to the pipeline in order to alert when a metric is considered
normal again, and to re-send an alert when a metric has been considered anomalous
for longer than a specified time period.

5.4 Scaling to Handle Spotify’s Use Case
When evaluating the scalability of Harpooner, we considered the maximum allowed
latency to be 10 seconds. For some areas of anomaly detection, a latency in the
seconds could be considered to be too high. For example, anomaly detection is
used in autonomous driving [6], an area where a latency close to real-time is needed
in order to make the right decisions [38]. However, since our system only detects
anomalies once an hour, we consider this latency to be low enough for Spotify’s use
case.

We used synthetic data when evaluating the scalability of Harpooner, and this data
was generated so that data for 1 hour of event time was fed to the pipelines every
second during evaluation. Two parameters were used when generating this data:
event rate (i.e. the number of events being generated for each hour of event time)
and number of keys (i.e. the number of segments in the data).

With a requirement of having a latency below 10 seconds, the maximum average
throughput that could be achieved by the metric calculation part of Harpooner was
22,250 events/second. This was achieved with an event rate of 100 events/hour
and 113 keys. The maximum event rate that the pipeline was tested on was 1,000
events/hour, where only 5 keys could be handled with a latency below 10 seconds.
1,000 events/hour is low in the context of large scale software companies, which
sometimes need to handle hundreds of thousands of events per second [23]. However,
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the experiments that generated these results were run using only a single node, while
Apache Beam and Cloud Dataflow allows for parallel processing of streams across
multiple nodes. Our preliminary results show that if the number of nodes would
have been increased, the metric calculation part would have been able to scale to
handle Spotify’s load.

When evaluating the scalability of the anomaly detection parts of Harpooner, it
was shown that different loads could be handled by the different versions. With a
requirement of having a latency below 10 seconds, Harpooner 1 could handle 100
keys with an average throughput of 100 events/second, Harpooner 2 could handle
6,000 keys with an average throughput of 5,992 events/second and Harpooner 3 could
handle 4,000 keys with an average throughput of 3,997 events/second. Notably, the
maximum achievable throughput for the anomaly detection part was lower than for
the metric calculation part. However, it is important to recall that the input to
the anomaly detection part is only one metric value per hour per key in the data,
and not the raw events that are used to calculate the value of the metric. For this
reason, the throughput that needs to be handled by the anomaly detection part
is only dependent on the number of keys in the data, and not on the event rate.
This means that in a real setting the throughput that needs to be handled by the
anomaly detection part is a lot lower than for the metric calculation part. Also, just
as for the metric calculation part, the experiments that generated these results were
run using only a single node. Our preliminary results show that if the number of
nodes would have been increased, the anomaly detection part would have been able
to scale to handle Spotify’s load as well.

During the experiments, it was shown that the anomaly detection part was able to
handle a higher number of keys than the metric calculation part. This means that
the number of keys that can be handled by the entire Harpooner pipeline would be
limited by the number of keys that can be handled by the metric calculation part.
For this reason, it might make sense to deploy the two parts as individual pipelines
that can be scaled individually. This would also open up for an architecture where
multiple metrics are monitored by a single anomaly detection part. As the metric
calculation part explicitly takes two streams of raw events and calculates the value
of the metric by calculating their ratio, one instance of the metric calculation part
can only calculate the value for a single metric. Therefore, one metric calculation
pipeline per metric would need to be deployed. However, if the key attribute in the
output from these metric calculation pipelines is set up to denote a metric-segment
combination instead of only a segment, multiple metrics could be monitored by a
single anomaly detection pipeline.

5.5 Bottlenecks in the Pipelines
In Harpooner 1, the groupByKey transform for the 29-day sample had by far the
highest wall time, and the corresponding transform for the 24-hour sample had a high
wall time as well. This indicates that these transforms were the bottlenecks of the
pipeline. This was expected, because as described in Section 3.3, the sliding windows
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for the two samples produced overlapping copies of data, which subsequently needed
to be handled by the groupByKey transforms.

In Harpooner 2, the sliding windows for the 24-hour and 29-day samples were re-
placed with a stateful parDo transform that keeps a single copy of the data in internal
state. This state consisted of a circular buffer and a min-heap. Harpooner 2 was
able to handle 60 times as many keys as Harpooner 1, showing the effectiveness of
only storing a single copy of the data. The bottleneck of Harpooner 2 was shown
to be the computation of the K-S test, for which the complexity was dominated by
the sorting of the arrays for the two samples.

In Harpooner 3, the complexity of the K-S test was lowered by introducing two
Binary Search Trees (BSTs) from which the K-S statistic was calculated. However,
this did not lead to the pipeline being able to handle more keys. On the contrary,
Harpooner 3 performed worse than Harpooner 2. We can think of two explanations
for this: (1) the sorting of an array is faster than a traversal of a BST due to better
cache locality and (2) the resources needed for handling the extra state exceeded
the resources saved by reducing the complexity of the test.

As described in Section 3.3, the processing of an event in Harpooner 2 and 3 can be
divided into two operations: Insert, which inserts an event into the state; and Poll,
which polls the state for a K-S test result. As shown in Table 4.7 in the Evaluation
chapter, the wall time for the Poll operation was longer in Harpooner 3 than in
Harpooner 2. When analysing the profiling data, we could also see that the Poll
operation in Harpooner 3 was dominated by the calculation of the K-S test, and that
the updating of the BSTs only accounted for 3.7 % of the wall time. Taken together,
these two facts indicates that the calculation of the K-S test was actually slower in
Harpooner 3 than in Harpooner 2, even though the complexity of the calculation
was lower in Harpooner 3.

As mentioned above, the complexity of the calculation of the K-S test in Harpooner
2 was dominated by calculation of the K-S statistic, and the complexity of this
calculation was in turn dominated by the sorting of the arrays for the two sam-
ples. This sorting is done using a Dual-Pivot QuickSort algorithm with complexity
O(n log(n)). In Harpooner 3, the K-S statistic is instead calculated by in-order
traversal of two BSTs, with the complexity O(n) – a complexity that is lower than
in Harpooner 2. Judging only from the complexity of the two implementations, the
calculation of the K-S test in Harpooner 3 should be faster than in Harpooner 2.
However, it is important to keep in mind that complexity in itself is not a mea-
surement of how fast an algorithm is, but rather of how well an algorithm scales as
the size of the input increases. In Harpooner, the samples for the K-S test have a
combined size of 720 elements, which might even be low enough for all the values to
fit in memory. QuickSort is considered by many to be the fastest comparison-based
sorting algorithm when the data fits in memory [25], so it is quite possible that the
sorting of the arrays is faster in practice than the traversal of the BSTs. However,
since we view the profiling feature of Cloud Dataflow as experimental, we do not
want to draw any definitive conclusions from this data. To determine which of the
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two methods of calculation of the K-S statistic is the fastest in practice, we would
need a dedicated benchmark that evaluates the two methods in isolation.

To explore the resources needed for handling the extra state introduced with the
addition of the two BSTs in Harpooner 3, we can once again look at Table 4.7 in the
Evaulation chapter. Here, we can see that the wall times for the Other and Garbage
collection entries were significantly longer in Harpooner 3 compared to Harpooner 2.
Other in this case includes all the work done in the stateful parDo transform outside
of the Insert and Poll operations, which includes the serialisation and deserialisation
of state, and Garbage collection is the time spent on freeing up memory occupied
by unused objects. The increase in wall times for these two entries indicates that
the addition of the extra state in Harpooner 3 leads to a lot of extra work for
the pipeline, which is likely the cause of the decreased performance compared to
Harpooner 2.

5.6 Future Work
For future work, we believe that there are some aspects in which the scalability
of Harpooner could be further improved. In both Harpooner 2 and 3, the Insert
operation could have been optimised by not inserting events into the min-heap
if they can be inserted directly into the circular buffer. However, as shown in
Table 4.7 in the Evaluation chapter, which presents a breakdown of the wall time
spent in the stateful parDo transform in Harpooner 2 and 3, the Insert operation
only contributed to a small part of the total wall time spent in the parDo transform.
Therefore, adding this optimisation to the Insert operation might not lead to any
noticeable improvements in scalability, but it would make the pipeline more efficient
nonetheless.

Furthermore, the performance of both Harpooner 2 and 3 can potentially be im-
proved by making changes to their states. For the serialisation and deserialising of
state we used standard Java serialisation, which is comparatively slow [40]. There-
fore, using a different serialisation library could be a simple way to increase the
performance of the pipelines. Another way to increase the performance could be
to reduce the amount of data that is stored in the state. In Harpooner 3, the
java.util.TreeSet collection was used for the BSTs. This collection does not not
allow duplicates to be stored, which was why we included the timestamp of the
events in addition to the metric values when storing the events in the BSTs. Im-
plementing a custom BST which allows duplicate values to be stored would remove
the need for storing timestamps in the BSTs, which would decrease the total size of
the state and possibly increase the performance of the pipeline.

Another aspect that would be interesting to research is the interval at which anoma-
lies are detected. A requirement of Harpooner was to retain the same anomaly de-
tection semantics as the existing system. In the existing system, the metrics were
calculated with an hourly granularity, which meant that the shortest possible detec-
tion interval was hourly. To achieve an even lower latency, it could be interesting
to see how the system would handle a decreased metric calculation interval, such as
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calculating the value of the metric each minute. This would open up for a minute
by minute detection of anomalies, but it would also come with some additional
challenges as the anomaly detection part would have to process 60 times as many
values.

To keep the same anomaly detection semantics as the existing system, it was im-
portant to use the same computation of the K-S test. However, if this requirement
would have been relaxed, approximate K-S tests that are streaming-adapted could
be investigated, such as using quantile sketches [24] or computing an estimate of the
K-S statistic [29]. These tests trade performance benefits against exactness in the
outcome, and are described in further detail in the Related Work chapter.

If the requirement of the anomaly detection were removed, a complete change of
anomaly detection model could have been investigated. In this thesis, the K-S test
was the only model used for anomaly detection and one challenge was to apply it
efficiently in a streaming context. Even if our implementation managed to improve
how the samples were stored, the original K-S test is not optimal for streaming
systems, as it always compares two entire samples against each other in batches.
Additionally, the K-S test itself does not take time into consideration but considers
all points in the samples to be equally important. In our case, this means that
the metric values that are one month old are considered equally important as the
metric values from one day ago. This, together with the fact that the current im-
plementation is using a 29-day sample, decreased its ability to adapt to new normal
behaviours that often arises in metrics. Thus, one should consider the possibility
to change algorithm entirely. Other algorithms that have been used for anomaly
detection in streaming data include Hierarchical Temporal Memory (HTM) [3] and
Prophet [34]. HTM is an online sequence memory algorithm that has been proven
to work well with a variety of data streams and in cases when time is an important
factor. Prophet on the other hand, is an additive model which have been shown to
be able to quickly adapt to new normal behaviour, and works well when there are
multiple cases of seasonality, such as both daily and weekly. The implementation
of one of these algorithms could possibly improve the performance and the anomaly
detection capabilities of Harpooner. However, since Harpooner was developed with
only the K-S test in mind, some parts of the pipeline would likely need to be re-
designed if the algorithm is changed, such as the filtering of p-values and the removal
of consecutive alerts.
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Related Work

In this thesis, we used stream processing to detect anomalies in metrics at Spotify,
a large scale software company. Another large scale software company that does
anomaly detection using stream processing is Yahoo, which uses the stream process-
ing engine Apache Storm [35] in a generic anomaly detection framework [26]. The
focus of this framework is to allow for different anomaly detection algorithms to
be used for different data streams. It is recognised that there is no one-size-fits-all
solution, and that the best solution in Yahoo’s case is to allow different teams to
tailor the algorithms used for their specific needs. In our thesis, the focus has rather
been on a single algorithm, the Kolmogorov-Smirnov (K-S) test, and how it can be
applied efficiently using stream processing. Focusing on a single algorithm allowed
us to develop a system that could apply this algorithm in an efficient manner, which
would have been harder to do in a more generic system designed to allow different
algorithms to be swapped in at will.

The K-S test is inherently designed for use with batch processing, as it compares
two samples to each other, but there have been some research on adapting it for
analysing data streams. One approach is to reduce the amount of data that needs
to be stored when processing the stream by using a quantile sketch [24]. A quantile
sketch is a data structure that can be used to summarize a set of values, while
still retaining approximately the same distribution of values as the original set [18].
In the previously mentioned approach, a quantile sketch is used to summarize the
stream of values as it arrives, and the K-S test can then be calculated from this
summary with a bounded error. Another approach is to split the stream of values
into smaller chunks, and compute an average K-S statistic over the chunks as they
are processed [29]. Both of these approaches provide approximative solutions to
the K-S test, meaning that they trade speed of computation for exactness in the
results. In our case, a requirement was to retain the semantics of an existing batch-
processing-based anomaly detection system at Spotify, which ruled out approaches
yielding approximative solutions.

Another interesting approach is presented by Kifer et al [21]. In this approach, a
data structure called a K-S structure is used to allow for fast recomputation of the
K-S statistic on data streams. This structure is defined as a balanced tree, which
stores the values of the two samples used in the K-S test in its leaves. The values
are stored together with a weight, and the nodes in the tree carries information
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about their descending leaves. Using this extra information, it is shown how the
K-S statistic can be recomputed in logarithmic time. In Harpooner 3, we opted for
recomputing the K-S statistic from scratch every time an event is processed, which
is done in linear time. While the complexity of the approach proposed by Kifer et
al. is lower than the complexity of our approach, the addition of a weight would
further increase the size of the state in the system. As was shown in our evaluation,
the handling of state proved to be a bottleneck in our pipeline, so lowering the
complexity of the computation of the K-S statistic by increasing the amount of data
needed to be stored is unlikely to yield better results.

In Harpooner 2 and 3, a circular buffer is used to simulate a sliding window. This
is also done in Time-SWAD, a stream processing engine that supports event-time
windowing through the use of a flexible circular buffer with support for bulk evictions
[10]. This approach is similar to ours, but because our window always contains a
fixed number of events, and only one event is removed from the window at a time,
a simpler circular buffer with a fixed size could be used instead of a more complex
flexible circular buffer.
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This chapter concludes this thesis by providing answers to the three research ques-
tions. The first question was:

Q1: How can an anomaly detection system with the same semantics as the exist-
ing system, but with an hourly alert interval, be implemented using stream
processing?

Here, existing system refers to a batch-processing-based anomaly detection system
at Spotify with a daily alert interval. This question was answered by implementing
Harpooner – a stream-processing-based anomaly detection system with the same
semantics as the existing system, but with an hourly alert interval. This system was
implemented using Scio, a Scala API for Apache Beam.

The existing system used the Kolmogorov-Smirnov (K-S) test to detect anomalies
in metrics, and since our system was to retain the same semantics as the existing
system, we needed to use this test as well. To determine how to apply this test in
our system, the second research question was:

Q2: How can the Kolmogorov-Smirnov test be applied efficiently on a data stream
when using stream processing?

This question was answered by implementing three versions of Harpooner which
weighed trade-offs between implementation simplicity, data storage and computa-
tional complexity of the K-S test. These versions were: Harpooner 1, which used the
built-in sliding windows in Apache Beam to produce the samples for the K-S test;
Harpooner 2, which used a stateful parDo transform with custom data structures
to reduce the amount of intermediate data needed to be handled by the system;
and Harpooner 3, which utilised two binary search trees to reduce the complexity
of computing the K-S test.

The Harpooner pipelines consisted of two parts: a metric calculation part, which was
identical in all three versions; and an anomaly detection part. During evaluation, the
two parts were evaluated separately. Thus, four different pipelines were evaluated:
one metric calculation pipeline and three anomaly detection pipelines. It was shown
that Harpooner 2 had the most efficient anomaly detection part, and that this part
was able to detect anomalies in a metric with 6,000 segments with a latency below
10 seconds when run on a single node on Cloud Dataflow. For use in a real setting,
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7. Conclusion

we discussed the possibility of deploying the two parts as separate pipelines. We
also argued that when deployed in this fashion, Harpooner would be able to scale
to handle the load necessary to do anomaly detection in metrics at Spotify.

The Harpooner pipelines were implemented with hourly detection, as opposed to
the daily detection done by the existing system. In order to evaluate the effects of
this shortened alert interval, the third and final research question was:

Q3: How does hourly detection of anomalies compare to daily detection, in terms
of which anomalies are detected and how early the anomalies are detected?

This question was answered by comparing the alerts generated by Harpooner to the
alerts generated by the existing system when evaluating for a metric at Spotify. It
was shown that the same anomalies were found by both systems, and that Harpooner
detected the anomalies earlier, or at the same time, as the existing system.

All in all, we found stream processing and Apache Beam to be suitable technologies
to use when detecting anomalies in metrics with low latency. Additionally, Har-
pooner provided valuable insights in how an anomaly detection system using these
technologies can be implemented.
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