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Abstract

Numerous testing frameworks have been created to facilitate the pivotal process of
software testing. The suitability of frameworks is contingent upon the size of an
organization and this study focuses on Small to Medium-sized enterprises (SMEs).
Regarding testing frameworks targeted to SMEs, none has proven to cover all aspects
important for enhancing a software testing process. Therefore, the purpose of this
Master Thesis is to develop a comprehensive software testing framework tailored for
SMEs. The resulting framework builds upon a framework proposed by Argtiello et
al. [1], which has been modified based on relevant research about software testing
and observations of a software company. What makes this study noteworthy is the
recognition of human aspects related to the software testing process and the advances
toward a more complete testing framework. The framework presents twelve key
axes prominent in software testing. All axes are divided into three maturity stages,
which can be achieved by following tailored improvement activities. The study
was performed in collaboration with a Software-as-a-Service company, where the
framework could be tested and evaluated in a real-world context. However, the
entire framework could not be tested due to time constraints, which leaves a more
thorough evaluation as an opportunity for future work. The practical application
of the framework suggests that it is not only theoretically sound but also applicable
and successfully improves the testing process. The framework contributes to filling
the gap of a complete testing framework, which contributes to the broad mission of
ensuring software solutions’ accuracy, quality, and reliability.

Keywords: Software Testing, Testing Framework, Code Quality, Test Automation,
Test Management, Test Environment, Test Framework Development, Framework
Application, Software Process Improvement, Human Aspects
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1

Introduction

In the rapidly evolving landscape of technology where software becomes increasingly
integral to our daily lives and businesses, software testing emerges as a critical phase
of the software development process. Thorough software testing helps ensure the
accuracy, quality, and reliability of software solutions, safeguarding against potential
failures. Its significance can not be overstated, as it directly impacts user satisfaction
and operational efficiency. It remains a critical investment for any organization
aiming to deliver high technological solutions in the competitive landscape. It is
estimated that the cost of poor software quality in the US in 2022 reached up to
2.41 trillion dollars [2]. Still, the inferior state of many software systems today
indicates that software testing is often overlooked or not prioritized [3].

To address the issue of insufficient software testing, several artifacts have been pro-
duced to improve testing processes. Examples of such artifacts are frameworks and
methodologies based on Testing Process Improvement (TPI) activities. These aim
to increase the quality of the software development process by providing guidelines
for best practices. The successful implementation of TPI models can offer several op-
erational, technical, and business benefits. Minimized test cycle time, development
of adequate training for test personnel, better software quality, fewer high-severity
defects, improved test automation, improved test-case design, increased customer
satisfaction, and increased business opportunities are a few examples [4]. There
exist numerous TPI models, such as the Testability Maturity Model (TMM) [5],
the Test Improvement Model (TIM) [6] and the Test Process Improvement Model
(TPI) [7]. However, these present challenges for adoption in small and medium-
sized enterprises (SMEs) due to the frameworks’ extensive nature and the required
resources.

Small and Medium-sized enterprises can be defined as companies that employ fewer
than 250 people, have an annual turnover not exceeding EUR 50 million, and/or
an annual balance sheet total not exceeding EUR 43 million [8]. SMEs looking to
improve their testing processes through TPI activities face several challenges, many
of which are tied to the specific characteristics of an SME. Kituyin and Amulen [9]
discuss some of these challenges, naming how SMEs’ primary business objective is to
survive and must, therefore, carefully balance improvement efforts and ongoing de-
velopment activities. They also state how employees in smaller organizations often
possess a unique mindset characterized by a strong belief in their competence. This
belief, in turn, creates a culture where formal training is frequently undervalued, in
terms of time and financial investment. Additionally, Kituyin and Amulen describe
how adherence to predefined rules or procedures is often considered unnecessary.
Moreover, the environment in small organizations is typically characterized by short
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cycle times and high-stress levels. This constant pressure to deliver results quickly
sets the focus on immediate problem-solving instead of improvement activities. Ki-
tuyin and Amulen continue to describe how SMEs face several barriers to entry, such
as a lack of core competencies, difficulties in affording the high cost of process im-
provements, and a flat organizational hierarchy where roles and responsibilities are
not clearly defined. Many organizations find ongoing expenses, substantial human
resource allocation, and considerable time dedication to be prohibitive factors. The
limitations on available resources affect SMEs’ ability to implement and maintain
sophisticated testing processes. Additionally, the rapid pace of development ap-
plied in many SMEs can make it challenging to establish rigorous testing processes
without hindering product timelines.

Several frameworks have been proposed to meet the specific needs of SMEs. As will
be further discussed in Section 3, the suggested frameworks all have drawbacks or
room for improvement. Areas such as automatic testing, requirement engineering,
and test prioritization are examples of improvement suggestions from expert eval-
uations. Notably, a common omission in the frameworks revised in this study is
the consideration of human aspects. The emerging field of Behavioral Software En-
gineering (BSE) addresses a research area concerned with human aspects, broadly
recognizing their significant impact on software development practices [10]. In fact,
the majority of issues in software development processes can be linked to human
factors [10]. Since software testing is a human-intensive activity [11], it is essential
to consider the human aspects as a critical part of the testing process, which makes
the existing gap in the revised frameworks significant.

The existing frameworks all bring new aspects to the table, building on each other’s
gaps. However, none has proven to be able to cover all aspects essential for enhancing
the software testing processes. The absence of the before-mentioned considerations
and improvement suggestions propose areas ripe for further research. It becomes
clear that a more complete testing framework for SMEs has yet to be developed.
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1.1 Purpose and Research Questions

The purpose of this Master’s Thesis is to develop a comprehensive software test-
ing framework tailored for Small and Medium-sized Enterprises. Given the vast
amount of pre-existing frameworks that cumulatively build upon each other’s find-
ings, this study builds upon an existing testing framework rather than developing
a new framework from scratch. The study was done in cooperation with a small
Swedish Software-as-a-Service company. The three research questions that guided
the work toward fulfilling this purpose are listed below.

RQ 1: What improvements and extensions can be effectively integrated into existing
software testing frameworks to enhance their applicability and effectiveness in SMFE
environments?

RQ 2: In what ways can Behavioral Software Engineering principles be incorporated
into software testing frameworks to address human and social aspects in SME envi-
ronments?

RQ 3: What is the impact of the refined framework on the software testing process
and overall product quality in SMFEs when applied in a real-world setting?

1.2 Limitations and Delimitations

Working with a company allowed to test the resulting framework in a real-world
setting. However, it also imposed limitations within the context. Given the time
constraints and the available resources at the company, the entire framework could
not be tested. Rather, parts assessed as most beneficial and applicable at the par-
ticipating company were tested. The framework application was also delimited to
a specific code module and was implemented by a single designated person at the
company. The participating company does not adhere to standardized testing and
coding strategies, leading to inconsistencies in code quality and divergent testing
practices among developers. Such disparities could significantly have impacted the
results observed from deploying the framework.

Another limitation of the study is that it is not based on an extensive literature
review, such as a systematic mapping study. Instead, the snowballing technique is
utilized to find relevant literature in a comprehended amount of time. Snowballing
is a generally accepted technique that can reach high internal validity as well.

In the participating company, most developers work directly with customers, leading
to a significant portion of the code being uniquely tailored to individual customer
needs. However, a subset of the development team focuses on the company’s internal
code, which is not client-specific but crucial for the product’s core functionality. The
automated tests present within the company are designed exclusively for this internal
code. Given this operational context, the scope of this study has been intentionally
narrowed to focus solely on the internal development processes, with the application
of the study’s findings being confined to this segment of the code base.



1. Introduction

1.3 Significance

The study is relevant to both practitioners and researchers. The practical application
of the resulting framework aims to validate its efficiency and relevance in an actual
business context, ensuring that it is not only theoretically sound but also practically
viable and beneficial. It is anticipated that the results of this study benefit software
development in SMEs by providing a comprehensive testing methodology, thereby
enhancing their overall testing process and product quality. Research in the field
benefits since this study endeavors to fill the gap of missing aspects in existing
testing frameworks.

1.4 Structure of Thesis

The structure of the rest of the report is as follows: Chapter 2 presents the theory
that forms the theoretical basis for the study. Chapter 3 continues with presenting
existing work in the field by introducing existing testing frameworks and how these
are not complete according to this study’s scope. The chapter narrows down to
presenting the framework chosen for extension in Section 3.2. Chapter 3 ends with
highlighting the limited previous work of human aspects concerning testing frame-
works. Chapter 4 explains the methodology used to execute this study. Continuing,
the result of this study is presented in three chapters. It begins with Chapter 5,
which displays the results of the activities performed before the testing framework
of this study was completed. Chapter 6 presents the proposed framework. Then,
Chapter 7 demonstrates the framework application at the company and presents
the results of the testing process by comparing the process before and after the
framework application. Chapter 8 provides a discussion about the work, including
exploring threats to validity and suggestions for future work. Finally, Chapter 9
summarizes the work and highlights the outcome.
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Background

This chapter covers the theoretical concepts that are the foundation of the study.
The chapter begins by exploring the concept of software process improvement, which
describes the general approach to streamlining a software process. Continuing, the
chapter outlines basic software testing theory concepts; testing levels, static and
dynamic testing, testing techniques, and test optimization. Continuing, a selection
of metrics for assessing software testing is presented. Following, the concepts of
continuous integration and continuous delivery are explicitly covered. Moving into
the human aspects of software testing, Section 2.10 outlines the fundamentals, which
include presenting several relevant cognitive biases. Finally, the chapter ends with
covering the concept of code quality.

Many concepts explained in this chapter are based on the broadly accepted ISO/IEC/IEEE
29119 standard [12]. Using the standard as the foundation of theory ensures high
quality due to the nature of international standards provided by experts in the field.
If the information or concepts presented are based on other resources, those are
explicitly cited in the text.
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2.1 Software Process Improvement

Improving the software development process can lead to several advantages, such
as decreased costs, higher code quality, and more reliable products. Taipale and
Smolander [13] claim that software process improvement (SPI) is one of the most
important methods to streamline development and testing processes. However, they
explain that SPI models not only bring success but can also be challenging to ap-
ply since they imply organizational change. To utilize the possibilities of SPI, the
efficiency, effectiveness, and quality of the current process must be determined to
trace areas of improvement. This is called Software Process Assessment (SPA). The
cycle of SPA and SPI is illustrated in Figure 2.1. Narrowing down the scope to
only improving the test process, the activities are called Software Testing Process
Improvement (STPI - often shortened TPI) and Test Maturity Assessment (TMA)
respectively [4].

3 — Decide target, approach,
@ Analyze needs and model to be used

SPA; data collection,

analysis and reporting

Identify SPI areas
Need for

more SPI

No need

for more &
SPI
— Evaluate SPI S — Perfom SPI

Figure 2.1: An overview of the SPA and SPI process. The diagram is inspired by
a more detailed version of TMA and TPI created by Garousi et al. [4].

Software Process Improvement (SPI) models aim to increase software development
quality by giving guidelines for best practices. There are numerous SPI models
created, and Taipale and Smolander [13] problematize that a general perception of
these is that they are not concrete enough to be applicable and, in contradiction, not
abstract enough to suit variations of organizations. Afzal et al. [14] also problema-
tize the application of SPI models since the SPI needs to fulfill an organization’s
specific needs to be suitable.

6



2. Background

2.2 Levels of Testing

It is possible to test software on different levels. Each level has a subsequent purpose
that aims to target certain risks. The generally acknowledged hierarchy of levels
is unit testing, integration testing, system testing, and acceptance testing. It is
common to model the levels as a pyramid to showcase how they are the foundation
of each other, see Figure 2.2. The pyramid also showcases how the number of test
cases generally decreases as the levels advance.

Unit testing is the lowest level and aims to test a small
isolated piece of code at the time, for example, a method
or class. The goal is to verify the specific functionality of

the unit under test without any dependencies on other ——
parts of the code. Torkar and Mankefors-Christiernin

[15] highlights that unit testing is often considered crucial m

at the beginning of software testing since it hinders faults
from propagating to the other levels. Software mocking
can be used to achieve isolated units of code. Mocking

means mimicking the interface of the actual dependen-
cies but providing predefined responses to method calls,
allowing developers to control the behavior of these de-
pendencies during testing. If mocking is not used and the
different code components are allowed to interact during the test, the test is on the
integration level. The objective of this test level is to verify that the interactions be-
tween components are working correctly. Correcting faults on the integration testing
level is still fairly easy as the tests are positioned close to the artifacts. When mov-
ing upwards in the pyramid, the artifacts are combined and more complex, making
it more difficult to detect the fault.

System tests deviate from unit and integration tests as they concern the system
outcome and do not cover the specific implementation of components. This means
that system tests can also involve API calls to another source, making the faults
more challenging for the developer to correct. However, these tests are important as
they are more realistic than the previous levels, yet still possible to perform from the
developer site. The testing pyramid is completed with Acceptance testing, which
aims to test the system in its intended context. End users perform this, and it is
thereby impossible to automate, making it an expensive yet vital test.

Figure 2.2: The "test-
ing pyramid".

2.3 Static and Dynamic Testing

The ISO/IEC/IEEE 29119 standard [12] explains static and dynamic testing as
two complementary approaches to evaluate code. Dynamic testing executes code,
and static testing does not. Due to this difference, the approaches are suitable in
different stages of the software development lifecycle. Static testing can be performed
at any point in the process as long as there is some document or source code to test.
Static evaluation identifies problems before execution and is vital for improving code
quality, readability, and maintainability. Static testing can be performed utilizing
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various techniques, such as inspection tools, walkthroughs, and reviews. Dynamic
testing aims to ensure the software functionality during runtime and can thereby not
be performed before there is some executable code. However, the whole software
must not be complete to begin dynamic testing since system units can be tested
separately, as mentioned in 2.2.

2.4 Testing Techniques

Numerous techniques exist that aim to facilitate the process of software testing.
What they have in common is, in general, that they are methodologies expressed
abstractly and generically, making it possible to apply them in various contexts.
Below, some acknowledged testing techniques are explained. What these have in
common is the shared goal of enhancing testing effectiveness. Some focus on stream-
lining the testing process (Regression Testing, Sanity testing), others on identifying
defects (Exploratory testing, Property-based testing, Risk-based testing), and one
focuses on the quality of the test cases (Mutation testing). The next section, Section
2.5, delves deeper into deriving test cases by exploring test specification techniques.

Regression Testing refers to retesting software after modifications. The aim is to
verify the original behavior of the software so that the modification does not intrude
on existing functionality or introduce new issues. It is a powerful approach to catch
unintended introduced side effects. It is common to specify a regression test suite
that exercises the most important functions without detailed testing. It is advised
to have tests of different levels in the regression suit. Every commit could auto-
matically trigger regression tests through the Continuous Integration (CI) pipeline,
further described in Section 2.8. [16]

Sanity Testing extends regression testing by adding initial checks before the com-
prehensive regression testing is executed to be able to stop the build before the full
suite is executed. Sanity testing can also be conducted in other software lifecycle
stages, such as before a demo or user acceptance testing. The aim is to run a few
critical tests to ensure fundamental functionality. [17]

Exploratory Testing is an experience-based test technique. These are generally
informal and include little planning, making them simple to conduct. However, it
is difficult to measure the coverage of an experience-based test technique since the
full set to test must not be defined. Exploratory testing means that testers interact
with the product creatively, discovering what it can and cannot do and potentially
revealing bugs or flaws. The tester bases the behavior on existing experience and
knowledge about user behavior and common types of failure. [16]

Property-based Testing advances the lower level of testing by allowing a tool to
generate random inputs for the test case and assert that the input obeys a particular
property instead of verifying a specific output as many traditional testing techniques
would do. The tool generates inputs with the ambition to try to find values that
break the property, to reveal faults in the code. The explanation of this technique is
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based on the conference paper [18] provided by Karlsson et al. They give a clarifying
example to illustrate property-based testing:

"Imagine that we test a search function. The search function requires a search string
as input and returns a list of items that match the search string. Instead of using
a predefined search string with a predefined outcome, we instead use a string gener-
ator for the input string and formulate the invariant properties of the resulting list
of items. Such properties include (1) the name of the resulting entities should al-
ways contain the search string as a substring in their name, (2) the returned entities
should always conform to a given format, and (3) the function should always return
a successful result, i.e., not crash. "

Risk-based Testing is a technique where the activities performed are based on
the analyzed risk of performing or not performing the test. Risks can belong to
either the product or the project. Potential risks must first be identified, and then
the potential impact and likelihood are analyzed. A typical driver in this testing
technique is the risk that the product does not meet the stakeholder demand. The
ISO/IEC/IEEE standard [12] recommends risk-based testing as the approach to
strategies and management testing.

Mutation Testing addresses the quality of the tests. The theory in this paragraph
is based on Su et al.’s conference paper [19]. The core of mutation testing is that the
developer actively inserts a bug in the code and then runs the test connected to it to
verify that the test reveals the fault. If the fault is not revealed, the test case should
be revised. Mutant operators assist in guiding how to insert a bug in the code. A
mutant operator is a guideline for modifying a statement in the code into a faulty
statement. The operators are defined with the target to simulate acknowledged
programming errors. There exist numerous mutant operators. One example is to
replace the operator > with >=. Many others are shown on the webpage [20] that
hosts the mutation testing tool Pitest [21] for the Java framework.

2.5 Test Specification Techniques

Test specification techniques are methods used to derive and select test cases. These
techniques can be broadly categorized into Specification-based testing and Code-
based testing. The first category includes techniques that use the program require-
ments as testing input. In contrast, the second category is techniques that use
the source code to guide the testing activities. These techniques complement each
other, and both should be used to find a complete test suite. The following sections
will delve deeper into some well-known test specification techniques. The concepts
explained are based on Aniche’s work "Effective Software Testing: A Developer’s
Guide" [22].

Equivalence Partitioning is used to reduce the number of test cases by divid-
ing input data into partitions from which test cases can be derived. Although the
number of possible program inputs is nearly infinite, certain groups of inputs will
result in the same program behavior, regardless of the specific input value. In
test terminology, the set of inputs triggering the same behavior are equivalent, and
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therefore, one specific input value can be chosen to represent the entire partition.
To apply this technique, one can start by reviewing the software’s specifications
and requirements to identify the appropriate input data. The next step involves
separating the identified test data into equivalence partitions. These partitions
should cover valid and invalid input data to ensure test cases can detect correct
behavior and errors. Finally, a representative value from each partition should be
selected, and the test cases should be developed using the value as input data.
For example, consider having a simple function to register a user if an accepted
username is provided. The username has only one criterion to make it valid: it is
within a certain length, say between 8-14 characters. This means that the test case
has three equivalent partitions:

o Invalid: username less than 8 characters long

o Valid: username between 8 and 14 characters long

o Invalid: username more than 14 characters long
So, in this simple case, there are only three different cases that need to be derived.

Boundary Value Analysis focuses on the values at the boundaries of the in-
put domains. The rationale behind this approach is that errors are more likely
to occur at the boundaries of input ranges rather than in the center of the input
range. Boundaries are the places where the program suddenly changes its behavior,
often between partition classes. Whenever there is a boundary, two points should
be tested - one belonging to each partition. To explore boundaries, looking at all
the partitions and considering the inputs between them is recommended.
In order to apply this technique, the partition classes should be identified. Once
this is done, the boundary values can be identified by selecting consecutive values
that trigger the behavioral change between the classes. Finally, test cases using
boundary values as inputs should be developed.
Continuing on the example provided in the Equivalence Partitioning section, there
are two places where the function changes its behavior and inputs cross the partition
classes: at 8 and 15 characters. The values from both sides of the boundary of these
changing points should be considered. Therefore, the following test cases should be
considered:

e Invalid: Username with 7 characters

o Valid: Username with 8 characters

e Valid: Username with 14 characters

o Invalid: Username with 15 characters

Code-based testing can utilize code coverage criteria to gain confidence that the
program works as expected. Different types of code coverage exist that should be
considered when designing test cases to augment the test suite.

Line coverage measures the extent to which the source code of a program is executed
when a test suite runs. It represents the percentage of individual lines of code that
are executed. If a test touches a line of code in any way, that line is counted as
covered.

Branch Coverage considers how the program behaves differently based on the eval-
uation of branching instructions like "if," "for," and "while" statements. A branch
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represents a distinct path in the execution flow stemming from decisions. For ex-
ample, an "if" statement can be evaluated as true or false, opening up two distinct
branches. To reach full branch coverage, each possible path in the program’s control
flow should be executed when running the test suite.

Condition Coverage considers each condition in a branch statement. For example,
an "if" statement can consist of two individual conditions (if a AND b) and both
need to be evaluated to be true for the entire statement to be evaluated to true.
To reach condition coverage, the test suite should exercise each of those conditions
being evaluated to true and false at least once.

To reach full Path Coverage, all the possible paths of program execution should be
covered. This means that every possible combination of conditions and loops in the
code has been evaluated in the test suite. Ideally, this is the strongest criterion, but
it can be complicated and expensive to achieve since the number of test cases needed
to cover all possible combinations rapidly increases with the number of conditions
and loops in the code.

2.6 Test Optimization

One approach to reduce testing costs is to use different test case optimization tech-
niques. Three widely accepted strategies are Test Case Selection, Test Case Mini-
mization, and Test Case Prioritization. The first refers to choosing an appropriate
subset of the test suite based on knowledge about the software. The second aims
to increase efficiency by removing redundant tests and shrinking the test suite to a
minimal subset that still reaches the desired adequacy criterion. Test case prioriti-
zation does not reduce the test suite compared to the two mentioned. Instead, the
test suite is ordered to execute the most important tests first. In this way, critical
errors are detected earlier, which optimizes time since it is possible to start address-
ing faults before the whole suite is executed. Meanwhile, if the test execution is
abrupt, the most valuable tests have a higher chance of being run. [23]

2.7 Software Testing Metrics

The use of metrics is a fundamental practice in mathematics and physical sciences,
and it has been successfully applied to the field of software engineering [24]. The
purpose of software metrics is to establish and use quantitative measurements to
manage the software development process, assist the organization in understanding
its current capabilities and challenges, and objectively indicate the success of soft-
ware process improvements. Different categories of software testing metrics exist.
Quality metrics, efficiency metrics, effectiveness metrics, coverage metrics, and pro-
cess improvement metrics are examples of a few. The relevant metrics for this study
are discussed in detail in this section.

Code Coverage is not only used as a test specification technique but is also an ex-

tensively used metric. Code coverage can be used to evaluate the comprehensiveness
of the test suite. It quantifies the percentage of code that is executed during testing.
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A higher code coverage indicates that an extensive part of the code has been tested,
increasing the likelihood of faults being detected. This metric facilitates identifying
areas of the code that are not properly tested. [25]

Code Churn vs Test Churn. Code Churn is a software development metric
that indicates the level of code changes over time. The changes can be additions,
deletions, or edits. Measuring code churn provides insights into the maintainability
of the code base [26]. On the other hand, test churn refers to changes within the test
suite. Comparing these metrics helps assess how well the test suite is maintained. A
high ratio of code churn to test churn might indicate insufficient testing in response
to code changes.

Flakiness Score measures the consistency of test outcomes over multiple execu-
tions. A test is considered flaky if it yields different results under the same conditions
across runs [27]. A high flakiness score undermines confidence in the test suite and
can waste resources on investigating false fails. Their nondeterministic nature makes
debugging difficult for developers and can translate into issues for end users.

2.8 Continuous Integration

Continuous Integration (CI) is a solution that automates building a software project
upon every commit. The main goal is to ensure the health of the software early in
the development lifecycle. A continuous integration pipeline can consist of various
components, including compilation, rebuilding the database, running tests, inspec-
tions, and feedback mechanisms. In the context of software testing, it is common to
integrate tests into the CI pipeline to automate the execution of tests. One benefit
of CI is that these automated tests increase confidence and reduce repetitive manual
work. To achieve this, a build script must be shared in the version control system
instructing what tests should run on every build. GitHub Actions [28] is a feature
that, among other functionalities, facilitates the use of build scripts in GitHub by
providing a solution to write and execute them. Static analysis can be introduced
in the build script, ensuring code inspections on every commit. The book [29] high-
lights CI as a "centerpiece for quality". The mentioned book serves as the primary
source of knowledge for the stated information about CI. The ISO/IEC/IEEE stan-
dard highlights the usage of CI when describing automated tests.

2.9 Continuous Delivery

Continuous Delivery (CD) is an extension of Continuous Integration, still allevi-
ating the process of automated testing. CD aims to ensure that the software is
reliably released at any time, by automatically deploying code changes after the
build stage. However, the deployment still needs approval before release and is not
fully automated. Automatically deploying software upon every code change is called
Continuous Deployment. [30]

TeamCity [31] is a software platform that facilitates workflows of CI/CD. Regarding
CD, TeamCity enables simple software deployment from the version control system
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with one click. It is also possible to configure software tests to run on this develop-
ment.

2.10 Human Aspects related to Testing

MohamadSaleh and Alzahrani [10] highlight that the majority of issues in the soft-
ware development process are related to human factors. However, the research area
has been given lesser attention compared to the technical field [32]. Behavioral Soft-
ware Engineering (BSE) is the study of cognitive, behavioral, and social aspects of
software engineering performed by individuals, groups, or organizations [32]. The
research in the area encompasses individual and organizational concepts such as
motivation, communication, cognitive biases, and organizational culture. BSE is a
growing area of research, but the existing research is unbalanced. BSE concepts
have been applied to a limited number of Software Engineering areas and are not
frequently connected to a specific phase of the Software development process. One
Software Engineering area that has been heavily underrepresented in BSE research is
Software Testing, with around 1 % being connected to this area [32]. Since software
testing is a social-intensive activity [11], human aspects should not be neglected as a
critical part of the testing process. Cognitive biases are a phenomenon in the human
aspects scene, which heavily affects the process of software engineering and, thereby,
software testing. The next section outlines fundamental knowledge about cognitive
biases and how they relate to software engineering. After covering cognitive biases,
another human aspect is explained in relation to software testing; Motivation.

2.10.1 Cognitive Biases

Cognitive biases are systematic deviations from optimal reasoning. They can be
explained as recurring errors in thinking or patterns of bad judgment [33]. This
is a universal phenomenon observable in different social contexts. Cognitive biases
explain many common software engineering problems in diverse areas, including de-
sign, testing, requirements engineering, project management, etc. While there is no
definitive list, over 200 cognitive biases have been identified in psychology, sociology,
and management research. The following section describes some of the most well-
known cognitive biases and their implications for software testing. The concepts
explained are based on the work of R.Mohanani et al.[33], "a systematic literature
review of Cognitive biases in the area of Software Engineering".

Confirmation bias is the tendency to pay more attention to information that
agrees with perceptions. In the area of Software testing, confirmation bias can
explain the tendency of software testers to design and run tests that confirm the
expected execution of the program rather than ones that could reveal failures. Dur-
ing debugging, confirmation bias sometimes leads programmers to misidentify the
reasons for program failure.

Optimism bias is the tendency to produce unrealistically optimistic estimates,
judgments, and predictions. This bias can, for example, contribute to heavily un-
derestimating the time needed to write tests.
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Anchoring and adjustment is a common heuristic in which one makes estimates by
adjusting an initial value called an anchor. Anchoring bias is the tendency to stick
too closely to the anchor. This phenomenon can lead to errors in the anchors prop-
agating to the new artifacts. In the context of software testing, anchoring bias can
explain why developers may re-use tests written for similar code instead of writing
an entirely new test.

Availability bias is the tendency for easy-to-recall information to influence pre-
conceptions or judgments unduly. Software professionals tend to rely on their ex-
periences or prior knowledge to seek information, ignoring unfamiliar and less-used
keywords and locations. Availability bias is associated with over-representing mem-
orable code features and certain controversies, such as preferring a familiar but less
suitable programming language. In the context of Software Testing, availability bias
may affect decisions made about the testing process and testing environment. For
example, the decisions about what tools or techniques to use may be based on a
lack of knowledge, going for the easy-to-find solutions.

Overconfidence bias is the tendency to overestimate one’s skills and abilities. In
software testing, this bias can explain why some developers consider testing unnec-
essary and heavily under-prioritize this activity. Developers may feel so confident
about their code that they decide that some or no testing is good enough.
Adjustment bias can lead individuals to persevere with established or familiar
opinions despite superior information, arguments, or conditions. In software testing,
this could take the form of not changing to more suitable testing tools or techniques
because of comfort with the old solution.

Representativeness bias is the tendency to make a judgment by fitting an object
into a stereotype or model based on a few properties. Due to representativeness,
people expect to obtain results that are considered representative or typical. This
may lead to problems during the software testing phase. Consider a developer who
has to decide whether or not a specific test case should be eliminated. Such a
decision depends on whether the particular test case is considered representative of
the entire population of test cases that produce errors. This may explain why test
cases that produce errors may be overlooked, leading to increased software defect
density.

2.10.2 Motivation

The concept of motivation has been given multiple definitions across a variety of
research areas. Work motivation has been referred to as the desire to work, sig-
naled by the individual’s engagement, focus, and attitudes towards the work [34].
According to Hackman’s [35], work motivation refers to being engaged in one’s work
because of the positive internal feelings generated by performing well. Motivation
is also defined in the Goal Setting Theory [36], as the willingness to strive for the
goals of a particular organization. According to this theory, four elements repre-
sent motivated behavior: Direction - as the direct attention and action; Effort - as
the amount of effort mobilized in proportion to the perceived requirements of the
goal or task; Persistence - as the directed effort extended over time and Strategy
Development - as the development of strategies or action plans for attaining one’s
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goals.

Another theory, the "Motivation-Hygiene Theory" [37] classifies motivational factors
as either extrinsic or intrinsic. Extrinsic motivation means the activity is a means
to achieve a determined goal or desired result, for example, material gains or a
promotion. While intrinsic motivation means that the reward lies in the action itself.
According to Steers [38], if it were possible to synthesize the different concepts of
motivation, they would all have a common characteristic: they are all primarily
concerned with factors or events that energize, channel and sustain human behavior
over time.

In Software Engineering, motivation has been reported to have the most significant
impact on productivity and software quality management. However, it still faces the
challenge of being undermined [39]. In Software Testing, low motivation can lead to
poor testing and overlooking of software defects [40]. Shah et al. [41] concluded that
testing quality is affected by testers’ motivation and appreciation of testing efforts.
Fraser and Straubinger [3] highlight in their paper "A Survey on What Developers
Think About Testing" that nearly 60 % of the participants would test more if they
were better recognized. Recognition has been conceptualized as constructive and
genuine feedback acknowledging individuals and their expertise and contributions.
It is seen as a return on an employee’s effort, dedication, and results [42].

2.11 Code Quality

Quality assurance and testing are closely interrelated, where testing is a method
to perform quality control and thereby facilitates increasing the code quality [12].
In return, testing benefits from software quality activities since higher code quality
reduces testing costs [10]. This is mirrored in the study [13], where the authors
highlight how poor quality causes extra work in testing activities. Toroi et al. [43]
underscore the importance of continuous improvement of the software test process
since it streamlines the code quality, which is claimed to be an important factor for
competitiveness in the market. Among others, some critical aspects for achieving
high code quality are adhering to code standards, principles, and design patterns,
reducing complexity, and maintaining the code over time. Depending on the con-
text, different guidelines are suitable to achieve high code quality. For example, the
SOLID Design Principles are widely recommended if object-oriented programming
is performed. The SOLID principles are presented lightweight in a blog post [44]
by Samuel Oloruntoba. Hassan and Singh [45] conducted a study where they ap-
plied the SOLID principles to a software product, compared it to not following the
principles, and found that they increased code quality significantly.

Pair programming is a technique where two developers work together on one com-
puter on the same programming task. Williams et al. [46] demonstrate that this is
not only a technique that is often evaluated as enjoyable but also ensures a higher
quality of code in a shorter time compared to independent programming, no matter
the expertise level.

There exist various ways to measure code quality from different views. One common
way is to use metrics generated from various software tools. Following, some broadly
accepted and commonly used metrics are presented. There exist variations on how
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to calculate the metrics, and below are the definitions for this study.

Code smells are signals of issues in the code that do not cause any direct errors.
These can lead to trouble anyhow since they limit the codebase’s maintainability,
readability, and extensibility. Often, code smells indicate a deeper issue in software
design, but they can also be a syntactical smell.

Cyclomatic complexity refers to the number of linearly independent paths in a
function. Whenever the control flow of a function divides, the cyclomatic complexity
is increased by one. For example, the cyclomatic complexity of a function that
consists of a conditional construct (if-else) is two.

Cognitive complexity refers to how difficult it is to understand the code’s paths
from a human perspective. The metric increases with nested blocks and complex
operators.
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Related Work

There has been a considerable amount of research in the area of testing frameworks
and SPI models, and many frameworks have been proposed. However, these mainly
cover technical or procedural aspects, and only a few of them include human aspects
of the testing process. This chapter begins with presenting relevant existing software
testing frameworks. After delivering a broad background regarding existing frame-
works, the chosen framework for extension is explained in more detail. The chapter
ends with highlighting the limited previous work in the field of human aspects in
relation to software testing.

3.1 Existing Frameworks

Some of the most acknowledged SPI models are the CMM [47] and TMM [48] family,
they found the majority of SPI models created [4]. CMM is an acronym for the
Capability Maturity Model, which facilitates evaluating the maturity of a software
process and provides a set of guidelines to enhance the software development process.
CMM is based on defined key process areas, such as Software Project Planning and
Defect Prevention. The key process areas compose five maturity levels to be achieved
sequentially. CMM engages in all testing levels mentioned in Section 2.2. CMMI
(the Capability Maturity Model Integration) is the updated model of CMM, which
enhanced the model’s adaptability by providing more flexibility and guidance on
improving key processes. Even though CMMI exists, it has still received criticism
for being too strategic, formal, and impractical [49].

A consensus emerges among research in the field that CMM is not appropriate for
Small and Medium-sized companies (SMEs) due to its extensive nature and the
amount of resources required [50], [49], [51], [52], [53], [54], [43]. Lin [50] even states
that it is unrealistic for SMEs to practice all reports CMM implies. Even though
CMM was still the most used SPI model year 2007 [51]. The same literature review
also showed that SMEs struggle with progressing through the maturity levels of
CMM, which indicates that the standards are not suitable for the nature of SMEs.
TMMI, the Testability Maturity Model Integration, is a derivative of CMMI focusing
specifically on testing. It was developed by the TMMI Foundation [55], a non-
profit organization. TMMI provides a framework for assessing and improving the
software testing process through five maturity levels. Its predecessor, TMM, has
been criticized for its abstract nature and lack of specific guidelines for progressing
through the levels. CMMI and TMMI have around 20 process areas, with slight
variations depending on the version.
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The CMMI and TMMI models are staged approaches. Afzal et al. [14] explains that
a staged representation implies that to mature to the next level, all requirements for
all process areas must be fulfilled. In comparison, each process area can be matured
individually using a continuous approach. Note that CMMI can be represented with
both approaches. It is unusual for companies to achieve the higher maturity levels
of the mentioned models [14] [51], which Afzal et al. suggest could be due to the
staged approaches.

Due to the lack of suitability for SMEs to adopt these vastly acknowledged models,
several models targeted at SMEs have been created. Among others is [9], which
proposes an adoption model for software capability maturity. It is based on the
aspects of CMM that were discovered to be pertinent for SMEs in developing coun-
tries. The proposed model is, however, not a framework to be applied in isolation
since it is just a helping tool for applying CMM. The argument that CMM requires
many resources is, therefore, still prominent. However, they concluded several find-
ings about essential factors to consider when applying a SPI. In the background
study, it is highlighted that within small organizations, it is common for employees
to exhibit a high degree of self-trust and to place significant emphasis on personal
responsibility, sometimes to the extent of feeling exempt from adhering to estab-
lished rules. This is a mentality that hinders the adoption of frameworks. Lastly,
the study also highlights that organizational culture and recognition are important
factors to consider when applying SPI strategies.

Karlstrom et al. [49] proposes a minimal testing framework, which was concluded to
be useful to small and emerging organizations at the beginning of their test process
improvement. It is composed of five categories, each with three-level phases. The
key areas for the testing framework are Organisation, Planning and Tracking, Test
Cases, Testware, and Reviews. They conclude that most of the problems related
to software testing are not technical but instead of an organizational nature. Each
level of the categories is based on the size of the company. This implies that to reach
the next maturity level, the company needs to grow in size. This hinders companies
that do not aim to recruit to use this model to improve their testing process.

Hasan et al. [53] identified challenges SMEs encounter when practicing CMMI to
improve their testing of service-related processes. They tried to address the chal-
lenges by suggesting a framework that pinpoints the critical practice areas and how
to improve them. They formed the framework iteratively by suggesting a review
after each phase to evaluate the progress instead of the level format that is common
among other previously mentioned frameworks. This study aims to facilitate the
adaption of CMMI and does not extend the process with any new factors. The lack
of crucial aspects, such as human factors in CMMI, consequentially makes this an
incomplete framework.

Taipale and Smolander [13] suggest several factors significant for improving a soft-
ware testing process. Among others, they highlight that it is encouraged to include
testability from an early stage by considering it already in the selection of compo-
nents of the product. In this way, testing costs can decrease, and efficiency has been
proven to increase. Another proposition they suggest is to use risk-based testing,
which follows the ISO/IEC/IEEE standard [12]. The argument favoring this testing
technique is that it works as a solution to tight schedules since it allows minimiz-
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ing the test suite by risk priority. Their case study showed that risk-based testing
helped avoid ad hoc decisions regarding testing since a predefined testing strategy
was in place. However, it can be criticized that this result would probably arise even
if other testing techniques were implemented interchangeably since the argument is
not based on any of the characteristics of risk-based testing itself but on the nature
of implementing a testing technique in general.

All of the mentioned frameworks and improvement suggestions have drawbacks or
reasons for not being optimal in this study’s scope. They fill in each other by bringing
new propositions to the table. However, none is superior, covering all important
aspects of enhancing a software testing process. In the following subsection, the
chosen framework will be presented. This is not optimal either; however, it is judged
to be the most appropriate foundation for this study.

3.2 Proposal to Improve Software Testing in Small
and Medium Enterprises

The paper “Proposal to Improve Software Testing in Small and Medium Enter-
prises” [1] proposes a testing framework focusing on SMEs. This framework offers a
structured approach to enhance software testing, characterized by its simplicity and
adaptability, making it particularly suitable for SME environments. The framework
is structured around a series of axes, each representing a critical aspect of the testing
process: Plan definition, Affected Test Levels, Definition of Test Cases, Test Activ-
ities, Traceability, Test Environment, Testing Tools, and Feedback. Each axis is
evaluated at three levels of implementation: No Implementation, Partial Implemen-
tation, and Full Implementation. This tiered structure allows for a clear assessment
of the current state.

The Plan Definition axis aims to establish clear testing methodologies within the
organizational constraints. The implementation level in this axis ranges from no
plan, through informal planning, to a formal, well-documented plan that is commu-
nicated across stakeholders.

The Affected Test Levels axis aims to ensure comprehensive testing at all neces-
sary levels; unit, integration, systems, and acceptance testing, to detect and correct
defects early.

The Definition of Test Cases axis defines "how to test" through designing, pri-
oritizing, and specifying test cases. It ranges from no test cases to high-level test
cases, to fully specified test cases with detailed inputs and expected outcomes.

The Test Activities axis encompasses static and dynamic testing, and its level of
evolution is based on the ability to perform both types of tests.

The Traceability axis aims to maintain connection across the testing process for
coverage analysis, impact, and assessment. The level of traceability between the
test basis and the work products determines the evolution of this axis.

The Test Environment axis aims to reach an environment that mimics the pro-
duction environment as closely as possible to ensure relevant and effective testing.
It ranges from non-specific environments to fully representative test environments.
The Testing Tools axis aims to leverage tools to enhance testing efficiency, consis-
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tency, and reliability. It ranges from basic tools to comprehensive, integrated tool
sets, supporting the entire testing process.

The Feedback axis aims to reach a point where the collection and utilization of
data from testing activities continuously contributes to an improved process.

The axes outlined in the framework serve two fundamental objectives: diagnostic
and directional, forming a comprehensive strategy for assessing and guiding software
testing improvements. The diagnostic capability is crucial for TMA. A diagnosis
matrix is provided to facilitate the analysis of the level of evolution for each of the
defined axes. The matrix can be seen in Table 3.1. On the other hand, the directional
objective of the axis guides the necessary improvements by specifying the conditions
needed to progress to the next level. Table 3.2 and 3.3 show evolution matrices

indicating the necessary activities for evolving to the next level of each axis.

els

testing

Axis No Implemen- | Partial Imple- | Full Implemen-
tation mentation tation

Plan Definition No plan Informal plan Formal Plan

Affected Test Lev- | No testing Unit and system | Unit tests, Inte-

gration tests and
higher levels

Definition of Test | No test cases High-level test | Fully specified test
Cases cases cases
Test Activities No testing Static or dynamic | Static and dy-
tests namic tests
combined

Traceability

No traceability

Partial traceabil-
ity

Full traceability

Test Environment

No specific testing
environment

Managed and
controlled envi-
ronment

Testing in a suit-
able environment

Testing Tools

Non-specific tools

Specific tools for

Extensive process

ports

monitoring  and | automation
executing tests
Feedback No reports Internal defect re- | Progress reports,

activities and pri-
ority defects

Table 3.1: Axis diagnostic matrix proposed by Argiello et al. [1].
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Axis

Improvement activities

Plan Definition

What do we test? What did we not test? And why do
we do it? Define the general approach to testing

Affected Test Levels

Analyze the available objects from the unit test level and
system test level test. Identify the features to be tested
from the previously analyzed test objects, as well as the
conditions under which it will be tested

Definition of Test

Cases

Create high-level test cases. A checklist is often recom-
mended as a first approximation

Test Activities

Perform static review tests, e.g., code reviews or inspec-
tions, walkthroughs, algorithm analysis, and functional
documentation reviews. Perform exploratory dynamic
tests manually

Traceability

Maintain traceability between test objects and test cases

Test Environment

Build a test environment outside of the development
and production environment. Prepare it with test data,
where possible, that is similar to production data

Testing Tools

Incorporate requirements and incident monitoring tools.
As a first approximation, they can be carried in a spread-
sheet, but it is advisable to use specific tools. Incorporate
test execution tools that allow them to be automated

Feedback

Generate reports of internal defects. Communicate the
quality level of the product under test. Keep a count
of the test cases executed, the result obtained and the
defects reported once the derived adjustments have been
made. Estimate the resources / hours used to carry out
this task

Table 3.2: Evolution matrix from No Implementation level, proposed by Argiiello

et al. [1].
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Axis

Improvement activities

Plan definition

Document the plan and distribute it to the development team
and stakeholders. Integrate and coordinate testing activities
with the development lifecycle. Estimate people and resources
to carry out the planned activities. Generate a calendar with
specific dates or in the context of each iteration. Make an
estimated time budget required to carry out the test activities

Affected test lev- | Analyze the available integration test level objects and higher

els level tests such as acceptance tests. Study the need for tests
at specialized levels such as Installation tests. Identify the
features to be tested in the different levels. Define and priori-
tize the conditions for each level while maintaining traceability
with the previous objects

Definition of test | Generate test cases identifying: the possible input data, the

cases execution conditions and the expected results. Prioritize them

based on the features to be tested Specify and record them for
follow-up

Test activities

Perform static analysis tests guided by tools such as source
code analysis, model checking and business process simulation.
Automate dynamic tests

Traceability Maintain traceability between requirements, test objects and
test cases, so that it is possible to determine the coverage of
the tests

Test environ- | Include in the test environment: test harness, service virtual-

ment ization, simulators and other necessary infrastructure elements

Prepare test data from production data and keep it up to date.
The result should be an environment as similar to the produc-
tive environment within the possibilities and restrictions of the
business

Testing tools

Incorporate tools for test management and test products In-
corporate test design and implementation tools, including test
cases, test procedures, and test data. Incorporate tools for
the execution and registration of tests Incorporate tools for
performance measurement and dynamic analysis. Incorporate
tools for specialized testing needs. For example: security tests,
portability, and accessibility and others

Feedback

Generate progress reports to evaluate the evolution of the tests
and track associated activities Prepare defect reports to com-
municate the testing process and product quality. Allow inter-
ested parties to provide feedback about the quality achieved
and priorities for future releases

Table 3.3: Evolution matrix from Partial Implementation level, proposed by
Argtiello et al. [1].
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The framework recommends a practical approach for its application, consisting of
Diagnosis, detection of improvement points, implementation of improvement activ-
ities, and verification of results. The process is illustrated in Figure 3.1. During the
diagnosis, the current state of the organization’s testing process must be established,
by deciding the current level for each axis. Once the diagnosis has been made, the
axes that need to be improved should be detected, which are those that are not at
the highest level. It is recommended to start with the less developed ones in the
order they appear in the tables. The process continues with the implementation
of the improvement activities. Finally, the results are verified, and the degree of
evolution of the axis is re-measured using the diagnosis matrix again.

Implementation of
—_ Diagnosis — improvement
activities

Am | at the
desired Detection of

level? improvement activities

Figure 3.1: Illustration of the framework application process. The figure summa-
rizes the application process figure presented in the framework [1].

The framework is praised for its simplicity and practicality, which makes it adaptable
to various development models. However, multiple suggestions for improvement have
been made. Integration testing and metrics such as code coverage are suggested to
be added. Human aspects are not considered in the framework at all. Additionally,
the framework has not been tested in a real-world context, which could allow for
adaptations and refinement.

The decision to base this study on this framework was guided by its promising evalu-
ation results, remarkable ease of implementation, and clarity of axes and evaluation
levels. The framework’s structured yet flexible approach makes it an excellent candi-
date for addressing the nuanced demands of software testing in SMEs. Furthermore,
the fact that the framework has not been verified in a real-world context provided
a clear opportunity for contributing to the field by addressing it in this study. The
company selected for implementing the framework presents an ideal case study due
to its size and the current state of its testing environment. The company’s profile
aligns with the framework’s intended audience, offering a unique opportunity to
observe its practical application and effectiveness in real-world settings. The fact
that there are clear areas of improvement and gaps to be filled reinforces our choice,
intending to develop a more complete testing framework.
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3.3 Human Aspects related to Testing

In the paper "Behavioral software engineering: A definition and systematic litera-
ture review" [32], over 10,000 publications were screened, and a final set of 250 was
chosen for further analysis. The results from this paper indicated that the existing
research in BSE has focused on only a few of the Software engineering knowledge
areas, with only 1% of the selected papers exploring human aspects in the context
of Software testing. This result highlights how BSE research is heavily unbalanced.

Even though software testing as a human activity tends to be under-researched rel-
ative to technical aspects [56], there is some relevant work regarding the role of
motivation. The paper "Challenges and strategies for motivating software testing
personnel’ [11] aimed to cast light on how professional software testers can be mo-
tivated. The research investigated the strategies companies use to stimulate their
testers while considering motivational and demotivational factors. The results show
that combining testing responsibilities with development and ensuring various en-
gaging, challenging tasks increases motivation. On the same subject, Straubinger
and Fraser [3] conducted a comprehensive survey to assess the factors influencing
developer’s inclination towards software testing. The survey received 284 responses,
uncovering that the reasons for motivation to write tests encompass not only a
general pursuit of software quality but also personal satisfaction. Providing bet-
ter recognition for developers’ testing efforts also emerged as a factor in increasing
motivation to test.

Another human factor that has been researched in relation to software testing is
cognitive biases. The paper "Cognitive biases in Software Quality and Testing"
[57] aimed to explore this phenomenon in detail by investigating the factors in
an organizational context triggering cognitive biases, ultimately affecting software
quality. Which of the cognitive biases occur in software quality and testing was also
one of the research questions in this paper. The ultimate goal was to help identify
how software quality and testing could be improved by considering a human-centric
approach.

Most existing research on cognitive biases has focused on confirmation bias, how it
occurs and affects software testing [57]. The paper "Analyses of factors related to
positive test bias in software testing" [58] conducted two parallel studies on confirma-
tion bias and testing. The first study considered how expertise level, completeness
of the software specification, and the existence of errors in the program could in-
fluence confirmation bias. The results showed strong evidence of confirmation bias
regardless of the conditions above. On the other hand, the effects of confirmation
bias appeared to be mitigated by increasingly higher levels of expertise and more
complete specifications. The second study explored the kind of hypothesis testers
generate during testing. The results emphasized the existence of confirmation bias
and supported the notion that program specification drives the tester’s hypothe-
sis. It was concluded that confirmation bias is a critical concern in software testing
and may have a seriously detrimental effect on the quality of testing. Additionally,
the importance of complete program specification to enhance effective testing was
highlighted. Another study on the same subject is "Empirical Analyses of the Fac-
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tors Affecting Confirmation Bias and the Effects of Confirmation Bias on Software
Developer/Tester Performance' [59]. This study analyzed factors affecting confir-
mation bias to discover methods to circumvent it. The results of investigating the
relationship between code defect density and confirmation bias levels of software
developers and testers showed a direct correlation between confirmation bias and
defect proneness of the code. Other studies, such as Calikli et al. [60], also mention
the possible impact of representativeness, anchoring, and adjustment biases in the
software testing process.

Addressing the need to study the human aspects of software testing, Feldt et al.
[61] touched on the cognitive aspects of software testing by investigating testing
practices from a problem-solving approach. This research focused on developing
a model of the tester’s cognitive processes in order to understand the mechanisms
by which human testers choose, design, implement, and evaluate test cases. The
research experimented with five human subjects, resulting in a cyclical software
testing model consisting of eight stages: Identify the Test Goal, Define the test
Goal, Analyze Knowledge, Form Strategy, Organize information, Allocate Resources,
Monitor Progress, and Fvaluate. The proposed model provides a framework to
investigate the tester’s knowledge and expertise and serves as a reference for future
investigation concerning the tester’s cognitive processes. Furthermore, the model
is argued to potentially enhance the test design process and contribute to better
alignment of testing tools with the cognitive needs of testers. This research was
built upon in the paper "Understanding Problem Solving in Software Testing: An
Exploration of Tester Routines and Behavior" [62]. The last mentioned paper aimed
to better understand the routine and behavior of human testers and their mental
models when performing testing. The focus was put on understanding the personal
decision-making processes of testers. The investigation was conducted by surveying
38 software testers and developers in Sweden. The survey results describe tester
practices and identification of insights regarding testing as a problem-solving process.
These results were utilized to further enhance the cognitive model of software testing.
The enhanced model argues for enabling clear guidance on performing effective and
efficient testing, potentially leading to the development of more human-like test-
generation tools.

Although research on human aspects in the area of Software testing is limited, there
is still enough evidence that human factors affect the testing process.
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Methods

The study is a solution-seeking research whose primary goal is to develop a more
complete testing framework for SMEs. To achieve this objective, the study was
designed mainly as a Field study, but it also included elements of Action Research.
Combining different research methodologies facilitated the investigation of the topic
through the triangulation of strategies. This approach can help overcome the in-
herent limitations of the selected methodologies [63]. The participating company
served as a case study for data collection and implementation and evaluation of
the proposed framework. This study can be classified as cross-sectional since the
resulting framework was evaluated at a single point in time.

This study’s philosophical stance combines Pragmatism and Applied Research. Cre-
ating a software testing framework based on literature and company observation
suggests a pragmatic approach, as the goal is to develop a practical solution that
addresses specific needs and challenges in software testing. Applied Research is in-
volved since the study aims to apply the theoretical outcome (the testing framework)
in a real context.

The method of the study is illustrated in Figure 4.1. It was separated into five dis-
tinct phases, each explained in depth in the sections of this chapter. The design of
the methodology guarantees research data from both literature and the case study,
providing a justified and realistic depiction of the software testing process of SMEs
today. Figure 4.2 illustrates the data collection process. First, a Focused Literature
Review was conducted to examine existing research in the area. Then, the testing
process of the participating company was analyzed. The analysis phase was designed
to be conducted as a Field study since the main goal was to understand the process
and challenges faced by the participatory company. The analysis was performed in a
real-world context without any deliberate modifications to the research setting. Two
different approaches were utilized to mitigate mono-method bias. The approaches
used were interviews and software repository mining. The findings of the analysis,
together with findings from the literature, served as the foundation for enhancing
the chosen testing framework. To verify the results, a workshop session with practi-
tioners from the company was conducted. The framework was then further refined
with the feedback given from the workshop.

Framework
evaluation &
refinement

Literature Analysis at Framework Framework

review company development application

Figure 4.1: Illustration of the applied methodology in the study.
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To evaluate the resulting framework, the Action Research methodology proposed
by Avison et al. [64] was adopted. The extended framework was applied in a nat-
ural setting at the participating company, and the results from the implementation
were evaluated. During the implementation phase, a developer at the company was
asked to conduct testing following the recommendations given by the framework.
The goal was to test the proposed framework in the natural setting by providing
recommendations for software testing improvement. This constituted manipulation
of the research setting in order to observe the effects of the introduced changes. The
results of the changes were evaluated to get feedback from this experience, and the
framework was further refined based on the observations and feedback.

Before covering the details of each research phase in the corresponding order they
were performed, the participating company is presented in the first upcoming section
to provide the industrial context.

3 developer 2 management
interviews interviews
K r Human aspects Other factors
\ 7 !
A ! affecting software affecting software
* ! testing testing
5 interviews .
% ! 7
1 SME context ! 7
Repository ' N ' -
mining © o “ '
" N Existing
_.--* frameworks
Improvement Framework for extension

areas
Relevant aspects to consider

Framework

Development

Figure 4.2: Illustration of the data collection process.

28



4. Methods

4.1 Industrial Context

The company is a Swedish SaaS (Software as a service) company that has been
active for around 16 years. It is categorized as a small company with 40 employees.
The specific company was selected based on non-probability sampling. The opposite,
probability sampling, was infeasible since it requires a proper sampling frame, which
was not accessible in this study. A proper sampling frame, in this case, could be
a complete list of SMEs in Sweden that produce software. Instead, the sampling
technique was a combination of purposive and convenience sampling. Baltes and
Ralph [65] explain both sampling methods. Purposive sampling refers to when items
are carefully selected based on some criteria. In this case, the criteria were that the
company needed to be an SME, possess an immature testing process, be willing to
participate in the study, be committed to the resources required, and need to be
easily contacted during the process. Convenience sampling refers to when items are
selected based on availability. In this case, the study’s authors already had contacts
in the company which made it easily accessed. The fact that the company is located
in the same city where the study was conducted also facilitated the decision.

The participating company encompasses a flat organizational hierarchy. The de-
velopers collectively work towards shared objectives. The company does not have
separate departments for the different stages in the software development lifecycle,
such as requirement engineering, development, and testing. This is directly raised
as a challenge to apply CMM [9].

The testing processes at the company have broadly remained unchanged since the
company’s foundation. The company’s instituted testing process consists of unit,
integration, and system-level tests. They practice both manual and automated
testing, as well as utilize both static and dynamic testing. The company uses Git
for version control and GitHub to host the repository. Git, as a version control tool,
was adopted around a yer ago. The existing automatic tests are integrated in the
CI pipeline through TeamCity [31], upon committing to the main branch in Git.
A selection of these tests is also run by GitHub actions, triggered when a PR is
made. Even though this might give the impression of a sound testing process, the
components are vaguely established. The written tests in the code are few, and the
decisions around the test environment and approach lack motivation. The testing
techniques are not fully implemented, and the test levels are not fully covered. The
high potential for improvement and the company’s rapid growth incentivized the
company to participate in this study.
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4.2 Focused Literature Review

The Focused Literature Review was divided into three separate areas, targeting the
research questions of this study from different views. The different objectives of the
areas were:

1. Examine existing software testing frameworks and choose one for extension
(RQ1)
2. Uncover which human aspects affect software testing (RQ2)

3. Identify other factors, mainly technical, that affect the process of software
testing (RQ1)

Which framework that was chosen for extension was based on how well it covered
relevant aspects for software testing, together with how recently the framework was
proposed to allow advantages of new technology. Additionally, how easy the frame-
work was to follow and understand was an important factor since this is important
for frameworks to be used in SMEs [50].

The literature review was conducted using snowball sampling. It means to use
the reference list of a paper (backward snowballing) or the citations to it (forward
snowballing) to uncover relevant research [66]. Snowballing can be a good alternative
to the use of database searches [66]. Snowballing was employed in this study to
achieve depth in particular research areas. Further, snowballing reduces the risk of
publication bias compared to database searches, where public and indexed papers are
given priority. However, a risk of snowball sampling is that it can lead to sampling
in a small, highly interconnected subset of publications [65]. To mitigate this risk,
the snowball sampling started from multiple points within the relevant publications’
population. Table 4.1 lists the starting points for each of the three areas.

The literature review process was limited by approximately two weeks, during which
both authors worked full-time. This timeline was supplemented by the author’s
assessment that the field had been sufficiently explored to a reasonable depth that
provided the most essential and contemporary insights.

4.3 Analysis at the Company

The analysis at the company included two primary activities: 1) performing a Test
Maturity Assessment to identify areas of improvement in the company’s test process
and 2) gathering data for guidelines in the final framework. Both activities target
both RQ1 and RQ2, and the data was also fundamental in answering RQ3, as it was
later used to compare the impact of the applied framework. The data collection was
composed of different methods that varied in degree of required human intervention.
The choice of methods was based on Lethbridge et al’s proposed taxonomy [67] since
it includes threats to validity for the different methods. For example, they explain
that a direct data collection approach in a social setting can make the respondents
modify their behavior in response to the awareness of being observed or studied.
Therefore, this study also examined code to ensure the artifact mirrored the same
situation as the humans indicated.
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The analysis began with semi-structured interviews. After the interviews, software
repository mining was performed. This included analyzing data from GitHub and
independent analysis of artifacts. Each of the three methods is explained fully in
the following sections.

4.3.1 Semi-structured Interviews

Five semi-structured interviews were conducted at the company. Semi-structured
interviews comprise both closed- and open-ended questions [68]. The nature of semi-
structured interviews allows the interviewer to ask follow-up questions to explore the
answer fully. The participants for these interviews were selected based on their role
and experience in the company, to be able to delve deeply into the various expe-
riences and perspectives, providing a comprehensive understanding of the testing
process from multiple viewpoints. Purposive sampling was used to guarantee that
participants knew the area of interest. Klein and Myers claim that this sampling is
appropriate when handling a small population [69]. Each interview was recorded,
with permission from the participants, to be able to be transcripted for further anal-
ysis. It was clarified that the interviews were anonymous so the participants would
feel safe to express their opinions. Both authors of this study participated in the
sessions. One interviewed, and the other took notes. However, both could deviate
from the prepared interview questions and interpolate new related questions if such
arose.

With inspiration from a master thesis study at Lund University that analyzed tech-
nical debt at a company [70], both informative and in-depth interviews were con-
ducted to get a rich understanding of the working environment at the company
under analysis. Informative interviews were held with three developers engaged in
daily operations and who had various working experiences. Appendix A contains
the questions prepared for these interviews. The purpose of these interviews was to
understand how everyday operations involve testing and how testing is experienced
by developers at the company. The aim was also to understand how the company’s
attitude towards testing propagates to the developers. The in-depth interviews were
held in two different settings. One with personnel responsible for the current estab-
lished test process and one with the Head of the Software Development Department.
The in-depth interviews aimed to delve deeper into technical aspects and decisions
regarding the testing process. The questions prepared for these interviews can be
found in Appendix B and Appendix C.

All interview questions were produced by first establishing the purpose of the in-
terview. Then, the key topics to be covered were established, and finally, concrete
questions were created within these topics. The questions were intentionally formu-
lated in an open-ended way, encouraging elaborating answers. Before the interviews
were performed, the prepared questions were evaluated through pilot testing. Tei-
jlingen and Hundley [71] describe pilot testing as a smaller version of a specific
study, which serves as a preparatory test of the research instrument. This was done
to ensure the interview flow and that the questions were communicated clearly and
logically. Additionally, this created an opportunity to practice interview skills as
well as estimate the interview time. The pilot testing mainly showed that some
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technical questions needed further explanations to allow the participant to answer
the question even though they might not have the theoretical knowledge. The pilot
testing also resulted in a few reformulations of some of the interview questions.

4.3.2 Themtic Analysis

All five semi-structured interviews were compiled using Thematic Analysis. This
method systematically analyzes qualitative data by defining themes (recurring con-
cepts) in the dataset. The process was done according to Braun and Clarke’s de-
scription of a six-phase thematic analysis found in [72]. However, the final phase,
"Phase 6: Producing the report," was omitted since a thematic analysis report was
not considered valuable for this study. The goal was rather to define themes, which
is accomplished in phase 5, and that was thereby the ending phase of this study.
The applied phases are:

o Phase 1: Familiarizing yourself with the data

o Phase 2: Generating initial codes

e Phase 3: Searching for themes

» Phase 4: Reviewing potential themes

o Phase 5: Defining and naming themes
First, both authors of this study independently familiarized themselves with the
data. This was done by reading notes from the interviews, generating transcriptions,
and listening to the audio records. Next, both authors analyzed each interview and
created codes for the data content, still independently. The codes, which also could
be described as labels or tags, were inductively created as they were found in the
data. However, as Braun and Clarke mention, it is difficult to not bring any pre-
assumptions to the analysis. Therefore, it was a suitable approach for both authors
to analyze all interviews to sort out the inconveniences. A combination of both a
latent and semantic approach was used, where the codes were allowed to be both
interpretations of the data and purely descriptive. The authors joined for sessions
where all codes were merged into a large code set representing a summary of the
subjects discussed during all interviews. It was verified that the interview outcome
reached a saturation point. If this were not true, more interviews would be held to
uncover important information. The merging process resulted in creating a table
comprising compiled codes, omitting any duplicate or redundant codes. Continuing,
the codes were examined to classify them into themes. Finally, the themes were
carefully defined, and a summary of each team and the codes within it was created.

4.3.3 Software Repository Mining

The software repository mining was the first interaction with the code base under
analysis in this study. The aim was to provide empirical insights into the current
testing process quality and efficiency. Due to the large size of the code repository
and the time resources for this study, only a module of the code was selected for
analysis. The selection of the module was based on how instantiable it was, since
it was planned that the module would be compared to a similar one that would be
created with adherence to the proposed framework. The module was also chosen
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based on which employee wanted to participate in this study and what part of the
code he worked with. This was because the person later applying the framework
should provide an evaluation of it.

The focus of the repository mining was on a set of selected metrics. The met-
rics were selected based on the ability to correspond to the aspects addressed in
the selected testing framework and on previous knowledge about assessing software
quality and testing of the authors. The interviews provided insights into what as-
pects of the code contained problems, and some metrics were selected to investigate
the mentioned problems. The chosen metrics are; Code Churn vs Test Churn, Num-
ber of Crashes in TeamCity, Code Coverage, Flakiness Score, Number of Requested
Changes/Comments in Code Review, Documentation of Tests/Code, and a broad
set of Code Quality Issues. How each metric was elicited from the code base will
now be presented.

The Code Churn was determined by analyzing the number of lines added and
deleted in the relevant PRs for the selected module. Regarding the Test Churn,
prior information was received that no tests had been written for the module. The
Number of Crashes in TeamCity had previously been measured by an internal
report at the company. The report was written in January 2023 and analyzed the
last 20 failures that caused the continuous integration pipeline to crash. There have
not been any significant changes in the testing process since this report was writ-
ten, which makes it still relevant. Code Coverage was manually decided since no
tests were written for the module. The Flakiness Score was measured by running
the existing tests locally and comparing the results from multiple runs to observe if
the test failed/passed arbitrarily. The tests were run six times. The Number of
Requested Changes/Comments in the Code Review was decided by exam-
ining the pull request reviews for the module. The Documentation of Tests and
Code was found by counting the comments in all files in the module. Since the
module had no tests, no tests were examined. Code Quality Issues were assessed
using the Visual Studio extension Resharper [73]. This tool was chosen based on
managerial input from the company regarding resource limitations. To highlight the
variety of the code quality in the whole code base, another module was also analyzed
through Resharper. This other component was chosen based on suggestions from
developers at the company who were asked to name a class of lower code quality in
the code base. This was done since the primary chosen module was not assessed as
representative of the code base quality because the developer of the chosen module
has a higher personal interest in code quality than the general perception of the
developers at the company.

4.4 Framework Development

Once the literature review and the analysis at the company were performed, the
chosen framework was revised based on the gained insights. First, the original
framework was carefully examined, with the ambition to extract components found
to be unnecessary and to identify absence of vital components. Both authors of
this study separately analyzed the framework to later discuss the findings to reach
a common ground. Some parts were directly removed, some were reformulated to
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achieve the desired clarity, and some extensions were proposed. The framework
axes, both the old and the newly proposed ones, were split up among the authors
to formulate the axis explanation as well as the improvement activities. Then,
peer review was conducted between the authors on all parts until the framework
reached a state where both authors found it complete. During the analysis at the
company, it was noted that fundamental testing knowledge is a crucial factor for the
entire testing process, and the testing knowledge at this company was fairly vague.
Therefore, it was decided to supplement the proposed framework with a theory file
to support practitioners with explanations of fundamental concepts needed to be
able to apply the framework.

To improve the framework, a workshop session was performed with ten developers
at the company. The participants were chosen solely based on the availability of
the employees at the company and their willingness to participate. The number of
participants was ten since this number ensures a diversity of perspectives while still
allowing for meaningful discussions. A workshop setting was chosen to encourage
conversations about the suggested framework and gather qualitative data. This was
a time-effective method to get a rich understanding of the participant’s beliefs about
the subject.

A few days before the workshop, the framework was sent to the participants, with
the exhortation to read it before the session. The session began with a short recap
of the framework, as a reminder, but also to ensure a common baseline for all
participants. It was emphasized that the presented framework was a first version
that should be refined, hopefully reducing the social bias of not wanting to criticize
the work in front of the authors, and instead encouraging collaboration by providing
feedback. Then, the participants were divided into groups of two or three and asked
to freely discuss and revise three assigned axes in the framework. Physical copies
of the framework were provided together with creative tools such as markers and
post-it papers to encourage a creative environment where ideas and feedback could
be expressed. After this, the room was gathered again, and a monitored discussion
began. All axes of the framework were discussed in subsequent order. The assigned
group expressed their revision, and the rest of the participants were encouraged to
express their opinions. Once all axes were thoroughly discussed, general opinions
about the framework were discussed with the two leading questions: "What was most
challenging to understand in the framework?" respectively, "Did you find something
missing in the framework?". The discussions were documented by one author taking
notes.

Ending the workshop session, an online questionnaire was distributed. This was
done to collect quantitative data mirroring the opinions about the framework in a
way where all answers were given the same weight. A combination of qualitative and
quantitative data is generally suggested in the literature, among others is [49]. Using
qualitative and quantitative data can help reach a true insight into the opinions since
the different methods can mitigate each other’s drawbacks, reducing mono-method
bias. For example, in a workshop session, it can be the case that one person takes
more space in the discussion, causing the discussion to circle his specific opinions,
whereas a questionnaire gives objective numbers.

The questionnaire included seven questions to evaluate the completeness of the
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framework. The answers were in Likert scale format, with the options "Strongly
agree," "Agree," "Not sure," "Disagree," and "Strongly disagree." The questionnaire
ended with a section where the respondents were asked to practice the prioritization
technique of Cumulative Voting [74]. The respondents were asked to distribute 100
dollars over the twelve axes, mirroring the importance of and desire for each axis.
This was included to find out if some axes were assessed as unnecessary.

4.5 Framework Application

Having the final proposed framework outlined, the company’s current testing process
could be diagnosed to determine which axes were targets for improvements. Due to
the time constraints, all axes could not be addressed in the framework application
of this study. Which to include was decided upon discussion with the supervisor
at the company. All axes were treated as candidates for application, regardless of
whether they were added by this study or created in the original framework. This
was because none of them had been tested in a natural environment, making all axes
interesting to evaluate. Notably, many axes include concepts that are not feasible
to measure progress within a few weeks, which was the timeframe for this phase.
The axes selected for the framework application phase are presented in the result
chapter, Section 7.2.

The framework application was composed of two parts: one where a developer in-
teracted with the practical suggestions of the framework and one where the man-
agement group was presented with suggestions for improvement concerning organi-
zational aspects. The developer was chosen based on availability and willingness to
participate in the study.

To begin with, the developer was asked to put parts of the framework into practice
by testing a chosen code module. Previously in this study, it had been planned to
have the developer apply the framework while developing a new feature, similar to
the one analyzed during the repository mining. This ended up not being possible
since there was no comparable module to be developed during the period reserved
for the framework application. As an alternative, an existing module lacking in
testing efforts was chosen to be tested. The developer was handed a framework
application document describing what concrete changes he needed to encompass.
He was further encouraged to ask questions if any ambiguity arose. Additionally,
another developer was invited to perform a code review on the produced tests. He
was given instructions from the framework to use when reviewing the artifacts.

For the other application part, concerning the organizational aspect, the authors of
this study compiled customized suggestions based on the framework’s improvement
activities that could not be tested by a single developer solely. The suggestions were
presented to the management team in a meeting. Some customized suggestions were
also implemented on a smaller scale to demonstrate the possible outcome.
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4.6 Framework Evaluation

After implementing or presenting the improvement suggestions, an assessment of
the result was conducted in order to answer RQ3. This phase included evaluating
both application methods; the outcome generated by the developer who practically
applied portions of the framework, and the response to the recommendations handed
to the management team. The framework evaluation phase further resulted in re-
finements of the framework. The methodology used for the evaluation of both of
the application processes is explained in the following sections.

4.6.1 Practical Framework Evaluation

A semi-structured interview was conducted with the developer who applied parts of
the framework. The choice of a semi-structured interview was deliberate, given its
great flexibility, allowing for follow-up questions [68]. This approach enables an in-
depth exploration of the responses, thereby gathering rich, qualitative insights into
the developer’s experience. The evaluation aimed to assess the developer’s opinions
and experiences to understand the feasibility and practicality of the framework’s
recommendations. With the participant’s consent, the interview was recorded to
ensure accurate responses were captured. Anonymity was guaranteed to encourage
openness and honesty in the feedback provided. The interview process involved both
authors of the study. One author led the conversation and posed the questions, while
the other took detailed notes.
The preparation of the interview questions mirrored the rigorous methodology ap-
plied in the analysis phase at the company, found in Section 4.3.1. The questions
asked during the interview can be found in Appendix D.
To complement the subjective experience results from the interview, the artifacts
produced were analyzed and evaluated. The primary goal was to investigate how
the artifacts mirrored the recommendations in the framework application document
and how well the developer’s perception matched the outcome. The guidelines in
the framework application document served as evaluation criteria against which to
evaluate the artifacts. The following aspects were analyzed:

e Adherence to requirements

o Correctness of chosen test levels

o Completeness of high-level test cases

o Equivalence class partitioning and Boundary-value analysis

o Adherence to exit criteria

4.6.2 Evaluation with Management

One week before the meeting where the recommendations were presented to the
management team, the recommendations were sent to the participants to encourage
reading them ahead to facilitate their understanding. The meeting format was a
combination of a presentation and a semi-structured interview. First, a recommen-
dation was presented, and then an open discussion was encouraged, with some bullet
point questions presented to inspire the discussion. The supplementary questions
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can be found in Appendix E. The participants were asked to provide feedback on
the suggestions as if they were applicable and adequate. This procedure continued
until all recommendations were covered. Both authors participated during the meet-
ing, taking turns in presenting recommendations and leading the discussion. The
meeting was recorded, and the compiled feedback is presented in Section 7.3.3.

4.6.3 Software Repository Mining after Framework Appli-
cation

Once the framework had been applied, the module under test was examined using the
predefined metrics. This was done to be able to compare the previously measured
metrics to investigate if the framework application left quantitative results. The
predefined metrics were; Code Churn vs Test Churn, Number of Crashes in Team-
City, Code Coverage, Flakiness Score, Number of Requested Changes/Comments
in Code Review, Documentation of Tests/Code, and a broad set of Code Quality
Issues. They were elicited in the same way as described in Section 4.3.3. However,
four metrics were omitted due to the framework application process.

Code Churn vs Test Churn was not measured due to the change in the framework
application methodology, where the developer were asked to test a module instead
of developing a new one. With this new approach, the metric was no longer valuable
since the authors intruded to much by asking for tests rather than observing how
the tests are maintained during development. The Number of Crashes in TeamCity
and Flakiness Score were not measured, since no actions were performed to improve
these metrics. The framework suggests activities to address them, but those were
decided not to be applied in the partial framework application at the company. This
was decided simply because the time did not allow all framework activities to be
performed, and the supervisor at the company did not prioritize these aspects. Code
Coverage was neither measured since the authors of this study intruded too much
on the framework application for this metric to provide any valuable insight. The
authors asked the developer to test specific methods of the selected module, so the
developer was never asked to test exhaustively.
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Category Article Title Authors Year
Software testing | "A Minimal Test Practice | D. Karlstrom | 2005
frameworks Framework for Emerging | and P. Runeson
Software Organizations" and S. Nordén
"Proposal to Improve Soft- | M. Argiiello | 2021
ware Testing in Small and | and C. A. C.
Medium Enterprises" Pietroboni and
K. E. Cedaro
'"A Unified Testing Process | M. Hasan and | 2022
Framework for Small and | others
Medium-Sized Tech Enter-
prises with Incorporation of
CMMI-SVC to Improve Ma-
turity of Software Testing
Process"
Human aspects | "Cognitive biases in software | I. Salman 2016
affecting soft- | quality and testing'
ware testing
"A Survey on What Develop- | P.  Straubinger | 2023
ers Think About Testing' and G. Fraser
"Cognitive biases in Software | R. Mohanani | 2018
Engineering: A systematic | and 1. Salman
Mapping Study" and B. Turhan
and P. Ro-
driguez and P.
Ralph
"Behavioral software engi- | P. Lenberg and | 2015
neering: A definition and sys- | R. Feldt and L.
tematic literature review" G. Wallgren
"Motivation and Satisfaction | C. Franca and F. | 2020
of Software Engineers' Q. B. da Silva
and H. Sharp
Other factors af- | "Software and systems engi- | [SO/IEC/IEEE | 2022
fecting software | neering — Software testing —
testing Part 1: General concepts'
"Identifying Process Improve- | T. Toroi and A. | 2013
ment Targets in Test Pro- | Raninen and L.
cesses: A Case Study' Vaatiainen
"Improving Software Testing | O. Taipale and | 2006
by Observing Practice" K. Smolander
'"A survey on testing and | R. Torkar and | 2003

reuse"

S. Mankefors-
Christiernin

Table 4.1: The starting point papers for the snowballing method, categorized by

the three objectives of the literature review.
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Results: Pre-intervention analysis
and adaptations

This chapter covers the results of the activities performed before the testing frame-
work of this study was completed. The chapter begins by describing the company’s
testing process before applying the framework. The testing process was analyzed
through interviews and repository mining. First, the result of the thematic analysis
conducted on the interviews is presented. Second, the metrics and insights from the
repository mining are showcased. Lastly, the results from the workshop performed
at the company before the framework was completed are displayed.

5.1 Thematic Analysis

This section presents the result of the first interview phase of the project. The
results are presented in a Thematic Analysis Coding Tree found in Appendix F,
Figures F.1 F.2. The identified themes are: Current Testing Environment, Current
Testing Process, Fast Development Pace, Guidelines, Organization, Culture, Prod-
uct, Opinions, and Feelings. Each theme is presented below by first defining the
theme and then delivering the findings on the theme. Lastly, the thematic analysis
is summarized with some general and concluding findings.

5.1.1 Current Testing Environment

The Current Testing Environment theme aims to provide a holistic overview of the
existing testing landscape, serving as a critical snapshot of the technical foundation
upon which software testing is built at the company.

One of the main findings derived during the interviews was that the company re-
lies significantly on iterative manual testing, utilizing demonstration systems and
customer database copies for carrying out informal System Testing. The demon-
stration systems are copies of the live product provided to each developer for testing
proposes, ensuring that tests accurately reflect how changes behave in a produc-
tion environment. This approach involves developers actively interacting with the
systems through its graphical user interface, simulating expected customer behavior.
Even though most testing is done manually, some unit tests have been written for
the core functionality. In this product, the core functionality is the fundamental
components forming the product skeleton. All systems have the core functionality
but are later decorated with customer-specific features. The tests for the core func-
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tionality are integrated into the CI/CD pipeline through automated testing. This
approach highlights a strategic focus on ensuring the reliability of critical system
components. Automation is facilitated through GitHub actions and TeamCity. All
tests are executed on TeamCity, while a subset also runs on GitHub upon PRs. The
GitHub tests exist to catch bugs early on in the development process, while the tests
run on TeamCity should be the final check before reaching production. When an
error is caught in TeamCity, the changes in the failed build can not be applied to
the systems. This insight points to areas where the testing infrastructure could be
improved for better reliability and efficiency.

Some written tests are run against a live test database, providing a dedicated en-
vironment for testing activities. However, the fact that the tests make changes to
the same database, leading to potential data overriding, raises concerns about the
isolation and integrity of test scenarios. The main issue is flaky tests, underscoring
a challenge to test reliability. Given this challenge, the subset of tests that run
on GitHub were selected based on the tests not being connected to the live test
database.

Another critical finding was the absence of maintenance of the test environment,
suggesting potential stagnation and degradation of testing capabilities over time.
The transition from an old version control system to Git about a year ago was
also brought to light as a factor influencing the current testing practices. More
concretely, the old version control system did not have any support similar to PRs
in GitHub, which caused the company not to adopt PRs when migrating. Lastly, it
was noted that the testing process is not noticeable in everyday work.

5.1.2 Current Testing Process

The Current Testing Process relates to the procedural aspects and methodologies
of the testing practices currently implemented within the company. This theme
focuses on the sequence of actions, standards, and practices that define how testing
is conducted, including the planning, execution, and evaluation phases of the testing
life cycle.

A prominent finding is the overall low level of knowledge and experience with testing
within the company. This gap suggests a need for enhanced training to build testing
competencies. Another important finding is that the company has unconsciously
adopted risk-based testing by prioritizing testing efforts based on the potential risk
of failure and its impact on the system. This prioritization is primarily left to
the individual developer and his risk assessment capabilities. Testing is also done
with a reactive approach, where testing activities are initiated mainly in response
to issues rather than being proactive and preventive. The practice of pushing code
directly to the main branch without thoroughly testing is also widely spread at
the company, raising concerns about the potential for introducing bugs into the
production environment. When bugs are discovered in production, the ability to lock
system updates becomes a critical control mechanism, preventing further updates
until the issue is resolved. While this practice is crucial for maintaining system
stability, it also emphasizes the importance of robust testing prior to deployment
to minimize disruption. An informal procedure exists for reporting and managing
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bugs, which will be discussed in the next section, given that it was considered a
sub-category of this theme.

Another valuable insight gathered from the interviews was the absence of metrics
for assessing the efficiency of the testing process. The same is true about testing
methodologies, given that no test techniques are consciously applied during the
testing process. It was also found that customers are sometimes involved in the
testing process by being asked to test and give feedback about the feature under
development. Overall, the interviews shed light on several areas of concern within
the company’s current testing process.

5.1.2.1 Bug Reporting

The Bug Reporting theme sheds light on the practices and challenges surrounding
how errors found in the product are documented and tracked within the company.
These findings reveal insights into the sources of bug reports, the utilization of
support tools, and the visibility of bug impact.

During the interviews, it became clear that bugs are primarily reported by cus-
tomers, suggesting that detection mechanisms within the development and testing
phases only capture some issues before release.

The company utilizes bug reporting support within the Customer Relationship Man-
agement (CRM) system. Nevertheless, this system is not used consistently and is
mainly left to situations where multiple customers are affected by an error. The
CRM system offers the capability to see which systems were affected by a specific
bug, which was considered a valuable aid in assessing the scope and impact of the
issues.

5.1.3 Product

The theme refers to the company’s software product itself. It reveals several key
insights that offer a nuanced understanding of the development workflow of the
product, the product quality, and product aspects leading to customer satisfaction.
An important finding derived from the interviews is that the product uses a unified
code base for all customers, a streamlined approach to product maintenance and
updates. It was also brought up that tests written for core functionality are con-
sidered critical, underscoring the importance placed on ensuring the stability of the
product’s foundational elements. While updates and customer-specific features are
considered important, maintaining the integrity of the core structure is paramount
to the product’s overall performance and reliability.

From the managerial side, the product was considered to be of high quality, which
is reflected in how it meets customers’ expectations. Nevertheless, bugs in the live
system were considered relatively common, but these bugs are usually not considered
critical.

The balance between development speed and quality is a critical focus area discussed
during several interviews. The company aims to deliver rapid feature changes with-
out compromising product quality, but finding the right balance was considered a
challenge. Long-term customer satisfaction and the company’s commitment to its
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users were key findings from the interviews and were considered the main contribut-
ing factors to their competitive advantage. These findings collectively paint a picture
of a well-regarded product in terms of quality but not without its challenges.

5.1.3.1 Code Quality

The theme Code Quality focuses on the aspects of the product that pertain to
standards, practices, and characteristics defining the code base. Code Quality was
categorized as a sub-theme of Product, delving into the specifications of the soft-
ware’s construction, best practices, readability, maintainability, and scalability.

A predominant issue identified during interviews was the unstructured nature of the
code, leading to difficulties in understanding the code base’s flow and logic. While
some parts of the code base have been developed more recently and follow a clear
structure, others were developed several years ago in a more unstructured manner.
The code was also considered to lack modularity, which hinders the testing process
considerably, given components can not be tested in isolation. This was considered
a critical threshold for introducing more testing activities in the company.

The absence of adherence to coding conventions was also brought up as a critical
issue impacting readability and maintenance. The code was generally considered
hard to comprehend, which was seen as a consequence of the previously mentioned
issues.

5.1.4 Fast Development Pace

This theme summarizes a key strategy of the company: there should be a short time
between a customer request and delivery.

This theme arose from attendees saying that testing is not done rigorously since
that would slow down the process. The interview with the team responsible for the
testing process revealed that they had not established PRs as mandatory since they
sometimes wanted so fast delivery on urgent feature requests that they did not want
to wait for a PR to be approved. One developer highlighted this theme by stating
that the rapid pace gives a market advantage against competitors.

This theme was touched upon many times in the interview with the Head of Software
Development. For example, they explained that the automated testing in their
pipeline must be fast; let the developer do the commit, and be able to move on to
the next task rapidly.

5.1.5 Guidelines

The company guidelines regarding the current test process were a key topic discussed
during the interviews. The theme Guidelines summarize procedures the company
has communicated as their conventional methodology for executing software testing.
What was brought up during this topic were mainly uncertainties. First, there is no
information regarding the testing process in the onboarding process. This is no sur-
prise since the company has no complete documented testing guidelines. However,
PRs together with code reviews were brought up several times as the standard way
of implementing changes that affect not only one customer system. This standard is
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not always put into practice, rather it is up to the individual to decide when to do
a PR and when to push directly to main, which emphasizes personal responsibility.
A developer said there is an ongoing discussion about introducing obligatory PRs.
It was also noticed that there is a lack of communicated expectations regarding the
testing process. Some interviewees said that everyone should build their code before
committing. However, another developer revealed that the repository often crashes
due to building errors. This mirrors that the mentioned expectation is either not
always followed or not communicated well.

5.1.6 Organization

Organization was elicited as a theme that gathers all aspects related to the corporate
structure of testing. It includes the distribution of responsibilities, the decision-
making process, and how they manage the developers’ work.

To begin with, there is no person responsible for the test process in isolation. Rather,
it is considered part of the Head of Software Development’s responsibility. However,
they do not proactively undertake any action to address this matter. The testing
environment was decided at the company start-up, and since then, nothing has
changed significantly. The manager said testing has not been prioritized or discussed
in recent years. They believe this is because the product works as smoothly as it is.
However, they see an advantage in improving the testing process even though it is
not seen as an urgent issue.

In general, the company does not encourage its employees to achieve greater knowl-
edge in software testing, and there is no effort to keep the company updated in the
field. Additionally, there is a lack of recognition from the managers towards the
developers for testing endeavors.

5.1.7 Culture

Company culture in the case of this thematic analysis means the norms, shared
values, behaviors, and attitudes that are practiced in the organization. These do
not necessarily need to have been internally communicated, rather it is the shared
belief of methodologies and behavior that form the working environment at the
company.

The company culture at the organization was explained from many angles during
the interviews. To begin with, there is a general standard to have high trust in
colleagues producing high-quality and working code. This feeds the feeling that
testing is not that necessary, and development is given almost all focus. Due to this
strong trust, code reuse is practiced often without questioning whether that code
works.

Developers are not expected to write tests, but the code pushed to the main branch
is expected to work. This argument shows how the company culture relies heavily
on personal responsibility, which was frequently raised during the interviews, and
was thereby elicited as its own sub-theme.

The vast focus on fast customer delivery also propagates to the company culture
and influences the methodologies used. The developing cycle can be seen as stripped
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down to only the essential tasks for being able to deliver code. Most often, no formal
plan or time estimation is conducted for developing tasks. This may sound like a
stressful working environment, but this is not how the developers experience it.
Another vital aspect of the company culture is learning by doing. Interviews with
recently employed developers revealed that they emphasize imitating how senior
developers carry out their work.

Finally, it was raised in several interviews that there is a common understanding of
what parts of the code different developers are allowed to make changes in and not
in the company culture.

5.1.7.1 Personal Responsibility

Personal responsibility was defined as a theme since the company culture indicated
this as a core aspect of the organization. Personal responsibility in this case means
that it is up to each developer to decide what to test, when, and how. This includes
that the developer has the freedom of completely neglecting testing. Regarding
code reuse, a developer in the interview expressed self-trust to the extent that if
they knew they were the authors of the code to be reused, the code is trusted.

5.1.8 Opinions

This theme summarizes the participants’ perspectives and judgments regarding the
test process expressed during the interviews.

“It works fine as it is” is a quote from an interview that summarizes this theme well.
According to the manager interview, it is due to the high quality of the developers.
However, it was briefed that bugs reaching the live systems could have been caught
earlier. On the other hand, a developer said that there are not so many bugs in
production in relation to the commit rate. Of course, this is a subjective number,
and the question should consider how severe the bugs are.

From both the developer and managerial sides, it was pointed out that the testing is
not optimal. Still, it is a trade-off with the opinion that testing should not result in
a slower process for releasing code. However, concerns were raised that the current
test process is not scalable as the company grows, and testing should be considered
more important.

Lastly, this theme also indicates that the company has room for improvement re-
garding its testing procedure. Many interviewees responded that they experience
testing as difficult, and two even quoted “necessary painful”.

5.1.8.1 Suggestions for Improvements

This theme captures a range of recommendations and actionable insights to enhance
the current testing process that the interviewees proposed.

A common concern was the speed of the testing process. It was considered a priority
to ensure that tests were efficient and quick to run to avoid delays in the development
cycle. There was also a clear interest in expanding the depth of testing, including
more API tests and a general increase in the number of tests conducted. Regular
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test execution, for example, every night, was suggested as a strategy to catch issues
early and ensure the code base remains stable.

The suggestion to introduce a formal testing policy or process arose in almost every
interview. It was seen as a fundamental change to ensure consistency and quality in
testing efforts and potentially reduce the threshold to write tests. The importance of
Regression Testing was also emphasized, underlying the need to ensure new updates
do not adversely affect existing functionality. Additionally, there was a strong call
for improving test consistency and reducing flakiness. In order to ensure a stable
testing environment, a suggestion to mock the test database was proposed as a
strategy to isolate tests and avoid data override.

Making informed decisions on which test should run on Git vs. TeamCity was
suggested in order to leverage the different platforms’ strengths. This could involve
using Git for early-stage testing and TeamCity for final-stage testing. The ambition
would be that TeamCity never fails to build. These suggestions underscore the
importance of early detection of issues to prevent failures and deployment delays.

There was also an aspiration to add more steps before changes reached production,
such as adding a development branch to move towards a more refined development
workflow. This could help manage changes better and ensure quality before merg-
ing into the main branch. An ongoing discussion about introducing guidelines for
obligatory PRs was also mentioned as a way to ensure code reviews and successful
testing before code merges.

A desire for selective testing was also expressed. The concept of not necessarily
running all tests but choosing a smart subset was mentioned to help make testing
more targeted and efficient, optimally reducing testing time. The suggestions collec-
tively were aimed to refine and enhance the testing process, making it more efficient,
reliable, and integrated with the development life cycle.

5.1.9 Feelings

Many emotions related to the current testing process were expressed during the
interviews. Thus, it serves as the last theme of the thematic analysis.

Insecurity is a feeling that was brought up regarding the quality of the code. De-
velopers felt nervous about doing wrong, which could be mitigated by the help of
a clear testing process to rely on. Additionally, both managers and developers said
that increased testing would probably increase the feeling of safety. Embarrassment
was raised as a negative feeling that appears when a customer finds a critical bug
since this should have been identified before going live.

The most dominant feeling expressed by the participators was uncertainty, and there
was a lot of confusion and ambiguity during the interviews. In general, there is a
lack of knowledge about the current process, making the answers partly unclear or
vague. One developer expressed that they guess the way they should test since there
are no clear guidelines to follow.
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5.1.10 Summary of Thematic Analysis

Overall, the findings from the interviews point to a testing environment that, while
having foundational strengths, faces several challenges. Figure 5.1 summarizes the
results by highlighting the strengths, weaknesses, opportunities, and threats regard-
ing the testing process at the company. It was highlighted that there are many
unknowns in the current testing process and environment. The developers, and
even managers, are unsure why things are in the way they are. Even so, there is
an overall impression that the company does not suffer critically because of the ne-
glected testing process. However, the interviews highlighted that the organization
is close to a turning point where it outgrows its immature testing process. In gen-
eral, the answers to the theoretical and technical questions also indicated that the
company lacks sufficient testing knowledge.

The results from all five interviews were mainly consistent and provided a similar
picture of the topic, while each provided some new angle. Common for all partici-
pants was stating that the goal of the testing process is to ensure no bugs are released
to customers. As mentioned in the sections above, this is not achieved currently.
However, there were some differences in the answers as well. The most distinct one
was when the participants were asked to say how often the production environment
crashes due to some bug in the code. The answers ranged from almost every day
to every other week. Hence, this was therefore examined further and is described in
Section 5.2.1.

Finally, internal motivation and personal responsibility seem to be the driving factor
of testing at the company under observation. The quote, "If I feel that a function is
important, I write tests for it," exemplifies this.
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Strengths Weaknesses

« |terative manual testing is used with demo Absence of formal testing metrics

systems accuratetly reflecting the production Lack of consistent bug-reporting practices

environment Unstructured code

« Existing unit and integration tests for core Poor code modularity

functionality Absence of code conventions

* The existing tests are automated and Lack of documented testing guidelines

integrated into a CI/CD pipeline Inconsistent implementation of Pull requests

« Rapid delivery of customers' requests provides No clear responsible for the testing process

a competitive advantage

.

Low prioritization of testing activities

« Partial use of Pull requests and code reviews

.

Flaky tests

Opportunities Threats
= Introduce formal testing policies, guidelines, « The current testing process may not scale
and code conventions effectively as the company grows
« Change current workflow to introduce Pull » Resistance to change workflow since it can
requests with automatic tests potentially conflict with the fast development
+ Enhance testing training pace
+ Extend the test suite * Low level of knowledge and experience with
+ Improve consistency by reducing flakiness and testing among employees.
ensuring test isolation » Testing is not considered a prioritized activity
* Run test subsets and prioritization » Flat organization highly relying on the
« Communicate the current testing process developers personal responsibility

Figure 5.1: SWOT matrix summarizing the results from the Thematic Analysis.

5.2 Software Repository Mining

This section presents the results from the repository mining, which was conducted as
a part of the analysis of the company’s current testing process. The primary goal of
conducting repository mining was to systematically extract and analyze data from
the software repository to uncover insights. It was brought up during the interviews
that the testing was hindered by the high coupling of the code. The findings during
the software repository mining supported this claim. Other findings elicited from
the software repository mining are presented in Table 5.1. Some table entries acquire
an explanatory discussion, which is provided in the following sections.

5.2.1 Crashes in TeamCity

A report was written internally by the company analyzing the last 20 failures in
TeamCity over a period of 13 days. The results of the report found that, on average,
the system updates crashed around two times per day. The most common reason
for the failures was compilation errors, having caused 16 of the 20 analyzed failures.
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This result highlights compiling errors as the most significant issue, which was also
confirmed during the interviews.

5.2.2 Flakiness Score

The results of running the tests repeatedly showed the same outcome five of the six
times. These results show some degree of unpredictability in the test suite, especially
considering the tests were run during the evening when no other automatic tests
were run. As explained in the previous chapter, all tests interact with the same test
database, which can result in data overriding and tests failing unexpectedly when
run in parallel. The company asked us to perform the measurements outside of
regular office hours in order to avoid unexpected errors in the continuous integration
pipeline. The fact that our measurement could not be done reflecting the real work
environment should be considered when interpreting the implications of these results.

5.2.3 Code Quality Issues

Component 1 is the chosen module that was analyzed for the other metrics as
well, and it consists of seven classes. Component 2 is a complementary class from
another module that was analyzed to mirror the code quality standard in many other
components in the repository. The quantity metric is a summary of different quality
issues identified by Resharper. Different tools would probably give different results in
this aspect since they include and classify different code quality aspects. However,
Resharper covers widely acknowledged ones such as redundant code, inaccessible
code, syntax style, possibility for exceptions thrown, and spelling issues.

Metric Quantity

PR 1: +2408 loc

PR 2: +253, -51 loc

0 lines of test code edited in both
PRs

Code Churn vs Test Churn

Crashes in TeamCity

2 per day

Code Coverage

0 % (no tests for this module exist)

Flakiness Score

same outcome 5 out of 6 times

Documentation of Tests/Code

4 comments / 651 lines of code

Number of requested changes
/comments in code review

0 requested changes. One com-
ment per PR: "Looks good!"

Code Quality Issues Component 1

110 code issues per 663 loc

Code Quality Issues Component 2

113 code issues per 280 loc

Table 5.1: Metrics from mining a module of the repository under analysis.
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5.3 Workshop

The compiled notes from the workshop can be found in Appendix G. The notes
showcase that the framework’s structure was well received, justifying adhering to
the structure proposed by Argiiello et al. [1]. The workshop discussions mainly cir-
cled around what participants did not understand in the framework, and a desire for
examples was repeatedly expressed. It was revealed that some participants had not
read the framework before the workshop, even though they were asked to. This af-
fected the feedback in some cases where participants expressed a lack of explanations
of some concepts that actually were addressed in the framework.

The result of the workshop questionnaire can be found in Appendix H. These results
indicate that even though there was potential for enhancement, the framework was
headed in the right direction and was generally well-received. Again, the structure
of the framework proved to be appreciated. It was confirmed that the theory chapter
did provide value. The cumulative voting proved that all axes are relevant and no
axis stands out as unnecessary. It is worth mentioning that the four axes this study
added to the framework were evaluated as the four most important axes, which
evidently motivates the additions and relevance to the company.

The refinements in the framework addressing the workshop results mainly consisted
of reformulating concepts or sections to reach higher clarity. The concrete changes
performed are listed below.

General:

« Hands-on suggestions and examples were added in several axes, such as exam-
ples of tools for traceability

« An appendix containing examples was added to meet the inquiry for concrete
and hands-on examples

Plan definition:

e An explanation of the question "Where do we test?" and the concept "Exit
Critera" was added

o “Define the general approach to testing” was removed

o The activity "Integrate and coordinate testing activities with the development
lifecycle" was added

Affected test levels:

o "Available objects" was clarified with "Available test objects"

o The text was reformulated with the ambition to reduce abstractness
Definition of test cases:

e The concept of bi-directionally traceable test cases was explained

o “multiple test cycles” was removed and replaced by 'various stages of the
software development life cycle and across different versions of the product'

Test activities:
o “functional documentation reviews” was removed
Traceability:

o The first bullet point in improvement activities from partial implementation
was reformulated to clarify the difference from the previous improvement ac-
tivity

Test environment:
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e An explanation of "test harness" was added
Feedback:
« Examples of metrics were added
o Emphasis on automation was added in the axis explanation together with
discussing the potential administrative overhead
Theory file:
e A more rigorous explanation of the testing pyramid was added

50



O

Results: Final Framework

This chapter presents the final testing framework this study resulted in. It is based
on the testing framework proposed by Argtello et al. [1]. Their framework, de-
scribed in Section 3.2, has been revised and extended. The resulting framework has
the same structure as the underlying one and is structured around a series of axes,
each representing a critical aspect of the testing process. The original framework pre-
sented eight axes: Plan Definition, Affected Test Levels, Definition of Test Cases,
Test Activities, Test Environment, Testing Tools, and Feedback. Four new axes
were added for enhancement: Testing Knowledge, Code Quality, CI/CD Pipeline,
and Developer Motivation.

Each axis is evaluated at three levels of testing maturity: No Implementation, Partial
Implementation, and Full Implementation. This allows for a clear assessment of the
current testing state. The axes outlined in the framework serve two fundamental ob-
jectives: diagnostic and directional, forming a comprehensive strategy for assessing
and guiding software testing improvements. Three matrices are provided to support
the objectives. The first matrix, shown in 6.1, supports the diagnostic capability
and describes the testing process aspects considered in the testing framework. Yet,
the aspects are condensed to be easily followed. This matrix is complemented by a
detailed description of each aspect. The other two matrices support the directional
objective, outlining how to mature in each aspect. However, these two transition
matrices have been partitioned so that each axis displays improvement activities di-
rectly after the axis explanation to facilitate the reading flow. However, if interested
in studying the complete matrices, they are presented in Appendix I and J.

As in the original framework, it is recommended to approach the development of
the axes in the order in which they are found in the matrices. This arrangement is
deliberate, as they are organized according to the phase of the development process
in which these testing activities are involved. The final proposed framework can be
found in isolation at Zenodo: https://doi.org/10.5281/zenodo.11391129; to be easily
distributed to the industry.

Two additional artifacts have been added to the framework in Zenodo. The first is
a supplementary theory file that aims to explain concepts raised in the framework
that might not be known to every actor applying the framework. The theory file is,
however, entirely supplementary and can be overlooked if the concepts in the frame-
work are familiar. The framework refers to the theory file when the covered concepts
are presented. In this report, the concepts are explained in the background chapter
(Chapter 2), and it is the same explanations in the theory file in the framework.
The other artifact is an appendix of examples. This can be found in Appendix K.
In Section 6.1, the application process of the framework is presented. Following,
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Section 6.2 presents the different components of the framework. The refinements
added to the matrices by this study are presented in italics to distinguish the work
from the underlying framework. After the presentation of the framework, Section
6.3 motivates the axes and the changes and additions done to the original frame-
work. The presentation and motivation of the framework are separated to allow for
overlooking the motivation if only wanting advice on how to streamline an immature
testing process of an SME.

6.1 Application Process

The framework implementation consists of five steps that should be applied in brief
iterative cycles. The steps are Diagnosis, Detection of improvement activities, Con-
textual adjustment, Implementation of improvement activities, and Verification of
results. Figure 6.1 provides a visual representation of the process.
During the diagnosis, the current state of the organization’s testing process must be
established. This is done by deciding the current level of each axis in the diagnosis
matrix. Once the diagnosis is performed, the axes to be improved should be detected.
It is recommended to start with the axes that are less developed and on areas that
offer the most significant return on investment. However, the axes are presented in a
deliberate order, which should be considered when addressing them. The next step
of the framework implementation is the Contextual adjustment. It aims to tailor the
recommendations to fit the company’s specific context. During this step, companies
should reflect on their available resources and existing processes. The considered
resources could be available personnel, budget, and time for testing efforts. The
processes adopted could be agile practices, among others. Based on the insights
gained from reflecting on the company’s available resources, constraints, and adopted
processes, companies should then adapt the improvement recommendations to fit
their unique context. The objective of reaching the highest level for all axes may
not be immediately feasible for all companies; instead, it could be a long-term goal.
To guide the Contextual Adjustment step, the following questions could be consid-
ered:
o What is the available budget for testing activities within the organization?
o What is the available personnel that can be allocated for testing activities,
and to what extent (full-time, part-time, etc.)?
o What is the available time frame to introduce the chosen testing activities?
o What are the available resources to maintain the testing activities in the long
term?
o How is the available testing knowledge within the company? Is the necessary
expertise available within the organization?
o What are the current practices and processes within the organization, and how
can they be integrated with the chosen testing activities?
o What are the benefits vs the cost of implementation of the chosen testing
activities?
Only those activities that are considered reasonable to implement should be chosen.
The implementation process continues with the implementation of the improvement
activities for each axis. Finally, the results are verified, and the degree of evolution
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of the axis is re-measured using the diagnosis matrix, which effectively goes back to
the diagnosis step. This process is to be repeated iteratively until all the axes reach
the desired level.

e S Diagnosis € Verification of results

Am | at the

desired
level?

Implementation of

improvement
activities

Detection of :
improvement activities — Contextual adjustments

Figure 6.1: Illustration of the framework application process.
inspired by the original framework [1].

The diagram is

6.2 Presentation of Framework

Axis No Implemen- | Partial Imple- | Full Imple-
tation mentation mentation
Testing knowl- | Limited High-level — un- Continuously
edge derstanding, not | shared and
maintained maintained
within the orga-
nization
Plan definition No plan Informal plan Formal Plan.
The  plan s
continuously
maintained and
evaluated.
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Affected test lev- | No testing Deliberate  use | Comprehensive

els of test levels. | unit, integration
Mainly unit | and system tests
testing, some | and higher level
integration and | tests
system testing

Definition of test | No definition of | High-level defi- | Fully specified

cases test cases nition of test test cases
cases

Test activities No testing Static or dy- | Static and dy-
namic tests. namic tests com-
Some test- | bined. Carefully
ing  techniques | selected testing
applied techniques

Traceability No traceability Partial  trace- | Full traceability
ability

Test environ- | No specific test- | Managed and | Testing in a

ment ing environment controlled envi- | suitable environ-
ronment ment

Testing tools Non-specific Specific tools for | Extensive pro-

tools monitoring and | cess automation
executing tests
Code quality Not  considered | Introduced Full codebase ad-
or evaluated guidelines here to gquide-
lines
C1/CD pipeline No tests in- | Includes static Optimized tests
cluded and dynamic
tests
Feedback No reports Some  internal | FExtensive inter-

and/or external

nal and external

defect reports defect  reports.
Progress and
process  reports

and activities

Developer moti- | No efforts have | Activities to | Developers are
vation been made enhance testing | motivated  and
motivation have | recognized — for

been introduced

testing activities

Table 6.1: Final proposed framework: Axis diagnostic matrix.

Testing Knowledge. Testing knowledge in this framework refers to the level of un-
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derstanding of the different aspects and processes that software testing encompasses.
This axis ensures knowledge in the area at the first maturity level, verifying that ev-
ery developer possesses fundamental testing knowledge through simple means. This
could be done by providing reports generated by trustworthy parties that suit the
context, such as the testing guidelines provided by Microsoft: [75]. Continuing, the
next maturity level encourages advancing the testing skills and knowledge sharing.
This could be done by enrolling developers in testing courses of various ranges, from
free online courses to academic or institutional sessions. The total improvement
activities for each level are presented in Table 6.2.

In parallel with technical knowledge, an understanding of cognitive biases in relation
to software testing is essential to be able to mitigate the phenomena [33]. This
framework provides a condensed explanation of cognitive biases, found in Section
2.10.1. The mentioned resource is encouraged to spread within the company for
educational purposes. Finally, the distribution of knowledge within the organization
could be achieved by, for example, providing communication channels assigned to
discussing software testing or arranging simple presentations, engaging workshops,
and conferences.

Testing knowledge

Maturity stage Improvement activities

From No Implementa-

tion o Include basic testing principles as well as the
organizational approach regarding testing in the
onboarding process

o Provide simple resources to achieve fundamen-
tal testing knowledge

o Emphasize unit testing

o Clarify advantages of software testing

From Partial Imple-

mentation o Provide courses in testing, with the possibility
to advance in expertise level

o FEducate about cognitive biases that affect testing

o Ensure fundamental testing skills before em-
ployment

o Provide an opportunity to share knowledge with
colleagues

Table 6.2: Evolution matrix for Testing knowledge.

Plan Definition. The Plan Definition axis involves activities that outline the test
objectives and the strategies for reaching those objectives, ultimately resulting in
the creation of a straightforward and easy-to-follow testing process. This axis en-
compasses aspects such as the definition of clear Exit Criteria, which determines the
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set of conditions that should be met to consider the testing phase as concluded. An
example of how an Exit Criteria could be formulated is shown in Appendix K. Other
aspects included are clearly defining roles and responsibilities related to testing at
the company and estimating time and resources destined for testing activities. Deci-
sions about how the testing and development activities should be integrated should
also be made. This could be, for example, deciding on a test-driven development
process where the tests are written before the actual code or deciding on continuous
collaboration between developers and testers by adopting agile methodologies.

The degree of evolution along this axis is determined by the level of detail and how
the plan is communicated and formalized. In this context, formalization means that
the testing process has been documented and distributed to all stakeholders. The
transition suggestions are found in Table 6.3.

Ideally, test planning should begin early in the development process, simultaneously
with obtaining requirements. The system’s requirements should be clearly stated to
enable traceability and monitoring of results. An example of system requirements
is shown in Appendix K. The established testing process should be regularly main-
tained and evaluated to track its progress and be able to take corrective measures
when necessary. Feedback from testing activities should be used to fine-tune the
testing plan.

In the context of this axis the questions of when and where to test means making
decisions on how often and under which circumstances test activities will take place.
The answer to when to test could, for example, be: running the test suite every night
or running them on every commit. The answer to where to test could be decisions
on running the test suite locally or as part of a continuous integration pipeline.
The specialized testing needs of the company refer to aspects of the software not
directly related to a specific function or user action, such as performance, usability,
reliability, and security.

When estimating the time needed for testing activities, the estimation technique
Planning Poker is recommended. This technique consists of participants indepen-
dently estimating tasks and simultaneously revealing their estates. This process is
done iterative until all participants have reached a consensus. It is recommended
that companies balance testers’ work schedules, allowing them to engage in other
activities such as development.
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Plan Definition

Maturity stage Improvement activities

From No Implementa-

tion o Answer the questions: What do we test? What
do we not test? And why do we do it? When
do we test? Where do we test?

e Define and communicate roles and responsibil-
ities for testing activities. Assign someone re-
sponsible for the software testing

o Integrate and coordinate testing activities with
the development lifecycle

e Define product requirements

o Define Exit Criteria

From Partial Imple-

mentation e Document the plan and distribute it to the de-
velopment team and stakeholders

e Make an estimated time budget required to
carry out the test activities and add buffer time
for testing activities

o Generate a calendar with specific dates or in
the context of each iteration

« Estimate people and resources to carry out the
planned activities. If possible, make a tentative
assignment

e Decide specialized testing needs at the company

o Clreate opportunities for participatory decision-
making

e Hold retrospective meetings destined to main-
tain and evaluate the chosen testing process

o Comprehend feedback from testing activities to
fine-tune the testing plan

o Follow up if product requirements have been ful-
filled

Table 6.3: Evolution matrix for Plan definition.

Affected Test Levels. This axis addresses the question "What to test?" in terms
of different test levels. If not familiar with the testing levels, read Section 2.2 that
swiftly covers the four most common testing levels; unit, integration, system, and
acceptance. To effectively answer the primary question proposed by this axis, an
analysis of the relevant modules to be tested in the code base should be undertaken.
This involves determining which parts of the code are pertinent for testing at each
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level. The different maturity levels cover the order in which the testing levels should
be addressed. If starting from a case where test levels have not been considered at
all, the first level to prioritize is unit tests. Then, integration and system test levels
are naturally followed. Low-level testing allows defects to be addressed earlier in the
testing process. The final maturity stage covers the top of the testing levels, as in
acceptance tests. This should establish confidence in the product quality, ensuring
its completeness and expected performance. The concrete steps for maturing are
shown in Table 6.4.

In most cases, SMEs do not have a complete test suite. It is essential to prioritize
testing time wisely when extending the suite. Encompassing a wide range of levels
enables the early detection of deviations. To decide what tests should be performed
at each level, it is suggested to analyze the existing test suite and identify gaps to

fill.

Affected test levels

Maturity stage Improvement activities

From No Implementa-
tion o Analyze the available test objects from the unit,
integration and system-level test perspectives
o Identify the features to be tested from the pre-
viously analyzed test objects, as well as the con-
ditions under which they will be tested

o A rule of thumb is to focus the density of tests
in the order of the test pyramid, with most tests
in the lower levels

From Partial Imple-

mentation o Analyze the higher-level test objects, such as
acceptance tests

o Identify the features to be tested in the previ-
ously added test levels.

Table 6.4: Evolution matrix for Affected test levels.

Definition of Test Cases. The axis Definition of Test Cases answers the question
"How to test?". The involved activities extend from designing test cases to identify-
ing input data, execution conditions, and expected results. This axis is considered
to be at the lowest maturity level when no definition of test cases is generated, the
middle level when high-level test cases have been identified, and at the highest level
when the test cases have a complete specification of their inputs, execution condi-
tions, and expected outcomes. In this context, a fully specified test case is defined as
one that not only includes detailed information on the expected positive outcomes
but also includes the negative outcomes and conditions which the software is not
designed to handle or should explicitly fail under. The concrete steps for maturing
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are shown in Table 6.5.

Generally, it is good practice to start with designing high-level test cases. These
are expressed without concrete values for the input data and the expected results,
also known as checklists. An example of a high-level test case is shown in Appendix
K. High-level test cases can be reused in various stages of the software development
life cycle and across different versions of the product. It should be noted that the
generation of test cases also leads to the identification of other needs early on, such
as the necessary infrastructure and tools.

It is recommended to apply a test specification technique when designing test cases
since they provide a systematic approach to testing, helping to ensure test coverage
and increasing the likelihood of identifying defects. Section 2.5 delves into some
established test specifications techniques, providing the bases for their implementa-
tion.

Ideally, each test case should be traceable bi-directionally to the specific test condi-
tion it addresses. This means starting from the test condition, often derived from
requirements, tracing forward to the corresponding test cases designed to verify that
the condition is met, and the same the other way around. When defining test cases,
it is important to remember that each test case should be independent. This ensures
consistency in the test process, mitigating the risk of cascading failures, where the
failure of one test case affects the outcome of subsequent ones.

Another aspect to consider when generating test cases is the effects of cognitive
biases. In particular, confirmation bias is a critical concern in software testing and
is seriously detrimental to testing quality. One debasing technique that mitigates
this bias is explicitly asking developers to seek evidence of problems rather than the
system working correctly. Another is asking developers to play devil’s advocate and
consider why the solution may be wrong. These direct questions can be added as a
checklist.

Definition of test cases

Maturity stage Improvement activities

From No Implementa-

tion o Agree on a standard format for test case speci-
fication

o Create high-level test cases. A checklist is often
recommended as a first approximation
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From Partial Imple-

mentation o Choose appropriate test specification tech-
nique(s) to generate test cases

o Utilize debasing techniques such as playing the
devil’s advocate

o Generate test cases identifying: the possible in-
put data, the execution conditions, and the ex-
pected results

e Document the fully specified test cases for
follow-up

Table 6.5: Evolution matrix for Definition of test cases.

Test Activities. Software testing activities refer to the actions done in a testing
process. Static and dynamic testing are the major broad categories within test
activities. The fundamental difference between the categories is that dynamic testing
encompasses code execution, whereas static testing does not. They complement each
other by finding different types of defects, making it essential to perform both types
of tests. Therefore, the axis’s evolution targets the application of both test activities.
The concrete steps for maturing are shown in table 6.6.

Automated test execution tools are suggested when performing dynamic tests. Some
benefits are reduced repetitive manual work, time efficiency, greater consistency, ob-
jectivity, and repeatability. On the other hand, static testing relies on the manual
evaluation of work products. However, static code analysis can be facilitated with
the use of tools. Code reviews are a commonly practiced static test activity. Prac-
ticing code reviews enhances the quality of the software product while also fostering
teamwork. An example of a clear guide to follow when performing code review
activities can be found in Appendix K.

Within static and dynamic testing, different techniques can be applied. This frame-
work will not cover the exhaustive list of testing techniques, but a few inspirational
and commonly applied ones are; Risk-based testing, Regression testing, Sanity test-
ing, Exploratory testing, Property-based testing, and Mutation testing. These are
explained in Section 2.4. Property-based testing is strongly dependent on a tool to
assist the input generation. For the Java Framework, jqwik [76] is a commonly used
and suggested tool. Mutation testing can also rely on testing tools. For Java, Pitest
[21] is a common tool to use for mutation testing, and MutPy [77] for Python pro-
grammers. What technique and tool to choose depends on the context and present
specialized testing needs.

Another testing activity that should be considered at the higher level of maturity
is optimization techniques. Three common testing techniques in this regard are
described in Section 2.6, which all aim to reduce testing costs.
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Test activities

Maturity stage Improvement activities

From No Implementa-

tion o Perform static review tests, e.g., code reviews
or inspections and walkthroughs

o Perform exploratory dynamic tests manually

o Consider basic testing techniques such as Re-
gression testing and Sanity testing

From Partial Imple-

mentation o Perform static analysis tests guided by tools
such as source code analysis (examples are given
in the Code Quality azis)

o Automate dynamic tests

o Consider more advanced testing techniques such
as Search-based testing, Property-based testing,
Mutation testing

o Optimize tests

Table 6.6: Evolution matrix for Test activities.

Traceability. This axis involves the monitoring and control activities of the de-
veloped testing plan. Test monitoring refers to continuously evaluating the real
progress against the predefined test plan. Meanwhile, test control refers to imple-
menting necessary measures to achieve the goals outlined in the test plan.

The degree of evolution across this axis is determined by the level of traceability
between the test suite and the work products. To achieve the highest maturity level,
requirements should be traced to the specific test case, highlighted in the transition
matrix in Table 6.7.

Maintaining traceability during the entire testing process is crucial for successful test
monitoring and control. Effective traceability enables the evaluation of test coverage.
Furthermore, it enables the analysis of the impact of modifications and supplies
data to appraise product quality, process capability, and advancement of business
goals. To support the traceability of software testing efforts, test management tools
such as QTest[78] and Zephyr[79] can be used. Such tools allow organizing test
cases, planning test executions and tracking of results. They often integrate with
requirements management and defect tracking tools such as Jira[80] to provide end-
to-end traceability, maintaining a transparent and auditable trail from requirements
to test cases and outcomes.
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Traceability

Maturity stage Improvement activities

From No Implementa-

tion o Maintain traceability between test objects and
test cases

From Partial Imple-

mentation o Add traceability between requirements and the
test objects and test cases

o Determine the coverage of the tests

e Introduce test management tools

Table 6.7: Evolution matrix for Traceability.

Test Environment. The test environment axis covers the setup under which
the tests are run. Various test categories can require different test environments.
System-level testing should preferably be conducted in the system’s operating en-
vironment since detecting failures under those conditions becomes irrelevant if the
testing environment differs significantly from the operating environment. However,
due to resource constraints and practical limitations, it is often unfeasible to test in
the production environment. Consequently, test environments should closely mirror
real-world conditions as often as possible.

This particular axis aims to assess the level of suitability of the testing environment
and how well it mirrors reality. The lowest maturity level represents the absence
of an established testing environment. The next level is reached when a dedicated,
incomplete environment for testing is available. This could be incomplete for various
reasons, such as missing integrations or poorly defined data in the database. The
final level is achieved when the testing environment fully mirrors the production
environment. The transition matrix encouraging maturity of this axis is found in
Table 6.8.

The highest maturity level includes a test harness, which contains all the information
needed to run test cases in automated or integration testing. This could, for example,
be configuration settings, managing test data, controlling the flow of test execution,
and cleaning up after test execution. The final level also encourages the use of service
virtualization. This is the practice of simulating dependencies and emulating the
behavior of dependent systems to be able to remove constraints from the software
under test. This enables testing earlier in the lifecycle since all of the software
connections do not need to be available. Additionally, virtual services can save
resources if the original components are expensive to interact with.

It is recommended to let a CI/CD pipeline be a part of the test environment by
using it to trigger tests at different stages of the lifecycle. This is explained in
greater detail in its axis further below.

A critical problem regarding the test environment is the risk of producing flaky
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tests. This means that the tests yield different results under the same conditions
across runs. This could be caused by several testing nodes accessing and modi-
fying the same database simultaneously. To mitigate this, mocking the database
interactions for unit-level tests is a solution suggested in the final maturity matrix.
Mocking means mimicking the interface of the actual dependencies but providing
predefined responses to method calls, allowing developers to control the behavior of
dependencies during testing.

Test environment

Maturity stage Improvement activities

From No Implementa-

tion o Build a test environment outside of the devel-
opment and production environment

e Prepare it with shared test data, where possi-
ble, that is similar to production data

o Integrate triggering tests in the CI/CD pipeline

From Partial Imple-

mentation e Include in the test environment: test harness,
service virtualization, simulators, and other
necessary infrastructure elements

e Prepare test data from production data and
keep it up to date

o Mock external dependencies as often as possible
for lower-level tests

Table 6.8: Evolution matrix for Test environment.

Testing Tools. Numerous tools exist with the ambition to support different test
activities. Overall, tools reduce the possibility of including errors. Testing tools
can also support changing workflows by enforcing adherence to new guidelines and
hindering old routines. In the meantime, only implementing a particular tool does
not promise success. Every new tool introduced into the test process requires effort
and proper management of people using the tool to achieve real and lasting benefits.
It is important not to be tempted to apply complex tools only because they promise
high results since it must be achievable to learn the tool given the resources. The
maturity flow of this axis suggests when it is suitable to incorporate different types
of tools in the testing process. The concrete steps for maturing in this axis are
shown in Table 6.9.

Some examples of tools that support unit testing are JUnit[81] for Java and NUnit[82]
for NET languages. Together with GitHub Actions[28], unit tests could be auto-
mated if the repository is hosted on GitHub. The automation process is closely
related to the CI/CD Pipeline. TeamCity[31] is an example of a tool that supports
testing at the delivery stage. A tool to assess the coverage of the test is suggested.
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For instance, JaCoCo[83] is a tool for Java development that outlines different kinds
of code coverage, such as statement, branch, line, method, and class coverage. A
suggested testing tool for integration tests is PostMan[84], a software facilitating
integration testing by enabling API call testing. Jira[80] and GitHub Issues[85] are
examples of tools that facilitate bug reporting and management of the test process.

Testing tools

Maturity stage Improvement activities

From No Implementa-

tion e Incorporate requirements and incident monitor-
ing tools. As a first approximation, they can be
carried in a spreadsheet, but it is advisable to
use specific tools for this type of task

o Incorporate test execution tools that allow
them to be automated

o Apply tools supporting unit testing

From Partial Imple- | Incorporate tools for:

mentation o test management and test products

o test design and implementation, including test
cases, test procedures, and test data

e execution and registration of tests

o performance measurement and dynamic analy-
sis

o specialized testing needs such as security tests,
portability, and accessibility

Table 6.9: Evolution matrix for Testing tools.

Code Quality. This axis aims to streamline the testing process by increasing the
code quality of the code base. The transition suggestions are found in Table 6.10.
The first transition establishes a shared perception of what defines the desired code
quality and how to achieve it, as well as enforces application in the development
routines. The final transition covers ensuring coherent code quality in the already
existing code as well.

To increase code quality, adhering to code standards is essential. These include
syntactical decisions such as naming conventions, formatting rules, code architec-
ture, and design pattern guidelines. The large development ecosystems have their
suggested conventions - to mention a few; .NET: [86], Java: [87], and Python: [88].
The specific conventions that suit the development context should be chosen. For
example, if the system under development is an object-oriented product developed
in the .NET framework, it would be suitable to follow the SOLID principles as well
as .NET’s coding style: [86]. Code standards are often dynamic and constantly
revised, so it is essential to stay updated. It is suggested to facilitate adherence
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to code standards by integrating a formatting tool. This could be integrated into
the IDE. Again, what specific tools to use are context-dependent. As inspiration;
ReSharper [73] developed by JeantBrains for C# and Pylint[89] for Python could be
utilized. SonarQube[90] is another recommended static analysis tool that complies
with several programming languages. SonarQube can help detect other code quality
issues, such as code smells and complexity (described in Section 2.11).

Code quality

Maturity stage Improvement activities

From No Implementa-

tion o Chose code standard(s) to follow and establish
a routine for staying updated with the guidelines
(suggestion: workshop once a year)

e Introduce automated tools for continuous as-
sessment of code quality

o Integrate the code quality aspects to code reviews

o Communicate and educate the importance of
modular code

e Pair programming s encouraged

o Comment the code

From Partial Imple-

mentation e Do a full scan of the code base and fix existing
code quality issues. This could be a good op-
portunity for someone with lower domain exper-
tise or experience at the company to familiarize
themselves with the code base (e.g., a summer
job or a project for a new employee)

o The code quality of every new change should be
evaluated to meet the code quality guidelines

Table 6.10: Evolution matrix for Code quality.

CI/CD Pipeline. This axis defines how to integrate testing into an existing CI/CD
pipeline. It is generically formulated since a pipeline is highly dependent on the
context, as in what tools and frameworks are applied in the current project. The goal
of the maturity in this axis is to transition into a CI/CD pipeline where optimized
testing is seamlessly integrated through automated processes. Table 6.11 presents
the improvement activities for each of the three maturity stages.

The No Implementation level assumes a basic production environment; a version
control system, a platform for hosting the repository, and a deployment stage, but
without any testing activities. If a pipeline is not set up, it is recommended to
browse the internet to see what solutions fit the context. For example, if working
with GitHub, numerous guides exist provided by the engaged community. Among
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others is this blog post: [91].

A development pipeline, including tests, can be of various ranges, and the compre-
hensiveness often reflects the execution time. However, the more rigorous testing in
the pipeline, the higher the chance of catching faults, desirably as early as possible.
Automated tools are suggested because they make the testing activities less disrup-
tive, leaving the execution time not to affect the developer so much. For example,
SonarQube, mentioned in the Code Quality axis, can be integrated seamlessly to be
run on every commit if the repository is cloud-based, with the use of SonarCloud
[92]. Running linters can also be automatically triggered in the CI/CD pipeline.

CI/CD pipeline

Maturity stage Improvement activities

From No Implementa-

tion e Set up a pre-commit or pre-push command that
runs formatting and simple tests

e Create a build script in the repository that states
which set of tests should be run on every com-
mit/push. Update the chosen set regqularly

o Integrate static code analysis tools for perform-
ing code quality checks

o Create a build script for the deployment, includ-
ing what tests to run at this stage

From Partial Imple-

mentation o Prioritize the order of the test cases in the build
scripts
e Perform risk assessment and run the critical
first
o FExamine the different tests to not cover redun-
dant tests

o FEnsure to not run the same tests in several build
scripts if not needed

Table 6.11: Evolution matrix for CI/CD pipeline.

Feedback. There are different types of feedback involved in the testing process, in-
cluding internal and external reports. Internal feedback includes information about
when a test level is completed, how the testing is progressing, results from code re-
views and test execution, and how well the tests cover the software under test. Also,
providing feedback on the process and its activities is important. It can contribute
to building good relationships since feedback creates a space for dialogue that al-
lows visibility of progress and leads to continuous improvement. External feedback
includes, among others, feedback from users, acceptance testing, and bug reports.
Many of the internal and external reports can be elicited from metric-based tools.
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Some examples are code coverage tools (for example JaCoCo [83], test execution
tools (for example Resharper [73]) and testing management tools (e.g., Jira [80]).
For this axis to provide value to the company, the feedback reports must be care-
fully considered as the initialization for improvement actions. Involving feedback in
the development lifecycle adds administrative overhead, but it can also be added
with small means. Therefore, many of the improvement activities suggested rely on
automation.

The maturity in this axis is based on how many aspects of the process are evaluated
with feedback. The transition matrix is found in Table 6.12. The No Implementa-
tion level covers the scenario when no feedback reports are provided. The second
maturity level includes some internal and/or external reports, whereas the final ma-
turity level also incorporates process and progress evaluation. Reports in this axis
refer to any artifact containing feedback results and do not explicitly mean a report
in paper format.

Feedback

Maturity stage Improvement activities

From No Implementa-

tion o Establish metrics, such as code coverage, testing
time, and number of failures

o Integrate tools for extracting the metrics

o Gather feedback from users

e Keep a count of the test cases executed, the re-
sults obtained, and the defects reported

From Partial Imple-

mentation « Generate progress reports to evaluate the pro-
cess of testing

e Allow interested parties to provide feedback
about the quality achieved and priorities for fu-
ture releases

Table 6.12: Evolution matrix for Feedback.

Developer Motivation. The axis Developer Motivation highlights the factors
influencing human motivation to perform software testing. This encompasses both
motivational and de-motivational factors as well as proposed strategies to increase
motivation.

The degree of maturity evolution across this axis is determined by the efforts made
to stimulate and motivate software developers to test. The company is considered at
the lowest level when no effort has been made to motivate the developers to test. The
company is considered at the intermediate level when activities to enhance testing
motivation have been consciously introduced. This indicates that motivation has
been acknowledged as a relevant aspect of the testing process. The highest level
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is determined by developers feeling motivated and recognized for testing activities.
Concrete steps to reach a higher maturity level are displayed in Table 6.13.

To increase motivation it is recommended to combine testing responsibilities with

development activities.

In companies with a designated testing department, the

testers should be involved during the entire development process and not only at
the end. Recognition has a clear role in software professionals’ motivation toward
testing activities. Making developers feel recognized can be achieved by actively
giving positive feedback related to software activities and by working towards raising
the status of testing at the company. Testing activities should be considered as
crucial as development activities. Finding bugs should be encouraged for testers
to feel motivated to do their job. If testers feel unpopular when opening critical
defects, they could become reluctant even if it is a severe defect [11].

Developer motivation

Maturity stage

Improvement activities

From No Implementa-
tion

o Increase the testing status at the company

o Combine testing responsibilities with develop-
ment activities

o Ensure a variety of engaging and challenging
tasks

e FEncourage a good relationship with manage-
ment and colleagues

o Set aside time destined for only testing activi-
ties

o Ensure the testing environment holds a high-
quality

e Provide a clear testing strategy to follow

o Provide clear test examples to follow

From Partial Imple-
mentation

e Introduce ways to provide positive feedback when
discovering faults

o Ensure active influence in decisions concerning
the testing process

e Make use of code quality metrics

o Adopt pair programming practices

Table 6.13: Evolution matrix for Developer motivation.
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6.3 Motivation of Framework

The framework in general is motivated by both the focused literature review as well
as the analysis of the participatory company. The literature highlights the impor-
tance of a high-quality test suite since it facilitates the evolvement and maintenance
of the software [3]. The analysis of the company clearly expressed a need for guide-
lines regarding the testing process to manifest confidence in the codebase, especially
when the codebase grows rapidly.

The original framework has been extended with new aspects found to be essential
for more a complete testing framework, and some elements have been removed when
not supported by literature or the company analysis. The aspects were reformulated
when objectives were not clearly communicated, and several factors were explained
more concretely with examples, with the ambition to facilitate easy adoption of
the framework for industrial companies. However, the original framework generally
received positive feedback and was concluded to be easily followed, which is why
components were edited with caution. The format of the framework was kept due
to the feedback about its simplicity and practicality. The concrete changes per-
formed on the framework matrices are shown in a color-coded version highlighting
the revisions in Appendix L.

Examples of tools, processes, and relevant literature were added to the framework
to inspire companies with little experience in testing. Additionally, techniques can
often debias tasks faster than awareness of the human can [33]|, which makes it a
fast track to take in parallel with educating the developers about potential biases.
The following section is organized as follows: First, the refinement of the imple-
mentation process is motivated. Then, all axes are motivated in the order they are
presented in the framework.

6.3.1 Contextual Adjustment

When attempting to implement Test Process Improvement (TPI) models, SMEs
encounter distinct challenges that differ from those larger organizations face. SMEs
are often limited by resources in terms of finance, available time, and skilled per-
sonnel within specific areas, such as software testing. These limitations can affect
their ability to implement and maintain rigorous testing processes [9]. Addition-
ally, significant variability exists within the companies that fit the SME definition,
encompassing companies with up to 250 employees. The specific processes utilized
at the company can vary considerably, as one organization can operate in an agile
environment while others use the waterfall approach.

In order to address the mentioned difficulties and the great diversity within the SME
landscape, it is fundamental that companies adjust to the models as necessary to fit
their unique context and constraints. The Contextual Adjustment step was added to
the original implementation process to facilitate a pragmatic and tailored approach
to the proposed framework. This step ensures that the proposed improvements
are not only theoretically sound but also practically viable, taking into account
the company’s specific operational environment, resources, workflow methodologies,
and strategic goals. In essence, the Contextual Adjustment step aims to make
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the framework not just a set of best practices but a dynamic tool that respects
the unique nature of each organization, facilitating a more thoughtful and effective
implementation of software testing improvements.

6.3.2 Testing Knowledge

Possessing knowledge about software testing is fundamental to being able to per-
form any testing activities. Without understanding the advantages of testing or the
drawbacks of neglecting it, spending resources on testing activities is unreasonable.
Therefore, this aspect is added to the framework, placing it in the beginning to
serve as a foundation for the framework. Ng et al. [93] presents that the primary
factor hindering organizations from adopting software testing methodologies is the
lack of testing knowledge. Toroi et al. [43] agrees and emphasizes that developers
need more testing expertise. Kituyin and Amulen [9] points out lack of competence
in specific software engineering areas as a common prohibitive factor when applying
test process improvement in SME environments. These are only some example stud-
ies that highlight the importance of testing knowledge. Fraser and Straubinger [3]
highlight how knowing the significance of testing activities can motivate developers
to perform software testing. The focus on unit testing knowledge is because of sev-
eral resources highlighting the importance of unit testing, among others Toroi et al.
[43] and Torkar and Mankefors-Christiernin [15]. Torkar and Mankefors-Christiernin
explain that unit testing is crucial since it ensures a stable foundation in the code
if appropriately done, hindering errors from propagating throughout the software.
The suggestion about testing courses as a solution to achieve testing expertise is
inspired by [3] that highlights how developers who have completed software testing
courses see the benefits of software testing and are generally more motivated to per-
form software testing. Finally, education about cognitive biases is suggested since
[33] and [58] highlight how knowledge about biases serves as a mitigation to the
bias.

6.3.3 Plan Definition

The main structure and most of the recommendations included in the Plan Definition
axis were kept as presented in the original framework. This axis’s importance was
supported by the literature and interviews conducted at the company. During the
interviews, the need to decide on testing procedures and communicate them through
the organization was clearly expressed. There was a general uncertainty about the
testing process, resulting in feeling unsure about the quality of the code. Straubinger
and Fraser present a solution by stating that thorough testing gives developers peace
of mind, providing a feeling of security [3]. This was supported during the interviews
where developers expressed they would feel safer if more testing was introduced at
the company.

Even though the plan definition axis was deemed appropriate in the original frame-
work, several aspects were added to enhance the activities. Some of the added
aspects have their foundation in the current research in Behavioral Software engi-
neering, considering how human aspects affect the planning process. Participatory
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decision-making and retrospective meetings were recommended since they have been
shown to ameliorate the effects of availability bias on effort estimation and decision-
making [33]. It has also been shown that decision-makers struggle to adjust to new
or changed environments because they are anchored on their outdated understand-
ing of the context [33]. The practice of retrospective meetings can also reduce this
difficulty. The interviews revealed a lack of space to bring up ideas for improvements
and reconsider previous decisions. This problem is also tackled by the recommenda-
tions on creating opportunities for participatory decision-making, as well as defining
clear roles and responsibilities for the testing process.

Another aspect added was the recommendation to use the estimation technique
Planning Poker when estimating a time budget for testing activities since it has
been shown to mitigate anchoring and adjustment biases [33].

Furthermore, the recommendation to formulate a clear Exit Criteria was made, given
that the lack of specific quality goals can result in misguided assumptions about code
quality and the overall necessity of testing [3]. It was also recommended to encourage
testing activities early in the development process since this contributes to decreasing
testing costs and improving efficiency [13]. Introducing traceability early on was
recommended since it will ensure that all requirements are covered when applying the
defined testing process, facilitating the identification of any missing or incomplete
tests [94]. Another recommendation is to combine testing and development activities
since individuals who are not only involved in testing activities have been shown to
have lower confirmation bias, making them better testers [59]. Concerns about
when and where to test were revealed during the interviews. These aspects were
not included in the original framework but were considered necessary. Therefore,
"When do we test?" and "Where do we test?" were added.

The findings in the literature revealed a common problem in small organizations:
employees exhibit a high degree of self-trust and place significant emphasis on per-
sonal responsibility [9]. This phenomenon can manifest to the extent of employees
feeling exempt from adhering to rules. This characteristic was also present in the
analyzed company, where much emphasis was put on personal responsibility. The lit-
erature also indicates the common existence of flat organizational hierarchies in SME
environments, where roles and responsibilities are often unclear. This characteristic
was also observed at the participatory company, where testing responsibilities were
not assigned to any specific person. These issues are yet another reason for creating
a clear testing plan.

6.3.4 Affected Test Levels

This axis is only slightly adjusted compared to the original framework. This is be-
cause this study’s findings align with this aspect in the original framework, strength-
ening this axis even further. Since testing on different levels targets different po-
tential problems, this is a valid axis to include. The interviews at the participatory
company highlighted that they miss testing on some levels, for example, testing API
calls, which also argues the importance of including a reminder about different test-
ing levels in a complete framework. The original framework included suggestions
about specialized testing needs and considered prioritization of test cases. These
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two suggestions were removed from this axis since they were assessed to belong to
other axes instead; Plan Definition and Test Activities, respectively.

A rule of thumb on how to prioritize the amount of testing performed on each
level was added to the transition matrix from No Implementation level. This was
because the literature review showed that lower-level testing is the fundamental core
of testing and should be carried out in the early stages of testing [15]. It was also
adjusted to include integration tests at the Partial Implementation level since the
original framework received feedback from an expert group that integration tests
should be carried out in conjunction with the early unit tests.

6.3.5 Definition of Test Cases

The Definition of Test Cases axis was also to a large extent kept as in the original
framework. Nevertheless, some recommendations were added to enhance the existing
framework. Once again, research in the field of BSE and considerations of how
human aspects affect the testing process stand as the foundation for many of the
changes introduced in this axis.

There is strong evidence of confirmation bias among software developers regardless
of their level of expertise [58]. This bias explains the tendency among software
testers to create and execute test cases that affirm the anticipated functioning of
the program rather than conducting tests that uncover defects [33]. To mitigate this
bias, the concept of a fully specified test case was introduced. This recommendation
was based on the discoveries of the paper "Analyses of factors related to positive
test bias in Software Testing" [58]. This study states that the effects of confirmation
bias appear to be mitigated by using more complete specifications. Using debiasing
techniques, such as playing devil’s advocate, was recommended based on the findings
in the paper "Cognitive Biases in Software Engineering: A Systematic Mapping
Study" [33]. This paper recommends using direct questions through a checklist
to mitigate overconfidence and optimism bias. These recommendations align with
trying to break the system instead of trying to write perfect test cases, which is also
encouraged in the mentioned study. The recommendation of agreeing on a standard
format for test specification early on was also added, given that a standard format
makes test cases reusable and self-sufficient [43].

6.3.6 Test Activities

This axis was extended with new aspects compared to the original framework. The
original framework only highlighted static and dynamic testing, which are funda-
mental test activities but are not hands-on themselves. This framework extends the
suggestion by including examples of appropriate testing techniques to apply in the
testing activities to inspire more concrete activities. The interviews highlighted the
importance of regression testing, which is why it was added to the first transition
matrix. Risk-based testing was also added in the first transition matrix because
of the incitement provided by the ISO/IEC/IEEE standard [12]. Mutation testing
was included since the literature review highlighted that developers tend to desire
feedback on how good their tests are [15]. Exploratory testing was added in the
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first transition matrix since it is easy to conduct and is, therefore, a good start for
testing. However, this methodology is prone to human biases, and the tester could
miss important aspects, which is why we suggest several other techniques as well,
with the ambition that the techniques can compensate for each other’s limitations.

6.3.7 Traceability

The traceability axis was kept as in the original framework, and no considerable
charges were deemed necessary. The existing literature supports the critical role of
traceability in software maintenance and evolution activities. The literature reveals
that companies utilizing traceability were more efficient in completing maintenance
tasks and generated more accurate solutions. This evidence suggests that traceabil-
ity can reduce the workload associated with maintenance activities and enhance the
overall quality of software maintenance [95].

6.3.8 Test Environment

This axis was extended compared to the original one. It is a critical axis to include
since a testing environment is fundamental for executing tests on a broader scale
and to be able to automate them in the shared repository. Test harness and service
virtualization were explained since these concepts are not guaranteed to be under-
stood by the intended reader, which was revealed during the company workshop.
The company interviews highlighted the problem of flaky tests, which is why the
axis was extended with a suggestion about mocking external dependencies, such as
a test database. It was added that the database should be shared since [43] pin-
points this to be valuable since several developers have the same needs regarding
testing data. A hint about integrating tests into the CI/CD pipeline was added
since automation is considered a critical part of the test environment, according to
the literature. More elaborated motivations about automation and CI/CD pipelines
are presented in Section 6.3.11.

6.3.9 Testing Tools

Argiiello et al. [1] highlight several benefits of testing tools: they improve the
efficiency of testing activities by automating the manual, repetitive, or resource-
intensive tasks (for example, running regression tests); they support manual test-
ing activities throughout the testing process; increase the reliability of tests; they
improve quality by allowing more consistent testing and a higher level of defect re-
producibility. Additionally, the literature review suggested keeping the tools simple
and easy to learn [15] [43], which is why the axis was extended with this proposal.
Toroi et al. [43] also pinpoints that proper management of people is important when
applying tools, which is why it is addressed in the framework. Due to the emphasis
on unit testing in the literature, tools for automation of unit testing were explicitly
brought up in the first transition matrix. Tools supporting different types of code
coverage were discussed in the axis to shred light onto different aspects that indicate
how well the tests cover the product under test since this was concluded a desire in
Torkar and S. Mankefors-Christiernin’s study [15].
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6.3.10 Code Quality

The code quality directly influences the codebase’s testability, and poor code quality
increases testing costs. Code quality contributes to the code’s comprehensibility, a
fundamental factor for testing activities. Therefore, code quality should be consid-
ered when streamlining a testing process and was added as an axis in the framework.
Fraser and Straubinger [3] highlight that a common opinion among developers is that
they are reluctant to test other developers’ code since it can be hard to understand
someone else’s code. Similarly, the company interviews revealed that developers
found it hard to comprehend the code, and the company has no clearly communi-
cated code style. This is why the framework forces standardization of code style in
the first maturity transition. Tools are suggested since they can help the developer
follow code standards. Pair programming is recommended since experimental re-
sults made by Williams et al. [46] indicate that it achieves higher code quality, no
matter the expertise level of the developer. The importance of modular code was
explicitly added since the interviews at the participatory company revealed that the
testing was prohibited because of monolithic code architecture.

6.3.11 CI/CD Pipeline

This axis was added to the framework since the literature and the participating com-
pany highlight the importance of making testing as close to non-events as possible,
with automation being a trending topic of interest. The interviews revealed that
developers at the company do not want to take time and effort from development
to testing, which encourages leaving the testing to the CI/CD pipeline. Literature
about motivation among developers explicitly encourages integrating tests into the
pipeline since many developers think testing is tedious and challenging to do man-
ually [3], causing it to decrease work satisfaction. Kituyin and Amulen [9] also
mentioned the difficulties balancing improvement efforts and ongoing development
activities in SME environments. Automating the testing process can contribute to
alleviating these difficulties. Literature also highlights how code quality and De-
vOps are closely related [10], leaving DevOps to be closely related to testing since
code quality and testing are intertwined. CI/CD pipelines are practices within the
DevOps framework, which makes it an approach to engage with code quality.

The analysis at the company resulted in an understanding that test execution time
is a critical factor. To target this, optimization techniques are (again) encouraged
to shrink the test suite execution time. The advice to ensure that the same tests
do not run multiple times, if not having arguments for it, was also added because
of the company analysis since this was a contributing factor to the company’s test
execution time. Additionally, interviews at the company led to the addition of
regularly updating the set of tests selected for automation. This aims to keep the
tests updated with the evolution of the code base.

6.3.12 Feedback

The Feedback axis was highly inspired by the original framework since it received
no constructive feedback. However, it was reformulated to address the problems
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of SMEs more explicitly. More concrete actions are suggested in this extended
framework instead of the fairly abstract ones provided by the original framework.
For example, "Generate reports of internal defect" was reformulated into two hands-
on steps; 1) "Establish metrics, such as code coverage and number of failures" and
2) "Integrate tools or procedures for extracting the metrics". This was done based
on the literature review showing how SMEs struggle to apply abstract guidelines.
Additionally, it was explicitly addressed in the description of the axis that the term
"reports" does not necessarily mean reports in paper format. This was done since
using the word without explanation leaves the interpretation to the ambiguity of the
word, and the literature review highlighted how extensively paper format reports
do not suit SMEs since they do not have the resources to manage a lot of extensive
documents.

The middle maturity level was adjusted to include external reports, given the evi-
dence of the participating company’s substantial integration of customer feedback
juxtaposed with its limited incorporation of internal feedback. Therefore, it was
concluded that it is possible to practice external reports without being at the top
maturity level.

6.3.13 Developer Motivation

Motivation has been reported to have a pivotal impact on productivity and software
quality management. However, motivation continues to be undervalued [39]. Low
motivation can result in inadequate testing and the overlooking of software flaws
[40]. This perspective is corroborated by Shah et al. [36], showing that testing
quality is significantly influenced by the motivation of testers and the recognition
of their testing efforts. Given the importance of motivation for successful testing
activities, the axis developer motivation was added to the framework.

Many of the recommendations proposed in this axis aim to increase recognition of
testing efforts. Recognition is pivotal when applying SPI strategies [9]. Straubinger
and Fraser found in their study "A Survey on What Developers Think About Testing'
[3] that nearly 60% of participants would test more if better recognized. Working
towards increasing the status of testing activities and providing positive feedback
when failures are reported are recommended in the framework as impact strategies
to offer recognition.

The study "Challenges and strategies for motivating software testing personnel” [11]
proposed a series of motivational factors in software testing that were added as
recommendations in this framework. Recommendations such as combining testing
responsibilities with development, encouraging good relationships between manage-
ment and colleagues, and ensuring various engaging and challenging tasks were all
found to be contributing factors to developer motivation. Pair programming is
considered an enjoyable activity for both student and professional programmers,
improving their job satisfaction and overall confidence in their work [46]. Given the
advantages of pair programming, this practice is also recommended in this frame-
work to increase motivation.

Recommendations aimed to facilitate the testing efforts were also added to the
framework with the ambition to increase developer motivation. A need to reduce
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the threshold for testing was expressed during the interviews. Some of the sugges-
tions made to achieve this were providing test examples to follow and having a test
strategy defining what and how to test. Supporting this, findings in the literature
point out that many developers would engage more in testing if it were technically
easier [3]. The utilization of code quality metrics was also considered a motiva-
tional factor in the testing process, given that motivation to test can be influenced
by the awareness of the quality of the code [3]. The recommendation to set aside
time destined for testing activities was also supported by the literature as a moti-
vational factor. It was corroborated during the workshop session when a group of
the participants reflected on how they would disregard testing if they already felt
stressed by development work. Setting specific time aside for testing was considered
an important measure.
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Results: Evaluation of company
after Framework application

This chapter presents the progress of the company’s testing process once the fi-
nal proposed framework was outlined. First, Section 7.1 presents the diagnosis of
the state of the company’s testing process before the framework was implemented.
Continuing, Section 7.2 expresses what aspects of the framework were targeted for
improvement in this specific study. Finally, Section 7.3 presents the evaluation of
the framework application together with the refinements the evaluation triggered,
by providing results of software metrics and the outcome of interviews performed
after the application. Additionally, a diagnosis matrix of the testing process after
the framework application is presented, to highlight the progress throughout the
maturity levels. The chapter ends with a summary of the evaluation phase.

7.1 Diagnosis before Framework application

The analysis of the participating company resulted in an understanding of the testing
process at the site. Table 7.1 showcases the assessment of the process in terms of
the framework.

Axis No Implemen- | Partial Imple- | Full Imple-
tation mentation mentation
Testing knowl- | Limited High-level —un- | Continuously
edge derstanding, not | shared and
maintained maintained
within the
organization
Plan definition No plan Informal plan Formal Plan.
The plan s
continuously
maintained and
evaluated.
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Affected test lev-
els

Definition of test
cases

Test activities

Traceability
Test environ-
ment

No testing

No specific test-
ing environment

Deliberate  use
of test levels.
Mainly unit
testing, some
integration and
system testing

Comprehensive
unit, integration
and system tests
and higher level
tests

Testing tools

Code quality

CI/CD pipeline

Feedback

Developer moti-
vation

Non-specific
tools

No tests in-
cluded

High-level  def-
inition of test
cases

Partial
ability

trace-

Introduced
guidelines

Some internal
and/or external
defect reports

Fully  specified
test cases

Static and dy-
namic tests com-
bined. Carefully
selected testing
techniques

Full traceability

Testing in a
suitable environ-
ment

Extensive  pro-
cess automation

Full codebase
adhere to guide-
lines

Optimized tests

Extensive inter-
nal and external

defect  reports.
Progress and
process reports

and activities

Activities to
enhance testing
motivation have
been introduced

Developers are
motivated and
recognized  for
testing activities
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Table 7.1: The gray cells indicate at which maturity levels the company is assessed
before framework application. When two levels are colored on the same axis, the
company is partly in both. Some improvement activities are left to be performed at
the light gray level before transitioning to the higher level.

The table illustrates that the testing process was fairly immature, with no axis at the
"Full Implementation" level. This suggested several areas of improvement. Testing
knowledge is assessed as "Limited", which could explain why the rest of the axes are
not considered to a greater extent. Without knowledge about what software testing
could achieve, it is not surprising that no rigorous testing process is established.

7.2 Framework Application

The framework axes applied at the company are listed below. As mentioned in the
methodology chapter, not all axes could be applied during this study due to resource
constraints.

o Plan definition

e Definition of test Cases
o Test Activities

o Code Quality

« CI/CD pipeline

e Developer motivation

Table 7.1 showed the diagnostic matrix of the company before the framework ap-
plication, and the improvement activities for reaching the next maturity stage were
applied at the selected axes. The only corresponding improvement activities that
could not be performed in the covered axes due to the scope of the study were:

» Plan definition - "Define and communicate roles and responsibilities for testing
activities. Assign someone responsible for the software testing"

e Code quality - "Pair programming is encouraged"

o Developer motivation - "Encourage a good relationship with management and
colleagues"

The CI/CD pipeline improvement activities were only addressed on a small scale,
in a separate branch. Two suggestions for utilizing build scripts were showcased
to exemplify how different optimization techniques could be used (covered in the
"Testing activities" axis). It was shown how GitHub action build scripts can be used
to prioritize test cases. It was also demonstrated how selecting an appropriate subset
of tests could be automated. Two options were provided as alternatives to choose a
subset of tests, one based on the functionality that had been changed (Integration,
Automation, etc) and the other based on the specific files that had been changed.
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The instructions given to the developer performing the framework application con-
tained a detailed description of how to address the testing. Requirements for the
module, an example of a high-level test case, test specifications techniques and exit
criteria to follow, what code quality tool to use, coding standards, and an explana-
tion of how to use mutation testing were given. The mentioned instructions can be
found in Appendix M. The code review instructions from the framework provided
to the other developer reviewing artifacts can be found in Appendix N.

The customized suggestions presented to the management contained propositions
covering overall decisions about the testing process. Topics involved were how to
utilize GitHub actions respectively TeamCity efficiently, how to maintain structure
in the testing process, and different optimization techniques in the build scripts were
showcased and discussed, and recommendations regarding flakiness in the specific
setup were given. The specific recommendations can be found in Appendix O. How-
ever, company-specific details such as detailed code, terms, and names are removed
from the version provided in the appendix due to the company’s privacy desire.

7.3 Framework Evaluation and Refinements

This section delves into the evaluation of the developed software testing framework
and the refinements the evaluation initiated. The evaluation aimed to provide a
holistic view of the framework’s effectiveness, applicability, and impact on improv-
ing software testing practices within a collaborative company setting. The general
feedback during the evaluation phase was positive. The different evaluation com-
ponents hint towards a more complete testing framework, hence some areas of im-
provement were identified. These concerns were mainly found during the interview
with the management team. The framework addressed the concerns, and a final
framework was established. This section presents the evaluation results, together
with the refinements performed as the suggested areas of improvement were raised.
First, the insights gathered from the semi-structured interview with the developer
that applied portions of the framework are presented. The interview is comple-
mented by an analysis of the artifacts resulting from the developer’s application
of the framework. Following, the results of the semi-structured management in-
terview are presented. The metrics collected post-framework application provide
concrete data on the results from adopting the framework’s recommendations, and
they are presented in Section 7.3.4. Finally, the diagnosis matrix of the company’s
test process after the partial framework application is presented to illustrate the
improvements.

7.3.1 Developer Interview

This section summarizes the feedback from the developer who implemented parts
of the framework. Firstly, the overall reception of the given recommendations is
discussed, followed by criticisms received and possible implementation challenges
brought up by the developer. This section continues by discussing the adherence to
the given recommendations and the observed deviations from the framework during
implementation. Lastly, the feedback received about the recommended automation
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testing strategies is discussed. This section ends with commenting that the frame-

work was not refined based on this evaluation. The main takeaways are summarized
in Table 7.2.

The developer provided generally positive feedback, appreciating the framework’s
guidance throughout the testing process. He noted, "It was useful to have a guide
to follow". The recommendations were deemed complete, as the developer was not
missing any specific steps. He expressed a willingness to continue using the frame-
work, highlighting its role in enhancing code quality through testing, although at
the expense of time. A highlight from the interview was the developer’s satisfaction
with the high-level test cases, which he deemed to facilitate organizing the work and
provide a structured approach to testing. However, the developer expressed concern
about whether others would deem this step too time-consuming and, therefore, skip
it. The developer expressed that adopting the framework would lead to better test-
ing of the codebase. Still, he also mentioned that the company needs more time to
conduct thorough testing. He suggested that "on a small scale," certain parts could
be effectively implemented. He also expressed how he felt more confident about
the code after testing, believing more testing would provide a sense of security for
developers.

Regarding the results from the framework implementation, the developer was gen-
erally pleased with the resulting test cases. Writing tests helped him assess the
quality of the code, finding potential issues he would have liked to fix. Furthermore,
the developer expressed how the framework encouraged motivation, like following a
"to-do list," making the testing process more engaging.

While the feedback was predominantly positive, the developer identified specific
challenges, particularly with ReSharper’s standard settings not matching the com-
pany’s recommended conventions. Additionally, the large codebase and previous
lack of adherence to a coding standard posed difficulties in utilizing ReSharper ef-
fectively. This mismatch exemplifies how not all recommendations in the framework
fit all companies and the great need to adapt the recommendations to the spe-
cific context. He expressed his willingness to recommend the framework to others,
emphasizing its comprehensive coverage of testing aspects and its role in ensuring
product functionality. The developer underscored the framework’s accessibility, in-
dicating that it did not present a high barrier to entry for him but that it could
be a threshold for others lacking testing knowledge. This distinction highlights a
crucial aspect of the framework’s deployment; its usability is directly affected by the
familiarity of those applying it with testing principles.

The developer’s adherence to the given recommendations is vital to assess since
it affects the relevance of his feedback. It will now be covered. The developer
followed the framework’s guidance on high-level test cases and unit testing but
faced difficulties with integration testing due to time constraints and the necessity
of setting up database connections. He employed techniques such as "breaking the
system" and found equivalence classes helpful in generating a broad set of input data
for testing. Nevertheless, it is interesting that he deliberately chose not to test all the
test cases he could come up with, considering that certain cases are unlikely to occur
in a real-world implementation. He pointed out that "happy testing" should also be
highlighted as important since it is crucial to ensure the system works as intended.
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This is already covered in the framework as it prompts testing both valid and invalid
input data, so this feedback did not result in any changes to the framework.

The developer also shared valuable insights into his experience with mutation test-
ing. The developer noted, "Testing by mutating the code and checking that the
tests did not pass proved beneficial, especially when writing tests after the fact".
Despite recognizing the utility of mutation testing in evaluating the test cases’ effec-
tiveness, the developer expressed a preference for Test-Driven Development (TDD).
He acknowledged that while mutation testing remains valuable, its importance di-
minishes in a TDD context because "the tests would have failed from the beginning,"
highlighting the proactive detection of issues inherent in TDD. His favor for TDD
is coherent with the framework as it suggests that the plan definition could include
TDD if it suits the specific context.

The developer acknowledged he did not follow every step in the recommendations
thoroughly. The Exit criteria were not fully fulfilled. He did express, "l should
have followed the Exit criteria better; I missed commenting on my test." He also
expressed that the requirements given in the Exit criteria were reasonable and that
commenting on the code could help explain complicated flows.

In summary, the framework was highly appreciated by the developer and did not
receive any concrete suggestions for improvements, hinting towards a more complete
framework. However, he pointed out some challenges faced during the application
process. Nevertheless, these challenges did not result in any refinements of the
framework since the challenges were deemed too context-specific to be relevant for
the broad audience of the framework.
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Category

Feedback

Overall Reception

o Framework provided useful guidance

o No concrete suggestions for improvement were
received

o The challenges faced were context-specific

Positive Feedback

e The given recommendations were complete,
with no missing steps

e The framework enhances code quality through
testing

e The use of high-level test cases was considered
to provide a structured approach to testing

o The testing activities resulted in increased de-
veloper confidence and a sense of security

o Positive to the use of Mutation testing

o The importance of Exit Criteria and code com-
ments was acknowledged

Criticism and
Challenges

o Concerns about time-consuming steps that oth-
ers would potentially skip

e The company lacks time for thorough testing,
but the framework could be adopted on a small
scale

o The large code base and previous lack of coding
standards pose difficulties for testing activities

e The framework’s usability could be affected by
the developers’ previous testing knowledge

o Test-driven development (TDD) was preferred
for proactive issue detection

Table 7.2: Summary of feedback received during Developer Interview.
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7.3.2 Artifact Evaluation

The artifacts resulting from the developer implementing parts of the framework
were two test methods and corresponding high-level test cases. In this section, the
artifacts are evaluated to assess how well they mirrored the framework recommenda-
tions and the subjective experience of the developer. The evaluation of the artifacts
is centered around five key aspects:

Adherence to Requirements: The artifacts partially adhere to the specified
requirements. The functional requirements for both tested methods were thor-
oughly assessed; however, the non-functional requirements were not explicitly
addressed.

Correctness of chosen test levels: The selection of test levels for the
evaluated methods demonstrates a clear understanding of their scope, with
both methods appropriately tested at the unit level. This decision is justified,
considering the nature of the methods to be tested. Nevertheless, other rec-
ommended methods to test were omitted, given they required testing at the
integration level.

Completeness of high-level test cases: The high-level test cases generated
during the evaluation process are comprehensive, adhering to the structured
provided format of an objective, test steps, and expected results.
Equivalence class partitioning and Boundary value analysis: The im-
plementation of equivalence class partitioning and boundary value analysis
was not fully realized. Certain edge cases, such as null or empty input param-
eters, were overlooked. An example is how testing a long string as input was
disregarded since the case was considered unlikely to happen in a real-world
scenario. This oversight suggests a potential for undetected errors in edge case
scenarios, undermining the robustness of the artifacts.

Adherence to Exit Criteria: The artifacts did not satisfactorily meet all the
exit criteria. The lack of comments within the test methods and incomplete
coverage of equivalence classes and boundary conditions indicate a deviation
from the established guidelines. This deviation reveals a gap between the
developer’s intended testing strategy and the actual implementation. The
developer acknowledged during the interview that he did not thoroughly follow
the exit criteria to consider his testing efforts completed.

While the artifacts exhibited good quality, there was a gap between the framework
recommendations and their implementation. Aligning more closely with the frame-
work recommendations would have ensured a more thorough and effective validation
of the system under test. It is essential to notice that the time available for this
implementation was limited, which potentially affected the resulting artifacts.
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7.3.3 Management Interview

The general perception expressed during this interview was positive. All participants
clearly expressed the relevance of the recommendations. However, some were deemed
more applicable than others. The aspect of resource limitations was a topic that
permeated the whole interview, which was no surprise due to the nature of an
SME. This appearance justifies the added stage of contextual arguments in the
framework application process. During the interview, each recommendation was
discussed separately in depth. The discussions are summarized in Table 7.3. Certain
feedback initiated refinements of the framework when the feedback was not too
context-specific. The refinements are:
o Advice about hindering old habits was added to the Testing Tools axis
o The chosen sets of tests that run on build scripts should be updated regularly
to keep the test process updated was added to the CI/CD Pipeline axis
o The motivation of the Plan Definition axis was extended with the relevance of
retrospective meetings from the company perspective

Category Feedback

Overall Reception

o Generally positive feedback, all recommen-
dations were deemed relevant, though some
more applicable than others

Recommendation #1

e Agreement on the importance of clear file
naming and organization

o It was suggested to ensure following conven-
tions by automatic checks, which is already
proposed in the framework

Recommendation #2

o Well received in theory but practical chal-
lenges due to organization politics

o There was resistance to introducing Pull Re-
quest in the standard workflow due to per-
ceived delays in feature delivery

o The resistance to PR’s could be due to unfa-
miliarity with working with git. Discussing
this again could lead to other decisions

e Suggestion to introduce a pre-push command
was rejected due to long building time

o If they would begin to use PR’s they would
like to lock the main so that it would not be
possible to push to it, to hinder old habits
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Recommendation #3

Well received, agreeing on the need to have
independent test cases

The time necessary to implement this rec-
ommendation was acknowledged, but it was
deemed justified by the long-term benefits

Recommendation #4

Well received, agreeing on the need to have
higher code coverage

It was suggested to assign simpler tasks, such
as writing unit tests, as summer jobs

Recommendation #5

The recommendation was highly encouraged
It was proposed to assign responsibility for
regular review of test failure statistics

Recommendation #26

The general recommendation of running a
subset of tests was well-received

It was preferred to run a subset of tests based
on the edited files

Test subsets based on branch naming were
deemed unreliable

Recommendation #7

The recommendation was praised for its ap-
plicability and value in prioritization test
cases

Table 7.3: Summary of feedback received during Management Interview.
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7.3.4 Software Repository Mining

Table 7.4 illustrates the results of mining the module under test during the frame-
work application. Fewer metrics were gathered after the framework application
compared to prior framework application, which is motivated in Section 4.6.3.

Metric Quantity

Documentation of Tests/Code 0

Number of requested changes 5 requested changes. Comprehen-

/comments in code review sive feedback on the overall code.
The comment consisted of around
120 words.

Code Quality Issues 140 per 651 loc

Table 7.4: Metrics from mining a module of the repository after framework appli-
cation.

The metric Documentation of Tests/Code quantifies what the developer confessed
during the interview; he did not comment on the code he produced even though
the framework suggested that he do. This leaves the aspect of commented code not
improved by the framework. However, it could be the case that this result is not a
consequence of the framework but rather a consequence of other intruding factors in
the field experiment. For example, the developer was under time pressure, leaving
stress a prominent factor for his behavior.

The Number of requested changes /comments in the code review shows a drastic
improvement. The number of requested changes is increased compared to before the
framework application, where zero requested changes were identified. Additionally,
the 120 words compared to two in the previous code reviews indicate a more delicate
review when using the framework.

Finally, it is difficult to tell if the amount of Code Quality Issues has decreased with
the framework applied. If comparing with the code quality issues for component
number 1 before the framework application, which had 110 per 663 loc, there is
no improvement, rather an impairment with 4.9%. However, it suggests a clear
improvement compared to component number 2 prior to framework application,
which had 113 per 280 loc, making the module after framework implementation
20% better in terms of code quality issues.

7.3.5 Diagnosis after Framework application

Table 7.5 shows the diagnosis matrix evaluated after the framework application. It
highlights how the company reached at least one maturity stage higher than before
conducting the improvement activities in the respective axis.
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Axis

Testing  knowl-
edge

Plan definition

No Implemen-
tation

No plan

Affected test lev-

els

Definition of test No definition of
cases test cases

Test activities No testing

Traceability
Test environ-
ment

No specific test-
ing environment

Partial Imple- | Full Imple-
mentation mentation
High-level un- | Continuously
derstanding, not | shared and
maintained maintained
within the
organization
Formal Plan.
The plan is
continuously
maintained and
evaluated.
Deliberate use | Comprehensive

of test levels.
Mainly unit
testing, some
integration and
system testing

Static or dy-
namic tests.
Some test-
ing  techniques
applied

unit, integration
and system tests
and higher level
tests

Testing tools

Non-specific
tools

Code quality

Not considered
or evaluated

Partial
ability

trace-

Fully  specified
test cases

Full traceability

Testing in a
suitable environ-
ment

Extensive  pro-
cess automation

Full codebase
adhere to guide-
lines
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CI/CD pipeline No tests in- Optimized tests
cluded

Feedback Some internal | Extensive inter-
and/or external | nal and external
defect reports defect  reports.

Progress and

process reports

and activities

Developer moti- | No efforts have Developers —are
vation been made motivated and
recognized  for
testing activities

Table 7.5: Note that three improvement activities, mentioned in Section 7.2, were
overlooked.

7.3.6 Framework Evaluation Summary

The framework’s implementation marked a shift towards more structured and effec-
tive testing practices. The feedback was generally positive, highlighting the frame-
work’s utility in providing clear guidelines. Post-implementation, there was an ob-
servable improvement in the testing process, with six axes advancing in their ma-
turity level. However, not all axes could be implemented and evaluated, suggesting
areas for future work. Based on the feedback and challenges encountered, several
refinements were made to the framework. The refinements were not extensive as the
framework was found to cover most of the necessary aspects already, demonstrat-
ing that the framework starts to convey toward completeness. These results hint
toward a framework that not without its challenges, promises to be applicable and
contribute to the industry.
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Discussion

In this chapter, the method and result of this study are critically discussed. First,
Research Question 1 (RQ1) and Research Question 2 (RQ2) are examined by dis-
cussing the final framework and how it responds to the questions but must not
necessarily be the only possible solution. Following, the methodology is deliberately
addressed in Section 8.2. How the approach was sometimes reconsidered to adapt to
the context is discussed in Section 8.3. Research Question 3 is examined in Section
8.4 when the impact of the refined framework while applying it to the participating
company is discussed. The subsequent section approaches threats to validity by
addressing reliability, conclusion, internal, construct, and external validity. Follow-
ing, Section 8.6 delves deeper into the aspect of generalizability by discussing the
analytical generalizability of the findings. The chapter ends with encouragement for
future work.

8.1 Final Framework

This study resulted in a testing framework for Small and Medium-sized Enterprises
within the software developer industry. The evaluation highlights that practitioners
in the industry encourage the framework. The framework relies heavily on a test-
ing framework proposed by Argtiello et al. [1]. Their framework received positive
feedback from an expert group, which makes it a stable foundation for extension.
This study complements their framework evaluation by applying part of the final
framework in a real context. The final proposed framework is closer to a complete
testing framework than the foundational framework, including human aspects, pre-
viously overlooked technical aspects, and further adjustments to the SME context.
However, it can not be guaranteed to be fully complete. This is mainly because of
the limited literature in the area of human aspects related to software testing.
BSE principles and human aspects were integrated into the testing framework from
different angles. It was addressed in the existing axes when appropriate gaps were
found. This is reasonable since human aspects affect every software development
activity and is not an isolated topic that should be addressed in isolation. BSE is
an emerging field of research, and the included BSE aspects are probably not the
exhaustive list affecting the software testing process. This specific area is therefore
encouraged to delve deeper into.

The analysis of the participating company, together with the literature review,
clearly highlights the need for clear guidance in the software testing process, which
underscores the importance of the resulting framework of this study. The study has
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outlined twelve axes fundamental to consider when improving the software testing
process. The outlining and definition of the axes are valuable for software companies
since software testing is an emerging activity that needs to be streamlined as society
expects high quality of today’s software systems.

The final framework includes four axes added by this study: Testing knowledge,
Code Quality, CI/CD Pipeline, and Developer Motivation. All of these were ad-
dressed since the analysis of the participating company revealed these prohibited
the maturity of their testing process. However, this raises the question as if con-
ducting this study in collaboration with another company, other axes might have
been suggested instead. This reasoning motivates similar studies to be performed
in different contexts.

Even though the framework aims to be concrete and hands-on, it is still abstract
and general in some aspects. The abstractness prohibits the ease of applying it.
Many aspects of the framework are context-specific, which makes it impossible to
give concrete advice that suits several contexts. For example, the Plan definition
axis needs to be customized depending on the work management at the specific
site. A waterfall setting requires certain adaptions unsuitable for an Agile workflow.
The abstractiveness could be solved by limiting the scope to be customized for a
particular context. However, this was deemed to not provide sufficient value to
either the research field or the industry to conduct a rigorous study for such a
limited target.

Despite the framework being tailored for SME environments, some of the axes and
their compatibility in the SME context could be debated. For instance, the Plan
Definition axes suggest having a formalized testing plan, and the axis Definition of
Test Cases recommends having test cases with complete specifications to reach the
highest maturity level. These recommendations could be considered to conflict with
the limited resources and the fast development pace in SME environments. However,
the resulting framework aims towards flexibility, particularly by adding the Contex-
tual adjustment step. This step allows companies to tailor improvement activities
to their specific context, making the framework more practical and applicable to
various SME settings. Moreover, the framework recognizes that the optimal goal of
reaching the highest maturity level may not be reasonable for all contexts. Neverthe-
less, the recommendations mentioned were kept, given that the original framework
was already tailored for SMEs and received positive feedback. Additionally, given
the variety of companies that fall under the SME categorization, it is reasonable to
assume some organizations will aim toward more formal and ambitious goals. The
intent is not to enforce rigid standards but to provide a structured approach that
can be scaled and modified as needed.

Ending this section, it is worth addressing the critics of CMM and TMM families
and how it does not apply to the proposed framework. The main issue with CMM
is that it is too complex for SMEs. It requires more resources than usually available
in an SME context and is too documentation-heavy to be easily applied. The CMM
and TMM families encompass five maturity levels and around 20 process areas in
which to mature, with a vast amount of documentation for each. This results in
several hundreds of pages to cover. The proposed framework of this study only
consists of 3 maturity levels and 12 axes with concise documentation, ending up
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with around 30 pages of documentation. This is heavily condensed in compression
to the CMM and TMM families, with the ambition to fit the timely resources of
SMEs. Additionally, it is observed that companies commonly fail to mature in the
CMM and TMM levels, probably because of the staged approach [14]. The pro-
posed framework of this study aims to ease the process of maturation by providing
a continuous approach, where all axes must not be in the same maturity stage. As
mentioned before, the Contextual adjustment step was also added to the implemen-
tation process, addressing a common challenge faced by SMEs: lack of resources.
These adaptations, proposed by the resulting framework, are considered to facilitate
testing process improvement activities compared to the CMM and TMM families.
Our final proposed framework has been evaluated to ensure clarity and that it can
be easily followed by practitioners in the field. The contextual adjustment step,
which includes a stage of resource assessment, has been added to the cycle of the
framework application to include resources as the foundation of improvement activi-
ties. Additionally, the framework has been proposed in a lightweight way, aiming to
leave only the core aspects of the framework and adding theory, examples, or other
interesting artifacts as appendices that easily can be overlooked. The framework
has only been partially applied in a natural context. Nevertheless, the application
shows that it is possible to mature in the framework axes in a short time if the
company adheres to it. The application phase in this study was only a few weeks
with one developer, and the corresponding testing process matured in six axes.

8.2 Research Methodology

In general, the research methodology of this study was a field study approach where
a specific company served as the center of the work. Field studies encompass any
research efforts undertaken in a specific, real-world environment to examine a par-
ticular phenomenon within software engineering [63]. To investigate all of the three
research questions of the study, the field study approach was complemented with
elements of Action Research during the implementation, validation, and refinement
phases. Action Research is described as an iterative cycle where a researcher aims
to try out a theory in a real-world context, gain feedback from this experience, and
modify the theory based on the input obtained [64].

The analysis phase of the study aimed at developing a deep understanding of the
current testing process at the company and the factors influencing this process.
Following the Field study approach served this goal well, given that the authors
intended to explore the natural setting without disturbing it.

On the other hand, during the implementation phase, the authors of this study
manipulated the testing practices to observe an effect. The results from the imple-
mentation phase were evaluated, and feedback was obtained. Finally, the proposed
framework was refined. This process can best be described as conducting Action
Research. The decision to employ Action Research was considered suitable because
it facilitated a participatory research environment where both researchers and prac-
titioners could collaboratively engage in experimentation and learning. This collab-
orative stance was instrumental in ensuring that the modifications to the testing
practices were grounded in the actual needs and realities of the company, thereby
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enhancing the practical relevance and applicability of the research findings. Further-
more, the iterative nature of Action Research was ideally suited to the objectives
of this study, which sought not only to assess the effectiveness of the proposed
framework but also to refine it based on empirical evidence.

Even though the chosen methodology was considered appropriate, both the Field
study and Action Research approach present inherent limitations, especially threat-
ening the generalizability of the study. This is further discussed in Section 8.5.5.
However, the research methodology was chosen to complement and balance the pre-
vious work on the original framework. Argtello et al. [1] evaluated the framework
by a group of experts both from the knowledge area and from the industry, express-
ing their opinions about the feasibility of the framework. The framework was not
practiced in a real context in their study, and they were further encouraged to test
the proposal in a real environment as future work. In turn, our study focuses on
a real context application and does not put as much emphasis on the width of the
assessments to complement the previous work. Instead, an in-depth and detail-rich
evaluation could be offered by our setting. However, since we enhanced the previous
framework, a comprehensive sample study should be conducted to guarantee gen-
eralizability since it can not rely solely on the previous evaluation. Nevertheless, it
was neglected in this study due to time constraints.

8.3 Methodological Adjustments

Some methodological adaptions were made during the study due to the research
context. The adjustments are summarized in Table 8.1. Each adaption is presented
in the text below in the same order as in the table.

Plan Actual implementation

Observe developers during testing
in the company analysis

Inspection of commits during soft-
ware repository mining

Strong focus on software metrics
and statistical generalizability

A few extracted metrics, more em-
phasis on analytical generalizabil-

ity

Continuous assessment of devel-
oper experience during framework
application

Thorough evaluation interview af-
ter framework application

Observe developer during frame-
work application

Evaluate resulting artifacts after
framework application

Table 8.1: Summary of the methodological adjustments performed in the study.

The plan to analyze the company’s initial test process included observations of the
conducted testing. The ambition was to witness how the tester worked in its nat-
ural context. However, after the interviews were performed, the methodology was
reconsidered. This was because the interviews revealed that the typical workflow
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in the company does not include any testing activities besides developers running
the software and interacting with it, simulating end-user behavior without any guid-
ing heuristics besides intuition. Because of this, conducting an observational study
would likely not provide any valuable information compared to the effort adminis-
trating the method. However, due to this omitting, we may miss out on information
not revealed during the interviews since humans are not guaranteed to explain how
they work correctly [96]. To mitigate this concern and not solely rely on introspec-
tion, we closely inspected commits in GitHub during the software repository mining
to verify no trace of testing activities, with confirmed assumptions.

Another methodological adjustment of this study is the usage of software metrics.
At the beginning of the study, the plan was to base the verification of the frame-
work partly on metrics. It was desired to show quantitative data justifying the
effectiveness of the framework. This was performed, however, to a lesser extent
than expected. As the study proceeded, it was revealed that guaranteeing a causal
relationship between the framework application and the metrics is unfeasible due to
the nature of a cross-sectional study. The results could be a consequence of other
factors present when eliciting the metrics rather than solely the framework appli-
cation. To guarantee causality, the variables must be observed over time and not
only in a snapshot. For example, a metric we wanted to include was "Test Suite
Execution Time". However, it was decided to be neglected since it does not provide
value in a snapshot, since other factors are affecting the execution time, such as
hardware resources of GitHub actions, caching, and the number of processes that
run in parallel. Additionally, the fact that all axes could not be tested in this study
due to resource constraints made some metrics less accessible. For example, we
planned to evaluate the metric "Flakiness Score", since it could be addressed by the
framework suggestion about mocking the test database. However, the participating
company did not want to prioritize that suggestion in the application phase, and the
suggestion was therefore omitted. Therefore, measuring the flakiness score after the
framework application would not provide any value since no actions were performed
to improve the metric.

Furthermore, it had originally been planned that continuous assessment would be
performed during the framework implementation phase. It was thought developers
would be asked to log their experiences via a short questionnaire. This step was
meant to capture detailed and timely insights and mitigate the risk of recall bias.
However, the framework was implemented by a single developer who focused on
testing just one specific module of the codebase. The testing activities involved only
one class and were completed in a concise time frame, spanning just one day. Given
the limited scope of this testing effort and its short duration, the planned continuous
assessment was deemed unnecessary and ultimately not executed. This decision was
based on the rationale that the limited extent of testing, carried out over such a brief
period, significantly reduced the potential for memory-related biases to influence the
findings.

It had also been planned to carry out an observational study during the implemen-
tation phase to evaluate the framework. However, it was later decided that a better
approach would be to assess the resulting artifacts since they would mirror how
the recommendations were followed. The researchers also wanted to alleviate the
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occurrence of the Hawthorne Effect, which refers to the alteration of behavior by
the subjects of a study due to their awareness of being observed.

8.4 Impact of the final framework applied in a
real-world setting

The results obtained in this study are promising since the evaluation shows that
the proposed framework made a positive impact on the testing process. Positive
feedback was given from practitioners, and the test cases produced following the
framework were assessed to be of significantly higher quality than previous test cases.
Additionally, managers at the participating company confirmed that the framework
was also sound on an organizational level. However, the impact of the proposed
framework in a real-world setting is difficult to claim due to the cross-sectional
research setting of this study. A cross-sectional study can not guarantee stability in
the results over time, making the results of this study unsure. Additionally, only one
person applied the framework, leaving the data too scarce to guarantee conclusions.
It must be noted that when involving humans in an evaluation, other factors than the
object under evaluation can affect the results. As mentioned in Section 7.3.4, stress
could be a factor clouding the process of the framework application. For example,
the developer got instructions on how to address the application. Nevertheless, he
did not fulfill all the tasks. This leaves the results incused by his behavior, and the
result might not be a consequence of the framework itself. Still, the results indicate
that the parts he fulfilled received a positive evaluation.

8.5 Threats to Validity

Every research study has potential threats to validity. Some research settings are
especially exposed to validity threats. Among them is the case study methodology
used in this study. It is important to identify the threats, to be able to apply coun-
termeasures, and to be transparent to the audience about the limitations possessed.
Research constraints such as context and provided resources can hinder the ability
to eliminate identified threats. In this study, the analysis of validity threats was
guided by a checklist by Runeson and Host [97].

The fact that this study builds upon an existing framework, makes the result vulner-
able to the threats in the underlying framework. The underlying framework could
include situational factors that are not present in the context in which this study was
conducted. However, to mitigate the weaknesses of the foundational framework, we
verified that it only included relevant factors, with support from literature and the
experiences at the company. The axes were slightly edited in cases where we found
the suggestion unsuitable. Still, the underlying framework has not been tested in
isolation in a natural context, which leaves a concern of confidence in the findings
of it. In the following sections, we transparently acknowledge specific threats to this
study.
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8.5.1 Reliability

Reliability concerns the extent to which the data collection, analysis, and interpre-
tation of results are independent of the specific researchers. In this study, some
threats to this aspect of validity are present. Interviews were broadly used during
this study’s data collection and evaluation process. When relying on interviews there
is a risk that interview questions are unclear or worded in a way open to multiple
interpretations, leading respondents to answer the questions differently. To mitigate
this threat, the interview questions were evaluated through pilot testing. This pro-
cess helped identify ambiguities, and the feedback received could be used to refine
the question for clarity. Additionally, all interviews were semi-structured, allowing
the interviewer to add questions or discussions ad hoc as they appeared appropriate
in relation to the respondent’s answers. Therefore, the interviews are difficult for
another researcher to replicate, who acts with other respondents. The respondents’
answers are also left to the researcher’s perception, making it a threat to reliability.
However, both authors of this study independently analyzed the recordings of the
meetings to at least use two interpretations when claiming the results.

Another aspect that threatens reliability is the methodology used to categorize the
collected data into themes during the thematic analysis. There is a risk that dif-
ferent researchers would have coded the same text differently, given the width of
the subjects discussed during the interviews. To mitigate this threat, the two re-
searchers of this study worked with the same material in parallel by coding the data
separately. This process aimed at initially diversifying the interpretation of the data
to capture a broader range of insights and reduce individual bias. The researchers
then combined their findings in an iterative process to arrive at the final themes.
This stage allowed for identifying any discrepancies and finally reaching a consensus.
The iterative reconciliation helped in refining the themes to ensure they robustly
represented the collected data. It is also worth mentioning the themes themselves
are not directly correlated to the changes made to the original framework, which
supports the claim that slight variations in the coding of the collected data would
not have signified considerably different results in this study.

8.5.2 Conclusion Validity

To be able to draw reliable and correct conclusions, the data sample needs to mirror
the real context identically. However, this is seldom possible due to the nature of a
data sample. In this study, the testing process was reflected with the help of inter-
viewed employees at the company, which leaves the description of the test process
potentially subjective. Ideally, the participants should encompass a large random
heterogeneity to achieve high conclusion validity. However, this is not the case at the
company, where the subjects vary in degree of coding experience and knowledge. To
try to give a nuanced depiction of the process under investigation, purposive sam-
pling was used, as motivated in Section 4.3.1. It is a common suggestion to include
more subjects to increase the statistical power, which also applies to this study. We
decided to stop at a stage where data saturation was reached.
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8.5.3 Internal Validity

When performing the analysis of the testing process prior to the framework applica-
tion, quality metrics were assessed with the help of the software tool Resharper. The
analysis is thereby affected by the tool and how it identifies and classifies quality
issues, which can be seen as a threat to validity if the tool is not optimal. Other tools
might have received different results. However, Resharper is largely acknowledged
and provided by a trustworthy company, motivating the tool’s usefulness.

The other part of the company analysis, the interviews, also includes threats to
internal validity. In fact, the questions prepared for the interviews affect the topics
discussed during the sessions. This, in turn, affects the assessment of the company’s
testing process and the final framework, as the interviews served as a data source
for the framework. To reduce the intrusiveness, the interviews were semi-structured,
allowing them to follow the participant’s initiatives. However, some aspects were
almost not touched upon in the interviews. This could be an affecting factor as to
why some aspects were not edited notably from the original version. One example is
the axis Traceability. Nevertheless, if concerns were not raised during the interviews,
they are likely not critical, making the potentially missed revisions of the framework
less prominent.

Regarding the workshop performed during the framework development, how it was
executed might have affected the outcome and threatened internal validity. The axes
were distributed so that each was discussed by one group. This leaves the quality of
feedback to the group discussing the specific axis and also makes personal preferences
shine unevenly on the axes. For example, one group gave the same improvement
idea on all their assigned axes; to give more hands-on suggestions. This leaves the
question of whether they had also left the same feedback on other axes if reviewing
them. This could have been mitigated if all groups had reviewed all axes, but due to
time constraints, this was omitted, and instead, it was assessed as sufficient to allow
for an open discussion about each axis. The discussions were engaging and mainly
limited by the timeframe. Therefore, a suggestion for future work is to conduct
similar workshops to mine the framework even further. However, the flow of the
discussions showed a pattern of strong opinions, and significant issues were raised
in the beginning, moving on to a more detailed discussion. This motivates that the
most critical feedback was received, even though the time hindered it from being
complete. To cover for the compressed time, the participants were encouraged to
contact the authors to express additional thoughts.

The internal validity of this study is also threatened by the fact that only one
developer participated in testing the framework. This person brought his skills,
opinions, and routines to the workflow, which could affect the result. For example,
the code quality was improved after the framework application compared to one
of the code modules analyzed before the framework application. This does not
necessarily be an outcome of the framework application since the developer might
have good practices in code quality compared to the developer who produced the
code analyzed in the company analysis before the framework application, causing
the result to look better than it is. This is an example of selection bias, where
groups compared in a study (code by two different developers in this case) are not
comparable.
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Selection bias could also have been affecting the study from another angle. Namely,
the modules compared before and after the framework application were not identi-
cal, and the deviations among them could hinder the results from being objective.
For example, the code reviews performed on the different modules might not ulti-
mately require the same amount of requested changes, leaving the absolute metrics
incomparable. The first module may not need any changes to reach a flawless pull
request, making the zero requested changes optimal. (However, we found potential
for improvements in the module, making the code review imperfect.) On the other
hand, the module analyzed after the framework application might as well have been
20 changes away from a flawless pull request, leaving the five proposed far from
optimal. So, even though the code review process was improved with the framework
application, from zero to five requested changes, the absolute numbers might not
reveal the truth.

Another bias threatening the internal validity that probably existed during the study
is the volunteer bias. The workshop participants and the developer who conducted
the framework application were all selected based on their willingness to participate.
A consequence of this is that the result gathered might represent extreme opinions
since people possessing these are often more likely to volunteer for a study. However,
the workshop session did not confirm this threat, as most participants did not express
any strong opinions and were not showing signs of extraordinary commitment.

8.5.4 Construct Validity

One of the primary challenges that undermines the whole study is the scarcity of
existing research on the human aspects and their impact on the software testing
field. This poses a significant threat to construct validity since the foundation this
study is built upon in the mentioned research fields is far from complete. The
framework probably does not cover all essential factors when considering human
aspects due to the absence of complete research. Cognitive biases and motivation
were the two main aspects of this study because of theoretical availability. Including
two human aspects is more than has been included in previous testing frameworks
and contributes to the field, even though including all relevant human aspects is not
done.

The fact that this study involves human actors implies some threats to construct
validity since social threats may affect the actors. For example, evaluation appre-
hension may cause study participants to behave differently than ordinary because
they are aware they are being observed. In the context of this study, this could occur
during the interviews where the participants might frame their working practices in
another way since they either want to mask flaws or polish their appearance, also
known as Social Desirability Bias. To mitigate this, we tried to create a comfortable
environment where the participants could feel safe and clarified at the beginning of
the interview that the participants were anonymous.

Ending the discussion about construct validity threats, it is worth mentioning if the
company used for this study is the correct data source to form a more complete
testing framework. As discussed in Section 8.1, other problems might have been
identified if other companies were included in the process, resulting in a different
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framework. However, the company’s suitability is apparent, and no refinements were
made to the framework that was not deemed generally applicable. Additionally, no
prompts in the framework are purely based on personal opinions or context-specific
refinements from the company, without relying on literature as well.

8.5.5 External Validity

The prominent threat to external validity in this study is already presented briefly,
namely that the framework was only extended and evaluated with the help of one
company, making it impossible to ensure statistical generalizability of the results.
However, this threat is not surprising since the software engineering research field,
in general, is struggling with the generalizability aspect, as stated by Baltes and
Ralph [65]. They claim that since non-probability sampling is seldom feasible in
this research domain, generalizability is consequently prohibited. They elaborate
that this is because accessing a suitable sampling frame is almost impossible in SE
research, making representativeness an unattainable state.

No data saturation can be ensured with only one data source, which also threatens
external validity since it can not be concluded that enough data was gathered to
feed the framework creation. Therefore, a clear opportunity for future work is to
engage more companies in the framework validation and verify that the proposed
changes suit software SMEs. For example, the participating company does not
work with the Agile workflow, leaving this part of the population unverified. This
is a suitable opportunity for a sample study. However, this study relies upon a
previous framework evaluated by expert groups from both industry and research,
which increases the generalizability.

Another limitation of this study was that the entire framework could not be applied
at the company. This threatens external validity since the parts not applied at the
company are not evaluated in a real-world setting.

8.6 Generalizability of the Findings

Even though the results of this study can not argue for achieving statistical gener-
alizability, the focus can be shifted toward analytical generalizability. The insights
derived from addressing Research Questions 1 and 2 can be argued to hold rele-
vance for software testing frameworks within Small and Medium-sized Enterprises
(SMEs). The investigated case study provides a substantial basis for theorizing
about integrating (BSE) aspects to refine software testing processes and the neces-
sary adaptations for existing software testing frameworks to fit the SME context.

The available body of knowledge in the BSE research broadly supports the signif-
icant impact of human factors on the practices of software engineering [10], not
least in the area of software testing [11]. Integrating these human-centric aspects
into existing software testing frameworks emerges as a contribution of substantial
transferability across a broad spectrum of companies. Moreover, the empirical inves-
tigations conducted within the collaborating company revealed a series of challenges
intricately linked to human factors that could be directly related to the BSE liter-
ature. Since the collaborating company was chosen based on purposive sampling
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and fulfilled the selection criteria of being representative of other SME companies in
the software engineering field, the empirical observations could be trusted to inspire
improvements in the original framework.

The above-mentioned is not only true for the aspects connected to BSE, in the con-
trary, this approach was followed for all enhancements made to the original frame-
work. To only mention a few, the Code Quality axis was inspired by the analysis of
the testing process at the company. It could be concluded from both the interviews
and the repository mining that the quality of the code was a hindrance to incorpo-
rating better testing practices. Given that the literature extensively relates quality
aspects such as code modularity facilitating testability [3], the Code Quality axis
was added to the framework. This is an example of how both the empirical observa-
tions and the literature lead to the proposed framework. Another example is adding
the Contextual Adjustment step to the application process. Several of the empir-
ical observations of the test process at the company had their root in well-known
challenges faced by SMEs and could also be easily connected to the literature. One
of those challenges was the limited resources SMEs hold. Therefore, the Contextual
Adjustment step was added to account for the analysis of the available resources
that can realistically be used for testing efforts. This adaptation in the framework
is also highly transferable since this is a common challenge for SMEs [9].

To summarize, it is essential to note that the improvements applied to the origi-
nal framework were not solely predicated on empirical observations but were also
deeply rooted in existing research. This dual foundation enhances the robustness
of the recommendations proposed within the framework. Given this comprehensive
approach, it is reasonable to contend that the suggested modifications will likely be
both applicable and beneficial for similar enterprises within the industry, thereby
arguing for the analytical generalizability of the study’s findings.

8.7 Future Work

As mentioned in the covered sections, there are several opportunities for improve-
ment, and future work involving the proposed framework is encouraged. Primarily,
it would benefit from being applied in more companies and evaluating its appli-
cability. The inherent limitations in establishing a direct causal link between the
framework’s application and the improvements observed at the company, given the
cross-sectional nature of the study, have been discussed. Considering these insights,
a compelling direction for future research is conducting a longitudinal study. Longi-
tudinal case studies yield in-depth data examining how changes develop over time,
crucial for understanding the intricate interplay within software systems [98]. Such
a study would offer a more nuanced understanding of how the framework influ-
ences software testing process improvements within SME environments (RQ3). By
tracking the evolution of key metrics and practices before, during, and after the
framework’s implementation, a longitudinal approach could mitigate the confound-
ing factors encountered in cross-sectional analysis. A study of this nature could have
been conducted at the collaborating company if the necessary time and resources
had been available. Additionally, only a subset of the axes were implemented and
evaluated at the collaborating company, given the existing constraints for this study.
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For future work, it would also be beneficial to include the rest of the axes in an im-
plementation and evaluation process.

Another inherent limitation of this study, given the chosen methodology, is the
statistical generalizability of the findings. A sample study is left as future work to
tackle the current limitations on generalizability. It is also a continuous work to keep
the framework up to date. The aspects of the framework are time-dependent since
future technological advancements might affect the dimensions relevant to a testing
framework. For example, using Al to facilitate software testing could be interesting
to investigate. Additionally, the importance of human aspects when performing
SPI activities can not be overstated. Future work, including a broader selection of
human aspects than those examined in this study, is highly recommended.

102



9

Conclusion

Within this Master Thesis, a comprehensive framework facilitating the improve-
ment of software testing processes in Small to Medium-sized enterprises has been
developed. The framework is based on previous work performed by Argiiello et al.
[1]. The original framework has been extended with new aspects found to be es-
sential for a more complete testing framework. Human aspects are rarely included
in existing research in the software testing framework field and are a significant
focus of this study. Mitigation techniques to common cognitive biases in relation
to software testing are applied in the framework, together with concrete methods
to increase developers’ motivation to engage in testing activities. Some elements
have been removed from the original framework when not supported by literature
or the company analysis performed at the participatory SaaS company. The original
framework was reformulated when objectives were found unclear, and several factors
have been explained more concretely with examples, with the ambition to facilitate
easy adoption of the framework for industrial companies.

The evaluation of the proposed framework suggests that it is suitable and applicable
in industry, and it evidently improved the testing process of the company partici-
pating in the study. Nevertheless, it should be noted that the framework has only
been partly applied to one company during this study.

The results of this study benefit software development in SMEs by providing a com-
prehensive testing methodology that can potentially enhance their testing process
and, thereby, product quality. Research in the field also benefits since this study
endeavors to bridge the gap in existing testing frameworks.
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A

Interview questions for interviews
with developers

A.1 Background information

o What is your role in the company? How does it relate to testing?

e Do you develop mostly internal functionalities or towards clients?

o How long have you been working at the company?

« What is your previous experience related to testing? Worked with/studied?

o What is your opinion about software testing? Important or not? Enjoyable or
not?

A.2 Testing today

e How do you test your code? Why?

o Can you walk us through a test cycle for a recently implemented feature?

e How do you choose your test cases and the data for them? Do you usually
reuse tests?

e Do you feel motivated to test your code? Why or why not?

o Would you say you test a lot, moderately, or minimally? In comparison to
regular development. Why?

o How often do you need to fix bugs discovered in production? Is it a stressful
moment to interrupt what you were actually planning to do, or what do you
think about it?

o In your opinion, what is the reason for writing tests?

e Do you estimate the time for a feature development? If so, do you include
testing time?

e Do you reuse code in your daily work? How do you know it is reliable?

A.3 Test Techniques

e Are you familiar with black, white, and gray box testing? Which, if any, of
these do you apply?

o Which level of Unit, Integration, System, and Acceptance level do you test
on?



A. Interview questions for interviews with developers

What test techniques do you use? For example mutation testing or regression
testing.

How do you measure the effectiveness of the testing process? For example, do
you use test coverage or other metrics for code quality? Tools?

Do you optimize the tests in any way? (For example, prioritization or choosing
a suitable subset

How do you stay updated in software testing? For example continuing educa-
tion, certifications, etc.

A.4 Guidelines

Do the company have any guidelines to be followed regarding testing? For
example, guidelines could include code reviews.

How do you decide when tests should be written? Is it something you con-
sciously always or never test?

A.5 Opinions about the testing process today

How do you perceive the current test process? Are there any challenges? How
are they handled?

Do you experience any consequences in your daily work based on the company’s
testing process?

Are there any parts of the process that you think work really well?

A.6 Areas for Improvement

o What areas are there for improvement regarding the current test process?

Have you ever expressed this to your manager? Is there someone obvious to
talk to about it?

Other thoughts?

IT



B

Interview questions for interview
with Head of the Software
Development

B.1 Background information

o What is your role in the company? How does it relate to testing?
o How long have you been with working at the company?
« What is your previous experience related to testing? Worked with/studied?

o What is your opinion about software testing? Important or not? Enjoyable or
not?

B.2 Testing today

o What does the company aim to achieve with the software testing today? Are
there any requirements you want to ensure are met?

o Is there any test environment to test against that is identical to the production
environment?

o Are there any specific areas that should receive more attention in the testing
process, according to you? Both areas in the code, and testing aspects (e.g.,
security)

e Do you do anything to keep the developers motivated to test?
» Do you provide recognition for developers’ testing work?

B.3 Decision making

o How has the management team influenced the testing process?

o Can you describe important decisions you have made regarding the testing
process?

o How do you allocate resources between software development and testing? Is
it a suitable partition according to you?

ITT



B. Interview questions for interview with Head of the Software Development

B.4 Opinions about the testing process today

o How do you perceive the current test process? Are there any challenges? How
are they addressed?

o How important is software testing for the company? Why?

o Is testing an activity that affects the company’s results? Results such as
financial, customer satisfaction, and employee satisfaction.

o Whose responsibility is that software testing is performed? Who benefits from
the tests?

B.5 Areas for Improvement

o« What do you see as potential areas for improvements regarding the current
test process?
o« What do you think about the company’s future related to testing? How will
the testing process evolve? How do you want it to evolve?
o Have there been any initiatives to change the testing process lately? Were
they carried out?
Other thoughts?

IV



C

Interview questions for interview
with Test Process Responsible

C.1 Background information

« What is your previous experience related to testing? Worked with/studied?
o What is your opinion about software testing? Important or not? Enjoyable or
not?

C.2 Current testing process

e Describe your test environment. We've heard something about a test database.
How does it work? How was the data generated?

e Can you describe which components are included in the test environment?
Database, CI, libraries, reports, etc?

o Why does it look like this? How were the specific tools chosen?

o How did the software testing start? How was it taken from nothing to what
you have today? What decisions were made? What drove the decisions?

C.3 Testing today

o What does the company aim to achieve with the software testing today? Are
there any requirements you want to ensure are met?

o How is testing integrated with the development cycle? How do you test while
developing?

o Can you walk us through a test cycle for a recently implemented feature?

o How is the test environment maintained? Who is responsible?

o What is the flow from a customer discovering a bug to it being resolved?

C.4 Test Techniques

e Are you familiar with black, white, and gray box testing? Which, if any, of
these do you apply?

o Which level of Unit, Integration, System, and Acceptance level do you test
on?

v



C. Interview questions for interview with Test Process Responsible

o What test techniques do you use? For example mutation testing or regression
testing.

o How do you measure the effectiveness of the testing process? For example, do
you use any test coverage or other metrics for code quality? Tools?

« Do you optimize the tests in any way? (For example, prioritization or choosing
a suitable subset)

e How do you keep the company updated in software testing? For example
continuing education, certifications, etc.

C.5 Guidelines

e Do the company have any guidelines to be followed regarding testing?
e How do you decide when tests should be written? Is it something you con-
sciously always or never test?

C.6 Opinions about the testing process today

o How do you perceive the current test process? Are there any challenges?” How
are they addressed?

o How important is the software testing for the company? Why?

o Are there any parts of the process that you think work really well?

C.7 Areas for Improvement

o« What do you see as potential areas for improvements regarding the current
test process?
o What is the difference between the company’s test process and an ideal case,
in your opinion?
o What do you think about the company’s future related to testing? How will
the testing process evolve? How do you want it to evolve?
Other thoughts?

VI



D

Interview questions for Framework
Evaluation

D.1 General perception:

e How would you describe your experience using our recommendations?

o Were there any parts that felt particularly rewarding? In that case which and
why?

o Were there any parts that felt unnecessary or redundant? In that case which
and why?

o Did you expect any steps/recommendations that were missing? Is there an-
other activity you would have liked to add to improve the testing process?

« Did the different steps feel realistic to integrate into your work? Did you think
the recommendations were tailored for SME companies?

e How do you think the adoption of these steps would have affected the testing
process?

o In what way has the framework been helpful during the testing process?

o Would you continue to use the framework for future testing needs? Why, why
not?

D.2 Implementation

o What test levels have you tested at? Do you wish you had tested more? If
yes, why didn’t you do it?

o How did you chose your test cases? For example, did you test expected be-
havior, unexpected behavior, error handling etc?

o What did you think about using Equivalence Classes and Boundary Analysis?
Is it something you think adds value?

o What did you think about using mutation testing? Is it something you think
adds value?

o How did you experience working with Resharper? Is it something you think
adds value?

o What do you think of using an Exit Criteria to guide when you are done with
your testing? Is it something that adds value?

VII



D. Interview questions for Framework Evaluation

D.3 Challenges

Did you encounter any challenges during the testing process?

How did you deal with these challenges and do you have suggestions on how
to overcome them in future iterations?

Is there something that stopped you from reaching the desired quality during
the testing process?

D.4 Experience

VIII

Are you satisfied with your testing?

Do you feel more confident about your code? More secure?

Did you feel motivated to test?

Did you experience a high threshold to begin your testing? If lower than before
using the framework, what made it easier?

Would you recommend this framework to others in your industry? Why or
why not? How likely is it that the company will follow this framework?



I

Questions regarding
recommendations to Company

What was your first opinion about this recommendation?

What are the benefits of this recommendation?

What are the drawbacks or apprehensions of this recommendation?

How feasible would it be to implement this recommendation?

If you had to suggest a change/adaptation to the recommendations, what
would it be?

If different options are presented, which do you prefer and why?

IX



E. Questions regarding recommendations to Company




Thematic Analysis

Software Testing at Ongoing

Good product

Code Quality

Short time to Fast delivery for urgent Balance between T
customer feature requests lopment speed ey,
and quality
Importance of i
Market advantage No mandatory PR ("usmme’ Unstructured code  The code is not modular
against competitors satisfaction
Personal s
Not following coding Hard to comprehend
Common responsibility Non-critical bugs conventions
underestanding of o expectations to common in live system
code modification writte test but code
norms expected to work Test for core
decide G ionality are critical

their own test data

Excluding Testing Lack of complete R howitoltest
from Onboarding testing guidelines etc e Iing Focus on fast
Process Delivery Trust on one’s
Developers create e
Learning by doing theinown testcases Shame/Embarrassment if a Guessing th
No time estimations g the way
Code Reviews + PR for Nervous to do wrong customer finds critical bugs of doing testing
Lack of communication
core functionality
of expectationsor core PR
functionality are critical development not Trust on Testing .would in(rea.se
e collegues work the feeling of safety in Lack of knowledge Unsure about one's code
Code allowed to be the long run about the current test
pushed directly to process

Main branch Code reuse

Testing decisions
based on gut feeling

Figure F.1: Thematic analysis part 1.
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Figure F.2: Thematic analysis part 2.
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Workshop Feedback

General feedback:

Nice and clear structure.

Easy to follow.

Want more hands-on suggestions.
Want examples.

Testing knowledge:

The axis is relevant and adequate. Participants expressed that testing knowl-
edge was lacking.

It is important and good that it is raised that simple resources can be provided.
It is important to distribute and update information about the company’s
testing process so everyone feels involved and on board with what is going on
- good that this is included.

Plan definition:

It is not clear what the question “Where do we test?” means - is it an envi-
ronmental question as in where are the tests conducted (locally, pipeline, etc),
or what parts in the code are tested.

Not clear what is meant by “Define exit criteria”.

“Define the general approach to testing”, does it mean “how do we test”?
Wish to include if the testing should be continuous or not, and if the testing
should be before development or not.

Affected test levels:

What does “available objects” mean?

Good that the importance of unit tests is expressed.

There was a released bug the other day that could have been caught by unit
tests.

Text is generally too abstract.

Want guidance about how the tests should be written.

Regarding the testing pyramid - is it the number of cases that is decreased
from bottom to top or is the pyramid showing the order of how to write tests?

Definition of test cases:

What is meant by “High-level cases”?

What does it mean that test cases should be traceable in both directions?
Good that the importance of independent test cases is addressed.

What does it mean by “multiple test cycles”?

Test activities:

Some participants expressed that they did not have time to read the the-
ory chapter and this axis was dependent on it because they did not possess
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G. Workshop Feedback

knowledge about several concepts within this axis. Therefore, difficult to give
feedback.
o What is meant by “functional documentation reviews”?
o What is the difference between test activities and test techniques?
Traceability:
» Confused by the difference between test objects/cases/requirements.
e The first bullet point from No Implementation and Partial Implementation is
very similar - what is the difference?
o Overall good.
Test environment:
o Good and important axis. Underscoring the importance of mocking.
« Still, want more hands-on suggestions.
o What is meant by "test harness'?
Testing tools:
e Really good.
o Good that it was highlighted not to use complicated tools - they want it to be
simple to perform testing.
o Liked that automation was addressed.
Code quality:
« Easy to understand, and they relate to the need for better quality.
o What is meant by modular code?
o Pair programming can be difficult to apply in everyday work.
o The suggestion about doing a full code scan is good and they would like to
apply it.
CI/CD pipeline:
o Good.
Feedback:
e Adequate.
o Want more examples of what to measure.
o Feedback adds administrative overhead, which makes the organization slower.
o Would be good to know how many bugs are released.
o FEncourage automatic reports.
Developer Motivation:
e Important axis.
o Testing motivation is decreased when the developer experiences stress.
o Good that it is suggested to set aside time destined for only testing activities.
o Good that it is suggested to provide a clear testing strategy to follow.
o Good that it is suggested to provide clear test examples to follow.
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Questionarie results
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Figure H.1: Distribution of funds across the axes. Represented as the percentage
of the total amount of dollars distributed by participants.
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H. Questionarie results

H Strongly agree

W Agree

[ Not sure

M Disagree

W Strongly disagree

Figure H.2: The distribution of responses regarding the statement "The axis in

the framework are adequate".

W Strongly agree

W Agree

[ Not sure

W Disagree

W Strongly disagree

Figure H.3: The distribution of responses regarding the statement "The axes in
the framework captures the key aspects in a software testing process’.

B Strongly agree

W Agree

[0 Not sure

W Disagree

W Strongly disagree

Figure H.4: The distribution of responses regarding the statement "The framework

is applicable".
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H. Questionarie results

W Strongly agree

W Agree

[0 Not sure

W Disagree

W Strongly disagree

Figure H.5: The distribution of responses regarding the statement "The framework
is easy to follow".

W Strongly agree

W Agree

[0 Not sure

W Disagree

W Strongly disagree

Figure H.6: The distribution of responses regarding the statement "The framework
is complete".

B Yes
B No

Figure H.7: The distribution of responses regarding the question "Does the theory
chapter provide any value?".
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H. Questionarie results

H Too easy

B Suitable
B Too complicated

O Did not read

Figure H.8: The distribution of responses regarding the question "How would you
rate the difficulty level of the theory chapter?".
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Evolution matrix from No
Implementation level

Axis

Improvement activities

Testing  knowl-
edge

e Include basic testing principles as well as the organizational
approach regarding testing in the onboarding process

e Provide simple resources to achieve fundamental testing
knowledge

« Emphasize unit testing

o Clarify advantages of software testing

Plan definition

e Answer the questions: What do we test? What do we not
test? And why do we do it? When do we test? Where do we
test?

e Define and communicate roles and responsibilities for testing
activities. Assign someone responsible for the software testing

o Integrate and coordinate testing activities with the develop-
ment lifecycle

e Define product requirements

e Define exit criteria

Affected test lev-
els

o Analyze the available test objects from the unit, integration
and system-level test perspectives

o Identify the features to be tested from the previously analyzed
test objects, as well as the conditions under which they will
be tested

e A rule of thumb is to focus the density of tests in the order
of the test pyramid, with most tests in the lower levels
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I. Evolution matrix from No Implementation level

Definition of test
cases

Agree on a standard format for test case specification
Create high-level test cases. A checklist is often recommended
as a first approximation

Test activities

Perform static review tests, e.g., code reviews or inspections
and walkthroughs

Perform exploratory dynamic tests manually

Consider basic testing techniques such as Regression testing
and Sanity testing

Traceability

Maintain traceability between test objects and test cases

Test environ-
ment

Build a test environment outside of the development and pro-
duction environment

Prepare it with shared test data, where possible, that is sim-
ilar to production data

Integrate triggering tests in the CI/CD pipeline

Testing tools

Incorporate requirements and incident monitoring tools. As
a first approximation, they can be carried in a spreadsheet,
but it is advisable to use specific tools for this type of task
Incorporate test execution tools that allow them to be auto-
mated

Apply tools supporting unit testing

Code quality

Chose code standard(s) to follow and establish a routine for
staying updated with the guidelines (suggestion: workshop
once a year)

Introduce automated tools for continuous assessment of code
quality

Integrate the code quality aspects to code reviews
Communicate and educate the importance of modular code
Pair programming is encouraged

Comment the code
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I. Evolution matrix from No Implementation level

CI/CD pipeline

Set up a pre-commit command that runs formatting and sim-
ple tests

Create a build script in the repository that states which set
of tests should be run on every commit/push. Update the
chosen set regularly

Integrate static code analysis tools for performing code qual-
ity checks

Create a build script for the deployment including what tests
to run at this stage

Feedback

Establish metrics, such as code coverage, testing time, and
number of failures

Integrate tools for extracting the metrics

Gather feedback from users

Keep a count of the test cases executed, the results obtained,
and the defects reported

Developer moti-
vation

Increase the testing status at the company

Combine testing responsibilities with development activities
Ensure a variety of engaging and challenging tasks
Encourage a good relationship with management and col-
leagues

Set aside time destined for only testing activities

Ensure the testing environment holds a high quality

Provide a clear testing strategy to follow

Provide clear test examples to follow

Table I.1: Final proposed framework: Evolution matrix from No Implementation

level.
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I. Evolution matrix from No Implementation level
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Evolution matrix from Partial
Implementation level

Axis

Improvement activities

Testing  knowl-
edge

e Provide courses in testing, with the possibility to advance in
expertise level

o Educate about cognitive biases that affect testing

o Ensure fundamental testing skills before employment

o Provide an opportunity to share knowledge with colleagues

Plan definition

e Document the plan and distribute it to the development team
and stakeholders

o Make an estimated time budget required to carry out the test
activities and add buffer time for testing activities

o Generate a calendar with specific dates or in the context of
each iteration

o Estimate people and resources to carry out the planned ac-
tivities. If possible, make a tentative assignment

e Decide specialized testing needs at the company

» Create opportunities for participatory decision-making

o Hold retrospective meetings destined to maintain and evalu-
ate the chosen testing process

o Comprehend feedback from testing activities to fine-tune the
testing plan

o Follow up if product requirements have been fulfilled

Affected test lev-
els

o Analyze the higher-level test objects, such as acceptance tests
o Identify the features to be tested in the previously added test
levels
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J. Evolution matrix from Partial Implementation level

Definition of test
cases

Choose appropriate test specification technique(s) to generate
test cases

Utilize debasing techniques such as playing the devil’s advo-
cate.

Generate test cases identifying: the possible input data, the
execution conditions, and the expected results.

Document the fully specified test cases for follow-up

Test activities

Perform static analysis tests guided by tools such as source
code analysis (examples are given in the Code Quality axis)
Automate dynamic tests

Consider more advanced testing techniques such as Search-
based testing, Property-based testing, Mutation testing
Optimize tests

Traceability
o Add traceability between requirements and the test objects
and test cases
e Determine the coverage of the tests
o Introduce test management tools
Test environ-
ment e Include in the test environment: test harness, service virtu-

alization, simulators, and other necessary infrastructure ele-
ments

Prepare test data from production data and keep it up to date
Mock external dependencies as often as possible for lower-
level tests

Testing tools

Incorporate tools for:

test management and test products

test design and implementation, including test cases, test pro-
cedures, and test data

execution and registration of tests

performance measurement and dynamic analysis

specialized testing needs such as security tests, portability,
and accessibility
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J. Evolution matrix from Partial Implementation level

Code quality

Do a full scan of the code base and fix existing code quality
issues. This could be a good opportunity for someone with
lower domain expertise or experience at the company to fa-
miliarize themselves with the code base (e.g., a summer job
or a project for a new employee)

The code quality of every new change should be evaluated to
meet the code quality guidelines

CI/CD pipeline

Prioritize the order of the test cases in the build scripts
Perform risk assessment and run the critical first

Examine the different tests to not cover redundant tests
Ensure to not run the same tests in several build scripts if not
needed

Feedback

Generate progress reports to evaluate the process of the test-
ing

Allow interested parties to provide feedback about the quality
achieved and priorities for future releases

Developer moti-
vation

Introduce ways to provide positive feedback when discovering
faults

Ensure active influence in decisions concerning the testing
process

Make use of code quality metrics

Adopt pair programming practices

Table J.1: Final proposed framework: Evolution matrix from Partial Implementa-

tion level.
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Examples

K.1 Exit Criteria

o All test cases must be executed, with a minimum of 95% passing.

o All high-priority issues identified must be resolved, and medium-priority issues
must either be resolved or have a planned resolution documented.

o The test coverage must meet or exceed the agreed threshold of 90%.

o The software’s performance must align with the specified performance bench-
marks (system uptime of 99.9%), confirming that it can handle the expected
load and stress conditions.

o Documentation of the testing process, including test results, bug reports, and
quality metrics, must be completed and reviewed.

K.2 System Requirements for an E-commerce Sys-
tem
Functional Requirements:

o Registration: Users can register a new account by providing the required
information such as name, address, phone number, email, password etc.

Product Management: Administrators can add, update or remove prod-
ucts.

o Search and Filtering: Users can search for products using keywords or filter
products based on characteristics such as brand, price, color etc.

Shopping cart: Users can add items to their shopping cart, edit quantities
or remove items.
o Payment: The system should facilitated payment through integration with
multiple payment services such as credit card processing and Klarna.
e Order Management: User can view their order history and track their order
status.
« Notifications: Users receive notifications about order status, promotions and
other relevant information via email or SMS.
Non-Functional Requirements:
e Scalability: The system should be scalable to adapt to growth in the number
of users, products and transaction volumes.
o Reliability: The system should have an uptime of at least 99,9 %.
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K. Examples

o Usability: The user interface should be intuitive and accessible, supporting
various devices and screen sizes.

e Security: They system should comply with data protection regulations and
follow security mechanism such as encryption and authentication.

o Performance: They system should be able to handle a high number of si-
multaneous users and transactions without degradation of performance.

K.3 High-level test case

Objective: Test positive number addition functionality Steps:
o Number A is typed in the first field
o Number B is typed in the second field.
e The "Calculate" button is clicked.
Expected Results:
e The Sum of A and B appears on screen.

K.4 Code Review Guide

e Understand the Specified Functionality:
— Ensure the submitted code meets all the specified requirements and de-
livers the expected functionality.
e« Code Correctness and Quality:
— Check that the code includes passing unit tests which cover a range of
scenarios, including edge cases.
— Ensure the code adheres to the project’s coding standards and best prac-
tices.
— Review for logical correctness, algorithmic efficiency, and simplicity.
e« Documentation and Readability:
— Confirm that the code is well-documented, including clear comments,
function descriptions, and inline comments where necessary.
— Ensure the code is readable and maintainable, with a logical structure
and consistent formatting.
o Static Code Analysis:
— Ensure the code passes static code analysis with no critical issues.
— Check for good maintainability ratings and absence of new code smells
or technical debt.
e« Merge Readiness:
— Confirm there are no merge conflicts with the base branch, ensuring a
smooth integration process.
e Error Handling:
— Check that the code robustly handles errors and exceptions, providing
clear, user-friendly error messages or logging where appropriate.
« Extensibility and Scalability:
— Ensure the code is designed to allow for future extensions, modifications,
and enhancements without significant rework.
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K. Examples

— Assess whether the code follows principles that support scalability, such
as modularity and loose coupling.
e Security Aspects:
— Examine the code for potential security vulnerabilities, ensuring that it
adheres to industry-standard security practices.
— Check for the proper implementation of data validation, authentication,
and authorization mechanisms.
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Changes done to the original
framework

The additions are marked with green. The deletions are marked with red. Changes
such as reformulations are marked with orange.

Axis No Implemen- Partial Imple- Full Imple-
tation mentation mentation
Testing knowl- | Limited High-level un- | Continuously
edge derstanding, not | shared and
maintained maintained
within the
organization
Plan definition No plan Informal plan Formal Plan.
The plan is
continuously
maintained and
evaluated
Affected test lev- | No testing Deliberate  use Comprehensive
els of test levels. | unit, integration
Mainly unit | and system
testing, some | tests and higher
integration and | level tests
system testing
Definition of test | No definition | High-level Fully  specified
cases of test cases definition of test cases
test cases

Test activities

No testing

Static or dy-
namic tests.
Some testing

techniques

applied

Static and dy-

namic tests
combined.
Carefully

selected testing

techniques
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L. Changes done to the original framework

ronment

Traceability No traceability Partial  trace- | Full traceability
ability

Test environ- | No specific test- | Managed and | Testing in a

ment ing environment controlled envi- | suitable environ-

ment

Testing tools

Non-specific
tools

Specific tools for
monitoring and
executing tests

Extensive  pro-
cess automation

Code quality Not considered | Introduced Full  codebase
or evaluated guidelines adhere to guide-
lines
CI/CD pipeline No tests in- | Includes static | Optimized tests
cluded and dynamic
tests
Feedback No reports Some internal Extensive in-

and/or external
defect reports

ternal and ex-
ternal defect re-
ports. Progress
and process re-
ports and activ-
ities

Developer moti-
vation

No efforts have
been made

Activities to
enhance testing
motivation have
been introduced

Developers are
motivated and
recognized  for
testing activities

Table L.1: Color coded axis diagnostic matrix highlighting the revisions of this
study.

Axis Improvement activities

Testing knowledge

e Include basic testing principles as well as the organi-
zational approach regarding testing in the onboarding
process

o Provide simple resources to achieve fundamental testing
knowledge

o Emphasize unit testing

o Clarify advantages of software testing
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L. Changes done to the original framework

Plan definition

Answer the questions: What do we test? What do we
not test? And why do we do it? When do we test?
Where do we test?

Define and communicate roles and responsibilities for
testing activities. Assign someone responsible for the
software testing

Integrate and coordinate testing activities with the
development lifecycle

Define product requirements

Define exit criteria

Affected test levels

Analyze the available test objects from the unit,
integration and system-level test perspectives
Identify the features to be tested from the previously
analyzed test objects, as well as the conditions under
which they will be tested

A rule of thumb is to focus the density of tests in the

order of the test pyramid, with most tests in the lower

levels

Definition of test cases

Agree on a standard format for test case specification
Create high-level test cases. A checklist is often recom-
mended as a first approximation

Test activities

Perform static review tests, e.g., code reviews

or inspections, walkthroughs, _

Perform exploratory dynamic tests manually
Consider basic testing techniques such as Regression

testing and Sanity testing
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L. Changes done to the original framework

Traceability

Maintain traceability between test objects and test cases

Test environment

Build a test environment outside of the development and
production environment

Prepare it with shared test data, where possible, that is
similar to production data

Integrate triggering tests in the CI/CD pipeline

Testing tools

Incorporate requirements and incident monitoring tools.
As a first approximation, they can be carried in a
spreadsheet, but it is advisable to use specific tools for
this type of task

Incorporate test execution tools that allow them to be
automated

Apply tools supporting unit testing

Code quality

CI/CD pipeline

Chose code standard(s) to follow and establish a rou-
tine for staying updated with the guidelines (suggestion:
workshop once a year)

Introduce automated tools for continuous assessment of
code quality

Integrate the code quality aspects to code reviews
Communicate and educate the importance of modular
code

Pair programming is encouraged

Comment the code

Set up a pre-commit command that runs formatting and
simple tests

Create a build script in the repository that states which
set of tests should be run on every commit/push. Up-
date the chosen set regularly

Integrate static code analysis tools for performing code
quality checks

Create a build script for the deployment including what
tests to run at this stage
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L. Changes done to the original framework

Feedback

o Generate reports of internal defects. The idea is to
communicate the quality level of the product under
test. It is suggested to keep a count of the test cases
executed, the result obtained and the defects reported
once the derived adjustments have been made.
It is also important to be able to estimate the.
resources / hours used to carry out this task
o Establish metrics, such as code coverage, testing time,

and number of failures
o Integrate tools for extracting the metrics

o Gather feedback from users
o Keep a count of the test cases executed, the results

obtained, and the defects reported

Developer motivation

o Increase the testing status at the company

e Combine testing responsibilities with development ac-
tivities

» Ensure a variety of engaging and challenging tasks

o Encourage a good relationship with management and
colleagues

o Set aside time destined for only testing activities

o Ensure the testing environment holds a high quality

e Provide a clear testing strategy to follow

e Provide clear test examples to follow

Table L.2: Color coded evolution matrix from No Implementation level, highlight-
ing the revisions of this study.

Axis

Improvement activities

Testing  knowl-
edge

e Provide courses in testing, with the possibility to advance in
expertise level

o Educate about cognitive biases that affect testing

o Ensure fundamental testing skills before employment

e Provide an opportunity to share knowledge with colleagues
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L. Changes done to the original framework

Plan definition

Document the plan,
and distribute it to the development team and stakeholders

Make an estimated time budget required to carry out the test
activities and add buffer time for testing activities

Generate a calendar with specific dates or in the context of

each iteration

Estimate people and resources to carry out the planned ac-

tivities. If possible, make a tentative assignment

Decide specialized testing needs at the company

Create opportunities for participatory decision-making
Hold retrospective meetings destined to maintain and
evaluate the chosen testing process

Comprehend feedback from testing activities to fine-tune
the testing plan

Follow up if product requirements have been fulfilled

Affected test lev-
els Analyze the higher-level test ob-
jects, such as acceptance tests
Identify the features to be tested in the different levels
Definition of test
cases Choose appropriate test specification technique(s) to generate

test cases
Utilize debasing techniques such as playing the devil’s

advocate
Generate test cases identifying: the possible input data, the
execution conditions, and the expected results

Document the fully specified test cases for follow-up
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L. Changes done to the original framework

Test activities

e Perform static analysis tests guided
by tools such as source code analysis
(examples are given in the Code Quality axis) ,

o Automate dynamic tests
o Consider more advanced testing techniques such as Search-

based testing, Property-based testing, Mutation testing
o Optimize tests

Traceability

o Add traceability between requirements and
the test objects and test cases

o Determine the coverage of the tests

e Introduce test management tools

Test environ-
ment

e Include in the test environment: test harness, service virtu-
alization, simulators, and other necessary infrastructure ele-
ments

Prepare test data from production data and keep it up to date.

Mock external dependencies as often as possible for lower
-level tests

Testing tools

Incorporate tools for:

o test management and test products

o test design and implementation,
including test

cases, test procedures, and test data
« execution and registration of tests

o performance measurement and dynamic analysis

o specialized testing needs such as security tests, portability,

and accessibility
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L. Changes done to the original framework

Code quality

e Do a full scan of the code base and fix existing code quality
issues. This could be a good opportunity for someone with
lower domain expertise or experience at the company to fa-
miliarize themselves with the code base (e.g., a summer job
or a project for a new employee)

e The code quality of every new change should be evaluated to
meet the code quality guidelines

CI/CD pipeline

o Prioritize the order of the test cases in the build scripts

e Perform risk assessment and run the critical first

o Examine the different tests to not cover redundant tests

e Ensure to not run the same tests in several build scripts if not
needed

Feedback
o Generate progress reports to evaluate the process of the test-

ing

Allow interested parties to provide feedback about the quality
achieved and priorities for future releases

Developer moti-

vation « Introduce ways to provide positive feedback when discovering
faults

o Ensure active influence in decisions concerning the testing
process

o Make use of code quality metrics

o Adopt pair programming practices

Table L.3: Color coded evolution matrix from Partial Implementation level, high-
lighting the revisions of this study.
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Developer Guide for Framework

Application

M.1 Procedure

1. Install and integrate Resharper into your IDE, by starting a 30-day free trial.
2. During all coding, adhere to the company’s coding standards.
3. For each method to be tested:

Familiarize with the Provided Requirements: Carefully review the
requirements section to understand the specifications and expectations
for each method to be tested.

Analyze Test Levels: Determine the appropriate test level (unit, in-
tegration, system, or acceptance) for each method, prioritizing the test
pyramid’s lower levels.

Create High-Level Test Cases: Develop high-level test cases for each
method based on the analysis. An example is provided for reference.
Specification Techniques:

— Equivalence Classes and Boundary Analysis: Utilize these
techniques to create detailed test cases, ensuring comprehensive cov-
erage and efficiency.

— Mutation Testing: Apply mutation testing to assess and ensure
the quality of the test cases developed.

Exit Criteria: Use the specified exit criteria to conclude that the testing
phase is complete.

4. Contact us before the code review should be performed.

M.2 Requirements

Functional Requirements

o« FR1: The system should enable appending suffixes from order numbers to
support different integration scenarios.

o FR2: The system must aggregate results from multiple files or reports, sum-
marising the overall success or failure.

o FR3: The system should provide detailed error logging for orders, including
reasons for failure and the specific entities affected.

o FR4: The system should update the database row for the corresponding order
with the error logging information.
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M. Developer Guide for Framework Application

Non-Functional Requirements
« NFR1: Reliability: Error handling should be robust, providing clear, action-
able information and ensuring system stability in case of integration failures.
« NFR2: Usability: The code should be well-documented.
« NFR3: Security: Any data handling should comply with relevant data
protection and privacy regulations.

M.3 Example of High-Level Test Case

Objective: To verify that the AggregateFileResults method accurately aggregates
multiple file results into a single summarised result.
Test Steps:

1. Initialise three separate collections of FileResultClass objects, each represent-
ing different scenarios: all successes, all failures, and a mix of both.

2. For each collection, call the AggregateFileResults method separately, pass-
ing the collection and a specified FileResultAggregationType. Capture the
returned object for each call.

Expected Results: The returned object should accurately reflect the aggregation
of the input file results, specifically:

o The Success property should be true if all file results were successful, and false
if any were unsuccessful.

o The Message property should contain a summary message corresponding to
the input results’ aggregation.

M.4 Techniques

M.4.1 Equivalence Classes

Equivalence Partitioning is a software testing technique used to reduce the number of
test cases by dividing input data into partitions from which test cases can be derived,
providing sufficient certainty about the correctness of the program. Although the
number of possible program inputs is nearly infinite, certain groups of inputs will
result in the same program behavior, regardless of the specific input value. In test
terminology, the set of inputs triggering the same behaviour are equivalent and
therefore one specific input value can be chosen to represent the entire partition.
To apply this technique one can start by reviewing the specification and requirements
of the software to identify the appropriate input data. Continue by separating the
identified test data into equivalence partitions. These partitions should cover both
valid and invalid input data to ensure that test cases can detect both correct behavior
and errors. Finally, select a representative value from each partition and develop
the test cases using the value as input data.

For example, consider having a simple function to register a user if an accepted
username is provided. The username has only one criterion to make it valid, and
that is that it is within a certain length, say between 8-14 characters. This means
that the test case has three equivalent partitions:
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o Invalid: username less than 8 characters long
e Valid: username between 8 and 14 characters long
o Invalid: username more than 14 characters long
So, in this simple case, there are only three different cases that need to be derived.

M.4.2 Boundary Value Analysis

Boundary Value Analysis focuses on the values at the boundaries of the input do-
mains. The rationale behind this approach is that errors are more likely to occur at
the boundaries of input ranges rather than in the center of the input range. Bound-
aries can be defined as the place where the program suddenly changes its behaviour,
often lying in between partition classes. Whenever there is a boundary, two points
should be tested - one belonging to each partition. In order to explore boundaries it
is recommended to look at all the partitions and think of inputs between them. In
order to apply this technique the partition classes should be identified. Once this is
done the boundary values can be identified by selecting consecutive values that trig-
ger the behavioural change between the classes. Finally, test cases using boundary
values as inputs should be developed. Continuing on the example provided in the
Equivalence Partitioning section, there are two places where the function changes
its behavior and inputs cross the partition classes: at 8 and 15 characters. The val-
ues from both sides of the boundary of these changing points should be considered.
Therefore, the following test cases should be considered:

o Invalid: Username with 7 characters

e Valid: Username with 8 characters

e Valid: Username with 14 characters

e Invalid: Username with 15 characters

M.4.3 Mutation Testing

A testing technique that rather tests the quality of the tests is mutation testing.
The core of mutation testing is that the developer actively inserts a bug in the code,
and then runs the test connected to it to verify that the test reveals the fault. If
the fault is not revealed, the test case should be revised. To guide how to insert
a bug in the code, mutant operators assist. A mutant operator is a guideline for
how to modify a statement in the code into a faulty statement. The operators are
defined with the target to simulate acknowledged programming errors. There exist
numerous mutant operators. One example is to replace the operator > with >=.
See link https://pitest.org/quickstart/mutators/ for more mutant operator
examples.

M.5 Exit Criteria

o All new test cases must successfully pass execution.

o All tests must be well-commented.

« External dependencies of the artefact under test have been verified to work as
expected.
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The added changes have undergone a thorough code review process and have
received approval.

All equivalence classes and boundaries should be covered.

Expected and unexpected behaviour should be tested.

Invalid and valid input data should be tested in every test case.

Mutation testing should be performed using at least three mutators.
Corresponding requirements should be met.
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Code Review Guideline

Code Review Guide

Understand the Specified Functionality:
— Ensure the submitted code meets all the specified requirements and de-
livers the expected functionality.
Code Correctness and Quality:
— Check that the code includes passing unit tests which cover a range of
scenarios, including edge cases.
— Ensure the code adheres to the project’s coding standards and best prac-
tices.
— Review for logical correctness, algorithmic efficiency, and simplicity.
Documentation and Readability:
— Confirm that the tests are well-documented, including clear comments,
function descriptions, and inline comments where necessary.
— Ensure the tests are readable and maintainable, with a logical structure
and consistent formatting.
Merge Readiness:
— Confirm there are no merge conflicts with the base branch.
Error Handling:
— Check that the code robustly handles errors and exceptions, providing
clear, user-friendly error messages or logging where appropriate.
Security Aspects:
— Examine the code for potential security vulnerabilities, ensuring that it
adheres to industry-standard security practices.
— Check for the proper implementation of data validation, authentication,
and authorization mechanisms.
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Recommendations to Company

Recommendation #1: Naming and file organiza-
tion conventions

We recommend you establish a clear direction on how to name and organize test
cases. This facilitates the maintenance of tests, and findings of specific tests, which
mitigates the risk of test case duplication. Today, the naming and file organization is
ambiguous in the solution. We recommend you to have a test project for each project
in the solution, and then organize the test classes correspondingly to the project
under test and name the test classes consistently. Name the test class containing
tests for classNameA.cs to classNameATests.cs. Note: “Tests” not “Test”.

For example:

Testing ProjectName/FolderA /ClassName.cs should be done in the test file:
ProjectName.Tests/ FolderA /ClassNameTests.cs

We recommend this pattern since the solution already partly follows it, but not fully
- which generates confusion. We recommend fixing this and then adhering strictly
to the conventions. This enables you to run tests for corresponding changed files
automatically in GitHub, as will be described in recommendation #6.1.
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Recommendation #2: Git Workflows

A Git workflow is a guideline for how to use Git to accomplish work consistently
and productively. As it is today, the company is using the Centralised workflow,
which is suitable for teams transitioning from other version control tools. The
centralised workflow uses a central repository to serve as the single point-of-entry
for all changes to the project. All changes are committed into the main branch.
The Centralized Workflow is great for small teams but it can become insufficient
as your team scales in size. We recommend therefore exploring the benefits of the
Feature Branch Workflow.

The core idea behind the Feature Branch Workflow is that all development should
take place in dedicated feature branches instead of the main branch. This encapsula-
tion makes it easy for multiple developers to work on features without disturbing the
main codebase. The goal for the main branch is to never contain broken code, which
is a huge advantage for continuous integration environments. The Feature Branch
Workflow assumes a central repository, and main represents the official project his-
tory. The feature branches can (and should) be pushed to the central repository by
using Pull requests (PR).

Once someone completes a feature, they don’t immediately push it into main. In-
stead, they push the feature branch to the central server and file a pull request asking
to merge their additions into main. This gives other developers an opportunity to re-
view the changes before they become a part of the main codebase. By using GitHub
actions, automatic tests and builds can be run on every PR. The pull requests can
be set up to be approved automatically upon the build and automatic tests passing,
and the branch can be set to be automatically deleted when the changes have been
merged into main. A protection rule can also be added to the main branch so that
a push can only be made through pull requests. Once a pull request is accepted, the
actual act of publishing a feature is much the same as in the Centralized Workflow.
At your company, this workflow would facilitate catching errors before they reach
TeamCity. The main advantage of adopting this workflow is that the main branch
will ultimately never contain broken code, leading to considerably fewer failures in
TeamCity. The biggest disadvantage is that this will require changes in the current
workflow and possibly longer time from a customer request to delivery. However, it
is worth considering that this time could be worth not having failures in TeamCity,
which causes delays today.

This recommendation can be used in combination with recommendation #6. For
example, custom-specific development may not run any automatic tests but only
the build script to check for compile errors. According to the fail data in TeamCity,
checking for compiling errors should be highly prioritized, since this is the most
common failure in TeamCity with a fail rate of 1.5 fails per day. Therefore we highly
recommend at least running a build script on every merge to main to eliminate these
errors in TeamCity. If there are automatic tests that you assess always should be
run, these can also be run on Git using GitHub actions. We recommend setting up
the branch protection rule so that no changes can be merged to the main without
a PR. In this case, the test cases that run on every PR could be removed from
TeamCity, which shortens the update time once the code is guaranteed successful.
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Another possible alternative workflow is the Gitflow workflow. Gitflow is an al-
ternative Git branching model that involves the use of feature branches and multiple
primary branches. Gitflow can be used for projects with a scheduled release cycle.

Instead of a single main branch, this workflow uses two branches to record the his-

tory of the project. The main branch stores the official release history, and the
develop branch serves as an integration branch for features. It’s also convenient to

tag all commits in the main branch with a version number. The develop branch will

contain the complete history of the project, whereas main will contain an abridged

version.

We do not recommend adopting Gitflow and a develop branch as a first step in

the company’s progression, but as a future step that may be considered as the
company continues to grow. If working with product releases becomes relevant for

the company in the future, adopting the Gitflow should then be considered.

For further reading about Git workflows see links:
https://www.atlassian.com/git/tutorials/comparing-workflows/feature-branch-workflowu
https://www.atlassian.com/git/tutorials/comparing-workflows
https://www.atlassian.com/git/tutorials/comparing-workflows/gitflow-workflow

#2.1 Pre-push command

As an alternative to adopting Feature Branch Workflow and Pull Request a
pre-push command could be considered to decrease the number of errors in TeamC-
ity. By utilizing Git hooks an appropriate script can be set up to build the project
upon every push into the repository. This would stop pushes introducing compiling
errors, and thereby avoiding this kind of errors in TeamCity. The main disadvan-
tage of adopting this recommendation is that it will add extra time from customer
requests to delivery, given the necessary time to build the project.
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Recommendation #3: Make the tests consistent

This recommendation is already acknowledged within the organization, and actions
to perform to achieve test consistency are already identified. Therefore, it was
decided, upon discussion with the supervisor at the company, that this recommen-
dation should not be investigated in detail. Rather, it serves as an inspirational and
general recommendation since it affects the other recommendations as well.

The main takeaway should be to prioritize making the tests consistent. By con-
sistent, we mean that each test case should be independent and be able to run in
isolation without affecting the run of other test cases. Being able to make deci-
sions on where to run the existing tests without the current limitations on whether
the tests are connected to the test database or not is fundamental for test process
optimizations. However, it is possible to apply the recommendations even if not
addressing the current consistency issue, but without achieving the optimal results.
As a first step to make the existing tests isolated and consistent, we recommend
mocking the database interactions when testing at the unit level. Utilizing mocking
to simulate database interactions is a widely adopted practice in unit testing. It
involves replacing the actual database calls with predefined behaviors or responses.
This can make tests faster, and more reliable and avoid unnecessary reliance on the
test database. In the case of your company, this would imply that more test cases
could be moved to GitHub.

We recommend using mocking frameworks such as Moq. Let’s look at a simple
example.

Imagine you will be testing the following code:

01. using System;

0z. using System.Collections.Generic;

fE using System.Ling;

04. using System.Text;

05. using System.Threading.Tasks;

06é.

07. namespace TestProjectlLibrary

08. {

09. public class checkEmployee

10. {

11. public wvirtual Booclean checkEmp()
12, {

13. throw new NotImplementedException();
14, }

15. }

l6.

17. public class processEmployee

18. {

19. public Boolean insertEmployee (checkEmployee objtmp)
20. {

21. cbjtmp.checkEmp () ;

22. return true;

EAE) o }

24, }

25. 1

As you can see, the checkEmployee class contains a checkEmp() function that is
not implemented. We are sending an object of the checkEmployee class to the
insert Employee() function to check whether the employee already exists before it is
inserted into the DB. Instead of getting the actual return value of the checkEmp()
when performing tests, we can mock a desired value.
Here is an example code of the test implementation:
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01. using System;

0z2. using Microsoft.VisualStudio.TestTools.UnitTesting;

03. using TestProjectLibrary;

04. using Mog;

05.

le. namespace UnitTest

07. {

08. [TestClass]

09. public class UnitTest

10. {

11. [TestMethod]

12. public woid TestMethod2 ()

1Lz {

14. Mock<checkEmployee> chk = new Mock<checkEmployee> () ;
15. chk.Setup (x =>» x.checkEmp()) .Returns (true);
16.

17. processEmployee cbje = new processEmployee();
18. Assert.AreEqual (cbje.insertEmployee (chk.0bject), true);
19, }

200 }

21, }

We are defining a mock object associated with the checkCmployee class. Moq has a
Setup() function by which we can set up the mock object. Whenever the unit test
application encounters the checkEmp() function it will always return true without
executing its code.

For reading on using the Moq framework for testing database connections using
the Entity Framework, consider the following link https://learn.microsoft.com/
en-us/ef/ef6/fundamentals/testing/mocking. However, the Moq framework
only supports testing at unit level, since it does not test the actual database in-
tegration. For integration-level tests, several options can be considered:

#3.1 Mock database

One alternative is to have separate mocked instances of the test database for each
test suite run. In other words, each test suite run should create an isolated copy
of the test database and run against it. In this way, parallel runs will not interfere
with each other. Once testing is completed, the isolated database instance should
be deleted.

#3.2 Database transactions

Another alternative is to wrap each test in a database transaction and roll back
the transaction at the end of the test. This ensures that each test is isolated in
terms of database state, as changes made in one test will not affect others. Some
tests currently work similarly, creating their own test data and deleting it upon test
completion. The downside of this alternative is that it requires considerable effort
since many of the existing tests will need to be rewritten to adopt this principle.
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Recommendation #4: Extend test suite

We suggests extending the existing test suite to cover more of the product func-
tionality, to ensure fewer bugs reach the customer. The company analysis showed
that the developers aren’t always confident in the functionality of their code, which
imposes a feeling of insecurity. This feeling is not desirable in the matter of em-
ployment satisfaction. It was expressed that a rigorous test suite to rely on could
mitigate this uncertainty. Another argument for this recommendation is that the
company is growing rapidly, exhibiting new requirements on the reliability of the
product and leaving ad-hoc bug resolving less suitable.

We recommend a risk-based approach, where the code base is examined and the most
critical functions/modules for the system are identified. These should be listed to-
gether with the testing effort already performed for the module, to gain an overview
of what parts of the system are actually being tested and identify critical parts of
the system that are lacking in testing efforts. This should be carried out by a per-
son who has a deep understanding of the code base and the system functionality.
Further, the actual creation of the test cases could be done by someone with lower
domain expertise or experience at the company to familiarise themselves with the
code base (e.g. a summer job or a project for a new employee).
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Recommendation #5: Move most likely-to-fail tests
to GitHub

Table x and x (these are removed from the report due to company data restrictions)
present the tests that have failed in TeamCity over the last 6 months. We recom-
mend that the tests with the most failure occurrences should be moved to GitHub,
to reduce the amount of failures in TeamCity. This change will facilitate catching
common errors early in the development process, increasing the possibility of catch-
ing errors in a stage where it will not hinder any system update. The chosen test
methods should be run through GitHub action upon every pull request. Note that
this approach requires PR’s to be run on every commit, as explained in recommen-
dation #2. If not adhering to the new workflow, it is still possible to place the tests
in GitHub to increase the chance of catching the faults early, but the tests can not
be removed from TeamCity if it is not guaranteed that the tests are run on every
commit to main.

Optimally, failure data should be gathered over a longer period to arrive at well-
founded conclusions about which test cases are most likely to fail. In addition, the
test method considered to be most likely-to-fail should be updated over time since
this data could change as the codebase evolves. We suggest gathering and updating
this data at least once a year.
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Recommendation #6: Run a subset of the test
suite

A way to decrease the test execution time is to apply the optimization technique of
test case selection. We have two different recommendations to achieve this: either
by running a subset of tests that belong to a corresponding feature in the code (for
example standard Automation functionality), or by executing tests that correspond
to the changed files in the commit. We will cover both options below.

7#6.1 Run a subset based on feature

Test cases that concern a specific category of the code should be identified and these
tests can then be executed only when the concerned part is changed. Categories
should be decided within the company but they could, for example, be “Integration”
and “Automation” etc.

This could be achieved by naming the branch according to the functionality category
that will be developed. The branch naming could, for example, be
“MoaB/Automation/X”. By utilizing GitHub action, the tests to run can be se-
lected according to the branch name. The relevant subsets will need to be previously
set up and linked to the right category in the workflow file by assigning test filters.
Below it is shown how the selection can be formulated.

* This section is removed due to company data restrictions *

In the workflow definition, it can be decided if the tests should be run on every
push to the branch or upon creating a pull request. We see pros and cons for both
options.
Tests on every push:
+ Continuously verification of the code throughout the development
+ Quick response
+ Not needed to have open PR’s to be able to get continuous feedback (we see
some do this today)
- Computational heavy - GitHub have different price plans for how many actions
can be run simultaneously and they share resources
Tests on every pull request:
+ Not as resource-demanding as push-option
- No continuous verification; can lead to needing to “go back to coding” when
you believed you were done
For customer-specific development, branches could be named “CustomerSpecific”
and then be set up not to run any specific test subset, if desired. In this case,
the other recommendations given in this document could be relevant, for example,
choosing to only run the most likely-to-fail tests.
If this alternative is adopted, the tests covering the chosen categories can be removed
from TeamCity since they will be already tested on GitHub. We recommend that
the tests covering critical functionality of the system remain in TeamCity as a final
check before the changes reach the customer. Ideally, the code should be built and
most likely-to-fail and category tests should be run upon every PR.
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Threats

One drawback of this solution is that the subset selected in GitHub action needs
to be maintained; if new test files are created they could be included in the .yml.
However, this task should be assigned to the person responsible for the specific
category. Or if assigning a person responsible for the whole test maintenance.
Another threat is that the solution relies on the correct naming of branches - which
is not optimal since spelling mistakes etc occur. We have unfortunately not found a
way to work around this. However, the “risk” of implementing this is not big; you
can always let all tests run on the branches without a category in the name (or no
tests as it is today).

#6.2 Run a subset based on changed files

Since it is most likely that tests associated with the changed files will fail, it is recom-
mended to run only the corresponding tests when performing test optimization. The
changed files in the commit can be found by running the GitHub Action "Changed
Files". Then, it is possible to find the test files that cover the changed files by build-
ing the path to the test file. This requires that the naming and file organization
recommendation #1 is followed. We have not investigated customizing TeamCity’s
test execution according to the changed files, but if you run this in GitHub before
the code reaches TeamCity, TeamCity is less likely to fail. In case this alternative is
adopted, the current test suite in TeamCity should not be changed. This is because
it is not possible to know which test did run before on GitHub.

Below is an example of how a GitHub action workflow that runs tests on changed
files can be formulated.

* This section is removed due to company data restrictions *
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Recommendation #7: Prioritization of test cases

A technique to optimize a test suite is to prioritize the order the test cases are
executed. This recommendation is mainly beneficial when the set suite is large,
otherwise, the effort might not be worth the benefits. Therefore, this recommenda-
tion is mainly applicable for the company if recommendation #4 is performed. By
prioritizing test cases, there are two major advantages:

1. Effective use of test execution time - less time spent waiting on test execution

if failure(s) occur
2. If the testing activities are abrupted: the most valuable test will have higher
chance of have been executed

We suggest you to base the prioritization on a combination of which test cases are
most likely to fail and which tests are most relevant. If you prioritize tests most
likely to fail, you are likely to get errors sooner than if not utilizing prioritization,
which means that you can start to address these errors faster and thereby decrease
the time before fix. If you prioritize relevant tests, you get confirmation of the code
faster.
We suggest applying prioritization by assigning test cases a category, for example,
“Priol” or “Prio2”, and then prioritizing the execution order of the categories. This
means that the test cases within the categories are not explicitly ordered. This is
advantageous since ordering every test case would require revising the order every
time a new test case is created. It is important to not have too many categories,
since it can confuse the differences between the categories.
The easiest approach would be to define one category, “Priol”, where the test cases
most likely to fail (identified by TeamCity logs, see recommendation #5) and the
most important tests are assigned. This requires someone to examine the existing
test suite and perform the categorization. This process must also be performed
iterative, for example every half a year, to include new test cases and to update the
prioritization according to the system updates. Alternatively, test categories could
also be assigned immediately when test cases are created, leaving the decision to
the developer creating the test. The drawback of assigning the priority category
immediately is that the log records can not indicate whether this is a test that will
fail a lot, and it might be difficult for the test designer to know if it is a critical test
or not.
Test prioritization can be achieved in both GitHub and TeamCity. To begin with,
choosing which tests to run on GitHub and which on TeamCity is a prioritization
itself, but this recommendation is focused on test case prioritization within these
two environments. Here is an example on how to achieve it:
* This section is removed due to company data restrictions
We advise you to include the tests that have not been prioritized last in the workflow
script. This makes it risk-free to apply this strategy since all tests will run even if
no one adheres to the new process of assigning a test case a priority.
This can also be combined with categorizing subset, as mentioned in recommenda-
tion #6. Then, both the selection of test files to include and test case priorities can
be combined into the filter.

*

LIV



	List of Figures
	List of Tables
	Introduction
	Purpose and Research Questions
	Limitations and Delimitations
	Significance
	Structure of Thesis

	Background
	Software Process Improvement
	Levels of Testing
	Static and Dynamic Testing
	Testing Techniques
	Test Specification Techniques
	Test Optimization
	Software Testing Metrics
	Continuous Integration
	Continuous Delivery
	Human Aspects related to Testing
	Cognitive Biases
	Motivation

	Code Quality

	Related Work
	Existing Frameworks
	Proposal to Improve Software Testing in Small and Medium Enterprises
	Human Aspects related to Testing

	Methods
	Industrial Context
	Focused Literature Review
	Analysis at the Company
	Semi-structured Interviews
	Themtic Analysis
	Software Repository Mining

	Framework Development
	Framework Application
	Framework Evaluation
	Practical Framework Evaluation
	Evaluation with Management
	Software Repository Mining after Framework Application


	Results: Pre-intervention analysis and adaptations
	Thematic Analysis
	Current Testing Environment
	Current Testing Process
	Bug Reporting

	Product
	Code Quality

	Fast Development Pace
	Guidelines
	Organization
	Culture
	Personal Responsibility

	Opinions
	Suggestions for Improvements

	Feelings
	Summary of Thematic Analysis

	Software Repository Mining
	Crashes in TeamCity
	Flakiness Score
	Code Quality Issues

	Workshop

	Results: Final Framework
	Application Process
	Presentation of Framework
	Motivation of Framework
	Contextual Adjustment
	Testing Knowledge
	Plan Definition
	Affected Test Levels
	Definition of Test Cases
	Test Activities
	Traceability
	Test Environment
	Testing Tools
	Code Quality
	CI/CD Pipeline
	Feedback
	Developer Motivation


	Results: Evaluation of company after Framework application
	Diagnosis before Framework application
	Framework Application
	Framework Evaluation and Refinements
	Developer Interview
	Artifact Evaluation
	Management Interview
	Software Repository Mining
	Diagnosis after Framework application
	Framework Evaluation Summary


	Discussion
	Final Framework
	Research Methodology
	Methodological Adjustments
	Impact of the final framework applied in a real-world setting
	Threats to Validity
	Reliability
	Conclusion Validity
	Internal Validity
	Construct Validity
	External Validity

	Generalizability of the Findings
	Future Work

	Conclusion
	Bibliography
	Interview questions for interviews with developers
	Background information
	Testing today
	Test Techniques
	Guidelines
	Opinions about the testing process today
	Areas for Improvement

	Interview questions for interview with Head of the Software Development
	Background information
	Testing today
	Decision making
	Opinions about the testing process today
	Areas for Improvement

	Interview questions for interview with Test Process Responsible
	Background information
	Current testing process
	Testing today
	Test Techniques
	Guidelines
	Opinions about the testing process today
	Areas for Improvement

	Interview questions for Framework Evaluation
	General perception:
	Implementation
	Challenges
	Experience

	Questions regarding recommendations to Company
	Thematic Analysis
	Workshop Feedback
	Questionarie results
	Evolution matrix from No Implementation level
	Evolution matrix from Partial Implementation level
	Examples
	Exit Criteria
	System Requirements for an E-commerce System
	High-level test case
	Code Review Guide

	Changes done to the original framework
	Developer Guide for Framework Application
	Procedure
	Requirements
	Example of High-Level Test Case
	Techniques
	Equivalence Classes
	Boundary Value Analysis
	Mutation Testing

	Exit Criteria

	Code Review Guideline
	Recommendations to Company

