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Formal Verification of FlowSync

Applying Formal Methods to a Distributed System for Managing Asymmetrically
Routed Internet Traffic

Frans Bergman

Shubhankar Choudhari

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

Complex network layouts, currently used by internet service providers and large
corporate networks, have lead to a phenomenon known as asymmetric routing. That
is, the two directions of a traffic flow take different paths through the network. This
poses a challenge for network management systems, which typically require knowledge
of both directions of traffic to perform classification and statistics collection. In this
thesis, we apply formal methods to identify and suggest solutions to issues in such a
system. The system is called FlowSync, and has been developed at Sandvine for use
in its internet traffic management product. The latter is an international company
providing systems for classifying and managing internet traffic. We model three
distinct components of FlowSync; classifier sharing, statistics synchronization and
link redundancy, and identify potential issues and limitations in all three. Two of
these limitations are consequences of known problems in distributed system design,
and the relation to these problems is discussed, as well as known techniques for
working around them.

Keywords: Formal methods, model checking, distributed systems, internet traffic,
asymmetric routing.
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Introduction

As internet traffic bandwidth grows every year [4], so does the task of managing said
traffic. This calls for systems that can efficiently classify internet traffic in order to
shape, filter, and collect statistics. These systems can improve the network’s overall
efficiency by identifying bottlenecks, improve the Quality of Experience of latency-
critical services such as Voice over Internet Protocol (VoIP), and enforce policies, for
example, blocking illegal or potentially dangerous content such as malware.

Sandvine is an international company that provides combined hardware and software
systems to its customers for managing network traffic. Its target customers range
from enterprises to governments and internet service providers. As the bandwidth
handled by these large entities grows to the order of tens of terabits per second [5],
[6], even the most powerful hardware platforms fall short of handling all of the
throughput alone.

To mitigate the bottleneck of using a single hardware node, horizontal scaling can be
employed by distributing the load of classifying, shaping traffic, collecting statistics,
etc., across several nodes. These nodes will be referred to as Traffic Processors,
abbreviated as “TPs”. When load balancing traffic across TPs using off-the-shelf
routers, a phenomenon referred to as “asymmetric routing” emerges'. That is, the
two directions of a traffic flow between two peers take different paths through the
network [7]. What this means in the context of traffic management is that each
TP only has partial information about each flow. To solve the problem of partial
information and allow traffic management in an asymmetrically routed network
environment, Sandvine has developed a metadata-sharing protocol called FlowSync.
This thesis project will cover the application of formal methods to components of
the FlowSync protocol in order to identify faults and limitations in their design and
implementation.

!For the purposes of this thesis, internet traffic that is subject to asymmetric routing will be
referred to as asymmetric traffic.
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The structure of this report is as follows: Section 1.1 gives an overview of internet
traffic and the internet protocol suite and Section 1.2 introduces traffic classification.
Section 1.3 describes the FlowSync protocol and the problems it aims to solve.
Chapter 2 presents the problem statement and outlines the scope of the thesis.
Chapter 3 provides a background of relevant research done in this field. Chapter 4
outlines the method used to produce the results. Chapter 5.1 presents a survey of
modeling frameworks. Chapter 6.1 presents the model of FlowSync’s link redundancy
component and discusses its results. Chapter 7.1 presents the model of FlowSync
classifier sharing and statistics synchronization components and discusses its results.
Finally, Chapter 8 concludes the thesis and gives suggestions for future work.

1.1 Internet traffic and protocols

Internet traffic makes use of the internet protocol suite, also known as TCP/IP, to
facilitate worldwide networked communication [8]. The suite is divided into 4 layers:
The Link layer, the Internet layer, the Transport layer, and the Application layer.
Each layer builds upon the services provided by the lower layer(s) and provides
services to the layers above. This conceptual stacking of layers provides separation of
concerns since each layer can be reasoned about separately, without directly relying
on the implementation details of the other layers [9].

Packet preamble

Link Internet Transport | Application

<— Segment / Datagram —
Packet

Frame

Figure 1.1: Structure of a complete TCP /TP message.

The link layer is the layer closest to the hardware used to transport traffic. This layer
provides transportation of frames from one device to another over some medium.
For example, Ethernet for wired connections or IEEE 802.11 for wireless ones.

The internet layer facilitates routing of packets from one device on the internet to
another. Since not all devices on the internet have a direct link to each other, this
may require routing the packets through multiple devices, referred to as routers.
Routers inspect the IP address of packets to determine where to send them next
until they reach their destination.
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The transport layer builds upon the internet layer to provide additional services, such
as integrity verification and reliable transport. Messages in the transport layer are
referred to as segments or datagrams, depending on whether Transmission Control
Protocol (TCP) or User Datagram Protocol (UDP) is used. The majority of internet
traffic, in terms of bandwidth, uses one of these two transport layer protocols [10].
Both protocols provide integrity verification using checksums, as well as application
multiplexing using port numbers. The main difference is that TCP is a stateful
protocol providing reliable transport and congestion control over an established TCP
connection, whereas UDP is stateless, provides no additional reliability over the
underlying layers, and provides no congestion control mechanism.

The application layer is the highest layer in the TCP/IP model. This is where
application protocols such as HT'TP, FTP, DNS, SMTP are implemented. In this
report, HTTP will be used to illustrate examples of internet traffic, as it (a) is
common, (b) uses clear text for data transfer, and (c) uses the TCP transport layer
protocol.

Figure 1.1 shows the structure of a TCP/IP message, including the header associated
with each layer. The link level header typically contains source and destination
MAC addresses, while the Internet header contains IP addresses, and the transport
header contains port numbers, a checksum and sequence numbers. Application data
is entirely determined by the application-level protocol used.

Transmission Control Protocol (TCP) is a connection-oriented protocol. A connection
between the client and the server is established before data can be sent. To establish
this connection, a three-way handshake is used.

Figure 1.2 shows a complete TCP conversation, including the three-way (or 3-step)
initialization handshake and termination handshake.

When a client wants to connect to a server, it sends a synchronize (SYN) message to
it. This message also contains the client’s sequence number to let the server know
what sequence numbers to expect in the following messages.

When the server receives the SYN message, it responds with a synchronize-and-
acknowledge (SYN + ACK) message. The SYN sequence number is that of the
server, while ACK is the client’s sequence number + 1.

The client sends ACK to the server on receiving SYN + ACK from the server. Again,
ACK is the server’s sequence number + 1. Now, the sequence numbers to be used in
each direction have been agreed on. Once the three-way handshake is complete, the
TCP connection can be used for data transfer.

The sequence numbers ensure that datagrams are in order. If a datagrams goes miss-
ing, the TCP implementation re-sends it without the involvement of the application
layer.
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| Client | | Server |

SYN (seq=36)

SYN |(seq=92)+ACK (seq=37)

ACK (seq=93)

[ Application Data ]

-y
P
.

ACK

\

Figure 1.2: TCP connection initialization and termination.

When the application data transfer is complete, the connection is closed by exchanging
finish (FIN) and ACK messages in a four-way handshake. The reason for not using a
three-way handshake, similar to the initialization handshake, is that each end of the
connection is closed separately, allowing each peer to finish sending its data before
closing the connection [2].
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| Client | | Server |

Request
\
Response
Request
Response

Response

Response

Figure 1.3: UDP data transfer.

User Datagram Protocol (UDP) is used for latency-sensitive transmissions such as
video playback and DNS lookups. Latency is reduced by not explicitly establishing a
connection before data transfer, as in TCP.

Unlike the TCP’s three-way handshake, in UDP, a client can send data directly to
the server as shown in Figure 1.3. This creates advantages and disadvantages for the
transmission. The advantage is that this speeds up communication; however, due
to the absence of sequence numbers, there is no way to know whether the received
packets are received in order, duplicated, or lost.
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External network (Servers)

N

Internal network (Clients)

Figure 1.4: An example Traffic Processor deployment. The TP acts as a middle-box,
forwarding packets between clients on the internal network and servers on the external
network.

1.2 Classifying internet traffic

As previously stated, one of the tasks of a Traffic Processor is to classify traffic. This
section introduces the classification of internet traffic in the absence of asymmetric
routing. Section 1.3.2 will then explain how FlowSync is used to handle classification
of asymmetric traffic.

Internet traffic can be reasoned about not only in terms of packets but in terms of
packet flows. Flow is a general term that refers to a conversation between two peers
on a network. The two peers involved in a flow are typically referred to as the client
and the server, where the client is the one that initiates the flow by sending the first
message. The stream of packets that are sent from the client to the server is referred
to as the upstream. The opposite direction is referred to as the downstream.

Each packet of internet traffic belongs to a flow, identified by its TCP/IP 5-tuple.
That is, its source and destination IP address, its source and destination port,
and the transport protocol used. Analyzing only surface-level metadata, such as
transport protocol and port numbers, may not be enough to accurately differentiate
services [11]. Because of this, accurate classification of a traffic flow is only possible
by inspecting the contents of its packets. The TP is placed on the network path
between the clients and servers to facilitate this. A typical deployment is shown
in Figure 1.4, where the TP acts as a middle-box, forwarding packets between two
networks.

A TP may be processing many flows concurrently. In order to keep track of the state
of each flow, a table is used to hold metadata for each flow. This table is indexed by
the flow’s 5-tuple, which allows the TP to associate every traffic packet it observes
with its corresponding metadata entry.
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| Client | | Server |

s

ACK

\

GET / HTTP/1.1

HTTP/1.1 200 OK

oy
P
I S

ACK

\>

Figure 1.5: Example HTTP conversation.

A central component of the classification engine is the classifier state machine. One
such state machine exists for each flow, and the state of each machine is stored
together with the flow’s metadata in the connection table. This state machine is
used to determine the type of each flow by feeding it the contents of the packets
observed. When a packet belonging to a certain flow is seen, the next state of the
classifier state machine is computed, and the connection table is updated.

An example of a traffic flow is a TCP connection that fetches a web page over HTTP.
Consider the HTTP conversation shown in Figure 1.5 taking place between a server
on the internet and a user on the internal network. Classification of this connection
takes place as follows:

1. The TP observes the TCP SYN packet from the client to the server and
initializes a new classifier state machine associated with this connection’s
5-tuple.

2. The SYN4+ACK and ACK packets are observed, and the connection is now
classified as an active TCP connection.
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3. The HTTP GET request is observed. The connection is now classified as
HTTP/1.1.

4. The HTTP 200 response is observed. The connection is now classified based
on the contents of the response. For example, its content type and encoding
are now known.

5. The 4-step termination handshake is observed, and the flow metadata, including
the classifier, are removed from the connection table.
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1.3 FlowSync

As previously mentioned, asymmetric routing may occur when load balancing IP
traffic across multiple Traffic Processors. To allow the classification of asymmetric
traffic, Sandvine has developed a protocol for sharing traffic metadata across TPs.
The protocol specifies how TPs share metadata about traffic flows over a Local Area
Network (LAN), referred to as a domain. This includes messages for broadcasting
that a new flow has been established, updates about the state of the classifier for
a flow, flow statistics, and notifying peers that a flow has ended. This protocol is
referred to as FlowSync.

FlowSync is used to coordinate the management of millions of connections across over
100 Traffic Processors in a single FlowSync network. As of writing, Sandvine’s highest-
capacity hardware platform, the iQ52600, supports up to 150,000,000 concurrent
connections [12].

Figure 1.6 shows the simplest possible deployment using FlowSync, with two TPs
handling fully asymmetric traffic, i.e., all traffic in each direction is routed to the
same TP. The FlowSync domain is illustrated by a bi-directional arrow between the
TPs. A pair of upstream and downstream links connected to a TP is referred to as a
traffic channel.

External network (Servers)

- FlowSync >
Upstream channel TP 1 TP 2 Downstream channel

Internal network (Clients)

Figure 1.6: The simplest possible FlowSync deployment, using two TPs to handle
fully asymmetric traffic.

Conceptually, FlowSync consists of three major components; classifier sharing, statis-
tics synchronization, and link redundancy. Figure 1.7 illustrates the relationship
between the components, with the link redundancy layer providing message transport
to the classifier sharing and statistics synchronization components in the service
layer above. The following subsections outline the intended behavior of each of the
three components of FlowSync.
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TP 1 TP 2
Classifier Statistics Classifier Statistics
sharing synchronization sharing synchronization
Link redundancy } [ Link redundancy

L FlowSync network ]

Figure 1.7: High-level overview of FlowSync components

1.3.1 Peer discovery and link redundancy

The set of peers present on a FlowSync network does not need to be defined manually.
Rather, peers are discovered dynamically using broadcast heartbeat packets and
unicast response packets. Heartbeat packets are sent at regular intervals by each TP
to announce its presence on a domain.

TP 1 |

TP 2

+TP2 connected

HELLO (broadcast)

OHAI

| oomar

Figure 1.8: FlowSync peer discovery

Figure 1.8 shows how the messages HELLO and OHAT are used to discover peers on
a FlowSync domain. The conversation takes place as follows:

1. HELLO is broadcast by TP 1 to announce its presence on one of its domains.

2. OHALI is sent in response to the HELLO packet. This packet is sent as unicast

to TP 1.

3. TP 1 receives the OHAI packet, which means that TP 1 is now aware that

there is a bi-directional link to TP 2 on this domain.

10
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This way, each TP maintains a list of all TPs available based on the OHAI packets
it receives. A timer is used in each TP to remove any peer who has not been seen
for a set amount of time.

In order to facilitate redundancy and load balancing on the FlowSync network,
FlowSync traffic? may be distributed across several domains. A set of domains
connecting a set of TPs is referred to as a FlowSync network. Let us consider a
scenario with 3 TPs (TP1, TP2, and TP3) that communicate on 2 domains (A and
B). In practice, each domain would typically be realized using one or more network
switches.

5
S

\TP1||TP2| TP3]

Figure 1.9: Working FlowSync domains.

=[5

7P| TP2| TP3]

Figure 1.10: FlowSync domains with a broken link.

Scenario 1: All links are working, shown in Figure 1.9.
Load balancing is achieved by distributing the FlowSync traffic across the domains
on which all TPs have been discovered by the heartbeat procedure.

Scenario 2: The link between TP1 and domain A fails, shown in Figure 1.10.
Since TP1 has lost its link to domain A, all other TPs also stop using domain A in
order to ensure that the FlowSync packets addressed to TP1 are not lost.

1.3.2 Classifier sharing

In an asymmetric environment, the upstream and downstream flow directions are seen
by two different TPs. This means that the TPs involved need to share classification
metadata with each other. For the sake of simplicity, the state of a flow’s classifier
can be seen as a large integer, which can change any time a packet is seen in either
direction. With this simplification, for a flow to stay synced between two TPs, each
TP needs to send a copy of the classifier state integer to its peer every time it changes.

The following packets are defined for classifier sharing over FlowSync.

2Note that this is the traffic used to share information between TPs, not to be confused with
internet traffic.

11
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o SEEN: A TP broadcasts this packet when it observes a Transmission Control
Protocol (TCP) SYN/ACK packet on its traffic channel without first seeing
the TCP SYN packet. This marks the start of a new asymmetric connection
as the TCP SYN packet must have been seen by a different TP.

o« UPDATE: This packet lets the receiving TP know about changes needed for
identifying the connection, i.e., the updated classifier state.

o« ENDED: This packet informs the receiving TP that the connection has ended,
typically because a TCP FIN packet was seen on a traffic channel.

o« FORGET: Sent when an unrecoverable error occurs, indicating that a connec-
tion is out-of-sync.

A prerequisite for the classifier state machine to operate correctly is that it is updated
in the order that packets are exchanged between the client and the server. This is
not a problem when there is only a single Traffic Processor with a single copy of
the classifier. However, when two TPs share the classifier state, this means that an
up-to-date copy of the classifier must be available as soon as the next packet (in
either direction) is seen. In practical terms, this means that the Round-Trip Time of
the FlowSync network must be shorter than that of the server-client pair.

In order to identify when packets on the FlowSync network are dropped or reordered,
sequence numbers are employed. These sequence numbers increment whenever the
classifier state changes or a sequence-numbered FlowSync UPDATE is received. If
an UPDATE with an unexpected sequence number is received, the connection is
marked as out-of-sync, and the FORGET message is sent to the FlowSync peer.

ENDED received

SYNACK seen

SYNCING UPDATE received

start

SYN seen SEEN received

Figure 1.11: State diagram for a connection on a TP performing classifier sharing.

Figure 1.11 shows a state diagram of the classifier sharing algorithm, while Figure 1.12
shows the messages exchanged in a scenario with 3 TPs. The scenario is summarized
in the following steps:

1. TP1 observes the SYN packet on its traffic channel and moves into state SEEN.

12
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9.

. After some time, TP2 observes the SYN/ACK packet on its traffic channel. As

it has not previously seen the SYN of this connection and is still in state INIT,
TP2 broadcasts a SEEN packet on the FlowSync network and moves to state
SYNCING.

. TP1 and TP3 receive the broadcast. Since TP1 saw the SYN earlier and is

in state SEEN, it sends an UPDATE packet (seq=0) to TP2 to acknowledge
that it has seen the other half of the connection and moves to state SYNCING.
TP3 ignores the broadcast, as it has not previously seen this connection.

Once TP2 receives the UPDATE packet from TP1, FlowSync is active, and
both sides have each other’s MAC address.

. TP2 sees a TCP segment belonging to the connection on its traffic channel and

sends an UPDATE packet (seq=1) to TP1, containing a copy of the updated
classifier state integer.

. TP1 receives the UPDATE packet and updates its classifier state copy accord-

ingly, remaining in state SYNCING.

Steps 5 and 6 are repeated with either TP1 or TP2 observing TCP segments
and communicating the state changes to the other TP.

. In the end, when TP1 sees a TCP FIN packet, it sends ENDED to TP2 to

mark the end of the connection and moves into state INIT.

When TP2 receives the ENDED message and moves back to the INIT state.

In reality, not all packets on the FlowSync network reach their destination in the
intended time, causing the classifier sharing to go out of sync. Figure 1.13 shows
an example of this scenario. The UPDATE(seq=2) packet from TP2 is delayed and
collides with the next UPDATE(seq=2) packet coming from TP1. On realizing that
the connection is out of sync, TP2 sends a FORGET packet to TP1, which in turn
sends an ENDED packet to mark the end of the communication.

In a different scenario, it may happen that after broadcasting SYN/ACK, TP2
receives multiple SEEN packets. This means that two different TPs have observed
the SYN for that connection, indicating a misconfiguration of the traffic network.

This event should always be reported as an error, as there is no way to determine
which SEEN is the “correct” one.
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Figure 1.12: FlowSync with 3 TPs
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Figure 1.13: Out-of-Sync example
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1.3.3 Statistics synchronization

Another consequence of asymmetric traffic is that flow statistics, such as the number
of bytes and packets in each direction, are not contained in a single location, but
instead split across two TPs.

External consumers of these statistics, such as a database or monitoring interface,
typically need information about both directions. This creates a need to aggregate
connection statistics per-flow, not just per-direction. One way to do this is to
aggregate the per-direction data in an external database, to which each TP reports
directly. However, this solution has poor performance when dealing with a very large
number of flows, since the database must perform expensive lookup operations to
match the upstream and downstream data points.

Another possible solution to the statistics reporting problem is aggregating statistics
over the FlowSync domains. This would mean that a single TP reports all the
statistics for a connection to the database. The advantages of this solution are
that no external database nor extra hardware is required. However, this solution is
susceptible to interruptions and delays on the FlowSync network, e.g., late packets and
drops. Also, the additional data reported with each update packet adds bandwidth
load to the network.

In the event of dropped statistics updates, different policies for handling this can be
implemented. For example, re-send the update, or report statistics over a separate
channel to the external database. In this scenario, it is necessary to ensure that
duplicate accounting of statistics is not possible.

The statistics synchronization feature has undergone several iterations since it was first
implemented at Sandvine. The initial implementation assumed that the FlowSync
domains, which operate at the link layer, cannot drop packets. In reality, this is
naturally not the case, and subsequent implementations have attempted to solve this
issue by introducing acknowledgments for most packets. In total, there are 10 packet
types in the current implementation:

1. Connection update: Sent from downstream to upstream TP. Contains the
statistics information of the downstream side of the flow.

2. Connection update acknowledgment: Sent from upstream to downstream
TP in response to connection update. Acknowledges the update and includes
the current statistics of the upstream side.

3. Request for acknowledgment: Sent from downstream to upstream TP if
acknowledgment is not received within a configurable timeout.

4. FlowSync ENDED: Same as used in classification, indicates that the connec-
tion has been closed.

5. Reject: Sent from either TP in response to any message other than Reject,
indicating that synchronization of this connection’s statistics has ended.

6. Final: The final statistics update. Sent from downstream to upstream TP.
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Request for ack received or hand-
shake timeout.
Send ack. of last update.

Invalid update received.

Send reject UPDATE received.

Reject received.

FALLBACK

Figure 1.14: State diagram of an upstream TP performing statistics synchronization.

7. Final acknowledgement: Acknowledgement of the final statistics update.
Sent from upstream to downstream TP.

8. Request: Requests the final statistics update from downstream TP. Sent from
upstream to downstream TP.

9. Response: Final statistics update, sent in response to the Request message.
10. Response acknowledgement: Acknowledgement of the Response message.

The upstream TP is the one that observes the packets from the client to the server.
Which TP is considered the upstream can be determined by observation of the SYN
packet since that is only ever sent in the upstream direction. Figure 1.14 depicts a
flow chart showing the states and actions of the upstream TP during synchronization.
Receiving an UPDATE message updates the upstream TP’s connection metadata with
the statistics from the downstream TP. Receiving a request for an acknowledgment
message causes the upstream TP to send an acknowledgment, including a receipt of
the statistics received so far. When an invalid update is received, that is, one with an
incorrect sequence number, a reject message is sent. Upon receiving a reject message,
the TP enters the FALLBACK state and no further synchronization is performed.
The upstream TP is also responsible for reporting the total statistics data to the
external database. This happens periodically during synchronization if the statistics
data have changed since the last time they were reported to the database.
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ENDED received

FIN seen.
Send Final update re-
quest.

FINAL_ WAIT

CLOSED

Final received.
Send Final ack.
Send last update
to database.

Send ENDED.

Connection timeout.
Send Final update re-
quest.

Figure 1.15: State diagram showing closing of statistics sync at the upstream TP.

Figure 1.15 shows how a connection closing is handled by the upstream TP. Receiving
ENDED indicates that the connection was closed at the downstream TP and can be
closed. When FIN is seen on the traffic channel or the connection times out, a request
for the final statistics update is sent to the downstream TP, and the upstream TP
enters the FINAL WAIT state. Once the final update has been received, the last

update can be sent to the external database, and ENDED is sent to the downstream
TP.
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Figure 1.16: State diagram of a downstream TP performing statistics synchronization.
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ENDED received

Ack received.
Send ENDED to peer.

Connection timeout.
Send Final update.

FINAL ACK_ WAIT

FIN seen.
Send Final update.

imeout.
Send  statistics to
database.

Send ENDED to peer.

Figure 1.17: State diagram showing closing of statistics sync at the downstream TP.

The downstream TP is the one that sees the traffic from the server to the client,
including the SYNACK packet, which is only seen in this direction. The behavior
of the downstream TP is essentially a mirror of the one at the upstream, but with
additional timers to allow for some drops and delays on the FlowSync network. The
flowchart in Figure 1.16 shows an overview of the synchronization behavior. Instead
of sending updates to the external database, the downstream TP sends statistics
updates to the upstream TP. At any point, a request for acknowledgment can be
sent to the upstream TP, and the downstream TP moves to the TIMER, 1 state.
If no acknowledgment is received before this next timeout, another request is sent,
and the downstream TP moves to state TIMER, 2. If this also times out, a reject
message is sent, the FALLBACK state is entered, and synchronization is stopped. In
the FALLBACK state, the downstream TP sends its statistics data directly to the
external database instead of the upstream TP.

The procedure for reporting the final statistics when a connection is closed is shown
in Figure 1.17. The main difference from the upstream closing procedure is that
the final statistics data is sent directly to the external database if the final update
acknowledgment is not received in time.
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| Downstream TP | | Upstream TP | |External Database

FlowSync init

Connection update 1 | Connection update 1

>

Connection update 2 | Connection update 2

>

Update ack.

FIN

Final update Final update

Final ack.

ENDED

Figure 1.18: Message flow chart of a statistics synchronization example.

Figure 1.18 shows a subset of messages exchanged as part of a complete successful
statistics synchronization conversation between two TPs. In this example, no packets
are dropped between the upstream and downstream TP, so no re-sending of messages
is necessary. The connection is ended with a FIN message seen by the downstream
TP, which sends its final update to the upstream. After the acknowledgment of
the final statistics update, the FlowSync conversation is ended with the ENDED
message.

When in fallback mode, each TP sends its half of the connection statistics directly
to the external database. The statistics sent in fallback mode are the statistics
collected since the last successful synchronized update, as far as each TP can tell.
For the upstream, that means the last update sent to the external database. For the
downstream, it means the statistics last received in an update acknowledgment. The
reason for this, according to the internal design notes, is to eliminate the possibility
of duplicate statistics.
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| Downstream TP | | Upstream TP | |External Database
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Connection update 1 | Connection update 1

>

Update ack.
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Ack. timer runs out
Ack. [request
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Ack. timer runs out
Reject
Half ypdate
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Figure 1.19: Statistics synchronization fallback example

Figure 1.19 shows an example of a statistics synchronization conversation that results
in the fallback behavior. The downstream TP does not receive the update acknowl-
edgment before its first timeout and sends another request for acknowledgment. The
second update acknowledgment is also dropped, resulting in the downstream TP
sending a reject message and entering the FALLBACK state (See Figure 1.16). From
this point forward, the downstream TP sends half updates to the external database.
Once the upstream TP has received the reject message, it also enters the FALLBACK
state (See Figure 1.14) and starts sending half updates to the database.
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Problem

This chapter defines the problem this thesis aims to solve and explains the limitations
of the scope of the project.

A cluster of Traffic Processors sharing traffic metadata using FlowSync is an example
of a distributed system. Distributed systems are notoriously difficult to reason about
intuitively due to the inherently complex nature of concurrent systems in general.
Formal methods can be employed to aid in the reasoning about concurrent systems [13].
By reasoning formally about the system and verifying its correctness using either a
formal proof or model checking, faults in the protocol that might otherwise cause
system failure can be identified before they manifest in the implementation.

The problem that this project intends to solve is that of accurately modeling the
FlowSync protocol in such a way that formal methods can be applied in order to
verify its correctness or identify its flaws.

The problem statement is summarized by the following research questions:

1. How can a large system for internet traffic management be compactly modeled
in a formal language while still being amenable to verification?

2. What properties can be verified, and what issues can be found by verifying the
model?

3. How can the results of verification be used to correct or limit the impact of
any issues found?

In order to answer these questions, FlowSync is modeled, and properties corresponding
to the desired behaviors outlined in Section 1.3 are verified. This serves as a case
study of how formal methods can be applied to find the root causes of issues in a
design, as well as how the results can be used to fix or limit the impact of said issues.

As stated in the introduction, the classification may be used to filter out harmful
traffic, such as illegal content or malware. Because of this, there is an incentive
for malicious users to try to bypass the classification system. Thus, another aspect
of FlowSync to be verified by the model is whether it is possible to craft a traffic
flow such that classification fails due to some protocol flaw or by overloading the
FlowSync domain(s).
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This project’s scope is limited to the FlowSync protocol for enabling classification
and statistics collection for traffic lows. Complex policies applied to each type of
traffic, such as volume-based shaping and traffic redirection, will not be covered.
Instead, a simple class-based filtering policy is modeled, where traffic is forwarded
or dropped based on the state of the classifier. Statistics reporting is simplified to
only mean packet count, and the external database is assumed to only aggregate the
reports as the total number of packets in each flow direction.

Only TCP will be considered as the transport layer protocol. The case for User
Datagram Protocol (UDP) is slightly more complicated, as there are no rules for how
a UDP conversation starts or ends. This means that, for example, peers may start
streaming packets over UDP after negotiating in an otherwise unrelated TCP stream,
as is the case for e.g. VoIP applications. In this case, the ordinary SEEN-UPDATE
handshake cannot be used, and the conversation must be classified by some other
means.
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Theory

This chapter covers existing theory and related work on the verification of distributed
systems in general, verification of traffic management systems, model checkers like
TLAT, R-CHECK, and SPIN for modeling distributed systems, and an alternative
approach to formal verification of large protocol implementations.

3.1 Formal methods and model checking

As computer systems have become more complex and are increasingly used in critical
applications, such as in vehicles and medical equipment, where the potential risks
include financial consequences or even loss of life, the need to gain confidence in
the correctness of such systems has increased. This section covers formal methods
and, more specifically, model checking, which is a powerful, automated verification
technique that can provide strong evidence for the correctness of a system. Generally,
formal verification consists of two steps; specification and verification. Specification
involves specifying the behavior of the system (referred to as the model in the context
of model checking), as well as intended properties, in a formal language. Verification
consists of proving, either by manually constructing a proof or by automated checking,
that the system description satisfies the properties [13].

A number of formal methods paradigms, and techniques have been developed for
different use cases. Each technique offers unique capabilities for verifying different
aspects of software and hardware systems. The following is a summary of a selection
of techniques and how they can be applied:

1. Symbolic execution is a technique that explores the possible execution paths
of a program by using symbolic values instead of concrete inputs. This approach
is helpful while analyzing and verifying cryptographic protocols and low-level
system components [14].

2. Model checkers are used to verify that a given model of a system satisfies
specific properties, typically expressed in a temporal logic like Linear Tempo-
ral Logic (LTL). Model checkers like SPIN, NuSMV, and UPPAAL can be
applied to verify concurrent and distributed systems, real-time systems, and
communication protocols, among other applications [15].
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In [16], the authors describe how model checking emerged as an alternative
to manual proof-based formal methods in response to manual proofs of larger
systems becoming impractical. Model checking typically involves describing
the system in terms of its states and the transitions between those states. The
specification of the system is then written as a formula in some variant of
temporal logic. The process of verifying whether the system description is a
model of a temporal logic formula gives the term model checking.

One of the strengths of model checking is that the verification is automatic and
that it provides counterexamples if the model does not satisfy them, whereas
its main weakness is the state explosion problem [13]. The state explosion
problem refers to the fact that the number of possible system states increases
exponentially in the number of variables or agents in the system [17].

3. Sound static analyzers examine the source code of a program without actu-
ally executing it, ensuring that the analysis is both sound (no false negatives)
and complete (no false positives). Tools like Frama-C and eThor can verify
various software systems, including device drivers, embedded systems, and
safety-critical applications such as aviation software and the Secure Sockets

Layer (SSL) stack [18], [19].

4. Verified runtime monitoring involves using formal methods to verify the
correctness of a runtime monitor, which in turn checks the behavior of a running
system against a specified set of properties. This approach can be applied to
various systems, including web applications (browser sandbox), distributed
systems, and safety-critical systems. Logical Automata for Runtime Verification
and Analysis(LARVA) and JavaMOP support verified runtime monitoring [20],
[21].

3.2 Temporal logic

The temporal logic of programs [22] refers to the time-related properties of programs.
The two main categories of such properties are invariance properties and eventuality
properties. Invariance properties are properties that hold globally for all states of
a system. Eventuality properties express that given some state, a state where the
property holds must be reached in a finite amount of time. These two categories
correspond to Lamport’s [23] notion of safety and liveness properties.

Linear Temporal Logic (LTL) refers to logic extended with quantifiers over all paths
of execution in a state transition system, thus specializing the general notion of time
to refer strictly to such paths. Common quantifiers include

o O ¢ (“box”, “always”), which states that a formula, ¢, always holds from this
point forward,

e O ¢ (“diamond”, “eventually”), which states that a formula, ¢, will hold at
some point in the future, and

o ¢ U ¢ (“until”), which states that “¢ holds until ¥ holds”.
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The “box” and “diamond” quantifiers can be combined to express more complex
properties such as the following:

o O O ¢ - Stability: After a finite amount of time, ¢ holds and continues to hold
indefinitely.

o [0 ¢ - Recurrence: ¢ holds infinitely often.

e (¢ = O ¢) - Response: An action ¢ must be followed by a response
within a finite amount of time.

For example, consider an elevator that can move up and down to 3 different floors. A
safety property, such as “the elevator may not move while the doors are open”,
can be specified in LTL as follows: O (door is open = elevator is stationary).
Liveness properties can also be specified, for example, “whenever the button for
floor 3 is pressed, the elevator eventually reaches floor 3”7, can be expressed as
O (button 3 pressed = {elevator is on floor 3).

3.3 Compositional model checking

As previously stated, the state explosion problem is one of the main drawbacks of the
model checking approach to formal verification. Compositional model checking refers
to methods for overcoming the state space explosion problem by breaking the model
into smaller components. These component models can then be checked separately,
thus reducing the size of the state space to be explored for each component. One
such method is called assume-guarantee reasoning, which involves defining guarantees
provided by each component, given some assumptions about the global state of other
components in the system [24].

The notation used for assume-guarantee reasoning is (¢)P(1). This expression is
true when the process P guarantees the property v under the guarantee ¢. We
can chain these assume-guarantee expressions to perform a deduction as seen in
Equation 3.1, which reads “Given that P, guarantees ¢ and that P, guarantees v
under the assumption ¢, it can be deduced that the parallel composition of P; and
P, guarantees 1"

{true) Py (¢) (9) P2(¢)
(true) Pr[| P (1))

(3.1)

3.4 Verification of network management protocols

Software Defined Networking (SDN) is an approach to network management in which
the network is separated into a control-plane and a data-plane. The control-plane
is responsible for orchestrating the network and providing a centralized point of
configuration. In the data-plane, traffic is forwarded, dropped, shaped, or otherwise
handled according to the configuration determined by the control-plane.
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Previous research [25] explores the possibility of building a verified network controller
based on the OpenFlow protocol for SDNs. The approach involves creating several
layers of abstraction, from a high-level network specification language called NetCore,
down to a formal model of the switches used to implement the network. Each
translation from higher to lower is proven correct with regards to the semantics of
each using the Coq proof assistant. Using this approach, the authors show that
invariants such as “all nodes are reachable” can be proven to hold for a given
control-plane configuration.

The TPs defined earlier in this thesis are an example of forwarding nodes in an SDN
architecture. However, FlowSync does not interact directly with the control-plane,
nor does it play a part in configuring the network according to a specification. Rather,
it facilitates sharing of metadata between nodes in the data-plane. Nevertheless, this
previous research shows the feasibility of applying formal methods to verify an SDN
system.

3.5 Running protocol implementations in a mod-
eled environment

A different approach to model checking large protocol implementations is described
in [26]. In their paper, the authors run the actual implementation of the Linux
TCP stack in CMC, a C model checker [27]. The benefit of running the actual
implementation in a modeled environment is that there is no need to model the
protocol separately from the implementation. Thus, this approach does not suffer
from the issue of the model not matching the implementation, potentially hiding
issues. The main drawback is the amount of work required to model the environment
that the implementation runs in.

This approach could be used to model FlowSync, given enough time and effort
to lift the implementation of the whole traffic processing system into a modeled
environment. However, given the time constraints of this project, this approach is
deemed infeasible.

3.6 Modeling with Promela and SPIN

Promela (Process/Protocol Meta Language) is a modeling language designed primarily
for specifying concurrent and distributed systems, protocols, and algorithms. It
was developed by Gerard J. Holzmann to make it easier to model complicated
systems in a clear and accessible way. It helps designers capture the dynamic
behavior of systems and identify errors, inconsistencies, or deadlocks before the
actual implementation [28].
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SPIN is a software verification tool designed to examine and confirm the accuracy of
Promela-modeled systems. SPIN can verify several properties, including an absence
of deadlocks (ensuring that no process is forever delayed), liveness (ensuring that
good states eventually occur), and safety (the absence of bad states) [29]. Fairness is
needed here to ensure all possible actions have a fair opportunity to occur. Actions
correspond to a step or an event that triggers the state change or transition within
the process or model. It can include activities like sending or receiving messages or
performing an operation. Once the preconditions for the action are satisfied, then
that action is enabled and may be executed in the next step.

When verifying liveness properties, the fairness of the model must be considered. For
example, consider a model of two processes that both count the integers 1, 2, 3, ...,
and so on. A liveness property may state that both processes eventually reach 100.
However, if the model is not fair, then it is possible that only one of the processes
gets executed and the other never reaches 100, which violates the property.

There are two categories of fairness: weak fairness and strong fairness. Weak fairness
implies that if an action is always enabled, it will eventually be executed. In contrast,
strong fairness guarantees that if a process is enabled infinitely often, it will eventually
be executed [30]. Note the subtle difference between always and infinitely often. For
an action to be considered as always enabled along an execution path, it must be
enabled in every step along this path. An action that is only enabled every other
step, or every n € N steps, is still considered enabled infinitely often. SPIN supports
weak fairness by default [31].

Buffered channels are a fundamental feature of Promela that facilitates communication
between processes. Channels can be declared with a fixed buffer size, and they
implement the message passing through the send (! ) and receive ( 7 ) operators.
Send is a non-blocking operation when the channel is not full. Promela also supports
a “rendezvous channel” with a buffer size of 0. Sending a message on a rendezvous
channel blocks the sender until the receiver is available and can thus be used for
synchronization. Receive operation is blocking as it has to wait until a matching
message appears in the channel. The channel Poll operation can be used to check
whether receive operation can be performed or not. This provides a natural way to
model synchronization and inter-process communication in distributed systems [32].

3.7 Modeling distributed systems in TLA™

TLA™ is a language for specifying systems as mathematical formulas [33]. A TLA™
specification usually describes the system by its states and the allowed transitions
(behaviors) between these states. The system builds upon the Temporal Logic of
Actions (TLA), which in turn builds upon temporal logic. The TLA™' Toolkit also
provides a high-level language called PlusCal, which allows the modeling of processes
in a procedural language with a syntax similar to Pascal.
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TLAT™ has previously been used to verify both the Pastry [34] and Chord [35] protocols
for distributed hash tables. In the case of a distributed data structure, the main
challenge is ensuring that all nodes involved have a shared understanding of the
structure’s state, even in the event of nodes joining or leaving the network without
prior notice. The main fault discovered in the paper by Lu et. al. [34] was in the
case where two nodes responsible for overlapping sections of the hash table joined
simultaneously. In this case, the nodes would be aware of the existing members of
the network but not each other. The authors also proposed a fix for the protocol to
prevent this issue.

In contrast to [34], which takes a high-level approach to modeling the network nodes,
it will be necessary to model low-level components of the system, including link-level
addressing and routing. This is because FlowSync includes mechanisms for failover
in the event of a single direction of a single link becoming unavailable, which should
be included in the model.

3.8 Modeling multi-agent systems in R-CHECK

Multi-Agent Systems (MAS) emerged as new software technologies in the last decade
that offer an efficient and more natural alternative to building intelligent systems,
thereby providing a solution to the current complicated real-world problems. MAS
consists of agents that work together either to accomplish the same or discordant
tasks. Agents can communicate with broadcast, unicast, or a combination of both.
Modeling a multi-agent system that reconfigures the way agents behave depending
on a state change is being researched heavily.

R-CHECK is a model-checking toolkit for verifying and simulating reconfigurable
multi-agent systems [36], [37]. It is built on top of nuXmu, which is a symbolic model
checker for analyzing synchronous finite-state and infinite-state systems [38]. This
enables the toolkit to perform LTL symbolic model checking. A modeling convenience
for interaction aspects like reconfiguration, coalition building, and self-organization is
provided by R-CHECK, which also allows a high-level input language with symbolic
semantics. Users can give input to the interactive simulator to tell how to simulate
the system or let the simulator perform an arbitrary execution.
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This chapter outlines the approach used to model and verify FlowSync in order to
answer the research questions.

The approach is divided into two main sequential steps. First, a simplified implemen-
tation of the classifier sharing algorithm was modeled in three separate modeling
frameworks: R-CHECK, TLA™, and SPIN. This was done to gauge the suitability
of each framework for modeling FlowSync, since they each have a unique set of
mechanisms for expressing and verifying behaviors. The second step consisted of
modeling the remaining behaviors of FlowSync; statistics synchronization, and link
redundancy, in one of the three frameworks. The choice of the framework was based
on a suitability judgment guided by the results of the first step. See Section 5.3 for
the reasoning supporting the choice of modeling framework.

As noted by [17], one of the concerns when modeling a system is managing the
complexity of the model. The model must be detailed enough to capture the behaviors
to be verified while being compact enough to be verifiable in a reasonable amount of
time. In order to reduce the complexity of the model, the following simplifications
were made:

o Link over-capacity was not considered. By modeling the receive queues of all
agents to block the sender when they are full, there is an implicit assumption
that the sender will never send at a higher rate than the receiver can handle.
This simplification has the disadvantage of not allowing modeling of Denial of
Service (DoS) attacks but still allows for verification of other behaviors.

e Only stable link states were modeled. Since there is no mechanism in the
link redundancy layer of FlowSync to detect link failure other than heartbeat
timeout, packet drops are inevitable in the time span between a link going
down and this being detected by the TPs on the network.

e Link redundancy was modeled separately from classifier sharing and statistics
synchronization. This separation relies on assume-guarantee reasoning as
described in Section 3.3. The link redundancy model guarantees that if a
message is sent to a TP that is available on the FlowSync network, that
message will arrive at its destination. This guarantee was then used as an
assumption in the model of classifier sharing and statistics synchronization.
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o TPs were modeled as unidirectional, meaning that each TP either only forwards
packets upstream or downstream. In the real world, a single TP may handle
both upstream and downstream traffic.

e Only a single TCP connection was modeled. This was motivated by the fact
that, for the purposes of classification and statistics data collection, connections
do not interact with each other. Concurrent updates to a single connection’s
metadata are prevented by locking the associated row of the TP’s internal con-
nection table during the handling of each packet belonging to that connection.
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Survey of modeling frameworks

In order to get an overview of the modeling frameworks available and to determine
which is most suitable for modeling FlowSync, a model of the classifier sharing
protocol is implemented in three different frameworks. This model is further simplified
in the following ways: (1) The classifier state is not considered; FlowSync updates
are sent for every traffic packet observed. (2) The model is terminating, meaning
that the model reaches a final state once the TCP connection between the client and
server has ended.

5.1 Modeling

The main property of the behavior to be verified, apart from the absence of deadlocks,
is that “given that the RTT on the FlowSync network is shorter than that of the traffic
peers (server and client) and that no FlowSync messages are lost or reordered, the
FlowSync peers share the classifier state for the connection until it ends”. Expressing
this informal requirement formally, in the form of an LTL formula, requires some
simplification. Reasoning about RTT, or any other time, in LTL is inconvenient
due to the fact that adding a timestamp to each state makes otherwise identical
states unique, thus increasing the size of the state space. Instead of using absolute
time, the relative time property can be expressed formally as: “If there are FlowSync
messages in the receive queue of a TP, they will be handled before any other traffic”.
In summary, the desired property of FlowSync classifier sharing can be expressed

with the formula shown in equation 5.1.

OVtp € TP : tp’s FlowSync queue is not empty = tp does not handle traffic)
= O (= out of sync) (5.1)

In order to verify that this property is not being vacuously satisfied by the model
entering a deadlock state before out-of-sync can occur, a property is added stating
that the client eventually completes its conversation with the server and reaches its
final state. The LTL formula for this is shown in equation 5.2

INote that the FlowSync priority requirement is actually stricter than the RTT requirement.
Only requiring a shorter RTT does not protect FlowSync from bursts of packets in both directions
at the same time, which may cause out-of-sync.
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O (Client.state = DONE) (5.2)

TPs going out of sync is detected using sequence numbers as described in Section 1.3,
and the absence of lost FlowSync messages and reordering is modeled using First In,
First Out (FIFO) receive queues for each TP.

The results of the survey are described in Section 5.2 and discussed in Section 5.3.

5.1.1 R-CHECK

R-CHECK is a language for modeling Multi-Agent Systems that communicate
synchronously. The agent concept is similar to the process used in SPIN and PlusCal,
with each agent having its own state and communicating with other agents over
message channels.

system = Engine(enginel,...) | Engine(engine2,...) ||
Server(server,...) || Client(client,...) (5.3)

Equation 5.3 shows how a system consisting of two TPs, a server, and a client is
defined by the parallel composition of agents. The initialization of each agent’s
communication channels is left out for brevity. Appendix B contains the complete
system and agent definitions.

SPEC F (enginel-syncing && engine2-syncing)
SPEC F (server-tstate == closed && client-tstate == closed)
SPEC G (!enginel-outofsync && !engine2-outofsync)

Figure 5.1: Safety and liveness properties expressed as R-CHECK LTL formulas.

Figure 5.1 shows the LTL formulas for each of the properties to be verified. These
correspond to the formulas in Figure 5.5, specifying that “TPs eventually sync”, “the
TCP connection eventually finishes” and “TPs never go out of sync”.

5.1.2 TLAT

TLAT itself is a mathematical language used for describing systems using formulas [33].
Thus, the concept of processes does not directly apply to TLA™. Instead, the actions
of each process are modeled as actions on the global state, which means that care
must be taken to only access and update the state of the part of the global state that
belongs to the process whose action is being taken. The high-level PlusCal language
makes this easier, as it allows for defining processes, each with their own local state.
This language is used to define the component processes of the system, and is then

compiled to TLA™ for verification in TLC, the TLA* model checker.
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macro Send(name, msg) begin
channels [name] := @ (+) msg;
end macro;

macro Receive (name, msg) begin

await channels[name] /= <<>>;

msg := Head(channels[namel]) ;

channels [name] := Tail (channels[name]) ;
end macro;

Figure 5.2: Definition of the Send and Receive macros in PlusCal.

WillSync = OV tp € TPs : state[tp] = “SYNCING”
NeverDesync = OV tp € TPs : outofsync[tp] = FALSE

FlowsyncPriority = OV tp € TPs : (flowsync_channels[flowin[tp]] # ())
= (pc[tp] ¢ {"TP_traffic_handle”, “TP_traffic_forward"})

WillSync WithFlowsyncPriority = FlowsyncPriority = WillSync

NeverDesync WithFlowsyncPriority = FlowsyncPriority = NeverDesync

Figure 5.3: Safety and liveness properties expressed as TLA™ formulas.

TLA™ does not support message passing or channels natively. Instead, message
passing channels are implemented using the built-in Sequences module. Using
sequences the Send and Receive macros are defined as shown in Figure 5.2 to allow
message passing similar to the ! and ? commands in Promela. The Send macro
appends the message to the end of the channel sequence using the concatenation
operator (+). The Receive macro blocks until the channel sequence is non-empty,
and removes its first element using the Head and Tail functions. Using these macros
allows the code to be structured similarly to that of the R-CHECK and Promela
versions, which facilitates a more direct comparison of the models. See Appendix C
for the complete model of simplified classifier sharing in PlusCal.

The desired safety and liveness properties of FlowSync are expressed as plain TLA™
formulas, as shown in Figure 5.3. Note the use of the forall operator (V) to quantify
over all TPs in the model, meaning that this model can easily be extended to include
more TPs without changing the formulas.
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1

2 run TP (FlowSync [0], FlowSync[1], Traffic[0], Traffic[1l]);
3 run TP (FlowSync [1], FlowSync[0], Traffic[3], Traffic[2]);
1

5 run Server (Traffic[2], Traffic[0]);
6 run Client (Traffic[1], Traffic[3]);

Figure 5.4: System definition in Promela, see appendix A for the complete model.

| #define FLOWSYNC_PRIO(i) (TP[i]@handle_traffic -> (len(FlowSync[i -
11) == 0))
, #define FLOWSYNC_PRIO_ALL ([] (FLOWSYNC_PRIO (1) && FLOWSYNC_PRIO (2)

))

1 1tl eventually_sync {
FLOWSYNC PRIO_ALL -> (<> (TP[1]:state == FS_SYNCING && TP[2]:
state == FS_SYNCING))

6 }

7 1tl eventually_fin {

8 FLOWSYNC_PRIO_ALL -> (<> Client@done && <> Server@done)

o I

10 1t1l never_desync {

11 FLOWSYNC_PRIO_ALL -> ([] ! (TP[1]:out_of_sync || TP[2]:
out_of_sync))

12 }

13
Figure 5.5: Safety and liveness properties expressed as SPIN LTL formulas.

5.1.3 SPIN

SPIN has built-in support for processes defined using the proctype keyword, which
enables modeling of TPs, a TCP server and a TCP client as separate processes.
Figure 5.4 shows how the system is defined as the parallel composition of these
processes by running them from the init process. Promela also supports asyn-
chronous message passing using buffered channels, which operate similarly to the
receive queues used in a hardware Network Interface Card (NIC).

Figure 5.5 shows the LTL formulas corresponding to the behaviors to be verified.
Macro definitions are used to avoid duplication of the common FLOWSYNC_PRIO_ALL
condition, which states that FlowSync packets are always handled before traffic
packets. The first formula, eventually_sync, is a liveness condition that verifies
that both TPs eventually reach the SYNCING state. The second, eventually fin,
states that the Client and Server processes eventually reach their final states,
indicating that the TCP connection finishes successfully. The third, never_desync,
is a safety property, stating that the TPs never reach an out-of-sync state.
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Property FlowsyncPriority | Time (s) | Errors
WillSync Yes 70 0
WillFinish Yes 81 0
NeverDesync Yes 87 0
WillSync No 85 0
WillFinish No 166 0
NeverDesync No 1 1

Table 5.1: Results of model checking the simplified model of classifier sharing in
TLAT.

Property FLOWSYNC_PRIO_ALL | Time (s) | Errors
eventually_sync Yes 0.00 0
eventually_fin Yes 1.74 0
never_desync Yes 0.12 0
eventually_sync No 0.00 1
eventually fin No 5915 0
never_desync No 0.01 1

Table 5.2: Results of model checking the simplified model of classifier sharing in
SPIN.

5.2 Verification

This section presents the results of verifying each of the models presented in the
previous section in their respective model checkers.

Checking the R-CHECK model produces an error when verifying the “eventually
finish” property. This is due to the absence of buffering of the message channels used
for sending FlowSync messages, which makes it possible for this model to deadlock
with both TPs trying to send messages to each other at the same time.

Table 5.1 shows the results of model checking the TLA" model of simple classifier
sharing in the TLC model checker. The NeverDesync property fails to verify when
FlowSync priority is disabled, since the FlowSync RTT requirement described in
Section 5.1 is not enforced.

See Table 5.2 for the results of model checking the Promela model of the simplified
classifier sharing service. Just like in the TLA" model, removing the precondi-
tion FLOWSYNC_PRIO_ALL causes verification to fail for the eventually_sync and
never_desync properties.

5.3 Discussion

Modeling the same system in three separate frameworks allowed for a comparison of
their suitability for this task. Some of the observations made were as follows:
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1. The fact that channel communication in R-CHECK is synchronous poses a

restriction on its ability to model an Ethernet network since there are no means
of buffering messages in a receive queue. This can cause deadlocks in the model
when an agent is waiting to send a message on a channel, which is not possible
when using a real Ethernet implementation.

. SPIN has native support for buffered message channels, whereas TLA™ only

supports sequences and unordered sets, and R-CHECK only supports syn-
chronous (rendezvous) message passing. Buffered channels can be implemented
in TLA™' with relative ease, as shown in Section 5.2. However, no method of
doing so in R-CHECK was found due to the lack of any sequence, list, or array
data type.

. R-CHECK and TLA™" support quantifiers such as V and 3, which SPIN does

not. This allows for easier scaling of LTL formulas, specifying system properties
without duplicating code.

. PlusCal does not allow multiple assignments to the same variable in a single

labeled section since each such section becomes a single step in the TLA™
translation. When a single global map is used to contain all channels, this puts
a restriction on how large each atomic step can be. Each step may only send
or receive a single message from a channel. This increases the number of states
compared to the SPIN model, which allows an arbitrary number of send and
receive operations in a single atomic execution step. This limitation can likely
be avoided by foregoing PlusCal and using TLA™ syntax to encode the model
directly, computing the new value of each channel without using the Send and
Receive macros defined in Section 5.1.2.

. The performance of the SPIN model checker is significantly more than an

order of magnitude, better than that of TLC for the behaviors and properties
modeled.

Based on these observations, the choice was made to model the remaining parts of
FlowSync in Promela, primarily due to its native support for asynchronous (buffered)
message channels and its superior performance.
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FlowSync link redundancy

This chapter covers the modeling and verification of the model of FlowSync link
redundancy. The model is presented in Section 6.1. The results of verifying the
model are presented in Section 6.2 and discussed in Section 6.3.

6.1 Modeling link redundancy

As mentioned in Section 1.3.1, a domain is only used if all the TPs in that domain
can send and receive the packets. To verify this, a system similar to the one in
Figure 1.9 is modeled, featuring three TP processes and two domains.

The link redundancy model can be seen as a combination of internal working of
link redundancy and the high-level view of a service that uses the network for
communication. That is, TPs periodically send heartbeat messages to check the
active TPs in the domain, and at the same time, the services use the network for
sending messages.

In real-world networks, arbitrary link failures can occur at any time. However,
allowing unrestricted link failures within the model means including states where
all or multiple links are down indefinitely, rendering all domains inactive. This
necessitates a restriction of the model to examine the network’s behavior under
stable link status conditions, meaning that the status of a link is static for the
duration of the heartbeat exchange.

The model includes two configurable constants, N_.LINK_FAILURE and THREAD O_PRIO,
representing the number of link failures in the system and priority for the TP
(Thread0) process. The name ThreadO is borrowed from the real implementation,
where heartbeat are sent and received on the main (first) thread of the system
process.
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#define N_TP 3

#define N_DOMAIN 2
#define N_LINK_FAILURE 2
#define THREAD_O_PRIO 2

init {
// Set up links
int i, j, k;

for (i : O .. N_DOMAIN-1) {
for (j : 0 .. N_TP-1) A
links[i].tp[j] = true;
¥
}
// Disable N_LINK _FAILURE links
for (k : 0 .. N_LINK_FAILURE-1) {
select (i : 0 .. N_DOMAIN-1);
select (j : 0 .. N_TP-1);

links[i].tp[j] = false;

run Switch(switchs [0].domainMsgsChan, 0) priority 3;
run Switch(switchs[1].domainMsgsChan, 1) priority 3;

run ThreadO(TPIn[0], 0) priority THREAD_O_PRIO;
run ThreadO(TPIn[1], 1) priority THREAD_O_PRIO;
run ThreadO(TPIn[2], 2) priority THREAD_O_PRIO;

run Service (0, 1) priority 1;

Figure 6.1: Process priorities and initialization of link failure(s).

Following the defined number of link failures, the model randomly designates certain
links as down by setting their statuses to false. This approach enables an exhaustive
exploration of the system’s behavior under various network disruptions. It is worth
noting that the model also includes process priorities, which significantly restrict the
system’s behavior and response to these disruptions. The priorities are such that
link redundancy messages are processed before any service messages. Essentially,
this guarantees that before the service sends a service message, a stable network
environment is already established. The process priorities in Promela are integer
values, with a higher number representing a higher priority.

Figure 6.1 shows how the initialization of the model is done, along with different
priorities of the processes and the use of constants. The complete model is shown in
Appendix E.
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Out of three processes, Switch, ThreadO, and Service, the first two provide access
to the FlowSync network, while the Service is using the network to send messages.
The switch in this model is given the highest priority, designated as 3, owing to the
necessity for the Switch to be fully operational before any TP commences message
transmission. Following that, the ThreadO process is given its priority according to
the THREAD_O_PRIO constant. The rationale behind giving ThreadO a higher priority
than the Service is to ensure that the switch and TPs are prepared and stable
before attempting to send any service messages. The Service process is assigned
the lowest priority, marked as 1 since the service message should only be conveyed
when the network layout has been established by the sending of heartbeat packets.

The purpose of the model is to verify that any service message sent on an active domain
reaches its destination. The message delivery property eventually service states that
“Always when a message is sent by a Service, then eventually it will be received by
the intended TP(Thread_0) process.” The other property domain__agreement checks
that “Eventually all the TPs will agree on the status of each domain.” Figure 6.2
shows how the properties are expressed in SPIN LTL formulas.

1tl eventually_service {
[l (Service[6]@sent -> <> ThreadO[3 + 1]@receive_service)

3 }

5 1tl domain_agreement {

<> [1 (TPList[0].domain[0].ok == TPList[1].domain[0]. ok
&& TPList[1].domain[0].ok == TPList [2].domain[0]. ok
&% TPList[1].domain[1].0k == TPList [2].domain[1]. o0k
&% TPList [0].domain[1].0k == TPList [1].domain[1]. o0k

)

Figure 6.2: Properties of Link Redundancy expressed as SPIN LTL formulas.

6.2 Verification

The link redundancy model aims to enable verification of the liveness property
that packets sent by the service layer arrive at their destination. Table 6.1 shows
the results of the verification of this property with various model parameters and
Figure 6.3 shows the link failures corresponding to the failing eventually_service
property on row 2 of the table. The complete trail for this run can be found in
Appendix F.
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Property N_LINK_FAILURE | THREAD_O_PRIO | States | Time(s) | Errors
eventually_service 1 2 19,859 0.06 | 0
eventually_service 2 2 5,973 0.02 1
eventually_service 1 1 107 01
domain_agreement 1 2 288,559 1.26 | 0
domain_agreement 2 2 54,619 0.26 | 1
domain_agreement 1 1 7,170 0.03 |1

Table 6.1: Link redundancy model checking runs.

Figure 6.3: Two link failures causing the TPs to disagree on which domains are
active.

6.3 Discussion

The results of verifying the link redundancy model indicate that a single link failure
does not cause service packets to be dropped due to their destination being unreach-
able. However, two link failures can cause the TPs on the FlowSync network to
disagree on which domains are active, causing packets to be dropped.

This result seems to highlight a flaw in the algorithm used to determine each
domain’s status. By only considering the number of peers available on each network,
disregarding their identities, a split view of the network can emerge, where two
domains are active according to a TP, even though not all peers are available on both
domains. An immediate solution to this problem could be to store lists of available
peers on each domain and compare these to decide if all peers are visible. However,
this does not solve the problem of deciding which domain(s) should be active when
the number of peers is equal.

Another alternative solution is to drop the concept of active and inactive domains
altogether. By keeping a list of available peers on each domain, any FlowSync
message can be routed to its destination as long as it is available on at least one
domain. This avoids the problem of sending packets which will inevitably be lost
but can lead to uneven load on the domains when a peer is only available on a single
domain. In the worst case, this uneven load could cause the working domain to also
fail due to insufficient bandwidth.
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The problem of insufficient bandwidth on a domain seems to be illustrated by
the result of setting the THREAD _O_PRIO constant to 1. When the Thread0 and
Service processes are assigned the same priority level, verification shows a scenario
where the Service process floods one of the channels, causing a deadlock. In a
real implementation, this would result in packet drops, not a deadlock. However,
it illustrates a scenario where an abundance of Service messages causes heartbeat
packets not to be received. This situation could potentially undermine the network’s
operational integrity, since domains where heartbeat messages are not received, are
eventually marked as inactive. In order to avoid these network overcapacity issues,
care must be taken when dimensioning the bandwidth of the FlowSync network in
relation to the expected volume of asymmetric internet traffic to be processed.
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FlowSync services

This chapter covers modeling, specification, and verification of the extended model
of FlowSync services, including classification, statistics synchronization, and filtering
of traffic. The model is presented in Section 7.1 and verified in Section 7.2. The
results are discussed in Section 7.3.

7.1 Modeling services

The simplified model of classifier sharing presented in Section 5.1 has a few limitations.
Firstly, the prioritization of FlowSync messages over traffic is a stricter requirement
than the RTT requirement made on the real system. Secondly, the classifier state is
not modeled, and no decisions are made based on the classification of traffic. Thirdly,
the statistics synchronization behavior is not modeled at all. This section presents
an extended model that includes these behaviors.
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1 init {

2 run TP (FlowSync [0], FlowSyncTxBuf [0], Traffic[0], TrafficTxBuf
[01);

3 run TP(FlowSync [1], FlowSyncTxBuf [1], Traffic[3], TrafficTxBuf
[11);

run Tx(FlowSyncTxBuf [0], FlowSync[1], TrafficTxBuf [0], Traffic

[11);

6 run Tx(FlowSyncTxBuf [1], FlowSync[0], TrafficTxBuf[1], Traffic
[21);

8 run Server (Traffic[2], Traffic[0]);

9 run Client (Traffic[1], Traffic[3], 0);
10

11 run Database () ;

I_’}

Figure 7.1: Initial process of the complete model of classifier sharing and statistics
synchronization, defining the system by its component processes.

The model is extended with a Database process that simulates an external database.
In order to relax the RT'T requirement to match the real world more accurately,
a special transmission buffer process, Tx, is introduced. The complete system is
composed of two TPs with separate transmission buffer processes, an TCP/HTTP
server process, a client process, and a database process. Figure 7.1 shows the complete
system initialization. The full definition of the system and its component processes
can be found in Appendix D.
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proctype Tx(chan FlowIn, FlowOut, In, Out) {
int a; mtype b; int c; int d; Stats e;

do
len(FlowIn) == 0 && len(FlowOut) == 0 && len(In) > O0;
In ? a, b;
OQut ! a, b;
FlowIn ? a, b, c, d, e;
FlowQOut ! a, b, c, d, e;
od

Figure 7.2: Send buffer implementation

The RTT requirement can be modeled more accurately by reasoning about the order
of events in the system. This has the advantage of avoiding marking each state with
a timestamp, which would make otherwise identical states unique, increasing the
size of the state space. What is meant by the informal requirement “the RTT of the
FlowSync network is shorter than that of the traffic network” is that a FlowSync
update corresponding to a traffic packet is handled before any response to that
traffic packet. This can be modeled by adding a send buffer to each TP, which
accepts traffic and FlowSync packets, and only forwards the traffic once all outgoing
FlowSync packets have been handled. Figure 7.2 shows an implementation of such
a buffer in Promela. The buffer process takes four parameters; input and output
FlowSync channels, and input and output traffic channels. Traffic forwarding is only
enabled when both FlowSync channels are empty, which is checked by examining the
channels’ lengths. This ensures that any FlowSync messages that enter the buffer
before, or at the same time as, some traffic packets are handled before the traffic
is forwarded. Essentially, the use of two such transmission buffers is equivalent to
weakening the FlowSync priority requirement from Figure 5.5 to a directional one,
only limiting traffic flow in the direction corresponding to the FlowSync messages.
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HTTP_RSP

HTTP_GET

start HTTP_GET_MAL

HTTP_GET_MAL

HTTP_GET_MAL

HTTP_RSP_MAL

Figure 7.3: Classifier automata

The classifier state is modeled, as previously mentioned, as a simple integer. As
an example, consider a classifier for HI'TP traffic, similar to the one described in
Section 1.2. The classifier has five states, labeled from 0 to 4. See Figure 7.3 for
a state diagram of the classifier. Note that state 4 can be reached by observing
a HTTP_GET_MAL packet followed by a HTTP_RSP_MAL packet. These are used to
represent a malicious HTTP request, followed by a HTTP response carrying a
malicious payload. The traffic packets of any HT'TP conversation which enters state
4 are dropped, modeling a simple filter for malicious traffic. Note that a more trivial
example could be constructed, where only observing a single malicious packet causes
the connection’s packets to be dropped. In this case, FlowSync is not necessary, since
the traffic can be identified as malicious by only observing a single direction of flow.
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1tl forever_fin {
([] ! Client[4]:sent _mal) -> ([] <> Client[4]@done)

}
1tl never_desync {

([1 ' (TP[1]:o0ut_of_sync || TP[2]:out_of_sync))
}

1tl never_receive_mal {
([] ' Client[4]:received_mal)

Figure 7.4: Safety and liveness properties of classifier sharing expressed as SPIN LTL
formulas.

Finally, the model is made non-terminating by allowing the client to restart its
TCP conversation with the server once it has ended. This is supported in the TP
process by resetting the connection metadata structure upon seeing either an SYN
or SYNACK packet.

With these extensions to the classifier sharing service, additional properties can be
defined. Figure 7.4 shows the updated forever_fin and never_desync properties,
as well as the new never receive mal property, which states that no client should
ever receive a malicious HTTP response.
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1 1tl max_down_stats {
2 [l (Client[4] @done -> db_full_stats.down + db_half_stats.down
<= real_stats.down)
:i}
1 1t1 max_up_stats {
[1] (Client [4]@done -> db_full_stats.up + db_half_stats.up <=
real_stats.up)

Figure 7.5: Safety properties of statistics synchronization expressed as SPIN LTL
formulas.

As previously stated, the Promela model of classifier sharing is further extended
to include the statistics synchronization behavior. The main addition is the extra
FlowSync states and messages, updated to reflect those defined in Section 1.3.3, and
the introduction of a Database process. The Database process listens on the new
StatsChan channel, on which the TPs send statistics updates. The half-updates sent
when a TP enters fallback mode are stored separately from the full updates sent
by the upstream TP in normal mode. This is a simplification of the real database
implementation, which would store the data points in a table.

The main property to be verified for statistics synchronization is the absence of
statistics duplication, that is (simplified to only include packet count in each direction):
“Even in the event of loss of messages on the FlowSync network, the number of packets
in each traffic direction (upstream and downstream) of a connection, recorded in the
external database, must not exceed the real number of packets once the connection
has ended”.

This property is easily expressible as an LTL formula since the actual number
of packets sent in each direction can be recorded by the server and client pro-
cesses, respectively, and compared to the number recorded by the database process.
Equation 7.1 shows the resulting high-level LTL formula and Figure 7.5 shows the
corresponding SPIN formula.

O (client. finished =
(V direction € {upstream, downstream} :

database.packets|direction] < real.packets|direction])) (7.1)

Since the statistics synchronization protocol is designed to be fault-tolerant, the model
is also relaxed to allow the packet types STATS_UPDATE, UPDATE_ACK, FINAL ACK
and FINAL_UPDATE to be dropped by the transmission buffer process.
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Property N_REQUEST | ENABLE_CSTATE 2 States | Time (s) | Errors
forever_fin 1 true 66,595,000 280 0
never_desync 1 true 6,071,050 17.7 0
never_receive_mal 1 true 6,071,050 18.3 0
max_up_stats 1 true 6,071,050 17.8 0
max_down_stats 1 true 219,053 0.65 1
forever fin 2 true 76,469,100 368 0
never_desync 2 true 76,783 0.33 1
never_receive_mal 2 true 76,787 0.31 1
max_up_stats 2 true 10,448,969 46.3 0
max_down_stats 2 true 259,349 1.03 1
forever fin 2 false 69,211,200 382 0
never_desync 2 false 8,105,933 31.1 0
never_receive_mal 2 false 8,105,933 30.5 0

Table 7.1: Extended classifier sharing and statistics synchronization model checking
runs.

7.2 Verification

This section presents the results of verifying the model of FlowSync services in the
SPIN model checker.

Table 7.1 shows the elapsed time to verify each property with different numbers of
streamed request packets. Allowing the client to send multiple requests over the
same TCP connection without waiting for a response can cause out-of-sync behavior,
as indicated by the failing never_desync and never_receive_mal properties. Note
especially that the TPs fail to block the malicious response from the server, since
subsequent classifier updates are ignored when an out-of-sync state is detected.

A message flow chart of the run causing the never_desync property to be violated
is shown in Figure 7.6. Note that the upstream TP sees the second HTTP_GET_MAL
request just before the downstream sees the HTTP_RSP response to the first request,
which causes the last two UPDATE messages to overlap, illustrated by their lines
intersecting in the flow chart diagram.

The results show that the modeled system cannot ensure that duplication of statistics

data is impossible, shown by the max_down_stats property failing to be verified.

Note that only duplication of downstream statistics is possible, not upstream.

See Figure 7.7 for a message flow chart showing how duplication of statistics data
can occur. The duplication occurs after the final STATS _HALF update is sent to the
database. The message is sent because both FINAL UPDATE messages are dropped,
and thus never acknowledged. Since the downstream TP is unaware that the upstream
has already accounted and reported one of its packets to the database, it reports
both of its 2 packets to the database in a half update. The sum of packets reported
to the database in now 3, while the real packet count is 2.
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| Client | | Upstream TP | |Downstream TP| | Server
SYN SYN
SYN+ACK SYN+ACK
SEE
ACK DATE ACK
Dm‘
HTTP GET HTTP| GET
HTTP GET MAIL DATE
DATE
HTTP RSP
UPDAT
out-of-sync |- - - H

Figure 7.6: Message flow chart showing TPs going out-of-sync when a collision occurs
between a FlowSync update and traffic receipt.
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Downstream TP |

| Upstream TP | |
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Figure 7.7: Message flow chart showing duplication of statistics data at the database

due to dropped acknowledgements.
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7.3 Discussion

The results show that the model of FlowSync services satisfies both the liveness and
safety properties specified for classifier sharing , as long as the client waits for a
response before sending additional packets. The message flow chart in Section 7.2
shows that when requests are streamed without waiting for a response, the FlowSync
update triggered by the second request at the upstream TP can collide with the
update triggered by the first response at the downstream TP.

The classifier state machine expects to be updated one step at a time as new data
is seen inside a flow. This implicitly assumes a total order relation on the data
packets which affect the state of the machine. The ordering of events in distributed
systems has previously been studied, showing that a partial order on the events can
be defined [39]. Note that the ordering is not total, and some pairs of events are
said to be concurrent, meaning that it cannot be determined which event occurred
“first”. For some applications, it is sufficient to define a total order on the events by
breaking ties by defining a total ordering of the processes involved. Since only two
TPs are involved in syncing each flow, this could be implemented by, for example,
declaring that a tie means that the upstream event occurred first.

In order to avoid unwanted out-of-sync states, care must be taken when deciding
when to send a sequence-numbered FlowSync update. Clearly, sending an update
for every traffic packet seen has the potential to cause out-of-sync in situations like
the one previously shown. One option is to restrict the transitions from each state
so that two different transitions from the same state cannot be triggered by packets
that may be seen at either the upstream or downstream TP. An example of this is
shown in Table 7.1, where out-of-sync can be avoided by removing state 2 from the
classifier by setting ENABLE_CSTATE_2 to false. Since the classifier does not change
upon observing the HT'TP response packet, no collision can occur. This result shows
how the formal model can be updated to check whether a suggested solution solves
the problem.

The result of the modeling and subsequent verification shows that duplicate statistics
reporting is indeed possible, even with the acknowledgment-based architecture
presented in Section 1.3.3. Inspecting the execution trail generated by SPIN reveals
that message loss between the upstream and downstream TP can result in the
downstream TP reporting statistics to the database that have already been reported
by the upstream.

The proposed architecture for statistics reporting not working seems to be a con-
sequence of the unsolvability of the Two Generals’ Problem, as explained in [40].
When entering the fallback state, only one of the TPs involved (the upstream TP)
knows the complete state of the system, i.e., which statistics data have been reported
to the database.
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This result shows two of the strengths of model checking: (1) A system which is
known to be unreliable can be modeled without knowing the root cause, and the
model checker can find the execution path that causes the problem. (2) Knowledge
of specific computer science problems, in this case, the Two Generals’ Problem, is
not a prerequisite for applying model checking. The checker is not aware of the
specific results of computer science research, rather, it applies the rules of formal
logic mechanically to find the specific problem with our model.

A new proposed architecture for aggregating statistics at the data-plane level has
been proposed at Sandvine, using TCP to facilitate communication between TPs.
However, the result of the Two Generals’ Problem indicates that neither TCP nor
no other finite protocol can alleviate the fundamental issue of reaching a consensus
over an unreliable communication channel. In spite of this, TCP is widely used to
provide reliable transport over unreliable network links, and it is the base on which
most of the modern internet is built.
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Concluding remarks

This chapter concludes the thesis with a discussion of its limitations, ethical concerns,
and suggestions for future work. Section 8.1 discusses the limitations of the general
approach taken to verifying FlowSync. Section 8.2 touches on the ethical concerns
related to the project. Conclusions are presented in Section 8.3 and suggestions
future work are made in Section 8.4.

8.1 Limitations

As with any mathematical proof, the validity of the results presented in this report
relies upon the validity of the assumptions. Since the traffic management system
that FlowSync is a part of is large, over 100,000 lines of C code, only a fraction of
the complete system is modeled in this thesis project. Therefore, the results rely
on many assumptions, both implicit and explicit. A number of them are outlined
in Chapter 4. This section presents and discusses limitations discovered during the
implementation of the models.

For example, it is assumed that the locking of the connection table is correctly
implemented, which allows us to extrapolate results regarding a single connection to
many. Modeling this mechanism and verifying a model involving more connections
can increase confidence in the system’s correctness, at the expense of additional
computational complexity. Similarly, interactions between more than 2 TPs are
only considered in the model of link redundancy, based on the assumption that the
network is configured in such a way that no more than 2 TPs in the same FlowSync
network will ever see the same connection.
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While modeling the service and link redundancy layers separately is beneficial from
a state space point-of-view, it also introduces a few limitations: (1) The specific
interaction between the messages sent by the services and the heartbeat packets
is not modeled; instead, the representative service process in the link redundancy
model can send messages at any time. However, it could be argued that this more
general model provides a stronger guarantee for the link layer’s correctness than
would otherwise be possible. (2) Likewise, potential fairness issues between the
link redundancy heartbeat process (Thread0) and the service processes cannot be
reasoned about. However, such issues are unlikely to exist in the real system, where
the service processes and heartbeat process are pinned to separate CPU cores. As
previously shown, the link redundancy model allows reasoning about fairness issues
related to the network bandwidth, modeled using buffered channels of a fixed size.

8.2 Ethical concerns

Since this thesis work deals with modeling and verifying the correct operation of
software for analyzing and managing network traffic, the possible use cases for the
results of the project are many. Internet traffic management can be used for planning
network infrastructure and capacity, balancing bandwidth usage, and enforcing legal
policy, either through blocking illegal content or wiretapping suspected criminals.
However, in the wrong hands, the same features that allow these uses can be used
for censorship and invasion of privacy.

8.3 Conclusion

In this thesis, we have shown how three parts (link redundancy, classifier sharing, and
statistics synchronization) of a system for the management of asymmetric internet
traffic can be modeled in a formal language, and how this model can be verified
against safety and liveness properties to identify issues in the design. Furthermore,
we have discussed the relationship between these issues and corresponding known
problems in distributed systems, e.g. the Two Generals’ Problem and the problem of
establishing a total order of distributed events. Lastly, we have provided suggestions
for how to work around the limitations imposed by these problems, to avoid issues
in the real-world implementation of the design.

We approached the problem of modeling and verifying a real system without a specific
modeling framework in mind. By attempting modeling in three separate frameworks,
we identified what features would be required to accurately model FlowSync. We
hope that his approach can also be used in future work on modeling real distributed
systems, where the requirements may not be known beforehand.
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Previous research has demonstrated the usefulness of formal methods in verifying
Software Defined Networking (SDN) systems and distributed data structure protocols.
In this thesis project, we have further demonstrated their applicability to distributed
data-plane traffic management systems. The framework used is shown to permit
reasoning about the network both in terms of the internal state of the traffic processing
nodes and from a network client’s point-of-view, where we verify both liveness and
safety properties.

8.4 Future work

In the discussion of the classifier sharing results, a potential link to previous research
on establishing a total order of events in a distributed system was discovered. The
findings presented there could serve as a basis for designing a distributed traffic
classification protocol that does not suffer from concurrent classifier updates causing
out-of-sync behavior. A future project could consist of implementing a version of
FlowSync that incorporates the methods presented in a formal language and verifying
it against the same properties that failed to be verified in this project.

In order to gain further confidence in the correct operation of the FlowSync protocol
implementation, additional verification techniques can be used. These include (1)
runtime verification [41], which involves analysis of the execution traces of the real
implementation rather than an exhaustive state-space search, and (2) running the
implementation in a modeled environment using the C Model Checker (CMC) [27].

The survey of modeling frameworks conducted as part of this project identified a few
disparities in the set of features provided by each framework. We think that this can
serve as directions for future work on implementing features from other frameworks
in TLA*, R-CHECK, and SPIN. For example, the backend of R-CHECK, nuXmv,
supports array types [42], which could allow for the implementation of array types
into R-CHECK. Another example is to introduce quantifiers such as forall (V) and
erists (3) into Promela, to avoid unnecessary use of macros or code repetition.
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1

Classifier sharing model in

mtype = {
/* TCP x/
SYN, SYNACK, ACK, DATA, FIN,
/* FlowSync */
SEEN, UPDATE, ENDED,
/* States */

FS_INIT, FS_SEEN, FS_SYNCING, FS_ENDED

3
chan FlowSync [2] = [100] of {mtype, int};
chan Traffic[4] = [100] of {mtype, int};

proctype TP(chan FlowIn, FlowOut, Upstream,

Promela

Downstream) {

// FlowSync channels are accessed by the never claim

corresponding to the

// LTL formulas, so partial order reduction is not possible.

//xr Flowln;
//xs FlowOut;

xr Upstream;
xs Downstream;

mtype state;
bool out_of_sync;
bool not_seen;

int flow_seq = 0;
int seq;

mtype type;

do
// Handle Traffic packet
Upstream ? type, seq;

; handle_traffic:

d_step {
if
type == SYN;
state = FS_SEEN;

type == SYNACK;

printf ("Syncing\n") ;

state = FS_SYNCING;
FlowOut ! SEEN, O;



A. Classifier sharing model in Promela

14 :: type == DATA || type == ACK;
45 FlowOut ! UPDATE, flow_seq;
46 flow_seq++;

17

18 :: type == FIN;

19 state = FS_ENDED;

50 printf ("FIN %d\n", flow_seq);
51 FlowOut ! ENDED, flow_seq;

52 flow_seq++;

54 :: else; skip;
55 fi

57 Downstream ! type, seq;

58 }

60 // Handle FlowSync packet.
61 :: FlowIn 7 type, seq;
62 d_step {

64 printf ("Saw flowsync: %d\n", seq);

65 if

66 :: seq != flow_seq && state != FS_ENDED;

67 printf ("Out of sync: seq = %d, flow_seq = %d\n"
, seq, flow_seq);

68 out_of_sync = true;

69 :: else; skip;

70 fi

71

72 if

73 :: state == FS_SYNCING && type == UPDATE;
7 flow_seq++;

75 :: state == FS_SEEN && type == SEEN;
76 printf ("Syncing\n");

77 state = FS_SYNCING;

78 FlowOut ! UPDATE, flow_seq;
79 flow_seq++;

80 :: type == ENDED;

81 state = FS_ENDED;

82 flow_seq++;

83 :: else;

84 not_seen = true;

85 fi

86 }

87 od

88 }

89

90 proctype Server (chan In, Out) {

91 xr In;

92 xs Out;

93 mtype type; int seq;
95 // TCP handshake.

96 In 7 SYN, seq;
97 Out ! SYNACK, 1;

IT
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// Well-behaved TCP waits for ACK from client before sending

// Removing this line allows out-of-sync when the server sends

since the FlowSync SEEN-UPDATE

seq) ;

server_seq) ;

DATA.
DATA
// directly following SYNACK,
handshake
// has not occurred yet.
In 7 ACK, seq;
// Pick a seq, any seq.
int server_seq = 10;
do
// Receive request packets.
:: In ? type, seq;
printf ("Server Received %d\n",
if
type == FIN; break;
else; skip;
fi
// Randomly send response packets.
:: server_seq < 14;
printf ("Server sending %d\n",
Out ! DATA, server_seq;
server_seq++;
od

// Termination handshake.

Out ! ACK, server_seq;
Out ! FIN, server_seq + 1;
In ? ACK, seq;

printf ("Server done.\n");
done:

}
proctype Client (chan In, Out) {
xr In;
xs 0Out;
mtype type; int seq;
// TCP handshake.
Qut ! SYN, O;
In ? SYNACK, seq;
Out ! ACK, seq + 1;
int count = 4;
do
Out ! DATA, seq + 1;
count = count - 1;
if
count == 0; break;
else -> skip;

ITT
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fi
In 7 type, seq;
printf ("Client Received %d\n", seq);
od

// Termination handshake.
Qut ! FIN, seq + 1;

// Wait for ACK.
do
In 7 type, seq;
if
type == ACK;
break;
else; skip;

od

In 7 FIN, seq;
Out ! ACK, seq + 1;

printf ("Client done.\n");
done :

}

init {
run TP (FlowSync [0], FlowSync[1], Traffic[0], Traffic[1]);
run TP (FlowSync [1], FlowSync[0], Traffic[3], Traffic[2]);

run Server (Traffic[2], Traffic[0]);
run Client (Traffic[1], Traffic[3]);

2 }

// Ensure that FlowSync messages are handled before traffic. This
is necessary

5 // to guarantee absence of out-of-sync.

#define FLOWSYNC_PRIO(i) (TP[i]@handle_traffic -> (len(FlowSync[i -
11) == 0))

7 #define FLOWSYNC_PRIO_ALL ([] (FLOWSYNC_PRIO(1) && FLOWSYNC_PRIO(2)

))

1tl eventually_sync { FLOWSYNC_PRIO_ALL -> (<> (TP[1]:state ==
FS_SYNCING && TP[2]:state == FS_SYNCING)) 1}

1tl eventually_fin { FLOWSYNC_PRIO_ALL -> (<> Client@done && <>
Server@done) 1}

1tl never_desync { FLOWSYNC_PRIO_ALL -> ([] ! (TP[1]:out_of_sync ||
TP [2] : out_of_sync)) }

IV



Classifier sharing model in
R-CHECK

channels: flowsyncl, flowsync2, externall, external2, il, i2
enum msgvals {SYN, SACK, ACK, DATA, FIN, SEEN, UPDATE, ENDED}
enum tcpstate {listening, connecting , connected, closing, closed?}

message -structure: MSG : msgvals, SEQ : int
communication-variables: nop : int

agent Client

local: tstate : tcpstate, seq : int, in : channel, out
channel
init: tstate == connecting && seq == 20
relabel:
nop <- O
receive-guard: (channel == in)

repeat: (

(
<tstate == connecting> out ! (TRUE) (MSG := SYN
, SEQ := seq) [seq := seq + 1];
<tstate == connecting && MSG == SACK> in 7 [];
<TRUE> out ! (TRUE) (MSG := ACK, SEQ := seq) [
tstate := connected, seq := seq + 1]
)
+
<tstate == connected && seq < 24> out ! (TRUE) (MSG
:= DATA, SEQ := seq) [seq := seq + 1]
+
<tstate == connected && MSG == DATA> in 7 []
+
(
<tstate == connected && seq == 24> out ! (TRUE)
(MSG := FIN, SEQ := seq) [seq := seq + 1];
<MSG == ACK> in 7 []
)
+
(
<tstate == closing && MSG == FIN> in ? [tstate

:= closed];
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<TRUE> out ! (TRUE) (MSG := ACK, SEQ := seq) [
seq := seq + 1]
)
)
agent Server
local: tstate tcpstate, seq int, in channel, out
channel
init: tstate == listening && seq == 10
relabel:
nop <- 0
receive-guard: (channel == in)
repeat: (
(
<tstate == listening & MSG == SYN> in ? [tstate
= connectingl];
<TRUE> out ! (TRUE) (MSG := SACK, SEQ := seq) [
seq := seq + 1]
)
+
<tstate == connecting && MSG == ACK> in 7 [tstate
:= connected]
+
<tstate == connected && seq < 14> out ! (TRUE) (MSG
= DATA, SEQ := seq) [seq := seq + 1]
+
<tstate == connected && MSG == DATA> in 7 []
+
(
<tstate == connected & MSG == FIN> in 7?7 [tstate
= closing];
<TRUE> out ! (TRUE) (MSG := ACK, SEQ := seq) [
seq := seq + 1];
<TRUE> out ! (TRUE) (MSG := FIN, SEQ := seq) [
seq := seq + 1];
<TRUE & MSG == ACK> in 7 [tstate := closed]
)
)
agent Engine
local: flowin channel, flowout channel, in channel, out
channel, seen bool, syncing bool, ended bool, outofsync
bool, flowseq : int, fwdtype msgvals , fwdseq int
init: seen == FALSE && syncing == FALSE && ended == FALSE &&
outofsync == FALSE && fwdtype == SYN && flowseq == 0
relabel:
nop <- 0
receive-guard: (channel == in) | (channel == flowin)
repeat: (
(
<MSG == SYN> in ? [fwdseq := SEQ, seen := TRUE
1;
<TRUE> out ! (TRUE) (MSG := SYN, SEQ := fwdseq)
(]

VI
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77 )

78 +

79 (

80 <MSG == SACK> in 7?7 [fwdseq := SEQ, syncing :=
TRUE] ;

81 <TRUE> flowout ! (TRUE) (MSG := SEEN, SEQ :=
flowseq) [1;

82 <TRUE> out ! (TRUE) (MSG := SACK, SEQ := fwdseq
) [

83 )

84 +

85 (

86 <MSG == DATA | MSG == ACK> in ? [fwdtype := MSG
, fwdseq := SEQ];

87 <TRUE> flowout ! (TRUE) (MSG := UPDATE, SEQ :=
flowseq) [flowseq := flowseq + 1];

88 <TRUE> out ! (TRUE) (MSG := fwdtype, SEQ :=
fwdseq) I[]

89 )

90 +

91 (

92 <MSG == FIN> in ? [fwdtype := MSG, fwdseq :=
SEQ, ended := TRUE];

93 <TRUE> flowout ! (TRUE) (MSG := ENDED, SEQ :=
flowseq) [flowseq := flowseq + 1];

94 <TRUE> out ! (TRUE) (MSG := fwdtype, SEQ :=
fwdseq) []

95 )

96 +

97 (

98 <MSG == UPDATE> flowin ? [flowseq := flowseq +
1, outofsync := (SEQ != flowseq)]

99 )

100 +

101 (

102 <MSG == SEEN & seen> flowin ? [syncing := TRUE,
outofsync := (SEQ != flowseq)l];

103 <TRUE> flowout ! (TRUE) (MSG := UPDATE, SEQ :=
flowseq) [flowseq := flowseq + 1]

104 )

105 +

106 (

107 <MSG == ENDED> flowin ? [ended := TRUE, flowseq

:= flowseq + 1, outofsync := (SEQ != flowseq)]

108 )

109 )

110

111 system = Engine(enginel, flowin == flowsyncl && flowout ==
flowsync2 && out == externall && in == il) | Engine(engine2,
flowin == flowsync2 && flowout == flowsyncl && out == 1i2 && in
== external2) | Server(server, in == externall && out ==
external2) | Client(client, in == i2 && out == il)

112

113 SPEC F (enginel-syncing && engine2-syncing)

114 SPEC F (server-tstate == closed && client-tstate == closed)
115 SPEC G (!enginel-outofsync && !engine2-outofsync)

VII
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Classifier sharing model in TLA™

; EXTENDS Integers, Sequences, TLC, FiniteSets

11

26

CONSTANTS MaxQueue, MaxSeq, NULL

SeqO0f (set, n) == UNION {[1..m -> set] : m \in O..n}
seq (+) elem == Append(seq, elem)
MessageType == {"SYN", "SYNACK", "ACK", "DATA", "FIN", "SEEN", "
UPDATE", "ENDED"}
ChannelNames == {"flowsyncl", "flowsync2", "extl", "intl", "ext2",
"int2"}
> Clients == {"client"}
Servers == {"server"}
TPs == {"TP1", "TP2"}
5 Boxes == Clients \union Servers \union TPs

set ++ e set \union {el}
Messages == [seq: 0..MaxSeq, msg: MessageType]
EmptyPacket == [seq |-> 0, msg |-> "DATA"]

(¥--fair algorithm classification

; variables
channels = [name \in ChannelNames |-> <<>>];
flowin = [tp \in TPs |-> IF tp = "TP1" THEN "flowsyncl" ELSE "

flowsync2"];
flowout = [tp \in TPs |-> IF tp
flowsync2"];
in = [box \in Boxes |-> IF box = "TP1" THEN "intl1" ELSE

"TP2" THEN "flowsyncl" ELSE

IF box = "TP2" THEN "ext2" ELSE
IF box = "client" THEN "int2" ELSE
"ext1"];
out = [box \in Boxes |-> IF box = "TP1" THEN "extl" ELSE
IF box = "TP2" THEN "int2" ELSE
IF box = "client" THEN "intl" ELSE
"ext2"];

define
TypeInvariant

IX



90
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\A channel \in channels : channel \in SUBSET SeqOf (Messages

, MaxQueue)
end define;

macro Send(name, msg) begin
channels [name] := @ (+) msg;
end macro;

macro Receive(name, msg) begin

await channels[name] /= <<>>;

msg := Head(channels [namel]) ;

channels [name] := Tail (channels[name]) ;
end macro;

process TP \in TPs
variables
d = EmptyPacket;
seen = FALSE;
syncing = FALSE;
ended = FALSE;
outofsync = FALSE;
flowseq = O0;
begin
TP_Loop:
while TRUE do
either
Receive (in[self], d);
TP_traffic_handle:
if d.msg = "SYN" then
seen := TRUE;
elsif d.msg = "SYNACK" then
syncing := TRUE;
Send (flowout [self], [msg [-> "SEEN",
elsif d.msg \in {"DATA", "ACK"} then

seq |-> 01);

Send (flowout [self], [msg |-> "UPDATE", seq

flowseql) ;

flowseq := flowseq + 1;
elsif d.msg = "FIN" then
ended := TRUE;

Send (flowout [self], [msg |-> "ENDED",
flowseql) ;
flowseq := flowseq + 1;
end if;
TP_traffic_forward:
Send (out [self], d4);
or
Receive (flowin[self], d);
TP_flowsync_handle:
if (d.seq /= flowseq) /\ ~ended then

outofsync := TRUE;

end if;

if syncing /\ d.msg = "UPDATE" then
flowseq := flowseq + 1;

elsif seen /\ d.msg = "SEEN" then
syncing := TRUE;

seq

| =>

| =>
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client_seq := client_seq + 1;

Client_rFINACK:
while TRUE do

Receive (in[self], d);
if d.msg = "ACK" then

goto Client_rFIN;
end if;

end while;

Client _rFIN:
Receive (in[self], d);
assert d.msg = "FIN";

Send (flowout [self], [msg |-> "UPDATE", seq |->
flowseql) ;
flowseq := flowseq + 1;
elsif d.msg = "ENDED" then
ended := TRUE;
flowseq := flowseq + 1;
end if;
end either;
end while;
end process;
process client \in Clients
variables
d = EmptyPacket;
client_seq = 10;
begin
7 Client_sSYN:
Send (out [self], [seq |-> client_seq, msg |-> "SYN"]);
client_seq := client_seq + 1;
Client_rSYNACK:
Receive(in[self], d);
assert d.msg = "SYNACK";
5 Client_sACK:
Send (out [self], [seq |-> client_seq, msg |-> "ACK"]);
client_seq := client_seq + 1;
Client_DatalLoop:
while client_seq < 14 do
Client_Data:
either
Receive (in[self], d);
or
Send (out [self], [seq |-> client_seq, msg |-> "DATA"]);
client_seq := client_seq + 1;
end either;
end while;
Client_sFIN:
Send (out [self], [seq |-> client_seq, msg |-> "FIN"]);

XI
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146 Client sFINACK:
147 Send (out [self], [seq |-> client_seq, msg |-> "ACK"]);
148 client_seq := client_seq + 1;

150 end process;

152 process server \in Servers
153 variables

154 d = EmptyPacket;

155 server_seq = 20;

156 begin

157 Server _rSYN:

158 Receive (in[self], d);
159 assert d.msg = "SYN";

161 Server_sSYNACK:
162 Send (out [self], [seq |-> server_seq, msg |-> "SYNACK"]);
163 server_seq := server_seq + 1;

165 Server _rACK:
166 Receive (in[self], d);
167 assert d.msg = "ACK";

169 Server_Data_Loop:

170 while d.msg /= "FIN" do

171 Server_Data:

172 either

173 Receive (in[self], d);

174 or

175 await server_seq < 24;

176 Send (out [self], [seq |-> server_seq, msg |-> "DATA"]);
177 server_seq := server_seq + 1;

178 end either;

179 end while;

181 Server_sFINACK:
182 Send (out [self], [seq |-> server_seq, msg |-> "ACK"]);
183 server_seq := server_seq + 1;

185 Server _sFIN:
186 Send (out [self], [seq |-> server_seq, msg |-> "FIN"]);
187 server_seq := server_seq + 1;

189 Server rFINACK:
190 Receive (in[self], d);
191 assert d.msg = "ACK";

193 end process;

105 end algorithm; x*)

196 \* BEGIN TRANSLATION (chksum(pcal) = "57eef57" /\ chksum(tla) = "31
bc4f99")

107 \* Process variable d of process TP at line 53 col 5 changed to d_

10s \* Process variable d of process client at line 103 col 5 changed
to d_c

199 VARIABLES channels, flowin, flowout, in, out, pc

XII
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> Typelnvariant

(* define statement *)

\A channel \in channels channel \in SUBSET Se

MaxQueue)

[(in[self])1)]

q0f (Messages,

5 VARTABLES d_, seen, syncing, ended, outofsync, flowseq, d_c,
client_seq, d,
server_seq
vars == << channels, flowin, flowout, in, out, pc, d_, seen,
syncing , ended,
outofsync, flowseq, d_c, client_seq, d, server_seq >>
ProcSet == (TPs) \cup (Clients) \cup (Servers)
Init == (* Global variables *)
/\ channels = [name \in ChannelNames |-> <<>>]
/\ flowin = [tp \in TPs |-> IF tp = "TP1" THEN "flowsyncl"
ELSE "flowsync2"]
/\ flowout = [tp \in TPs |-> IF tp = "TP2" THEN "flowsyncl"
ELSE "flowsync2"]
/\ in = [box \in Boxes |-> IF box "TP1" THEN "intl" ELSE
IF box = "TP2" THEN "ext2" ELSE
IF box = "client" THEN "int2"
ELSE
"ext1"]
/\ out = [box \in Boxes |-> IF box = "TP1" THEN "extl" ELSE
IF box "TP2" THEN "int2" ELSE
IF box = "client" THEN "int1"
ELSE
"ext2"]
(* Process TP x*)
/\ d_ = [self \in TPs |-> EmptyPacket]
/\ seen = [self \in TPs |-> FALSE]
/\ syncing = [self \in TPs |-> FALSE]
/\ ended = [self \in TPs |-> FALSE]
/\ outofsync = [self \in TPs |-> FALSE]
/\ flowseq = [self \in TPs |-> 0]
(¥ Process client *)
/\ d_c = [self \in Clients |-> EmptyPacket]
/\ client_seq = [self \in Clients |-> 10]
(* Process server *)
/\ d = [self \in Servers |-> EmptyPacket]
/\ server_seq = [self \in Servers |-> 20]
/\ pc = [self \in ProcSet |-> CASE self \in TPs -> "TP_Loop
[l self \in Clients -> "
Client_sSYN"
[] self \in Servers -> "
Server_rSYN"]
TP_Loop(self) == /\ pclself] = "TP_Loop"
/\ \/ /\ channels[(in[self])] /= <<>>
/\ d_' = [d_ EXCEPT ![self] = Head(channels

XIIT
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245 /\ channels' = [channels EXCEPT ![(in[self])
] = Tail(channels[(in[self])]1)]
246 /\ pc' = [pc EXCEPT ![self] = "

TP_traffic_handle"]

247 \/ /\ channels[(flowin[self])] /= <<>>

248 /\ d_' = [d_ EXCEPT ![self] Head (channels
[(flowin[self])1)]

249 /\ channels' = [channels EXCEPT ![(flowinl[
self])] = Tail(channels[(flowin[self])])]

250 /\ pc' = [pc EXCEPT ![self] = "
TP_flowsync_handle"]

251 /\ UNCHANGED << flowin, flowout, in, out, seen,
syncing,

252 ended, outofsync, flowseq, d_c,
client_seq, d,

253 server_seq >>

255 TP_traffic_handle(self) == /\ pclself] = "TP_traffic_handle"
256 /\ IF d_[self].msg = "SYN"
257 THEN /\ seen' = [seen EXCEPT ![

self] = TRUE]

258 /\ UNCHANGED << channels,
syncing , ended,

259 flowseq >>

260 ELSE /\ IF d_[self].msg = "SYNACK"

261 THEN /\ syncing' = [
syncing EXCEPT ![self] = TRUE]

262 /\ channels' = [
channels EXCEPT ![(flowout[self])] = @ (+) ([msg |-> "SEEN", seq

[-> 01)]

263 /\ UNCHANGED <<

ended ,

flowseq >>
265 ELSE /\ IF d_[self].msg
\in {"DATA", "ACK"}

266 THEN /\
channels' = [channels EXCEPT ![(flowout[self])] = @ (+) ([msg
|-> "UPDATE", seq |-> flowseqlself]])]

267 /\
flowseq' = [flowseq EXCEPT ![self] = flowseqlself] + 1]

268 /\
ended' = ended

269 ELSE /\ IF
d_[self].msg = "FIN"

270
THEN /\ ended' = [ended EXCEPT ![self] = TRUE]

271

/\ channels' = [channels EXCEPT ![(flowout[self])] = @ (+)
([msg |-> "ENDED", seq |-> flowseqlself]])]
/\ flowseq' = [flowseq EXCEPT ![self] = flowseqlself] + 1]

ELSE /\ TRUE

/\ UNCHANGED << channels,

XIV
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C. Classifier sharing model in TLA™

ended ,
flowseq >>
syncing

/\ pc'
TP_traffic_forward"]

/\ UNCHANGED

/\ seen' = seen
= [pc EXCEPT ![self] = "

/\ UNCHANGED << flowin, flowout, in, out
>, d_,
outofsync, d_c,
client_seq, d,
server_seq >>
TP_traffic_forward(self) == /\ pclself] = "TP_traffic_forward"
/\ channels' = [channels EXCEPT ![(out[
self])] = @ (+) d_[selfl]
/\ pc' = [pc EXCEPT ![self] = "TP_Loop
"]
/\ UNCHANGED << flowin, flowout, in,
out, d_, seen,
syncing, ended,
outofsync, flowseq,
d_c, client_seq, d,

server_seq >>

TP_flowsync_handle(self) == /\ pclself] = "TP_flowsync_handle"
/\ IF (d_[self].seq /= flowseqlself])
/\ ~ended[self]
THEN /\ outofsync' = [outofsync
EXCEPT ![self] = TRUE]
ELSE /\ TRUE
/\ UNCHANGED outofsync
/\ IF syncingl[self] /\ d_[self].msg = "
UPDATE"
THEN /\ flowseq' = [flowseq
EXCEPT ![self] = flowseql[self] + 1]
/\ UNCHANGED << channels,
syncing,
ended >>
ELSE /\ IF seen[self] /\ d_[self
].msg = "SEEN"

syncing EXCEPT ![self] = TRUE]

channels EXCEPT
seq |-> flowseql[self]])]

flowseq EXCEPT ![self] =

msg = "ENDED"

ended' = [ended EXCEPT ![self]

I[(flowout [self])] =

THEN /\ syncing' = [
/\ channels' = [

@ (+) ([msg |-> "UPDATE",
/\ flowseq' = [

flowseql[self] + 1]

/\ ended' = ended
ELSE /\ IF d_[self].

THEN /\
= TRUE]

XV



C. Classifier sharing model in TLA™

307 /\
flowseq' = [flowseq EXCEPT ![self] = flowseqlself] + 1]

308 ELSE /\
TRUE

309 /\

UNCHANGED << ended,
310
flowseq >>
311 /\ UNCHANGED <<
channels,

syncing >>

313 /\ pc' = [pc EXCEPT ![self] = "TP_Loop
Il]

314 /\ UNCHANGED << flowin, flowout, in,
out, d_, seen,

315 d_c, client_seq, d,
server_seq >>

317 TP(self) == TP_Loop(self) \/ TP_traffic_handle(self)

318 \/ TP_traffic_forward(self) \/ TP_flowsync_handle(
self)

319

320 Client_sSYN(self) == /\ pclself] = "Client_sSYN"

321 /\ channels' = [channels EXCEPT ![(out[self])]
= @ (+) ([seq |-> client_seqlself], msg [-> "SYN"])]

322 /\ client_seq' = [client_seq EXCEPT ![self] =
client_seqlself] + 1]

323 /\ pc' = [pc EXCEPT ![self] = "Client_rSYNACK
Il]

324 /\ UNCHANGED << flowin, flowout, in, out, d_,
seen,

325 syncing, ended, outofsync,
flowseq, d_c,

326 d, server_seq >>

328 Client _rSYNACK(self) == /\ pcl[self] = "Client_rSYNACK"

329 /\ channels[(in[self]l)] /= <<>>

330 /\ d_c' = [d_c EXCEPT ![self] = Head(
channels [(in[self])]1)]

331 /\ channels' = [channels EXCEPT ![(in[self
1)] = Tail(channels[(inl[self])]1)]

332 /\ Assert(d_c'[self].msg = "SYNACK",

333 "Failure of assertion at line
113, column 5.")

334 /\ pc' = [pc EXCEPT ![self] = "Client_sACK
"]

335 /\ UNCHANGED << flowin, flowout, in, out,
d_, seen,

336 syncing , ended, outofsync,
flowseq,

337 client_seq, d, server_seq
>>

330 Client_sACK(self) == /\ pclself] = "Client_sACK"
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= @ (+) ([seq

/\ channels' = [channels EXCEPT ![(out[self])]
|-> client_seqlself], msg |-> "ACK"])]
/\ client_seq' = [client_seq EXCEPT ![self] =

client_seql[self] + 1]

Il]
seen,

flowseq, d_c,

Client_Data"]

/\ pc' = [pc EXCEPT ![self] = "Client_DatalLoop
/\ UNCHANGED << flowin, flowout, in, out, d_,
syncing, ended, outofsync,

d, server_seq >>

Client_DatalLoop(self) == /\ pclself] = "Client_DataLoop"
/\ IF client_seqlself] < 14
THEN /\ pc' = [pc EXCEPT ![self] = "
ELSE /\ pc' = [pc EXCEPT ![self] = "

Client_sFIN"]
in, out,
outofsync,

d,

Client_Data(self)

/\ UNCHANGED << channels, flowin, flowout,
d_, seen, syncing, ended,
flowseq, d_c, client_seq,

server_seq >>

== /\ pclself] = "Client_Data"
/\ \/ /\ channels[(inl[self])] /= <<>>
/\ d c¢c' = [d_c EXCEPT ![self] = Head(

channels [(in[self])]1)]

/\ channels' = [channels EXCEPT ![(in[

self])] = Tail(channels[(in[self])]1)]
/\ UNCHANGED client_seq
\/ /\ channels' = [channels EXCEPT ![(outl[
self])] = @ (+) ([seq |-> client_seqlself], msg |-> "DATA"])]
/\ client_seq' = [client_seq EXCEPT ![
self] = client_seqlself] + 1]
/\ d_c' = d_c
/\ pc' = [pc EXCEPT ![self] = "Client_DataLoop

II]
seen,

flowseq, d,

Client_sFIN(self)

= @ (+) ([seq

/\ UNCHANGED << flowin, flowout, in, out, d_,

syncing, ended, outofsync,

server_seq >>

== /\ pclself] = "Client_sFIN"

/\ channels' = [channels EXCEPT ![(out[self])]
|-> client_seqlself], msg |-> "FIN"])]

/\ client_seq' = [client_seq EXCEPT ![self] =

client_seq[self] + 1]

Il]

seen,

/\ pc' = [pc EXCEPT ![self] = "Client_rFINACK

/\ UNCHANGED << flowin, flowout, in, out, d_,

XVII
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37 syncing, ended, outofsync,
flowseq, d_c,
375 d, server_seq >>

377 Client _rFINACK(self) == /\ pcl[self] = "Client_ rFINACK"

378 /\ channels[(in[selfl)] /= <<>>

379 /\ d_c' = [d_c EXCEPT ![self] = Head(
channels [(in[self])]1)]

380 /\ channels' = [channels EXCEPT ![(in[self
1)] = Tail(channels[(inl[self])]1)]

381 /\ IF d_c'[self].msg = "ACK"

382 THEN /\ pc' = [pc EXCEPT ![self] = "
Client_rFIN"]

383 ELSE /\ pc' = [pc EXCEPT ![self] = "
Client rFINACK"]

384 /\ UNCHANGED << flowin, flowout, in, out,
d_, seen,

385 syncing , ended, outofsync,
flowseq,

386 client_seq, d, server_seq
>>

3ss Client _rFIN(self) == /\ pclself] = "Client_rFIN"

389 /\ channels[(in[self])] /= <<>>

390 /\ d_c' = [d_c EXCEPT ![self] = Head(channels
[(in[self]1)1)]

391 /\ channels' = [channels EXCEPT !'[(in[self])]
= Tail (channels[(in[self])])]

392 /\ Assert(d_c'[self].msg = "FIN",

393 "Failure of assertion at line 144,
column 5.")

394 /\ pc' = [pc EXCEPT ![self] = "Client_sFINACK
"]

395 /\ UNCHANGED << flowin, flowout, in, out, d_,
seen,

396 syncing, ended, outofsync,
flowseq,

397 client_seq, d, server_seq >>

398

300 Client_sFINACK (self) == /\ pcl[self] = "Client_sFINACK"

100 /\ channels' = [channels EXCEPT ![(outl[self
1] = @ (+) ([seq |-> client_seqlself], msg |-> "ACK"])]

101 /\ client_seq' = [client_seq EXCEPT ![self]
= client_seqlself] + 1]

102 /\ pc' = [pc EXCEPT ![self] = "Done"]

103 /\ UNCHANGED << flowin, flowout, in, out,
d_, seen,
104 syncing , ended, outofsync,

flowseq,
105 d_c, d, server_seq >>
106
107 client (self) == Client_sSYN(self) \/ Client_rSYNACK(self)
108 \/ Client_sACK(self) \/ Client_DataLoop(self)

109 \/ Client_Data(self) \/ Client_sFIN(self)
110 \/ Client_rFINACK(self) \/ Client_rFIN(self)
11 \/ Client_sFINACK (self)

XVIII



112

C. Classifier sharing model in TLA™

113 Server_rSYN(self) ==

114

415

116

418

119

selfl)]1)]

/\ pclself] = "Server_rSYN"

/\ channels[(in[self])] /= <<>>

/\ d' = [d EXCEPT ![self] = Head(channels[(in[
/\ channels' = [channels EXCEPT ![(in[self])]

= Tail (channels[(in[self])])]

column 5.")
||]
seen,

flowseq, d_c,

124 Server_sSYNACK (self)

425

133

134

140

146

1>1 = e (+) ([seq

/\ Assert(d'[self].msg = "SYN",
"Failure of assertion at line 159,

/\ pc' = [pc EXCEPT ![self] = "Server_sSYNACK
/\ UNCHANGED << flowin, flowout, in, out, d_,
syncing, ended, outofsync,

client_seq, server_seq >>

== /\ pclself] = "Server_sSYNACK"

/\ channels' = [channels EXCEPT ![(out[self
| -> server_seqlself], msg |-> "SYNACK"])]

/\ server_seq' = [server_seq EXCEPT ![self]

= server_seql[self] + 1]

Il]
d_, seen,

flowseq,

32 Server_rACK (self) ==

self])]1)]

/\ pc' = [pc EXCEPT ![self] = "Server_rACK
/\ UNCHANGED << flowin, flowout, in, out,
syncing , ended, outofsync,

d_c, client_seq, d >>

/\ pclself] = "Server_rACK"

/\ channels[(in[self])] /= <<>>

/\ d' = [d EXCEPT !'[self] = Head(channels [(in[
/\ channels' = [channels EXCEPT !'[(in[self])]

= Tail (channels[(in[self])]1)]

column 5.")

Server_Data_Loop"]

seen,

flowseq, d_c,

"Server_Data"]
"Server sFINACK"]

, in, out,

/\ Assert(d'[self].msg = "ACK",
"Failure of assertion at line 167,

/\ pc' = [pc EXCEPT ![self] = "
/\ UNCHANGED << flowin, flowout, in, out, d_,

syncing, ended, outofsync,

client_seq, server_seq >>

3 Server_Data_Loop(self) == /\ pclself] = "Server_Data_Loop"
/\ IF d[self].msg /= "FIN"
THEN /\ pc' = [pc EXCEPT ![self] =
ELSE /\ pc' = [pc EXCEPT ![self] =

/\ UNCHANGED << channels, flowin, flowout

XIX
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148 d_, seen, syncing, ended,
outofsync,
149 flowseq, d_c, client_seq,

d,

150 server_seq >>

151

152 Server_Data(self) == /\ pclself] = "Server_Data"

153 /\ \/ /\ channels[(in[self])] /= <<>>

454 /\ d' = [d EXCEPT ![self] = Head(
channels [(in[self])]1)]

55 /\ channels' = [channels EXCEPT ![(in[
self])] = Tail(channels[(in[self])])]

156 /\ UNCHANGED server_seq

157 \/ /\ server_seqlself] < 24

158 /\ channels' = [channels EXCEPT ![(out[
self])] = @ (+) ([seq |-> server_seqlself], msg |-> "DATA"])]

159 /\ server_seq' = [server_seq EXCEPT ![
self] = server_seqlself] + 1]

160 /\ d' = d

461 /\ pc' = [pc EXCEPT ![self] = "

Server_Data_Loop"]

162 /\ UNCHANGED << flowin, flowout, in, out, d_,
seen,

163 syncing, ended, outofsync,
flowseq, d_c,

164 client_seq >>

165

66 Server_sFINACK(self) == /\ pclself] = "Server_sFINACK"

167 /\ channels' = [channels EXCEPT ![(outl[self
1] = @ (+) ([seq |-> server_seqlself], msg |-> "ACK"])]

168 /\ server_seq' = [server_seq EXCEPT ![self]
= server_seql[self] + 1]

169 /\ pc' = [pc EXCEPT ![self] = "Server_sFIN
"]

170 /\ UNCHANGED << flowin, flowout, in, out,
d_, seen,

471 syncing , ended, outofsync,
flowseq,

172 d_c, client_seq, d >>

72 Server_sFIN(self) == /\ pclself] = "Server_sFIN"

175 /\ channels' = [channels EXCEPT ![(out[self])]
= @ (+) ([seq |-> server_seqlself], msg [-> "FIN"])]

176 /\ server_seq' = [server_seq EXCEPT ![self] =
server_seql[self] + 1]

177 /\ pc' = [pc EXCEPT ![self] = "Server_rFINACK
"]

178 /\ UNCHANGED << flowin, flowout, in, out, d_,
seen,

179 syncing, ended, outofsync,
flowseq, d_c,

480 client_seq, d >>
181

152 Server rFINACK(self) == /\ pclself] = "Server_ rFINACK"
183 /\ channels[(in[self]l)] /= <<>>

XX
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184 /\ d' = [d EXCEPT ![self] = Head(channels [(
in[self])1)]

185 /\ channels' = [channels EXCEPT ![(in[self
1)] = Tail(channels[(in[self])])]

186 /\ Assert(d'[self].msg = "ACK",

187 "Failure of assertion at line
191, column 5.")

188 /\ pc' = [pc EXCEPT ![self] = "Done"]

489 /\ UNCHANGED << flowin, flowout, in, out,
d_, seen,

190 syncing , ended, outofsync,
flowseq,

191 d_c, client_seq, server_seq
>>

192

193 server (self) == Server_rSYN(self) \/ Server_sSYNACK (self)

194 \/ Server_rACK(self) \/ Server_Data_Loop(self)

195 \/ Server_Data(self) \/ Server_ sFINACK(self)

196 \/ Server_sFIN(self) \/ Server_rFINACK(self)

497

s Next == (\E self \in TPs: TP(self))

199 \/ (\E self \in Clients: client(self))
500 \/ (\E self \in Servers: server (self))

502 Spec == /\ Init /\ [][Next]_vars
503 /\ WF_vars (Next)

505 \* END TRANSLATION

507 WillSync == <> \A tp \in TPs : syncing[tp] = TRUE

500 NeverDesync [J \A tp \in TPs : outofsync[tp] = FALSE

511 FlowsyncPriority == [] \A tp \in TPs : (channels[flowin[tp]] /=
<<>>) => (pcltp] \notin {"TP_traffic_handle", "
TP_traffic_forward"})

513 NeverDesyncWithFlowsyncPriority == FlowsyncPriority => NeverDesync

516 \* Modification History
517 \* Last modified Wed Mar 01 13:49:43 CET 2023 by fbergman
518 \* Created Tue Feb 28 09:22:41 CET 2023 by fbergman
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Classifier sharing and statistics

synchronization model

/* Model parameters { */

#define N_REQUEST 2
#define ENABLE_CSTATE_2 true
/* } *x/
#define N_CONN 1
mtype = {
/* TCP x/
SYN, SYNACK, ACK, HTTP_GET, HTTP_GET_MAL, HTTP_RSP,

HTTP_RSP_MAL, FIN,

/* TCP States x/

TCP_INIT, TCP_RUNNING, TCP_CLOSING, TCP_CLOSED,
/* Stats to Database */

STATS _FULL, STATS_HALF, STATS_RESET,

/* FlowSync x*/

SEEN, UPDATE, FORGET, ENDED,

/* FlowSync Statistics x/

STATS_UPDATE, UPDATE_ACK, ACK_REQUEST, REJECT, FINAL_UPDATE,
FINAL ACK, REQUEST,
RESPONSE, RESPONSE_ACK,
/* States */

FS_INIT, FS_SEEN, FS_SYNCING, FS_FALLBACK, FS_ACK_WAIT_TIMER,
FS_LAST_ACK_TIMER, FS_WAIT FOR_FINAL UPDATE,
FS_WAIT FOR_FINAL ACK,

FS_HANDSHAKE TIMER

%

typedef Stats {
int up;
int down;

}

typedef ConnectionInfo {
mtype state = FS_INIT;
bool out_of_sync = false;
bool not_seen = false;
bool upstream = false;
int flow_seq = 0;
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int classifier = 0;

Stats stats;

Stats peer_stats;

Stats synced_stats;

bool stats_dirty = false;
3

; Stats db_full_stats, db_half_stats;

Stats real_stats;

chan FlowSync[2] = [1] of {int, mtype, int, int, Stats}
chan FlowSyncTxBuf [2] = [10] of {int, mtype, int, int,
chan Traffic[4] = [10] of {int, mtypel};

chan TrafficTxBuf [2] = [10] of {int, mtypel};

chan StatsChan = [100] of {mtype, Stats};

proctype Database () {
xr StatsChan;

Stats stats;
continue:

>

Stats};

stats.down;

atomic {
if
StatsChan 7 STATS_HALF, stats;
if
stats.up > 0; db_half_stats.up = stats.up;
else; skip;
fi
if
stats.down > 0O; db_half stats.down =
else; skip;
fi

printf ("DB half stats (up=%d, down=%d)\n",
db_half_stats.up, db_half_stats.down) ;

StatsChan ? STATS_FULL, stats;

db_full_stats.up = stats.up;

db_full _stats.down = stats.down;

printf ("DB full stats (up=%d, down=%d)\n",
db_full_stats.up, db_full_stats.down);

StatsChan ? STATS_RESET, stats;

db_full_stats.up = O;

db_full_stats.down = O0;
db_half_stats.up = O;
db_half_stats.down = O;
printf ("Stats reset\n");

fi

goto continue;

}

}

7 proctype Tx(chan FlowIn, FlowOut, In, Out) {

xr FlowIn;
xs FlowOut;

xr In;
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xs QOut;

int a; mtype b; int c; int d; Stats e;

do
atomic{len(FlowIn) == 0 && len(FlowOut) == 0 && len(In)
> 0;
In ? a, b;
Out ! a, b;}
atomic{FlowIn ? a, b, c, d, e;
if
true; FlowOut ! a, b, c, d, e;
: b == STATS_UPDATE || b == UPDATE_ACK || b ==
FINAL_ACK || b == FINAL _UPDATE;
printf ("Dropping %e\n", b);
skip;
fi
}
od

proctype TP(chan FlowIn, FlowOut, Upstream, Downstream) {

//xr Flowln;
//xs FlowOut;

xr Upstream;
//xs Downstream;

/* Only allow handshake timeout once per data packet x*/
bool can_handshake_timeout = false;

bool out_of_sync = false;
ConnectionInfo conn[N_CONN];

Stats stats_in;
Stats stats_to_db;

int conn_id; mtype type; int seq; int classifier;
int classifier_next;
do
// Handle Traffic packet
atomic {Upstream 7 conn_id, type;
d_step {

can_handshake_timeout = true;

printf ("Saw traffic: conn_id = %d, type = %e, flow_seq
= %d\n", conn_id, type, connl[conn_id].flow_seq);

classifier_next = conn[conn_id].classifier;
if
type == SYN;
conn[conn_id].upstream = true;

conn[conn_id].state = FS_SEEN;

XXV
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stats;

flow_seq,

Il
]
w

XXVI

conn[conn_id].flow_seq = O0;
conn[conn_id].classifier = 0;
classifier_next = 0;
conn[conn_id].stats.up = O;
conn[conn_id].stats.down = 0;
conn[conn_id].peer_stats.up = 0;
conn[conn_id].peer_stats.down = O0;
conn[conn_id].synced_stats.up = 0;
conn[conn_id].synced_stats.down = O;
conn[conn_id].stats_dirty = false;

StatsChan ! STATS_RESET, conn[conn_id].stats;

type == SYNACK;
printf ("Syncing\n");
conn[conn_id].state = FS_SYNCING;

conn[conn_id].upstream = false;
conn[conn_id].flow_seq = O0;
conn[conn_id].classifier = 0;
classifier_next = 0;
conn[conn_id].stats.up = O;
conn[conn_id].stats.down = 0;
conn[conn_id].peer_stats.up = 0;
conn[conn_id].peer_stats.down = O0;
conn[conn_id].synced_stats.up = 0;
conn[conn_id].synced_stats.down = O0;
conn[conn_id].stats_dirty = false;

FlowOut ! conn_id, SEEN, 0, O, conn[conn_id].

type == ACK;
FlowOut ! conn_id, UPDATE, conn[conn_id].

conn[conn_id].classifier, conn[conn_id].stats;

conn[conn_id].flow_seq++;

type == HTTP_GET && conn[conn_id].classifier ==
classifier_next = 1;
type == HTTP_GET_MAL;
classifier_next = 3;
type == HTTP_RSP && conn[conn_id].classifier ==
if
ENABLE _CSTATE_2;
classifier_next = 2;
else;
skip;
fi
type == HTTP_RSP_MAL && conn[conn_id].classifier
classifier_next = 4;
type == FIN && conn[conn_id].state != FS_INIT;
if
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conn[conn_id].upstream;
conn[conn_id].state =
FS_WAIT_FOR_FINAL_UPDATE;
FlowOut ! conn_id, REQUEST, O, conn[
conn_id].classifier, conn[conn_id].stats;
else;
conn[conn_id].state =
FS_WAIT _FOR_FINAL ACK;
FlowOut ! conn_id, FINAL_UPDATE, O,
conn[conn_id].classifier, conn[conn_id].stats;
fi
FlowOut ! conn_id, UPDATE, conn[conn_id].
flow_seq, conn[conn_id].classifier, conn[conn_id].stats;
conn[conn_id].flow_seq++;

else; skip;
fi

// Only send UPDATE on classifier change
if
classifier_next !'= conn[conn_id].classifier;
conn[conn_id].classifier = classifier_next;
FlowOut ! conn_id, UPDATE, conn[conn_id].
flow_seq, conn[conn_id].classifier, conn[conn_id].stats;
conn[conn_id].flow_seq++;
else; skip;
fi

// Statistics counting

if
type != ACK && type != FIN;
if
conn[conn_id].upstream;
conn[conn_id].stats.up = conn[conn_id].
stats.up + 1;
if

conn[conn_id].state ==
FS_FALLBACK;
stats_to_db.up = conn[conn_id].
stats.up - conn[conn_id].peer_stats.up;
stats_to_db.down = O;
StatsChan ! STATS_ HALF,
stats_to_db;
else;
StatsChan ! STATS_FULL, connl([
conn_id].stats;
conn[conn_id].peer_stats.up =
conn[conn_id].stats.up;
conn[conn_id].peer_stats.down =
conn[conn_id].stats.down;
fi
else;
conn[conn_id].stats.down = conn[conn_id
].stats.down + 1;
if
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conn[conn_id].state ==
FS_FALLBACK;
stats_to_db.up = 0;
stats_to_db.down =
].stats.down - conn[conn_id].synced_stats.down;
StatsChan ! STATS_HALF,
stats_to_db;
else; skip;
fi
fi
conn[conn_id].stats_dirty = true;
else; skip;

// Drop all traffic if we reach classifier >= 3

if
conn[conn_id].classifier < 4;
Downstream ! conn_id, type;
else; printf ("Dropping %e\n", type);
fi
}}

// Handle FlowSync packet.
atomic {FlowIn ? conn_id, type, seq, classifier,
stats_in;
d_step {

printf ("Saw flowsync: type = %e, seq = %d, classifier

%d\n", type, seq, classifier);

if
conn[conn_id].state == FS_FALLBACK;
if

type == REJECT;
skip;

type == UPDATE || type == ENDED;
skip;

else;

FlowOut ! conn_id, REJECT, 0O, connl[

conn_id].classifier, conn[conn_id].stats;
goto continue;
fi

else; skip;

fi
if
seq != conn[conn_id].flow_seq && seq !=
conn[conn_id].state != FS_INIT;
printf ("Out of sync: seq = %d, flow_seq
state = %e\n", seq, conn[conn_id].flow_seq, connl[conn_id].state)
conn[conn_id].out_of_sync = true;
out_of_sync = true;
else; skip;
fi

XXVIII
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284 if

285 :: out_of_sync;

286 FlowOut ! conn_id, FORGET, O, conn[conn_id].
classifier, conn[conn_id].stats;

287 goto continue;

288 :: else; skip;

289 fi

290

291 if

292 :: conn[conn_id].state != FS_INIT && type == UPDATE

293 conn[conn_id].classifier = classifier;

294 conn[conn_id].flow_seq++;

295 :: conn[conn_id].state == FS_SEEN && type == SEEN;

296 printf ("Syncing\n") ;

297 conn[conn_id].state = FS_SYNCING;

298 FlowOut ! conn_id, UPDATE, conn[conn_id].

flow_seq, conn[conn_id].classifier, conn[conn_id].stats;

299 conn[conn_id].flow_seq++;

300 :: type == FORGET;

301 conn[conn_id].state = FS_INIT;

302 conn[conn_id].flow_seq++;

303 :: type == ENDED;

304 conn[conn_id].state = FS_INIT;

305 conn[conn_id].flow_seq++;

306 :: type == STATS_UPDATE;

307 if

308 :: connl[conn_id].upstream && conn[conn_id].
state != FS_FALLBACK;

309 conn[conn_id].stats.down = stats_in.

down ;

310 FlowOut ! conn_id, UPDATE _ACK, 0, O,
conn[conn_id].stats;

311 :: else; skip;

312 fi

313 :: type == UPDATE_ACK;

314 conn[conn_id].synced_stats.up = stats_in.up;

315 conn[conn_id].synced_stats.down = stats_in.down

316 if

317 :: conn[conn_id].state == FS_ACK_WAIT_TIMER
|| conn[conn_id].state == FS_LAST_ACK_TIMER;

318 conn[conn_id].state = FS_SYNCING;

319 :: else; skip;

320 fi

321 :: type == ACK_REQUEST;

322 FlowOut ! conn_id, UPDATE_ACK, 0, O, connl[
conn_id].stats;

323 :: type == FINAL_UPDATE;

324 FlowOut ! conn_id, FINAL_ACK, O, O, connl[
conn_id].stats;

325 FlowOut ! conn_id, ENDED, O, O, connl[conn_id].

stats;
326 conn[conn_id].stats.down = stats_in.down;
327 StatsChan ! STATS_FULL, conn[conn_id].stats;
328 conn[conn_id].state = FS_INIT;
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type == FINAL_ACK;
conn[conn_id].synced_stats.up = stats_in.up;
conn[conn_id].synced_stats.down = stats_in.down

conn[conn_id].state = FS_INIT;
type == REQUEST;
FlowOut ! conn_id, RESPONSE, O, O, conn[conn_id
].stats;
conn[conn_id].state = FS_WAIT_FOR_FINAL_ACK;
type == RESPONSE;
FlowOut ! conn_id, RESPONSE_ACK, 0, O, conn[
conn_id].stats;
FlowOut ! conn_id, ENDED, O, O, connl[conn_id].
stats;
conn[conn_id].stats.down = stats_in.down;
StatsChan ! STATS_FULL, conn[conn_id].stats;
conn[conn_id].state = FS_INIT;

type == RESPONSE_ACK;
conn[conn_id].synced_stats.up = stats_in.up;
conn[conn_id].synced_stats.down = stats_in.down

conn[conn_id].state = FS_INIT;

type == REJECT;
conn[conn_id].state = FS_FALLBACK;
else;
conn[conn_id].not_seen = true;
fi
continue:
skip;
r

// Handshake timeout can occur at any point during sync (
between data packets)

atomico{
can_handshake_timeout && timeout;
can_handshake_timeout = false;
int 1i;
for (i : 0 .. N_CONN - 1 ) {
if
conn[i].state == FS_SYNCING;
if

conn[i].upstream;
skip;
// We should send an UPDATE_ACK
here, but that will fill the flowsync queue...
//FlowOut ! UPDATE_ACK, 0, stats;
else;
printf ("Ack wait timer 1 armed\n");
conn[i].state = FS_ACK_WAIT_TIMER;
FlowOut ! i, ACK_REQUEST, 0, O,
conn[conn_id].stats;
fi
// Maybe we just skip
else; skip;

XXX
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atomic {

timeout ;
//len(Upstream) == 0 && len(FlowIn) == O0;
int 1i;
for (i : 0 .. N_CONN - 1 ) {
if

conn[i].state == FS_ACK_WAIT_TIMER;
printf ("Ack wait timer 1 timed out\n");
conn[i].state = FS_LAST_ACK_TIMER;
FlowOut ! i, ACK_REQUEST, 0, O, conn[
conn_id].stats;
conn[i].state == FS_LAST_ACK_TIMER;
printf ("Ack wait timer 2 timed out\n");
conn[i].state = FS_FALLBACK;

FlowOut ! i, REJECT, O, O, conn[conn_id].

stats;
conn[i].state == FS_WAIT_FOR_FINAL_ACK;

printf ("Final ack wait timer timed out\n");

stats_to_db.up = 0;
stats_to_db.down = conn[conn_id].stats.
- conn[conn_id].synced_stats.down;
StatsChan ! STATS_HALF, stats_to_db;
FlowOut ! i, ENDED, O, O, conn[conn_id]
stats;
conn[i].state = FS_INIT;
conn[i].stats_dirty;
FlowOut ! conn_id, STATS_UPDATE, 0, O,
[conn_id].stats;
conn[i].stats_dirty = false;
// Maybe we just skip
else; skip;

7}

fi
}
}
od
proctype Server (chan In, QOut) {
xr In;
//xs 0Out;

mtype state[N_CONN];
int conn_id; mtype type;

do
// Receive packets.
atomic{In ? conn_id, type;
printf ("Server Received %e\n", type);

if
type == SYN;
state[conn_id] = TCP_INIT;
real_stats.down = real_stats.down + 1;
OQut ! conn_id, SYNACK;
type == ACK && state[conn_id] == TCP_INIT;

state[conn_id] = TCP_RUNNING;

down

conn

XXXI
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128 :: type == HTTP_GET && state[conn_id] ==
TCP_RUNNING;

129 real_stats.down = real_stats.down + 1;

430 Out ! conn_id, HTTP_RSP;

131 :: type == HTTP_GET_MAL && state[conn_id] ==
TCP_RUNNING;

132 real _stats.down = real_stats.down + 1;

133 OQut ! conn_id, HTTP_RSP_MAL;

434 :: type == FIN;

135 OQut ! conn_id, ACK;
!

136 Out conn_id, FIN;

137 :: type == ACK && state[conn_id] == TCP_CLOSING;
138 state[conn_id] = TCP_CLOSED;
139 :: else; skip;

140 fi

141 }

142 od

143

144

145 proctype Client (chan In, Out; int conn_id) {
146 bool sent_mal = false;

147 bool received_mal = false;

148 mtype type;

149 int count = N_REQUEST;

450 int received = 0;

151

152 start:

153 real_stats.up = 0;

154 real_stats.down = 0;

155

156 // TCP handshake.

157 timeout;

158 atomic{

159 OQut ! conn_id, SYN;

160 real_stats.up = real_stats.up + 1;
461 In ?? eval(conn_id), SYNACK;

162 OQut ! conn_id, ACK;

164 count = N_REQUEST;

165 received = O0;

166 }

167

16s atomic{

169 do

170 :: count > 0 && timeout;

171 if

A72 :: Out ! conn_id, HTTP_GET;

173 :: Out ! conn_id, HTTP_GET_MAL;
174 sent_mal = true;

175 fi

176 real_stats.up = real_stats.up + 1;
477 count = count - 1;

178 :: In 7?7 eval(conn_id), type;

179 if

180 :: type == HTTP_RSP_MAL;

181 received_mal = true;
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else; skip;

+ 1;

printf ("Client Received %e\n", type);

type;

183 fi

484 received = received
485

186

187 received == N_REQUEST;
188 break;

189 od

190 }

491

192 atomic{

193 // Termination handshake.
194 timeout ;

495 OQut ! conn_id, FIN;

496

197 // Wait for ACK.

198 do

199 In 7?7 eval(conn_id),
500 if

501 type == ACK;
502 break;

503 else; skip;
504 fi

505 od

506

507 In ?? eval(conn_id), FIN;
508 timeout;

509 OQut ! conn_id, ACK;

510

511 printf ("Client done.\n");
512 }

513 done :

514 goto start;

515 F

516

517 init {

518 atomic {
run TP (FlowSync [0], FlowSyncTxBuf [0], Traffic[0],
run TP (FlowSync[1], FlowSyncTxBuf [1], Traffic[1],

519

520

521

522

run Server (Traffic[2], TrafficTxBuf[1]);

int 1i;

for (i : 0 .. N_CONN - 1) {
run Client (Traffic[3],

}

run Tx(FlowSyncTxBuf [0], FlowSync[1],

[11);

run Tx(FlowSyncTxBuf [1], FlowSync [0],

[01);

run Database () ;

535 1t1l forever _fimn {

TrafficTxBuf [0], i);

Traffic[2]);
Traffic[3]);

TrafficTxBuf [1], Traffic

TrafficTxBuf [0], Traffic

XXXIIT
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536 ([] ! Client[4]:sent_mal) -> ([] <> Client [4] @done)

537}

535 1t1l never_desync {

539 (0] v (TP[1]:o0ut_of_sync || TP[2]:out_of_sync))
540 }

541 1tl never_receive_mal {
542 ([] ' Client[4]:received_mal)

544 1t1l max_down_stats {
545 [l (Client[4]@done -> db_full_stats.down + db_half_stats.down
<= real_stats.down)

546 F

547 1t1l max_up_stats {

548 [1] (Client[4]@done -> db_full_stats.up + db_half_stats.up <=
real_stats.up)

549 F

XXXIV



Link redundancy model in

#define N_TP 3

#define N_DOMAIN 2
#define N_LINK_FAILURE 2
#define THREAD_O_PRIO 2

mtype {HELLO, OHAI, SERVICE}
typedef Domain {
bool activeTPList [N_TP] = false;
int active_count=0;
bool ok;
}

typedef Link {
bool tp[N_TP];

%

//TP node that represents a TP in a domain.
typedef TPNode {

Domain domain [N_DOMAIN];
}

; typedef Message {

mtype message;
int domain;
int src;
int dst;

}

typedef SwitchDef {

chan domainMsgsChan = [10] of {Message}l};
3
Link links [N_DOMAINI];

int 1, activeCountl = O0;

Promela

//inline code to calculate the active nodes when OHAI message is

received.
inline countActiveTP (tpId, domainId) {

d_step {
activeCountl = 0;
for (1: 0 .. N_TP-1) {

XXXV
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if

1 !'= tpId && TPList[tpId].domain[domainId].

activeTPList [1] ->

3

activeCountl++;
else ->
skip;

TPList [tpId].domain[domainId].active_count =

}
}

chan TPIn[N_TP] = [10] of {Message}l};

SwitchDef switchs[N_DOMAIN];
TPNode TPList[N_TP];

proctype Service(int tpId, dst) {
int 1i;
Message m;
m.src = tpld;
m.message = SERVICE;
m.dst = dst;

start:
if

fi
sent:

// Send a message on any active domain
TPList [tpId].domain [0] . ok;

switchs [0] . domainMsgsChan ! m;
TPList [tpId].domain[1]. ok;
switchs [1] .domainMsgsChan ! m;

goto start,;

}

proctype ThreadO(chan In; int tpId)

{

xr In;

Message hello;
Message ohai, incomingMsg;

d_step {

//These assignments are of no use in current model but

will be in the suggested one.

XXXVI

TPList [tpId].domain [0].activeTPList [tpId]
TPList [tpId].domain[1].activeTPList [tpId]

hello.message = HELLO;
hello.dst = 255;
hello.src = tpld;

ohai.message = 0HAI;

activeCountli;

true;
true;

they
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ohai.src = tpId;

}
atomicAq
int d;
for (d: 0 .. N_DOMAIN-1){
switchs [d].domainMsgsChan ! hello;
}
}
do

In ? incomingMsg ->

printf ("Domain %d: %e TP%d -> TP%d\n", incomingMsg.
domain, incomingMsg.message, incomingMsg.src, tpld);
if

atomic{

incomingMsg.message == HELLO;

ohai.dst = incomingMsg.src;

switchs [incomingMsg.domain].domainMsgsChan
! ohai;

}

atomic{

incomingMsg .message == 0HATI;

TPList [tpId].domain[incomingMsg.domain].
activeTPList [incomingMsg.src] = true;

countActiveTP (tpId, incomingMsg.domain) ;

// Figure out which domains should be
active

int max_active = 0;

int d;

for (d : 0 .. N_DOMAIN-1) {

if
TPList [tpId].domain [d].

active_count > max_active -> max_active = TPList[tpId].domain[d

].active_count;

else; skip;

fi
¥
for (d : 0 .. N_DOMAIN-1) {
TPList [tpId].domain[d].ok = TPList[tpId
].domain[d].active_count == max_active;
}
iy
incomingMsg.message == SERVICE;
receive_service:
true;
fi
od
}
proctype Switch(chan fIn; int domainId) {
xr fIn;
int 1i;

Message messageln;

do

XXXVII
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146 :: atomic{fIn ? messagelIn ->

147 d_step {

148 messageln.domain = domainId;

149 if

150 :: messageln.dst == 255 ->

151 for (1 : 0 .. N_TP-1) {

152 if

153 :: i != messageln.src ->

154 if

155 ::  links[domainId].tpl
il ->

156 printf ("Forwarding

%e from TP%d to TP%d\n", messageln.message, messageln.src, i);
157 TPIn[i] ! messageln

158 H- else ->

159

160 printf ("Dropping Y%e
from TP%d to TP%d\n", messageln.message, messageln.src, i);

161 fi

162 3 ¢ else ->

163 skip;

164 fi

165 }

166 38 else ->

167 if

168 :: links[domainId].tp[messageIn.dst] ->
TPIn[messageIn.dst] ! messageln;

169 :: else —->

170 printf ("Dropping %e from TPY%d
to TP%d\n", messageln.message, messageln.src, messageln.dst);

171 fi

172 fi

173 }

174 }

175 od

176 }

177

178 init {

179 atomic {

180 // Set up links

181 int 1, j, k;

182 for (i : O .. N_DOMAIN-1) {

183 for (j : 0 .. N_TP-1) {

184 links[i].tp[j] = true;
185 }

186 }

187

188 // Disable N_LINK_FAILURE 1links
189 for (k : 0 .. N_LINK_FAILURE-1) {
190 select (i : 0 .. N_DOMAIN-1);
191 select (j : 0 .. N_TP-1);

192 links[i].tp[j] = false;

193 }

194

195 run Switch(switchs [0].domainMsgsChan, 0) priority 3;
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run Switch(switchs[1].domainMsgsChan, 1) priority 3;
run ThreadO(TPIn[0], 0) priority THREAD_O_PRIO;
run ThreadO(TPIn[1], 1) priority THREAD_O_PRIO;
run ThreadO(TPIn[2], 2) priority THREAD_O_PRIO;

run Service(0, 1) priority 1;

eventually_service {
[] (Service[6]@sent -> <> ThreadO[3 + 1]Q@receive_service)

domain_agreement {

<> [] (TPList [0].domain[0].ok == TPList[1].domain [0]. ok
&% TPList[1].domain [0].ok == TPList [2].domain [0]. ok
&& TPList [1].domain[1].0k == TPList [2].domain[1]. ok
&% TPList [0].domain[1].0k == TPList[1].domain[1].o0k
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Link redundancy error trail

1 1tl eventually_service: [] ((! ((Service[6]@sent))) || (<> ((
ThreadO [(3+1)] @receive_service))))

1tl domain_agreement: <> ([] (((((TPList [0].domain [0].ok==TPList
[1].domain [0].0k)) && ((TPList[1].domain [0].ok==TPList [2].domain
[0].0k))) && ((TPList[1].domain[1].0k==TPList [2].domain[1].0k)))
&% ((TPList [0].domain[1].0k==TPList [1].domain[1].0k))))

; Never claim moves

Forwarding HELLO from TPO to TP1

Forwarding HELLO from TPO to TP2

to line 4 [(1)]

Dropping HELLO from TPO to TP1
Forwarding HELLO from TPO to TP2

Dropping HELLO from TP1 to TPO
Forwarding HELLO from TP1 to TP2

Forwarding HELLO from TP1 to TPO
Forwarding HELLO from TP1 to TP2
Domain O0: HELLO TPO -> TP1

Dropping OHAI from TP1 to TPO

Domain 1: HELLO TP1 -> TPO
Dropping OHAI from TPO to TP1

Dropping HELLO from TP2 to TPO
Forwarding HELLO from TP2 to TP1

Forwarding HELLO from TP2 to TPO
Dropping HELLO from TP2 to TP1
Domain O0: HELLO TPO -> TP2

Dropping OHAI from TP2 to TPO

Never claim moves
ThreadO [(3+1)].

Never claim moves

)))]

Domain 1: HELLO TPO -> TP2
Domain O: HELLO TP1 -> TP2
Domain 1: HELLO TP1 -> TP2
Dropping OHAI from TP2 to TP1
Domain O: HELLO TP2 -> TP1
Domain O: OHAI TP1 -> TP2
Domain O: OHAI TP2 -> TP1
Domain 1: HELLO TP2 -> TPO
Domain 1: OHAI TPO -> TP2
Domain 1: OHAI TP2 -> TPO
to line 3 [((!(!((Service[6]._p==sent)))&&! ((
_p==receive_service))))]
Dropping SERVICE from TPO to TP1
to line 8 [(!((Thread0[(3+1)]._p==receive_service

Dropping SERVICE from TPO to TP1

Dropping SERVICE from TPO to TP1
Dropping SERVICE from TPO to TP1
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38 Dropping SERVICE from TPO to TP1
39 <<<K<<START OF CYCLE>>>>>
10 Dropping
41 Dropping
12 Dropping
13 Dropping
14 Dropping
;5 spin: trail ends after 323
; #processes: 7

17 links [0].tp[0] =
18 links [0].tp[1] =
19 links [0].tp[2] =
50 links [1].tp[0] =
51 links [1].tp[1] =
52 links [1].tp[2] =
53 1 =23

5 activeCountl = 1
55 queue 3 (TPIn[0]):
56 queue 4 (TPIn[1]):
57 queue 5 (TPIn[2]):

58 queue 1 (domainMsgsChan):

SERVICE
SERVICE
SERVICE
SERVICE
SERVICE
steps

TPO
TPO
TPO
TPO
TPO

TP1
TP1
TP1
TP1
TP1

to
to
to
to
to

from
from
from
from
from

B, O R B = O

queue

2

(domainMsgsChan) :

[SERVICE,0,0,1]

TPList [0]
TPList [0]
TPList [0]
TPList [0]
TPList [0]
TPList [0]
TPList [0]
TPList [0]
TPList [0]
TPList [0]
TPList [1]
TPList [1]
TPList [1]
TPList [1]
TPList [1]
TPList [1]
TPList [1]
TPList [1]
TPList [1]
TPList [1]
TPList [2]
TPList [2]
TPList [2]
TPList [2]
TPList [2]
TPList [2]
TPList [2]
TPList [2]
TPList [2]
TPList [2]
sent = O

.domain [0]
.domain [0]
.domain [0]

.domain [0]
.domain [1]
.domain [1]
.domain [1]

.domain [1]
.domain [0]
.domain [0]
.domain [0]

.domain [0]
.domain [1]
.domain [1]
.domain [1]
.domain [1]
.domain [1]
.domain [0]
.domain [0]
.domain [0]

.domain [0]
.domain [1]
.domain [1]
.domain [1]
.domain [1]
.domain [1]

.activeTPList [0] =
.activeTPList [1] =
.activeTPList [2] =
.domain [0] .
.ok = 0
.activeTPList [0]
.activeTPList [1]
.activeTPList [2]
.domain [1].
.ok =1
.activeTPList [0]
.activeTPList [1]
.activeTPList [2]
.domain [0] .
.ok =1
.activeTPList [0]
.activeTPList [1]
.activeTPList [2]
.active_count = 0
.ok = 0
.activeTPList [0]
.activeTPList [1]
.activeTPList [2]
.domain [0] .
.ok =1
.activeTPList [0]
.activeTPList [1]
.activeTPList [2]
.active_count = 1
.ok =1

active_count = 0

active_count = 1

active_count = 1

active_count = 1

1
0
0

= O

= O

= O

91 receive_service = 0
2 323: proc 6 (Service:1) redundency.pml:100 (state 10)
93 323: proc 5 (Thread0:2) redundency.pml:142 (state 76)
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94 323: proc
95 323: proc
96 323: proc
97 323: proc
98 323: proc

state>
99 323: proc

100 7 processes

4 (Thread0:2) redundency.pml:142 (state 76)

3 (Thread0:2) redundency.pml:142 (state 76)

2 (Switch:3) redundency.pml:181 (state 35)

1 (Switch:3) redundency.pml:181 (state 35)

0 (:init::1) redundency.pml:240 (state 51) <valid end
- (eventually_service:1) _spin_nvr.tmp:7 (state 10)
created

XLIII



	List of Figures
	List of Tables
	Glossary
	Acronyms
	Introduction
	Internet traffic and protocols
	Classifying internet traffic
	FlowSync
	Peer discovery and link redundancy
	Classifier sharing
	Statistics synchronization


	Problem
	Theory
	Formal methods and model checking
	Temporal logic
	Compositional model checking
	Verification of network management protocols
	Running protocol implementations in a modeled environment
	Modeling with Promela and SPIN 
	Modeling distributed systems in TLA+
	Modeling multi-agent systems in R-CHECK

	Method
	Survey of modeling frameworks
	Modeling
	R-CHECK
	TLA+
	SPIN

	Verification
	Discussion

	FlowSync link redundancy
	Modeling link redundancy
	Verification
	Discussion

	FlowSync services
	Modeling services
	Verification
	Discussion

	Concluding remarks
	Limitations
	Ethical concerns
	Conclusion
	Future work

	Bibliography
	Classifier sharing model in Promela
	Classifier sharing model in R-CHECK
	Classifier sharing model in TLA+
	Classifier sharing and statistics synchronization model
	Link redundancy model in Promela
	Link redundancy error trail

