
A Lightweight Intrusion Detection System
for In-Vehicle Communication on CAN
Master’s thesis in Computer Systems and Networks

SEBASTIAN KVARNSTRÖM
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Abstract

In-vehicle networks (IVNs) are being equipped with an increasing number of elec-
tronic control units (ECUs) with each new generation of vehicles. This increase in
ECUs contributes to a larger attack surface. Due to the lack of security mechanisms
in the Controller Area Network (CAN) protocol, the most widely used communi-
cation bus for IVNs today, any ECU that is compromised can in turn compromise
other parts of the network. As the attack surfaces of vehicles increase, so does
the need for secure communications in the internal network to reduce the impact
of attacks. One commonly proposed solution is the installation of an Intrusion
Detection System (IDS) to detect attacks on the CAN bus.

In this thesis, we investigate if it is possible to implement a data-driven intrusion
detection algorithm for IVNs on low end hardware. Furthermore, we investigate
what optimizations need to be done to the IDS for it to be able to detect attacks in
a realistic environment in real-time. Using the state-of-the-art detection algorithm
casad, we test whether it is able to reliably detect online attacks in a realistic
environment.

Having chosen four categories of attacks based on previous work within the
field, the IDS was tested against them. The results of this thesis show that it is
possible to detect at least three of the four attacks. The IDS was implemented on
two different test benches where the first was used to verify our implementation,
and the second to compare and evaluate the optimizations of the algorithm. The
optimizations were done to meet the real-time requirements.

Keywords: In-vehicle network, Intrusion Detection System, Controller Area Net-
work, Embedded Security
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1
Introduction

As modern technology continues to advance, so does the complexity of the sys-
tems. This increase in complexity allows technology manufacturers to add a lot of
interesting and innovative features. Indeed, in modern vehicle manufacturing, new
functionality can come in many different forms. Smarter systems for controlling
speed, self-driving vehicles and improved media systems are just a small subset of
these features. These systems require small computing systems to work, which,
in cars, are called Electronic Control Units (ECUs) [1]. These ECUs interface
with sensors and actuators that control the various functions in the car, including
the engine, doors, air-bags and brakes [2]. This means that parts that were tra-
ditionally controlled mechanically are becoming increasingly computerized. The
ECUs, sensors and actuators communicate over multiple subnetworks in the ve-
hicle, which are, in turn, connected via gateways. The different subnetworks use
different communication technologies, often depending on their area of use. These
include, but are not limited to, protocols such as CAN, CAN FD, LIN, MOST,
FlexRay and Ethernet [3],[4].

While many different communication protocols are used, some even being spe-
cific to certain vehicle manufacturers, the majority of network communication be-
tween ECUs occur on a Controller Area Network (CAN) bus. Due to its extensive
use in the automotive industry, CAN is an excellent target for security research,
as any research that yields positive results on CAN may be widely implemented
across numerous brands and types of vehicles. Cars, trucks and buses are all types
of vehicles that implement the CAN protocol for ECU communication.

From a different perspective, CAN is also an interesting protocol for security
research due to its inherent lack of security. CAN lacks much of what makes
modern communication protocols secure, such as end-to-end encryption and au-
thentication. Due to this, much of the existing research aims to fix these issues.
The research typically follows one of two paths: security solutions that modify the
protocol directly and solutions that aim to work with what already exists. Solu-
tions that directly modify the protocol usually aim to fix the flaws that make the
protocol insecure. However, such solutions come at a cost, as existing ECUs would
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1. Introduction

need to be modified to support the updated protocol. Even though solutions that
do not modify the protocol may not be able to stop attacks directly, they do not
come with this cost, and can still work to provide security.

The increased number of ECUs contribute to a lot of important functionality,
but unfortunately opens up the vehicle to attacks by increasing the number of
attack surfaces [1], [2], [5]. Not only are the ECUs connected to the internal
networks, but they may also be connected to external communications, such as
Bluetooth or mobile networks. If an attacker manages to take control of an ECU
by exploiting its external communications and weaknesses, they might be able to
perform attacks to the internal communications as well. In doing so, an attacker
might even be able to perform a privilege escalation attack, and compromise other
ECUs on the same network.

In recent years, the car manufacturing company Fiat Chrysler Automobiles
was forced to recall 1.4 million cars when security researchers showed that they
could remotely compromise the internal network of their cars [6]. The attackers
exploited a weakness in an ECU that was open to a mobile network, and by
compromising the internal CAN bus they were able to perform a large number of
attacks, including steering the vehicle, turning the engine off, forcing the car to
brake, and even disabling the brakes entirely.

With the security vulnerabilities that come with CAN and the increasing num-
ber of ECUs, it is clearly important that attacks on in-vehicle networks (IVN) are
detected. Most individual ECUs have some form of input validation to protect the
ECU from using invalid data, but malicious data can still be valid, and as a result
be accepted by the ECUs. Unfortunately, a solution to these issues that requires
heavy modification of the existing networks is not applicable to already existing
vehicles, and will likely take a very long time to implement. Additionally, mod-
ifying a well-established network protocol requires rewriting documentation, and
possibly years of planning. One such solution is the use of an intrusion detection
system (IDS) spanning the network. This can add more security to the limited
security of individual ECUs, without impacting the rest of the network.

1.1 Problem

Due to the aforementioned lack of authentication in CAN, several types of attacks
are possible within the network. Choi et al. [7] identify attacks that they have
divided into three categories: suspension, fabrication and masquerade. In their
work, they have shown the ability to detect all three using the physical hardware
characteristics of ECUs. Nowdehi et al. [8] identify one additional type of attack,
which they call the conquest attack.

2



1. Introduction

There are many methods for detecting intrusions on a CAN bus, which we have
chosen to divide into two primary methods. The first, looking at the physical
hardware characteristics, exploits unavoidable hardware imperfections that arise
during the manufacturing process of the ECUs. The second, looking at the data,
detects attacks by observing changes from the normal behaviour. Both of these
methods have their own advantages and disadvantages. An IDS inspecting the
physical characteristics may be able to detect the source of attacks, in addition
to the occurrence of them [7], [9]. In contrast, data-driven IDS algorithms have
not shown this ability of source detection. But instead, data-driven IDS have
shown the ability to detect conquest attacks [8], unlike IDS based on physical
characteristics.

Implementing an IDS on top of the CAN bus of a real vehicle is restricted by
two important factors. The first is the real-time requirement of the network, as a
CAN bus in a vehicle may be operating at near max capacity. This means that
performing attack detection in real-time requires significant processing power, as
messages must both be read and processed in time. If this is not done before
new messages arrive, data is lost, and results may be inaccurate. The second
limiting factor is the hardware that is available for each feature or application.
Consequently, implementing an IDS should not impact or throttle the other ECUS.

With the real-time and lightweight requirements in mind, it is important that
the IDS is verified live on a low-end computer similar to an ECU. Many IDS
solutions have been proposed [2], [7], [9], [10], [11], [12], [13], and some of them
have been tested on vehicles in real-time. However, many of them are only tested
on the OBD-II port, which does not provide full access to the in-vehicle CAN bus,
and even fewer have been tested on a low-end computer matching that of an ECU.

1.2 Goal

The goal of this thesis is to investigate whether the following research prototypes
of IDS for IVNs can actually work in practice. To accomplish these goals, we need
to cover and explore:

• Which algorithms have been suggested, and how they work

• The behaviour of normal CAN traffic

• Implementation on realistic hardware with limited resources (memory and
CPU)

• Implementation of several realistic attacks
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1. Introduction

• Detection of the attacks in real time under aforementioned conditions

To achieve the aforementioned goals, we will (1) survey a number of research
prototypes to see if they are suitable candidates to be evaluated in a realistic
context. Through related literature, we will (2) aim to gain an understanding of
the state of the art of attacks on vehicles. To evaluate the chosen algorithm, we
will (3) build up several test benches to understand when the chosen algorithm
works, and when it does not. Moreover, we will (4) suggest optimizations to the
implementation to allow for real-time detection, based on several metrics, such
as performance and accuracy of attack detection. To test the IDS and evaluate
the results, we will first (5) implement the attacks in a realistic environment and,
finally (6), evaluate the test bench systems in order to better understand how
research prototypes can be brought to a real car, and what lessons the research
community still need to address for future systems.

1.3 Scope

As mentioned earlier, the scope of this thesis is to choose an IDS for the CAN
protocol and implement it. CAN is the de facto standard in the automotive indus-
try for communication between ECUs, and as such is the most relevant protocol
for our work. Other network protocols exist, such as FlexRay and Ethernet, but
these are not as widely used as CAN is in the automotive industry, and as such
we place greater importance on developing security solutions for CAN. Therefore,
in order to evaluate the IDS, and its performance, we test it on a CAN bus of a
real vehicle. The IVN gives us the opportunity to try the IDS on real data, with
real-time requirements.

1.4 Outline

The report is structured as follows.
Chapter 1 presents the topic and goal of the thesis. Chapter 2 provides the

required background knowledge about the CAN bus protocol and IDS. Following
this, chapter 3 describes the attack surfaces of IVNs, as well as the attacker model
and various attack scenarios. We summarize other works related to this thesis and
to this field in chapter 4, and how our work differs from theirs.

Based on the first four introductory chapters, our approach and system design is
covered in chapter 5. The implementation of this design is discussed in chapter 6.
The experiments that we run on these implementations, as well as their results are
covered in chapter 7.
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1. Introduction

We conclude our thesis by discussing the implications of our results in chapter 8.
In the same chapter, we also discuss future work within in-vehicle intrusion detec-
tion, as well as the lessons we have learned and how this thesis relates to ethics
and sustainability. Finally, we summarize the thesis and present our conclusions
in chapter 9.
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2
Background

To allow different parts of the vehicle to communicate with one another, there is
a need for a communication network within the vehicle. The typical modern IVN
is often comprised of a number of different communication buses, with different
standards and technologies, that are often connected via different gateways [4].
The most widely used communication bus, and the focus of this thesis, is the CAN
bus [14].

In this chapter, we describe how the CAN protocol works and what its security
flaws are. Therefore, we make numerous claims about the CAN protocol through-
out this chapter. The information presented in this chapter comes from the CAN
version 2.0 specification [15], and from the overview given by Farsi, Ratcliff and
Barbosa [16]. In addition to the CAN protocol, we also dedicate a section to de-
scribing intrusion detection systems, which details the differences between host-
and network-based systems, and signature- and anomaly-based detection.

2.1 Controller Area Network (CAN)

In 1986, Bosch GmbH released a new communications protocol for controller net-
works. The aim of this protocol was to simplify the peer-to-peer communications
that existed in vehicles at that time. This new standard was called the CAN pro-
tocol. The older communication models had employed dedicated communication
lines between ECUs. With each new generation of vehicles, and the rapid comput-
erization of previously mechanical parts, the existing solutions were not feasible
anymore. With the release of the CAN protocol, car manufacturers were able to
employ a single bus for communication between multiple control units, greatly
reducing the number of physical wires required. Additionally, with CAN using a
single twisted wire pair, the wiring that it does use is inexpensive.

CAN was designed to be able to quickly send small chunks of data between
several different control units. Bosch had observed that most of the data that
was being transmitted between control units contained very small payloads, and

7



2. Background

designed CAN accordingly. This is reflected in the maximum payload size of a
CAN frame, which is only eight bytes. In order to increase the speed further, they
implemented a fast arbitration process that does not require a token.

There are several standards for CAN, but the main one is ISO 11898-1, which
defines the data link layer and physical signalling layer of the protocol. The most
commonly used CAN standard is the high speed standard, defined in ISO 11898-2,
but there are other standards that may be used, including ISO 11898-3 defining
low-speed (fault tolerant) CAN, and ISO 11898-4, defining time-triggered CAN.
We will only cover the high speed standard, since it is the most widely used
standard within vehicles.

The high-speed CAN standard runs at anywhere from 40 Kbit/s to 1 Mbit/s,
but 500 Kbit/s is normal in vehicles. Assuming each CAN frame transmitted on
the bus contains a full payload, and the bus is under 67% load (two reasonable
assumptions for modern IVNs), then there are approximately 3000 messages being
sent every second, or 24 000 bytes per second.

In 1991, CAN version 2.0, was released. This version added the optional use of
extended identifiers, which increase the size of the identifier from 11 bits to 29 bits.
More recently, in 2012, Bosch released a different CAN standard that supports a
flexible data-rate, called CAN FD [17]. CAN FD allows for longer payloads and
the ability to switch to a different bit-rate. Devices built to use CAN FD are also
backwards compatible, and may be connected to work on a CAN 2.0 network. Due
to its recent release, CAN FD has not seen a market-wide use yet. As such, it is
not covered in this thesis.

2.1.1 Physical Layer

Figure 2.1: The voltage levels of CAN high and CAN low over time when ”1010”
is being sent on a CAN bus, illustrating the dominant and recessive bits.

On the physical layer, a CAN bus uses differential signalling with a single
twisted pair wire, with one of the wires referred to as CAN high and the other
CAN low. Differential signalling and twisted pair wiring is used to protect the
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2. Background

communication against noise. In order to convert the signals on these wires into
logical 0’s and 1’s that an ECU can read as a stream of bits, the difference in
voltage is measured. Typically, a voltage differential between the wires of more
than 2 V is read as a logical 0, and is called a dominant state, while a low voltage
difference, below 2 V is read as a logical 1 and is called a recessive state. Both
the recessive and the dominant states can be seen in Figure 2.1. The figure shows
how the CAN low and CAN high always mirror one another, which is one of the
defining characteristics of differential signaling.

(a) ECU connected to bus on CAN
low.

(b) ECU connected to bus on CAN
high.

Figure 2.2: Circuit diagram showing the pull-up and pull-down properties of
CAN.

Since the CAN bus is a shared medium, meaning many ECUs share a single bus
for communication, a sending ECU must be granted exclusive access to it. This
is done using an arbitration process, which is the process of deciding which one of
several competing messages to transmit first, based on their priorities. Arbitration
on CAN is possible due to two important physical features. First, if a recessive
bit and a dominant bit are both being broadcast by two different ECUs, the bus
will be in a dominant state. This is shown in the figure 2.2a, which is a circuit
diagram visualizing how ECUs are connected to CAN low. A pull-up resistor keeps
the CAN low bus at 2.5 V, unless an ECU wants to send a dominant bit, which
would ground the CAN low wire, setting the voltage to 0. Similarly, as shown in
figure 2.2b, CAN high uses pull-down resistors to pull the voltage to 2.5 V when
in recessive state.

Second, during transmission, an ECU is also able to read the state of the CAN
bus. This allows the ECU to immediately see if it has been eliminated during the
arbitration process. Looking back to figure 2.2a, we can also see that if the ECU
reads 0 V from the bus and is not currently sending a dominant bit, it will know
that some other ECU is sending.

9



2. Background

2.1.2 Network Layer

In CAN, there are two different types of frames: the standard frame with an 11-bit
identifier and an extended frame with a 29-bit identifier. The identifier sets the
priority of the message, with a lower ID having a higher priority. The arbitration
process is done when two or more ECUs are sending at the same time. During
arbitration, the ID bits are compared and the one with the lowest ID is allowed to
transmit, while the higher ID is not.

Typically, the ID is not used to identify the CAN node that is sending the
data, but rather the type of data being sent. This means that a single CAN node
may send CAN frames with several different IDs. A particular ID is typically not
meant to be sent by multiple ECUs. Since the ECUs in the network do not have
any IDs associated with them, messages on the CAN bus are not sent directly to
the other ECUs. Instead, any ECU can snoop the bus, and is able to read all of
the data that is transmitted over it. While no CAN node is sending, the bus is in
a constant recessive state. In order to start transmitting data, a CAN node must
start by sending a dominant bit on the bus.

ID
(11)

SoF
(1)

RTR
(1)

IDE
(1)

DLC
(4)

r0
(1)

Payload
(0-64)

CRC
(16)

ACK
(2)

EoF
(7)

Figure 2.3: The different parts of a CAN frame. The number under the acronyms
shows how many bits are used by that part of the frame.

The CAN standard frame can be 44 to 108 bits long, allowing for a maximum
size payload of 64 bits (8 bytes). Figure 2.3 shows the structure of a CAN frame,
and we describe each of its fields in this section, the first of which is the SoF (start
of frame) bit. This, always dominant, bit lets the other ECUs know that a message
is being transmitted, and that the bus is busy. Immediately after sending a SoF
bit, the sending ECU starts sending its identifier.

The RTR (remote transmission request) bit allows a connected ECU to request
data from another ECU on the bus. When the RTR bit is set, the identification bits
now represent the identifier of the message that is being requested. By snooping
the CAN bus, the ECU responsible for delivering messages with this ID is requested
to send data. This feature allows ECUs to ask for information when it is needed,
so that the bus is not filled with unwanted data. This is also the only way in the
CAN protocol to directly request data from a specific ECU, or at least a specific
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2. Background

ID.
The IDE (identifier extension) bit is used to differentiate between the extended

and standard CAN frame formats. A dominant bit in this field signifies the stan-
dard frame format, while a recessive signifies the extended frame format. The next
bit is a reserved bit, which is always dominant. This bit is reserved for a later ver-
sion of the protocol, allowing for backwards compatibility, by programming ECUs
running the older version to ignore messages with recessive reserved bits.

Since the payload size can vary in the CAN frame, the transmitter first needs to
specify how much data it is sending. This is done in the DLC (data length code)
bits. The DLC contains four bits that specify the number of bytes of data that
are being transmitted. While only three bits are required to describe the payload
length (one to eight), an additional bit is required, as the payload length can also
be zero. Although the DLC can describe payloads of lengths above eight (up to
fifteen), this is not supported by the CAN 2.0 standard.

Following the payload is a checksum, sent in the CRC (cyclic redundancy check)
bits. The checksum is used by receivers to verify the integrity of the data, and is
calculated using a CRC function. A CRC is often used to detect accidental, tran-
sient, errors and involves using a mathematical algorithm to generate a checksum
from the payload. This fixed-size checksum is typically smaller than the original
input, and adds an extra layer of certainty that the data being sent has not been
accidentally altered in transit. The CRC bits are used by the receivers, who com-
pare it to their own CRC calculation of the payload data. If the CRC is the same
as what the sender calculated, the receiving ECUs will output a dominant bit as
the first ACK (acknowledge) bit. This means that no changes to the data have
occurred. If the sending ECU reads a recessive bit, it will resend the message.
The last bit of the CRC gives the receiving ECUs an additional time slot to fully
compute and compare the CRC. Similarly, the last bit in the ACK field is used
to let the sending ECU have the time to process whether it needs to resend the
payload.

The last bits are the end of frame (EoF) bits, which signal the receivers that
the message is fully transmitted, and that a new message may be transmitted on
the bus. The EoF always consists of seven recessive bits, which forces the bus
back to a recessive state. This utilizes a technique for error handling called bit
stuffing, which is an important feature of the CAN protocol. Whenever six, or
more, consecutive bits with the same state are transmitted, all the readers are
programmed to reset and return to a recessive state. Since a series of the same
consecutive bits may occur when ECUs are functioning properly, for example in
the identifier or payload, a flipped bit is inserted after every five consecutive bits
with the same state. This flipped bit is called a stuff bit, and is read by all the
listening ECUs — as an indication to not reset — but is stripped from the message
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2. Background

once it has been received, so that the original message remains the same.

2.1.3 Security Considerations

When it comes to security, the CAN protocol leaves a lot to be desired. When
it was originally designed, it was not done so with security in mind. From the
perspective of the C.I.A (Confidentiality, Integrity and Availability) triad, the
CAN protocol significantly lacks in all three.

Confidentiality is in many ways non-existent, as messages are not encrypted
before being transmitted on the bus. This means that any ECU connected to
the bus can read what any other ECU sends, which is an intended feature of the
protocol. However, one could argue that some confidentiality does exist, since
only ECUs connected to the bus can actually read messages. In that sense, more
confidentiality is added when ECUs are split into different networks that are only
connected via gateways.

Integrity exists for the data in the form of cyclic redundancy checks (CRCs),
but is only used for error detection to detect bit errors and not for intentional data
modification. In addition to not being able to detect intentional data modification,
there is also a complete lack of message authentication. In the CAN frame, there
are no fields that allow for sender identification beyond the ID of the CAN frame
itself. As was mentioned earlier, a sender is often able to send messages with
many different IDs, and there is nothing stopping any other ECU from sending a
message with the very same ID. This allows for attacks where compromised ECUs
can send messages with a low ID that does not belong to the compromised ECU.

Availability may go hand in hand with CAN at a first glance, since the protocol
provides a low latency communication network, with different levels of priority.
However, since there is no restriction in the priority an ECU might have, any ECU
in the network can flood the bus with high priority messages at any given time.
With the high load of in-vehicle CAN networks, this may seriously destabilize the
communication.

2.2 Intrusion Detection Systems (IDS)

By using a system that is able to detect the presence of attacks, an IDS, users or
administrators can be alerted of them, so that preventive action can be taken. In
order to detect attacks to a system, an IDS will monitor the system and analyze
aspects of it to determine whether an attack is occurring or not. This is done
either by looking for specific patterns in the data — typically network traffic —
or by analyzing the overall behaviour of the system. On a network, this typically
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2. Background

means monitoring the communication packets being transmitted, and on a host,
the incoming and outgoing traffic, as well as the processes running on it.

There are many reasons why an organization would use an IDS. An IDS provides
organizations with useful information regarding the system, providing an overview
of what might need to be changed, and what needs to be updated. Furthermore,
administrators that are alerted to attacks are able to analyze the attacks. This
gives them useful information that they can use to further secure their systems,
by identifying vulnerable systems, as well as potential targets.

IDSs are typically split into different categories, either depending on their tar-
get, or how they function. An IDS that is placed locally on a node with the aim
of detecting attacks on the node is called a host-based IDS (HIDS). In contrast,
an IDS that monitors network traffic between multiple nodes is called a network-
based IDS (NIDS). While more classifications of IDS exist, such as wireless IDS
and systems for network behaviour analysis, these fall very close to NIDS.

Since the difference between HIDS and NIDS is clear, it is often more common
to differentiate different IDS depending on their functionality. IDS functionality
is often divided into two categories: signature-based or anomaly-based [18], both
of which we describe in section 2.2.2. Neither anomaly-based nor signature-based
IDS are limited to HIDS or NIDS. Instead, both of them may be implemented as
either.

2.2.1 Locations for Detection

When installing an IDS, an important consideration is the location of the IDS.
For instance, if the goal is only to protect a single target, a HIDS is often a
more suitable option. However, an administrator for an organization with a large
network is more likely to install a NIDS to protect the entire network. Important
systems may also be protected by both HIDS in addition to a NIDS, providing the
system with multiple layers of security.

Since the aim of a NIDS is to protect a network and listen to its traffic, it is often
placed in a strategic location, where it can monitor as much as possible, allowing
the NIDS to monitor the data being sent from and to nodes in the network. In
case a network is divided into multiple subnetworks, multiple NIDS are often used,
with one for each subnetwork.

The traffic that the IDS monitors can vary depending on the IDS and its con-
figuration. Typically, an IDS will look at the packets to determine which protocol
is being used, and then use specific rules for each protocol. Much like modern
firewalls, some IDS also have the ability to keep track of protocol states, such as
whether there is an actual TCP connection established when TCP data is being
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sent. However, an IDS may be much more powerful than this, and may even be
able to determine intrusions based on application level data.

There are many different NIDS. Two examples of NIDS, both of them open
source, are Zeek (formerly known as Bro) [19] and Snort [20]. Snort was developed
by Martin Roesch, and is currently being developed by Cisco, and works both as
an IDS and as an intrusion prevention system. Meanwhile, Zeek is currently being
developed by Vern Paxson, and is described as a network analysis framework,
rather than a traditional IDS.

In contrast to a NIDS, a HIDS only looks at the traffic and events of a single
host. A HIDS may be run on high value hosts, or simply on all computers in
the network, depending on the costs and requirements. Like NIDS, there are also
a number of different HIDS, all with different functionalities. Two examples of
these are OSSEC [21], created by Daniel Cid, and Open Source Tripwire [22],
based on code from Tripwire, Inc. Open Source Tripwire is a HIDS that monitors
the file system, and detects unexpected changes to the file system by comparing
the file system with a known baseline. Though not necessarily better, OSSEC
monitors logs, processes and performs ”rootchecks”, in addition to monitoring the
file system.

2.2.2 Methods for Detection

In signature-based detection, data is analyzed in order to find specific patterns.
This can include anything from looking for a particular series of bytes, to find-
ing certain application level messages. A signature-based IDS needs to have the
signature of malicious messages already stored in order to detect them. This can
become a very expensive task, and new attacks with new signatures will go un-
detected until they are discovered and the IDS is updated accordingly with the
signature of the attack. Therefore, while such an IDS may not be complex in itself,
the set of rules it will use may grow, making the IDS more complex [18].

Anomaly-based detection involves training the IDS to understand what is nor-
mal behavior for the system, and then to trigger an alarm when it detects behavior
deviating from the norm. Anomaly-based detection may be mathematically com-
plex and harder to implement, but does not require maintaining a list of potential
attacks, and has a higher probability of detecting undocumented attacks. Most of
the cost lies in the training of these IDS, and they must be trained on an untainted
target, or the malicious behavior could be seen as normal behavior [18].

Both categories of IDS have their own pros and cons, with signature-based IDS
favoring simplicity, and can immediately be launched on a system out of the box.
In contrast, anomaly-based IDS require a training period on the system before
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being launched, meaning that there is some downtime where the IDS can not be
used. Unfortunately, neither type of IDS is flawless, but anomaly-based IDS has
the advantage of being sustainable, since it may continue to function properly
without updates, in addition to potentially being able to detect zero-day exploits.

Though an anomaly-based IDS may be able to detect attacks a signature-based
IDS cannot, it may also incorrectly classify some behavior as anomalous and trigger
false positives. This may be even more prevalent if the IDS is poorly trained.
Another risk with an anomaly-based IDS is that it may be trained on an already
compromised system, and be unable to identify the attack at all.
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3
Security of In-Vehicle Networks

With an understanding of the vulnerabilities of the CAN protocol from the previ-
ous chapter, it is important to understand how attackers can abuse them. There-
fore, this chapter first looks at the attack surface of a vehicle, and how an attacker
may gain access to the CAN bus. Following this, we present the attacks to which
the CAN protocol is vulnerable.

3.1 Attack Surface

Much of the research that has been done in the field of vehicle security has focused
on the growing attack surface of vehicles, and the attacks that can be performed
on them. Checkoway et al. [23] have done an extensive analysis of different attack
surfaces, wherein they identify four different vulnerability classes:

• Direct physical

• Indirect physical

• Short-range wireless

• Long-range wireless

Direct physical attacks involve plugging some malicious hardware directly into
the on-board diagnostics (OBD-II) port, which is a standardized port for on-
board diagnostics that is directly connected to a CAN bus. In addition to a
CAN bus, the OBD-II port usually grants access to several other communication
buses. The OBD-II port provides access to a limited part of the CAN traffic, which
the manufacturers have intentionally made available for diagnostic purposes. This
port is required by law, in both the EU and the US, to exist in modern vehicles.
As a result, these attacks are not unique to specific brands of vehicles [24],[25].

Indirect physical vulnerabilities are the second class of vulnerabilities identified.
The channels in this class still require physical access, but are those that do not
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plug directly into the communication buses. Examples of these include the use
of J2534 hardware devices, colloquially known as Pass-Thru, which are hardware
devices that allow computers to communicate with ECUs [26]. In this case, the
computers may contain malware that would make use of this connection. This class
also includes CD’s or DVD’s containing malware, which exploit vulnerabilities in
the media device.

The last two classes are both wireless, and are the short-range and long-range
wireless classes. The short-range wireless class includes Bluetooth, which is a
feature many modern cars have, allowing drivers to connect their devices to the
car wirelessly for a multitude of reasons, such as audio playback or diagnostics.
The long-range wireless class includes cellular, which is, again, a feature many
modern cars have access to.

Figure 3.1: A simplified IVN. ECUs 1, 2 and 3 are connected through a CAN
bus within the vehicle. ECU 1 is not exposed to anything but the CAN bus. ECUs
2 and 3 are exposed to the outside via Bluetooth and 3G communication, and are
external attack surfaces.

These four vulnerability classes are depicted in figure 3.1, where ECU 1 can
only be reached internally through the CAN bus. In this simplified figure we can
see that the OBD-II port is directly connected to the CAN bus, and can be used
to either launch a direct or indirect physical attack against the network. ECU 2
is vulnerable to short-range wireless attacks, since it has a Bluetooth component
that might contain security flaws. Lastly, we see that ECU 3 is communicating
both on the CAN bus and via a 3G cellular component, exposing it to long-range
wireless attacks. Due to the insecurities of the CAN bus, even ECU 1 may be
vulnerable to attacks, since the other ECUs are exposed externally.

As previously mentioned, there is nothing stopping a compromised ECU from
sending a message with an ID that does not belong to it. Determining which ECU
is sending a message is not easy, as there is no built-in CAN functionality to identify
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the sender, and not enough space in a CAN frame to add custom functionality for
this without also adding overhead in the traffic [9], [27]. This means that replay
attacks — attacks where previous transmissions are resent by a different sender
acting as the original — are possible.

3.2 Threat Model

We assume that an attacker gains access to the network by compromising at least
one of the ECUs, and is then able to either re-program it or, at the very least,
stop its transmissions. We assume that this is done by the attacker in order to
perform some malicious activity. However, we do not concern ourselves with how
this access is gained, nor what this malicious activity actually does to the car.

Borrowing notation from Cho and Shin [7], we call an attacker that is able to
re-program an ECU in order to send arbitrary messages on the CAN bus a strong
attacker, and an attacker only able to suspend an ECU’s transmissions a weak
attacker. In a similar vein, we say that an attacker that is a strong attacker of an
ECU A has strong access to ECU A, and a weak attacker of an ECU B has weak
access to ECU B.

In this thesis, we make use of an anomaly-based IDS. As mentioned previously,
an anomaly-based IDS is trained on the normal behavior. When training the IDS,
we assume that the environment that it is trained on is in no way compromised.
Moreover, during detection, an attacker may have access to multiple ECUs at
once, but we assume that an attacker is not able to compromise the IDS. The
access the attacker has to each ECU may vary, having weak access to some of
them, and strong access to others. During our verification of the IDS, we use the
fewest number of compromised ECUs possible to launch the attacks, since a real
adversary would not have the luxury of compromising all the ECUs. By assuming
that the attacker compromises as few ECUs as is possible, the footprints of the
attacks are reduced, making them potentially harder to detect.

3.3 Attack Scenarios

Connecting back to the goals of this thesis, we will now analyze what attacks
CAN is vulnerable to, so that we can later implement realistic attacks that we
test the IDS against. In this section, we will describe the attacks that we will
later implement for the evaluation of the IDS. Our implementations of the chosen
attacks will be described in chapter 7

As discussed in the previous section, we assume an attacker is able to, in some
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(a) Suspension attack (b) Fabrication attack

(c) Masquerade attack (d) Conquest attack

Figure 3.2: Illustrations of each attack. The top part of each figure represents
a system during normal use, while the bottom part represents the same system
under attack. The values in each box are the IDs of the messages. For simplicity,
all IDs in this example also indicate which ECU is the real sender of the ID.

way, compromise one or more ECUs as either a strong or weak attacker. In their
paper, Cho and Shin [7] discuss three types of attacks: suspension, fabrication and
masquerade. We also include an attack, called conquest, described by Nowdehi et
al. [8] in this thesis. This classification is done since it covers the possible attack
vectors that modify the communication of the bus.

Suspension attacks involve suspending all transmissions of an ECU. This only
requires that the attacker has weak access to an ECU. If the targeted ECU relies
on communication, this attack can disable the ECU. As the functionality of some
other ECUs may depend on data acquired from the compromised ECU, this attack
can also affect more ECUs than just one. Figure 3.2a shows the attack in action,
where the ECU C is under attack. As can be seen, no messages from ECU C are
sent while it is being suspended.

Fabrication attacks are those where an attacker with strong access to an ECU
aims to confuse one or several other ECUs by fabricating messages of particular
IDs, with different values. If the listening ECU performs any actions based on these
values, the attacker may cause the listening ECU to perform a faulty action. Such
a faulty action may be due to the wrong value having been read at the moment of
an action being performed. Figure 3.2b shows the attack in action. In this case, if
ECU C uses values from A, it would receive multiple messages to use, some from
ECU A and some from ECU B, without any idea of which ones actually belong to
ECU A. In addition to confusing other ECUs, fabrication attacks can be used as
denial of service attacks by flooding the network.
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Masquerade attacks can be seen as a combination of suspension and fabrication
attacks. If an attacker only has weak access to the ECU it wishes to exploit, then
the attacker may suspend its transmissions. With strong access to another ECU,
it may then fabricate messages of the suspended ECU, effectively masquerading
as the weakly compromised ECU. Figure 3.2c shows the attack in action. From
the perspective of ECU A, messages B and C arrive at the same time as without
the attack, so it is completely unaware of any changes.

Conquest attacks can be performed when the attacker has strong access to the
ECU it wishes to exploit. It may re-program this ECU to change its behaviour,
making this the stealthiest of the four attack categories. If an attacker wishes to
do this without easily getting detected, they may maintain the periodicity of the
original message, and only change the content of the message. An example of this
can be seen in figure 3.2d, which shows how the communication does not change
during an attack. Without looking at the actual payload, the attack would not be
possible to detect.
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4
Related Work

Recent research has revealed that many vehicles suffer greatly when it comes to
security. Security of cars is something many people take for granted, and something
that is important, as the consequences of an attack can result in fatal accidents.
This makes security research in this field especially important. Much of the work
related to the security of IVN have been to investigate attacks and to analyze attack
surfaces of vehicles. More recently, several in-vehicle IDS have been proposed, in
order to increase the security of vehicles, without the need to redesign the parts
of the vehicle that are vulnerable.

To our knowledge, no IDS has yet been proposed that is both lightweight enough
to be implemented in a car, while being able to detect all of the attacks we have
previously discussed. By analyzing the work that has been done so far, we gain
the knowledge to choose an appropriate IDS. We also summarize some of the field
of IVN security, especially concerning IDS for IVNs.

4.1 Vulnerabilities of Vehicles

In 2014, Miller and Valasek [6] showed many different attacks on a line of Jeep cars.
As a result of their work, Fiat chrysler was forced to recall 1.4 million vulnerable
vehicles. In their work, they exploited the cellular attack surface of the vehicle,
and were able to remotely compromise vehicles across the entire USA. The attacks
they performed involved sending different signals, many across the CAN bus, from
a compromised ECU. The attacks ranged from harmless, like activating the turn
signal, to extremely dangerous, like disabling the brakes. Although the latter could
only be done by triggering the car to enter a diagnostics mode, which required a
speed of 5-10 Km/h, they did not rule out the possibility of tricking the ECU
into thinking the speed would be different from the actual speed. In addition to
disabling the brakes, they were also able to remotely steer the vehicle, as well as
force the car to brake. Other attacks they performed were changing the radio
channel, turning up the volume, and disabling the volume control.

23



4. Related Work

More recently, in 2018, Cho and Shin [28] found that a vehicle may be compro-
mised while its ignition is turned off. By exploiting the wake-up functionality that
some ECUs have, they show how they can remotely activate ECUs in the vehicle.
Doing this, they show how an attacker would be able to drain the battery of a
vehicle or lock the driver out of the car using a so-called Denial-of-Body-control
attack. The wake-up functionality of ECUs is implemented in order to provide
standby functions and to increase energy efficiency. However, this work shows
that ECUs with these features can be vulnerable, even when they are offline.

Checkoway et al. [23] show more insecurities in vehicles, and have performed
analyses of their attack surfaces, in which they note that there is a number of
different points of attack not limited only to physical, but also remote. In their
article, they mention being able to hijack the car’s telematics unit by calling it
via mobile phone, making it an attack that may be executed from anywhere in
the world. Carsten et al. [5], as well as Song et al. [10], were also able to confirm,
in more recent articles, that vehicles do indeed lack a lot of security and point
out some of the same flaws. In their work, Carsten et al. also describe numerous
potential attacks on the CAN network, including data stealing, control override,
vehicle degradation, data falsification and external sensor attacks. Attacks such
as data stealing do not directly interact with the CAN bus, and so can not be
detected by a network-based IDS.

4.2 Security of Vehicles

There have been proposals to reinforce the CAN protocol itself. One of these is
shown by Woo et al. [27] who propose a security protocol that uses the extended
CAN frame to create a message authentication code that can verify that the sender
is the correct sender. This proposal would add some additional security to IVNs,
since it would eliminate some of the possible attacks. Not all attacks are stopped,
however, since the proposed IDS only stops ECUs from acting as other ECUs, and
does not stop suspension or flooding attacks.

To counteract the insecurities of the CAN bus, most of the research that has
been done has been focused on developing intrusion detection systems that can
detect anomalies in the network. There have been a lot of different articles pub-
lished regarding this topic, but we will give an overview of the different approaches
and the ones we find to be the most promising. Most IDS that we have studied
base their work on the same assumptions, which is that in-vehicle CAN messages
are periodical and that a lightweight system is preferred since it would be easier
to embed in a real vehicle.

An intuitive way to create an IDS for vehicles is to only look at when the
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messages are sent and how many messages are being sent during a specified time
interval. By using this approach, one can build a lightweight IDS, since there is
not a lot of data that needs to be stored. An example of this is a simple IDS
presented by Song et al. [10], who have created an IDS that looks at the timing of
the CAN messages. Their IDS looks at the frequency of messages with a certain
ID and the interval at which they are being received. Song et al. show that it is
possible to detect attacks with a very lightweight IDS. Their approach only works
for attacks that change the message frequency.

Another similar approach is given by Kuwahara et al. [2] where they analyze
how many messages are being sent with each ID in a given time interval. By
looking at this metric and, again, assuming periodicity, they are able to detect
both suspension and fabrication attacks just by counting the number of times
each ID is sent during each interval. This is an elegant and simple solution, but
it also lacks the ability to detect attacks that do not change the frequency of the
messages.

Inspecting and analyzing the payloads of the CAN frames that are sent can also
be used as a method for attack detection, as has been shown with the anomaly-
based intrusion detection algorithm casad (CAN-aware stealthy attack detection)
by Nowdehi et al. [8]. This algorithm is a CAN-specific version of the algorithm
pasad (Process-aware stealthy attack detection), developed by Aoudi et al. [29].
We refer to this algorithm as being data-driven, as it looks at the data that is
being sent, unlike many of the other algorithms described in this chapter. casad
has shown the ability to detect all of the four attacks on CAN that we described
in section 3.3. casad has been shown to detect attacks in vehicles from logged
data. It is our opinion that casad is currently one of the most promising works
in the field.

4.3 Fingerprinting

Fingerprinting is a technique that monitors the system and creates a profile (a
fingerprint) for each ECU. This profile can be used to detect some attacks, but,
more importantly, can in many cases be used to detect the source of an attack.
Source detection is done by matching the fingerprint of the messages involved in
an attack with a stored set of fingerprints. Fingerprinting and source detection can
be done both as separate processes or as part of the IDS itself, and is especially
important in CAN due to the lack of sender authentication. Most, but not all, of
the state of the art research for in-vehicle CAN IDS now incorporate fingerprinting.
In some cases, research only targets source detection and not intrusion detection.

Choi et al. [9] developed an IDS with fingerprinting abilities based on the use
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of extended CAN identification and the signal’s characteristics. The standard
identification bits in the frame are used as regular CAN identification, while the
extended identification bits are all dominant. Only the extended identification
bits are gathered for analysis, since no other ECU will be sending at that time, as
the arbitration process is complete. The reasoning behind only sending dominant
bits is that they were able to show that the recessive bits are not different from
ECU to ECU, while the dominant bits are more unique in their physical traits.
However, this method and the security changes of CAN proposed by Woo et al. [27]
have a common drawback. They both require that every ECU in the network
use the extended CAN protocol. This would require that updates be applied to
ECUs, which can be costly for the car manufacturers. Additionally, using the
extended CAN protocol adds additional overhead, as longer messages cause longer
transmission times. In the end, this might not be a feasible approach since the
CAN buses are often running at near max capacity.

Cho and Shin [7] also looked at the physical traits of the signal. More precisely,
they looked at the clocks of the individual ECUs. The authors utilize the fact that
all the ECUs have independent clocks, with slightly different oscillation frequencies,
and only synchronize when an ECU is broadcasting. This results in every ECU
adjusting their clock every time they see a rising or falling edge on the CAN bus.
Cho and Shin show that the clock skew is a characteristic of each ECU, which
arises from imperfections in the manufacturing process. By analyzing how the
clocks of the sending ECUs were increasing or decreasing in speed, they could
pinpoint which ECU is connected to which ID(s). Their proposed IDS detects if
one ID is suddenly sent with a different clock skew, and the IDS alerts that the ID
is being broadcasted by another ECU than it is supposed to, and also which ECU
it believes is doing so. This is a very unique way of utilizing the characteristics
of the ECUs, though it has some drawbacks. Firstly, clock skews can be tweaked
by adversaries [11]. Secondly, it requires going through a learning process for each
individual car, and can not be trained for all cars of the same model, since each
clock skew is unique to each physical clock.

In addition to their work on analyzing clock frequencies, Cho and Shin [7] [12]
propose a similar solution to the work by Choi et al. [9] called viden. Like the
work by Choi et al., viden is able to fingerprint ECUs based on their voltage
characteristics. However, it is not capable of intrusion detection, which means
that viden can only be used as a complement to an existing IDS. Like the IDS
by Choi et al., viden only looks at the dominant bits, and ignores all of the
recessive bits, since they do not reflect the characteristics of a single ECU, but
rather the bus as a whole. Unlike the former, viden samples voltages during the
whole frame, including during the arbitration process. One problem that can occur
during voltage sampling is when sampling the ACK bits. In CAN, more than one
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ECU is transmitting during an ACK, and may impact the voltage level. viden
handles this problem by removing outliers in the voltage levels, and motivates this
by stating that the majority of dominant bits that are read are not ACK bits.

Lastly, we want to mention Scission, which is an IDS with source detection
designed by Kneib and Huth [13], two researchers at Bosch. This IDS is very
similar to viden [12] as it, too, uses the voltage levels to fingerprint ECUs to
match them to their IDs. They, however, have two big differences to both viden
and the IDS by Choi et al. [9] in which parts of the signal are being analyzed,
and at which sampling frequency. Choi et al. use a very high sampling frequency
of 2.5GHz, and analyze the extended CAN ID. viden only uses the dominant
bits of the frame, and has a much lower sampling frequency of 50kHz. Scission
uses a frequency of 20Mhz, and analyzes 3 parts of the signal separately. These
three parts of the signal are the dominant bits, rising edges and falling edges. By
categorizing all the samples in one of these three categories, Scission can compare
them separately, which they show give more accurate results. It is important to
note that Scission is not as vulnerable to noise or changes in its surroundings as
viden is, since it looks at the differential voltages, while viden compares CAN
high and CAN low separately. Along with viden and casad, we think Scission is
one of the most promising contributions to the field.

4.4 Our Contribution

Compared to the work that we have done, most of the recent research has been
done within unrealistic environments, and may not always be applicable in real
world scenarios. For instance, most other work has not mentioned trying their
IDS against the real-time requirements of the bus, but have rather only tried their
algorithms against logged traffic from a real CAN bus. Moreover, most of the
research we have looked at neglects the realistic and limited resources that would
be available in a car.

In our work, we strive to fill the existing gap in state of the art research by using
realistic hardware within a real vehicle, and verifying that an IDS can be used in
real-time. To verify our work, we used different test benches and created four
different attacks against each test bench. These attacks were created to mirror
the four attack categories that we found in our literature review. We believe
that these four categories of attacks are a solid way to categorize the attacks on
CAN, providing a foundation that captures many of the conceivable attacks. As
a comparison, we note that in a lot of research that we found on the topic, many
of the attacks seem almost random.
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Building the Evaluation

Framework

Most of the proposed IDS for CAN have, as mentioned in Chapter 4, proven to
detect attacks in vehicle. However, most of this research can be divided into two
groups that we call online and offline testing. Online testing is done in real-time in
a vehicle to test whether attacks can be detected at the same time they are being
performed. In contrast, offline testing is done on the data that has been logged
from a vehicle during an attack. Some of the IDS discussed in the related work
run in an offline setup and use proof-of-concept algorithms for detection, and may
not be optimized to run in real-time. Meanwhile, the IDS that have been tested
online seldom use realistic hardware similar to that found in vehicles.

In this chapter, we will first motivate why we have chosen to use casad [8] as
the algorithm for our IDS, and how it connects to the goals of this thesis. Following
this, we describe the system that casad is implemented on. Then, we will describe
the two test environments that we evaluated casad on. The first is a smaller test
setup that we used to try casad. The second is the environment that is more
similar to the real system.

5.1 Choice of Algorithm

Having surveyed several different intrusion detection algorithms, we have chosen
to use the data-driven IDS casad. This choice was made since we believe that this
IDS has the most potential to fulfill the goals of this thesis. Firstly, the algorithm
has been shown to detect attacks from the four previously mentioned categories,
corresponding to the goal of detecting realistic attacks. Secondly, casad has been
used — with great results — on data collected from a real vehicle, proving that
it is capable of detecting attacks on IVNs. Furthermore, since the authors claim
that it is a lightweight algorithm, it makes sense that it is more likely to work in
a live environment, where resources are constrained.
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casad is an algorithm that consists of two phases: a training phase and a
detection phase. Training is performed by looking at time series of CAN values, and
creating a representation of the normal behavior. The detection phase compares
the latest time series of CAN values to the normal behavior from the training
phase.

The training is done in several steps, where casad replicates the first two
steps of singular spectrum analysis, namely the embedding step — creating a
trajectory matrix of lagged vectors — followed by calculating its singular value
decomposition. This extracts a set of the best representative eigenvectors, and
a lower-dimensional representation of the signals, called the signal subspace, can
be constructed with minimal information loss. Before the signal subspace is used,
casad calculates the sample mean (the centroid) of all lagged vectors in the tra-
jectory matrix. The centroid is then projected onto the signal subspace, and is
later used for distance tracking. These steps make up the training phase of casad.

The detection phase is the part of the algorithm that we implement and opti-
mize. It involves tracking the distance of each new lag vector from the centroid. In
order to do this, each new value that is obtained by casad updates the lag vector
by adding it at one end, and removing the oldest value at the other end, meaning
that it will always contain the latest values. The lag vector is projected onto the
signal subspace and the L2-norm is calculated from the centroid to the projected
vector. If the distance of any lag vector passes some predetermined threshold
based on the normal behavior, casad sends an alert due to the departure from
the normal behaviour.

5.2 System Overview and Design Choices

It is important to test the IDS in an environment that is as close to the intended end
product as possible. In our case, the IDS would ideally be deployed in the network
of a real vehicle. The proposed IDS running casad is depicted in figure 5.1, which
shows the IDS connected to the CAN bus which connects ECUs A, B, C and D.

One IDS is required for each CAN bus within the vehicle, since the IDS only
listens to one CAN bus at any time, making sure that no attacks go unnoticed.
This is yet another important motivation for building a lightweight system, since
there should exist several instances of it within the vehicle.

Even though there is more than one CAN bus, we will only be testing the IDS
against one. In our experiments, the IDS runs as a freestanding node within the
CAN bus, allowing us to extract an accurate representation of the resource usage.
By analyzing the resource usage and verifying that the IDS works, we also aim
to show that there is a possibility of implementing the IDS on an existing ECU
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within the network in the future. The choice of which test bus we use will be
motivated and expanded upon in chapter 7.1.2.

Figure 5.1: Overview of the system with the proposed IDS connected to the
same CAN bus as ECU A, B, C, and D.

5.3 Testing Environments

As part of our experiments, a network of programmable microcontrollers are con-
nected to form one of our test benches. By connecting several microcontrollers,
it is possible to directly interact with the CAN bus by controlling which nodes
communicate, and what data they communicate. The purpose of experimenting
on a set of connected microcontrollers is that attacks are easily programmed and
simulated, and that it is not difficult to control the number of messages on the
bus. This gives us an insight into how different attacks may work, and how they
are detected by the IDS. By experimenting on this test bench first, we are able
to verify our implementation of the algorithm casad before moving on to the
following test benches.

In order to ensure that our IDS works in a real environment, it is also tested
against a real vehicle. The environment we use is that of a box car, see 7.1.1,
which is provided by Volvo Cars. By testing the IDS in a real vehicle, we can see
whether it is able to detect attacks despite the larger amount of dynamic values in
the network, as opposed to a microcontroller network. Also, by testing the IDS in
a box car, we can see if it is able to keep up with the traffic when run online. The
box car is a fully wired car, though it is not fully assembled. This means that,
unlike a real car, some components are missing but all of the electronics are there.

The box car provides us with a rare opportunity to test the IDS in a more
realistic setting, where an attacker may have access to an ECU that has direct
access to internal CAN networks. The full access to the CAN networks is different
from that of a real car, which only provides an OBD-II port. As previously stated,
the OBD-II port only provides CAN bus traffic that is necessary by law, and does
not completely represent all the actual communication that is done between ECUs
internally.
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6
Implementation

In this chapter we explain and motivate the different implementation choices that
we do in this thesis. We first motivate the hardware that we use, both for the
test benches and for the IDS itself. Following this, we explain how casad is
implemented, and which optimizations have to be done to the code in order to
meet the real-time requirements.

6.1 Choice of Hardware

The target for the implementation for the IDS is a Raspberry Pi 3 Model B [30].
This model of Raspberry Pi comes with a Quad Core Broadcom BCM2837 CPU,
with a clock frequency of 1.2 GHz. Additionally, it also comes with 1 GB of
RAM, which is more than enough to run the algorithm on. It also comes with
an HDMI connector, and four USB 2 ports, which allows us to connect it directly
to a monitor, mouse, and keyboard. We used the official Linux distribution for
Raspberry Pi, Raspbian Stretch running the June 2018 version. Raspbian is one of
the most widely used Raspberry Pi operating systems, with a big community and
good documentation. This means that programming does not require any special
tools or hardware, and can be done directly. Connecting back to our goals, we
mention implementing the algorithm on realistic hardware with limited resources.
The Raspberry Pi provides us with a suitable balance between realistic, limited,
hardware and programming friendliness.

On the Raspberry Pi, data is logged through a CAN bus interface to the CAN
network. The interface used is called PiCAN2 [31], and can be connected to the
CAN bus via screw terminals. This interface allows us to interact with the CAN
bus via the SocketCAN interface, which is an implementation of the CAN protocol
for the Linux kernel. Once the interface is enabled, and a socket is opened, it is
possible to store new messages inside a C struct by using the Linux command
recvfrom. This struct contains the information sent in a CAN frame, including
the identifier, the payload length, flags like the RTR bit and, of course, the payload
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itself.

6.2 Algorithm Implementation

Our implementation of the casad IDS is written in the C programming language.
This gives us fine-grained control over the structure of the program, and how it is
optimized. By using a low level language, it also enables us to work closer to the
hardware, and to reduce the amount of extra processing power required. Writing
it in C also makes it highly portable between different low end microcontrollers.
If, in the future, we would like to compile this code on a microcontroller with even
fewer resources, it is likely to be programmable in C. This means that large chunks
of code can be copied, as much of the existing code is not specific to the operating
system.

The IDS is implemented in such a way that it may both read directly from a
SocketCAN interface, or from a text file. There are two reasons for why we do it
this way. First, this allows us to focus on getting casad to work offline and then
move to make it work online. Second, and more importantly, by allowing it to
read from a text file, we could run the same data against different parameters in
order to compare the results and how the parameters affect them.

To increase the performance of the IDS, several speed-up techniques are used
in the implementation. A rotating buffer is used for storing the lag vector. This
means that every new byte that is added does not shift all the values of the lag
vector, and is instead done in constant time, as opposed to being bound by the
size of the lag vector. In practice, this only requires two operations when adding
a new value to the array. One for overwriting or adding a value to a certain slot
in the array, and one for incrementing the current pointer value.

Another improvement that is done to casad is to multithread the application.
We use one thread as a producer, whose sole task is to listen to the CAN bus
and store the values in what we call a read vector. Using the main thread as a
consumer, keeping the lag vector up to date with the new CAN values, the matrix
multiplications can be split up into different threads. The producer/consumer
model is implemented so that no data that arrives in the middle of a departure score
calculation is lost. In addition, the multithreading of the matrix multiplications
further improves the time it takes to perform the departure score calculations.

In addition to producing individual distance values, we also calculate a rolling
average over a fixed number of distance values. By calculating a rolling average,
we reduce the number of spikes in the departure score calculations. This is used to
reduce the number of false positives, and the number of false negatives. Introducing
this additional calculation is an optimization of the result, and not an optimization
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of the processing time or memory requirements. This optimization should therefore
be used sparingly, together with the other optimizations mentioned earlier.

6.3 Algorithm Optimization

One of the biggest challenges during this project is the need to optimize the algo-
rithm to meet the real time constraints that are present. The problem arises from
the fact that casad uses a large number of matrix multiplications for detecting
anomalies. Since the Raspberry Pi lacks a GPU, the multiplications have to be
done on a CPU. Our observations, as mentioned earlier, showed an average bus
load of around 67%, which turns into 24 000 incoming bytes per second. As an
example, with a lag vector of 10 000, and 24 eigenvalues spanning the subspace,
this amounts to 5.76 billion multiplications per second. Without even taking into
account cache misses, listening to the CAN bus and interleaving to other processes,
this alone is too much — even using all four cores — for the Raspberry Pi.

In order to combat the issue of an excessive number of multiplications, we use
three methods:

• Downsampling the input data (input downsampling)

• Reducing the size of the lag vector

• Downsampling the number of calculations (output downsampling)

The first method that we use is input downsampling. Since every byte of
the payload is used, we typically receive eight new values with every new frame.
When using input downsampling, we reduce the number of multiplications by
simply reading fewer values from the bus. We use two different downsampling
values, 15 and 63, for comparison. Downsampling by 15 reduces the number
of multiplications to 384 million per second, and downsampling by 63 reduces
the number of multiplications to 91.4 million multiplications per second. The
downsampling rates are chosen following the formula 8n − 1 so that every byte of
the frame is read over time, assuming each payload is 8 bytes long.

Another optimization that we experiment with is the reduction of the size of
the lag vector. Much like downsampling, by reducing this value we are able to
drastically reduce the number of multiplications that are needed. However, by
reducing this value, we also reduce the precision of the algorithm. This is because
by reducing the size of the lag vector, the resolution of the projection matrix is
also reduced.
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The final step we take to reduce the number of multiplications is to downsample
the number of departure score calculations. The output of casad does not depend
on earlier outputs, but only on the input values stored in the lag vector. Taking
advantage of this, we could conclude that it is more important to read every value
than it is to perform every matrix multiplication. Instead of calculating every
output value, our implementation of casad can be configured to only calculate
every n-th departure score. We call this optimization output downsampling, or
downsampling of the output.
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Experiments & Results

In this chapter, we discuss our experimental setup, how we performed our ex-
periments and the results of these. First, we describe the test benches that we
used and the attacks that were performed to verify the IDS. With each test bench
increasing in its complexity and requirements, the algorithm is updated between
each test bench to manage these new requirements. With our goal of implementing
several realistic attacks in mind, we implemented the four previously mentioned
attack categories on the test benches. Lastly, we explain the results of these exper-
iments and how they were used to optimize casad, in order to reach our goal of
implementing a lightweight IDS that works on a realistic environment, in real-time.

7.1 Experiments Setup

During the project, two test benches were used, a microcontroller network and
a box car. The former is simply used to verify that the algorithm works, while
the latter is a more realistic testing environment used to evaluate the IDS and
its performance. The box car tests were divided into two parts: running the IDS
offline on logged data, and running it online in real-time. Implementations of the
four attacks — suspension, fabrication, masquerade and conquest — were used to
test the IDS on each of the test benches.

7.1.1 Test Benches

The microcontroller test bench consists of two Arduino nodes, henceforth called
the Arduino network. Both nodes are connected to two common wires that act as
CAN high and CAN low, interfaced through the CAN-bus Shield V2 from Seeed
Studio [32]. Figure 7.1 shows how the IDS — installed on the Raspberry Pi — is
connected to the Arduino test bench. In this setup, both Arduinos are programmed
to have a prespecified normal behavior until an attack is triggered. The normal
behavior is used to simulate traffic with several unique messages. In order to
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further challenge the IDS, some of the values in CAN frames change dynamically,
via some hard-coded pattern. Examples of these are values that increment for each
message, and some that cycle through a number of randomly selected values. The
Arduino test bench was used to verify that the attacks work, and whether the IDS
can detect them or not.

Figure 7.1: Arduino test bench and IDS hardware

The second test bench that we used is a box car. A box car is a testing rig of a
real vehicle, with the chassis and wheels stripped away. Test rigs like these allow
vehicle manufacturers to run tests and experiments with the electronic components
of a vehicle, while also being able to easily access each individual part. By using
the box car, we are also able to plug in directly to the internal communication
buses, which are not easily accessible in a normal car. By gaining access to these,
we gain access to communication buses that attackers might also gain access to
through a compromised ECU. The box car that we use is provided to us by Volvo
Cars.

Verifying that the IDS works in a simpler system such as the Arduino network
does not verify that it works in a real IVN. The IVN of the box car is more complex
and has a significantly higher bus load than the Arduino network. This allowed
us to verify that the IDS works as it should in the targeted environment. More
specifically, it allowed us to verify that the IDS is able to detect attacks in real
time, on a realistic network.

For both test benches, a baseline was logged for 2 minutes so that there was
enough data to train casad, especially when using input downsampling. The
baseline was used to produce a threshold value that is used to signal when an
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anomaly is detected.

7.1.2 Attack Design

Two implementations were made for each of the four attacks: suspension, fab-
rication, masquerade and conquest. The attacks were first implemented for the
Arduino network and then for the box car. Although the IDS was tested both in an
offline and online setting for the box car, the attacks remained the same between
the tests. All of the attacks that we performed were logged for 1 minute each, with
each being divided into three parts: 20 seconds normal traffic, 20 seconds traffic
under attack, and concluding with yet another 20 seconds of normal traffic. This
was done to see how the IDS detected the attacks, and also to see what happens
after an attack has ended.

The attacks against the Arduino network were performed by sending control
signals to the Arduino nodes in the network, with different control signals signalling
the start of the different attacks. These attacks were merely used as a proof of
concept to test casad, verifying that we had implemented it correctly, and were
not designed to be realistic.

While experimenting with attacks against the box car, we wanted attacks that
matched the realism of the environment. Since the purpose of testing the IDS on
the box car environment was to see how the IDS fared in a realistic environment,
it made sense that the attacks would behave realistically too. In order to imple-
ment the attacks against the box car, the software Vector CANoe is used. CANoe
is an application that is often used to analyze CAN traffic, and acts as a direct
interface to the bus. It can also be used to simulate ECUs, that can receive and
transmit data to the CAN bus. Within CANoe, the attacks against the box car
were written in the programming language CAPL (Communication Access Pro-
gramming Language), a proprietary programming language developed by Vector.
Other in-house diagnostics tools were also used, in order to suspend some ECUs
altogether, imitating weak access.

Having selected the CAN bus responsible for communication related to the
chassis of the vehicle, we logged a baseline of uncompromised traffic. The CAN bus
we used was selected primarily for demonstration purposes, as there were certain
messages that were possible to fabricate that allowed for visual results. The same
ECU was targeted for suspension, fabrication and masquerade attacks. This ECU
was responsible for displaying the RPM on the dashboard. An additional ECU
was simulated with a basic periodic message that we targeted while performing the
conquest attack. This message was sent with a low priority, so as to not disrupt
or cause any disturbances to the normal traffic.
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7.1.3 Box Car: Online and Offline

The box car test bench was, as mentioned before, split into two different test
environments: offline and online. For the offline experiments, data was logged
before and during an attack, and was processed by the IDS afterwards, without
any real-time requirements. In contrast, the online implementation of the IDS
processed data as it arrived, which required the IDS to detect attacks in real-time
without missing any data on the bus.

By performing the offline experiments, we were able to benchmark different
optimizations of the algorithm against a baseline implementation without any
optimizations. By comparing the speed improvements between each optimization,
as well as an increase or decrease in detection accuracy, we were able to determine
which optimizations were the most suitable for running the algorithm in the online
setting.

In order to fulfill the goals of the thesis, we performed the final online exper-
iments. By performing the online experiments, we were able to show whether it
is possible to detect attacks in real-time in a realistic environment or not. This
meant being able to keep up with the traffic, without missing any data, as well as
being able to compute the departure scores to detect the attacks in a reasonable
time frame.

7.2 Experiments on the Arduino Network

The first attacks that were performed were performed against the Arduino network
with two nodes, A and B. As previously mentioned, the attacks are triggered ex-
ternally by sending specific serial signals from a computer to one of the Arduinos.
In case of an attack where multiple participants need to act as if they are com-
promised, the same node sends a zero length CAN message with a certain ID to
trigger the other participant to start. This makes it simpler from a testing point
of view, and since only the data is read by the IDS, it does not change the results.

Suspension Attack

The suspension attack is implemented on the Arduino network by using a global
flag, which is set when receiving a serial signal. Both nodes A and B are pro-
grammed to send data normally, until the attack is triggered. When that happens,
the compromised node A immediately stops sending CAN frames, while node B
continues sending data as before. The results of this experiment is shown in fig-
ure 7.2, which shows how casad detects the attack. In addition, the threshold of

40



7. Experiments & Results

Figure 7.2: Suspension attack on the Arduino test bench.

12 000 does not trigger any false positives.

Fabrication Attack

Figure 7.3: Fabrication attack on the Arduino test bench.

Practically, a fabrication attack is performed by sending CAN frames with an ID
that belongs to another ECU, at a higher frequency. On the Arduino network, the
attack is implemented on node B, and its aim is to fabricate a message that belongs
to node A, at a higher frequency. The result of this attack is shown in figure 7.3,
which shows that the attack has a much higher impact than the suspension attack.
Using the same threshold as before, the attack is clearly detected.

Masquerade Attack

A masquerade is a combination of both a fabrication and a suspension attack. As
such, for the Arduino network, the same techniques are re-used for this attack,
suspending messages belonging to node A, and letting node B fabricate one of
A’s messages, with the same frequency. Looking at the result of this, as shown
in figure 7.4, we can see that the attack has a significant impact on the network,
greater than both fabrication and suspension, and is clearly detected.
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Figure 7.4: Masquerade attack on the Arduino test bench.

Conquest Attack

Figure 7.5: Conquest attack on the Arduino test bench.

In the Arduino network, the target of the conquest attack is node A. From a
attacker’s point of view, the goal of this attack is to be as stealthy as possible,
and the attack should have the smallest footprint possible, while still remaining an
attack. For this reason, the attack only changes a few of the bytes of a single mes-
sage when triggered. We can see from figure 7.5 that this attack is much stealthier
than the previous three, and is barely detectable using the same threshold used
for the previous attacks. Even so, it is still detected several times during its run.

7.3 Offline Experiments on the Box Car

In the offline experiments on the box car, all of the data was logged with CANoe
then run on casad, from a file, to see if the attacks were detected. We ran the
logged data through casad five times with different settings to see how well it
performed. The parameters and optimizations used in these five cases can be seen
in table 7.1.

The first test case was our baseline, with neither input nor output downsam-
pling. This case was used as a reference for the accuracy, which we compared the
other cases against. For the first case, we used the parameters L = 10 000 and
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Table 7.1: The four casad settings that were used during the box car offline
experiments.

Case L r Input downsample Output downsample Threshold
1 10 000 24 1 1 4000
2 5000 24 1 1 6000
3 10 000 24 1 1000 4000
4 8000 58 15 1 10 000
5 8000 20 63 1 30 000

r = 24. In contrast, we reduced the size of the lag vector for the second case, to
L = 5000, to see how this affected the accuracy of casad.

In the third case, we continue using the same parameters as the first, baseline,
case. However, we run this case using an output downsampling rate of 1000.
Similarly, we run the fourth and fifth case using input downsampling. The fourth
case, with an input downsampling rate of 15, uses the parameters L = 8000 and
r = 58. Meanwhile, the fifth case, with an input downsampling rate of 63, used
the parameters L = 8000 and r = 20.

Baseline

As mentioned before, the baseline consists of normal traffic from the car, with the
addition of our simulated ECU. This behaviour is highly regular and the departure
score does not diverge much, as can be seen in figure 7.6a. When downsampling
the output by 1000, we noticed that the precision of casad is not affected, as
seen in figure 7.6c. Since the parameters and input were not changed, we did
not have to change the threshold. However, when we change to a lag vector of
5000, we have to change the threshold of casad, as can be seen in figure 7.6b.
The threshold also needed to change for both of the input downsampling cases.
When we downsampled the input by 15, seen in figure 7.6d, we had to change
the threshold of casad in order for it to not result in any false positives. In
the same way, we increased the threshold further when downsampling by 63, seen
in figure 7.6e, so that the threshold does not cause any false positives. Though
the thresholds change between each test case, the threshold will remain the same
between the detection of each attack.

Suspension Attack

The suspension attack on the boxcar was performed by suspending an ECU with
the internal diagnostic tools. Several CAN frames are affected by this since one
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ECU controls several functionalities. We found this to be a realistic approach,
since an outside hacker would not be able to cherry-pick which messages to disable
if they only had weak access to an ECU.

In figure 7.7a, we can see that the attack is easily detected by casad when
no downsampling is used. The lower value of L produced a similar result to the
first case but was not as precise, as can be seen in figure 7.7b. Using output
downsampling by 1000, seen in figure 7.7c, gives almost the same results as the
first case. The attack is also detectable with input downsampling, and is seen in
figure 7.7d and figure 7.7e. In the cases where the input has been downsampled,
the attacks can not be identified as clearly as in the other cases. In addition, it is
also less clear when the attack starts.

Fabrication Attack

The fabrication attack is performed by simulating an extra ECU that launches
the attack. This simulated ECU does not send any frames in normal behaviour.
When the attack is started, the ECU starts sending a falsified message frame with
an ID that belongs to the ECU that was suspended during the suspension attack.

The attack can be detected without any problems by casad running without
downsampling, as can be seen in figure 7.8a. It is worth noting that this fabrication
attack is not as detectable as the suspension attack. In figure 7.8b, a precision
loss can be seen when compared to figure 7.8a. Figure 7.8c shows that casad
still detects the fabrication attack even after output downsampling by 1000. It
can be seen, in figure 7.8d with input downsampling by 15, that it is still possible
to detect the attack, even when the attack is not as clearly visible as the regular
casad and casad with output downsampling. An unexpected behaviour of re-
turning below the baseline during the attack can also be seen. However, with a
input downsampling rate of 63, the fabrication attack is no longer visible, as the
departure score is steadily under the threshold, as can be seen in figure 7.8e.

Masquerade Attack

The masquerade attack was performed by disabling the same ECU that we sus-
pended during the suspension attack, and at the same time simulating an ECU
that fabricates frames with the same ID as one of the IDs belonging to the now
suspended ECU.

Similar to the suspension attack, masquerade was detectable by all five test
cases of casad, which can be seen in figure 7.9. What is notable is the same slope
which appears in both figure 7.9d and figure 7.9e. This slope is also present in the
suspension attack with input downsampling, see figure 7.7d and 7.7e.
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Conquest Attack

As mentioned earlier, we simulated an extra ECU for the conquest attack. This
extra ECU only sent messages with one ID, which was dynamically changed. The
attack changed the repeating pattern of bytes composing the payload, but left the
interval and ID the same as before. Unfortunately, the attack was not detected by
casad, as can be seen in figure 7.10.

Rolling Average

In the previous experiments, we noticed that there were significant spikes in the
graphs. These spikes could potentially lead to false positives, and certainly leads
to false negatives, as we saw in the fabrication attack in figure 7.8c. Since the
third case (downsampling the output by 1000) presented in table 7.1 gave us the
best results in our opinion, these were the parameters that we chose to test using
the rolling average. The results can be seen in figure 7.11, where we used a rolling
average of the latest 50 values. Most notable is the impact the rolling average
had on the fabrication attack. As can be seen in figure 7.11b, once the attack
had begun, and been detected, there were no more false negatives. In contrast,
there were a significant number of false negatives in the original case. In addition,
we were able to reduce the threshold from 4000 to 2000 in this particular case,
without introducing any false positives.

The decision to implement and test a rolling average was done after we had
performed the online experiments on the box car, and as such we did not have the
time to test whether the rolling average worked in real-time as well.

7.4 Online Experiments on the Box Car

Observing the results, we chose the third case from table 7.1 (no input down-
sampling, output downsampling of 1000 and with a lag vector of 10 000), since
it produced the best results compared to the other cases. Our observations are
mainly based on the fabrication attack, where we noted the largest difference be-
tween the test cases.

In order to meet the real-time requirements casad has to be able to both
read all of the CAN traffic without any gaps and and at the same time perform
departure score calculations. Each departure score took more time to calculate
than it took for new data to arrive on the bus, causing data to be discarded. For
this reason, a single thread was dedicated to reading and producing the CAN values
for the other threads, while they continued performing matrix multiplications.
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Since one less thread was used to perform matrix multiplications, we chose to
double the output downsampling rate, using a value of 2000 instead. Since we
observed no loss in accuracy between the use of no output downsampling and an
output downsampling of 1000, we argued that using an output downsampling of
2000 would not significantly reduce the accuracy either.

The results from the online implementation of casad can be seen in figure 7.12.
The results are very similar to the results from the offline experiments, with the
IDS being able to detect the same three attacks. This is not surprising, since the
attacks and test bench remain the same. Nevertheless, the fact that the IDS can
detect the attacks in real-time is the important take-away from this experiment.

In figure 7.13, the output of the casad application is shown, which outputs
a textual alert when an attack is detected. In this particular case, a suspension
attack has been detected. casad does not print anything if the threshold is not
exceeded, but as soon as the attack is activated, and the threshold is passed,
casad will announce it.
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(a) No downsample.

(b) No downsample and L=5000

(c) Departure score calculations downsampled by 1000.

(d) Input downsampled by 15.

(e) Input downsampled by 63.

Figure 7.6: casad departure score for baseline CAN traffic while no attack is
being performed.
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(a) No downsample.

(b) No downsample, L = 5000.

(c) Output downsampled by 1000.

(d) Input downsampled by 15.

(e) Input downsampled by 63.

Figure 7.7: casad departure score for CAN traffic while a suspension attack is
being performed.
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(a) No downsample.

(b) No downsample, L = 5000.

(c) Output downsampled by 1000.

(d) Input downsampled by 15.

(e) Input downsampled by 63.

Figure 7.8: casad departure score for CAN traffic while a fabrication attack is
being performed.
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(a) No downsample.

(b) No downsample, L = 5000.

(c) Output downsampled by 1000.

(d) Input downsampled by 15.

(e) Input downsampled by 63.

Figure 7.9: casad departure score for CAN traffic while a masquerade attack is
being performed.

50



7. Experiments & Results

(a) No downsample.

(b) No downsample, L = 5000.

(c) Output downsampled by 1000.

(d) Input downsampled by 15.

(e) Input downsampled by 63.

Figure 7.10: casad departure score for CAN traffic while a conquest attack is
being performed.
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(a) Suspension attack

(b) Fabrication attack

(c) Masquerade attack

(d) Conquest attack

Figure 7.11: casad departure score for the four attacks using rolling average of
50 to reduce the number of spikes that might trigger false positives and negatives.
For these experiments, output downsampling by 1000 is used.

52



7. Experiments & Results

(a) Suspension attack

(b) Fabrication attack

(c) Masquerade attack

(d) Conquest attack

Figure 7.12: casad departure scores for the four attacks used on a vehicle in
real-time. Output downsampling by 2000 is used in all cases.
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Figure 7.13: An alert message from the casad application, that is displayed
when the departure score passes the selected threshold. In this case, casad is
witnessing a suspension attack.
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8
Discussion

Many of the results gathered from the experiments were unexpected, and the thesis
took many unexpected twists and turns on its way to completion. In this chapter,
we will discuss the implications of the results we gathered, and what conclusions
we can draw from them. Following a lengthy discussion of our steps and challenges,
we also discuss some of the future work that may be done in the footsteps of this
thesis. We conclude the chapter by discussing the thesis from the perspective of
ethics and sustainability.

8.1 Implication of our Results

In this thesis, we have looked at whether or not it is possible to implement an
intrusion detection system for in-vehicle networks, with the real-time requirements
of keeping up with the traffic of the bus to quickly detect attacks, and with the
constraints of implementing it on a limited hardware. To investigate if an IDS
could work on a limited hardware, we chose an IDS algorithm that had already
been proven to work, casad, and implemented it on a Raspberry Pi 3. To further
test if the IDS could detect attacks, we identified four different attack categories
which we tested the IDS against. The IDS was tested on two different test benches:
an Arduino network and the IVN of a box car.

8.1.1 Test Benches

Having started on a simple Arduino network, we showed that the IDS that we
chose to implement, casad, successfully detected four out of the four attack cat-
egories we identified. We saw that attacks that impacted the number of messages
— suspension, fabrication and masquerade — on the CAN bus were especially
detectable, but we also confirmed that attacks that did not — conquest — could
be detected. Although this setup was far more simple than a real IVN, this setup
confirmed to us that our implementation of the IDS worked, and that we could
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move on to a more advanced target, the box car.
Detecting attacks on the box car presented a new set of challenges we had to

overcome, including a higher bus load, significant variability of the CAN frames and
the real-time requirement for our online experiments. However, even with these
challenges present, casad successfully detected three out of four attacks. Not only
can it do this in an offline environment, but with the addition of downsampling on
the output, it can successfully do this in real time, too. Suspension and masquerade
attacks were clearly detectable, since all of the ECUs connected to the CAN bus
sent out a large number of different messages. This meant that suspending any one
of them leads to a significant change in the traffic, and this is why they are also the
only two attacks detectable when downsampling the input. However, fabrication
was harder to detect, but could still be detected in four out of five test cases for
the offline version. Meanwhile, conquest attacks were not detected at all on this
test bench.

It is unfortunate to see that our implementation of the conquest attack, which is
known to be stealthy, could not be detected on the box car. Even with relatively
large parameters, it is hard to detect such subtle changes to the system. With
roughly 3000 messages per second, only a tiny fraction of the traffic changes as the
conquest attack is activated, making it a truly stealthy attack. Regardless, we do
not believe it is impossible to detect this attack against a box car, as the authors
of casad were able to do so. We were also able to detect the conquest attack
when it was performed on the Arduino test bench, which indicates that it might
be possible to detect in the future. As a last note on conquest, we believe that it
might be more noticeable in a real scenario, since other ECUs may be dependant
on the ID. Since the conquest attack we created did not have any ECUs listening,
the attack did not have a cascading effect across the bus.

8.1.2 Optimizations

In order to reach our final goal of implementing casad to work in real-time, much
of our work was spent finding and implementing different optimizations to the
algorithm. Two types of optimizations were done, where the first focused only on
improving our implementation of casad, while the other focused on reducing the
number of matrix multiplications that had to be done per second by casad to
detect attacks. We will first cover the overall improvements to the algorithm, and
then look at the optimizations for reducing the number of matrix multiplications
per second.
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General Implementation Improvements

The input to the algorithm consists of a long lag vector, where each new input
shifts the values of the vector. This means that the lag vector will always contain
the latest L values, but shifting every value of the vector for each new input is not a
feasible strategy. Therefore, the first optimization we made to our implementation
was to use a rotating buffer, which is a fixed-size array with a shifting pointer to
start and finish. By using this method, we only have to overwrite old data, and
move a pointer, instead of shifting every single value in the array. This improved
the complexity of this part of the algorithm from O(L) to O(1), a significant
improvement.

Since we had observed that the detection phase of casad consisted of a large
number of matrix multiplications, the second optimization we applied to the algo-
rithm was threading. This works naturally well with matrix multiplications and
led to significant improvements, since matrix multiplication is an embarrassingly
parallel problem. Though the Raspberry Pi 3 has four cores, only three of them
were used for matrix multiplication. The change from four to three threads had to
be done when moving from the offline experiments to the online one, as we needed
one additional thread to read data from the CAN bus. Threading solved both the
problem of incoming data being lost and simultaneously sped up the algorithm.

Having observed a number of spikes in the output of the algorithm, the third
general improvement that we did was to calculate a rolling average of the last
50 departure scores. As we saw from the resulting graphs, this greatly reduced
the number of spikes, and produced much smoother and consistent results. These
results show that this is an important optimization for improved accuracy of the
algorithm. While the system was not under attack, the rolling average did not
approach the threshold nearly as much as for the normal departure score calcula-
tions. Similarly, the rolling average never went below the threshold during attack,
meaning that we could not observe any false negatives. These results imply that
it might be possible to decrease the threshold further to detect stealthier attacks,
without introducing any false positives and only adding a small amount of over-
head.

Reduction of Matrix Multiplications

The first optimization done to reduce the number of matrix multiplications per
second was to reduce the size of the lag vector. By reducing the size of the lag
vector from 10 000 to 5000, the total number of matrix multiplications would also
be reduced by half. Even with this optimization in place, casad managed to
detect the attacks almost as well as for the benchmarking case. However, during
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the fabrication attack we were able to see a loss in accuracy. We found that using
only this optimization, the IDS was not able to run in real-time. This method
could be used in combination with other optimizations if the memory of the ECU
is scarce.

The second optimization we used was to downsample the input, and not use
every incoming byte. The number of calculations needed are reduced linearly
with regards to the input downsampling rate. For our two test cases using input
downsampling, we chose to downsample on every 15th and 63rd bytes. These
values were chosen following the formula of 8n − 1, since this would capture every
byte. This method seemed to work well, since we were able to significantly reduce
the number of multiplications needed. However, this change was not enough to
make the algorithm work in real-time in a realistic environment. In addition,
when we reduced the input downsampling beyond 15, we started to lose a lot of
accuracy. We noticed that the attacks took a longer time to be detected, since the
downsampling likely caused casad to miss the first couple of attacked bytes. This
effect can be seen in the slopes of the input downsample graphs. Another flaw
with the input downsampling was that the number of false negatives increased,
which resulted in casad not detecting the fabrication attack for every departure
score calculation, even though the attack was ongoing. As a final reflection, we
believe that input downsampling is not the best solution for improving the speed
of the algorithm. Instead, it might serve a purpose in training the algorithm on a
longer time series.

The last method for reducing the rate of matrix multiplications was to use
output downsampling, where we did not calculate the output for every incoming
value. By downsampling the output, we observe a much more discrete and well
formed output in the graph, which is much more similar to the output when using
no optimizations at all. In comparison to doing input downsampling, this method
does not miss any bytes, and each window is a continuous series of bytes. This
means that no data is lost, and there is a significantly lower delay in detection.
Using an output downsampling rate of L = 2000, and a lag vector of L = 10 000,
every byte sent is used five times in the calculations.

We found that output downsampling was the single most efficient way to reduce
the number of calculations, since we showed that this could be done with down-
sampling rates as high as 2000, without reducing the accuracy of casad. Not
only was it the most effective, but it was the only method that we tried that could
detect attacks in real-time. We did not try higher output downsampling rates than
2000, but observing the results, we estimate that the output downsampling rate
could be almost as high as the lag vector size. Since fewer calculations would be
needed for this, we would see a speed up of the algorithm, allowing for a bigger
lag vector.
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Whether or not casad can be implemented on a real car remains to be seen, but
it is our belief that it can. Since the best optimization we found was to implement
output downsampling, we believe that the requirements of cache memory outweigh
the requirements of the CPU. Since increasing the size of the lag vector significantly
increases the accuracy of the algorithm, this is preferable. However, it will also
add an extra strain on memory requirements. A larger lag vector also allows for a
higher rate of output downsampling, which reduces some stress on the CPU. This
leads us to believe that the requirement that might be the hardest to meet in order
to run the IDS is that of the memory requirements.

8.2 Future Work

We find casad to be a strong IDS for IVN communication on CAN, and have
some suggestions for future work. Some of the suggestions that we see as promising
are regarding the algorithm casad, while other suggestions are complements to
casad, to create a more holistic IDS.

While casad is able to detect changes to the periodic behaviour of the system,
it is not as good at detecting small changes that occur in CAN frames with low fre-
quencies, or potential control messages that may only be triggered once. By using
a signature-based IDS alongside casad, these issues may be solved by combining
these types of IDS into one.

Communication networks in modern cars are not limited to simply using the
CAN protocol. Indeed, modern versions of CAN, such as CAN-FD, implementing
a flexible data-rate, are increasingly being implemented. Future work would likely
involve trying to implement casad on these communication protocols. Assuming
many of the messages in these protocols are periodic, we do not see why this could
not work. Indeed, we only looked at the data being transmitted, and not at any
properties that are specific to CAN.

Detection is the first step towards attack prevention. Ideally, we would not just
detect that an attack exists, but also prevent it. In order to prevent attacks, beyond
simply shutting down the whole system and requiring the user take the vehicle
to service, it may also be possible to detect which ECU has been compromised.
By detecting which ECU is compromised using source detection techniques, the
compromised ECU can potentially be reset or have their communications muted.
This would prevent them from causing further harm to the system. While source
detection techniques exist, such as viden [12], it would be interesting to see how a
combination of techniques like casad and viden could be made to work in unison.

One interesting case that we did not take into account in this thesis is the case
where an attacker compromises the IDS itself. We see future work in this area
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involving the deployment of multiple IDS that communicate separately and com-
pare their results using agreement algorithms. When a majority of the IDS detect
an attack, there would be an agreement that there is an attack being performed,
and prevention measures may be taken. Compromised IDS that are used for pre-
vention could be used to either hide an attack by claiming there is no attack, or
to forcefully reset or mute ECUs, simply by claiming that one of them is compro-
mised. Therefore, it is especially important when developing intrusion prevention
mechanisms to verify that the ECU is actually under attack, especially if resetting
or muting the ECU could play to the advantage of the attacker.

Due to the large number of matrix multiplications we observed when investi-
gating how casad works, it would be interesting to investigate the use of graphics
processing units (GPUs) instead of the CPUs we used. We believe that this could
lead to significant speed-ups. GPUs have thousands of processing cores, with spe-
cial instructions for matrix operations. With modern cars having features such
as driving assistance systems like parking assistance and automatic braking which
require sensors and cameras, we think that more and more GPUs will be available
in vehicles in the future. Indeed, as self-driving cars are approaching reality, they
will definitely require the use of GPUs.

During the project, we decided that an appropriate downsampling rate of the
output was every 1000 departure score calculations for the offline version, and 2000
departure score calculations for the online version, since both of these gave well
defined outputs with no false positives or loss in accuracy. Though these provided
satisfying results, it would be interesting to further investigate if it is feasible to
increase the rate of output downsampling even further, in order to increase the lag
vector and the precision of the algorithm. In addition to this, we believe this is the
way to go forward in order to test casad on even more resource strict hardware,
to test the limits of casad.

8.3 Ethics and Sustainability

Having shown that implementing an IDS on a vehicle is, indeed, feasible, we believe
that the only ethical course of action is to implement one as soon as possible. With
the large attack surfaces of modern vehicles, manufacturers have a responsibility
to work to reduce the attack surface, and to implement intrusion detection, and
even prevention, systems in their vehicles. A vehicle that can be hacked, and
controlled, is a vehicle that is unsafe for society. This is especially important given
the lifespans of cars, which may be used for years, if not decades. We refer back to
the work by Miller and Valasek [6], where they managed to turn off the brakes of
the car entirely. A car, or worse, a truck, unable to brake is a danger to everyone
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in front of it, and to everyone in the vehicle. Attacks that are perceived as being
less ”harmful” may also be dangerous. Drivers of vehicles where the tachometer
suddenly starts acting erratically — an attack we have performed — may react
unpredictably and therefore dangerously.

Equipping a vehicle with an IDS makes it, in many ways, more sustainable. By
improving the security of vehicles, there is a lower risk of car manufacturers having
to recall cars. Actions such as recalling cars may have any number of impacts on
the environment, especially due to transportation of the vehicles. Attacks that can
severely affect the normal operations of the car may increase its gas emissions and
fuel consumption. Even newer cars using batteries, and not gasoline or diesel, may
have their batteries drained entirely, as was shown by Cho and Shin [28]. Since it
may not always be possible to recover drained batteries, batteries of attacks such
as these may have to be thrown away, which also has an environmental impact.
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Conclusion

This thesis has investigated the possibility and feasibility of implementing an IDS
in an IVN for vehicles with real-time requirements. casad, an anomaly-based
algorithm for attack detection which has been shown to work in IVNs, was chosen
and implemented. In addition to detecting attacks, we have shown that it can be
optimized to the point where it can detect attacks in real time on a highly loaded
CAN bus using a small low-resource computer.

Having first identified four different types of attacks, we implemented each
type of attack on two different test benches that we decided to use: an Arduino
network and a box car. The IDS was first tested against the Arduino network, and
confirmed that casad was able to detect all types of attacks while implemented
on a low end hardware. On the box car, we compared different optimizations
of the algorithm to make it work in real-time. We performed a comparison of
different optimizations — reducing the lag vector, downsampling on the input
and downsampling on the output — and found that downsampling on the output
was the most efficient method for running casad in real-time. This method also
retained the most accuracy, compared to the baseline. By using this method, we
were able to detect three out of the four attacks that we created.

In conclusion, we have shown that is indeed possible to implement an IDS for
IVN that is lightweight while also fulfilling the real-time requirements. The IDS we
have implemented for this thesis is able to detect several attacks with high accuracy
on a CAN bus with a high network load, while running on low end hardware.
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