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Representation Learning for Clustering and Analysis of High-Dimensional Time-
Series Data

JOEL LEIDITZ THORSSON, JONATHAN NAUMANEN

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

Modern software systems generate large volumes of high-dimensional multivariate
time-series data during testing and operation. In industrial settings such as continu-
ous integration and continuous deployment (CI/CD) pipelines, manually diagnosing
recurring failures across thousands of performance metrics is time-consuming and
error-prone. This thesis investigates whether representation learning can produce
stable, interpretable, and diagnostically useful groupings of anomalous behaviour in
such data. This allows for recurring behavioural patterns to be identified and re-
lated to meaningful system characteristics, thereby supporting failure investigation
at scale. We develop and compare several autoencoder architectures, including stan-
dard, variational, Long Short-Term Memory-based (LSTM), and Transformer-based
variants, against traditional dimensionality reduction baselines and state-of-the-art
anomaly detection models. Each architecture encodes multivariate time windows
into a compact latent representation, from which reconstruction error is derived
as an anomaly score and clustering is subsequently performed. We evaluate these
methods across four dimensions: anomaly detection performance, clustering stability
under perturbation, interpretability of the resulting cluster structure, and compu-
tational cost. Experiments are conducted on three established benchmark datasets:
Server Machine Dataset (SMD), Secure Water Treatment System (SWaT), and Soil
Moisture Active Passive (SMAP) and an unlabelled industrial dataset from an Er-
icsson CI/CD testing pipeline. No single model consistently outperforms across all
datasets. LSTM-based and probabilistic architectures achieve the highest anomaly
detection scores, yet traditional methods retain approximately 90% of peak per-
formance at a fraction of the computational cost. Clustering stability is high on
the benchmark datasets, with simpler models frequently matching more complex
architectures under perturbation. This means that the models capture meaningful
structure instead of noise which is important for downstream analysis. The LSTM
encoder combined with Uniform Manifold Approximation and Projection (UMAP)
with K-Means clustering produces the most interpretable groupings, with cluster
prototypes showing clearly distinct feature-level patterns. In the industrial case
study, the approach groups test runs by performance-metric dynamics rather than
textual error similarity, offering a complementary perspective for fault diagnosis.
Across all tasks, the relationship between model complexity and performance proves
non-linear: moving beyond linear projections yields meaningful gains, but further
architectural complexity delivers diminishing returns.

Keywords: Al, Autoencoder, Time-Series, Multivariate, Latent Space, Clustering,
Representation Learning, Anomaly Detection, Machine Learning
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Notation table

Symbol Description

X ={z1,...,2,} Dataset of time windows

x; € RTxd i-th multivariate time window

r € RTxd Generic time window

Z; Reconstruction of x;

T Length of each time window

d Number of features (dimensions)

n Number of windows in the dataset
Tij € R” Time-series of feature j in window x;
z Latent representation of a window
bt Set of latent representations {z1,...,2,}
fo(+) Encoder function

go(*) Decoder function

R(z) Reconstruction error function

T Anomaly detection threshold

K Number of clusters

Cluster assignment function, ¢ : Z — {1,..

Set of instances assigned to cluster k

LK
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1

Introduction

Modern data-intensive systems can generate large amounts of data during runtime.
Effective monitoring and analysis tools are essential to understand system behaviour,
assess performance and detect faults early in the development and deployment pro-
cess. Prior research has shown that performance metrics and hardware counters can
contain predictive signals of system failures and anomalous behaviour [5, 6]. These
metrics include CPU utilisation, memory usage, cache misses, and I/O activity that
reflect the internal behaviour of a system during execution. Specifically, deviations
in these measurements can be early signs of system failures or performance degrada-
tion, which makes them useful signals for identifying anomalous system behaviour
at an early stage [5, 7]. However, analysing large-scale data remains challenging due
to the volume and dimensionality, which makes storing and exact computation very
resource-intensive, and in some cases, infeasible.

In industrial software development, performance testing is commonly used to eval-
uate system performance and behaviour under different workloads before deploying
new code into production. These tests typically measure system metrics such as
response time and resource utilisation to detect performance regressions, system
instability, or abnormal behaviour introduced by new changes [5]. When these met-
rics exhibit anomalous behaviour, troubleshooting often involves manual inspection
and cross-referencing of logs and performance metrics to determine the cause of the
problem. This process is time-consuming and relies on the developer’s domain ex-
pertise, particularly when tasked to recognise similarities in anomalous behaviour
across multiple test-runs [6, 7, 8.

Recent advances in the field of representation learning for time-series data show that
high-dimensional temporal behaviour can be captured in a latent space while pre-
serving meaningful structure [9, 10]. Such learned representations have successfully
been used for anomaly detection and system monitoring tasks using autoencoder-
based architectures, a type of neural network that learns to encode data into a latent
representation and reconstruct it back to its original form [1, 11, 12]. In related fields,
dimensionality reduction techniques have been used to project high-dimensional data
into lower-dimensional representations, after which clustering techniques have been
used to identify structural patterns in large-scale time-series data [7, 13, 14].



1. Introduction

This thesis investigates whether learned representations can be used to produce
stable and interpretable groupings of structural patterns in high-dimensional time-
series data. To address this, we utilise different variants of autoencoders.

This work bridges two traditionally separate fields: Anomaly Detection (AD) and
Time-Series clustering. While reconstruction error in autoencoders is a well-established
metric for identifying anomalies, we also explore the structural utility of the learned
latent space.

Recent large-scale evaluations have shown that complex deep learning models are not
always superior to simpler traditional methods and are often remarkably sensitive to
their parameter settings [15]. Thus, our work provides a critical evaluation of both
traditional linear projections and non-linear deep learning architectures to determine
if increased complexity actually translates into more stable and useful groupings of
data.

We extend the study by looking at industrial-scale data in a case study. There,
the goal is to determine if the latent representations allow failed test runs to be
grouped according to the underlying system behaviours that produced them, and
group similar failures together.

The report begins by presenting the background and theoretical foundations for the
proposed approach. It then introduces the industrial problem context, motivates the
work, and formulates the research questions. This is followed by the methodology,
which describes the formal problem formulation, the proposed approach, related
challenges, and the model architectures considered. The evaluation section outlines
the experimental methodology and setup before presenting and discussing the results
with respect to the research questions. The report then reviews related work to
position the proposed approach within the existing literature. Finally, the thesis
concludes by summarising the main findings, discussing their industrial applicability,
and outlining directions for future research.



2

Background

This chapter provides background and description of different families of algorithms
that will be utilised and evaluated in the methodology.

2.1 Dimensionality Reduction Techniques

Storing and grouping common causes of failures allows developers to efficiently find
and diagnose recurrent issues and reduce the time spent on manual analysis. How-
ever, identifying when two errors share the same underlying feature characteristics
is non-trivial when dealing with high-dimensional time-series data, as storing and
comparing raw data is impractical and does not scale well as the number of fea-
tures and test-runs increases. A common approach to summarising features is to
aggregate them over time windows, usually computing statistics such as the mean,
variance and quantiles [5, 16, 17]. While these methods are computationally effi-
cient and easy to interpret, they may fail to capture interactions between features
that are important to distinguishing between failure types. To address these issues,
dimensionality reduction techniques such as Principal Component Analysis (PCA),
feature hashing and random projections [18, 19] have been studied for their ability to
project high-dimensional data to lower-dimensional spaces while preserving certain
properties of the original data.

2.1.1 Principal Component Analysis

PCA works by identifying the directions of maximum variance in the data, forming a
new coordinate system defined by the principal components, and then reducing the
dimensionality by projecting the data onto only the first few components [20, 21].
An example of how PCA forms a new coordinate system defined by its principal
components can be seen in Figure 2.1.

2.1.2 Random Projections

Random projections is another approach to dimensionality reduction where high-
dimensional data is projected onto a lower-dimensional subspace by multiplying the
original data by a randomly generated projection matrix. Based on the JohnsonLin-
denstrauss lemma, random projections approximately preserve pairwise distances
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Principal Component Analysis
(PCA)

B

R T8

X

Figure 2.1: PCA identifying the directions of maximum variance in the data (PC1
and PC2), forming a new coordinate system aligned with the data distribution.

between data points with high probability [19, 22]. Due to these properties, random
projections are computationally efficient for large-scale data processing while still
retaining important geometric relationships in the data [23].

While methods such as PCA and random projections are effective for reducing di-
mensionality while preserving important statistical properties of the data, they are
limited to linear transformations of the input space [24]. In high-dimensional data,
relations between features can be non-linear and therefore hard or impossible to
catch using purely statistical aggregation or linear projections. This motivates the
use of methods that can capture non-linear relations and retain that information in
low-dimensional representations.

2.1.3 Kernel Principal Component Analysis

One variant that solves this is Kernel Principal Component Analysis (KPCA) that
extends PCA by first projecting the original data to a higher-dimensional feature
space using a kernel function before then performing PCA in that transformed space
[25]. Unlike traditional PCA, KPCA is able to capture non-linear structure from
the original data in the low dimensional representation. It achieves this through
the kernel trick, where pairwise similarities between samples are computed using a
kernel matrix without explicitly constructing the higher-dimensional feature space.
In this transformed space, non-linear features from the original space may become
linearly separable, which then allows PCA to extract components that preserves
non-linear structure from the original data. The kernel trick allows for efficient
modelling of complex relations without directly operating over the potentially very
high-dimensional space,

An illustration of the difference between PCA and KPCA is shown in Figure 2.2.
While PCA identifies linear directions of maximum variance in the original feature
space, KPCA can uncover non-linear structures by implicitly transforming the data
before projection.

4
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Standard PCA vs Kernel PCA on Concentric Circles

Figure 2.2: Comparison between PCA and KPCA. PCA identifies linear directions
of variance in the original feature space, while KPCA captures non-linear structures
by projecting the data into a higher-dimensional feature space using a kernel function
before dimensionality reduction.

2.1.4 T-distributed Stochastic Neighbour Embedding

T-distributed Stochastic Neighbour Embedding (t-SNE) is a non-linear dimension-
ality reduction technique primarily used for visualisation of high-dimensional data
in a low-dimensional space [26]. The method aims to preserve local neighbourhood
structures by mapping similar high-dimensional data points to nearby points in a
two- or three-dimensional embedding space, while dissimilar points are placed far-
ther apart with high probability.

It works by modelling pairwise similarities between samples as probability distri-
butions in both the high-dimensional and low-dimensional spaces and minimises
the divergence between these distributions during optimisation [26]. This enables
the method to reveal hidden structures, clusters, and relationships within complex
datasets that may otherwise be difficult to interpret due to the high dimensions.

Although t-SNE is highly effective for visualising local structures and cluster for-
mation, it is less effective at preserving global relationships between clusters. Con-
sequently, distances between separated groups in the embedding space should be
interpreted with caution.

2.1.5 Uniform Manifold Approximation and Projection

Uniform Manifold Approximation and Projection (UMAP) is a non-linear dimen-
sionality reduction technique designed for both visualisation and manifold learning
[27]. Compared to t-SNE, UMAP generally preserves more of the global structure
of the data while also offering improved computational efficiency for large datasets.
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Manifold learning is based on the assumption that high-dimensional data often lies
on a lower-dimensional manifold embedded within the higher-dimensional feature
space. The objective is therefore to identify and preserve the intrinsic geometric
structure of the data while reducing dimensionality.

UMAP constructs a graph-based representation of the high-dimensional data man-
ifold by modelling local relationships between neighbouring samples. It then opti-
mises a low-dimensional embedding that preserves both local neighbourhood struc-
tures and aspects of the global topology of the dataset. This often results in em-
beddings that maintain meaningful cluster relationships while remaining computa-
tionally efficient.

Due to its ability to preserve both local and partial global structures, UMAP has
become a popular choice for visualisation, preprocessing, and clustering of high-
dimensional data [28, 29].

2.1.6 Complexity Analysis

The computational cost of dimensionality reduction techniques varies considerably
depending on how they model the structure of data. This section compares the
complexity of the different dimensionality reduction techniques.

2.1.6.1 Complexity - PCA

PCA reduces dimensionality by computing the covariance matrix and performing an
eigendecomposition. When the number of features d is smaller than the number of
samples n, PCA has a time complexity of O(nd+d?) [30]. Although efficient for many
applications, the computational cost increases rapidly as the number of features
grows since PCA explicitly models relationships between all feature dimensions.

2.1.6.2 Complexity - KPCA

The extension that KPCA brings to PCA allows it to capture non-linear relation-
ships. However, this flexibility comes at a significantly higher computational cost.
For a dataset consisting of n samples, KPCA constructs an n x n kernel matrix,
where each entry represents the similarity between a pair of samples. Computing
this matrix requires evaluating the kernel function for every pair of samples, result-
ing in O(n?) time and memory complexity. Furthermore, eigendecomposition of the
kernel matrix typically requires O(n?) time [25, 30]. Consequently, KPCA scales
with the number of samples rather than the number of features and can become
computationally infeasible for large datasets.

2.1.6.3 Complexity - Random Projections

Random Projections provides a considerably more scalable approach. Given a data
matrix X, .4 and a random projection matrix Rgxr, where k < d, dimensional-
ity reduction is obtained through a matrix multiplication. This operation requires

6
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O(ndk) time and O(nd + dk + nk) memory [22]. Since complexity grows approxi-
mately linearly with problem dimensions, random projections are generally the most
computationally and memory-efficient of the three approaches.

2.1.6.4 Complexity - t-SNE

Unlike the three methods mentioned above, which are commonly used for general-
purpose dimensionality reduction, t-SNE is primarily designed for low-dimensional
embedding and visualisation. Computing pairwise similarities between all n data
points in the high-dimensional space requires O(n?d) time and O(n?) memory. The
optimisation procedure, which typically relies on gradient descent, further increases
the computational cost and generally scales as O(n?) per iteration [26].

To improve scalability, modern implementations of t-SNE often use approximations
such as Barnes-Hut t-SNE or FFT-based methods, reducing the effective complex-
ity to approximately O(nlogn) per iteration for moderate embedding dimensions
[31, 32]. However, despite these optimisations, t-SNE remains computationally de-
manding for large datasets and is therefore primarily used for visualisation rather
than as a general-purpose dimensionality reduction method.

2.1.6.5 Complexity - UMAP

UMAP addresses several of the scalability limitations of t-SNE while preserving
both local and global structure in the data. It first constructs a k-nearest neighbour
graph, which can be computed in approximately O(nlogn) time using approximate
nearest neighbour methods. The subsequent optimisation step, which aligns the
low-dimensional embedding with the high-dimensional graph structure, scales ap-
proximately linearly with the number of data points, which is O(n) per epoch. To
store the nearest-neighbour graph requires O(nk) space, which is considerably more
space efficient than t-SNE [26, 27].

2.1.6.6 Complexity - Trade-offs

Each method represents a different trade-off between computational efficiency and
representational power. Random Projections offer linear scaling but are also limited
to linear transformations, as discussed in Section 2.1.2. PCA captures the principal
linear transformations but struggles with highly non-linear relationships, although
at a substantial computational and memory cost. While t-SNE and UMAP are ca-
pable of preserving complex non-linear structures, they are primarily intended for
embedding and visualisation rather than general-purpose feature extraction. This
motivates the use of other, more flexible techniques that are capable of capturing
non-linear patterns in high-dimensional, temporally dependent data. Representa-
tion Learning approaches, particularly neural network architectures such as Autoen-
coders, have been studied for this purpose and emerged as possible solutions.
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2.2 Representation Learning and Autoencoders

The goal of representation learning is to train a model to extract information from
high-dimensional data and transform it into a more compact representation. This
representation can be expressed as a vector in a lower-dimensional latent space, usu-
ally referred to as an embedding, which aims to preserve structures present in the
original data important for reconstruction and analysis tasks [33]. For multivari-
ate time-series data, these structures may include temporal patterns, correlations
between variables, and characteristic system behaviours that distinguish normal op-
eration from anomalous events.

2.2.1 Autoencoders

Autoencoders are neural network architectures designed to learn compact represen-
tations by training the network to encode input data into a lower-dimensional latent
space and then reconstruct, or decode, the original input from this representation
[1, 24, 34, 35].

2.2.1.1 Architecture

The traditional autoencoder architecture can be seen in Figure 2.3 and consists of
two main components:

—  ENCODER —'.—b DECODER —b

INPUT RECONSTRUCTED
LATENT FEATURE INPUT

(REPRESENTATION)

Figure 2.3: Figure of a basic autoencoder architecture [1].

The Encoder performs the dimensionality reduction step of the autoencoder by
mapping the input vector to a lower-dimensional latent representation. Formally,
let x € R? denote the input vector, let k be the lower dimensionality where the
vector is projected, such that k£ < d, and let € denote the learnable parameters in
the encoder’s neural network. Then, the encoder function can be defined as:

fo: R — R

If we denote the latent representation of by z € R*  the encoding step can be
defined by:

z = fp(x)

The latent representation z is expected to capture the most informative structures
of the data, such as correlations between variables and recurring temporal patterns,
while discarding redundant or noisy information.

8
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The Decoder takes the latent representation and attempts to reconstruct the orig-
inal input. Formally, we can define the decoder function by:

gy - R¥ — RY

Where ¢ denotes the learnable parameters in the neural network of the decoder
and k and d are the same dimensions as before. The output of the decoder can
then be denoted by # € R? and its relation to the decoder function and the latent
representation z can be described by:

T = gy(2)

The goal of training is therefore to learn a latent representation in dimension £ using
the encoder and later reconstruct the original input through the decoder. These two
are usually symmetrical in their structure and trained jointly [1].

2.2.1.2 Training

The parameters corresponding to the encoder and decoder parts of the model, de-
noted 6 and ¢ respectively, are learned during training by minimising the recon-
struction loss between the input x and the reconstructed output Z. Formally, we
can define the training function by:

min £(z,2) = win [z = go(fo(@))|

where £ denotes the reconstruction loss. A well-trained autoencoder learns a com-
pact representation of normal system behaviour, causing inputs that deviate from
these patterns to produce larger reconstruction errors. To optimise the 6 and ¢ pa-
rameters of the network, gradient-based methods such as stochastic gradient descent
and its variants are often used for training [1].

To learn complex, non-linear relationships within high-dimensional data, autoen-
coders employ non-linear activation functions within their neural network architec-
tures. These activation functions allow the encoder and decoder to approximate
non-linear mappings between the input space and the latent representation.

The Rectified Linear Unit (ReLU) is the most commonly used activation function
in modern architectures [36]. The ReLU function is defined by:

f(x) = max(0, z)

By introducing non-linear activations between layers, the autoencoder can capture
complex structures in the data that cannot be represented using purely linear trans-
formations.

While the autoencoder learns deterministic mappings from input to representation,
it does not impose any structure on the latent space. This leads to a resulting
embedding that is only constrained by the reconstruction accuracy, which can lead to
embeddings that form irregular or discontinuous regions in the latent space, limiting
their usefulness for tasks that are dependent on the structure of the latent space such
as clustering.
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2.2.2 Variational Autoencoders

Variational Autoencoders (VAEs) extend the standard autoencoder by introducing
an additional loss term penalizing the learned probability distribution of the latent
space, encouraging it to conform to a standard normal distribution. This should
in turn lead to a smooth, continuous latent space. Instead of mapping an input x
deterministically to a latent vector z as in the normal autoencoder, the encoders
learns the parameters of a probability distribution over the latent space [37].

The encoder of the VAE produces two outputs per input x:
o a mean vector(u(z))
« and a variance vector ()
together, these define the approximate posterior distribution:

2~ N(p(), 0%(2))

The VAE is then trained by optimising a combined loss function consisting of the
regular reconstruction term as well as the regularisation term:

min L£(w,2) = min (o = go(fo(x))|I* + B (a0(2]2) [p(2)))"
where:
o the first term, ||z — g4(fo(z))]||?, is the reconstruction loss
o the second term BDgr(qe(z|x)||p(2)) regularises the latent distribution (KL-
loss)
e qo(z|r) is the encoders approximate posterior
» p(2) is typically a standard normal prior

2.2.3 Temporal Autoencoder Variants

While standard autoencoders often operate over static input vectors, many real
world scenarios work on data where sequential observations are temporally depen-
dent, meaning that the state of the system at a given time is influenced by previous
observations. One common approach to capturing this time-dependency is by ex-
tending the autoencoder’s architecture with sequence modelling components.

2.2.3.1 Recurrent Autoencoders

Recurrent neural networks (RNNs) are able to process sequential data by having
memory of past inputs to maintain an internal hidden state that acts as a summary
of information from previous time steps that it updates over time. The hidden state
can be interpreted as a learned representation of the sequence history. At each time
step t, the network receives an input X; and updates its hidden state H; based on
both the current input and the previous hidden state H; ;. Thanks to this property,

In the VAE setting, the encoder fp(z) parameterises a probability distribution over the la-
tent variables rather than directly producing a deterministic latent vector, as in the standard
autoencoder formulation.
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the RNN can incorporate information from past observations when processing new
inputs.

One prominent variant is the Long-Short-Term-Memory (LSTM) architecture,
which can maintain both long-term and short-term memory thanks to a set of gating
mechanisms that regulate the flow of information over time. Cells are the funda-
mental building blocks of RNNs that maintain the hidden states. An LSTM cell
differs from a simple RNN cell in that it maintains two states: the hidden state H;
and a cell state C;. The hidden state plays the same role as in standard RNNs as
the short-term representation of the sequence history that can be passed to the next
layer. The cell-state acts as the long-term memory of the LSTM, it carries infor-
mation across multiple time steps and enables the LSTM model to retain relevant
information over long time horizons while still updating its short-term representation
(hidden state) with new inputs.

An LSTM network cell typically contains three gates, a forget gate, an input gate, and
an output gate. Combined, these gates allow the model to selectively choose which
information to retain, update or discard from previous time steps when processing
the current input. The forget gate regulates which information is discarded from
the previous cell state, while the input gate determines how new information should
be incorporated into the resulting memory cell. The output gate controls how much
of the internal cell state contributes to the hidden representation passed to the next
time step. An example of the internal structure of an LSTM cell can be seen in
Figure 2.4.

Memory cell ™\
internal state ,@ (+) > C
Forget Input @ @
Input
gate gate noFt)de Og“;f:t
F 1
"l o | o C | tanh o o
Hidden state J‘ J J J H
H » t
t—1 \ |( /
Input X,

Figure 2.4: Structure of an LSTM cell showing the forget, input, and output gates
that regulate the flow of information between time steps [2].

As illustrated in the figure, the previous cell state C;_; and the hidden state H, ; are
combined with the input X; to compute the gate activations Fy, I;, O;, forget, input,
and output, respectively. The input node, denoted C, acts as a draft for the new
information and determines, together with the input gate, what new information
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should be written to the cell state C}.

LSTMs can be leveraged within the autoencoder architecture to encode sequences
of observations into latent space while capturing the temporal dependencies that are
apparent in time-series data [38, 39, 40, 41].

While recurrent architectures such as LSTMs have been widely used for time-series
analysis, the sequences are processed step-by-step, which can make training compu-
tationally expensive. Transformer-based architectures have grown exponentially in
popularity ever since the emergence of LLMs and have been appropriated for many
different tasks, among them time-series analysis [42, 43]. One of the main benefits of
transformers, compared to recurrent architectures, is that they are able to capture
relationships in a sequence without processing the inputs sequentially.

2.2.3.2 Transformer Autoencoders

The core component of a transformer is the self-attention mechanism. Originally
designed to be used in encoder-decoder RNNs for sequence modelling tasks [2], self-
attention enables the model to weigh the importance of different observations within
the sequence when computing the representation of a given time step. Each part of
the sequence can be provided as context for constructing representations of other
parts; the weights are then assigned based on how important this feature is deemed
for computing the specific observation [3].

Since the attention mechanism allows for the model to process a sequence without
propagating it through many sequential layers, it can capture long-range dependen-
cies more effectively than recurrent models [2]. The architecture of the transformer
is also more suitable for parallelisation, as attention computations can be performed
using matrix operations over an entire sequence. Matrix operations are heavily op-
timised on GPUs compared to CPUs, leading to further improvements in efficiency
and decreased computational complexity.

Figure 2.5 illustrates the transformer architecture. Since transformers process inputs
simultaneously rather than sequentially, a positional encoding is added for each input
in order to preserve the temporal ordering of observations. The transformer consists
of a stack of encoder and decoder layers. An example of an encoder layer is shown to
the left in Figure 2.5, and the decoder is illustrated to the right. The N x notation
indicates that the layer is repeated N times in the stack.

Each layer in both encoder and decoder stacks contains two main components: a
multi-head self-attention mechanism and a feed-forward network. Self-attention in
this architecture is "multi-head", meaning that instead of computing one attention
pattern, the transformer computes multiple (each one referred to as a head) in
parallel. The heads learn different relations between observations, for example,
one can focus on short-term dependencies while another one computes correlations
between variables. These heads are then combined, allowing the transformer to
capture different types of relationships in parallel.

12
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Figure 2.5: Overview of the transformer architecture consisting of an encoder
and decoder stack. Each layer contains multi-head self-attention and feed-forward
components combined with residual connections and normalisation. Positional en-
codings are added to preserve the ordering of sequence elements [3].

2.2.4 Applications of autoencoders

Autoencoders offer two key advantages to traditional dimensionality reduction tech-
niques:

e Non-linear compression: The encoder can capture relations between fea-
tures that are not linearly separable

e Dual functionality of representations: The latent representation z learned
by the encoder provides a compact feature representation that can be used for
downstream analysis tasks such as clustering, similarity search, or visualisation
of high-dimensional data. At the same time, the reconstruction error between
the input x and its reconstruction & can be used as an anomaly score. Since
the autoencoder is trained to reconstruct patterns that occur in the training
data, inputs that deviate from these learned patterns typically produce larger
reconstruction errors, which can indicate anomalous behaviour [11, 44].

Autoencoders have been successfully applied for network intrusion detection [11],

and log anomaly detection tasks [7, 12], demonstrating their suitability for high-
dimensional time-series data analysis.
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2.3 Threshold Estimation for Anomaly Detection

Reconstruction-based anomaly detection methods assume that a model trained ex-
clusively on normal, non-anomalous data, learns a compact representation of the
normal system behaviour. During inference, the difference between the input and
its reconstruction can therefore be interpreted as an anomaly score, where larger re-
construction errors indicate a greater deviation from the learned normal behaviour
[34]. A threshold 7 on the reconstruction error can be applied to classify observa-
tions as either normal or anomalous. The choice of threshold is critical, as excessively
low thresholds may lead to large numbers of false positives, while excessively high
thresholds may fail to detect true anomalies.

A simple and commonly used approach is empirical percentile thresholding, where
the threshold is selected as a high percentile of the reconstruction error distribution
[45, 46]. Under the assumption that normal observations constitute the majority
of the data, most reconstruction errors are expected to form the bulk of the dis-
tribution, while anomalous observations appear in the upper tail. For example,
selecting the 95" percentile as the threshold implies that the largest 5% of recon-
struction errors are classified as anomalous. Although percentile-based thresholding
is computationally simple and easy to implement, it relies directly on the empirical
distribution of observed errors and may therefore generalise poorly when the tail
behaviour differs between datasets.

To obtain a more principled characterisation of extreme reconstruction errors, meth-
ods from Extreme Value Theory (EVT) can instead be used to model the tail of
the error distribution [47]. EVT is a branch of statistics concerned with the prob-
abilistic modelling of rare or extreme events. Rather than modelling the complete
distribution, EVT focuses specifically on the asymptotic behaviour of observations
in the distribution tail. This makes EVT particularly suitable for anomaly detec-
tion, where anomalies are typically associated with unusually large reconstruction
errors [48].

One common EVT formulation is the Peaks-Over-Threshold (POT) method [49]. In
POT, a sufficiently high preliminary threshold u is selected, and only observations
exceeding this threshold are considered. The exceedances are defined as

Y=X-u|X>u

where X denotes the reconstruction error and w is the selected threshold. Under mild
regularity conditions, the distribution of exceedances converges asymptotically to a
Generalised Pareto Distribution (GPD) [47]. The cumulative distribution function
of the GPD is given by

—1/¢
Gy, f) =1 (1+§§)

where ¢ is the shape parameter controlling tail behaviour and g > 0 is the scale
parameter.
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In time-series anomaly detection, reconstruction errors are commonly computed
over sliding windows. Since adjacent windows often share a large proportion of
their observations, neighbouring anomaly scores become strongly temporally cor-
related. Classical POT-based EVT methods assume approximately independent
exceedances, and directly fitting a GPD to highly overlapping scores may therefore
violate these assumptions. A common approach for reducing temporal dependence
is declustering, where correlated exceedances are grouped together and represented
by local maxima separated by a minimum temporal distance. This produces a set
of approximately independent extreme observations suitable for EVT modelling.

2.4 Metrics for Binary Classification

True and false positives are outcomes of a binary classification task based of how
the predicted label of an observation compares to its true label, together with false
positives and false negatives they model all the possible outcomes of a binary classifi-
cation task. These four outcomes forms the confusion matriz, which summarises the
relationship between the predicted and true labels across the dataset. In the context
of anomaly detection, where the positive class typically corresponds to anomalous
observations, the four outcomes can be described as:

o True Positive (TP): an anomalous observation correctly classified as anoma-
lous.

o True Negative (TN): a normal observation correctly classified as normal.

« False Positive (FP): a normal observation incorrectly classified as anoma-
lous.

o False Negative (FIN): an anomalous observation incorrectly classified as
normal.

To evaluate the effectiveness of the anomaly detection model, standard evaluation
metrics such as precision, recall, and F1-score are used.

Precision measures how well the model predicts the positive predictions and is de-

fined as
TP

TP+ FP

Recall measures the quantity of the positive detections and is defined as
TP
TP+ FN

F1-Score acts like a balance between precision and recall and is defined as

Precision - Recall

" Precision + Recall
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Matthews Correlation Coefficient (MCC) is a classification metric that evaluate pre-
diction quality using all parts of the confusion matrix. An advantage of MCC, as
compared to Fl-score, is that it remains informative for highly unbalanced datasets
by incentivising the prediction model to perform well on both the majority and
minority classes in order to achieve a high score. This is particularly suitable in
anomaly detection tasks where a majority of the observations are non-anomalous.
Formally, MCC is computed by:

TP x TN — FP x FN
(TP + FP)(TP+ FN)(TN + FP)(TN + FN)

MCC =

The MCC score ranges from —1 to 1, where 1 represents perfect classification, 0
corresponds to random prediction, and —1 indicates complete disagreement between
predictions and ground truth labels[50].

2.5 Clustering

Beyond summarisation, clustering techniques have been used to identify structure
in high-dimensional time-series data, enabling the discovery of recurring patterns
and anomalies that are difficult to detect by manual inspection [14].

Clustering is an unsupervised learning technique used to organise datapoints into
groups, or clusters, such that points within the same cluster are more similar to
each other than to those in different clusters [51]. While similarity or distance are
traditional metrics for clustering, there also exist other paradigms such as density-
based or model-based clustering [10, 52]. Given a dataset X = {x1,...,z,}, the
result of a clustering algorithm can be seen as a clustering assignment function

c: X —{l,....K}

that maps each datapoint to a cluster label indicating which group it belongs to.
Some clustering algorithms allow datapoints to remain unassigned to any cluster,
which is useful when handling noise or anomalies [52]. This can be represented
by introducing an additional label for all unassigned datapoints z; s.t. ¢(z;) = 0.
Since clustering can be done without any predefined labels, it is referred to as an
unsupervised learning task [51].

2.5.1 K-Means

K-means is the most widely used centroid-based clustering algorithm. In this frame-
work, data points are partitioned into clusters by assigning each point to the near-
est centroid in the feature space. A centroid is defined as the geometric mean of
all points within a cluster. The notion of nearest is determined by a chosen dis-
tance metric; in k-means, the squared Euclidean distance is most commonly used.
The algorithm iteratively updates cluster assignments and centroids to minimise the
within-cluster variance [53].
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The clusters formed by the k-means algorithm are convex, isotropic, and roughly
equal in size, since assignments are based on the Euclidean distance to the nearest
centroid. K-means relies on these implicit assumptions about the structure of the
data, which makes it well-suited for clearly separated, spherical clusters, but less
effective when clusters have irregular shapes, varying densities, or overlap in feature
space. Furthermore, k-means performs hard assignments of each data point to a
single cluster, meaning that it cannot represent uncertainty in cluster membership
or ambiguity between clusters.

2.5.2 Fuzzy C-Means

A popular extension of k-means that relaxes the hard assignment of points to clusters
is fuzzy c-means, where each datapoint belongs to clusters with varying degrees of
membership rather than belonging to a single cluster exclusively. For each point,
the fuzzy c-means algorithm assigns a membership value between 0 and 1 for each
cluster such that the values of membership functions for each datapoint sum to one.
This allows for a point to belong to multiple clusters of varying degree while also
having a system that can collapse into a discrete cluster assignment.

The algorithm still relies on cluster centroids as in the traditional k-means method,
but both the centroid updates and the assignment step are weighted based on the
fuzzy membership values. Points that strongly belong to a certain cluster have a
larger influence on its centroid while points that don’t contribute proportionally less
and distribute their influence across multiple clusters. This property makes fuzzy
c-means clustering better suited in data spaces where cluster structure is not well
separated or with gradual transitions between regimes [54].

2.5.3 DBSCAN

In contrast, DBSCAN (Density-Based Spatial Clustering of Application with Noise)
defines clusters as dense regions separated by sparse areas, which allows it to identify
arbitrarily shaped clusters and to label isolated points as noise [52]. DBSCAN works
by grouping datapoints based on "density connectivity'. This means that, instead of
requiring each point within a cluster to be within a specific distance of every other
point, two points are considered connected if there is a "bridge-point" (or multiple
in a series) sufficiently close to each of them forming the connection. Thanks to
this property, DBSCAN allows for any set of points that together form a continuous
dense region to form a cluster. An example of how DBSCAN can create these
arbitrarily shaped clusters and how k-means compares can be seen in Figure 2.6.

Since DBSCAN does not require each point to be part of a cluster (as in k-means),
it is able to process outliers by marking points that do not belong to any sufficiently
dense neighbourhood as noise. These properties make DBSCAN particularly suit-
able for datasets with irregular cluster structures and in settings where noise points
are of direct analytical interest, such as anomaly detection tasks [52].

Traditional clustering methods work well for small to moderately sized datasets
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DBSCAN

k-means

Figure 2.6: DBSCAN and k-means difference in resulting cluster over complex
shapes [4]

but struggle with high-dimensional and large-scale data due to the computational
cost of repeatedly computing distances between points [14]. To combat this, recent
work has combined clustering techniques with Locality-Sensitive Hashing (LSH), an
approximate algorithm for nearest-neighbour search, reducing the cost of similarity
queries [55]. The general idea behind LSH is to hash items using a variety of hash
functions. These different functions all have the property that they map similar
items to the same hash bucket with high probability. Candidate pairs of similar
items are those that end up in the same hash bucket for at least one of the functions.

Previous work demonstrates that clustering pipelines can efficiently process large
temporal data by combining dimensionality reduction with a clustering method like
DBSCAN, and similarity search, via LSH, making them well-suited for grouping
high-dimensional data too large or complex to analyse directly [13, 14]. Keramatian
et al. [14] shows that LSH can be used to narrow down which datapoints are likely
to be close to each other in the cluster, providing the DBSCAN algorithm with a
smaller candidate set of points to compute distances with instead of comparing all
points with each other. The candidate set for a given point is built by the points
that hash to the same buckets by LSH. This drastically reduces the amount of
distance computations required for each step of the algorithm and makes DBSCAN
clustering feasible on high-dimensional data. Building on this, the CLUE toolchain
[13] demonstrates how LSH-accelerated density-based clustering can be implemented
in practice, enabling identification of consumption patterns and anomaly behaviours
in real-world electrical grid data [13].

While IP-LSH-DBSCAN addresses the computational efficiency of distance calcu-
lations, the quality of the resulting clusters is highly dependent on the quality of
the underlying data. Traditional methods, like DBSCAN, can struggle to capture
non-linear relations in high-dimensional data [10]. Recent research in representa-
tion learning-based clustering shows that transforming raw time-series into a lower-
dimensional latent space enables the model to capture temporal dependencies and
semantic similarities inherent in high-dimensional data but often masked by noise
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in raw signals [10]. Combining representation learning with clustering methods like
DBSCAN can, in turn, improve clustering performance compared to other sum-

marisation methods, as the learned embeddings can capture more complex relations
9, 10, 56].

The behaviour and performance of clustering algorithms are in large dependent on
their notion of similarity used when comparing datapoints. Distance metrics deter-
mine how similarity is quantified between pairs of points in the feature space, and
thus the choice of distance metric has a strong influence on the resulting clustering
assignments.

2.5.4 Distance Metrics

As mentioned earlier, Euclidean distance is the most common distance metric for
the k-means and fuzzy c-means algorithms. This is largely due to the way it mea-
sures similarity: it computes the geometric distance between points and therefore
implicitly assumes that clusters are compact and spherical in shape. For two points
P = (p1,...,pn) and @ = (q1,...,¢n) in an n-dimensional space, the Euclidean
distance can be computed by:

n

dist(P, Q) = Z:(pZ —qi)?

=1

The result is bounded below by 0 and unbounded above, meaning it lies in the range
[0, 00) [30].

An alternative similarity measurement is cosine similarity, which is often used when
the directional relationship between vectors is more important than their magni-
tude. Cosine similarity measures the cosine of the angle between two vectors by
computing the dot product between the two before normalising by the product of
their magnitudes. Using the same P and @) as before:

. P-Q
B = gl
The similarity ranges from —1 to 1, where —1 indicates opposite direction and 1
indicates identical direction, a score of 0 means the vectors are orthogonal and un-
related. Cosine similarity is often more informative in latent representations where
meaningful structure is encoded in the orientation of vectors rather than their scale

[30].

Euclidean distance is sensitive to the scale and magnitude of the data, as features
with high variance or large magnitude contribute disproportionately to the resulting
distance. Due to this, feature normalisation is an important preprocessing step when
using Euclidean-based distance methods. In contrast, cosine similarity measures the
angle and is thus less sensitive to different magnitudes in feature values. Returning
to our previous example and setting n = 2 and the vectors P = (1,1) and @ =
(100,100), the Euclidean distance would compute to dist(P, Q) ~ 140 while the
cosine similarity is sim(P, Q) = 1.
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Problem

While representation learning offers a promising approach to analysing high-dimensional
time-series data, two key questions remain open: whether learned representations
can serve both anomaly detection and meaningful clustering of those anomalies,
and whether increased model complexity actually translates into better downstream
analysis compared to simpler methods. This chapter narrows these questions into a
concrete problem formulation, motivated by an industrial case study.

3.1 Industrial Motivation: Ericsson Case-Study

To ground this investigation in a concrete industrial setting, this work includes
a case study conducted in collaboration with Ericsson. The case study examines
large-scale time-series data generated during continuous integration and continuous
deployment (CI/CD) testing of network components.

The testing pipeline generates thousands of performance metrics (PMs) from net-
work components during automated test executions. A test failure is typically ob-
served as one or more PMs violating a threshold or deviating from an expected
range. However, the underlying causes of these failures are not directly observable
from the violations alone. Since the test logic does not explicitly alter the PMs,
determining the drivers of a failure is a complex manual task. Furthermore, failures
originating from the same drivers may recur across multiple test executions while
exhibiting different observable symptoms. Figure 3.1 shows an example test case
run where multiple assertions fail over time.

This pipeline consists of two main components: the Traffic Generator and the Con-
troller. The Traffic Generator simulates user equipment and generates network traf-
fic, while the Controller serves as the central component responsible for processing
and orchestrating that traffic. Logging is performed across many different compo-
nents in the pipeline, with each component producing several types of logs. However,
this study focuses exclusively on the Controller component and, more specifically,
on its PMs, such as memory and CPU usage. This focused scope enables detailed
analysis but does not capture full system behaviour, precluding comprehensive root
cause analysis.
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This setting illustrates the core problem concretely: individual test case runs may
span several days and contain up to ten thousand PMs, resulting in high-dimensional
and large-scale datasets. In addition, PMs may appear in multiple variants depend-
ing on how the system is set up. As a result, treating each observed variant as a
distinct feature can substantially increase the effective dimensionality of the data.

Engineers need tools that can (1) detect when system behaviour deviates from nor-
mal operation, (2) group similar deviations together regardless of when or in which
test run they occur, and (3) characterise what makes each group distinct, enabling
faster diagnosis of recurring faults.

Example Testcase run

Test Step 1: preparing environment
Test Step 2: starting Generator
Test Step 3: ...

All steps
are
timestamped

Test Step 20 (assert): verification of microservice

. evaluated .
metric verdict
values
max(metric) <25 17.00 success Example Testcase run
Time\Metrics metric! metric? metricd

stddev(metric) < 16 45 failure
T, X1 X2 Xg
Test Step 21: ... Text T X1 X2 Yo

Test Step 26 (assert): verification of generator counters:

metric limit/actual verdict T Xj1 Xj2 Xid

metric 2 2.0/0.0 true
metric 3 5.0/123.0 false
Test Step 27: ...

Test Step N: COMPLETE
summary of testcase results

Figure 3.1: Example output of one test run (left) and its formal representation as
a multivariate time-series (right).

Ericsson Research is also a part of the Wallenberg AI, Autonomous Systems and
Software Program (WASP) Research Arena (RA) WARA-Ops, where one of the
main research focus areas is anomaly detection [57].

3.2 Research Questions

This thesis investigates whether learned representations can produce stable, in-
terpretable, and diagnostically useful groupings of anomalous behaviour in high-
dimensional time-series data. Specifically, we address the following research ques-

tions:

RQ1: Reconstruction and anomaly detection. How well can different repre-
sentation learning methods reconstruct normal system behaviour, and how
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effectively can reconstruction error distinguish anomalous from normal obser-
vations? Do complex deep learning architectures offer meaningful improve-
ments over traditional dimensionality reduction techniques?

RQ2: Stability. Do the learned representations produce consistent groupings un-
der perturbation? If the input data is slightly perturbed (e.g., by noise, resam-
pling, or model reinitialisation), do the resulting cluster assignments remain
stable, or do they instead reflect noise and randomness?

RQ3: Interpretability. Can the resulting groupings be explained in terms of dis-
tinct patterns in the original feature space? Do different clusters correspond
to different subsets of features or different types of system behaviour, enabling
engineers to understand why observations are grouped together?

RQ4: Computational trade-offs. How do the evaluated methods compare in
terms of computational cost (training time, inference latency, memory usage)
relative to their representational quality? Does increased model complexity
justify its cost?

3.3 Desired Properties of a Solution

A solution to the stated problem must satisfy several properties. These are defined
conceptually here while the metrics used to assess them are presented in Chapter 5.

3.3.1 Representation Quality

The learned representation must compress high-dimensional multivariate time-series
windows into a compact latent vector while preserving the information necessary
for both anomaly detection and downstream clustering. The representation should
capture temporal patterns, inter-feature correlations, and characteristic system be-
haviours that distinguish normal operation from anomalous events.

3.3.2 Anomaly Sensitivity

The representation must enable discrimination between normal and anomalous ob-
servations. Since the models are trained exclusively on normal data, observations
that deviate from learned patterns should produce measurably larger reconstruction
errors, providing a basis for anomaly scoring.

3.3.3 Stability

The groupings produced by clustering the learned representations should be robust
to small perturbations in the input data, the model initialisation, or the sampling of
observations. Unstable groupings that change substantially under minor variations
cannot be trusted for diagnostic purposes and likely reflect noise rather than genuine
structure.
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3.3.4 Interpretability

The discovered groups should be explainable in terms of the original features. Ide-
ally, each cluster should correspond to a distinct behavioural pattern. As an ex-
ample, one cluster could be characterised by CPU-related anomalies and another
by memory-related anomalies. This requires that the latent space preserves enough
structure to produce clusters that map back to meaningful distinctions in the input
space.

3.3.5 Diagnostic Usefulness

Beyond detection, the system should support diagnosis by grouping anomalous ob-
servations according to their underlying behaviour, regardless of when or in which
test run they occur. This enables engineers to identify recurring failure types, relate
new anomalies to previously observed patterns, and reason about classes of failures
rather than individual instances.

3.4 Scope and Delimitations

This section defines the boundaries of the investigation. Limitations encountered in
practice during the work are discussed in Section 5.7.

e Supervised and semi-supervised methods are not used during model
training. Labelled data, where available, is used only for evaluation and thresh-
old calibration.

+ Real-time and online detection is not addressed. All experiments are
conducted in an offline batch setting; latency and deployment constraints in
streaming environments are not explored.

e Architecture optimisation is not the goal. Multiple autoencoder architec-
tures are compared, but the focus is on analysing trade-offs between repre-
sentation quality and computational efficiency rather than exhaustive model
tuning.

» Root cause identification is not claimed. The work aims to group similar
anomalies to support root cause analysis, but does not perform causal inference
or automated diagnosis.

e Production deployment is not addressed. The emphasis is on evaluating
representation quality and clustering effectiveness, not on building production-
grade pipelines or operational systems.

The evaluation is conducted on established benchmark datasets (SMD, SWaT,
SMAP) that provide labelled anomalies for quantitative assessment, as well as the
unlabelled industrial dataset from Ericsson for scalability and qualitative evalua-
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tion. This combination allows both rigorous comparison against ground truth and
assessment of practical applicability at industrial scale.
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Methodology

This chapter formalises the problem setup, outlines the approach taken to address
the research questions, and discusses key challenges associated with the problem,
and the reason behind the chosen methods.

4.1 Formal Setup
We begin by formalising the input and the representation learning task.

We consider a set of multivariate time-series S = {s1,..., sy}, of different lengths
T;, where each s; € R¥*T; represents d features observed over a time horizon T;. This
formulation allows S to consist of multiple multivariate time-series while reducing
to a single one in the case of m = 1.

To enable analysis of large-scale multivariate time-series, we extract fixed-length
windows of length T from these time-series. Each window is therefore represented
as x; € R¥T containing d features observed over T consecutive time-steps. We
extract n windows and can then define the dataset used for representation learning
as

X =A{z1,..., 2.}

The goal of representation learning is to learn a non-linear embedding function
fy  R™T R
that maps each time window z; to a latent representation
zi = folwi), z € R*

where the latent dimension k is chosen such that k£ < (d x T'). The resulting set
of latent representations is denoted by

Z=Az1,.-, 2z}

The representation z; must then condense the information along the temporal axis
(T') and between the features (d) of the original window into a fixed-length (k) vector
that can later be used for analysis.
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As a running example, consider a monitored computing system that tracks
system metrics such as CPU utilisation, memory usage, and network through-
put over time. Within a short time window, different types of anomalous
behaviours may produce characteristic patterns across these metrics. For ex-
ample, a sudden spike in CPU usage may coincide with increased memory
activity or network traffic. A useful representation should preserve these pat-
terns so that windows exhibiting similar anomalous behaviours are mapped
to nearby points in the latent space.

4.2 Approach

To investigate whether learned representations can produce stable, interpretable,
and diagnostically useful groupings of anomalous behaviour in high-dimensional
time-series data, a representation learning approach based on autoencoders will
be implemented. The model is trained to compress high-dimensional data into a
lower-dimensional latent representation and reconstruct the original input from this
representation. The reconstruction error between the original and reconstructed
datapoint is used for anomaly detection. Observations where the error exceeds a
certain threshold will be considered anomalies, the threshold is chosen using the
Peak-Over-Threshold (POT) method described in Section 2.3.

This approach will be evaluated in comparison with traditional dimensionality re-
duction techniques, such as PCA and random projections, introduced in Section
2.1.

The outlined approach consists of the following steps and will be the same for the
different implementations of autoencoder architectures:

e Implement autoencoder architecture

o Train an autoencoder on normal system behaviour to learn a compact represen-
tation of the input data. We say we have learned the compact representation
when 6 and ¢ converge (see 2.2.1.1).

e Detect anomalous observations by measuring reconstruction error between
original input data and the reconstructed output (see 5.1.1).

e Cluster found anomaly-representations by the algorithms mentioned in the
background (see 2.5)

For clustering, density-based approaches are suitable in practice as they do not
require the number of clusters to be specified in advance, and outliers are naturally
identified, while k-means clustering is common in previous academic work [56, 58,

59].
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4.3 Evaluated Models

The following models are evaluated and compared. They span traditional dimen-
sionality reduction techniques and several deep learning architectures designed for
temporal data.

4.3.1 Traditional Baselines

« PCA Principal Component Analysis. Linear projection onto directions of
maximum variance (Section 2.1.1).

« KPCA Kernel PCA. Non-linear extension of PCA using a kernel function to
capture non-linear structure (Section 2.1.3).

« RP Random Projections. Linear projection using a random matrix that
approximately preserves pairwise distances (Section 2.1.2).

4.3.2 Autoencoder Architectures

o AE Standard feedforward autoencoder. Serves as the baseline neural network
architecture (Section 2.2.1).

e VAE Variational Autoencoder. Regularises the latent space toward a stan-
dard normal distribution via KL-divergence (Section 2.2.2).

4.3.3 Temporal Autoencoder Architectures

o LSTM LSTM-based recurrent autoencoder. Captures temporal dependencies
through gated recurrent cells (Section 2.2.3.1).

o TransAE Transformer-based autoencoder. Uses self-attention to model long-
range temporal relationships (Section 2.2.3.2).

4.3.4 Specialised Anomaly Detection Architectures

e USAD Dual-decoder autoencoder with adversarial training to improve sep-
aration between normal and anomalous behaviour [60].

o« DAGMM Deep Autoencoding Gaussian Mixture Model. Combines recon-
struction with density estimation in the latent space [61].

e TranAD Transformer-based architecture with multi-step reconstruction and
attention-based anomaly amplification [42].

e OmniAnomaly Stochastic recurrent VAE with GRU-based temporal mod-
elling and regularised latent space [38].
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All methods follow the same pipeline: the encoder (or projection) maps input
windows z; € R¥T to latent representations z; € R, and the decoder (or back-
projection) reconstructs #; from z;. The reconstruction error R(x;) serves as the
anomaly score. For clustering, the latent representations Z are used directly or
after further embedding via UMAP or t-SNE. This uniform pipeline enables fair
comparison across all methods.

4.4 Challenges

The problem of detecting anomalies, and grouping structural behaviour in high-
dimensional multivariate time-series data presents several challenges. These chal-
lenges motivate the choices of the proposed approach.

For anomaly detection, information retention is crucial. As for all summarisation
techniques, choices on aggregations and summarisation methods that distinguish
normal from abnormal behaviour are difficult. In summarisation-based approaches,
choices such as normalisation, latent dimensionality and loss function formulation
directly affect whether anomalies can be detected or will be indistinguishable from
other behaviour and noise. To address this, the choice of autoencoders is made,
which learns a compact latent representations by minimising the reconstruction
error. The compact latent representation forces the model to learn important struc-
tural and temporal patterns instead of modelling noise. Autoencoders also have the
advantage of being able to learn complex non-linear relationships between different
time-series which PCA and Random Projections are not suited for.

A challenge related to anomaly detection is defining similarity between anomalies
in a way that enables meaningful clustering. Anomalous behaviours in systems may
vary in duration, magnitude, and structure, and datasets are often highly imbal-
anced with few total anomalies and heterogeneous patterns [62, 63]. The proposed
approach addresses this by mapping the input data into a latent space, where similar
patterns are expected to be encoded closer together. Clustering is then performed in
this space where the data is represented in a compact and normalised vector form,
making similarity comparisons robust.

Another interesting practical issue arises when working with anomalies and high-
dimensional data. A relatively small classification or reconstruction error in a subset
of the data, or in a smaller dataset, can have great effects when the output is used
for grouping at a larger scale. For example, a low false positive rate measured per
run can create large amounts of anomaly instances when a larger amount of data is
processed. This could lead to misleading clusters and make similarity search more
difficult, as false anomaly instances introduce noise into the data. Further, it could
mean that performance achieved at a small scale does not necessarily reflect the
behaviour in the industrial case study. To account for this, we include evaluation on
both benchmark datasets and large-scale industrial data, allowing assessment of how
error behaviour propagates and affects downstream clustering in practice. Further
information of the datasets studied in this thesis can be found in Section 5.2.
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In the industrial case-study, scalability and computational constraints are other
practical obstacles. Methods that work well on benchmark datasets may become in-
feasible when used on the very large industrial data. This creates trade-offs between
model complexity, inference time, memory usage and granularity of summarisation.
This is because more expressive models and higher-dimensional latent representa-
tions can capture finer details in the data, but require increased computational
resources and result in higher storage and processing costs during both training and
downstream analysis. For example, higher-dimensional latent spaces may improve
expressiveness but increase storage and search cost. The proposed approach explic-
itly considers these trade-offs by comparing different autoencoder architectures and
evaluating their computational efficiency alongside their representation quality.

Stability, interpretability and usefulness all come with challenges from a user point
of view. Latent representations and cluster assignments must be robust to small
perturbations if they are to be interpretable to domain experts and useful for di-
agnosing behaviours. However, latent representations are inherently abstract, and
clustering results may be sensitive to both variations in data and the model. As the
data in the case-study is unlabelled, evaluating these properties becomes particularly
challenging. To address this, the evaluation framework focuses on stability metrics,
clustering validation measures and qualitative assessments through the case-study.

Another challenge that arises in all data, both labelled benchmark data and indus-
trial, is data quality. Poor data quality complicates both representation learning and
clustering. Preprocessing decisions, such as resampling and feature selection, inter-
act with model behaviour and can introduce biases that affect anomaly detection
and clustering quality. We acknowledge this by ensuring comparisons between meth-
ods are not influenced by differences in data treatment. While the project relies on
the provided datasets and does not attempt to fix data quality issues, this controlled
setup allows for fair comparisons and evaluation of the proposed approach.
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Evaluation

This chapter evaluates the representation learning methods introduced in Chapter 4
against the research questions defined in Chapter 3. Section 5.1 defines the metrics
and protocols used for assessment. Sections 5.2-5.4 describe the experimental setup,
and Section 5.5 presents the results.

5.1 Evaluation Goals and Methodology

Reconstruction quality assesses how well the produced latent representations pre-
serve the structure of the original input data. This directly addresses RQ1: whether
the methods can reconstruct normal behaviour and whether reconstruction error
can distinguish anomalous from normal observations. From reconstruction qual-
ity we derive the anomaly score used for detection. Sections 5.1.1-5.1.2 define the
metrics and protocols for this assessment, while Section 5.1.4 addresses RQ2 (sta-
bility), Section 5.1.5 addresses RQ3 (interpretability), and Section 5.1.6 addresses
RQ4 (computational trade-offs).

5.1.1 Reconstruction Metrics

Reconstructing the original input from the latent representation is a well-studied
issue [1, 11]. Tt can work as an indirect method for measuring the quality of di-
mensionality reduction and its ability to retain important information. To measure
reconstruction quality, one often measures the error between the original input data
and the data reconstructed from its latent representation. This is usually evaluated
by three complementary metrics that are defined below.

Let X = {z1,...,7,} denote the dataset of time windows, where each z; € R¥>T,
and let z; denote the reconstruction of x;. When referring to a generic window, we
omit the index i and write x € R¥*T,

5.1.1.1 Mean Squared Error (MSE)

MSE measures the average squared deviation between the original input and its
reconstruction. For a window z € R¥” | the mean squared error is defined as
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1 T
MSE(z, #) = ﬁzz zj — 1)

j=1t=1

For notational convenience, this can equivalently be written using the Frobenius
norm as

. 1 .

Rde

where the Frobenius norm of a matrix A € is defined as

The average reconstruction error over the dataset is then

- Z MSE(z;, 2;).

=1

5.1.1.2 Average Per-Feature Normalised Reconstruction Error

An extension of MSE that accounts for differences in feature scale is average per-
feature normalised reconstruction error. This metric evaluates reconstruction quality
relative to the variance of each feature.

For a dataset X = {z1,...,2,}, let T; € RT denote the mean time-series of feature
J across all windows, i.e.

1 n
T =~ i,
iz
where z;; € RT denotes the time-series corresponding to feature j in window ;.

The normalised reconstruction error is then defined as

72‘1: . Z? 1 llwi; — 235113
d =

S e —x5l5

5.1.1.3 Relative Frobenius Norm Reconstruction Error

Another commonly used reconstruction metric is the Relative Frobenius norm re-
construction error, which measures the overall deviation between the original data
and the reconstructed data.
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Let X € R™ 4T denote the collection of all windows and X their reconstructions.
The relative reconstruction error is defined as

IX — X|r
IX[le

where the Frobenius norm is computed over all entries in the dataset.

5.1.2 Reconstruction Error Evaluation

Given a model trained on non-anomalous data, assume it will reconstruct the normal
instances well, while anomalous instances will yield a higher reconstruction error.
Let R(x) denote a reconstruction error function (e.g. MSE). An anomalous instance
is one where R(z;) exceeds some predefined threshold 7 i.e. R(z;) > 7.

The threshold 7 is applied to classify observations as normal or anomalous. The
value of 7 is a trade-off between detecting true anomalies and avoiding false posi-
tives and can be tuned during training using validation data or by analysis of the
distribution of reconstruction errors.

However, directly choosing a threshold based on reconstruction error can be sensi-
tive to the dependence introduced by the overlapping windows. Since overlapping
windows share a large part of their observation (note that the extreme case of stride
being one shares all datapoints except the first and last), the resulting anomaly scores
are strongly temporally correlated, which does not satisfy the approximate indepen-
dence assumptions required by classical Extreme Value Theory (EVT) [47, 48].

This problem is addressed by applying a declustering step before the threshold
estimation, which extracts locally maxima scores separated by a minimum temporal
distance corresponding to the structure of the overlapping windows. This yields a
reduced set of approximately independent exceedances, making it more suitable for
tail modelling.

After declustering, 7 is estimated using the Peaks-Over-Threshold (POT) framework
from EVT [49], mentioned in Section 2.3. A high empirical quantile is first selected
as a preliminary threshold u and exceedances above this level are modelled using a
Generalized Pareto Distribution (GPD). The fitted tail model is then used to ex-
trapolate beyond the empirical distribution and estimate a threshold corresponding
to a desired false positive rate a. In cases where the number of exceedances are too
few for a stable tail estimation, a fallback percentile-based threshold is used instead.

5.1.3 Evaluation Granularity

Anomaly detection in time series can be evaluated at different granularities. At the
window level, each sliding window receives a single binary label and the classification
metrics are computed over windows directly. At the pointwise level, window-level
scores are broadcast back to individual time steps (e.g. by taking the maximum score
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among all windows covering a given point), and metrics are computed per time step
against ground-truth point labels.

A third strategy common in the literature is point-adjusted (PA) evaluation [38,
60, 64], in which a detected anomaly at any point within a contiguous anomalous
segment counts as detecting the entire segment, i.e. all points in that segment are
counted as true positives. While PA evaluation was originally motivated by the
argument that alerting an operator once per event is sufficient, it has been shown
to severely inflate recall and F1-scores, since a single fortunate detection can mask
an otherwise poor detector [64]. Moreover, PA evaluation conflates detection time-
liness with detection quality: a method that flags only the last point of a long
anomalous segment receives the same credit as one that detects it immediately. For
these reasons, we adopt strict pointwise and window-level evaluation without point
adjustment, providing an unbiased assessment of detection performance across all
time steps.

5.1.4 Clustering Evaluation

To assess whether the learned representations preserve meaningful structure (RQ2-
RQ3), clustering performance is evaluated using a variety of metrics and techniques.

5.1.4.1 Adjusted Rand Index

Rand Index measures the agreement between the resulting clusters and a predefined
clustering assignment. Adjusted Rand Index (ARI) is used in this report. ARI
extends the traditional Rand Index by accounting for random cluster assignments.
The score ranges from -1 to 1: a value of 0 corresponds to random assignment, and
1 indicates perfect agreement with the ground truth while a negative value means
that the produced clustering is worse than what is expected by chance [65].

Formally, given a clustering result A and a ground truth partition G, Rand Index
evaluates the proportions of pairs of points in which the two partitions agree upon.

Let n be the number of data points and consider all combinations of pairs. For any
pair of points (i, j) we define:

a: number of pairs that are in the same cluster in both A and G

b: number of pairs that are in different clusters in both A and G

c: number of pairs that are in the same cluster in A but different in G

d: number of pairs that are in different clusters in A but the same in GG

The Rand Index (RI) is then defined as:
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a+b
a+b+c+d

The value of RI lies in the interval [0, 1], where RI = 1 indicates perfect agreement
between the clustering result and the ground truth partition. ARI corrects this for
expected agreement under random permutations.

5.1.4.2 Normalised Mutual Information

Normalised Mutual Information (NMI) measures the amount of shared information
between a clustering result A and a ground truth partition G, normalised to the
range [0, 1]:

2-1(A;G)
H(A)+ H(G)’
where I(A; G) is the mutual information between the two partitions and H(-) denotes
entropy which measures the uncertainty in a partition. A partition with many
equally sized clusters has high entropy, while one dominated by a single cluster has
low entropy. Dividing by the average entropy of the two partitions normalises the
score to [0, 1] regardless of how many clusters each partition contains. This makes
NMI less sensitive to the number of clusters than ARI, which can yield lower scores
when K differs substantially between the clustering result and the reference [66].

NMI(4, G) =

5.1.4.3 Silhouette Score

Silhouette-Score measures cohesion versus separation by looking into how similar an
object is to its own cluster.

Let z; be a latent representation belonging to cluster A. The average distance
between z; and all other points in the same cluster is

1 Y d(z,z)

a(i) =
[A[ =1 ZjEA,j#i

Let B denote the nearest neighbouring cluster to A. The average distance between
z; and points in this cluster is then

and the Silhouette score for point z; is defined by:
b(i) — ali
oy - ) —al)
max(a(i), b(7))
The resulting Silhouette score ranges between [—1, 1], where values close to 1 indicate

well-separated clusters, values around 0 indicate overlapping clusters, and negative
values indicate potential misclassification [67].
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Silhouette score can be computed independently of ground truth and is used to
assess cohesion within and separation between clusters. For a given clustering result,
the overall score is obtained by averaging the silhouette score over all data points,
providing a measure of cluster quality that can be compared across different models.
The silhouette score can also be used to guide the selection of the number of clusters
in algorithms that require this as input, by choosing the value that maximises the
average score [68, 69].

5.1.4.4 Stability Under Perturbation

ARI is also used to measure the consistency of cluster assignments under small
perturbations of both the data and the model. A grouping is stable if small changes
(perturbations) in the data do not cause substantial changes in the produced cluster
assignments. Stable groupings are important to ensure that the discovered structures
are not the result of randomness, variable initialisations, or sampling variation in
the clustering algorithm [70] (RQ2).

Given the latent representations Z, we also generate a perturbed version Z’ by
adding Gaussian noise to the input windows X prior to encoding. The same clus-
tering algorithm is applied to both Z and Z’, producing assignments ¢ and ¢’ re-
spectively. Stability is quantified as the ARI between ¢ and ¢’. High agreement
indicates that the cluster structure is robust to small input perturbations rather
than reflecting noise [71].

Additional perturbation strategies include bootstrapping (resampling observations)
and retraining the encoder with different random initialisations. Across all strate-
gies, stable representations should produce highly consistent cluster assignments.

5.1.5 Interpretability Evaluation

A clustering is considered interpretable if the resulting groups can be explained by
distinct patterns in the original feature space. The resulting clusters should therefore
be explainable and differentiable in what underlying feature pattern they represent.
The feature pattern of one cluster should be distinct from the feature pattern of
another cluster and correspond to different subsets of features (RQ3).

To characterise the underlying behaviour represented by a cluster, we compute the
average feature vector for each cluster A C Z,

_ 1
TpA= szz

i€A

The vector T4 acts as a cluster prototype in the original feature space and provides
a compact summary of the typical behaviour associated with the cluster. By com-
paring cluster prototypes, it becomes possible to identify which features differentiate
the discovered latent-space groupings.
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In addition to analysing the original feature values, we also examine reconstruction-
error patterns to understand how the representation learning model perceives the
observations assigned to each cluster. Each window z; is associated with a fea-
ture contribution vector a’ € R? where d is the number of features. Each ele-
ment ag-l) quantifies the contribution of feature j to the representation of window
x;. In reconstruction-based representation learning models such as autoencoders,
these contributions can be derived from feature-wise reconstruction errors [1, 44, 72].
Given an input window x; and its reconstruction Z;, the overall reconstruction error
is

s(;) = [Jo; — &
Adapting this, we can compute the feature-level contribution by

ol = || — &yl >

For a cluster A C Z, the average reconstruction-error profile is defined by

1 )
a1 — — (@)
aa ‘A’ZCL .

€A

The vector au provides a complementary description of the cluster by highlighting
which features contribute most to reconstruction errors within that group. While
T4 characterises the typical behaviour represented by a cluster, a4 characterises
how the learned representation models that behaviour. Together, these measures
provide insight into both the structure captured by the latent space and the recurring
feature patterns associated with anomalous or difficult-to-reconstruct observations
[7, 38, 44, 73].

5.1.6 Computational Cost Metrics

To address RQ4, computational efficiency is measured along four dimensions: model
size (number of trainable parameters), computational cost (floating-point operations
per forward pass), training time (wall-clock time for training the neural network
methods and fitting the traditional ones), and inference latency (wall-clock time per
sample).

For neural network models, parameter counts are obtained by summing all learn-
able weights, and forward FLOPs are estimated using the thop library on a single
input window. Total training FLOPs are approximated as 3 x forward FLOPs x
batches per epoch x epochs, where the factor of three accounts for the forward and
backward passes. Inference latency is measured by passing a batch of 32 windows
through the model, repeating five times after a warmup pass, and dividing the total
elapsed time by the number of samples processed. GPU synchronisation is enforced
between repetitions when applicable.
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For traditional models (PCA, RP), parameters correspond to the projection matrix
(d x k entries, where d is the flattened window dimensionality and k the number of
components). Forward FLOPs are computed analytically as 2dk (one projection and
one back-projection). Inference latency is measured identically to neural models:
a warmup reconstruction call followed by five timed repetitions on a batch of 32
flattened windows. For KPCA, the kernel-based reconstruction depends on the
number of training samples rather than a fixed weight matrix, so FLOPs are not
reported. Instead, only inference latency and training time are measured. Training
time for all models is recorded as wall-clock time from the start of the fit procedure
to convergence or epoch completion.

5.2 Datasets

The datasets used for evaluating the approach are established benchmarks from prior
research, including Server Machine Dataset (SMD), Soil Moisture Active Passive
(SMAP), Secure Water Treatment (SWaT) [62, 63, 74].

5.2.1 SMD

The SMD dataset comprises multivariate time-series collected from 28 machines,
each described by 38 different features. The training data contains only normal
operational behaviour, data without anomalous behaviour, whereas the test set in-
cludes labelled anomalies specifying both time-stamp of anomaly and the affected
features [38].

5.2.2 SMAP

The SMAP dataset, distributed by NASA [75], consists of spacecraft telemetry data
where each feature corresponds to a sensor measurement. As with SMD, the training
set represents normal behaviour, while anomalies only exist in the test set. However,
in SMAP, the labels are limited to temporal intervals indicating when an anomaly
occurs, and not the features contributing to the anomaly [74].

5.2.3 SWaT

The SWaT dataset, distributed by Singapore University of Technology and Design,
contains data from a scaled-down industrial water treatment plant and includes data
from 51 different sensors and actuators. The training data reflects normal system
behaviour, while the test set contains multiple cyber-physical attacks. Anomalies
are labelled only at the time-step level and not the features contributing to the
anomalies [62]. A subset of the SWaT dataset is used for this project.

5.2.4 Case-Study

Data used in the industrial case-study is unlabelled, numerical log data of perfor-
mance metrics. The dataset is highly heterogeneous, with individual test executions
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varying in both length and dimensionality, and the set of active features differs
between executions. Due to time constraints, no manual labelling is performed.
However, pseudo-labelling is performed by comparing the resulting clusters to other
clusters produced by internal tools that cluster the same entities (test-executions),
but based on other data sources (mainly textual logs). This dataset is used to eval-
uate the scalability of the proposed approach to large-scale industrial multivariate
time-series data. The evaluation within the case-study relies on comparing cluster-
ing asssignments against these pseudo-labels and the intepretability metrics defined
in Section 5.1.5.

5.2.5 Multiple Datasets

The datasets used in this study, except for the industrial case-study, all provide
ground truth labels of anomalous behaviour, either at the feature level (SMD) or at
the temporal level (SMAP, SWaT). We ensure, by using multiple datasets, that the
evaluation is robust across different domains, different scales and anomaly types, re-
ducing the risk of overfitting or bias towards a specific data source. Moreover, they
cover a range of dimensionalities and system contexts, which is suitable for our prob-
lem of investigating whether learned representations produce stable, interpretable
and diagnostically useful groupings of anomalous behaviours. Including datasets of
varying size and complexity is also important for answering RQ4 by assessing how
the computational efficiency of the method is affected by the dataset properties.
By demonstrating consistent results across diverse datasets, the approach can be
generalised into other systems.

5.3 Evaluation Setup

The following subsections show the experimental and model setup.

5.3.1 Hardware and Software Configurations

All experiments, including model training and evaluation, were conducted on a single
compute node equipped with an Intel Xeon Gold 6230N CPU (16 cores, 2.30 GHz),
64 GB RAM, and an NVIDIA Tesla T4 GPU with 15 GB VRAM. The system
ran Ubuntu 22.04.5 LTS with CUDA 13 and cuDNN 9. The software environment
included Python 3.12, PyTorch 2.12, NumPy 2.4, scikit-learn 1.8, and other standard
scientific Python libraries. All dependencies can be found in the environment file in
our Github repository*.

5.3.2 Hyperparameter Optimization

All neural network models require the specification of several hyperparameters, in-
cluding learning rate, batch size, hidden layer dimensions, sequence length, stride
fraction, and encoding dimension. To ensure a fair comparison between models

!The GitHub repository can be found in github.com /jonathann000/jj-masterthesis
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and minimize evaluation bias, each model was evaluated using the hyperparameter
configuration that maximized its F1-score on the validation data.

The hyperparameter configurations were obtained through Bayesian optimization

using the Weights & Biases (wandb) experiment tracking framework [76]. Bayesian
optimization iteratively explores the hyperparameter space by constructing a prob-

abilistic model of the objective function and selecting promising configurations for

evaluation. This approach was chosen because the search space is too large to be

exhaustively explored using methods such as grid search, while Bayesian optimiza-

tion can identify high-performing configurations with substantially fewer evaluations

[77].

5.4 Preprocessing

To ensure consistent evaluation across datasets with heterogeneous feature spaces
and sampling characteristics, a common preprocessing pipeline was applied with
dataset-specific adaptations where necessary. Since all datasets consist of multi-
variate time series, chronological splitting was used throughout in order to preserve
temporal dependencies and avoid information leakage from future observations.

Missing numerical values were replaced with zeros using deterministic imputation.
Non-numeric metadata columns, such as timestamps, row indices, and textual at-
tack annotations, were removed prior to modelling. For datasets containing explicit
anomaly labels, labels were retained separately from the feature matrices and only
used during evaluation.

For all datasets, the training split was further divided chronologically into training
and validation subsets. Feature standardisation was then performed using z-score
normalisation with statistics estimated exclusively from the training subset. The
learned transformation was subsequently applied to the test set. This ensured that
no information from the test data influenced feature scaling.

For the SMD dataset, preprocessing and scaling were performed independently for
each machine time series prior to aggregation, thereby preserving machine-specific
operating distributions as all machines are independent. Similarly, preprocessing for
the SMAP dataset was performed independently for each telemetry channel.

Features exhibiting zero variance were removed for datasets where constant sensor
channels were present, such as SMAP. In the SMAP dataset, features were retained
if variance was present in either the training or test split, since channels inactive
during training may still become informative during anomalous behaviour.

For SWaT, the normal operating data was chronologically partitioned into training
and testing segments, after which the attack sequences were appended to the test
split. This ensured that the final test set contained both normal and anomalous
operating conditions while preserving temporal ordering.
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5.5 Results

Reporting anomaly detection and clustering results across three different datasets:
SMD, SWaT and SMAP.

5.5.1 Anomaly Detection on SMD

The window-level anomaly detection results on SMD are presented in Table 5.1.
OmniAnomaly achieves the highest Fl-score (0.8018) and MCC (0.7842), followed
closely by VAE (F1 = 0.7904) and AE (F1 = 0.7899). USAD also performs com-
petitively, achieving an F1l-score of 0.7859 and an MCC of 0.7583.

Among the classical approaches, PCA achieves the highest Fl-score (0.7362), out-
performing RP (0.7044). TranAD, LSTM, TransAE, and DAGMM obtain F1-scores

between 0.72 and 0.75. DAGMM achieves the highest recall (0.9872), while TranAD
achieves the highest precision (0.9333).

Training times vary substantially across methods. RP is the fastest method, requir-
ing only 0.0023 seconds for training, while TransAE requires the longest training
time (195.58 seconds). AE, USAD, and OmniAnomaly achieve strong performance
while maintaining comparatively moderate training times.

Model F1 MCC  Precision Recall Training Time (s)
PCA 0.7362 0.7034  0.7191  0.7540 0.7737
KPCA 0.7052 0.6863  0.5683  0.9288 1.2490
RP 0.7044 0.6851  0.5686  0.9256 0.0023
AE 0.7899 0.7635  0.8103  0.7705 4.4512
VAE 0.7904 0.7627  0.7476  0.8383 22.5733
LSTM 0.7214 0.6896  0.6407  0.8252 86.1803
TransAE 0.7481 0.7177  0.6908  0.8158 195.5759
TranAD 0.7222 0.7190  0.9333  0.5890 20.9528
USAD 0.7859 0.7583  0.7290  0.8525 10.2101
DAGMM 0.7244 0.7126  0.5721  0.9872 22.7907
OmniAnomaly 0.8018 0.7842  0.8835  0.7339 4.6283

Table 5.1: Window-level anomaly detection results on SMD (machine-1-1).

The pointwise anomaly detection results on SMD are presented in Table 5.2. Om-
niAnomaly achieves the highest Fl-score (0.7320) and MCC (0.7044), followed by
AE (F1 = 0.6962, MCC = 0.6719) and VAE (F1 = 0.6952, MCC = 0.6777). USAD
and TransAE achieve similar performance, with Fl-scores of 0.6818 and 0.6857,
respectively.

Among the classical methods, PCA achieves the highest Fl-score (0.6794), while
RP achieves a comparable F1-score of 0.6665. DAGMM obtains the lowest F1-score
(0.5954) despite achieving perfect recall (1.0000), indicating a large number of false
positives.
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Compared to the window-level evaluation, the overall ranking of methods remains
largely unchanged. OmniAnomaly remains the best-performing method, while AE,
VAE, and USAD continue to achieve competitive performance. F1-scores and MCC
values are generally lower than those observed in the window-level evaluation, re-
flecting the increased difficulty of pointwise anomaly detection.

Model F1 MCC  Precision Recall Training Time (s)
PCA 0.6794 0.6479  0.6011  0.7810 0.7737
KPCA 0.6665 0.6645  0.5056  0.9777 1.2490
RP 0.6665 0.6645  0.5056  0.9777 0.0023
AE 0.6962 0.6719  0.5902  0.8486 4.4512
VAE 0.6952 0.6777  0.5672  0.8979 22.5733
LSTM 0.6752 0.6534  0.5531  0.8664 86.1803
TransAE 0.6857 0.6662  0.5604  0.8831 195.5759
TranAD 0.6731 0.6399 0.6032  0.7613 20.9528
USAD 0.6818 0.6655  0.5476  0.9031 10.2101
DAGMM 0.5954 0.6030  0.4239 1.0000 22.7907
OmniAnomaly 0.7320 0.7044  0.6765  0.7973 4.6283

Table 5.2: Pointwise anomaly detection results on SMD (machine-1-1).

5.5.2 Anomaly Detection on SWaT

The window-level anomaly detection results on the SWaT dataset are presented in
Table 5.3. LSTM achieves the highest F1-score (0.8882) and MCC (0.8758), followed
by OmniAnomaly (F1 = 0.8792, MCC = 0.8674). Both methods achieve the highest
recall values among all evaluated approaches.

Among the remaining deep learning methods, AE, VAE, and TranAD achieve F1-
scores of 0.8486, 0.8333, and 0.8432, respectively, while TransAE obtains an F1-score
of 0.8118. USAD and DAGMM show similar performance, with F1-scores of 0.8203
and 0.8189.

Among classical methods, RP achieves an Fl-score of 0.8083, PCA achieves 0.7815,
and KPCA achieves 0.2189. KPCA also obtains the lowest MCC (0.3241) among
all methods.

Precision is close to 1.0 for most methods. Recall ranges from 0.6413 (PCA) to
0.8028 (LSTM), with the exception of the outlier KPCA (0.1229).

Training times differ significantly across methods, with RP requiring the shortest
time (0.0028 s). LSTM, TranAD, and TransAE require the longest training times,
exceeding 1000 seconds, while AE, VAE, USAD, and DAGMM fall in an intermediate

range.

The pointwise anomaly detection results are presented in Table 5.4. The ranking of
methods remains largely consistent with the window-level evaluation. The LSTM
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model achieves the highest F1 (0.8924) and MCC-score (0.8804) followed by Omni-
Anomaly (F1 = 0.8800), MCC = 0.8683). TranAD also achieve strong performance,

with an Fl-score of 0.8444.

Among classical methods, RP achieves the highest Fl-score (0.8087), followed by
PCA (0.7808), while KPCA again achieves the lowest performance with an Fl-score

of 0.2189 and MCC of 0.3241.

Precision remains high across all methods, while recall values again vary substan-
tially, with KPCA obtaining the lowest recall (0.1229) and LSTM achieving one of

the highest values (0.8086).

Differences between window-level and pointwise results are small, and the relative
ranking of methods is largely unchanged across both evaluation settings.

Model F1 MCC Precision Recall Training Time (s)
PCA 0.7815 0.7740  1.0000  0.6413 0.3703
KPCA ! 0.2189 0.3241 1.0000 0.1229 131.2726
RP 0.8083 0.7987  1.0000  0.6783 0.0028
AE 0.8486 0.8370  0.9993  0.7375 174.0305
VAE 0.8333 0.8223 1.0000  0.7142 220.0860
LSTM 0.8882 0.8758  0.9939  0.8028 2463.4042
TransAE 0.8118 0.8019 1.0000  0.6832 1486.8429
TranAD 0.8432 0.8316  0.9990 0.7294 2152.0512
USAD 0.8203 0.8099 1.0000  0.6953 165.0091
DAGMM 0.8189 0.8086  1.0000  0.6933 211.0226
OmniAnomaly 0.8792 0.8674  0.9998  0.7845 235.6670

Table 5.3: Window-level anomaly detection results on SWaT

Model F1 MCC Precision Recall Training Time (s)
PCA 0.7808 0.7734 1.0000  0.6404 0.3703
KPCA ! 0.2189 0.3241 1.0000  0.1229 131.2726
RP 0.8087 0.7991 1.0000  0.6789 0.0028
AE 0.8515 0.8400  1.0000  0.7415 174.0305
VAE 0.8354 0.8243 1.0000  0.7173 220.0860
LSTM 0.8924 0.8804  0.9957  0.8086 2463.4042
TransAE 0.8125 0.8026 1.0000  0.6842 1486.8429
TranAD 0.8444 0.8330  0.9998  0.7308 2152.0512
USAD 0.8191 0.8088 1.0000  0.6937 165.0091
DAGMM 0.8180 0.8078 1.0000  0.6920 211.0226
OmniAnomaly 0.8800 0.8683 1.0000  0.7858 235.6670

Table 5.4: Pointwise anomaly detection results on SWaT

IKPCA was trained on a subsampled subset of the SWaT dataset due to the computational
complexity of kernel matrix computation and eigendecomposition. The aggressive subsampling

leads to the poor performance.
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5.5.3 Anomaly Detection on SMAP

The window-level anomaly detection results on the SMAP dataset are presented
in Table 5.5. OmniAnomaly achieves the highest overall performance, obtaining
an Fl-score of 0.9431 and an MCC of 0.9145. USAD achieves the second-highest
Fl-score (0.9393), followed by LSTM (0.9349), TranAD (0.9275), and AE (0.9273).

Among the classical dimensionality reduction methods, PCA achieves the strongest
performance with an Fl-score of 0.9208 and MCC of 0.8726. KPCA performs simi-
larly, obtaining an F'l-score of 0.9145. In contrast, RP achieves substantially lower
performance, with an Fl-score of 0.5689 and MCC of 0.4896.

Precision values exceed 0.89 for all methods and reach 1.0 for OmniAnomaly. Dif-
ferences in performance are therefore primarily driven by recall. PCA, KPCA, and
TransAE achieve the highest recall values, all exceeding 0.90, whereas RP achieves
the lowest recall (0.4173). Training times vary considerably across methods, ranging
from 0.0012 seconds for RP to approximately 22 seconds for LSTM and TransAE.

Model F1 MCC  Precision Recall Training Time (s)
PCA 0.9208 0.8726  0.9338  0.9081 0.0924
KPCA 0.9145 0.8622  0.9248  0.9044 0.7595
RP 0.5689 0.4896  0.8937  0.4173 0.0012
AE 0.9273 0.8847  0.9534  0.9026 1.5266
VAE 0.9126 0.8663  0.9671  0.8640 1.9661
LSTM 0.9349 0.8995  0.9785  0.8950 22.0274
TransAE 0.9113 0.8567  0.9149  0.9078 22.0925
TranAD 0.9275 0.8867  0.9636  0.8940 29171
USAD 0.9393 0.9077  0.9915  0.8923 0.5988
DAGMM 0.8723 0.8057  0.9367  0.8162 2.7653
OmniAnomaly 0.9431 0.9145 1.0000  0.8923 0.7452

Table 5.5: Window-level anomaly detection on SMAP (D-1)

The pointwise results shown in Table 5.6 closely mirror the window-level results.
USAD achieves the highest Fl-score (0.9417), followed by OmniAnomaly (0.9374)
and VAE (0.9355). PCA and KPCA remain the strongest classical methods, while
RP continues to exhibit substantially lower performance. For all methods, the dif-
ferences in F1-score and MCC between the two evaluation protocols are below 0.03,
indicating that the conclusions are largely independent of the evaluation granularity

5.5.4 Stability on SMD

Table 5.7 shows clustering stability results under induced Gaussian noise (o = 2.0)
together with the corresponding ARI and Silhouette scores. To facilitate fair com-
parison across noise levels, clustering hyperparameters were fixed throughout the
experiments. K-Means and FCM were evaluated using K = 4, while DBSCAN
was evaluated using min_ samples = 10 and ¢ = 1.0. Although DBSCAN is a
density-based method and therefore not directly comparable to the centroid-based
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Model F1 MCC  Precision Recall Training Time (s)
PCA 0.9225 0.8767  0.9435 0.9024 0.0573
KPCA 0.9208 0.8728  0.9326  0.9092 0.8114
RP 0.5871 0.5199  0.9272  0.4296 0.0047
AE 0.9298 0.8904 0.9659  0.8963 1.6701
VAE 0.9355 0.9011  0.9824  0.8929 2.2600
LSTM 0.9328 0.8956  0.9727  0.8960 21.9978
TransAE 0.9238 0.8780  0.9383  0.9098 22.4339
TranAD 0.9252 0.8818  0.9528  0.8990 2.9671
USAD 0.9417 0.9126  1.0000  0.8898 0.6070
DAGMM 0.8697 0.8058  0.9485  0.8030 2.8918
OmniAnomaly 0.9374 0.9067  1.0000  0.8822 0.8869

Table 5.6: Pointwise anomaly detection results on SMAP (D-1)

approaches, it was included to provide a contrasting clustering paradigm and to in-
vestigate whether clustering stability under noise differs between density-based and
centroid-based methods.

The results show that RP, AE, VAE, USAD, and OmniAnomaly achieve perfect
stability with an ARI of 1.0, while TranAD and PCA exhibit high stability with
ARI values of 0.978 and 0.853, respectively. KPCA, LSTM, DAGMM, and TransAE
show lower stability with ARI ranging from 0.165 to 0.390. OmniAnomaly’s perfect
ARI is obtained by DBSCAN, for which the Silhouette score is undefined (nan) due
to all points being assigned to a single cluster.

The difference between the Silhouette score before and after inducing noise varies
between models but mostly remains stable. AE, VAE, RP, USAD and TranAD
show minimal difference (< 0.009). PCA exhibits a larger drop (0.260), followed by
KPCA (0.288), LSTM (0.267), TransAE (0.321), and DAGMM (0.240). The result
for OmniAnomaly is not present under these configurations, but the full table with
results across all noise levels tested (o € 0.1,0.5,1.0,2.0) and clustering algorithms
are reported in Appendix 1 (Table 8.2)

Tables 5.8-5.9 show results on a combined version of the SMD dataset, consisting
of six different machines with distinct behaviours. From these machines, a sub-
set of datapoints that are labelled as anomalies was applied to each encoder, the
resulting latent space was then used as input to clustering algorithms, and the orig-
inal machine identity is then used as the ground truth label for measuring cluster
performance.

The clustering performance across different representation spaces is shown in Ta-
ble 5.8. The results show that clustering performance, measured using Adjusted
Rand Index (ARI), varies depending on both the encoder and the representation
space. Overall, the LSTM-based encoder achieves the highest ARI (0.614) when

1Silhouette score before inducing noise
2Silhouette score after inducing noise
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Model Best Clustering Stability (ARI) ARIstd Sil,'  Sily?
RP KMeans 1.000 0.000  0.998 0.995
AE KMeans 1.000 0.000  0.995 0.994
VAE KMeans 1.000 0.000  0.998 0.995
USAD KMeans 1.000 0.000  0.977 0.968
OmniAnomaly DBSCAN 1.000 0.000 nan  nan
TranAD FCM 0.978 0.022  0.998 0.996
PCA KMeans 0.853 0.010  0.631 0.371
KPCA KMeans 0.390 0.021  0.378 0.090
LSTM-AE KMeans 0.322 0.010  0.459 0.192
DAGMM FCM 0.170 0.005  0.561 0.321
Trans-AE KMeans 0.165 0.008  0.489 0.168

Table 5.7: Clustering stability at o = 2.0 on SMD machine-1-1, showing the best-
performing clustering algorithm per encoder

combined with UMAP, outperforming all other evaluated configurations. PCA com-
bined with UMAP also yields strong performance (0.572), while clustering directly
on raw features results in a lower ARI of 0.237. Across encoders, performance gen-
erally improves when applying non-linear dimensionality reduction techniques such
as UMAP compared to clustering in the original latent space.

Table 5.9 presents the best-performing clustering configuration for each encoder,
selected based on the highest ARI score across evaluated clustering setups. In most
cases, clustering in the UMAP-transformed space yields higher ARI and NMI com-
pared to clustering directly in the latent space. The LSTM-based encoder combined
with KMeans clustering achieves the highest overall performance in terms of ARI
(0.614) and NMI (0.725), while also showing a competitive silhouette score (0.590).
TransAE produces the highest silhouette score (0.678), indicating strong cluster sep-
aration according to this metric, although with a lower ARI compared to the best-
performing LSTM configuration. The reported results represent the best observed
configuration per encoder across the tested clustering and representation combina-
tions, as selected by ARI. Full results are available in Table 8.4 in the Appendix.

5.5.5 Stability of SWaT

Table 5.10 summarises clustering stability results under induced Gaussian noise
(0 = 2.0) together with the corresponding ARI and Silhouette scores. To facilitate
comparison across noise levels, clustering hyperparameters were fixed throughout
the experiments. K-Means and FCM were evaluated using K=6, while DBSCAN
was evaluated using min_ samples = 10 and € = 1.5. DBSCAN is, as in Stability
on SMD (See 5.5.4 above), included to give a contrast between centroid-based and
density-based clustering methods.

The results show that VAE, RP, and PCA have perfect stability with an ARI of
1.0, while KPCA, TranAD, AE, USAD, LSTM, DAGMM, and TransAE have high
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Encoder Raw Latent t-SNE UMAP
Raw 0.237 — — -

PCA — 0.486  0.465 0.572
KPCA - 0.075  0.310 0.335
RP - 0.164  0.204 0.248
AE — 0.418  0.499 0.500
VAE - 0.359 0.412 0.424
LSTM - 0.349  0.459 0.614
TransAE — 0.325  0.519 0.491
USAD — 0.225  0.347  0.309
DAGMM - 0.306  0.325 0.342
OmniAnomaly - 0.298 0.239  0.199

Table 5.8: Clustering performance (ARI) across representation spaces (SMD).

Encoder Space Metric Clustering ARI NMI Silhouette
Raw Raw cosine KMeans 0.237 0.429 0.102
PCA Latent+UMAP euclidean KMeans 0.572 0.679 0.582
KPCA Latent+UMAP euclidean FCM 0.335 0.387 0.611
RP Latent+UMAP cosine KMeans 0.248 0.311 0.504
AE Latent+UMAP euclidean DBSCAN 0.500 0.625 0.547
VAE Latent+UMAP euclidean KMeans 0.424 0.506 0.458
LSTM Latent+UMAP euclidean KMeans 0.614 0.725 0.590
TransAE Latent+UMAP euclidean DBSCAN 0.491 0.701 0.678
USAD Latent+UMAP euclidean DBSCAN 0.309 0.514 0.301
DAGMM Latent+UMAP ecuclidean KMeans 0.342 0.400 0.467
OmniAnomaly Latent cosine KMeans 0.298 0.388 0.130

Table 5.9: Best clustering configuration

(SMD).

per encoder selected by highest ARI

stability with ARI values ranging from 0.930 — 0.996. OmniAnomaly exhibits the
lowest stability at ARI = 0.521.

Regarding cluster quality, the Silhouette score difference between before and after
inducing noise varies across different models. VAE shows zero change while AE
and RP show minimal differences (< 0.009). KPCA, DAGMM, and TransAE show
larger drops in Silhouette score with a difference ranging from 0.060 to 0.153, and
OmniAnomaly shows the largest degradation (0.255). The full table with results
across all noise levels tested (o € {0.1,0.5,1.0,2.0} and clustering algorithms is
reported in Appendix 1 (Table 8.1).

1Silhouette score before inducing noise

2Silhouette score after inducing noise
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Model Best Clustering Stability (ARI) ARIstd Sil,'  Sily?
VAE KMeans 1.000 0.000  0.962 0.962
RP DBSCAN 1.000 0.000  0.955 0.946
PCA FCM 1.000 0.000  0.580 0.570
KPCA KMeans 0.996 0.002  0.904 0.850
TranAD FCM 0.995 0.002  0.613 0.566
AE DBSCAN 0.995 0.006  0.945 0.943
USAD FCM 0.978 0.005  0.736 0.714
LSTM KMeans 0.973 0.019  0.549 0.498
DAGMM KMeans 0.930 0.010  0.639 0.486
TransAE KMeans 0.930 0.023  0.605 0.545
OmniAnomaly FCM 0.521 0.012  0.440 0.185

Table 5.10: Clustering stability at o = 2.0 on SWaT, showing the best-performing
clustering algorithm per autoencoder architecture

5.5.6 Stability on SMAP

Table 5.11 shows the best stability results under Gaussian noise (¢ = 2.0) for the
SMAP (D-1) dataset. The hyperparameters in this dataset were fixed for fuzzy
C-Means and K-Means with K = 3 and DBSCAN with min_samples = 10 and
e =0.8.

None of the combinations achieved perfect stability with TranAD achieving the
highest with an ARI of 0.858, while most of the models, KPCA, PCA, LSTM, and
TransAE, exhibit moderate stability between 0.673 — 0.814. OmniAnomaly, VAE,
RP, USAD, and DAGMM show lower stability with ARI values ranging from 0.411
to 0.650.

Regarding cluster quality, LSTM shows the smallest Silhouette score degradation
(0.032), while DAGMM, VAE, and RP show the largest (0.278-0.341). Notably,
TranAD achieves the highest ARI stability but suffers a substantial drop in clus-
ter separability (0.256). The full table with results across all noise tested (o €
0.1,0.5,1.0,2.0) and clustering algorithms are reported in Appendix 1 (Table 8.3)

The clustering results are presented in Table 5.12 and Table 5.13. In the raw feature
space, the baseline achieves an ARI of 0.429. Applying t-SNE and UMAP to the
raw features results in slightly lower ARI values of 0.378 and 0.393, respectively.

In the latent feature space, performance varies across encoders and embedding meth-
ods. The highest ARI in this space is obtained by OmniAnomaly with 0.490 in
the latent representation, followed by TransAE (0.414) and KPCA (0.407). PCA
achieves an ARI of 0.331, while RP obtains 0.378. AE, VAE, and DAGMM achieve
intermediate values between 0.385 and 0.397. LSTM shows its highest ARI of 0.438

1Silhouette score before inducing noise
2Silhouette score after inducing noise
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Model Best Clustering Stability (ARI) ARIstd Sil,'  Sily?
TranAD KMeans 0.858 0.003  0.846 0.590
KPCA KMeans 0.814 0.017  0.558 0.451
PCA FCM 0.767 0.024  0.533 0.374
LSTM FCM 0.737 0.014  0.590 0.558
AE KMeans 0.727 0.023  0.498 0.265
TransAE FCM 0.673 0.020  0.588 0.484
OmniAnomaly FCM 0.650 0.013  0.356 0.242
VAE FCM 0.611 0.015  0.559 0.224
RP FCM 0.554 0.008  0.435 0.157
USAD KMeans 0.540 0.042  0.627 0.458
DAGMM FCM 0.411 0.011 0.543 0.202

Table 5.11: Clustering stability at ¢ = 2.0 on SMAP D-1, showing the best-
performing clustering algorithm per encoder

when combined with UMAP.

Across embedding methods, t-SNE and UMAP do not consistently improve ARI
relative to the latent representations. For several encoders, including VAE and
RP, latent-space clustering yields comparable or higher ARI than the corresponding
embedded variants.

Table 5.13 reports the best-performing clustering configuration per encoder in terms
of ARI, along with the corresponding NMI and silhouette score. The highest ARI is
obtained by OmniAnomaly (0.490), followed by LSTM (0.438) and TransAE (0.430).
PCA-based methods achieve their best performance in t-SNE space (ARI = 0.397),
while KPCA performs best in latent space (ARI = 0.407). The highest silhouette
score is observed for KPCA (0.651), while the highest NMI is obtained by Omni-
Anomaly (0.561).

5.5.7 Interpretability

Building on the stability results from Section 5.5.4, where the LSTM encoder com-
bined with UMAP projection and K-Means clustering (Euclidean distance) achieved
the highest clustering stability, we evaluate whether the resulting groupings are also
interpretable. Interpretability is assessed on the same subset of six SMD machines
used in the stability experiment (machines 1-1, 1-7, 2-2, 2-4, 3-6, and 3-8), by exam-
ining whether anomaly patterns within each cluster are distinct and can be traced
back to the underlying system, in this case, the machine from which they originate.

We evaluate interpretability through two complementary measures: the cluster pro-
totype x4, which summarises the typical feature-level behaviour of each group, and
the reconstruction-error profile a4, which characterises how the learned represen-
tation perceives each group’s anomalies. For each measure, we compute pairwise
cosine distances between all machine pairs to quantify distinctness. A high cosine
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Raw Feature Space
Raw Raw+tSNE Raw+UMAP
0.429 0.378 0.393

Latent Feature Space

Encoder Latent Latent+tSNE Latent+UMAP
PCA 0.331 0.397 0.302
KPCA 0.407 0.364 0.250
RP 0.378 0.382 0.315
AE 0.397 0.304 0.361
VAE 0.392 0.291 0.291
LSTM 0.372 0.335 0.438
TransAE 0.414 0.360 0.430
USAD 0.379 0.310 0.402
DAGMM 0.385 0.407 0.357
OmniAnomaly  0.490 0.418 0.360

Table 5.12: Clustering performance (ARI) in raw and latent feature spaces with
different embeddings (SMAP).

Encoder Space Metric Clustering ARI NMI Silhouette
Raw Raw cosine KMeans 0.429 0.499 0.326
PCA Latent+tSNE euclidean FCM 0.397 0.458 0.424
KPCA Latent euclidean FCM 0.407 0.480 0.651
RP Latent+tSNE euclidean FCM 0.382 0.422 0.416
AE Latent+UMAP cosine KMeans 0.361 0.425 0.654
VAE Latent cosine FCM 0.392 0.435 0.457
LSTM Latent+UMAP euclidean DBSCAN 0.438 0.530 0.429
TransAE Latent+UMAP euclidean FCM 0.430 0.497 0.584
USAD Latent+UMAP cosine KMeans 0.402 0.461 0.691
DAGMM Latent+tSNE cosine FCM 0.407 0.461 0.507
OmniAnomaly Latent euclidean KMeans 0.490 0.561 0.380

Table 5.13: Best clustering configuration per encoder selected by highest ARI
(SMAP).

distance indicates that the clusters are dominated by different feature subsets and
are therefore explainable.

5.5.7.1 Cluster Prototypes

The cluster prototypes ¥ 4, seen in Table 5.14, reveal the average feature values asso-
ciated with each machine’s anomalous windows. The mean pairwise cosine distance
between prototypes is 0.859, indicating that the clusters occupy largely orthogonal
directions in feature space. Table 5.14 shows the top-3 dominant features per ma-
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chine. Machine-2-4 is the most isolated cluster, with cosine distances exceeding 1.0
to three other machines, driven by feature F22 which appears in no other machine’s
top features. Machines 2-2 and 3-8 exhibit the lowest pairwise distance (0.339),
sharing features F3 and F6, suggesting partial overlap in operating behaviour de-
spite belonging to different server groups. The remaining clusters are well-separated,
each dominated by distinct feature subsets.

5.5.7.2 Reconstruction-Error Profiles

The reconstruction-error profiles ay4, in Table 5.14, show which features the model
finds difficult to reconstruct for each cluster’s anomalies. The mean pairwise cosine
distance between error profiles is 0.791. While lower than the prototype distinctness,
this confirms that the model associates different failure modes with different features.
However, machines 1-7 and 3-6 share nearly identical error profiles (cosine distance
0.012), both dominated by feature F9. This indicates that the LSTM struggles to
reconstruct F9 across multiple machines regardless of their group membership. In
contrast, machines 1-1, 2-2, and 2-4 each exhibit highly distinctive error profiles
(pairwise distances > 0.97), with no overlap in their top contributing features.

Table 5.14: Interpretability results for the LSTM encoder on SMD. Top-3 dominant
features are shown for both the cluster prototype 4 and the reconstruction-error
profile a 4.

Machine Prototype 74 top-3 Error profile a4 top-3 Overlap

machine-1-1 F33, F32, F29 F33, F32, F9 2/3

machine-1-7  F32, F33, F9 F9, F10, F32 2/3

machine-2-2  F3, F2, F1 F2, F1, F3 3/3

machine-2-4  F22, F6, F5 F22, F19, F13 1/3

machine-3-6 F9, F6, F12 F9, F6, F32 2/3

machine-3-8 F6, F3, F5 F9, F6, F3 1/3
Metric Prototype 7,4 Error profile ay,
Mean pairwise cosine distance 0.859 0.791
Cluster validity (ARI / NMI) 0.611 / 0.711
Intra/inter distance ratio 0.680

5.5.8 Case Study — Anomaly Pattern

Using full granularity on each test run has shown to be a difficult task. The different
test runs differ greatly in size (even when each failure window only contains 10
minutes worth of data), with some test executions having > 100 000 features, while
others having < 20000 features. This is problematic as models using cross-feature
mechanisms such as LSTM need all input data to have the same dimensionality.
Due to size, PCA and KPCA are not feasible, with covariance matrices having
O(d?) space complexity, meaning that for the largest test executions, the covariance
matrix alone would require > 90 GB of memory (for 8-byte floats).

Random Projection achieves a matching accuracy of 2/3, correctly identifying two

53



5. Evaluation

of three held-out runs to their respective pseudo-label cluster. The LSTM autoen-
coder with UMAP dimensionality reduction to 3D and KMeans clustering (k = 3,
Euclidean distance) achieves an Adjusted Rand Index of 0.28 against the pseudo-
labels and a Silhouette score of 0.51, with a matching accuracy of 2/3.

The strongest result is observed for runs of the same test type, which achieve a
cosine similarity of 0.99 in the mean latent space. For runs of related but not
identical test types within the same pseudo-label cluster, the pipeline achieves a
cosine similarity of 0.88, correctly identifying them as belonging to the same group.
This demonstrates that the encoder produces near-identical fingerprints for repeated
executions of the same test, and similar fingerprints for related test variants sharing
the same pseudo-label.

5.5.8.1 Cluster Prototypes

The cluster prototypes x4 reveal the average feature values associated with each
discovered cluster. As summarised in Table 5.15, the K-Means algorithm identifies
three groups that do not fully align with the pseudo-labels. Due to confidentiality
constraints, the numerical prototype values cannot be reported. Instead, Table 5.15
summarises the cluster composition and the dominant feature groups used in the
analysis.

Table 5.15: Summary of the discovered K-Means clusters.

Clus- Windows Pseudo- Dominant feature groups
ter labels
0 186 B and C Disk synchronisation, network through-

put, memory allocation. Features origi-
nate from the same system component.

1 148 B and A Memory utilisation, timestamp-related
counters.
2 108 Cand A Persistent volume usage, database-

related metrics.

As shown in Table 5.15, each cluster is characterised by a distinct subset of dominant
features. Cluster 0 is exclusively associated with distributed coordination service
metrics, whereas Cluster 1 is characterised by memory utilisation and timestamp-
related metrics. Cluster 2 is dominated by persistent volume usage and database-
related metrics. The non-overlap in dominant feature groups across the clusters
suggests that the latent space captures structurally different system behaviours.

5.5.8.2 Reconstruction-Error Profiles

The reconstruction-error profiles a4 show which features the model finds difficult
to reconstruct for each cluster. The three clusters exhibit clearly different error
magnitudes and feature compositions:
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o Cluster 0 has the highest maximum per-feature error (36.0), dominated by
distributed coordination and object storage metrics. The top 7 features all
belong to the same component.

e Cluster 1 has a maximum per-feature error of 39.1, dominated by memory
allocation metrics and storage throughput metrics across multiple components.

o Cluster 2 has the lowest error magnitudes (maximum 16.2), dominated by
CPU utilisation and database duration metrics.

The separation between error profiles confirms that the model associates different
system behaviours with different latent regions. Notably, the feature categories
that dominate a4 largely overlap with those dominating x4 for the same cluster,
indicating consistency between what the system was doing and what the model
found difficult to reconstruct.

The fact that the discovered clusters cut across pseudo-label boundaries, with the
model grouping runs by dynamics similarity rather than error-message similarity, is
discussed further in Section 5.7.

5.6 Memory and Computational Cost

Tables 5.16-5.18 compare anomaly detection performance against computational
cost across the evaluated datasets. The reported metrics include Fl-score, num-
ber of trainable parameters, floating-point operations (FLOPs), training time, and
inference time.

On SMD (Table 5.16), OmniAnomaly achieves the highest Fl-score (0.8018), fol-
lowed by VAE (0.7904), AE (0.7899), and USAD (0.7859). The LSTM model has
the largest parameter count (1,056,886) and highest FLOP count (39.3M), while
PCA and RP require substantially fewer parameters and computational operations.
RP exhibits the lowest training time (0.003 s) and among the lowest inference times
(0.0038 ms), whereas TransAE records the longest training time (195.58 s).

On SWaT (Table 5.17), the LSTM model achieves the highest Fl-score (0.8882),
followed by OmniAnomaly (0.8783). PCA attains an Fl-score of 0.8212 while re-
quiring only 20,400 parameters and 40,800 FLOPs. RP again exhibits the lowest
training and inference times among the evaluated methods. LSTM and TranAD
incur the highest training costs, requiring 2463.40 s and 2152.05 s respectively.

On SMAP (Table 5.18), OmniAnomaly achieves the highest Fl-score (0.9431),
closely followed by USAD (0.9393) and LSTM (0.9349). PCA attains an Fl-score
of 0.9208 with 9,600 parameters and 19,200 FLOPs. RP remains the least compu-
tationally demanding method in terms of training and inference time but records a
substantially lower F1-score (0.5689) compared to the remaining methods.
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Across all datasets, PCA and RP consistently require the fewest parameters, FLOPs,
and shortest execution times, while LSTM-based models generally exhibit the high-
est parameter counts and computational requirements. The highest F1l-scores are
achieved by different models depending on the dataset, with OmniAnomaly obtain-
ing the best results on SMD and SMAP, and LSTM obtaining the best result on
SWaT.

Model F1 Params FLOPs  Train (s) Infer (ms)
OmniAnomaly 0.8018 63,050 3,193,600 4.63 0.0260
VAE 0.7904 508,812 507,136 22.57 0.0183
AE 0.7899 507,772 506,112 4.45 0.0175
USAD 0.7859 190,240 310,400 10.21 0.0342
TranAD 0.7481 163,262 1,748,000 20.35 0.6944
TransAE 0.7481 197,622 3,650,048 195.58 0.1378
PCA 0.7362 15,200 30,400 1.04 0.0054
DAGMM 0.7244 189,248 190,979 22.79 0.2606
LSTM 0.7226 1,056,886 39,346,752 76.88 0.3828
KPCA 0.7052 - - 1.249 0.0160
RP 0.7044 15,200 30,400 0.003 0.0038

Table 5.16: Cost-performance comparison on SMD.

Model F1 Params FLOPs  Train (s) Infer (ms)
LSTM 0.8882 1,071,475 20,053,952  2463.40 0.3606
OmniAnomaly 0.8783 66,391 3,360,000  245.17 0.0354
TranAD 0.8432 284,045 495,720 2152.05 0.5438
AE 0.8424 674,822 672,512 176.82 0.0172
VAE 0.8388 675,862 673,536 226.30 0.0196
DAGMM 0.8216 252,948 255,329 219.65 0.0236
PCA 0.8212 20,400 40,800 5.47 0.0077
USAD 0.8202 253,940 414,400 181.59 0.0202
TransAE 0.8118 353,467 2,030,848  1486.84 0.0687
RP 0.8028 20,400 40,800 0.008 0.0045
KPCA 0.2909 - - 682.13 0.0996

Table 5.17: Cost-performance comparison on SWa'T.

5.7 Discussion

This section discusses the results in depth, analysing why certain methods perform
as observed and identifying implications for the research questions.

5.7.1 Anomaly Detection

The result suggests that no model consistently outperforms across datasets. Instead,
the performance of the different methods depends on characteristics of the datasets
and granularity of evaluation (window-level vs pointwise evaluation).
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Model F1 Params FLOPs  Train (s) Infer (ms)
OmniAnomaly 0.9431 59,452 3,014,400 0.75 0.0264
USAD 0.9393 121,640 198,400 0.60 0.0306
LSTM 0.9349 1,040,744 38,540,352 22.03 0.1580
TranAD 0.9275 70,232 1,036,800 2.92 0.1615
AE 0.9273 327,872 326,912 1.53 0.0192
PCA 0.9208 9,600 19,200 0.09 0.0041
KPCA 0.9145 - - 0.76 0.0726
VAE 0.9126 328,912 327,936 1.97 0.0175
TransAE 0.9113 195,816 3,560,448 22.09 0.1623
DAGMM 0.8723 120,648 121,679 2.77 0.0242
RP 0.5689 9,600 19,200 0.001 0.0043

Table 5.18: Cost-performance comparison on SMAP.

A notable observation is the strong performance of the simpler reconstruction-based
approaches. On the SMD dataset, both PCA and Random Projections achieve per-
formance comparable to several neural network-based methods when evaluating on
window-level, despite their significantly lower computational complexity, results can
be seen in Tables 5.1 and 5.2. Similarly, on SWaT, Random Projection outperform
PCA and achieves performance levels that remain competitive with more sophisti-
cated deep learning architectures (Tables 5.3 and 5.4). These results suggest that a
considerable portion of anomaly structure in both datasets can be captured through
a relatively simple low-dimensional representation.

The difference between PCA and Random Projection may be attributed to their
respective objectives: PCA constructs a data-dependent linear projection that pri-
oritises directions of maximum variance, whereas Random Projections preserve the
overall geometric structure of the data without relying on variance estimates. In set-
tings where anomalous behaviour is not aligned with dominant variance directions,
this may lead PCA to discard information that remains preserved under Random
Projections.

Among the neural network methods, variational and probabilistic approaches gener-
ally perform well across both datasets. The VAE achieves the highest performance
in the SMD window-level setting, while OmniAnomaly achieves the highest overall
performance on SWaT (Tables 5.1-5.4). This may indicate that explicitly modelling
uncertainty in the latent space provides additional robustness when distinguishing
between normal and anomalous behaviour. However, the performance gains relative
to simple methods are modest, particularly compared to the additional computa-
tional cost for training.

KPCA is an interesting approach as it acts like a traditional method while capturing
non-linear relationships. However, while KPCA performs competitively on SMD, its
performance on SWaT is a lot worse than all other methods (Tables 5.1-5.4). As
discussed previously, this is largely due to the aggressive subsampling required to
make training computationally feasible. These results highlight one of the main
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practical limitations of kernel-based approaches: although they are theoretically
capable of modelling non-linear relationships, their computational complexity can
become too expensive for large industrial datasets.

5.7.2 Stability

While most models achieved high clustering stability across datasets, high ARI does
not necessarily imply meaningful cluster structure. A notable example is Omni-
Anomaly on SMD, where perfect ARI is produced by DBSCAN assigning all points
to a single cluster, a solution that is trivially stable but carries no important in-
formation. A different form of dissociation appears in TranAD on SMAP, which
achieves the highest stability ARI (0.858) yet suffers one of the largest Silhouette
score drops (0.256). This suggests that while the cluster assignment boundaries are
robust to noise, the underlying cluster geometry is not. One possible explanation
is that some of the models learn representations that are topologically consistent,
preserving relative distances and cluster membership, without preserving the abso-
lute geometry that determines cluster compactness. This motivates reporting both
the ARI and Silhouette scores together, as either metric alone can give a misleading
picture of representation robustness.

ARI and Silhouette score also disagree across several configurations. This disagree-
ment reflects a fundamental difference between what the two metrics measure, which
is interesting to note. A high Silhouette score with low ARI indicates that the model
has organised the data into well-separated clusters, but according to some feature of
the data other than the categories of interest, such as feature magnitude, periodicity
or model-specific reconstruction geometry. This distinction matters for the intended
use case. If the goal is to use clustering for anomaly characterisation or indication of
root cause, ARI is the more relevant metric and Silhouette score alone is insufficient
as a guide for selecting a model. In industrial settings where ground truth labels
are rarely available, this becomes a practical constraint.

A recurring observation across datasets is that traditional models such as PCA and
RP perform competitively with, and sometimes even outperform, more complex
models. On SMD, RP matches VAE and AE with perfect stability ARI, and on the
multi-machine SMD clustering task, PCA combined with UMAP approaches the
best overall score (ARI 0.571 vs 0.614). This challenges the assumption that mod-
els trained with complex objectives, variational inference, adversarial training, and
probabilistic latent variables necessarily produce richer or more structured represen-
tations. Anomaly clustering performance may depend more on how well a model
preserves the global structure of the input than on its ability to model fine-grained
temporal dynamics, and objectives that linear methods such as PCA are explicitly
designed for. The gap may also reflect the fact that complex models are optimised
for reconstruction or detection, objectives that do not directly reward cluster sepa-
rability in latent space.

Interestingly, centroid-based methods (Fuzzy C-Means and K-Means) dominate as
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the best performing clustering algorithm across models and datasets, with DBSCAN
producing the best result in only isolated cases. Rather than reflecting a strict dom-
inance of K-Means specifically, as mentioned in Section 6.3, this suggests that au-
toencoder representations tend to produce latent spaces with cluster geometry that
centroid-based methods are well suited for. Reconstruction-based training implicitly
discourages irregular or extreme encodings, producing a compact, bounded latent
distribution. In the case of VAE, this regularisation is explicit, the KL divergence
term directly penalises deviation from a unit Gaussian prior, creating a centroid-
friendly latent geometry as an expected outcome. That FCM, as a soft generalisation
of K-Means, performs comparably further supports this interpretation. The cases
where DBSCAN outperforms centroid-based methods may correspond to the com-
bination of model and dataset where latent geometry is denser or more irregularly
shaped, but results indicate that these are exceptions. It is worth noting that fix-
ing clustering hyperparameters across all models and noise levels may disadvantage
DBSCAN disproportionately, since its performance is particularly sensitive to the
choices of hyperparameters relative to the local density of a given latent space, as
small mismatches can cause points to be classified as noise or cause distinct clusters
to merge. The observed dominance of centroid-based methods should therefore be
interpreted with this in mind.

5.7.3 Interpretability

This section discusses the interpretability results for the SMD dataset and the case
study.

5.7.3.1 SMD

The interpretability results on SMD demonstrate that the latent-space groupings
produced by the LSTM, combined with UMAP and K-Means clustering, produce
groupings that are largely explainable in terms of distinct feature-level patterns.
Four of the six machines exhibit highly distinct profiles under both the cluster
prototype T 4 and the reconstruction-error profile a 4, with non-overlapping dominant
features across clusters.

The mean pairwise cosine distance of 0.859 between cluster prototypes indicates
that the clusters occupy largely orthogonal directions in feature space, meaning that
each group is characterised by a different subset of features. This directly addresses
RQ3: the latent-space groupings are not arbitrary but correspond to distinguishable
behavioural patterns in the original input space. Machine-2-4, for example, is driven
by feature F22 which appears in no other machine’s top features, making its cluster
immediately identifiable to an engineer inspecting the results.

The partial agreement between prototypes and error profiles (overlap ranging from
1/3 to 3/3 per machine) confirms that both measures are necessary for a complete
assessment. Machine-2-2 shows perfect alignment with its anomalies being charac-
terised by features F1-F3 in both the raw data and the model’s reconstruction errors,
indicating that these features are simultaneously abnormal in value and difficult for
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the model to reconstruct.

The shared reconstruction failure on feature F9 between machines 1-7 and 3-6 (co-
sine distance 0.012) represents a limitation: while the latent space separates these
machines geometrically (contributing to the overall ARI of 0.611), the model’s ez-
planation of why they are anomalous is indistinguishable. This suggests that F9
exhibits temporal dynamics that the LSTM consistently fails to capture, indepen-
dent of machine identity. From a practical standpoint, an engineer inspecting an
anomaly dominated by F9 would require additional context to determine its origin,
while it can reduce the search space.

5.7.3.2 Industrial Case Study

The results from the industrial case study reveal several findings regarding the ap-
plicability of learned representations to large-scale heterogeneous time-series data.

The discovered clusters do not align with the pseudo-labels derived from error-
message similarity. The LSTM encoder groups runs by the similarity of their PM
dynamics, which features are active, at what magnitudes, and with what tempo-
ral patterns, rather than by which error message was produced. Two runs that
trigger the same textual error message may exhibit fundamentally different system
behaviour, and conversely, runs from different pseudo-label clusters may share nearly
identical PM dynamics. This suggests that error-message-based clustering captures
symptom similarity, while PM-dynamics-based clustering captures behavioural sim-
ilarity. For root-cause analysis, the latter may be more informative, as it reflects
what the system was actually doing rather than what symptom it reported.

The feature categories that dominate the cluster prototypes x4 largely overlap with
those dominating the reconstruction-error profiles a4 for the same cluster. This
indicates consistency between the features that characterise a cluster’s behaviour
and the features the model finds difficult to reconstruct. In practical terms, the
features that distinguish one failure mode from another are also the features that
deviate most from the patterns learned during training, reinforcing their diagnostic
relevance.

The LSTM architecture requires all input windows to have the same number of
features, forcing the analysis to use only the common non-constant features across
all runs (=~ 2800). Since individual test executions contain between 15000 and
> 100000 non-constant features, this restriction discards more than 97% of the
available signal in the worst case. The information lost may include features that
are uniquely active during specific failure modes and therefore highly discriminative.
This represents a fundamental scalability limitation of cross-feature architectures
when applied to heterogeneous industrial data, and motivates the exploration of
architectures that can operate on variable-sized feature sets without requiring a
shared feature vocabulary. In this context, models whose architecture does not
depend on a fixed number of input features are of particular interest, as they can
process each run’s full feature set without requiring alignment to a shared feature
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space.

5.7.4 Computational Trade-offs

The cost-performance results reveal a consistent pattern across all three datasets:
the marginal accuracy gains in anomaly detection performance from complex archi-
tectures come at disproportionately higher computational cost.

Across the datasets, moving from simple linear methods such as PCA and RP to
neural approaches provides performance improvements, indicating that nonlinear
representations capture important structure that traditional methods miss. How-
ever, further increases in architectural complexity yield diminishing returns. Models
with substantially larger parameter counts and computational requirements often
produce only incremental improvements in detection performance, suggesting that
complexity alone is not a reliable predictor of effectiveness.

The scaling behaviour across datasets further highlights these trade-offs. Traditional
methods maintain negligible fitting costs regardless of dataset size, whereas neural
approaches become increasingly expensive to train as sequence length and tempo-
ral complexity grow. This effect is particularly pronounced for Transformer-based
architectures, whose self-attention mechanism scales poorly with longer sequences.
As a result, methods that perform competitively on smaller datasets may become
considerably less practical when deployed on larger industrial systems with respect
to computational costs.

Inference costs are on the other hand less dramatic. All methods achieve sub-
millisecond inference cost per sample, indicating that they would be suitable for
deployment in real-time systems. However, differences that appear small in indi-
vidual predictions can accumulate in high-throughput streaming system processing
hundreds or thousands of observations each second.

These findings directly address RQ4: increased complexity does not uniformly justify
its cost. The choice of method should be guided by operational constraints and per-
formance requirements. When training resources are limited or frequent retraining
is required, PCA or RP offer strong cost-effectiveness while retaining a large propor-
tion of the achievable detection performance. When maximising detection accuracy
is the primary objective and computational resources are available, sequence-based
models such as LSTMs and OmniAnomaly provide the greatest benefit. Intermedi-
ate approaches such as AE, VAE, and USAD offer a practical compromise, achieving
competitive performance without the computational burden of the most complex ar-
chitectures.

The cost-performance relationship remains largely consistent when considering clus-
tering rather than anomaly detection. On SMD, the LSTM encoder combined with
UMAP achieves the highest clustering ARI (0.614), but PCA+UMAP follows closely
at 0.572, a gap of 0.04 that comes at over 100x the training cost. On SMAP,
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PCA+tSNE (0.397) trails the best model, OmniAnomaly (0.490), by a similar mar-
gin, and several complex architectures (VAE, AE, DAGMM) perform comparably
to PCA. This reinforces the overall finding: increased model complexity provides
modest gains across both detection and clustering tasks, and traditional methods
remain competitive baselines relative to their computational cost. The exception
is RP, which performs notably worse for clustering (ARI = 0.248 on SMD) despite
strong detection and stability scores, suggesting that its geometry-preserving projec-
tion retains information sufficient for anomaly scoring but insufficient for separating
distinct behavioural groups.
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Related Work

This chapter will describe related work in field and connect them to this project.

6.1 Reconstruction-based Anomaly Detection

Anomaly detection in multivariate time-series data is a well-studied problem within
machine learning research. Reconstruction-based anomaly detection has emerged as
a widely adopted approach, typically relying on models that learn representations of
normal system behaviour and identify anomalies through reconstruction error when
observed data deviate from learned patterns.

Several recent works have proposed specialised architectures for unsupervised anomaly
detection in multivariate time-series settings. The following sections briefly describe
a selection of influential approaches and discuss how their underlying ideas relate to
the models and methodologies explored in this thesis.

6.1.1 DAGMM

DAGMM (Deep Autoencoding Gaussian Mixture Model) [61] is a joint optimization
approach combining representation learning and density-based anomaly detection.
It does so by learning a latent embedding of the input using an autoencoder while
simultaneously fitting a Gaussian Mixture Model over the latent space to estimate
the probability density of the observation.

The Gaussian Mixture Model plays a similar role to the latent-space regularisation
in Variational Autoencoders, as described in Section 2.2.2. Both methods impose
structure on the learned latent representation but while VAEs regularise the latent
space towards a predefined prior distribution, DAGMM learns the latent density
directly using the GMM.

Anomaly scores are then computed by combining the reconstruction error and the
likelihood under the learned mixture model, i.e. how probable the latent represen-
tation is under the learned distribution of normal data. This allows the method to
account for the structure of the latent space when predicting anomalies.
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DAGMM was originally proposed as a general-purpose anomaly detection method
and evaluated primarily on static tabular datasets. As a result, it does not explicitly
model temporal dependencies, which limits its direct applicability to sequential data
but makes it an important early baseline for combining reconstruction and latent-
space density estimation approaches.

6.1.2 USAD

USAD (UnSupervised Anomaly Detection) [60] is a reconstruction-based learning
approach that aims to improve the separation between normal and anomalous be-
haviour in the latent space by introducing an adversarial training architecture.

The model is a dual-autoencoder where one encoder feeds in to two separate de-
coders, Dy and Dy, trained in an alternating fashion, D, is trained in the standard
autoencoder fashion with an aim to minimise reconstruction error with respect to
the input. Dy is then trained using the original input combined with the reconstruc-
tion error of the first decoder, effectively learning to model the residual information
not captured by D;. This setup encourages the encoder to produce representations
that are useful for reconstruction and sensitive to deviations from normal expected
behaviour.

6.1.3 OmniAnomaly

OmniAnomaly [38] extends the reconstruction-based anomaly detection approach
with recurrence, enabling the model to capture temporal dependencies using a
stochastic recurrent variational autoencoder architecture.

The recurrence in the OmniAnomaly model adopts the Gated Recurrence Unit
(GRU), which is a streamlined version of the LSTM states (described in Section
2.2.3.1) that merges the cell state and hidden state to a single vector using 'reset’
and "update" gates to decide what information is kept from past and passed along
to future observations.

OmniAnomaly regularises the latent space produced by the encoder, producing a
probability distribution for each observation rather than a deterministic embedding
and encouraging the latent space towards a predefined prior distribution using KL-
loss, as described in Section 2.2.2.

6.1.4 TranAD

TranAD [42] is a transformer-based architecture for multivariate time-series anomaly
detection that leverages self-attention to capture long-range dependencies between
datapoints. The attention mechanisms allows TranAD to model temporal rela-
tionships more efficiently as compared to recurrence based architectures like Omni-
Anomaly as it processes these simultaneously rather than sequentially, this attribute
is further explained in Section 2.2.3.2.
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Similar to USAD, TranAD introduces a multi-step reconstruction strategy, where
an initial reconstruction is refined, but in this case using anomaly-aware attention
mechanisms. This iterative approach improves the separation between normal and
anomalous behaviour in the produced latent space by conditioning later reconstruc-
tion stages on information from earlier reconstruction errors. Unlike USAD which
achieves this using a dual decoder approach, TranAD employs self-attention to dy-
namically attend to regions that are difficult to reconstruct, encouraging the model
to emphasise anomalous temporal patterns.

6.2 Evaluations in Anomaly Detection

Selecting a suitable algorithm in time-series anomaly detection remains a challenge
due to the diversity of anomaly types and data characteristics. Schmidl et al. [15]
conducted a very thorough evaluation of 71 algorithms! across 976 datasets, con-
cluding that no single algorithm consistently outperforms others across all scenarios.
Their research highlights that while there is a trend toward complex deep learning
architecture, these models are not yet competitive in terms of detection effectiveness
despite their significantly higher computational cost.

Simpler models were instead found to often yield performance almost as good as
the more sophisticated models. An example is the DWT-MLEAD algorithm, which
was identified as having the best cost/benefit ratio, achieving an average AUC-
ROC of 83% with an outstanding runtime of only 2.2ms per datapoint. This trend
is also one we see in our evaluations, especially on the smaller datasets, where
traditional linear projections like PCA and Random Projections achieved F1-scores
very close to complex deep learning models like TransAE while requiring only a
fraction of the training time. Our results on SMD further confirm this, showing
that computationally heavy models, such as attention-based (TransAE) and LSTM-
based architectures, sometimes performed worse in terms of F'1 score and MCC
scores than the simpler baseline models. This supports the conclusion that increased
model complexity does not necessarily translate into better detection accuracy, and
fine-grained anomaly detection remains a significant challenge on smaller datasets,
even for the more complex sequence models.

The study also identified that anomaly difficulty is heavily dictated by the type of
anomaly. Obvious outliers, such as spikes in the data, are easy to detect, while
anomalous trends pose a much bigger challenge for current algorithms. Addition-
ally, anomalies in periodic sine waves are significantly easier to identify than those
in chaotic structures, such as Cylinder Bell Funnel oscillations, which often lack
enough structure for models to distinguish normal from abnormal behaviour. Fi-
nally, the study found that most algorithms are very sensitive to their parameter
settings, requiring an average of seven specific settings to perform optimally, which
underscores the importance of the stability metrics prioritised in this thesis.

!Note that all models included in our report, e.g. TranAD and USAD, are not included in this
comprehensive evaluation.
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6.3 The Role of Representation Learning

The evolution of time-series clustering has increasingly shifted toward representa-
tion learning-based methods to handle the complexities of high-dimensional data.
According to a comprehensive survey by Paparrizos et al. [10], clustering techniques
can be unified into a taxonomy consisting of four main groups: distance-based,
distribution-based, subsequence-based, and representation learning-based methods.
Traditional methods relying on Euclidean distance often suffer in the time-series do-
main because of their "lock-step" design, which requires a strict one-to-one mapping
between data points in identical time indices. Because this design forces a point-
by-point comparison, it cannot account for inherent distortions like scaling, shifting
or noise. Representation learning addresses this by utilising a neural network to
map raw input data into a lower-dimensional space. Specifically, generative-based
approaches, such as the autoencoder architecture used in this research, learn robust
representations by minimising reconstruction loss, which serves a dual purpose: Pro-
viding an anomaly score and enabling more effective downstream clustering.

A key objective in modern research is to discover latent spaces that are friendly
to clustering. These spaces are referred to as "k-Means friendly" latent spaces and
are discovered by simultaneously optimising autoencoder parameters and cluster
centroids to ensure the latent structure is inherently suited for partitional grouping.
Our findings contribute to this area by demonstrating that the latent space produced
by an autoencoder becomes remarkably well-suited for k-means clustering, particu-
larly when further refined using UMAP down to 2 or 3 dimensions. Notably, this
suitability emerged as a natural property of the learned representation rather than
through the explicit joint optimisation of centroids often required in existing liter-
ature. This approach also helps avoid the pitfalls of subsequence clustering, which
prior studies warn can produce random or "meaningless" results unless very specific,
difficult conditions are met. By learning a global representation before clustering,
this thesis leverages these latent structures to identify meaningful, diagnostically
useful patterns that are often masked by noise in the raw input data.
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Conclusion

In this thesis we have investigated whether learned representations can produce
stable, interpretable, and diagnostically useful groupings of anomalous behaviour
in high-dimensional multivariate time-series data. Eleven methods were evaluated
spanning traditional linear projections (PCA, KPCA, RP), standard autoencoders
(AE, VAE), temporal architectures (LSTM, TransAE), and specialised anomaly de-
tection models (USAD, DAGMM, TranAD, OmniAnomaly), across three benchmark
datasets and an industrial case study at Ericsson. We address each research question
in turn and suggest directions for future work.

7.1 Summary of Findings

This section answers the research questions presented in Section 3.2, and concludes
the most interesting findings.

7.1.1 RQ1: Reconstruction and Anomaly Detection

No single model consistently outperforms across datasets. OmniAnomaly and LSTM
achieves the highest Fl-scores across all datasets tested in this thesis. However,
traditional methods remain competitive, achieving roughly 90% of the best F1-score
across datasets at a fraction of the computational cost. This confirms recent findings
that increased model complexity does not reliably translate into better detection [15].

7.1.2 RQ2: Stability

On well-structured datasets (SMD, SWaT), several methods achieve perfect or near-
perfect clustering stability under perturbations. On SMAP, where the data exhibits
less distinct cluster boundaries, no method achieves perfect stability. Simpler and
more constrained models (RP, PCA, VAE) tend to produce the most stable repre-
sentations, while more complex architectures (OmniAnomaly, DAGMM) are more
sensitive to perturbations. The traditional methods PCA and RP achieves stabil-
ity comparable to more complex models, indicating that preserving the geometric
structure may be more important for clustering robustness than temporal modelling.
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7.1.3 RQ3: Interpretability

The LSTM encoder combined with UMAP produces groupings that are largely in-
terpretable: cluster prototypes x4 exhibit a mean pairwise cosine distance of 0.859,
indicating that clusters are characterised by distinct feature subsets. In the indus-
trial case study, the discovered clusters are dominated by distinct system compo-
nents (coordination services, memory allocation, database metrics), demonstrating
that the latent space captures structurally meaningful behavioural differences. As
the method clusters the test executions based on PM dynamics rather than textual
log pseudo-label, providing a complementary view to diagnose cause of failure. The
consistency between cluster prototypes and reconstruction-error profiles reinforces
the diagnostic relevance.

7.1.4 RQ4: Computational Trade-offs

While neural network architectures achieved the highest results across datasets,
increased model complexity does not result in significant performance gain.

The relationship between model complexity and performance is non-linear. Initial
gains from moving beyond linear projections are substantial, but further architec-
tural complexity yields small returns for anomaly detection. For clustering, the
additional cost of temporal models (LSTM) is better justified, as they produce la-
tent spaces with meaningfully higher ARI. The choice of method should be guided
by the primary downstream task: PCA or RP for cost-sensitive detection scenarios,
and LSTM-based architectures when clustering quality is the primary concern.

7.1.5 Bridging Detection and Clustering

A key contribution of this work is demonstrating that reconstruction-based latent
spaces are naturally suited for centroid-based clustering. This emerges as a by-
product of the reconstruction objective, without requiring joint optimisation of clus-
ter centroids. However, strong anomaly detection performance did not always lead
to good clustering performance and thus neither task is a good predictor of a models
performance on the other.

7.1.6 Industrial Applicability

The case study shows that the learned representations can capture meaningful be-
havioural patterns in heterogeneous, industrial high-dimensional time-series data.
Although the discovered clusters do not align with the textual log-based pseudo-
labels, they instead group test runs according to similarities in their performance
metrics dynamics, suggesting value for behavioural analysis and supporting root-
cause investigation. The study also reveals scalability limitations of proposed archi-
tectures. As the architectures require a shared input feature space across test runs,
many available signals must be discarded when the feature space varies between ex-
ecutions. Traditional methods, that are agnostic to feature dimensionality, proved
infeasible due to memory constraints. These finding highlight both the potential
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of learned representations and the practical challenges that motivate the future re-
search directions presented below.

7.2 Future Work

Given the conclusions we suggest two possible future directions of work:

o Joint optimisation. Exploring loss functions that simultaneously optimise
for reconstruction quality and cluster separability in the latent space, poten-
tially closing the gap between detection and clustering performance.

e Variable-dimension architectures. Developing or adapting models that

handle variable feature sets without requiring alignment to a shared vocabu-
lary, addressing the primary scalability limitation identified in the case study.
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The exhaustive tables below shows the results of all combinations of clustering
methods and autoencoder architectures.
o0 €{0.1,0.5,1.0,2.0} to see how robust the different methods were under Gaussian

noise.

Table 8.1: Full evaluation of clustering stability across models at different noise

Appendix 1

levels on SWa'T dataset

S

4 different noise-levels were tried with

Encoder Clustering o  ARI ARIstd Sil. (clean) Sil. (noisy)
PCA KMeans 0.10 0.996  0.006 0.949 0.949
PCA KMeans 0.50 0.993  0.007 0.949 0.949
PCA KMeans ~ 1.00 0.992  0.006 0.949 0.949
PCA KMeans 2.00 0.992  0.006 0.949 0.949
PCA FCM 0.10 1.000  0.000 0.580 0.580
PCA FCM 0.50 1.000  0.000 0.580 0.579
PCA FCM 1.00 1.000  0.000 0.580 0.577
PCA FCM 2.00 1.000  0.000 0.580 0.570
PCA DBSCAN 0.10 0.999  0.004 0.953 0.953
PCA DBSCAN 0.50 0.994  0.006 0.953 0.951
PCA DBSCAN 1.00 0.994  0.006 0.953 0.951
PCA DBSCAN 2.00 0.994  0.006 0.953 0.951
KPCA KMeans 0.10 1.000  0.000 0.904 0.903
KPCA KMeans  0.50 1.000  0.001 0.904 0.899
KPCA KMeans 1.00 0.999  0.001 0.904 0.839
KPCA KMeans 2.00 0.996  0.002 0.904 0.850
KPCA FCM 0.10 1.000  0.000 0.903 0.903
KPCA FCM 0.50 0.999  0.001 0.903 0.899
KPCA FCM 1.00 0.998  0.002 0.903 0.888
KPCA FCM 2.00 0.990  0.005 0.903 0.832
KPCA DBSCAN 0.10 1.000  0.000 0.878 0.879
KPCA DBSCAN 0.50 0.989  0.001 0.878 0.874
KPCA DBSCAN 1.00 0.505  0.000 0.878 0.622
KPCA DBSCAN 2.00 0.000  0.000 0.878 nan

Continued on next page
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Table 8.1 — continued from previous page

Encoder Clustering o  ARI ARIstd Sil. (clean) Sil. (noisy)
RP KMeans 0.10 1.000  0.000 0.972 0.972
RP KMeans 0.50 1.000  0.000 0.972 0.971
RP KMeans ~ 1.00 1.000  0.000 0.972 0.970
RP KMeans 2.00 0.999  0.004 0.972 0.965
RP FCM 0.10 0.979  0.008 0.349 0.348
RP FCM 0.50 0.958  0.008 0.349 0.317
RP FCM 1.00 0.878  0.023 0.349 0.266
RP FCM 2.00 0.490  0.038 0.349 0.088
RP DBSCAN 0.10 1.000  0.000 0.955 0.955
RP DBSCAN 0.50 1.000  0.000 0.955 0.954
RP DBSCAN 1.00 1.000  0.000 0.955 0.952
RP DBSCAN 2.00 1.000  0.000 0.955 0.946
AE KMeans 0.10 1.000  0.000 0.943 0.943
AE KMeans  0.50 0.995 0.010 0.943 0.945
AE KMeans 1.00 0.992  0.012 0.943 0.946
AE KMeans 2.00 0.980  0.011 0.943 0.949
AE FCM 0.10 0.998  0.001 0.398 0.398
AE FCM 0.50 0.977  0.006 0.398 0.396
AE FCM 1.00 0.956  0.011 0.398 0.392
AE FCM 2.00 0.904 0.014 0.398 0.380
AE DBSCAN 0.10 0.995  0.006 0.945 0.944
AE DBSCAN 0.50 0.995  0.006 0.945 0.944
AE DBSCAN 1.00 0.995  0.006 0.945 0.943
AE DBSCAN 2.00 0.995 0.006 0.945 0.943
LSTM KMeans 0.50 0.998  0.002 0.549 0.544
LSTM KMeans 1.00 0.984  0.004 0.549 0.534
LSTM KMeans 2.00 0.973 0.019 0.549 0.498
LSTM KMeans 0.10 0.995 0.014 0.549 0.549
LSTM FCM 0.10 1.000  0.000 0.515 0.515
LSTM FCM 0.50 0.997  0.002 0.515 0.510
LSTM FCM 1.00 0.991  0.002 0.515 0.497
LSTM FCM 2.00 0.965  0.042 0.515 0.443
LSTM DBSCAN 0.10 0.999  0.001 0.594 0.593
LSTM DBSCAN 0.50 0.997  0.001 0.594 0.580
LSTM DBSCAN 1.00 0.985  0.004 0.594 0.535
LSTM DBSCAN 2.00 0.755  0.103 0.594 0.363
TransAE KMeans 0.10 0.998  0.001 0.605 0.605
TransAE KMeans 0.50 0.997  0.001 0.605 0.598
TransAE KMeans 1.00 0.993  0.006 0.605 0.582
TransAE KMeans 2.00 0.930  0.023 0.605 0.545
TransAE FCM 0.10 1.000  0.000 0.601 0.600
TransAE FCM 0.50 0.930  0.103 0.601 0.552

Continued on next page
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Table 8.1 — continued from previous page

Encoder Clustering o  ARI ARIstd Sil. (clean) Sil. (noisy)
TransAE FCM 1.00 0.948  0.092 0.601 0.550
TransAE FCM 2.00 0.733  0.007 0.601 0.384
TransAE DBSCAN 0.10 1.000  0.000 0.661 0.661
TransAE DBSCAN 0.50 0.953 0.124 0.661 0.634
TransAE DBSCAN 1.00 0.779  0.208 0.661 0.560
TransAE DBSCAN 2.00 0.546  0.004 0.661 0.435
VAE KMeans 0.10 1.000  0.000 0.962 0.962
VAE KMeans 0.50 1.000  0.000 0.962 0.962
VAE KMeans 1.00 1.000  0.000 0.962 0.962
VAE KMeans 2.00 1.000  0.000 0.962 0.962
VAE FCM 0.10 1.000  0.000 0.411 0.410
VAE FCM 0.50 0.998  0.002 0.411 0.409
VAE FCM 1.00 0.994  0.002 0.411 0.404
VAE FCM 2.00 0.988  0.002 0.411 0.390
VAE DBSCAN 0.10 1.000  0.000 0.958 0.958
VAE DBSCAN 0.50 1.000  0.000 0.958 0.958
VAE DBSCAN 1.00 1.000  0.000 0.958 0.958
VAE DBSCAN 2.00 1.000  0.000 0.958 0.957
DAGMM KMeans 0.10 0.995  0.004 0.639 0.638
DAGMM KMeans 0.50 0.983  0.006 0.639 0.620
DAGMM KMeans 1.00 0.974  0.008 0.639 0.580
DAGMM KMeans 2.00 0.930 0.010 0.639 0.486
DAGMM FCM 0.10 0.933  0.095 0.582 0.564
DAGMM FCM 0.50 0.889  0.060 0.582 0.528
DAGMM FCM 1.00 0.854  0.020 0.582 0.501
DAGMM FCM 2.00 0.711  0.106 0.582 0.419
DAGMM DBSCAN 0.10 0.998  0.005 0.467 0.464
DAGMM DBSCAN 0.50 0.971  0.070 0.467 0.440
DAGMM DBSCAN 1.00 0.877  0.122 0.467 0.380
DAGMM DBSCAN 2.00 0.731  0.067 0.467 0.266
OmniAnomaly KMeans 0.10 0.995  0.003 0.463 0.458
OmniAnomaly KMeans 0.50 0.984  0.006 0.463 0.389
OmniAnomaly KMeans 1.00 0.493  0.063 0.463 0.281
OmniAnomaly KMeans 2.00 0.470 0.011 0.463 0.202
OmniAnomaly FCM 0.10 0.991  0.002 0.440 0.436
OmniAnomaly FCM 0.50 0.865  0.121 0.440 0.373
OmniAnomaly FCM 1.00 0.646  0.013 0.440 0.249
OmniAnomaly FCM 2.00 0.521  0.012 0.440 0.185
OmniAnomaly DBSCAN 0.10 0.606  0.017 —0.289 —0.295
OmniAnomaly DBSCAN 0.50 0.096  0.000 —0.289 nan
OmniAnomaly DBSCAN 1.00 0.096  0.000 —0.289 nan
OmniAnomaly DBSCAN 2.00 0.096  0.000 —0.289 nan
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Table 8.1 — continued from previous page

Encoder Clustering o  ARI ARIstd Sil. (clean) Sil. (noisy)
USAD KMeans 0.10 0.769  0.354 0.968 0.899
USAD KMeans 0.50 0.692  0.378 0.968 0.875
USAD KMeans 1.00 0.846  0.308 0.968 0.920
USAD KMeans 2.00 0.923  0.230 0.968 0.943
USAD FCM 0.10 0.998  0.002 0.736 0.736
USAD FCM 0.50 0.992  0.004 0.736 0.734
USAD FCM 1.00 0.988  0.005 0.736 0.729
USAD FCM 2.00 0.978  0.005 0.736 0.714
USAD DBSCAN 0.10 0.976  0.009 0.798 0.825
USAD DBSCAN 0.50 0.871  0.033 0.798 0.847
USAD DBSCAN 1.00 0.762  0.036 0.798 0.839
USAD DBSCAN 2.00 0.652  0.030 0.798 0.829
TranAD KMeans 0.10 1.000  0.000 0.951 0.951
TranAD KMeans  0.50 1.000  0.000 0.951 0.949
TranAD KMeans 1.00 0.982  0.020 0.951 0.950
TranAD KMeans 2.00 0.976  0.008 0.951 0.957
TranAD FCM 0.10 1.000  0.000 0.613 0.612
TranAD FCM 0.50 0.997  0.001 0.613 0.606
TranAD FCM 1.00 0.997  0.000 0.613 0.595
TranAD FCM 2.00 0.995  0.002 0.613 0.566
TranAD DBSCAN 0.10 1.000  0.000 0.740 0.740
TranAD DBSCAN 0.50 0.999  0.000 0.740 0.736
TranAD DBSCAN 1.00 0.997  0.007 0.740 0.728
TranAD DBSCAN 2.00 0.988 0.012 0.740 0.714

Table 8.2: Full evaluation of clustering stability across all models at different noise
levels on SMD (machine-1-1)

Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
PCA KMeans 0.10  0.992 0.002 0.631 0.630
PCA KMeans 0.50  0.958 0.008 0.631 0.601
PCA KMeans  1.00  0.929 0.005 0.631 0.527
PCA KMeans 2.00 0.853 0.010 0.631 0.371
PCA FCM 0.10  0.981 0.003 0.346 0.342
PCA FCM 0.50 0.842 0.007 0.346 0.250
PCA FCM 1.00  0.296 0.014 0.346 0.051
PCA FCM 2.00 0.197 0.003 0.346 0.200
PCA DBSCAN 0.10 0.739 0.024 0.380 0.369
PCA DBSCAN 0.50 0.485 0.035 0.380 nan
PCA DBSCAN 1.00 —-0.052  0.002 0.380 nan
PCA DBSCAN 2.00 0.000 0.000 0.380 nan
KPCA KMeans  0.10 0.984 0.002 0.378 0.373
KPCA KMeans 0.50 0.916 0.010 0.378 0.302
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Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
KPCA KMeans 1.00  0.760 0.039 0.378 0.191
KPCA KMeans 2.00 0.390 0.021 0.378 0.090
KPCA FCM 0.10 0.971 0.003 0.325 0.321
KPCA FCM 0.50 0.814 0.009 0.325 0.246
KPCA FCM 1.00 0437 0.008 0.325 0.113
KPCA FCM 2.00 0.225 0.006 0.325 0.147
KPCA DBSCAN 0.10 0.839 0.014 0.058 —0.021
KPCA DBSCAN 0.50 0.023 0.000 0.058 nan
KPCA DBSCAN 1.00 0.024 0.001 0.058 nan
KPCA DBSCAN 2.00 0.000 0.000 0.058 nan
RP KMeans 0.10  1.000 0.000 0.998 0.998
RP KMeans 0.50  1.000 0.000 0.998 0.997
RP KMeans 1.00  1.000 0.000 0.998 0.996
RP KMeans 2.00 1.000 0.000 0.998 0.995
RP FCM 0.10  1.000 0.000 0.997 0.997
RP FCM 0.50  1.000 0.000 0.997 0.996
RP FCM 1.00  0.041 0.021 0.997 —0.268
RP FCM 2.00 0.010 0.000 0.997 0.063
RP DBSCAN 0.10  1.000 0.000 nan nan
RP DBSCAN 0.50 1.000 0.000 nan nan
RP DBSCAN 1.00 1.000 0.000 nan nan
RP DBSCAN 2.00 1.000 0.000 nan nan
AE KMeans 0.10  1.000 0.000 0.995 0.995
AE KMeans 0.50 1.000 0.000 0.995 0.995
AE KMeans 1.00  1.000 0.000 0.995 0.995
AE KMeans 2.00 1.000 0.000 0.995 0.994
AE FCM 0.10 0.993 0.002 0.772 0.772
AE FCM 0.50 0.968 0.006 0.772 0.770
AE FCM 1.00 0.935 0.006 0.772 0.762
AE FCM 2.00 0.845 0.010 0.772 0.729
AE DBSCAN 0.10 1.000 0.000 nan nan
AE DBSCAN 0.50 1.000 0.000 nan nan
AE DBSCAN 1.00 1.000 0.000 nan nan
AE DBSCAN 2.00 1.000 0.000 nan nan
LSTM KMeans 0.10 0.985 0.002 0.459 0.455
LSTM KMeans 0.50 0.922 0.004 0.459 0.394
LSTM KMeans 1.00 0.557 0.153 0.459 0.252
LSTM KMeans 2.00 0.322 0.010 0.459 0.192
LSTM FCM 0.10 0.927 0.004 0.316 0.313
LSTM FCM 0.50 0.703 0.006 0.316 0.270
LSTM FCM 1.00 0.515 0.005 0.316 0.219
LSTM FCM 2.00 0.269 0.005 0.316 0.123
LSTM DBSCAN 0.10 0.893 0.004 0.150 0.215
LSTM DBSCAN 0.50 0.084 0.008 0.150 —0.143
LSTM DBSCAN 1.00 —-0.073  0.005 0.150 —0.327
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Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
LSTM DBSCAN 2.00 0.000 0.000 0.150 nan
TransAE KMeans 0.10 0974 0.002 0.489 0.487
TransAE KMeans 0.50  0.827 0.008 0.489 0.390
TransAE KMeans 1.00  0.366 0.022 0.489 0.235
TransAE KMeans 2.00 0.165 0.008 0.489 0.168
TransAE FCM 0.10 0.910 0.005 0.319 0.311
TransAE FCM 0.50 0.514 0.005 0.319 0.251
TransAE FCM 1.00  0.300 0.008 0.319 0.178
TransAE FCM 2.00 0.111 0.004 0.319 0.061
TransAE DBSCAN 0.10 0.820 0.170 —0.113 0.041
TransAE DBSCAN 0.50 0.230 0.014 —0.113 0.316
TransAE DBSCAN 1.00 0.148 0.006 —0.113 0.462
TransAE DBSCAN 2.00 0.134 0.004 —0.113 0.500
VAE KMeans 0.10  1.000 0.000 0.998 0.998
VAE KMeans 0.50  1.000 0.000 0.998 0.997
VAE KMeans 1.00  1.000 0.000 0.998 0.996
VAE KMeans 2.00  1.000 0.000 0.998 0.995
VAE FCM 0.10  1.000 0.000 0.998 0.998
VAE FCM 0.50  1.000 0.000 0.998 0.997
VAE FCM 1.00  0.006 0.000 0.998 0.219
VAE FCM 2.00 0.007 0.000 0.998 0.376
VAE DBSCAN 0.10 1.000 0.000 nan nan
VAE DBSCAN 0.50 1.000 0.000 nan nan
VAE DBSCAN 1.00 1.000 0.000 nan nan
VAE DBSCAN 2.00 1.000 0.000 nan nan
DAGMM KMeans 0.10 0.838 0.053 0.566 0.553
DAGMM KMeans 0.50  0.490 0.021 0.566 0.467
DAGMM KMeans 1.00 0.321 0.009 0.566 0.403
DAGMM KMeans 2.00 0.168 0.004 0.566 0.326
DAGMM FCM 0.10  0.897 0.008 0.561 0.555
DAGMM FCM 0.50 0.535 0.012 0.561 0.468
DAGMM FCM 1.00 0.335 0.008 0.561 0.400
DAGMM FCM 2.00 0.170 0.005 0.561 0.321
DAGMM DBSCAN 0.10 0.767 0.028 nan nan
DAGMM DBSCAN 0.50 0.004 0.001 nan nan
DAGMM DBSCAN 1.00 —-0.012 0.001 nan nan
DAGMM DBSCAN 2.00 —0.008  0.003 nan nan
OmniAnomaly KMeans 0.10 0972 0.004 0.510 0.454
OmniAnomaly KMeans 0.50 0.779 0.014 0.510 0.165
OmniAnomaly KMeans 1.00  0.425 0.029 0.510 0.063
OmniAnomaly KMeans 2.00 0.236 0.007 0.510 0.027
OmniAnomaly FCM 0.10  0.952 0.004 0.501 0.438
OmniAnomaly FCM 0.50  0.511 0.004 0.501 0.118
OmniAnomaly FCM 1.00 0.164 0.002 0.501 0.118
OmniAnomaly FCM 2.00 0.129 0.003 0.501 0.059
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Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
OmniAnomaly DBSCAN 0.10  1.000 0.000 nan nan
OmniAnomaly DBSCAN 0.50 1.000 0.000 nan nan
OmniAnomaly DBSCAN 1.00 1.000 0.000 nan nan
OmniAnomaly DBSCAN 2.00 1.000 0.000 nan nan
USAD KMeans 0.10  1.000 0.000 0.977 0.977
USAD KMeans 0.50  1.000 0.000 0.977 0.976
USAD KMeans 1.00  1.000 0.000 0.977 0.974
USAD KMeans 2.00  1.000 0.000 0.977 0.968
USAD FCM 0.10  0.940 0.005 0.478 0.475
USAD FCM 0.50 0.734 0.007 0.478 0.445
USAD FCM 1.00 0.531 0.009 0.478 0.411
USAD FCM 2.00 0.297 0.007 0.478 0.373
USAD DBSCAN 0.10  1.000 0.000 nan nan
USAD DBSCAN 0.50 0.995 0.010 nan nan
USAD DBSCAN 1.00 0.987 0.013 nan nan
USAD DBSCAN 2.00 0.952 0.017 nan nan
TranAD KMeans 0.10  1.000 0.000 0.998 0.998
TranAD KMeans 0.50 1.000 0.000 0.998 0.997
TranAD KMeans 1.00 0.987 0.020 0.998 0.997
TranAD KMeans 2.00 0.974 0.021 0.998 0.996
TranAD FCM 0.10  1.000 0.000 0.998 0.998
TranAD FCM 0.50  1.000 0.000 0.998 0.997
TranAD FCM 1.00  0.987 0.020 0.998 0.997
TranAD FCM 2.00 0.978 0.022 0.998 0.996
TranAD DBSCAN 0.10 0.980 0.019 nan nan
TranAD DBSCAN 0.50 0.965 0.017 nan nan
TranAD DBSCAN 1.00 0.960 0.012 nan nan
TranAD DBSCAN 2.00 0.959 0.026 nan nan

Table 8.3: Full evaluation of clustering stability across all models at different noise
levels SMAP D-1

Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
PCA KMeans 0.10  0.998 0.001 0.549 0.548
PCA KMeans 0.50 0.983 0.008 0.549 0.530
PCA KMeans  1.00 0.886 0.142 0.549 0.489
PCA KMeans 2.00 0.725 0.147 0.549 0.400
PCA FCM 0.10  0.992 0.003 0.533 0.532
PCA FCM 0.50  0.959 0.007 0.533 0.510
PCA FCM 1.00  0.888 0.006 0.533 0.460
PCA FCM 2.00 0.767 0.024 0.533 0.374
PCA DBSCAN 0.10 0.961 0.011 0.358 0.365
PCA DBSCAN 0.50 0.717 0.014 0.358 0.343
PCA DBSCAN 1.00 —-0.002  0.001 0.358 nan
PCA DBSCAN 2.00 0.000 0.000 0.358 nan
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Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
KPCA KMeans 0.10  0.998 0.002 0.558 0.558
KPCA KMeans 0.50 0.976 0.007 0.558 0.549
KPCA KMeans 1.00  0.942 0.006 0.558 0.526
KPCA KMeans 2.00 0.814 0.017 0.558 0.451
KPCA FCM 0.10  0.999 0.001 0.558 0.558
KPCA FCM 0.50 0.982 0.004 0.558 0.548
KPCA FCM 1.00  0.947 0.006 0.558 0.523
KPCA FCM 2.00 0.710 0.020 0.558 0.437
KPCA DBSCAN 0.10 0.991 0.004 0.316 0.320
KPCA DBSCAN 0.50 0.637 0.004 0.316 nan
KPCA DBSCAN 1.00 0.647 0.106 0.316 nan
KPCA DBSCAN 2.00 0.000 0.000 0.316 nan
RP KMeans 0.10  0.965 0.007 0.462 0.457
RP KMeans 0.50  0.837 0.013 0.462 0.357
RP KMeans 1.00  0.652 0.016 0.462 0.262
RP KMeans 2.00 0.534 0.011 0.462 0.173
RP FCM 0.10  0.957 0.006 0.435 0.424
RP FCM 0.50 0.766 0.014 0.435 0.330
RP FCM 1.00  0.633 0.012 0.435 0.258
RP FCM 2.00 0.554 0.008 0.435 0.157
RP DBSCAN 0.10 0.975 0.004 0.262 0.305
RP DBSCAN 0.50 0.000 0.000 0.262 nan
RP DBSCAN 1.00 0.000 0.000 0.262 nan
RP DBSCAN 2.00 0.000 0.000 0.262 nan
AE KMeans 0.10 0.994 0.002 0.498 0.496
AE KMeans 0.50  0.968 0.008 0.498 0.460
AE KMeans 1.00 0917 0.008 0.498 0.389
AE KMeans 2.00 0.727 0.023 0.498 0.265
AE FCM 0.10 0977 0.003 0.472 0.470
AE FCM 0.50 0.876 0.011 0.472 0.434
AE FCM 1.00  0.615 0.077 0.472 0.394
AE FCM 2.00  0.570 0.037 0.472 0.279
AE DBSCAN 0.10 0.964 0.011 0.375 0.363
AE DBSCAN 0.50 0.458 0.017 0.375 0.019
AE DBSCAN 1.00 0.007 0.004 0.375 nan
AE DBSCAN 2.00 0.000 0.000 0.375 nan
LSTM KMeans 0.10 0.984 0.007 0.590 0.589
LSTM KMeans 0.50  0.938 0.007 0.590 0.584
LSTM KMeans 1.00  0.863 0.015 0.590 0.575
LSTM KMeans 2.00 0.720 0.018 0.590 0.559
LSTM FCM 0.10  0.991 0.003 0.590 0.590
LSTM FCM 0.50 0.945 0.007 0.590 0.585
LSTM FCM 1.00  0.879 0.010 0.590 0.576
LSTM FCM 2.00 0.737 0.014 0.590 0.558
LSTM DBSCAN 0.10 0.975 0.006 0.343 0.375
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Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
LSTM DBSCAN 0.50 0.920 0.012 0.343 0.320
LSTM DBSCAN 1.00 0.845 0.013 0.343 0.400
LSTM DBSCAN 2.00 0.599 0.036 0.343 0.305
TransAE KMeans 0.10  0.993 0.003 0.588 0.588
TransAE KMeans 0.50  0.929 0.009 0.588 0.581
TransAE KMeans 1.00  0.857 0.012 0.588 0.552
TransAE KMeans 2.00 0.631 0.036 0.588 0.486
TransAE FCM 0.10  0.988 0.004 0.588 0.588
TransAE FCM 0.50  0.919 0.007 0.588 0.580
TransAE FCM 1.00 0.844 0.009 0.588 0.552
TransAE FCM 2.00 0.673 0.020 0.588 0.484
TransAE DBSCAN 0.10 0.983 0.004 0.339 0.352
TransAE DBSCAN 0.50 0.886 0.012 0.339 0.390
TransAE DBSCAN 1.00 0.737 0.016 0.339 0.401
TransAE DBSCAN 2.00 0.635 0.016 0.339 0.335
VAE KMeans 0.10  0.979 0.005 0.569 0.559
VAE KMeans 0.50  0.919 0.005 0.569 0.446
VAE KMeans 1.00 0.811 0.016 0.569 0.342
VAE KMeans 2.00 0.584 0.025 0.569 0.243
VAE FCM 0.10  0.980 0.004 0.559 0.547
VAE FCM 0.50  0.836 0.012 0.559 0.410
VAE FCM 1.00  0.736 0.013 0.559 0.325
VAE FCM 2.00 0.611 0.015 0.559 0.224
VAE DBSCAN 0.10 0.911 0.011 0.338 0.282
VAE DBSCAN 0.50 0.000 0.000 0.338 nan
VAE DBSCAN 1.00 0.000 0.000 0.338 nan
VAE DBSCAN 2.00 0.000 0.000 0.338 nan
DAGMM KMeans 0.10 0.981 0.004 0.546 0.539
DAGMM KMeans 0.50 0.878 0.014 0.546 0.445
DAGMM KMeans 1.00  0.660 0.035 0.546 0.344
DAGMM KMeans 2.00 0411 0.013 0.546 0.254
DAGMM FCM 0.10 0.981 0.004 0.543 0.534
DAGMM FCM 0.50  0.751 0.015 0.543 0.409
DAGMM FCM 1.00  0.587 0.015 0.543 0.334
DAGMM FCM 2.00 0411 0.011 0.543 0.202
DAGMM DBSCAN 0.10 0.979 0.005 0.378 0.366
DAGMM DBSCAN 0.50 0.566 0.010 0.378 nan
DAGMM DBSCAN 1.00 0.006 0.004 0.378 nan
DAGMM DBSCAN 2.00 0.000 0.000 0.378 nan
OmniAnomaly KMeans 0.10  0.987 0.005 0.364 0.360
OmniAnomaly KMeans 0.50  0.902 0.031 0.364 0.325
OmniAnomaly KMeans 1.00  0.750 0.035 0.364 0.295
OmniAnomaly KMeans 2.00 0.641 0.024 0.364 0.246
OmniAnomaly FCM 0.10  0.978 0.004 0.356 0.352
OmniAnomaly FCM 0.50  0.867 0.008 0.356 0.320
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Encoder Clustering o ARI  ARIstd Sil. (clean) Sil. (noisy)
OmniAnomaly FCM 1.00  0.764 0.010 0.356 0.287
OmniAnomaly FCM 2.00  0.650 0.013 0.356 0.242
OmniAnomaly DBSCAN 0.10 0.056 0.033 nan nan
OmniAnomaly DBSCAN 0.50 0.000 0.000 nan nan
OmniAnomaly DBSCAN 1.00 0.000 0.000 nan nan
OmniAnomaly DBSCAN 2.00 0.000 0.000 nan nan
USAD KMeans 0.10 0.976 0.005 0.627 0.624
USAD KMeans 0.50  0.882 0.012 0.627 0.557
USAD KMeans 1.00  0.751 0.015 0.627 0.469
USAD KMeans 2.00 0.540 0.042 0.627 0.458
USAD FCM 0.10  0.894 0.187 0.741 0.711
USAD FCM 0.50 0.737 0.220 0.741 0.606
USAD FCM 1.00  0.615 0.193 0.741 0.500
USAD FCM 2.00 0.521 0.111 0.741 0.371
USAD DBSCAN 0.10 0.917 0.008 0.455 0.442
USAD DBSCAN 0.50 0.358 0.025 0.455 —0.018
USAD DBSCAN 1.00 0.010 0.006 0.455 —0.268
USAD DBSCAN 2.00 0.005 0.004 0.455 nan
TranAD KMeans 0.10  1.000 0.000 0.846 0.844
TranAD KMeans 0.50  1.000 0.000 0.846 0.818
TranAD KMeans 1.00  1.000 0.000 0.846 0.766
TranAD KMeans 2.00 0.858 0.003 0.846 0.590
TranAD FCM 0.10  1.000 0.000 0.846 0.844
TranAD FCM 0.50  0.575 0.000 0.846 0.466
TranAD FCM 1.00  0.632 0.113 0.846 0.455
TranAD FCM 2.00 0.659 0.129 0.846 0.403
TranAD DBSCAN 0.10 0.925 0.014 0.381 0.296
TranAD DBSCAN 0.50 0.000 0.000 0.381 nan
TranAD DBSCAN 1.00 0.000 0.000 0.381 nan
TranAD DBSCAN 2.00 0.000 0.000 0.381 nan
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Encoder Space Metric Clustering ARI NMI Silhouette
Raw Raw cosine KMeans 0.237 0.429 0.102
PCA Latent cosine DBSCAN 0.486 0.608 0.116
PCA Latent+tSNE euclidean KMeans 0.465 0.578 0.396
PCA Latent+UMAP euclidean KMeans 0.572 0.679 0.582
KPCA Latent cosine KMeans 0.075 0.289 0.726
KPCA Latent+tSNE cosine FCM 0.310 0.386 0.449
KPCA Latent+UMAP euclidean FCM 0.335 0.387 0.611
RP Latent cosine KMeans 0.164 0.212 0.147
RP Latent+tSNE euclidean KMeans 0.204 0.262 0.300
RP Latent+UMAP cosine KMeans 0.248 0.311 0.504
AE Latent cosine KMeans 0.418 0.501 0.218
AE Latent+tSNE cosine KMeans 0.499 0.544 0.460
AE Latent+UMAP euclidean DBSCAN 0.500 0.625 0.547
VAE Latent cosine KMeans 0.359 0.441 0.235
VAE Latent+tSNE cosine KMeans 0.412 0.470 0.429
VAE Latent+UMAP euclidean KMeans 0.424 0.506 0.458
LSTM Latent euclidean KMeans 0.349 0.460 0.289
LSTM Latent+tSNE cosine KMeans 0.459 0.571 0.466
LSTM Latent+UMAP euclidean KMeans 0.614 0.725 0.590
TransAE Latent cosine DBSCAN 0.325 0.563 0.089
TransAE Latent+tSNE euclidean KMeans 0.519 0.619 0.430
TransAE Latent+UMAP euclidean DBSCAN 0.491 0.701 0.678
USAD Latent cosine KMeans 0.225 0.351 0.227
USAD Latent+tSNE cosine FCM 0.347 0.454 0.431
USAD Latent+UMAP euclidean DBSCAN 0.309 0.514 0.301
DAGMM Latent cosine KMeans 0.306 0.356 0.149
DAGMM Latent+tSNE euclidean KMeans 0.325 0.391 0.371
DAGMM Latent+UMAP euclidean KMeans 0.342 0.400 0.467
OmniAnomaly Latent cosine KMeans 0.298 0.388 0.130
OmniAnomaly Latent+tSNE cosine KMeans 0.239 0.330 0.372
OmniAnomaly Latent+UMAP cosine FCM 0.199 0.328 0.476

Table 8.4: Full clustering results across encoders, spaces, metrics, and clustering

methods.
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