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Abstract
Deep Leakage attacks in Federated Learning have traditionally relied on FedSGD,
yet real-world deployments commonly adopt FedAVG due to its reduced communi-
cation overhead. This study investigates the feasibility and limitations of executing
DL attacks within a FedAVG setting. A custom FL framework was developed to
support FedAVG and state-of-the-art DL techniques to operate on shared model
weights instead of gradients. Experiments conducted using the CIFAR-10 dataset
revealed that while DL attacks are possible under FedAVG, their success dimin-
ishes as local training (batch size and epochs) increases, due to degraded gradient
approximations. Additionally, model initialization strategies, dataset size, and im-
age resolution significantly impact reconstruction quality. These findings highlight
critical trade-offs between privacy and performance in FL systems, emphasizing the
need for cautious design choices in real-world applications.

Keywords: Federated Learning, FedAVG, Deep Leakage, Privacy Attack, Model
Inversion, Gradient Approximation, Image Reconstruction, Robustness Analysis,
Local Training, Data Leakage
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List of Acronyms

Below is the list of acronyms that have been used throughout this thesis listed in
alphabetical order:

ADAM Adaptive Moment Estimation
CNN Convolutional Neural Network
DL Deep Leakage
DLG Deep Leakage from Gradients
FedAVG Federated Averaging
FedSGD Federated Stochastic Gradient Descent
FL Federated Learning
GD Gradient Descent
IG Inverting Gradients
IID Identically and Independently Distributed
LPIPS Learned Perceptual Image Patch Similarity
Lr Learning Rate
ML Machine Learning
MLP Multi-Layered Perceptron
NN Neural Network
Non-IID Non-Identically and Independently Distributed
PSNR Peak Signal-to-Noise Ratio
RNN Recurrent Neural Network
SGD Stochastic Gradient Descent
SME Surrogate Model Extension
SOTA State-of-the-Art
SSIM Structural Similarity Index Measure
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Nomenclature

Below is the nomenclature of indices, sets, parameters, variables and functions that
have been used throughout this thesis.

Indices

t Index for time step
l Index of layer in a neural network
i Index for iterations (e.g., Surrogate Model Extension and Deep

Leakage from Gradients updates)

Sets

D Dataset or collection of data points
W Set of weights in weight space

Parameters

E Number of local training epochs per communication round
T Total number of local gradient descent steps per round
B Local batch size used by each client
N Local dataset size (number of samples per client)
R Number of communication rounds
C Fraction of clients participating in each round
η Learning rate
ηX̂ Learning rate for dummy data X̂ in Surrogate Model Extension
ηα Learning rate for interpolation factor α in Surrogate Model Exten-

sion
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λ Regularization weight (e.g., for TV loss in Surrogate Model Exten-
sion and Inverting Gradients)

α Interpolation parameter in weight averaging for Surrogate Model
Extension

Variables

x Input vector
x Scalar input
X Batch of input data
y Ground truth label (single)
y Ground truth labels (batch)
ŷ Predicted output (single)
ŷ Predicted output (batch)
w Weight in a neuron
w Model weights (vector)
θ Threshold (bias) in a neuron
w0, wT Initial and final weights in a local training round
X̂ Dummy input data used for gradient inversion
ŷ Dummy label(s) used for gradient inversion

Functions

ℓ(·) Local loss function
f(·) Mapping function represented by the model
L Reconstruction loss function in Deep Leakage
LSME Reconstruction loss function in Surrogate Model Extension
LDLG Reconstruction loss in Deep Leakage from Gradients
LIG Reconstruction loss in Inverting Gradients
TV(x̂) Total variation regularization for dummy input
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1
Introduction

The recent advancements in machine learning (ML) and artificial intelligence (AI)
is driven by a dramatic increase in computational power from graphical processing
units (GPUs), enabling larger models to be trained on larger datasets [9, 15]. This
thesis is written in collaboration with Saab Surveillance. Saab Surveillance is a
Swedish defence company that specializes in sensors and electronic warfare. The
company wants to leverage the rapid technological progress of large and complex
machine-learning models and computationally efficient hardware in its products.

A key factor of an ML model’s performance is the amount of training data it sees.
Generally, the more data, the better the performance [10, 11]. However, training
only one instance of a model on a full corpus can lead to a number of issues; prac-
tically, storing all data in one place can be infeasible in many cases [17].

Consider an example of a model performing auto-completion for text writing in mo-
bile phones utilizing only the different users’ already written text for training. This
would lead to all users’ text being stored in a global corpus on a common storage
unit. Not only would this require immense storage capacity, but it would also, more
importantly, impose privacy and integrity risks. Furthermore, this becomes a band-
width issue as the full corpus needs to be transferred from the local devices to the
common storage unit [4].

Alternatively, each user could have its own instance of the model and only train
it on its local data. This would mitigate the privacy and integrity risks but would
give the users a much worse-performing model as the amount of data each model
instance sees would be substantially smaller than for the global case. To address
these issues, federated learning (FL) was proposed by McMahan et al. in 2017 [20].
FL is a privacy-preserving decentralized machine learning paradigm designed to col-
laboratively train models across multiple clients by exchanging gradients or weights
to the server while private data is kept local. This scheme is illustrated in Figure 1.1
where the clients have their own local data partitions, performing local training and
transmitting the resulting local updates. The server then aggregates these results
and sends back global updates.

Nevertheless, research has revealed that the security of FL is compromised, as private
training data can be recovered by an adversarial actor through a gradient inversion
technique known as deep leakage (DL). In Figure 1.2, Zhu et al.[28] demonstrate how
training data can be reconstructed using their attack deep leakage from gradients

1



1. Introduction

Figure 1.1: Instead of sending the local training data directly to the server, clients
compute one or several training steps and sends the local updates in according to the
FL scheme. For FedSGD, the local updates consists of gradients, and for FedAVG
they instead consists of weights. After aggregation the server returns global updates
which are identical for all clients.

(DLG). This vulnerability is significant as modern DL attacks can be successfully
carried out on shared gradients trained on complex datasets with large batch sizes
[7, 26]. With this, FL provides a false sense of security.

Figure 1.2: Iterative image reconstruction using Deep Leakage from Gradients
(DLG), where the input is recovered from random noise by optimizing the difference
between computed and stolen gradients(adapted from [28]).

In FL, federated stochastic gradient descent (FedSGD) and federated averaging (Fe-
dAVG) are two common approaches for aggregating the local updates from the
clients. In FedSGD, clients compute and send gradients to the server for averaging,
while in FedAVG, clients perform several local updates before sending their model

2



1. Introduction

weights for averaging, reducing communication and improving efficiency. FedAVG
and FedSGD are theoretically identical when only a single batch is used to train
locally. Further details about FL, FedSGD, FedAVG and their intersection will be
presented in Chapter 2.

1.1 Purpose & Objective
DL attacks tend to assume a FedSGD approach. However, in real-world applications
of FL, FedAVG is preferred because of its low communication cost. The goal of this
project is to design an FL codebase which performs DL attacks within a FedAVG
context and to perform a robustness analysis to determine it’s limitations. In the
end, the purpose of the thesis is to answer the following questions:

1. Is it possible to perform a DL on a federated network using FedAVG?
2. If possible - what information about the model, parameters, hyper parameters

and the dataset is needed for the DL to be successful?
3. If the attack is possible to conduct, can we identify the region in which it

becomes ineffective?

To answer these questions, four objectives have been stated which upon successful
completion carries the final result of the project.

1. Produce a FedAVG implementation of Federated Learning.
2. Adapt a State-Of-The-Art Deep Leakage attack so that they attack the shared

model weights rather than the shared gradients.
3. Run the FedAVG DL attack within the produced FL Framework and quantify

the success of the reconstruction.
4. Perform a robustness analysis to determine:

4.1. the effectiveness of DL when increasing the amount of local training
(batch size + local epochs)

4.2. whether the training state of the FL model affects the quality of a DL
attack within a FedAVG context.

1.2 Scope
The project is limited to not:

1. Investigate cyber security aspects such as cryptography.
2. Create or optimize large or novel machine learning models for distinct and

isolated purposes.
3. Focus on high-performance code efficiency, machine learning

operations (MLOps), pipelining or deployment of machine learning models.
4. Handle any company restricted (or higher) material. Thus, all subject specific

knowledge gained through the project can be publicly disclosed in the thesis.

3



1. Introduction

1.3 Thesis Outline
In Chapter 2 fundamental theory regarding ML, FL and DL will be introduced.
Chapter 3 covers the methodology of the work including justification of model struc-
tures, dataset, training settings etc. The chapter is divided into two sections each
covering FL and DL separately. Chapter 4 presents the results for the correspond-
ing methodology. Chapters and 5 and 6 includes discussion along with respective
conclusions.

4



2
Theory

This chapter presents the fundamental theories that form the basis of the project. It
begins with an overview of machine learning with a focus on neural networks, includ-
ing their structure, function, and training procedures. It then introduces federated
learning, outlining its core principles and various training paradigms. Finally, the
concept of deep leakage is explored, along with the underlying ideas that motivate
its study in the context of privacy and model security.

2.1 Machine Learning with Neural Networks

AI is a broad term that refers to the simulation of intelligence in machines. ML is a
subset of AI in which algorithms are trained without being explicitly programmed.
In turn, a neural network (NN) is a type of machine learning model inspired the
human brain and consists of coupled neurons [22]. In the following subsection, the
fundamentals of ML with NNs are covered to give the reader an understanding
of some if their tasks, structure and training dynamics. The theory we present is
heavily based on the work of [22], and we refer to this work for a more comprehensive
treatment of the subject.

2.1.1 Neural Networks

Perceptron A neuron a
(l)
j in a perceptron takes one or several inputs a

(l−1)
k from

the previous layer l− 1, multiplies these with weight wjk, summarizes the products,
subtracts with a threshold θj and runs the sum through an activation function g:

z
(l)
j =

∑
k

w
(l)
jk a

(l−1)
k − θ

(l)
j (2.1)

a
(l)
j =g(z(l)

j ) (2.2)

5



2. Theory

...

...

...

Hidden LayersInput Layer Output Layer

Figure 2.1: Visualization of an MLP with two inputs and outputs and multiple
hidden layers. The hidden layers transforms the input to the output and consists of
neurons coprising parameters which are trained trough backpropagation.

This is done for each neuron sequentially in the perceptron as a
(l)
j will become an

input to a
(l+1)
j . A perceptron is fully connected, meaning that each neuron in layer

l is connected to each neuron in layer l + 1 as shown in Figure 2.1. However, the
multi layered perceptron (MLP) is the most basic structure a NN can take. There
are other structures such as convolutional neural networks (CNNs), recurrent neural
networks (RNN) and many more complex structures. From here on, we will refer to
these structures as models. Thus, we additionally denote:

x: The inputs to the model
θ, w: The parameters of the model
f(·): The function which the model represents

ŷ = f(x): The output of the model

The inputs x can be seen as the l = 0 layer of the perceptron:

xk = a
(0)
k , (2.3)

thereby obeying the same dynamics as described in Equation 2.1. With thresholds
and non-linear activation functions, f(·) can represent complex and non-linear func-
tions which other approaches might struggle to formulate. This is the very essence
of NNs.

6



2. Theory

Training A model is trained by feeding samples trough it and continuously ad-
justing the parameters. The samples contain both inputs and corresponding labels
y. When having fed the model with one x or a batch X of samples the output ŷ or
outputs ŷ of the model, also referred to as the prediction, is measured trough a loss
function ℓ(y, ŷ; w) (for a single sample). The loss function varies depending on the
task of the model but is typically formulated in such a way that a high loss indicates a
big difference between the ground truth label and the prediction made by the model.

As the goal is to retrieve a model who’s predictions align with the ground truth
labels, we minimize the loss function w.r.t the model parameters. In the vast ma-
jority of cases, gradient based optimization techniques are used, more specifically
versions of gradient descent (GD). The process of computing the gradients of the
loss function with respect to the parameters is called backpropagation, which starts
with computing the error at each neuron in layer l, given by:

δ
(l)
j = ∂ℓ

∂a
(l)
j

g′(z(l)
j ) (2.4)

where g′(z(l)
j ) is the derivative of the activation function. The gradient of the loss

function with respect to the weight is computed as:

∂ℓ

∂w
(l)
jk

= δ
(l)
j a

(l−1)
k (2.5)

The error is propagated backwards using:

δ
(l−1)
k =

∑
j

w
(l)
jk δ

(l)
j g′(z(l−1)

k ) (2.6)

Finally, when having computed the gradients of the loss function with respect to the
parameters, the weights and thresholds are updated according to the optimization
method. For GD this becomes:

w
(l)
jk ← w

(l)
jk − η

∂ℓ

∂w
(l)
jk

(2.7)

θ
(l)
j ← θ

(l)
j + η

∂ℓ

∂θ
(l)
j

(2.8)

where η is the learning rate. This iterative process typically continues until the
loss function converges to a minimum. Henceforth, in terms of notation, we shall
consider θ as a part of w which now resembles all the parameters of the model and
for the entire model, using a batch of images, this can be expressed as:

w′ ← w − η∇wℓ(y, f(X; w)) (2.9)
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Figure 2.2: A simple CNN comprising two convolutional layers, two fully connected
layers and and a softmax output.

2.1.2 Image Classification
Image classification is the task of assigning a label to an image based on its visual
content. This is achieved by training a model to recognize patterns and features
within images. The model learns to map an input image x to an output class label
y.

Feature Extraction and Convolutional Layers Unlike traditional the previ-
ous introduced MLP, convolutional neural networks (CNNs) are commonly used for
image classification. CNNs leverage convolutional layers that apply filters (kernels)
to extract spatial features such as edges, textures, and shapes. The output of a
convolutional layer is a feature map, which captures important local structures. In
Figure 2.2 the structure of a simple CNN is illustrated.

The general operation of a convolution is defined as:

y
(l)
i,j = g

(∑
m,n

w(l)
m,nx

(l−1)
i+m,j+n − θ(l)

)
(2.10)

where w(l)
m,n represents the filter weights.

Loss Function and Optimization For classification problems, the most com-
monly used loss function is categorical cross-entropy:

ℓ(y, f(x; w)) = ℓ(y, ŷ; w) = −
∑

c

yc log(ŷc) (2.11)
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Each output neuron of the image classification model represents a class where yc

is the ground truth label (one-hot encoded) and ŷc is the predicted probability for
class c. The model parameters are updated using a gradient-based optimization
techniques as discussed earlier and the class probabilities are computed using the
softmax function:

ŷc = exp(zc)∑
j exp(zj)

(2.12)

For a batch of B samples, the loss can be summed or averaged across all samples.
For the averaging case, we denote the loss of a batch as:

ℓ(y, f(X; w)) = 1
N

N∑
i=1

ℓ(yi, f(xi; w)) (2.13)

2.1.3 IID & non-IID
In ML, a common assumption is that training data is independently and identically
distributed (IID). This means that each data sample xi is drawn from the same
underlying probability distribution P (X) and is statistically independent of other
samples:

P (x1, x2, . . . , xN) =
n∏

i=1
P (xi). (2.14)

This assumption simplifies analysis and optimization, as many machine learning
algorithms rely on uniform data distributions for stable training and convergence.
However, in many real-world applications, data is often non-identically and/or non-
independently distributed (non-IID). This can take various forms, such as:

• Feature distribution skew: Different subsets of data may have different
feature distributions, i.e., P (X) varies across datasets.

• Label distribution skew: Certain subsets may contain only a limited set of
labels, meaning P (Y |X) differs across datasets.

• Concept shift: The relationship between features and labels P (Y |X) changes
over time or across different data sources.

Mathematically, in a non-IID setting, the data distribution for two given subsets Dk

and Dj may be expressed as:

Pk(x, y) ̸= Pj(x, y) for k ̸= j. (2.15)

Non-IID data presents challenges in model training, as optimization techniques that
rely on uniform sampling may struggle with biased or imbalanced distributions. In
decentralized settings, where different clients or nodes hold distinct data distribu-
tions, ensuring convergence and generalization requires specialized techniques.
Understanding the distinction between IID and non-IID data is crucial when de-
signing learning algorithms for distributed and federated learning, where data het-
erogeneity directly impacts model performance and aggregation strategies.
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2.2 Federated Learning

Typically, a NN is composed of a single model. In 2017 McMahan et al. [20] intro-
duced FL which involves multiple clients training the same model through sharing
model updates. Local clients train an instance of a global model on their local
data without exchanging the actual data itself, but rather the gradients or weights.
A central server then collects the shared gradients or weights for aggregation and
distributes an updated version back to all clients. If data across clients is IID,
standard optimization methods converge reliably. However, non-IID data can cause
weight divergence, slower convergence, and poor generalization. FL addresses these
challenges effectively. Its primary advantage lies in enhancing the privacy of each
client’s training data while also improving model performance. Additionally, FL
enables private collaboration, making it highly applicable across various scenarios.
For instance, in a hospital, where each patient’s information is private, it can still
be leveraged for global purposes, so that all clients can benefit from each other [1].
In addition, FL enables parallel training, which increases computational efficiency.
A larger number of clients enable for more computational power, leading to a faster
training process compared to a single model training on all the data independently.
As there are many applicable areas of use, the main focus in this thesis is the FL
models ability is to handle the integrity issue of private training data between clients.

In the following FL theory, we refer to the work of [20] where FL was initially
proposed. FL aims to minimize a global objective function that aggregates local
objectives from multiple K clients. These local objective functions are the loss from
each client k’s loss function computed on their private data.

Since data is partitioned across K clients, the global objective function, which is the
average loss over all clients can be rewritten as:

ℓg(w) =
K∑

k=1

Nk

Ng

ℓk(yk, f(Xk; w)) (2.16)

where Nk

Ng
is the weight assigned to client k, representing its contribution to the global

objective. This weight ensures that clients with larger datasets have a proportion-
ally higher influence on the overall optimization process. Thus, the global function
ℓg(w) is a weighted sum of the local client objectives, where the contribution of each
client depends on the fraction of total data it holds [21]. There are alternative ways
so weight the contributions of each client. However, this is not something which will
be covered in the thesis.

Training in FL is performed in a number of rounds R , where each round r consists
of local training on the entire or partial subset of each clients data, followed by
aggregation at the central server. The computational workload for each round is
influenced by three main parameters:

10
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C: Fraction of clients used each round
E: Number of training epochs each client performs locally per round
B: Size of the local batch used for client updates [21]

Generally there are two primary optimization methods in FL. These two are FedSGD
and FedAVG, which stand for Federated Stochastic Gradient Descent and Federated
Averaging. These methods define how clients update their local models and how the
server aggregates these updates, each with different computational and communica-
tion characteristics.

2.2.1 FedSGD
FedSGD is a federated version of the traditional Stochastic Gradient Descent (SGD)
algorithm, where each client computes the gradient on its local data and sends it to
the central server for aggregation.

A client k computes the gradient over its dataset according to Equation 2.9 at a
round r:

∇wℓk(yk, f(Xk; wr)) (2.17)
Depending on the context, y and X might also be r-specific, meaning that the client
sees different data each round. Within our context however, clients see the same
data each round.

For each client, the gradients are then sent to the central server. The server averages
the gradients from all participating clients based on their respective dataset sizes
similar to Equation 2.16. The global model is then updated from the averaged
gradients and distributed to all clients as follow:

wr+1 = wr − η
K∑

k=1

Nk

Ng

∇wℓk(yk, f(Xk; wr)) (2.18)

Algorithm 1 presents the protocol of FedSGD.

2.2.2 FedAVG
For FedSGD, all clients shared the same weights w for their respective gradient
computation as no local training (stepping) was done. For FedAVG, weights will
start to deviate within rounds, thus we need to add a subscript for wk and wg rep-
resenting the weights for client k and the global aggregated model.

FedAVG extends the idea of FedSGD by introducing local iterations on the model
before the aggregation step, making it a more computationally efficient algorithm.
Instead of each client performing just one computation of gradient descent as in
FedSGD, in FedAVG, each client is allowed to perform multiple local updates on its

11
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Algorithm 1: Federated Stochastic Gradient Descent (FedSGD)
Data: K clients, learning rate η, number of global iterations T ,
initial global model w0

g

Result: Updated global model wg

for t = 0 to T − 1 do
for each client k ∈ {1, 2, . . . , K} do

wt
k ← wt

g ; // Initialize local model
Compute local gradient: ∇wℓk(yk, f(Xk; wt

k));
Send gradient to server;

end
Server Aggregation:

Receive ∇wℓk(yk, f(Xk; wt
k)) from all clients;

wt+1
g ← wt

g − η
∑K

k=1
Nk

Ng
∇wℓk(yk, f(Xk; wt

k));
ClientUpdate:

Send updated global model wt+1
g to all clients;

end

private data before sending the updated model to the server for aggregation. We
refer to these times steps as t = 0, 1, 2, ..., T .

Each client k performs T steps of GD locally, equivalent to the dynamics from
Equation 2.9:

wr,t+1
k = wr,t

k − η∇wℓk(yk, f(Xk; wr,t
k )) (2.19)

After performing T local updates, the client sends its updated model wr,T
k to the

central server. The central server aggregates the clients models by averaging, typ-
ically w.r.t. number of data samples. The global model wr+1

g is updated as the
weighted average of the models sent by the clients:

wr+1
g =

K∑
k=1

Nk

Ng

wr,T
k (2.20)

Lastly, the global model is distributed to all clients. In Algorithm 2, each step is
shown.

2.2.3 Intersection between FedSGD and FedAVG
FedSGD and FedAVG share the same underlying principle of federated optimiza-
tion, where clients perform computations locally and a central server aggregates the
updates. The key dynamical difference lies in the number of local updates performed
before aggregation and the type of information sent to the central server. However,
there is an intersection where both algorithms follow the same process.

Specifically, when setting B = full and E = 1 in FedAVG, each client performs
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Algorithm 2: Federated Averaging (FedAVG)
Data: K clients, learning rate η, number of global iterations T , batch size B,
initial global model w0

g

Result: Updated global model wg

for t = 0 to T − 1 do
for each client k ∈ {1, 2, . . . , K} do

wt
k ← wt

g ; // Initialize local model
Perform E local steps over minibatches of size B:;
for each local step e do

Sample mini-batch (Xk,e, yk,e) from local data;
wt

k ← wt
k − η∇wℓk(yk,e, f(Xk,e; wt

k));
end
Send updated model wt+1

k ← wt
k to server;

end
Server Aggregation:

Receive wt+1
k from all clients;

wt+1
g ← ∑K

k=1
Nk

Ng
wt+1

k ;
ClientUpdate:

Send updated global model wt+1
g to all clients;

end

a single full-batch gradient step on its entire dataset before aggregation. This sce-
nario coincides with the behavior of FedSGD, resulting in identical global updates.
Each client k computes a full-batch gradient update using its entire local dataset:

wr+1
k = wr − η∇wℓk(yk, f(Xk; wr)) (2.21)

The server then aggregates these updated weights using a weighted average:

wr+1 =
K∑

k=1

Nk

Ng

wr+1
k (2.22)

Substituting the local update rule into the aggregation yields:

wr+1 =
K∑

k=1

Nk

Ng

(wr − η∇wℓk(yk, f(Xk; wr))) (2.23)

= wr − η
K∑

k=1

Nk

Ng

∇wℓk(yk, f(Xk; wr)) (2.24)

The resulting update is equivalent to taking a gradient step using the full gradient
of the global loss function:

wr+1 = wr − η∇wℓg(wr) (2.25)

where ∇wℓg(wr) denotes the gradient of the global objective as defined in Equa-
tion 2.16.

Thus, when B = full and E = 1, FedAVG reduces exactly to FedSGD.
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2.3 Deep Leakage
In 2019, Zhu et al. introduced the concept of Deep Leakage from Gradients (DLG)
[28], demonstrating that an adversary with access to shared gradients and specific
hyperparameters can reconstruct private training data through gradient matching.
By iteratively optimizing dummy data to align with observed gradients, attackers
can effectively extract sensitive information. While deep leakage attacks can target
various model architectures [18, 28], most research focuses on image classification
due to its straightforward evaluation of attack efficiency. Accordingly, this project
adopts image classification to facilitate comparison with existing work.

In the context of FL, these attacks are particularly relevant. An honest-but-curious
adversary in FL is assumed to have access to all necessary information, such as
shared updates, model architecture, and specific hyperparameters, enabling them to
perform DL attacks effectively. These adversaries adhere to the prescribed protocol
but attempt to infer private data from shared updates without actively disrupting
the training process. Unlike malicious actors who may engage in data poisoning
[14], honest-but-curious participants operate as legitimate clients or servers while
extracting sensitive data from gradients (FedSGD) or weights (FedAVG).

In this section, we describe the core idea behind gradient matching, the compo-
nents required for it to be effective, and finally, the challenges involved in extending
this approach from gradients to model weights. In Section 3.2, we further elaborate
the context in which these components can be retrieved by the adversary and how
this closely relates to FL.

2.3.1 Gradient Matching
The essential components required for an adversary to perform a gradient-based DL
attack on a victim are as follows:

• A stolen gradient: The gradient computed during the victim’s training
process, which carries information about the input data and corresponding
labels.

• The victim’s model: The model architecture and parameters on which the
stolen gradient was computed.

• The loss function: The specific loss function used during training, which is
necessary to correctly simulate a gradient computation.

Importantly, having access to these components also grants the adversary indirect
access to additional information, including:

• The data format: The architecture of the input and output layers reveals
the shape and type of both the input x and the corresponding label y.

• The task type: From the loss function and output layer, the adversary can
often infer the nature of the task (e.g., classification, regression, multi-label
classification).
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• The number of classes or output targets: For classification problems,
the dimensionality of the output layer suggests the number of classes.

Zhu et al. focus on standard distributed training, where a client samples a mini-
batch (X, y) from a dataset and computes the gradient of its loss function w.r.t. the
model weights, w. The idea behind gradient matching is to find an input, X̂ which
generates a gradient that is as similar to the stolen gradient as possible. To perform
the attack, the adversary randomly initializes dummy inputs X̂ and labels ŷ and
feeds the inputs trough the model on which the victim has trained. The output
generated by the model from the dummy inputs along with the dummy labels are
then put into the loss function on which a dummy gradient is computed w.r.t the
model weights.

In the following subsection, the theory does not rely on a federated learning setting.
We therefor exclude subscripts for round r and client k. To simplify the notation,
we introduce the following shorthands:

∇ℓ(w) := ∇wℓ(y, f(X; w)) (2.26)
∇ℓ(ŵ) := ∇wℓ(ŷ, f(X̂; w))

∣∣∣
w=ŵ

(2.27)

Where we refer to ∇ℓ(w) as the stolen gradient and ∇ℓ(ŵ) as the dummy gradient.
Earlier, we used ŷ to denote the model’s prediction. In this context, however, ŷ rep-
resents a dummy label. Although we place a hat on ŵ, the weights are considered
fixed; it is the inputs X̂ and labels ŷ that vary and induce variation in the resulting
gradient.

So far, this process is identical (except for the fact that the training data is just
dummy noise) to how one would typically train a NN, as was described in Section
2.1.1. But now, instead of using the dummy gradient to update the weights, it is
compared with the stolen gradient.

If we formulate this comparison as the squared euclidean distance between the
dummy gradient and the stolen gradient, we get what we refer to as a reconstruc-
tion loss which we consider as the objective function in an optimization problem.

LDLG =: ||∇ℓ(ŵ)−∇ℓ(w)||2 (2.28)

In this optimization problem we seek to minimize the reconstruction loss w.r.t the
dummy inputs X̂ and dummy labels ŷ. Given the stolen gradient in the training
process, the original training data is approximated by:

X̂∗, ŷ∗ = arg min
X̂,ŷ
||∇ℓ(ŵ)−∇ℓ(w)||2 (2.29)

where X̂∗, ŷ∗ are the converged batch of images and labels respectively.
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The formulation of the reconstruction loss LDLG, as described by Zhu et al. [28],
ensures that the objective is at least twice differentiable with respect to the dummy
inputs X̂ and labels ŷ, allowing it to be optimized using standard gradient- and
hessian-based methods if we assume that f(·) is twice differentiable—a reasonable
assumption, as most modern machine learning models, including neural networks,
satisfy this condition. Algorithm 3 shows how DLG can be performed when using
GD as optimizer:

Algorithm 3: Deep Leakage from Gradients (DLG) via Gradient Matching
Data: Stolen gradient ∇ℓ(w), model f , initial dummy inputs X̂0, dummy

labels ŷ0, loss function ℓ, number of iterations I, learning rate η
Result: Reconstructed data X̂∗, ŷ∗

Initialize: X̂ ← X̂0, ŷ ← ŷ0;
for i = 0 to I − 1 do
∇ℓ(ŵ)← ∇wℓ(ŷ, f(X̂; w)): Compute dummy gradient
LDLG ← ∥∇ℓ(ŵ)−∇ℓ(w)∥2: Compute reconstruction loss
Update dummy inputs and labels: X̂ ← X̂ − η∇X̂LDLG ŷ ← ŷ − η∇ŷLDLG

end
Output: X̂∗ ← X̂, ŷ∗ ← ŷ;

2.3.2 Transition to Weights
This subsection investigates the differences and challenges that arise when trying to
extend a DL attack to target weights instead of gradients.

In terms of required components, the main difference, compared to the ones pre-
sented in the previous subsection, is that instead of the adversary having access to a
stolen gradient ∇ℓ(w), it has access to the victims weights before and after having
taken t training steps from wr,0 to wr,0 within a training round r.

From Section 2.1.1, we know that NNs are typically trained iteratively, as described
by Equation 2.9. Rewriting this expression to align with the notation used in our
DL setting, the update rule can be formulated as:

wt+1 = wt − η∇ℓ(wt) (2.30)
Where η denotes the learning rate, and ∇ℓ(wt) the gradient of the loss function
with respect to the weights at time step t.

Now, if the victim only trains for one time step (T = 1) which corresponds to full
batch size (B = full) and one epoch (E = 1), the adversary can simply plug this
into Equation 2.30 and derive the gradient:

wT = w0 − η∇ℓ(w0) ≡ ∇ℓ(w0) = w0 −wT

η
(2.31)
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This is an important edge case as it constitutes the transition from gradient- to
weight-based DL attacks which occurs in the intersection between FedSGD and Fe-
dAVG. Furthermore, the adversary can use the stolen weights, given that it has
access to η, to compute the gradient and utilize a gradient-based DL attack instead.

When increasing the number of times steps (T > 1⇔ E > 1∨B ̸= full ), a gradient
must be approximated if the adversary want to use a gradient-based attack. The
simplest approximation approach is simply to plug T into Equation 2.31:

∇ℓ(w0) ≈ w0 −wT

Tη
(2.32)

However, the quality of this approximation worsens as the number of training steps
increases. Additionally, the approximation assumes the usage of vanilla GD while
in realistic scenarios, more sophisticated optimizers are typically employed such as
Adam [12], further increasing the discrepancy.
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3
Methodology

This chapter outlines the methodology employed in this project. It includes detailed
descriptions and justifications for the selected datasets, machine learning models,
training parameters, hyperparameters, as well as the FL and DL configurations.
For both the FL and DL components, corresponding experiments are also presented,
each accompanied by a description of their setup and a motivation for their design,
including the specific research questions or hypotheses they aim to explore.

3.1 Federated Learning with FedAVG
A central part of the project is the setting in which the Federated Learning is run.
This section describes and justifies many of the methods and design decisions that
are being used throughout the project on which DL is heavily dependent. As it
is yet to discover the feasibility of performing a DL attack on a FL network using
FedAVG, the general attitude in the project is to strive for simplicity rather than for
realism and then eventually append layers of complexity when image reconstruction
can be observed successfully. In other words, data distributions, model structures,
parameters and hyper parameters are kept simple initially.

3.1.1 Data distributions
To align the project with previous work, the popular CIFAR10 dataset [13] is used.
The dataset is widely used for training machine learning models, particularly for
image classification tasks.

The dataset consists of 60 000 32x32 color images images divided into 50 000 training
samples and 10 000 test samples with uniformly distributed classes (6000 samples of
each in total and 5000 samples of each in the training set). The 10 classes include:
airplane, automobile, bird, cat, deer, dog, frog, horse, ship, and truck with only one
class assigned to one sample. In Figure 3.1, 16 randomly sampled images are shown.
The samples display the low resolution of the images, which one typically doesn’t
see in modern day photographs. However, the low resolution renders a relatively low
computational cost speeding up cumbersome experiments throughout the project.
Additionally, we hypothesize that images with lower resolution will be easier to re-
construct with DL in later experiments.

The training samples has been split into a validation set (20%) and a training set
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Figure 3.1: Samples from the CIFAR10 dataset [13].

(80%) from which the data has been further partitioned to be distributed to the
clients. The partitioning can be done in several ways. The simplest way is to par-
tition the data uniformly with an IID-partitioner as seen in the top plot in Figure
3.2. This way, all clients train on the same identical but independent distributions
(IID). As 10 clients are used throughout the experiments, which we’ll discuss later,
using 10 partitions gives a partition size of 5000 training samples.

Another alternative is to use a non-IID partitioner, which distributes data unevenly
among clients, reflecting the variability seen in real-world scenarios. Unlike IID par-
titioning, where each client receives a balanced sample of the entire dataset, non-IID
partitioning can lead to significant data heterogeneity, with some clients having data
concentrated in specific classes while others lack data from those classes entirely.

A common method to implement non-IID partitioning is to use a Dirichlet dis-
tribution. The bottom plot in Figure 3.2 illustrates how the CIFAR-10 dataset is
partitioned using a Dirichlet distribution with α = 1. Here, the parameter α controls
the degree of non-IID-ness. Lower values of α result in more skewed distributions,
where each client primarily receives data from a small subset of classes, while higher
values of α produce distributions closer to IID. Setting α = 1 strikes a balance,
creating moderate data imbalance that can effectively simulate real-world federated
learning scenarios where clients have diverse and unevenly distributed datasets. For
the complete equation and formulation of the Dirichlet distribution, see Appendix
A.1.

3.1.2 Models & Hyperparameters
Throughout the course of this thesis, it is important to note that optimizing the
performance of the federated learning setup, through model architecture tuning or
hyperparameter optimization, is considered out of scope. This project is intended
as a proof of concept, with the primary focus on the relative insights gained from
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Figure 3.2: CIFAR10 data partitioning with uniform IID partitioner and Dirchlet
non-IID partitioner with α = 1

various experimental configurations. Accordingly, local dataset size (N), model
architecture, and optimizer settings may vary depending on the purpose of each
experiment.

LeNet-5 LeNet-5 is a well-established convolutional neural network originally pro-
posed by LeCun et al. [16]. It was designed for handwritten digit recognition and has
since become a common baseline in deep learning research. In this thesis, LeNet-5 is
primarily used to study the training dynamics of federated learning in a controlled
setting due to its simplicity and efficiency.

CNNCifar CNNCifar is a lightweight convolutional neural network frequently
used in the context of federated learning and deep leakage attacks [27]. Its struc-
ture is straightforward, making it suitable for exploratory experiments where repro-
ducibility and computational efficiency are essential. It is designed to handle 32×32
RGB images such as those in the CIFAR-10 dataset and consists of two convolu-
tional layers followed by average pooling operations and two fully connected layers:
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Conv2d(3, 64, kernel_size=3, stride=1, padding=1)
ReLU
AvgPool2d(kernel_size=2, stride=2)
Conv2d(64, 128, kernel_size=3, stride=1, padding=1)
ReLU
AvgPool2d(kernel_size=2, stride=2)
Linear(8192, 200)
ReLU
Linear(200, num_classes)

The benefit of using the CNNCifar model on the CIFAR-10 dataset is that it allows
us to leverage well-established hyperparameter recommendations [5]. This enables
us to focus our efforts on more Deep Leakage evaluation.

Optimizer and Local Loss Function Both Adam and stochastic gradient de-
scent (SGD) are used in various experiments throughout this thesis. Adam[12] is
an adaptive optimization algorithm widely recognized for its efficiency in handling
large datasets and complex models by adjusting the learning rate individually for
each parameter. SGD, on the other hand, is a more traditional optimization method
that updates parameters using the gradient of the loss function and is often favored
for its simplicity and strong convergence properties, especially when combined with
techniques like momentum. The choice of optimizer depends on the specific goals of
each experiment. The loss function used is cross-entropy loss, a standard choice for
classification tasks as it effectively quantifies the difference between predicted prob-
abilities and true labels. Both optimizers, along with cross-entropy loss, are widely
supported in the literature and are known for their reliability and effectiveness across
a range of deep learning scenarios.

3.1.3 Federated Learning setting
In this subsection the remaning settings related to the Federated Learning is pre-
sented. Specifically the choice of number of clients and strategy are justified.

Number of clients What would be a realistic scenario regarding the number of
clients is impossible to determine as FL can be used and is used in various contexts.
In our experiments, the number of clients needs to be sufficiently large to capture
the essential dynamics of the FL yet as small as possible to speed up computation.

Strategy FedAVG is used throughout all experiments in the project as it is the
core of our research. Within the strategy, the fraction of clients, C, needs to be
specified. This will be constantly set to C = 1 for all experiments.

Number of rounds, epochs & batch size The three remaning settings are
the number of rounds, epochs and the batch size. The experiments investigate the
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number of epochs E and batch size B as variables and run the training for as many
rounds as needed to obtain convergence and qualitative behaviour.

3.1.4 Implementation
The first objective of this thesis is to implement the FedAVG algorithm using the
Flower [3] library, a widely used framework for federated learning applications.
Flower provides a flexible and scalable environment for developing and evaluat-
ing federated learning models, making it well suited for this study. With Flower’s
built-in functionalities, a simulation program is developed to run experiments. This
simulation enables efficient testing of different parameters, allowing for systematic
evaluation of their impact on model performance. By taking advantage of Flower’s
flexibility, the implementation makes it easier to simulate different federated learning
scenarios while keeping the process reproducible and scalable. For further details,
we refer to our GitHub repository [19].

3.1.5 Federated Learning Experiments
In this subsection, the experiments for FL performance are specified along with their
corresponding settings. Four experiments have been conducted:

1. Experiment 1.1 Intersection Between FedSGD & FedAVG
2. Experiment 1.2 Decreasing Batch Size
3. Experiment 1.3 Increasing Epochs
4. Experiment 1.4 Optimal training

The general purpose of these four experiments is to investigate how the performance
of a federated network depends on its training state.

3.1.5.1 General Configuration

Experimental setup parameters, which are consistent for all the FL experiments in
the section:

Parameter Value
Model LeNet
Optimizer Adam
Loss Function Cross-Entropy
Learning Rate 0.001
Number of Clients 10
Local Data Size N 5000
Strategy FedAVG
Distribution IID
Rounds 200

We refer to Appendix A.2.1 for the full configuration.
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3.1.5.2 Intersection Between FedSGD & FedAVG

Description This experiment focuses on the point where FedSGD and FedAVG
intersect. Specifically, this is achieved by using a full batch size meaning that the
entire local dataset is treated as a single minibatch (B = N). Consequently, each
client performs a gradient update using all of its local data at once. By combining
this full batch size with a single epoch per communication round, where each client
completes only one pass over its local dataset before sending updates to the central
server, the FedSGD setup becomes equivalent to FedAVG under these constraints:

Experiment 1.1: B E T
Full 1 1

Motivation & Hypothesis The motivation behind this experiment is to set a
baseline benchmark for subsequent experiments. We hypothesize that FedSGD per-
forms rather poorly as the number of updates T = E N

B
is small, leading to the need

for many communication rounds to obtain a somewhat good reslut.

3.1.5.3 Decreasing Batch Size

Description In this experiment, the number of epochs are kept to 1. Several
simulations are run with decreasing batch sizes from full (same simulation as for
Experiment 1.1) to 1 where local step is take for every single image in the local
dataset. We now move on from the intersection point and continue study FedAVG.

Experiment 1.2: B E T
[Full, 64, 32, 16, 8, 1] 1 [125, 250, 500, 1000, 8000]

Motivation & Hypothesis The motivation behind this experiment is to isolate
and investigate the impact of batch size on training performance. We hypothesize
that reduced batch sizes may lead to improved convergence compared to Experiment
1.1, particularly in terms of convergence speed, as smaller batches result in a higher
number of training steps per communication round. Furthermore, we expect that
the optimal performance will not be achieved with either a batch size of 1 or a full
batch. Instead, we aim to identify an intermediate batch size that provides the best
trade-off between convergence speed and final performance.

3.1.5.4 Increasing Epochs

Description In this experiment, we investigate training performance with respect
to the number of local epochs, rather than the batch size. Using both full batch size
and batch size 1, we run simulations with 1, 5, and 10 local epochs per communica-
tion round. As batch size 1 renders N times more local updates than full batch size,
the simulations are run for 25 and 200 rounds respectively. We divide these into two
sub-experiments, Experiment 1.3a and Experiment 1.3b, where they investigate full
batch size and batch size 1 respectively.
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Experiment 1.3a: B E T
Full [1, 5, 10] [1, 5, 10]

Experiment 1.3b: B E T
1 [1, 5, 10] [8000, 40 000, 80 000]

Motivation & Hypothesis For the full batch size simulations, the effect of vary-
ing the number of local epochs is isolated, as there is only one gradient update per
epoch. This allows us to study how repeated passes over the local dataset influence
convergence and performance without the added complexity of minibatching. We
hypothesize that increasing the number of epochs will lead to faster convergence
in early rounds, as clients perform more work locally. However, we also expect
diminishing returns beyond a certain point, as the benefits of additional local com-
putation may be outweighed by increased model divergence across clients. Our goal
is to identify whether an optimal number of epochs exists under both full batch size
and batch size 1 settings.

3.1.5.5 Optimal Training

Description This final FL experiment investigates the optimal number of local
epochs given the best-performing batch size from Experiment 1.2, which was found
to be B = 16.

Experiment 1.4: B E T
16 [1, 5, 10] [500, 2500, 5000]

Motivation & Hypothesis The goal of this final federated learning experiment
is to identify a configuration (B, E) that yields strong overall performance. Deter-
mining such a configuration under realistic constraints provides valuable insight into
practical parameter settings. These findings can then serve as a reference point for
designing and tuning deep learning experiments later in this thesis.
We hypothesize that increasing the number of epochs with the fixed batch size
B = 16 will improve convergence up to a certain point, beyond which the benefits
may taper off due to increased local overfitting or divergence between clients.

3.2 Deep Leakage on Model Weights
In this project, we consider a setting in which an honest-but-curious adversary per-
forms DL attacks on its neighbors within the federated network. In Section 2.3, we
introduced the necessary components for performing a DL attack on gradients and
weights, respectively. Since the adversary is an active participant in the network,
it already has access to many of these components, listed in Table 3.1, through its
own training process. The only requirement is to intercept a gradient or a weight
update when it is communicated from the victim client to the global server.
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Table 3.1: Overview of components used or inferred in gradient- and weight-based
DL attacks. For a gradient-based DL attack, a gradient is stolen as the federated
network has been trained with FedSGD whereas in the FedAVG scenario, the out-
going weight is intercepted.

Component Description Access Method

Stolen Gradient: ∇ℓ(w)
(FedSGD)

Gradient computed during
the victim’s training

Intercepted

Stolen Weight: wT

(FedAVG)
Updated weights after the
victim’s training

Intercepted

Initial Weight: w0 Weight which the victim’s
gradient computed on or
training is initialized with

Shared globally

Victim’s Model: F (·) Architecture and parame-
ters used by the victim dur-
ing training

Shared globally

Loss Function: ℓ(·) The loss function which
the victim has used during
training

Shared globally

Data Format Input/output layer shapes
reveal the structure of x
and y

Inferred from model
architecture

Task Type Indicates classification, re-
gression, etc., based on loss
function and output struc-
ture

Inferred from model
and loss function

Number of Classes Output layer size suggests
the number of classes in
classification tasks

Inferred from output
layer dimensionality

In this section, we describe two prior attack methods—DLG and IG—which both
target gradients—as well as, to the best of our knowledge, the current state-of-the-
art attack targeting model weights; SME [27].

3.2.1 Deep Leakage from Gradients & Inverting Gradients

As presented in Section 2.3, DL as a phenomenon was introduced firstly as Deep
Leakage from Gradients (DLG) [28] and revolves around minimizing a distance
between a stolen gradient ∇ℓk(wr) from client k with ground truth data (Xk, yk)
at round r and a dummy gradient ∇ℓ(ŵ) with respect to the dummy image X̂ and
dummy label ŷ:
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X̂∗, ŷ∗ = arg min
X̂,ŷ
||∇ℓ(ŵ)−∇ℓ(w)||2︸ ︷︷ ︸

LDLG

(3.1)

Building on this foundation, Inverting Gradients (IG) [6] was introduced to enhance
the effectiveness of DLG. While DLG successfully demonstrated that gradient-based
attacks can reconstruct private data, its optimization process often led to recon-
structions with significant noise and artifacts. IG addressed these shortcomings
by introducing additional regularization techniques, notably Total Variation (TV)
regularization, which encourages spatial smoothness in the reconstructed images.
Furthermore, instead of using mean squared error (MSE) as reconstruction loss,
cosine similarity is used:

X̂∗, ŷ∗ = arg min
X̂,ŷ

1− ⟨∇ℓ(w),∇ℓ(ŵ)⟩
∥∇ℓ(w)∥∥∇ℓ(ŵ)∥ + λTV(X̂)︸ ︷︷ ︸

LIG

(3.2)

where the TV regularization term is defined as:

TV(x̂) =
∑
i,j

√
(x̂i+1,j − x̂i,j)2 + (x̂i,j+1 − x̂i,j)2. (3.3)

This term reduces high-frequency noise in the reconstructed image(s) by penaliz-
ing sharp variations in pixel intensities, leading to more realistic and structured
reconstructions.

3.2.2 Label Restoration
IG and DLG both reconstruct the images and labels simultaneously by minimizing
their reconstruction loss functions w.r.t. X̂ and ŷ. This method struggles to recon-
struct larger batch sizes, especially when there are multiple images of the same class
in a batch. To address the challenges posed by larger batch sizes and repeated labels
within a batch, zero-shot label restoration was introduced in Towards General Deep
Leakage in Federated Learning [8]. Unlike DLG and IG that jointly reconstruct im-
ages and labels, this approach separately infers labels by analyzing the gradients of
the fully connected layer, leveraging the fact that the gradient of the cross-entropy
loss with respect to the logits is directly influenced by the one-hot encoded labels.

Given the final logits z before softmax and their corresponding probabilities p, the
gradient of the loss function w.r.t. logit zn is given by:

∂ℓ

∂zn

= pn − yn (3.4)

By aggregating these gradients over a batch, the method infers the label distribution
without relying on the reconstructed images. This enables accurate label restoration
even when multiple samples share the same label within a batch. Additionally, this
approach is robust to variations in batch size and label distribution, making it more
scalable compared to prior techniques.

27



3. Methodology

3.2.3 Permutation Ambiguity & Linear Sum Assignment

When reconstructing a batch of training samples from stolen gradients or weights,
one commonly encounters permutation ambiguity, i.e., a mismatch between the or-
der of reconstructed samples and the ground truth samples. This phenomenon arises
due to the symmetric nature of the loss function with respect to input permutations.

Solving this issue is obviously neither possible nor needed in a realistic scenario, as
the adversary typically would be interested in the content of the data rather than its
ordering. However, to quantify reconstruction quality w.r.t. ground truth images,
it is vital that these align.

Consider a batch of N ground truth samples X = {x1, x2, . . . , xn} with corre-
sponding labels y = {y1, y2, . . . , yN}. The gradient of a loss function ℓ(y, ŷ; w) with
respect to model parameters w is for a batch computed as we earlier presented in
Equation 2.13:

ℓ(y, ŷ; w) = 1
N

N∑
i=1

ℓ(yi, ŷi; w) (3.5)

Importantly, this sum is invariant to permutations of the sample indices:

ℓ(y, ŷ; w) = ℓ(y′, ŷ′; w) = ℓ(y′, f(X ′; w)) (3.6)

for any permutation π of {1, . . . , n} such that X ′ = {xπ(1), . . . , xπ(n)} and similarly
for y′. This means that the optimization process has no incentive to preserve the
original order of the samples, as any permutation yields the same gradient.

As a result, the recovered samples X̂ and labels ŷ from gradient inversion may be
arbitrarily permuted versions of the true data. This makes it nontrivial to evaluate
the quality of reconstruction in a sample-wise manner.

To address this issue, the linear sum assignment problem (LSAP), also known as
the Hungarian algorithm, can be used to optimally match reconstructed images to
their corresponding ground truth samples based on a predefined similarity metric.
The LSAP seeks to minimize the total cost of assigning each reconstructed image to
a ground truth image such that each pair is matched only once. Formally, given a
cost matrix C ∈ Rn×n, where Ci,j represents the dissimilarity between reconstructed
image i and ground truth image j, the goal is to find a one-to-one assignment that
minimizes the total cost:

min
π

n∑
i=1

Ci,π(i)

where π is a permutation over {1, . . . , n}.
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3.2.4 Surrogate Model Extension
As stated in the report Surrogate Model Extension (SME): A Fast and Accurate
Weight Update Attack on Federated Learning, Junyi Zhu et al. propose the current
state-of-the-art (SOTA) method for attacking model weights rather than gradients
to reconstruct training images [27]. The idea of inverting the weights begins with a
surrogate model, denoted as ŵ. For the SME, ŵ constitutes model weights which
may differ from w, as oppose to earlier notation.

The general objective function of the SME can be formulated as:

arg min
X̂∈D

min
ŵ∈W
Lsim(w0 −wT ,∇ℓ(ŵ)) (3.7)

Where we define:

∇ℓ(ŵ) := ∇ŵℓ(ŷ, f(X̂; ŵ)) (3.8)
Here, X̂ as usual is the dummy data, which serves as an approximation of the ac-
tual training dataset. w0 represent the weights of the global model before the victim
conducted any training and wT is the stolen weights of this victim after a round
r of training. Importantly, as reviewed in subsection 2.3.2, the client may perform
several steps t steps of training within a round.

The approximated ŵ in SME is a linear combination of the initial weights w0 and
the trained weights wT after T local training steps. Instead of only using w0 as our
ŵ, which we saw lead to an approximation discrepancy in subsection 2.3.2, letting
the algorithm find a ŵ ∈ W , using a mixing coefficient α, where W is the linear
combination, makes finding a hidden gradient easier:

ŵ = αw0 + (1− α)wT (3.9)
where ŵ represents the interpolated weights, defining a model state between the
initial and final training stages. The parameter α regulates the proportion of w0

and wT in the interpolation. Initially, α0 = 0.5, indicating equal weighting of w0

and wT . In Chapter 5 we further discuss why this is reasonable.

SME assumes that the best-reconstructed data X̂ should minimize the reconstruc-
tion loss function L when used with the interpolated weights ŵ∗. The loss function
for data reconstruction is defined as:

LSME(X̂, ŵ) = 1− ⟨w
0 −wT ,∇ℓ(ŵ)⟩

∥w0 −wT∥∥ℓ(ŵ)∥︸ ︷︷ ︸
Lsim

+λ TV(X̂)︸ ︷︷ ︸
Lprior

(3.10)

where Lsim denotes the cosine similarity between the true and estimated weight
updates, and Lprior applies total variation (TV) regularization to the dummy data
X̂. The similarity measure quantifies how closely the true weight change w0 −wT

aligns with the gradient of the loss function ℓ(ŵ), with cosine similarity ensuring
alignment in the direction of weight updates.
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The calculated loss with respect to the interpolated weights ŵ is then used for
the gradient update rule for the dummy data X̂:

X̂i+1 = X̂i − ηX̂∇X̂LSME(X̂, ŵ) (3.11)

where ηX̂ is the learning rate for updating the dummy data and ∇X̂LSME(X̂, ŵ)
is the gradient of the loss function with respect to X̂. The index i represents the
iteration step, where the dummy data X̂ is updated iteratively over several steps.
This update rule ensures that the generated data X̂ gradually approximates the
original training data, in expectation, improving over iterations.

The loss also adjusts α to find the best interpolation between the initial and fi-
nal model weights w0 and wT . The gradient update for αk is:

αi+1 = αi − ηα∇αLSME(X̂, ŵ) (3.12)

where ηα is the learning rate for adjusting α and ∇αLSME(X̂, ŵ) is the gradient of
the loss function with respect to α. Since the reconstruction loss L depends on α
only through ŵ, and given Equation 3.9, we can express the gradient as:

∇αL(X̂, ŵ) = ∂L
∂ŵ
· ∂ŵ

∂α
. (3.13)

With Equation 3.9, we compute:

∂ŵ

∂α
= w0 −wT . (3.14)

Substituting this into the previous expression, we obtain:

∇αL(X̂, ŵ) = ∂L
∂ŵ
· (w0 −wT ). (3.15)

In Algorithm 4, each step of SME is clearly presented.
Algorithm 4: Surrogate Model Extension (SME)
Data: Stolen weights w0, wT , number of iterations K, learning rates ηX̂ , ηα,

loss function LSME
Result: Reconstructed dummy data X̂K

Initialize: X̂0, α0 ← 0.5;
for i = 0 to K − 1 do

ŵ ← αiw
0 + (1− αi)wT ; // Interpolate weights

X̂i+1 ← X̂i − ηX̂∇X̂LSME(X̂i, ŵ) ; // Update dummy data
αi+1 ← αi − ηα∇αLSME(X̂i, ŵ) ; // Update interpolation coefficient

end
Output: Reconstructed data X̂K ;
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3.2.5 Implementation
The integrated attack targets our Federated Learning network, implemented in
Flower, by stealing the weights of each client and the global server at every round.
The attack is executed simultaneously across all clients and the stolen weights is
saved to restore the training data. Using these stolen weights, the SME attack can
then be performed to restore the training data.

By leveraging PyTorch’s Autograd functionality [24], we can efficiently compute the
gradient of the reconstruction loss L, which is essential for performing DL attacks.
Autograd records the operations performed on tensors that have requires_grad=True
and builds a dynamic computational graph. During the backward pass, it traverses
this graph in reverse to compute the gradients of each tensor with respect to the
loss using backpropagation. For further details, we refer to our GitHub repository
[19].

3.2.6 Deep Leakage Experiments
In this subsection, the experiments for DL are specified along with their correspond-
ing settings. Six experiments have been conducted:

1. Experiment 2.1 Decreasing Batch Size
2. Experiment 2.2 Increasing Epochs
3. Experiment 2.3 Maximal Local Training
4. Experiment 2.4 Local Data Size
5. Experiment 2.5 Training State
6. Experiment 2.6 Image Resolution

Additionally, in some experiments, we apply the following federated learning strate-
gies for comparison:

• Full FedAVG: Clients perform multiple local training steps before sending
their model updates to the server. A relatively high number of epochs is used,
along with a full batch size.

• FedAVG = FedSGD: Clients do not perform any local training. Instead,
they compute their updates in a single local step and send them directly to the
server. This represents the intersection point discussed in Subsection 2.3.2,
where the transition to weight-based updates makes FedAVG equivalent to
FedSGD.

• Realistic FedAVG: A more practical version of FedAVG that we propose,
where clients perform a limited number of local training steps. It is intended
to better reflect the constraints of real-world federated systems, where clients
may have limited computational resources or time. Naturally, this is a simplifi-
cation, as the specifics of any learning scheme depend on the task and context.
What we mean in practice is that a moderate level of training is used—less
than Full FedAVG but more than FedSGD.
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3.2.6.1 General Configurations

In Section 2.2, some settings were used which induces challenges for DL. Especially,
three major changes have been made for the FL setup:

1. A transition from the LeNet5 model to a CNNCifar model has been made.
2. Instead of using Adam, vanilla SGD is employed.
3. The local data size N varies but is typically much lower in the following ex-

periments compared to the ones in Section 2.2 for FL.

Model The model used in the following DL experiments is a CNN tailored for
the CIFAR-10 dataset, referred to as CNNCifar. Its architecture is described in
Subsection 3.1.2. Junyi Zhu et al. [27] demonstrate that the performance of the
SME attack varies significantly across different model architectures, emphasizing
the importance of proper parameter tuning. To mitigate the need for extensive and
computationally expensive hyperparameter tuning, this project adopts CNNCifar
for all DL experiments. Moreover, using the same model facilitates comparison with
the results reported in [27].

Optimizer The federated network in the following experiment uses SGD as its
optimizer, with a learning rate of 0.004, replacing the previously used Adam opti-
mizer. This switch is motivated by the fact that while Adam is a more sophisticated
optimizer often leading to improved training performance, it also complicates DL
attacks both theoretically and practically. Importantly, the SME attack is specif-
ically designed for SGD, and its effectiveness with Adam has not been explored.
Furthermore, Junyi Zhu et al. [27] base several of their theorems and proofs on the
assumption of using SGD. The chosen learning rate follows recommendations from
the LEAF benchmark, which suggests 0.004 as a suitable value for achieving effec-
tive training with this network in federated learning settings [5]. The loss function
used is cross-entropy, which remains unchanged despite the switch in optimizer.

Number of Clients and Local Data Size The performance of a federated net-
work is highly influenced by the amount of data it is exposed to during training.
In the FL context, this data availability is primarily governed by the number of
clients and their respective local dataset sizes. In previous FL experiments, strong
performance was achieved by using a relatively large local dataset size (N = 5000)
across a small number of clients (10 in total). However, this setup poses challenges
for DL attacks, as reconstructing from N = 5000 is unrealistic.

To address this, one could theoretically reduce the local data size to around N ≈ 32,
while maintaining the total dataset size by increasing the number of clients to ap-
proximately 1500. Although this configuration is reflective of real-world scenarios,
simulating such a large number of clients is computationally expensive and infeasible
within the constraints of this project.

As a compromise, we restrict our experiments to 10 clients with small local datasets,
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accepting the resulting drop in federated performance. This setup can still be consid-
ered realistic, as an adversary could plausibly launch DL attacks on a small subset of
neighboring clients within a larger network. Nonetheless, this limitation prevents us
from fully exploring the trade-off between DL attack feasibility and FL performance
under large-scale conditions.

Limit to Image Reconstruction In this project, the primary focus of the DL
attack is image reconstruction, while label reconstruction is deliberately excluded
from the scope and treated as a separate challenge. This separation allows us to
focus exclusively on the complexity of reconstructing input images.

To define the constraints of our setup, we make the key assumption that the adver-
sary has access to the ground truth labels, denoted by y. Rather than assuming the
labels were intercepted directly, we posit that a successful label restoration attack
has been performed beforehand. While this simplification sidesteps the inherent
difficulty of reconstructing images without known labels, it allows us to isolate and
study the image reconstruction process in depth.

As discussed in Subsection 3.2.3, knowledge of the label distribution can, in practice,
be just as informative as knowing the labels themselves. In gradient-based DL at-
tacks, such distributions may be inferred through techniques like the one illustrated
in Equation 3.4. Although no analogous method currently exists for weight-based
attacks, we hypothetically assume that such a method could be developed and has
already yielded the true labels in our scenario.

The following parameters remain fixed throughout all experiments in the federated
network:

Parameter Value
Model CNNCifar
Optimizer SGD
Loss Function Cross-Entropy
Learning Rate 0.004
Number of Clients 10
Strategy FedAVG
Data Distribution IID

We refer to Appendix A.2.2 for the full configuration.

3.2.6.2 Evaluation

Evaluating the quality of reconstructed images is challenging. To address this, we
draw inspiration from the FEDLAD framework (Federated Evaluation of Deep Leak-
age Attacks and Defenses) by Isaac Baglin et al., which offers a diverse range of
evaluation metrics across multiple datasets.[2]
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FEDLAD offers a wide range of metrics, but in this report the main focuses will be
analyzing the following metrics:

• PSNR (Peak Signal-to-Noise Ratio)
• LPIPS (Learned Perceptual Image Patch Similarity)
• SSIM (Structural Similarity Index Measure)

PSNR Peak Signal-to-Noise Ratio evaluates how much noise is present in a recon-
structed image by comparing the original signal to the distortion introduced during
reconstruction. Higher PSNR values indicate that the restored image is closer to
the original with less visible noise.

LPIPS Learned Perceptual Image Patch Similarity (LPIPS) is designed to mea-
sure perceptual similarity between two images by comparing their deep feature rep-
resentations rather than raw pixel values. This approach aims to mimic human
visual perception providing a “perceptual distance” that reflects image similarity in
a way that aligns with human judgment[25]. A lower value indicates better recovery,
as the reconstructed image appears more similar to the original.

SSIM Structural Similarity Index Measure evaluates the similarity between two
images by comparing their luminance, contrast, and structural patterns, offering a
more complete view of image quality. Values closer to 1 indicate that the recon-
structed image is highly similar to the original in terms of structure, luminance, and
contrast.

Averaging All experiments below are conducted on each of the 10 clients in the
federated network, and their corresponding metrics are averaged. Since some exper-
iments involve only a small number of images, this averaging approach improves the
robustness of our evaluation by reducing the impact of sample anomalies.

3.2.6.3 Decreasing Batch Size

Description This experiment investigates how reducing the local batch size, while
keeping the number of epochs fixed at E = 1, influences the quality of reconstructed
images. Lowering the batch size increases the number of local weight updates per-
formed by each client during a single communication round, as the model processes
smaller subsets of the local dataset in each step. This setup makes it possible to ob-
serve how batch size alone affects how much information about the original training
data is preserved in the model’s weights, which in turn impacts the quality of the
reconstructed images.

Experiment 2.1: B E Round N T
[8(full), 4, 2, 1] 1 1 8 [1, 2, 4, 8]
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Motivation & Hypothesis The purpose of this experiment is to evaluate how
batch size influences the attack’s ability to retain information necessary for image
reconstruction. Smaller batch sizes result in more frequent weight updates, making
it harder for the attack to recover details in the images. We hypothesize that
decreasing the batch size will lead to a decline in reconstruction quality, as more
frequent updates make it harder for the attack to recover the original inputs.

3.2.6.4 Increasing Epochs

Description This experiment investigates the effect of varying the number of
local training epochs on the ability to reconstruct original images. By adjusting
the number of epochs, we observe how increasing local training impacts the model’s
weights and, subsequently, the success of the reconstruction attack. The batch size
is fixed at 8 (full), and we evaluate how different epochs influence restoration quality
by performing the attack after one round.

Experiment 2.2: B E Round N T
8(full) [1, 5, 10, 20] 1 8 [1, 5, 10, 20]

Motivation & Hypothesis The reason why this experiment is conducted is to
examine how varying the number of local epochs affects the ability to recover original
inputs from stolen model weights. It is hypothesized that increasing the number
of epochs leads to more weight updates, which could reduce the success of the
reconstruction attack by update the model further from its initial state.

3.2.6.5 Maximal Local Training

Description This experiment is designed to evaluate the effect of intensified local
training on the ability to reconstruct original images from stolen model weights. By
combining a minimal batch size with an increased number of local epochs, the setup
results in the highest number of local weight updates observed in this study.

Experiment 2.3: B E Round N T
1 20 1 8 160

Motivation & Hypothesis The purpose of this experiment is to examine how
increased local training affects the model’s vulnerability to reconstruction attacks.
We hypothesize that the combination of a small batch size and a high number of
local epochs will weaken the attack’s reconstruction ability, as the model parameters
are pushed further away from their original state, making it increasingly difficult to
recover the input image.

3.2.6.6 Local Data Size

Description In this experiment, we investigate the relationship between the amount
of local training data N and the restoration quality of the images. Each of the ten
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clients is assigned an equal amount of local data, and the test is repeated with
varying data sizes. By gradually increasing the data size, we assess how larger local
datasets impact the ability to reconstruct images from the model updates. The data
sizes N tested in this experiment are: [8, 16, 32, 64, 96, 128, 160] and all attacks
are conducted after the first round of training.

Experiment 2.4: B E T
Full FedAVG 1 20 [160, 320, 640, 1280, 1920,

3200]
FedAVG = FedSGD Full 1 1

Realistic FedAVG [2, 4, 8, 16,
24, 32, 40]

5 20

Motivation & Hypothesis The purpose of this experiment is to explore how
varying the amount of local training data influences the attack’s vulnerability to
reconstruction images. We hypothesize that as the amount of local data increases,
the model weights become more generalized, making it harder for the attack to
recover the original images. We expect that larger local datasets will result in a
reduced ability to reconstruct the images from the stolen model weights.

3.2.6.7 Training State

Description In this experiment, we examine how the number of communication
rounds affects the quality of image restoration. We run the attack over several
rounds, while keeping other parameters constant. Ten clients are used in each test,
and the results are averaged across them. The goal is to examine if the attack is
affected by the round in which it is performed and how this impacts the restoration
quality. The experiment runs for 50 rounds, with an attack occurring at each round.

Experiment 2.5: B E Rounds N T
2 5 [1:1:50] 8 20

Motivation & Hypothesis The purpose of this experiment is to examine how the
number of communication rounds impacts the attack’s vulnerability to reconstruct
images. We hypothesize that the timing of the attack within the communication
rounds will influence the restoration quality. Specifically, we expect that performing
the attack in later rounds, when the model has undergone more updates, will result
in a lower quality of image restoration compared to attacks performed in earlier
rounds.

3.2.6.8 Image Resolution

Description To understand how input resolution affects model performance, we
conduct a very simple experiment using three different image sizes:128× 128, 256×
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256 and 1024× 1024. The goal is to evaluate how resolution influences the quality
of the restored image. In this experiment, the evaluation is performed on a sin-
gle selected image from each dataset in order to isolate the effect of resolution on
restoration quality. For these experiments, we used three publicly available image
datasets at varying resolutions: imagenet-1k-128x128, celeba-hq-256x256, and
oilpaint_1024x1024.1

Motivation & Hypothesis The purpose of this experiment is to examine how
different input resolutions affect the ability to restore images from stolen model
weights. We hypothesize that higher resolution images will make the model’s task
more challenging, as they contain more detailed information. As a result, we expect
that the quality of the restored images will decrease as the resolution increases, due
to the increased complexity of the model’s parameters.

1Datasets available at:
https://huggingface.co/datasets/benjamin-paine/imagenet-1k-128x128,
https://huggingface.co/datasets/korexyz/celeba-hq-256x256,
https://huggingface.co/datasets/arsalanaa/oilpaint_1024x1024
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4
Results

This chapter presents the results corresponding to the methodology outlined in
Chapter 3, with focus on the experiments described in Section 4.2. Brief comments
and interpretations are provided to highlight key observations, but a more thorough
analysis and discussion of the results, along with their underlying explanations, is
deferred to Chapter 5.

4.1 Federated Learning Experiments
In Section 4.2, we proposed four experiments to evaluate the performance of FL
under different training configurations:

1. Experiment 1.1: Intersection Between FedSGD & FedAVG
2. Experiment 1.2: Decreasing Batch Size
3. Experiment 1.3: Increasing Epochs
4. Experiment 1.4: Optimal Training

The primary objective of these experiments is to investigate how the training state
of a federated network affects its overall performance.
The following table summarizes the experimental setup parameters, which remain
consistent across all FL experiments in this section:

Parameter Value
Model LeNet
Optimizer Adam
Loss Function Cross-Entropy
Learning Rate 0.001
Number of Clients 10
Local Data Size N 5000
Strategy FedAVG
Distribution IID
Rounds 200

Table 4.1: Federated learning experiment setup parameters

We refer to Appendix A.2.1 for the complete configuration details.
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4.1.1 Intersection Between FedSGD & FedAVG

Experiment 1.1: B E T
Full 1 1

In Figure 4.1, three especially interesting phenomenons can be observed:
1. Remarkably similar performance on training and validation data.
2. Oscillating behavior.
3. Slow convergence in terms of rounds.

Firstly, the similarity between the training and validation data is interesting from
an ML perspective as this type of behavior is rarely seen. Often instead, there is a
discrepancy between the performances. We believe there are two possible reasons
to why this is the case; the IID and the large batch size. The IID ensures that
the validation set is sampled from the same distribution as the training set. If not,
we would see significantly different performances. But more importantly, the large
batch size inherent from using FedSGD further neglects sample-specific differences
between the validation and training set. Additionally, a larger batch size implies
fewer steps in between validation, which describes why train and validations accu-
racy is tightly bound.

Secondly, the large oscillations in accuracy suggest that the model struggles to con-
verge smoothly. This could stem from high variance in gradient updates, sensitivity
to the learning rate, or the lack of mini-batch stochasticity as a result of the min-
imal local training, which typically helps stabilize training dynamics. We suspect
this behavior is a consequence of oscillating around a local optimum.

Finally, as we will see when comparing with more local training, this learning scheme
demands several communication rounds rendering slow convergence.

4.1.2 Decreasing Batch Size

Experiment 1.2: B E T
[Full, 64, 32, 16, 8, 1] 1 [125, 250, 500, 1000, 8000]

In Figure 4.2, we observe how the batch size influences the validation accuracy.
Notably, the Batch full setting corresponds to the same configuration as in Fig-
ure 4.1, and it performs the worst when compared to the smaller batch sizes. These
results indicate that the stochasticity introduced by smaller batches mitigates the
oscillatory behavior previously observed and leads to faster convergence.
Most importantly, the results suggest that a moderate batch size is preferable over
the extremes (i.e., batch size 1 and full batch). Specifically, batch size 8 achieves
better performance up until round 40, after which it is overtaken by batch size 16,
which reaches the highest overall performance at round 63. Interestingly, as training
continues beyond round 78, batch size 64 begins to outperform the others.
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Figure 4.1: Training and validation performance of the LeNet5 model over 200
communication rounds in a FL setup with 10 clients, using a full batch per round
and 1 epoch per client with N = 5000.
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Figure 4.2: Validation accuracy across B = [full, 64, 32, 16, 8, 1] of the LeNet5
model over 200 communication rounds in a FL setup with 10 clients, using 1 epoch
per client with N = 5000.
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4.1.3 Increasing Epochs

Experiment 1.3a: B E T
Full [1, 5, 10] [1, 5, 10]

Figure 4.3 shows the results for a batch size set to ’full’ with varying numbers of
epochs. The results clearly demonstrate that increasing the number of epochs leads
to higher accuracy when the batch size remains fixed. This is expected, as more
epochs allow for additional local training before global aggregation, enabling the
model to generalize better.
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Figure 4.3: Validation accuracy across E = [1, 5, 10] over 200 communication
rounds in a FL setup with 10 clients, using full batch size with N = 5000.

Experiment 1.3b: B E T
1 [1, 5, 10] [8000, 40 000, 80 000]

In Figure 4.4, the results illustrate how the accuracy remains around 0.5 across all
the different epochs. Since the model is trained with a batch size of 1, increasing
the number of epochs leads to rapid overfitting in all cases. The plot further high-
lights that using 5 epochs results in the best performance, while increasing to 10
epochs does not provide any noticeable improvement and instead leads to overfitting.
This suggests that, in this scenario, a higher number of epochs is not necessarily
preferable, as it can cause the model to overfit rather than generalize effectively.
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Figure 4.4: Validation accuracy across E = [1, 5, 10] over 25 communication rounds
in a FL setup with 10 clients, using batch size 1 with N = 5000.

4.1.4 Optimal Training

Experiment 1.4: B E T
16 [1, 5, 10] [500, 2500, 5000]

This experiment was conducted using a batch size of 16, as Experiment 1.2 con-
cluded that this configuration yielded the highest accuracy. Figure 4.5 illustrates
how the validation accuracy evolves with an increased number of local epochs. As
expected, the accuracy peaks rapidly due to the combination of a small batch size
and multiple training iterations. However, for both 5 and 10 local epochs, the model
begins to overfit relatively early.

Despite this tendency to overfit, increasing the number of local epochs can still
be a convenient strategy—particularly in privacy-sensitive scenarios, as it reduces
the frequency of model updates while maintaining a relatively high level of accuracy.
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Figure 4.5: Validation accuracy for batch size 16 with different numbers of local
epochs (1, 5, and 10) over 200 rounds.

4.2 Deep Leakage Experiments
In Section 4.2 , we proposed six experiments to investigate the performance of DL
within our constructed framework for different training configurations:

1. Experiment 2.1 Decreasing Batch Size
2. Experiment 2.2 Increasing Epochs
3. Experiment 2.3 Maximal Local Training
4. Experiment 2.4 Local Data Size
5. Experiment 2.5 Training State
6. Experiment 2.6 Image Resolution

The purpose of these experiments is to investigate how the training state, data it-
self, and general FL setting affects the adversary’s overall performance in terms of
quality of reconstructing images.

Experimental setup parameters, which are consistent for all the DL experiments in
this section:

Parameter Value
Model CNN-CIFAR
Optimizer SGD
Loss Function Cross-Entropy
Learning Rate 0.004
Number of Clients 10
Strategy FedAVG
Data Distribution IID
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We refer to Appendix A.2.2 for the full configuration.

All experiments below are conducted on each of the 10 clients in the federated net-
work, and their corresponding metrics are averaged. Since some experiments involve
only a small number of images, this averaging approach improves the robustness of
our evaluation by reducing the impact of sample anomalies.

4.2.1 Decreasing Batch Size

Experiment 2.1: B E Round N T
[8(full), 4, 2, 1] 1 1 8 [1, 2, 4, 8]

To understand the relationship between local training dynamics and image recon-
struction quality, this experiment explores the effect of decreasing the local batch
size while keeping other parameters constant. Reducing the batch size forces the
model to perform more frequent weight updates on smaller subsets of data during
each local training round. This setup allows us to isolate and examine how batch
size alone influences the success of reconstructing original images from the model’s
stolen weights.

Table 4.2 presents the results for varying the local batch size while keeping the
number of epochs fixed to E = 1. The first row represents the scenario where Fe-
dAVG behaves equivalently to FedSGD, meaning the entire local dataset is used as a
single batch and only one epoch is performed. As the batch size decreases, the local
client performs more updates per communication round, and the results indicate a
clear but small reduction in restoration quality according to the applied evaluation
metrics. This suggests that increased local training, driven by smaller batch sizes,
leads to weight updates that make it harder to recover the original inputs.

Table 4.2: Evaluation metrics (PSNR, SSIM, LPIPS) for restored images at dif-
ferent local batch sizes B, after one epoch of training. Results are averaged over 10
clients in a federated learning setting on the CIFAR-10 dataset.

Batch size Average PSNR ↑ Average SSIM ↑ Average LPIPS ↓
8 (Full) 20.721 0.744 0.065
4 20.546 0.732 0.071
2 20.395 0.716 0.076
1 19.945 0.690 0.084
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4.2.2 Increasing Epochs

Experiment 2.2: B E Round N T
8(full) [1, 5, 10, 20] 1 8 [1, 5, 10, 20]

This experiment examines how the number of local training epochs affects the abil-
ity to reconstruct original images from stolen model weights. Increasing the number
of epochs results in more weight updates before aggregation, which can influence
restoration quality. The evaluation is based on a fixed set of N = 8 images, provid-
ing a consistent comparison across configurations.

Table 4.3 presents the results for the experiment evaluating the impact of the num-
ber of local epochs. Similar to the batch size experiment, the first row represents
a scenario where FedAVG is equivalent to FedSGD, with only one local update per
round. Compared to the results observed in the batch size experiment, the decrease
in PSNR and SSIM, along with the increase in LPIPS, appears to be less pronounced
when adjusting the number of local epochs. Interestingly, the PSNR even increase
in the second row, where 5 local epochs are used. This could be due to the fact that
PSNR focuses solely on pixel-level differences, which may not fully reflect percep-
tual quality. These results suggest that changes in batch size may lead to a greater
divergence than the variations caused by increasing the number of local epochs.

Table 4.3: Evaluation metrics (PSNR, SSIM, LPIPS) for reconstructed images at
different local epoch sizes (E), using batch size B = 8. Results are averaged over 10
clients in a federated learning setting on the CIFAR-10 dataset.

Epoch size Average PSNR ↑ Average SSIM ↑ Average LPIPS ↓
1 20.721 0.744 0.065
5 20.728 0.742 0.066
10 20.541 0.729 0.069
20 20.168 0.710 0.074

4.2.3 Maximal Local Training

Experiment 2.3: B E Round N T
1 20 1 8 160

This experiment explores the combined effect of batch size and number of epochs in
order to maximize local training within a single communication round. The goal is
to evaluate how extreme local training conditions influence the model’s susceptibil-
ity to input reconstruction attacks. The evaluation is again performed using a fixed
set of 8 images to allow for a consistent comparison across configurations.

The final experiment involving epochs and batch size was designed to maximize
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local training effort. As shown in Table 4.4, this was achieved by setting the num-
ber of local epochs to E = 20 and using a batch size of B = 1, which results in
the highest number of local weight updates before aggregation in this investigation.
Under these conditions, the evaluation metrics indicate a significant decline in recon-
struction quality, with noticeably lower PSNR and SSIM values, and a substantial
increase in LPIPS. These results further support the observation that increased local
training reduces the SME attack’s capacity to restore images.

Table 4.4: Evaluation metrics (PSNR, SSIM, LPIPS) for reconstructed images
using local training with E = 20 epochs and batch size B = 1 on the CIFAR-10
dataset. Results are averaged over 10 clients in a federated learning setting.

Epochs Batch Size Average PSNR ↑ Average SSIM ↑ Average LPIPS ↓
20 1 16.569 0.456 0.172

To illustrate the visual differences, Figure 4.6 presents reconstructed images under
two different local training settings. The top row shows reconstructions produced
when using the intersection point where FedAVG behaves equivalently to FedSGD
(B = full, E = 1). The middle row shows reconstructions obtained after extended
local training using the full FedAVG setup (B = 1, E = 20). The bottom row
displays the corresponding original ground truth images.

As seen in Figure 4.6, the reconstructions in the top row retain more structural de-
tails and visual similarity to the original images. In contrast, the middle row which
represents the case with more extensive local training shows less defined structures
and contours, indicating a reduction in the model’s ability to retain detailed input
features as local training increases.

Figure 4.6: Comparison of reconstructed images under different settings. The top
row contains the ground truth images. The middle row shows reconstructions using
the intersection of FedSGD and FedAVG with B = full, E = 1. The bottom row
presents reconstructions from full FedAVG with B = 1, E = 20.
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4.2.4 Local Data Size

Experiment 2.4: B E T
Full FedAVG 1 20 [160, 320, 640, 1280, 1920,

3200]
FedAVG = FedSGD Full 1 1

Realistic FedAVG [2, 4, 8, 16,
24, 32, 40]

5 20

This experiment was designed to investigate how the amount of local data N per
client influences the quality of reconstructed images. Specifically, the focus was on
evaluating how increasing the local dataset size affects the ability of the SME attack
to recover original inputs from the model’s stolen weights.

The results are presented in Figure 4.7. Across all tested configurations, includ-
ing the intersection point where FedAVG equals FedSGD (E = 1, B = full), the full
FedAVG case (E = 20, B = 1), and a more realistic setting (E = 5, B = N/4), the
reconstruction quality consistently declines as the local data size N increases. This
trend suggests that when each client trains on a larger local dataset, the weights
become less reflective of the individual samples, reducing the SME attack’s ability
to reconstruct the original images.

The Full FedAVG setting shows a consistent drop in PSNR as the local data size
increases. The trend follows a similar shape to the FedAVG = FedSGD and the real-
istic FedAVG configurations, but the PSNR values for Full FedAVG remain lower by
a few points across all tested data sizes. In addition to the overall decline, the gap
between the different configurations remains stable across the tested data sizes. For
all cases, smaller local datasets result in higher PSNR values, while increasing the
number of samples per client leads to a steady reduction in reconstruction quality.
This consistent pattern highlights the influence of both local training settings and
data volume on the outcome of image restoration.

4.2.5 Training State

Experiment 2.5: B E Rounds N T
2 5 [1:1:50] 8 20

This experiment aimed to investigate how the number of communication rounds in-
fluences the quality of reconstructed images. The focus was on evaluating whether
the round at which the SME attack is performed impacts its ability to recover orig-
inal inputs from the model’s stolen weights. The experiment was conducted over 50
rounds, with an attack executed at each round.
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Figure 4.7: Average reconstructed image quality (PSNR) vs. local data size N
on CIFAR-10, averaged over 10 clients with three settings, Intersection point for
FedAVG and FedSGD:(E = 1, B = full), Full FedAVG: (E = 20, B = 1) and a
realistic setting for FedAVG: (E = 5, B = N/4). The data sizes used for each
setting N ∈ {8, 16, 32, 64, 96, 128, 160}.

The results of this experiment are presented in Figure 4.8. Under a realistic Fe-
dAVG setting, the test was conducted using 10 clients, each holding a local dataset
of N = 8 images. During each communication round, clients performed local train-
ing with a batch size of B = 2 and E = 5 local epochs before model aggregation.
The evaluation shows a consistent decline in reconstruction quality as the number
of training rounds increases. This illustrates the effect of performing the attack at
different stages of the federated learning process, where attacks conducted in ear-
lier rounds result in higher reconstruction quality compared to those executed after
several rounds.

The PSNR values reflect this trend, starting at around 20 in the initial rounds
and gradually dropping below 17 as the number of rounds approaches 50. The de-
crease in reconstruction quality is steady during the initial stages of training, with
no significant fluctuations between rounds. However, this decline plateaus after ap-
proximately 25 communication rounds, indicating that further updates no longer
result in notable degradation or improvement in reconstruction performance.

These findings suggest that the model begins to overfit after around 25 commu-
nication rounds, which can be seen in Figure 4.9. While the training accuracy
continues to increase and eventually reaches a high level of confidence, the valida-
tion accuracy plateaus. This is likely due to the small local dataset size, with only
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8 images per client, which limits the model’s ability to generalize. As a result, even
with continued training, the validation performance does not improve.
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Figure 4.8: Average reconstructed image quality (PSNR) over communication
rounds for N = 8 local images per client on CIFAR-10, averaged across 10 clients.
Each client performs local training with batch size B = 2 and E = 5 local epochs
per round.
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Figure 4.9: Training and validation accuracy over communication rounds for N = 8
local images per client on CIFAR-10, averaged across 10 clients. Each client performs
local training with batch size B = 2 and E = 5 local epochs per round. Accuracy is
reported for both training and validation sets across every round.
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4.2.6 Image Resolution
To understand how input resolution affects model performance, we conducted ex-
periments using three different image sizes: 128× 128, 256× 256, and 1024× 1024.
The aim was to evaluate how resolution influences the quality of the restored images
under the SME attack method.

The results, illustrated in Figure 4.10, show that both 128 × 128 and 256 × 256
images yield reasonably good restoration quality. However, at 256 × 256, some
pixel-level artifacts begin to appear, including slight color distortion and blurriness.
When the resolution increases to 1024 × 1024, the attack is no longer able to re-
store a coherent image. Although the restored outputs still exhibit some structural
resemblance to the original images, the overall quality is noticeably poor.

Figure 4.10: Impact of input resolution on model performance across three
datasets:imagenet-1k-128x128, celeba-hq-256x256, and oilpaint_1024x1024. The re-
sults illustrate how varying image sizes (128×128, 256×256, and 1024×1024) affect
learning quality, convergence speed, and generalization.
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Discussion

This chapter presents and analyzes the experimental findings concerning the ap-
plication of FL and the implementation of DL attacks within an FL framework.
Additionally, future work is outlined, and finally, ethical considerations related to
this study are discussed.

5.1 Federated Learning with FedAVG
The Federated Learning experiments on the CIFAR-10 dataset yielded several in-
teresting insights. In the initial experiment, we investigated the point at which the
performance of FedSGD and FedAvg intersect. This setup, which involved minimal
local training on each client (one gradient update per round), required a large num-
ber of communication rounds and slow convergence. This highlights the inefficiency
of relying only on global updates without sufficient local learning.

As we increased the amount of local training performed by each client before ag-
gregation, the convergence time in a global perspective with respect to rounds,
decreased heavily. This trend suggests that allowing clients to perform more lo-
cal updates enables the global model to benefit more effectively from each client’s
unique data, accelerating convergence. It shows the collaborative learning power in
FL systems when clients are allowed to contribute more meaningful updates. How-
ever, this benefit has limits. When the number of local training epochs became too
high, the model began to overfit to local data, leading to a decline in generalization
performance. This trade-off between local learning and global model generalization
is crucial for designing effective FL networks. These findings are well illustrated in
Figure 4.2, where we can clearly observe the effect of different local training regimes
on convergence speed and final accuracy.

5.2 Deep Leakage on Model Weights
Success of DL decrease as more training is induced From the results of
Experiments 2.1, 2.2 and 2.3 in Subsection 4.2 we recognized a clear trend in ac-
cordance with our hypothesis in Subsection 3.2.6 along with the theory regarding
transition to weights in Subsection 2.3.2; more local training worsens quality of re-
constructed images from DL attacks across all metrics (PSNR, LPIPS & SSIM).
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We can try to understand this by looking at the minimization of LSME as an arbi-
trary gradient-based DL attack but with a sophisticated gradient approximation:

LSME(X̂, ŵ) = 1− ⟨w
0 −wT ,∇ℓ(ŵ)⟩

∥w0 −wT∥∥ℓ(ŵ)∥︸ ︷︷ ︸
Lsim

+λ TV(X̂)︸ ︷︷ ︸
Lprior

Where ∇ℓ(ŵ) is the sophisticated gradient approximation.

Then, naturally, we can shift our focus to try to understand how this sophisticated
approximation becomes increasingly more difficult to make, as more local training
is added in between weight observations in a round from w0 to wT . Equation 2.31
In Subsection 2.3.2 declared the simplest case:

∇ℓ(w0) ≈ w0 −wT

Tη

which held exactly if and only if T = E(B/N) = 1 and the learning rate was non-
adaptive.

We believe that the decreasing restoration quality from the SME DL attack, as more
training is added, is a direct consequence of this decaying approximation. However,
there are more nuances to this. The SME attack aims to find a ŵ in W defined as
the linear combination of w0 and wT :

ŵ = αw0 + (1− α)wT

And to understand what really happens under the hood, imagine a victim’s model
taking a path in weight space from w0 to wT with several hidden time steps t. If
we find a gradient with corresponding ŵ which is parallel with w0 −wT , we find a
minimizer to Lsim. We believe that finding such a ŵ is easier when the path from
w0 to wT is close to the the linear combination of w0 and wT .

Importantly, our hypothesis–that a straighter training trajectory yields a better ŵ–
explains why extending local training by increasing the number of epochs does not
degrade the quality of the SME DL attack as significantly as reducing the batch
size does. When a victim reduces its batch size, each gradient update is based on
fewer samples, leading to increased variance in the gradients and a more erratic,
fluctuating training path.

w0 significantly impacts reconstruction quality. In each round, w0 is updated
based on the weights from the previous round. The value of w0 has a significant
impact on the reconstruction outcome. This is clearly demonstrated in Figure 4.8,
where a model trained with weights from the previous round results in much lower
reconstruction quality compared to when w0 is initialized with, for example, Gaus-
sian noise. The likely reason for this is that the model becomes overfitted as the
number of rounds increases. As the rounds progress, the variations in the weights
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get smaller and, eventually, reach noise when the model becomes overfitted. This
noise does not reflect much of the training data, which limits the attack’s ability to
perform accurate reconstruction. In the context of DL, this implies that the attack
should be completed in the earlier rounds to achieve the highest possible quality of
reconstruction.

Another scenario is where the network is already pretrained, rather than being
initialized with Gaussian noise, this approach is known as transfer learning [23]. In
this case, the model benefits from previously learned knowledge, which can influence
how it responds to new data. This could potentially lead to a lower restoration qual-
ity after the first attack compared to the other case we studied, as the model may
already be partially adapted. As shown in Figure 4.8, this scenario could be linked
to the case where the first round appears in the middle of the figure, rather than at
the start. This suggests that the effects of the first attack might not become imme-
diately apparent, as the model has already undergone pretraining before it started
participating in federated learning. As a result, the initial restoration quality may
already be lower from the start.

Reconstruction decrease with local data size N As discovered in Experi-
ment 2.4 in Subsection 4.2, it was evident that the quality of the reconstructed
images decreased as the local dataset size increased. Currently, the field of DL is
limited to reconstructing larger data sets, which highlights one of the limitations
of this approach. Although local datasets in FL are often smaller than those used
in centralized training, this actually makes the attack scenarios more realistic. It’s
also important to note that leaking just one image per class can already pose a
significant privacy threat, it is not necessary to reconstruct all images. This raises a
broader discussion about the type of information an adversary might aim to extract,
depending on their objectives.

Image resolution constraints One possible explanation is the limited capac-
ity of the relatively simple CNNCifar-model employed in this experiment. Higher-
resolution images require the model to capture more complex features, and the
current architecture may not have sufficient depth for this task. As a result, the
restored images at higher resolutions reflect the limitations of the learned weights
rather than meaningful image recovery.

5.3 Future Work
In this project, we have explored various aspects of the FL and DL topic. How-
ever, there is still much room for further studies and experiments to gain a deeper
understanding of the field, as well as to explore new approaches that could lead to
improvements over today’s SOTA solution concerning DL.

When we tested Adam as the FL optimizer, the results became unusable, even
for reconstructing a single image. Introducing another scaling mechanism in the
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SME attack could potentially make reconstruction feasible, which is one area worth
investigating further. Moreover, instead of using data from only one client, it may be
possible to exploit the fact that model weights from multiple clients can be stolen
and leverage this combined information to enhance the attack. Another similar
strategy would be to take advantage of multiple communication rounds to gain ad-
ditional leverage. It could also be worth investigating whether the noise introduced
when the global model becomes over-fitted reveals any useful information.

5.4 Ethical Considerations
This thesis investigates advanced artificial intelligence techniques and privacy ex-
ploitation in defense applications. It is important to understand the implications
and inherent risks within our work and to consider these carefully.

Artificial Intelligence and its applications is becoming a part of many peoples every-
day life. Autonomous vehicles, language translation, chat-bots, etc. are increasingly
used both professionally and privately. Understanding the biases inferred from train-
ing these models are crucial to mitigate discriminative behavior. This risk becomes
evident in the context of FL as the training data from clients in a federated network
needs to be weighted into the global model. Weighting all clients equally might
render a global model that tends to outlying behavior, but weighting clients with
respect to the size of their training data might instead marginalize contributions
from less productive clients [17]. This is just an example that illustrates considera-
tions needing attention when working with artificial intelligence.

SAAB Surveilance is interested in FL because of its ability to boost model per-
formance while keeping local data private (if well protected against DL). Their
interest in the technique could be described as general, without a specific applica-
tion intended, yet focused on the defense domain. As stated within the limitations,
the thesis does not focus on developing methods for distinct and isolated purposes
but rather contribute to a general understanding of the vulnerabilities with using
FedAVG in FL. As authors of the thesis, we hope to be able to contribute to this
knowledge extending the scope of the defense domain.
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6
Conclusion

This thesis has explored the feasibility and limitations of performing Deep Leakage
attacks within a Federated Learning framework that employs the FedAVG aggre-
gation method. Traditionally, DL attacks have been primarily studied within the
context of FedSGD, but this research investigates the adaptation of these attacks
to work with FedAVG, providing a new perspective on privacy vulnerabilities in FL
systems. The purpose of this thesis, as mentioned at the beginning, was to answer
the following questions:

1. Is it possible to perform a DL on a federated network using FedAVG?
2. If possible - what information about the model, parameters, hyper parameters

and the dataset is needed for the DL to be successful?
3. If the attack is possible to conduct, can we identify the region in which it

becomes ineffective?

The results of this study indicate that DL attacks are indeed possible within a Fe-
dAVG context. However, their effectiveness is highly dependent on several factors,
including model parameters, dataset characteristics, and the local training process.
Specifically, as the amount of local training (in terms of batch size and local epochs)
increases, the quality of DL attack reconstructions decreases. This decline is at-
tributed to the degradation of gradient approximations, which are crucial for a suc-
cessful DL attack. Additionally, variations in model initialization, the size of local
datasets, and the resolution of target images further impact the success of the at-
tacks, with smaller datasets and lower resolutions being more susceptible to leakage.

The robustness analysis conducted in this thesis also revealed important insights
into the trade-offs between local training and global model generalization in FL sys-
tems. While increasing local training can enhance the performance of the global
model, it also inadvertently reduces the ability of DL attacks to reconstruct private
information, illustrating a balance between privacy protection and model accuracy.

From a broader perspective, this work contributes to the expanding research of
literature on privacy concerns in FL, emphasizing that communication efficient ag-
gregation methods like FedAVG are not immune to privacy risks. While the study
demonstrates that DL attacks can successfully reconstruct private data, it also un-
derscores the challenge of defining the precise point at which an image can be con-
sidered effectively leaked. The ambiguity in assessing the quality and fidelity of re-
constructed images complicates the identification of the threshold where DL attacks
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6. Conclusion

become ineffective. This highlights the need for further research into developing
defenses against DL attacks, especially in federated contexts where sensitive data is
distributed across multiple clients.

This research opens the door for further exploration of privacy preserving mech-
anisms that could mitigate the risks of data leakage without compromising the
performance of federated models.

In conclusion, while DL attacks on FedAVG-based FL systems present a signifi-
cant privacy challenge, understanding the factors that influence their effectiveness
provides valuable insights for improving the robustness of federated learning frame-
works against such vulnerabilities. However, a critical aspect of this research is the
difficulty in establishing clear criteria for when a DL attack can be deemed suc-
cessful in reconstructing private data. Defining the point at which reconstructed
images are no longer considered effective leaks remains a complex yet essential area
for further investigation. This research opens the door for further exploration of
privacy-preserving mechanisms that could mitigate the risks of data leakage without
compromising the performance of federated models, including more robust metrics
for assessing attack success and detecting ineffective reconstructions.
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A
Appendix 1

A.1 Dirichlet Distribution
The Dirichlet distribution for K classes with parameter α is defined as:

p(x|α) =
Γ
(∑K

k=1 αk

)
∏K

k=1 Γ(αk)

K∏
k=1

xαk−1
k

where x = (x1, x2, . . . , xK) such that xk ≥ 0 and ∑K
k=1 xk = 1, and Γ(·) is the

Gamma function.[3]

A.2 Experiments Settings

Table A.1: Normalization Configurations for all experiments

Parameter Value
Normalization Means (0.4914, 0.4822, 0.4465)
Normalization Stds (0.247, 0.243, 0.261)

A.2.1 Federated Learning Experiment Settings

Table A.2: Federated Learning configurations, consistent for all the FL experi-
ments.

Configurations
Parameter Value
Model LeNet
Optimizer Adam
Loss Function Cross-Entropy
Learning Rate 0.001
Number of Clients 10
Local Data Size N 5000
Strategy FedAVG
Distribution IID
Rounds 200
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A. Appendix 1

A.2.2 Deep Leakage Experiment Settings

Table A.3: Federated Learning configurations, consistent for all the DL experi-
ments.

Configurations
Parameter Value
Model CNNCifar
Optimizer SGD
Loss Function Cross-Entropy
Learning Rate 0.004
Number of Clients 10
Local Data Size N 5000
Strategy FedAVG
Distribution IID

Table A.4: SME settings, consistent for all the DL experiments.

Settings
Parameter Value
Alpha 0.5
Lambda 0.01
Eta 1
Beta 0.001
Iterations 1000
Learning Rate Decay True
Victim Model CNNCifar
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