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Abstract

The increasing volume of digital documents in regulated financial environments
has created significant challenges related to information security, regulatory
compliance, and efficient information management. Financial institutions rou-
tinely process sensitive information, including internal business data, customer
records, and regulatory documents, where incorrect handling or classification
may result in legal, financial, and reputational consequences. Despite the im-
portance of information classification, the process is often performed manually,
making it inconsistent, time-consuming, and difficult to scale. These challenges
motivate the need for automated and trustworthy document classification sys-
tems that can support regulated organizations while maintaining transparency
and accountability.

This thesis investigates the use of transformer-based language models for auto-
matic document classification in regulated financial environments, with a partic-
ular focus on explainability and auditability. The study explores how contextual
and semantic information within documents can be used to distinguish between
different information sensitivity levels, including Public, Internal, Confidential,
and Strictly Confidential classifications. To address privacy and regulatory con-
straints, the work utilizes a synthetic and semi-controlled dataset .generated
using a controlled template-based synthetic document generation methodology
with constrained vocabulary, document structures, and contextual patterns de-
signed to reflect the structural and linguistic characteristics of financial docu-
ments while avoiding the use of sensitive real-world data.

The proposed system is based on a fine-tuned transformer architecture com-
bined with explainable artificial intelligence (XAI) techniques. Attention-based
explanations and Integrated Gradients feature attribution methods are inte-
grated into the classification pipeline to provide insight into the model’s decision-
making process. The explainability analysis investigates whether the generated
explanations align with meaningful contextual indicators associated with doc-
ument sensitivity and whether they can support transparency, trust, and com-
pliance requirements within regulated financial settings.

The experimental results demonstrate that transformer-based models can ef-
fectively learn contextual patterns related to information sensitivity within the
controlled dataset while also providing interpretable explanations of classifica-
tion decisions. The study further analyzes explanation consistency, confidence
behaviour, robustness against external documents, and potential shortcut learn-
ing effects. Since both the training and evaluation data were generated using the
same controlled template-based document generation methodology, the results
should be interpreted within the context of this experimental setting. Although
separate documents were used for training and evaluation, come from the same
dataset share similar linguistic and structural characteristics. Therefore, further
evaluation using independent datasets is required to assess the generalizability
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of the proposed approach.

This work contributes to the growing field of explainable AI in regulated in-
dustries by demonstrating how modern natural language processing techniques
can be combined with explainability methods to support secure, transparent,
and trustworthy information classification in financial organizations, while also
highlighting the importance of independent evaluation when using controlled
and synthetic data.
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1 Introduction

The growing use of digital documents in the regulated industry has posed con-
siderable challenges with regard to information security, compliance and effi-
cient information management. For example, the banking and finance industry
requires that sensitive information be managed in compliance with strict regula-
tory guidelines, while at the same time ensuring efficiency. This section provides
the context and rationale behind the study, outlines the research objectives and
formulates the problem addressed, along with its limitations.

1.1 Context

In regulated industries like finance or banking, organisations deal with a lot of
sensitive information. This could be, for instance, business secrets like strategic
reports or product documentation, or customer information like financial details
or personal data. The processing and storage of such information must com-
ply with strict regulatory frameworks, particularly the General Data Protection
Regulation (GDPR) [1] and increasingly the European Union Artificial Intel-
ligence Act (AI Act) [2]. The correct security classification of each document
is a must to allow organisations to protect their business and their customers’
privacy.

In practice, document classification is usually performed manually by employ-
ees. This is a labor-intensive and inconsistent approach that is based on human
judgment, which often results in the use of default labels. As a result, docu-
ments may be over- or under-classified, which may limit information sharing
and efficiency, or create security and privacy issues, respectively. These issues
point to the need to find solutions that can help in information classification.

Recent advances in natural language processing (NLP) have shown that it is
possible to apply machine learning techniques to effectively process and classify
text-based information. In particular, transformer-based architectures, such as
BERT[3], have achieved remarkable results in document classification tasks by
leveraging contextual and semantic relationships within text-based data. Simi-
lar approaches have been applied to large-scale text classification and financial
language modelling, including domain-specific adaptations such as FinBERT for
financial text analysis [4]. However, these studies have primarily concentrated
on improving the overall predictive capabilities of such techniques while paying
minimal attention to the unique needs of regulated industries.

In addition, one of the main challenges faced by financial institutions is to
demonstrate transparency in AI-based decision-making processes. The provi-
sions regarding automated decision-making in the regulations, such as Article
22 of the GDPR [1] and the provisions related to transparency and human over-
sight in the AI Act [2] place a burden of justification on organisations that
are engaged in automated processing activities. Nevertheless, complex machine
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learning models have been accused of being ”black boxes” with low levels of
interpretability regarding the functioning of the decision-making process [5].
Explainable Artificial Intelligence (XAI) methods have been introduced to ad-
dress the problems of interpretability in the functioning of such complex machine
learning models.

This study is carried out in collaboration with Norion Bank, which provides
an industrial context to the study. The combination of automated document
classification, explainability and strict compliance constraints defines the con-
text of this work and motivates the exploration of AI-based solutions that are
not only accurate, but also transparent, trustworthy and suitable for deployment
in regulated financial environments.

1.2 Research Objectives

The goal of this thesis is to develop an AI-based approach to automatic informa-
tion classification within regulated industries, specifically within the financial
and banking sectors. It also aims to bridge the gap between the advancements
made in natural language processing and the needs of information security, reg-
ulatory compliance and trust within the organisation.

Security level identification One of the key research objectives is to inves-
tigate the potential of transformer-based language models to represent different
security levels within information and distinguish between them. This also in-
cludes the investigation of the potential of contextual information, vocabulary
used within the document and the document structure itself to represent differ-
ent security levels such as information classified as public, internal, confidential,
or restricted.

Explainable classification Another key research objective is to investigate
the potential of integrating explainability within the information classification
process. This thesis also aims to investigate the potential of using XAI tech-
niques to provide meaningful explanations within the information classification
process.

From a technical perspective, the objectives of this study include adapting
and fine-tuning existing transformer models in a secure manner, specifically for
domain-specific document classification, using synthetic data. This objective
also involves assessing the impact of explainability techniques on the trustwor-
thiness of the results, in addition to predictive results and the applicability of
these techniques without compromising security or privacy.

Industrial applicability Finally, the study aims to develop and evaluate a
prototype in collaboration with Norion Bank. The objective is to not only
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demonstrate technical viability, but also to assess the applicability of the ap-
proach in a real-world, regulated organisational context.

Explainability research question In addition to these objectives, the study
is also motivated by the following research question: How can explainability
mechanisms in AI-based document classification systems support transparency,
trust and auditability in a regulated financial context? This is the research
question that frames the evaluation of explainability techniques in relation to
their applicability

1.3 Problem Statement

Accurate classification of documents according to information sensitivity is a
critical requirement in regulated financial environments. Incorrect classifica-
tion can result in severe consequences, including data breaches, regulatory non-
compliance and loss of customer trust. Despite its importance, document classi-
fication is commonly performed manually, relying on individual judgement and
default security labels. This approach is inherently error-prone, inconsistent
and difficult to scale as document volumes increase.

Automated document classification using artificial intelligence has the potential
to improve consistency and efficiency by analysing textual content and contex-
tual information. However, existing AI-based classification approaches are often
designed primarily for predictive performance and do not sufficiently address
the requirements of regulated industries. In particular, many models operate
as black boxes, offering limited insight into how classification decisions are made.

In regulated financial contexts, the lack of transparency poses a significant
problem. Financial institutions must be able to justify automated decisions
to internal stakeholders, auditors and regulatory authorities. Without clear ex-
planations of why a document is assigned a particular sensitivity level, AI-based
systems risk being unsuitable for compliance-driven environments, regardless of
their accuracy.

The core problem addressed in this study is therefore the tension between au-
tomation and accountability: how to leverage advanced machine learning tech-
niques for document classification while ensuring that the resulting system is
transparent, explainable and suitable for audit and regulatory review. Address-
ing this problem requires not only effective classification models, but also the
integration of explainability mechanisms that support trust, oversight and com-
pliance in a regulated financial setting.

1.4 Limitations

This section defines the specific scope and boundaries of the study, highlighting
the assumptions and constraints under which the proposed AI-based document
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classification system is developed and evaluated. While the Introduction and
Context sections provide a broad overview of the problem and its relevance, this
section focuses on the practical limitations that shape the methodology, data
selection and evaluation. Clarifying these limits helps ensure that the analysis
is both feasible and meaningful within the time frame and regulatory context
of the study.

The study only considers documents written in English and does not include
multilingual document classification. Although multilingual environments are
common in financial organisations, restricting the analysis to a single language
allows for in-depth evaluation of the model and explainability techniques within
a controlled scope.

The study focuses on internal reports. Other common document types are ex-
cluded from the analysis. Limiting the study to these specific document types
ensures that results are less influenced by variations in structure, style and use
across diverse document formats, thereby supporting a more focused and de-
tailed evaluation.

The evaluation of explainability techniques is also constrained to attention-based
indicators and Integrated Gradients feature attributions [6]. These techniques
are selected because they enable meaningful inspection of the model’s decision-
making process while remaining compatible with the security and regulatory
requirements of the financial organisation. The study does not attempt to anal-
yse or compare all available explainability methods, as doing so would exceed
the study’s scope. By focusing on a small set of complementary methods, the
study ensures thorough and consistent evaluation within the defined time frame.

While the use of synthetic data enables controlled experimentation, it also in-
troduces limitations related to linguistic diversity and realism. The dataset
does not fully capture the variability, ambiguity and noise present in real-world
financial documents. As a result, model performance and explainability out-
comes observed in this study may not fully generalize to unconstrained natural
language settings.
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2 Theoretical Background

The increasing digitization of organisational processes has resulted in a rapid
growth in the volume of textual information processed by financial institutions.
Banks and other regulated organisations routinely manage large amounts of
textual data originating from internal reports, regulatory filings, customer com-
munications, governance documentation and operational processes. As the vol-
ume and complexity of such information continue to increase, organisations face
growing challenges related to the secure handling, classification and governance
of sensitive documents.

Within regulated financial environments, information classification is an impor-
tant process used to protect sensitive information, support regulatory compli-
ance and reduce the risks associated with unauthorized disclosure. Traditionally,
document classification has often relied on manual review processes or rule-based
systems. However, manual classification is typically time-consuming, inconsis-
tent and dependent on individual judgement, while rule-based approaches are
often difficult to maintain and adapt to evolving document structures and reg-
ulatory requirements.

Recent advances in natural language processing (NLP) and machine learning
have created new opportunities for automated document classification. In par-
ticular, transformer-based language models such as BERT have demonstrated
strong capabilities for modelling contextual and semantic relationships within
complex documents. At the same time, the increasing complexity of deep learn-
ing models has introduced challenges related to transparency, interpretability
and accountability, especially in regulated and high-stakes environments where
automated decisions must be understandable and auditable.

Explainable Artificial Intelligence (XAI) has emerged as an important research
area aimed at improving transparency and human understanding of machine
learning systems. XAI approaches are commonly divided into inherently in-
terpretable models and post-hoc explanation methods. Since transformer-based
language models are highly complex and not inherently interpretable, this study
primarily focuses on post-hoc explainability techniques that enable inspection
and analysis of model predictions without modifying the underlying architec-
ture.

This chapter presents the theoretical foundations relevant to the study. It intro-
duces information classification in regulated financial environments, transformer-
based language models and self-attention mechanisms, contextual text represen-
tations and explainable artificial intelligence techniques relevant to document
classification and regulatory compliance.
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2.1 Information Classification in Regulated Financial En-
vironments

Within regulated financial environments, documents are commonly categorised
according to predefined levels of information sensitivity in order to support
the safeguarding of sensitive information, ensure compliance with regulatory
requirements and control access to organisational data. Information classifica-
tion policies define how documents may be stored, processed, transmitted and
shared within an organisation while also reflecting the potential consequences
associated with unauthorized disclosure.

Financial institutions process large amounts of sensitive and confidential in-
formation on a daily basis, including customer information, internal operational
material, legal documentation, financial reports and compliance-related commu-
nication. Failures in information classification may lead to information leakage,
regulatory violations, reputational damage and financial consequences under
regulations such as the EU General Data Protection Regulation (GDPR), the
Gramm-Leach-Bliley Act (GLBA) and the Markets in Financial Instruments
Directive II (MiFID II).

In practice, information sensitivity is often context-dependent and may not
be identifiable through isolated keywords alone. The classification of docu-
ments therefore requires consideration of semantic meaning, contextual rela-
tionships, domain-specific terminology and document structure. These charac-
teristics make document classification particularly suitable for modern natural
language processing approaches capable of modelling contextual information
across complex textual documents.

The classification scheme used in this study was provided by the collaborat-
ing bank and serves as the foundation for the dataset construction, labelling
methodology and evaluation process used throughout the thesis.

2.1.1 Information Classification Levels

Within regulated financial environments, documents are commonly categorised
according to predefined levels of information sensitivity in order to support
the safeguarding of sensitive information, ensure compliance with applicable
regulatory requirements and control access to sensitive information. Classifica-
tion levels define how an institution may store, process and share documented
information, while also indicating the potential consequences associated with
unauthorized disclosure.

The classification scheme used in this study was provided by the collaborat-
ing bank and served as the foundation for the document labelling methodology
used throughout the dataset and evaluation process.
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Table 1 provides an overview of the classification scheme used in this study,
including descriptions of the information associated with each classification cat-
egory together with representative examples of information corresponding to
each classification level.

Table 1: Information classification levels used in the dataset
Classification Description Example Information
Public Information intended for ex-

ternal parties or the general
public. Disclosure of this
information has no negative
consequences for the Bank.

Publicly available infor-
mation, press material, re-
cruitment and career in-
formation

Internal Information primarily in-
tended for internal use
within the Bank but which
may occasionally be shared
externally if required. Unau-
thorized disclosure may lead
to minor consequences.

Internal communication,
governance documents,
work-related operational
information

Confidential Information that should only
be shared with a limited list of
recipients. Unauthorized dis-
closure may lead to negative
business consequences or reg-
ulatory issues.

Salary information, sup-
plier information, business
contracts, personal data,
production code

Strictly
Confidential

Information that should only
be shared with a strictly lim-
ited list of recipients. Unau-
thorized disclosure may result
in severe consequences such
as financial loss, reputational
damage, or breaches of laws
and regulations.

Insider information,
unpublished financial
results, banking secrecy
information, sensitive
personal data

2.1.2 Regulatory and Compliance Requirements

In regulated financial environments, information classification is closely con-
nected to legal, regulatory and organisational compliance requirements. Finan-
cial institutions process large amounts of sensitive and confidential information
on a daily basis, including customer data, internal business information, finan-
cial reports and regulatory documentation. The handling of such information is
governed by strict regulations intended to protect privacy, ensure accountabil-
ity and reduce the risks associated with unauthorized disclosure or misuse of
sensitive data.
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Failures in information classification may result in information leakage and
can lead to severe legal, financial and reputational consequences under regu-
lations such as the EU General Data Protection Regulation (GDPR) [1], the
US Gramm-Leach-Bliley Act (GLBA) [7] and the Markets in Financial Instru-
ments Directive II (MiFID II) [8]. These regulations impose obligations related
to data protection, confidentiality, transparency and governance of information
processing activities.

The GDPR places particular emphasis on the protection of personal data and
introduces requirements related to accountability, traceability and automated
decision-making. Article 22 of the GDPR specifically addresses automated
decision-making processes and highlights the importance of human oversight
and the ability to justify automated decisions [1]. In practice, this creates in-
creasing pressure on organisations to ensure that AI-based systems used for
document processing and classification remain transparent and explainable.

Similarly, the Gramm-Leach-Bliley Act (GLBA) requires financial institutions
to protect customer financial information and implement safeguards for sensitive
data [7]. Information classification therefore becomes an essential mechanism for
determining how information should be stored, processed and shared within the
organisation. In addition, MiFID II introduces extensive requirements regard-
ing governance, record keeping, transparency and auditability within financial
operations [1]. These requirements further increase the importance of maintain-
ing clear and well-documented information management processes.

organisations operating in regulated domains are frequently required to pro-
vide transparency and accountability for automated decision-making systems
in order to satisfy regulatory and governance requirements [9]. Consequently,
they must be able to justify decisions made by automated systems to internal
stakeholders, auditors and regulatory agencies while demonstrating compliance
with applicable regulations and organisational policies [10]. This requirement is
particularly important for AI-based systems that process sensitive information
or support compliance-related decision-making.

The increasing adoption of machine learning in regulated environments has
introduced a widely discussed trade-off between the predictive performance
of complex models and the interpretability of their decision processes [11].
Transformer-based language models and other deep learning approaches often
achieve strong predictive performance, but their decision-making processes are
frequently regarded as opaque or “black-box” systems [12]. In regulated financial
contexts, this lack of transparency creates challenges related to accountability,
trust and auditability, as organisations may find it difficult to verify whether
automated decisions comply with regulatory requirements or internal policies.

For this reason, explainability is increasingly regarded as a core design require-
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ment in trustworthy AI systems rather than merely an optional post-hoc capabil-
ity [13]. Explainable Artificial Intelligence (XAI) methods enable organisations
to inspect, validate and justify the outputs produced by automated systems [12].
In the context of AI-based document classification, explainability mechanisms
can help demonstrate that classification decisions are based on meaningful con-
textual and semantic information rather than irrelevant or potentially biased
patterns.

The need for transparency and explainability is therefore not only a technical
consideration, but also a regulatory and organisational requirement in modern
financial environments. Automated document classification systems intended
for deployment in regulated organisations must consequently balance predictive
performance with explainability, auditability and human oversight in order to
support trustworthy and compliant information management processes.

2.2 Transformer-Based Language Models

Natural language processing has mainly focused on sequential and convolutional
neural networks, including recurrent neural networks [14–16]. Although these
models have shown promising results in solving various problems in natural lan-
guage processing tasks, including text classification problems, they have shown
some disadvantages when applied to complex documents [17]. One disadvan-
tage of sequential neural networks is that they process text token by token. This
makes it difficult to capture contextual relationships within a document [14, 15].

To address these limitations, previous studies proposed hierarchical neural net-
work approaches that can represent a document using a Hierarchical Neural
Network [18]. Although this approach can represent a document more effec-
tively compared to sequential neural networks, it still shows some disadvantages
associated with sequential neural networks. To overcome these disadvantages, a
new language model was proposed that can represent a document by eliminating
the need for using recurrence and convolution operations and focusing on using
attention mechanisms that allow modelling relationships between all parts of a
document [19]. These models have achieved state-of-the-art performance across
many text classification tasks [17].

2.2.1 Evolution of Neural NLP Models

Early approaches in natural language processing primarily relied on statisti-
cal and rule-based methods that represented text using handcrafted linguistic
features and shallow machine learning techniques. Although such approaches
proved effective for narrow classification tasks, they often struggled to capture
semantic meaning, contextual dependencies and variations in natural language
usage, particularly in complex document-level classification problems.

With the advancement of deep learning, neural network architectures became
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increasingly prominent in NLP research. Sequential neural network models,
particularly recurrent neural networks (RNNs) and Long Short-Term Memory
(LSTM) networks, enabled models to process textual information as ordered
sequences while retaining information from previous tokens [14–16]. These ap-
proaches improved the ability to model contextual information compared with
earlier bag-of-words representations and achieved strong performance across sev-
eral NLP tasks, including sentiment analysis and text classification.

Convolutional neural networks (CNNs) were also applied to NLP tasks by learn-
ing local textual patterns through convolution operations over word embeddings
[15]. CNN-based approaches demonstrated effectiveness in sentence classifica-
tion and feature extraction tasks due to their computational efficiency and abil-
ity to identify local semantic patterns. However, both recurrent and convolu-
tional architectures showed limitations when applied to long and complex doc-
uments, particularly in scenarios where contextual relationships extend across
multiple sections of a document [17].

One important limitation of sequential architectures is that they process text
token by token, making long-range dependency modelling computationally diffi-
cult and less effective [14, 15]. As document length increases, information from
earlier parts of the sequence may become diluted or lost, limiting the model’s
ability to capture broader contextual relationships. This issue is particularly
problematic in document-level classification tasks involving legal, financial, or
regulatory documents, where important contextual cues may be distributed
throughout the document rather than concentrated locally within a sentence.

To address these limitations, previous research proposed hierarchical neural net-
work approaches that represent documents at multiple structural levels, such as
words, sentences and paragraphs [18]. Hierarchical Attention Networks and re-
lated architectures improved document representation by modelling both local
and document-level contextual information. Although these approaches demon-
strated improvements compared with purely sequential architectures, they still
inherited several limitations associated with recurrent processing and struggled
to efficiently model very long contextual dependencies [18].

The introduction of transformer architectures represented a major shift in NLP
research by eliminating the need for recurrence and convolution operations and
instead relying primarily on attention mechanisms to model relationships be-
tween all parts of a document [19]. Unlike sequential models, transformers pro-
cess tokens in parallel and establish contextual relationships regardless of token
distance, enabling more effective modelling of long-range semantic dependen-
cies. This architectural change significantly improved scalability and contextual
understanding while enabling efficient training on large-scale text corpora.

Transformer-based language models such as BERT further advanced this paradigm
through large-scale pretraining and contextual bidirectional encoding [3]. Rather
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than learning task-specific representations from scratch, pretrained transformer
models learn general linguistic and semantic representations that can later be
adapted to downstream tasks through supervised fine-tuning. This transfer
learning approach has achieved state-of-the-art performance across a wide range
of NLP applications, including document classification, question answering, le-
gal text analysis and financial language processing [17].

The evolution from sequential neural networks to transformer-based architec-
tures has therefore significantly improved the ability of NLP systems to capture
semantic, contextual and structural information within complex documents.
These developments form the foundation for modern AI-based document clas-
sification systems and provide the theoretical basis for the transformer-based
approach used in this study.

2.2.2 Transformer Architecture and Self-Attention

Transformer-based language models were introduced to address several limita-
tions associated with sequential neural network architectures in natural language
processing. Unlike recurrent neural networks and convolutional architectures,
transformer models eliminate the need for recurrence and convolution operations
by relying primarily on attention mechanisms to model relationships between
tokens within a document [19]. This architectural design enables the model to
process all tokens in parallel while capturing contextual relationships across the
entire input sequence.

The transformer architecture consists of stacked encoder and decoder layers
built around self-attention mechanisms and feed-forward neural networks [19].
In natural language processing tasks such as document classification, trans-
former encoders are commonly used to generate contextualized representations
of textual input. Through pretraining on large-scale corpora, transformer-based
models learn general linguistic and semantic representations that can later be
adapted to downstream tasks through supervised fine-tuning [3]. This transfer
learning approach has proven highly effective for document classification tasks,
including applications involving legal, regulatory and financial documents [17].

One of the most important parts of the architecture of the transformer is the
self-attention mechanism. Unlike in sequential models, the self-attention mecha-
nism in the transformer architecture enables the model to process all the tokens
in the document simultaneously and to establish relationships among them ir-
respective of their distance from one another, thereby eliminating the need for
recurrence and convolution operations and improving the modelling of long-
range dependencies [19].

The self-attention mechanism enables the model to assign weights to the to-
kens in the text in order to determine which parts of the input are most rele-
vant when generating internal contextual representations [19]. In practice, this
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means that the representation of a given token is influenced not only by the to-
ken itself, but also by its relationship to surrounding tokens and other relevant
parts of the document. This capability is particularly important for complex
document-level classification tasks, where semantically important information
may be distributed across multiple sections of a document rather than appear-
ing locally within a sentence [17].

Technically, the self-attention mechanism operates by projecting each token
representation into three separate vectors commonly referred to as queries, keys
and values [19]. Attention scores are computed by measuring the similarity be-
tween query and key representations, after which normalized attention weights
are applied to the value representations in order to generate contextualized to-
ken embeddings. Through this process, the model learns which tokens should
receive greater attention when constructing semantic representations of the doc-
ument.

In addition to self-attention, transformer architectures commonly employ multi-
head attention mechanisms, where multiple attention operations are learned in
parallel [19]. This allows the model to capture different types of semantic and
contextual relationships simultaneously, including syntactic structure, domain-
specific terminology and long-range dependencies between different parts of the
document. Such capabilities are especially relevant in financial and regulatory
environments, where the interpretation of information often depends on contex-
tual relationships distributed across the document.

Transformer-based architectures such as BERT further extend this capability
by using bidirectional contextual encoding [3]. Unlike earlier sequential mod-
els that process text primarily in a left-to-right or right-to-left manner, bidi-
rectional transformers incorporate contextual information from both directions
simultaneously when generating token representations. This enables the model
to capture more complete semantic relationships within the text and improves
its ability to distinguish between subtle contextual differences.

In regulated financial environments, the sensitivity of financial documents may
depend on contextual cues, terminology and relationships established between
different parts of the text. Sensitive information may not always be identifi-
able through isolated keywords alone, but rather through the broader semantic
context in which information appears. Transformer-based models are there-
fore particularly suitable for financial document classification tasks, as their
self-attention mechanisms enable effective modelling of contextual and semantic
dependencies throughout the document [10, 19].

The ability of transformer architectures to generate contextualized document
representations while simultaneously modelling long-range relationships has con-
tributed significantly to their strong performance across modern document clas-
sification tasks [17]. Consequently, transformer-based language models provide
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an appropriate theoretical and methodological foundation for this study, which
investigates explainable AI-based classification of financial documents in regu-
lated environments.

2.2.3 Contextual Text Representations

Transformer-based language models such as BERT generate contextualized word
representations, meaning that the representation of a word depends on its sur-
rounding context [3]. These contextual embeddings differ from static word em-
beddings, as they adapt dynamically to usage within a sentence [3, 19].

This characteristic of the model is particularly useful for applications such as
finance and regulations, where the meaning of words may vary according to the
domain and the sensitivity of the documents may depend on the usage of words
within a particular context. The ability of the model to understand the con-
text of the words enables the model to differentiate between the security levels
based on the vocabulary, structure and overall context of the documents [10, 18].

Based on the characteristics, the model has been effective for the classification
of documents within the legal and regulatory environments, such as the classifi-
cation of the EU legislation [17]. Therefore, transformer-based models provide
an appropriate theoretical basis for this study, which involves the classification
of financial documents within the regulated financial environments.

2.2.4 Transformers in Financial Document Classification

Transformer-based language models have become increasingly important in doc-
ument classification tasks involving legal, financial and regulatory text due to
their ability to model contextual and semantic relationships across long and
complex documents [17]. In regulated financial environments, documents often
contain highly domain-specific terminology, contextual dependencies and struc-
turally distributed information that cannot easily be captured through tradi-
tional keyword-based or shallow machine learning approaches.

Traditionally, document classification within organisations has relied on manual
review processes or rule-based systems. Manual classification is often inconsis-
tent, time-consuming and dependent on individual judgement, while rule-based
systems are difficult to maintain and adapt to evolving document structures
and regulatory requirements. These limitations have motivated the increasing
adoption of machine learning techniques for automatic document classification
in regulated domains.

Early machine learning approaches relied primarily on handcrafted features com-
bined with shallow classifiers. Later developments introduced deep learning ar-
chitectures such as recurrent neural networks, convolutional neural networks and
hierarchical neural models for document representation [18]. Although these ap-
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proaches improved classification performance, they often struggled to efficiently
capture long-range contextual dependencies within lengthy financial and regu-
latory documents [17].

Transformer-based architectures address these limitations through the use of
self-attention mechanisms and contextual embeddings [19]. By modelling re-
lationships between all tokens within a document simultaneously, transformer
models are able to capture semantic relationships distributed across multiple
sections of text. This capability is especially important in financial document
classification, where the sensitivity or meaning of information may depend on
contextual cues rather than isolated keywords alone.

Models such as BERT generate contextualized token representations that dy-
namically adapt according to surrounding text [3]. This allows the model to
distinguish between different meanings of the same terminology depending on
the broader semantic context in which the terms appear. In regulated financial
environments, such contextual understanding is particularly important because
information sensitivity classifications often depend on subtle linguistic distinc-
tions, domain-specific phrasing and relationships established across different
parts of a document.

Pretrained transformer models have also proven particularly effective in do-
mains where access to large labelled datasets is limited. Through large-scale
pretraining on public corpora, transformer architectures learn general linguistic
and semantic representations that can later be adapted to specialized down-
stream tasks through supervised fine-tuning [3]. This transfer learning capabil-
ity is highly relevant in financial and regulatory contexts, where confidentiality
constraints often limit the availability of real-world training data.

Previous research has demonstrated the effectiveness of transformer-based mod-
els for legal and regulatory document classification tasks, including classification
of EU legislation and other compliance-related text processing applications [17].
Domain-specific adaptations such as FinBERT have further demonstrated how
pretrained transformer architectures can be adapted to financial language pro-
cessing tasks involving financial sentiment analysis, risk analysis and domain-
specific text understanding [4].

In addition to predictive performance, transformer-based architectures provide
opportunities for explainability analysis through attention mechanisms and fea-
ture attribution methods. Since transformer models internally assign varying
levels of attention to different parts of the input text, they provide useful indi-
cators regarding which contextual relationships influence classification decisions
[19]. This is particularly important in regulated financial environments, where
organisations may be required to justify automated decisions to auditors, regu-
lators and internal stakeholders.
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The use of transformer-based models in regulated financial document classi-
fication therefore reflects both technical and organisational requirements. Tech-
nically, transformers provide strong contextual modelling capabilities suitable
for complex document classification tasks. organisationally, their compatibil-
ity with explainability techniques makes them relevant for environments where
transparency, accountability and regulatory compliance are essential require-
ments.

Consequently, transformer-based language models provide an appropriate method-
ological and theoretical foundation for this study, which investigates explainable
AI-based classification of financial documents within regulated financial environ-
ments.

2.3 Explainable Artificial Intelligence

Explainable Artificial Intelligence (XAI) refers to the various methods and tech-
niques developed to provide transparency and comprehensibility to the decision-
making processes of artificial intelligence systems [12]. As machine learning
models have increased in complexity, their decision-making processes have of-
ten become opaque. This lack of transparency raises concerns related to trust,
accountability and the ability to justify automated decisions [12, 20].

In the field of natural language processing, recent breakthroughs have been
noted with the application of deep learning models, particularly the use of the
transformer architecture. This has improved the predictive capabilities of the
models on a wide range of tasks [3]. However, the decision-making process has
been noted as a black box and this is posing challenges, especially in critical
domains where automated decisions need to be traceable and auditable. Ex-
plainable artificial intelligence has thus been seen as an option to address the
challenges posed by the process of decision-making [12, 21].

XAI approaches are commonly categorised as either inherently interpretable
models or post-hoc explanation methods [12]. Inherently interpretable models
are designed so that their decision-making processes can be directly understood
by human users, often through simpler model structures or transparent decision
rules [12]. In contrast, post-hoc explanation methods aim to explain the be-
haviour of complex machine learning models after training without modifying
the underlying architecture [12, 22]. Since transformer-based language models
achieve high predictive performance at the cost of increased complexity [3], post-
hoc explanation techniques are particularly important for enabling transparency
and interpretability in modern NLP systems [12].

2.3.1 Interpretability in NLP

The concept of model interpretability in the field of NLP deals with the un-
derstanding of how the model processes the input text and the contribution
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of different components of the input text towards the prediction made by the
model [12]. Traditional NLP models, such as linear classifiers, generally offer
higher interpretability due to their lower complexity. In contrast, modern deep
learning models like hierarchical neural networks or transformer-based models,
the high-dimensional input data cannot be considered an easily interpretable
model [3, 18].

The main problem in the interpretability of the transformer-based model arises
from the distributed contextual representations and the attention mechanisms
used in these models [3]. These models have a high capability for performance
by capturing the semantic and contextual information in the input text. But
it is not possible to trace the decision made by the model from input data to
output data. So it becomes a complex task to identify which components of the
input text are affecting the classification decision made by the model, particu-
larly in document-level classification tasks [12].

The concept of interpretability in the field of NLP is a prerequisite for the appli-
cation of AI-based systems in real-world scenarios, especially in high-stakes or
regulated environments where model behaviour must be understood, validated
and justified [12].

In regulated and high-stakes environments, interpretability is not merely de-
sirable but is often necessary for the practical deployment of AI-based systems
[12, 13]. organisations must be able to validate, justify and audit automated
decisions in order to ensure compliance with regulatory requirements, organi-
sational policies and principles of trustworthy AI [1, 2, 9]. Consequently, in-
terpretability plays an important role in supporting trust, accountability and
human oversight in NLP-based document classification systems [10, 12].

2.3.2 Post-hoc Explanation Methods

Post-hoc explanation methods are designed to explain model predictions after
training, without modifying the underlying model architecture [12]. In natural
language processing, these methods are commonly used to identify the contribu-
tion of individual tokens, spans of text, or contextual features to a given predic-
tion [23]. Unlike inherently interpretable models, post-hoc approaches enable
the analysis of complex neural architectures while preserving their predictive
capabilities, making them particularly suitable for transformer-based language
models used in document classification tasks [22].

As transformer-based models have become increasingly prevalent in high-stakes
and regulated domains, their use in financial document classification, compli-
ance monitoring and sensitive information handling has expanded. However, the
growing complexity of these models has introduced significant challenges related
to transparency and accountability. Transformer-based architectures are often
regarded as black-box systems because their internal decision-making processes
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are not directly interpretable by human users [12]. This lack of transparency
poses particular concerns in regulated financial environments, where organisa-
tions must be able to justify automated decisions to auditors, regulators and
internal stakeholders.

In the context of NLP, post-hoc explanation methods are primarily designed to
improve understanding of how specific input components contribute to model
predictions. These approaches aim to identify which textual elements most
strongly influence the classification decision, thereby enabling inspection of the
model’s behaviour without compromising predictive performance [12, 22]. Such
methods are especially important in document-level classification tasks, where
sensitivity classifications may depend on contextual relationships distributed
across multiple sections of a document rather than on isolated keywords alone.

One important category of post-hoc explanation methods is feature attribution.
Feature attribution methods attempt to estimate the contribution of individual
input features to a model prediction by measuring how changes in the input
affect the model output [12, 24]. In natural language processing, these methods
are commonly applied at the token level in order to identify which words or
phrases contribute most strongly to a predicted class label. This provides a
more fine-grained view of model behaviour and enables direct inspection of the
textual elements influencing a classification decision.

In this study, Integrated Gradients is used as the primary feature attribution
method [6]. Integrated Gradients is a gradient-based attribution technique de-
signed to measure the contribution of each input feature relative to a baseline
input by accumulating gradients along a continuous interpolation path between
the baseline and the original input [6]. Compared with standard gradient-based
methods, Integrated Gradients has been shown to provide more stable and theo-
retically grounded attribution results while remaining compatible with complex
neural architectures such as transformers [6, 23].

In addition to feature attribution methods, attention-based indicators are also
commonly used as post-hoc explanation mechanisms in transformer-based NLP
systems. The self-attention mechanism enables the model to assign different
weights to tokens when constructing contextual representations, thereby indi-
cating which parts of the input receive greater focus during inference [19]. Atten-
tion visualisations can therefore provide insight into how the model distributes
contextual focus across a document. However, the validity of attention weights
as faithful explanations remains debated within the literature. Jain and Wal-
lace [25] argue that attention weights are not necessarily reliable explanations
of model predictions, whereas Wiegreffe and Pinter [26] suggest that attention
can still provide meaningful interpretive value under certain conditions.

For this reason, attention-based explanations in this study are treated primar-
ily as qualitative transparency indicators rather than direct causal explanations
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of model behaviour. Attention-based indicators are interpreted together with
feature attribution methods in order to provide complementary perspectives
on the model’s decision-making process. Combining multiple explanation tech-
niques may help reduce the limitations associated with individual methods while
improving the reliability and robustness of explanation analysis [24, 25].

Post-hoc explanation methods therefore serve as an important bridge between
the strong predictive capabilities of transformer-based language models and the
practical requirements of transparency, interpretability and auditability in regu-
lated environments. In document classification systems used within finance and
banking, these methods enable inspection and validation of model predictions
while supporting trust, human oversight and regulatory compliance [12, 20].

2.3.3 Explainability in Regulated Domains

In regulated industries such as finance and banking, explainability is not only de-
sirable but is often a necessity [12]. Financial institutions process large amounts
of sensitive and confidential information on a daily basis, making information
classification a critical process in such environments. Failures in information
classification may result in information leakage and can lead to severe legal,
financial and reputational consequences under regulations such as the EU Gen-
eral Data Protection Regulation (GDPR) [1], the US Gramm-Leach-Bliley Act
(GLBA) [7] and the Markets in Financial Instruments Directive II (MiFID II)
[8].

organisations operating in regulated domains are frequently required to pro-
vide transparency and accountability for automated decision-making systems
in order to satisfy regulatory and governance requirements [9]. Consequently,
they must be able to justify decisions made by automated systems to internal
stakeholders, auditors and regulatory agencies while demonstrating compliance
with applicable regulations and organisational policies [10]. This requirement is
particularly important for AI-based systems that process sensitive information
or support compliance-related decision-making.

The increasing adoption of machine learning in regulated environments has in-
troduced a widely discussed trade-off between the predictive performance of
complex models and the interpretability of their decision processes [11]. The
use of black-box models in high-stakes domains raises challenges related to ac-
countability, trust and auditability [12], as it can be difficult to verify whether
automated decisions comply with regulatory requirements or internal policies.
For this reason, explainability is increasingly regarded as a core design require-
ment in trustworthy AI systems rather than merely an optional post-hoc capa-
bility [13].

Explainable artificial intelligence (XAI) enables organisations to inspect, vali-
date and justify the outputs produced by automated systems [12]. This is espe-
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cially relevant for NLP-based document classification systems used in controlled
industries such as finance and banking, where explainability can help validate
sensitivity assessments and ensure that classifications are based on appropriate
contextual and semantic factors [10]. Recent research has also explored hybrid
NLP and machine learning approaches for identifying and anonymizing sensi-
tive information in financial documents, further emphasising the importance of
transparency and regulatory compliance in financial AI systems [21].
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3 Related Works

This chapter reviews prior research relevant to explainable AI-based document
classification in regulated financial environments. Building upon the theoret-
ical foundations presented in Chapter 2, the chapter focuses on how previous
studies have approached financial document classification, explainability in NLP
systems and the use of controlled or synthetic datasets for sensitive-domain ma-
chine learning.

3.1 Document Classification and XAI in Fintech

This thesis builds upon the transformer-based and explainable NLP approaches
discussed in Section 2 by investigating how explainability techniques can be inte-
grated into document classification systems for regulated financial environments.
In particular, the study focuses on combining transformer-based classification
with post-hoc explainability methods in a controlled financial document classi-
fication setting.

Prior research has demonstrated the effectiveness of transformer-based language
models for document classification tasks involving legal, regulatory and financial
text. Studies involving BERT-based architectures and domain-specific adapta-
tions such as FinBERT have shown strong performance in financial language
processing tasks including sentiment analysis, compliance monitoring and reg-
ulatory text classification.

In parallel, explainability techniques have increasingly been applied to NLP sys-
tems operating in high-stakes domains. Attention visualisation, gradient-based
attribution methods and post-hoc explanation techniques have been explored
as mechanisms for improving transparency and interpretability in transformer-
based systems.

However, much of the existing research primarily focuses on predictive perfor-
mance rather than explainability, auditability, or regulatory applicability. Fur-
thermore, relatively limited work has investigated explainable document clas-
sification specifically for information sensitivity classification within regulated
financial environments. Existing studies also frequently rely on either public
benchmark datasets or unrestricted natural language corpora, which may not
adequately reflect the confidentiality constraints present in real-world financial
organisations.

This thesis addresses these gaps by combining transformer-based document
classification with post-hoc explainability techniques in a controlled financial
document classification setting designed to reflect regulatory and organisational
constraints.
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3.2 Controlled Natural Languages and Synthetic Data

Prior research on Controlled Natural Languages (CNLs) has explored how con-
strained linguistic structures can improve consistency, interpretability and ma-
chine processing of textual data [27]. Such approaches have commonly been
applied in domains requiring precision and reduced ambiguity, including tech-
nical documentation and regulatory communication.

Previous studies have shown that reducing linguistic variability may improve the
reliability and interpretability of NLP systems operating in controlled environ-
ments [12, 17]. These observations are particularly relevant for explainability-
oriented NLP research, where excessive linguistic variability may complicate
interpretation of model behaviour and attribution results.

Although this study does not implement a formal CNL framework, the dataset
design follows several principles associated with controlled language approaches.
This includes constrained vocabulary, structured document patterns and re-
duced linguistic variability. This results in a controlled linguistic environment
that reduces variability while maintaining the essential characteristics related
to the classification of information sensitivity.

This approach should be distinguished from fully developed CNL systems, which
often use formal grammars and tools such as the Grammatical Framework (GF)
[28] to impose strict syntactic and semantic constraints [27]. In contrast, this
study’s method uses lightweight template-based generation and does not guar-
antee formal linguistic correctness or completeness. This trade-off enables the
creation of datasets with reduced linguistic variability while remaining flexible
and practical to construct.

Future research may investigate the use of grammar-based generation tech-
niques. This could increase linguistic diversity while maintaining control over
grammatical structure, enabling more robust evaluation of model performance
and explainability under varying syntactic conditions, while still allowing sys-
tematic verification and interpretation of model behaviour.
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4 Methodology

This chapter presents the methodological design and implementation choices
used to develop and evaluate the proposed explainable AI-based document clas-
sification system. The chapter describes the dataset construction process, model
implementation, explainability integration and evaluation methodology.

4.1 Dataset

Due to regulatory, confidentiality and privacy constraints associated with finan-
cial documents, the study uses a synthetic dataset designed to reflect realistic
linguistic and structural characteristics relevant to information sensitivity clas-
sification.

The dataset consists of documents assigned to predefined information sensi-
tivity classes corresponding to the classification scheme introduced in Section
2.1.1. Classification is conducted according to explicit labelling criteria in order
to reduce ambiguity and subjectivity, acknowledging that information sensitiv-
ity is inherently context-dependent [12].

The following subsections describe the construction of the dataset in more detail,
including the use of synthetic and anonymized data, as well as the preprocessing
and labelling procedures applied prior to model training.

The dataset is constructed as a controlled linguistic environment with con-
strained variability in vocabulary, structure and contextual patterns in order
to support explainability analysis and reduce noise during classification.

4.1.1 Synthetic Data

Synthetic documents are used to represent internal documents. These docu-
ments are generated using a template-based approach, where document struc-
ture, stylistic conventions and domain-specific terminology are modelled and
populated with randomised placeholders and context-appropriate terms. This
method enables the simulation of realistic document flow without including any
identifiable or confidential information.

This use of synthetic data enables evaluation of the proposed system and ex-
plainability pipeline without exposing confidential or personally identifiable in-
formation [12].

4.2 Baseline Model Implementation

Based on the transformer-based NLP foundations discussed in Section 2.2, a
pretrained transformer-based language model was selected as the baseline ar-
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chitecture for document-level information sensitivity classification.

A pretrained transformer model was selected in order to leverage contextual
language representations learned during large-scale pretraining while adapting
the model to the domain-specific classification task through supervised fine-
tuning.

Previous work discussed in Section 2.2.4 demonstrates the suitability of transformer-
based architectures for legal and regulatory document classification tasks.

The baseline implementation prioritizes robustness and reproducibility over ex-
tensive architectural modification. Avoiding unnecessary changes to the model
architecture helps ensure that any observed differences in interpretability, trust-
worthiness, or performance can be attributed primarily to the explainability
components rather than to variations in model complexity.

4.2.1 Model Architecture

The modelarchitecture consists of a pretrained transformer encoder with a
lightweight classification head for multi-class prediction. The architecture does
not extend or modify the internal structure of the transformer encoder. In-
stead, a standard fine-tuning approach is employed, where the final hidden rep-
resentation produced by the transformer, corresponding to a document-level
embedding, is passed to a fully connected classification head. This classification
head outputs a probability distribution over the predefined information sensi-
tivity classes. Standard fine-tuning has been shown to be effective for document
classification tasks, including legal and regulatory document classification and
provides a well-established and reliable modelling approach [3, 17].

The decision to employ a simple classification head is motivated by both method-
ological and practical considerations. Adding more layers or architectural com-
ponents would increase model complexity and the risk of overfitting, particularly
given the limited size and controlled nature of the dataset. More importantly,
maintaining a simple architecture is essential for isolating and evaluating the
impact of the explainability techniques employed in this study. By minimizing
architectural complexity, any observed effects on interpretability or trustwor-
thiness can be more confidently attributed to the explainability methods rather
than to changes in model structure.

4.2.2 Training Procedure

The model is trained using a supervised fine-tuning approach, where a pre-
trained transformer model is adapted to the information sensitivity classifica-
tion task using labelled documents from the dataset.

Standard optimisation techniques commonly used for transformer-based models
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are employed during training. The Adam optimiser [29] was used during train-
ing together with weighted categorical cross-entropy loss. Model parameters
are updated by minimizing a weighted categorical cross-entropy loss function,
which is appropriate for multi-class classification tasks and can emphasise the
importance of more secure document types.

To ensure training stability, a fixed number of training epochs and conservative
learning rates are used based on prior work and preliminary experimentation
[3]. These choices help prevent unstable training dynamics and reduce the risk
of overfitting, particularly when working with limited and controlled datasets.

Extensive hyperparameter tuning is deliberately avoided in order to reduce
computational costs and to prioritize reproducibility. This design choice en-
sures that the resulting model configuration can be reliably reproduced and
evaluated within real-world and regulated deployment environments. No addi-
tional regularization techniques are introduced beyond those already present in
the pretrained transformer architecture, such as dropout, unless clear signs of
overfitting are observed [3].

4.3 Explainability Integration

Explainability mechanisms were integrated into the classification pipeline in or-
der to support inspection and analysis of model predictions within a regulated
financial context. Explainability was treated as a core evaluation component
throughout the study. In this study, feature attribution explanations are im-
plemented using Integrated Gradients, while attention-based explanations are
derived directly from the transformer’s self-attention mechanisms.

The study adopts a post-hoc explainability approach, where explanations are
generated without modifying the underlying transformer architecture. Post-hoc
explainability allows explanations to be generated for specific prediction results
without changing the architecture of the model itself, thereby preserving the
prediction accuracy of the transformer architecture-based classification model
[12, 23].

Two complementary explanation techniques were implemented: attention-based
indicators and feature attribution explanations. These techniques offer different
views on how the classification model makes decisions, thereby providing an
opportunity to analyse the explanations at different levels, including token-level
and document-level representations.

Attention-based indicators are interpreted together with feature attribution re-
sults and consistency between these two views is treated as an important signal
of explanation reliability.

29



4.3.1 Attention-Based Explanations

Attention weights were extracted from the transformer model in order to analyse
how contextual focus was distributed across input tokens during inference. In
this study, attention-based indicators were used as qualitative transparency tools
rather than faithful causal explanations.

4.3.2 Feature Attribution Methods

Integrated Gradients was implemented in order to provide token-level feature
attribution explanations complementary to the attention-based analysis. In this
study, Integrated Gradients is used as the primary feature attribution method
[6].

In the current study, feature attribution explanations are provided at the token
level, with direct reference to the original text of the input documents. This
design choice is intended to ensure that explanations remain interpretable, en-
abling domain experts and auditors to assess whether the model’s predictions
are grounded in semantically meaningful and policy-relevant information rather
than in irrelevant or potentially spurious cues [20].

Feature attribution methods were evaluated with respect to wether highlighted
tokens corresponded to semantically meaningful indicators of information sensi-
tivity. By providing explicit evidence of the input elements that most strongly
influence a predicted class label, these methods support compliance assessment
and human oversight [26]. In addition, feature attribution explanations are
used to triangulate model behaviour in conjunction with attention-based expla-
nations, thereby enhancing confidence in the transparency and trustworthiness
of the automated classification system.

4.4 Performance Analysis

The evaluation combines traditional classification metrics with qualitative ex-
plainability analysis in order to assess both predictive performance and trans-
parency characteristics. The traditional quality measurement techniques focus
on evaluating the system’s ability to distinguish between sensitive and non-
sensitive data. On the other hand, quality measurements focusing on expla-
nations are used to assess the quality of decision explanations produced by
techniques such as attention-based explanations and Integrated Gradients at-
tributions, which is particularly important in regulated and audit-sensitive ap-
plication contexts.

4.4.1 Classification Metrics

Classification performance was evaluated using accuracy, precision, recall and
F1 score derived from the confusion matrix. Since classification errors involving
sensitive documents may have different practical consequences depending on
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the information sensitivity class, both class-level and aggregate metrics were
considered during evaluation.

4.4.2 Explainability Evaluation

Explainability evaluation focused primarily on qualitative inspection of expla-
nation consistency, interpretability and semantic relevance. This study does not
attempt to measure trust or auditability as human or organisational constructs.
Instead, explainability is evaluated in terms of whether the generated explana-
tions provide the technical affordances required to support transparency, human
oversight and audit processes in regulated financial environments.

In this study, explainability evaluation is primarily qualitative in nature and
is based on the triangulation of findings from two complementary techniques:
attention-based explanations derived from the transformer model and feature
attributions computed using Integrated Gradients. The evaluation focuses on
whether the explanations generated by these methods highlight linguistically or
semantically meaningful content corresponding to known indicators of sensitive
information, as well as whether the explanations produced by the two methods
are consistent across documents with similar characteristics. Consistency and
interpretability are treated as key indicators of explanation reliability in the
absence of formal ground-truth explanations [30].

Due to the applied scope and controlled experimental setting of the study, ex-
plainability evaluation prioritizes qualitative interpretability analysis over com-
prehensive quantitative benchmarking.

4.5 Success Criteria

Success criteria were defined across three dimensions: predictive performance,
explainability and industrial applicability

4.5.1 Predictive Performance Criteria

Predictive performance is essential for ensuring the viability of an automated
document classification system. The model must be able to differentiate be-
tween various levels of information sensitivity with sufficient accuracy to reduce
reliance on manual classification, while ensuring that the risks associated with
misclassification are kept to a minimum [3].

Success criteria for predictive performance are defined based on the model’s
ability to produce stable and consistent results across standard multi-class clas-
sification metrics, including accuracy, precision, recall and F1-score. Particular
emphasis is placed on balanced performance across all sensitivity classes, as
misclassification of high-sensitivity information carries significantly greater risk
than misclassification of lower-sensitivity documents [12].
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Due to the controlled and synthetic nature of the dataset used in this research,
the performance of the model is not compared against state-of-the-art systems.
Instead, performance is evaluated relative to the baseline transformer-based
model presented in Section 4.2. Improvements or degradations in predictive
performance are assessed in relation to this baseline to ensure that the integra-
tion of explainability mechanisms does not lead to an unacceptable reduction in
classification performance. A successful outcome is therefore defined as the abil-
ity to incorporate explainability mechanisms without materially compromising
classification accuracy [20].

4.5.2 Explainable Classification Criteria

The concept of explainability is an important measure of success in this study, as
the proposed system is designed for application in a regulated financial setting
where decisions are expected to be transparent and traceable through attention-
based explanations and Integrated Gradients–based feature attribution. In such
environments, it is not sufficient for an automated system to produce accurate
predictions; it must also provide explanations that support human understand-
ing, oversight and accountability [12, 20].

Explainability is considered successful if it allows human reviewers to determine
which parts of a document contributed to a given classification decision and to
evaluate whether these contributions are semantically meaningful and relevant
to the information sensitivity classification task. Attention-based explanations
and feature attribution methods are considered successful if, through qualitative
evaluation, the highlighted parts of the document correspond to plausible and
domain-relevant indicators of sensitive information, as would be expected based
on organisational and regulatory knowledge [24, 25].

The trustworthiness of the system is supported if the explanations provided
are consistent across similar documents and make intuitive sense to human re-
viewers. Although this study does not conduct a formal evaluation of user trust,
explanations are considered successful if they support human reasoning about
the system’s decision-making process rather than functioning as opaque or po-
tentially misleading artifacts [20].

The application of multiple explanation techniques is also considered a mea-
sure of success, as the use of complementary explanation methods is expected
to mitigate the limitations of individual techniques and improve confidence in
the transparency and reliability of the system’s behaviour [12].

4.5.3 Industrial Applicability Criteria

In addition to security level identification criteria, the proposed system must
satisfy criteria related to compliance and practical usability in order to be con-
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sidered successful within a regulated financial domain. These criteria reflect
the conditions under which an automated document classification system is ex-
pected to operate in practice.

From a compliance perspective, the system is considered successful based on
its compatibility with regulatory and organisational requirements rather than
on direct access to sensitive data. The proposed approach should demonstrate
that a transformer-based document classification system, combined with ex-
plainability mechanisms, can operate in a manner that supports auditability
and regulatory review without exposing sensitive information or violating or-
ganisational constraints [26].

From a usability perspective, the system is considered successful if it can func-
tion as a decision-support tool within document handling workflows in a regu-
lated financial environment. The explanations provided should be understand-
able to relevant user groups, such as information security specialists or compli-
ance officers and should support manual review and informed decision-making
during the document classification process [20].

Success in this dimension is achieved if the proposed methodology demonstrates
the feasibility of accurate and explainable document classification under realis-
tic regulatory and organisational constraints. This includes showing that mean-
ingful explanations can be generated and inspected while preserving human
oversight and accountability within the document classification process.
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5 Implementation

This section documents how the proposed document classification system is
constructed, including dataset generation, preprocessing, model development,
training and explainability integration. All elements of the implementation are
based on the methodological framework described previously, with an empha-
sis on reproducibility, clarity of purpose and compatibility with a regulated
financial environment. The overall implementation is structured into modular
components corresponding to data generation, model training and explainabil-
ity analysis, allowing for controlled experimentation and systematic evaluation.
Particular focus is placed on maintaining a stable baseline model and a clear
processing pipeline, ensuring that any observed results can be attributed to
the applied methods rather than to differences in implementation across exper-
iments.

5.1 Dataset Construction

The current experiment involves a dataset that is synthetically generated using
a predefined template-based approach. This strategy is adopted due to the lim-
ited availability of real-world financial documents, while still enabling controlled
experimentation within a regulated context.

The dataset consists of four classes of text, each representing a distinct level
of information sensitivity according to standard classification schemes used in
financial institutions. Furthermore, the dataset is constructed as a balanced
multi-class classification dataset, where each class contains an equal number of
documents.

Documents are generated using a label-conditioned template-based approach,
where each class is associated with a set of archetypal document structures and
content patterns. These archetypes are designed to reflect realistic document
categories, including internal reports, financial summaries and client communi-
cations. For each document, an appropriate template is selected based on the
assigned label and populated with dynamically generated content.

The generation process incorporates several randomised elements to introduce
variability within the dataset. Attributes such as department names, dates, nu-
merical values (e.g., financial figures or budget allocations) and domain-specific
contextual phrases are randomly generated for each document. This ensures
that documents within the same class share underlying structural and semantic
characteristics while maintaining sufficient diversity.

Finally, the dataset is shuffled to eliminate potential ordering effects during
training and evaluation. Each instance consists of a text-label pair, where the
label represents the assigned information sensitivity level. This structure enables
the classification model to learn linguistic and contextual patterns associated
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with different sensitivity classes.

Overall, the dataset supports controlled experimentation and enables the evalu-
ation of the proposed system with respect to both classification performance and
explainability. This design balances the need for realistic document representa-
tion with the constraints imposed by data privacy and regulatory compliance.

5.2 Preprocessing Pipeline

Before training the model, documents in the dataset undergo a series of prepro-
cessing steps aimed at preparing the data for compatibility with the transformer-
based architecture.

Given that the dataset is synthetically generated, the text does not require
extensive preprocessing, as it is produced in a controlled and well-structured
format.

First, tokenization is applied using the BertTokenizer associated with the pre-
trained bert-base-uncasedmodel. Each document is converted into a sequence
of token identifiers, along with corresponding attention masks required by the
transformer architecture.

Moreover, each token sequence is automatically padded and truncated where
necessary to meet the fixed input size constraints of the model. This ensures
that all sequences have a consistent length, enabling efficient batch processing
during training [19].

No extensive preprocessing techniques, such as stopword removal or stemming,
are applied, as transformer-based models are designed to operate effectively on
raw text inputs and preserve contextual information [3].

The dataset is then divided into two subsets: a training set and a validation
set. This division is performed using a stratified sampling approach to ensure
that the class distribution is preserved across both subsets.

Furthermore, during preprocessing, a direct correspondence between the origi-
nal text and its tokenized representation is preserved. This property is essential
for the application of explainability techniques, as it enables attribution scores
and attention patterns to be traced back to the corresponding tokens in the
original documents [12, 23].

5.3 Model Implementation

The document classification model is implemented using a transformer-based
architecture, a pretrained BERT model. In accordance with the implementa-
tion framework specified in Section 4.2, the pretrained model is built using the
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transformers module in combination with the PyTorch deep learning library.

A bert-base-uncased model is used as a basis for the model development.
The selected pretrained model was trained on large-scale general-domain texts
and can be effectively fine-tuned with labelled data from a specific domain [3].
The choice of this particular model fits the methodological approach mentioned
in Section 4.2, in which transfer learning is performed to address issues related
to the small size and synthetic nature of the dataset.

For the implementation of the classification problem, the pretrained BERT
model is customized with the addition of a classification layer. Specifically,
the BertForSequenceClassification class is used, which builds a classifier on
top of a pretrained transformer-based encoder. The added classification layer
includes one fully connected layer applied to the context embedding of the in-
put sequence. The number of classes in the output layer is set to 4, as there
are four information sensitivity categories in the input data: Public, Internal,
Confidential and Restricted. The model is configured for single-label multi-class
classification, ensuring compatibility with the categorical nature of the task.

The model accepts tokenized input texts produced during preprocessing, in-
cluding token identifiers and attention masks.

In order to enable efficient batch processing during the training phase, a dataset
class is created. The implemented dataset encapsulates tokenized inputs and
their corresponding labels, enabling efficient batching and integration with the
training pipeline.

The process of training and evaluating the model will be handled via Hug-
gingFace’s Trainer API, which offers a high level of functionality regarding the
fine-tuning process itself, allowing the implementation of the training loop with
a sufficient amount of flexibility and reliability. The Trainer API ensures con-
sistent handling of batching, gradient updates and evaluation procedures, min-
imizing the risk of implementation errors.

There are no changes introduced in terms of the architecture of the pretrained
transformer model. This choice of design reflects the methodology goal of having
an experiment based on a stable and well-known baseline model. This decision
minimizes risks related to architectural changes in the model and their influence
on its behaviour. This also ensures that any observed effects on interpretability
can be attributed to the explainability techniques rather than to changes in
model architecture. It also makes it less prone to overfitting [31].

In general, the current implementation strategy represents a standard fine-
tuning approach for transformer-based document classification tasks [3, 17].
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5.4 Training Configuration

The training procedure for the document classification model is configured to
ensure reliable fine-tuning of the pretrained transformer while satisfying repro-
ducibility requirements and methodological restrictions stated in Section 4.2.

The model training procedure is based on the supervised fine-tuning approach
applied to the synthetically generated dataset mentioned in Section 4.1. The
data is split into training and validation sets through a stratified sampling ap-
proach, ensuring that 80% of the data belongs to the training set while 20% is
included in the validation set. The stratified sampling approach helps to ensure
that the same class distribution is represented in both datasets, especially for
multi-class classification problems with different sensitivity levels [32]. Repro-
ducibility is ensured through the use of a fixed random seed when splitting data
into training and validation subsets.

The training procedure is performed for a fixed number of five epochs. Such an
approach helps to ensure that the model learns effectively from the data without
risking overfitting due to an excessive number of epochs, since the data size is
limited and artificially created. The model training procedure is carried out us-
ing mini-batch gradient descent with the batch size being equal to eight samples.

The training process itself is managed by the AdamW optimiser [29], which
is the default option for training transformers. AdamW has been proven to
be suitable for fine-tuning pretrained BERT models, helping achieve effective
results. The learning rate for training is set at 5 ∗ 10−5, which corresponds
to standard practices for fine-tuning transformer models [3]. Moreover, weight
decay with a coefficient equal to 0.01 is used to reduce the risk of overfitting [31].

A learning rate warmup technique is used for stabilization purposes, where the
rate is increased gradually in the first stages of training [3, 19]. In particular, a
warmup ratio equal to 0.1 is used, meaning that 10% of the total training steps
are used for warmup before reaching the maximum learning rate. In this way,
it is possible to reduce destabilizing effects of large gradient updates made by
the model during the initial phase of training.

Categorical cross-entropy loss is used for training the model in the problem
under consideration. In order to adjust class importance, a weighted version of
the loss function is adopted for the multi-class classification task. In this way,
greater emphasis is placed on sensitive classes, introducing a higher penalty
for incorrect classifications of information that falls within sensitive categories.
This solution is adopted in accordance with practical requirements of informa-
tion security document classification problems.

Model evaluation is conducted at the end of each epoch. Classification-related
evaluation metrics are used for determining the performance of the model, with
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accuracy and weighted F1 score being considered. The weighted F1 score is
chosen as the main evaluation metric, as it takes into account both precision
and recall, while also reflecting the class distribution.

In order to select the best-performing model, a model checkpointing technique
is applied. According to this technique, the model with the highest value of
weighted F1 score on the validation set is automatically selected as the final
model, thus taking into account generalization capability rather than perfor-
mance only at the final training stage.

In summary, the proposed training configuration follows a conventional fine-
tuning procedure for transformer-based models, while incorporating specific
adaptations in terms of loss function weighting and model selection criteria
in order to achieve satisfactory results.

5.5 Explainability Implementation

The implementation of explainability within the document classification system
is designed to enable understanding of how the underlying transformer model
makes predictions, without modifying the architecture of the transformer used
by the system. For this reason, a post-hoc explainability approach is employed
to examine both attention-based indicators and feature attribution using the
Integrated Gradients method [12], as previously described in Section 4.3.

5.5.1 Overview of Explainability Approach

The analysis of the XAI component is conducted in a separate pipeline after
the classification model has been trained and is therefore external to the model
itself. The purpose of this analysis is to provide explanations of which features
of the input text contributed to the model’s prediction of a class label.

To accomplish this, two techniques are used: attention-based explanations and
feature attribution explanations. The attention-based technique is derived di-
rectly from the transformer model, while the feature attribution technique is
based on Integrated Gradients, as introduced in prior work.

The use of these two techniques provides complementary perspectives on how
the model produces its predictions. Furthermore, it allows for comparison be-
tween the explanations generated by each method, thereby strengthening the
validity of the interpretation.

5.5.2 Attention-Based Explanation Extraction

Attention-based explanations are obtained by enabling the output of attention
weights during model inference. This is achieved by configuring the transformer
model with the output attentions=True parameter, which allows access to
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attention distributions across all layers and attention heads.

For each input document, attention weights from the final transformer layer
are extracted and averaged across all attention heads to produce a single inter-
pretable representation. The resulting attention matrix represents the relation-
ships between tokens in the input sequence.

To generate a document-level explanation, the attention weights associated with
the classification token ([CLS]) are examined. The [CLS] token serves as a com-
posite representation of the entire input sequence in BERT-based classification
tasks [3]. By analysing the distribution of attention from the [CLS] token to all
other tokens, it is possible to identify which parts of the input the model focuses
on when producing a classification.

Finally, the attention scores are mapped back to the corresponding tokens in
the original text, enabling visual interpretation of the model’s focus during the
document classification task.

5.5.3 Integrated Gradients Attribution

Integrated Gradients is used as the feature attribution method to complement
the attention-based explanation approach. As a gradient-based attribution tech-
nique, Integrated Gradients assigns an importance score to each input feature
based on its contribution to the model’s prediction [6].

The Captum library is used to implement the Integrated Gradients method
within the PyTorch framework. For each input document, attribution scores
are computed at the token level with respect to a selected target class, typically
corresponding to the predicted label of the model.

Attribution is determined by calculating gradients along a defined path from
a baseline input, representing a neutral reference, to the actual input, defined
as the tokenized document. The resulting attribution scores reflect the contri-
bution of each token to the model output for the specified target class.

The attribution scores are aggregated at the token level and aligned with the
original text of the input document, enabling direct interpretation of which
words or phrases most strongly influence the model’s classification decision.

5.5.4 Token-Level Alignment and Filtering

To maintain interpretability and utility of explanations, a direct mapping be-
tween tokenized inputs and the original text is preserved throughout the pre-
processing and explainability pipeline.

Special tokens introduced by the transformer model for classification ([CLS]),

39



separation ([SEP]) and padding ([PAD]) are excluded from the explanation anal-
ysis. These tokens do not represent meaningful linguistic content and may oth-
erwise distort the interpretation of attribution scores or attention visualizations
[23].

By filtering out these tokens, the resulting explanations focus exclusively on
semantically relevant components of the input text, thereby improving clarity
and interpretability for human reviewers.

5.5.5 Selection of Representative Examples

Explainability analysis is performed on a subset of validation documents that
represent different classification scenarios:

• Correctly classified documents from low-sensitivity classes (e.g., Public)

• Correctly classified documents from high-sensitivity classes (e.g., Restricted)

• Misclassified documents where the predicted label does not match the
ground truth label

This selection strategy allows for comparison of model behaviour across both
correct and incorrect predictions. It enables evaluation of the strengths and
weaknesses of the model’s reasoning, particularly in cases where misclassification
may be influenced by misleading or inappropriate textual cues.

5.5.6 Comparative Analysis of Explanation Methods

Both attention-based explanations and Integrated Gradients attributions are
used as complementary approaches to assess consistency and interpretability.
Consistency between these two methods is treated as a proxy for reliability in
the explanation of the model [20, 26, 33].

If both attribution scores and attention weights highlight similar regions of
the input text, this increases confidence that those regions are genuinely influ-
ential in the model’s decision-making process. Conversely, if the two methods
emphasise different regions, these discrepancies are examined to identify poten-
tial limitations in the explainability techniques or ambiguities in the model’s
internal representations.

By combining both methods, the approach provides a more comprehensive un-
derstanding of model behaviour, supporting the requirements of transparency
and auditability in regulated financial environments.

5.6 Implementation Tools and Environment

Python 3.11 was used to develop the proposed document classification system,
using widely adopted libraries for natural language processing, deep learning
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and model interpretability. All development and experimentation were con-
ducted in Visual Studio Code, which served as an integrated environment for
code development, execution and debugging.

The system is implemented using the PyTorch deep learning framework, which
enables efficient tensor computations and supports automatic differentiation.
Building on PyTorch, the HuggingFace Transformers library is used to access
and fine-tune a pretrained BERT model (bert-base-uncased) employed in this
study. The library provides both the model architecture and its corresponding
tokenizer, ensuring consistency between text preprocessing and model input rep-
resentation.

Model training and evaluation are managed using the HuggingFace Trainer
API. This API abstracts key components of the training loop, such as batching,
optimisation and evaluation, enabling reliable and reproducible fine-tuning. In
addition, it simplifies the configuration and management of training parameters.

Standard Python libraries are used throughout the preprocessing pipeline and
for dataset handling. These libraries support data manipulation and numeri-
cal computation tasks required during dataset construction, including stratified
splitting into training and validation sets, as well as the preparation of inputs
for model training.

Explainability analysis is performed using the Integrated Gradients method, im-
plemented via the Captum library. Captum is designed to provide interpretabil-
ity for PyTorch models and enables the computation of feature attribution scores
at the token level. This allows explainability techniques to be applied directly
to the trained classification model without requiring architectural modifications.

The implementation is organised into separate components corresponding to
dataset construction, model training and explainability analysis. This modular
design improves clarity and reproducibility and aligns with the methodological
separation between data generation, model development and evaluation.

To ensure reproducibility, fixed random seeds are applied during dataset split-
ting and model training. This ensures that results obtained under the same
configuration remain consistent across multiple runs.

Overall, the selected tools, environment and implementation structure provide
a consistent and reproducible framework for developing transformer-based doc-
ument classification systems and integrating explainability techniques within a
controlled experimental setting.

41



6 Results and Analysis

This section provides a detailed analysis of the experimental results obtained
from the proposed transformer-based document classification model, together
with an assessment of its predictive performance and explainability characteris-
tics. The evaluation focuses not only on the model’s ability to correctly classify
documents according to the predefined information sensitivity levels, but more
importantly on how the model reaches its decisions and whether those decisions
are interpretable within the context of regulated financial environments.

The evaluation is divided into several components. The first component presents
commonly used classification metrics that assess predictive performance across
the predefined security classes. These metrics include accuracy, precision, recall,
F1 score and confusion matrix analysis, presented in Sections 6.1.1, 6.1.2 and
6.1.3. In addition, selected prediction examples are presented in Sections 6.2.1
and 6.2.2 in order to provide further insight into the model’s behaviour at the
document level.

This section also evaluates explanation outputs generated using attention-based
indicators and Integrated Gradients feature attribution methods. These anal-
yses aim to identify which linguistic and contextual elements contribute most
strongly to the model’s predictions, as well as whether the explanations pro-
duced by the different explainability techniques are consistent and interpretable.
Relationships between attention distributions and feature attribution scores, in-
cluding overlap and consistency comparisons across multiple examples and doc-
ument classes, are also examined.

In addition to assessing prediction accuracy and local explanation outputs, the
evaluation also examines model confidence levels and measures predictive uncer-
tainty through entropy analysis in cases where classifications may be ambiguous.
High predictive accuracy alone does not necessarily indicate that a model is ro-
bust or trustworthy. Therefore, additional analyses are conducted to investigate
the presence of shortcut learning, such as reliance on repeated lexical or struc-
tural patterns rather than contextual understanding, as well as potential token
leakage within the dataset.

Finally, the results are interpreted in relation to the objectives of the study
concerning transparency, auditability and explainability in regulated financial
environments. Explanations are not treated solely as visualisation components,
but are instead evaluated according to whether they provide meaningful support
for human oversight and compliance-oriented review processes.

6.1 Classification Performance

The transformer-based model for document classification was evaluated using
standard multi-class classification metrics, including accuracy, precision, recall
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and F1 score. Evaluation was conducted on the validation subset of the syn-
thetically generated dataset described in Section 5.1, which contains an equal
number of documents across the four information sensitivity levels: Public, In-
ternal, Confidential and Strictly Confidential.

The validation dataset contains a total of 320 samples, with 80 samples be-
longing to each class.

6.1.1 Overall Performance

The model achieves perfect performance across all evaluation metrics:

Metric Score
Accuracy 1.000
Precision (macro) 1.000
Precision (weighted) 1.000
Recall (macro) 1.000
Recall (weighted) 1.000
F1 Score (macro) 1.000
F1 Score (weighted) 1.000

These results show that the model correctly classifies all validation samples with
no errors.

The absence of classification errors suggests that the model is highly effective
at identifying patterns associated with the defined sensitivity levels within the
controlled dataset environment. However, the perfect performance also indi-
cates that the synthetic of the dataset may not contain sufficient variability
or ambiguity to fully challenge the model. The strong separability also likely
simplifies the classification task compared to real-world environments.

6.1.2 Per-Class Performance

Performance at the class level is also uniformly perfect. For each of the four
classes (Public, Internal, Confidential and Strictly Confidential), the model
achieves:

Metric Score
Precision 1.000
Recall 1.000
F1 Score 1.000

Each class is represented by 80 validation samples and no instances are misclas-
sified. This indicates that the model is able to completely separate the classes
within the validation dataset.

Although performance is identical across all classes, some differences can still
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be observed in the confidence distribution by the model. Internal documents
achieve the highest average confidence (0.9985) together with the lowest en-
tropy values, while Public documents exhibit slightly lower confidence (0.997)
and higher entropy compared to remaining classes, suggesting higher linguistic
overlap among lower-sensitivity documents.

6.1.3 Confusion Matrix and Error Analysis

No misclassified instances are observed in the validation results. As a result,
traditional error analysis based on validation set misclassifications is limited in
this case. Figure 1 illustrates the confusion matrix for the classification model.

Figure 1: Confusion matrix for the document classification model evaluated on
the validation dataset.

The absence of errors indicates that the validation dataset and by extension
the entire dataset, is highly separable. However, perfect validation performance
does not necessarily imply robust generalization to more realistic or less con-
trolled environments.

Additional robustness analysis supports this. External synthetic evaluation us-
ing example documents that deviate from the structured patterns introduce
misclassifications. For example:

• A document labeled as Public is classified as Confidential
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• A document labeled as Internal is classified as Strictly Confidential

These cases demonstrate that the model partially relies on recurring lexical and
structural patterns within the synthetic dataset. This interpretation is further
supported by the token leakage and shortcut learning analysis presented in sec-
tion 6.5.

The absence of misclassifications within the validation set therefore mostly
reflects the controlled nature of the dataset design. This suggests that the
validation results should primarily be interpreted as evidence that the model
successfully learned the synthetic dataset. While this enables stable evaluation
of explainability techniques, it also limits conclusions regarding real-world ap-
plication.

Because no validation misclassifications were available for detailed inspection,
the explainability analysis primarily focuses on correctly classified representative
examples across all classes.

6.1.4 Summary

The classification model demonstrates perfect predictive performance on the
validation dataset, achieving complete accuracy across all evaluation metrics
and document classes.

The results indicate that transformer-based language models are highly effec-
tive at recognizing linguistic and structural patterns in a controlled financial
document environment. However, further robustness analysis reveals that the
observed performance is tied closely to the structured nature of the dataset.

These findings highlight the importance of interpreting classification metrics
in relation to dataset design. Although the model demonstrates strong capabil-
ity within the experimental setting, further evaluation using more diverse and
less controlled financial documents would be necessary in order to assess real-
world generalization and operational robustness.

Therefore, the reported performance metrics should not be interpreted as an
upper bound for real-world financial document classification performance. In-
stead, they should demonstrate the effectiveness under controlled conditions,
intended to provide support for analysis of explainability.

6.2 Explainability Results

This section presents the results of the explainability analysis applied to the
transformer-based document classification model. The focus is on examining
how the model arrives at its predictions, specifically by analysing the contribu-
tion of individual tokens (words) to the classification decisions. Two comple-
mentary techniques are used for this purpose: attention-based indicators (Sec-

45



tion 6.2.1) and Integrated Gradients (IG) for feature attribution (Section 6.2.2).

Despite the perfect classification performance observed in Section 6.1, explain-
ability is the most critical component of the evaluation. High predictive accu-
racy does not guarantee that the model relies on meaningful or robust features.
Additionally, the use of synthetic and controlled data means that the model
may exploit superficial or class-specific patterns. Therefore, the analysis in this
section focuses on understanding what the model has learned rather than how
well it performs.

The results are illustrated using representative examples of correctly classified
documents across different sensitivity levels. For each example, both techniques
identify the most influential tokens contributing to the model’s prediction. This
provides qualitative insight into the model’s behaviour and supports evaluation
of its interpretability and transparency.

In addition to analysing the individual explanation methods, this section also
examines the consistency between them. Consistency between these methods is
treated as an indicator of explanation reliability, while divergence suggests the
model relies on different internal signals that are not directly aligned.

6.2.1 Attention-Based Explanations

The attention-based explanations were analysed across multiple correctly clas-
sified examples from each sensitivity class. Given the perfect classification per-
formance on the validation set, the analysis focuses on identifying recurring
attention patterns and assessing wether they align with semantically meaning-
ful features related to information sensitivity.

The self-attention mechanism in transformer models enables the extraction of
attention-based explanations by assigning weights to tokens when constructing
a document-level representation. These attention weights indicate which tokens
the model focuses on when producing a classification decision.

Attention weights were frequently concentrated on a combination of domain-
specific terms (e.g., bank, financial, policy) and structural or contextual tokens
(e.g., organisation names, document headers). This suggests that the model
leverages both semantic content and document structure when forming predic-
tions.

For Public documents, attention is often docused toward general business and
communication-related terms, such as references to public-facing activities, fi-
nancial summaries and organisational identifiers. Contrasting this, Strictly Con-
fidential documents show increased attention on terms related to governance,
finance, regulatory processes and internal decision-making.
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In addition to these extreme cases, the mid-level sensitivity categories also ex-
hibit distinct patterns. For Internal documents, attention is often distributed
across operational and organisational terms, such as references to policies, sys-
tems, teams and internal processes. This reflecting internal activities and and
governance, which differentiate them from both public-facing and high sensitiv-
ity documents.

For Confidential documents, attention tends to focus on terms associated with
sensitive business operations, such as procurement, compliance, financial ne-
gotiations, or personnel-related information. Compared to Internal documents,
these attention patterns reflect a shift toward more sensitive and decision-critical
content, though not to the same extent as Strictly Confidential documents.

Below are some examples of influential tokens for the different classes:

Public Document Example For a correctly classified Public document, at-
tention is concentrated on tokens such as:

public published distribution samplebank.com

These tokens are directly related to the document’s distribution and accessibil-
ity, which are strong indicators of low sensitivity. In particular, the presence of
terms such as “published” and references to public domains suggests that the
document is intended for external dissemination.

The attention distribution shows that the model prioritizes explicit signals of
public availability rather than unrelated contextual information. Lower atten-
tion weights assigned to tokens such as ”mobile” or ”transaction” further in-
dicate that domain-specific content is less influential than distribution-related
cues in determining sensitivity.

Internal Document Example For a correctly classified Internal document,
attention is concentrated on tokens such as:

policy systems teams management checkpoint

These tokens are associated with internal operational processes, governance and
organisational coordination. In particular, references to policies, systems main-
tenance and team-related processes indicate that the document concerns internal
workflows rather than externally distributed or highly restricted information.

The attention distribution suggests that the model relies on organisational and
procedural terminology when identifying Internal documents. Tokens such as
systems, management and checkpoint reflect operational planning and coordi-
nation activities that are typically accessible only within the organisation but
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do not necessarily contain highly sensitive or strategically critical information.

Compared to Public documents, the attention is less focused on distribution-
related language and instead emphasises internal operational structure. At the
same time, the absence of highly sensitive regulatory or governance-related ter-
minology differentiates these documents from the Strictly Confidential category.

Confidential Document Example For a correctly classified Confidential
document, attention is concentrated on tokens such as:

salary procurement consulting HR management

These tokens are associated with sensitive business activities and restricted or-
ganisational processes. In particular, references to procurement negotiations,
compensation structures and HR-related activities indicate that the document
contains information intended for limited internal access.

The attention distribution demonstrates that the model identifies confidentiality
through terms linked to business negotiations, personnel matters and financial
decision-making. Tokens such as “salary” and “procurement” provide strong
indicators of commercially or organisationally sensitive content.

Compared to Internal documents, the attention patterns in Confidential doc-
uments are more associated with restricted business operations and decision-
critical activities. However, the attention remains less focused on executive
governance and regulatory terminology than in Strictly Confidential documents.

Strictly Confidential Document Example For a correctly classified Strictly
Confidential document, attention is concentrated on tokens such as

insider directors only board distribution

These tokens indicate restricted access and are associated with internal gover-
nance and regulatory structures, suggesting that the document is highly sen-
sitive. Several of the highly attended tokens appear together in contextual
expressions such as “Board of Directors only“, which indicates limited distribu-
tion and strong confidentiality constraints. This suggests that the model is not
relying solely on isolated keywords such as only, but rather on combinations of
semantically related tokens that together signal high information sensitivity.

In addition, attention is assigned to tokens such as information and consti-
tutes, indicating that the model may also consider contextual language related
to formal definitions and regulatory framing.
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Observations Across both examples, attention-based explanations show that
the model consistently prioritizes:

• Distribution indicators (e.g., public vs. restricted access)

• organisational roles (e.g., board, directors)

• Sensitivity-related terminology

This suggests that the model relies on semantically meaningful indicators that
align with common information classification policies. However, attention dis-
tributions also revealed limitations. In several cases, high attention weights
were assigned to frequently occurring or structurally common tokens (e.g., or-
ganisation names or repeated terms), which may not directly contribute to the
semantic distinction between sensitivity classes. This indicates that attention
alone may not provide a reliable explanation of model behaviour.

These observations motivate the use of complementary explanation methods,
such as Integrated Gradients, which provide a more direct measure of feature
contribution. The following section examines whether attribution-based expla-
nations offer more precise insights into the model’s decision-making process.

6.2.2 Integrated Gradients Attributions

Integrated Gradients (IG) was applied to generate token-level feature attribu-
tions for the same set of correctly classified documents analysed in the previous
section. Given the perfect classification performance observed on the validation
set, the purpose of this analysis is not to distinguish between correct and incor-
rect predictions, but to examine which input features contribute most strongly
to the model’s decisions across different sensitivity classes.

To complement the attention-based analysis, IG is used to quantify the contri-
bution of individual tokens to the model’s predictions. Unlike attention-based
methods, IG provides a gradient-based measure of feature importance, offering
a more direct indication of how input tokens influence the model’s output.

In contrast to attention-based explanations, Integrated Gradients provides a
more direct measure of feature importance by quantifying the contribution of
each token to the final prediction. The resulting attribution scores highlight
tokens that have a strong positive or negative influence on the model’s deci-
sion, offering a more precise view of the underlying decision-making process.
Across all sensitivity classes, IG attributions reveal clearer and more semanti-
cally meaningful patterns compared to attention weights.

For Public documents, high-attribution tokens are primarily associated with
general business communication and public-facing language, such as references
to customers, products, financial performance and organisational activities.

49



For Internal documents, IG highlights tokens related to operational processes
and internal coordination, including terms such as systems, management, up-
dates and internal procedures. These attributions reflect internal activities and
organisational workflows.

For Confidential documents, attribution scores are concentrated on tokens as-
sociated with sensitive business operations, including procurement, compliance,
negotiations and personnel-related terms. These attributions indicate that the
model identifies content linked to restricted business processes and decision-
making contexts.

For Strictly Confidential documents, IG emphasises highly sensitive and context-
specific tokens, such as references to financial supervision, regulatory authorities,
strategic transactions and explicitly sensitive terminology (e.g., confidential).
These attributions suggest that the model relies on strong semantic indicators
of high sensitivity.

Public Document Example For the same Public document, the highest
attribution scores are assigned to:

public published distribution on com

These tokens largely align with those identified by the attention-based method.
Notably, public and published receive significantly higher attribution scores than
the other tokens, suggesting that they are the primary drivers of the classifica-
tion decision.

Some tokens exhibit negative attribution scores, such as the author name (Strand).
This indicates that these tokens may either reduce the model’s confidence in the
predicted class or are not relevant for determining the classification.

Internal Document Example For the same Internal document, the highest
attribution scores are assigned to:

teams systems management schedules milestone

These tokens are strongly associated with operational coordination and internal
processes. The high attribution scores assigned to systems and management
indicate that the model relies heavily on workflow-related terminology when
identifying Internal documents.

Unlike attention-based explanations, IG highlights tokens that are more di-
rectly connected to procedural activities and project coordination. Terms such
as scheduled and milestone suggest that the model associates Internal docu-
ments with planning, maintenance and organisational oversight activities.
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Some numerical tokens also receive attribution scores, likely reflecting struc-
tural patterns within the synthetic dataset rather than semantically meaningful
indicators. This suggests that while IG provides more precise explanations than
attention, some attribution patterns may still be influenced by formatting or
template-related artifacts.

Confidential Document Example For the Confidential document, the high-
est attribution scores are assigned to:

compensation salary comittee bid tender

These tokens are directly related to sensitive business operations and personnel-
related information. In particular, the high attribution assigned to “compen-
sation” and “salary” suggests that the model strongly associates financial and
HR-related terminology with the Confidential sensitivity level.

The attribution scores further indicate that the model relies on procurement
and negotiation-related language when identifying Confidential documents. To-
kens such as “bid” and ”tender“ reflect restricted commercial processes and
ongoing business negotiations that are not intended for public or broad internal
distribution.

Compared to attention-based explanations, IG provides more semantically fo-
cused signals for the Confidential category. The highlighted tokens correspond
closely to organisationally sensitive activities and align well with expected con-
fidentiality indicators within regulated financial environments.

Strictly Confidential Document Example For the Strictly Confidential
document, the highest attribution scores are assigned to:

insider information sensitivity disclosure regulations

These tokens are strongly associated with regulatory language and confidential-
ity requirements. In particular, the high attribution assigned to insider reflects
the model’s sensitivity to terminology commonly linked to restricted or legally
protected information.

Observations Integrated Gradients reveals that:

• The model relies heavily on explicit sensitivity-related keywords

• Regulatory and compliance-related language plays a significant role

Furthermore, the alignment between high-attribution tokens and domain-relevant
terminology supports the plausibility of the model’s reasoning process.
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Compared to attention-based explanations, IG attributions tend to emphasise
more distinctive and class-specific tokens. For example, tokens such as compen-
sation, salary, breach and compliance receive high attribution scores in Con-
fidential documents, while tokens such as financial, supervisory and authority
receive high attribution scores in Strictly Confidential documents. These tokens
are more directly aligned with the semantic characteristics of the respective sen-
sitivity levels.

However, IG attributions also exhibit certain limitations. In some cases, high
attribution scores are assigned to tokens that are not semantically meaningful,
such as punctuation, numerical values, or common function words. This may
be due to the controlled nature of the dataset structure or artifacts introduced
during preprocessing. Therefore, while IG provides more precise signals than
attention, its outputs still require careful interpretation.

The structured nature of the dataset likely contributes to the clarity of the
observed attribution patterns. By reducing variability and using structured doc-
ument templates, the dataset encourages the model to rely on consistent lexical
cues associated with each sensitivity class. While this improves interpretability
in the experimental setting, it also raises questions regarding the extent to which
these attribution patterns would generalize to more diverse real-world data.

Overall, Integrated Gradients provides a more detailed and semantically grounded
view of the model’s decision-making process compared to attention-based ex-
planations. However, differences between the two methods remain evident. The
following section therefore compares attention-based explanations and IG attri-
butions directly, with a focus on their consistency and complementary strengths.

6.2.3 Comparison of Explanation Methods

The previous sections analysed attention-based explanations and IG feature
attributions separately. While both methods aim to provide insight into the
model’s decision-making process, they exhibit notable differences in the type of
information they emphasise and the consistency of the resulting explanations.

Overall, attention-based explanations tend to highlight broader contextual and
structural patterns within the documents, whereas Integrated Gradients pro-
duces more focused and semantically specific feature attributions. Across mul-
tiple examples and sensitivity classes, IG consistently identified tokens that were
more directly related to the semantic meaning of the corresponding classifica-
tion category.

For Public documents, both methods identified tokens associated with pub-
lic communication and external distribution. However, attention weights fre-
quently emphasised repeated structural tokens such as organisation names or
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common document markers, while IG assigned higher attribution scores to se-
mantically meaningful terms such as publicly, transparency, sustainability and
customers. This suggests that IG provides more direct insight into the content-
based reasoning behind the prediction.

A similar pattern is observed for Internal documents. Attention-based expla-
nations often focused on organisational or procedural tokens, including policy,
governance and teams. In contrast, IG highlighted operational and workflow-
related terms such as systems, scheduled, milestone and maintenance, which
more clearly reflect internal organisational processes.

For Confidential and Strictly Confidential documents, the differences between
the methods become more pronounced. Attention-based explanations frequently
assigned importance to repeated structural tokens and metadata-related terms,
while IG emphasised semantically sensitive terminology such as compensation,
salary, compliance, disclosure, supervisory and confidential. These tokens are
more directly aligned with restricted business operations, regulatory processes
and sensitive organisational activities.

The consistency analysis further highlights these differences. Across the evalu-
ated samples, the overlap between the top attention tokens and the top IG at-
tribution tokens remained relatively low. The average Jaccard similarity across
all analysed samples was 0.108, with several examples exhibiting no overlap be-
tween the methods. In many cases, only one shared token was observed among
the top-ranked features.

This low overlap suggests that attention mechanisms and gradient-based attri-
butions capture different aspects of the model’s internal behaviour. Attention-
based explanations appear to reflect broader contextual relationships and doc-
ument structure, while IG provides a more localized estimate of token-level
contribution to the final prediction.

Despite these differences, both methods reveal partially complementary insights
into the classification process. Attention-based explanations provide a high-level
overview of contextual focus, while IG offers a more direct indication of which to-
kens contribute most strongly to the predicted sensitivity level. The combined
use of both methods therefore improves interpretability by enabling analysis
from multiple perspectives.

At the same time, the observed divergence between the explanation methods also
highlights an important limitation of explainability techniques. Since different
methods may attribute importance to different features, explanations should
not be interpreted as definitive representations of model reasoning. Instead,
they provide approximations of the internal decision-making process, each with
their own assumptions and limitations.
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6.2.4 Class-Specific Explanation Patterns

Analysis of the explanation outputs across different sensitivity classes reveals
recurring class-specific patterns in both attention-based explanations and Inte-
grated Gradients attributions. These patterns provide insight into the lexical
and contextual signals the model associates with each security classification
level.

For Public documents, explanations consistently emphasise tokens associated
with external communication, accessibility and publicly available information.
Frequently highlighted terms include public, published, website, customers, dis-
tribution and sustainability. Both explanation methods indicate that the model
strongly associates public-facing language and references to external dissemina-
tion with low sensitivity classifications. In many cases, the explanations also
focus on organisational identifiers and communication-related terminology, sug-
gesting that the model relies on signals commonly found in externally distributed
corporate documents.

Internal documents exhibit a different set of explanation patterns. The model
frequently assigns importance to operational and organisational terminology
such as systems, teams, policy, governance, maintenance, checkpoint and man-
agement. These terms reflect internal coordination, workflow management and
procedural activities. Compared to Public documents, the explanations place
less emphasis on external distribution indicators and instead focus on language
associated with internal organisational processes and collaboration.

For Confidential documents, the explanations become increasingly associated
with commercially sensitive and decision-related terminology. Frequently high-
lighted tokens include procurement, compensation, salary, consulting, HR, bid,
tender and negotiations. These patterns indicate that the model identifies
confidentiality primarily through references to restricted business operations,
personnel-related information and internal financial activities. The explana-
tions further suggest that the model differentiates Confidential documents from
Internal documents by assigning greater importance to terms linked to strategic
or commercially sensitive processes.

Strictly Confidential documents demonstrate the most distinct explanation pat-
terns across all classes. Both attention and Integrated Gradients consistently
emphasise tokens associated with governance, regulatory oversight, insider in-
formation and restricted access. Frequently highlighted terms include insider,
board, directors, supervisory, disclosure, regulations and confidential. These ex-
planation patterns indicate that the model strongly associates high sensitivity
classifications with regulatory language, executive governance structures and
explicitly restricted terminology.

Across all classes, the explanation outputs reveal that the model relies heavily
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on lexical cues that align with expected sensitivity characteristics. In particu-
lar, terms related to access control, organisational hierarchy, financial operations
and regulatory processes consistently contribute to classification decisions. This
suggests that the model has learned semantically meaningful associations be-
tween document content and security classification levels.

At the same time, some explanation patterns also reveal potential limitations
in the learned representations. Certain structurally common or repetitive to-
kens receive importance scores despite having limited semantic relevance to
sensitivity classification. This indicates that the model may partially rely on
dataset-specific artifacts or recurring template structures in addition to gen-
uinely meaningful semantic features.

Overall, the observed class-specific explanation patterns support the plausibility
of the model’s reasoning process while also highlighting the influence of struc-
tured dataset design on the resulting explanations.

Table 2 summarizes the recurring explanation patterns observed across the dif-
ferent sensitivity classes.

Sensitivity Class Frequently High-
lighted Tokens

Interpretation

Public public, published, cus-
tomers, distribution

Associated with external
communication, public
availability and publicly
distributed organisational
information.

Internal systems, policy, manage-
ment, teams, checkpoint

Associated with opera-
tional workflows, inter-
nal coordination, gover-
nance and organisational
processes.

Confidential salary, procurement, HR,
compensation, tender

Associated with sensi-
tive business operations,
personnel-related infor-
mation and restricted
commercial activities.

Strictly Confiden-
tial

insider, board, disclosure,
regulations, supervisory

Associated with gover-
nance structures, regu-
latory oversight, insider
information and highly
restricted content.

Table 2: Class-specific explanation patterns observed across explanation meth-
ods
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6.2.5 Consistency Observations

Consistency between explanation methods was analysed to assess the stability
and reliability of the generated explanations across different sensitivity classes
and document examples. In this context, consistency refers both to the extent to
which different explainability methods highlight similar features and to whether
similar documents produce comparable explanation patterns.

The comparison between attention-based explanations and Integrated Gradi-
ents (IG) attributions revealed that the overlap between the two methods re-
mained relatively limited across most evaluated samples. In many cases, the
methods emphasised different subsets of tokens, even when the predicted class
was identical. Quantitative analysis using Jaccard similarity demonstrated gen-
erally low overlap between the top-ranked tokens identified by the two methods.

These observations suggest that attention mechanisms and gradient-based at-
tribution methods capture different aspects of the model’s internal behaviour.
Attention-based explanations often emphasise broader contextual relationships
and structural information, whereas IG tends to identify more localized and
semantically meaningful contributions to the final prediction.

Despite the relatively low overlap between methods, recurring explanation pat-
terns were still observed within individual sensitivity classes. Across multiple
examples, Public documents consistently emphasised terms associated with ex-
ternal communication and distribution, while Internal documents repeatedly
highlighted operational and organisational terminology. Similarly, Confidential
and Strictly Confidential documents consistently exhibited strong focus on reg-
ulatory, governance and sensitivity-related terminology.

The recurring nature of these explanation patterns suggests that the model may
learn relatively stable lexical associations for different sensitivity categories. The
consistency of these patterns supports the plausibility of the model’s reasoning
process and indicates that the generated explanations are not entirely instance-
specific.

At the same time, several inconsistencies were also observed. Certain struc-
turally common tokens, repeated template elements and formatting-related terms
occasionally received high importance scores despite having limited semantic rel-
evance to the corresponding classification task. These observations suggest that
parts of the learned representations may still be influenced by dataset-specific
artifacts and repetitive structural patterns.

The controlled and synthetic nature of the dataset likely contributes to both
the observed consistency and the identified limitations. Because the dataset
contains relatively structured document templates and recurring vocabulary
patterns, the model is encouraged to learn stable lexical associations across
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classes. While this improves interpretability under experimental conditions, it
may also reduce the diversity of explanation patterns compared to real-world
financial documents.

Overall, the consistency analysis demonstrates that both explanation methods
provide partially stable and semantically meaningful insights into the classifica-
tion process. However, the observed divergence between methods also highlights
the importance of interpreting explainability results with caution, particularly in
regulated environments where explanation reliability and robustness are critical
requirements.

Figure 2: Distribution of Jaccard similarity scores between attention-based ex-
planations and Integrated Gradients attributions across validation samples. The
low average similarity indicates limited overlap between the explanation meth-
ods.

6.3 Confidence Analysis

In addition to evaluating predictive performance and explainability, the confi-
dence of the model predictions was also analysed. Confidence analysis provides
further insight into the certainty of the classification decisions and helps identify
cases where the model may exhibit uncertainty or overconfidence.

The confidence scores were derived from the softmax probabilities produced
by the classifier for each validation sample. Higher confidence values indicate
that the model strongly favours a particular sensitivity class, whereas lower con-
fidence values suggest increased ambiguity between competing classes.

Overall, the model exhibited relatively high confidence across a large portion of
the validation samples. This behaviour is consistent with the high classification
performance observed in previous sections and reflects the structured nature of
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the synthetic dataset. In many correctly classified examples, the predicted class
probability was strongly concentrated on a single sensitivity category, indicating
that the model identified clear lexical and contextual signals associated with the
corresponding class.

However, confidence analysis also revealed variations across different samples
and sensitivity categories. Samples containing overlapping vocabulary or less
explicit sensitivity indicators generally produced lower confidence scores com-
pared to documents containing highly distinctive terminology. In particular,
documents belonging to the Internal and Confidential categories occasionally
exhibited increased uncertainty, reflecting the semantic similarity between these
sensitivity levels.

Figure 3 illustrates the distribution of prediction confidence scores across the
validation set. The distribution shows that a large proportion of predictions are
associated with high confidence values, while a smaller subset of samples ex-
hibits lower confidence levels. These lower-confidence predictions are primarily
associated with documents containing mixed contextual signals or overlapping
domain-specific terminology.

In addition to confidence scores, entropy-based uncertainty analysis was also
performed. Entropy provides a measure of prediction uncertainty by consid-
ering the distribution of probabilities across all classes rather than only the
highest predicted probability. Lower entropy values indicate highly confident
predictions concentrated on a single class, whereas higher entropy values sug-
gest increased uncertainty and ambiguity.

The entropy distribution demonstrates that most predictions are associated with
relatively low uncertainty, further supporting the observation that the model fre-
quently produces confident classification decisions under the controlled dataset
conditions. At the same time, a smaller number of higher-entropy samples in-
dicate cases where the model is less certain about the appropriate sensitivity
category.

These observations suggest that the model confidence is strongly influenced
by the presence of explicit lexical indicators and structured document patterns
within the dataset. While high confidence values may indicate stable deci-
sion boundaries under controlled conditions, they do not necessarily guarantee
robust generalization to more diverse real-world financial documents. In par-
ticular, high-confidence predictions may still result from reliance on superficial
lexical cues rather than deeper semantic understanding.

Overall, the confidence analysis complements the explainability results by pro-
viding additional insight into the certainty and stability of the model’s pre-
dictions. The observed relationship between confidence, lexical specificity and
dataset structure further highlights the importance of carefully evaluating pre-
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diction reliability in regulated financial environments.

Figure 3: Distribution of prediction confidence scores across the validation sam-
ples. Most predictions exhibit high confidence values, indicating strong class
certainty under the controlled dataset conditions.

6.4 Misclassification and Robustness Analysis

Although the classifier achieved perfect predictive performance on the validation
set, additional analysis was conducted to assess the robustness and reliability of
the learned classification behaviour. In particular, the analysis focuses on un-
derstanding the implications of the observed performance under the controlled
experimental conditions used in this study.

The confusion matrix presented in Section 6.1.3 shows that the classifier cor-
rectly identified all evaluated samples across the four sensitivity categories. This
indicates that the model successfully learned clear decision boundaries within
the structured synthetic dataset and was able to consistently distinguish be-
tween the different sensitivity levels.

The absence of observed misclassifications suggests that the dataset contains
relatively strong and distinguishable lexical and contextual signals associated
with each class. In particular, the model appears to rely on recurring sensitivity-
related terminology, organisational language and document structure patterns
when producing classification decisions.

While these results demonstrate strong classification capability under controlled
conditions, they do not necessarily guarantee robustness in more diverse real-
world environments. The structured and synthetic nature of the dataset likely
simplifies the classification task by reducing linguistic variability and increasing
the consistency of class-specific patterns.
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The explainability analysis presented in previous sections further supports this
observation. Both attention-based explanations and Integrated Gradients attri-
butions indicate that the model frequently focuses on explicit lexical indicators
associated with individual sensitivity categories. This behaviour suggests that
the model may partially rely on stable keyword associations and repetitive struc-
tural patterns when forming predictions.

As a result, the absence of misclassifications should be interpreted with cau-
tion. Perfect classification performance on synthetic validation data may reflect
the controlled dataset design rather than complete semantic understanding of
document sensitivity. In real-world financial environments, documents often
contain ambiguous language, overlapping terminology, incomplete contextual
information and more diverse writing styles, which may increase classification
difficulty.

The robustness analysis therefore highlights an important limitation of the cur-
rent experimental setup. Although the model demonstrates highly stable per-
formance under controlled conditions, further evaluation using more diverse and
less structured datasets would be necessary to assess generalization capability
and real-world applicability.

Overall, the robustness evaluation suggests that the proposed approach is ef-
fective within the defined experimental setting while also emphasising the im-
portance of careful interpretation of near-perfect classification performance in
synthetic data environments.

While the above analysis provides insight into misclassification behaviour within
the controlled validation dataset, it does not fully capture how the model per-
forms under conditions that deviate from the training distribution. In practical
deployment scenarios, documents will exhibit greater linguistic and structural
variability than those represented in the controlled dataset used in this study. To
further assess model robustness, additional experiments were conducted under
conditions of increased variability, as described in the following subsection.

6.4.1 Robustness Testing Using External Documents

In addition to the misclassification patterns observed on the documents pro-
vided by the bank, further robustness analysis was conducted using six exter-
nally provided synthetic documents supplied by the collaborating bank. The
same trained model and evaluation process was used without additional fine-
tuning.

These documents differed substantially from the dataset used during training
and validation. Although they remained synthetic and did not contain real con-
fidential information, they exhibited greater linguistic and structural variability,
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including less standardized formatting, more diverse sentence construction and
less predictable contextual indicators of sensitivity. Unlike the controlled genera-
tion process used for the primary dataset, these documents were not constructed
using the same templates, vocabulary constraints, or structural conventions.

Of the six documents, four were relatively similar in length and structure to the
documents used in the primary dataset, consisting of approximately one-page
documents, although they still exhibited greater variability. The remaining two
documents differed substantially from the training data distribution, consisting
of significantly longer and more structurally varied documents of approximately
50 pages each. As a result, the externally provided documents introduced a
clear distributional shift relative to the training data and more closely resem-
bled realistic organisational communication patterns.

When evaluated on these documents, the model demonstrated reduced robust-
ness compared to the perfect performance observed on the original validation
set. Among the four shorter documents, two Strictly Confidential documents
were correctly classified, while one Public document was misclassified as Confi-
dential and one Internal document was misclassified as Strictly Confidential. Of
the two longer documents, one Public document was correctly classified, while
one Internal document was misclassified as Confidential. These results indicate
decreased generalization when exposed to documents with substantially differ-
ent linguistic and structural characteristics, suggesting that part of the model’s
strong performance on the controlled dataset depends on regularities specific to
the training data.

This degradation however does not necessarily imply limitations of the underly-
ing transformer architecture. Rather, it highlights the importance of dataset di-
versity and robustness evaluation in regulated environments. While transformer-
based models effectively learn contextual models, they may also become sensi-
tive to recurring structures and lexical regularities present in controlled dataset.
When these regularities change, model behaviour may become less stable.

These findings are consistent with earlier misclassification observations, rein-
forcing that the model relies in part on structural and lexical cues that are less
prominent in more realistic and unconstrained document settings.

An important limitation of the evaluation is that the primary training and
validation datasets were generated using the same controlled template-based
document generation methodology. Although separate documents were used
for training and validation, both datasets were derived from the same genera-
tion process and therefore share similar linguistic and structural characteristics.
Consequently, the near-perfect performance observed on the primary evaluation
dataset may partly reflect the model’s ability to generalize within this controlled
generation framework rather than to fully unconstrained financial documents.
Further evaluation using independently collected datasets would therefore be
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required to assess real-world generalisability.

6.5 Token Leakage / Shortcut Learning Analysis

The near-perfect classification performance observed throughout the evaluation
raises important questions regarding the features learned by the model and the
extent to which the predictions reflect genuine semantic understanding. To fur-
ther investigate this behaviour, additional analysis was conducted to examine
potential token leakage and shortcut learning effects within the dataset and
model predictions.

Shortcut learning refers to situations where machine learning models rely heav-
ily on superficial or easily identifiable patterns rather than developing deeper
semantic representations of the underlying task. In text classification settings,
this often occurs when specific keywords or repetitive lexical structures become
strongly associated with individual classes during training.

The explainability results presented in previous sections suggest that the model
frequently relies on explicit sensitivity-related terminology when producing clas-
sification decisions. Attention-based explanations and Integrated Gradients at-
tributions repeatedly highlighted recurring class-specific tokens such as public,
salary, procurement, insider, disclosure and confidential. These observations in-
dicate that certain lexical cues may function as strong shortcuts for identifying
sensitivity categories.

Figures 4 and 5 illustrate representative shortcut tokens associated with the
Public and Strictly Confidential sensitivity categories. Public documents are
strongly associated with externally oriented terminology such as community,
sustainability, investor, press and engagement, whereas Strictly Confidential
documents emphasise governance, strategic operations and regulatory terminol-
ogy including strategic, disclosure, divestiture, capital and strictly.

The consistency of these token-level patterns across multiple explanation meth-
ods suggests that the model learns relatively stable lexical associations between
specific terms and sensitivity classes. While these associations contribute to
strong predictive performance within the controlled dataset environment, they
also indicate the possibility that the model partially relies on shortcut features
rather than broader contextual reasoning.

The structured and synthetic nature of the dataset likely amplifies this effect.
Because many documents follow recurring templates and contain relatively pre-
dictable vocabulary distributions, certain tokens become highly informative for
the classification task. As a result, the model may achieve high accuracy by
identifying explicit lexical indicators instead of developing more generalized se-
mantic representations of document sensitivity.
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This behaviour highlights an important limitation of controlled synthetic datasets
in explainability research. Although structured datasets improve interpretabil-
ity and simplify analysis of model behaviour, they may also encourage reliance
on shortcut features that do not generalize well to more diverse real-world doc-
uments.

At the same time, the observed shortcut patterns are not entirely unrealistic
within the financial domain. In practice, sensitivity classifications are often as-
sociated with recurring regulatory, organisational and operational terminology.
Therefore, some degree of lexical association is expected and may reflect mean-
ingful domain characteristics rather than purely spurious correlations.

Overall, the token leakage and shortcut learning analysis demonstrates that the
model’s predictions are strongly influenced by recurring lexical cues and struc-
tured document patterns. These findings further emphasise the importance
of combining predictive evaluation with explainability analysis when assessing
AI-based document classification systems in regulated financial environments.

Figure 4: Class-specific shortcut tokens identified for the Public sensitivity cat-
egory using TF-IDF ratio analysis. The highlighted terms are primarily associ-
ated with public communication, external engagement and publicly accessible
organisational information.
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Figure 5: Class-specific shortcut tokens identified for the Strictly Confidential
sensitivity category using TF-IDF ratio analysis. The highlighted terms are
strongly associated with strategic, regulatory and governance-related content,
indicating highly distinctive lexical patterns learned by the model.
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7 Discussion

This chapter discusses the results presented in the previous chapter in relation
to the research objectives and the broader challenges associated with AI-based
document classification in regulated financial environments. In addition to eval-
uating predictive performance, the discussion focuses on the interpretability,
consistency, robustness and practical applicability of the proposed transformer-
based classification system integrated with explainability mechanisms.

Particular attention is given to the relationship between classification perfor-
mance and explainability, including how attention-based explanations and In-
tegrated Gradients attributions contribute to understanding the model’s be-
haviour. The discussion also examines important limitations associated with
synthetic and controlled data, shortcut learning, robustness and the potential
challenges of deploying such systems in operational financial environments.

In addition, this chapter discusses the methodological limitations of the study,
identifies areas for future research and summarizes the broader implications
of the findings in relation to transparency, auditability and human oversight
requirements within regulated financial domains such as banking and finance.

7.1 Interpretation of Classification Performance

The classification results show that transformer-based architectures can learn
contextual and semantic patterns associated with information sensitivity levels
in financial documents. The results provide evidence of strong predictive perfor-
mance across the four compliance classifications, indicating that the contextual
representations generated by the transformer architecture are suitable for dis-
tinguishing between the four sensitivity classes of documents.

The model appears to perform particularly well when processing documents
containing clear contextual indicators of sensitivity. Many Strictly Confiden-
tial and Confidential documents contained language or references specific to
the financial services industry, such as financial operations, internal strategies,
personal information, or restricted organisational procedures. These contextual
patterns appear to provide the transformer model with strong semantic asso-
ciations related to higher sensitivity levels. This observation is consistent with
prior studies showing that transformer-based architectures are effective at cap-
turing contextual relationships and semantic dependencies within text [3, 6].

The findings also suggest that the model generalized beyond the presence of
isolated sensitive terms. In other words, the classification behaviour indicates
that the model learned broader contextual relationships across documents rather
than relying solely on the existence of individual sensitive terms. Many sensitiv-
ity classifications appeared to depend on combinations of business terminology,
document structure, intended audience and contextual framing. This is par-
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ticularly relevant in regulated financial environments, where the sensitivity of
information often depends on context and cannot easily be determined through
rule-based keyword matching alone.

An important factor influencing classification performance was the structure
of the dataset itself. Because the dataset was controlled and template-based,
these characteristics likely contributed to more stable classification performance
throughout the evaluation process. By reducing noise in the text and limit-
ing uncontrolled variability within the data, the model was able to focus more
directly on semantically meaningful patterns associated with information sen-
sitivity. The controlled nature of the dataset also provided a useful setting
for evaluating explainability methods and model behaviour under reproducible
conditions. However, it may also have simplified aspects of the classification
problem compared to fully unconstrained real-world financial data.

The robustness analysis suggests that the model was not heavily influenced
by superficial surface-level features or isolated textual cues. Although some
evidence of shortcut learning and token leakage was identified, the overall clas-
sification behaviour suggests that the model learned contextual relationships
that were semantically meaningful across multiple document features.

This observation is consistent with the explainability analysis presented in Sec-
tion 6.2. Both attention-based explanations and Integrated Gradients expla-
nations generally highlighted semantically meaningful parts of the documents
rather than arbitrary or unrelated tokens.

From a practical perspective, the results demonstrate that transformer-based
models can provide a viable foundation for automating information sensitivity
classification in regulated environments. The model successfully captured con-
textual representations relevant to organisational security policies while main-
taining accurate predictions across multiple sensitivity levels.

Furthermore, the findings indicate that explainability mechanisms can be inte-
grated into automated classification systems without causing substantial degra-
dation in classification performance. This supports the broader objective of
combining automation with transparency and auditability.

However, the findings must also be interpreted within the limitations of the
study. Because the dataset consists of synthetic and controlled data, the re-
ported performance should not be directly extrapolated to operational bank-
ing environments. Real-world financial documents contain significantly greater
linguistic variability, ambiguity, inconsistent formatting and domain variation
than represented in the experimental dataset. Consequently, although the re-
sults demonstrate the feasibility of the proposed approach, additional validation
using real-world organisational data would be necessary before practical deploy-
ment could be considered.
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7.2 Interpretation of Explainability Results

Section 6.2 provides insight into how the transformer-based classification model
differentiates and characterizes varying levels of information sensitivity within
financial documents. The integration of explainability mechanisms into the
model not only improves transparency regarding the classification process, but
also provides a means of evaluating whether predictions are based on semanti-
cally meaningful and contextually relevant information. Overall, the explain-
ability analysis suggests that the model was generally able to produce classifica-
tions consistent with the predefined information sensitivity structure embedded
within the dataset.

Both attention-based explanations and Integrated Gradients attributions iden-
tified tokens and phrases associated with indicators of financial sensitivity, or-
ganisational confidentiality and contextual references to restricted information.
Across many of the analysed examples, the model consistently focused on con-
cepts related to financial reporting, internal governance, strategic planning and
confidential operational details. This indicates that the model relied not only
on isolated keywords, but also on broader contextual relationships within doc-
uments when producing predictions.

The explainability analysis further demonstrates the importance of contextual
interpretation in document classification. In many instances, highlighted tokens
were not individually sensitive in isolation, but became important through their
surrounding context. Generic financial terminology, for example, became in-
creasingly significant when appearing alongside references to forecasts, internal
resource planning, or acquisition discussions. This observation aligns with the
theoretical foundations of transformer-based language models, where contextual
relationships between tokens play a central role in representation learning and
classification.

The attention-based explanations also provided a useful qualitative perspec-
tive on how the transformer architecture distributed focus across documents.
In many examples, attention patterns were concentrated around semantically
meaningful sections of text, particularly those involving confidentiality, strategic
operations and financial metrics. This suggests that the self-attention mecha-
nism was capable of capturing document-level relationships relevant to informa-
tion sensitivity classification.

At the same time, the findings support prior research in the explainability liter-
ature indicating that attention cannot be treated as a fully faithful explanation
of model reasoning. In several cases, attention weights appeared diffuse or
distributed across tokens with limited semantic relevance to the classification
outcome. Certain attention heads also emphasised structural or formatting-
related tokens that were unlikely to contribute directly to the final prediction.
These observations align with previous research showing that attention weights
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do not necessarily correspond to causal importance within transformer models.
Consequently, the attention visualisations in this study are better interpreted as
indicators of model focus rather than definitive explanations of decision-making.

Integrated Gradients generally produced clearer and more concentrated at-
tribution patterns compared to attention-based explanations. The attribu-
tion results frequently highlighted tokenized representations associated with
security-relevant concepts such as confidential projects, internal budget allo-
cations, customer records and restricted communications. Unlike attention
weights, which often reflected broader contextual relationships across tokens,
Integrated Gradients more directly identified which textual components con-
tributed most strongly to the classification outcome.

The token-level attributions generated using Integrated Gradients further sug-
gest that the model relied on combinations of linguistic cues rather than isolated
trigger words. Terms such as “forecast,” “merger,” or “internal review” typically
received stronger attribution scores when appearing alongside semantically re-
lated information concerning financial operations or organisational secrecy. This
may indicate that the model learned contextual sensitivity patterns rather than
simply memorizing keyword associations for each classification category.

One significant observation is that the generated explanations appeared broadly
consistent with human expectations regarding information sensitivity. Docu-
ments classified as Public generally emphasised externally oriented language,
recruitment-related material, or publicly available reporting. Internal docu-
ments focused more heavily on operational and governance-related terminology,
while Confidential and Strictly Confidential documents emphasised customer-
related data, financial projections, strategic planning and proprietary business
information. This alignment between model explanations and expected organ-
isational sensitivity indicators increases confidence that the model learned se-
mantically meaningful distinctions between sensitivity classes.

At the same time, the explainability analysis revealed several limitations and
ambiguities. Overlapping explanation patterns were frequently observed be-
tween neighboring sensitivity categories, particularly between Internal and Con-
fidential documents. Since many operational terms appeared across multiple
sensitivity levels, attribution patterns occasionally became less distinct. This
suggests that the model’s internal representation of sensitivity levels is not
entirely discrete, but instead reflects gradual contextual differences between
classes. Such overlap is realistic in practical document classification settings,
where sensitivity boundaries are often ambiguous even for human reviewers.

The relatively high consistency and clarity observed in the explanations were
likely influenced by the controlled and synthetic nature of the dataset. Since
the dataset intentionally constrained linguistic variability and document struc-
ture, the model was able to learn more stable relationships between textual
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features and sensitivity labels. As a result, attribution patterns became easier
to interpret and less affected by irrelevant linguistic noise. While this improves
methodological clarity, it also means that the explanations may appear cleaner
and more stable than would likely be the case in fully unconstrained real-world
financial documents.

Another important finding concerns the role of explainability in supporting
transparency rather than proving correctness. The generated explanations do
not guarantee that the model reasons in the same manner as a human expert,
nor do they provide formal proof that the model is free from latent biases or
shortcut learning. Instead, the explanations function primarily as diagnostic
and inspection tools that allow human reviewers to evaluate whether the model
appears to rely on plausible and policy-relevant information. In regulated fi-
nancial environments, this form of transparency is valuable because it supports
auditability, manual review and organisational oversight.

Overall, the explainability results demonstrate that post-hoc explanation meth-
ods can provide meaningful insight into model behaviour without requiring
modification of the underlying transformer architecture. The combination of
attention-based explanations and Integrated Gradients attributions provided
complementary perspectives on the model’s reasoning, enabling both document-
level and token-level inspection of classification decisions. Although these ex-
planations do not eliminate the opacity of deep learning systems, the findings
suggest that integrating explainability mechanisms into AI-assisted document
classification systems can substantially improve interpretability and practical
trustworthiness within regulated financial environments.

7.3 Consistency Between Explanation Methods

The primary goal of this study was not only to produce explanations for the
model’s classification decisions, but also to determine whether different explain-
ability methods focused on the same contextual areas of a document when gener-
ating explanations for a specific classification decision. Therefore, explanations
generated through attention-based indicators and Integrated Gradients feature
attributions were analysed against one another.

The analyses showed that both methods frequently identified the same contex-
tual areas within documents, especially when the model produced classifications
with high confidence. In addition, both methods frequently highlighted domain-
specific terminology, references to confidentiality, financial terminology and or-
ganisational indicators that contributed to determining the sensitivity level of a
document. For instance, terms such as “Prediction Ranges” related to internal
financial forecasts, “Operational Details” referring to non-public operational in-
formation, client-related terminology and explicit confidentiality markers were
often assigned similar importance across both explanation methods. This sug-
gests that the model based its classifications on semantically meaningful textual

69



signals rather than on random or unrelated tokens.

The comparison between the two explanation methods also revealed impor-
tant differences. Consistent with the theoretical understanding of the two ap-
proaches, attention-based explanations generally reflected broader contextual
relationships between sentences and different parts of the document, while In-
tegrated Gradients produced more localized token-level attributions focused on
individual words or phrases. These differences suggest that the two methods
provide complementary perspectives on how sensitive information is classified
by the transformer model. Integrated Gradients approximates the contribution
of individual tokens to the final prediction, whereas attention weights reflect
how the model distributes focus across contextual relationships within the doc-
ument. Consequently, agreement between the two methods can be interpreted as
an indicator of explanation reliability, while their differences demonstrate that
the methods provide complementary rather than identical explanations. This
finding supports the conclusion that the transformer model learned both local
lexical patterns and broader contextual patterns related to identifying sensitive
information.

However, consistency between the explanation methods was not uniform across
all documents. While the controlled validation dataset generally produced
highly confident and correct classifications, weaker overlap between attention-
based explanations and Integrated Gradients attributions was more commonly
observed during robustness testing and in the limited number misclassified ex-
amples. In many such cases, the generated explanations emphasised more
generic organisational language or structurally prominent tokens rather than
tokens directly associated with sensitive information. This behaviour may re-
flect uncertainty in the model’s classification process, as well as a greater reliance
on weaker or more ambiguous contextual signals. Prior research suggests that
alignment between explanation methods may become less consistent when mod-
els operate near decision boundaries or lack strong evidence for classification.
The limited inconsistencies observed in this study were primarily associated
with external robustness-testing examples and a small number of challenging
classification cases.

In general, the controlled and structured design of the dataset likely contributed
to the strong consistency observed across many documents. The consistency
between explanation methods can be attributed to the constrained vocabulary,
structure and contextual patterns used during dataset construction. As a result,
the model was able to learn more stable relationships between textual cues and
sensitivity labels. In addition, the reduced variability across documents may
have lowered the level of noise in the generated explanations, making the expla-
nations easier to interpret and compare across methods. At the same time, these
findings raise questions regarding whether similarly strong consistency between
explanation methods would also be observed in real-world financial documents
containing greater linguistic diversity and ambiguity.
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From a regulatory and organisational perspective, consistency between expla-
nation methods is important because it strengthens confidence in the trans-
parency of the system. In regulated financial environments, relying on a single
explanation mechanism may be insufficient for establishing trust or supporting
auditability. By employing complementary explanation methods, multiple per-
spectives on the model’s decision-making process can be provided, reducing the
risk that explanations are artifacts of a single explanation mechanism. When
both explanation methods consistently highlight semantically meaningful infor-
mation, human reviewers may have greater confidence that the classification
decision is grounded in relevant contextual evidence.

However, consistency alone should not be interpreted as proof that a model is
fully faithful or correct. Previous studies have shown that different explanation
methods may agree even when a model partially relies on spurious correlations
or dataset-specific shortcuts. Consequently, consistency should be treated as
one indicator of reliability rather than as definitive validation of the model’s
reasoning process. For this reason, consistency is interpreted together with the
robustness testing, misclassification analysis and shortcut learning investiga-
tions presented in later sections.

Overall, the findings demonstrate that combining attention-based explanations
with Integrated Gradients provides a more comprehensive understanding of
model behaviour than relying on either method individually. The overlap be-
tween the two methods supports the conclusion that the classifier generally
bases its predictions on meaningful contextual indicators related to document
sensitivity, while the differences between the methods provide additional insight
into both contextual dependencies and token-level feature importance.

7.4 Shortcut Learning, Token Leakage and Robustness
Considerations

When assessing the outputs of the proposed document classification system,
an important consideration is whether shortcut learning and/or token leakage
occurred within the dataset. Although the model demonstrated strong classifi-
cation performance and often produced explanations that appeared consistent
with the semantic content of the documents, these results do not necessarily
guarantee that the model developed robust contextual representations of infor-
mation sensitivity. Transformer-based language models are highly effective at
identifying statistical regularities within data, including superficial patterns and
correlations that may not generalize beyond the training environment.

Shortcut learning occurs when a machine learning model relies on simple predic-
tive characteristics or highly correlated features to minimize training loss, rather
than learning deeper semantic relationships relevant to the intended task. In
the context of document classification, shortcut learning may involve exces-
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sive reliance on specific keywords, repeated phrases, formatting conventions,
or structural patterns that strongly correlate with particular document classes.
Examples of such indicators may include confidentiality notices, internal com-
munication markers, or recurring financial terminology. If these features appear
disproportionately within certain classes of documents, the model may assign
excessive importance to them during classification.

Since the dataset used in this study is synthetic and controlled, shortcut learning
represents a particularly important risk factor. The dataset generation process
intentionally constrained linguistic variability and document structure in or-
der to support controlled experimentation and improve explainability analysis.
While this design provided methodological benefits for the overall goals of the
study, it may also have unintentionally strengthened correlations between spe-
cific tokens and sensitivity labels. As a result, the model may have partially
relied on recurring lexical indicators rather than learning broader contextual or
semantic relationships between different document elements.

The explainability analysis conducted as part of this study provided some insight
into this challenge. In particular, both attention-based explanations and Inte-
grated Gradients feature attributions frequently highlighted tokens and phrases
that were intuitively associated with document sensitivity, including references
to financial information, access restrictions, internal processes and confidentiality-
related terminology. Many of these highlighted elements appeared semantically
meaningful and aligned with what would reasonably be expected in the context
of information classification within financial documents. However, the pres-
ence of plausible explanations does not necessarily indicate that the underlying
reasoning process is robust or causally grounded in genuine contextual under-
standing.

Additionally, the explainability methods revealed indications that some pre-
dictions may have been influenced by localized lexical cues or repeated struc-
tural patterns. In several cases, highly weighted tokens corresponded to terms
strongly associated with particular document classes and may therefore have
functioned as shortcut indicators within the dataset. This highlights an impor-
tant limitation of explainability methods: while they can help identify poten-
tially problematic model behaviour, they cannot by themselves confirm that the
model has developed generalized reasoning capabilities. Explainability methods
should therefore be viewed primarily as diagnostic tools that support the in-
spection and evaluation of model behaviour, rather than as definitive evidence
of reliable reasoning.

The robustness experiments performed using external texts partially reduce
these concerns, although the results also revealed limitations in the model’s abil-
ity to generalize beyond the controlled training environment. While the model
was able to correctly classify documents that were not explicitly represented in
the training dataset, multiple misclassifications also occurred, indicating that
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the learned representations were not fully robust. These findings suggest that
the classification decisions were not based solely on memorization of template-
specific patterns, but they also demonstrate that the model may still rely on
dataset-specific correlations that do not generalize consistently to external doc-
ument flows. Additionally, attention-based explanations and Integrated Gradi-
ents attributions were generally consistent across multiple documents, indicating
that the model may have learned at least partially stable sensitivity-related sig-
nals rather than relying entirely on random artifacts. Nevertheless, it remains
possible that hidden dataset-specific correlations or residual shortcut behaviours
still exist and the observed results should therefore not be interpreted as con-
clusive evidence of robust reasoning.

From a practical perspective, shortcut learning represents a significant con-
cern when considering the deployment of AI-based classification systems within
regulated financial environments. A model that primarily relies on surface-level
lexical cues may achieve high performance on controlled datasets while failing
to generalize effectively to operational document flows characterized by greater
linguistic diversity, ambiguity, or adversarial variation. Such behaviour could
result in incorrect classifications, reduced trustworthiness and challenges during
regulatory review or audit processes. In high-stakes domains such as finance and
banking, these risks highlight the importance of continuous validation, human
oversight and ongoing monitoring of model behaviour after deployment.

7.5 Controlled Data and Methodological Limitations

The use of synthetic and controlled data has important implications for both
the strengths and limitations of the proposed document classification system.
Within regulated financial environments, direct access to real-world documents
is highly restricted due to privacy, confidentiality and regulatory constraints.
The use of synthetic data therefore enabled experimentation with transformer-
based models and explainability techniques while avoiding exposure of sensi-
tive information and ensuring compliance with organisational and legal require-
ments.

An important advantage of the controlled dataset design is that it reduces
linguistic variability and noise, allowing the model to focus more directly on
contextual and semantic patterns associated with information sensitivity classi-
fication. This controlled setting also supports explainability analysis, as clearer
relationships can be observed between textual features and model predictions.
As discussed throughout the explainability analysis, the reduced variability of
the dataset contributed to more interpretable attribution patterns and more
consistent explanation behaviour across similar documents.

At the same time, the controlled nature of the dataset introduces important
methodological limitations. Real-world financial documents often contain sig-
nificantly greater linguistic diversity, ambiguity, inconsistent formatting and
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domain-specific complexity than represented in the synthetic dataset used in
this study. As a result, the classification performance and explanation consis-
tency observed in this work may not fully generalize to operational financial
environments.

The template-based generation process may also introduce structural regular-
ities that are easier for the model to learn than naturally occurring language
patterns. Although robustness testing and shortcut learning analysis were con-
ducted to investigate this issue, the possibility remains that some classification
decisions are influenced by artifacts of the controlled generation process rather
than by fully generalizable semantic understanding. This limitation is particu-
larly important when interpreting the high classification performance achieved
by the model.

In addition, the study is limited to English-language internal financial docu-
ments and does not evaluate multilingual settings or broader document cate-
gories commonly encountered in financial institutions. The explainability anal-
ysis is also restricted to attention-based explanations and Integrated Gradients
feature attribution. While these techniques provide complementary perspectives
on model behaviour, they do not represent the full range of available explainabil-
ity approaches and alternative methods may produce different insights regarding
model interpretability and faithfulness.

Another limitation concerns the absence of human-centered evaluation. Al-
though the generated explanations were qualitatively assessed in relation to
plausibility, consistency and semantic relevance, the study does not include for-
mal user studies involving compliance officers, auditors, or information security
specialists. Consequently, the work does not directly measure user trust, expla-
nation usability, or organisational acceptance in real-world operational contexts.

Furthermore, the proposed system is evaluated within a controlled experimental
setting rather than within a production environment. Factors such as integra-
tion with organisational workflows, scalability, long-term model maintenance
and evolving regulatory requirements are therefore outside the scope of this
thesis.

Despite these limitations, the controlled experimental design provides important
methodological advantages. It enables systematic evaluation of transformer-
based document classification and explainability techniques under conditions
where privacy-preserving experimentation would otherwise be difficult to achieve.
The study therefore demonstrates the feasibility of combining explainable AI
methods with automated document classification while highlighting the chal-
lenges that remain for deployment in real-world regulated financial environ-
ments.
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7.6 Applicability in Regulated Financial Environments

The findings of this study suggest that transformer-based document classifi-
cation systems combined with explainability techniques may provide practical
value within regulated financial environments. In particular, the results indicate
that contextual language models are capable of identifying patterns associated
with information sensitivity classification while simultaneously providing expla-
nations that support transparency and human inspection of model behaviour.

In regulated financial organisations, explainability is particularly important be-
cause automated decisions often require justification to internal stakeholders,
auditors and regulatory authorities. The use of attention-based explanations
and Integrated Gradients feature attribution demonstrates how explainability
mechanisms can provide insight into which parts of a document contribute most
strongly to classification outcomes. Such explanations may support compliance
processes, manual review procedures and audit-related activities by allowing
human reviewers to inspect and validate automated decisions.

At the same time, the results suggest that explainable AI systems should pri-
marily be viewed as decision-support tools rather than fully autonomous clas-
sification systems. Although the model achieved strong predictive performance
within the controlled experimental setting, explainability remains essential for
enabling human oversight and identifying potentially unreliable or misleading
model behaviour. This is particularly important in high-stakes environments
where incorrect classification of sensitive information may result in legal, finan-
cial, or reputational consequences.

The observed consistency between explanation methods also indicates poten-
tial value for transparency-oriented workflows. When attention-based indicators
and feature attribution methods highlight similar contextual patterns, reviewers
may gain increased confidence that the classification model is relying on seman-
tically meaningful information rather than on irrelevant correlations or shortcut
features.

From an organisational perspective, the study demonstrates that explainability
mechanisms can be integrated into transformer-based document classification
systems without fundamentally changing the underlying model architecture.
This is relevant for regulated financial environments, where practical deployment
often depends not only on predictive performance, but also on reproducibility,
auditability and compatibility with existing governance processes.

However, practical deployment would still require additional validation using
more diverse and operationally realistic datasets, together with human-centered
evaluation involving relevant domain experts. Consequently, the results of this
thesis should primarily be interpreted as demonstrating the feasibility and po-
tential applicability of explainable AI-based document classification in regulated
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financial settings rather than as evidence of production readiness.

7.7 Future Work

Several directions for future research emerge from the findings and limitations of
this study. One of the most important areas for future work involves evaluating
the proposed approach using more diverse and operationally realistic financial
documents. While the use of synthetic and controlled data enabled controlled
experimentation under regulatory constraints, additional evaluation using real-
world enterprise documents would provide stronger insight into the practical
robustness and generalizability of the proposed system.

Future research could also investigate multilingual document classification sce-
narios. Financial institutions frequently operate across international environ-
ments where documents are produced in multiple languages and formats. Ex-
tending the proposed framework to multilingual settings would provide a more
realistic representation of operational financial workflows and introduce addi-
tional challenges related to linguistic diversity and contextual variation.

Future work could also explore more advanced dataset generation methodologies
designed to balance linguistic diversity with experimental control. One possi-
ble direction involves the use of Grammatical Framework (GF) [28] based text
generation approaches to produce datasets containing more varied and complex
sentence structures while still maintaining controllable semantic and contextual
properties. Such approaches may support more rigorous robustness evaluation
and allow explainability analyses to be conducted under more realistic linguistic
conditions.

In addition, future research may involve closer collaboration with financial in-
stitutions in order to evaluate the proposed approach using operational organi-
sational data. This may include the use of properly anonymized enterprise doc-
uments or alternatively enabling model training directly within secure internal
organisational environments where sensitive data cannot leave the institution.
Such approaches could improve both realism and practical applicability while
remaining compliant with regulatory and organisational security requirements.

Another important direction concerns the expansion of explainability techniques
beyond attention-based explanations and Integrated Gradients. Future studies
could compare additional explainability approaches in order to better under-
stand the strengths and limitations of different explanation mechanisms within
regulated NLP applications.

The robustness evaluation could also be extended through larger-scale adver-
sarial and out-of-distribution testing. Future experiments may investigate how

76



transformer-based classification systems respond to noisy input data, ambigu-
ous language, manipulated terminology, formatting variations, or intentionally
adversarial document modifications designed to challenge sensitivity classifica-
tion systems.

Further work may additionally explore human-centered evaluation of explain-
ability. While this study primarily focused on technical explainability analysis,
future research could investigate how compliance officers, auditors and informa-
tion security specialists interpret and use generated explanations during practi-
cal document review processes. Such evaluations would provide valuable insight
into the usability and organisational trustworthiness of explainable AI systems
within regulated environments.

From a practical perspective, future work may also investigate deployment-
oriented considerations such as scalability, computational efficiency, model mon-
itoring, human-in-the-loop workflows and continuous adaptation to evolving or-
ganisational terminology and regulatory requirements.

Finally, future research could investigate hybrid approaches combining contex-
tual transformer models with rule-based or policy-driven classification mecha-
nisms. Such approaches may help balance predictive flexibility with regulatory
transparency and improve robustness in operational financial environments.

Overall, future work should continue exploring how explainable AI techniques
can support trustworthy, transparent and practically applicable document clas-
sification systems within regulated financial domains.

7.8 Summary

This chapter discussed the findings of the study in relation to explainability, ro-
bustness, transparency and the practical applicability of AI-based document
classification within regulated financial environments. The discussion high-
lighted that transformer-based classification models combined with explainabil-
ity mechanisms can provide meaningful insight into document sensitivity clas-
sification decisions while also improving interpretability and transparency.

The results demonstrated that both attention-based explanations and Inte-
grated Gradients attributions were capable of identifying semantically mean-
ingful contextual indicators associated with different sensitivity levels. At the
same time, the analyses revealed important limitations related to shortcut learn-
ing, dataset structure, robustness and the use of synthetic and controlled data.

The discussion further emphasised that explainability methods should not be
interpreted as definitive proof of faithful model reasoning, but rather as di-
agnostic tools that support inspection and evaluation of model behaviour. In
addition, the findings highlighted the importance of combining multiple expla-
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nation methods, robustness analysis and human oversight when evaluating AI
systems intended for regulated financial environments.

Several methodological limitations were also identified throughout the discus-
sion. In particular, the inability to obtain anonymized operational financial doc-
uments resulted in the use of synthetic and controlled datasets, which likely in-
fluenced both classification performance and explanation consistency. Although
the controlled experimental setup enabled systematic evaluation of explainabil-
ity techniques, the observed results may not fully generalize to operational enter-
prise environments characterized by greater linguistic and structural variability.

The discussion additionally explored the practical applicability of explainable
transformer-based document classification systems within regulated industries.
The findings suggest that such systems may provide valuable decision-support
capabilities for information classification workflows while supporting transparency,
auditability and human oversight requirements.

Overall, the study demonstrates that explainable transformer-based document
classification systems have promising potential to support transparency, au-
ditability and decision-support workflows within regulated financial environ-
ments. At the same time, the findings reinforce the importance of careful
evaluation of robustness, interpretability, shortcut learning behaviour and gen-
eralization when applying AI systems to high-stakes financial and regulatory
contexts.
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8 Conclusion

This thesis investigated the use of transformer-based language models combined
with explainable artificial intelligence techniques for automatic document clas-
sification in regulated financial environments. The study was motivated by the
increasing volume of digital information handled within financial institutions
and the associated challenges related to information security, regulatory com-
pliance and efficient information management. In such environments, incorrect
handling or classification of sensitive information may result in legal, financial
and reputational consequences. While transformer-based models have demon-
strated strong performance in document classification tasks, their adoption in
regulated domains remains challenging due to concerns related to transparency,
auditability and the black-box nature of modern machine learning systems.

The primary objective of this thesis was to investigate whether transformer-
based language models can effectively classify documents according to infor-
mation sensitivity levels while also providing explanations that support trans-
parency and human oversight. In particular, the study examined how explain-
ability mechanisms can contribute to transparency, trust and auditability in
AI-based document classification systems operating within regulated financial
contexts. To address these objectives, a transformer-based classification model
was developed and evaluated using a synthetic and controlled dataset repre-
senting different levels of information sensitivity. Explainability was integrated
into the system through the use of attention-based indicators and Integrated
Gradients feature attribution methods.

The results of the study demonstrate that transformer-based language models
are capable of learning contextual and semantic patterns associated with infor-
mation sensitivity classification. The model successfully distinguished between
different security levels, including Public, Internal, Confidential and Strictly
Confidential documents. The findings further suggest that the model relied not
only on isolated keywords, but also on contextual relationships and structural
characteristics within documents when performing classification. This supports
the suitability of transformer-based architectures for document-level classifica-
tion tasks in regulated environments where contextual interpretation is essential.

The explainability analysis demonstrated that both attention-based explana-
tions and Integrated Gradients attributions were able to highlight linguistically
and semantically meaningful parts of the input documents. The explanations
frequently corresponded to contextual indicators associated with sensitive in-
formation, including financial terminology, references to internal operations and
regulatory or confidential content. In addition, observations of explanation con-
sistency across documents with similar characteristics indicated relatively stable
model behaviour. The use of multiple complementary explanation techniques
also provided a broader perspective on the model’s decision-making process and
reduced reliance on a single interpretability method.
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At the same time, the study identified several limitations. The controlled and
synthetic nature of the dataset, while necessary due to privacy and regulatory
constraints, reduced linguistic variability and may have contributed to shortcut
learning and reliance on dataset-specific patterns. Furthermore, both the train-
ing and evaluation data originated from the same generation process, limiting
the ability to assess generalization to operational financial environments. Con-
sequently, the results should be interpreted within the context of the controlled
experimental setting, and further evaluation on independent and more diverse
datasets is required to assess the robustness and practical applicability of the
proposed approach.

Despite these limitations, the study demonstrates the practical feasibility of
combining transformer-based document classification with explainability tech-
niques in regulated financial settings. The proposed approach shows potential as
a decision-support tool capable of assisting information security specialists, com-
pliance officers and other stakeholders in document handling workflows. Rather
than replacing human oversight, the system is intended to support transparency,
inspection and informed decision-making in environments where accountability
and auditability are critical requirements.

Future work may extend this research by evaluating the proposed approach
on more diverse and realistic financial datasets, including multilingual and less
controlled document collections. Additional explainability methods and human-
centered evaluation approaches may also provide deeper insight into how expla-
nations are interpreted and used by domain experts in practice. Furthermore,
future studies may investigate methods for improving robustness against short-
cut learning and for evaluating explanation faithfulness more systematically.

In conclusion, this thesis demonstrates that explainable transformer-based lan-
guage models can support automatic information sensitivity classification in
regulated financial environments while also providing meaningful transparency
mechanisms for human inspection and auditability. The findings suggest that
explainability should not be treated as an optional addition to AI-based systems
operating in regulated domains, but rather as a core requirement for enabling
trustworthy and accountable automated decision-making.
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9 Ethics

There are several ethical considerations in this research, particularly in relation
to data privacy, the use of pretrained artificial intelligence models and the use
of automated decision-support systems in regulated financial environments.

Firstly, in relation to the use of AI models in the production of this thesis,
ChatGPT was used to refine language and improve expression. All generated
content was reviewed, validated and edited to ensure academic integrity, cor-
rectness and appropriateness in relation to the research objectives and goals.

The research employs a dataset comprising synthetic documents and samples
generated in collaboration with a Swedish bank. In view of the sensitive nature
of financial documents, direct access to internal data is not feasible. Conse-
quently, synthetic data is generated to mimic the structural and linguistic fea-
tures of financial documents without including any identifiable or confidential
content. This approach is taken to ensure compliance with applicable data pro-
tection regulations, including the General Data Protection Regulation (GDPR)
[1].

The language model applied in the project is based on the transformer ar-
chitecture and is pretrained on publicly available data. Although fine-tuning of
the model is applied only to synthetic data, it is important to note that biases
present in the original training data may still influence the model’s behaviour.
Although bias mitigation is not the main focus of the thesis, this limitation is
acknowledged during the evaluation process.

Furthermore, it is recognised that automated document classification may have
significant implications for organisations and society. Incorrect classification
of sensitive information may result in regulatory non-compliance, information
leakage, or unnecessary restriction of information. For this reason, the proposed
system is intended to function as a decision-support tool, with human oversight
remaining an essential component of its practical application.

Finally, it is important to acknowledge that the explainability mechanisms ap-
plied in the system may also present limitations. Explanation techniques, in-
cluding attention-based indicators and feature attribution methods, may lead to
over-interpretation or may not fully reflect the model’s internal reasoning. These
limitations are therefore considered when analysing and presenting explanation
results.
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Appendix

Controlled Template-Based Dataset Generation

Due to confidentiality, privacy and regulatory constraints, real financial doc-
uments could not be used for training and evaluation. Instead, a synthetic
dataset was constructed using a controlled template-based document generation
process. The approach imposed constraints on document structure, vocabulary,
and contextual patterns in order to reduce variability and support systematic
experimentation. Although the approach shares some characteristics with con-
trolled language methodologies, it does not constitute a formal CNL and does
not rely on a formal grammar or controlled language framework.

The dataset generation process was designed to reduce linguistic variability
while preserving contextual and semantic characteristics relevant to information
sensitivity classification. Documents were generated using predefined templates
corresponding to the four information sensitivity levels used in this study: Pub-
lic, Internal, Confidential and Strictly Confidential.

The generation process employed controlled vocabulary, predefined document
structures and class-specific contextual indicators. Templates were populated
using context-appropriate terminology and randomized placeholders represent-
ing entities such as departments, projects, customer information, financial ac-
tivities and internal business operations. This approach enabled the creation of
large numbers of synthetic documents while avoiding the use of real confidential
information.

Unlike formal CNL systems, the approach used in this study does not enforce a
strict grammar or formal semantic representation. Instead, it uses lightweight
template-based generation with constrained linguistic variation. The objective
was to create a controlled experimental environment suitable for explainability
analysis while maintaining sufficient realism for information sensitivity classifi-
cation.

Because both the training and evaluation datasets were generated using the same
controlled generation methodology, they share similar linguistic and structural
characteristics. Consequently, the results reported in this thesis should be inter-
preted within the context of this controlled experimental setting. Future work
should evaluate the proposed approach using independently collected datasets
and more diverse document structures in order to assess generalizability in real-
world financial environments.

Figure 10 shows an example document generated using the synthetic dataset
generation process.
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Images

Figure 6: Analysis output for one random public document
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Figure 7: Analysis output for one random strictly confidential document
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Figure 8: Analysis output for the public document in Figure 6 after masking
the most influential tokens
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Figure 9: Analysis output for the strictly confidential document in Figure 7
after masking the most influential tokens
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Figure 10: Example Confidential document from synthetic dataset
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Figure 11: Example Strictly Confidential synthetic document provided by No-
rion Bank, not indicative of all provided documents (Page 1 of 2)
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Figure 12: Example Strictly Confidential synthetic document provided by No-
rion Bank, not indicative of all provided documents (Page 2 of 2)
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