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Fault-tolerant scheduling of real-time parallel DAG tasks on multiprocessors
Estimating response time and processor requirements to examine schedulability of

parallel DAG tasks

Gustaf Bodin

Department of Computer Science and Engineering

Chalmers University of Technology and University of Gothenburg

Abstract

The imperative of maximizing hardware utilization compels innovation and a strive
towards finding more efficient solutions in real-time systems. The directed acyclic
graph (DAG) model of parallel tasks is commonly used to represent the data depen-
dencies of real-world applications. Providing techniques for tolerating and recovering
from hardware and software faults for such a model is paramount to its usability
in critical systems. Sectors like avionics and automotive require fault tolerance to
ensure certification and guarantees of safe operation, which is why this combination
is important. This thesis considers transient faults. Examining all possibilities of
faults occurring in a DAG task is computationally expensive. Therefore, developing
efficient methods for bounding the worst-case makespan under faulty conditions is
a non-trivial problem and one which is examined in this thesis.

A fault-aware schedulability test for a taskset can be derived from finding the
number of processors required to meet each task’s deadline in the taskset. This thesis
introduces six novel fault-aware schedulability tests that explicitly account for the
runtime overhead of using fault recovery through node re-execution. Further, a work-
conserving scheduler is assumed and the federated scheduling technique is employed
to address the problem of guaranteeing the schedulability of DAG tasksets. To
bound the worst-case interference caused by re-executed nodes, the tests employ new
analytical techniques and build upon existing fault-unaware scheduling techniques
for efficient scheduling of DAG tasks.

To evaluate the effectiveness of the proposed tests, a simulation framework was
developed that is capable of generating random DAG tasks whose structure and
computational load reflect that of real-world applications. Simulation results indi-
cate that exploiting structural information of multiple long paths of a DAG task
significantly enhances the power of the proposed tests in determining schedulability,
regardless of the variation in the simulation parameters.

Keywords: real-time scheduling, parallel tasks, fault tolerance, federated schedul-
ing, work-conserving scheduling, computer science
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1

Introduction

The imperative of maximizing hardware utilization compels innovation and a strive
towards finding more efficient solutions in time-critical systems. The demand for
utilization is partly met through the computational power of multicore processors.
However, the reliance on such architectures necessitates additional strategies and
safety functions for efficient task scheduling, parallel execution, and fault tolerance
in software and hardware. Parallel tasks are a new way to make applications exploit
parallel multicore architectures. This work aims to answer how faults occurring in
a multicore processor environment can be tolerated such that parallel tasks meet
their timing constraints.

A parallel task can represented by a directed acyclic graph (DAG), which is
made up of nodes interconnected by edges. These parallel tasks are subject to
similar constraints as sequentially executed tasks but can leverage the use of multiple
processors at once. Multiple nodes can use multiple processor cores simultaneously
to distribute the workload of parallel tasks across the available processors.

A limitation of classical sequential task execution is that some processor cores are
left unused because the tasks lack enough task-level parallelism and do not exploit
the cores to their full potential. For workloads with strict timing constraints, parallel
execution can leverage the leftover execution time of idle processors, potentially mit-
igating missed deadlines or enabling the execution of a larger workload by executing
tasks concurrently. The ability to divide applications into smaller segments using
a parallel programming paradigm like OpenMP [1] consequently enables intra-task
parallelism, and thereby greater exploitation of a parallel architecture [2] [3].

In real-time systems, ensuring correctness in terms of both timing constraints and
logical results is vital, as such systems often provide critical functionality. Examples
of such systems are prevalent in sectors like avionics, the automotive industry, and
industrial control systems, where the certification of correct operation is paramount.
In the automotive industry, larger battery capacity and greater power output in
electric vehicles enable greater processing capacity within each vehicle. This, in turn,
enables the implementation of sophisticated safety systems like object detection
for an automatic collision avoidance system where meeting timing constraints like
deadlines or periodicity are essential [4].

It is important to consider the occurrence of both temporary and permanent
faults in the execution of real-time tasks, since they can have devastating conse-
quences for critical systems. A temporary bit flip in a processor register or a per-
manent processor failure can jeopardize the function and safety of a system. Under-
standing and modeling real-time systems, including the expected faults, is therefore
key to the success of the system, especially in safety-critical systems where human
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lives may be at stake. Extending the offline analysis to consider how many faults
can occur, how faults can occur, and what type of faults to expect is required to
provision a system to tolerate them. The intersection of fault tolerance and parallel
task execution is highly relevant as computing systems strive to meet the demands
of both reliability and high-performance computation.

Validating system behavior under a provided set of assumptions, which includes
potential faults for fault-tolerant systems, is typically done using offline analysis.
Such analysis involves analyzing a real-time system’s behavior before it is deployed
and focuses on verifying that the task deadlines of the system are met even in the
presence of faults. System designers thus need to utilize offline analysis to verify
that all timing constraints are met prior to the operation of the system [2], whilst
considering the allocation of resources dedicated to the recovery or masking of faults.

Embracing parallelism allows for a more dynamic allocation of resources, further
exploiting the full potential of modern multiprocessor platforms. By leveraging ar-
chitectures designed for concurrency, and enabling parallel execution, parallel tasks
can potentially be completed faster. Therefore, it provides better chances of meeting
task deadlines, than if the same tasks were to execute sequentially on a single pro-
cessor. OpenMP is an API that allows for multiprocessing programming in common
languages like C and C++, enabling parallel execution on many modern platforms
wherein programmers explicitly specify the actions to be taken by the compiler and
runtime system [1]. One realization of parallel tasks on a multiprocessor architecture
can be done through the use of a DAG. DAGs provide a general way of modeling
parallel tasks[2][5]. A multithreaded runtime system called Cilk [6] supports the
DAG model, wherein the computations within Cilk can be viewed as DAGs.

A DAG task is made up of a set of nodes, where the nodes represent sequen-
tial execution units, and edges represent the data or other dependency constraints
between them. Figure 1.1 exemplifies a DAG task.

Figure 1.1: An example representation of a DAG task made up of a set of nodes

Software bugs and hardware problems can lead to incorrect calculations, or limit
a system’s capacity to provide its intended service. Therefore, error detection is
paramount in critical systems for detecting erroneous calculations and errors due to
processor failures. The earlier an error can be detected, the sooner a recovery mech-
anism can be employed to minimize or negate its impact. For sequential tasks, error
detection typically occurs at the end of their execution, for example, comparing the
results with a known correct execution, if no additional mechanism is employed for
earlier detection. For parallel DAG tasks, errors are instead typically detected at
the node level, i.e. after a node completes executing. Node-level error detection
enhances efficiency and reduces a system’s potential worst-case workload (WCW)
compared to detecting errors at the end of the execution of a task. For example,
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detecting errors in individual nodes could allow for earlier termination of computa-
tions and the unused remaining time could be used for selective re-execution of the
erroneous nodes that generate errors.

Note that, safety-critical systems typically face practical resource constraints
such as space, weight, and power (SWaP)[7]. Consequently, SWaP is highly rele-
vant when addressing fault tolerance, where handling faults creates tension between
conserving resources and the ability to efficiently handle faults.

1.1 Contributions

In this thesis, the problem of fault-tolerant scheduling of parallel DAG tasksets is
considered. The tasks are assumed to suffer multiple transient faults. The work aims
to answer how faults can be tolerated for a certain system model, such that it ensures
all task deadlines are met. To solve this problem, we will propose schedulability tests
in the form of polynomial time complexity algorithms. Then, experiments are run
in a simulation environment to compare the efficacy of the work. The contributions
of this thesis can be outlined as follows, where we will:

o Propose mechanisms to implement fault tolerance in parallel DAG tasks on
a multiprocessor platform. To the best of our knowledge, this has not been
proposed before.

e Propose a model to account for transient faults for parallel DAG tasks. To
the best of our knowledge, this combination is novel.

e Propose a scheduling algorithm capable of accounting for fault tolerance in
terms of transient faults. The main method for fault recovery is done through
re-execution, and the focus lies in utilizing existing and well-established schedul-
ing algorithms to introduce fault tolerance capability, as the scheduling algo-
rithm itself is not the focus of the work.

» Propose analysis of the scheduling algorithm for both single and multiple DAG
tasks, comparing different analysis methods with the goal of minimizing pes-
simism. Here, pessimism refers to the overestimation of the algorithms’ results.

o Perform experimental analysis using randomly generated tasksets to evaluate
our proposed scheduling algorithm and analysis. We want to determine how
sensitive the schedulability tests are in terms of determining the schedulability
of randomly generated tasksets.
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1.2 Thesis Outlook

This thesis is organized as follows:

Chapter 1: Introduction introduces the problem area and the importance of the
work of this thesis.

Chapter 2: Background provides fundamental theoretical concepts for and provides
the assumed system model, as well as contextualizes this work with prior research
in the topic area.

Chapter 3: Problem Formulation formulates the problem this thesis aims to
answer and provides limiting factors.

Chapter 4: Algorithms and Analysis presents a progression of the fault-tolerant
algorithms and analysis this work provides, beginning with examples and relevant
background for understanding parallel DAG task analysis with fault tolerance.

Chapter 5: Fvaluation describes the simulation setup and DAG task generation,
and explains how it is employed for the analysis presented in Chapter 4. Then, it
presents the results of this work, examining schedulability for a single DAG task
and then tasksets. Further, it provides several examples of varying system
parameters and discusses intuitions and reasons for the outcome of the results.

Chapter 6: Conclusion and Future Work highlights key takeaways of the work, and
provides the conclusion to the work.
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Background

This chapter introduces the foundational concepts for the research presented in
this work. Section 2.1 begins by outlining the fundamental principles of real-time
scheduling, including task characteristics, terminology, scheduling techniques, and
common scheduling algorithms and paradigms. In Section 2.2, the system model
is characterized and presented, covering the task model, fault model, and processor
model. The system model contextualizes the expected system environment and the
concept of fault tolerance and helps introduce the problem area to be solved in this
work. Section 2.3 highlights previous work in the related areas of parallel DAG
scheduling, fault tolerance, and federated scheduling.

2.1 Real-Time Systems: Key Concepts

The sequential task model is presented in this section, but soon the parallel task
model will be introduced as well. The commonly used term task within the real-time
systems field is a resource-sharing unit of work, typically some code or program, to be
executed within a particular system. Real-time software is generally modeled using
a collection of tasks. A task arrival (or release) denotes a time at which the task is
ready to be scheduled. A recurrent task G is typically defined by a set of parameters
G = (C,T,D). The parameter C' denotes the assumed worst-case execution time
(WCET), and the period T is the minimum time between two successive arrivals,
and D is the task’s deadline relative to its arrival, i.e. the time before which the
task should complete its execution.

The WCET of a task is the maximum expected time the task takes to execute
on a specific processor platform. A deadline is considered to constrained if D < T,
where constrained deadlines will be considered for the scheduling of multiple DAG
tasks in this work. Instead, implicit deadlines are when the deadline is strictly equal
to the task’s period, D = T, and will be considered for single DAG task scheduling.
Figure 2.1 exemplifies the timing relationship between the fundamental parameters
of a task. The deadline D is relative to the task’s arrival, and the WCET (' is an
upper bound estimating the execution time of the task in the worst case. The upward
and downward arrows represent the task’s release time and deadline, respectively.
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Figure 2.1: Timing diagram of the fundamental parameters of a task GG

The scheduling of multiple tasks within a system is a policy of strategic alloca-
tion of the finite CPU time available, for which the tasks compete [7]. If the tasks
have stringent timing conditions, i.e. it is critical for programs or functions to be
completed on time, it is known as a hard real-time system. A scheduling algorithm
is considered work-conserving if it ensures keeping all available resources, i.e. pro-
cessor cores, busy whenever eligible tasks are waiting for execution. This work will
assume work-conserving scheduling for the subsequent analysis, which will attempt
to address the problem of fault-tolerant scheduling of a collection of parallel DAG
tasks.

In real-time systems, a scheduler is responsible for deciding which task is allowed
to execute on the given processor platform. In fixed-priority (FP) scheduling, the
scheduler uses a predefined priority ordering of the tasks to determine the execution
order. It ensures that the highest priority task is executed first out of tasks ready for
execution. Earliest deadline first (EDF) is a dynamic priority scheduling algorithm
that assigns priority to the tasks dynamically during runtime. For all scheduling
decisions under EDF, the task with the earliest absolute deadline will be treated
as the highest priority, and thus first to be scheduled out of the tasks ready for
execution [8].

Preemptive scheduling is a technique in which higher-priority tasks are allowed
to preempt, i.e. temporarily halt, the execution of lower-priority tasks, seizing the
execution time of the processor. A preempted task can continue execution once the
higher-priority task has finished. Preemption will not be considered in this work.
This is because, as we will discuss shortly, when a node is dispatched for execution,
it will continue executing until it completes. The node of one DAG will execute on
a dedicated set of processors and never preempts the nodes of another DAG that
has another set of dedicated processors.

When a task G is recurrent there will be an infinite number of instances of G that
will arrive in the system, separated by at least T" time units. Each such instance will
have an arrival time and a finishing time. The finishing time includes the potential
interference from other tasks. The response time of GG is the maximum time any
instance takes between its arrival time and its finishing time. The makespan of a
DAG task denotes its response time [2], and will be used interchangeably.

A task is not guaranteed to start execution on its arrival due to it potentially
being delayed by the execution of tasks with higher priority, such that no processor
is left idle. Figure 2.2 highlights the response time of an example task G, which
suffers interference from other tasks after its release on a processor m. The task

6
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meets its deadline, as the response time R does not exceed its deadline.

R

A
.Y

~V

. .
[ » !

Interference

Figure 2.2: Timing diagram showcasing the response time of a task G in relation to
its release time

The worst-case response time (WCRT) of a particular task is the maximum time
required for that task to complete its execution under a given scheduling algorithm.
Similarly, the WCRT of a DAG task is the maximum time required under a given
scheduling algorithm to complete the execution for all the nodes. If the WCRT for
all tasks in a taskset is less than or equal to their deadlines under some scheduling
algorithm, then the taskset is referred to as schedulable.

A schedulability test can be used to examine if a taskset is schedulable or not
on a given hardware platform and fault model. Given a taskset and a scheduling
algorithm, a schedulability test determines if all the tasks of the taskset will meet
their deadline on a given platform. The tests can be categorized into sufficient,
necessary, and exact. A schedulability test is sufficient if a positive outcome indicates
the task or taskset is schedulable. If the test fails, no conclusion can be drawn about
schedulability. In contrast, a necessary schedulability test indicates that the task or
taskset is unschedulable if the test produces a negative outcome, and no conclusion
can be drawn from a positive outcome. Finally, an exact test is both sufficient and
necessary.

Real-time task scheduling on multiprocessor architectures is commonly based on
either the global or the partitioned approach [9][10]. Task migration is when tasks
are allowed to execute on any processor, at any time, even after preemption. Global
scheduling allows task migration, therefore enabling the movement of tasks between
processors. In contrast, partitioned scheduling instead limits each task to only exe-
cute on a preassigned processor, decided before running the system. Each processor
executes some uniprocessor scheduling algorithm, e.g. EDF, rate-monotonic (RM),
or deadline-monotonic (DM) scheduling.

A common scheduling algorithm for DAG tasksets is that of federated schedul-
ing, which offers high flexibility and good real-time performance [11]. In federated
scheduling, tasks are classified into heavy tasks and light tasks based on the uti-
lization of each task. Task utilization is the ratio between WCET and its period.
Tasks with utilization greater than 1 are considered to be heavy, whilst tasks with
utilization less than or equal to 1 are considered light. All heavy tasks are assigned
a set of dedicated processors. The light tasks follow partitioned scheduling and are
assigned to the remaining processors because they can be executed sequentially.

Federated scheduling can be beneficial in terms of fault tolerance due to the

7
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distribution of heavy tasks across processors. Under federated scheduling, a fault
and its subsequent recovery affecting one task will not affect tasks assigned to other
processors. Under global scheduling, a fault occurring in one task can affect the
schedule of other tasks. In this thesis, federated scheduling will be employed when
extending single-task scheduling to allow the scheduling of multiple tasks.

2.2 System Model

Critical systems require verification, and to perform the verification of real-time
systems under a certain scheduling algorithm, the model of the real system needs
to be considered, starting from software and hardware. To that end, this section
presents the task model, the fault model, and the processor model considered in this
work.

2.2.1 Task model

The parallel tasks considered in this work are sporadic and are to be modeled as
a DAG. Sporadic tasks are infinite sequences of task arrivals, where the minimum
inter-arrival time, T, of consecutive arrivals is known as the period of the DAG task.
In this thesis, only constrained deadlines (D < T') are considered. The assump-
tions of this parallel task model are based on the work of Baruah et al. [5], who
provided a generalization of representing parallel sporadic precedence-constrained
tasks on a multiprocessor platform. The terms node and vertex can come to be used
interchangeably. A DAG task representation is assumed which resembles that pre-
sented by Pathan et al. [2], which characterizes each DAG task by four parameters
G :=(T,D,V,E), where:

o The set of sequential nodes for a single DAG task is denoted V' = {vy, vg, ..., vy },
where k is the number of nodes in V, ie. k= |V|.

o The set of directed edges, F, is a pairing of consecutive vertices, such that
E C (VxV). An edge (u,v) € E defines u as a successor of v, and v
a predecessor of u [12]. The nodes in V' will be subject to the precedence
constraints of the edges in F.

o Considering the scheduling of multiple tasks, a set of DAG tasks is denoted T,
and the set of nodes for a task G; € I' is instead denoted V; = {v; 1, v; 2, ..., vi 1}
The term n commonly denotes the size of I', i.e. n = |I'].

A node of a DAG task is a sequential piece of code or program, and an edge
(u,v) in E provides a precedence constraint between two nodes, meaning v cannot
execute before u has finished. The relative deadline D is the latest time at which
the execution of all nodes must have been completed. A successor node can only
start executing once all of its predecessors have completed execution, as shown in
Figure 2.3, which exemplifies a simple DAG task where node v; g can only execute
once vy g and vy 7 have completed.

8



2. Background

HOZ0202050

Figure 2.3: A sample DAG task GG;. The number in each node represents the WCET
of each node

A node with no incoming edges is known as a source node, and a node with no
outgoing edges is known as a sink node, denoted vy, and vy, respectively. Each
node v; ; € V; of a task G;, represents some sequentially executed workload with a
WCET of ¢; ;.

In a DAG task G, a path is a series of consecutive (connected) nodes, denoted
A = (Tiq,-..,mip) where Vj € [a,b — 1] : (m;j,m41) € Ei. A complete path is one
where 7, = V.. and T, = Vgink, i.€. a path that starts from a node with no incoming
edges and ends in a node with no outgoing edges. In Figure 2.3 there are four
complete paths. Further, the length of a path A is the sum of the WCETs of its
nodes, i.e. len(\) := ?:a ¢ij. The length of the longest path of a task is referred
to as L;.

A DAG task can have multiple longest paths if they are of equal length. A
necessary condition for the schedulability of a task G is L; < D, i.e. the deadline
has to be greater or equal to all paths in the DAG, otherwise, it will miss its deadline.
In Figure 2.3, the longest path L; = 1+24+3+ 2+ 1 = 9. Further, let R be the
response time of (G, then another necessary condition for a task to be schedulable is
R < D. The time between a task’s arrival and its completed execution, including
interference, has to be smaller than the deadline for it to be schedulable.

A scheduling algorithm will determine in which order and which vertices of a
DAG task will execute at every point in time. An execution sequence describes one
possible way the nodes can be executed in the system, having a certain ordering and
processor assignment. It describes on which processor the nodes execute at every
point in time, and is unknown in offline analysis [13], i.e. it is not determined before
running the system. Figure 2.4 highlights an example execution sequence (right) of
a DAG task (left) with 8 vertices scheduled on two processors.

P1 B|D|F
©®|_ mxlelelaln
HOO©® o

Figure 2.4: Left: Example DAG task assuming a WCET of 1 for all nodes; Right:
A specific example execution sequence of the task
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Intra-task interference is the interference that nodes within a single DAG can
inflict on each other, and this occurs when a node is ready but no processor is
available. Figure 2.4 highlights intra-task interference, where node D cannot be
executed at the same time as node B and node C, even though it is ready. Figure 2.4
highlights one possible way of scheduling the nodes of the DAG. Another execution
sequence can be found by instead prioritizing node D over either node B or node C
at t = 1. As the number of nodes in a DAG task increases, so does the number of
potential execution sequences.

The critical path of a task is the path dictating its response time, i.e. it is the
path of nodes during runtime which completes last.

Definition 1. The critical path X* in a task is the path that suffers the most inter-
ference for a specific execution sequence. The length of the critical path is defined
as L*.

When the response time of a task equals the length of its critical path L*, then
the critical path A\* suffers no interference from nodes not in A\*. If \* suffers any
interference, then the response time of the task would increase. The nodes in the
critical path are referred to as the critical nodes. The critical path for a specific
execution sequence can be found by starting at the sink node vy, and iteratively
examining which of the nodes predecessors took the longest to complete execution,
repeating this step up the DAG until we reach vg,..

Definition 2. The fault-free worst-case workload W; of an instance of a DAG task
G, is the mazimum time required to execute G; on a single-core processor.

The workload of a task in the worst case assumes all nodes take their full V\QCET
to complete. The worst-case workload W; of a task G; is found by W; = 3 ¢; ;.
j=1

Using W; we define the fault-free utilization of GG;, and the total fault-free utilization
of a taskset I' as:

Uy = — Ur =30, (2.1)
=1

A necessary condition for schedulability of a taskset I' is that the total utilization
is less than or equal to the number of available processors: Ur < m. The utiliza-
tion represents the ratio between the required execution time within a certain time
interval. For example, if the utilization of a task G; is U; = 1.2 and D; = T;, it
implies the task requires at least [U;]| = [1.2] = 2 processors in order not to miss its
deadline. The ceiling function is required since it is assumed that partial processors
cannot be provided.

2.2.2 Fault model

The system’s limitations and design are shaped by the assumptions made about
the system environment. To achieve fault tolerance, the design of the system must
consider a fault model which is about assuming how faults can occur, the frequency
of faults, and their potential impact on the system. These assumptions formulate
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the fault model of the system. The fault model will vary depending on the system as
the operating environments are not the same, where the fault model of an electrical
vehicle on the road is different than that of an airplane [7].

Guaranteeing the schedulability of a fault-tolerant system assumes a certain
fault model [14]. As long as the system model, which includes the fault model,
represents the actual operating environment, the scheduling guarantees of meeting
task deadlines in the analysis will also hold for the system in operation. However,
there will always be some pessimism introduced by the inability to perfectly model
reality.

Characterizing and anticipating the types of faults and their effect on the system
is important to provide an effective fault-tolerant system. Faults can occur in both
software and hardware, and they are based on persistence classified into permanent,
intermittent, and transient [7]. This work considers only faults of a transient nature
in both hardware and software. However, permanent faults can accounted for by
treating them as transient faults and assuming one less available processor.

Hardware permanent faults place the system in a stable erroneous state, for
example in case of a permanent processor failure. A failed processor will remain
in that state for the entire lifetime of the system. Circumventing such faults re-
quires hardware (spatial) redundancy. On the other hand, hardware transient faults
are ones that temporarily place the system in an incorrect state, caused by some
malfunctioning component in the system, i.e. a temporary bit flip.

Software faults (also called bugs) can also be categorized into permanent and
transient. However, all software faults are permanent and are instead categorized
by how they are manifested into errors [7]. Examples of permanent software bugs
are ones that always manifest in the execution of a program, i.e. a programmer error
that always impacts the result of a program. Instead, if the software fault does not
always occur, then it is denoted as transient. These kinds of faults could be ones
hiding within conditional execution sequences and can be dependent on external
input, which makes them harder to detect.

The fault-tolerant scheduling algorithms of this work consider f transient faults.
Let D,,q. denote the maximum relative deadline of any task in a taskset. It is
assumed that the number of faults that can occur in the system is limited to at
most f within an interval of D,,,,. For any interval smaller than D,,.., e.g. the
deadline of another task in a taskset, the number of faults that can occur is limited
to at most f. Therefore, if each of the instances of each task could tolerate f faults
without violating the deadline, it can be guaranteed that all the deadlines are met,
even if faults occur according to our assumed fault model.

Active and passive backup tasks can be used to counteract the effects of faults.
An active backup task always executes in parallel and is a duplicate of the primary
execution of the task. If an error is detected in the primary execution of a task,
the output of an active backup can be used instead. Similarly, if the output of
a task or application is critical, it can be replicated across multiple systems and
processors. Actively comparing the replicated tasks’ outputs can then be used to
detect disagreements, which would suggest an incorrect calculation. In contrast,
passive backups only execute if the primary fails. Only passive backup is to be
considered in this thesis.
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A system cannot tolerate faults without techniques to detect the errors created
by them [7]. Therefore, it is important to have reliant mechanisms to detect errors.
One such mechanism is software-level tests through unit tests, automated testing,
or manual tests. Assertion statements can be used to verify acceptable parameter
values and can help ensure the expected outcomes of code-level computations are
met at different stages of running a program.

While eliminating bugs during development improves system reliability in gen-
eral, it does not guarantee fault-free execution, as unexpected errors may still occur
at runtime. Therefore, runtime error detection is needed to ensure system depend-
ability. This work will assume a 100% detection rate of errors caused by faults,
and also fine-grain error detection. Fine-grain error detection means the faults are
detected per node level, rather than at the end of the entire DAG task execution.
Error detection can take additional time, but the additional overhead is not modeled,
and therefore the time for detection is not accounted for in this thesis. If the error
detection coverage is lower than 100%, then system-level fault tolerance is needed,
which is an issue not addressed in this thesis.

In system-level fault tolerance, the system hardware can be replicated across
three or more system setups, where results are compared and selected with a voting
mechanism. The mechanism of utilizing three replica systems for voting is known as
triple modular redundancy (TMR) [15]. The effect of faults in one system is negated
if the two remaining systems share a single result. Faults in a single system will be
ignored if the two remaining systems both share a single result for a computation.

Given a fault model, there arises a need for backup in the real-time tasks of
the system, in other words, necessitating redundancy. Consequently, understanding
the resulting additional workload due to fault tolerance becomes important. The
worst-case fault occurrence (WCFOQ) is the state of faults occurring in the system
such that the workload is maximized[16][7]. Meeting the deadlines of a given taskset
when anticipating the maximum computational demands of the system provides full
assurance in ensuring the correct operation of the system.

Since faults are assumed to occur in the system, the fault-free worst-case work-
load W, needs to be extended to account for faults.

Definition 3. The worst-case workload of a task G; suffering the maximum number
of assumed transient faults, f, is denoted W7 . We will shortly show how to find
W1 . as there are challenges like the WCFO to be considered.

The fault model assumed hardware and software transient faults when devising
the fault-tolerant scheduling algorithms of this work. Further, each temporary tran-
sient error caused by a hardware transient fault was assumed to affect the execution
of one node of a DAG task. Consequently, a simple re-execution of such nodes is
sufficient to tolerate such faults [17], because transient faults are assumed not to
affect the node in the same way if re-executed. However, a node suffering multiple
faults may happen if the system is in an environment where the frequency of faults
is higher. Re-execution is also appropriate in the case of software transient faults,
since they are non-persistent. Re-executing a task will take additional execution
time and is referred to as temporal redundancy, whereas spatial redundancy is ex-
ecuting a replica of a task on different redundant hardware. Allocating additional
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resources to achieve fault tolerance is not always feasible, which is why this is a
resource allocation problem, since we cannot always provide replicas or duplicate
execution of tasks while meeting deadlines.

Software permanent faults will not be considered in the fault model, since tol-
erating these faults requires a strategy different from that of simple re-execution.
Therefore, the scheduling algorithms of this work will consider the execution of the
original node as the primary method of passive backup for the nodes of the DAG
tasks. Hardware permanent faults (processor failures) cannot happen more than
once per processor, but they can occur at any time during the lifetime of the system.
A node can suffer multiple hardware permanent faults. However, only transient
faults are to be accounted for in the analysis of this thesis. Accounting for per-
manent faults can be done similarly to handling transient faults as follows. Once
a processor failure has been detected, it can be assumed that a transient fault oc-
curred, applying the same strategies for tolerating a transient fault. However, the
number of available processors has now been reduced by one.

2.2.3 Processor model

The processor model describes the assumptions made about the processor architec-
ture and its specifications. Modern multicore processor architectures may be created
with different types of processors, where some cores may target high clock speeds
and others power efficiency. A homogeneous processor model is one where all pro-
cessors are of the same type, and provide the same estimations of WCET for the
same task under normal operation.

This thesis will consider m homogeneous processors, each executing with a nor-
malized speed of 1. A node with WCET of ¢ executing on a processor with speed
of 1 will take ¢ time units to complete.

2.3 Previous Work

Computing the response time of a parallel task on m processors is an NP-hard prob-
lem. There are many aspects affecting the scheduling of the nodes of a DAG task,
e.g. nodes may complete execution before their WCET, or faults may hinder their
completion. The many interleavings of different nodes and the outcome of schedul-
ing decisions exacerbate the system’s predictability. Considering all possibilities in
the worst case is not possible, which necessitates a level of pessimism in the schedu-
lability analysis in an attempt to include the consideration of worst-case scenarios.
In this thesis, the pessimism is manifested in over-estimations of task parameters
such as response time. For the estimations to be considered safe, they need to be
greater than or equal to their true value.

A continuous effort within real-time scheduling is that of providing tighter esti-
mates. As estimation of certain parameters is required, a goal is for the estimates to
be as close to the real values as possible, i.e. a closer estimate is tighter. Providing
tighter estimates can lessen processor overhead and therefore increase the poten-
tial efficiency of the system. One such advancement is that of Graham’s bound [18],
which is a well-known response time bound for DAG tasks assuming work-conserving
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scheduling[13]:
W —L

m

R<L+ (2.2)

2.3.1 Parallel DAG model

A previous study that especially highlights the importance of examining worst-case
workload is that of Melani et al. [3]. They utilize a new task model that introduces
conditional branches through conditional nodes, which generalizes the standard spo-
radic DAG model. A conditional DAG differs from regular sporadic DAG in that
some nodes are conditional [19]. Informally, conditional nodes represent boolean
expressions that are determined during runtime of the application. Based on the
outcome, one of two branches from the conditional node will be considered, where
the two branches subsequently meet again in a common successor. Conditional
DAGs provide a way of modeling applications in which conditional branches differ
in length, which can greatly affect the resulting parameters of a DAG (such as re-
sponse time). An advantageous element of the work of Melani et al. [3] is that their
schedulability analysis only requires the worst-case workload and the longest path
of the DAG to characterize the conditional structure of the tasks. Further, Melani
et al. provide algorithms for deriving these two parameters for the conditional DAG
task model. The addition of conditional branches is exploited to provide tighter
estimates of interference.

In a recent work by He et al. [13] a closed-form bound on the response time
of DAG tasks is proposed. This was done using the total workload and multiple
long paths of a DAG task. In contrast, Graham’s bound only considers the single
longest path of the DAG. He et al. [13] also provide an extension to the scheduling of
multiple DAG tasks, where they use a mix of federated scheduling and global EDF
or partitioned EDF. They also provide a schedulability test assuming their new
response time bound. They first consider work-conserving single DAG analysis to
examine the schedulability of a task. The idea is to allocate a processor to exclusively
execute the longest path, and then apply Graham’s bound to examine the response
time of the remaining DAG structure. This process can then be repeated iteratively
by excluding another path from the task, and considering one less processor. Using
multiple long paths has the potential of reducing the required number of processors
required for the execution of DAG tasks, i.e. providing a less pessimistic analysis.

Commonly, the scheduling of parallel tasks considers physical processors, how-
ever, Jiang et al. [11] formulate the idea of constructing different types of wirtual
processors on the physical processors, denoted active-VP and passive-VP respec-
tively. Leftover processing capacity from active-VPs is allocated to other tasks as
passive-VPs, where passive-VPs execute with low priority and active-VPs execute
with high priority. A primary reason behind using virtual processors is to achieve
a higher level of control over the remaining processing capacity left over to lower-
priority tasks, thus increasing the potential of guaranteeing schedulability for tasks
with low priority, and problems similar to those suffered by federated scheduling.
In [11] they provide schedulability tests for DAG tasks on passive-VP groups, and
DAG tasks in the general case of utilizing both a passive-VP and active-VP group.

In an attempt to improve the schedulability of DAG tasks, Jiang et al. [12]
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showcase that task decomposition strategies emerge as a potential approach for
mitigating workload irregularities. The decomposition-based scheduling paradigm
allows DAG tasks to be transformed into a set of independent sequential tasks by
introducing artificial release times and deadlines for the workload within the task’s
vertices [12]. Such transformation of the DAG model is performed such that it does
not break the interdependencies between connected vertices, as long as the sporadic
task executes between its artificial release and deadline. However, it should be noted
that the schedulability of the resulting tasks could be worsened compared to the
original, due to the shorter relative deadline of the tasks. This has motivated recent
studies to attempt to find general and efficient decomposition-based techniques, such
as the work done by Jiang et al. [12]. If L; denotes the longest path, then the lazity
of a task G is defined as D; — L;, which represents the leftover execution time not
spent executing L; until the next release of G;.

The primary concept of the decomposition-based techniques of Jiang et al.[12] is
to distribute task laxity over the segments created through the artificial release and
deadlines of task vertices. This distribution of laxity is done to make the segment’s
workload and its maximal density of the contained vertices as uniform as possible,
to minimize the load and minimize the maximal density among all vertices.

2.3.2 Federated scheduling

Given its strengths, federated scheduling still suffers significant resource wasting,
which prior work [20][21] attempts to reduce; successfully to a limited extent. Feder-
ated scheduling may not fully utilize all processors that are dedicated exclusively to
tasks all of the time. This can lead to idle processors for portions of the task execu-
tion, reducing overall system efficiency. Another problem with federated scheduling
is when dedicating processors to tasks. For example, a task may require two full
processors and a partial third. Therefore, when allocating more processors than
a task can effectively utilize, it leads to wasted resources and limits the ability to
efficiently distribute resources for other tasks.

2.3.3 Fault tolerance

Fault tolerance is a vital aspect to consider when designing robust and reliable
safety- and mission-critical systems. Several techniques for handling faults have
been proposed and studied in the context of real-time systems. A common goal
is finding resource-efficient scheduling algorithms in an attempt to minimize the
additional workload introduced as a consequence of executing backups for tolerating
faults, whilst providing mechanisms for recovering from the produced errors. Often
prior work considers fault tolerance in the context of either global or partitioned
scheduling of tasks on multiprocessor architectures.

A work considering fault tolerance for global scheduling on a multiprocessor is
that of Pathan [22] who proposed a global resource-efficient fault-tolerant schedul-
ing algorithm called FTM. The FTM algorithm uses additional backup executions of
tasks to recover from errors caused by transient and hardware permanent faults by
scheduling the backups during runtime, therefore not considering backups during
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the offline allocation of resources. Both permanent and non-permanent faults are
viewed as job errors because re-execution is performed in both cases. The only dif-
ference is that one less processor is considered in the case of permanent processor
failure. Permanent processor failures caused by hardware permanent faults can be
regarded as job errors since it is solved by scheduling the backups of the affected
jobs on any non-erroneous processor.

Another work by Pathan and Jonsson [14] presents the schedulability analysis
of a fault-tolerant scheduling algorithm for uniprocessors, denoted FPS,,. This algo-
rithm assumes fixed-priority task assignment and a uniprocessor, and they provide
an exact feasibility test for fixed-priority scheduling of sporadic tasksets while toler-
ating multiple hardware transient faults. The WCFO was considered using dynamic
programming. Further, Pathan and Jonsson [14] explain how the feasibility of a task
is dependent on the interference of higher priority tasks, together with the faults
affecting the higher priority tasks. The maximum amount of execution required in
the interval [0, D;] for a task G; is an important metric to examine. Therefore, a
similar analysis will be utilized in this work but instead extended to multiprocessor
scheduling of parallel DAG tasks.

Safari et al. [23] survey current techniques for fault tolerance in embedded sys-
tems from the point of view of power, energy, and thermal issues. They explain
that some techniques for achieving fault tolerance come with additional timing over-
head and that they increase the power consumption of the processor cores they are
executed, which can lead to temperatures reaching above safe limits. They con-
clude that it is inevitable to jointly consider reliability, power and energy, timing,
and temperature within embedded fault-tolerant systems. This is due to hardware-
level countermeasures employed to contain chip temperatures within safe operating
levels potentially hindering the ability to provide reliability and timing guarantees.
They suggest applying multi-objective optimizations for future research relating to
fault-tolerant embedded systems.

In recent work by Abeni et al. [24] they present a fault-tolerant cloud-native
environment for real-time applications called FTRTC, which provides an adjustable
level of fault tolerance. Unlike traditional time-critical applications, cloud-based
applications often utilize distributed architectures for scalability and elasticity de-
mands, at the cost of increased complexity. From streaming services and social
media to workplace collaboration tools and edge computing, cloud-native applica-
tions are becoming intertwined in many parts of society. Cloud-native applications
are applications designed for a cloud computing architecture. Cloud applications
often consist of many microservices that can be deployed locally or distributed over
multiple machines [24]. The concept of edge computing can be paired with cloud
applications to improve the quality of service and service latency. Compared to a
centralized cloud computing platform, edge computing moves the networking, con-
trol, computing, and storage closer to the edges of the cloud architecture [25]. There
are prior works addressing fault tolerance in cloud-based environments such as that
of Malik and Huet [26], however, they did not cover microservices or cloud-native
applications as concepts. The FTRTC project leverages microservices to design a
real-time fault-tolerant cloud computing platform. Abeni et al. underscores the
importance of fault-tolerant real-time applications in the growing market of cloud
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computing.

In a recent article by Reghenzani et al. [27], they survey state-of-the-art scientific
work and explore future research questions for fault tolerance of hardware faults in
real-time systems, primarily from the perspective of software-based solutions. They
explore the concept of Software-Implemented Hardware Fault-Tolerance (SIHFT),
explaining how SIHFT solutions ease production development and positively impact
hardware costs. Additional custom hardware components are not required through
software-based approaches, which is additionally important if Commercial Off-The-
Shelf (COTS) hardware is to be employed in critical systems. Reghenzani et al.
formulate many unanswered future research questions relating to fault tolerance.
They state that the DAG task model presents many challenges and opportunities
for future work, and specifically raise the question of how to efficiently schedule fault-
tolerant algorithms when DAG task models are employed; a question this thesis aims
to answer.
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Problem Formulation

Pairing the parallel DAG task model with a fault tolerance model is a seemingly
novel area within real-time systems and schedulability theory. Therefore, this thesis
aims to examine scheduling approaches for parallel DAG tasks that can appropriately
handle the additional execution time introduced due to fault tolerance mechanisms
on a multiprocessor architecture. More specifically:

Given a set of n different sporadic DAG tasks, a multiprocessor platform
with m processors, and a fault model assuming f number of transient
faults within D,,.., how can the faults be tolerated such that all task
deadlines are met? More specifically, we want to propose a test to deter-
mine the minimum number of required processors to schedule the n tasks
under the assumed fault model while providing a reasonable accuracy in
the result.

Inspired by the work of Melani et al. [3] the purpose of this thesis is to pro-
pose fault-tolerant schedulability analysis for a single DAG task, assuming a work-
conserving scheduling algorithm. More specifically, given a collection of DAG tasks,
this work will propose techniques that will determine the minimum number of pro-
cessors that will be required for each DAG task, using proposed schedulability tests
for single DAG tasks.

There has been extensive work done within the fields of parallel tasks on mul-
tiprocessors|2][3] and fault tolerance of sequential tasks on multiprocessors [28][16].
However, examining the combination of fault tolerance and parallel tasks on a multi-
processor architecture is important and has, to the best of our knowledge, not been
addressed in this manner earlier. It is of interest to be able to provide assurances
of parallel task execution, even in the presence of faults, i.e. be able to determine
whether or not tasks meet their deadline given some taskset and fault model, on a
multiprocessor architecture.

The prominence of multiprocessor architectures creates challenges for guaran-
teeing timely execution in critical systems. The work of this thesis is essential for
developing fault-tolerant and efficient mechanisms for such systems using offline anal-
ysis. Providing correct execution of parallel tasks in the presence of faults under a
certain fault model requires the development of appropriate scheduling algorithms
and their analysis. To this end, temporal redundancy will be employed to achieve
fault tolerance for the assumed system model, and a scheduling algorithm will be
proposed.

The complexity of finding the workload of a DAG task in the worst case increases
when anticipating faults, i.e. finding W/ and fault recovery mechanisms increase

max?
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the system workload during runtime. Consequently, it is important to consider a
fault model that accurately predicts the potential faults the system can suffer during
runtime, to not over- or underestimate their potential impact.

3.1 Challenges

There are many challenging aspects to consider, and the following list aims to ex-
plicitly highlight the key challenges of the work:

o No fault-tolerant system can tolerate an infinite number of faults, and we
therefore need to model the expected faults in such a way that they represent
the world and expected environment. In this thesis, we consider transient
faults.

o Additional hardware and software mechanisms can be utilized to detect faults,
and there are different backup techniques, such as running backup tasks in
parallel or re-executing the entire DAG task, that can be employed to han-
dle fault recovery. This thesis addresses the challenge of modeling recovery
mechanisms to minimize the additional required hardware.

« Finding the worst-case workload and the critical path of a DAG task in the
presence of faults is not trivial in the general case. There are well-established
tests to compute the response time of a DAG task without considering faults.
However, in the presence of faults, the workload computation has to account
for faults and the worst-case situation is therefore harder to find. A straight-
forward response time estimate equation for a DAG task is that of Melani et
al. [3], which can be utilized to account for fault tolerance. This test uses
the critical path and the worst-case workload of a DAG task. Therefore, a
challenge is to extend this test to compute the workload and critical path in
the presence of faults.

« Depending on the number of faults, the longest path of a DAG task can change
from one instance to another, thus presenting a problem with exponential com-
plexity in the general case. Therefore, a challenge is to compute the makespan
of DAG tasks in polynomial time.

o A final challenge is reducing pessimism in the proposed tests, as excessive
pessimism can lead to overly conservative estimates, introducing unnecessary
overhead and limiting their practicality and usefulness.

3.2 Limitations

A few aspects are limiting the scope of the proposed work, which are the following:

o This thesis focuses mainly on constrained deadline tasks. There are other task
models, such as those with arbitrary deadlines, which are not considered.
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o This thesis only considers temporary faults in hardware and software. That
is, this thesis does not consider the possibility of permanent faults, i.e. faults
that occur on the program level like incorrectly initialized global variables or
permanent processor failures.
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Algorithms and Analysis

This chapter will present the fault-tolerant analysis and algorithms for examining
the schedulability of single DAG tasks and multiple DAG tasks, where a total of
six schedulability tests will be presented. It will contextualize previous analysis
and explain how it is used to cover the fault-tolerant domain. Analyzing the fault-
tolerant scheduling of a single DAG task is quite challenging, which is therefore
addressed first. We will then examine how this can be extended to guarantee the
schedulability for multiple tasks.

Section 4.1 will present the common scheduling algorithm assumed for the rest of
the analysis. Section 4.2 will introduce the common theory for subsequent sections.
Section 4.3 presents a trivial approach for examining all fault occurrences within
a DAG task, and how it can be used to determine schedulability. The following
sections present different methods for examining fault-tolerant scheduling of single
and multiple tasks.

4.1 Scheduling Algorithm

The work of this thesis adopts a fault-tolerant work-conserving scheduling algorithm,
assuming a non-preemptive setup in which once a node begins its execution it will
continue uninterrupted until completion.

Let us first consider the fault-free case for a work-conserving scheduling algo-
rithm. A work-conserving algorithm always attempts to keep its resources busy. If
there is an idle processor and a task or node is ready to be scheduled, it will sched-
ule that task or node to the idle processor. The ready nodes are kept in a ready
queue. Work-conserving scheduling algorithms are commonly found in many prior
works, including the work of Melani et al. [3], Jiang et al. [20], and He et al. [13].
A work-conserving scheduling algorithm is a general algorithm that is agnostic to
the priority ordering of tasks, i.e. it can be used with fixed and dynamic priority
tasks. The usage of a work-conserving scheduler in this work therefore allows the
scope and analysis to apply to a wide range of task models. Algorithm 1 presents a
work-conserving scheduling algorithm for a single task G.
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Algorithm 1: A work-conserving scheduling algorithm for a DAG task

Input: Task G, number of processors m

Output:
1 RQ < Usre
2 while RQ # () and some processor is idle do
3 s < Extract at most m nodes from RQ
4 RQ + RQ\ s
5 Dispatch all nodes in s on the m processors
6 if EVENT: a node v completes its execution then
7 L RQ < RQ U successors of v

We will now propose an extension of Algorithm 1, which is augmented to include
fault recovery. As mentioned, faults are assumed to be detected at the node level.
Therefore, the faulty node will be re-executed as soon as a fault is detected. Impor-
tantly, in this thesis, we will not employ any fault-detection mechanism. We assume
that faults can be detected and we presume a 100% error-detection coverage. How-
ever, for practical systems, if the detection coverage is less than total coverage, we
can instead provide a probabilistic analysis for the lower detection rate to guarantee
the reliability of our system. Probabilistic analysis will not be considered in this

paper.

Algorithm 2 presents the work-conserving scheduling algorithm assumed for the
subsequent analysis. The ready queue RQ is initialized to contain the source node
of a task G. While RQ is not empty and at least one processor is idle, up to m
nodes are extracted from RQ to be executed on the m processors. If an error is
detected in a selected node v, the erroneous node will be instantly re-executed once
more on the same processor. Instead, if no error is detected, then the successors of
v are appended to RQ after v has finished execution.

Algorithm 2: The common work-conserving scheduling algorithm

Input: Task G, number of processors m

Output:
1 RQ < e
2 while RQ # () and some processor is idle do
3 s < Extract at most m nodes from RQ
4 RQ + RQ\ s
5 Dispatch all nodes in s on the m processors
6 if EVENT: an error is detected in a node v during its execution then
7 L Execute v from the beginning on the same processor
8 if EVENT: a node v completes its execution then
9 L RQ + RQ U successors of v

This thesis deals with the scheduling of a single task and the scheduling of multi-
ple tasks in the form of a taskset. Federated scheduling is used to schedule multiple
tasks, where each processor employs the work-conserving scheduling algorithm of
Algorithm 2.
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4.2 Parallel DAG Task Analysis

Regardless of the complexity and size of a DAG task, the makespan analysis of
Melani et al. [3] primarily utilizes only two static parameters of a task, abstracting
it using the length of the longest path, L;, and its total workload, W;. Recall that the
actual execution sequence is determined during runtime and is therefore unknown
for offline analysis. As the number of nodes in a DAG task grows, so does the number
of potential execution sequences derived from the DAG. There are many possible
execution sequences from even a simple DAG structure. Therefore, it is beneficial
to provide estimates and analysis using the static parameters of a DAG task, as
they are not dependent on a specific execution sequence. Melani et al. [3] provide
an equation for finding a response time estimate using only static task parameters,
which is vital to the work of this thesis. The equation is shown in Equation 4.1,

Ro<r 4 itk (4.1)
m

For an arbitrary DAG, it is trivial that L; < W;, as W, inherently includes the
work of L;, as well as the rest of the work of the DAG. Melani et al. [3] expresses the
following relationship in the fault-free case between the length of the longest path
L;, the total workload W;, and the length of the critical path L*,

L"< L <W, (4.2)

The critical path is not necessarily the longest path of a DAG task. Recall that
the critical path is the path suffering the most interference. Figure 4.1 exemplifies
an execution sequence of a DAG task where the critical path is not the longest path.
The WCET is shown on the top half of each node. As v; and vg are shared for all
paths, nodes 2 to 7 are the relevant ones in this scenario. The path through v, and
vs make up the critical path for the specific execution sequence shown on the right.
In contrast, the longest path is routed through v3 and vg, since node vg has a WCET
of 2. The critical path suffers a total of 2 time units of interference. When referring
to a single task, the task index of a node v; ; is omitted for clarity, unless mentioned

explicitly.
PO|U |0 |G| U|U | U
0 1 2 3 4 5 61

Figure 4.1: An example DAG and arbitrary execution sequence, highlighting how
the critical path does not necessarily equal the longest path. The number on the
top half of each node represents the WCET. The total workload W =9
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Another execution sequence could be constructed by allowing the v, to execute
before vy, at t = 1, forcing v; to finish last before the final node vg, as shown in
Figure 4.2. This shows that there are many possible execution sequences that one
has to consider during the analysis of the algorithm. However, considering all such
scenarios is not computationally feasible.

P1 Uy Us
POl U [ | U | G| U] U
0 1 2 3 4 5 6

>
t

Figure 4.2: Alternative execution sequence to that of Figure 4.1, instead prioritizing
vy over vy att =1

Ultimately, the subsequent analysis will explore the relationship between the
total workload W;, the length of the critical path L*, and the longest path L;.
Equation 4.2 states that the length critical path A* is bounded by the length of the
longest path L;, which can therefore be used instead of the critical path. As a result,
the estimate will either be larger or equal to that of using the critical path, but can
be determined before running the system, i.e. offline using only static parameters
of the DAG. When the critical path is not the longest, it would be pessimistic to
assume it equals the longest path.

In the analysis of DAG tasks without considering faults the length of the longest
paths, and parameters like the workload, will be static. However, in the fault-
tolerant domain, the longest path in the fault-free case may become shorter than
another path when considering faults, as the additional execution time required for
fault recovery could be different for the two paths.

Figure 4.3 highlights the change of the longest path under faults. The two paths
of the DAG are \; = {v1,v9,v4,v5} and Ay = {v1,v3,v5}. The DAG in the fault-
free case is shown on the left. Two faults are assumed to afflict v3. The additional
recovery time introduced by faults has been included and embedded in the execution
time of the node. Such recovery needs to be modeled and is therefore represented
by c(vij, f) = cij - (f +1). In the fault-free case, \; is the longest path, where
len(AM) =c1+ca+cys+c5=1+2+2+1=6, whereas len(A\y) =c; + 3+ ¢5 = 5.
However, as shown on the right of Figure 4.3 the number of faults affecting each
path determines the longest path. Examining the two paths shows that A, is longer
than A; in the faulty case. Let len(), f) denote the length of a path A under f
faults, then len(\1,2) = 10, len(A2,2) = 11. Assuming a single fault affects v3 and
vy respectively, then len(A, 1) = len(Aq, 1) = 8, further highlighting how the longest
path is dependent on the number of faults suffered by each path.
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Uy Uy

Figure 4.3: Left: Example DAG assuming no faults; Right: Same DAG assuming the
two faults occur in v3, highlighting how the longest path changes when considering
faults

Since faults are to be considered throughout the upcoming analysis, the notion
of a Fault-Recovery DAG (FRDAG) is introduced for clarity. The example DAG on
the right of Figure 4.3 is a FRDAG where f = 2. By embedding the fault recovery
time into the execution time of the affected nodes, an FRDAG task can be viewed
and examined as a separate DAG task. If nothing else is stated, when faults are
considered the terms DAG and task refer to a FRDAG.

The way Equation 4.1 of Melani et al. [3] works is by maximizing the critical
path and maximizing the workload. The node which maximizes the workload might
not be the same node which maximizes the length of the longest path. In this thesis,
three different approaches will be considered: 1. Separate maximization of L and
W, 2. Joint maximization of L and W, 3. Extending the separate approach to
utilize more than one long path of a DAG task. Maximizing L and W requires us to
consider how faults can affect the nodes of the DAG. To that end, we will consider
different faulty scenarios in the next subsection.

4.3 Exhaustive Fault Scenario Search

Examining all possibilities of f faults occurring in a DAG task G, and finding
which scenario produces the maximum makespan of G is a safe but computationally
expensive approach.

The exhaustive case will cover all the scenarios under which the f can occur in
many different nodes. Among all of the scenarios, one will cause the makespan to
be maximized, i.e. the worst-case fault occurrence. Therefore, it will find the upper
bound of the response time of G under f faults. The worst-case scenario occurs
under three conditions:

1. All f faults occur
2. Faults are detected at the end of the execution of nodes
3. The same node can suffer multiple faults

Firstly, the workload of a system will only increase when considering a larger
number of faults, thus assuming all f faults occur will be worse in terms of workload
than if less than f faults are assumed. Secondly, if faults were to be detected earlier

27



4. Algorithms and Analysis

than at the end of execution, then the additional recovery time, and therefore also
L; and W;, would decrease. Thirdly, the node with the maximum WCET of a task
is the node that would produce the largest recovery time if afflicted by all f faults.

To exemplify the meaning of a fault scenario in a DAG task G, assume that G is
made up of two nodes and that two faults can occur. Let (a, b) represent a fault sce-
nario, where a and b are the number of faults suffered by each respective node. There
are a total of six ways the faults can affect the nodes: (0,0),(0,1),(1,0),(1,1),(2,0),
(0,2). However, as we want to find the WCFO, we need to consider the cases when
all potential faults occur. Therefore, only scenarios considering two faults will be
examined, which leaves: (1,1), (2,0), (0,2).

To find the number of possible fault scenarios of a DAG task G, let n denote
the number of nodes in G, i.e. n = |V], and f the number of faults affecting the
nodes in GG. Equation 4.3 computes the number of fault scenarios that can occur
in the nodes in V', where all f faults occur in each scenario. Notably, the ordering
of the faults is inconsequential. The problem can be viewed as a combinatorial
stars and bars-problem [29], where it is reduced to placing indistinguishable balls
into distinguishable bins. The results of Equation 4.3 also represent the number of
FRDAGsS derived from the single original task.

n+f—-1) (n+f—1)! C(n+ 1)
< / >_(f!(("+f—1)—f)!_f!(n—1)1 (4.3)

Each possible fault scenario in a DAG task assumes a certain distribution of
the f faults across all nodes of the task, where each node can suffer 0 to f faults.
Examining all fault scenarios is computationally expensive because, from even a
single DAG, there could be many fault scenarios to examine to find the one that
maximizes the response time. By embedding the fault recovery time of each fault
into the WCET for the affected nodes for each fault scenario using a FRDAG, a
new collection of DAG tasks is created from a single fault-free task. Importantly,
the number of possible fault scenarios is dependent on the number of faults and the
number of nodes in G.

Each FRDAG can be viewed as a separate DAG. Using the response time analysis
of Melani et al. [3] for each FRDAG will result in a set of response time estimates.
The response time in the worst-case, i.e. the largest response time in the set, will
correspond to the fault scenario maximizing the additional computational workload
introduced by the f faults. To provide a sufficient test, the worst-case scenario has
to be included and accounted for. Therefore, by examining the scenario producing
the largest response time, the schedulability of the original task under f faults is
covered by exhaustively examining all fault scenarios.

Exhaustively examining every fault scenario is computationally expensive, and
is therefore less desirable in practice. However, in this paper, we will propose a
polynomial-time algorithm that covers the worst-case fault occurrence.
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4.4 Bounding Response Times using Separate Max-
imization of L and W

This section presents a schedulability test based on the single DAG response time
test of Melani et al.[3] shown in Equation 4.1, which has the benefit of only using the
total workload, W; and a single longest path, L;. Separate maximization of W, and
L; means that we separately calculate the effects of faults on W; and L;. In other
words, we assume all f faults occur in the node which maximizes W;, and we find
the longest path assuming each path suffers f faults. Using separate maximization
and inputting the maximized values of W; and L; in Equation 4.1 provides a safe
estimate for the response time of a DAG task. It is safe since it will produce an
overestimated response time. However, if the sum of the two addends of Equation
4.1, L; and %, can be maximized at the same time, it will produce a tighter
response time of a task, than if they are maximized separately. Such maximization
is examined in Section 4.5.

How faults occur in a DAG task will affect whether or not L; and W, are max-
imized, and finding this occurrence can be quite difficult if we want to maximize
both L; and W;. For some fault scenarios, W; is maximized, whereas for others L;
is maximized. In terms of total work done, the node with the largest WCET in
the task will be the node resulting in the largest recovery time if afflicted by all f
faults. Therefore, assuming all f can occur anywhere in DAG, the node with the
largest WCET is the node that will maximize W; if afflicted by f faults. Similarly,
individual paths are maximized when all f faults affect the node in each path with
the largest WCET.

Assuming W; and L; can be calculated in the fault-free case, a safe approach is
to maximize L; independently, and W; independently, each using all f faults. We
call this approach separate maximization. Separate maximization under f transient
faults will provide an upper-bound estimate for the response time for a single DAG
task, where two cases need to be considered:

1. All faults affect the critical path
2. All faults occur in any node of the DAG so that the total work is maximized

Lemma 1. Consider a path A of a task G. Let Cpqp be the maximum worst-case
execution time of any node of X\. The workload of X\, assuming f faults occur in
the nodes of \ during the interval between the release of an instance of G and its
deadline D, is bounded by the fault-free workload of A plus the additional workload
of all faults occurring in the node that has WCET of ¢paz-

Proof. For a sequence of instances of (G, assume an arbitrary instance of G where
at most f faults occur within the interval between its release and deadline D. For
a path A = {v1,v9, ..., v, } of G, assume a scenario where at most f faults affect the

x
nodes in A, such that for ¢ € [1, z] : v; suffers f; faults, where Y- f; < f. Let ¢jnqaq be
i=1
the maximum worst-case execution time of any node of A, such that ¢,,,, = rnai({ci}.
Vi€

For each node v; in J, it is assumed that the additional workload introduced due to

29



4. Algorithms and Analysis

faults is f;c;, as fault recovery is done by re-execution. Note that it is possible for
fi = 0 for some i. The fault-free workload of X is len(\). The resulting workload
of a node suffering f; faults is its fault-free workload plus the additional workload
due to fault recovery, ie. cf = ¢; + fic;. The workload of A under f faults can be

expressed as Z (ci + fici). As Vi : ¢; < Cpag, it implies fic; < fiCmae, Mmeaning the
additional workload introduced due to faults for any node Ui € A, fici, is bounded by
fiCmaz. Therefore, ¢;+ fic; < ¢;+ fiCmaz = Z (ci+ fici) < Z (¢i+ fiCmaz). Similarly,

as Z fi < f, it implies Z(Ci + fiCmaz) < Z ¢; + fCmaz. Therefore,
i=1 =1 i=1

len(\) + f: fici <len(A\) + feman (4.4)
i=1
[

As shown in Section 4.2, the longest path of a task in the fault-free case can
become shorter than another path in the faulty case. This is due to the additional
workload of fault recovery extending the length of the paths by different amounts,
as the maximum WCET of the nodes in each path might differ. Therefore, creating
an algorithm for finding the new longest path when assuming a certain number of
faults is required. This implies that we first need to find all possible complete paths
of a DAG task G = (V, E), to know which is the largest under f faults. The common
Depth-First Search (DFS) algorithm [30] can be employed using the nodes of V.

Lemma 1 points out that the workload of a path A in a task G suffering from
faults can be bounded using the maximum WCET of the nodes in A\. There are
typically multiple paths in a DAG, and therefore the maximum work generated by
any path in task G affected by f faults is denoted L7 .

The workload of any path A suffering f faults is upper-bounded by L/ . Finding
the effect of faults on the entire workload of a task is also important, as the workload
is a vital static parameter in schedulability test proposed by Melani et al. [3]. W/
denotes the maximum workload generated in a DAG task G suffering from f faults.

Notably, any node of a task can contribute to the computation of W/ .

Lemma 2. In the presence of f faults during the interval between the release of an
instance of a DAG task G = (V, E, D) and its deadline D, the total workload of G

cannot be larger than the mazimum workload under faults erm

Proof. For a sequence of instances of G, assume an arbitrary instance of G where at
most f faults occur within the interval between its release and deadline D. For a set
of nodes V' = {vy, v9, ..., v, } of G = (V| E), let W be the workload of G in a fault-free
scenario. Assume a scenario where at most f faults affect the nodes in V', such that

n
for i € [1,n] : v; suffers f; faults, 3 f; < f, and n = |V|. Let ¢4, be the maximum
i=1
worst-case execution time of any node in V, such that ¢, = ma&({ci}. For each
CAS

node v; in V it is assumed that the additional workload introduced due to faults is
fici, as fault recovery is done by re-execution. Note that it is possible for f; = 0 for
some 7. The resulting workload of a node suffering f; faults is its fault-free workload
plus the additional workload due to fault recovery, i.e. czf = ¢;+ f;c;. The workload of
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the whole DAG task can be expressed as i (ci+ fici). Assume WS =W + fenae.
i=1

Similarly to Lemma 1, as Vi : ¢; < Cpaz, it implies fic; < fiCnaz, meaning the
additional workload introduced due to faults for any node v; € V', f;¢;, is bounded

by ficma;v' Therefore, C; + fici S C; + ficma:v = i (Ci + fzcz) S i (Ci + ficmaac)-
=1 1=1

As znj fi < f, it implies i(cZ + fiCmaz) < i ¢i + fCmaz- Recall that W = i ci.
i=1 i=1 i=1 =1

Thezriefore7

W + Zfici < W+ femas (4.5)

i=1

O

Before presenting the schedulability test using L7 = and W/ we will present
pseudocode to show how the required static parameters can be computed in polyno-
mial time for a given DAG. Algorithm 3 showcases how the source node, sink node,
Cmaz, and W of a DAG task G are found. One pass over all nodes in V' is required,
and therefore its runtime complexity is O(|V|). This algorithm is required in the
other algorithms proposed in this work. By iterating over each node, its WCET is
added to a sum W, and compared to a current maximum WCET ¢,,4,. If the node
has no predecessors, then it is a source node. Likewise, if the node has no successors,
it is a sink node. The source node, the sink node, ¢4, and W are found once the
entire DAG has been traversed.

Algorithm 3: Finding vsouree, Usinks Cmaz, W of a task G
Input: G =(V, E)
OUtPUt: Usources Usinky Cmaz ) W
Vsource <— N1l
Vgink <— null
W<0
Crmaz < 0
for i < 1 to |V|] do
W+ W +g¢
if ¢; > ¢4 then
L Crmaz < C;
9 if predecessors(v;) == () then
10 L Usource < U

11 if successors(v;) == () then
12 L Vsink < U

o N O O kA W N =

13 return Usources Usinks Cmax W

We will now provide Algorithm 4, which is based on DFS to find the list of paths
P, list of path lengths L, list of maximum WCETs found in each path C%_ LI
and W/ of a task G. As these parameters are found by traversing the DAG from
the source node to the sink node, the runtime complexity follows that of DFS, i.e.
O(|V] + |E|). The usage of Algorithm 3 does not impact the time complexity, as
OQ2|V|+ |E|) = O(|V]| + |E|). The algorithm works by following the edges of a

node from the source node to the sink node. The length of the path is continuously

31



4. Algorithms and Analysis

updated, as is the currently largest WCET found in the path ¢?®”. Once the sink

mazx*

node has been reached, a path has been completed. Therefore, the path is added
to P, cP®" is added to C% . and the length of the path is added to L. Using the

max max?

path length L, the faulty path length L/ is calculated and compared to the currently
largest faulty path L . The final value of L/ equals the longest faulty path of

the task. The function DFS*,.. is recursively called for each successor of a node,

following the depth-first approach.
Algorithm 4: DFS*

Input: G=(V,E), f

Output: P, L,CE LS W/

Function DFS*(V, f):

Vsources Usinks Cmaz, W < Algorithm 3(V)

WS W+ Coaz - f

max

Lf «0

max
L <[ // list of the lengths of all paths
CL <« // list of the maximum WCET of all paths
P+ ] // list of all paths
path <~ [Usou’rce]
len <0
P L,CE LI < DFS*.ec(path, vsmp,len, L, LY . Coourees CE ooy P, f)

max? ma%
return P, L, C VV; Crmax» Lgum? quzam

| max>’
12 Function DFS*... (path, vk, len, L, LI, cPéh CL P f):
13 Vend < path(end)

© 000 N O ok W =

_ e
- o

14 len < len + Ceng

15 | if Cepg > %" then

16 | B i Cong

17 if Vopg == vgink then

18 P < P + [path]

20 L+ L+ [len]

21 LT+ len + ot .

22 if L/ > L] then

23 L Lfnax — L

24 return P,L,CL LI -
25 for v < successors(venq) do
26 next < path + [v]

27 P L,CE LI < DFS¥..(next, vk, len, L, LI  cPih CL P f)

28 | return P,L,CL LI

From Lemma 1 and 2 together with the notion of Lf . it is known that for a

task G under f faults, we can bound its longest path by L7 . and its total workload
by W ... Inspired by the work of Melani et al. [3], we propose a simple polynomial-
time equation that can find an estimate of the makespan of a DAG task using its

fault-aware longest path L/  and fault-aware worst-case workload W/

max max*
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Theorem 1. In the presence of f faults during the interval between the release of an
instance of a DAG task G = (V, E, D) and its deadline D, a response time estimate
R of the instance is found by:

wli _—Lf
+ maacm max (46)

R< L,
Proof. For a sequence of task instances G = (V, E, D), assume an arbitrary instance
of G. In the worst case, the instance can at most suffer from f faults within the
interval between the release time of the instance and its deadline D. For V =
{v1,v9,...,v,}, assume an execution sequence in which at most f transient faults

affect the nodes in V' such that for i € [1,n] : v; suffers f; faults, f: fi < f, and
i=1

n = |V]. For this sequence, assume the total amount of work done by all nodes
of G in the presence of f faults is W/, It is known from Lemma 2 that the total
workload of G cannot be larger than W/ in the presence of at most f faults, which
implies that W,, < W/ . For this execution sequence, there exists a path that
finishes its execution last, i.e. the critical path. Let L(’;b denote the length of the
critical path in the presence of faults. We know the critical path must be bounded
by LI . implying L. <L Let ¢pee be the maximum worst-case execution

max) arb — “maz*
time of any node in V, such that ¢, = mae/c{ci}. By assuming the worst-case
v; €

scenario for the workload and the longest path, i.e. W/ and L/

max max?
Equation 4.1 to find the response time under this arbitrary execution sequence,

we call use

wl, —L! 1wl
Lf;«b + arb arb __ L({rb(l _ 7) + arb
m m m
Since L, < LY .
1wl 1w
L(]:rb(l - 7) + arb < L{nam(l - 7) + arb
m m m m
Since W/, < W/
1wl N 7
L{nax(l - 7) + arb < L{naaz(l - 7) + e
m m m m

Since L! s an upper bound for L! , and W/ __is an upper bound for W/, the

max max T
following equation produces a response time estimate for any sequence of G under

f faults,
Lf + errvza:p — Lfna:):

mazx
m

]

It should be noted that Theorem 1 provides a pessimistic response time estimate
due to the following reason. If the node with the maximum WCET of a DAG, ¢4z,
lies within the critical path producing L/ . then Theorem 1 could produce a larger

estimate than if it did not. This is because the worst-case number of faults are
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and second in estimating L{ .. Regardless
of the location of ¢4z, the resulting W/ will remain the same. When the node
with WCET ¢4, is outside the critical path, the computation for LY and W/
assumes the f faults affect different nodes.

Figure 4.4 exemplifies two DAG task structures to highlight the effect of the
position of ¢4, where the execution times are shown in each node. Even though
nodes v, and vy can be combined and viewed as a single sequential workload, these
DAG structures are utilized for illustrative purposes. Assume a single fault and 2

available processors. The left DAG structure shows how node w3 has a workload

counted twice: first in estimating W/

of ¢pax = 4, where it results in W/:m =W+ fepae = 124+ 4-1 = 16, and
L{ .. = 11. However, swapping the execution times of node vs and v, instead
produces W/ = 16 and L] . = 13. Depending on the location of ¢4z, the

resulting L/  differs. Using Equation 4.6 of Theorem 1 results in the following
response time estimates: Ry = 11+ 121 = 13.5 and Ry, = 13 + 1513 = 14.5.

U3 U3
SEE-@D W (D@
Uy Uy Uy Uy

Figure 4.4: Left: Example DAG where ¢,,4, is in node vs; Right: Example DAG
where the execution times of node vy and v4 of the left DAG has been swapped

Given a makespan estimate produced by Theorem 1 for a task GG, the task meets
its deadline D if the estimate is less than or equal to D.

Corollary 1. In the presence of f faults during the interval between the release of
an instance of a DAG task G = (V,E, D) and its deadline D, all instances of G
will meet their corresponding deadline if the response time estimate R of G from
Theorem 1 is bounded by D, i.e. R < D.

Algorithm 5 presents pseudocode for determining the schedulability of a task G in
the presence of f faults, based on Corollary 1. It is the first of the six schedulability
tests proposed in this work. The algorithm is denoted SDT (Single DAG Trivial).

Algorithm 5: SDT

Input: G = (V, E, D), number of faults f, number of available processors m
Output: The sufficient schedulability of a G under f faults
1 L WI <« Algorithm 4(G, f)

_) ) —) — — max’ max
R« Lf + M

max
m

if Rf < D then

N

3
4 L G is schedulable with SDT
5 else

[=2]

L (G is unschedulable with SDT
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If it is assumed that LS and W/ can be pre-computed, the time complexity
of SDT is constant or O(1). Conversely, if they cannot be pre-computed, the time

complexity of SDT instead follows that of Algorithm 4 and DFS, i.e. O(|V| + |E|).

4.4.1 Extension for the scheduling of multiple DAG tasks

Similar to SDT, the MDT (Multiple DAG Trivial) test proposed in this section
uses separate maximization of W; and L; of a task. MDT extends the analysis of
SDT to schedule multiple tasks under the federated scheduling paradigm. Federated
scheduling divides the tasks of a system into heavy and light tasks. A set of dedicated
processors is allocated for each heavy task, in an attempt to grant them enough
resources to meet their deadlines. The remaining processors are shared between the
light tasks, where they execute sequentially and follow partitioned scheduling.

To reiterate, this and the following sections regarding the scheduling of multiple
DAG tasks, we introduce subscript notation to refer to specific tasks or parameters
of tasks, e.g. task 7 is referred to as (G;. In federated scheduling, each task G; € T’
requires a certain number of processors m;. In the fault-free case, the number of
processors required for a task G; can be estimated by rearranging the response time
bound in Equation 4.1 of Melani et al., which is shown in Equation 4.7.

W —L [W—Ll

L <D >
+ < m D1

- (4.7)

Since faults are to be considered, any fault-free algorithm for finding the required
number of processors cannot be used, as it might not sufficiently allocate enough
processors if a task were to be afflicted by faults. Therefore, to find the required
number of processors in the worst case under federated scheduling for a task, in the
presence of f faults, the condition of Corollary 1 is utilized to solve for the number
of processors m, which is shown in Equation 4.8.

anum: — L{nax
m 2 | s (4.8)

By using Equation 4.8 for each task G; in a taskset ', a safe estimate for the min-
imum number of required processors M under f faults will be found. Additionally,
a necessary condition is that D > L/ = as the result could become undefined or
negative otherwise. Let N be the number of tasks in I', m; the required number of

N
processors for a task GG;, then M = Y m;. The pessimism of Equation 4.6 discussed
i=1

in Section 4.4 is similarly present in Equation 4.8, which in short is due to both
equations utilizing L  and W/ _ at the same time. The effect of the pessimism
is a potential overestimate of the minimum number of required processors under f
faults.

In the fault-tolerant domain of scheduling a taskset I', understanding how faults
can occur across I' is important. Identifying the most critical case that may lead to
maximized response times, and therefore also potentially missed deadlines, needs to
be examined to determine whether I' is schedulable. The fault scenarios occurring
across [' within D,,,,, can generally be divided into two categories, to which the first

category is to be examined in this section.
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1. All faults occur in a single DAG task

2. The faults are spread across the DAG tasks in the taskset

For each DAG task G; = (V;, E;), the WCRT will be achieved when all f faults
occur in the nodes of V;. Therefore, by examining each task individually using the
response time bound of Equation 4.6 of Theorem 1, and checking whether all tasks
meet their deadlines, will provide a sufficient schedulability test. If the condition is
true, then the taskset is schedulable. If the condition is false, the taskset might still
be schedulable using other analyses but failed with this one.

Algorithm 6 presents pseudocode for determining the sufficient schedulability of
a taskset I' in the presence of f faults, based on Equation 4.8. It is the second
schedulability test proposed in this work. For each task G; € I', we use Algorithm
4 to find only the relevant parameters L{ and W7 . The required number of
processors m of a single task G; is computed using its deadline D;. The required
number of processors M is continuously compared to the available number of proces-
sors m. If M is greater than the number of available processors m, then the taskset
is not schedulable using MDT. The test succeeds if the loop completes, i.e. if the
total for all tasks is less than m.

Algorithm 6: MDT
Input: Taskset I', number of faults f, number of available processors m
Output: The sufficient schedulability of I" under f faults

1 M+ 0
2 for G; = (V;, E;, D;) < G; € ' do
3 LS W« Algorithm 4(Gy, f)
W?fzaa: — L7J;’La$

4 m; < |———————

’V Dz - L’Jrrnaz -‘

M < M +m;
6 if M > m then
L return; I' is unschedulable with MDT

I' is schedulable with MDT

Similarly to SDT, the time complexity of MDT depends on whether it is assumed
that LY and W/ _ can be pre-computed. Let n denote the number of tasks in

maxr max

['. Assuming L{ . and W7 can be pre-computed, as the required processors are

computed for each task the time complexity of MDT is O(n), and O(n(max(|V;| +
|E;])) if not.

o]

4.5 Bounding Response Times using Joint Maxi-
mization of L and W

The SDT algorithm estimates a single DAG task’s response time as the sum of its

critical path length and the interference from non-critical path nodes. The separate

maximization approach of Section 4.4 assumes that the total number of anticipated
faults occur in both the critical path and in another node not in the critical path
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at the same time. This is pessimistic, as the worst-case scenario of faults occurring
in the DAG is accounted for in two ways—the scenario of faults occurring in the
DAG which produces Lf . and the scenario which produces W} .. Conversely,
by examining each complete path of the system and attempting to maximize the
entirety of Equation 4.1 under f faults, the pessimism of Theorem 1 can be reduced
and a response time estimate closer to the actual response time could be achieved.
When the node with the maximum WCET of a DAG task does not lie in the longest
faulty path under the maximum assumed number of faults, a potentially smaller
estimate than SDT can be found. A key insight is that the resulting total workload
when examining paths separately is then becoming less than that of W7 .
An alternate approach to that of Section 4.4 and separate maximization, is there-
fore to jointly compute the effects of faults on the total workload and length of the
longest path for a given number of faults. First, it is crucial to recognize that the
longest path of a DAG task depends on the number of faults that task suffers, i.e.,
it can change as the number of faults varies. The term L/ of a DAG task is the
length of the longest path when afflicted by all faults considered in the fault model.
Therefore, L7 . is dependent on the value of f, which is exemplified in Figure 4.3.
We are interested in finding the worst-case occurrences of the f faults in the
system, i.e. the WCFO. Equation 4.1 considers only two main terms: the length of
the longest path L; and the workload without the longest path % To find the
WCFO, we aim to maximize both the longest path and the remaining workload.
Instead of independently maximizing the length of the longest path (L/ ) and
the total workload of the system (W ). the joint analysis of this section assumes

that each path of a task G is examined separately and suffers ¢ number of faults.
Each value of g € [0, f] is examined for each path, where the remaining f — ¢ faults
affect the remaining nodes not in the currently examined path.

For a given path X of a task (G, assume the maximum length of A can be computed
for all possible values of ¢ starting from 0 to f, and is denoted L?. Similarly, assume
the total workload of G can be computed where the rest of the nodes not in A is
assumed to suffer f —¢ number of faults. This workload is denoted W/. Importantly,
W includes the recovery time for all f faults, regardless of whether they occur in
A. Equation 4.1 can be modified to use instead L? and W/. Taking the maximum
out of the response time estimates found when examining ¢ from 0 to f, results in
a worst-case estimate for G when assuming the ¢ faults occur in A\, which is shown
in Equation 4.9.

m]zcmx { L7+
q=0

W’”—LQ} (4.9)

m

Finding the maximum possible makespan of a DAG task under a certain number
of faults is desired since it is the worst-case scenario. A DAG task can have many
paths, and the fault pattern in Equation 4.9 needs to be considered for all possible
paths in a task to find the worst case. Let p denote the number of paths in a task,
then Equation 4.9 needs to be computed p times. One of the paths will produce
the maximum response estimate for some value of ¢ and will be a safe worst-case
estimate of the response time of G under f faults. This estimate can potentially offer
a tighter estimate than Algorithm 5. The subscript j is introduced to enumerate
the paths.
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Theorem 2. Let p denote the number of paths in a DAG task G = (V, E, D), where
the paths are numbered from 1 to p. Let L} denote the maximum length of path j
suffering q faults, where the remaining nodes not in the path suffer f —q faults. Let
ij denote the maximum total workload of G accounting for the recovery of all f
faults, including the q faults accounted for in L;’. Then, a response time estimate R
of G in the presence of f faults within an interval of D can be expressed as:

w! - 19
R < max{méx{[/g- + H}}

Jj=1 { ¢=0 m

iS]

Proof. For a sequence of instances of G, assume an arbitrary instance of G where at
most f faults can occur within the interval between its release and its deadline D.
Assume a particular instance of G where x faults occur, such that z < f. One of
the paths in G will be the longest when accounting for x faults through re-execution.
Assume this longest path suffers ¢ faults and the remaining nodes of G not in this
path suffers [ faults such that © =1+ ¢ < f. Under such a fault scenario, G' can
be viewed as an FRDAG task by embedding the fault recovery time in afflicted
nodes, which enables the use of Equation 4.1. Let W¥ represent the total workload
including the additional work introduced by the x faults, and L? the length of the
longest path suffering ¢ faults. It can then be expressed as:

We — La
m

L7+

When considering the worst case, as the number of faults in the system increases,
the workload and the longest path cannot decrease. Therefore, we only need to
consider x = f, as this is the worst-case. However, since the number of faults per
path and the exact instance of GG is not known, we need to consider all paths, due to
the number of faults dictating the longest path in G. If the path suffering ¢ faults is
not the longest, the remaining nodes suffering f — ¢ = [ faults will instead produce
the longest path. Therefore, the worst case scenario is included by examining each
path separately, and examining all possible number of faults that can afflict each
path and finding whichever produces the largest response time estimate. Let L
be the maximum length of path j when suffering ¢ faults, and VV]-f be the total
workload of G under all f faults, considering the ¢ faults in path j and [ faults in
the remaining nodes. The response time of G' can then be expressed as:

wi — 1
R < m%x{méx{l)? + H}}

q=0 m

]

Algorithm 7 presents pseudocode for determining the sufficient schedulability of
a task GG in the presence of f faults, based on Theorem 2. The algorithm is denoted
SDJ (Single DAG Joint). In essence, SDJ offers the same or better performance
than SDT, since Vij is calculated dynamically depending on the values of ¢ and
which path is examined.
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Algorithm 7: SDJ

Input: G = (V, E, D), number of faults f, number of available processors m
Output: The sufficient schedulability of G under f faults

1 PL,CL W, cnaw, , < Algorithm 4(G, f)
2 Ryae <0
3 for j <1 to |P| do
4 len < Ll[j]
5 ck <« CEL [j] // maximum WCET in path j
6 W <+ max {c} // maximum WCET outside of path j
ve(VAP[)])
for ¢ < 0 to f do
W(f,Q) — W+(f_q) 'Clﬁzfax—i_q'cﬁbax
L(Q) < len + q- CTLnax
10 R+ L(q) + WA/ qr)n_ L{a)
11 if R > R,,., then
12 Roux < R
13 if R4 > D then
14 L G is unschedulable with SDJ

15 (G is schedulable with SDJ

All output parameters of Algorithm 4 are assumed to be pre-computed, and the
largest WCET of any node not in the currently examined path, ¢/ . can also be
pre-computed for each path. Therefore, the time complexity of SDJ is O(|P|f) as
both the number of paths and faults are looped over.

4.5.1 Extension for scheduling of multiple DAG tasks

Extending the single DAG analysis of SDJ to consider the scheduling of multiple
DAG tasks will be similar to the extension between SDT to MDT. Assuming the
federated scheduling paradigm, the set of tasks is denoted T'.

To schedule tasksets, finding the minimum number of processors needed for each
task in I' is required. However, unlike the separate analysis and Equation 4.8 which
can be computed in constant time, finding the total number of processors using the
joint analysis is more complicated and cannot be computed in constant time. To
find the required number of processors for a single task G € T, both L} and ij
needs to be computed for all paths and ¢ from 0 to f faults, resulting in ¢-p number
of computations. Similarly to Equation 4.8, the computed values of L;Z and VV]-f
for specific values of ¢ and f can be used to compute an estimate for the required
number of processors, as shown in Equation 4.10.

f
Wi —L}T

>
m_{D—@

(4.10)

As Equation 4.10 builds upon ideas of SDJ algorithm and Theorem 2, for each
task and each value of ¢, the maximum value of the right-hand side of Equation
4.10 has to be found to account for the worst case. Therefore, for ¢ € [0, f] for all
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paths, the maximum estimate represents a safe estimate of the required number of
processors for a single DAG task. The expression is shown in Equation 4.11.

f q
m = el |5 7|} 1

Since the resulting estimate may not be an integer without using the ceiling func-
tion, Equation 4.11 introduces pessimism for non-integer values for the estimated
number of required processors.

Algorithms 8 presents pseudocode for determining the sufficient schedulability
of a taskset I' in the presence of f faults, based on Equation 4.11. For each task
G,; € I', Algorithm 4 is used to find its paths P, each path length L, the maximum
WCET of any node in each path CZ__ its workload W, and the maximum WCET
of any node in the task ¢,,q,. The required number of processors m; of a single task
G, is computed by examining ¢ € [0, f] for every path in G;. The total number of
required processors for all tasks in I' is found and compared to the available number

of processors m.

Algorithm 8: MDJ
Input: Taskset I', number of faults f, number of available processors m
Output: The sufficient schedulability of I' under f faults

1 M+ 0

2 for G, = (V;, E;, D;) + T" do

3 P L CE W, Cnaz, , <+ Algorithm 4(Gj, f)

4 Mumaz < 0

5 for j «+ 1 to |P| do

6 len < L[j]

7 ck .« CL [j] // maximum WCET in path j

8 W < max {c} // maximum WCET outside of path j
ve(VAP[j])

9 for ¢ < 0 to f do

10 W(f?Q)%W—*_(f_Q)CnM’Zam_Fqcﬁzax

11 L(q) < len+q-ck .

. s {W(f, q) — L(Q)w

D; — L(q)

13 if m; > m,.. then

14 L Monaz < My

15 M+ M+ mpz

16 if M > m then

17 L return; ' is unschedulable with MDJ

18 I' is schedulable with MDJ

Let n denote the number of tasks in I'. MDJ has polynomial time complexity as
its complexity can be expressed as O(n|P|f). The parameters P, L, CL W, cpaz,

w
max? max
are assumed to be pre-computed and therefore do not affect the resulting complexity

of MDJ.
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4.6 Path-Based Minimization of Response Time
Estimates

He et al. [13] propose a technique for estimating DAG task response times by iso-
lating a specific number of paths, each assigned to a dedicated processor. Applying
similar reasoning, the response time equation of Equation 4.1 can once more aug-
mented to enable the path isolation, with the hope of tighter response time estimates
compared to SDT and SDJ.

By analyzing the system as if processors were dedicated exclusively to the longest
paths, He et al. [13] achieve a tighter response time bound than that of Graham’s
bound. It should be noted that this is only a way of interpreting their technique,
rather than a runtime mechanism. A similar technique can be used to achieve fault
tolerance when estimating the makespan of a single task, and when estimating the
required number of processors for tasksets. He et al. [13] provide the following
fault-free response-time bound for a single DAG task G assuming work-conserving
scheduling on m cores, where k € [0,m — 1]:

R< min}{L* W~ Siolen(h )} (4.12)

FEl0.k m—J

In this equation, the notation A, refers to what He et al. call a generalized path
of G, which assumes a pre-computed generalized path list (\;)E, where k € [0, m —1].
A generalized path list is essentially any arbitrary set of paths or longest paths of a
DAG.

Inspired by the work of He et al. [13], let S(¢) of Equation 4.13 denote the
sum of the fault-free lengths of the ¢ longest paths of a task G. The intention of
introducing S(t) is similar to the usage of the term Y7_;len();) in Equation 4.12,
where for every isolated path, we can subtract its affect to the total workload, while
considering one less processors.

It is crucial to understand that S(¢) only accounts for individual nodes once,
meaning that interwoven paths that share nodes do not get counted more than once.
The key insight of the work of He et al. [13] is to remove a number of the longest
paths, while assuming these paths are executed exclusively on a dedicated processor.
Therefore, S(t) should not count nodes multiple times in overlapping paths, as this
would overestimate the workload. Three premises are assumed: 1. Path \; has
length Ly; 2. Ly > Lyyq1; 3. the path of nodes producing Lf  corresponds to index
q and is excluded from the computation of S(¢). It is excluded as it is accounted
for separately from the rest of the paths of G in the analysis of this section. In
Equation 4.13, the sum of the lengths of the ¢ longest paths are computed, where
the set Vcounted represents the set of nodes already accounted for in the sum.

Z Z (Ck ‘ Uk Vcounted) where Vcounted U )\ (413)

i=1vLEPR;
i#q

Using similar reasoning to Equation 4.12, by assuming the nodes of at most
m — 1 longest paths execute exclusively on m — 1 dedicated processors, a potentially
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tighter response time estimate than that of SDT and SDJ can be found. We extend
Equation 4.6 by considering the removal of ¢ number of longest paths and considering
t fewer processors where k = min(|P| —1,m — 1) for t € [0, k].

Y o A
R< min{Lf 4+ Winar = Linga S(t)} (4.14)

tejo,k] | " m—t

Inspired by the work of He et al. [13] Algorithm 9 presents pseudocode for
determining the sufficient schedulability of a DAG task G in the presence of f faults.
The algorithm is denoted SDP (Single DAG Path-based).

Algorithm 9: SDP

Input: G = (V, E, D), number of faults f, number of available processors m
Output: The sufficient schedulability of G under f faults
P, LI WI <« Algorithm 4(G, f)
Rmin — 00
k < min(|P| —1,m — 1)
for t < 0 to k do
S(t) «+ Equation 4.13
Rf — Lfnax + an@ax B Lzﬂbax - S(t>
m—t
if R/ < R,,;, then

(3 N

(=]

9 if R,,;, < D then
10 L G is schedulable with SDP

11 else
12 L (G is unschedulable with SDP

Let A = maxz(|P|,m). If S(t) can be precomputed, then the time complexity
of SDP can be expressed as O(A). If not, its complexity is instead expressed as
o(A%|V)).

4.6.1 Extension for scheduling of multiple DAG tasks

The extension of SDP to handle the scheduling of multiple tasks is denoted MDP
(Multiple DAG Path-based) and assumes the federated scheduling paradigm.

By reordering Equation 4.14, an estimate for the required number of processors
can be found. The resulting equation is notably similar to Equation 4.8.

wi — LI ——S(t

max max

D — L

m>t+ (4.15)

As the estimate can vary depending on how many paths are isolated, Equation
4.15 is extended to account for different values of ¢, which is shown in Equation 4.16.

wl —Lf  —S(t
m > min {t + | —= e (®) } (4.16)
te[07k] D - Lmax
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Algorithm 10 presents pseudocode for determining sufficient schedulability of a
taskset I' in the presence of f faults, based on Equation 4.16. For each task Gj,
Algorithm 4 is used to find the paths of the task P, as well as Lf  and W/ _ .
Then, the required number of processors is found by incrementally examining the
value of t for t € [0, min(|P|,m — 1)]. Similarly to MDT and MDJ, the estimated

required number of processors M is compared to the available m.
Algorithm 10: MDP

Input: Taskset I', number of faults f, number of available processors m
Output: The sufficient schedulability of I' under f faults

1 for Gz = (VZ,EZ,Dz) +—I'do

2 P, ., LI WI <« Algorithm 4(Gj, f)
3 Mymin < OO

4 k < min(|P| —1,m — 1)

5 for t + 0 to k do

6 S(t) < Equation 4.13

W7thzax B Lfnax B S(t)
7 m; < t+
Dz‘ - L1]’cnam

8 if m; < m,m then

9 L Mopin < MMy
10 M <— M + My
11 if M > m then
12 L return; I' is unschedulable with MDP

13 I' is schedulable with MDP

Let n denote the number of tasks in I', and A = max(P, m). Similarly to SDP,
the time complexity of MDP can be expressed as O(nA?|V|), which is polynomial
time complexity.
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Evaluation

This chapter offers an evaluation of the schedulability tests proposed in this thesis
based on randomly generated parallel tasks. Section 5.1 describes the simulation
setup and how DAG tasks are generated for examining the schedulability of a single
DAG task and multiple DAG tasks. Section 5.2 presents the simulation results of
the work.

5.1 Simulation Setup and DAG Task Generation

The simulation setup were based on the the task generation tool of Melani et al.
[3], which in turn refers to the work of Peng et al. [31]. The generation tool was
modified to generate classical DAG tasks, unlike the conditional parallel DAG task
examined in [3]. Melani et al. modeled the tool to generate tasks representative
of realistic workloads by implementing three real parallel programs in OpenMP.
The characteristics of each program were extracted in terms of their corresponding
DAG task structure, which was used as references to create the task generation
tool capable of reproducing similarly-structured tasks. Therefore, the experimental
setup of this work similarly represents realistic workloads.

A DAG task is generated by first creating a root node, which is initially marked
as a non-sink node. The structure is then expanded recursively up to a specified
recursion depth by adding child nodes, which are either parallel subgraphs, a sink
node, or a successive node. The probability of generating a parallel subgraph when
expanding a node is determined by the parameter p,,. Similarly, pse, controls the
probability of expanding a node to a sink node, where pyer + prerm = 1. The nodes
are expanded until a maximum recursion depth ry is reached, where the number of
branches of parallel subgraphs is uniformly selected in the range of [2, n,,,]. For this
work, 74 was set to 2 and n,,, was set to 5 for all simulation results. The parameter
Dadd 18 & probability which controls the number of random edges between subgraphs,
and is set to 0.1 for all experiments.

A DAG task G is generated in the following manner:

« the WCET of each node, ¢; j, is uniformly selected as an integer in the interval
of [1,100];

« based on the generated nodes, the total workload W; is computed;

o« W/

) oz 15 computed using the maximum WCET of any node in the task and is
found using Algorithm 4;
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« L/ is found using Algorithm 4;

max

 all paths are computed, including each path length and each path’s correspond-
ing largest WCET using Algorithm 4.

The simulation setup aims to test the proposed schedulability tests performance
on both single DAG tasks and tasksets. The schedule parameters, T and D, are vital
in this evaluation and their generation differs between the single task case versus
the taskset case. The parameters are generated as follows for the single-task case:

« the period of each task, T, depends on W and the target utilization U,
where it is generated by: T =W/ /U;

o the deadline is set to be implicit, D =T.

For the taskset case, computation of the schedule parameters, T; and D; instead
follows the approach of He et al. [13], where the schedule parameters are generated
as follows:

« the parameter « is randomly selected in [0, 0.25];

o the period, T, is computed by T'= L} + (W] — LI

max max maa:)
3Lf et Whas I
4 b

, which therefore

lies in the range of [L]

max?

o the deadline is randomly selected within the range of [L . T]. Therefore, a

max?

7 7
task deadline can lie in the range of [Lf,,,, 2tmastWnar],

max?

An important difference in this work, compared to the period and deadline gener-
ation approach of He et al., is the use of the fault-dependent values L/ and W7
instead of the original L and W from [13]. Since fault recovery increases the total
workload in the system, L and W/ are necessary to avoid underestimating task
utilization.

The « parameter directly impacts the resulting utilization of tasks. For values
of a < 1, the minimum generated utilization of tasks is 1, meaning only heavy tasks
are generated. As the examination of how faults affect heavy tasks is of interest in
this work, a was chosen such that at most one light task per taskset was generated.
This was done by continuously generating heavy tasks until the total utilization of
the taskset exceeded the target utilization. The final task’s period was adjusted such
that it matched the remaining utilization, which could either be another heavy task,
or a light task. Only a single task was generated for U < 1, to which the period
generated using the a parameter was scaled to fit the current target utilization,
essentially meaning that o does not impact these scenarios. Since a maximum of
one light task could be generated, the light tasks required at most one processor.

One exception was made in the case of examining the effects of varying the
number of tasks per taskset. In this scenario, task deadlines were set to be implicit
(D; =T;). To find the number of processors required by multiple light tasks, it first
requires an ordering of the tasks when assigning them to a processor. The tasks
were assigned according to decreasing utilization, meaning the task with the highest
utilization was assigned first. As the required number of processors dynamically
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increases as more light tasks are considered, their order was inherent to when they
were added. The uniprocessor schedulability test of EDF priority was assumed,
as its utilization bound test is easy to implement and when paired with implicit
deadlines has a utilization bound of 1 [8], which is higher than other alternatives.
In other words, when examining if another light task fits in a processor, the task fits
if the total task utilization of all tasks executing on that processor does not exceed
1. If a task does not fit on a specific processor, then the next existing processor is
examined similarly. If no existing processor can fit the light task, another processor
is assumed to be required, to which it is assumed the task then fits, as its utilization
is less than 1. Here, light tasks can together require more than one processor.

For the single task case, the SDT, SDJ, and SDP algorithms were applied to
each generated task, determining schedulability based on whether their produced
response time estimate exceeded the task’s deadline or not. For the taskset case,
the schedulability of tasksets was determined based on the estimate of the required
number of processors produced by the MDT, MDJ, and MDP algorithms. Here, the
estimated required number of processors for the heavy and light tasks of each taskset
was computed and compared to the available number of processors. An estimate
exceeding the available number of processors implies that schedulability cannot be
guaranteed by the algorithm producing the estimate.

5.2 Simulation Results

Based on the simulation setup, the main metric used to judge performance is the ac-
ceptance ratio. The acceptance ratio is the fraction of the total number of randomly
generated tasksets guaranteed to be schedulable according to a particular schedu-
lability test. In the rest of this section, we will be presenting the acceptance ratio
of our proposed algorithms, varying different parameters such as the total system
utilization U, the number of available processors m, and the number of tasks in each
taskset n. To generate task utilization in the case of varying the number of tasks,
the UUnifast [32] algorithm was used. UUnifast is used to split the fixed system
utilization U into the n utilization values corresponding to the utilization of each of
the n tasks. In all other cases, the number of tasks in each taskset was unknown,
and UUnifast was therefore not used.

When examining single DAG tasks, a total of 500 tasks were generated per utiliza-
tion level U, where U € [0.25,0.5, ..., m]. Notably, this refers to 500 individual tasks,
not 500 tasksets, as this case aimed to test the acceptance ratio when the individual
tasks become increasingly heavier. For scenarios examining the scheduling of multi-
ple tasks, 2000 tasksets were generated per utilization level for U € [0.25,0.5, ..., m],
where new tasks were progressively added to each set until the total utilization was
equal to the target utilization U. The period of the last task was adjusted such that
the total utilization equals U.

5.2.1 Single DAG task performance

The first scenario examines the single-task makespan estimation algorithms’ per-
formance on a single DAG task, where a total of 500 tasks are generated at each

47



5. Evaluation

utilization level. The upper limit for the total system utilization is set to the avail-
able number of processors for each scenario. Figure 5.1 presents the acceptance
ratios of SDT, SDJ, and SDP when the number of available processors m = 4 and
the total system utilization U € [0.25,0.5,...,4] for f = 0,1,2,4. The four sub-
figures share the trend of maintaining 100% acceptance ratio for utilization values
lower than 1, then tapering towards 0% around U = 3 to U = 3.5.
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Figure 5.1: Acceptance ratio of SDT, SDJ, and SDP where m =4 and f =0,1,2,4
for 500 tasks and U € [0.25,0.5, ...,4] (Implicit deadlines).

The three algorithms perform nearly identically for U = m = 4, showing a pre-
dominant overlap, except for the slight advantage of SDP at around U = 1.5 to
U = 1.75, varying depending on the number of faults. Across the four subfigures,
the SDT and SDJ algorithms seem to completely overlap. In other words, either
both tests produce a response time estimate smaller than the deadline and therefore
both meet the deadline, or both fail to meet the deadline. The similar performance
across all three algorithms can be attributed to the relatively low values of U and m.
Similarly to the approach of He et al. [13], the SDP algorithm takes advantage of
multiple long paths of a task, which SDT and SDJ do not. The potential improve-
ments of SDP over SDT and SDJ cannot be seen in this case, and the similarities
are likely due to the simulation parameters.
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The sigmoid-like shape of the three curves in each subfigure can partly be at-
tributed to the simulation setup and approach to evaluating the algorithms. In
general, the acceptance ratio decreases as total system utilization increases. As the
load of the system increases it becomes more difficult to schedule. Additionally, as
the U increases, the period and implicit deadline decrease due to how the period
is generated. Therefore, for larger values of U the acceptance ratio decreases as
the estimated response time is more likely to be larger than the relatively shorter
deadline.

Figure 5.2 instead shows the results of SDT, SDJ, and SDP for m = 8, U €
[0.25,0.5,...,m], and f = 0,1,2,4 for 500 tasks per utilization level. In contrast to
m = 4, for m = 8 the SDP algorithm now outperforms both SDT and SDJ for all
values of f in a limited interval of U, where the interval varies with f. For f = 0,
SDP outperforms the others between U = 1.75 and U = 5.75, where the largest
difference in acceptance ratio can be seen for U = 3.75 for f = 0, where SDP has
roughly 25% greater acceptance ratio than the overlapping SDT and SDJ. As the
number of faults increases, the difference in acceptance ratio between the algorithms
in the observed interval becomes smaller. Similarly, the algorithms tend to perform
worse as the number of faults increases, where they reach 0% acceptance ratio at
around U = 5.75 for f =0 and U = 4.75 for f = 4. The intermediary steps of f =1
and f = 2 show a similar progression, where each graph is slightly shifted leftward
moving from f=1to f = 2.

SDP is most resilient to faults of the three algorithms, as can be seen at U = 2.75.
Comparing their performance when f = 0 to f = 4, SDP drops only around 4% in
acceptance ratio, whereas SD'T and SDJ instead drop around 16%. As the number of
faults increases, the inherent pessimism of each algorithm becomes more pronounced,
further impacting the acceptance ratio. SDP offers better or the same performance
as the others, regardless of the number of faults. This can be attributed to its
inclusion of accounting for multiple long paths of each task. If SDP did not account
for long paths other than the one producing L/ . i.e. if j = 0, it would produce the
same estimate as SDT. Therefore, Figure 5.2 highlights how SDP is less pessimistic
than SDT and SDJ.
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Figure 5.2: Acceptance ratio of SDT, SDJ, and SDP where m =8 and f =0,1,2,4
for 500 tasks and U € [0.25,0.5, ..., 8] (Implicit deadlines).

5.2.2 DAG taskset performance

Each of the following sections presents the performance of the MDT, MDJ, and
MDP algorithms on 2000 tasksets. A vital difference from the single DAG perfor-
mance evaluation of Section 5.2.1 is how task deadlines and task periods were being
generated, which instead used a similar method to that of He et al. [13]. However,
the results presented in Figure 5.10 and Figure 5.11, instead use implicit deadlines
and the same schedule parameter generation of Section 5.2.1.

The first scenario examines how the total system utilization U impacts perfor-
mance. Figure 5.3 shows a scenario where m = 4 and U € [0.25,0.5,...,4] for
f =1,2,3,4. All four subfigures show that for U < 1, all algorithms achieve 100%
acceptance ratio. As only a single light task can be generated for U < 1, and that
light tasks are handled the same for the three algorithms, the four available pro-
cessors can always guarantee schedulability of the task. However, the number of
tasks generated at each utilization level is not fixed for U > 1, and can therefore
vary. Heavy tasks can only be generated in tasksets with total utilization U > 1.
Furthermore, as the available number of processors, m, is relatively high compared
to the utilization when U < 1, it is reasonable that each algorithm can guarantee
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schedulability for all 2000 tasksets, regardless of the number of faults.
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Figure 5.3: Acceptance ratio of MDT, MDJ, and MDP where m =4 and f =0,1,2,4
for 2000 tasksets per utilization level U € [0.25,0.5, ..., 4] (Constrained deadlines).

In general, the acceptance ratio decreases as the f increases, and the slope of
each algorithm in Figure 5.3 becomes increasingly steep, pushing data points that
lie close to 0% acceptance ratio for f = 0 even nearer 0% for f = 4. When U > 1
the acceptance ratio for the three algorithms all start to decline across all subfigures
as U increases, and MDP in general outperforms or performs the same as MDT and
MDJ for all values of f.

MDT and MDJ perform similarly, showing a clear overlap across the four subfig-
ures of Figure 5.3. However, MDJ can potentially outperform MDT depending on
the characteristics of the generated DAG tasks. MDJ extends MDT by accounting
for additional corner cases, providing a less pessimistic estimate for these scenarios.
In general, the DAG structures to which MDJ outperforms MDT are rarely gener-
ated by the simulation setup, which is therefore reflected in terms of their overlap
in each figure.

Regardless of the number of faults, the performance gain of MDP over MDT
and MDJ can likely be attributed to similar factors producing the performance
increase of SDP over SDT and SDJ in the single task case. MDP sees a significant
performance increase by accounting for multiple long paths in each task, which is
the key point of the work of He et al.[13], which reduces the required number of
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processors for each taskset and therefore increases the acceptance ratio.

Notably, a visible step in Figure 5.3 of MDP forms around U = 2 as the number of
faults increases, where the acceptance ratio drops sharply for U > 2.25. A plausible
explanation relates to the range of possible task utilization values in relation to the
total system utilization. Figure 5.4 shows two key relationships of Figure 5.3: the
average number of tasks per taskset and the average task utilization per taskset
across the different utilization levels. For 1 < U < 2, the graphs reveal a transition:
while the average task utilization lies around 1, the average number of tasks increases
to 2. This indicates a shift from generating tasksets predominantly containing a
single heavy task to generating tasksets each with one heavy and one light task.
As the system utilization approaches 2, tasksets contain at most one heavy task,
accompanied by a light task of increasing utilization. Consequently, the similar
acceptance ratio of MDP for U = 1.75 to U = 2 in Figure 5.3 likely stems from this
generation pattern. Similarly, the sharp drop at the subsequent U = 2.25 can be
attributed to the total system utilization now being large enough to generate two
heavy tasks.
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Figure 5.4: Average number of tasks and average task utilization per utilization level
for Figure 5.3.

Figure 5.5 shows a scenario where m = 8 and U € [0.25,0.5, ..., 8] for f =0, 1,2, 4.
It shows the same general trend as seen in Figure 5.3 of MDP performing the same
or outperforming MDT and MDJ. However, the performance gains of MDP are now
further accentuated. MDP benefits more than MDT and MDJ from the increase
in the number of processors compared to the results of Figure 5.3. This benefit
gradually diminishes as the number of processors increases further, at different rates
depending on the value of U, as later shown in Figure 5.8 and Figure 5.9. A similar
bump as in Figure 5.3 can be seen around U = 2 as f increases and likely occurs for
the same reason.
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Figure 5.5: Acceptance ratio of MDT, MDJ, and MDP where m = 8and f =0,1,2,4
for 2000 tasksets per utilization level U € [0.25,0.5, ..., 8] (Constrained deadlines).

Figure 5.6 presents the result of MDT, MDJ, and MDP, when m = 16 and
U € [0.25,0.5,...,16] for f = 0,1,2,4. The performance increase of MDP becomes
slightly more evident, with greater improvements in the acceptance ratio for specific
values of U. For m = 16, MDP clearly outperforms MDT and MDJ for U € [1, 6]
across the four subfigures, benefiting more from the increased number of available
processors. This indicates that for this range of U, MDP better utilizes the multicore
platform, especially in the presence of faults.
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To highlight the sensitivity to faults of the best-performing MDP test for m = 16
and when a total system utilization of U = 16, Figure 5.7 presents the performance
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tasksets per utilization level U € [0.25,0.5, ..., 16] (Constrained deadlines).

Figure 5.7 explicitly indicates the impact of an increased number of faults. When
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f increases, each graph is moved leftward with a steeper slope at times. This
indicates a worse acceptance ratio for the same value of U, which follows the intuition
of fault tolerance coming at the cost of sacrificing some computational power.

5.2.3 Varying the number of processors

By varying the number of processors, m, and keeping the total system utilization
fixed, the impact of m on schedulability for MDT, MDJ, and MDP can be visualized
and examined. Figure 5.8 shows the scenario where U = 2 and m € [1,2,...,16]
for f = 0,1,2,4. In general, as the number of processors increases, so does the
acceptance ratio for all three algorithms regardless of the number of faults. The
relatively low value of U in this scenario likely contributes to the faults’ low impact
on performance, as the acceptance ratio only gradually declines as f increases.

The performance improvement of MDP over MDT and MDJ remains evident
regardless of the number of faults. The performance gap grows with an increased
number of available processors, to which it gradually tapers for larger values of m,
varying depending on the value of f. This characteristic can likely be attributed
to the diminishing returns of an increased number of processors when scheduling
tasksets with a relatively low total utilization of U = 2. On the other hand, when
m grows larger, the larger ratio between m and U should imply better performance.
Yet, regardless of the number of faults, no algorithm reached 100% schedulability.
This behavior appears to be common in similar works. Even though there are notable
differences, and the results cannot be directly compared, Melani et al. [3] show a
similar result when varying the number of processors and keeping the utilization
fixed in a fault-free scenario. More specifically, the algorithms’ inability to reach
100% acceptance ratio appears to be related to the usage of constrained deadlines.

The simulation variable « is randomly generated in [0,0.25], and for « values
close to 0, the resulting deadline approaches L{ . This results in the task becoming
harder to schedule, and likewise, the estimate of the required number of processors
for said task increases. Therefore, it is likely that some of the 2000 tasksets are
unschedulable according to our algorithms due to this reason, even if a relatively
higher number of processors is available.
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Figure 5.8: Acceptance ratio of MDT, MDJ, and MDP when varying the number
of processors m, where U = 2, f = 0,1,2,4 and 2000 tasksets for each value of
m € [1,2,...,16] (Constrained deadlines).

Figure 5.9 instead shows a scenario where the fixed system utilization is U = 4.
Now, faults greatly impact the performance of the three algorithms in comparison
to Figure 5.8. Furthermore, as m grows, an explicit difference in the rate of change
between MDP and the overlapping MDT and MDJ can be seen. This is likely
explained by U becoming large enough to better showcase the benefit of exploiting
multiple long paths of a DAG task, which is employed in the case of MDP.

Section 5.2.2 showed that as the number of processors and the varying system
utilization increased, the gains of MDP over MDT and MDJ grew larger for specific
intervals. Similarly, Figure 5.9 indicates that the performance of MDP benefits more
from an increase in the number of available processors, as more paths can be kept
separate.
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Figure 5.9: Acceptance ratio of MDT, MDJ, and MDP when varying the number
of processors m, where U = 4, f = 0,1,2,4 and 2000 tasksets for each value of
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5.2.4 Varying number of tasks in taskset

For a given system utilization U, the number of tasks in a taskset affects how difficult
it is to schedule. Melani et al. [3] speak about the intuition of it being easier to
schedule a large number of light tasks as opposed to a smaller number of heavy
tasks. Figure 5.10 appears to reflect a similar sentiment, where it shows a trend
of increasingly higher acceptance ratios as the number of tasks increases, regardless
of the number of faults. The similar performance of MDT, MDJ, and MDP, can
likely be attributed to relatively low values of U and m. The usage of implicit
deadlines further accentuates this point, as the implicit deadlines generated in by
the simulation setup are larger in general, compared to the constrained case of prior
sections.
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Figure 5.10: Acceptance ratio of MDT, MDJ, and MDP when varying the number
of tasks n, where U =2, m =4, f = 0,1,2,4 and 2000 tasksets for each value of
n € [2,3,...,20] (Implicit deadlines).

Figure 5.11 instead shows a scenario where both U and m have been doubled to
4 and 8 respectively. The algorithms’ performances now start to differentiate, and as
the number of faults increases, the acceptance ratio decreases. As n grows, each of
the 2000 tasksets must split the fixed system utilization between a greater number
of tasks, enabling more light tasks to be generated. If techniques for allowing light
tasks to execute in the slack of heavy tasks are not employed (which is the case of
this work), heavy tasks might not fully utilize each of their dedicated processors. In
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other words, the estimated required number of processors for a heavy task might
introduce slack. When n grows large enough, it seems as if this slack is instead
utilized by the many generated light tasks.

As the increased U between Figure 5.10 and Figure 5.11 leads to worsened perfor-
mance for each algorithm—even when m is increased by the same factor—it speaks
to the intuition highlighted by Melani et al., as the reduced performance is seen for
low values of n where tasksets containing a relatively larger number of heavy tasks
are more likely.

o o o
& &
&

IS
14 o o
o

Acceptance ratio
s

Acceptance ratio

[
w

o
N}
o
N

=3
=3

o
o

2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Number of tasks Number of tasks

(a)f=0 (byf=1

q
[
%
4
g

%
s

© o o o o o

2 & & 9 & o

o o o o o o
G =& I 0 o
=

=

Acceptance ratio
Acceptance ratio

o
w
o
w

=)
N}
=3
N

=3
4
\S)
o <
Z
k=)

o
=3

10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Number of tasks Number of tasks

(c) f=2 (d) f=4

~
s
o
o

Figure 5.11: Acceptance ratio of MDT, MDJ, and MDP when varying the number
of tasks n, where U = 4, m =8, f = 0,1,2,4 and 2000 tasksets for each value of
n € [2,3,...,20] (Implicit deadlines).

Permanent faults are not considered in the evaluation, nor have they been con-
sidered in the algorithms presented in Chapter 4. Permanent faults are of great
importance, but transient faults became the main focus of this thesis. Similarly
to transient faults, recovery from permanent faults can be introduced by through
re-execution and consider one less processor per permanent fault.

This chapter has presented the results of the proposed schedulability tests under
varying system parameters, with a particular focus on the number of faults. The
findings demonstrate that the SDP and MDP algorithms, which leverage informa-
tion from multiple long paths of a DAG, consistently perform at least as well as, and
often outperform, the other approaches across different scenarios. The SDT and SDJ
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algorithms performed nearly identically, much like MDT and MDJ, which was an
unexpected outcome. This is likely due to the set of possible DAG structures gen-
erated, which did not emphasize the differences between them. Notably, the MDP
algorithm benefits significantly from an increased number of available processors,
seeing larger performance gains than MDT and MDJ. Varying the number of tasks
in the generated tasksets had little impact on the resulting acceptance ratio.
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Conclusion and Future Work

This work aimed to provide methods of examining a real-time system modeled as
DAG tasks when considering fault tolerance. We have proposed a scheduling al-
gorithm and its analysis to present schedulability tests, where the fault-tolerant
schedulability analysis of single DAG tasks and tasksets was presented in terms of
six tests. The SDT, SDJ, and SDP tests relate to the schedulability of a single DAG
task using response time estimates. The MDT, MDJ, and MDP tests relate to deter-
mining the schedulability of tasksets under federated scheduling, using estimates for
the required number of processors. We have proposed methods for handling a finite
number of transient faults within a given interval, proposing a model that accounts
for fault tolerance through re-execution of nodes. Utilizing existing scheduling anal-
ysis of parallel DAG tasks as a foundation, the goal of minimizing pessimism is to
provide schedulability tests that, in cases where a taskset is schedulable on the sys-
tem, will reliably indicate its schedulability. This is to ensure a better prediction of
whether deadlines are met or missed, rather than producing conservative estimates
and succumbing to analysis pessimism that might falsely reject feasible tasksets.

The combination of the parallel DAG task model and fault tolerance highlighted
the algorithms’ sensitivity to changes in task periods and deadlines. A significant
portion of time of this work was dedicated to finding ways of generating these sched-
ule parameters while considering fault tolerance. The aim was to find ways of
exemplifying the algorithms’ relative performance and unique strengths. The exist-
ing methods of generating task deadlines and task periods utilized by He et al.[13]
and Melani et al. [3] is done in a fault-free scenario. In this work, these methods
were examined for both single task and taskset scheduling. However, as faults af-
fect a task’s fault-free utilization, modifications to the parameter generation were
necessary to provide accurate results. Thus, a potential improvement lies in finding
better ways of generating these parameters.

Common outcomes in the simulation results were often of two scenarios when
comparing the acceptance ratio of the tests: 1. The tests produce response time
estimates that either both meet the task’s deadline (or produce an estimate less than
the number of available processors); 2: Or, they produce estimates that fail to meet
the requirements in terms of deadline or number of available processors. However,
this was not always accompanied by the tests producing the same response time
estimate or estimate of the required number of processors. For example, the MDP
test often produced lower estimates than MDT and MDJ, but could not always be
reflected in terms of acceptance ratio if it occurred under scenario 2. In other words,
the choice of deadline directly impacts the resulting acceptance ratio of the tests,
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and it could be argued that a different method of generating the schedule parameters
could result in the tests performing differently. As a result, the choice of deadline
generation for fault-tolerant DAG task scheduling could be explored further, or at
the very least be considered when designing simulation setups for evaluation.

The MDP algorithm was derived from the work of He et al. [13] to address a
fault-tolerant scenario. It could be argued that the performance of MDP could be
improved by implementing an algorithm more closely following theirs. For this work,
time restraints limited such an exploration.

Understanding how faults impact the execution sequence and schedulability of
a DAG task is complex. Exploring how fault tolerance impacts the exploitation of
the DAG task structure is a potential future research area.

In this work, the problem of examining an exponentially growing number of
fault scenarios for parallel DAG tasks is reduced to polynomial time complexity
algorithms. By combining fault tolerance with the parallel DAG model, this work
showcased that better leveraging a DAG task’s structural information leads to im-
proved acceptance ratio performance. The SDP and MDP algorithms, which lever-
aged such information, generally outperformed the others for the same scenario and
provided polynomial time complexity. As a result, such exploitation enables system
designers to identify when a system requires fewer resources, leading to more efficient
provisioning of system resources.
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