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Abstract
Continuous compliance is becoming increasingly important as software-intensive
systems are developed in regulated domains, where both systems and regulatory
expectations evolve over time. Traditional compliance approaches often rely on
manual evidence collection and periodic assessment, making it difficult to maintain
compliance during continuous development. This thesis investigates how product-
repository-integrated traceability management (PRITM) tools can support contin-
uous compliance by managing compliance-relevant artifacts, traceability links and
checks within a product repository.

The study follows a Design Science Research approach with three iterations. For
RQ1, literature review and workshops were used to develop a reference model of
continuous compliance. The main finding is that software development activities
support continuous compliance by producing and updating artifacts that can serve
as evidence of compliance. However, these artifacts only become useful evidence
when they are traceable, maintained and connected to compliance requirements and
compliance checks.

For RQ2, the reference model was instantiated via a TReqs plugin prototype named
treqs-compliance. The prototype uses ISO 26262 Part 8 Clauses 7 and 8 as an
example to demonstrate how standards, clauses, compliance requirements, and work
products can be represented and maintained in a product repository. The prototype
implements rule-based structural checks, lifecycle status handling, change-review
detection, and compliance report generation. The main finding is that PRITM
tools can support continuous compliance by keeping compliance artifacts close to
development artifacts, managing traceability, and enabling lightweight automated
checks.

For RQ3, the prototype and final reference model were used to reflect on where
effort could be reduced compared to traditional compliance approaches. The results
suggest that PRITM tools can mainly reduce effort for structural and traceability-
related tasks, such as checking artifact existence, identifying required fields, and lo-
cating missing links. However, semantic content evaluation, runtime context checks,
and structured compliance argumentation remain outside the implemented scope
and still require human judgment or more advanced tool support.

This thesis contributes a reference model for understanding continuous compliance
across activities and artifacts, with a particular focus on the DevOps lifecycle. It
also provides a prototype demonstration showing how selected concepts can be im-
plemented in a PRITM tool.
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1
Introduction

Adherence to regulations and standards is a major concern for software developed
in highly regulated domains, particularly for safety-critical, security-relevant, and
privacy-sensitive systems. For example, in the automotive domain, standards for
functional safety such as ISO 26262 impose rigorous requirements on development
processes and safety assurance. Complementing such domain-specific regulation, re-
cent European regulatory frameworks address additional aspects of software-intensive
systems, including privacy (e.g. GDPR), cybersecurity (e.g. the Cyber Resilience
Act), and artificial intelligence (e.g. the EU AI Act). Together, these developments
further increase the importance of compliance competencies for companies develop-
ing complex software systems.

Achieving compliance is a resource-intensive endeavor, often requiring substantial
engineering effort from senior engineers and domain experts. Compliance work typ-
ically involves significant time and cost to interpret regulations and standards, im-
plement compliance-related processes, and document, review, and audit compliance
artifacts.

Traditionally, compliance with standards has been assessed at specific milestones and
treated as a one-time activity. However, in rapidly evolving development environ-
ments, where software systems, requirements, and regulations continuously change,
such an approach is no longer sufficient. As a result, continuous compliance has
become increasingly important. Santilli et al. [1] define continuous compliance as
ensuring a systems compliance with standards throughout its lifecycle, supported by
techniques such as traceability, versioning, and automated documentation. Similarly,
Angermeir et al. [2] describe continuous security compliance as a set of practices that
ensure product and process adherence to regulatory requirements, holistically inte-
grated into the software lifecycle and aligned with continuous engineering principles.

These perspectives highlight the need for tool support that enables automated,
traceability-driven compliance activities closely integrated with software develop-
ment workflows. In this thesis, we investigate how product-repository-integrated
traceability management (PRITM) tools can support continuous compliance. More
specifically, the research explores how TReqs, as a representative PRITM tool, can
be used to manage compliance-related artifacts, traceability links, and check results
within a product repository.

This investigation is conducted through an in-depth case based on ISO 26262 Part
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1. Introduction

8 compliance, with particular attention to tool-supported software compliance. The
case focuses on how requirements derived from the standard can be connected to
repository artifacts and how selected structural compliance checks can be automated
in the treqs-compliance plugin. While ISO 26262 originates from the automotive
domain, the underlying challenges of maintaining traceability, managing compliance
evidence, and responding to change are also relevant for other regulated software-
intensive domains.

1.1 Problem Statement
Existing research has recognized the importance of continuous compliance as con-
tinuous software engineering is increasingly adopted in safety or security regulated
environments [2]. However, existing approaches remain fragmented and insufficient
to support continuous compliance across the entire software lifecycle.

Both software systems and their regulatory environments are subject to continuous
change. Rouland et al. [3] argue that the constant evolution of software systems calls
for automation tools to support continuous compliance processes, while the ongoing
evolution of standards and regulations demands a formal and traceable approach to
the elicitation and management of compliance requirements. In addition, Santilli
et al. [1], through a systematic literature review, found that existing solutions typi-
cally address isolated compliance problems or specific development phases, lacking
a holistic, end-to-end perspective.

As a result, there is a lack of practical approaches that integrate automated and
traceable compliance support directly into software development activities and arti-
facts, enabling continuous compliance in evolving software systems.

1.2 Purpose of the Study
The purpose of this study is to investigate to what extent product-repository-integrated
traceability management (PRITM) tools can support continuous compliance in evolv-
ing software systems.

Based on design science principles, this thesis presents and evaluates an approach
that uses PRITM to integrate compliance-relevant information, artifacts, trace links
and check results directly into product repositories. This approach is motivated by
the observation that compliance evidence is often produced or changed alongside
development artifacts. Storing these elements alongside code and requirements in
the same repository can help to ensure that compliance-related artifacts and the
trace links between them are consistent, version-controlled and updated in line with
software development.

Using TReqs as a representative PRITM tool, the study examines how repository-
level traceability can satisfy the information requirements of continuous compliance
and reduce the manual effort involved in compliance activities. The treqs-compliance
plugin is used as a case study because it provides a repository-based environment
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1. Introduction

for representing compliance-related artifacts, offers strong traceability management
capabilities and can be extended with rule-based checks. This makes it a suitable
example for investigating how PRITM tools can support continuous compliance in
practice.

The results of this study are expected to benefit software engineers, compliance
engineers, and organizations operating in regulated domains by providing practical
insights into tool-supported, traceability-based solutions for continuous compliance.

1.3 Research Questions
RQ1: How do software development activities and their resulting arti-
facts support the collection and maintenance of compliance evidence for
continuous compliance?

In this thesis, compliance is treated as an evidence-based argumentation process, in
which compliance claims are supported by systematically collected, maintained, and
traceable evidence derived from software development activities and artifacts.

Answering RQ1 is necessary for defining the conceptual scope of continuous compli-
ance. Before designing repository-level support, it is important to understand which
activities and artifacts are involved in continuous compliance and how they relate
to evidence collection and maintenance. Thus, the answer to RQ1 will provide the
basis for developing an initial reference model and guide the TTIM design used in
the prototype.

RQ2: How can a product-repository-integrated traceability management
(PRITM) tool such as TReqs support continuous compliance?

In this thesis, PRITM tools are assumed to support continuous compliance by man-
aging compliance-relevant artifacts directly within product repositories and by main-
taining traceability between standards, compliance requirements, system artifacts,
checks, and evidence.

Answering RQ2 is necessary to understand how continuous compliance can be sup-
ported beyond a conceptual process model. In particular, it examines how treqs-
compliance can be used to represent compliance-related artifacts, connect them
through trace links, and support lightweight automated checks and evidence re-
porting within the development repository.

RQ3: To what extent can PRITM tools reduce the effort required to
achieve continuous compliance compared with traditional approaches?

This research question evaluates whether and to what extent the PRITM-based ap-
proach reduces the effort required for achieving continuous compliance compared
with traditional manual compliance practices. The evaluation focuses on the level
of automation achieved, the role of integrated traceability in reducing manual as-
sessment work, and the remaining activities that still require human judgment.
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1. Introduction

1.4 Scope
This thesis was conducted in the context of Software Center Project 66, ’Compliance
as Code’. The project investigates how compliance-related knowledge, evidence and
checks can be represented and maintained within software-intensive development en-
vironments. This context provided access to existing TReqs-based tooling, previous
work on continuous compliance, and feedback from industrial partners involved in
regulated software development.

This thesis builds on previous work [4] using TReqs to support traceability and au-
tomated compliance checking in the development of safety-critical systems. Earlier
work focused on enhancing TReqs with the BOMI metamodel to improve coordi-
nation, represent boundary objects, assign responsibilities and support automated
compliance checking for ISO 26262 work products in large-scale agile development
projects. The scope of this thesis is different. Rather than focusing on team coordina-
tion or role assignment through BOMI, this thesis addresses continuous compliance
through an artifact-based and traceability-supported approach.

The main objective is to develop a reference model that illustrates the continuous
compliance lifecycle. The practical implementation in this thesis is limited to treqs-
compliance, a plugin of TReqs. The prototype uses ISO 26262 Part 8 Clauses 7 and
8 as an example and focuses on repository-level traceability, rule-based structural
checks, lifecycle status, change review, and compliance report generation. Since the
demonstration checks the compliance of artifacts managed within the plugin itself, it
should be understood as a software compliance example rather than a full industrial
certification scenario.

The thesis does not address how standards are interpreted or transformed into com-
pliance requirements. This step is considered an input to the proposed approach,
regardless of whether it is carried out manually, by experts, using AI-based tools,
or by other methods. The study assumes that the relevant clauses and compliance
requirements have already been identified.

Based on this, the focus of the implementation is on how these requirements can
be represented, traced, maintained and verified in a product repository. The im-
plemented checks primarily address structural properties, such as artifact existence,
traceability links, the presence of required fields, and the review of changed artifacts.
More complex tasks, such as semantic content evaluation, risk-based judgment, run-
time context checks and full compliance argument generation, fall outside the scope
of the implementation.

Therefore, the thesis makes two contributions. First, it provides a reference model
to help understand continuous compliance across activities and artifacts, with a
particular focus on DevOps-related evidence sources. Secondly, it shows how certain
elements of the model can be put into practice using a PRITM tool, such as TReqs.
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2
Background

2.1 Continuous Compliance (CC)

2.1.1 Definition
The need for continuous compliance has been recognized in recent research [1], [2],
particularly as continuous software engineering practices are adopted in safety- and
security-regulated contexts. However, for a long time, there has been neither a clear
definition of continuous compliance nor comprehensive solutions that cover the full
lifecycle of software development.

Santilli et al. [1] conducted a systematic literature review and identified 13 primary
studies that focus on compliance with safety and security standards. They defined
continuous compliance as guaranteeing a system’s compliance with the standard
through its lifecycle, which may involve different techniques and approaches. These
techniques are expected to support traceability, versioning, and automated documen-
tation generation and maintenance. In addition, they highlight the importance of
organizational factors such as security culture awareness and continuous cross-team
communication.

Angermeir et al. [2] conducted a study specifically targeting Continuous Security
Compliance (CSC). They defined CSC as a set of practices that ensure both prod-
uct and process adherence to security-related regulatory requirements, integrated
holistically into the software lifecycle while following continuous engineering prin-
ciples. They identified a total of 21 relevant challenges that hinder automation
and efficiency in this domain through literature study, and presented a long-term
research roadmap designed to address these challenges.

2.1.2 Continuous Compliance in Agile Development
Continuous software engineering (CSE), which leverages lean and agile principles,
has been widely adopted due to its iterative, adaptive, and efficient nature. However,
an inherent tension exists between agile methodologies and traditional compliance
processes. Traditional compliance process typically follows linear and plan-driven
workflows, culminating in "big-bang" audits near release milestones. The incremental
and frequent changes in agile development would complicate key assurance activities
such as traceability maintenance, risk analysis, and audit preparation [5]. Moreover,
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2. Background

compliance assessment is often document-intensive and relies on manual review,
making it difficult to keep pace with rapid agile development [6].

Therefore, while the holistic vision of CSE aims to address both agile and compli-
ance concerns, existing practices still tend to address them in isolation [7]. Prior
research has explored approaches to integrate compliance workflows into agile envi-
ronments [5], [8]. Nevertheless, achieving such an integration remains a challenge.
The stakeholders involved in development and compliance form different methodolog-
ical islands, relying on different frameworks, tools, and knowledge domains, which
hinders effective collaboration and alignment [8]. For example, standards are typ-
ically difficult for developers to interpret in context while compliance experts may
lack sufficient visibility into technical details.

Despite growing interest in continuous compliance, there remains a lack of auto-
mated solutions that can simultaneously support the integration of assurance ac-
tivities into agile workflow while enabling systematic management, versioning, and
traceability of compliance-relevant artifacts.

2.2 TReqs
TReqs1 is a lightweight approach to requirements management that was developed
at Chalmers University of Technology and University of Gothenburg in collabora-
tion with industrial partners, including Ericsson, as part of the Software Center
research project. It was created to address the coordination and traceability chal-
lenges commonly encountered in large-scale agile development environments, and to
enable parallel work on shared artifacts.

Rather than relying on traditional database-based requirements tools, TReqs stores
requirements as structured text files within a Git version control repository. This
allows development teams to handle requirement updates using familiar version con-
trol practices, supporting concurrent modifications, transparent change tracking and
closer integration between requirements, implementation and testing activities. This
approach has been developed through empirical studies conducted with multiple in-
dustrial organizations from various sectors, including telecommunications, automo-
tive and manufacturing systems [9], [10].

2.2.1 The Compliance-Relevant Plugin
Earlier master thesis work [4] has explored compliance support in TReqs, and a
prototype extension called treqs-compliance2 was developed as an add-on to the
TReqs ecosystem. This extension provides additional functionality to help teams
manage compliance-related information alongside requirements artifacts. The tool
supports traceability between compliance elements and development artifacts by
leveraging the same version control mechanisms. It also allows compliance checks
to be incorporated into development practices.

1https://gitlab.com/treqs-on-git/treqs-ng
2https://gitlab.com/treqs-on-git/treqs-compliance
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2. Background

Building upon this prototype, the present research investigates how TReqs can fur-
ther support continuous compliance practices in an evolving regulatory context.

This thesis rebuilds the treqs-compliance extension. The goal is to investigate how a
PRITM tool can support the collection, maintenance, and review of compliance evi-
dence over time. Therefore, treqs-compliance is used as a lightweight demonstration
environment for operationalizing selected theoretical concepts related to continuous
compliance.

2.2.2 The TReqs Type and Trace Information Model
Within the TReqs ecosystem, the Type and Trace Information Model (TTIM) pro-
vides a structured mechanism for defining requirement artifact types and managing
traceability between them. Through the explicit specification of types and trace
links, TTIM facilitates interoperability between artifacts and contributes to im-
proved maintainability of requirements information over time. An example TTIM
instance of TReqs illustrating how types and traces can be defined and applied in
practice is shown in Figure 2.1.

2.2.3 The BOMI Model
In large-scale system development, there’s often a challenge in knowledge coordi-
nation between different organizational teams. The BOMI (Boundary Objects and
Methodological Islands) modeling framework was developed to address this issue
and guide knowledge management in practice [11]. "Boundary objects (BOs)" is
originally a concept in sociology [12]. It has been appropriated in software and sys-
tem engineering, referring to artifacts that serve as interfaces and create a common
understanding between multidisciplinary teams. These teams are often surrounded
by other organizational parts that use different methods, and thus become Method-
ological Islands (MI) [13]. MIs can be at different abstraction levels from individual
teams to the entire organization. In TReqs, BOMI can be used to support coordi-
nation among requirement engineers, developers, and standard specialists, who are
essential for achieving continuous compliance. The artifacts that can be used for
coordination are also various, examples include models, high-level requirements and
code.

Previous research has proposed the BOMI metamodel and evaluated different in-
stance models[11], [14]. In the development of treqs-compliance, a BOMI model was
also instantiated for this extension. This model is defined using the TTIM, which is
specified in the treqs-compliance repository, and integrated into the original TTIM
of TReqs.

Such coordination concerns have been identified as critical organizational factors in-
fluencing the successful adoption of continuous compliance practices in industry [1].
While the earlier treqs-compliance work has focused on modeling communication
structures using BOMI, this research will shift the emphasis towards investigating
tool-supported mechanisms that enable continuous compliance in evolving develop-
ment environments.

9



2. Background

Figure 2.1: TTIM of TReqs

2.3 ISO 26262

This research adopts ISO 26262:2018 [15] as the primary reference standard for in-
vestigating compliance practices in the development of safety-critical software. The
rapid integration of complex electronic systems and software in modern vehicles
has significantly increased the risk of malfunctions. To address these challenges, the
ISO 26262 standard, titled "Road vehicles Functional safety", was established as the
definitive international standard for the automotive industry. ISO 26262 is widely
recognized as one of the most comprehensive industrial safety standards, provid-
ing an end-to-end framework for managing functional safety throughout the system
and software lifecycle. It defines structured processes for hazard analysis, safety
requirement specification, verification planning, traceability management, and doc-
umentation of safety evidence [16].

10



2. Background

2.3.1 ISO 26262 Part 8
The ISO 26262 standard comprises a comprehensive suite of twelve parts, consist-
ing of ten normative components and two informative guidelines. Among these
components, this research focuses specifically on Part 8, which defines supporting
processes for functional safety management. Unlike earlier parts of the standard
that primarily address concept-level safety analysis or system design activities, Part
8 translates safety compliance into everyday engineering practices. This includes pro-
cesses related to configuration and change management, documentation, distributed
development coordination, traceability maintenance, and tool qualification.

These supporting processes interact directly with requirements engineering activi-
ties and digital tool infrastructures. In industrial environments, compliance is not
achieved solely through high-level safety analyzes but also through the continuous
management of safety-relevant artifacts and their relationships. Tools such as TReqs
play a central role in requirements management by enabling traceability, impact
analysis, structured safety argumentation, and collaboration across organizational
boundaries. Therefore, focusing on Part 8 allows us to investigate how continu-
ous compliance obligations can be embedded in routine development workflows and
supported by PRITM tools.
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3
Related Work

3.1 Continuous Compliance Approaches
Continuous compliance has been interpreted and implemented in different ways in
both research and industry practices. Existing approaches vary in many different
aspects. We did a literature review and summarized several representative solution
strategies.

3.1.1 End-to-End Compliance Process Automation
Traditionally, a systematic compliance process can be divided into several distinct
stages: eliciting compliance requirements, enforcing controls during development,
collecting evidence before audit, and presenting audit documentation to review-
ers [6]. Therefore, to achieve continuous compliance, a logical strategy is to au-
tomate these activities across the entire lifecycle. For example, Ghaisas et al. [17]
propose a comprehensive framework that automates all four stages, including regu-
lation interpretation via Natural Language Processing (NLP), traceability mapping
of the requirements to security controls using topic modeling, identification and
implementation of security control, as well as verification and reporting. However,
this holistic approach focuses primarily on the static alignment of requirements and
controls, overlooking the need for real-time adjustments to account for changes.

In line with this perspective, Rouland et al. [18] present a systematic process for
deriving a minimal set of architecture requirements from multiple security standards.
They clearly specify re-entry points when different types of change occur,providing
a solid basis for maintaining continuous compliance. But this framework remains
preliminary, the core steps are manual and there’s no mechanism for the enforcement
of security controls.

3.1.1.1 Prerequisites: Compliance Requirements Extraction

The first stage, eliciting requirements from regulatory texts, has been extensively
researched as a foundational prerequisite. Breaux et al.’s early seminal work [19]
established the semantic basis for this field by extracting ’rights and obligations’ to
align software requirements with regulations. Since then, the focus has shifted to-
ward creating machine readable standards through advanced extraction techniques.
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3. Related Work

Recent systematic evaluations of these techniques highlight a transition from tradi-
tional rule-based methods to learning-based approaches, including using supervised
models (e.g. CNN, SVM) and unsupervised Transformer-based architectures [20].
For instance, tools such as COREQQA leverage QA systems to help engineers query
legal documents in natural language [21], while other frameworks utilize NLP to
extract requirements from raw PDF content [17], [22].

As these foundational extraction and modeling techniques have reached a degree
of maturity, our research does not focus on the linguistic challenges of requirement
elicitation, but rather addresses the downstream challenge of maintaining traceabil-
ity, evidence, and compliance argumentation throughout the dynamic evolution of
software systems.

3.1.2 Process-Integrated Continuous Compliance
One approach to continuous compliance is process-oriented, embedding requirements
directly into the development lifecycle. For example, Moyon et al. [5] propose extend-
ing agile process models by mapping security standard requirements to development
roles, activities, and artifacts. The method is evaluated by extending Scaled Agile
Framework (SAFe) according to requirements of IEC 62443-4-1. Similarly, Shenouda
et al. [8] also attempted to integrate compliance processes with agile workflows. They
introduced boundary objects as intermediaries between safety assurance practices
and agile tasks. These persistent and shared references aim to improve traceability
and facilitate coordination across teams. While process-oriented approaches pro-
vide a logical foundation for continuous compliance, they are often highly context-
dependent (limited to specific domains or standards). And these methods tend to
neglect automated verification of development artifacts, such as code and documen-
tation.

3.1.3 Automated Verification-Based Compliance
By contrast, some other researchers adopt an artifact-centric perspective, focusing
on the automated verification of technical products. These methods generally follow
two primary paradigms: rule-based and ontology-based approaches [6].

3.1.3.1 Rule-Based Methods

Rule-based methods typically require data to be normalized before it can be matched
against predefined compliance rules. For example, Filepp et al. [23] propose a so-
lution that targets the continuous compliance of services. The solution includes a
framework for managed IT services, which integrates heterogeneous compliance en-
forcement scripts under a unified interface. In this approach, the state of endpoints
is matched against the rules specified in the policy map in order to determine which
policies should be enforced. The framework ensures automation by handling het-
erogeneous assets consistently, in the meantime offers high customizability through
user-defined configurations and exception management. However, this method does
not address software compliance.
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Some products are naturally suitable for formal verification, such as code. Taking
advantage of this feature, Kellogg et al. [24] focused on data-security-related com-
pliance requirements specifically for code. They developed a lightweight tool that
verifies code whenever a change is made, generating warnings and building audit
trails. This tool could facilitate the automated collection of evidence during com-
pliance reviews. Since this form of verification mirrors traditional testing, it could
significantly reduce manual effort and increase automation. However, while code is
well-suited for such formal verification, other development artifacts (such as high-
level design documents) are less structured, limiting the broader applicability of such
rule-based approach.

3.1.3.2 Ontology-Based Methods

Ontology-based approaches, on the other hand, preserve the original structure of the
data and could generalize across the semantic information they contain. For instance,
Fenz et al. [25] used the security ontology to store data of existing facts, and proposed
an ontological mapping of the ISO/IEC 27001 standard. They introduced a generic
OntoWorks framework to access, visualize and reason on the ontology database.
The framework employs SPARQL queries to check compliance and could generate
reports that allow human auditors to trace the decision-making process, ensuring
transparency. The required controls specified in ISO/IEC 27001 facilitate unified
mapping, but this method may not apply to other standards with different types of
compliance requirements. Besides, from the perspective of continuous compliance,
Fenz’s approach faces challenges in real-time synchronization.

Building on similar semantic principles, Schubert et al. [6] propose an ontology-
based automation framework for continuous compliance of airborne software. By
creating knowledge graphs to integrate diverse lifecycle artifacts, their system can
automatically check compliance and generate reports for human review. Although
this method seems more applicable across different artifact types, it still does not
fully transcend the limitations of formal verification. The authors admit that the
solution remains semi-automatic, as certain objectives, particularly those involving
traceability and coverage, remain difficult to automate.
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Research Methods

4.1 Design Science Research
This thesis takes a Design Science Research (DSR) approach. This approach is well
suited to this study, as the aim is to not only describe continuous compliance, but
also to design and refine artifacts that can support it in practice. The main artifacts
developed in this thesis are a reference model for continuous compliance and a TReqs
plugin prototype demonstration that operationalizes selected parts of the model.

The research was conducted through three design iterations. Each iteration included
problem investigation, solution design, implementation of the solution, and evalua-
tion of the solution. These activities were not treated as strictly separate phases. In-
stead, findings from literature reviews, workshops, discussions with supervisors, and
prototype development were used iteratively to refine both the conceptual model
and the repository-level demonstration.

In this thesis, ’problem investigation’ refers to identifying limitations in the current
understanding or implementation of continuous compliance. ’Solution design’ refers
to the process of defining or extending the conceptual structure of an artifact, such
as a reference model, taxonomy, rule map or traceability model. Solution imple-
mentation involves modifying the design as either a refined diagram or prototype
development. Solution evaluation involves assessing the artifact through expert feed-
back, workshop discussions, comparisons with the reference model and reflections
on its coverage and limitations.

4.2 Data Collection

4.2.1 Literature Exploration
In the initial phase of this study, a broad literature exploration was conducted to es-
tablish a foundational understanding of continuous compliance and related research
areas.

The primary data sources were publications from major software engineering con-
ferences and journals, including ICSE, FSE, RE, TSE and JSS. A ten-year span
of publications (up to March 2025) was considered to ensure both relevance and
coverage of recent research.
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Rather than starting with a narrowly defined query, this phase took an exploratory
approach. Based on expert insights, a preliminary concept framework of the contin-
uous compliance process was proposed, comprising four phases:

• Standards Identification

• Compliance Requirements Extraction

• Standards Interpretation

• Compliance Argumentation

Papers were then selected through title screening to focus on those offering solutions
to these phases, as well as other relevant content that had not been anticipated.

Based on this framework, papers related not only to compliance, but also to re-
quirements extraction and knowledge representation, were included in the initial
pool.

As a result, the initial dataset covered a wide range of topics. In addition to com-
pliance and regulatory analysis, papers also related to the following:

• Requirements extraction and modeling

• Natural language processing (NLP) for requirements engineering

• Knowledge representation (e.g. ontology-based approaches)

• Emerging techniques such as large language models (LLMs) for compliance
support

This broad scope led to the compilation of a diverse set of candidate papers across
venues. The purpose of this step was to capture potentially relevant approaches
before refining the research boundary.

4.2.2 Literature Review
The literature was collected through a structured search in IEEE Xplore, which was
selected as the primary database due to its strong coverage in software engineering.
The search was conducted using the exact phrase "continuous compliance" within
the title and abstract fields in order to focus on studies that explicitly address the
concept as a central research topic. An eight-year publication range was applied.
This search strategy initially returned 33 papers. A preliminary screening was then
performed based on titles and abstracts to exclude papers that mentioned contin-
uous compliance only marginally or used the term in domains other than software
engineering. This resulted in a subset of 16 papers, which are the green entries in
form 4.1.

The objective of the literature review was to identify differences in the interpreta-
tion and implementation of continuous compliance in different studies. Particular
attention was given to papers proposing concrete frameworks or practices, as these
offer insight into the continuous compliance workflow.
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Figure 4.1: Literature search and screening results

Before the literature search, we have created a diagram of the conceptual structure
of the continuous compliance process. This was used as a reference and lens dur-
ing the literature review, supporting comparison across studies. This enabled us
to systematically identify relevant aspects of each paper, such as compliance tar-
gets, compliance check triggers and enforcement mechanisms, and summarize these
aspects for further analysis.

The collected literature therefore forms a targeted dataset for analyzing variations
in continuous compliance practices and supporting the evolvement of the reference
model.

4.2.3 Workshops
4.2.3.1 1st Software Center Project Workshop

After the literature review, a workshop was conducted as part of the second design
iteration. The workshop was conducted as part of Software Center Project 66, Com-
pliance as Code. The project involves academic researchers and industrial partners
interested in continuous compliance, compliance automation, software engineering,
and regulated software-intensive systems. Therefore, the workshop participants were
not recruited as a general sample, but were members or stakeholders of the project
with relevant expertise and practical experience.

The purpose of the workshop was to discuss the preliminary taxonomy and reference
model developed from the literature review, and to collect feedback on their relevance
for industrial continuous compliance settings.

The discussion followed a semi-structured format. First, the preliminary taxonomy
and reference model were presented to establish a shared basis for discussion. The
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subsequent discussion focused on three guiding questions: what level of automation
is meaningful for continuous compliance, which artifacts and evidence should be
prioritized, and how TReqs could support continuous compliance through repository-
level traceability.

Table 4.1: Workshop participants

Role / expertise Domain
P1 Requirements engineering researcher University
P2 Software/system architect Telecom
P3 Senior technical leader in automotive

safety/DevOps
Automotive

P4 DevOps / software platform /service operation Automotive /
digital services

P5 Cybersecurity compliance for embedded prod-
ucts

Embedded system /
cybersecurity

P6 Software/compliance practitioner Defense / dual use

The workshop included participants from academia and industry sectors related
to the Software Center Project 66, including telecom, automotive, digital services,
embedded systems, and cybersecurity. All participants have over 20 years’ working
experience. These domains are relevant to the thesis because they involve software-
intensive systems, regulated development contexts, and practical compliance-related
challenges. Table 4.1 summarizes the participants in anonymized form.

The workshop was recorded and automatically transcribed. The transcript was
used as qualitative data for the analysis. The data captures both direct feedback on
the preliminary model and broader discussion about challenges, opportunities, and
practical constraints of continuous compliance.

4.2.3.2 2nd Software Center Project Workshop

A second workshop was conducted in Iteration 3 within Software Center Project 66,
Compliance as Code. The purpose is to review the outcomes of Iteration 2, includ-
ing the refined reference model and the initial demonstration. The workshop was
organized as an artifact review session rather than as an exploratory data collection
activity.

During the workshop, a summary of the previous workshop and the current reference
model were presented, as well as an initial rule-based checking design. The discussion
focused on whether the model sufficiently support continuous compliance pre-merge.
Participants discussed the need to extend the model towards DevOps workflows.

The workshop was recorded and transcribed. However, as the discussion took place
offline and individual speakers could not always be distinguished in the transcript,
it was not analyzed using the same detailed thematic coding process as in Iteration
2. Instead, it was used to provide design feedback for refining the reference model.
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4.3 Data Analysis

4.3.1 Literature Exploration
The analysis in this phase followed an iterative narrowing approach.

Firstly, the analysis began with a screening of the titles and abstracts of the initially
collected papers. During this step, it became evident that some of the literature was
not directly relevant to software compliance.

The analysis was guided by the preliminary conceptual framework created prior to
the exploration. In particular, ontology-based and model-driven approaches were
considered as initial categories of potential solutions. However, when this classifica-
tion was applied to the selected papers, it became clear that many did not fit neatly
into these categories, indicating the limitations of the initial taxonomy, which was
expected to be addressed during the development of the reference model.

As the analysis progressed, recurring methodological themes emerged, including
NLP-based techniques, ontology-based approaches, and the use of LLMs. To balance
coverage and feasibility, a representative sampling strategy was adopted, so that only
one or two representative papers per category were selected for in-depth analysis.
This decision was supported by the observation of thematic saturation, where similar
approaches did not significantly improve understanding.

A key outcome of this phase was a shift in analytical focus. While the initial intention
had been to identify different technical solutions, such as ontology-based or model-
driven methods, a different and more constructive perspective emerged from the
literature. Some papers provide explicit definitions of continuous compliance, while
many others describe compliance processes with clearly defined phases or steps, some
of which were illustrated by visual models. These results are directly relevant to the
development of the reference model and form the primary basis for creating the
preliminary continuous compliance process diagram. The details are discussed in
section 5.1.1

4.3.2 Literature Review
The aim of analyzing these literature was to derive a taxonomy of existing continuous
compliance solutions, and to finally create a reference model that addresses all the
variants and thereby helping people to better understand continuous compliance
approaches.

The literature review was guided by a set of anticipated dimensions derived from
our knowledge of continuous compliance, with a particular focus on the differences
between the proposed solutions. Initial dimensions included aspects such as the
scope of compliance, the level of automation and the types of method (e.g. process-
oriented, model-based or ontology-based), as well as integration with the software
lifecycle.

During the reading process, observations were recorded in an open and exploratory

21



4. Research Methods

manner. These include both concepts and implementation concerns. As more papers
were examined, recurring patterns across studies began to emerge. Elements that
appeared in multiple papers were gradually consolidated into higher-level categories.
Many of these are not part of the initial analytical dimensions. Through this iterative
process, the initial loosely defined dimensions evolved into a more structured and
complete taxonomy.

4.3.3 Thematic Analysis of the 1st Workshop
The workshop transcript was analyzed using thematic analysis following the ap-
proach proposed by Braun and Clarke [26].

Table 4.2: Representative quotes from the workshop thematic analysis

Theme Representative
quote

Source Code Type

Distributed
compliance
contexts

“We are designing
monitors that look
into runtime data in
the cars to check
compliance.”

P3 Runtime Data
as Compliance
Evidence

Industry
Practice

Level of au-
tomation

“One of the com-
pletely obvious
things to do is to
automate what can
be automated.”

P5 Automation
Support

Solution Sug-
gestion

Compliance
as develop-
ment context

“We are used to
thinking about com-
pliance as something
you do and check af-
terwards, but it al-
most comes as a
starting point.”

P4 Compliance
From the Start

Context

Heterogeneous
Artifacts

“The artifacts
needed are decided
by what we want as
evidence.”

P3 Artifacts Diver-
sity

Problem

Exemptions
and lifecycle
governance

“Those exemptions
should of course also
be version controlled
and managed as part
of your product.”

P2 Traceable Ex-
emption Lists
as Audit Mate-
rials

Solution Sug-
gestion

Risk and con-
fidence

“The confidence level
we need is of course
associated with the
risk.”

P2 Confidence
Level

Solution Sug-
gestion

The transcript was first segmented into meaning units based on semantic coherence.
Each meaning unit represented a distinct idea, concern, example, or suggestion

22



4. Research Methods

expressed by a participant. These units, referred to as quotes in the analysis spread-
sheet, were used as the basic units of analysis.

The analysis followed an inductive coding approach, allowing themes to emerge from
the data rather than applying a fixed coding scheme in advance. Each quote was
reviewed and assigned a short descriptive phrase summarizing its central meaning.
These phrases functioned as initial codes and captured the main point expressed in
the quote.

In addition to the inductive codes, each quote was categorized according to its
functional role in the discussion, such as context, challenge, problem, opportunity,
industry practice, or solution suggestion. This additional label was used to support
later interpretation of how each quote could inform the development of the reference
model.

Table 4.2 provides representative quotes for each theme identified in the workshop
analysis. The coding process was conducted in Microsoft Excel. For each quote, the
spreadsheet recorded the transcript segment, the speaker, the initial code, the func-
tional type, and notes on potential implications for the reference model. Quotes with
similar codes were then compared and grouped into broader themes. Through this
iterative process, recurring patterns across participants’ statements were identified
and used to refine the taxonomy and reference model.

4.3.4 Supervisor-Guided Synthesis
Following the thematic analysis of the workshop transcript, a follow-up synthesis
meeting was held with the supervisor. This meeting aimed to interpret the workshop
themes from a requirements engineering perspective and translate them into concrete
implications for the reference model.

This synthesis was based on the coded workshop data, the thematic analysis spread-
sheet and the preliminary reference model. During the meeting, the identified themes
were reviewed and discussed in relation to the existing model elements. Particular
attention was given to whether the themes indicated missing concepts, unclear re-
lationships or parts of the continuous compliance process that were not sufficiently
represented.

We examined how the themes were related to existing model concepts such as compli-
ance requirements, compliance checks, compliance evidence, compliance arguments
and DevOps activities. We then discussed which workshop themes should be re-
flected as new or revised elements in the reference model.

The outcome of the synthesis meeting was a set of refinement decisions for the refer-
ence model. These included making compliance checks more central, distinguishing
between different types and degrees of checks, and representing exemption lists and
lifecycle governance. These decisions guided the redesign of the reference model in
the second iteration.
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4.4 Design Science Iterations

4.4.1 Iteration 1
The first iteration aimed to investigate how continuous compliance is described and
supported in existing literature, and to derive an initial conceptual artifact from
these findings. Relevant studies were analyzed with particular attention to the
activities, workflows, and artifacts used to support continuous compliance across
different contexts. The initial design artifact was first represented as a UML ac-
tivity diagram. It was then refined through supervisor-guided discussions from a
requirements engineering perspective.

The outcome of this iteration was a refined process diagram that served as the first
conceptual artifact of the thesis. The model provided an initial answer to RQ1 by
identifying the main activities and artifacts involved in collecting and maintaining
compliance evidence. Based on the model, we also created an initial traceability
design for the later TReqs-based demonstration.

4.4.2 Iteration 2
The second iteration addressed both the conceptual development of the reference
model and the initial implementation of the solution. While the first iteration estab-
lished an initial reference model and a preliminary TTIM, the second iteration aimed
to build on this work by analyzing variations in continuous compliance approaches
and exploring how these concepts could be represented in the prototype.

Firstly, a structured literature analysis was conducted to derive a taxonomy of contin-
uous compliance approaches. This taxonomy was then used to extend the reference
model.

Secondly, the preliminary taxonomy and reference model were discussed at a work-
shop. The discussion focused on automation levels, relevant compliance artifacts
and evidence, and the potential role of the TReqs plugin in supporting continuous
compliance.

Thirdly, thematic analysis was used to analyze the workshop transcript. The result-
ing themes were discussed further and translated into implications for the reference
model. In parallel, the prototype was further developed by instantiating the TTIM
with ISO 26262 Part 8 Clauses 7 and 8, defining initial rule-based checks and generat-
ing an initial compliance report. The feedback from the workshop and the prototype
development provide answers to RQ2.

4.4.3 Iteration 3
The third iteration focused on refining the reference model to allow for stronger
DevOps integration and to complete the prototype plugin. Although Iteration 2
extended the model to include runtime data, it still did not adequately explain the
relationship between continuous compliance and the broader DevOps lifecycle.
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Based on feedback from the 2nd Software Center workshop, the reference model
was refined to create a DevOps-integrated version combining the activity-centered
view from Iteration 1 and the artifact-centered view from Iteration 2. In parallel,
the prototype was extended to include more advanced compliance checking. This
included the implementation of an extended rule map, initial lifecycle governance,
and change review.

4.5 Threats to Validity
Construct Validity

One potential threat to construct validity is the definition of continuous compliance
itself. This term is interpreted differently throughout the literature and there is
no single, established reference model. To mitigate this issue, this thesis employs
multiple approaches combining literature analysis, workshop feedback, supervisor-
guided discussions and prototype development. Nevertheless, the resulting model
still reflects the interpretation developed within this study and may not encompass
all possible perspectives on continuous compliance.

Internal Validity

Some of the findings are based on qualitative feedback from workshops, rather than
on objective measurements. While this provides useful insights into practical rele-
vance, it may also introduce subjectivity. In particular, evaluation of the reference
model depends on expert interpretation and design reasoning rather than a con-
trolled empirical comparison.

The prototype evaluation is also limited. It demonstrates selected concepts, such as
traceability, rule-based checks, lifecycle status, change reviews and report generation,
but does not measure how much effort is actually reduced in a real project.

External Validity

The prototype is demonstrated using selected clauses from ISO 26262, Part 8. This
restricts the applicability of the results to other standards, domains and compliance
processes.

Furthermore, implementation depends on the current capabilities of TReqs and git
version control. Different organizations may use different tools, repository structures
and document formats, which could impact the feasibility of applying the same
approach.

Reliability

The literature analysis, workshop interpretation, and rule extraction involved re-
searcher judgment. Although the analysis was documented through taxonomies,
spreadsheets and diagrams, another researcher might classify some concepts differ-
ently.

The prototype rules were also manually created. This means that the correctness
of the checking results depends on how accurately the rules reflect the interpreted
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compliance requirements. Future work should evaluate the approach with additional
standards, independent reviewers, and industrial projects to improve reliability.

26



5
Findings

5.1 Iteration 1
The first iteration aimed to develop an initial reference model for continuous com-
pliance based on domain knowledge and selected literature. The purpose was to
transform fragmented and context-specific descriptions of continuous compliance
into a more structured process representation.

This iteration began with an investigation of existing studies and their workflow
descriptions. Based on recurring activities identified in the literature, an initial
UML activity diagram was created as the first design artifact. The diagram was
then refined through supervisor-guided discussions from a requirements engineering
perspective.

The resulting process diagram represents the main artifact of this iteration. It
provides a clearer conceptual basis for the following iteration, where the reference
model is further extended and evaluated through broader workshop activities.

5.1.1 Problem Investigation
The aim of the problem investigation phase is to understand how continuous com-
pliance is currently interpreted and implemented in existing studies.

Based on domain knowledge, an initial conceptual framework of the continuous
compliance process was introduced as the starting point. This initial structure
included four core activities:

• Standards Identification

• Compliance Requirements Extraction

• Standards Interpretation

• Compliance Argumentation

While this early framework does not capture all critical aspects of continuous com-
pliance, it does guide literature exploration. A key observation from the literature
analysis is that many works construct their own workflow to support continuous
compliance. In particular, studies focusing on process integration (e.g. within agile
development) often include explicit workflow diagrams, while other approaches, such
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as those artifact-oriented solutions, also implicitly or explicitly describe compliance
activities in a staged manner.

However, these representations are either incomplete or too context-specific. Pro-
cess models are often tightly coupled to a particular approach, which may involve
a specific toolchain, standard or domain (e.g. automotive systems). Consequently,
while there are clear similarities across studies, such as recurring phases of require-
ment extraction, verification, and evidence collection, these models are not directly
comparable and lack generalizability.

This fragmentation makes it difficult to systematically understand how continuous
compliance is implemented across different contexts. It also highlights the absence
of a unified reference model that abstracts from solution-specific details while pre-
serving essential process characteristics. Therefore, we derived insights from the
workflow models in [17], [18] and created the first version of the reference model as
a UML diagram.

5.1.2 Solution Design
Based on the findings of the problem investigation phase, the first version of the
reference model was designed as a UML activity diagram. This initial model was
not intended to provide a complete or final representation of continuous compliance,
but to make the process explicit and available for extension.

As shown in Figure 5.1, the model starts with a sequence of compliance prepara-
tion activities. The process begins with identifying relevant standards, followed by
identifying relevant statements within those standards and extracting compliance
requirements from them. These requirements are then mapped to the system de-
scription. Artifacts involved in this flow are treated boundary objects because it
connects regulatory information with system-specific design. Automated checks can
be defined on the basis of the mapped requirements using KPIs and traceability
information.

The lower part of the diagram illustrates the continuous development loop. Once
the checks have been defined, developers can modify the code and create a merge
request. Automated checks are then performed to determine whether the proposed
change complies with the defined checks. If the checks are successful, the change can
be merged into the main branch. If the checks fail, the process model distinguishes
between several possible causes. A failure may indicate that the change violates an
already defined policy, in which case the code needs to be revised. Alternatively,
the failure may reveal that the current checks do not sufficiently cover the relevant
policy, requiring a return to the activity of defining or refining automated checks.
Finally, if the policy itself has not been properly mapped to the system description,
the process returns to the mapping activity.

Continuous compliance solutions need to respond to changes in the environment.
In [18], they considered system and standard changes and designed loops for each.
Using the branches and jump-backs in the UML diagram, we also attempt to handle
continuous compliance maintenance as the context evolves.
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The initial UML model provides an initial abstraction of continuous compliance as
an iterative process. It combines standards interpretation, requirement elicitation,
automated compliance checking and continuous feedback into a single process. This
model was then used as the basis for the subsequent development and refinement
phase, where its structure, terminology, and process coverage were reviewed.

Figure 5.1: The initial UML diagram of the CC workflow

5.1.3 Solution Implementation
Reference Model

The process model was refined based on the initial UML diagram and the opinion
of requirement engineering experts. This refinement aimed to improve the clarity,
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structure and process coverage of the model without changing its overall direction. In
particular, the refinement focused on making the artifacts involved and the different
types of activity more explicit.

The initial diagram captured several key elements of the process, including stan-
dards identification, requirement extraction, mapping to the system description,
automated compliance checks and feedback from continuous development. However,
the representation was still limited in terms of clarity and structure. The limitations
of the UML diagram restrict the expression of loops. The relationships and divisions
between regulatory work, development activities, and assessment activities were not
sufficiently explicit. Furthermore, the artifacts involved in the workflow could also
be expressed more explicitly.

Figure 5.2: A process diagram of the CC workflow

As a result, the diagram was refined into a more structured version, as shown in
Figure 5.2. Compared with the initial UML model, the refined diagram makes the
different areas of continuous compliance more explicit. The left part of the model
represents compliance work, including the identification of relevant standards and
clauses, the derivation of compliance requirements, the mapping of these require-
ments to the system description, and the automation of evidence collection and
checks. The lower part represents the continuous development process, where code
changes will trigger compliance checks. The upper-right part represents periodic
compliance assessment, which is supported by compliance arguments and evidence
collected from other activities. This whole model is also divided into three levels:
domain-specific work, system-specific compliance argumentation and continuous de-
velopment.

The refined model also makes the role of artifacts clearer. Compliance requirements,
automated compliance checks, compliance evidence, and compliance arguments are
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represented as explicit artifacts that connect different activities. This distinction
is important because continuous compliance does not only involve a sequence of
activities, but also depends on maintaining traceable relationships between these
boundary objects.

TReqs-Compliance Demo

An initial TTIM for treqs-compliance was also designed based on the artifact rela-
tionships made explicit in the refined process diagram, as shown in 5.3. This model
translates selected concepts from the reference model into traceability elements at
the repository level that can be used in the demonstration.

Figure 5.3: TTIM of TReqs Compliance Plugin Demo

The initial TTIM focuses on the relationship between standards, clauses, compliance
requirements, abstract boundary objects, and system-level boundary objects. A
standard represents a governing document, while a clause represents a relevant
statement within that document. A compl.requirement is derived from a clause
and represents a compliance requirement that needs to be addressed by the system.
The model further distinguishes between abstractBoundaryObj, which represents
an artifact expected or required by the standard, and systemLevelBoundaryObj,
which represents a concrete development artifact in the repository that corresponds
to such an abstract boundary object.
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This initial traceability design reflects the evidence-oriented view of compliance used
in this thesis. By connecting standards, clauses, requirements, and work products,
the TTIM provides a basic structure for collecting and maintaining compliance evi-
dence through traceability management.

5.1.4 Solution Evaluation
This design of the diagram reflects important assumptions about continuous com-
pliance. First, continuous compliance requires both preparation and continuous
maintenance. The early activities, such as identifying standards, extracting require-
ments, and mapping them to the system description, provide the basis for compliance
checking. However, continuous compliance cannot be ensured only once during the
initial design phase. It also needs to be maintained during continuous development,
for example through automated checks that are executed when code changes are
introduced.

Second, as discussed in previous subsection, continuous compliance needs to account
for different sources of change. The feedback structure of the initial UML diagram
reflects an early attempt to model these sources of change. In the design phase, the
model does not only consider code changes during continuous development, but also
allows for changes related to policies, standards, or their interpretation.

In the implementation phase, however, the scope of process model was narrowed to
be more solution-oriented. The refined diagram therefore represents the feedback
loop mainly through code changes. This reflects the practical scope of the solution
we want to present, which focused on integrating automated compliance checks into
software lifecycle rather than modeling the automated interpretation of standards
or requirements elicitation. However, since our goal is to develop a reference model
for continuous compliance, rather than to explain one single solution, more compre-
hensive consideration is needed and the diagram still needs more refinements and
extension.

Overall, the evaluation showed that the UML model was useful as a starting point,
and the implementation improves in structure and readability. To be specific, the
refined diagram provided a clearer separation between regulatory activities, software
development and audit activities. However, this refined model also revealed a lim-
itation in scope. This informs the next iteration, in which the model should be
developed as a more general reference model rather than a workflow specific to a
particular solution.

5.2 Iteration 2
The second iteration focused on extending the initial reference model and the pro-
totype plugin treqs-compliance. While the first iteration established a basic process
view of continuous compliance, it did not yet fully capture the different ways in which
continuous compliance is interpreted and implemented across studies and practice.

To address this limitation, a structured literature review was conducted to derive a

32



5. Findings

taxonomy of continuous compliance approaches. The taxonomy was used as an inter-
mediate design artifact. It helped identify which aspects of continuous compliance
should be represented in the reference model.

The taxonomy was then discussed and refined through a workshop with industrial
participants and a subsequent supervisor-guided analysis of the workshop results.
These activities informed the redesign of the reference model in this iteration.

5.2.1 Problem Investigation
The first iteration resulted in an initial reference model that described continuous
compliance as a process connecting standards interpretation, requirement mapping,
automated checks, compliance assessment, and continuous development. However,
the evaluation of the first iteration also showed that the model was still limited in
scope. It provided a useful process structure, but did not yet systematically capture
the variation of continuous compliance approaches found in the literature.

In particular, existing studies differ in what they treat as the target of compliance,
when compliance activities are triggered, which mechanisms are used to enable com-
pliance checking and many other different aspects. This variation is important for
RQ1, because the collection and maintenance of compliance evidence depends on
the type of artifacts involved, the phase of the software lifecycle in which compliance
is checked, and the degree to which compliance activities are automated. Therefore,
the second iteration aimed to extend the initial reference model by systematically
analyzing these differences across the literature.

To support this goal, a structured literature review was conducted. The review fo-
cused on identifying recurring dimensions of continuous compliance solutions. The
result of this investigation was a taxonomy of continuous compliance approaches,
which served as an intermediate artifact for extending the reference model and
preparing the subsequent workshop discussion.

5.2.2 Solution Design
Reference Model

Based on the reviewed literature, a taxonomy of continuous compliance approaches
was developed. The purpose of the taxonomy was to identify recurring dimensions
that distinguish different interpretations and implementations of continuous compli-
ance. Rather than treating continuous compliance as a single fixed workflow, the
taxonomy shows that existing approaches differ in various aspects, as summarized
in Table 5.1.

The first dimension relates to the compliance target. Some approaches focus on
process-level compliance; typical solutions involve integration with agile model and
other model-driven methods. Many papers of this kind emphasize the importance of
organizational factors, such as team coordination and compliance awareness. Other
approaches focus on software lifecycle artifacts, such as source code, Git metadata,
configurations and CI pipeline outputs. Involved artifacts can be heterogeneous and
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Table 5.1: Taxonomy dimensions of continuous compliance approaches

Dimension Categories
Compliance target process; software lifecycle artifacts
Compliance phase during development; before audit; review and cer-

tification
Enablement solution process modelling; rule-based approaches;

ontology-based approaches
Trigger commit/PR/compiler; CI pipeline step; itera-

tion/planning milestone; artifact update
Requirement extraction manual interpretation; linguistic techniques; ML-

based methods

scattered, making automation more difficult. This distinction between the two types
of method is important because they lead to completely different implementation
directions.

The second dimension concerns compliance phases. In different phases, there are
different compliance activities. During development, continuous compliance ap-
proaches typically focus on enforcing compliance controls, maintaining traceability,
and updating artifacts. Traceability management usually concerns the relationships
among artifacts, such as tracing code back to requirements. Typical solutions in-
volve using code comments, ontological graph or boundary objects. Before audit, the
focus shifts towards preparing compliance evidence, such as verification results or
CI outputs. During the review and certification process, the focus is on supporting
human review, for example through compliance reports.

The third dimension concerns compliance enablement solutions. The literature in-
cludes process modeling approaches, rule-based approaches, and ontology-based ap-
proaches. These approaches differ in their degree of automation. Process modeling
approaches are often more manual, rule-based approaches can be automatically ex-
ecuted through verification scripts or tools, and ontology-based approaches support
semi-automatic reasoning by querying an ontological graph or database. Although
formal methods are easy to automate, they are limited to check formally specified
data. Existence checks, traditional testing, traceability coverage and other structural
properties can be easily verified using formal methods. However, due to artifact het-
erogeneity, the scalability of such automation is limited.

The taxonomy also captures different triggers for compliance check, including com-
mits, pull requests, compiler events, CI pipeline steps, iteration, planning milestones,
and artifact updates. Finally, the literature shows different approaches to compli-
ance requirement extraction, ranging from manual interpretation to linguistic tech-
niques and machine-learning-based methods.

TReqs-Compliance Demo

Compliance Target The taxonomy showed that continuous compliance approaches
may target either development processes or software lifecycle artifacts. In this the-
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sis, the solution focuses on software lifecycle artifacts because we intend to use a
PRITM tool which is closely integrated with the system and supports compliance
through its traceability management capabilities. Developing this demo could help
us answer RQ2.

Compliance Check Types As the aim was not to automate all forms of compli-
ance reasoning, the design concentrated on compliance requirements that could be
converted into relatively explicit, verifiable rules. Two check types were selected in
particular: existence checks and content checks. These were considered suitable first
steps because they address structural aspects of compliance evidence, which can be
checked with limited semantic interpretation.

The existence check was designed as a traceability check. It verifies whether an
artifact required by a standard is represented in the repository and linked to the
corresponding element.

The traceability design distinguishes between two types of relationship. The first
connects abstract boundary objects to system-level boundary objects. This relation-
ship represents the mapping from a standard-level artifact expectation to its concrete
realization. For instance, the requirement for configuration management plan could
correspond to a specific plan document. The second connects system-level boundary
objects to other system-level boundary objects. This relationship illustrates depen-
dencies between concrete work products, for example a change request should have
a corresponding analysis.

The content check is a lightweight structural check of the contents of a work product.
In its simplest form, the content check can be reduced to the existence check of
required fields or sections. For instance, a certain ISO 26262 Part 8 requirement
specify that the document must contain specific information, including configuration,
date, reason, and description. Rather than attempting to automatically interpret the
full semantic correctness of the artifact, this iteration checks whether the expected
fields are present.

ISO 26262 offers a clear and readable structure where the requirements for content
are normally outlined in the Requirements and recommendations section, while the
abstract boundary objects are specified in the Work Products section.

Compliance Enablement Mechanisms The taxonomy also distinguished be-
tween different compliance enablement mechanisms. Among these, the rule-based
approach was selected. This was motivated by the goal of supporting lightweight
automation over repository artifacts.

To express these checks, we decide to introduce a compliance rule map. The rule
map defines checkable rules for each boundary object type. Each rule may specify
required fields, traceability constraints, required child artifacts, among other things.
In this way, requirements extracted from the standard are translated into structured
rules that can later be checked against repository artifacts.

Overall, this design starts by focusing on a limited subset of compliance requirements
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that can be easily automated. In particular, it targets structural requirements that
can be checked through traceability links or the existence of required fields. More
complex checks are therefore left for later refinement.

5.2.3 Solution Implementation
Reference Model

The preliminary taxonomy and reference model were used as input for the workshop.
During the workshop, the taxonomy was first presented to participants to summa-
rize the main variations identified in the literature, including compliance targets,
compliance phases, enablement mechanisms, triggers, and requirement extraction
methods. The participants were then invited to discuss the practical relevance and
limitations of these dimensions.

The discussion focused on three guiding questions. First, participants discussed what
level of automation is appropriate for continuous compliance and where human judg-
ment remains necessary. Second, they discussed which artifacts and evidence are
most important for compliance support. Third, they discussed how TReqs could sup-
port continuous compliance through traceability between standards, requirements,
work products, checks, and evidence.

After the workshop, with the consent of the participants, the transcript was analyzed
using thematic analysis. The resulting themes were summarized in a spreadsheet
and then discussed in a follow-up meeting with the supervisor. In this meeting, the
workshop themes were mapped to possible changes in the reference model. This led
to the redesign of the model.

TReqs-Compliance Demo

TReqs Elements Annotation In the previous iteration, an initial TTIM was
designed to incorporate selected concepts from the reference model. In the second
iteration, this traceability design was instantiated in a lightweight demonstration.

As a first step, ISO 26262 Part 8 was converted into a markdown representation
to make the standard easier to process within a repository-based environment. The
demonstration focused on Clauses 7 and 8, which deal with configuration and change
management. Based on the TTIM, the relevant elements were then tagged and linked
in TReqs.

These included the standard itself, clauses, and the abstract boundary objects and
corresponding system-level boundary objects required by the standard.

To visualize the resulting traceability structure, the command treqs list –plantuml
–outlinks was used to generate a UML graph. The resulting graph illustrates how
the tagged elements are connected through trace links.

To see the results more clearly, Fig. 5.4 crops part of the UML graph. It shows the
generated traceability graph for the instantiated example based on ISO 26262 Part
8, Clauses 8. The figure illustrates the connection between standards and clauses,
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the derivation of the need for artifacts from clauses, and the link between abstract
boundary objects and the corresponding work products represented in the repository.

Figure 5.4: The UML graph of the elements traceability structure

Compliance Rule Map A compliance rule map, as shown in Fig. 5.5, was created
to define the initial check rules. The rule map included selected boundary object
types, such as configManagementPlan. For each document type, the rule map
defined required fields and, where relevant, additional constraints such as required
child artifacts.

Figure 5.5: The compliance rule map in iteration 2

The rule map separates different kinds of compliance constraints. For example, the
field required_fields represents content that must be present in a system-level
boundary object. In this iteration, this is checked by matching the titles and YAML
metadata in the markdown file. The field min_links represents whether an abstract
boundary object must be linked to concrete system-level boundary objects. A value
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of 0 means that a concrete instance is not required in every case. This is differ-
ent from required_children, which represents dependencies between system-level
boundary objects, such as the relation between a change request and its correspond-
ing change request analysis. Finally, requestReview is used for cases where a re-
quirement cannot be fully checked automatically and should instead trigger human
inspection.

Check Logic Implementation In addition to defining the rule map, this itera-
tion implemented initial content check logic. The implementation focused on the
required_fields part of the rule map. For each system-level boundary object se-
lected, the checker reads the corresponding markdown file to see if the required fields
are present. Currently, fields can be detected in either the YAML metadata block
or the headings of the markdown file. The limitation is one document may contain
multiple boundary objects. Therefore, we could improve the logic by checking the
YAML code block inside the TReqs elements instead.

The rule map is not directly connected to system-level boundary objects through ex-
plicit TReqs trace links. Instead, the implementation uses TReqs element attributes
to associate artifacts with rules. For Treqs elements we can define a document at-
tribute, such as document="changeRequest", which identifies the artifact type. The
checker uses this attribute to find the corresponding rule entry in the rule map, after
which it applies the checks to the file. An example of change request file is shown
in Fig. 5.6.

Figure 5.6: An example of annotated work product

The check results were then summarized in an initial compliance report. This report
lists each compliance requirement, the relevant work products, the status of the
check, and a brief explanation of the result. For example, a requirement is marked
as green if the expected artifact is linked and the required fields are found. It
is marked as red when there is no corresponding system implementation or when
required fields are missing. Fig. 5.7 shows an excerpt of the generated report.
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Figure 5.7: The initial compliance report

5.2.4 Solution Evaluation

Reference Model

The second iteration was evaluated through two steps. First, the workshop transcript
was analyzed using thematic analysis to identify recurring concerns, challenges, and
suggestions from industrial participants. Second, the workshop results were dis-
cussed in a follow-up meeting with the supervisor, where the themes were further
synthesized and translated into implications for the reference model.

Workshop feedback. The thematic analysis showed that the literature-based
taxonomy was useful for structuring the discussion, but also revealed several aspects
that were not sufficiently represented in the previous reference model. Table 5.2
summarizes the main themes identified from the workshop and their implications
for the model.

Supervisor-guided synthesis. After the thematic analysis, the identified themes
were discussed in a supervisor-guided synthesis meeting. The purpose of this meeting
was to translate the workshop feedback into concrete changes to the reference model.
The discussion focused on how the model should be extended so that it could better
represent both the conceptual structure of continuous compliance and the practical
concerns raised by industrial participants.

Several refinement points were identified:

• Compliance checks should be modeled as lifecycle objects. The work-
shop discussion showed that checks are not static. They can be introduced,
refined, become gating or non-gating, and be retired over time. Therefore, the
model should represent compliance checks as artifacts that require lifecycle
governance.

• Exemptions should be explicitly represented. The discussion high-
lighted that non-compliance does not always result in an immediate halt to the
development process. Any temporary exemptions, accepted risks or justified
deviations must be recorded and version-controlled for consideration during
later audits.

• Checks should be differentiated by type and automation level. The
synthesis distinguished between four types of check: existence checks, KPI-
based checks, content checks, and context checks. These checks differ in how
easily they can be automated. While existence checks can be fully automated,
context checks may require manual inspection or AI-supported assistance.
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Table 5.2: Main themes identified from the workshop analysis

Theme Main observation Implication for the refer-
ence model

Distributed
compliance
contexts

Compliance activities do not only
happen during development. Par-
ticipants discussed development-
time, release-time, deployment-
time, and runtime compliance. In
some cases, products are oper-
ated by third parties, which limits
the developer’s control over opera-
tional data.

The model should not re-
strict compliance evidence
to repository or CI artifacts.
It should also allow evi-
dence to originate from de-
ployment and runtime con-
texts.

Levels of au-
tomation

Automation can support simple
checks, such as artifact existence,
KPI thresholds, or traceability
coverage. However, semantic and
contextual checks often still re-
quire human judgment or AI-
supported interpretation.

The model should distin-
guish different types of
checks, including existence
checks, KPI-based checks,
content checks, and context
checks. It should also repre-
sent different degrees of au-
tomation.

Heterogeneous
artifacts

Compliance-relevant work prod-
ucts can include source code, con-
figurations, CI results, runtime
data, use-case executions, statis-
tics, documentation, and manually
produced analyses.

Compliance model should
consider and handle a
heterogeneous artifact
category, rather than as a
single fixed artifact type.

Compliance as
development
context

Compliance is not only some-
thing checked after development.
Especially in AI-assisted or
specification-driven development,
compliance constraints may be-
come part of the input context for
development activities.

The model should include
compliance-by-design as-
pects, where compliance
requirements and checks
guide system changes be-
fore or during development.

Exemptions
and lifecycle
governance

A failed compliance check does not
always stop development. Orga-
nizations may temporarily accept
a violation, document an exemp-
tion, or make a risk-based deci-
sion. These decisions must be
maintained and audited.

The model should include
exemption lists, lifecycle
governance, and mech-
anisms for maintaining
exceptions over time.

Risk and confi-
dence

Compliance checks differ from or-
dinary software tests because fail-
ures may not be detected through
later technical feedback, but by
auditors or regulators. Therefore,
the required confidence level de-
pends on risk and consequence.

The model should repre-
sent that the degree of au-
tomation should be inter-
preted together with confi-
dence and prioritization.
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• Compliance evidence should include runtime data. Feedback from the
workshop showed that compliance evidence may come not only from repository
artifacts or CI pipelines, but also from runtime monitoring, operational data,
triggering conditions, use cases, and behavioral statistics.

• Compliance reports and assessment reports should be separated.
The discussion clarified that collected evidence may be organized into com-
pliance reports, while assessment activities may produce assessment reports.
This distinction helps separate and link evidence collection from compliance
assessment.

• Standard changes should be connected to impact analysis. As continu-
ous compliance must react to changes in standards or regulations, the refined
model should incorporate standard changes and change impact analysis to
inform updates to requirements.

Refinement of the reference model. Based on the feedback from the workshop
and the supervisor-guided synthesis, the reference model was redrawn, as shown in
Figure 5.8. To improve readability and clarity, this version shifts the focus from
activity-centered to artifact-centered. Compared with the previous version, the re-
fined model provides a more detailed representation of the connections between
standards, requirements, the system, checks, evidence and audit documents.

Figure 5.8: An artifact-flow diagram of the CC workflow

The left side of the model illustrates the flow of standards to requirements. It intro-
duces standard changes and change impact analysis. This addresses the limitation
of the previous model, where continuous compliance was mainly intervened by code
changes. In the refined model, changes in standards can trigger impact analysis and
lead to updates of compliance requirements and subsequent steps.
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Table 5.3: Mapping from taxonomy dimensions to the reference model

Taxonomy dimension Representation in the reference model
Compliance target The model contains both activity flow and ar-

tifact flow. Process-oriented targets are re-
flected through compliance and development activ-
ities, while artifact-oriented targets are reflected
through requirements, system description and
other compliance-relevant artifacts.

Compliance phase The model covers the main phases of a complete
continuous compliance workflow, and clarifies what
compliance-related activities are expected in each
phase. For example, before audit, it requires evi-
dence collection and the preparation of compliance
reports.

Enablement solution The model does not specify a particular solution
type. Instead, it provides placeholders that can
support different enablement mechanisms. For
example, compliance checks can be implemented
through rule-based scripts, ontology-based queries,
or other mechanisms.

Trigger The model shows various triggers for compli-
ance work, including standard or system changes,
merges, and runtime data. These triggers can lead
to activities such as change impact analysis or evi-
dence updates. The model is further refined in the
next iteration to include more triggers.

Requirement extraction The model represents requirement extraction as
an upstream activity that generates compliance re-
quirements from regulatory documents. Different
extraction methods can be used for this step.

The bottom part still represents the software development lifecycle. It illustrates
the relationship between system descriptions, system changes and compliance checks.
While the system changes, the modified parts need to be traced back to compliance
requirements. System changes can also trigger checks before merging. In an AI
development environment, compliance requirements and compliance checks should
be input to the development to ensure compliance throughout the lifecycle, which
is titled as ’compliance by design’.

The refined model also distinguishes between different types of compliance check.
These include existence checks, KPI-based checks, content checks, and context
checks. The model further represents the degree of automation as a spectrum from
fully manual to fully automated.

Another important refinement is the introduction of lifecycle governance and ex-
emption maintenance. Compliance checks and exemptions are not treated as static
elements. Instead, they need to be introduced, maintained, versioned, and reviewed
over time. The exemption list represents cases where a compliance issue can be tem-
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porarily accepted or justified. This enables the model to reflect situations in which
a failed check does not automatically halt development, but must be documented
and considered in the future.

The right side of the model still represents assessment process. Compliance checks
and development activities produce compliance evidence, which supports the compli-
ance argument. The compliance argument is then used in the compliance assessment.
The model also distinguishes between compliance reports and assessment reports as
inputs and outputs of the assessment process.

As discussed, the themes identified from the workshop have been incorporated into
the reference model in different ways. To further trace this refinement back to the
results of the literature review, Table 5.3 summarizes how the original taxonomy
dimensions in Table 5.1 are represented in the reference model.

Overall, the second iteration expanded the reference model, shifting to a broader,
evidence-based, risk-aware process. It introduced standard changes, impact analy-
sis, check types, automation levels, runtime evidence, exemption maintenance and
assessment-related documents. However, the evaluation revealed that DevOps in-
tegration remained under-specified, so this became the central focus of the next
iteration.

TReqs-Compliance Demo

The demo showed that the initial TTIM and the rule map can be used to instantiate
selected parts of the reference model at the repository level. The prototype can
represent standards, clauses, compliance requirements, system description in TReqs.

The implementation provides initial proof of feasibility for artifact-oriented continu-
ous compliance solution. In particular, it shows that some compliance requirements
can be translated into structural rules over repository artifacts. Existence checks can
be handled as traceability checks, while simple content checks can be implemented
as checks for required fields. This supports the idea that parts of compliance evi-
dence collection can be automated when the relevant requirements are sufficiently
explicit and the artifacts are structured.

The rule map also has potential for extensibility. By separating rule definitions from
checking logic, the prototype can be extended with additional rule types and check-
ing scripts. This is important because continuous compliance involves heterogeneous
artifacts and different degrees of automation.

However, the demonstration remains limited. Formal methods focus only on struc-
tural properties, such as the existence of links and required fields. They do not
evaluate the semantic correctness and the quality of the artifact content. Therefore,
further work is needed to support more complex checks, DevOps integration, and
automated evidence collection.
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5.3 Iteration 3

The third iteration focused on refining the reference model to allow for stronger
DevOps integration and to complete the prototype plugin. The Iteration 2 reference
model and prototype were discussed in a second Software Center workshop. The
feedback emphasized that continuous compliance should be connected more clearly
to the DevOps lifecycle.

Based on this feedback, the reference model was redesigned to integrate a DevOps-
oriented view of development and operation. In parallel, the treqs-compliance plugin
was extended from simple traceability and required-field checks toward a more com-
plete rule-based workflow and to include many other advanced functions.

5.3.1 Problem Investigation

The third iteration began with an evaluation of the results from Iteration 2 in another
Software Center workshop. Participants discussed the refined reference model and
the initial demo.

The demo was used to illustrate a repository-level realization of the reference model,
showing how traceability links could connect standards, compliance requirements,
and BOs, and how rule-based methods could be used for existence check and content
check.

The feedback on the demo was primarily used as a feasibility check. Although the
participants did not provide extensive comments on the implementation details, the
discussion indicated that repository-level traceability, explicit evidence (such as the
generated report), and lightweight automated checks were all relevant and helpful
for continuous compliance.

The main piece of feedback is on the model. Many participants pointed out that the
model still focused too much on repository-level activities and those that occur before
merging. In particular, it was highlighted in the discussion that the model should not
stop at code changes or merge decisions. Continuous compliance also needs to cover
later DevOps activities such as building, testing, releasing, deploying, operation
and monitoring. Participants also emphasized that runtime data and operational
statistics are not only additional sources of evidence, but are also necessary for
verifying whether the assumptions made during development remain valid during
operation.

This revealed a limitation of the previous model. Although it mentioned runtime
data and context checks, it did not adequately represent how compliance checks
and evidence collection are integrated across the DevOps lifecycle. Consequently,
Iteration 3 aimed to refine the reference model, establishing a stronger connection
between continuous compliance and DevOps activities, and finalize the prototype
implementation.
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5.3.2 Solution Design
Based on the feedback from the third workshop, the reference model was refined to
more accurately reflect the relationship between continuous compliance and DevOps.
This is realized by explicitly linking compliance activities to the DevOps lifecycle.

Figure 5.9: DevOps-integrated continuous compliance reference model

As shown in Figure 5.9, the left side retains the flow of standards to requirements.
Compared with the previous versions, this model combines both workflow and
artifact-flow of continuous compliance, completely and explicitly demonstrating the
continuous compliance lifecycle.

The main refinement in this iteration is the explicit representation of the DevOps
lifecycle. The model now includes development and operation activities such as
code, build, test, plan, release, deploy, monitor, and operator activities. Compliance
checks can be connected to different steps in this lifecycle. For example, existence
check, KPI check, content check may be executed during development and in CI
pipeline, while context check can be executed in runtime, collecting operational
statistics or monitoring outputs.

The refined model therefore extends the scope of continuous compliance from repository-
level and pre-merge workflows to encompass a more comprehensive DevOps-incorporated
process. It demonstrates that compliance evidence can be generated throughout the
development process, including pipeline execution, deployment and runtime mon-
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itoring. At the same time, the model preserves earlier concepts such as lifecycle
governance and exemption maintenance.

5.3.3 Solution Implementation
The prototype implementation developed in this thesis is available in a public project
repository.1

The Rule Map

In Iteration 3, the demo was extended from simple required-field checking to a more
complete rule-based compliance checking solution. The rule map was refined so that
each rule is tagged as a compliance requirement, as shown in Fig. 5.10. This better
aligns the reference model, where compliance requirements are derived from clauses
and serve as input to checks.

Figure 5.10: The compliance rule map in iteration 3

The updated rule map defines rules derived from ISO 26262 Part 8 Clause 7 and
Clause 8. They are requirements for several system-level boundary object types,
including configuration management plans, change requests, change request analyses,
and change reports. Each rule specifies the required fields for the relevant document.

1https://github.com/inco-yjl/treqs-compliance-public-
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Some rules also define the necessary child documents. For instance, a change request
requires a linked change request analysis, while a change request analysis requires
documentation in the change report. In this way, the rule map supports content
and structural dependency checks between system-level boundary objects.

The previous min_links field was removed from the rule map because it represents
a constraint on abstract boundary objects rather than on system-level boundary
objects. However, there are no direct links between rules and abstract boundary
objects, so this design approach is not feasible. Instead, this constraint is now rep-
resented as an attribute of the abstract boundary object. For example, in Fig. 5.12,
the second Treqs element has an attribute called requireImplementation which
is set to false. This attribute indicates whether an abstract boundary object must
have a corresponding system-level implementation.

Figure 5.11: Abstract boundary objects in clause 8

To improve extensibility, the rule-verification logic has been moved into a sepa-
rate module. The main compliance checker is now responsible for loading elements,
building traceability maps, applying rules, merging results and exporting reports.
Individual rule checkers are only responsible for evaluating specific rule fields. The
system uses a checker map to allocate rule fields to their respective checking meth-
ods. This design enables new compliance rule types to be added without altering
the main checking workflow.

The required_fields checker has been refined to support files that contain multiple
boundary objects. Originally, the checker searched the entire Markdown file for
YAML metadata and headings. This could result in false positives.

The updated approach now only extracts the content inside the relevant <treqs-element>
block for the current system boundary object. The checker then searches within that
block for YAML code blocks and Markdown headings. Consequently, required fields
are validated at the boundary-object level rather than the file level, resulting in a
more precise content check.

Lifecycle Governance

Lifecycle management was also added for system-level boundary objects. Each
systemLevelBoundaryObj can define a lifecycle status using the attribute status.
For example:
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Figure 5.12: Inactive System Boundary Object

If a system boundary object is marked as inactive, the compliance checker will
skip all rule checks for that object. The report includes a note to this effect. The
individual system status is left blank and an inactive object does not have a negative
impact on the overall compliance result. This supports cases where an artifact exists
in the repository but should not currently participate in compliance evaluation.

Change Detection and Review

The review mechanism was also refined. Rather than defining review requirements
directly in the rule map, a Git-based review gate was introduced, whereby the
checker now compares the current artifact content with the previously committed
version. It detects whether a file containing a system boundary object has changed
compared to the base branch or the local working tree. If an active system boundary
object is located in a file that has been modified, the object must include review
evidence before it can pass compliance checking. The review evidence can be stored
inside a YAML codeblock in the TReqs element, for example:

review_status: approved
reviewed_by: reviewer
reviewed_at: 2026-05-27

If the file has changed but no valid review evidence is found, the system boundary
object fails and a note indicating that a review is required before the check can pass.
If review evidence is present, the checker continues with the normal compliance
rules. This creates a lightweight lifecycle gate: compliance-relevant artifacts that
have been changed cannot return to a passing state until they have been reviewed,
and the change and review decisions must be recorded to ensure compliance.

Implementation Architecture

The treqs-compliance prototype consists of two different parts: the target software
system and the compliance tool. More specifically, these two parts are, respectively,
repository-level inputs and additional checking code. Repository-level inputs in-
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clude TReqs-annotated artifacts and rule definitions. The added checking code reads
these inputs, resolves TReqs elements and links, applies the rules, and generates a
compliance report. In this thesis, compliance is evaluated on the treqs-compliance
repository itself. Therefore, the tool implementation and the target system artifacts
are located in the same repository, but they play different conceptual roles. Ta-
ble 5.4 summarizes the main components in the prototype, their formats, roles, and
expected update frequency.

Table 5.4: Main components of the prototype

Component Format Role Update frequency
TReqs anno-
tations

<treqs-element>
and <treqs-link>
embedded in mark-
down or comments
in code files

Annotate standards,
clauses, requirements,
abstract BOs, system-
level BOs, with
attributes and trace
links

Updated when the
status or mapping of
artifacts change.

System files Text-based docu-
ments (markdown)
and source code
(the prototype uses
Python)

Provide the concrete
system-level BOs

Updated frequently
during development.

Rule map Structured rule
definitions used by
the checker (the
prototype defines a
Python dictionary)

Defines rules for each
artifact type, such
as required fields, re-
quired child artifacts,
and lifecycle-related
constraints.

Updated less fre-
quently, mainly when
standard interpreta-
tion changes.

Checker
code

Python implementa-
tion

Parses TReqs ele-
ments, resolves trace
links, applies rules,
handles lifecycle sta-
tus, detects changed
files, and generates
reports

Updated when new
check types or re-
porting functions are
added.

Compliance
report

Generated PDF doc-
ument

Shows the status as
pass, fail, or warning,
along with the warn-
ing message.

Generated automati-
cally whenever the
checker is run.

The TReqs language is used mainly through annotations. These annotations are
embedded in repository artifacts. In markdown files, they can be written directly
in the document. While in source code, they can be placed inside comments. The
annotations define compliance-related elements, such as standards, clauses, compli-
ance requirements, abstract BOs, and system-level BOs, as well as the traceability
links between them.

The rule map defines the checks that should be applied to different artifact types.
Since the rule map reflects the interpretation of compliance requirements, it is not
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expected to change frequently. In contrast, the system artifacts are expected to
change more frequently during development, because they will be updated as the
system evolves.

The components mentioned above, the TReqs annotations, system files, and the
rule map, belong to the repository input side. In contrast, on the tool side, the
added checking logic reads the repository input, resolves the TReqs elements and
links, applies the rule map, checks lifecycle and review information, and generates
a compliance report.

In a real setting, creating and maintaining the system input would probably require
collaboration between compliance experts, requirements engineers, and system de-
velopers. Since treqs-compliance is designed to be extensible, project developers
may also contribute project-specific checking logic when needed. This collaboration
between different stakeholders aligns with the BOMI design, in which boundary
objects facilitate coordination across different methodological areas.

5.3.4 Solution Evaluation
The final evaluation compares the prototype that has been implemented with the
final reference model. The aim is not to claim that the prototype implements the
entire reference model, but rather to determine which elements of the model have
been instantiated and which remain conceptual.

The final reference model describes continuous compliance through several connected
concepts: standards, clauses, compliance requirements, system descriptions, compli-
ance checks, exemptions, compliance evidence, compliance arguments, assessment
activities, and DevOps-related artifacts. The prototype primarily implements the
artifact-oriented and repository-level components of this model. Standards, clauses,
compliance requirements, work products are tagged as TReq elements. Trace links
connect standards to clauses, clauses to requirements, and abstract boundary objects
to concrete system artifacts.

The rule-based checker implements some of the compliance check types defined in the
reference model. It supports structural checks, including existence and initial content
checks. Lifecycle governance is partially implemented through a status attribute
on system-level boundary objects. When an artifact is marked as ’inactive’, this
becomes an exemption for now.

The prototype also implements a simple review mechanism. If a file has changed
since it was committed, the checker requires evidence of the review before the item
can pass. This implements the idea in the reference model that changes may re-
quire compliance work and that review decisions should form part of the maintained
evidence.

Fig. 5.13 shows the generated compliance report. The compliance report has also
been improved to better represent the new checking logic. It merges abstract bound-
ary object existence results with system-level rule results. For each abstract require-
ment, the report shows linked system boundary objects, their individual statuses,
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Table 5.5: Comparison between the final reference model and the demonstration

Reference model concept Implemented Notes
Standards, clauses, require-
ments

Yes Represented as TReqs elements
and trace links.

System Description Yes Modeled as system-level bound-
ary objects and mapped to ab-
stract boundary objects in stan-
dard.

Compliance checks Partly Automated existence check and
basic Content check; rule-based
methods

Exemptions and lifecycle
governance

Partly Implemented through status at-
tributes of system boundary ob-
jects.

Change triggers Partly Changed files trigger warn-
ings until review evidence is
recorded.

Compliance evidence Partly Represented through artifacts,
links, check results, and report
output.

Compliance argument No The tool creates reports but
does not construct a full argu-
ment.

DevOps/runtime evidence No Included in the reference model
but not implemented in the pro-
totype.

and notes explaining any issues. The report uses text-based status labels such as
’PASS’, ’WARN’ and ’FAIL’, combined with background colors, to improve readabil-
ity.

While the report does not represent a complete compliance argument, it provides
a lightweight view of the evidence. It shows which requirements have linked docu-
ments, which checks pass or fail, which artifacts are inactive, which artifacts require
a relevant document and which changes require review.

Figure 5.13: Generated compliance report from the final prototype

Overall, the evaluation shows that the prototype operationalizes selected parts of
the final reference model: repository-level traceability, structural compliance checks,
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lifecycle status, review warnings, and report generation. However, several parts
of the reference model remain outside the implementation scope. The prototype
does not implement runtime monitoring, DevOps pipeline evidence, KPI checks,
context checks, full exemption governance, or automatic construction of compliance
arguments. Therefore, the implementation should be understood as a partial demon-
stration of how PRITM tooling can support continuous compliance, rather than as
a complete continuous compliance platform.
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Discussion and Conclusion

6.1 Answering the Research Questions
RQ1: How do software development activities and their resulting arti-
facts support the collection and maintenance of compliance evidence for
continuous compliance?

The results show that achieving continuous compliance requires both activities and
artifacts. Development activities such as system changes, change reviews, testing,
and CI pipeline execution can all generate compliance-relevant evidence. However,
this evidence is only useful if it can be traced back to compliance requirements and
to the clauses and standards from which these requirements were derived.

This finding confirms previous work that emphasizes traceability, versioning, and
automated documentation as key mechanisms for continuous compliance [1]. It also
aligns with process-integrated approaches, which argue that compliance activities
need to be integrated with development workflows rather than treated as isolated
audit preparation tasks [5], [8]. However, this thesis complements these studies
by explicitly and comprehensively connecting development activities, compliance
workflow, compliance relevant-artifacts, and assessment activity in one reference
model.

The reference model developed in this thesis illustrates this relationship by link-
ing standards, clauses, compliance requirements, system descriptions, compliance
checks, evidence, and compliance arguments. A key finding is that compliance evi-
dence must be maintained over time. Since both standards and systems can change,
evidence can become outdated if relevant artifacts or trace links are not updated.
This complements work by Rouland et al., who emphasize the need to handle both
software evolution and regulatory change in continuous compliance processes [3].

Therefore, the answer to RQ1 is that software development activities support con-
tinuous compliance by producing and updating artifacts that can serve as evidence
of compliance. However, these artifacts only become useful evidence when they
are traceable, maintained and connected to compliance requirements, checks and
arguments.

RQ2: How can a PRITM tool such as TReqs support continuous compli-
ance?
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The TReqs plugin prototype, treqs-compliance, demonstrates that PRITM tools can
support continuous compliance by representing compliance-related artifacts directly
within the product repository and by making traceability relationships explicit.

In this case, treqs-compliance is used to represent standards, clauses, compliance
requirements, abstract boundary objects, and system-level boundary objects. This
enables requirements derived from ISO 26262 Part 8 to be linked to specific work
products. The generated traceability graph, as shown in Fig. 5.4, demonstrates how
TReqs can provide a repository-level view of compliance relationships.

This finding complements previous work on TReqs and BOMI-based compliance
support [4]. While earlier work focused more using boundary objects to facilitate
coordination, this thesis shifts the focus toward continuous compliance and evidence
maintenance over time. It also confirms prior research on boundary objects as useful
interfaces between different methodological islands and stakeholder groups [8], [13],
[14].

The prototype also confirms findings from rule-based compliance approaches. Simi-
lar to previous work that uses policy maps, scripts, or verification tools to automate
parts of compliance checking [23], [24], treqs-compliance shows that lightweight struc-
tural checks can be automated. Existence checks are solved as traceability checks
between boundary objects. Simple content checks are implemented by verifying the
presence of required fields in Markdown files. The rule map associates artifact types
with the relevant rule entries.

However, the prototype reinforces a limitation identified in previous research: formal
methods alone are insufficient for achieving perfect continuous compliance. More
complex compliance issues could still require semantic interpretation, human review
or advanced AI solutions [6], [25]. Artifact-oriented methods also tend to neglect
process compliance. Therefore, although PRITM tools can provide an important
integration point for continuous compliance, they need to be combined with require-
ments interpretation techniques, CI/CD pipelines and potentially runtime monitor-
ing to cover the full lifecycle.

RQ3: To what extent can PRITM tools reduce the effort required to
achieve continuous compliance compared with traditional approaches?

Referring to the finalized reference model, the results suggest that PRITM tools
can primarily reduce the effort required for structural and compliance work. It
aligns with prior work on automated verification-based compliance, which shows
that automation is most feasible when compliance concerns can be expressed as
explicit rules or checks over structured artifacts [23], [24].

Traditional compliance activities are often labor-intensive when performed manually,
especially if evidence collection and traceability construction have to be repeated
before every audit. This solution can significantly reduce the effort by providing
traceability management and evidence maintenance. In this respect, the solution
also complements previous compliance-as-code and rule-based approaches.

However, the reduction in effort is limited for compliance concerns that require
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interpretation, justification, or domain expertise. For example, determining whether
a risk analysis is complete, whether an exemption is reasonable, or whether a runtime
behavior aligns with a context-specific safety requirement cannot be accomplished
solely through traceability alone. This confirms the limitations identified in semi-
automatic and ontology-based compliance approaches, where human judgment is
still required for complex semantic or contextual checks [6], [25].

Therefore, PRITM tools should not be viewed as a replacement for traditional com-
pliance work. Instead, they can reduce manual effort by automating low-level struc-
tural checks, maintaining traceability, and preparing evidence for review. This com-
plements previous research by positioning PRITM tools as a means of integrating
development artifacts, automated checks and compliance evidence rather than as a
fully automated compliance assessment solution.

6.2 Conclusion
Through three design iterations, a reference model for continuous compliance was
developed and progressively refined. The model evolved from an activity-centered
process view, to an artifact-centered view, and finally to a DevOps-oriented view
that connects compliance activities and artifacts across development and operation.

The thesis also explored how selected concepts from the reference model could be
realized using a TReqs plugin. The resulting prototype demonstrates how stan-
dards, clauses, compliance requirements, and system artifacts can be represented in
a product repository. It also demonstrates simple, rule-based checks and an initial
compliance report.

Overall, the work produces both a conceptual structure and a practical tool for
continuous compliance. A reference model clarifies what needs to be connected,
and a PRITM tool such as TReqs can manage these connections in practice. This
approach is most effective for structural compliance tasks such as traceability mainte-
nance, artifact existence checks and simple content checks. However, more complex
compliance reasoning still requires human judgment and further tool support.

6.3 Future Work
First, future work should evaluate the prototype in a more realistic industrial setting.
While the current work demonstrates the feasibility of the approach on selected ISO
26262 examples, it does not yet measure the actual effort reduction achieved in
concrete industrial use cases.

Secondly, the approach should be applied to a broader set of standards and domains.
This thesis primarily uses ISO 26262 Part 8 for demonstration purposes. Applying
the model to other standards, such as those relating to cybersecurity, AI governance
or cloud compliance, would help to determine whether the proposed artifact types,
check categories and traceability relations are sufficiently general.
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Thirdly, future work should investigate more advanced compliance checks. While the
prototype mainly focuses on structural checks, more semantic and context-dependent
checks remain difficult. Future work could explore how natural language processing,
large language models and domain-specific analysis tools can support content and
context checks while maintaining human review.

Fourthly, the relationship between continuous compliance and runtime operation
requires further study. While the final reference model incorporates DevOps and
runtime evidence, the demonstration does not yet implement runtime monitoring
or operational feedback. Future work could examine how runtime data, monitors,
logs and operational assumptions can be linked to compliance requirements and
arguments.

Finally, future work should examine how compliance arguments can be generated
or maintained from repository-level evidence. While the current prototype produces
simple reports, it does not construct a full compliance argument. Further work could
investigate how evidence can be transformed into structured compliance arguments
for auditors.
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