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Abstract

The increasing integration of artificial intelligence (AI) and machine learning (ML)
into neuroimaging research has amplified concerns regarding the quality, repro-
ducibility, and trustworthiness of such software systems. Existing evaluation prac-
tices often lack standardized and systematic frameworks, limiting their ability to test
software quality, especially for AI/ML-based neuroimaging software system. This
study addresses this gap by developing and applying a simulation-based framework
to evaluate key quality attributes—transparency, functional correctness, and robust-
ness—in AI/ML-based brain imaging analysis pipelines. The framework leverages
the Watts—Strogatz network model to generate controlled, simulated brain connec-
tivity datasets, enabling rigorous and repeatable testing. Two analysis pipelines
within BRAPH 2 (Brain Analysis using Graph Theory 2), an open-source MATLAB-
based neuroimaging software for brain network analysis, are tested: a graph the-
ory—based pipeline and a deep learning—based analysis pipeline. Both pipelines are
evaluated against simulated datasets, successfully identifying the predefined salient
brain regions and maintaining stable performance across repeated runs and random
noise situations. Transparency was further enhanced through a graphical user inter-
face and visualization modules that allow inspection of intermediate and final out-
puts. These results demonstrate that the proposed framework can effectively verify
critical quality attributes in a controlled environment. The established methodology
provides a robust and accessible foundation for extending validation to real-world
neuroimaging datasets and for guiding future st andards in the quality evaluation
of AI/ML-based neuroscience software.

Keywords: software quality, neuroimaging, AI/ML system, BRAPH 2, graph theory,
deep learning, transparency, functional correctness, robustness
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Glossary

AT (Artificial Intelligence): Refers to the development of computer systems that
can perform tasks typically requiring human intelligence, such as learning, reasoning,
problem-solving, and perception.

ML (Machine Learning): A subfield of Al that focuses on algorithms and sta-
tistical models which enable systems to learn from data and improve performance
over time without being explicitly programmed.

GUI (Graphical User Interface): A user interface that allows interaction with
electronic devices through graphical elements like buttons, icons, and windows,
rather than text-based commands.

ISO/IEC TS 25058:2024: A technical specification published by the Interna-
tional Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC), providing standardized quality evaluation guidelines specifically
tailored for AI/ML-based software systems.

ROIs (Regions of Interest): In neuroimaging, ROIs refer to specific anatomical
areas of the brain that are selected for focused analysis, often because they are
hypothesized to be functionally or structurally significant.

BRAPH 2 (Brain Analysis using Graph Theory 2): BRAPH 2 is a MATLAB-
based open-source software platform designed for brain network analysis using graph
theory.

MRI (Magnetic Resonance Imaging): MRI is a medical imaging technique
that uses magnetic fields and radio waves to create detailed images of the brain’s
structure.

ADHD (Attention-Deficit/Hyperactivity Disorder): A neurodevelopmental
disorder characterized by persistent patterns of inattention, hyperactivity, and im-
pulsivity that interfere with functioning or development. Key features include diffi-
culty sustaining attention, excessive activity or restlessness, impulsive actions, early
onset (before age 12), and symptoms present in more than one setting (e.g., home,
school, work).

fMRI (Functional Magnetic Resonance Imaging): fMRI measures brain ac-
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Glossary

tivity by detecting changes in blood oxygen levels, allowing researchers to observe
functional processes in the brain.

MLP (Multilayer Perceptron): A type of feedforward artificial neural network
consisting of an input layer, one or more hidden layers, and an output layer. It
is commonly used to model complex nonlinear relationships in data. Key parame-
ters include the number of hidden layers, number of neurons per layer, activation
functions, learning rate, batch size, optimizer /solver, and number of training epochs.

ABC (Actors, Behavior, and Context): A research framework in software en-
gineering aiming for three desirable properties in empirical studies: generalizability
over Actors (A), precise measurement of Behavior (B), and realism of Context (C).

DTI (Diffusion Tensor Imaging): An MRI technique that measures the diffu-
sion of water molecules in biological tissue to assess white matter microstructure.
Key features include measurements of diffusivity magnitude (e.g. mean diffusivity),
directionality of diffusion (anisotropy, such as fractional anisotropy), and the ability
to estimate neural fiber orientations for tractography.

EEG (Electroencephalography): A non-invasive technique for recording the
brain’s electrical activity via electrodes placed on the scalp. Key features include
high temporal resolution; measurement of voltage fluctuations (brain waves) that
reflect neural activity (especially from cortical neurons), and use in diagnosing and
monitoring neurological functions and disorders.

ECG (Electrocardiography): A non-invasive medical test that records the heart’s
electrical activity from electrodes placed on the surface of the body. Key features
include measurement of heart rate and rhythm, detection of impulses’ origin and
conduction pathways, and visualization of characteristic waveforms such as P wave,
QRS complex, and T wave.
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1

Introduction

Software has become essential for advancing our understanding of the brain in con-
temporary neuroscience research [1]. The complexity and diversity of brain imaging
analysis require robust software frameworks to ensure scientific integrity through re-
liable software quality. This need is particularly critical when handling brain imag-
ing data, as such data inherently exhibit more significant variability and complexity
[2], [3] as research develops. In other words, the emergence of complex neuroimag-
ing datasets has created an urgent demand for tools that are reliable, flexible, and
reproducible [4].

While Al shows promising applications in neuroscience through network-based mod-
els for analyzing brain connectivity patterns, quality assurance in this field still
mainly relies on evaluations through empirical data analyses driven by intuition and
experience, leading to questions about the algorithm accuracy and reproducibility
of the calculation [5], 6], [7]. For instance, research studies often validate software-
generated results by comparing them to previous findings in the literature. However,
these earlier studies frequently lack detailed information about the analysis setup,
such as the rationale behind selecting specific ROIs (Regions of Interest), which
is often unclear [8], [9]. This subjective approach potentially introduces bias and
reduces reproducibility, highlighting the need for more standardized, data-driven
evaluation frameworks.

Currently, several AI/MIL-based neuroscience software tools exist. For example,
BRAPH 2 has been successfully applied in neurosciences, providing deep learning
analysis for brain imaging analysis [10]. However, many medical researchers using
these AI/ML-based software tools do not have a background in computer science
or a detailed understanding of how such systems work, particularly in software
engineering and AI/ML algorithms. This creates a need for AI/ML-based software
that can seamlessly integrate advanced AI/ML algorithms while also automating
fundamental but standardized tasks such as quality check of AI/ML-based software
system. By doing so, researchers can focus on generating scientific insights rather
than dealing with technical challenges.

Therefore, while various neuroscience software tools have been successfully applied in
different research contexts, the comprehensive evaluation of AI/ML-based Software
quality from a software engineering perspective remains underexplored. Yet, assess-
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1. Introduction

ing software quality is crucial: when analytical tools lack transparency, their pro-
cessing steps and decision logic become opaque, obscuring potential implementation
errors; when they lack functional correctness, undetected algorithmic or modeling
biases may distort results; and when they lack robustness, unstable computations
under varying data conditions can yield inconsistent or unreliable outcomes, ulti-
mately leading to misleading scientific conclusions and reduced trust in neuroimaging
findings. This study aims to fill this gap by employing experimental simulations to
assess the quality of AI/ML-based software in neuroscience, using BRAPH 2 as a
case study. By systematically evaluating software quality in accordance with ISO
standards from the software engineering perspective, this research seeks to improve
the overall reliability of AI/ML neuroscience software systems in the field. Through
careful assessment of defined quality metrics, it establishes a benchmark for evalu-
ating neuroimaging software and promotes higher standards for future development
in this rapidly evolving domain.

1.1 Research Questions

Currently, AI/ML-based neuroscience software lacks a thorough and systematic dis-
cussion regarding quality control and evaluation, particularly in relation to estab-
lished standards from software engineering. This gap creates significant uncertainty
about the reliability and trustworthiness of such tools. Many studies [7] rely heavily
on real-world data and expert intuition for algorithm parameter selection, making
the analysis less reproducible, harder to generalise, and often inefficient. Without a
simulation-based environment, rescarchers cannot precisely control data variability
or evaluate software performance when the ground truth of brain connectivity is
unknown, and input variability (e.g., scanner noise, preprocessing differences, de-
mographic diversity) cannot be systematically controlled [11].

This challenge becomes even more complex when traditional neuroscience methods
are combined with AI/ML techniques, particularly those involving both graph the-
ory and deep learning. In such cases, it is often unclear which software quality
attributes should be evaluated. Existing studies tend to emphasise reproducibility
while overlooking other critical aspects such as functional correctness, traceability,
and transparency. As a result, current approaches often fall short of delivering
robust and reliable analysis pipelines.

To address this, the present study systematically explores how software quality can
be assessed through experimental simulations—that is, by precisely controlling and
testing algorithm behaviour under known conditions.

Research Question:

How can quality attributes of AI/ML-based neuroscience software be
effectively evaluated to ensure reliable performance in real-world neu-
roimaging analysis pipelines?

To explore this question, this study uses BRAPH 2 as a case study, focusing on
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1. Introduction

a neuroimaging pipeline designed to identify group differences using both graph
theory-based and deep learning-based methods. A central research goal in such
pipelines is to determine which brain regions contribute most to the group differences
(e.g., distinguishing patients from healthy controls). Brain regions are modelled as
nodes in a graph, with connections representing interactions between them.

To simulate the brain network, we generate data in which a known set of brain re-
gions carries the most discriminative information. The hypothesis is to test whether
the pipeline can correctly identify these regions by establishing a controlled simula-
tion environment. This study will provide insight into its transparency, functional
correctness, and robustness. A detailed literature review, methodology, and results
will be described in the following chapters.

1.2 Aim

This study aims to systematically analyzes, identify, and evaluate critical quality at-
tributes required for ensuring AI/ML-based software systems in brain neuroscience.
Leveraging the BRAPH 2 framework, the research will specifically address challenges
in the quality of AI/ML-based neuroscience software systems. The purposes are as
follows:

1. To design and implement an evaluation framework that brings together graph
theory-based and deep learning-based analysis approaches, allowing for flexible
parameter manipulation and systematic quality assessment within a controlled
environment, thereby facilitating rigorous verification of software attributes on
both simulated and real-world brain imaging data.

2. To create a practical and easy-to-use testing approach that supports researchers
without software engineering expertise in independently evaluating critical
quality aspects of neuroscience software, including transparency, functional
reliability, and robustness under varying conditions.

Through these objectives, this research aims to significantly enhance the robustness
and transparency of AI/ML-based neuroscientific software, providing tools that al-
low precise algorithm control and increased reliability in neuroscientific research.

1.3 Significance of the Study

The significance of this study lies in its potential to set novel and practical stan-
dards for evaluating AI/ML-based software quality within the neuroscientific com-
munity. By systematically exploring and validating critical quality attributes using
the BRAPH 2 software, this study will fill a current void in the comprehensive
software quality evaluation of neuroscience software that utilizes AI/ML methods.

First, it provides neuroscientists with accessible methodologies for robust software
evaluation, which is essential for advancing scientific integrity in the face of increas-
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1. Introduction

ingly complex AI/MI-based analyses. Secondly, it demonstrates how a systematic
and user-friendly framework can support precise control over analysis parameters
and enable rigorous evaluation of neuroscience pipelines, reducing reliance on man-
ual adjustments and subjective experience-based controls. Lastly, in collaboration
with the Karolinska Institute and using real datasets to verify its actual applica-
tion effect, the insights and methodologies established through this research will
offer valuable benchmarks and standards for evaluating future neuroscience soft-
ware, thereby fostering broader application and development across the discipline.

In summary, this work serves both as a practical guide for neuroscience software
developers and as a foundational reference for ongoing research in AI/ML-based
neuroscience applications.

1.4 Report Outline

This thesis is structured into six main chapters, each serving a distinct purpose
in addressing the research question on software quality evaluation in AI/ML-based
neuroimaging software.

Chapter 1: Introduction outlines the research background, motivation, and re-
search questions, clarifies the goals and contributions, identifies gaps in transparency;,
functional correctness, and robustness in current AI/ML neuroimaging software eval-
uation, and introduces BRAPH 2 as the case vehicle together with a simulation-
based validation approach.

Chapter 2: Background reviews three foundations: software quality (and relevant
standards) in AI/ML systems, the ecosystem of neuroimaging analysis software, and
related research and practice. Drawing on the literature and application scenarios,
it motivates transparency, functional correctness, and robustness as the key quality
attributes prioritized in this work.

Chapter 3: Methods presents the study design and methodology, including a
controlled, simulation-based testing environment (e.g., using Watts—Strogatz model
to generate data with controllable connectivity patterns), the design of two anal-
ysis pipelines verification in BRAPH 2 (graph theory and deep learning), and the
experimental schemes and the metrics used to examine each quality attribute (trans-
parency, functional correctness and robustness).

Chapter 4: Results reports the validation of the quality-evaluation framework.
It focuses on the verification of the graph theory-based and deep learning-based
analysis pipeline, explains, and summarizes the testing results. Evidence and obser-
vations are presented from the perspectives of transparency, functional correctness,
and robustness.

Chapter 5: Discussion interprets the results in relation to the research question,
addressing the framework’s applicability and boundaries for neuroimaging software
quality evaluation. It discusses implications for developers and end-user researchers,
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1. Introduction

the generalizability and limitations of the approach, threats to validity, and relevant
ethics and guidance for the use of generative Al.

Chapter 6: Conclusion and Future Work summarizes the main findings and
contributions, highlighting the value and practice of simulation-driven quality eval-
uation for AI/ML neuroimaging software. It also outlines next steps, including
completing deep-learning pipeline tests, external validation on real-world datasets
(e.g., collaborations with clinical/research institutions), and extending the frame-
work toward a more generalizable quality-assessment toolkit.



1. Introduction




2

Background

This chapter provides the foundational background for understanding the intersec-
tion between AI/ML and software quality, particularly in the context of neuroscience
applications. It begins by outlining the key principles and challenges of ensuring soft-
ware quality in AI/ML systems. It then explores how these principles apply within
the field of neuroscience, where the increasing use of Al has introduced both new
opportunities and new complexities. The chapter also discusses the specific qual-
ity requirements of AI/ML-based neuroscience tools, focusing on attributes such as
transparency, functional correctness, and robustness. Finally, it highlights exist-
ing gaps in current practice and research, motivating this project to systematically
address these deficiencies by proposing and applying a structured framework for
evaluating the quality of neuroscience software systems.

2.1 Software Quality in AI/ML-based Systems

Software quality is one of the core research directions in the field of software engi-
neering, and its goal is to measure the key criteria of the comprehensive performance
of software products in terms of meeting user needs, business objectives, and devel-
opment and maintenance. Software quality not only affects the current performance
of a software system but also determines its sustainable evolution and the ease of
maintenance. In large-scale industrial software systems, well-known quality mod-
els and software metrics are often used to measure and improve software quality,
and these models help deliver software products that meet or exceed customer ex-
pectations [12]. Companies like Alibaba have built systematic quality assessment
platforms to achieve continuous quality monitoring and improvement [13]. In soft-
ware systems for academic research, on the other hand, where the main goal is to
advance scientific discovery and ensure the accuracy, stability, and reproducibility
of its results. As we can see, software quality encompasses a number of dimensions,
which may vary in different application domains, but generally encompasses multi-
ple dimensions such as functionality, reliability, usability, efficiency, maintainability,
and portability [14].

In the AT/ML software field, the quality problem is more complicated. On the one
hand, the non-determinism of AI/ML models itself introduces new quality risks, and
on the other hand, traditional software testing and evaluation methods are difficult

7



2. Background

to adapt to the dynamic characteristics of deep learning systems [15]. Specifically,
this challenge is exacerbated by the dependence on data features, the stochastic
nature of inputs and outputs, and the unpredictability of decision-making due to
the inherent cross-disciplinary uncertainty and probabilistic nature of AI/ML soft-
ware systems. As AI/ML software is increasingly integrated into various domains,
ensuring its reliability and quality has become a key area of research and interest in
both academia and industry [16].

At the same time, the question of how to assess the quality of AT/ML software,
and what quality attributes are critical for AI/ML software is also a question worth
exploring. ISO/IEC TS 25058:2024 [17], a technical specification for software for
AI/ML systems, refines the quality attributes of AI/ML-oriented software and pro-
vides comprehensive guidelines for quality assessment, with eight core quality at-
tributes defined, including compatibility, reliability, usability, performance efficiency,
portability, security, maintainability, and functional suitability. Together, these at-
tributes form a comprehensive framework for assessing the quality of software for
AI/ML systems, which not only covers the non-functional requirements of tradi-
tional software systems, but also reflects the unique challenges of AI/ML systems
in terms of data, models, and prediction, etc., which are particularly important
in AI/ML-based software systems, especially in high-uncertainty scenarios such as
healthcare and scientific research [15].

Together, these attributes form a comprehensive framework for assessing the quality
of software for AI/ML software systems, which not only covers the non-functional
requirements of traditional software systems, but also reflects the unique challenges
of AI systems in terms of data, models, and prediction, etc., which are particularly
important in AT/ML-based software systems, especially in high-uncertainty scenarios
such as healthcare and scientific research.

In the following subsections, they will examine how these quality attributes apply
to AI/ML software systems, focusing on the specific challenges and evaluation needs
within the neuroscience context.

2.2 Software in Neuroscience

With the deepening of neuroscience research, especially in brain imaging and neural
network analysis, researchers have begun to rely on various software tools to process
and analyze massive amounts of neuroimaging data. As the volume and complexity
of neuroimaging data continue to grow, reliable software systems have become in-
dispensable for ensuring accuracy, reproducibility, and scientific rigor. Many tools
now support not only basic processing functions but also sophisticated modeling
methods such as graph theory and deep learning, enabling a deeper understanding
of brain function and pathology. These tools vary in their design, functionality, and
degree of automation, depending on their target users and intended applications.

A wide range of software tools is employed in the preprocessing stage to prepare

8



2. Background

Table 2.1: Summary of Key Neuroscience Software Tools

Software Developer Primary Functions Citation
Number*
FreeSurfer [18] Harvard University’s MRI and PET (Positron 9320
Martinos Center (2012) Emission Tomography)
Imaging Preprocessing
SPM [19] Wellcome Trust Centre for ~MRI and fMRI Imaging 5534
Neuroimaging, UCL Preprocessing and Their
(2011) Statistical Analysis
FSL [20] University of Oxford’s MRI, fMRI and Diffusion ~ 11781
FMRIB Centre (2012) Brain Imaging
Preprocessing
NBS [21] & Katherine L. Bottenhorn Brain Neuroimaging 2769
NBS- et al. (2024) Connectome Analysis
Predict[22]
BRAPH 1 [23] Soft Matter Lab, Brain Neuroimaging 259
& 2 [24] University of Gothenburg ~ Connectome Analysis

(2017) & (2025)

*Citation numbers were retrieved as of April 24, 2025.

neuroimaging data for further analysis. For example, FreeSurfer [18] specializes in
cortical surface reconstruction and volumetric segmentation, offering robust tools for
anatomical mapping using MRI (Magnetic Resonance Imaging). Similarly, SPM [19]
is widely used for statistical analysis of functional imaging data such as fMRI (Func-
tional Magnetic Resonance Imaging) and PET (Positron Emission Tomography),
and is especially strong in hypothesis-driven task-based studies. Another versatile
suite, FSL [20], covers a broader spectrum, including both structural and functional
analyses, with capabilities for preprocessing, statistical modeling, and visualization.
These tools typically handle steps like denoising, co-registration, normalization, and
segmentation.

For data analysis, particularly at the network level, more specialized tools are
available. NBS [21] extends the network-based statistical framework, a standard
method for finding differences in brain networks by testing hypotheses about con-
nected groups, with graph theory to support brain network-based predictive mod-
eling. It emphasizes the interpretability of network substructures and supports
cross-validation techniques, specifically, the procedure of repeatedly partitioning
the available data into training and test (or validation) sets, building the predictive
model on the training portion, and evaluating it on the held-out data, in order to
estimate the model’s ability to generalise to unseen individuals. BRAPH 2 [24], on
the other hand, is tailored for advanced brain network analysis (e.g., multiplex graph
theory analysis) and provides extensive support for both graph theory analysis and
deep learning techniques. It is not just traditional graph measures and classification.
Notably, deep learning has become increasingly integrated into these tools to im-
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2. Background

prove performance, automate workflows, and enhance interpretability, particularly
in structural and functional brain network analysis.

Despite these advances in neuroscience software capabilities, relatively little atten-
tion has been paid to software quality, particularly for tools incorporating AI/ML.
In particular, the complexity and uncertainty of scientific research software itself,
as well as the lack of software engineering knowledge among developers., lead to
more complex and unique challenges in assessing software quality [25]. Besides, as
deep learning becomes increasingly integrated into neuroscience analysis pipelines,
the need for robust quality assessment frameworks grows more critical. Traditional
preprocessing steps now frequently incorporate neural network-based segmentation
and classification, while analysis tools increasingly use machine learning for pat-
tern recognition and prediction. However, the complex and probabilistic nature of
these AI/ML methods introduces new challenges for software quality assurance that
conventional testing approaches cannot adequately address. The next section will
examine how software quality is currently approached in neuroscience tools and high-
light the significant gap in quality assessment methodology for AI/ML-integrated
neuroscience software, which forms the central motivation for this project.

2.3 Related Work

Medical AI/ML research has made tremendous progress, but its practical application
in clinical practice remains limited. This is mainly because existing medical A1/ML
softwares may have technical errors, biases, lack transparency, difficulty in inter-
pretability, and data privacy and security risks [26]. These issues lead to insufficient
trust in AI/ML tools among multistakeholders, including medical institutions, doc-
tors, patients, and regulatory bodies. The FUTURE-AI [26] consensus guidelines,
developed by an international coalition of 117 experts from 50 countries, identify six
core principles for AI/ML tools as the Figure 2.1. To be specific, these principles
include: Fairness, which ensures consistent performance across diverse populations
and mitigates algorithmic bias; universality, promoting generalizability across dif-
ferent clinical settings and institutions; traceability, which emphasizes thorough
documentation throughout the AI/ML lifecycle for accountability and regulatory
compliance; usability, ensuring that tools address real clinical needs and are accessi-
ble to both healthcare professionals and patients; robustness, which requires AI/ML
systems to maintain stable and reliable performance under varying or unforeseen
data conditions; and explainability, which mandates transparent and interpretable
decision-making processes to foster user trust. Collectively, these principles establish
a foundation for the responsible and effective integration of Al into healthcare.

From a computer science perspective, the ISO/IEC TS 25058:2024 [17] technical
standard provides an important framework for AT/ML software systems, particularly
in neuroscience applications. It covers eight core quality parent attributes along with
32 subattributes that play a key role in the design, development, and evaluation of
neuroscience software.
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Figure 2.1: Organisational structure of the FUTURE-AI framework for
trustworthy AI according to six guiding principles [26]. The framework
is structured around six guiding principles—Fairness, Universality, Traceability,
Usability, Robustness, and Explainability—which together form the acronym FU-
TURE. These principles were established by the FUTURE-AI Consortium through
international consensus, bringing together 117 experts in artificial intelligence,
medicine, ethics, and law from 50 countries. The original 55 requirements were
distilled into six guiding principles and 30 best-practice recommendations, covering
the full lifecycle of AI in healthcare—design, development, validation, deploymen-
t/monitoring, and governance—to guide the development and evaluation of trust-
worthy and deployable medical Al systems [26]. In the context of this thesis, these
principles provide a systematic reference from the perspective of practical health-
care applications for evaluating quality attributes in AI/ML software workflows for
neuroimaging analysis.
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It can be seen that the FUTURE-AI [26] guidance framework and ISO/IEC TS
25058:2024 [17] technical standard overlap in many aspects of their content. How-
ever, not all of these attributes will play a decisive role. In the context of neuroscience
software, identifying which attributes are most crucial requires an application-specific
perspective grounded in empirical findings.

While no systematic software engineering evaluation has yet been conducted for most
AI/ML-based neuroscience tools, and a formal taxonomy of prioritized attributes
is still lacking, a review of existing research literature and case studies reveals that
transparency, functional correctness, and robustness are consistently emphasized
across studies addressing the quality evaluation of AI/MI-based neuroimaging tools
from the software perspective.

In neuroscience applications, the importance of transparency, functional correctness,
and robustness stems from the high-risk nature of medical AI/ML. Transparency
ensures clinicians understand how decisions are made; functional correctness guar-
antees reliable performance in critical clinical scenarios; robustness ensures AI/ML
maintains accuracy when facing common input data variations in neuroimaging and
measurements.

The selection of these attributes is not arbitrary but driven by the unique challenges
and high-stakes nature of neuroscience applications. The following sections will ex-
amine these three attributes in depth, using case studies and practical requirements
to demonstrate why these three attributes are fundamental to ensuring the qual-
ity and trustworthiness of AI/ML-based neuroscience software, providing a focused
framework for evaluation and development of such systems.

2.3.1 Transparency

Transparency refers to the ability of software systems to enable users to understand
their operational processes, decision logic, and internal mechanisms [17]. In AI/ML-
based systems, transparency is particularly important because complex algorithms
and models (such as deep learning networks) are often viewed as "black boxes,'
meaning users cannot understand how the model makes predictions or decisions
[27]. This necessitates clearly demonstrating model training, inference processes,
and decision bases, so that users, developers, and auditors can understand how the
model works, thereby enhancing software trustworthiness.

Since neuroimaging data analysis often involves high-risk tasks such as medical
diagnosis, transparency can help doctors, researchers, and developers understand the
model’s decision-making process. For example, in clinical applications, the black box
nature of AI/ML software may make it difficult for doctors to trust its recommended
diagnoses, thus affecting their decision-making. Phan et al. [28] emphasize that
in neuroimaging analysis, explainable AI/ML methods are crucial for explaining
how models identify pathological features, especially when involving complex deep
learning architectures. Meanwhile, research by Wang et al. [29] shows that a lack of
transparency may lead to critical diagnostic errors, such as missed stroke diagnoses,
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affecting patient outcomes, particularly in time-sensitive scenarios.

Brain imaging AI/ML must explain decisions to clinicians to build trust and meet
regulatory requirements, especially in FDA-approved tools, ensuring accountability
and traceability [30]. Research by Li et al. [31] highlights the crucial role of trans-
parency in neuroimaging diagnostics, emphasizing the value of explainable Al tech-
niques (such as heat maps) in improving clinicians’ understanding and acceptance of
system outputs. Bowring et al. [32] demonstrate that the lack of transparency can
lead to significantly different results from various analysis software (such as AFNI,
FSL, and SPM), which may have major impacts on the interpretation of research
findings. Their study shows that analyzing the same dataset with different software
can result in Dice coefficients as low as 0.000-0.743, highlighting the necessity of
transparent documentation of analysis workflows and software configurations.

Furthermore, for neuroscience software, and any lack of transparency could lead to
ethical issues. Zhang et al. [33] found that certain Al systems perform worse for pa-
tients with darker skin when diagnosing melanoma due to unrepresentative training
data. The article suggests improving transparency through explainable Al (XAI)
while emphasizing that ethical frameworks should be guided by bioethical princi-
ples such as autonomy, non-maleficence, beneficence, and justice. This is especially
important for neuroscience software, as AI may influence decision-making in neuro-
surgery, and transparency ensures patients can provide informed consent and avoid
potentially discriminatory outcomes. Additionally, Kiseleva et al. [34] mention that
the European Union’s General Data Protection Regulation (GDPR) requires Al ex-
plainability, which is particularly critical in neuroscience software because patient
data is highly sensitive and any lack of transparency could lead to ethical issues.

2.3.2 Functional Correctness

Functional correctness refers to the ability of a system or software to accurately
perform its functions according to expected specifications and requirements under
any conditions, meaning the output results always conform to expected or defined
correctness standards [17]. It encompasses the comprehensiveness, accuracy, and
timeliness of system functions. For neuroscience software, functional correctness
means that the software can provide accurate data processing, analysis, and output,
and can perform under predetermined time and conditions.

Functional correctness includes the integrity and consistency of software; software
errors may lead to serious clinical consequences, and functional correctness ensures
that AT/ML software system outputs align with medical expectations, thereby ensur-
ing patient safety. This requires that in neuroscience software, all expected functions
work properly, and collaboration between different modules is seamless. For exam-
ple, electroencephalogram (EEG) analysis software needs to accurately identify and
analyze brain waves, ensuring that signal processing, feature extraction, and classi-
fication proceed as expected. If an error occurs at any stage, the results of the entire
analysis process will be affected, potentially leading to incorrect clinical diagnoses
or research conclusions. Research by Prasad et al. [35] shows that different versions
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of FreeSurfer have significant differences in measuring indicators such as cortical
thickness (ICC values as low as 0.37-0.61), indicating that even the same tool may
exhibit functional correctness deviations across different versions. Additionally, re-
search by Clerx et al. [36] different versions of FreeSurfer may introduce risks of
misdiagnosis, thereby affecting treatment planning for neurological diseases, while
also demonstrating that functional correctness can be gradually improved through
tool iteration. The paper by Chatelain et al. [37] introduces a results stability
testing method based on numerical variability, demonstrating through random per-
turbation experiments on fMRIPrep that even minor code or environmental changes
can significantly alter outputs, highlighting the necessity of system function verifi-
cation mechanisms.

Moreover, with the dramatic increase in quantity and rich variety of neuroimaging
data, how to efficiently manage and apply these data, ensuring correctness under
different conditions for clinical reliability across patient populations, has become an
urgent problem in the field of neuroscience [38]. The brain imaging data analysis
system developed by Zhang et al. [39] based on Docker containerization technology
verifies system reliability and stability through standardized testing tools, highlight-
ing the importance of functional correctness when processing clinical data. Lee et
al’s research [40] emphasizes the importance of maintaining functional correctness
in neuroimaging analysis, especially when processing data from different sources and
of varying quality. Fischl’s research [41] shows that differences in data from different
scanners or patient age groups may lead to variations in analysis results. Therefore,
functional correctness is a core requirement for neuroscience software, ensuring the
reliability and accuracy of analysis results, which in turn affects research conclusions
and clinical decisions.

2.3.3 Robustness

Robustness represents the stability and fault tolerance of software when facing dif-
ferent types of inputs, missing data, or abnormal situations [17]. AI/ML software
systems, especially Al models in neuroscience applications, must maintain efficiency
and stability when facing complex data in the real world. In clinical environments,
medical AI/ML software tools are affected by various data changes in actual appli-
cation environments, as data often becomes unstable due to equipment differences,
operator skill differences, data loss, and other factors. A system with insufficient
robustness may fail in specific contexts, leading to misdiagnosis or missed diagnosis.

In neuroscience software, this means the system should be able to handle various
types of data inputs, including incomplete data, noise interference, and outliers, to
ensure real-world generalizability. For example, fMRI data analysis software should
be able to provide reliable analysis results even in the presence of image artifacts
caused by subject head movement. Research by Guo et al. [11] points out that
neuroscience research relies on reproducible results, and robustness ensures that
tools like SPM perform consistently across different studies, reducing inter-study
variation. Abdelaziz et al. [42] emphasize that in neuroimaging analysis, models
need to maintain robustness against different types of scanners, parameter settings,
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and image quality variations to ensure reliability in clinical applications.

At the same time, robustness also means reducing cross-environment and cross-
institutional adaptation capability [43]. Research by Plis et al. [43] indicates that
in brain connectome analysis, robustness is a key indicator for evaluating model
quality, as it directly affects the reliability and reproducibility of analysis results.
Furthermore, Plis et al. emphasize that in neuroscience research, due to various
variables in artificial data collection and processing, robustness is crucial for ensur-
ing the reliability of research findings. Glatard et al’s [44] research shows that even
changes in operating systems can lead to differences in neuroimaging analysis results,
highlighting the need for neuroscience software to maintain consistency across dif-
ferent computing environments. The multisite test study on FreeSurfer software [35]
demonstrates that different versions of FreeSurfer exhibit varying failure rates in pro-
cessing brain regions for quality control subsets, for example: "The left lingual, left
cuneus, right parahippocampal, and right bank of the superior temporal sulcus all
had considerable quality issues." This emphasizes the robustness that neuroscience
software needs when processing real-world data. Lack of system robustness checks
may lead to failure in real-world deployment, especially in time-sensitive scenarios.

2.4 Gap of Neuroscience Software Quality

Despite the growing application of AI/ML software in neuroscience, particularly
in neuroimaging analysis, a significant gap remains in the systematic evaluation of
software quality within this domain. As outlined in Section 2.1, software quality is a
foundational aspect of software engineering, encompassing many critical attributes.
However, most existing neuroscience software tools have not been developed with
these software engineering principles in mind. In contrast to industrial AI/ML soft-
ware systems, where structured quality frameworks are routinely applied, AI/ML-
based neuroscience software often lacks standardized development and evaluation
practices. This is particularly concerning given the high-stakes nature of clinical
and scientific decision-making supported by such tools.

Section 2.2 further highlights that widely-used neuroscience tools such as FreeSurfer,
SPM, FSL, NBS, and BRAPH 2 have either limited or no publicly documented ef-
forts toward comprehensive software quality validation. Although these tools are
powerful and widely accepted in the community, their quality assurance has typi-
cally focused on empirical performance with real-world data rather than on rigorous
quality metrics or standardized testing protocols. This gap is even more pronounced
in AI/ML-based systems like NBS and BRAPH 2, which introduce additional com-
plexity due to their reliance on probabilistic models and data-driven algorithms.

As discussed in Section 2.3, the literature does point to specific quality concerns that
repeatedly emerge in neuroscience AI/ML applications—namely, the lack of trans-
parency, functional correctness, and robustness. These attributes are frequently
cited in studies as critical for ensuring the reliability, safety, and trustworthiness of
medical AI/ML software. However, these concerns have not been systematically ad-
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dressed from a software engineering perspective. There are currently no established
frameworks tailored to evaluating these specific attributes in the context of neuro-
science software, nor are there domain-specific benchmarks or validation protocols
in place.

Therefore, the gap in neuroscience software quality can be summarized from the
software engineering perspective as follows:

Insufficient Quality Assessment in AI/ML-Based Neuroscience Software
Systems

As AI/ML algorithms become increasingly integrated with neuroscience software,
AI/ML-based neuroscience software has become the future research direction. How-
ever, as shown in the research content just enumerated, while they have raised
various issues facing neuroscience software, the quality assessment of software incor-
porating AI/ML algorithms is still in its infancy, with relevant research and practice
remaining very limited. The introduction of AI/ML algorithms has made software
quality assessment more complex, particularly in aspects such as functional cor-
rectness, transparency, and robustness. This is because such research software is
typically developed by researchers from non-computing fields whose primary goal is
to advance scientific discovery rather than the engineering quality of the software
itself. This leads to many research projects lacking standardized design documenta-
tion, quality control processes, and systematic testing frameworks during the devel-
opment phase. Testing activities are often viewed as an additional burden, lacking
a cultural foundation for systematic execution [25].

Challenges in Quality Assessment due to AI/ML Characteristics’ Uncer-
tainty

Due to the "black box" nature of AI/ML software system, data dependency, and
algorithmic uncertainty [27], additional challenges are posed for software quality
validation. In neuroimaging analysis, the decision-making process of AI/ML al-
gorithms is often difficult to explain, and different inputs may lead to different
outputs. This "unknownness" makes traditional software testing techniques, such
as regression testing based on known expected results, difficult to apply directly.
Furthermore, since the results themselves are the subject of research, it is difficult
to judge the correctness of program outputs, which has become one of the core dif-
ficulties in research software quality assessment [45]. Therefore, how to verify the
functional correctness and robustness of AI/ML algorithms, and ensure that even
non-professional users can understand and verify their transparency has become a
core issue in neuroscience software quality assessment.

In summary, neuroscience software quality assessment faces multiple challenges, par-
ticularly evident in the new field where AI/ML and neuroscience converge. Tradi-
tional software quality assessment frameworks struggle to address the "black box" na-
ture of AI/ML algorithms, while researchers often focus more on scientific discovery
rather than software engineering quality, causing testing activities to be marginal-
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ized. Especially in cases where AI/ML and neuroscience software are combined,
quality assessment work has not yet formed a systematic framework and standards.
This not only affects the credibility of these tools in academic research but also con-
strains their application in clinical translation. Meanwhile, the uncertainty and data
dependency of AI/ML algorithms further exacerbate the difficulty of quality verifi-
cation, particularly in key dimensions such as functional correctness, transparency,
and robustness.

Establishing a systematic quality assessment methodology is crucial for enhancing
the credibility of AI/ML-based neuroscience software, not only concerning the re-
liability of academic research but also directly affecting its potential application in
clinical practice. Although the field lacks a unified or formal taxonomy of software
quality attributes for neuroscience applications, our review of existing studies and
software use cases suggests that transparency, functional correctness, and robust-
ness are consistently prioritized, either implicitly or explicitly, by researchers and
practitioners. This observation forms the basis for the focused evaluation presented
in the following chapters. Addressing these three attributes represents a critical first
step toward establishing a comprehensive and reliable framework for AI/ML-based
neuroscience software quality assessment

With the widespread application of AT/ML technology in the field of neuroscience,
we hope that through systematic quality assessment methods, we can address the
uncertainty issues brought by AI/ML algorithms in neuroscience software while
ensuring transparency, making algorithm behavior and decision-making processes
more traceable and verifiable, making AI/ML software systems more reliable, and
ensuring that the results produced by neuroscience software are accurate, stable,
and reproducible.
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Methods

In this study, to systematically validate the critical quality attributes of AI/ML-
based neuroimaging analysis software systems, we first constructed a highly con-
trolled simulation environment. The construction of this environment follows the
principle of experimental simulations, aiming to enhance internal validity by pre-
cisely controlling experimental conditions and minimizing the influence of uncontrol-
lable external variables. In this chapter, brain functional connectivity networks are
reconstructed using artificially simulated data, allowing for precise manipulation of
key parameters and evaluation of software system quality attributes without inter-
ference from complex real-world variables. Specifically, a Watts-Strogatz network-
based simulation data generation scheme was employed to model biologically plau-
sible brain functional connectivity structures. By configuring parameters such as
the number of nodes, average degree, rewiring probability, and salient nodes/ROls,
the complexity of the network, connection patterns, and group differences can be
flexibly controlled according to research needs. This parameterized control enables
flexible adjustment of data complexity and variability, providing strong support for
the data generation and parameter tuning described in the subsequent simulated
data section. Consequently, it allows for systematic and reproducible testing and
validation of specific quality attributes, such as transparency, functional correctness,
and robustness. Figure 3.1 overviews the high-level workflow of the method.
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Figure 3.1: Experimental Simulation-Based Software Quality Evaluation
Framework for AI/ML Neuroimaging Pipelines Implemented in BRAPH
2. Simulated brain-network data are generated via a data-simulation pipeline and
then input into two analysis workflows to test the software (a graph-theory pipeline
and an AI/ML-based deep-learning pipeline). The outputs from these pipelines
are evaluated against three software quality attributes drawn from ISO/IEC TS
25058:2024 and a trusted medical-Al framework — namely, transparency, functional
correctness, and robustness.

3.1 Software Research Method

In the ABC (Actors, Behavior, and Context) software engineering research frame-
work [46], research strategies are classified according to two core dimensions—obtrusiveness
(the degree of control researchers have over the research environment) and general-
izability (the scope of applicability of research results). Among these, experimen-
tal simulations are categorized in quadrant II, representing research conducted in
contrived settings. The framework uses the "greenhouse" as a metaphor for experi-
mental simulations, emphasizing its essence as a highly controllable environment
constructed for specific research purposes. This strategy is particularly suitable for
the context of this research: first, this study constructed a dedicated environment
that simulates brain data, which can control specific parameters of Watts-Strogatz
networks model through the graph theory-based analysis pipeline and deep learning-
based analysis pipeline; second, this environment is carefully designed to test specific
software quality attributes; finally, through precise control of variables in the envi-
ronment, the research can be conducted under conditions that would be difficult to
achieve in real clinical environments, thereby enhancing the internal validity of the
experiment and obtaining more targeted research conclusions.
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3.2 Neuroimaging Analysis

The software analysis pipelines to be tested in this study focus on macroscale human
brain connectome analysis. At this level, brain regions are defined as network nodes,
and their connections are established through non-invasive imaging modalities. In
particular, resting-state fMRI is employed to capture patterns of functional connec-
tivity, which are subsequently represented as graph structures [47], [48]. Figure 3.2
[49] illustrates the process of constructing a brain connectome: first, a parcellation
or atlas is selected to define the network nodes. Statistical dependencies between
the time series of each node (e.g., Pearson correlation coefficients) are then calcu-
lated to generate a functional connectivity matrix. This matrix can be thresholded
and binarized to form an adjacency matrix, or alternatively retained in a weighted
and fully connected form. Finally, using the spatial coordinates of each brain region,
nodes and edges can be visualized on a three-dimensional brain surface to provide an
intuitive representation of the network topology. To further understand the global
organizational characteristics of brain networks, the Watts—Strogatz network model
is commonly employed as a comparative framework [50].
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Figure 3.2: Brain connectome construction process, figure adapted from
Hart et al. (2016) [49]. a illustrates the parcellation of resting-state fMRI data
into anatomical regions, each serving as a network node. b describes the extraction
of the representative blood oxygenation level dependent signal time series from each
region and the calculation of pairwise correlations. c presents how these statistical
associations are organized into a correlation matrix, which may be kept weighted
or thresholded into a binary adjacency matrix. d shows the visualization of the
resulting network using the spatial coordinates of regions, mapping nodes onto the
brain surface and edges onto functional connections.

Figure 3.3 [51] compares regular, random, and small-world networks. Regular net-
works exhibit high clustering (reflecting strong local efficiency) but long character-
istic path lengths (low global efficiency). In contrast, random networks show low
clustering but short path lengths (high global efficiency). The Watts—Strogatz model
generates networks that interpolate between these two extremes, thereby producing
the hallmark small-world topology—characterized by simultaneously high cluster-
ing and short path lengths [52]. Such a small-world organization, which can be
represented by Watts-Strogatz network model, has been consistently observed in
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healthy human brain networks and across various neuropsychiatric conditions [53].
For example, prior studies [54], [55] indicate that both patients with Attention-
Deficit/Hyperactivity Disorder (ADHD) and healthy children retain small-world
properties in their functional and structural networks; however, ADHD networks
tend to shift toward more lattice-like configurations, with increased local efficiency
and reduced global efficiency. This topological deviation provides an important basis
for applying graph-theoretical methods in the pipelines under evaluation.

Regular Small-world (ADHD) Small-world (Healthy)

Increasing randomness

Figure 3.3: Comparison of brain network topologies with increasing
rewiring probability [51]. Brain connectomes, constructed through the process
illustrated in Figure 3.2, can be modeled using the Watts-Strogatz model, where
the rewiring probability p interpolates between a regular lattice and a random net-
work. Regular networks exhibit high clustering but long characteristic path lengths,
while random networks show low clustering and short path lengths. For interme-
diate p values, the model produces networks with both high clustering and short
paths—capturing the small-world topology. Such a small-world organization has
been consistently observed in healthy human brain networks, whereas deviations
from this pattern, such as a shift toward more lattice-like configurations, have been
reported in conditions like ADHD.

In the graph theory-based pipeline, functional connectivity networks are derived
from resting-state fMRI data and represented as graphs, using the Watts—Strogatz
network model, where nodes represent brain regions and edges represent directed
effective connectivity between them. This modeling captures key properties of brain
networks, namely high clustering and short path lengths. In the deep learning-
based pipeline, resting-state fMRI-derived connectivity matrices are used as input
to neural network models trained in an end-to-end fashion, enabling automated
feature extraction and classification of brain states.

As introduced above, two primary different types of analysis pipelines have be-
come prevalent in contemporary brain imaging workflows: a graph theory—based
workflow for identifying key brain regions, and a deep learning—based workflow for
modeling and predicting connectivity patterns. However, parameter adjustments
in traditional graph theory—based analysis methods are often highly dependent on
researchers’ prior experience and the correctness of the software implementation,
making it challenging to generalize such methods across different datasets, disease
types, or research contexts. While deep learning—based methods offer advantages in
automatically extracting high-level features from complex brain imaging data and
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often achieve superior predictive performance, they also present challenges. These
include the need for large labeled datasets, limited interpretability, and high compu-
tational demands. Moreover, due to their black-box nature, ensuring the correctness,
robustness, and transparency of deep learning-based models remains a significant
concern, especially in critical applications such as medical diagnosis. These limita-
tions underscore the importance of evaluating software quality systematically across
both pipeline types.

As part of the research methodology, this subsection has established the method-
ological basis for the later application of the evaluation framework. The following
subsection will introduce the background of the pipelines that will be tested through-
out the study, providing the technical context for their subsequent evaluation.

3.2.1 Graph Theory-based Analysis Pipeline

Figure 3.4 illustrates the workflow of graph theory-based analysis pipeline, which
can be described as follows: the entire process includes 1. preparation of fMRI
data, 2. graph network construction, 3. graph theory analysis, and finally, 4. group
comparison.
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Figure 3.4: Graph Theory-based Analysis Pipeline Workflow. This work-
flow illustrates the main steps of graph theory—based analysis pipeline of brain func-
tional connectivity: 1. obtain fMRI data; 2. construction of weighted undirected
functional connectivity graphs from correlation matrices; 3. computation of global
and local graph-theoretical metrics (e.g., clustering coefficient, path length, rewiring
probability) and statistical testing; and 4. group-level comparison of network prop-
erties (e.g., Alzheimer’s disease vs healthy controls), combined with brain region
visualization to highlight hubs, modular structures, and connectivity alterations.
This pipeline enables the quantitative characterization of brain functional network
topology, facilitating the investigation of neural connectivity alterations associated
with cognitive function, behavioral traits, or neurological disorders, and serves as
the foundation for the graph theory-based analysis pipeline testing conducted in this
study.

Using graph theory-based analysis pipeline to evaluate the topological characteristics
of brain functional connectivity networks, this pipeline allows us to build weighted
undirected graph networks at the individual level based on graph theory knowledge,
and comprehensively analyze brain network structures through graph theory metrics
(such as rewiring probability, clustering coefficient, path length, etc.), assessing the
impact of disease states or behavioral variables on neural network organization.

1. Preparation of fMRI data
First, obtain fMRI data that has undergone standardized preprocessing.

2. Graph Network Construction
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The software converts these correlation matrices into weighted undirected
graphs (WU), where the weight of each edge is the correlation between pairs
of brain regions, outputting the functional connectivity strength between dif-
ferent regions. Through the software’s GUI (Graphical User Interface), you
can directly select the type of graph to analyze and process negative correla-
tions (preserve/remove/take absolute value). Here, the strategy of preserving
positive correlations and setting negative values to zero is adopted.

. Graph Theory Analysis

Calculate global and local metrics of the network using BRAPH’s built-in
algorithms, such as path length, connection probability, clustering coefficient,
etc. At the same time, non-parametric permutation tests are used to evaluate
group differences, with the option to normalize by comparison with random
graphs to enhance the interpretability of metrics.

. Group Comparison

Perform statistical significance analysis on network metrics, including signifi-
cance testing of differences between different subject groups (such as Alzheimer’s
disease vs healthy controls) (i.e., between-group differences). Combined with
brain region visualization functionality, display high-participation nodes (hubs),
modular structures, and connection changes, etc. Through graphs and statis-
tical results generated by BRAPH, more intuitive presentation and interpre-
tation of results can be achieved.

3.2.2 Deep Learning-based Analysis Pipeline

Figure 3.5 illustrates the workflow of the deep learning-based analysis pipeline, which
can be described as follows: (1) preparation of fMRI data, (2) graph network con-
struction, (3) data partitioning, (4) model training, and (5) feature prediction.
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Figure 3.5: Deep Learning-based Analysis Pipeline Workflow.This work-
flow outlines the application of deep learning to functional-connectivity analysis,
consisting of five major steps: 1. obtain fMRI data; 2. construction of subject-
specific functional connectivity graphs, represented as weighted matrices; 3. data
partitioning into training, validation, and test sets with fixed random seeds to ensure
reproducibility and covariate balance; 4. model training using a MLP (Multilayer
Perceptron) regressor, with hyperparameters, initialization, and checkpoints explic-
itly recorded for transparency; and 5. feature prediction, where the trained model
is applied to the test set to estimate continuous measures (e.g., age, sex, cognition
scores) from brain connectivity features. This pipeline enables the application of
deep learning to functional connectomics for predicting individual traits, and serves
as the foundation for the deep learning-based analysis pipeline testing conducted in
this study.

1. fMRI Data Preprocessing
Similar to the graph theory process, fMRI data is obtained for analysis.

2. Graph Network Construction
Same as the graph theory process, using software to generate functional con-
nectivity matrices for each subject. These connectivity matrices serve as input
features for subsequent neural network models.
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3. Data Partitioning
A training/validation/test partitioning strategy with a fixed random seed is
used to ensure reproducibility. The partitioning index and random seed are
recorded and exported during partitioning, and the balance of key covariates
is controlled.

4. Model Training
A MLP regressor was used to model the connectivity features; prior to training,
all hyperparameters (e.g., number of hidden layers, training epochs, optimiz-
er/solver, batch size, learning rate) and random initialization were explicitly
recorded through the interface or configuration files, and training logs and
checkpoints were stored to ensure process transparency and reproducibility.

5. Feature Prediction
After model training, the MLP regressor was applied to the test set to predict
measures, such as age, sex, or cognition scores, from each subject’s vectorized
functional-connectivity matrix. The continuous predictions were stable and
recovered the expected target patterns, with representative runs showing high
consistency with ground truth.

3.3 Design of Quality Attribute Verification

In this study, the AI/ML-based software quality of BRAPH 2 is evaluated by two
analysis pipelines, a graph theory—based workflow for identifying key brain regions,
and a deep learning—based workflow for modeling and predicting connectivity pat-
terns, using simulated fMRI connectivity data. The simulation datasets, generated
with the Watts—Strogatz model and predefined ROIs, provide ground truth for sys-
tematic testing. Evaluation focuses on transparency, functional correctness, and
robustness, assessed through GUI accessibility, recovery of expected network fea-
tures, and stability under noise.

The selection of "transparency," "functional correctness," and "robustness' as quality
attributes is based on their direct correspondence to the primary challenges faced
by AI/ML-based neuroimaging analysis systems in real-world environments: user
distrust of black-box models, potential computational errors arising from complex
system function chains, and performance degradation under actual data perturba-
tions. Consequently, to specifically validate these three software quality attributes
in AI/ML-based brain imaging software systems facing multiple challenges, we de-
signed different testing strategies for the graph theory-based analysis pipeline and
the deep learning-based analysis pipeline, and experimentally verified their perfor-
mance across various quality dimensions.

This research focuses on the measurement and evaluation methods of three key
quality attributes. Transparency evaluates whether the software can enable non-
computer specialists to understand the analytical processes and algorithmic decision
logic through user-friendly interfaces, visualization outputs, and parameter recording
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mechanisms. Functional correctness verifies output results (such as Watts-Strogatz
property indicators) against expectations by simulating networks with known struc-
tures, ensuring reliable analytical process logic and computational accuracy. Ro-
bustness assesses whether the system can maintain output stability and accuracy
when facing real-world data fluctuations by adding noise or perturbing input data.

Through this systematic design, our research not only provides a reusable qual-
ity validation mechanism for AI/ML-based neuroimaging software but also delivers
quantifiable evaluation metrics for subsequent development, thereby addressing the
critical shortcomings in quality control within current neuroscience software.

3.3.1 Simulated Data

In this research, in order to systematically verify and test important software quality
attributes in the two analysis processes, a functional connectivity simulation data
generation scheme is designed, based on Watts-Strogatz network model. And all
stages of the data simulation are based on the standard connectome construction
process shown in the previous Figure 3.2.

For the ground-truth topology, the Watts—Strogatz model is employed, which is
shown in the previous Figure 3.3 and introduces random edge rewiring with a
tunable probability to interpolate between lattice-like and random networks. The
Watts—Strogatz model is particularly suitable for this purpose because it yields net-
works that combine high local clustering with short characteristic path lengths,
closely resembling the topological organization of real human brain networks. This
ensures that the simulated datasets are both biologically plausible and structurally
controllable, providing an effective basis for transparent, reproducible, and rigorous
evaluation of the software pipelines.

This simulation framework is based on the Watts-Strogatz model to generate net-
work graphs, supporting customization of the following key parameters:

1. Number of Nodes
Each node represents a brain region, and the number of nodes can be flexibly
set to simulate brain parcellation schemes at different resolutions. This allows
the entire simulated data to flexibly adapt to the analysis needs of different
granularities.

2. Average Degree
Each node is initially connected to its K nearest neighbors, where K is an
even number, controlling the density of initial connections. This parameter
determines the density of the connection matrix and can be used to simulate
differences in brain states between low connectivity and high connectivity, such
as comparisons between patients with neurodegenerative diseases and healthy
populations.

3. Rewiring Probability
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This parameter controls the degree of transition of the network from a regular
structure to a random structure, defined as the probability of each edge being
reconnected.

Typical settings include:

p = 0.0: Completely regular network (high clustering, long path)
p = 0.1: Typical Watts-Strogatz network
p = 1.0: Completely random network (low clustering, short path)

We use this feature to simulate changes in connection efficiency under different
brain states. By setting different p values, we can construct two groups of func-
tional connectivity graphs (simulating Group A and Group B), thus providing
structural differences for classification tasks or between-group comparisons.

4. Salient Nodes / ROIs
In the simulated network, a set of nodes can be designated as "functionally crit-
ical regions," for example, setting 10 nodes to have higher connection strength,
more cross-module connections, or stronger module centrality, to simulate "dis-
ease hubs" or "connectome fingerprints" common in real research. This feature
can be used to test whether the analysis process can successfully identify key
nodes or high-impact connections.

Besides, the average path length is a derived network property computed from these
settings and is not directly tunable. But it is an important parameter in analyzing
the Watts-Strogatz model.

o Average Path Length

Average path length is one of the important indicators measuring the effi-
ciency of information transmission in a network, defined as the average of the
shortest path lengths between any two nodes. In brain functional connectiv-
ity networks, this indicator reflects the conduction efficiency of neural signals
between different brain regions, is an important component of Watts-Strogatz
characteristics, and is closely related to cognitive processing speed and neural
integration capability [56].

The average path length L of a network G with N nodes is defined mathemat-
ically as:

L= s S (i) (3.1)

2 i#£]

where d(i, j) denotes the shortest path length between node ¢ and node j in
the network.

To better illustrate the internal logic of the simulation framework, a schematic pro-
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cess flow is provided in Figure 3.6. The pipeline outlines the sequential stages of
generating and managing the simulated data. Specifically, the workflow begins with
(1) loading a brain atlas, where each ROI is defined as a network node. Next, (2)
simulation parameters are configured, including the number of nodes, average de-
gree, rewiring probability, and salient ROIs, based on the Watts—Strogatz model
described above. Once key parameters are set, (3) functional connectivity graphs
are constructed, creating Watts—Strogatz networks with biologically plausible topo-
logical features. The system further integrates a real-time visualization module,
allowing users to inspect and validate the generated networks before analysis di-
rectly. Finally, (4) results are visualized and exported, with adjacency matrices
and parameter metadata automatically saved in structured Excel files, ensuring
transparency, reproducibility, and usability for downstream quality testing. This
simulation pipeline provides a highly controllable and biomimetic environment that
supports rigorous evaluation of software quality attributes such as transparency,
functional correctness, and robustness, while maintaining a user-friendly and repro-
ducible workflow.
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Figure 3.6: Design of Data Simulation Pipeline. This workflow outlines
the generation process of biologically plausible and structurally controllable sim-
ulated functional connectivity data, based on the Watts—Strogatz network model.
The pipeline consists of four main stages: 1. load a brain atlas to define the node
structure of the network; 2. configure key simulation parameters including num-
ber of nodes, average degree, rewiring probability, and salient ROIs to control net-
work topological features; 3. generate functional connectivity graphs based on the
Watts—Strogatz model, with real-time visualization to support validation and qual-
ity inspection; and 4. export results, including adjacency matrices and simulation
metadata, into structured Excel files for downstream use. This simulated dataset
serves as a standardized and reproducible input for both the graph theory-based
and deep learning-based analysis pipelines introduced in the following sections.

Through the above design, we can control the structural complexity and between-
group differences of simulated connectivity data, evaluating the performance of the
analysis process in terms of feature identification, model performance, and explain-
ability. Additionally, preserving random seeds ensures that the generation process
of each set of simulated data has reproducibility, facilitating stable comparisons
between different experimental rounds.

3.3.2 Design of Testing Pipelines

The testing framework was designed to evaluate two neuroimaging analysis pipelines—one
based on graph theory and one on deep learning—against the key software qual-
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ity attributes of transparency, functional correctness, and robustness, as defined in
ISO/IEC TS 25058:2024 [17] and the FUTURE-ALI [26] guidelines. To ensure rigor-
ous and reproducible evaluation, both pipelines were tested on controlled simulated
datasets generated through a dedicated data simulation pipeline based on BRAPH

o

The following table 3.1 shows the metrics that need to be tested for the two pipelines
for the three attributes. In detail, for transparency, the graph-theory pipeline pro-
vided GUl-based visualization of network construction and thresholding, with all
parameters and intermediate artifacts recorded and exportable, while the deep-
learning pipeline offered interactive displays covering data loading, model structure,
training configuration, and outcomes.
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Table 3.1: Quality attributes and measurement examples for the two pipelines in
BRAPH 2 software.

Attribute Goal Measurement Example
Graph Deep
Theory-based Learning-based
Pipeline Pipeline
Transparency To ensure that all GUI shows network GUI displays data
analysis procedures are  construction, loading, model setup,
open, comprehensive, parameters, and training process, and
and understandable to  intermediate outputs. results.
users [17].
Functional To ensure that output  Check the correctness Train MLP on
Correctness always meets the of simulated data and  simulated features,
expected or defined the identification of then compare
correctness criteria predefined ROIs. predictions with
[17]. ground truth.
Robustness To ensure that the Repeat analysis on Run multiple trainings

software system can
stay stable and give
reliable results even
when facing noise [17].

random datasets;
assess variability of
results.

with different
initializations of the
model, then check
stability.

Transparency is assessed through user-relevant GUI accessibility, which ensures
accurate parameter control, clear graphical outputs, complete data export and
workflow records, and thorough visualization of inputs and results. Functional
Correctness is verified through controlling the same and correct simulated data.
The graph theory-based pipeline accurately identifies key ROIs (hit rate > 50%)
and reproduces expected topological trends, while the deep learning-based pipeline
achieves stable prediction—ground truth alignment (r ~ 0.90 £+ 0.10), confirming
consistent computational reliability. Robustness is tested through repeated runs:
graph theory evaluates the stability of ROI (hit rate > 50%) across different random
instantiations and keeping fixed algorithm and parameters, and deep learning ex-
amines whether the training stochasticity is controllable and performance remains
stable (r &~ 0.90£0.10) under fixed data while model random seeds of varying initial
weights and biases, and mini-batch order across multiple independent runs.
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dence between predictions and ground truth—primarily via the Pearson corre-
lation coefficient (7). Predicted-vs-true scatter plots and summary tables are
generated to allow visual and quantitative inspection. Robustness is assessed
by repeating the full training—evaluation cycle across seeds and analyzing the
distribution of (r) (and auxiliary metrics) under identical data/hyperparame-
ters. All artifacts (predictions, metrics, seeds, configs, logs, checkpoints) are
exported to enable independent verification and audit. Throughout, run-time
transparency can be enhanced by thorough input—output views of real-time
output of results.

This testing pipeline of deep learning—based fixes the dataset, feature construction,
and hyperparameters while varying only controlled sources of training stochastic-
ity (via seeds), thereby decoupling model variance from data effects. It embeds
user-relevant transparency at design-time and run-time through precise parame-
ter control, clear visualizations, complete exports, and thorough input—output views.
Functional correctness is operationalized as prediction—ground-truth agreement
on held-out data (e.g., Pearson r), and robustness is quantified as cross-run stabil-
ity of these metrics under different initializations. Complete provenance—configs,
seeds, logs, checkpoints, and artifacts—supports independent reproduction and au-
dit.

Through the above design of two pipelines, we aim to systematically identify and
control potential quality risks in different pipelines through streamlined, standard-
ized testing methods. The next section will introduce in detail the types of simulated
data used and the generation methods to support the implementation of this testing
system.

3.3.3 Quality Attributes

To effectively evaluate the performance of AI/ML-based systems in various neu-
roimaging analysis tasks in terms of quality attributes, we focus on three key quality
attributes mentioned earlier: Transparency, Functional Correctness, and Robust-
ness. These dimensions are not only emphasized in medical AI/ML-related stan-
dards such as ISO/IEC TS 25058:2024 [17] but are also considered by the FUTURE-
AT [26] consensus as the foundation for trustworthy medical AI/ML software sys-
tems.

Transparency: Explanation and Visualization of Analysis Process

In clinical scenarios, when doctors and researchers without computer backgrounds
use AI/ML-based software systems to perform brain network analysis in patients
with brain disorders, if the software cannot provide visualization information and
parameter explanations for key analytical steps, when the software generates graph
theory metrics (including number of nodes, average degree, rewiring probability,
and ROIs,; etc.), they cannot track each step of the calculation process or explain its
meaning. This may create difficulties for doctors and researchers without computer
backgrounds in understanding the decision-making process behind the algorithm’s
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conclusions, potentially reducing trust in the software’s output.

BRAPH 2 provides a GUI framework and complete analysis process recording mech-
anism can be developed basing on the code interface, making the analysis process
highly traceable even for non-programming users. During software testing, parame-
ters in the analysis pipeline can be manually changed through the graphical interface,
automatically generating files that record every step’s settings and calculation pa-
rameters, while also supporting the export of interactive result graphs, making the
settings, calculation logic, and result display of each analysis step visible, checkable,
and reproducible. Additionally, the function of preserving random seed settings also
enhances result reproducibility.
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Specifically, the transparency metric can be defined by examining whether the fol- lowing four aspects are achieved: the accuracy of parameter control in the panel, the clarity of graphical outputs for simulated data and testing results, the completeness of data export and analysis workflows, and the thoroughness of visualized input and output information.
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rewiring probability); the deep-learning pipeline shows training curves and
predicted-vs-true scatter plots, making performance and behavior immediately
interpretable.

o Completeness of data export and workflow records — Full provenance is ex-
ported for audit: simulation configs (parameters, seeds), adjacency matrices,
ROI definitions; graph-theory metric tables, threshold /normalization settings,
permutation-test configs and ROI rankings; deep-learning partitions (indices,
seed), configs, training logs, checkpoints, and test predictions.

o Thoroughness of visualized input—output information — Inputs and outputs
are co-visualized with links to artifacts: input graphs/features and corre-
sponding outputs (e.g., ROI hit rate, path-length summaries) in the graph-
theory pipeline; and vectorized connectivity inputs with evaluation metrics
(e.g., Pearson r) in the deep-learning pipeline, enabling end-to-end traceabil-
ity without developer intervention.

Meeting these dimensions collectively ensures the software’s interpretability, trace-
ability, and user trust, achieving a truly meaningful assessment of transparency.

Functional Correctness: Result Consistency and Logical Reliability

Functional correctness is a core attribute ensuring that analysis results are scientifi-
cally reliable and reproducible. For the same input data, if an AI/ML-based software
system outputs significantly different brain network metrics (such as path length,
connection probability, clustering coefficient, etc.) across different versions or op-
erating systems, or if changes in random seeds in the same execution environment
occur, these may lead to inconsistent research conclusions.

The graph theory-based analysis process is based on clearly defined topological met-
rics in mathematics (including number of nodes, average degree, rewiring probability,
and ROIs) and standard graph structure transformation methods (including correla-
tion matrix construction and threshold processing), making its core computational
process theoretically verifiable. When testing on simulated data, one can verify
whether network properties are accurately calculated using the Watts-Strogatz net-
work model with known structures and can also check the reasonableness of outputs
under boundary condition inputs (all-zero matrix, all-one matrix, single-connection
graph) or specific scenarios. For the graph theory-based analysis pipeline, functional
correctness was quantitatively assessed using the hit rate of correctly identified pre-
defined brain regions, representing the level of agreement between the computed
node importance ranking and the known salient ROlIs:

Ncorrec
Hit Rate = - (3.2)

total

where Neomect denotes the number of correctly identified predefined ROIs, and Nital
is the total number of ground-truth ROIs. A high hit rate (typically more than 50%)
indicates that the algorithm reliably detected the majority of salient regions across
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repeated simulations, confirming the functional correctness and internal consistency
of its graph-theoretical computations.

In the deep learning-based analysis pipeline, correctness was evaluated by training
a multilayer perceptron regressor on the simulated connectivity data and comparing
the model’s predictions with the known target values. A high Pearson correlation be-
tween predicted and ground truth values in a controlled running could be confirmed
that the model accurately captured the intended input—output mapping. For the
deep learning-based analysis pipeline, functional correctness was evaluated through
the statistical correspondence between predicted and ground-truth outputs using
the Pearson correlation coefficient (r ~ 0.90 £ 0.10). The narrow variation range
of r across repeated runs demonstrates that the regression model maintained stable
predictive accuracy and produced reproducible mappings between simulated input
features and target values.

Together, these two indicators confirm that both the graph theory-based and deep
learning-based pipelines produced functional correctness and reproducible outputs
under controlled experimental conditions.

Robustness: Resistance to Data Anomalies and Uncertainty

In clinical scenarios, patient fMRI data often experiences mild distortion due to
head movement, signal drift, and other factors. Unlike functional correctness, in
this case, the input data has changed. If the graph construction algorithm is overly
sensitive to data noise, the final network structure might be completely different,
potentially misleading disease prediction. Existing research has found that the same
software (such as FreeSurfer) shows significantly different failure rates when process-
ing brain regions under different scanning environments, or that simply changing the
operating system might lead to significant changes in neuroimaging analysis results.
Unlike functional correctness—where inputs are held fixed—robustness explicitly
concerns how outputs change when inputs or the learning process are perturbed.
Concretely, the criterion focuses on how much a pipeline’s key metric varies under
data variability and algorithmic randomness, while all other settings are held fixed.

For the graph-theory analysis pipeline, it is related to data variability or input
perturbations. Under the same data simulation pipeline, we instantiate multiple
simulated brain networks with different random seeds so that graphs share identi-
cal constraints but differ in connectivity realisations. The graph-theory pipeline is
executed on each instance and the hit rate of predefined ROIs is recorded per run.
Distributional stability of the hit rate across runs reflects tolerance to structural
changes in the input. We evaluate the distribution of ROI hit rates across random
graph instantiations; robustness is satisfied when dispersion is small and the lower
confidence bound remains above a predefined correctness baseline (hit rate > 50%).

For the deep-learning analysis pipeline, it is related to algorithmic randomness or
process perturbations. With the dataset and hyperparameters fixed, we repeatedly
train the same neural model while varying the random seed that initialises all train-

39


g1135
突顯

g1135
突顯


3. Methods

0

<


g1135
突顯


4

Results

This chapter presents the experimental validation of the proposed quality evalua-
tion framework for AI/ML-based neuroimaging software, addressing both the graph
theory-based and deep learning-based analysis pipelines implemented in the BRAPH
2 framework. The code of evaluation framework can be acquired online [59], it is able
to evaluate the software system’s transparency, functional correctness, and robust-
ness through controlled simulations, highlighting how the combined methodologies
complement each other in assessing quality. The results section first demonstrates
the design, usability, and transparency of the custom GUI, followed by the structure
and adaptability of the data simulation pipeline. It then details the validation out-
comes for the graph theory-based analysis, including its ability to reliably identify
predefined key brain regions, and the deep learning-based analysis, which extends
the evaluation by testing the system’s capacity to handle the randomness of the al-
gorithm itself and complex predictive models. Together, these results provide a com-
prehensive view of the framework’s performance across distinct AI/ML approaches,
directly reflecting the thesis objective of establishing a systematic, simulation-based
methodology for assessing the quality of neuroimaging software.

4.1 Control Panel and Basic Functions Validation

This section demonstrates the validation of the control panel design and the verifi-
cation process of the fundamental functions of the system.

To enhance the usability and transparency of the software, we designed and imple-
mented a GUI, as shown in Figure 4.1.a, based on the BRAPH 2 framework. All
GUIs are user-relevant and easy to access important information about inputs and
outputs. This interface facilitates the generation of simulation data and supports
subsequent analysis based on graph theory-based and deep learning-based pipelines.

To validate the transparency of the system’s graph network analysis capabilities,
we implemented data visualization functionality. The software generated and uti-
lized simulated data based on the Watts—Strogatz network model, covering various
rewiring probability p settings. Through controlled variation of the rewiring proba-
bility, which increased evenly from 0 to 1, precise network topologies were generated,
as illustrated in Figure 4.1.b.
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Figure 4.1: Control panel and basic functions. a shows a custom-designed
GUI built using BRAPH 2 for generating simulation data, supporting brain net-
work simulation, and configuration of analysis pipelines (graph theory-based or deep
learning-based). b is an example of Watts—Strogatz network topologies generated by
the data simulation pipeline in a, utilizing the Watts-Strogatz model with different
rewiring probabilities, produced directly from the GUI to validate its functional-
ity. A core topological feature of this model is the effect of rewiring probability
on the network’s average path length, which is quantitatively examined in panel c.
c provides an interactive plot generated using BRAPH 2’s built-in graph-theoretic
calculation function for average path length, illustrating how this metric varies with
rewiring probability. In connection with the small-world network topologies shown
in panel d demonstrates the theoretically expected decrease in average path length
as rewiring probability increases in the Watts—Strogatz model [60], confirming that
the system can correctly compute and reflect this core topological feature.
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To verify the functional correctness of the system’s graph network analysis capa-
bilities, we developed system tools that calculate the average path length under
different p values, presenting the relationship between rewiring probability and av-
erage path length through interactive graphics. The results, as shown in Figure
4.1.c, demonstrate that as p increases, the average path length gradually decreases,
which is consistent with the theoretical model behavior depicted in Figure 4.1.d [60].

For fundamental functions of the testing methodology, Figure 4.1 illustrates the GUI
and basic functionalities we implemented.
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4.2 Data Simulation Pipeline

This section introduces the data simulation pipeline we developed and utilized for
testing, which is fundamentally based on the Watts—Strogatz model. To enhance
user interaction experience and ensure reproducibility of results, we designed and
implemented a dedicated GUI through which users can intuitively configure key
parameters for network generation, including the number of nodes, average degree,
and rewiring probability.

Through this GUI, we implemented flexible parameter configuration, enabling users
to precisely control the structural complexity of simulated data, thereby accommo-
dating network structure requirements under various experimental conditions, Which
ensures accurate parameter control, clear graphical outputs, complete data export
and workflow records, and thorough visualization of inputs and results. Specifi-
cally, users can customize the number of nodes, rewiring probability, average degree,
salient nodes/ROIs, and number of subjects, with the concepts of these parameters
explained in detail in Chapter 3.3.2. Additionally, we integrated a real-time visual-
ization module that automatically renders the generated network topology, assist-
ing users in rapidly assessing network validity and structural characteristics prior to
analysis.

To achieve comprehensive process tracking and data reusability, we also implemented
an automatic data export function that saves the simulated adjacency matrices and
all associated parameters in a structured Excel file format.

Through this simulation data pipeline, we successfully established a highly control-
lable and biomimetic data generation environment. For the data simulation pipeline,
Figure 4.2 illustrates the whole workflow.
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Figure 4.2: Data Simulation Pipeline. The custom-built data simulation pipeline is designed for generating functional brain
connectivity data with configurable structural properties. Through a user-friendly GUI, users can flexibly set parameters such as
the number of nodes, average degree, rewiring probability, number of subjects, and salient ROIs to generate functional connectivity
matrices with Watts—Strogatz model properties. The system supports real-time network visualization and exports all data and
settings as Excel files, ensuring transparency, reproducibility, and suitability for downstream quality testing.
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4.3 Graph Theory-based Analysis Pipeline

This section demonstrates how the simulated datasets constructed using the Watts—Strogatz
network model were utilized to test the software attributes of the graph theory-

based analysis pipeline within the software system. Following the parameterized

data simulation framework proposed above, as shown in Figures 4.3.a and 4.3.b,

we constructed two functional connectivity network groups with distinct structural
characteristics. Each network group had 25 subjects and comprised 20 nodes with

an average degree of D = 4, but with different rewiring probabilities: Group 1 was
configured with p = 0.2 to simulate a more regular Watts—Strogatz structure, while
Group 2 was configured with p = 0.8 to reflect connection patterns more closely
resembling random graphs.

During the data generation process, we manually designated 8 specific nodes (red
dots) as "controlled brain regions" or ROIs to test whether the analysis pipeline
possesses the capability to identify significant structural differences in the beginning.
Subsequently, we employed the built-in graph theory-based analysis pipeline in the
BRAPH 2 software to conduct computational and visual analyses on both groups,
focusing on key topological metrics including average path length, average degree,
modular partitioning, and node centrality. The analysis results indicate that the
system can accurately identify the high-participation nodes I predetermined and
correctly reflect the structural differences between the two network groups.

As illustrated in Figure 4.3.c, this example result, randomly selected from multiple
simulation runs, demonstrates the outcome of testing the functional correctness
of the graph theory-based analysis pipeline. In this run, the software accurately
identified all eight predefined important brain regions among the top eleven ranked
nodes based on network metrics. This confirms that, under controlled simulation
settings, the pipeline can correctly recover the ground-truth regions specified during
data generation.

Figure 4.3.d presents the results of a robustness evaluation in which the algorithm
was kept fixed, but the simulated datasets varied randomly in each of 100 runs.
The plot shows, for each run, the number of predefined ROIs correctly identified
among the top eight ranked nodes. Across these trials, a high hit rate (94.25%)
was maintained despite the variability of input data, indicating that the pipeline’s
performance remains stable when facing differences in network instances generated
under the same parameter constraints, which presents the results of a robustness
evaluation of AI/MI-based software.

For the testing results of the graph theory-based analysis pipeline, Figure 4.3 demon-
strates that the software was able to accurately detect the functionally important
brain regions specified by the user in the vast majority of cases. This validates
the effectiveness of the simulation-based testing scheme proposed in this study for
evaluating the software quality attributes. Moreover, the stable and reproducible
performance of BRAPH 2 across multiple iterations highlights the reliability of its
graph theory-based analysis module.
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Figure 4.3: Graph Theory-based Analysis Test Using Simulated Data. a
and b display two groups of simulated functional brain networks generated using
the Watts—Strogatz model, with different rewiring probabilities (p = 0.2 for Group 1
and p = 0.8 for Group 2), reflecting structural differences between more regular and
more random network topologies. Each network contains 20 nodes and highlights 8
predefined salient ROIs (red nodes) used to evaluate the analysis pipeline’s ability
to recover the ground truth. ¢ shows the outcome of the functional correctness test
using simulated data. The figure presents a representative result from a single simu-
lation run in which the software successfully identified all eight predefined important
brain regions (highlighted in yellow) among the top eleven ranked nodes based on
graph-theoretic metrics, illustrating the pipeline’s ability to correctly recover the
ground-truth ROIs specified during data generation. d shows the robustness eval-
uation results obtained from 100 independent simulation runs, where the analysis
algorithm was fixed but the input datasets were randomly generated for each run.
The bar plot reports the number of predefined ROIs correctly identified among the
top eight ranked nodes in each run. The consistently high hit rate (94.25%) across
varied inputs demonstrates the pipeline’s stable performance under controlled yet
data-variable conditions.
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4.4 Deep Learning-based Analysis Pipeline

This section demonstrates the transparency, functional reliability and robustness
of the software system under dynamic data conditions. The deep learning-based
pipeline was implemented and tested using simulated brain connectivity data. This
testing pipeline was designed not only to perform predictive modeling but also to
demonstrate system transparency and robust performance through repeated trials.

Figure 4.4.a illustrates the GUI of the implemented deep learning-based pipeline,
designed to make the modeling process transparent and user-friendly by clear graph-
ical outputs and thorough visualization of inputs and results. Users arc able to load
simulated datasets, configure hyperparameters such as the number of hidden layers,
training epochs, solver type, and batch size, and inspect model configurations before
training.

To ensure the pipeline’s interpretability from input to output, Figure 4.4.b visual-
izes a subset of 25 simulated brain graphs (out of 500 total), selected across the
full range of rewiring probabilities (p = 0.05 to 0.95). Each graph corresponds to
a synthetic subject and follows a Watts—Strogatz model. The visualization shows
the effective ROIs in red, which were embedded into the network with higher con-
nectivity. This visual validation allows users to confirm that the simulated data
distribution aligns with expectations and serves as further evidence of the pipeline’s
design-time transparency.

As illustrated in Figure 4.4.c, this example result, taken from one representative
run of the deep learning-based pipeline, demonstrates the outcome of testing the
functional correctness attribute. In this run, a multilayer perceptron regressor
was trained on simulated brain connectivity data, and the predicted values closely
matched the ground truth values. The scatter plot shows points tightly clustered
along the identity line (y = z) with a Pearson correlation coefficient of 0.90. This
alignment confirms that, under the given controlled conditions, the model was able
to learn and reproduce the predefined mapping from input networks to target values,
thereby satisfying the functional correctness requirement in a single execution.

Figure 4.4.d presents the robustness evaluation of the same pipeline, where the
algorithm was kept unchanged but the training process was repeated 100 times with
different random initializations of weights, biases, and mini-batch order to the neural
network training procedure. Across these independent runs, the Pearson correlation
remained consistently high (average r = 0.8380) with low variance, indicating that
the model’s predictive performance is stable despite the inherent stochasticity of the
learning algorithm.

For the testing results of the deep learning-based analysis pipeline, these results
validate the functional correctness, robustness, and capability of delivering stable
and interpretable outputs even in the presence of internal variability and random
optimization, which are common in real-world AI/ML-based neuroimaging systems.
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Figure 4.4: Deep Learning-based Analysis Test Using Simulated Data.
a illustrates the user interface of the deep learning-based pipeline allows full con-
trol over data loading, model configuration, and training parameters, supporting
transparency and reproducibility in the modeling process. b depicts a subset of 25
simulated brain graphs that illustrate the variation in connectivity across different
rewiring probabilities p, with red nodes marking the predefined effective ROlIs, of-
fering visual verification and transparency of the data distribution. ¢ presents the
results of the functional correctness test for the deep learning-based pipeline, where
the scatter plot compares predicted and ground truth values of rewiring probabilities
from a representative training run of a multilayer perceptron regressor. Data points
align closely with the identity line (y = z), and the Pearson correlation is 0.90, con-
firming that the model accurately reproduced the target outputs for the given inputs
in a single controlled execution. d demonstrates the robustness evaluation of the
deep learning-based pipeline based on the algorithm’s inherent stochasticity. The
plot shows the Pearson correlation coefficients from 100 independent runs using the
same dataset but different random initializations and stochastic training sequences.
The consistently high correlations (average r = 0.8380) and low variance demon-
strate stable predictive performance despite variability introduced by the learning
process itself.
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Discussion

This chapter provides a systematic discussion centered on the core research ques-
tion—how to effectively evaluate the quality attributes of AI/ML-based neuroimag-
ing software to ensure reliable performance in real-world neuroimaging analysis
pipelines. Building on ISO/IEC TS 25058:2024 [17] and the six principles of FUTURE-
AT [26], an evaluation framework is introduced and justified around three pillars:
transparency, functional correctness, and robustness, supported by reproducible
metrics and empirical demonstrations in a controlled simulation environment. The
methodological significance and usability enhancement pathways are examined from
both the developer and end-user perspectives, with additional consideration of the
framework’s generalizability across multimodal data, cross-platform tools, and multi-
task settings. Potential threats to validity are then systematically identified, with
mitigation strategies proposed across the four dimensions of construct validity, in-
ternal validity, external validity, and conclusion validity, thereby strengthening the
credibility and generalizability of the findings. Finally, the boundaries and norms
for the use of generative Al in this study are clarified, ensuring full traceability and
compliance throughout the process and providing a methodological foundation for
future validation with multi-center real-world data and clinical applications.

5.1 Software Quality Evaluation

5.1.1 Framework and Objectives

Guided by the central research question: How can quality attributes of AI/ML-
based neuroscience software be effectively evaluated to ensure reliable
performance in real-world neuroimaging analysis pipelines? This section
outlines the rationale and objectives for constructing the quality evaluation frame-
work.

High-quality software is a prerequisite for ensuring the credibility and reproducibility
of neuroimaging research. As AI/ML methods become increasingly integrated into
brain imaging analysis, factors such as algorithmic uncertainty, data variability,
and the high-stakes nature of medical decision-making make quality evaluation not
merely a tool for technical optimization but an essential safeguard for the robustness
of research conclusions and the clinical reliability of results.
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To address the research question systematically, this study draws on the ISO/TEC
TS 25058:2024 technical specification and the six principles of FUTURE-AI [26],
identifying three core quality attributes—Transparency, Functional Correctness, and
Robustness—as the pillars of the evaluation framework. These attributes were se-
lected for their strong relevance to AI/ML-based neuroimaging software and their
direct impact on trustworthiness in both research and clinical contexts.

The aim of this framework is to provide a reproducible, quantifiable, and inter-
pretable pathway for systematically verifying AT/ML-based neuroimaging analysis
software. By using simulated data to control variables, the framework isolates each
of the three attributes and defines appropriate metrics for them. This approach
enables precise assessment, offers clear answers to the research question, and estab-
lishes quality benchmarks to guide future real-world applications.

5.1.2 Transparency

According to ISO/IEC TS 25058:2024 [17], transparency is defined as the ability of
an Al system to present its processes and results in an open, comprehensive, and
user-understandable manner, ensuring that users can trace and review the system’s
decision logic. In the context of this study, this definition is refined to mean that,
within AI/ML-based neuroscience software, all stages of model analysis must be
accessible, comprehensible, and operable—even for end-users without programming
expertise, such as neuroimaging researchers.

In medical and neuroimaging AI/MI-based software, transparency extends beyond
making source code available or providing complete technical documentation. It
requires that every stage of the workflow—data processing, model inference, fea-
ture extraction, and result generation—offers clear visual feedback and parameter
traceability. ISO/IEC TS 25058:2024 [17] treats transparency as a foundation for
traceability and auditability, while the FUTURE-AT [26] principles of Traceability
and Explainability stress that systems must provide interpretable decision pathways.
This ensures users not only know what the outcome is, but also understand why
the system produced that outcome. In high-risk medical scenarios, such as when
clinicians evaluate lesion significance or functional areas, this level of transparency
is a decisive factor in whether Al recommendations are trusted and adopted.

Design-time Transparency

During software testing methodology design, transparency was ensured through a
custom-built GUI that integrates a control panel with explicit parameter settings.
As shown in Figures 4.1.a, 4.2, and 4.4.a, the interface enables users to directly
configure key parameters for network generation, analysis, and modeling (e.g., num-
ber of nodes, average degree, rewiring probability, hidden layers, training epochs,
optimizer type, batch size). By providing complete visibility into model configura-
tions and data structures, the GUI reduces the “black box” nature often associated
with AT/ML-based systems and allows users to validate settings, replicate experi-
ments, and debug workflows before execution. As further described in Chapter 4,
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it was designed to enhance usability and transparency, enabling even users with-
out programming expertise, and thereby serving as clear evidence of design-time
transparency.

Transparency was also ensured through explicit parameter recording and data flow,
which are based on traceable and understandable procedures. As illustrated in Fig-
ures 4.1.b, 4.2, 4.3.a, 4.3.b, and 4.4.b, the pipeline proceeds from Watts—Strogatz
model parameter configuration to network topology generation and finally to Excel-
based metadata export. The exported file includes all relevant information, such
as network generation parameters, random seeds, adjacency matrices, and anno-
tated valid ROIs, thereby allowing analyses to be reproduced and audited in full
compliance with the ISO/IEC TS 25058:2024 [17] definition and FUTURE-AI [26]
requirement for transparency.

Run-time Transparency

During execution, transparency is maintained through interactive visualisation and
interpretable result outputs. In the functional correctness tests, which can be illus-
trated in Figure 4.3.c, predefined ROIs are highlighted in yellow, enabling users to
visually assess how well the identified brain regions correspond to the ground truth.

In addition, Figures 4.3.d, 4.4.c, and 4.4.d present outputs that combine quantitative
metrics—such as hit rate and Pearson correlation coefficient—with graphical rep-
resentations of prediction-to-ground-truth alignment and performance distributions
across multiple runs.

These visualisations provide intuitive decision support, ensuring that the outputs
are not only usable but also understandable and verifiable.

Measurement Example

In practice, transparency was quantified with four user-relevant indicators spanning
design-time and run-time. First, parameter-control accuracy: the control panel ex-
poses and validates all configurable options of the Watts—Strogatz model (e.g., num-
ber of nodes, average degree, rewiring probability, ROI list), graph-construction/thresholding
rules, and MLP hyperparameters; it records random seeds and enables side-by-side
comparisons of configurations before and after generation, so users can precisely
verify what was run. Second, clarity of graphical outputs: the Watts—Strogatz
model is made visually transparent in (5 5) grids—(i) in the graph-theory pipeline
by contrasting groups with low vs. high rewiring probability, user-defined salient
ROIs are highlighted with red circles for immediate interpretability, and (ii) in the
deep-learning pipeline by ordering graphs with increasing rewiring probability; all
figures (predicted-vs-true scatter, multi-run distributions) include unambiguous leg-
ends, axes, and units. Third, completeness of data export and workflow provenance:
the system automatically exports structured artifacts (simulation configs and seeds,
adjacency matrices, ROI definitions; graph-theory metric tables, threshold/normal-
ization settings, permutation-test configs, ROI rankings; deep-learning partitions
and seeds, configs, training logs, checkpoints, and test predictions) to support full
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reproduction and audit. Fourth, thoroughness of visualized input—output informa-
tion: dashboards co-visualize inputs (simulated graphs/features with metadata) and
outputs (ROI hit rate, path-length summaries, Pearson r) with direct links to un-
derlying files, allowing users—without developer assistance—to inspect intermediate
and final artifacts and verify the system’s behavior end-to-end.

In this implementation, every step of the analysis process—both intermediate and
final outputs—can be accessed and verified through the user-friendly GUI. Every-
thing displayed in the GUI is relevant to the user’s requirements [57]. This design
aligns with the ISO/IEC TS 25058:2024 [17] requirement for transparency measure-
ment: users must be able to directly access and verify system behaviour without
relying on developer intervention.

5.1.3 Functional Correctness

According to ISO/IEC TS 25058:2024 [17], functional correctness refers to a system’s
ability to consistently produce outputs that meet predefined or expected correctness
standards, and to maintain this standard reliably across repeated executions. As a
core sub-attribute of Functional Suitability, functional correctness not only requires
logical accuracy of results but also demands stability and verifiability under varying
conditions.

In neuroimaging analysis, this means that when the analysis target and conditions
are known, and the ground truth is clearly defined, the system must be able to ac-
curately identify the predefined key brain regions or correctly complete the specified
analytical tasks. This capability directly affects the reliability of research findings
and the trustworthiness of clinical decisions. The Usability and Fairness principles
in the FUTURE-AI [26] framework further emphasise that system outputs should
remain consistent and dependable across different datasets, populations, and task
conditions.

Basic Function Validation

During the early development stage, basic functionality tests were used to verify
whether the software’s core algorithms could produce results consistent with theo-
retical expectations under controlled simulation conditions. Figures 4.1.c and 4.1.d
show that in networks generated using the Watts—Strogatz model, the average path
length decreased as the rewiring probability p increased, fully matching theoreti-
cal predictions. The calculated results preserved the expected monotonic trends in
topological metrics, confirming the system’s consistency and reliability in comput-
ing key graph-theoretical features. This not only provided a solid foundation for
algorithmic correctness in subsequent analyses but also allowed users to visually un-
derstand model behaviour, thereby enhancing the interpretability of the functional
correctness validation.

Graph Theory-based Pipeline Validation
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Under controlled simulated data conditions, the graph theory-based analysis module
underwent a more rigorous functional correctness test. In one representative run
(Figure 4.3.c), the software successfully identified all eight predefined significant
ROIs within the top eleven most important nodes, a high hit rate of 72.72% during
a certain run. This demonstrates the system’s ability to capture core topological
characteristics of complex networks and to present the results in an interpretable
way, reinforcing both transparency and confidence in its functional correctness.

Deep Learning-based Pipeline Validation

Functional correctness was also verified in the deep learning analysis-based module.
In a representative run (Figure 4.4.c), the predictions of the MLP regression model
showed a strong match with the ground truth (Pearson correlation coefficient r =
0.90), with the scatterplot points tightly clustered around the identity line (y = x).
This indicates that, under controlled conditions, the model could effectively extract
predictive signals from the input network and accurately map them to predefined
output values, fulfilling the requirement for repeatable functional correctness.

Measurement Example

The functional correctness evaluation in this study employed quantifiable metrics
across both pipelines. For the graph theory-based pipeline, verification consisted of
checking whether the majority of known ROIs appeared in the predefined “impor-
tant node ranking,” and calculating the hit rate together with confidence intervals.
For the deep learning-based pipeline, the assessment focused on the statistical con-
sistency between predicted and actual values using Pearson’s correlation coefficient,
supplemented by visual inspection of how closely the prediction distribution aligned
with theoretical expectations. These measurement methods ensure that functional
correctness validation goes beyond qualitative description, providing a standardized
basis for cross-experiment and cross-platform comparisons.

5.1.4 Robustness

According to ISO/IEC TS 25058:2024 [17], robustness refers to a software system’s
ability to maintain stable performance and produce reliable results when facing input
perturbations, fluctuations in the operating environment, or noise. In AI/ML-based
neuroimaging analysis, robustness is a critical safeguard for ensuring usability un-
der the complex and variable conditions of real-world applications. This attribute
requires resilience to multiple sources of uncertainty, including: Variations in data
acquisition equipment, noise interference and signal loss, domain shifts in data dis-
tribution, and algorithmic randomness from initialization and training processes.

ISO/IEC TS 25058:2024 [17] recognises robustness as a core quality attribute for
AI/ML-based systems operating in high-uncertainty environments. The Robustness
principle in the FUTURE-ALI [26] framework further specifies that performance sta-
bility must be preserved despite input perturbations, data variability, or changes
in operational conditions, a requirement of particular importance for medical and
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neuroimaging AI/MI-based software, where input conditions are often beyond the
operator’s control.

Graph Theory-based Pipeline Validation

In the graph theory-based analysis module, robustness testing focused on stability
under random variations in input data. As shown in Figure 4.3.d, 100 independent
runs were conducted using identical parameters and implementation, but with dif-
ferent randomly generated simulated datasets. These network instances shared the
same parameter constraints yet had distinct connectivity patterns. In each run, the
system was required to identify the top eight most important brain regions out of
20 nodes and verify whether all or most predefined ROIs were included. Results
showed that despite random differences in the input data, the hit rate remained
consistently high at 94.25%, with a stable distribution. This indicates that, under
controlled parameter settings, the pipeline tolerates small structural variations in
the input network with minimal fluctuation in outputs, meeting robustness require-
ments in the “data variability” dimension.

Deep Learning-based Pipeline Validation

In the deep learning-based module, robustness testing assessed the impact of algo-
rithmic randomness on performance. Figure 4.4.d presents results from training the
same neural network model 100 times on a fixed dataset. Differences between runs
arose solely from the algorithm’s internal stochastic processes, such as weight initial-
isation, mini-batch ordering, and optimisation pathways. The Pearson correlation
coefficient remained consistently high across runs (mean r = 0.8380, with minimal
standard deviation), indicating stable predictive performance despite training ran-
domness. This form of robustness differs from the “data variability” tolerance in
the graph theory-based pipeline. Instead, it reflects the model’s resilience to uncer-
tainty in the training process, showing that it does not overfit to a specific random
initialization or optimization path.

Overall Findings

Together, these robustness tests demonstrate that the implemented AI/ML-based
neuroimaging analysis system is tolerant to multiple sources of uncertainty. At the
data level, random variations in network structure caused by stochasticity do not
lead to substantial deviations in analytical outcomes, while at the algorithmic level,
internal randomness from model initialization and training does not compromise
predictive stability. This stability not only enhances reliability in the simulation en-
vironment but also indicates promising generalization potential for real clinical data,
thereby aligning with the FUTURE-AI [26] principles of robustness and transfer-
ability.

Measurement Example

The robustness evaluation in this study applied quantifiable and comparable metrics
across both pipelines. For the graph theory-based pipeline, robustness was assessed
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by recording the distribution of hit rates for predefined ROIs across multiple random
input datasets and calculating both mean and variance. For the deep learning-based
pipeline, robustness was examined by recording the distribution of Pearson correla-
tion coefficients over repeated training runs with different random initialisations on
the same dataset. These approaches ensure that robustness validation is measur-
able, comparable, and reproducible, thereby providing a standardized reference for
assessing robustness across systems and tasks.

5.2 Implications and Generalizations

5.2.1 Implications for Software Research and Testing Meth-
ods — Response to Aim 1 (For Developers)

Aim 1 of this study is to provide developers with a reproducible, quantifiable, and
systematically extensible quality evaluation framework for AI/ML-based neuroimag-
ing software. This framework is not limited to validating a single tool; it also
establishes a methodological foundation for future cross-system comparisons and
benchmarking in the field.

Methodological Significance

In terms of research design, this work adopts the experimental simulation pathway
from the ABC of software research framework [46], rather than beginning directly
with real-world data validation. The reasoning is clear: the high uncertainty in-
herent in real neuroimaging datasets—such as distribution shifts, inconsistent an-
notations, and variability in acquisition conditions—makes it difficult to measure
software quality attributes precisely. To develop a robust evaluation methodology
at an early stage, experiments must first be conducted under fully controllable con-
ditions.

This approach can be illustrated using a “greenhouse” analogy: just as a green-
house allows precise control over temperature, humidity, and light to isolate the
effects of specific variables on plant growth, the contrived simulation environment
in this study allows complete control over brain network generation, noise levels, and
model parameters [46]. By using the Watts—Strogatz network model with known
ground truth, we can isolate and quantify the performance of the three target quality
attributes—transparency, functional correctness, and robustness.

Rationale for Choosing Experimental Simulation

The primary reason for adopting an experimental simulation approach lies in its abil-
ity to create a fully controlled environment. Within such a setting, the Watts—Strogatz
network structure, rewiring probability, and noise levels can be customised, thereby
eliminating interference from uncontrollable external factors. This high degree of
control enables precise manipulation of experimental variables and ensures that
software behaviour can be observed without distortion from unpredictable influ-
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ences. Additionally, simulation mitigates the uncertainties inherent in real-world
neuroimaging data, such as annotation errors, scanner differences, and other exoge-
nous factors, allowing the evaluation to focus entirely on the performance of the
software itself. Finally, the method supports systematic and repeatable testing by
establishing stable reference conditions that can be used for future multi-version
comparisons and cross-platform benchmarking.

Direct Advantages of This Approach

The approach offers several distinct advantages. First, it ensures reproducibility,
as experiments conducted under identical simulation conditions can be rigorously
replicated by different research teams, thus enabling verification of results across
studies. Second, it facilitates reliability assessment: stability metrics obtained from
repeated trials provide a quantitative foundation for evaluating the trustworthiness
of the software. Third, it creates benchmarking potential by providing a baseline
against which the performance of different AI/ML-based neuroimaging tools can be
compared under identical conditions.

Methodological Insights Across Algorithm, Quality, and Compliance Di-
mensions

From an algorithmic perspective, a controlled simulation environment makes it possi-
ble to directly quantify how algorithm behaviour responds to changes in parameters,
such as the effect of rewiring probability variations on topological metrics or the in-
fluence of different random initialisations on deep learning model performance. Such
precise and isolated observations are difficult to achieve using real clinical datasets.
In terms of quality assessment, having a known ground truth enables independent
and separate measurement of transparency, functional correctness, and robustness,
avoiding the confounding effects that often occur when assessing these attributes
in complex, real-world settings. From a compliance and standards perspective, this
simulation-based testing process aligns closely with the quality attribute measure-
ment definitions in ISO/IEC TS 25058:2024 [17], offering a practical and standard-
ised pathway toward future certification of medical software.

Overall, this framework provides developers with a ready-to-use quality verification
method that has the potential to serve as an industry benchmark for neuroimaging
software. The logical next step is to expand the evaluation to multi-centre, real-world
datasets, thereby enabling a smooth and evidence-based transition from “greenhouse
trials” to deployment in clinical environments.

This framework provides developers with an immediately applicable quality verifica-
tion method that could serve as an industry benchmark for neuroimaging software.
The next phase should extend the evaluation to multi-centre real-world datasets,
enabling a smooth transition from “greenhouse trials” to clinical deployment.
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5.2.2 Implications for Enhancing End-User Accessibility in
Quality Testing — Response to Aim 2 (For End-Users)

Complementing the systematic framework in Aim 1 for developers, Aim 2 focuses
on neuroimaging software end-users, aiming to provide a simulation-driven, user-
friendly testing approach. This method enables researchers without programming
backgrounds to independently verify three key quality attributes—Transparency,
Functional Correctness, and Robustness—under controlled conditions. Built upon a
configurable and visualisable Watts—Strogatz network simulation pipeline, and sup-
ported by an intuitive GUI, traceable data management, and repeatable experiment
design, the approach lowers the barrier to quality assessment.

Implications for AI/ML-based neuroimaging software testing methods

The simulated data generation method employed in this study is grounded in a math-
ematically robust model. By combining the configurable Watts—Strogatz pipeline
(Figure 4.2) with an interactive GUI (Figures 4.1.a, 4.4.a), the system not only ap-
proximates the topological features of real fMRI functional connectivity networks
but also preserves mathematical controllability and interpretability—making it suit-
able for formal verification. Compared to real-world datasets, simulated data elim-
inates external confounding factors such as scanning artifacts, head motion, and
sampling rate variability, allowing precise adjustment of parameters like node count,
average degree, and rewiring probability to focus solely on algorithm convergence
and system stability. This controlled environment supports rapid iteration and
batch evaluation, enabling quick assessment of different graph-theoretical metrics
or deep learning hyperparameters, while interactive visualisation helps users detect
anomalies and adjust parameters during testing.

Contributions to reproducibility and transparency

The approach also contributes directly to reproducibility and transparency. Multiple
test runs (e.g., 100 repetitions) can be performed while maintaining consistent statis-
tical properties, enabling robustness and stability to be quantified through statistical
analysis and helping to identify potential instability patterns (Figures 4.3.d, 4.4.d).
Saving random seeds and parameter configurations substantially improves repro-
ducibility, creating a reliable basis for benchmarking and peer review. Importantly,
the simulation retains realistic network topology while providing known ground
truth, allowing for direct validation of functional correctness, robustness, and trans-
parency (Figure 4.2)—a challenge often unmet in real-world data environments. Ex-
ported adjacency matrices and metadata (Figure 4.2) ensure complete reproducibil-
ity of test scenarios and facilitate direct comparisons across BRAPH 2 versions or
alternative tools such as GraphVar or NBS-Predict. Publicly sharing simulation
scripts and datasets can reduce cross-team comparison costs, promote community-
wide standardisation, and provide a shared reference for quality evaluation in other
neuroimaging software.

Contributions to evaluation about software attributes
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From an evaluation perspective, the simulation environment offers measurable and
controllable conditions for both functional correctness and robustness assessment.
Functional correctness can be quantified by computing the hit rate for predefined
ROIs (Figure 4.3.c) and by testing theoretical consistency under varying input pa-
rameters, such as changes in rewiring probability p (Figure 4.4.c, Pearson r = 0.90).
Robustness can be examined through boundary testing, such as adjusting network
sparsity and randomness to simulate extreme structural scenarios (e.g., sparse, ran-
dom, or small-world properties) and observing algorithm stability under these con-
ditions (Figures 4.3.d, 4.4.d). For non-deterministic models like deep learning-based
pipelines, large-scale repetition (100 runs) can reveal global performance stabil-
ity under internal randomness—such as weight initialisation and mini-batch order-
ing—with results showing high average correlation (mean r = 0.838) (Figure 4.4.d).

This simulation-driven, user-friendly testing approach aligns closely with the ISO/IEC
TS 25058:2024 [17] definitions for measuring transparency, functional correctness,
and robustness. It allows end-users to carry out independent quality verification
without requiring deep developer involvement, enhancing both the operational fea-
sibility and interpretability of quality assessments. Furthermore, it provides a prac-
tical route for building reproducible, shareable, and extensible benchmarking stan-
dards, advancing the neuroimaging software community toward standardised qual-
ity verification. By aligning with the FUTURE-AI [26] principles of Traceability,
Explainability, and Robustness, the approach also holds practical potential for in-
tegration into future medical software certification and regulatory review processes.

5.2.3 Generalization of the Software Quality Evaluation Frame-
work

The quality evaluation framework proposed in this study successfully verifies the
functional correctness, transparency, and robustness of AI/ML-based neuroimag-
ing software under simulated conditions, demonstrating strong generalizability. Al-
though initial validation was conducted using the BRAPH 2 platform and the
Watts—Strogatz network model, the framework is inherently designed to support
extension across imaging modalities, analytical tasks, and software platforms.

From a data modeling perspective, the framework is not constrained to a single
topological model. While the current study utilizes the Watts—Strogatz model
to simulate structural connectivity, the evaluation process is equally applicable to
other neuroimaging data modalities, including structural MRI, fMRI, diffusion ten-
sor imaging (DTI), electroencephalography (EEG), and electrocardiography (ECG).
The variability in spatial-temporal resolution and noise characteristics across modal-
ities provides a diverse testing ground, supporting the applicability of the framework
in heterogeneous data scenarios.

From a task configuration perspective, the framework is not limited to a predefined
set of ROIs. Instead, it adopts a flexible ROI specification strategy that does not
rely on fixed feature distributions. This design enables the framework to evalu-
ate software quality across a wide range of experimental hypotheses and task set-
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tings. As a result, it accommodates varying discriminative brain regions, population
heterogeneity, and task complexity—enhancing both interpretability of results and
comparability across studies.

From a software perspective, the framework exhibits cross-platform compatibil-
ity. Although initially implemented with BRAPH 2, the standardized input-output
structure and modular testing logic are designed to support integration with a va-
riety of mainstream neuroimaging platforms, such as FreeSurfer, SPM, GraphVar,
and NBS-Predict. By exporting simulated datasets into compatible formats and
applying the framework across tools, it becomes possible to perform systematic
benchmarking and cross-validation of key quality attributes across platforms.

To facilitate usability and accessibility, the proposed framework has been released
as a well-structured distribution package with a user-friendly GUI, available at the
GitHub Repository [59], thereby supporting broader generalization across diverse
research settings. This distribution enables neuroscience researchers to easily run,
visualize, and extend the framework without requiring extensive programming ex-
pertise. By lowering technical barriers, it supports reproducibility, promotes wider
adoption, and provides an accessible entry point for expanding the framework to new
research settings. Beyond this implementation, the framework is not restricted to
specific tools or data models but exhibits a high degree of generalizability. It offers a
unified foundation for evaluating AT/ML-based neuroimaging software across diverse
tasks, modalities, and platforms—thereby advancing trustworthy, reproducible, and
platform-agnostic quality assurance practices in computational neuroscience.

5.3 Threats to Validity

“Threats to validity” provide a systematic framework for evaluating the reliability
of a study’s design and conclusions, thereby enhancing the rigor and credibility of
software engineering research. In this study, which focuses on the quality assessment
of AI/ML-based neuroimaging software, we have implemented measures such as
designing an experimental simulation framework and standardizing quality attribute
metrics to partially mitigate validity risks. Nevertheless, further validation using real
neuroimaging data and cross-domain applications is necessary to strengthen both the
credibility and generalizability of our findings. Following the research methodology
framework proposed by Robert [61] and Per [62], the subsequent discussion examines
threats to validity from four commonly recognized perspectives.

5.3.1 Construct Validity

Construct validity concerns the correspondence between the theoretical concepts
underlying an experiment and the actual observations, namely whether the selected
operationalized measures accurately reflect the conceptual constructs in the research
question.

1. Rationale for Metric Definition
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The testing metrics in this study were designed to evaluate quality attributes
such as transparency, functional correctness, and robustness. These metrics
were explicitly defined and instantiated with reference to the ISO/IEC TS
25058:2024 [17] standard, the FUTURE-AI [26] framework, and key quality
concerns specific to contemporary AI/ML-based neuroimaging analysis soft-
ware. Furthermore, we proposed actionable measurement methods using the
BRAPH 2 software as a case study.

. Differences Between Simulated and Real-World Data

Discrepancies in feature distributions between simulated data and real neu-
roimaging data may cause measurement results to deviate from those ob-
served in actual application contexts. Although we adjusted mathematical
model parameters to minimize these differences, further validation with real
neuroimaging datasets is required to assess the generalizability of the results.

. Semantic and Reproducibility Risks

Differences in the interpretation of quality attribute terminology between re-
searchers and potential end-users (e.g., neuroscientists) may affect the under-
standability and reproducibility of the proposed methods. In this study, we
provided detailed explanations of each attribute’s meaning prior to testing, tai-
lored to the experimental needs. Future work could incorporate open-access
materials and cross-review by domain experts to ensure consistency and inter-
pretability of definitions.

5.3.2 Internal Validity

Internal validity addresses the reliability of causal inferences, that is, whether the
observed results are truly caused by the manipulated variables and whether alter-
native explanations have been successfully ruled out. The relevant considerations in
this study are as follows:
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1. Interference from Uncontrolled Variables

In the simulation experiments, test results may be influenced by uncontrolled
factors such as random initialization, hardware variations, or noise levels. To
enhance experimental control, we fixed random seeds, standardized the com-
puting environment, and aligned dependency library versions.

. Causal Link Between Treatment and Outcome

It is essential to ensure that any differences in evaluation results (e.g., changes
in ROI identification accuracy or robustness across repeated runs) truly reflect
the system’s behavior under the defined test conditions, rather than random
external factors. In this study, we adopted a standardized testing procedure
based on BRAPH 2 and employed controlled simulated data (Watts—Strogatz
networks) to reduce uncontrolled variability. This design increases confidence
that the observed outcomes can be reliably interpreted as results of the quality
evaluation process, rather than artifacts of uncontrolled influences.



5. Discussion

5.3.3 External Validity

External validity concerns the generalizability of research findings. The potential
risks and corresponding mitigation strategies in this study are as follows:

1. Limitations of Imaging Modality
The simulated data pipeline in this study is based on domain-specific features
from the fMRI field and the Watts—Strogatz mathematical model, which can-
not fully capture the complexity of real neural systems. Future work may
extend the approach to other modalities such as DTI and EEG, as well as
replicate the experiments using real MRI/fMRI datasets.

2. Generalization to Clinical Data
Since the current evaluation is primarily based on laboratory conditions and
simulated data, it may not fully reflect clinical usage scenarios. Future valida-
tion should therefore involve collaboration with medical institutions and the
use of actual patient cases to assess clinical applicability.

5.3.4 Conclusion Validity

Conclusion validity addresses the reliability of statistical inferences, including as-
pects such as sample size, number of repetitions, and significance testing. The main
considerations in this study are as follows:

1. Limitations in Diversity of Simulation Conditions

While simulation data provide the advantage of generating virtually unlimited
samples, the current evaluation was performed under a restricted set of condi-
tions, using a single network model configuration (Watts—Strogatz parameters)
and fixed testing procedures. This may limit the external validity of the find-
ings, as the framework has not yet been challenged with a broader range of
parameter settings, alternative network models, or independent replications
by different researchers. To strengthen the reliability and generalizability of
the results, future evaluations should systematically vary simulation conditions
and incorporate cross-team replications.

2. Potential Subjective Bias in Experiments
For instance, during the ROI selection phase, variations in the choice of brain
regions may introduce subjective differences. To ensure statistical reliabil-
ity, performance differences should be evaluated through increased repetitions
combined with significance testing, and strategies should be adapted to the
specific research context (e.g., disease type, regional brain characteristics).

5.4 Usage of Generative Al in This Thesis

The generative Al tool ChatGPT (version 4o and 5) was used to support various
aspects of this research. For the main text, it was employed to enhance grammar and
academic vocabulary. The tool was not used to generate original content directly. In
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the citation section, ChatGPT assisted in formatting references in LaTeX, ensuring
consistency and compliance with academic standards. All source materials have been
properly cited. For the code implementation, it was used to interpret and annotate
existing scripts, enabling a deeper understanding of the software architecture that
already had, and it just provided suggestions for debugging improvements, without
using generated code.
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Conclusion

Ensuring the quality of AI/ML-based neuroimaging software remains a critical yet
underexplored challenge in neuroscience. As neuroimaging analysis becomes in-
creasingly dependent on complex AI/ML techniques, such as graph theory and deep
learning, the issues of transparency, functional correctness, and robustness emerge as
key concerns that directly impact reproducibility and clinical applicability. Existing
tools often lack systematic quality validation, especially from a software engineering
perspective, making it difficult for researchers to assess the reliability of their find-
ings. This thesis aimed to address this gap by proposing a structured, simulation-
based evaluation framework that enables rigorous and reproducible software quality

assessments; the implemented software quality evaluation framework can be found
on GitHub [59].

To tackle this challenge, the study first constructed a highly controllable experi-
mental simulation environment based on the biologically plausible Watts—Strogatz
network model. This environment allowed for precise manipulation of network pa-
rameters such as average degree, path length, and rewiring probability, providing
a reliable benchmark for evaluating algorithm performance. Using this setup, two
distinct AT/ML analysis pipelines were tested: a graph theory—based pipeline and a
deep learning—based pipeline.

In the graph theory-based pipeline, core topological features were validated against
theoretical expectations, and the software demonstrated strong alignment with pre-
defined salient brain regions. The implementation of a GUI further enhanced trans-
parency, allowing non-expert users to track, visualize, and reproduce analytical steps
with minimal technical overhead. Functional correctness was confirmed through re-
peated simulations showing consistent results, while robustness was examined via
perturbation experiments that tested the pipeline’s stability under varying condi-
tions.

In the deep learning-based pipeline, the system successfully demonstrated through
an interactive GUI, users were able to control model configurations and training
parameters, ensuring transparency, interpretability, and reproducibility throughout
the modeling process. The visualization of simulated brain graphs provided clear
insight into data structure and effective region encoding, enhancing interpretability
from input to output. Functionally, the model accurately reproduced target outputs,
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achieving a high Pearson correlation in a representative training run, thereby con-
firming functional correctness. Moreover, robustness could be validated through 100
independent training iterations under varying random initializations, with consis-
tently high correlation scores, indicating stable predictive performance despite inher-
ent algorithmic stochasticity. Collectively, these results affirm the testing methodol-
ogy’s capacity to produce reliable and interpretable outcomes in controlled settings,
supporting its potential for broader application in AI/ML-based neuroimaging soft-
ware quality evaluation.

For future work, the framework should be further validated across diverse neuroimag-
ing contexts to ensure its generalizability beyond controlled simulations. While
the current pipeline leverages the Watts—Strogatz network model to simulate struc-
tural properties of brain connectivity, this mathematical abstraction may not fully
capture the complexity of real neuroimaging modalities such as structural MRI,
functional MRI, or DTI. Future iterations could repeat the quality assessment pro-
cess across tasks tailored to different imaging types, and potentially extend the
simulation model to other brain-relevant data structures (e.g., EEG, ECG). Addi-
tionally, although the proposed methodology is built on standardized, transferable
quality attributes, its applicability to widely used AI/ML-based neuroimaging plat-
forms—such as FreeSurfer, SPM, GraphVar, and NBS-Predict—remains to be em-
pirically verified; this could be facilitated by exporting simulated datasets into com-
patible formats and running the full evaluation pipeline within each environment to
generate platform-specific quality reports. As current results are derived solely from
simulation, the lack of real clinical imaging data poses a limitation. Collaboration
with institutions such as the Karolinska Institute is planned to address this gap and
validate the system under practical conditions. Furthermore, to enhance robustness
analysis, the framework could include stress testing through synthetic noise injection
and the simulation of scanning artifacts to determine tolerance thresholds. Finally,
incorporating automated CI/CD pipelines and evaluating a broader set of quality
attributes would elevate the framework’s maturity for real-world deployment.

In summary, this thesis introduced a systematic, simulation-based approach for eval-
uating the quality of AI/ML-based neuroimaging software, addressing critical at-
tributes of transparency, functional correctness, and robustness. The dual-pipeline
case study, spanning graph theory-based and deep learning-based analyses, demon-
strated that controlled simulations can effectively reveal strengths and weaknesses
of complex analysis workflows. By combining rigorous software engineering prin-
ciples with domain-specific evaluation, the proposed framework offers a practical
foundation for developing trustworthy, reproducible, and clinically applicable neu-
roimaging tools, while also providing a scalable pathway for future extensions in
both methodology and application scope.
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