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Abstract
OAuth and OIDC are well-established for handling user authentication and autho-
rization, which are industry standards today. However, the user experience of native
mobile apps remains a challenge due to the use of browser redirection. It is hard
for users to determine if they can trust the web page that pops up during the login
process. To improve on this, we have designed a protocol called mAuth that per-
forms user authentication and authorization on mobile phones without the use of
browser redirection. This protocol follows the best current practice (BCP) of OAuth
and the FAPI standard. The analysis of the protocol showed that mAuth follows
the BCPs for OAuth and FAPI through the use of attestation, demonstrating proof
of possession (DPoP) with the client instance key and following the basis of the
authorization code flow. From the analysis of the user experience of the theoretical
protocol, which is based on our point of view, we found that it achieves the goal
of better user experience. It also provides flexibility for the developer as they can
choose between three different flows depending on their security and user experience
demands.

Keywords: OAuth, OIDC, Authentication, Authorization, Security, Native, App,
login, mAuth.
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1
Introduction

OAuth 2.1, together with Open ID Connect (OIDC), is well-established for handling
user authentication and authorization. It has become an industry standard, includ-
ing for financial grade applications. However, the user experience (UX) for native
mobile apps remains a challenge. The standard flow of OAuth when a user tries to
log into a mobile application works by having the user be redirected via the web
browser in order to perform the login. The problem is that it is difficult for a user to
know if they can trust the web page that pops up, leading to a bad user experience.
Thus, many organisations would prefer keeping the user in the app instead of having
them be redirected through a web browser and still have the security benefits of the
OAuth and OIDC Code flow.

With this in mind, developers also need to follow the best current security practice
(BCP) when developing their applications. This could be realised by designing a
protocol that does not compromise the BCP when using OAuth 2.1 together with
OIDC and still keep the user in the app. This would enhance the user experience
and simplify the login process for mobile apps.

On the technical side, one can see that OAuth and OIDC are designed with the
ability to perform redirections in order to perform authorization or authentication
[48]. The OAuth Request For Comments (RFC) provides examples of how to perform
redirections but also clearly states that these are not requirements and that "any
other method available via the user-agent to accomplish this redirection is allowed
and is considered to be an implementation detail" [29]. The OIDC core specification
also says that redirection is implementation-dependent. This opens the possibility
of designing a new protocol where there is no redirection performed via the browser
and instead keeps the user in the app.

1.1 Brief History of OAuth
Mobile apps have been present since the launch of the first smartphone in 1994, but
it was only in the launch of the first iPhone in 2007 that the concept of mobile apps
became widespread [27]. Just the next year, Apple launched its app store, which
contained over 500 apps. The number of apps would increase dramatically in the
years to come. In 2007, OAuth 1.0 was released. OAuth 1.0 was not designed for
mobile apps, which made it difficult to utilise this authorization standard [28]. It
was only when OAuth 2.0 was released in 2012 that mobile apps could also use the

1



1. Introduction

industry standard for authorization.

OAuth was originally created to allow third-party apps access to certain resources
without showing the app your credentials. For example, some photo editing app
might want to access your Google photos. You want the app to be able to see the
photos but do not want to give the app your Google password. This is where OAuth
came in. With OAuth, you could log in directly to Google and allow the photo app
to access your Google photos. Previously, you would give the photo app your Google
password, and then the app would use your password to log in to your account and
take the photos from there, as can be seen in Figure 1.1.

User Data

(1)
User logs

in with
Google

Credentials

(2)
Third-Party App
uses the Google
Credentials to log

into Google

(4)
Application
accesses
user data

Google
Username

Google
Password

Google
Account

Third-Party Application

ActorUser

(3)
Google grants

the app
access to the
user's data

Figure 1.1: The world without OAuth

The app might even save your password to make it easier to log in next time. The
user would have to trust that the app did not abuse the password or that the app
would not be hacked and your password leaked that way. There was also no way to
limit access to your data. In the previous example, you would want the app to see
your photos but not your email. Before OAuth, the app either had full access or no
access. OAuth solved all of this by introducing access delegation, allowing a third
party to access protected resources on a user’s behalf.

In Figure 1.2, one can see that with OAuth, the user logs in via the web browser.
After a successful login, the Google server grants the application access to the re-
quested files. During this process, the third-party application could not see or in any
way read the user’s username and password. This means that if the app is malicious
or hacked, your password will not be leaked.
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Actor

Google
Account

User Data
Google Account
gives access to

Third-party
application

Application
accesses
user data

Third-Party ApplicationWeb Browser

User logs
in

Opens
Browser

Google
Username

Google
Password

Figure 1.2: The world with OAuth

Since its inception, OAuth has evolved beyond its original purpose. There are now
different flows for different situations. The protocol itself is also evolving as work is
being done on OAuth 2.1. Currently, this specification is only in the draft stages,
but one can observe that flows present in OAuth 2.0 e.g. the implicit flow will be
removed in the 2.1 version as it is deemed to be insecure. This shows how the
security landscape evolves.

1.2 Problem Statement
This thesis reviews the current OAuth 2.1 with OIDC protocol and its use of browser
redirection. The security benefits and the BCPs are taken into account when de-
signing a new protocol that does not utilise browser redirection. This gives the
user a more native login experience and, thus, a better UX while still keeping the lo-
gin process secure. This protocol was also security analysed according to these BCP.

3



1. Introduction

Thus, the goal of this thesis is to design a protocol that reaps the security benefits
of OAuth and OIDC without using browser redirection. We want to answer if it
is possible to design such a protocol that follows the BCPs for OAuth that utilises
decoupled flows like the Client Initiated Backchannel Authentication (CIBA) flow
and supports strong user authentication such as BankID and Fast Identity Online
2 (FIDO2). We also want to perform a detailed security analysis of the protocol
with the BCPs of OAuth in mind and investigate how the user experience is affected
compared to the regular OAuth code flow.

The thesis can be summarised in the following research questions:

1. Is it possible to design an authentication/authorization protocol that follows
the BCPs without browser redirection?

2. Can such a protocol also implement decoupled flows such as CIBA and FIDO2?

3. How is user experience affected compared to regular OAuth?

1.3 Approach
This thesis is organised into three phases. The first is about acquiring relevant
knowledge, studying solutions to a similar problem, and observing how actual in-
use apps perform authentication/authorization. The second consists of designing
a theoretical protocol that performs authentication/authorization without browser
redirection. Lastly, we conduct a security analysis of the protocol with regard to the
BCPs, analyse the user experience, and also write pseudocode in order to illustrate
the logical flow of the protocol in code.

In the first phase, we study the current research field of OAuth and the relevant
RFCs, as well as proposed solutions to similar problems. We use this knowledge
during the study of real apps in order to analyse the security aspect of their authen-
tication/authorization process.

The design phase consists of first identifying the parts of the OAuth protocol that
become vulnerable for native apps when browser redirection is not used. Then,
we apply the knowledge gained from the previous phase to mitigate these security
threats.

The security analysis is based on the BCPs studied during the first phase. For each
practice, we ask ourselves the following questions: "Do we follow this practice?" and
"Is this practice within the scope of this thesis?". If we do not follow the practice
and it is within the scope, we analyse if a modification to the protocol is needed or
not in order to still be secure. The analysis of the user experience is from our point
of view and not from a real user’s view of testing and an app. The reason for this
is presented in Section § 1.4.
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1.4 Limitations
In this thesis, we have limited ourselves to only designing a theoretical protocol and
not a fully implemented practical version. The protocol has instead been written in
pseudocode, which represents how the protocol functions. When possible, we have
included existing libraries and where to use them.

We have also limited the thesis to only focus on mobile phones and not other devices
such as computers or IoT devices.

To evaluate the user experience of the protocol, we have not done a test on real
users since the protocol currently is theoretical and not practical. Instead, we have
included a discussion regarding the user experience compared to regular OAuth 2.0
based on our interpretation of how the UX is affected.

1.5 Outline
In Chapter 2, we talk about the concepts surrounding OAuth that are used in our
final results, such as Demonstration Proof of Possession (DPoP), attestation, CIBA,
and FIDO2. Chapter 3 talks about the Hypermedia Authentication API made by
Curity, the techniques used by them, how they solve the same problem, and other
current research. In Chapter 4, we describe the methodology of our research and
the design process of our protocol. Chapter 5 goes over and studies other apps that
handle the login process natively. Chapter 6 presents our protocol, how the general
flow works, and how the three different specific integrated login processes, CIBA,
Resource Owner Password Credentials flow (ROPC), and FIDO2, work with our
protocol. It also contains a security analysis of the protocol and a description of
the pseudocode. Chapter 7 contains discussions about our findings in Chapter 6.
Finally, Chapter 8 contains our conclusion. Appendix A contains the full security
analysis, and Appendix B contains the written pseudocode.
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2
Background

This chapter describes the background theory needed to understand the problem
and how our proposed protocol work. This includes a detailed description of the
OAuth 2.1 protocol and the relevant flows, as well as the BCP regarding OAuth,
the FAPI 2.0 Security Profile, and the OAuth 2.0 Threat Model.

2.1 OAuth 2.1
OAuth 2.1 is an authorization protocol that allows applications and websites to
access data hosted by other web apps with the user’s consent. The advantage of
this is that the user’s credentials are never revealed to any third-party application
or website [11] [23]. While OAuth does provide authorization, it does not provide
authentication. Authentication is the process where a user verifies they are who
they claim to be. Authorization is when a particular user can access restricted re-
sources or services, given that they have been authenticated. In order to perform
authentication, OAuth needs to be used together with OpenID Connect (OIDC).

The authorization framework surrounding OAuth consists of an authorization layer
where the protocol separates the participating actors into four roles. The roles are
the following:

Resource Owner (RO): The actor that grants access to the restricted resource,
usually the end user.

Resource Server (RS): The server that hosts the restricted resource. Usually,
some API.

Client: The application or website requesting access to the restricted resource on
behalf of the Resource Owner.

Authorization Server (AS): The server that authenticates the Resource owner
and issues an access token after the user has been authorized that can be used
to access the restricted resource.

When using the OAuth protocol, a client would first initiate a request to access
some restricted resource belonging to the resource owner and hosted by the resource
server. This could be an application on a mobile phone that wants to read a contact
list or access some photos. This request from the client is sent to the authorization
server, which then asks the resource owner to authenticate themselves with their
credentials. If the authentication succeeds and the resource owner is authorized to

7



2. Background

access these resources, the authorization server provides the client with an access
token that it can use to access the requested resources by sending that token to the
resource server that is hosting that resource.

The OAuth authorization framework consists of two different types of endpoints:
the authorization endpoint and the token endpoint. An endpoint is a pre-defined
point where the communication for some action is set to occur. The authorization
endpoint obtains authorization from a resource owner to access a restricted resource.
The token endpoint is used by an application to get a token.

2.1.1 Access Tokens
Clients use the access tokens in OAuth 2.1 to get authorized to access some protected
resource [11]. These tokens contain different types of permissions or claims, known
as scopes, which define what type of actions or rights the entity holding this token
has when accessing the protected resource. These tokens have different formats, and
one commonly used is the JSON web token (JWT) format. A JWT token consists
of three different fields [10]:

JOSE Header: Stands for JSON Object Signing and Encryption. This field con-
tains the metadata about the token type and what cryptographic algorithms
are used to secure its content, i.e., what hashing algorithm is used.

JWS Payload: This field contains statements about the user and additional at-
tributes known as claims, such as what type of permissions the user has. The
different claims are described in Section § 2.1.2.

JWS Signature: This field is used to validate the token, which consists of veri-
fying that the sender of the token is who they claim to be and that the token
has not been modified along the way. To create this signature, the header, the
payload and a secret are signed using a cryptographic algorithm specified in
the header, e.g., HMAC SHA256.

2.1.2 Claims
The claims contained in the payload of a JWT token are information regarding
an entity [9]. It could be a claim about the identity of a user or if the user is an
administrator or not. There exist two types of claims: registered and custom. Reg-
istered claims are claims defined by the JWT specification to ensure interoperability
with external or third-party applications. Custom claims are claims that are not
registered and defined by other developers.

2.1.3 Authorization Code Flow with PKCE
The Authorization Code flow with Proof Key for Code Exchange (PKCE) is one of
the standard flows of OAuth 2.1. It is the primary flow to use for native applications,
and the flow works in 11 steps, as can be seen in Figure 2.1 [37]:

8
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Everything in
box is done
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User App Authorization Server API

(1)
Start login process

(3)
Authorization Code Request
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Figure 2.1: OAuth 2.1 Authentication Code flow with PKCE. The figure is based
on the one found at [8]

(1) The user clicks the login link in the app.

(2) The app generates a Code verifier and a Code Challenge for PKCE.

(3) A web browser window is opened in the app, and an authorization code request,
the code challenge, a callback URI, and a scope of what data the app wants
to access are sent to the authorization server using HTTPS.

(4) The user is then redirected to a login/authorization prompt in the browser.

(5) The user authenticates and consents to share the data specified in the scope.
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(6) The authorization server sends an authorization code back to the app using
HTTPS.

(7) The app requests an access token and an ID token by sending the authorization
code and the Code verifier generated in step (2) to the authorization server.

(8) The authorization server validates the code verifier with the code challenge sent
in step (3).

(9) The authorization server sends back an ID token and an access token to the
app using HTTPS. The ID token can then be used to authenticate the user in
the app.

(10) The app requests the resource server with the access token to obtain the data
specified in the scope.

(11) The resource server checks the access token and responds to the app with the
corresponding data specified in the scope.

The communication between the app, the AS and the API can be performed in two
ways: frontchannel and backchannel communication. Frontchannel communication
means the communication is happening via a browser over the web. This is easy
to use and allows a degree of separation between the client and the user’s login
information. Backchannel, on the other hand, is when the communication is done
directly between the client and server and is therefore more secure and less vulner-
able to interception.

2.1.4 PKCE
Proof Key for Code Exchange, or PKCE, extends the Authorization Code flow
presented in OAuth 2.1 [42]. PKCE aims to prevent Cross-Site Request Forgery
(CSRF) attacks and code injection attacks. What PKCE does is that for every
authorization request, the client generates a secret, also known as a code verifier.
When the client makes the authorization code request, it sends a hashed version of
this secret, known as a code challenge. When exchanging the authorization code for
an access token later, the client sends the original non-hashed secret. By doing this,
even if the authorization code is intercepted, one would need the secret to obtain
the requested token.

2.1.5 Resource Owner Password Credentials Flow
The Resource Owner Password Credentials (ROPC) Flow is one of the standard
flows defined in OAuth 2.0 [29]. It is often used for legacy and or migration reasons.
This flow works by first having the resource owner, usually the user, provide the
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client with their username and password. Then, the client makes a token request by
sending a post request to the authorization server containing these credentials. In
this request, the client also authenticates with the authorization server. The server
then authenticates the client, validates the credentials, and issues an access token if
valid.

This flow has now been deprecated and is scheduled to be removed in the OAuth
2.1 Authorization Framework [30]. Also, the OAuth 2.0 best current practice says
that this flow MUST NOT be used as it insecurely exposes the resource owner’s
credentials to the client [32]. This increases the attack vector as credentials can leak
in more places than the authorization server. Also, this flow is not designed to work
with more robust authentication mechanisms such as multi-factor authentication.

2.1.6 Demonstrating Proof of Possession
Demonstrating Proof of Possession (DPoP) is a mechanism that an authorization
server could use to constrain tokens to a specific client [25]. The client has a pub-
lic/private key pair, and the tokens are then bound to the public key of the client’s
key pair and the client can prove that it is in possession of the private key by includ-
ing a DPoP header in an HTTP request. By having the client prove the possession
of the private key, the authorization server can get some assurance that this client
is the one for whom the tokens were issued. This mechanism is used in our protocol
to sender constrain the tokens, which means that these tokens can only be used by
this particular sender.

The flow of DPoP can be seen in Figure 2.2 and the process is described in detail
below.

Token Request

Client Authorization Server

DPoP Bound Access Token

Resource Server

Protected Resource

DPoP Bound Access Token

Figure 2.2: The flow of DPoP
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During the DPoP flow, when a client requests an authorization code or a token
from the authorization server, a DPoP proof is attached to the HTTP header. This
proof is a JWT created by the client, showing that it possesses the private key
used to sign the JWT. The authorization server then cryptographically binds the
code/token to the corresponding public key that the client claims in the DPoP proof.

The DPoP proof consists of a header and a payload. These two fields have some
required parameters, which are described below. The header has the following pa-
rameters:
typ: The type of token. For DPoP, it should always be set to dpop+jwt.
alg: The JWS asymmetric digital signature algorithm used.
jwk: The public key. This parameter can include several subparameters, including

key type and key id.

The DPoP proof payload consists of the following parameters:
jti: A unique identifier for that DPoP proof JWT.
htm: The HTTP method used.
htu: The HTTP target URI of the request to which the JWT is attached.
iat: The creation timestamp of the JWT.
ath: The hash of the access token for which this proof is used.
nonce: The nonce provided by the DPoP-Nonce header.

To verify a DPoP proof, the receiving server needs to perform the following checks
in any order it would like:

1. There is only one DPoP request in the header field.
2. The aforementioned header field is a single and well-formed JWT.
3. All the parameters of the header field and payload described above are con-

tained in the JWT.
4. The typ parameter is set to dpop+jwt.
5. The alg is not "none" but an algorithm registered and supported by the local

policy.
6. The signature of the JWT verifies with the public key contained in the jwk

parameter.
7. The key contained in the jwk parameter is not a private key.
8. The method in the htm parameter is the same as the current HTTP request.
9. The htu parameter matches the HTTP URI value in the current HTTP re-

quest.
10. The value in the nonce parameter matches the nonce provided by the server.
11. The time in the iat parameter is within an acceptable time frame.
12. The value in the ath parameter matches the token sent together with the

proof.
13. The public key for which the token is bound to match the public key in the

proof.

Then, to use the code/token, the client must again prove that it possesses the pri-
vate key by including the DPoP proof in the HTTP header of the request containing
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the code/token. The public key must also be included in the request sent to the
server. The server verifies the proof as described above. If any of these checks fail,
the server refuses the request.

For each HTTP request, the client must provide a new, unique DPoP proof. It
is also worth noting that a DPoP proof cannot act alone as an access control or
authentication method. However, it is a valuable tool to use in conjunction with
other mechanisms.

2.1.7 OIDC
OpenID Connect (OIDC) is an identity authentication protocol that is used to make
users able to verify who they are when logging in to an application or website [12].
OIDC is an extension of OAuth that provides authentication in the form of an ID
token that can be used to authenticate the user. This ID token is in the same format
as the access tokens, the JWT format. It is used together with OAuth, but OAuth
only provides authorization, while OIDC provides the possibility for authentication.
The OIDC specification defines a set of standard claims similar to OAuth. However,
it is also possible to define custom claims if the standard claims do not cover the
necessary information. In our protocol, OIDC is used to provide authentication.

2.1.8 CIBA
Client-Initiated Backchannel Authentication, or CIBA, is an OIDC authentication
flow that can authenticate a user without having end-user interaction from the con-
sumption device [21]. The flow used in CIBA is also known as a decoupled flow.
The communication between the client and the authentication server is done without
redirection through the user’s browser. When using CIBA, the authentication can
be initiated by one device and carried out on another. By doing this, one client could
obtain tokens from an authorization server for a given user on another device after
the same user has been authenticated using another device. A user could also use
the same device that the client is currently running on to perform the authentication.

In CIBA, there are three different flows, but they all accomplish the same thing.
They are poll mode, ping mode, and push mode. The recommended flow to use is
poll mode [49], illustrated in Figure 2.3 and described step by step below.

(1) The client makes an authentication request to the Backchannel Authentication
Endpoint at the authorization server.

(2) The authorization server responds with an ACK message that includes a unique
identifier for that request and a parameter indicating the maximum lifetime
of the transaction.

(3) The authorization server performs the user authentication by using a mobile
device to interact with the user. The authorization server chooses the authen-
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Figure 2.3: The CIBA flow in poll mode

tication method used depending on the situation.

(4) The backend starts regularly polling the authorization server to check if the
authentication process is done.

(5) The authorization server tells the backend that the process is not done.

(6) The backend keeps polling until it gets a result from the authentication process.

(7) The authorization server sends the result of the authentication process to the
backend.

Steps 1 through 3 are the same for all modes, but the actual token delivery differs
depending on the mode used. In ping mode, the authorization server sends a ping
message to the client, indicating that the client can retrieve the authentication
outcome. The client sends a token request to the authorization server, and the
server responds with a token if the authentication is successful. In push mode,
the client waits until the authentication process is done and then the authorization
server sends a token response to the client backend.
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2.2 FIDO2
FIDO2 is an authentication standard created by the FIDO alliance and enables the
public client to utilise strong authentication using public key cryptography [51] [45].
FIDO2 enables an application to perform multi-factor and passwordless authentica-
tion using, e.g., fingerprint scanning and facial recognition.

In FIDO2, there are three different actors [14]. Those are the following:

Relying Party: The entity that has the application that uses FIDO2. In native
apps, the relying party is the authorization server that authenticates the users.

FIDO2 Client: This is where FIDO2 is implemented, usually in the form of
software. In the case of native apps, then the client is the FIDO2 client.

Authenticator: This entity creates and stores a user’s credentials for a specific
relying party. The authenticator could exist in hardware or software and be
integrated into the same device as the FIDO2 client, user agent, or on a sep-
arate device.

FIDO2 consists of two ceremonies (OAuth uses flow instead, but they mean the same
thing): registration and authentication. The two ceremonies look similar and can be
depicted in Figure 2.4. The registration ceremony is used to register the credentials
for a user for a particular relying party at the authenticator. The authentication
ceremony uses the authenticator to authenticate a user at a specific relying party.
Below follows a description of each step in the ceremonies:

(1)(4) The user initiates the ceremony, and the FIDO2 client retrieves the login
prompt from the relying party and displays it to the user.

(5) The user clicks the register or login buttons. The register button leads to the
registration ceremony, and the login button leads to the authentication cere-
mony.

(6) The FIDO2 client requests a challenge from the relying party that will be used
later to verify the response from the authenticator.

(7) The relying party responds with a challenge to the FIDO2 client. This challenge
is a cryptographic nonce. For the registration ceremony, the relying party also
sends a "create" request to indicate that it wants to create new credentials for
a user. For the authentication ceremony, the relying party also sends a "get"
request to indicate that it wants to authenticate a user.

(8) For both ceremonies, the FIDO2 client proxies and sends the request and the
challenge to the authenticator. In the request, the client also includes the
origin information of the request.

(9) For the registration flow, the authenticator prompts the user to create new cre-
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Figure 2.4: The flow of FIDO2

dentials at the requesting relying party. For the authentication ceremony, the
authenticator asks if the user wants to authenticate to the requesting relying
party.

(10) The user provides their credentials to the authenticator. This could be, e.g.,
a PIN or biometric credentials. In the case of registration, the authenticator
creates a new set of credentials based on this in the form of a public/private
key pair.

(11) The authenticator creates a response for the relying party, including the ori-
gin info, the challenge, and, in the case of registration, the public key created
in step 10. This key is not present in the authentication ceremony response.
In both cases, the authenticator signs the response using the private key and
sends the response to the relying party, proxied via the FIDO2 client.
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(12) The relying party verifies the response from the authenticator. This includes
validating the authenticity of the authenticator, the integrity of the response,
and the fact that the origin is the same as expected. Validating the origin pre-
vents phishing attacks. The relying party stores the public key in the response
for the registration ceremony. This public key is then used in the authentica-
tion ceremony to authenticate the user.

(13) The relying party indicates to the FIDO2 client and, in turn, the user the
result of either the registration or authentication ceremonies.

2.3 Attestation
Attestation in the context of mobile apps and devices is the process of verifying
the provenance of an app and checking that the app is running on a genuine device.
This is achieved by using certificates and digital signatures and verifying those using
a public key infrastructure. This is an important part of mobile security and has
led to both Google and Apple creating their own systems for providing attestation.
The system Google uses is the Play Integrity API [1], and Apple uses the Device
Check and App Attest protocol [5]. Our protocol uses this to verify the app to the
authorization server.

2.3.1 Secure Storage on Mobile Phone
During the attestation process for both operating systems, cryptographic keys are
utilised and stored securely on the mobile phone. Android and iOS have their
own mechanism for storing some data elements securely. On Android, it is called
the KeyStore system; on iOS, it is called the Secure Enclave [18] [3]. When these
systems are used during a process in an application, the application would not have
direct access to the key. However, it could instead use the system to access the key
and perform cryptographic operations. This makes it harder for an attacker to steal
the keys.

2.3.2 Android Attestation
Android mobile phones have a public and private key stored in a secure element in
the device, either in hardware or software, that is not exposed to any application.
This private key can be used to sign challenges an authorization server provides.
It can also obtain a certificate for an app from the KeyStore system bound to the
mobile phone’s private key. This means that the certificate can be used to ver-
ify the signature of some data signed by the private key. The certificate contains
information about the package name of the app as well as the hash of the cer-
tificate used to sign the app when it was published to Google Play. Through the
combination of these properties, the app’s provenance can be verified. The relia-
bility of the attestation is dependent on the trustworthiness of the operating system.
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To ensure that the operating system of the device is reliable, the previously men-
tioned certificate also contains information about the execution environment, whether
the private key used for signing is stored in hardware or software, and information
about whether the essential parts of the operating system are verified. If all of these
properties of the certificate hold, then the sandbox that the app is running in is
secure, which means that the app is not rooted or a clone. This means that one can
trust the relationship between the certificate regarding the app’s package name and
the signing key. This, in turn, means that the provenance of the app is guaranteed
as long as the certificate is valid. To use the Play Integrity API, one needs a phone
manufactured after August 2017 to have the hardware required [16].

Figure 2.5 and the description below explain in detail how attestation in Android is
performed step by step.

Integrity API App Frontend Authorization serverApp Backend

Android
Attestation

(1)
Request challenge

(2)
Challenge

(3)
Request Integrity Token

(5)
Decrypt and
verify token

(6)
Token payload

(7)
Make a
decision

Play's Server

(4)
Integrity Token

(8)
Attestation

Result

Figure 2.5: The flow of Attestation in Android

(1) The app frontend requests a challenge from the authorization server.

(2) The authorization responds with a challenge, which is a cryptographic nonce.

(3) The app frontend creates a hash of all request parameters, including the nonce,
and sends it to the Integrity API requesting an integrity token.

(4) The API responds with an integrity token sent to the authorization server via
the app. This response is signed with a key pair stored in the secure element.
This key pair, in turn, is signed by a certificate chain that leads up to a Google
root certificate.
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(5) The AS requests the Google Play server to decrypt and verify the token. It
verifies that the key used to sign the challenge response chains up to a Google
root certificate.

(6) The Play server sends the token payload back to the AS. This contains informa-
tion about the app, the device the app is installed on, and the hashed version
of the initial nonce.

(7) The AS makes a decision based on all the information it has received.

(8) The AS delivers its decision to the app back- and frontend.

2.3.3 iOS Attestation
Similarly to Android, iOS also uses a secure element to store hardware-backed keys
that can be accessed via APIs. A new one is generated if a key pair dedicated to
that particular application is not present in the secure element at the beginning of
the attestation. If a key pair already exists, it is be verified and used if it is valid.
The client receives a key ID to access the key. The client then sends the challenge
it obtained from the authorization server to the attestation system, which responds
with some attestation data. This data contains a certificate chain and signature
data. Verifying this signature is performed by walking up the certificate chain; if it
is valid, it ends in Apple’s root certificate. If this verification succeeds, additional
checks surrounding the hardware and software is be performed. To be able to use
iOS attestation, one would need to have a phone that can support iOS 14 [4], which
is compatible with iPhone 6s and later [2].

Figure 2.6 and the description below explain in detail how attestation in iOS is
performed step by step.

(1) The app frontend requests a challenge from the authorization server.

(2) The authorization server responds with a challenge, which is a cryptographic
nonce.

(3) The app frontend makes a request to the Device Check API located on the
device to create a new key pair. If a key pair exists for that particular client,
those keys are validated. If there exists no key pair for this client, the API
generates a new key pair using the secure enclave on the device and store the
keys in the secure enclave. Apple’s root certificate then sign the private key
generated.

(4) The Device Check API responds with a key ID linked to the private key back.
This ID needs to be stored by the app for future use.

(5) The app frontend makes an attestation request to the Device Check API that
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Figure 2.6: The flow of Attestation in iOS

sends that request to the App Attestation service via the network. This re-
quest contains a hash of the account ID together with the challenge from the
authorization server and the key ID received from the previous step.

(6) The App Attestation server hosted by Apple verifies the request, and if the ver-
ification succeeds, it returns anonymous attestation data. This data consists
of a list of certificates signed by Apple, Authenticator data, and a risk metric
receipt. This data is then sent to the authorization server for verification.

(7) The authorization server verifies the attestation data. This is done by walk-
ing through the certificate chain in the certificate list and verifying that it
leads up to Apple’s root certificate. Also, the leaf certificate contains the hash
constructed in Step 5. The server reconstructs this hash and compares it to
the one in the certificate to protect against tampering. The Authenticator
data contains a hash of the app identity that the server could use to verify
the app’s identity. The risk metric receipt is used to check the number of
hardware-backed keys generated by a device, which is used to detect fraudu-
lent behaviour. Depending on the results of these checks, the server decides if
this app and device is legitimate.

(8) The authorization server indicates to the app frontend the result of the attes-
tation process.
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2.4 Multi-Factor Authentication
Multi-factor authentication (MFA) requires the user to use more than one authenti-
cation method [35]. This could mean that after the user has typed in their creden-
tials, they would also have to input a code sent to their email or retrieve a code from
some authenticator device. This provides an extra layer of security and ensures that
even an attacker who has managed to steal the username and password is not be
able to log in to the account.

How often the user would have to provide these multiple factors of authentication
is up to the developer. It could be that every time the user logs in with their
credentials, or it could be with every new device, they have to do it once. The
security benefits of multiple authentication factors and how the user experience is
affected need to be taken into account and weighed against each other.

2.5 OAuth 2.0 Best Current Security Practices
BCPs are very important to follow in order to keep applications secure. As studied
in the most recent RFC draft regarding BCP in OAuth 2.0 [32], there are several
scenarios to consider when maintaining BCP but also update those practices de-
pending on the evolving landscapes of OAuth. The practices mentioned also apply
to OAuth 2.1.

This draft also shows that these practices need to evolve and adapt as OAuth im-
plementations are attacked using known weaknesses. OAuth is also used in more
dynamic scenarios than originally considered, such as the relationship between the
client and the authorization server. Technology has changed since OAuth was cre-
ated, such as threats when redirecting browser requests. OAuth is also used today
in environments with higher security demands than was originally anticipated, e.g.,
Open banking. All of these reasons show the importance of following the BCP.

In the following subsections is the BCP as considered by the OAuth working group.

2.5.1 Protecting Redirect-Based Flows
There are four main guidelines to follow for redirect-based flows. When performing
the comparison of client redirect URIs against pre-registered URIs, authorization
servers must use exact string matching except for port numbers in localhost redi-
rection URIs of native apps. This can help prevent leakage of access tokens and
authorization codes.

Clients and authorization servers also must not expose the open redirectors to pre-
vent the exfiltration of access tokens and authorization codes. Open redirectors are
URLs collected from a query parameter that forwards the user’s browser to capri-
cious URIs.
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Clients must also prevent cross-site request forgery (CSRF) attacks. CSRF attacks
are requests sent to the redirection endpoint that a malicious third party sends and
not the authorization server. This protection can be achieved by either using the
built-in CSRF protection in PKCE, by using OIDC as the nonce parameter that
provides CSRF protection, or using one-time use CSRF tokens.

If a client is communicating with several authorization servers, a defence against
mix-up attacks is required. To achieve this, clients should use either the "iss" pa-
rameter according to [46] or use an alternative based on an "iss" value from the
authorization response. If none of these options are available, clients may use dis-
tinct URIs instead to identify the token endpoints and authorization endpoints. If
an authorization server is redirecting a request that could contain user credentials,
it must avoid forwarding these credentials.

The redirected-based flow that is relevant for us is the authorization code flow. The
most important practice in this area is that the clients must use PKCE, and the
authorization servers must support PKCE. More specifically, the PKCE challenge
must be specific to that transaction and securely bound to the user agent and client
that the transaction started. Also, the PKCE code challenge methods used by the
clients should not expose the PKCE verifier in the authorization request.

All of these practices are to ensure that the security provided by PKCE is main-
tained. It also prevents authorization code injection attacks. Another example of
an attack would be a PKCE Downgrade Attack, which the authorization server
can mitigate by ensuring that the token request with a verifier parameter is only
accepted if the challenge parameter is present in the authorization request.

2.5.2 Token Replay Prevention
For access tokens, a client would need to be able to prove that they possess a par-
ticular secret in order for the resource server to be able to accept that token. An
access token is constrained to a particular client with their secret. This is to prevent
the misuse of leaked or stolen tokens. To achieve this, authorization and resource
servers should implement mechanisms to prove that the client possesses this secret.
This could be done by either using Mutual TLS for OAuth 2.0 [15] or using OAuth
2.0 DPoP.

For refresh tokens, if using a public client, then the token needs to be constrained to
the user similarly to access tokens, or the refresh tokens would need to be rotated.
For confidential clients, refresh tokens can only be used by the client for which the
token was issued.

2.5.3 Access Token Privilege Protection
When considering the privileges of access tokens, one needs to follow the principle
of least privilege. An access token should be restricted to the minimum required
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privilege for a particular use case. This could include the access of resources at a
resource server. An access token should only be able to access the minimum amount
of resources that satisfy the task for which the token was issued. An access token
should also be restricted in the number of resource servers it can access and not
be able to access resource servers that host resources that are not relevant to that
particular access token. Following these principles mitigates the risk of access token
leakage and also the potential risk for a client to access resources that they are not
authorized to access.

2.5.4 Client Authentication
Regarding client authentication, authorization servers are recommended to support
this if possible. The suggested method is to use asymmetric (public key) methods
to achieve this. Such authentication methods include using MTLS or DPoP. By
using asymmetric methods, the authorization servers do not need to store sensitive
symmetric keys such as client secrets, and as such, they are more secure.

2.5.5 Other Recommendations
These recommendations are more general and can influence the security of different
parts of the system using OAuth. The first thing is that clients should not be
allowed by the authorization server to modify their client IDs as this could introduce
confusion at a genuine resource owner, e.g., if a user wants to log into company A’s
app. However, the app says it is company B’s app during the process. When it
comes to communication between clients and servers, it is recommended to use end-
to-end TLS. In particular, authorization responses must not be transmitted over
unencrypted network connections.

2.6 FAPI 2.0 Security Profile
The Financial-grade API security profile, or FAPI for short, is a security profile for
APIs that is based on the OAuth 2.0 Authorization Framework and other specifica-
tions with the purpose of protecting APIs that are in a high-security situation [24].
This profile was originally developed for the financial sector, but the design can also
be applied to protect APIs in other high-security situations using OAuth. The fol-
lowing points in this section present the different layers that need to be considered
when implementing FAPI.

2.6.1 Network Layer Protections
To protect the network layer, all the connections between authorization servers,
resource servers, and clients need to be made through TLS. To also protect these
TLS connections from network attackers, all endpoints need to use TLS version 1.2
or later, and the connections should follow the recommendations in Secure Use of
Transport Layer Security [47]. DNSSEC should be used to prevent DNS spoofing
attacks, and all TLS servers should perform certificate checks. All TLS connections,
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both from servers and clients, should also only use the cipher suites specified in the
FAPI RFC.

2.6.2 Requirements of The Actors
There are different requirements placed upon the different actors of the OAuth flow.
These requirements are general and apply to different kinds of applications using
OAuth. The authorization server has several requirements placed upon it. It should
reject the resource owner password credentials flow and only issue sender-constrained
tokens with either MTLS or DPoP. For clients, they should use sender-constrained
access tokens with either MTLS or DPoP [24]. The authentication method supported
should be either MTLS or "private key jwt".

2.6.3 Cryptography and Secrets
The FAPI security profile states that the participants in the OAuth flow should
follow the BCP regarding JWTs during the creation and processing of JWTs. The
algorithm to use should only be selected from a set of predetermined algorithms,
and the "none" algorithm should not be accepted. For the different keys, RSA
keys should have a minimum length of 2048 bits, and for elliptic curve keys, the
minimum length should be 160 bits. Also, credentials such as authorization codes,
access tokens, and refresh tokens should be created with at least 128 random bits
to mitigate brute-force attacks on the credentials.

2.6.4 Security Considerations
Different types of attacks exist for different aspects of the OAuth protocol. The
FAPI specification lists different attack vectors and measures that must be consid-
ered during implementation.

Firstly, attacks on access tokens and refresh tokens should be considered. It is worth
considering using the short-lived access token to reduce the time window for an at-
tack. Refresh tokens could allow clients to rotate their constrained keys to maintain
good security hygiene. Depending on the length of the grant, short-lived access
tokens together with refresh tokens could be a good solution. One thing to keep in
mind is the trade-off between resilience and performance regarding the lifetime of
tokens. Depending on the lifetime, it could affect the authorization servers.

Another thing to consider is replay attacks of DPoP proofs, where an attacker could
replay the request with the corresponding DPoP proof. Possible mitigations to this
include using short-lived nonces in the proof to decrease the time window for re-
playing. Message signing or MTLS are also solutions to this problem. The choice
of mitigation strategy should be considered, along with the potential trade-offs of
each strategy.

Another aspect to consider is using JSON Web Key Sets (JWKS) URI endpoints,
which could be used to distribute public keys. This is used when clients and au-
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thorization servers want to verify payloads signed by other parties with their corre-
sponding private keys.

2.6.5 FAPI CIBA
The FAPI CIBA profile is a security profile defined by the OpenID foundation that
specifies the BCP in accordance with the FAPI standard for clients that use the
CIBA flow [49]. The security profiles include practices for designing and implement-
ing authorization servers and confidential clients. It also specifies different vectors at
which an application could be attacked. One is the scenario where a malicious actor
wants to start an authentication session of a legitimate user without its knowledge
or consent. This can be mitigated by either having the "login hint" parameter have
the properties of a nonce or using a QR code to initiate the flow. Another interesting
vector is if a malicious actor tries to start an authentication process for a user while
the user starts the flow. If two actors try to initiate a flow simultaneously, this could
be mitigated by issuing a timeout for that user.

2.7 OAuth 2.0 Threat Model

OAuth 2.0 has its own threat model with corresponding RFC [31]. This document
analyzes threats directed toward the OAuth protocol and lists countermeasures to
each threat. Our analysis is based on this RFC when looking at threats and coun-
termeasures to our protocol. The most relevant threats against our protocol are
listed in this section.

2.7.1 Assumptions About Attacker
The attacker is assumed to have unlimited resources when conducting its attack.
They can also eavesdrop on all encrypted traffic between the client, the authorization
server, and the client and the resource server [31]. For a protocol to be considered
secure, it must work despite the attacker having such power.

2.7.2 Attacker Obtains The Refresh Token
If the attacker obtains the refresh token, they could use it to get new access tokens
and essentially have access to the resources until the refresh token is revoked or
expires. To mitigate this, there are several things the system can do to limit or
stop the impact. Having the refresh token be bound to the app’s client ID and then
having the AS check if it matches with every incoming request helps. The AS can
also limit the token’s scope, so even if the attacker gets access to the resources, the
damage they can do is limited. Revoking the refresh token if the AS suspects it has
been compromised is also possible. Specifically for mobile apps, the token must be
stored in secure storage so that even if the attacker manages to read memory for
the app, it cannot steal the token.
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2.7.3 Attacker Obtains Access Token
If the attacker gets the access token, they query the resource server directly for
resources. To mitigate this, it is essential to store the access token securely. The
principle of least privilege applies here by only giving the token access to precisely
what it needs and nothing more. Finally, limiting the token lifetime is recommended
because even if the attacker gets the token, they cannot use it for long.

2.7.4 Attacker Obtains Authorization Code
To stop the attacker from using a stolen authorization code, the code must be bound
to the correct client. The AS can then ask the client to authenticate itself when
sending the authorization code. Similar to access tokens, the lifetime needs to be
kept short. The AS can also keep track of how many times it has been sent a
specific authorization code, reject the code the second time it gets it, and revoke
tokens granted based on the first time it got the code.
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This chapter looks into already existing solutions that claim to solve a similar prob-
lem as this thesis. There exists a very scarce amount of research about solutions
that use OIDC/OAuth 2.1 for user authentication and authorization in native mo-
bile apps without the use of redirection. This chapter highlights one. Also, relevant
current ongoing research regarding client authentication and first-party applications
for OAuth 2.0 is presented.

3.1 HAAPI
One proposed solution is the Hypermedia Authentication API or HAAPI [17], which
is an API created by Curity that mobile clients can use to authenticate themselves
without requiring a browser to perform the authentication and consent interactions.
This can be achieved by first attesting and authenticating the client and then per-
forming the authorization code flow with PKCE but without browser redirects using
this API endpoint. However, this solution is not an industry standard, and no RFC
is accepted. The flow of this solution can be seen in Figure 3.1.

In this protocol, the terms "app" and "client" are used synonymously. The steps of
the protocol flow are described in more detail below. The attestation procedure is
the same as described in Chapter 2.

(1) The user initiates the flow by clicking on the login link in the app.

(2) The app requests a challenge from the authorization server in order to obtain
a client attestation token (CAT). This request is sent to a specific endpoint
designed for this purpose with the client ID as a parameter. When performing
this request, the app is not authenticated but only identified through the client
id.

(3) The authorization server checks if it can identify the app through the provided
client ID and if the client can use HAAPI. If that is the case, the authorization
server sends a challenge to the client.

(4) The app sends a request for attestation to the attestation system, which is usu-
ally implemented in the mobile phone by the manufacturer. In this request,
the app sends the challenge it received in the previous step to the attestation
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system.

(5) The attestation system performs the attestation. This is done by taking the
identifier of the app, the hash of the challenge, and the environment data (e.g.,
if the app is run in production or if the key used for the signature is stored in
hardware or software) and signs it using the private key stored in the secure
element of the mobile phone. The app identifier consists of the app package
name and the signing key digest. This signed response is sent back to the client.

(6) The app sends the challenge response to the authorization server. This response
includes the signed attestation obtained in step 5, as well as the correspond-
ing public key to the private key that was used to sign the response. The
authorization server then verifies this challenge-response by checking if the
certificate used to compute the hash is valid. This is done by walking through
the chain of certificates all the way up to Google’s root certificate. This works
because the chain is part of the signature and is cryptographically bound to it.

(7) When the authorization server has verified the chain of certificates, it sends a
CAT to the client.

(8) The app sends the CAT to the HAAPI endpoint of the authorization server
when it wants to authenticate itself to HAAPI in order to obtain an API Access
Token (AAT). When sending the CAT, a proof-of-possession of the private key
used to sign the challenge response is required. This is done by verifying the
signature of the token by walking through the chain of certificates all the way
up to Google’s certificate. Then, the CAT is used to authenticate the client by
using the CAT as authentication details in the regular client credentials flow,
which outputs an AAT.

(9) The authorization server sends the AAT to the client.

(10) The app generates a Code verifier and a Code Challenge for PKCE.

(11) An authorization code request, the code challenge, a callback URI, and a
scope of what data the app wants to get access to are sent to the authoriza-
tion server. This is sent to the HAAPI endpoint together with the AAT in
order to show that the client can access this API.

(12)(19) Same as in the regular authorization code flow with PKCE depicted in
Figure 2.1 except that the communication between the client and the autho-
rization server is through the HAAPI endpoint and all communication is done
through backchannel communication. If the client is of first-party origin, the
username and password is entered directly into the app. If the client is of
third-party origin, the method of providing the credentials varies. Suppose a
username and password provided by the user is not sufficient to authenticate
a user, that is multiple factors are required. In that case, the credentials is
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inputted directly into the app as well, and the other authentication factor is
performed out-of-band with SMS one-time-password or BankID. If a username
and password are enough to authenticate the user, then a method that does
not collect these credentials directly is required. This can be done using the
previously mentioned out-of-band authentication methods.

The CAT contains information about the expiration time, OS used, app client ID,
a key to verify the authenticity of the CAT, and so on. The CAT is bound to the
client that passed the challenge to ensure that even if intercepted, it cannot be used
by the attacker. When the CAT is verified, everything about it is checked. The
expiration time, that the key the signed the challenge matches the certificate, that
the client is registered and should have access to the API, and that the CAT has
reached the correct endpoint, among others [16].

3.2 OAuth 2.0 Attestation-Based Client Authen-
tication

OAuth 2.0 Attestation-Based Client Authentication is an RFC draft published by
the Network Working Group that specifies a method for public clients to authenticate
themselves to an authorization server by using attestation [33]. A client does this
by including an assertion token in a request to the authorization server, which is
then bound to a public key and proven possession of with DPoP. The flow of these
authentication mechanisms can be seen in Figure 3.2 and is described step by step
below.
(1) The client frontend generates a new public/private key pair only used for this

session and optionally other attestation data.

(2) The client frontend requests a client attestation JWT from the client backend
by sending the newly generated instance key and, optionally, other attestation
data.

(3) The client backend validates the key and the optional data and generates an
attestation JWT that is cryptographically bound to the instance key.

(4) The client backend responds to the client frontend with the client attestation
JWT.

(5) The client frontend generates a proof of possession for the client attestation
JWT.

(6) The client frontend makes a request (e.g., token request) to the authorization
server, which includes the proof and the attestation JWT. The authorization
server validates the attestation JWT and the proof.
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Figure 3.2: OAuth 2.0 Attestation Based Client Authentication

3.3 OAuth 2.0 for First-Party Applications
OAuth 2.0 for First-Party Applications is an RFC draft published by the Web Au-
thorization Protocol workgroup that specifies an authorization code flow with a more
native experience [41]. Since this protocol requires a higher degree of trust between
the acting parties, it is primarily designed for first-party applications. This native
experience is achieved by having the client application communicate directly with
the authorization server, which in turn can respond with error messages in order to
obtain more authorization information until it can authorize a user. The flow of this
can be observed in Figure 3.3, and a detailed step-by-step description can be found
below.

(1) The user initiates the login flow by either pressing a login link or providing
some login information.

(2a) The client application makes an authorization request to the authorization
server, optionally with some login information retrieved from the user.

(3a) The authorization server determines if the information in the request pro-
vided by the client application is sufficient to authorize this user. If not, then
it responds with an error message to the client that says more information is
required for authorization.
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Figure 3.3: OAuth 2.0 for First-Party Applications

(2b) The client application provides more information as requested from step 3a.

(3b) The authorization server verifies the provided information and responds with
an authorization code.

(4) The client application makes a token request using its authorization code.

(5) The authorization server responds with an access token.

3.4 User Experience
Several studies have been conducted on the user experience and user perception of
different authentication schemes. A study done in Germany found that even though
good passwords can be hard to use due to them being difficult to remember, people
still really like to use passwords [52]. This is probably because people are really used
to using passwords. They also found that using fingerprinting in the authentication
process was highly preferred by users and was even perceived to be a more secure
option among those tested.
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4
Our Approach

This chapter describes our approach and the work process of this thesis and also
describes the tools used to conduct the research, particularly in the app analysis.

4.1 Pre-Study
The methodology in this thesis consists of first performing a comprehensive study of
OAuth 2.1 and OIDC. This includes the basic concepts regarding these protocols, as
well as the different flows contained within the protocol and the different properties
of these flows. This is done in order to get an understanding of how the protocol
currently works and to identify the critical parts of the existing protocol that we
want to change with our protocol.

Next, we analyse one of the few existing solutions to this problem, HAAPI, in order
to get an understanding of how this solution works. We also focused on which parts
of this solution are important to our problem and that we can use in our solution.

4.2 App Analysis
We conduct an app analysis of how existing apps perform the login process for users.
For this study, we use the program Burp Suite Community Edition, which is soft-
ware used to perform different security tests on web pages and mobile apps [43]. We
use Burp Suite to view the HTTPS messages sent between the app and the servers
during the login procedure.

More specifically, we use the Burp Proxy Listener to listen in to the traffic between
the app and the servers. We configure the proxy to listen in on port 8082 and made
sure that the computer with the proxy and the phone are on the same network [44].

The phone we use during testing is an iPhone 12 Mini with iOS version 16.5. On
the phone, we install a special certificate from Burp to be able to decode and read
the traffic between the apps and the servers during the login process [44].

The apps studied were chosen for different reasons, the main one being that they all
seemed to handle the login process natively; that is, it was performed without leaving
the app. They also do not use certificate pinning, which is a security mechanism
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used to authenticate the TLS connection between the client and server [50]. This
enables us to read the traffic sent between the client and the server in cleartext by
installing our own certificate.

4.3 Protocol Design
We designed our protocol by considering what we found in the pre-study as well
as the app analysis, especially what parts could be useful in our case, as well as
other information that could be useful. Throughout the process, we came up with
different versions of the protocol. For each version, we analyse what parts of the
protocol works and what parts to improve in accordance with the BCPs for OAuth,
FAPI, and the OAuth threat model mentioned in Chapter 2. This was done by
going through each criterion of these RFCs and seeing if our protocol upholds it.
We then modify the protocol according to that analysis. This process is repeated
until we arrive at our final version of the protocol.

We wrote the pseudocode using Python-like code to represent the logical flow of the
protocol. We identify which parts of the code that needs a reference to an already
existing library and sought those libraries out. When choosing what libraries to use,
we consider who developed the library and how widely used the library is in order
to analyse the usability and security of these libraries.

Finally, the protocol as a whole and its accompanying pseudocode are taken into
consideration when discussing and analysing how the user experience feels for our
protocol. We consider the complexity of the protocol, that is, how easy it is to
understand and implement, by discussing the protocol with security experts at
Omegapoint. We also consider the UX when interacting with the app during the
authentication process.

34



5
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This chapter presents our findings from analysing the login flows of different apps.
Due to our findings that some of the apps use flows that are not aligned with the
BCPs, e.g. one flow is deprecated and will be removed in OAuth 2.1, we do not
mention the companies behind these apps by name. We instead refer to them as
app A, B, C, D, and E, respectively. The reason for analysing these apps was to
give us inspiration when designing our protocol and also learn more about how login
processes work in apps used today.

5.1 App A
App A uses the ROPC flow and makes a simple POST request to the server with
the username and password directly. It then immediately gets an access token back
in response. The access token also has a lifetime of one year and is a bearer token.

5.2 App B
App B uses the Authorization Code flow. The real tokens are not sent to the client;
however, they are stored on a backend server. The client then receives reference
tokens for both the access token and the refresh token that it can send to the backend
server, which in turn can use the real tokens on the client’s behalf, depending on
the action.

5.3 App C
App C also uses the ROPC flow. It does, however, also send the client secret in
the post request with the username and password to the authorization server. The
server responds by sending an access token and a refresh token back to the client.
The access token has a lifetime of 12 hours and is a bearer token.

5.4 App D
App E uses the Authorization Code flow with PKCE and OIDC, with the use of
redirection via a browser. This is done in an embedded web view, however, and not
in the web browser provided by the OS.
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5.5 App E
App E makes a POST request with the credentials but also requires multi-factor
authentication every time a user logs in. This is done by sending an email with a
code to the user that the user, in turn, inputs to the app to authenticate itself.

5.6 Analysis
During our app analysis, we saw that the ROPC flow and the authorization code
flow were primarily used. It was interesting to see that companies still use the ROPC
flow, even though the BCPs highly recommend against its usage. The motivation
behind its usage could be that the app is a first-party app, and the company thus
believes it has fewer security demands so that they could use the simpler but more
insecure flow.

One of the companies that used the authorization code flow used reference tokens
instead of sending the access token directly to the frontend. We found this mech-
anism to be beneficial for our protocol since the real access token would only be
stored on the backend server. It is also an extra layer of protection against token
leakage since the real access token does not reach the frontend. A reference token
also gives more control over the revocation since it is easier to revoke a reference
token than an access token.

The app analysis connects to the first research question, namely to see how real in-
use apps that have a native login experience without browser redirection handle the
login process. It shows that it is possible to have such a protocol, but it also shows
that it is difficult to follow all security standards since several of the apps do not
follow all the BCPs. From our point of view, it also shows that a native app login
without browser redirection is friendlier to the user compared to the regular code
flow. This connects to the third research question regarding the user experience.
The fact that companies also design their apps with a more native login experience
shows that there is a demand for handling the login process natively, even at the
cost of not following the BCPs.
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mAuth - Our Proposed Protocol

This chapter presents what our proposed protocol looks like. This section only states
the result of this thesis, and the motivation regarding our design choices and other
analysis are provided in Section § 7.

6.1 Detailed Description
Below is the detailed description of our proposed protocol, which is called mobile
authentication (mAuth). Figure 6.1 depicts the flow of mAuth. The protocol is
based on OAuth, described in Section § 2.1.

(1) The user initiates the authentication/authorization process, which could be
done by, e.g., clicking a login button or a link.

(2) The client frontend sends an attestation challenge request to the authorization
server that is forwarded via the backend server. This request includes the
client ID, which identifies the client at the authorization server. The identifi-
cation is used to show the AS whom the client is claiming to be.

(3) The authorization server responds with an attestation challenge to the client
via the backend server. This challenge is a cryptographic nonce and is used to
prevent replay attacks.

(4) The client frontend generates a new client instance key pair that are used
during the DPoP process, and this key pair is only used during this session.
The private key is stored securely on the device as described in Section § 2.3.1.

(5) The client frontend makes an attestation request to the attestation system of
the mobile device. This request includes information about the application,
the operating system of the device, the execution environment, and the public
key generated in the previous step. How the attestation system works in detail
is described in Section § 2.3.

(6) The attestation system verifies and signs the provided information from the
client. This process varies depending on whether an Android or iOS device is
used, but the results are similar.
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(7) The attestation system sends a signed attestation JWT back to the client fron-
tend. This JWT contains information about the result of the verification, the
nonce, and the public key generated in step 4.

(8) The client frontend generates a unique DPoP Proof (DPoPP) JWT, as de-
scribed in Section § 2.1.6, that proves that the client is in possession of the
private key generated in step 4.

(9) The client makes an authorization code request to the authorization server via
the backend server. In this request, it attaches the attestation JWT and adds
the DPoPP in the HTTP header.

(10) The authorization server verifies the JWT and DPoPP and, if approved, sends
a message back to the client via the backend server that says that the client
has been attested and needs to provide login information.

(11) Here, one of the three different flows described in Subsections 6.2, 6.3, and 6.4
can be used depending on user preference. The three flows are explained later.
For now, it is enough to know that at the end of this step, the app backend
gets an authorization code that it can use for the token exchange.

(12) The backend server makes a token request by sending the authorization code
to the authorization server. This authorization code is not sender-constrained
as this communication is only between the backend server and the authoriza-
tion server, i.e., backchannel communication.

(13) The authorization server responds with DPoP-constrained access/ID- and ref-
erence tokens and optionally a refresh token as well.

(14) The backend server sends the reference token to the client frontend, which the
frontend can use to access the access/ID token or refresh token stored on the
backend server.

(15) The client frontend generates a new unique DPoPP that proves that the client
is still in possession of the private key generated in step 4.

(16) The client frontend makes a resource request to the backend server with the
DPoPP JWT to retrieve some data from the resource server using the refer-
ence token.

(17) The backend changes the reference token for the actual access/ID token and
sends it along with the rest of the request to the API.

(18) The API sends the tokens to the authorization server along with the DPoPP
to verify them.
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(19) The resource server responds with the requested data that is forwarded from
the backend server to the client frontend.

Using refresh tokens also opens the possibility of rotating the keys used by the sender
and constraining the tokens without the loss of the grant. This can be achieved by
including a second DPoPP together with the old DPoPP when using the refresh
token to get a new access token. The authorization server can confirm that this
user can use this refresh token because of the current DPoPP, and it can also see
which new key it needs to bind the following access token to with the second DPoPP.

MFA is also possible in our protocol. This is done similarly as described in Section
§ 3.3 by requesting more login information from another mechanism after receiving
the login information from the first. In this way, one could combine several login
methods in order to obtain stronger authentication. MFA could be used with either
of the three login flows described in Sections 6.2, 6.3, and 6.4.

6.2 Integrated ROPC
While normal resource owner password credentials flow is deprecated in OAuth 2.1,
our integrated version is designed to be a more secure way for first-party apps to
still use it compared to using the version in OAuth 2.0. The integrated ROPC flow
can be depicted in Figure 6.2, and below is a step-by-step description of the flow.
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Figure 6.2: The flow of ROPC in mAuth
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(1) The authorization server sends a message to the app frontend to begin the login
process.

(2) The app frontend prompts the user for credentials. The user provides them.

(3) The app frontend generates a new DPOPP JWT with the credentials.

(4) The DPoPP JWT with the credentials is sent to the AS.

(5) The AS verifies the DPoPP JWT and the credentials.

(6) If the verification is successful, then the AS sends an authorization code to the
backend server.

6.3 Integrated CIBA
Figure 6.3 illustrates the integrated CIBA flow used in our protocol, and below
follows a detailed step-by-step description of the flow.
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Figure 6.3: The flow of CIBA in mAuth

(1) The AS tells the client frontend to start a CIBA flow.
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(2) The client frontend makes an authentication request to the Backchannel Au-
thentication Endpoint at the authorization server.

(3) The authorization server responds with an ACK message that includes a unique
identifier for that request and a parameter indicating the maximum lifetime
of the transaction.

(4) The authorization server performs the user authentication by using an out-
of-band authentication method, such as a mobile phone, to interact with the
user, most often installed on the same phone as the client. The authorization
server chooses the authentication method used depending on the situation.

(5) The backend server starts polling the authorization server at regular intervals,
checking if the authentication process is done.

(6) The AS responds to the backend server that the authentication process is not
completed yet.

(7) The backend server keeps polling the AS.

(8) When the authentication process is done, the AS responds with the relevant
information to the backend server, which in this case is an authorization code.

6.4 Integrated FIDO2
In our integrated FIDO2 flow, the relying party is the authorization server and the
FIDO2 client is the app front- and backend. The integrated FIDO2 flow can be
observed in Figure 6.4 and a description of the flow step by step is described as the
following:

(1) The authorization server sends a challenge to the client frontend. This chal-
lenge is a cryptographic nonce. The AS also sends a "get" request to indicate
that it wants to authenticate a user.

(2) The app frontend proxies and sends the request and the challenge to the authen-
ticator. In the request, the app frontend also includes the origin information
of the request.

(3) The authenticator prompts the user, asking if the user wants to authenticate
to the requesting AS. The user provides their credentials to the authenticator.
This could be, e.g., a PIN or biometric credentials.

(4) The authenticator creates a response for the AS, which includes the origin info
and the challenge. The authenticator then signs the response using its private
key and sends the response to the AS, which is proxied via the app.
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Figure 6.4: The flow of FIDO2 in mAuth

(5) The AS verifies the response from the authenticator. This includes validating
the authenticity of the authenticator, the integrity of the response, as well as
that the origin is the same as expected. Validating the origin prevents phish-
ing attacks.

(6) The AS indicates to the app, and in turn, the user, the result of the authenti-
cation ceremony.

6.5 Client Verification for User
The attestation used previously is used by the organisation that created the appli-
cation to verify that it actually is their app that is being used. It does not show the
user that the app the user installed is legitimate. In order to remedy this, we have
designed the flow in Figure 6.5.

(1) The user asks the client for its certificate.

(2) The client provides its certificate.

(3) The user opens up a web browser on the same device that the app is installed
on, goes to the organisation that owns the app’s website, and provides the
certificate to the website.
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Figure 6.5: The flow for the user to verify the client

(4) The website verifies that the certificate is coming from a legitimate app and
that the device the certificate claims the app is running on is the same as the
browser is running on.

(5) The website shows the result to the user.

6.6 Security Analysis
When performing the security analysis of mAuth, it showed that the protocol de-
picted in Figure 6.1 followed most of the practices specified in the OAuth BCP, the
FAPI Security Profile, the FAPI CIBA profile, and the OAuth Threat Model profile,
described in Sections 2.5, 2.6, 2.6.5 and 2.7 respectively.

Always using TLS, having every token being sender constrained with DPoP, and
performing an attestation of the app and its environment makes the protocol follow
most of the practices. We also saw that following the principle of least privilege was
beneficial in minimising the damage a token leakage would cause. Also, not using a
browser eliminated several vulnerabilities, e.g., redirect URIs and CSRF attacks.

Many of the requirements specified in these RFCs were implementation details,
which were considered to be out of scope for this thesis. There are some, however,
that are not followed for a multitude of reasons, which are discussed in Section § 7.2.
Arguments discussing the correctness of the protocol can be found in Chapter 7. To
read the full security analysis of mAuth, see Appendix A.

6.7 mAuth in Pseudocode
We have written Python-like pseudocode to represent the logical flow of mAuth.
The pseudocode can be observed in Appendix B. We have also gathered information
about libraries that could be used to do a real implementation of this pseudocode.
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Some of these libraries are a part of the standard library for their respective pro-
gramming language, while others are libraries provided by companies.

For the generation of nonces, the standard libraries java.security.SecureRandom,
java.security.MessageDigest and java.util can be used to achieve this [39]
[40]. In this way, a random number can be generated that is then hashed and fi-
nally encoded into hexadecimal format. To generate a new client instance key pair
for Android, the java.security package can also be used. For iOS devices, one
can follow the official Apple developer documentation to achieve this [6]. To send
HTTP requests, Golang has the net/http library built into their standard library
[26]. This can be used in combination with the TLS library OpenSSL developed by
Apache to provide HTTPS [38].

To create and validate JWTs, the System.IdentityModel.Tokens.Jwt can be used
[36]. This library is owned and developed by Microsoft. For supporting CIBA,
the Duende IdentityServer can be used for this case [20]. To provide support
for DPoP, the IdentityModel.OidcClient can be used, which is also provided by
Duende but is an open-source library [13]. For attestation, one can use the SDKs
provided by Google and Apple and follow the official documentation of Play In-
tegrity API or App Attest/Device Check to implement this functionality [19] [1] [7]
[5]. For FIDO2, there exist several libraries that one could use. One such library is
the libfido2 library written in C and provided by Yubico [34].

6.8 Comparison with Regular OAuth Code Flow

Table 6.1 contains a comparison between our proposed protocol and the authoriza-
tion code flow described in Section § 2.1.3, which is the most common OAuth flow
used for native apps today. It compares different attributes of the regular code flow
with the three different versions of our protocol.

Attribute OAuth mAuth ROPC mAuth CIBA mAuth FIDO2
Attestation No Yes Yes Yes
PKCE Yes No No No
DPoP No1 Yes Yes Yes
Browser Redirect Yes No No No
Auth code Exchange Yes Yes Yes Yes
Client sees credentials No Yes No No
Bearer token usage Yes2 No No No
User leaves the app Yes No Yes No

Table 6.1: Protocol comparison between our three protocol versions and the
regular OAuth Code flow.
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One major difference between regular OAuth Code flow and mAuth is the fact that
there is no browser redirect present in mAuth, which was one of the goals of this
thesis. Another difference is that the user leaves the app when using regular OAuth
and when using the version of mAuth that uses CIBA. This does not happen when
using the ROPC or FIDO2 version, as the user does not leave the app. One of the
goals was to keep the user in the app, which is achieved by mAuth since there are
several variants to use where the user remains in the app during the authentica-
tion/authorization process.

Another major difference is the fact that PKCE is not used in mAuth, while it is an
integral part of regular OAuth. Instead, mAuth uses DPoP and sender-constrained
tokens to achieve the same results as PKCE would have and more in the form of
constraining the tokens to a specific user.

1It is possible to use in regular OAuth, but it is not part of the standard specification.
2In the standard version of OAuth Code flow, it specifies bearer token usage, but sender-

constrained tokens are also possible.
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This chapter includes a discussion regarding the different parts of this thesis. This
includes the analysis of our protocol regarding both the security and the pseudocode.
We discuss what the user experience of mAuth looks like from our perspective. We
also discuss what type of constraints exist regarding our protocol and potential
future work.

7.1 Protocol Analysis
Our protocol accomplishes what we set out to do without being overly complex. A
protocol could be extremely secure but very complex, which would make it hard
to understand and implement correctly. This would hurt the overall security of the
protocol. We believe that our protocol is not suffering from this issue as we tried
to follow how different established and tested standards work and incorporate them
together in our protocol.

The important mechanisms we use in our protocol are the attestation, the client in-
stance key pair, the authorization code flow, and DPoP sender-constrained tokens.
All of these mechanisms work together smoothly. The client instance key pair works
nicely with DPoP as it creates fresh keys for the current session that constrain the
usage of tokens to the correct sender. With the addition of attestation, it assures
the authorization server that it can trust the client with this key pair. All of this is
then integrated into the authorization code flow without disrupting the flow in any
way, thus reaping the security benefits of this flow.

One major benefit that this protocol provides is the possibility of choosing which
type of user interaction one would want to use in their app. The choice would
depend on what type of requirements an app has placed upon it. All three of the
user interaction versions are simple to incorporate with the rest of the protocol, as
the inclusion of one version does not interfere with the rest of the protocol. This
makes the protocol less complex and, in turn, more secure.

7.2 Security Analysis
This section includes a discussion of interesting points that came up during the
security analysis. We also discuss the different BCPs that we choose not to follow.
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7.2.1 ROPC
The OAuth BCP, OAuth Threat Model, and FAPI all state that the ROPC flow
should not be used. In our case, we decided to include it in the protocol. However,
we strongly recommend not to use this flow and instead use either the CIBA flow
or the FIDO2 flow. The only use case where this flow should be used is in the
case where the client application is of first-party nature, and the user wants to log
in to their account that belongs to that same first-party organisation. We do not
recommend using ROPC in the case of third-party applications since the risk with
the ROPC flow is that the credentials are exposed to the client, which is terrible in
this case.

One could consider using multi-factor authentication by having the authorization
server after step 4 in Figure 6.2 request more login information from the user, which
could be an OTP sent via, e.g. email or SMS. Then, the use of the ROPC flow could
be motivated as the credentials exposed to the client are not enough to establish
the identity of the user, as it also requires an OTP. However, the use of either the
CIBA flow or the FIDO2 flow is still a better option as the authentication details
are provided out-of-band with either, e.g. BankID for CIBA and facial recognition
or fingerprint scanning for FIDO2. Also, the authentication details are not exposed
to the client as in ROPC.

7.2.2 PKCE
PKCE is a BCP that is mentioned several times throughout the OAuth BCP RFC
and OAuth Threat Model and is a very important part of the Authorization Code
Flow. The main purpose of PKCE is to provide a mechanism for the authorization
server to check that the entity that is requesting the token with the authorization
code it issued is the same as the entity that initiated the flow. This is because the
communication medium between the two phases of the flow is different, as obtaining
the authorization code is done through frontchannel communication, and obtaining
the access token is done through backchannel communication.

This is not an issue for our protocol. Firstly, the communication of the authorization
code is always done through backchannel communication, as the code only reaches
the app’s backend and not the frontend. Secondly, with the use of attestation and
issuing a challenge, the authorization server can make sure that it is communicating
with a legitimate instance of the app. Finally, with the use of a client instance
key and DPoP, the authorization server can make sure that it always communicates
with the correct client throughout the authorization/authentication process. These
mechanisms fulfill the same purpose as PKCE and more, which makes us believe
that PKCE does not fill any function in our protocol and is, therefore, not used.

7.2.3 DPoP
While DPoP is a relatively new addition to the field of security, it offers many
benefits for clients who are able to generate and store keys securely. Mobile apps
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on modern smartphones are such clients. The extra layer of security it offers by
binding the issued tokens to the key is nice as it makes stolen tokens useless to the
attacker. It also makes it easy for the AS to know it is talking to the same client
through the whole process and that the session has not been hijacked. This is built
on the assumption that we can trust the secure storage on the phone. DPoP, in
combination with attestation, makes the AS know that it is not only the same client
throughout the session but also a legitimate client running on legitimate hardware.

7.2.4 Attestation
Because most phones in use today run either Android or iOS, and both Google and
Apple provide their versions of attestation, it becomes a powerful tool we can always
use. Being able to verify not only the authenticity of the app but also the operating
system gives the AS the ability to tell the difference between malicious apps and
real ones. While it only provides minimal additional security to the actual user of
the app, it does provide a lot better security to the developer of both the app and
the AS. This is also built on the assumption that we trust the service provided by
Google and Apple.

The usage of this mechanism was inspired by HAAPI described in Section § 3.1.
HAAPI is one of the very few proposed solutions to the problem of native authen-
tication and authorization without browser redirects. Attestation is an important
part of their solution that we thought would improve our protocol, and the fact
that it is a mechanism provided by Google and Apple motivated our decision to
incorporate it.

7.3 Pseudocode Analysis
In this section, we analyse our written pseudocode and the security of the libraries
that could be used in a real implementation. The actual pseudocode can be found
in Appendix B.

7.3.1 Complexity of Pseudocode
The pseudocode describes the logical flow of the protocol. Every step in the flow is
described in the code, but many implementation details are left out, and it is up to
the developer to choose how they want to implement it. We do have libraries we
recommend to developers to use, but we have no hard rules on which ones should
be used. It is worth mentioning that the client frontend and authorization server
never talk directly to each other, as all communication between the two is sent via
the backend server and then forwarded from there.

7.3.2 Library Security
Several of the libraries that we recommend to use for a real implementation are part
of the standard library for that programming language, which is the case for both
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java.security, java.util, and Golang’s net/http. This means that these libraries are
well tested and well used, which is positive in a security aspect since the packages
are well supported and have undergone a lot of patching to make them more secure
when vulnerabilities have occurred.

Multiple libraries are both owned and provided by large companies such as Google,
Apple, and Microsoft. The combination of the financial support from big companies
and the fact that these libraries are widely used gives an assurance regarding the se-
curity of these libraries since many resources are put into them in order to keep them
secure. These companies also have a lot of experience when it comes to secure soft-
ware, which gives more reasons for us to believe that these libraries are secure to use.

Multiple libraries are also open source and maintained by smaller companies and
working groups. This is the case for libfido2 provided by Yubico and OpenSSL
provided by the OpenSSL community. These organisations are well regarded and
trusted within the security community, which gives us reasons to believe that the
libraries provided are secure to use. They are also libraries that are widely used in
their respective environments.

7.4 Client Verification for User
Attestation can verify the client to the AS, but from the user’s perspective, it does
nothing to verify the client to the user. We wanted something that could fix that so
the user would have some way to verify that the client is who it claims to be. The
flow we designed in Figure 6.5 is optional to use and, if chosen, would only have to
be used one time once the app is installed in order to verify the app to the user.
The flow is not part of the standard protocol at all but only fills the niche of making
the user sure that the client is legitimate. With it being optional and only needed
once if used, there is no real adverse effect on the user experience.

7.5 User Experience
As mentioned in Section § 1.4, the analysis of the UX is done from our point of view
and not from a real user’s perspective.

The user experience depends on which of the three modes the user is currently using
to authenticate themselves. When evaluating the user experience, we done not look
directly at the security aspects of each flow since most users have no idea of how it
actually works. Instead, we focus on only the parts that the users have to interact
with.

For ROPC, users use their credentials and log in directly, which is currently already
common, and users are already used to using it. While we still recommend against
using this flow for security reasons, from a UX perspective, it is something users
have used before.
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CIBA requires users to leave the app temporarily. However, doing it in order to
use, for example, BankID is already very common, and users do not have to learn
anything new or do anything they have not done before. Also, if you are using
BankID on the same device as they are trying to log in on, you can have smooth
redirects to and from BankID. Since BankID in Sweden today is highly trusted both
by developers and users, it provides a good user experience since the user trusts the
login process.

FIDO2 could only require the user to put their thumb to the scanner on their phone.
Everything else done is hidden from the user. Since users already like using their
fingerprints to authenticate themselves, as mentioned in the study in Section § 3.4,
this flow would provide the best user experience on its own. The fact that it also
provides excellent security is just a bonus.

Overall, our protocol provides better UX compared to regular OAuth since there is
no browser redirection, and in the case of the ROPC and FIDO2 flows, there is no
redirection. The process of establishing the identity of the user can be integrated
directly into the app, and in the case of FIDO2, it provides great security. When
logging in with OAuth, the browser popping up leads to less than ideal UX since
the user has no real idea what is popping up and has to trust that the login page
displayed is trustworthy.

CIBA provides a similar UX to OAuth since there is still some redirect, either to
something like BankID or the user having to open their mail. However, users would
be more comfortable logging in to the highly trusted BankID compared to some
arbitrary web page.

7.6 Downsides and Constraints
There are some modern hardware and software required on the mobile phone in
order for the protocol to work, specifically for attestation. Android phones need
hardware that became publicly available in 2017, and for iOS, the phone needs to
be able to at least support iOS 14, which iPhone 6s and later models do. Since the
features needed are required for the attestation, this means that if you have an old
phone, then the protocol will not work. However, if the phone was released in 2017
or later, then the protocol would not fail due to hardware limitations. The security
we can add with this restriction is worth the price of old phones being unable to use
the protocol.

Since the DPoP RFC was only published in its final version in September 2023, there
are only a few working implementations of it. This means that if you want to use it,
you might have to build your own, and since it is new, there might be exploits that
have not been discovered and patched yet. However, this is something that happens
with every new protocol and will get better over time. The RFC has existed in older
versions since 2020 before being officially published in 2023, so people have known
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about it for some time.

In order for DPoP to work, the device the client runs on needs to be able to both
generate and securely store cryptographic keys since if they get stolen or can be
predicted, the whole protocol falls apart. Not all devices are capable of doing this,
and as such, DPoP does not work on them. However, as previously stated, all
modern phones can do this, which means that DPoP is possible to implement on
phones today.
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Conclusion

The purpose of this thesis was to design a secure login protocol for native applica-
tions on mobile phones that do not use browser redirects. This chapter answers the
questions stated in Section § 1.2.

Is it possible to design an authentication/authorization protocol that
follows the BCPs without browser redirection?

From our research, we can conclude that such a protocol can be designed. mAuth
follows all the BCPs, which are not related to implementation details, thanks to the
use of mechanisms such as attestation, DPoP with client instance keys, and keeping
the essential parts of the code flow from regular OAuth. By extending the code flow
in different parts of the flow and not modifying the base flow, we keep the essential
security parts of that flow. Then, by using attestation and DPoP with instance keys,
we can make sure that only a legitimate native app can talk with the AS and that
the tokens issued by the AS can only be used by this legitimate client.

Since the protocol is only theoretical with accompanying pseudocode, it is hard
to determine if a full implementation of such a protocol is possible. However, since
both the theoretical protocol and the corresponding pseudocode show great promise,
it provides a good indicator that a real implementation of this protocol would be
possible and meet the security requirements placed upon it.

Can such a protocol also implement decoupled flows such as CIBA and
FIDO2?

mAuth is designed to give developers the option to choose what type of flow they
want to use depending on the security demands. This is fulfilled as step 11 in Figure
6.1 can be replaced by either of the integrated ROPC, CIBA, and FIDO2 flows.

How is user experience affected compared to regular OAuth?

The three different flows in mAuth provide different levels of user experience, but
all three of them have similar or better UX compared to regular OAuth, in our
opinion. The ROPC flow has the user log in with their credentials, like in OAuth,
but without the browser redirection. CIBA with BankID has redirection but only
to the trusted BankID app. In the case of the FIDO2 flow, the UX is a lot better
than OAuth, only needing the user to provide some biometric credentials.
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Summary

mAuth is a secure authorization/authentication protocol for mobile phones that
provides both great security and UX with no browser redirects. mAuth also pro-
vides flexibility as a developer can choose between different flows to use depending
on their security demands. The protocol is only theoretical with pseudocode at this
point, but it shows promising potential.

8.1 Future Work
Future work would include doing an actual working implementation of our protocol,
complete with an app, backend server, authorization server, and resource server.
Then run tests and attacks against it to see if it holds up as well as we have claimed
in this thesis. While we think it will hold up to common attacks, it is hard to tell
if it actually will without a real implementation.

Another thing that could be done in a future project would be to study how the
user experience would look with the implementation of our protocol. The analysis
of the user experience was done from our point of view, but this does not paint the
full picture since we have a better understanding of this protocol than regular users.
It could be possible to perform a study using the theoretical version. However, we
believe it would be hard to achieve any concrete result from this due to the protocol
being theoretical and not an actual implementation that a user could use.

Another work that would also be interesting is to compare the user experience of our
protocol with regular OAuth and see how these two experiences stand against each
other. It would be interesting to see if we could improve on the current standard for
authorization and authentication while still following the BCPs and other security
recommendations.
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A
Security Analysis

For the OAuth BCP described in section 2.5, the practices we DO follow are the
following:

• (2.1) Protecting Redirect Based Flows: These recommendations are fol-
lowed since the threats mentioned in this section requires the use of a browser,
which is not the case in our protocol since we don’t use a browser.

• (2.1.2) Implicit Grant: The implicit flow is not used in our protocol.

• (2.2.1) Access Tokens: This is satisfied through the use of DPoP and TLS.

• (2.2.2) Refresh Tokens: This is satisfied through the use of DPoP.

• (2.3) Access Token Privilege Restriction: By following the principle of
least privilege, it satisfies this practice.

• (2.5) Client Authentication: This is satisfied through the use of DPoP and
attestation.

• (2.6) Other Recommendations: This includes recommendations which are
specific for implementation which is out of scope for this thesis. Other parts
of this is satisfied through the use of TLS and the non-use of a browser.

• (4.1.1) Redirect URI Validation Attacks on Authorization Code
Grant: This is satisfied as redirect URIs are not used.

• (4.1.2) Redirect URI Validation Attacks on Implicit Grant: Neither
redirect URIs or the implicit grant is used.

• (4.2.1) Leakage from OAuth Client: Attackers can potentially steal au-
thorization code or token, but can not use it because of DPoP and the fact
that the authorization code is never sent to the client frontend.

• (4.2.2) Leakage from the Authorization Server: This is an implemen-
tation detail of the authorization server, which is out of scope for this thesis.

• (4.3.1) Authorization Code In Browser History: This is satisfied as a
browser is not used and the authorization code is a one time use, which pro-

I



A. Security Analysis

vides replay prevention.

• (4.3.2) Access Token in Browser History: This is satisfied as a browser
is not used.

• (4.4) Mix-Up Attacks: This is satisfied by always checking the "iss" param-
eter for all requests sent and received from the AS. This makes sure that the
client is always talks with the same issuer all the time. If there is a miss-match,
then the flow will be aborted.

• (4.5) Authorization Code Injection: This is satisfied as the authorization
code is only communicated between the authorization server and the client
backend server, and not the frontend. This means that the authorization code
is never exposed to the public client.

• (4.6) Access Token Injection: This is satisfied through the use of DPoP.

• (4.7) CSRF: CSRF requires the use of a browser for the attack to be possible.
A browser is not used in our protocol, which means that this recommendation
is met.

• (4.9.1) Access Token Phising by Counterfeit Resource Server: Our
protocol protects from this by sender-constraining the access token through
the use of DPoP.

• (4.9.2) Compromised Resource Server: Our protocol protects from this
by sender-constraining the access token through the use of DPoP.

• (4.10.1) Sender Constrained Access Tokens: This is satisfied as our pro-
tocol uses DPoP.

• (4.10.2) Audience-Restricted Access Tokens: This is satisfied by follow-
ing the principle of least privilege when generating access tokens.

• (4.11.1) Client as Open Redirector: Our protocol do not use open redi-
rectors.

• (4.11.2) Authorization Server as Open Redirector: Our protocol do
not use open redirectors.

• (4.12) 307 Redirect: This is an implementation detail which is out of scope
for this thesis.

• (4.13) TLS Terminating Reverse Proxies: This is an implementation
detail which is out of scope for this thesis.
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• (4.14) Refresh Token Protection: This is satisfied through the use of TLS
and DPoP.

• (4.15) Client Impersonating Resource Owner: This is an implementa-
tion detail which is out of scope for this thesis.

• (4.16) Clickjacking: This is not a problem for our protocol since a browser
is not utilized.

• (4.17) Authorization Server Redirecting to Phising Site: This is not
an issue as our protocol do not use redirection.

• (4.18.1.1) Insufficient Limitation of Receiver Origins: This is not a
problem since our protocol do not use a browser.

• (4.18.1.2) Insufficient URI Validation: This is not a problem since our
protocol do not use a browser.

• (4.18.1.3) Injection after Insufficient Validation of Sender Origin:
This is not a problem since our protocol do not use a browser.

For the OAuth BCP described in section 2.5, the practices we DO NOT follow are
the following:

• (2.1.1) Authorization Code Grant: This is not followed since PKCE is
not used in our protocol.

• (2.4) ROPC Grant: This practice is not followed since we incorporate the
ROPC flow in our protocol. However, we recommend to not use it.

• (4.8) PKCE Downgrade Attack: This is not satisfied as we don’t support
PKCE.

For the OAuth Threat Model described in section 2.7, the practices we DO follow
are the following:

• (4.1.1) Obtaining Client Secrets: Our protocol does not use client secrets,
therefore there is no secret to steal.

• (4.1.2) Obtaining Refresh Tokens: Potential refresh tokens are DPoP
bound and cannot be used even if stolen. Even so tokens should be held in
secure storage. If device is cloned private key used to generate DPoPP is not
cloned with the device.

• (4.1.3) Obtaining Access Token: Access tokens are DPoP bound and can-
not be used even if stolen. Store the tokens as securely as possible, and limit
their scope.
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• (4.1.4) End-User Credentials Phished Using Compromised or Em-
bedded Browser: If using the CIBA or FIDO2 flows then credentials are
never entered into the app and thus cannot be stolen.

• (4.1.5) Open Redirectors on Client: Our protocol does not use redirects.

• (4.2.1) Password Phising by Counterfeit AS: Our protocol always uses
TLS and will not accept connections from regular HTTP.

• (4.2.2) User Unintentionally Grants Too Much Access Scope: Explain
scope clearly to user.

• (4.2.3): Malicious Client Obtains Existing Authorization by Fraud:
Always check the DPoPP and never automatically say yes to requests.

• (4.2.4) Open Redirector: Our protocol does not use redirects.

• (4.3.1) Eavesdropping Access Tokens: Our protocol always uses TLS.
Even in stolen access tokens are DPoP bound.

• (4.3.2) Obtaining Access Tokens from AS Database: Make sure to se-
cure your database. Also even in stolen access tokens are DPoP bound.

• (4.3.3) Disclosure of Client Credentials during Transmission: Our
protocol always uses TLS.

• (4.3.4) Obtaining Client Secret from Authorization Database: Our
protocol does not use client secrets.

• (4.3.5) Obtaining Client Secret by Online guessing: Our protocol uses
strong client authentication by attestation and does not use client secrets.

• (4.4.1.1) Eavesdropping or Leaking Authorization codes: Our proto-
col always enforces TLS. The code is only sent from AS to the client backend
server meaning it cannot be stolen by an attacker intercepting traffic to and
from the client frontend. It is also only usable for a short while.

• (4.4.1.2) Obtaining Authorization codes from AS database: Our auth
codes do not need to be stored in order to later be verified.

• (4.4.1.3) Online Guessing of Authorization codes: High entropy codes
are hard to guess. The codes have a short lifespan so has to be guessed in
between being issued and expiring or used. Will also only lead to getting an
access token the is DPoP bound has thus cannot be used by the attacker.

• (4.4.1.4) Malicious Client Obtains Authorization: Our protocol au-
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thenticates the client before doing anything else meaning there is no way for
a malicious client to pretend to be a legitimate client in front of the AS.

• (4.4.1.5) Authorization code Phishing: The auth code is only sent to the
backend server and thus cannot be intercepted in front of the frontend. All
traffic is also always protected by TLS.

• (4.4.1.6) User Session Impersonation: Only relevant for web session
which our protocol does not use.

• (4.4.1.7) Authorization code leakage through Counterfeit Clients:
With the attestation step in our protocol the risk of counterfeit clients suc-
cessfully impersonation legitimate ones is low.

• (4.4.1.8) CSRF Attack against redirect-uri: Our protocol does not use
redirect uri.

• (4.4.1.9) Clickjacking Attack against Authorization: Only a threat
against browsers and thus not relevant for us.

• (4.4.1.10) Resource owner Impersonation: The attestation process pro-
tects the AS from malicious clients.

• (4.4.1.11) DoS Attacks That Exhaust Resources: Limit that amount of
codes and tokens can be granted to each user. High entropy in code generation.

• (4.4.1.12) DoS Using Manufactured Authorization codes: Rate-limit
clients that fail too much. The client frontend also gets no auth codes.

• (4.4.1.13) Code Substitution (OAuth Login): Client gets authenticated
so a malicious app cannot log in even with correct credentials. The frontend
client also get no auth code.

• (4.4.2) Implicit Grant: This flow is not used by our protocol at all so all
threats targeting it are not relevant for us and as such have been omitted from
the security analysis.

• (4.4.3) Resource Owner Password Credentials (ROPC): We recom-
mend against using this flow but if it has to be used only use it for first party
clients with TLS. Tell users not to have the same password at other organiza-
tions.

• (4.4.3.1) Accidental Exposure of Passwords at Client Site: When
sending the credentials hash them first. If there is risk of them showing up in
a log then hash them before logging them as well.
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• (4.4.3.2) Client Obtains Scopes without End-User Authorization:
Clients always get authenticated first meaning no intentional abuse of scope.

• (4.4.3.3) Client Obtains Refresh Token without End-User Autho-
rization: We authenticate the client and it only gets reference tokens not the
real tokens. Also we do not use automatic authentication.

• (4.4.3.4) Obtaining User Passwords on Transport: Always use TLS.
Do not send passwords in plaintext.

• (4.4.3.5) Obtaining User Passwords from Authorization Server Database:
Use best current practices when designing your database. Out of scope for this
protocol.

• (4.4.3.6) Online Guessing: Try to force users to use secure passwords or
passphrases. Lock accounts that try too many times by using a “tar pit” to
increase lockout times with every subsequent attempt.

• (4.4.4) Client Credentials: Use the same countermeasures as in 4.4.3.

• (4.5.1) Eavesdropping Refresh Tokens from AS: Always use TLS. Any
request send not under TLS gets rejected.

• (4.5.2) Obtaining Refresh Token from AS Database: Use best current
practices when designing your database. Out of scope for this protocol.

• (4.5.3) Obtaining Refresh Token by Online Guessing: Generate tokens
with high entropy that are also always DPoP bound and thus cannot be used
even if guessed.

• (4.5.4) Refresh Token Phishing by Counterfeit AS: Always use TLS.

• (4.6.1) Eavesdropping Access Tokens on Transport: Always use TLS.
Tokens are DPoP bound and thus cannot be used even if stolen.

• (4.6.2) Replay Authorized Resource Server Request: The request has
to have accompanying DPoP for it to be valid. Always use TLS to make it
harder to know what is being replayed. Also always check if the same request
has been seen before.

• (4.6.3) Guessing Access Tokens: Generate tokens with high entropy to
make harder to guess. The tokens are also DPoP bound and cannot be used
by attacker if stolen. Keep the lifetime of the token short.

• (4.6.4) Access Token Phishing by Counterfeit RS: Tokens are DPoP
bound and cannot be used by attacker even if stolen. Also authenticate the
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RS but that is out of scope for this protocol.

• (4.6.5) Abuse of Token by Legitimate RS or Client: Restrict tokens to
only certain resource servers. For example a token that can be used to access
the photo RS should not be able to be used at the video RS.

• (4.6.6) Leak of Confidential Data in HTTP Proxies: This is an imple-
mentation detail, which is out of scope for this thesis.

• (4.6.7) Token Leakage via Log Files and HTTP Referrers: Tokens are
DPoP bound and cannot be used by attacker even if stolen.

For the OAuth Threat Model described in section 2.7, the practices we DO NOT
follow are the following:

• (4.1.4) End-User Credentials Phished Using Compromised or Em-
bedded Browser: If using the ROPC flow then credentials can be stolen
from a malicious version of the app. We recommend against using this flow
but do not forbid it entirely.

For the FAPI Security profile, described in section 2.6, the practices we DO follow
are the following:

• (5.3.2) Requirements for authorization servers: This partly followed
by only allowing the client backend to talk to the AS, by using DPoP, server
provided nonce and only accepting an authorization code once.

• (5.3.3) Requirements for clients: This is partly followed through the use
of DPoP and the fact that a browser is not used, which eliminates the those
related risks.

• (5.3.4) Requirements for resource servers: This practice is followed with
the use of DPoP, but most requirements described are implementations details
which is out of scope for this thesis.

• (5.4) Cryptography and secrets: This practice is followed, but the details
are implementation specific which is out of scope for this thesis.

• (5.5) MTLS protection of all endpoints: This is not relevant to our pro-
tocol as it is also stated to be out of scope for the FAPI standards.

• (6.1) Access token lifetimes: This is followed by setting the lifetime of
access token as low as possible depending on the situation and also allowing
rotation of refresh tokens in order to refresh the sender-constraining key.

• (6.2) DPoP proof replay: This is not relevant as this requires an attacker
of type A5, which is not relevant for FAPI 2.0 as stated in the FAPI Attack-
ermodel [22].
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• (6.3) JWKS URIs: This is an implementation detail which is out of scope
for this thesis.

• (6.4) Duplicate key identifiers: This is an implementation detail which is
out of scope for this thesis.

• (6.5) Injection of stolen access tokens: This is followed through the use
of DPoP and the fact that a new key pair used in the DPoPP is generated for
each login session, thus making it unique for each AS.

• (6.6) Authorization requests leaks lead to CSRF: This is not a relevant
problem for our protocol since it does not utilize a browser, which is a require-
ment for a CSRF attack to occur.

• (6.7) Browser-swapping attacks: The protocol protects against this as no
browser is used.

• (6.8) Incomplete or incorrect implementations of the specifications:
This is an implementation detail which is out of scope for this thesis.

For the FAPI Security profile, described in section 2.6, the practices we DO NOT
follow are the following:

• (5.3.2) Requirements for authorization servers: This is partly not fol-
lowed since it specifies that the ROPC must be rejected, which we don’t do.
We recommend to not use it but do not reject it entirely. PKCE is also not
used in our protocol.

• (5.3.3) Requirements for clients: This is partly not followed since our
protocol do not utilize PKCE.

For the FAPI CIBA profile, described in section 2.6.5, the practices we DO follow
are the following:

• (5.2.2) Authorization Server: Many of these requirements are implemen-
tation details which we do not consider, but we follow those that are relevant.
The client backend acts as a confidential client and the authorization server
only has to support it. Also, only poll mode is supported, and maybe ping if
necessary.

• (5.2.3.1) Confidential Client General Provisions: This is an implemen-
tation detail, which is out of scope for this thesis.

• (6.2) Client Provisions: This is an implementation detial which is out of
scope for this thesis.

• (7.2) Authentication sessions started without a users knowledge or
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consent: This is satisfied as we make sure to if possible, have the authenti-
cation device be the same device as the client is running on. If another device
is used, then a QR code scan is used. If that is not possible, then a login hint
such as personal number will be used. This approach mitigates this attack.

• (7.3) Reliance on user to confirm binding messages: If a genuine party
and a malicious party send an authentication request at the same time to the
same device, then both requests will be blocked and a timeout will occur such
that the authentication device will not accept authentication requests for some
amount of time.

• (7.4) Loss of fraud markers to OpenID provider: This is not a relevant
problem as our protocol does not use any redirect based-flows.

• (7.5) Incomplete or incorrect implementations of the specifications:
This is an implementation detail which is out of scope for this thesis.

• (7.6) JWS/JWE Algorithm considerations: This is an implementation
detail which is out of scope for this thesis.

• (7.7) Authentication Device security: This is an implementation detail
which is out of scope for this thesis.

• (7.8) CIBA token delivery modes: This is satisfied as we recommend to
if possible, always use the poll mode. If that is not possible, ping mode may
be used.

• (7.9) TLS Considerations: This is an implementation detail which is out
of scope for this thesis.

• (7.10) Algorithm considerations: This is an implementation detail which
is out of scope for this thesis.

• (7.11) Encryption algorithm considerations: This is an implementation
detail which is out of scope for this thesis.
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B
Pseudocode

B.1 Client Frontend

1 # Client Frontend
2

3 # Get challenge
4 challenge = get_challenge (client_id , backend_address )
5

6 # Generate public / private key pair
7 private_key , public_key = generateKeyPair ()
8

9 # Store private key in secure hardware
10 store_key ( private_key )
11

12 # Play Integrity API or AppAttest
13 attestation_token = get_attestation (challenge , public_key )
14

15 # Generate DPoP proof
16 DPoPP = generate_DPoPP ()
17

18 # Authorization code request
19 authorization_code_request ( attestation_token , DPoPP ,

backend_address )
20

21 ## ROPC ##
22 # Prompt user for credentials
23 if ( received_ropc_login ):
24 credentials = get_user_credentials ()
25 DPoPP = generate_DPoPP ()
26 post_credentials ( credentials , DPoPP , backend_address )
27

28 ## CIBA ##
29 # Authentication request
30 if ( received_CIBA_login ):
31 post_authentication_request ( backend_address )
32

33 if ( received_ACK ):
34 # CIBA flow has started . Wait for reference tokens or some kind

of error.
35

36 # If email OTP is used
37 if ( received_request_email_code ):
38 email_code = get_email_code ()
39 send_email_code (email_code , backend_address )
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40

41 ## FIDO2 ##
42 # Sign challenge
43 if ( received_challenge ):
44 start_authenticator ( challenge )
45 # Wait for user to authenticate
46 send_signed_challenge ( backend_address )
47

48 ## Token Request ##
49 # Make token request
50 if ( received_reference_token ):
51 DPoPP = generate_DPoPP ()
52 resource_request ( reference_token , DPoPP , scope , backend_address

)
53

54 if ( received_resource ):
55 use_resource ()
56 # The flow is now done

B.2 Client Backend

1 # Client Backend
2

3 # Challenge request
4 if ( received_challenge_request ):
5 forward_challenge_request ( AS_address )
6

7 # Challenge response
8 if ( received_challenge_response ):
9 forward_challenge_response (challenge , client_address )

10

11 # Authorization code request
12 if ( received_code_request ):
13 forward_code_request ( attestation_token , DPoPP , AS_address )
14

15 ## ROPC ##
16 # Request credentials
17 if ( received_ropc_login ):
18 start_ropc_login ( client_address )
19

20 # Post credentials to AS
21 if ( received_ropc_credentials ):
22 forward_ropc_credentials ( credentials , DPoPP , AS_address )
23

24 ## CIBA ##
25 # Start CIBA
26 if ( received_CIBA_login ):
27 forward_CIBA_login ( client_address )
28

29 # Autentication request
30 if ( received_authentication_request ):
31 forward_authetication_request ( AS_address )
32

33 # Ack
34 if ( received_ACK ):
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35 forward_ACK ( client_address )
36

37 # Email OTP
38 if ( receieved_request_email_code ):
39 forward_request_email_code ( client_address )
40

41 # First poll message
42 send_poll_message ( AS_address )
43

44 while (True):
45 # Email OTP
46 if ( receieved_email_code ):
47 forward_email_code (email_code , AS_address )
48

49 # Polling sequence
50 receive_poll_response ()
51

52 if ( final_poll_response ):
53 break
54 send_poll_message ( AS_address )
55

56 ## FIDO2 ##
57 # Challenge response
58 if ( received_challenge ):
59 forward_challenge (challenge , client_address )
60

61 # Signed challenge
62 if ( received_signed_challenge ):
63 forward_signed_challenge ( signed_challenge , AS_address )
64

65 ## Token Request ##
66 # Make token request
67 if ( received_authorization_code ):
68 make_token_request (auth_code , AS_address )
69

70 # Store access token , send reference token
71 if ( received_token ):
72 store_token ( access_token )
73 send_reference_token ( reference_token , client_address )
74

75 # Make resource request
76 if ( received_resource_request ):
77 get_access_token ( reference_token )
78 forward_resource_request ( access_token , DPoPP , scope ,

API_address )
79

80 # Resource response
81 if ( received_resource ):
82 forward_resource (resource , client_address )

B.3 Authorization Server

1 # Authorization Server
2

3 # Challenge request
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4 if ( received_challenge_request ):
5

6 # Challenge is a high entropy nonce
7 challenge = generate_challenge ()
8 send_challenge (challenge , backend_address )
9

10 # Authorization code request
11 if ( received_code_request ):
12 verify ( attestation_token )
13 verify (DPoPP)
14

15 ## ROPC ##
16 if (ROPC):
17 # Initiate ROPC
18 start_ropc_login ( backend_address )
19

20 # Verify user credentials
21 if ( received_ropc_credentials ):
22 verify (DPoPP)
23 verify ( credentials )
24 if ( legit_credentials ):
25 send_auth_code (auth_code , backend_address )
26

27 ## CIBA ##
28 if (CIBA):
29 # Initiate CIBA
30 start_CIBA_login ( backend_address )
31

32 # Begin authentication process
33 if ( received_authentication_request ):
34 send_ACK ( backend_address )
35 match mode:
36 case bankID :
37 start_BankID ()
38 wait_for_BankID ()
39 case email_link :
40 send_email_link ()
41 wait_for_link ()
42 case email_code :
43 send_email_code ()
44 request_email_code ( backend_address )
45 if( received_email_code ):
46 verify ( email_code )
47

48 # While waiting for bankID /email , polling happens
49 if ( received_poll_message ):
50 # If user has completed authentication
51 if ( authentication_done ):
52 send_auth_code (auth_code , backend_address )
53 # Keep polling
54 else:
55 send_poll_message ( backend_address )
56

57 ## FIDO2 ##
58 if (FIDO2):
59 # Challenge
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60 challenge = generate_challenge ()
61 send_challenge (challenge , backend_address )
62

63 # Verify signature
64 if ( received_signed_challenge ):
65 verify ( signed_challenge )
66 if ( challenge_valid ):
67 send_auth_code (auth_code , backend_address )
68

69 ## Token Request ##
70 # Verify token request
71 if ( received_token_request ):
72 verify ( auth_code )
73 if ( auth_code_valid ):
74 send_token ( access_token , backend_address )
75

76 # Verify resource request from API
77 if ( received_verification_request ):
78 verify (DPoPP)
79 verify ( access_token )
80 send_verification_result ( verification_result , API_address )

B.4 API

1 # API
2

3 # Verify the resource request
4 if ( received_resource_request ):
5 send_verification_request (DPoPP , access_token , AS_address )
6

7 # Send the resource to the requesting party
8 if ( received_verification_result and result_valid ):
9 verify_scope ()

10 resource = get_resource ()
11 send_resource (resource , backend_address )
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