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Mohammad Mourad
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Abstract
Good-quality labelled network traffic remains a key bottleneck for research in machine
learning-based intrusion detection. Canadian Institute for Cybersecurity Intrusion De-
tection System 2017 (CICIDS2017) and University of New South Wales Network-Based
2015 (UNSW-NB15) public benchmarks played an important role for evaluation; how-
ever, these datasets are mostly static and problematic to reproduce, adapt or modify to
fit new requirements posed by containerization and service-oriented architectures. This
thesis addresses this problem by proposing a reproducible framework to construct, replay,
capture and label malicious traffic from Packet Capture (PCAP) traces inside a Docker-
based testbed.

The framework identifies communicating hosts, protocol edges, DNS names, and Dynamic
Host Configuration Protocol (DHCP) metadata from the input traces. These elements
are then mapped into a synthetic multi-zone topology with automatic Docker Compose
configuration generation. Traffic is then rewritten and replayed from simulated source
containers via a Scapy-based replay engine. A routed gateway is used as an observation
point, a delay-injection point, and a capture point. Metadata about the replay process is
stored as ground truth, traffic is converted to Zeek connection logs, and flow labels are
derived based on replay time windows and traffic class metadata. An additional packet-
to-flow mapping step is performed to improve data traceability.

While a new intrusion detection model is not a key contribution of this thesis, it in-
troduces a reproducible pipeline for constructing a malicious traffic dataset. After early
live-execution trials, the project shifted to a replay-based design in order to improve re-
producibility, containment, and experimental control.

Preliminary machine learning (ML) evaluation using Zeek connection-level features and an
Extreme Gradient Boosting (XGBoost) classifier showed that replay-generated datasets
achieved classification performance close to datasets generated directly from the original
PCAP traces. The results suggest that the replay process preserved many of the flow-level
statistical properties relevant for ML-based intrusion-detection tasks.

Keywords: malicious traffic generation, PCAP replay, Docker testbed, Zeek flow la-
belling, packet-to-flow traceability, intrusion detection, machine learning.
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1

Introduction

1.1 Problem Context
Intrusion Detection Systems (IDS) remain a central component of modern cyber-defence
architectures because they monitor network traffic for malicious activity, misuse, and
policy violations. Traditional network IDS approaches often depend on signatures of pre-
viously known attacks. Such methods can be effective when the attack pattern is already
documented, but they are less effective against zero-day threats, evolving malware be-
haviour, and attack variants that deliberately avoid known signatures. These limitations
are one of the reasons anomaly-based and machine-learning-based detection methods have
received long-standing research attention [22].

Anomaly detection in networks, however, is not simply a matter of choosing a stronger
classifier. Network behaviour varies over time, legitimate traffic is heterogeneous, and lab-
oratory evaluations often do not represent real deployment conditions. Sommer and Pax-
son argue that intrusion detection does not fit a simple “closed world” machine-learning
assumption, because the distinction between benign and malicious traffic is tied to an
environment that evolves continuously [22]. As a result, the quality, realism, and prove-
nance of the training and testing data become just as important as the learning model
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itself.

1.2 Motivation
A major practical difficulty in network-anomaly-detection research is the lack of traffic
data that is simultaneously realistic, controllable, reproducible, and well labelled. Pub-
lic benchmark datasets such as CICIDS2017 and UNSW-NB15 have had major impact
because they provide packet traces, derived features, and attack labels [20, 15]. Yet the
literature has repeatedly pointed out that benchmark datasets age quickly, do not nec-
essarily reflect current infrastructures, and are difficult to regenerate exactly under new
conditions [21, 17, 10].

This problem is especially important for ML-based IDS research. If the data-generation
process is opaque, if labels cannot be traced back to concrete traffic events, or if the
environment cannot be repeated under controlled variations, then later classifier results
become difficult to trust. For this reason, this thesis focuses on dataset engineering rather
than starting from the machine-learning phase. The thesis investigates how malicious
communication traces captured externally in sandbox environments can be reconstructed
and replayed in a reproducible local environment whose topology, routing, timing, capture
position, and label generation are all explicitly controlled.

1.3 Research Questions
This thesis investigates the following research questions:

1. How can malicious network traffic captured from sandbox-generated PCAP files be
reproducibly reconstructed and replayed within a controlled containerized network
environment?

2. How can relevant properties of the original traffic, such as topology, source place-
ment, timing relations, and bidirectional communication context, be preserved or
reconstructed inside that simulated environment?

3. How can packet-level and flow-level ground truth be generated in a transparent
and traceable way so that downstream anomaly-detection experiments can rely on
auditable labels?

2
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1.4 Aim and Scope
The aim of this thesis is to design and implement a modular framework for generating
labelled malicious network traffic through replay and reconstruction rather than through
one-time dataset collection alone. The final system is intended to begin from PCAP traces
captured from controlled malware sandboxes, extract their communication structure, map
that structure into a generated Docker network, replay the traffic under controlled tim-
ing conditions, capture the resulting traffic, and export labelled flow-level data for later
analysis.

The scope of the present thesis is primarily architectural and engineering-oriented. It in-
cludes topology extraction, automatic Docker Compose generation, replay orchestration,
gateway-based capture, and delay injection. It also includes ground-truth generation,
Zeek-based flow export, packet-to-flow traceability, and ML validation. The ML compo-
nent is not presented as a novel detector contribution. Instead, it is used as an evaluation
mechanism to test whether the simulated traffic preserves useful discriminative informa-
tion for malicious-flow classification.

In this thesis, ML-based network anomaly detection is used as the broader application
context for the generated dataset. The implemented ML evaluation itself is a supervised
binary classification baseline using benign and malicious flow labels, rather than a full
unsupervised anomaly-detection model.

1.5 Contributions
The main contributions of the thesis can be summarized as follows:

1. A replay-centred methodology for reconstructing malware-related network traffic
from sandbox-generated PCAP traces under controlled experimental conditions.

2. A topology-extraction and environment-generation pipeline that maps original traf-
fic into a Docker-based multi-zone routed network with deterministic addressing and
explicit capture points.

3. A traceable labelling workflow that combines replay metadata, gateway captures,
Zeek connection logs, and packet-to-flow mapping to produce auditable malicious/benign
annotations.

4. An engineering validation of replay fidelity, timing control, capture quality, and au-
tomation, demonstrating that the framework can support later ML-based anomaly-
detection studies.
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1.6 Thesis Outline
The remainder of the thesis is structured as follows. Chapter 2 presents background and
related work on intrusion detection, dataset generation, flow-based traffic analysis, and
the technical tools that informed the implementation. Chapter 3 describes the research
methodology, the iterative development process, and the final architecture and pipeline.
Chapter 4 presents the implementation results and engineering validation achieved so far.
Chapter 5 discusses the significance of the work in relation to prior dataset literature
and analyses the remaining challenges. Chapter 6 summarizes the main limitations and
identifies directions for future work. Chapter 7 addresses ethical and safety aspects.
Chapter 8 concludes the thesis.
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2

Background and Related
Work

2.1 Intrusion Detection and Anomaly Detection
Network intrusion detection is commonly divided into misuse detection and anomaly de-
tection. Misuse detection searches for previously defined patterns, rules, or signatures.
Anomaly detection instead attempts to identify traffic that deviates from expected be-
haviour, which in principle makes it attractive for detecting previously unseen attacks.
Machine learning has a natural place in anomaly detection because it can model traffic
distributions, temporal patterns, and flow relationships that may be difficult to encode
manually. At the same time, network intrusion detection remains a difficult application
domain for ML because attack rarity, concept drift, contextual dependence, and opera-
tional cost of false positives all complicate evaluation and deployment [22].

These challenges imply that research claims about detection performance are only mean-
ingful when the underlying dataset is suitable for the intended task. A detector trained
on unrealistic or weakly labelled traffic may achieve strong numerical performance while
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learning artefacts of the dataset rather than properties of malicious behaviour. This is
one of the central motivations for the present thesis.

2.2 Requirements for Useful Network-Security Datasets
A recurring theme in the IDS dataset literature is that the usefulness of a dataset depends
on more than its size. Shiravi et al. argue that the field should move away from static and
one-time datasets toward dynamically generated datasets that are modifiable, extensible,
and reproducible [21]. Ring et al. later systematize the problem further by identifying
properties such as recording environment, traffic diversity, data volume, feature availabil-
ity, and label quality as major axes for evaluating intrusion-detection datasets [17]. Guerra
et al. make a related point from the labelling perspective: even when traffic is available,
obtaining representative and validated labels remains difficult, costly, and methodologi-
cally fragile [10].

These observations are particularly relevant for anomaly-detection research. The chal-
lenge is not merely to gather traffic, but to know how the traffic was produced, what
attack events occurred, where they occurred in the topology, which packets belong to
them, and how those facts were translated into final labels. The present thesis therefore
treats provenance and reproducibility as first-order design goals rather than as secondary
implementation details.

2.3 Benchmark Datasets

2.3.1 CICIDS2017

CICIDS2017 is one of the most widely used benchmark datasets in intrusion-detection
research. The dataset provides five days of traffic with benign activity and several at-
tack scenarios, and it includes labelled flow records derived from timestamps, addresses,
ports, protocols, and documented attack schedules [20, 3]. Its importance lies not only
in the data itself, but also in the way the dataset combines raw traces with derived flow
representations and explicit labelling criteria.

2.3.2 UNSW-NB15

UNSW-NB15 is another widely cited dataset that combines raw packet captures with
Zeek/Bro and Argus-derived data, explicit feature extraction, and attack categories gen-
erated in a cyber range environment [15, 24]. The dataset demonstrates a structured
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approach to combining raw traffic, derived features, and categorical labels, and it remains
a common reference point for IDS evaluation.

2.3.3 Limitations of Static Benchmarks

Although such datasets are valuable, they do not remove the broader need for regen-
erable traffic-generation methods. Static datasets inevitably reflect a particular time,
environment, workload, and labelling methodology. They are also difficult to adapt when
a researcher wants to change topology, replay timing, protocol mix, capture position, or
attack placement. The literature therefore continues to stress the importance of repro-
ducibility, extensibility, and explicit label provenance [21, 17, 10]. The present thesis is
positioned within that methodological gap.

2.4 Packet and Flow Representations
In network security research it is common to move between packet-level and flow-level
representations. Packet traces preserve the most detailed network evidence: headers,
payload fragments, timing, ordering, and low-level protocol interactions. Flow represen-
tations aggregate packets that belong to the same communication context and reduce
the data into more manageable connection records. This aggregation is often preferable
for ML because it reduces dimensionality while retaining key statistical and behavioural
properties.

Zeek is an open-source network security monitoring framework that analyses packet cap-
tures and produces structured logs describing network activity. In this thesis, Zeek is
used mainly to convert PCAP traffic into conn.log connection records. These records
summarize communication flows using fields such as timestamps, endpoints, ports, pro-
tocols, packet counts, byte counts, and connection state [27]. This makes Zeek suitable
for transforming packet-level replay output into flow-level data for labelling and later ML
validation.

Zeek is particularly relevant in this context because its conn.log is designed as a core
connection summary for both stateful and non-stateful transport activity, including Trans-
mission Control Protocol (TCP) and User Datagram Protocol (UDP) traffic [27]. For a
thesis focused on malicious traffic generation, the important point is not to choose one
representation over the other, but to preserve traceability between them. This is why the
present work combines PCAP replay, Zeek flow extraction, and an explicit packet-to-flow
mapping stage.

7
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2.5 Traffic Generation and Replay
Traffic generation is an important part of intrusion-detection research because ML-based
IDS evaluation depends strongly on the quality, representativeness, and labelling of the
underlying traffic data. Existing approaches can be grouped broadly into synthetic traffic
generation, attack-injection frameworks, testbed-based generation, public PCAP reposi-
tories, and replay-based methods. Each approach provides a different tradeoff between
realism, controllability, scalability, and label traceability.

Synthetic traffic generation aims to create new traffic records that statistically resemble
real network traffic. Ring et al. propose a generative adversarial network (GAN)-based
method for generating flow-based network traffic and discuss the difficulty of modelling
mixed numerical and categorical flow attributes such as ports, protocols, and addresses
[16]. NetShare follows a related direction and uses generative models to create synthetic
packet- and flow-header traces for networking tasks [26]. These methods are relevant be-
cause they address the need for scalable and privacy-preserving traffic generation. How-
ever, their main focus is statistical synthesis rather than replaying a specific PCAP trace
with its original packet ordering, topology relationships, and packet-level evidence.

Another approach is attack injection into existing benign traffic. The Intrusion Detection
Dataset Toolkit (ID2T) processes background PCAP files and injects synthetic attack
traffic into them in order to create labelled IDS datasets [8]. This approach is useful
because it combines real benign background traffic with controlled attack scenarios. It
also supports repeatability because the injected attack configuration can be documented
and reproduced. In contrast, the present thesis starts from already captured benign or
malicious PCAP traces and focuses on reconstructing and replaying those traces inside a
controlled containerized environment.

Testbed-based approaches generate traffic by running services, clients, attack tools, and
sometimes malware-like behaviour inside a controlled network environment. Network em-
ulation platforms such as Graphical Network Simulator-3 (GNS3) are commonly used
to construct virtual network topologies for testing and education [9]. Security-focused
testbeds such as Gotham provide reproducible environments for generating Internet of
Things (IoT) security datasets through emulated devices, benign workloads, services, and
attacks [18]. These systems are relevant because they demonstrate how controlled en-
vironments can support repeatable traffic generation. Their starting point is usually a
designed scenario or emulated network, whereas this thesis derives the replay topology
from observed communication relationships in an input PCAP trace.
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Public PCAP repositories provide another important source of traffic for network-security
research. The Stratosphere Laboratory publishes malware, normal, mixed, and IoT mal-
ware captures for research and education [23]. Malware-Traffic-Analysis.net also pub-
lishes malware-related PCAP traces and traffic-analysis exercises [14]. Such repositories
are valuable because they provide realistic packet-level evidence of malicious behaviour.
However, the PCAP files themselves are static artefacts. Additional processing is required
if researchers want to replay them, reconstruct their topology, generate new labelled flow
datasets, or evaluate replay fidelity.

Replay-based methods reuse previously captured traffic by transmitting or reconstructing
packets in a controlled environment. Tcpreplay and tcprewrite are established tools for
replaying PCAP traces and modifying packet headers before replay [1, 2]. Hussain et al.
study malicious traffic replay in network testbeds and highlight the value of replaying real
attack traces because replay can preserve fine-grained timing and packet-level behaviour
that may be difficult to model synthetically [11]. These works are especially relevant to
this thesis because the implemented framework also uses replay as the basis for repro-
ducible traffic generation.

The present thesis is positioned within this replay-based line of work. Rather than gen-
erating entirely synthetic traffic or injecting synthetic attacks into a background trace, it
takes existing PCAP files as input, extracts their communication structure, maps observed
hosts into a Docker-based topology, replays packets from simulated source containers,
captures the resulting traffic at a routed gateway, and exports labelled Zeek flows. The
focus is therefore on reproducible PCAP reconstruction, controlled replay, and traceable
labelling for later ML-based IDS experiments.
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3

Methodology and System
Design

3.1 Research Methodology and Design Requirements
The thesis followed an iterative engineering methodology. Instead of assuming a fi-
nal architecture from the beginning, the system was refined through repeated design–
implementation–validation cycles documented in weekly development records. This itera-
tive process was necessary because the initial goal—to execute malware directly inside the
target environment and generate labels from the execution context—introduced several
practical and environmental challenges.

The project initially explored direct malware execution inside controlled containerized
environments. This direction was attractive because it could, in principle, preserve live
runtime behaviour. In practice, however, it introduced significant reproducibility and
networking challenges. Windows containers provided less flexible topology construction,
routing control, and network configuration than the Linux-based Docker environment. In
addition, many malware samples depended on external DNS resolution, command-and-
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control infrastructure, or server-side responses that were not available inside the isolated
testbed. Although selected DNS and responder behaviour could be emulated locally, re-
producing stable live execution across repeated experiments proved unreliable.

For these reasons, the framework shifted from live malware execution toward replay-
ing externally captured PCAP traces inside a controlled Linux-container testbed. This
replay-centred approach preserved the network-level behaviour needed for IDS dataset
generation while improving reproducibility, containment, topology control, capture visi-
bility, and label transparency.

From the beginning, five design requirements guided the work:

1. Reproducibility: the same input trace and mapping should generate the same
network structure, replay process, and labels.

2. Traceability: labels should be auditable back to explicit replay events rather than
inferred from opaque preprocessing.

3. Containment: all malicious communication should remain within an isolated local
environment.

4. Configurability: topology, timing, routing, and capture points should be change-
able without rewriting the full environment manually.

5. Flow-oriented export: the output should support later ML-based IDS evaluation
through reliable flow-level representations.

These requirements align closely with themes in the dataset-generation literature, es-
pecially reproducibility, extensibility, and label quality [21, 17, 10]. They are revisited
in Chapter 5, where their implementation support, evaluation evidence, and remaining
limitations are discussed.

3.2 Final System Architecture
The final implemented system is a replay-centred framework composed of topology ex-
traction, environment generation, packet replay, capture, and labelling. Several pipeline
stages store labelled flow outputs and merged datasets as Comma-Separated Values (CSV)
files. Table 3.1 summarizes the main software components.
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Table 3.1: Main software components of the implemented
framework.

Component Main role Main outputs or
effects

extract_topology.py Parses the source PCAP, identifies
communicating endpoints, DNS
names, DHCP metadata, and inferred
host roles, then creates the simulated
topology specification.

topology.json,
simulated_topology.json

generate_compose.py Generates the Docker Compose
environment from
simulated_topology.json, including
networks, services, static Internet
Protocol (IP) addresses, gateway
routing, and helper route containers.

Auto-generated
docker-compose.yml
and Docker network
definitions

replay_traffic.py Rewrites original packets into the
simulated topology, replays them from
the correct emulated source
containers, captures gateway traffic,
cleans captures, and records replay
metadata.

Gateway capture files,
cleaned replay PCAP,
and replay
ground-truth rows

set_delay.sh Applies, removes, and lists directional
gateway delay rules between simulated
source and destination IP addresses
using Linux tc and netem.

Gateway egress delay
rules stored for replay
timing integration

ground_truth_base.py Adds ground-truth rows for original
PCAPs without replay by reading the
first and last packet timestamps from
the source PCAP.

Base ground-truth
rows with _base
sample identifiers

label_zeek.py Labels Zeek conn.log records using
completed ground-truth time windows
and the traffic_label field.

labeled_conn_*.csv
files
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Component Main role Main outputs or
effects

map_packets_to_flows.py Maps packets from a PCAP to
labelled Zeek flows using 5-tuple
matching and timestamp overlap.

packet_flow_map.csv
for packet-to-flow
traceability

merge_datasets.py Merges labelled Zeek CSV files into
either a training or testing dataset
and stores the originating filename for
debugging and traceability.

train_dataset.csv
or test_dataset.csv

train_xgboost.py Trains and evaluates a binary
XGBoost baseline using numeric Zeek
flow features from the merged dataset.

Accuracy, precision,
recall, F1-score, and
confusion-matrix
counts for benign
versus malicious flow
detection

run_pipeline.py Provides the interactive end-to-end
workflow for base labelling, replay,
optional random gateway-delay
generation, Zeek labelling, dataset
merging, and ML training.

Labelled base/replay
CSV files, merged
dataset, and XGBoost
baseline output

Figure 3.1 shows the end-to-end workflow that connects the implemented components
from the original PCAP input to labelled Zeek flows and ML validation.
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Figure 3.1: End-to-end dataset generation pipeline from original PCAP to labelled Zeek
flows and ML baseline.

3.3 Development History and Design Decisions
The final architecture described in the previous section was the result of an iterative de-
velopment process. The development history is included here only to explain the main
design decisions that shaped the final replay framework, rather than to document every
intermediate implementation step.

The earliest experiments used a small manually configured container topology with clients,
a server, an attacker, and packet capture. These experiments showed that controlled traf-
fic generation and labelling were possible, but they also revealed that host-side capture
was not a reliable long-term observation method. Packet visibility depended too strongly
on where capture was performed, and duplicate or unrelated packets complicated later
analysis. This motivated the move toward a routed gateway architecture where traffic
could be observed at a single controlled point.

The gateway architecture then became the central design element of the framework. By
forcing communication through a routed gateway, the system could centralize packet cap-
ture, routing control, and later delay injection. At the same time, the topology model
evolved from manually configured zones into automatically generated replay zones. This
was necessary because larger PCAP traces could contain many external address groups,
which made the earlier manually named zone structure too limited for replay-based topol-
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ogy generation.

A later development stage explored service-aware reconstruction using local DNS and
Hypertext Transfer Protocol (HTTP) responder services. This showed that selected
application-layer behaviour could be emulated inside the isolated environment. How-
ever, it also showed that reproducing complete live malware behaviour was unreliable,
especially when malware depended on external infrastructure, dynamic responses, or
operating-system-specific runtime behaviour. This reinforced the decision described in
Section 3.1 to focus on replaying externally captured PCAP traces instead of executing
malware during dataset generation.

The replay mechanism also evolved during development. Early replay attempts used
the tcpreplay toolchain, which was useful for establishing an initial baseline but did not
provide enough control over source placement, per-packet rewriting, and topology-aware
emission. The final implementation therefore moved to Scapy-based replay, where pack-
ets could be rewritten into the simulated address space, emitted from the correct source
containers, routed through the gateway, and captured again after replay.

These development steps led directly to the final system design: automatic topology ex-
traction, deterministic Docker Compose generation, source-aware packet rewriting, routed
gateway capture, optional delay injection, ground-truth generation, Zeek labelling, and
packet-to-flow provenance mapping. The following sections describe these final compo-
nents in detail.

3.3.1 Topology Extraction

The topology-extraction stage begins from a source PCAP obtained from an external
sandbox or prior controlled execution. TShark was used as the main extraction utility
because it can read previously stored capture files and expose protocol-level fields for
further processing [25]. The purpose of this stage is not to reproduce the original envi-
ronment exactly, but to reconstruct its communication structure in a form suitable for
deterministic local replay.

The implemented extractor reads source and destination Internet Protocol (IP) addresses
together with protocol information from the PCAP and builds two main internal struc-
tures: a host inventory and a communication-edge list. The host inventory records all
observed IP addresses and assigns each address an inferred role, such as internal host,
external host, broadcast, multicast, or DHCP zero-source traffic. The edge list records
observed source–destination communication pairs, packet counts, and protocols. DNS
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query names are also extracted so that domain information observed in the original trace
can be preserved in the simulated topology.

A specific case handled by the extractor is Dynamic Host Configuration Protocol (DHCP)
traffic using the source address 0.0.0.0. Such packets cannot be treated as normal hosts,
because 0.0.0.0 is not a real replay container address. Instead, the extractor attempts
to infer the real DHCP client by matching DHCP transaction identifiers and assigned
addresses. The resulting metadata is stored so that the replay stage can emit DHCP dis-
cover/request packets from the correct simulated container while still preserving 0.0.0.0
as the packet source where appropriate.

The extractor writes two JavaScript Object Notation (JSON) artefacts. First, topology.json
stores the observed PCAP structure, including hosts, communication edges, DNS names,
and DHCP ownership metadata. Second, simulated_topology.json maps the observed
addresses into the synthetic Docker replay environment. Private IP addresses are mapped
to the internal Zone A, while external IP addresses are mapped to generated external zones
such as Z0002, Z0003, and so on. External hosts are grouped according to the first two
octets of their original IP addresses, and each external address group is assigned its own
replay zone. This design was chosen because the simulated topology uses deterministic
static IP assignment, where hosts belonging to the same replay zone share the same first
two octets in their generated addresses. As a result, the grouping strategy preserves coarse
external network separation from the original PCAP while keeping the replay topology
deterministic and reproducible across repeated experiments. Internal hosts are assigned
addresses in 172.30.x.x, from 172.30.11.11 to 172.30.253.253, supporting up to 243
internal hosts. External hosts are assigned from 172.31.11.11 up to 172.254.253.253,
supporting 224 external zones with 243 host positions each, for a maximum of 54,432
external hosts. For each active host, the corresponding gateway address uses the same
subnet with host address .254, for example 172.30.11.254 or 172.31.11.254. If the in-
ternal or external address range is exhausted, topology generation stops with an explicit
error. This limitation is a consequence of the static IP-allocation strategy, which was
chosen to make replay addressing deterministic and reproducible. Each active mapped
host receives a simulated IP address, gateway IP address, zone identifier, and service name.

Broadcast and multicast addresses are not instantiated as Docker containers. They are
classified as ignored topology entries because creating containers for such addresses would
add noise and provide little value for later anomaly-detection experiments. However,
they are still retained as metadata where needed for replay correctness. Similarly, DHCP
zero-source traffic is kept as metadata rather than as a standalone container. The ex-
traction step therefore functions as a translation layer between a raw PCAP trace and
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a replayable experiment specification. Figure 3.2 illustrates how the topology extrac-
tion stage translates packet-level observations from the original PCAP into a replayable
simulated topology specification.

Figure 3.2: Topology extraction and translation pipeline from original PCAP traffic into
a replayable simulated topology specification.

3.3.2 Network Synthesis and Zone-Based Routing

The environment-generation stage uses Docker Compose and user-defined bridge net-
works to instantiate the synthetic topology. Docker bridge networks are suitable here
because they provide scoped communication within a single host and isolate containers
that do not share a network [6]. Docker Compose complements this by letting services
be attached explicitly to named networks with specific addressing plans and internal iso-
lation properties [7]. Although the final workflow normally derives the environment from
simulated_topology.json, the generator can also be used with a manually prepared
topology file. This allows the user to define or adjust the synthetic network structure
directly when automatic topology extraction is not desired or when a controlled custom
scenario is needed.

The generated environment is derived directly from simulated_topology.json. Only
active mappings are instantiated as Docker containers. Entries classified as ignore,
gateway, or dhcp_zero are not created as standalone containers, because broadcast and
multicast addresses are not real hosts and DHCP zero-source traffic is handled as replay
metadata. This prevents unnecessary containers from being created while still preserving
replay-relevant metadata.

For each active mapped host, the generator creates a dedicated Docker bridge network
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and assigns a static simulated IP address. The corresponding gateway address is attached
to the central gateway container. Internal hosts are placed in Zone A, while external hosts
are placed in separate external zones named Z0002, Z0003, and so on. This design means
that each replay host is isolated on its own network segment and must communicate
through the gateway rather than directly at layer 2.

The generated Compose file contains a central gateway service named master-thesis-gw.
This gateway is connected to all generated networks, has IP forwarding enabled, and is
given the required network capabilities for routing and packet processing. Each host ser-
vice is also accompanied by a small route-helper container that shares the host network
namespace and replaces the default route with a route through the gateway. This ensures
that all inter-zone traffic follows the controlled gateway path.

The gateway therefore became more than a router. It served as the central routing
point, the observation point, the later delay-injection point, and the anchor that made
the topology behaviour predictable across runs. The generator also includes an optional
capture service under a Docker Compose profile. This capture service shares the gate-
way network namespace and can record traffic from all generated subnets into a PCAP
file, although the final replay workflow usually starts its own gateway captures through
replay_traffic.py. Figure 3.3 shows the generated zone-based Docker topology in
which simulated hosts communicate through the central routed gateway.

Figure 3.3: Zone-based Docker replay topology with routed gateway.

3.3.3 Delay Injection and Timing Control

Controlled delay was introduced to simulate varied network conditions and to support
repeated replay experiments under different timing assumptions. Linux tc provides the
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general traffic-control interface, while netem provides network-emulation functions such
as delay and other impairments [13, 12]. In this framework, delay is applied at the routed
gateway rather than inside individual hosts, because all inter-zone traffic is forced through
the gateway. This makes the gateway a single controllable point where directional timing
changes can be introduced consistently.

Delay rules are managed by set_delay.sh. The script supports three operations: adding
a delay rule, deleting a rule, and listing currently installed rules. A rule is defined by
a simulated source IP address, a simulated destination IP address, and a delay value in
milliseconds. Before installing a rule, the script validates that Docker is available, that
the gateway container is running, that both IP addresses are valid, that the source and
destination are different, and that both addresses exist in the generated Docker topology.

When a delay rule is added, the script first determines the correct gateway egress interface
for the destination address using the gateway routing table. It then creates or reuses a Hi-
erarchical Token Bucket (HTB) traffic-control hierarchy on that interface and attaches a
netem delay queue to a class representing the selected source–destination direction. A tc
filter matches packets by source and destination IP address and sends only that direction
of traffic into the delayed class. This makes the delay directional: a rule for SRC -> DST
does not automatically delay traffic in the reverse direction. The script also stores each
configured delay value inside the gateway container under /tmp/replay_delay_rules.
This metadata is used by the replay logic so that the Scapy-based sender can account for
configured directional delays.

3.3.4 Replay Engine Evolution

Replay Strategy

As discussed in Section 3.1, the framework shifted from live malware execution toward
replay-based reconstruction in order to improve reproducibility, containment, and network
control. The replay engine therefore focused on reconstructing previously captured PCAP
traffic inside the generated topology rather than reproducing the full malware runtime
environment.

This design decision shaped the remaining replay implementation: packets needed to
be rewritten into the simulated address space, emitted from the correct source containers,
routed through the gateway, captured again after replay, and exported in a form suitable
for Zeek-based labelling and flow-level analysis.
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Tcpreplay and Tcprewrite

The first packet-replay implementation used tcpreplay together with tcprewrite. This
toolchain was attractive because tcpreplay is specifically designed for replaying previ-
ously captured traffic, and tcprewrite can modify packet headers and checksums before
replay [1, 2]. In practice, this stage helped establish an initial replay baseline and sup-
ported experiments with packet editing, timing preservation, and interface-level replay.

However, the early replay model was still relatively centralized and replayed traffic from a
limited sender perspective. As the framework evolved toward a topology-aware multi-host
environment, the replay process required finer-grained control over where packets origi-
nated and how they were injected into the simulated network. The thesis therefore needed
packets to be emitted from the correct emulated hosts and zones rather than replayed as
a single monolithic stream through one interface. This requirement became increasingly
important once replay traffic had to preserve distributed communication structure across
multiple simulated containers and routed zones.

These limitations gradually motivated the transition toward a Scapy-based replay ap-
proach, where packets could be rewritten, scheduled, and transmitted independently from
the appropriate emulated hosts inside the generated topology.

Scapy-Based Source-Aware Replay

For that reason, the replay path later shifted to Scapy. Scapy supports programmatic
packet construction, modification, and transmission directly from Python, making it sub-
stantially better suited for topology-aware replay and per-packet decision logic than the
earlier tcpreplay-based approach [19]. The earlier replay model treated traffic more as
a single stream emitted from a replay interface, while the final framework required dis-
tributed replay where packets originated from the correct simulated hosts inside the gen-
erated Docker topology.

The replay engine therefore evolved into a source-aware system where each replayed packet
is associated with a mapped sender container derived from simulated_topology.json.
Before replay begins, the framework rewrites the original PCAP into a topology-consistent
intermediate replay PCAP. Original source and destination IP addresses are translated
into their simulated addresses according to the generated topology mappings. Address
Resolution Protocol (ARP) addresses are rewritten as well so that local neighbour-discovery
traffic remains consistent inside the synthetic environment.

Several problems emerged during this stage. One major challenge was that packets
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copied directly from the original trace often became invalid after rewriting because pro-
tocol checksums, packet lengths, and Ethernet metadata no longer matched the modified
topology. To solve this, the replay engine removes stale checksums and length fields and
lets Scapy recalculate them automatically after rewriting. Ethernet padding is also added
where necessary so that replayed Ethernet frames satisfy minimum frame-size require-
ments.

Another challenge concerned Ethernet-layer correctness. Docker containers dynamically
generate their own Media Access Control (MAC) addresses, meaning the original Ethernet
headers change. The framework therefore reconstructs Ethernet source and destination
MAC addresses dynamically during rewriting. Sender MAC addresses are obtained di-
rectly from the corresponding replay containers, while destination MAC addresses are
determined according to the replay context.

Ethernet-layer handling required additional replay logic because the original MAC ad-
dresses captured in the source PCAP did not belong to the generated Docker environment.
During replay, normal routed unicast traffic is therefore directed toward the gateway MAC
address, while broadcast traffic uses the Ethernet broadcast address ff:ff:ff:ff:ff:ff.
Multicast traffic is translated into the corresponding multicast MAC ranges, and selected
discovery protocols such as NetBIOS Name Service (NBNS), multicast DNS (mDNS),
Link-Local Multicast Name Resolution (LLMNR), and Simple Service Discovery Proto-
col (SSDP) use explicit protocol-aware Ethernet destination mappings during replay.

Broadcast and multicast traffic also introduced replay problems after topology translation.
Many packets in the original trace referenced broadcast domains and subnet addresses
that no longer existed once the traffic had been mapped into the simulated Docker topol-
ogy. To solve this, subnet broadcast destinations are rewritten into the corresponding
simulated subnets while preserving global broadcast addresses such as 255.255.255.255.
This allows local discovery and broadcast behaviour to remain meaningful inside the re-
play environment even though the original network structure has been replaced by the
synthetic zone-based topology.

Special handling was required for DHCP traffic using the source address 0.0.0.0. Such
packets cannot be mapped to a normal replay container directly because 0.0.0.0 is not a
valid host address. Earlier replay attempts either dropped these packets or replayed them
incorrectly. The final implementation instead infers the real DHCP client owner during
topology extraction and associates the replay traffic with that simulated host while still
preserving 0.0.0.0 as the visible packet source when appropriate.
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TCP replay consistency became another major challenge after topology rewriting. Packet
modification could introduce inconsistent TCP sequence numbers, acknowledgement val-
ues, and payload-length relationships. In some experiments this caused replayed streams
to become partially invalid or inconsistent for downstream processing tools. To mitigate
this, the framework performs sequence and acknowledgement normalization after packet
rewriting. Payload lengths, Synchronize (SYN) flags, and Finish (FIN) flags are used to
reconstruct a consistent TCP progression across rewritten packets before replay transmis-
sion begins.

Replay execution itself is distributed across multiple temporary sender processes. For
each active emulated host, the framework launches a dedicated Scapy replay container at-
tached to that host’s Docker network namespace. During replay, packets are transmitted
sequentially in original PCAP order, but each packet is emitted from the correct simulated
sender container and interface. This preserves source placement and distributed commu-
nication structure across the replayed topology instead of replaying the entire trace from
one generic interface.

Another practical problem was that the replay containers themselves could generate un-
wanted traffic during replay. Linux networking stacks automatically emit TCP reset
packets, Internet Control Message Protocol (ICMP) destination-unreachable messages,
and other local responses when replayed traffic does not correspond to active application
sockets inside the container. These packets polluted early replay captures and interfered
with later Zeek processing. The framework therefore installs temporary firewall rules
inside the replay containers and their associated routing namespaces to suppress locally
generated TCP reset and ICMP error traffic during replay execution. This prevents the
container networking stacks from injecting unintended responses that would otherwise
contaminate the replay traffic and later gateway captures.

Replay timing also evolved significantly during development. Early implementations sim-
ply preserved the original inter-packet gaps from the source PCAP. However, this became
insufficient once directional gateway delay rules were introduced. In the final implemen-
tation, replay timing combines both the original PCAP timing and optional configured
gateway delay rules while preserving the original packet ordering. During replay, pack-
ets remain globally ordered according to the original trace, and the sender preserves the
original inter-packet gaps recorded in the PCAP. When packet direction changes, the re-
play engine consults the directional delay metadata generated by set_delay.sh and adds
the configured gateway delay before transmission. Packet replay itself remains globally
ordered according to the original trace, but the additional delay allows request–response
timing to better reflect the configured gateway latency between simulated endpoints.
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Because the delay is applied separately in each communication direction, the resulting
behaviour approximates a configurable round-trip time (RTT) between the participating
hosts. This prevents replayed communication from becoming unrealistically compressed
in time, for example when later packets depend on earlier DNS responses or connection-
establishment exchanges.

Gateway capture and replay validation also became important parts of the final replay
pipeline. Traffic is captured again from the gateway egress interfaces during replay so
that the final exported PCAP reflects the actual routed replay traffic rather than only the
rewritten packets prepared before transmission. However, raw gateway captures contained
significant noise, including unrelated container-management traffic, duplicated packets,
and missing discovery packets. To solve this, the framework performs a replay-cleaning
stage after capture.

During cleaning, replayed packets are matched against the expected rewritten packets
using protocol-aware signatures derived from IP addresses, transport-layer fields, TCP
state information, DNS metadata, and payload hashes. Only packets matching the ex-
pected replay traffic are retained in the final capture. Some expected broadcast and
discovery packets that do not reliably appear in gateway captures are reinserted using
timestamp estimation derived from neighbouring observed packets. Additional filtering
removes gateway-management ARP traffic and unrelated container communication. Fi-
nally, packet timestamps are normalized to ensure monotonically increasing timing inside
the exported replay PCAP.

The result is a replay pipeline that not only replays packets from the correct simulated
hosts, but also reconstructs topology-aware addressing, timing behaviour, directional de-
lay, Ethernet-layer correctness, and cleaned routed captures suitable for later Zeek-based
labelling and IDS dataset generation. Figure 3.4 illustrates the final Scapy-based re-
play path, including packet rewriting, source-aware emission, optional gateway delay, and
cleaned gateway capture.
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Figure 3.4: Packet rewriting, source-aware Scapy replay, optional gateway egress delay,
and cleaned gateway capture.

3.3.5 Capture Strategy

Reliable capture was critical because all downstream labelling depends on packet visi-
bility. Capture therefore evolved through several stages: host-mode capture, server-side
capture, gateway capture, and finally refined multi-interface gateway capture.

The final implementation produces three related capture outputs:

1. a broad gateway capture on interface any, useful for observing the routed replay
globally and debugging replay behaviour;

2. multiple gateway egress-interface captures using tcpdump -Q out, useful for observ-
ing outbound routed traffic separately on each gateway interface;

3. a cleaned gateway-egress replay capture created by filtering and combining the
interface-specific captures so that the final PCAP more closely matches the intended
replay traffic.

The need for multiple capture forms was discovered empirically. Capturing on broad in-
terfaces such as any can introduce duplicate observations because packets may be visible
multiple times while traversing Docker bridge networks and the routed gateway. In addi-
tion, captures on any may use Linux cooked-capture headers rather than normal Ethernet
framing, which can affect packet-size comparisons and replay validation.

To address these issues, the final workflow uses interface-specific outbound captures as
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the primary source for the cleaned replay PCAP. The replay pipeline filters duplicate
observations, preserves Ethernet framing, corrects MAC-address handling, and removes
unrelated gateway-management traffic before exporting the final replay capture. These
refinements improved consistency between original and replayed traffic and made the re-
sulting PCAPs more suitable for comparison and later Zeek processing.

These replay-time captures are distinct from the optional static capture service defined
in the generated Docker Compose environment. The Docker Compose capture container
provides a general-purpose background packet capture attached to the gateway namespace
and is mainly intended for broad experiment observation or debugging. In contrast, the
replay framework dynamically starts dedicated replay-time captures on the gateway any
interface and on individual outbound gateway interfaces specifically for replay validation,
filtering, duplicate reduction, and cleaned replay-PCAP generation.

The use of dedicated outbound gateway-interface captures was an intentional architectural
decision. By capturing traffic separately on each gateway egress interface, the framework
obtains deterministic visibility into routed replay traffic after rewriting, routing, and op-
tional delay injection have been applied. However, this design also introduces a scalability
tradeoff. The replay framework starts a separate tcpdump subprocess for each gateway
egress interface, meaning that larger replay topologies generate many simultaneous cap-
ture processes. As the number of simulated hosts increases, Central Processing Unit
(CPU), memory, and process-management overhead also increase, making large replay
environments more difficult to scale reliably. Figure 3.5 shows the routed gateway cap-
ture design used to observe replayed traffic after rewriting, routing, and optional delay
injection.
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Figure 3.5: Routed gateway forwarding and multi-point gateway capture inside the sim-
ulated topology.

3.3.6 Ground Truth and Label Generation

A defining property of the framework is that labels are not inferred after the fact from
packet contents alone. Instead, explicit experiment metadata is written to ground_truth.csv
and later used as the authoritative source for labelling. The ground-truth file records the
sample identifier, traffic label, replay or capture time window, replay multiplier, execution
status, and optional notes.

The framework supports two ground-truth creation paths. For original PCAPs that are
analysed without replay, ground_truth_base.py reads all packet timestamps from the
PCAP using TShark’s frame.time_epoch field. It then writes a completed base row us-
ing the first and last observed packet times as the labelling window. These rows use a
sample_id ending in _base, a replay multiplier of 1.0, and a user-selected traffic_label
of either benign or malicious.

For replayed traffic, replay_traffic.py appends a ground-truth row after each replay
attempt. The row records the replay start and end timestamps in Coordinated Universal
Time (UTC), the replay multiplier, the selected traffic label, the execution status, and
any notes or error information. If the same source PCAP is replayed multiple times, the
script automatically versions the sample_id so that repeated executions remain distin-
guishable, for example when evaluating different optional gateway-delay configurations.
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In both cases, execution_id values are regenerated sequentially when the ground-truth
file is written, which keeps the metadata consistent as new rows are appended. Table 3.2
summarizes the current fields used by the uploaded scripts.

Table 3.2: Core fields used in replay ground truth.
Field Meaning

execution_id Sequential identifier assigned when the ground-truth file is
written

sample_id Identifier of the source PCAP; original-PCAP rows use the
<pcap_stem>_base convention

traffic_label Binary traffic label, currently benign or malicious
replay_start_time_utc Start timestamp of the original PCAP window or replay ex-

ecution
replay_end_time_utc End timestamp of the original PCAP window or replay ex-

ecution
replay_multiplier Replay timing multiplier; base rows use 1.0
status Row status; only completed rows are used by

label_zeek.py
notes Optional notes, for example original_pcap for base rows

This ground truth supports two later stages. First, Zeek is run on the captured PCAP
to generate conn.log and related artefacts. Zeek’s connection logging is especially useful
because it summarizes communication records in a form appropriate for later flow-based
analysis [27]. Second, label_zeek.py assigns labels to these connections by comparing
each Zeek flow start/end interval with completed ground-truth windows. If a Zeek con-
nection overlaps a completed malicious or benign ground-truth interval, the corresponding
traffic_label is assigned to that flow. Connections that do not overlap any completed
interval are labelled benign by default. Figure 3.6 shows how ground-truth metadata are
connected to Zeek connection logs in order to produce labelled flow-level outputs.
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Figure 3.6: Ground-truth generation and Zeek-based flow labelling pipeline.

3.3.7 Role of map_packets_to_flows.py

In addition to direct Zeek labelling, the pipeline includes map_packets_to_flows.py.
This script addresses a common but often under-documented problem in IDS dataset en-
gineering: after packets have been aggregated into Zeek connection records, it can become
difficult to trace a labelled flow back to the packets that produced it. The script therefore
provides an audit layer between packet-level replay evidence and flow-level labels.

The script reads a PCAP file and a labelled Zeek connection CSV file. For each IP
packet in the PCAP, it extracts the protocol, source and destination IP addresses, and
transport ports when TCP or UDP is present. It then builds a normalized bidirectional
flow key so that packets are matched to the same Zeek connection regardless of traffic di-
rection. The same normalized key is built from Zeek fields such as id.orig_h, id.orig_p,
id.resp_h, id.resp_p, and proto.

Because a single 5-tuple may appear in more than one Zeek row over time, the script
also checks whether each packet timestamp falls within the Zeek flow time interval. The
interval is computed from the Zeek ts and duration fields, with a configurable slack value
to tolerate small timing differences. If multiple matching flows are possible, the default
behaviour selects the candidate whose start time is closest to the packet timestamp. An
optional –all-candidates mode can instead export all matching candidate flows.
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The output is packet_flow_map.csv. Each row records the packet number, packet times-
tamp, packet source and destination, protocol, ports, matched Zeek row number, Zeek
uid, sample identifier, flow start time, and duration. Packets that cannot be matched to
any Zeek flow are still written to the output with the label unmatched. This makes the
file useful for debugging missing flows, checking label propagation, and verifying whether
replayed packets are represented correctly in the flow-level dataset.

The output is not intended to be the main ML feature table. Instead, it acts as a prove-
nance and validation artefact that links cleaned replay captures to the labelled Zeek flows
used downstream. This strengthens the defensibility of the labelling process because flow
labels remain connected to observable packet-level evidence rather than being treated as
disconnected derived records.

3.4 Validation Strategy and Deferred ML Evaluation
The framework was validated through two complementary perspectives. First, engineer-
ing validation was used to verify that the main pipeline stages operated correctly and re-
producibly, including topology extraction, Docker environment generation, source-aware
replay, gateway routing, optional delay handling, packet capture, Zeek processing, and
flow labelling. Validation focused on whether replayed traffic preserved the expected com-
munication structure, timing behaviour, and replay metadata required for later analysis.

Second, a lightweight ML-based validation stage was included to evaluate whether the
generated replay data retained useful properties for downstream intrusion-detection tasks.
The purpose of this stage was not to build a production-ready IDS model, but rather to
test the practical utility of the generated dataset.

The ML workflow begins after Zeek processing and flow labelling. Labelled Zeek connec-
tion CSV files matching the labeled_conn_*.csv pattern are merged by merge_datasets.py.
During execution, the user specifies whether the merged output should be generated as
a training dataset or a testing dataset. The script then automatically exports the result
as either train_dataset.csv or test_dataset.csv. During merging, the originating
filename is also stored in a dedicated source_file column so that individual replay runs
remain traceable during debugging and evaluation.

The resulting merged dataset is then processed by train_xgboost.py. The current im-
plementation uses a binary XGBoost classifier trained on a small set of numeric Zeek
flow features, including connection duration, packet counts, byte counts, IP byte counts,
missed bytes, and transport protocol identifiers. Missing values are normalized to zero
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before training. The binary target variable is derived directly from the Zeek flow label,
where all non-benign labels are mapped to the malicious class. The script expects separate
train_dataset.csv and test_dataset.csv files; therefore, the train–test split is created
before training by the dataset-generation workflow rather than inside train_xgboost.py.
XGBoost was selected because it is well suited for structured tabular flow data and pro-
vides a strong practical baseline without requiring a complex deep-learning pipeline [4].

The ML stage therefore functions primarily as a dataset-utility evaluation rather than
as the central contribution of the thesis. If models trained on replay-generated data
perform comparably to those trained on original captures, this suggests that the replay
framework preserved important flow-level behavioural properties. Similarly, if combined
datasets remain competitive or improve classification behaviour, this indicates that replay-
generated traffic can contribute additional useful variation for later IDS experimentation.
Figure 3.7 illustrates the ML-validation workflow used to merge labelled Zeek flows and
evaluate them with the XGBoost baseline.

Figure 3.7: ML-based validation workflow for evaluating the utility of labelled Zeek flow
datasets generated from replayed and original PCAP traffic.

3.5 Dataset Orchestration
The complete user-facing workflow is coordinated by run_pipeline.py. The script acts as
an interactive orchestration layer that connects topology extraction, Docker environment
generation, replay execution, capture processing, Zeek analysis, dataset merging, and ML
training into one reproducible workflow. Rather than exposing every script individually,
the pipeline provides a small command-oriented interface that guides the user through
the required stages while still keeping each processing step explicit and inspectable.
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In its current form, the orchestration layer provides short command aliases for the main
actions. The base(b) mode labels an original PCAP directly without replay by gen-
erating a base ground-truth entry, running Zeek on the original capture, and applying
flow labels. The replay(r) mode performs the full replay workflow: topology extrac-
tion, Docker Compose generation, container startup, optional gateway-delay configura-
tion, Scapy-based replay, gateway capture generation, Zeek processing, and flow labelling.
Additional modes support later dataset stages: merge(mg) merges multiple labelled Zeek
CSV files into either a training or testing dataset, train(t) trains the XGBoost baseline
model on the merged dataset, and both(bt) executes merging followed immediately by
training.

The replay workflow also integrates several usability and validation mechanisms. Before
replay, the script can load the generated simulated_topology.json file and display all
active simulated hosts together with their simulated IP addresses, original IP addresses,
service names, and topology roles. The user can then choose whether to apply random
gateway-delay rules before replay. If enabled, the user specifies the number of delay rules
and the minimum and maximum delay values in milliseconds. The orchestration layer
then randomly selects valid simulated source–destination pairs and applies the generated
rules through set_delay.sh. These delay rules are applied before replay begins and later
influence the replay timing logic.

The orchestration layer also automates repeated operational tasks that were previously
error-prone when executed manually. It generates consistent filenames for replay captures
and labelled outputs, manages Docker lifecycle operations, launches Zeek processing au-
tomatically after replay completion, and optionally shuts down the generated topology
when processing is finished. This interactive orchestration replaces the earlier dataset-
runner workflow used during development and reduces manual command errors while still
preserving transparency between the individual processing stages.
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Results

4.1 Experimental Environment
All experiments were executed on a Lenovo laptop running Windows 11 Home directly on
the physical machine, with the replay framework executed inside Ubuntu 24.04.3 Long-
Term Support (LTS) on Windows Subsystem for Linux 2 (WSL2). Docker Desktop was
used to run Linux containers from the WSL2 environment. The experiments therefore
used a local single-machine setup rather than a distributed or cloud-hosted testbed.
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Table 4.1: Experimental host and software environment.
Item Configuration

Physical host Lenovo 83CV laptop running Windows directly on bare metal
Host operating system Microsoft Windows 11 Home, version 10.0.26200, build 26200
Host memory 15,805 MB physical Random Access Memory (RAM)
Experiment
environment

Ubuntu 24.04.3 LTS (Noble Numbat) inside WSL2

Kernel Linux 6.6.87.2-microsoft-standard-WSL2, x86_64
CPU visible to WSL2 Intel(R) Core(TM) Ultra 5 125H, 18 logical CPUs, 9 cores,

2 threads per core
Memory visible to
WSL2

7.5 Gibibytes (GiB) RAM and 2.0 GiB swap

Docker Engine Docker version 29.4.3, build 055a478
Docker server Docker Desktop, Linux containers, x86_64 architecture
Docker Compose Docker Compose version v5.1.4
Docker resources 18 CPUs and approximately 7.48 GiB memory available to

Docker
Docker cgroup driver cgroupfs
WSL2 network
interface

eth0 with address 172.23.181.180/20

WSL2 default route Default gateway 172.23.176.1 via eth0
Network configuration WSL2 Network Address Translation (NAT)-style virtual net-

working; replay experiments used Docker bridge networks
and a generated routed gateway container

The replay experiments were therefore performed in a reproducible local WSL2-based
Docker environment. All replay topologies were generated as isolated Docker bridge net-
works, and inter-zone traffic was forced through the generated gateway container used for
routing, capture, and optional delay injection. The PCAP traces used in the experimental
evaluation are summarized in Appendix A.

4.2 Overview of the Current Outcome
Within the experimental environment described above, the final outcome of this thesis is
a reproducible framework for reconstructing, replaying, capturing, and labelling malicious
and benign network traffic from PCAP traces inside a controlled Docker-based environ-
ment. The implemented system integrates topology extraction, automated environment
generation, packet rewriting, replay orchestration, and gateway-based capture. It also
supports delay injection, Zeek flow generation, packet-to-flow provenance mapping, and
dataset merging.
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As discussed in Section 3.1, the framework evolved from early live-execution trials to-
ward replay-based traffic reconstruction in order to improve reproducibility, containment,
and experimental control. The final replay-centred architecture preserved the important
communication behaviour of the original traffic while significantly improving reproducibil-
ity, automation, containment, and experimental control.

The implemented framework satisfies the primary engineering goals defined earlier in the
thesis by providing reproducible malicious-traffic reconstruction, deterministic topology
generation, centralized packet visibility, auditable ground-truth generation, configurable
timing manipulation, and export of labelled flow-level datasets suitable for later ML-based
IDS research. The complete workflow supports the following processing pipeline:

Original PCAP → Topology Extraction → Docker Environment Generation → Replay
→ Gateway Capture → Zeek Flow Extraction → Flow Labelling → Packet-to-Flow

Mapping → Dataset Generation → ML Validation

4.3 Topology Reconstruction and Environment Gen-
eration

One of the primary results of the thesis is the successful implementation of automatic
topology extraction directly from PCAP traces. The script extract_topology.py re-
constructs communication structure using TShark field extraction and generates both
topology.json and simulated_topology.json. The extracted topology includes com-
municating hosts, protocol edges, DNS query names, DHCP ownership metadata, broad-
cast and multicast handling, and host-role classification.

The final implementation distinguishes automatically between internal and external hosts.
Internal hosts are mapped into Zone A (172.30.x.x), while external hosts are distributed
into isolated routed zones beginning from 172.31.x.x. This mapping strategy preserves
communication relationships from the original traffic while keeping all replay activity fully
isolated inside the Docker environment.

The generated replay environment uses a routed gateway-centric design. Each simulated
host receives a dedicated Docker network, a deterministic simulated IP address, explicit
gateway-based routing, and a route-helper container. As a result, all communication tra-
verses the gateway container, which becomes the centralized observation point for packet
capture, routing control, and timing manipulation.
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Compared to the earliest manually configured topologies used during the project, the
final implementation provides significantly improved automation and scalability. Entire
replay environments can now be generated automatically from a single PCAP trace with-
out requiring manual network construction.

4.4 Replay Fidelity and Communication Reconstruc-
tion

The replay engine implemented in replay_traffic.py successfully reconstructs com-
munication behaviour inside the generated environment while rewriting traffic into the
synthetic topology.

The replay implementation evolved substantially during development. Initial experiments
relied on Tcpreplay-style approaches, but the final implementation transitioned toward
Scapy-based replay because it provided finer-grained control over packet rewriting, MAC-
address reconstruction, checksum recalculation, replay timing, DHCP handling, broadcast
forwarding, and container-specific replay placement.

The replay engine preserves several important communication properties from the original
traces, including source and destination relationships, bidirectional communication struc-
ture, timing relationships, protocol behaviour, and replay ordering. Special protocol cases
were also handled successfully. DHCP traffic using source address 0.0.0.0 is replayed
through ownership reconstruction using DHCP transaction identifiers extracted during
topology analysis, while broadcast and multicast traffic are preserved through protocol-
aware Ethernet rewriting logic.

The replay framework additionally supports configurable replay-speed multipliers and
gateway-based delay injection using Linux tc and netem. Delay rules can be applied
selectively between specific simulated source and destination hosts, allowing controlled
timing experiments for future IDS evaluation scenarios.

Another important result is that both benign and malicious traffic can be replayed through
the same pipeline without modifying the replay logic itself. Maliciousness is instead
represented through replay metadata and ground-truth labelling rather than through
execution-specific behaviour inside the replay environment.

The packet-retention rate was computed as the number of packets in the final cleaned re-
play capture divided by the number of expected replayable packets. The replay-cleaning
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script also reports intermediate cleaning counts. In particular, directly observed pack-
ets and fallback-added packets are counted before the final ARP/link-layer cleanup step,
while the final cleaned replay packet count is measured after that cleanup. Therefore, the
intermediate observed and fallback counts are not expected to sum directly to the final
cleaned packet count. Packet-to-flow coverage was computed from packet_flow_map.csv
as the fraction of replayed IP packet rows and replayed Zeek flow identifiers that were
successfully matched. The TCP quality metric reports the fraction of replayed TCP Zeek
flows where missed_bytes = 0.

Table 4.2: Replay-fidelity summary for the 5,000-packet subset of the
2025-06-13-traffic-analysis-exercise.pcap trace.

Metric Result

Expected replayable packets 5000
Matched observed packets before final cleanup 4933 / 5000 = 98.66%
Fallback-added packets before final cleanup 67 / 5000 = 1.34%
Packets removed by final ARP/link-layer cleanup 8 / 5000 = 0.16%
Final cleaned replay packets 4992 / 5000 = 99.84%
Packet-retention rate 99.84%
Original Zeek flows 144
Replayed Zeek flows 152
Zeek flow-count ratio 105.56%
Packet-to-flow matched IP packet rows 4978 / 4978 = 100%
Packet-to-flow matched Zeek flows 152 / 152 = 100%
TCP flows with zero missed bytes 75 / 75 = 100%

The difference between the intermediate count (4933+67) and the final cleaned packet
count is caused by the final ARP/link-layer cleanup stage. The packet-to-flow result is
reported separately because Zeek conn.log represents IP-level connections; therefore,
non-IP/link-layer packets in the cleaned PCAP are not expected to appear as Zeek flow
records.

The Kolmogorov–Smirnov (KS) statistic and Jensen–Shannon (JS) divergence were com-
puted from histogram-based empirical feature distributions using 50 equal-width bins over
the combined original and replay value range for each feature.
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Table 4.3: Distribution-level replay fidelity for Zeek numeric flow features.
Feature Original mean Replay mean KS statistic JS divergence

duration 1.918 9.740 0.491 0.1328
orig_bytes 1557.813 1484.895 0.051 0.0005
resp_bytes 19108.764 18102.809 0.047 0.0000
orig_pkts 14.861 14.079 0.030 0.0002
resp_pkts 19.708 18.671 0.049 0.0002
orig_ip_bytes 2154.056 2039.697 0.052 0.0007
resp_ip_bytes 19891.847 18843.993 0.049 0.0000
missed_bytes 0.000 0.000 0.000 0.0000

Tables 4.2 and 4.3 provide quantitative replay-fidelity evidence for the 5,000-packet
subset of the 2025-06-13-traffic-analysis-exercise.pcap trace. The cleaned gate-
way capture retained 4992 of 5000 expected replayable packets, corresponding to a packet-
retention rate of 99.84%. Of these packets, 4933 were directly observed in the cleaned
gateway capture, while 67 were restored by the fallback step because selected broadcast
or discovery packets did not appear reliably in the gateway egress capture. The packet-
to-flow provenance step matched all 4978 IP packet rows to Zeek connection records and
covered all 152 replayed Zeek flows. The remaining 14 packets in the cleaned replay
capture are link-layer packets such as ARP, which are not represented as Zeek conn.log
flows. The small difference between the expected replay input and the cleaned gateway
capture is mainly explained by capture-position effects and link-layer behaviour. Some
ARP, broadcast, multicast, and local discovery packets do not necessarily appear on the
gateway egress interfaces after the traffic is mapped into the Docker topology. In addition,
the cleaning stage intentionally removes duplicates and packets that do not match the
expected replay signatures. Because all replayed IP packet rows were matched to Zeek
flows and all TCP flows had zero missed bytes, this packet difference did not affect the
reconstructed flow-level communication structure.

The distribution-level comparison shows strong preservation of byte-count, packet-count,
IP-byte, and missed-byte features. All TCP flows in the replayed capture had missed_bytes
= 0, indicating that Zeek did not observe TCP byte gaps in the replayed capture. The
main divergence appears in the duration feature, where the replayed flows have a higher
mean duration and a larger KS statistic. This suggests that the replay preserves packet
order, communication structure, and traffic volume more accurately than exact flow tim-
ing. The timing difference is likely caused by source-aware container replay, gateway
capture overhead, and scheduling effects during multi-container packet transmission.
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4.5 Capture Quality and Packet Consistency
Reliable packet visibility became a major engineering challenge during the early develop-
ment phases. Sender-side capture could observe the packets emitted by a replay container,
but it did not observe the traffic after it had passed through the gateway. As a result,
sender-side capture could not validate gateway-level effects such as routing behaviour,
delay injection, or packet transformations introduced by the simulated topology. Gate-
way capture therefore became necessary because it provided visibility at the point where
replayed traffic actually traversed the controlled network. However, capturing on the gate-
way with the Linux any interface introduced duplicated observations and interface-level
ambiguity. The final implementation therefore moved toward more controlled gateway
egress interfaces and post-processing in order to improve consistency between expected
replay traffic and observed replay output. The final routed gateway architecture solved
many of these limitations by centralizing traffic observation at a dedicated gateway node.
Because all replay traffic traverses the gateway, packet captures become more determin-
istic and reproducible regardless of the original communication structure.

The replay framework automatically starts gateway captures before replay execution and
stores replayed traffic for later processing. Captured packets are subsequently cleaned and
validated in order to improve consistency between expected replay traffic and observed
gateway traffic. The final implementation preserves visibility for TCP, UDP, ICMP, ARP,
DHCP, multicast, and broadcast traffic, allowing Zeek to reconstruct meaningful connec-
tion summaries from replayed captures while maintaining centralized packet observation.

Another important result is that the replay framework preserves sufficient flow-level struc-
ture for later ML-based analysis. Zeek successfully reconstructs flow summaries from
replayed captures, demonstrating that the replay process does not destroy important sta-
tistical communication properties required for flow-based IDS evaluation.

4.6 Ground Truth, Zeek Labelling, and Packet-to-
Flow Provenance

One of the most important results of the thesis is the implementation of a transparent
and auditable labelling workflow. Instead of assigning labels through opaque prepro-
cessing or undocumented heuristics, the framework stores explicit replay metadata inside
ground_truth.csv. Each replay execution generates metadata containing execution iden-
tifiers, sample identifiers, replay timing, traffic labels, replay multipliers, replay status,
and execution notes.
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After replay, Zeek processes the captured PCAP traffic and generates conn.log flow
summaries. The script label_zeek.py then labels Zeek flows using overlap between flow
timestamps and replay execution windows stored in the ground-truth metadata. This de-
sign provides deterministic labelling, explicit provenance, reproducible dataset generation,
and auditable flow annotations. An additional packet-to-flow mapping stage implemented
through map_packets_to_flows.py reconstructs relationships between replayed packets
and labelled Zeek flows using normalized bidirectional flow keys and timing relationships.

As a result, the framework preserves traceability across the entire workflow, beginning
from the original PCAP traces and continuing through rewritten replay traffic, gateway
captures, Zeek flow summaries, and final labelled datasets. This provenance-oriented
design directly addresses concerns identified in prior IDS dataset literature regarding re-
producibility and label transparency.

4.7 Label-Audit Experiment
To estimate the precision of the automated labelling process, a stratified label audit was
performed using one benign PCAP trace and one malicious PCAP trace. A random sam-
ple of 200 labelled Zeek flows was selected, consisting of 100 flows labelled as benign and
100 flows labelled as malicious. For each sampled flow, the corresponding PCAP was
checked using the Zeek flow timestamp, duration, source and destination IP addresses,
source and destination ports, and transport protocol.

A sampled flow was counted as correct when matching packet evidence was found in the
corresponding PCAP and the automated label agreed with the known class of the source
trace. This audit therefore estimates the precision of the implemented source-trace and
time-window labelling scheme at the Zeek-flow level.

Table 4.4: Label-audit results for sampled Zeek flows.
Automated label Audited flows Correct Incorrect Precision

Benign 100 100 0 100.00%
Malicious 100 100 0 100.00%

Overall 200 200 0 100.00%

The audit found matching packet evidence for all 200 sampled flows and no incorrect
labels within the audited sample. This result supports the correctness of the automated
labelling process for the inspected benign and malicious traces. At the same time, the
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audit should be interpreted as a sampled precision estimate rather than a proof that every
generated flow label in every dataset is semantically perfect.

4.8 Machine-Learning Validation
The machine-learning validation stage evaluated whether the replay-generated traffic pre-
served useful flow-level characteristics for downstream intrusion-detection tasks. Labelled
Zeek connection logs generated from original traffic, replay-generated traffic, and replay-
generated traffic with gateway delay injection were used during evaluation. After dataset
generation and merging through merge_datasets.py, an XGBoost classifier was trained
using selected numeric Zeek flow features, including connection duration, packet counts,
byte counts, IP byte counts, missed bytes, and protocol identifiers. All non-benign labels
were mapped to the malicious class. Two datasets were used during evaluation:

• Dataset 1: a smaller initial dataset used during the first replay experiments.

• Dataset 2: a larger and more diverse dataset generated later in the project.

Dataset 1 contained 731 labelled Zeek flows in the original base dataset, consisting of 571
benign flows and 160 malicious flows. Dataset 1 additionally included replay-generated
traffic without delay injection and replay-generated traffic with gateway delay injection en-
abled. Dataset 2 contained 1404 labelled Zeek flows in the original base dataset, consisting
of 656 benign flows and 748 malicious flows. Dataset 2 included replay-generated traffic
with gateway delay injection enabled. The following machine-learning results should be
interpreted with caution, because the current evaluation does not fully enforce grouped
train–test separation by PCAP source, malware family, or replay condition. This means
that the results are best understood as proof-of-concept dataset-utility results rather than
as strong evidence of generalization to unseen traffic sources.

4.8.1 Base and Replay Dataset Results

Tables 4.5 and 4.6 summarize the classification results for the original and replay-generated
datasets.
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Table 4.5: Dataset 1 classification results.
Traffic Type Split Accuracy Precision Recall F1-score

Base traffic 50/50 97.54% 97.33% 91.25% 94.19%
Base traffic 70/30 98.64% 95.92% 97.92% 96.91%
Replay traffic 50/50 97.84% 95.51% 95.51% 95.51%
Replay traffic 70/30 98.21% 96.23% 96.23% 96.23%
Delayed replay traffic 50/50 98.38% 97.73% 95.56% 96.63%
Delayed replay traffic 70/30 98.65% 100.00% 94.44% 97.14%

Table 4.6: Dataset 2 classification results.
Traffic Type Split Accuracy Precision Recall F1-score

Base traffic 50/50 93.00% 95.29% 90.76% 92.97%
Base traffic 70/30 92.14% 94.58% 89.72% 92.09%
Delayed replay traffic 50/50 91.74% 93.41% 90.91% 92.14%
Delayed replay traffic 70/30 91.47% 92.38% 91.56% 91.96%

4.8.2 Cross-Environment Experiments

Additional experiments evaluated classifiers trained on one traffic environment and tested
on another traffic environment.

Table 4.7 summarizes the cross-environment experiments.

Table 4.7: Cross-environment classification experiments.
Training Dataset Testing Dataset Accuracy Precision Recall F1-score

Base Dataset 1 Replay Dataset 1 95.82% 98.68% 83.71% 90.58%
Base Dataset 1 Delayed-Replay

Dataset 1
95.96% 98.71% 84.53% 91.07%

Base Dataset 1 Replay and Delayed Re-
play Dataset 1

95.89% 98.69% 84.12% 90.83%

Base Dataset 2 Replay Dataset 2 88.53% 87.29% 91.84% 89.51%

4.8.3 Combined Dataset Experiments

The final experiments evaluated a merged dataset containing:

• Dataset 1 original traffic,

• Dataset 1 replay-generated traffic without delay,
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• Dataset 1 replay-generated traffic with gateway delay injection,

• Dataset 2 original traffic,

• Dataset 2 replay-generated traffic with gateway delay injection.

The resulting merged dataset contained 5018 labelled Zeek flows, consisting of 3037 benign
flows and 1981 malicious flows.

Table 4.8 summarizes the combined dataset classification results.

Table 4.8: Combined dataset classification results.
Split Accuracy Precision Recall F1-score

50/50 94.82% 94.98% 91.73% 93.33%
70/30 95.42% 95.66% 92.61% 94.11%

4.8.4 Confusion Matrix Results

To provide a simpler visualization of classifier behaviour, selected experiments were also
evaluated using confusion matrices. The matrices summarize the number of correctly and
incorrectly classified benign and malicious flows. The 50/50 train-test split was selected
in order to provide a larger evaluation set and therefore a more representative view of
classification errors.

Table 4.9: Dataset 1 base traffic confusion matrix (50/50 split).
Predicted Benign Predicted Malicious

Actual Benign 284 2
Actual Malicious 7 73

Table 4.10: Dataset 1 replay traffic confusion matrix (50/50 split).
Predicted Benign Predicted Malicious

Actual Benign 278 4
Actual Malicious 4 85

Table 4.11: Dataset 1 delayed replay traffic confusion matrix (50/50 split).
Predicted Benign Predicted Malicious

Actual Benign 279 2
Actual Malicious 4 86
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Table 4.12: Dataset 2 base traffic confusion matrix (50/50 split).
Predicted Benign Predicted Malicious

Actual Benign 327 16
Actual Malicious 33 324

Table 4.13: Dataset 2 delayed replay traffic confusion matrix (50/50 split).
Predicted Benign Predicted Malicious

Actual Benign 304 24
Actual Malicious 34 340

Table 4.14: Combined dataset confusion matrix (50/50 split).
Predicted Benign Predicted Malicious

Actual Benign 1470 48
Actual Malicious 82 909

4.9 Automation and Reproducibility
A final major result concerns workflow automation and reproducibility. Earlier phases of
the project required substantial manual configuration for topology construction, replay
orchestration, packet capture, and labelling. The final implementation significantly re-
duced this complexity through script-based automation.

The script run_pipeline.py integrates the main semi-automated workflow, including
topology extraction, Docker Compose generation, environment deployment, optional de-
lay configuration, replay execution, gateway capture, Zeek processing, flow labelling,
dataset merging, and ML validation. Packet-to-flow mapping is provided by the separate
map_packets_to_flows.py script and can be run as an additional provenance-validation
step when needed.

This automation substantially improves reproducibility because it separates malware exe-
cution from replay generation. The framework does not require malware execution during
replay itself. Instead, malware may be executed independently inside isolated sandbox
environments while only the resulting PCAP traces are introduced into the replay pipeline.

44



4. Results

This separation improves containment, repeatability, experimental control, and safety dur-
ing dataset generation. Selected console outputs from the topology extraction, Compose
generation, Docker startup, replay, and ML-validation stages are provided in Appendix B.
Overall, the implemented system demonstrates that reproducible malicious-traffic recon-
struction can be achieved through a modular replay-centred workflow integrating topology
extraction, controlled replay, centralized capture, explicit provenance, and automated la-
belled dataset generation.
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Discussion

5.1 Overview
The results of this thesis demonstrate that reproducible malicious-traffic reconstruction
can be achieved through a replay-centred methodology. This methodology combines topol-
ogy extraction, controlled packet rewriting, centralized capture, explicit provenance track-
ing, and automated dataset generation. Rather than focusing solely on producing another
static IDS dataset, the thesis approached traffic generation as a reproducible experimental
process. This distinction is important because many existing datasets provide only final
exported flows or CSV files without preserving the conditions under which the traffic was
originally generated.

The implemented framework therefore contributes not only a dataset-generation pipeline,
but also a methodology for reconstructable experiments. The workflow preserves relation-
ships between original traces, replayed packets, captured traffic, Zeek flow summaries, and
final labels. This improves traceability and allows later experiments to be repeated under
controlled conditions.

The framework also demonstrates that replay-generated traffic can preserve important
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flow-level characteristics required for ML-based IDS evaluation. Although the machine-
learning validation performed in this thesis remained intentionally scoped, the results
showed that replay-generated datasets achieved classification performance close to datasets
generated directly from the original PCAP traces. This suggests that the replay process
preserved many of the statistical properties required for downstream flow-based anomaly-
detection tasks.

5.2 Methodological Contribution
The most significant contribution of the framework is methodological rather than algo-
rithmic. Prior IDS dataset literature repeatedly identifies reproducibility, provenance,
scalability, and transparency as major limitations in existing datasets [21, 17, 10]. Many
publicly available datasets provide limited documentation regarding capture placement,
timing manipulation, topology structure, traffic generation logic, or label derivation. As
a result, reproducing the original dataset-generation conditions is often difficult or impos-
sible.

The framework implemented in this thesis addresses several of these problems directly.
Instead of treating malicious traffic generation as a single fixed output, the thesis treats
it as a repeatable experimental workflow. Original PCAP traces are transformed into
replayable scenarios through automatic topology extraction and deterministic address
mapping. Replay metadata is stored explicitly through structured ground-truth records,
while packet-to-flow mapping preserves provenance between replayed packets and labelled
Zeek flows. A particularly important part of this workflow is gateway-based delay injec-
tion. By applying controlled delay between selected simulated source and destination
hosts, the same original PCAP can be replayed under several different timing conditions.
This makes it possible to generate dataset variation without changing the original ma-
licious trace itself. For example, an attacker placed in a different network region would
naturally introduce higher round-trip time, and the framework can emulate this effect
through controlled gateway delay. Such timing variation is important because many
flow-level ML features are sensitive to duration, packet spacing, and response timing.
Therefore, delay injection strengthens the framework not only as a replay tool, but also
as a dataset-variation mechanism for future IDS training and evaluation. This approach
provides several advantages compared to static dataset-only generation. Timing manip-
ulation becomes controllable, replay scenarios can be regenerated repeatedly, and new
PCAP traces can be integrated into the same workflow without redesigning the environ-
ment manually. The framework therefore supports experimentation rather than merely
dataset publication.
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Another methodological contribution is the explicit separation between malware execu-
tion and replay generation. The final replay environment does not require active malware
execution during the replay stage itself. Instead, malware may be executed indepen-
dently inside isolated sandboxes, while only the resulting traffic traces are introduced into
the replay pipeline. This separation improves reproducibility, reduces operational risk,
and avoids many environment-specific compatibility issues encountered during the earlier
development stages.

5.3 Assessment of Design Requirements
Section 3.1 introduced five design requirements for the framework: reproducibility, trace-
ability, containment, configurability, and flow-oriented export. The implemented system
addresses all five requirements, although the evidence is not equally quantitative for every
requirement.

Reproducibility is addressed through deterministic topology extraction, static simulated
IP assignment, generated Docker Compose files, scripted replay, Zeek processing, labelling,
and pipeline orchestration. The results show that the main workflow can be repeated from
the same PCAP input through topology generation, replay, capture, labelling, dataset
merging, and ML validation. However, reproducibility was evaluated mainly through
repeated successful pipeline execution, not through a formal repeatability study across
many different hardware or operating environments.

Traceability is addressed through explicit ground-truth metadata, Zeek flow labels, packet-
to-flow mapping, and provenance fields such as sample_id, and execution_id. The label-
audit experiment and packet-to-flow mapping show that labelled flows can be traced back
to replay metadata and packet-level evidence. At the same time, the labels still depend
on time-window overlap and Zeek flow reconstruction, so they should be understood as
transparent and auditable labels rather than perfect semantic descriptions of every packet.

Containment is addressed by replay-based traffic generation inside isolated Docker net-
works. Replayed traffic is routed through a controlled gateway, and the generated topology
separates simulated hosts into controlled network segments. This limits communication to
the local experiment environment and supports safer handling of malicious traffic traces.
However, the thesis does not provide a formal security audit of Docker isolation, host-level
exposure, or container escape risks.

Configurability is addressed through the use of JSON topology files, generated Com-
pose files, replay parameters, gateway routing, configurable capture points, and optional
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directional delay through set_delay.sh. The experiments with original, replayed, and
delayed replay datasets show that replay conditions can be changed while still producing
labelled flow-level data. However, the thesis does not exhaustively evaluate all possible
topologies, protocols, replay speeds, or traffic volumes.

Flow-oriented export is addressed by converting PCAP traffic to Zeek conn.log records,
assigning flow-level labels, merging labelled CSV files, and evaluating the resulting datasets
with an XGBoost baseline. This requirement is supported by quantitative metrics such
as accuracy, precision, recall, F1-score, and confusion matrices. These results validate
the practical utility of the generated flow data for ML-based IDS experiments, but they
do not prove general IDS performance across all models, features, malware families, or
deployment environments.

Overall, the framework closes the loop between the stated design requirements, the imple-
mented pipeline, and the supporting evidence. Reproducibility, traceability, containment,
and configurability are mainly supported by engineering evidence, while flow-oriented ex-
port is also supported by quantitative ML-validation results. The evaluation therefore
shows that the framework satisfies its main design goals for the experiments conducted
in this thesis, while broader testing would be required to measure all requirements more
comprehensively.

5.4 Interpretation of the Replay-Centred Design
As discussed in Section 3.1, the shift from live malware execution to replay-based recon-
struction was a central design decision in the thesis. Replay-based reconstruction provided
a more stable experimental basis because the input trace, topology mapping, capture po-
sition, replay timing, and labelling process could be controlled explicitly.

In this thesis, replay fidelity should not be understood as producing a replayed PCAP
that is byte-identical to the original PCAP. Byte-level identity is neither expected nor
required, because the framework intentionally rewrites addresses, reconstructs Ethernet
headers, recalculates checksums, routes traffic through a generated Docker topology, and
may apply controlled gateway delay. Instead, fidelity refers to the preservation of selected
communication and flow-level properties that are relevant for labelled IDS dataset gener-
ation.

The essential properties to preserve are the communication relationships between hosts,
the mapped source and destination placement, transport protocols and ports, packet or-
dering, approximate timing relationships, bidirectional flow context, and the flow-level
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statistical properties exported through Zeek. Properties that are expected to change in-
clude simulated IP addresses, MAC addresses, checksums, link-layer details, exact capture
position, and small timing differences caused by Docker routing, virtualization, capture
processing, or optional delay injection.

The fidelity results should therefore be interpreted as a selected-property evaluation.
Packet-level comparisons, timing comparisons, Zeek-flow feature distributions, and ML-
utility results indicate whether the replayed traffic remains sufficiently similar for down-
stream flow-based IDS experiments. However, the selected fidelity properties are heuristic
and task-driven rather than a complete formal definition of network replay fidelity.

The routed gateway is an intentional experimental abstraction. It approximates real
network choke points such as routers, firewalls, gateways, or monitoring sensors where
inter-zone traffic can be observed and controlled. This improves capture visibility, timing
control, and reproducibility, but it also simplifies real networks that may contain multiple
paths, switches, routers, and policy devices.

This design may introduce artefacts such as changed timing, different link-layer meta-
data, and capture-position effects caused by Docker routing or container scheduling. For
this reason, the replay is evaluated in terms of preserved communication and flow-level
properties rather than byte-identical packets. The artificial delay should also be under-
stood as a controlled approximation of latency variation, not as a complete replacement
for real RTT behaviour.

The trade-off is that replay does not fully reproduce host-side behaviour, dynamic mal-
ware adaptation, or complex command-and-control ecosystems. However, for flow-based
IDS dataset generation, preserving communication structure and flow-level statistical be-
haviour is often more important than reproducing every host-level artefact. The replay-
fidelity and machine-learning results indicate that many of these flow-level properties were
preserved.

As shown in Table 4.2, the replay-fidelity analysis further showed that the framework
preserved packet and flow structure with high accuracy. The cleaned gateway capture
retained 99.84% of expected replayable packets, and the packet-to-flow provenance step
matched all replayed IP packet rows and Zeek flows. The distribution-level comparison
in Table 4.3 showed close preservation of packet-count and byte-count features, while the
largest divergence appeared in Zeek flow durations. This timing difference is expected be-
cause replay timing reflects both the original inter-packet gaps and additional processing
overhead from Scapy replay, container scheduling, routing, and gateway capture.
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5.5 Interpretation of the Machine-Learning Valida-
tion

The machine-learning experiments should primarily be interpreted as a validation of
dataset quality and replay fidelity rather than as a detector-performance contribution.
The objective was not to develop a state-of-the-art IDS classifier, but instead to evaluate
whether replay-generated traffic remained useful for downstream flow-based intrusion-
detection experiments. The classification results discussed in this section are reported
in Tables 4.5, 4.6, 4.7, and 4.8, with the corresponding confusion matrices shown in Ta-
bles 4.9–4.14.

XGBoost was selected for this validation because it is a strong and widely used baseline
for structured tabular data, including flow-level features extracted from Zeek connection
logs [4]. In this thesis, it is not used to claim a novel IDS model, but to check whether
the generated labelled flows contain enough discriminative information for a supervised
downstream experiment. The reported accuracy, precision, recall, F1-score, and confu-
sion matrices should therefore be interpreted as dataset-utility indicators. They show
how well the baseline classifier separates benign and malicious labelled flows under the
tested conditions, but they should not be interpreted as evidence of production-ready IDS
performance.

Although the thesis is motivated by ML-based network anomaly detection, the imple-
mented ML validation should be understood as supervised binary classification. In strict
terms, anomaly detection usually means learning a model of normal behaviour and identi-
fying deviations from that normal baseline. The evaluation in this thesis instead trains and
tests a classifier using labelled benign and malicious Zeek flows. The ML results therefore
demonstrate that the generated labelled flow data can support supervised malicious-flow
classification, but they do not demonstrate a complete unsupervised or semi-supervised
anomaly-detection system.

This distinction is important for interpreting the results. The replay and labelling frame-
work is intended to support future anomaly-detection research by producing traceable
labelled flow data, while the XGBoost experiment is used only as a downstream dataset-
utility check. Future work could evaluate stricter anomaly-detection settings by training
only on benign replayed traffic and testing whether malicious replayed flows are detected
as deviations from the learned normal behaviour.

This ML evaluation relates to the research questions indirectly. It supports the labelling
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and flow-export part of the thesis by showing that the generated datasets can be consumed
by a standard ML workflow. It also provides supporting evidence for replay fidelity when
replayed and original datasets produce similar classification behaviour. However, the main
contribution remains the replay, reconstruction, labelling, and dataset-generation pipeline
rather than the classifier itself.

5.5.1 Interpretation of the Base and Replay Dataset Results

The baseline experiments using only the original PCAP-derived traffic achieved strong
classification performance for both datasets. Dataset 1 produced accuracies between 97–
98%, while Dataset 2 achieved accuracies around 92–93%. The lower baseline performance
of Dataset 2 suggests that it contained more diverse or less separable traffic characteristics
compared to Dataset 1.

The replay-only experiments showed that replay-generated traffic preserved many of the
original flow-level characteristics used by the classifier. Replay-generated Dataset 1 traf-
fic achieved classification performance very close to the original Dataset 1 baseline, both
with and without gateway delay injection. Similarly, replay-generated Dataset 2 traffic
achieved results close to the original Dataset 2 baseline despite the additional replay pro-
cessing, simulated routing, and delay injection.

The results also indicate that gateway delay injection did not significantly degrade flow-
level separability. In several Dataset 1 experiments, delayed replay traffic achieved results
similar to or slightly stronger than replay traffic without delay injection. This suggests
that the introduced timing modifications did not substantially disrupt the Zeek flow fea-
tures used during classification.

5.5.2 Interpretation of the Cross-Environment and Combined
Dataset Experiments

The cross-environment experiments produced more varied results. When training and
testing remained within the same dataset distribution, replay-generated traffic generally
preserved classification behaviour similar to the original datasets. For example, training
on original Dataset 1 traffic and testing on replay-generated Dataset 1 traffic still achieved
accuracies above 95%.

The combined dataset experiments further demonstrated that original traffic, replay-
generated traffic, and delayed replay traffic could be merged into a single training and
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evaluation dataset while still maintaining strong classification performance. The merged
dataset contained 5018 labelled Zeek flows and achieved accuracies between 94–95% across
both train-test split configurations.

5.5.3 Interpretation of the Confusion Matrix Results

The confusion matrices provide additional insight into the distribution of classification
errors across the evaluated datasets. Overall, the results show that both replay-generated
traffic and delayed replay-generated traffic preserved many of the flow-level characteristics
required for binary malicious flow classification.

For Dataset 1, both the replay-generated and delayed replay traffic achieved results very
close to the original base traffic. The number of false positives and false negatives re-
mained low across all three Dataset 1 configurations, indicating that replay processing
and gateway delay injection did not significantly disrupt the Zeek flow statistics used
by the classifier. In particular, the delayed replay dataset slightly reduced false-positive
classifications compared to the replay-only dataset, suggesting that the introduced delay
mechanisms did not negatively affect flow separability.

Dataset 2 produced a larger number of classification errors than Dataset 1 for both the
original and replay-generated traffic. Both false positives and false negatives increased
noticeably, which is consistent with the lower overall accuracy and F1-score observed pre-
viously. This behaviour suggests that Dataset 2 contained more heterogeneous or less
separable traffic patterns compared to Dataset 1.

Nevertheless, the replay-generated Dataset 2 traffic still achieved classification behaviour
relatively close to the original Dataset 2 baseline, indicating that replay preserved many
of the statistical properties present in the original flows.

The combined dataset confusion matrix further demonstrates that original traffic, replay-
generated traffic, and delayed replay traffic could be merged into a single dataset while still
maintaining strong classification performance. Although the combined dataset produced
more false negatives than the smaller individual datasets, the overall number of incorrect
classifications remained relatively low compared to the total number of evaluated flows.

The confusion matrices also highlight an important limitation of provenance-based la-
belling. Since malicious PCAP traces may contain benign background traffic generated
by infrastructure services, DNS resolution, or unrelated operating-system activity, some
benign flows may still receive malicious labels during dataset generation. This may par-
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tially contribute to remaining false-positive and false-negative classifications within the
evaluated datasets.

It is important to interpret these experiments within the scope of the thesis. The classifier
architecture and feature set were intentionally kept relatively simple and relied only on
a limited subset of Zeek flow statistics. The primary contribution of the work lies in the
reproducible traffic-generation methodology, the replay framework, and the preservation
of useful flow-level characteristics after replay inside a simulated routed environment.

5.6 Significance for Future IDS Research
The framework developed in this thesis may support future IDS research in several impor-
tant ways. First, it preserves explicit relationships between original traces and replayed
traffic. Many existing datasets lose this connection after preprocessing or feature extrac-
tion, making later validation difficult. By maintaining provenance across replay, capture,
labelling, and flow generation, the framework improves traceability and experimental
transparency.

Second, the framework supports both packet-level and flow-level analysis within the same
workflow. Researchers can move between raw packets, gateway captures, Zeek logs, and
labelled datasets without losing the relationship between these representations. This is
useful for debugging, feature engineering, explainability experiments, and later IDS eval-
uation.

Third, the modular design simplifies extension with additional traffic sources, malware
samples, replay strategies, or topology configurations. New PCAP traces can be inte-
grated into the environment without redesigning the replay architecture manually. The
gateway-centric design also enables future experiments involving routing policies, packet
manipulation, or timing variation.

Fourth, the framework treats timing itself as a controllable experimental variable. Tim-
ing manipulation is often under-documented in IDS datasets, despite the fact that many
flow-based features depend heavily on packet timing and communication duration. The
implemented delay-injection support therefore provides opportunities for future experi-
ments involving latency, traffic shaping, or timing-aware anomaly detection.
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5.7 Threats to Validity
Although the framework addresses several important reproducibility and labelling chal-
lenges, a number of limitations and validity threats remain.

5.7.1 Construct Validity

Traffic labels are generated using replay timing windows and Zeek flow summaries rather
than through perfect semantic understanding of every packet or host event. While this
approach is substantially more transparent than weakly documented manual labelling,
it still involves assumptions regarding replay timing and flow reconstruction. If replay
timing diverges significantly from the original trace, if bidirectional flow reconstruction is
imperfect, or if a flow spans replay boundaries unexpectedly, then the final label may still
represent an engineered interpretation rather than absolute ground truth. The sampled
label-audit results in Table 4.4 provide supporting evidence for the implemented labelling
procedure, but they do not remove the broader construct-validity limitation.

This limitation is not unique to the present thesis and reflects a broader problem in IDS
dataset generation. Prior work repeatedly identifies labelling accuracy and provenance as
among the most difficult challenges in network-security datasets [10].

5.7.2 Internal Validity

Replay fidelity depends on correct namespace placement, address rewriting, routing con-
figuration, interface selection, and packet reconstruction. Although the implementation
explicitly addresses many of these issues, the framework remains technically complex and
subtle configuration errors may still influence individual experiments. Similarly, some
low-level network behaviour cannot be reproduced perfectly inside the replay environ-
ment. External infrastructure, dynamic internet services, adaptive malware behaviour,
and host-side execution artefacts are simplified during replay. The framework there-
fore reconstructs communication behaviour rather than recreating a complete operational
ecosystem.

A further internal-validity concern is the possibility of train–test leakage in the machine-
learning validation. The current workflow uses separate train_dataset.csv and
test_dataset.csv files, and the XGBoost script uses only selected numeric Zeek flow
features for training. However, the thesis does not fully demonstrate that the split is
grouped by original PCAP source, malware family, or replay condition. If flows derived
from the same original PCAP, the same malware family, or the same replay configuration
appear in both training and testing data, the classifier may learn dataset-specific artefacts
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rather than behaviour that generalizes to unseen traces.

The feature set used for the XGBoost validation was restricted in order to reduce di-
rect metadata leakage. In train_xgboost.py, the model input is constructed only from
selected numeric Zeek connection-level features: duration, orig_bytes, resp_bytes,
orig_pkts, orig_ip_bytes, resp_pkts, resp_ip_bytes, missed_bytes, and ip_proto.
Fields such as source_file, sample_id, execution_id, original or mapped IP addresses,
PCAP names, replay identifiers, and delay-configuration metadata are not included in this
feature list. Although merge_datasets.py stores source_file in the merged dataset for
debugging and provenance, this field is not selected by the classifier. This reduces the risk
that the model learns explicit filenames, sample identifiers, or replay metadata. However,
it does not fully remove the broader train–test leakage risk, because flows from the same
source trace or replay condition may still share statistical patterns even when metadata
fields are excluded.

For this reason, the reported ML results should be interpreted as proof-of-concept dataset-
utility results rather than as a strong generalization claim. A more rigorous evaluation
should construct train and test sets using grouped splitting, for example by assigning all
flows from the same PCAP source, sample identifier, malware family, or replay condi-
tion to only one side of the split. This would provide a cleaner estimate of whether the
generated labelled flows support classification on unseen traffic sources.

5.7.3 External Validity

The current framework is designed primarily for controlled malicious-traffic reconstruc-
tion on a single machine using Docker-based virtualization. The environment therefore
does not yet represent large-scale distributed enterprise infrastructures, cloud-native de-
ployments, or geographically distributed networks. In addition, the machine-learning
validation was performed using a limited number of PCAP traces and a relatively small
set of Zeek flow features. Although the evaluation produced encouraging results, broader
validation using additional malware families, benign workloads, larger traffic captures, and
more diverse Zeek log types would strengthen the generalizability of the findings. The
thesis should therefore be interpreted as establishing a reproducible replay and labelling
methodology for controlled network-security experimentation rather than as a complete
simulation of large-scale real-world enterprise environments.
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5.8 Answers to the Research Questions
This section answers the research questions stated in Section 1.3 by linking each question
to the corresponding implementation and evaluation results.
RQ1: How can malicious network traffic captured from sandbox-generated
PCAP files be reproducibly reconstructed and replayed within a controlled
containerized network environment? The thesis answers this question by implement-
ing a PCAP-driven replay pipeline that extracts topology, generates a Docker Compose
environment, replays traffic through a routed gateway, captures the result, and exports
labelled Zeek flows, as shown in Figure 3.1 and described in Sections 3.2 and 3.5. The
results in Sections 4.2 and 4.9 show that this workflow can be automated and repeated
from the same input PCAP and topology mapping. The remaining limitation is that the
framework reconstructs network-level behaviour from captured traces rather than recre-
ating the full live malware execution environment or its external infrastructure.
RQ2: How can relevant properties of the original traffic, such as topology,
source placement, timing relations, and bidirectional communication context,
be preserved or reconstructed inside that simulated environment? The thesis
answers this question through topology extraction, deterministic address mapping, source-
aware Scapy replay, protocol-aware packet rewriting, gateway capture, and packet-to-flow
mapping, as described in Sections 3.3.1–3.3.7 and illustrated in Figures 3.2, 3.4, and 3.5.
The replay-fidelity results in Tables 4.2 and 4.3 show that the cleaned replay capture
retained 99.84% of expected replayable packets, matched all replayed IP packet rows
to Zeek flows, and preserved packet-count and byte-count features closely. The main
remaining limitation is timing fidelity: flow duration diverged more than packet and byte
volumes, so the framework preserves communication structure more strongly than exact
timing behaviour.
RQ3: How can packet-level and flow-level ground truth be generated in a
transparent and traceable way so that downstream anomaly-detection exper-
iments can rely on auditable labels? The thesis answers this question by storing
explicit replay metadata in ground_truth.csv, labelling Zeek conn.log records through
time-window overlap, and linking packets back to labelled flows with map_packets_to_flows.py,
as described in Sections 3.3.6, 3.3.7, and 4.6 and illustrated in Figure 3.6. The label-audit
experiment in Section 4.7 and Table 4.4 found matching packet evidence for all 200 sam-
pled flows and no incorrect labels in the audited sample. The remaining limitation is
that labels are still based on source-trace and time-window provenance, so benign back-
ground flows inside malicious PCAP windows and link-layer packets not represented in
Zeek conn.log require careful interpretation.
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5.9 Final Interpretation
Overall, the thesis demonstrates that replay-centred malicious-traffic generation can pro-
vide a practical balance between reproducibility, containment, controllability, and use-
fulness for ML-based IDS research. The implemented framework preserves important
flow-level characteristics, maintains explicit provenance, and supports reproducible re-
construction of traffic scenarios through a modular workflow. The framework remains
suitable for later Zeek-based anomaly-detection experiments, while avoiding many of the
operational and reproducibility challenges associated with direct malware execution. Al-
though further evaluation and expansion remain possible, the framework already estab-
lishes a strong methodological foundation for future reproducible IDS dataset-generation
research.
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Limitations and Future
Work

6.1 Overview
Although the framework achieved the primary goals of reproducible malicious traffic re-
construction, centralized capture, explicit provenance tracking, and replay-based dataset
generation, several limitations remain. Some of these limitations originate from prac-
tical constraints associated with a master’s-thesis project, while others reflect broader
challenges that remain open within IDS dataset research itself. The current implementa-
tion should therefore be viewed as a strong methodological foundation rather than as a
complete production-scale traffic-generation platform. The framework demonstrates that
replay-centred dataset generation is feasible and useful for ML-based IDS experiments,
but additional work is still required to improve realism, scalability, protocol coverage, and
experimental diversity.
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6.2 Current Limitations
One important limitation concerns scalability. The framework currently operates on a
single host and relies primarily on Docker bridge networks for isolation and routing. This
design was sufficient for controlled experiments and simplified reproducibility during de-
velopment, but it limits the realism and scalability of larger distributed infrastructures.
The current environment does not yet support multi-host deployments, geographically dis-
tributed routing domains, cloud-native orchestration, or large-scale enterprise networks
with complex switching and routing behaviour.

All experiments in this thesis were executed on the single-machine environment described
in Table 4.1. On this hardware, the framework was practical for small and medium replay
topologies, but larger generated environments exposed resource limitations. The main
observed bottleneck was not the address-mapping scheme itself, but the gateway-centric
capture design. The current implementation starts a separate tcpdump subprocess for each
gateway egress interface, and the generated topology creates one gateway-facing network
for each active simulated host. As a result, increasing the number of simulated hosts also
increases the number of Docker networks, gateway interfaces, capture processes, packet
buffers, and scheduling overhead.

In the experiments, replay environments with more than approximately 30 gateway egress
interfaces caused a large increase in CPU, memory, and process-management overhead.
On the evaluated WSL2/Docker laptop environment, this sometimes made the replay un-
stable and caused active replay or capture processes to be terminated. This limit should
therefore be interpreted as a hardware-dependent practical limit of the tested setup, not
as a fixed architectural maximum of the framework. Systems with more RAM, more CPU
resources, faster storage, or a native Linux environment would likely support larger replay
topologies. Nevertheless, the current implementation should be understood as practical
for small and medium controlled experiments, while larger-scale traffic generation would
require more powerful hardware and more systematic scalability testing.

Another limitation is the absence of an external replay-fidelity baseline. The thesis evalu-
ates whether the implemented Scapy-based replay preserves selected packet-level, timing,
and flow-level properties of the original PCAP traces, but it does not compare the re-
sults against alternative replay approaches such as a standard tcpreplay/tcprewrite
workflow or another network-emulation testbed. Therefore, the reported fidelity results
should be interpreted as evidence that the implemented framework preserves the selected
properties under the tested conditions, rather than as evidence that it outperforms other
replay methods.

62



6. Limitations and Future Work

Another limitation concerns replay-noise suppression. The replay framework installs tem-
porary firewall rules in the replay containers and their route namespaces before packet
transmission. These rules suppress common locally generated packets, specifically TCP
reset packets and ICMP destination-unreachable messages, which were observed during
early replay experiments when replayed traffic did not correspond to active sockets inside
the containers. However, these rules should not be interpreted as a guarantee that all
possible replay noise is removed for every network setup. Different container images, en-
abled services, protocols, or topology configurations could generate additional background
traffic that would require further filtering or validation.

Another limitation concerns behavioural scope. The final implementation replays ma-
licious network traces rather than executing the complete malware lifecycle inside the
replay environment itself. This design choice improved reproducibility, containment, and
experimental control, but it also means that certain host-side artefacts are not reproduced.
Persistence mechanisms, dynamic command-and-control adaptation, privilege escalation
behaviour, filesystem activity, process-level telemetry, and runtime interaction with ex-
ternal infrastructure remain outside the scope of the replay framework. The current
implementation therefore reconstructs observed communication behaviour rather than
recreating a fully operational malware ecosystem.

Protocol coverage also remains limited. The strongest parts of the framework currently
concern IP-based communication, routed replay, DNS behaviour, connection-oriented traf-
fic reconstruction, and Zeek flow generation. Although the replay engine preserves packet
structure and timing relationships, deeper application-layer state emulation is still limited.
Protocols that depend heavily on long-lived dialogue state, encrypted session negotiation,
or adaptive responder logic may therefore not be reconstructed perfectly during replay.

Another limitation concerns benign workload diversity. The framework is capable of
replaying both malicious and benign traffic traces through the same replay pipeline, in-
cluding Scapy-based packet reconstruction and gateway-controlled replay. However, the
current evaluation focused primarily on malicious-trace reconstruction, replay fidelity, la-
belling, and provenance preservation. As a result, the present experiments include only a
limited set of benign background scenarios. Future IDS evaluation would benefit from a
substantially broader collection of benign traffic traces in order to better represent realis-
tic enterprise environments. Real-world networks typically contain heterogeneous benign
communication patterns such as web browsing, streaming, software updates, authenti-
cation traffic, cloud services, developer workflows, and user-driven application activity.
Expanding the diversity of replayed benign workloads would improve dataset realism and
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reduce the risk of datasets being dominated by a relatively small number of malicious
replay scenarios.

The current machine-learning evaluation also remains intentionally scoped. The thesis
does not aim to achieve state-of-the-art IDS performance or provide comprehensive model
benchmarking. Instead, the XGBoost experiments were designed primarily to evaluate
whether replay-generated traffic preserved useful flow-level characteristics for downstream
ML-based anomaly-detection tasks. Consequently, the evaluation used a relatively small
set of Zeek connection-level features and a limited number of traffic captures. Additional
experiments using larger datasets, alternative classifiers, and more diverse Zeek log sources
could provide a broader evaluation of replay fidelity in future work.

Another limitation concerns the interpretation of malicious and benign traffic labels within
replayed PCAP traces. The label-audit experiment in Section 4.7 found no incorrect la-
bels among 200 sampled Zeek flows, indicating strong precision for the audited benign and
malicious traces. However, the audit remains sample-based and does not prove perfect
semantic correctness for every flow in every generated dataset. Malware-related PCAP
captures may still contain benign background traffic generated by operating-system ser-
vices, DNS resolution, or unrelated network activity. More precise flow-level attribution
would require additional host-based telemetry, sandbox instrumentation, or process-level
network tracing.

Replay fidelity itself also remains a limitation. Although packet timing, address rela-
tionships, and overall flow structure were preserved to a substantial degree during the
experiments, the replay environment cannot perfectly reproduce every aspect of the orig-
inal network behaviour. Internet-facing infrastructure may change between the original
capture and later replay, while some multicast, broadcast, and timing-sensitive behaviours
may depend on environmental conditions not fully reproduced inside the simulated topol-
ogy. Similarly, replay timing may diverge slightly from the original traces because of
virtualization overhead, routing delays, or container scheduling behaviour within the re-
play environment.

Finally, the framework currently depends heavily on Zeek conn.log-oriented analysis.
While Zeek provides strong flow-level visibility, richer analysis involving DNS logs, HTTP
logs, Transport Layer Security (TLS) logs, certificate metadata, TLS fingerprinting fea-
tures, and application-layer protocol features has not yet been explored fully within the
current implementation.
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6.3 Future Work
Several natural extensions follow directly from the present work. One of the most im-
portant future directions concerns expansion of benign background traffic. A broader
library of replayable benign traces and service-oriented workloads would significantly im-
prove the realism of generated datasets. Future environments could include simulated
enterprise activity such as web browsing, email traffic, software updates, cloud applica-
tions, internal services, authentication systems, development workflows, and user-driven
interaction patterns. Increasing benign traffic diversity would also improve the statistical
balance of future anomaly-detection experiments.

Another important extension involves scaling the framework beyond a single host. A dis-
tributed replay architecture using multiple machines or container-orchestration platforms
could improve realism for larger routing domains and more demanding traffic scenarios.
Integration with technologies such as Kubernetes, distributed virtual switches, software-
defined networking, or cloud-based orchestration would allow experiments involving larger
infrastructures and more complex routing behaviour.

Future work should include a replay-fidelity baseline comparison. For example, the same
PCAP traces could be replayed using the implemented Scapy-based framework and a sim-
pler tcpreplay/tcprewrite-based workflow, then compared using the same packet-level,
timing, Zeek-flow, and ML-utility metrics. This would make it possible to separate the
benefits of the proposed topology-aware replay design from the effects of replaying the
traffic in any controlled environment.

Future work should also extend the protocol-awareness of the replay environment. Al-
though packet replay preserves communication structure, richer responder logic would im-
prove realism for protocols that depend heavily on dialogue state or adaptive interaction.
More advanced protocol emulation could include stateful HTTP responders, DNS be-
haviour modelling, TLS negotiation reconstruction, or lightweight command-and-control
simulation.

The packet-to-flow provenance layer could also be extended into a formal dataset-export
interface. Such an interface would allow every generated dataset to include explicit map-
pings between original traces, replayed packets, Zeek flows, labels, and replay metadata.
This would improve auditability, dataset transparency, and long-term reproducibility for
future IDS research.

The machine-learning component also provides several opportunities for future expan-
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sion. Future evaluation should include larger datasets, more malware families, additional
benign workloads, repeated experiments using multiple delays, and stronger separation
between training and testing sources. Additional models such as Random Forest, Logistic
Regression, LightGBM, neural-network-based approaches, or sequence-oriented models
could also be evaluated. Feature engineering should likewise be expanded beyond basic
conn.log statistics. Future experiments could incorporate richer Zeek logs including DNS,
HTTP, Secure Sockets Layer (SSL)/TLS, certificate, file-transfer, and application-layer
metadata. This would help evaluate whether replayed traffic preserves useful behavioural
properties beyond basic connection-level statistics.

Finally, future work could investigate automatic scenario generation and continuous dataset
production. Instead of replaying only manually selected PCAP traces, future systems
could automatically ingest new captures, generate replay environments dynamically, val-
idate replay fidelity, and export labelled datasets continuously. Such automation could
support long-term IDS evaluation pipelines and continuously updated research datasets.

6.4 Final Remarks
Despite its current scope limitations, the framework establishes a strong foundation for
reproducible replay-centred malicious-traffic generation and dataset creation for network-
security research. The thesis demonstrated that controlled topology reconstruction, deter-
ministic packet rewriting, centralized gateway-based capture, explicit provenance track-
ing, automated labelling, and replay-based traffic generation can be integrated into a
unified and reproducible workflow suitable for ML-based IDS experimentation. The eval-
uation results further showed that replay-generated traffic preserved many of the flow-level
statistical properties required for downstream classification tasks, while also supporting
controlled experimentation across different replay, routing, and delay configurations. The
framework should therefore be viewed not only as a prototype implementation, but also
as a methodological contribution toward more reproducible, auditable, and extensible
traffic-generation practices within network-security research.
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7

Ethical Considerations

7.1 Research Ethics and Safe Experimentation
The ethical perspective of this thesis is informed by the Menlo Report, which adapts the
Belmont principles to information and communication technology research and empha-
sizes the principles of respect for persons, beneficence, justice, and respect for law and
public interest [5]. This framework is particularly relevant because the thesis concerns cy-
bersecurity experimentation, malicious network traffic, and potentially dual-use technical
artefacts.

The project was designed to minimize ethical and operational risk throughout the de-
velopment process. No real end-user traffic was collected, and the malicious traces used
by the framework originated from controlled sandbox environments rather than from live
victim systems or production infrastructure. An important ethical characteristic of the
final framework is that dataset generation relies on replayed PCAP traces rather than
active malware execution. Previously captured traces are reconstructed and replayed in-
side an isolated environment, reducing the risk of unintended or uncontrolled malicious
behaviour during dataset generation.
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7.2 Containment and Dual-Use Considerations
Containment was treated as a core engineering requirement rather than as an optional
operational safeguard. The framework uses generated local topologies, deterministic ad-
dress mapping, centralized gateway-based routing, controlled replay placement, and iso-
lated Docker networks to reduce the risk of uncontrolled external communication. The
replay-centred architecture also improves transparency regarding experimental bound-
aries. Because replay traffic traverses a centralized gateway, capture placement and net-
work visibility remain explicitly controlled throughout the experiments.

The work additionally acknowledges the dual-use nature of malicious-traffic research.
Techniques developed for replaying or reconstructing malicious communication could po-
tentially be misused if deployed irresponsibly. However, the purpose of the framework is
defensive and research-oriented. The objective is not to facilitate offensive deployment or
malware development, but rather to support reproducible IDS dataset generation, traffic
analysis, and anomaly-detection evaluation.

For this reason, the thesis emphasizes replay traceability, dataset provenance, labelling
transparency, and controlled experimentation rather than operational attack automation.
If the framework or generated datasets are distributed in the future, care should be taken
to share replay artefacts, labels, documentation, and derived metadata without unneces-
sarily distributing active malware binaries or dangerous execution components.

7.3 Data Handling and Publication Considerations
The thesis focuses primarily on network traces and derived flow labels rather than on per-
sonal user data, which substantially reduces many common privacy risks associated with
enterprise traffic collection. Nevertheless, future publication of replay-generated datasets
should still include clear documentation regarding sample origin, replay methodology,
topology mapping assumptions, packet transformations, and labelling procedures. Such
transparency is important not only for scientific reproducibility, but also for account-
ability and responsible cybersecurity research. Documenting how datasets are generated,
transformed, and labelled helps other researchers evaluate methodological limitations and
reduces the risk of misleading or weakly documented benchmark construction. These
considerations are consistent with the Menlo Report’s emphasis on respect for law, public
interest, and responsible disclosure practices within information-security research [5].

Regarding public release of artefacts, the implementation repository has been published
on GitHub to make the framework code and documentation available. The intended
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public artefacts are limited to the scripts, Docker-related configuration logic, helper files,
and usage documentation needed to reproduce the framework. The repository is con-
figured so that generated or sensitive experiment artefacts, such as PCAP files, Zeek
output directories, labelled CSV datasets, ground-truth files, and temporary replay out-
puts, are excluded from version control through .gitignore. Raw malicious PCAP files,
third-party PCAP traces, derived Zeek logs, and labelled flow datasets are therefore not
planned for unrestricted public release by default, because they may contain sensitive net-
work indicators, third-party data, or information that could support misuse if distributed
without review. If datasets are released in the future, they should be limited to carefully
reviewed, anonymized, or synthetic examples together with clear documentation of their
origin, transformations, and labelling procedure.

In the current evaluation, the risk of private-information leakage was reduced by using
controlled or publicly available research PCAP traces rather than traffic collected from
private users or production enterprise networks. However, PCAP traces and derived Zeek
logs may still contain sensitive network identifiers, such as IP addresses, domain names,
hostnames, URLs, certificates, or protocol metadata. Therefore, any future dataset release
should include an additional review and sanitization step, such as removing or anonymiz-
ing sensitive identifiers and documenting the transformation process before publication.

7.4 Use of AI Tools
Generative AI tools, including ChatGPT, were used during the thesis process for lan-
guage refinement, grammar correction, code assistance, and improvement of text read-
ability. AI-assisted tools were also used to support the preparation and refinement of
some explanatory figures. Console-output figures in Appendix B were captured from the
implemented experimental workflow.

All implementation work, experiments, system design decisions, analysis, and final ver-
ification of the thesis content were performed by the author. The author reviewed and
validated all generated text, code, and figures before inclusion in the final thesis.
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8

Conclusion

This thesis presented a reproducible framework for reconstructing, replaying, captur-
ing, and labelling malicious network traffic inside a controlled containerized environment
for future machine-learning-based intrusion-detection research. Starting from sandbox-
generated PCAP traces, the framework automatically extracts communication structure,
generates a synthetic replay topology, replays the traffic inside isolated Docker networks,
captures the resulting communication at centralized observation points, and produces la-
belled Zeek flow data through explicit replay metadata.

A central outcome of the thesis is the replay-centred dataset-engineering approach, which
improved reproducibility, containment, experimental control, and label transparency. The
thesis therefore contributes primarily to methodology and reproducible infrastructure,
rather than to the development of a novel IDS model.

The implemented framework addresses several limitations identified in the IDS dataset
literature by improving replay traceability, provenance, and dataset reproducibility. Rela-
tionships between original traces, replayed traffic, gateway captures, Zeek flow summaries,
and final labels are preserved throughout the workflow, allowing experiments to be regen-
erated under controlled conditions.
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Machine-learning validation using Zeek flow features and an XGBoost classifier showed
that replay-generated datasets achieved classification performance close to datasets gen-
erated directly from the original PCAP traces. The experiments also demonstrated that
replay-generated traffic remained useful for mixed-dataset evaluation scenarios involving
both original and replay-derived traffic. The results suggest that replay-centred recon-
struction preserved many of the flow-level statistical properties required for downstream
flow-based IDS experiments, even after topology reconstruction, packet rewriting, sim-
ulated routing, and gateway delay injection. Several limitations remain, including re-
stricted benign workload diversity, limited protocol-state emulation, and evaluation using
a relatively small number of traffic traces and Zeek flow features. Nevertheless, the thesis
demonstrates that reproducible malicious-traffic reconstruction is both feasible and useful
for network-security research. The resulting framework establishes a strong foundation
for future replay-centred IDS dataset generation, replay fidelity evaluation, and controlled
ML-based network-security experimentation.
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Experimental Dataset

Table A.1: PCAP traces used in the experimental evaluation.

Field Value

Identifier 2025-06-13-traffic-analysis-exercise.pcap

Source https://www.malware-traffic-analysis.net/2025/06/

13/index.html

Attack
type/family

Malware / intrusion traffic; exact malware family not stated by
the public source

Capture date 2025-06-13

Traffic label Malicious

SHA-256 33e274d7246f4eca8fbe7337c465c7ded077cd650d5d4d42481cad822c962741

Publication sta-
tus

Publicly available source PCAP; thesis uses a derived 5000-
packet subset

Used in evalua-
tion

Replay-fidelity analysis, Zeek labelling, packet-to-flow map-
ping, Dataset 1 generation, and ML validation
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Field Value

Identifier 2026-04-23-traffic-from-SmartApeSG-activity.pcap

Source https://www.malware-traffic-analysis.net/2026/04/

23/index.html

Attack
type/family

SmartApeSG malware activity

Capture date 2026-04-23

Traffic label Malicious

SHA-256 bc4b6f4f5913523a13cc079f00a7bb30a8822e58603fad6d82c28f013809dd80

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 1 generation (5 000-packet subset), Dataset 2 genera-
tion (10 000-packet subset), and ML validation

Identifier
2026-02-03-GuLoader-for-AgentTesla-style-

infection-with-FTP-data-exfil.pcap

Source https://www.malware-traffic-analysis.net/2026/02/

03/index.html

Attack
type/family

GuLoader / AgentTesla-style infection with FTP data exfiltra-
tion

Capture date 2026-02-03

Traffic label Malicious

SHA-256 9fbd2e59fb9981cb6d9d5cbf7e0f12fb6f7cb56d1a944f7eb34e5fddf8e54c31

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 1 generation, Dataset 2 generation, and ML validation

Identifier 2026-05-08-macOS-Shub-Stealer-infection.pcap

Source https://www.malware-traffic-analysis.net/2026/05/

08/index.html

Attack
type/family

macOS Shub Stealer infection

Capture date 2026-05-08

Traffic label Malicious

SHA-256 e1e2d5c5a4e71e7c6f8a1d7dcaad53fd0f3f3ecdd34a9325b53d04e4d1cf0e65
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Field Value

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation (10 000-packet subset) and ML validation

Identifier 2026-05-11-macOS-malware-infection-traffic.pcap

Source https://www.malware-traffic-analysis.net/2026/05/

11/index.html

Attack
type/family

macOS malware infection traffic

Capture date 2026-05-11

Traffic label Malicious

SHA-256 3f4c418774b6860247c9053db6062081eaf98f514b02401850aa7e49ad1ff1ea

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation (10 000-packet subset) and ML validation

Identifier 2026-01-09-VIP-Recovery-traffic.pcap

Source https://www.malware-traffic-analysis.net/2026/01/

09/index.html

Attack
type/family

VIP Recovery malware traffic

Capture date 2026-01-09

Traffic label Malicious

SHA-256 42a49060889d44dee993f6b1c6493e5a1ec2c708befdd28c8d57c039f406af2d

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation and ML validation

Identifier 2026-01-20-Xworm-infection-traffic.pcap

Source https://www.malware-traffic-analysis.net/2026/01/

20/index.html

Attack
type/family

Xworm infection traffic

Capture date 2026-01-20
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Field Value

Traffic label Malicious

SHA-256 271fd88240a28c2c5a2fdbec769e0746a6b2384199d94455c3dc0de8917ea270

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation and ML validation

Identifier 2026-02-02-KongTuke-activity-for-MintsLoader-and-GhostWeaver-RAT.pcap

Source https://www.malware-traffic-analysis.net/2026/02/

02/index.html

Attack
type/family

KongTuke activity for MintsLoader and GhostWeaver RAT

Capture date 2026-02-02

Traffic label Malicious

SHA-256 b7b770b626c7e0ed46284b11c066594f6f77a77a562b0514cf5921d339745a8b

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation (10 000-packet subset) and ML validation

Identifier 2026-04-06-SmartApeSG-traffic.pcap

Source https://www.malware-traffic-analysis.net/2026/04/

06/index.html

Attack
type/family

SmartApeSG malware traffic

Capture date 2026-04-06

Traffic label Malicious

SHA-256 a46c76bbf8cf91e7a7249d1ec1fc4d91cfba9db66f7640bdb1c3c2f0f3f6b2d6

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation (10 000-packet subset) and ML validation

Identifier 2026-04-13-XLoader-infection-traffic.pcap

Source https://www.malware-traffic-analysis.net/2026/04/

13/index.html
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Field Value

Attack
type/family

XLoader infection traffic

Capture date 2026-04-13

Traffic label Malicious

SHA-256 482a9c90793565dd1be62e4212bbc3af07bdaa6577296e3220c87e5c2aa2d070

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation and ML validation

Identifier 2026-04-16-Lumma-Stealer-infection-with-Sectop-RAT.pcap

Source https://www.malware-traffic-analysis.net/2026/04/

16/index.html

Attack
type/family

Lumma Stealer infection with Sectop RAT activity

Capture date 2026-04-16

Traffic label Malicious

SHA-256 a430dc87508451dad8e70a7ed9b5d912054482d16745b4eadd93411e44dd41fc

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation (10 000-packet subset) and ML validation

Identifier 2026-04-22-macOS-malware-infection-from-ClickFix-script.pcap

Source https://www.malware-traffic-analysis.net/2026/04/

22/index.html

Attack
type/family

macOS malware infection from ClickFix script activity

Capture date 2026-04-22

Traffic label Malicious

SHA-256 f06e6c3a388dbd534eb54d72a5ea7f998f2c48c3ebd7b68f247df3d017eb5e7d

Publication sta-
tus

Publicly available source PCAP

Used in evalua-
tion

Dataset 2 generation (10 000-packet subset) and ML validation

77

https://www.malware-traffic-analysis.net/2026/04/16/index.html
https://www.malware-traffic-analysis.net/2026/04/16/index.html
https://www.malware-traffic-analysis.net/2026/04/22/index.html
https://www.malware-traffic-analysis.net/2026/04/22/index.html


Appendix A. Experimental Dataset

78



B

Experimental Console
Outputs

This appendix contains selected console outputs.

Figure B.1: Extract topology.

Figure B.2: Generate compose based on simulated topology.
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Figure B.3: Starting docker compose.

Figure B.4: Rewriting process in replay stage.
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Figure B.5: Replay process.

Figure B.6: ML validation 50/50 using Dataset 2 replayed traffic.
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