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Enhancing NOEL3 RISC-V processor with CHERI memory protection
Alfonso Carballo Boullosa
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Abstract

Memory safety vulnerabilities are a concern in modern computing systems. CHERI (Ca-
pability Hardware Enhanced RISC Instructions) is an architectural extension that replaces
traditional pointers with capabilities that include permissions and bounds, among other
metadata. This allows fine-grained memory protection and compartmentalization that
provide guarantees against a number of these safety issues. This thesis presents the addi-
tion of CHERI into NOEL3, a 32-bit RISC-V processor characterized by its deterministic
barrel architecture, multiple extensions and emphasis on fault tolerance and reliability.
The baseline processor has been extended with the microarchitectural structures needed
to support CHERI, such as capability registers, tags and enforcement logic. The imple-
mentation, targeting the KCU105 FPGA evaluation board, was verified and debugged by
means of specific instruction tests through comparison with a golden signature to ensure
compliance with the CHERI specification. With respect to the standard NOEL3 with
Physical Memory Protection, results indicate an average clock rate degradation of 37 %,
while resource utilization (heavily influenced by CLB LUTS) is increased by 38 %.

Keywords: CHERI, capability, tag, metadata, address, memory
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1

Introduction

Modern computing systems are susceptible to a wide range of memory safety vulnerabili-
ties [1]. These classes of defects constitute a substantial fraction of severe security failures
observed in production hardware and software platforms. Microsoft has determined that
70% of vulnerabilities treated as CVEs (Common Vulnerabilities and Exposures) are
memory-related [2], while Google’s Chromium project has revealed that around 70% of
“serious security bugs are memory safety problems” [3].

Four well-known types of these vulnerabilities are the following:

 Buffer overflows [4]: a program writes more data into a buffer than this can store,
therefore overwriting adjacent memory locations.

o Use-after-free errors [4]: a program continues to use a pointer which should have
been cleared (dangling pointer) after its corresponding memory region has been
deallocated.

o Pointer corruption: the value held by a pointer is accidentally or maliciously modi-
fied, allowing it to access a different memory region.

o Privilege escalation: design flaws or weak protection measures result in an unin-
tended obtention of higher or broader permissions.

Virtual memory, processor privilege levels, software strategies like stack canaries and
coarse-grained hardware isolation primitives like RISC-V Physical Memory Protection
(PMP) [5] are conventional mechanisms deemed insufficient to guarantee memory safety
at a fine-grained, per-object level [6].

CHERI [7, 8] (Capability Hardware Enhanced RISC Instructions) introduces architectural
capabilities (pointers with hardware-enforced bounds, permissions, and unforgeability) to
mitigate such vulnerabilities at the hardware layer, building on the idea of capability-
based computing systems [9] and the concept of fat pointers [10, 11]. CHERI has been
integrated into experimental RISC-V prototypes and select commercial cores, but remains
an emerging technology with limited architectural diversity, incomplete toolchain and
software ecosystem support, and lacking evaluation across different microarchitectural
designs.
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1.1 Related work

Developed by the University of Cambridge and SRI International, CHERI is extensively
documented in a technical report [12] produced by these two entities. It has been imple-
mented on MIPS and ARM (Morello [13, 14]). Besides that, several implementations of
CHERI on RISC-V have been made:

« CHERI-CVAG [15], an open-source core extended for research purposes.
« Codasip X730 [16], the first commercial CHERI-RISC-V CPU.
o CHERIOT [17], an implementation for small devices initially developed by Microsoft.

These efforts demonstrate that CHERI provides spatial and temporal memory safety
[4, 18, 19]: the former prevents out-of-bounds access and the latter prevents access to
freed memory. It also supports compartmentalization, enables fine-grained privilege re-
duction and can be applied to execute C programs with the memory safety that this
programming language lacks [20, 21]; it has also been applied to embedded systems [22].
However, existing implementations are either research prototypes (FPGA-based, not op-
timized for industrial requirements) or commercial implementations with limited public
insight. Furthermore, the RISC-V CHERI spec states that capability permissions are en-
forced alongside privilege-based mechanisms such as PMP, a relationship that has not yet
been deeply evaluated. Therefore, the literature strongly motivates further investigation
into microarchitecture-specific CHERI implementations. As of now, there have been no
known efforts in implementing CHERI in the frame of fault tolerance or multithreading,
giving us a solid ground and justification to undertake our proposed project.

1.2 Purpose and goal

This thesis proposes to add CHERI to Frontgrade Gaisler’s NOEL3 [23], a recently re-
leased RISC-V processor with unique microarchitectural features and designed for use in
space applications (RISC-V space-grade systems have only recently begun to gain popu-
larity [24]). We intend to evaluate its functional correctness and quantify the architectural
overheads; the results will expand the understanding of CHERI applicability beyond ex-
isting prototypes, providing insight into the applicability of CHERI across diverse RISC-V
microarchitectures and contributing to the development of future secure processors.

Although CHERI’s effectiveness has been demonstrated, the integration effort is complex
and implementing it requires modifying certain structures within the processor. Exist-
ing CHERI-RISC-V implementations leave open the question of how CHERI interacts
with different microarchitectural organizations. The problem addressed in this thesis is
therefore:

How can CHERI be integrated into NOELS3, and what performance and hard-
ware implications arise from the integration?

Given these statements, we defined the scope to be the following:
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o Researching CHERI specification to understand the purpose, operation, encoding
and decoding of capabilities.

« Translating the theoretical knowledge of CHERI it into a series of required changes
to the standard NOELS3.

o Applying those modifications to the standard processor in question, incorporating
the necessary microarchitectural structures and logical changes required for the op-
eration and, if necessary, verification of the enhanced core.

e Designing a workflow that effectively and efficiently verifies the functional correct-
ness of the design, resulting in a series of tests that allow us to debug our imple-
mentation.

o Comparing the verified, CHERI-enhanced NOEL3 with its baseline counterpart,
analyzing the overhead incurred in terms of performance and resource utilization to
incorporate the capability architectural model.

1.3 Thesis outline

Following this Chapter 1, Chapter 2 offers an insight into RISC-V and why its PMP
mechanism lacks appropriate security. After this, it moves on to a detailed explanation of
CHERI and why it offers strong memory protection guarantees; said section delves into
the concept of capabilities and how these are handled at the register and memory level.
The chapter concludes with a description of NOEL3 and its main features.

Chapter 3 describes the overall workflow followed in the project. It connects the study
of CHERI and NOEL3, the implementation process, the successful directed verification
flow, the attempted TestRIG flow and the final FPGA evaluation. It also explains how
the main tools were used, including the role of GHDL and Verilator in the attempted
RVFI-DII/TestRIG integration.

Chapter 4 moves on to a deeper technical level to break down specific microarchitectural
changes, listing modifications made to specific pipeline stages, the memory structure and
certain aspects of instruction flow control. It then briefly describes the additional logic
required to communicate with a random testing environment.

Chapter 5 covers the testing method and the debugging process. It first explains the
aforementioned random testing environment and the issues that prevented us from suc-
cessfully using it to verify our implementation. What follows is a thorough description of
our specific testing process, including methodology and underlying principles, the actions
performed by the tests themselves and how these are executed and their results compared
with expected values.

Afterwards, Chapter 6 states the finished design’s functional correctness before focusing
on comparing the baseline processor with the modified version, breaking down the setup
used and analyzing and discussing implementation results and the consequent overheads
in performance and resource utilization.
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Finally, Chapter 7 summarizes the achievements and goals fulfilled in this project, also
highlighting possible future opportunities.
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Technical Background

There are several concepts which are essential for this project; they have been mentioned
in Chapter 1 and will be explained in this chapter in further detail. Firstly, RISC-V will
be introduced, leading to PMP and why it fails to provide appropriate memory protection.
An overview of NOEL3 will follow, explaining the processor’s main features and why it
is an interesting base onto which implement CHERI. Lastly, a technical breakdown of
CHERI will close this chapter, stating why it provides memory security and how it is
designed to deliver it. For greater detail than is provided about CHERI in this chapter,
please refer to the official specification [7].

2.1 RISC-V and PMP

RISC-V [25] (Reduced Instruction Set Computer Five) is an open source ISA (Instruction
Set Architecture) that is becoming increasingly widespread in industry. The architecture
is based on 32 registers (20 to 31, each with its own alias) of length XLEN, which can be
32 or 64 bits. A thread (or hart) has an address space of 2XLEN bytes; a word is defined
as 4 bytes or 32 bits, the same size and alignment as base RISC-V instructions; there are
also a Program Counter (PC) register and CSRs (Control and Status Registers). This
project makes use of the 32-bit architecture.

RISC-V includes a standard feature called Physical Memory Protection (PMP) [26], which
lets software partition physical memory into regions and assign access permissions (read,
write, execute) to each of these regions. The RISC-V PMP unit consists of a small number
of configuration registers (typically up to 16 or 32 entries). Each entry defines a physical
address range (using one or two registers for start and end) and a set of access permissions
for that range. The permissions indicate whether loads, stores, or fetches from that region
are allowed in the current privilege mode. On each memory access, the processor checks
the address against the PMP entries to determine if the access should be permitted.

The weakness of this mechanism is its enforcement of protection at the granularity of
memory regions (via fixed address ranges) rather than individual objects or pointers. This
means that if a pointer is accidentally or maliciously misused (e.g., through an out-of-
bounds computation), PMP cannot prevent illegal access unless region protections happen
to catch it. Furthermore, PMP entries are limited in number and must be configured in
software; dynamic use (e.g., per-pointer permissions or a large number of fine grained
objects) would exhaust the hardware. In safety-critical domains like aerospace, these
limitations motivate use of a finer-grained scheme like CHERI, which provides per-object



2. Technical Background

capabilities to enforce bounds and permissions.

2.2 CHERI

CHERI offers its own memory access control by substituting integer pointers with object
called capabilities. Two guiding principles dictate the way CHERI works:

o Principle of least privilege: running software shall have the minimum and lowest
essential number of privileges [27].

o Principle of intentional use: if several privileges are available, the software must
explicitly state the one being used.

Furthermore, three properties are derived from CHERI’s protection mechanism:
1. Provenance: valid capabilities shall only be derived from other valid capabilities.

2. Integrity: corrupted capabilities shall not be eligible for access (also called derefer-
ence).

3. Monotonicity: when modifying a capability, its bounds and rights shall be equal or
reduced, never increased [28].

2.2.1 Capability definition, tags and storage

If the baseline system’s architecture uses a certain number of bits (XLEN), capabilities
will be stored in registers of length 2*XLEN = YLEN. The address to where the capability
points is stored in the lower XLEN bits(this field is also used to store regular values when
the register is not used as a capability); the metadata (essential information for CHERI’s
operation) is stored in the higher XLEN bits.

A tag is a hardware-managed bit associated to a capability, as seen in Figure 2.1; if
it is set, the capability has been correctly created and is valid, and can therefore be
dereferenced. The tag will remain set if the capability is modified properly according to
CHERI’s three properties of protection:

1. Provenance: one capability tag is needed as input to write another capability.
2. Integrity: a capability must not have any corrupted values.

3. Monotonicity: capability writes must not increase bounds or rights and must set
the output capability’s tag.

When failing any of these checks, either the tag is cleared or an exception is raised; the
latter will also happen when attempting to use an invalid capability as a valid one.

The register file is doubled in length to accommodate capabilities (z0 receives empty
metadata and a cleared tag, a null capability). For capabilities stored in memory [29],
every aligned YLFEN-bit wide region also has a tag, which will be cleared if any aligned
YLEN/8 region is written with an instruction that is not a capability store which is
allowed to set the tag: a capability must be modified as a whole. The PC is also extended
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XLEN-1 0]

Metadata (bounds, permissions, etc.)

Address

XLEN

Figure 2.1: Capability storage and tag (marked V). Image extracted from the CHERI
spec document.

and becomes a capability, adding security to code flow control; its address field is the same
as in standard RISC-V so that the hardware can update it. This capability is checked
on every executed instruction; it also includes the M-bit, which allows to change the
processor’s operation mode between CHERI and standard RISC-V; this is enabled by the
Zyhybrid extension. Several CSRs are also extended to support the new functionality. On
startup, bounds and permissions must be set so that boot instructions can be executed;
at the same time, root capabilities with unlimited bounds and permissions are created.

2.2.2 Capability bounds and addresses

The capability’s metadata includes the bounds (range of memory addresses accessible),
from the base (included) to the top (not included). These are encoded in a manner alike
floating point. This leads to an essential concept: representability.

Suppose a capability with a certain address a and metadata that results in certain decoded
bounds (the address pointer participates in bounds encoding and decoding, as explained
later). Now suppose that a new capability is derived from it, with address a” and the
same metadata. If the new capability shares base and top decoded bounds with the
previous capability, a’ is considered to be inside the source capability’s representable
range. Otherwise, the derived capability will have its tag set to zero.

It is important to note that the representable region is wider than the dereferenceable
region. If the pointer is within the former and outside of the latter, a hardware exception
should be raised due to an invalid memory access; the capability, however, will remain
valid. This is done to support certain semantics such as a loop where the pointer value may
be just beyond the array’s limit; comparison is allowed, but data retrieval is not. These
concepts are graphically explained in Figure 2.2. The representable region may wrap
around zero in a circular manner, but the decoded top address does not; this prevents a
possible vulnerability that attackers might exploit to escalate their privileges.

2.2.3 Architectural permissions

The metadata contains a field that stores its permissions: Read (R) from memory, Write
(W) to memory, Execute (X) instruction in memory, Capability (C), Access System
Registers (ASR) and Load Mutable (LM).
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Unrepresentable regions:
bounds cannot be represented if

top address is in these regions

7 Representable space (spacer):
address | [~ address may have any value in
7 this region

base

Dereferenceable region:
base < address < top, memory
access is permitted in this region

Figure 2.2: Capability bounds and regions. Image extracted from the CHERI Concen-
trate.

C allows loading (from memory) or storing (to memory) a capability with its tag, prop-
agating its authority to the destination capability. Loading requires Reading permissions
and storing requires Writing permissions. If the C' permission is missing, loaded and
stored capabilities will have their tag cleared. ASR allows access (both read and write)
to Control and Status Registers (CSRs).

LM allows propagation of the W permission to the target (or destination) capability.
Suppose the following instruction: ly rd, 0(rs1), which loads into rd the capability held in
the memory address pointed to by rsi. If rs1 has LM set, then rd will preserve W and
LM from the capability pointed to in memory. Otherwise, W and LM will be cleared in
rd; this is a key security feature, since it effectively allows the creation of read-only copies
of capabilities. This has two main advantages:

o Preventing privilege escalation: if LM were ignored, any loaded capability would
have writing access.

o Creating immutable references without duplicating memory content; the target reg-
ister can point to a specified memory region while only being able to read it.

Some permissions are dependent on others; for our choice of encoding (see Subsec-
tion 2.2.4), each property will be available if its corresponding logical condition is true:

e R:independent of other permissions

W:not(C) or LM

X:R and (W or C) and ((C and LM) or not(C or LM))
« ("R

ASR: W and C and X

e LM:C

As mentioned in Subsection 2.2.1, the PC capability is checked on every instruction: its
tag must be set, it must have the X permission and all bytes in the instruction (RISC-V
fetches multiple bytes on every instruction) must be within bounds.
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2.2.4 CHERI encoding formats

In this project, we will use the RV32 LYmwl0Orcipc encoding. The meaning of this
character string is the following:

RV32: RISC-V, 32-bit architecture.

L: indicator that the following parameters define the encoding; intended for stan-
dardization and simplicity.

Y: CHERI.
mwl0: mantissa width is 10 bits.

rc1: one additional bit is used in encoding, the out-of-bounds representable region
is centered and guaranteed to be at least one quarter of the capability’s length.

pc: permissions are not encoded using one bit for each; rather, a compressed format
takes advantage of dependencies between permissions.

2.2.5 Metadata description

The format in which capabilities are stored is shown in Figure 2.3. The parameters
defined in the metadata are the following:

SDP: software-defined permissions.

AP, M: architectural permissions and operation mode.

GL: global flag.

CT: seal state of the capability (optional, not used in our CHERI implementation).
EF: internal exponent format.

Lg: top address reconstruction bit.

T: top address bits.

TE: top address exponent bits.

B: bottom address bits.

BE: bottom address exponent bits.

31 30 29 25 24 23 21 20 19 18 17 12 11 10 9 2 1 0

SDP

AP M GL|Reserved [CT|EF| L, T[7:2] TE B[9:2] BE

Address

Figure 2.3: RV32Y capability register format. Image extracted from the CHERI spec
document.
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2.2.6 Bounds encoding and decoding

Capability bounds, like in floating-point, are encoded with a scheme where the larger the
number to be encoded, the lower the precision. The exact bounds can be decoded using
the stored pointer and the encoded bounds. If the pointer moves past the representable
region, a different set of bounds will be decoded, and the capability will have its tag
cleared, as explained in Subsection 2.2.2. The algorithm is very similar to the one
proposed in the CHERI Concentrate [30].

The internal exponent, first value needed to encode bounds, will be defined as
E = size_of(length[31 : 9]) — count__leading_zeros(length[31 : 9])

This means that if the length is smaller than 2°, E will be zero. In that case, EF can
be set to one and the fields TE and BE will be used to store more top and bottom bits
(adding precision), while Lg stores bit 8 of the length, i.e. LMW — 2] for MWWV = 10.
Otherwise, EF will be set to zero, with TE, BE and Lg storing the exponent and trading
precision for a larger dereferenceable region. Considering top () and bottom (b) actual
bounds, Table 2.1 shows how fields 7" and B are encoded into the capability’s metadata.

’ E=0= EF=1 ‘ E>0= EF=0; TE and BFE used to store exponent ‘

(T & TE) = t[7:0] T[7:2] = t[E+7:E+2] + round

round = 1 if t[E+1:0]!=0, else 0
Lg = length’s MSB

(B € BE) = b[9:0] B[9:2] = b[E+9:E+2]

(Ls & TE ¢ BE) = 2} - E

Table 2.1: Capability bounds encoding. Notations: A/X:Y/ means bits X down to Y in
vector A; (A & B) means the concatenation of vectors A and B.

The inverse process is to be described now. Considering the values in Table 2.2,
Code 2.1 and Figure 2.4 show how to calculate different decoding parameters and
obtain the capability’s complete bounds. The first E bits of the decoded bounds are zero,
which means that the dereferenceable region will be aligned to 2% bytes.

’ Parameter ‘ Value ‘
XLEN 32
Exponent Width EW 5
Mantissa Width MW 10
CAP MAX FE XLEN — MW+2=24

Table 2.2: RV32Y parameters for bounds encoding.

2.2.7 CHERI instructions

The new functionalities added by CHERI mean there is a list of new instructions re-
lated to capabilities. For greater detail about their encoding, please refer to the CHERI
specification document.

10
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if EF = 1{
E = 0;
T[1:0] = TE; //[1:0] means bits 1 downto O in the vector
B[1:0] = BE;
LCout = T[7:0] < B[7:0]; //1 if true, O if false
LMSB = L8;
Yelsed{
E =24 - (L8 & TE & BE); //& means vector concatenation
T[1:0] = 0;
B[1:0] = 0;
LCout = T[7:2] < B[7:2]; //1 if true, 0 if false
LMSB = 1;
}
T[9:8] = B[9:8] + LCout + LMSB;
A[9:0] = alE+9:E]; //a is the current pointer
R[9:0] = B - 278;
ct = (T <R) - (A<R); //Each comparison returns 1 if true, 0 if false
cb= (B <R) - (A<R);

Code 2.1: CHERI parameter decoding pseudocode; a is the capability’s current pointer.
Values from Table 2.2 are implicitly used.

MXLEN E+MW E 0

{1'b0, a[MXLEN - 1:E + MW]} + ct T[MW - 1:0] 0

MXLEN+1

(2.4a) Top bound decoding; note that 1’00 is a single zero bit, concatenated to the fol-
lowing expression within braces.

MXLEN-1 E+MW E 0

a[MXLEN - 1:E + MW] + cb B[MW - 1:0] 0

MXLEN
(2.4b) Base bound decoding.

Figure 2.4: Capability bounds decoding. Images extracted from the CHERI spec doc-
ument.
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2. Technical Background

o Address set instructions:

addy rd, rs1, rs2 - Copies the capability in rs! to rd, increments rd’s address
by the value in rs2.

addiy rd, rs1, imm - Copies the capability in rs! to rd, increments rd’s address
by the 12-bit immediate value imm.

yaddrw rd, rs1, rs2 - Copies the capability in rsi to rd, sets rd’s address to
the value in rs2.

e Metadata manipulation instructions:

yperme rd, rsl, rs2 - Converts metadata permissions values into a 32-bit
bitmap. Any high bit in rs2 will clear the corresponding bit in the bitmap.
The capability in rs! is copied to rd and rd’s permissions are given the newly
calculated values.

ymuo rd, rs1 - Copies the capability in rsI to rd bit by bit; rd’s tag will be the
same as rs1’s tag.

packy rd, rs1, rs2 - Moves the lower XLEN bits of rs1 to the lower XLEN bits
of rd and the lower XLEN bits of rs2 to the higher XLEN bits of rd; sets rd’s
tag to zero.

yhiw rd, rs1, rs2 - Copies the capability in rs1 to rd, replaces rd’s metadata
with the value in rs2. It is a pseudoinstruction for packy.

ybndsw rd, rs1, rs2 - Copies the capability in rs1 to rd, sets rd’s base to the
value in rs! and the length of the bounds to the value in rs2.

ybndswi rd, rs1, imm - Copies the capability in rs! to rd, sets rd’s base to the
value in rs! and the length of the bounds to the 10-bit immediate value imm.
Only rd = rs1 is supported.

ybndsrw rd, rsi1, rs2 - Copies the capability in rs! to rd, sets rd’s base to the
value in rs! and the length of the bounds to the value in 7s2. The base is
rounded down and the top is rounded up by the smallest margins possible to
accommodate for the requested capability.

yamask rd, rs1 - Sets rd to a mask that can be used to round addresses to set
exact bounds for the nearest representable length to the value in rsi.

o Metadata reading instructions:

ybaser rd, rs1 - Obtains rs1’s base bound and stores it in rd.
ylenr rd, rs1 - Obtains rs1’s bounds’ length and stores it in rd.
ytagr rd, rs1 - Obtains rsl’s tag, zero-extends it and stores it in rd.

ypermr rd, rs1 - Converts metadata permissions values into the same 32-bit
bitmap as in ypermc. The bitmap is stored in rd.

ytyper rd, rs1 - Obtains rs1’s capability type and stores it in rd.

12



2. Technical Background

— srliy rd, rs1, shamt - Performs a logical right shift of shamt bits to rsi, filling
the upper bits with zeros; the result is written to rd.

— yhir rd, rsI - Obtains rsI’s metadata and stores it in rd’s address field. It is
a pseudoinstruction for srliy.

o Capability comparison instructions:

— syeq rd, rs1, rs2 - Compares rs1 and rs2 and sets rd to 1 if these capabilities
are exactly equal.

— ylt rd, rs1, rs2 - Sets rd to 1 if the tags of rsi and rs2 are equal and the
bounds and permissions of rs2 are a subset of those of rs1.

o Capability load and store instructions:

— ly rd, offset(rs1) - Calculates the address of the memory access by adding an
immediate 12-bit offset to the value in rsI and uses this capability to authorize
memory access. It then loads an aligned YLEN-bit value from memory and
stores it as a capability in rd. If rsi’s tag is zero or if it does not have C
permission, rd’s tag will be set to zero. If rs! does not have LM permission,
an implicit ypermc is performed to clear W and LM permissions from rd.

— sy rs2, offset(rs1) - Calculates the address of the memory access by adding an
immediate 12-bit offset to the value in rs! and uses this capability to authorize
memory access. [t then stores the YLEN-bit capability in rs2 in the calculated
memory access. The stored capability’s tag is set to zero if rs2’s tag is zero or
if rs1 does not have C permission.

2.2.8 Changes to base RISC-V instructions

Whenever a register is used as an address in load/store operations, all YLEN bits of the
capability are used; the lower XLFEN bits are used as the address, while the metadata
is used to authorize memory access. Instructions that write back an address (such as
auipe, explained below) write the full capability; for all others, the metadata is zeroed. If
a capability with a new address is returned, the result is created using the semantics of
yaddrw.

Load and store instructions authorized by a capability stored in a register rs1 will raise
an exception if rs! is z0, if its tag is not set, if a load is attempted without R permission
or if a store is attempted without W permission. Load instructions, except ly, will clear
the capability tag and metadata of the destination register. Store instructions, except sy,
will clear tags from the memory locations that are being written.

The PC is also updated using the semantics of yaddrw. The auipc instruction, which
stores the PC’s address plus a 32-bit offset (formed by a 20-bit immediate that has been
left shifted 12 bits) is unaltered in its functioning and jump instructions such as jal and
jalr are unaffected.

For the branch instructions beq and bne, if rs1 is in a higher physical location than rs2
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(for instance, rs1 being x5 and rs2 being x4 ), the encoding is reserved for future changes
to the CHERI specification.

2.3 NOEL3

NOEL3 [23] is a 32-bit RISC-V processor core developed by Frontgrade Gaisler for space
and safety-critical applications. It is described in VHDL and meant to be synthesized
into FPGAs or ASICs. It is optimized for fault tolerance [31] and deterministic execution
time, making it well suited for real-time systems in aerospace where timing predictability
and reliability are paramount. NOEL3’s features, which are explained below, make it a
“clean” RISC-V core for deterministic, mission-critical systems, and its straightforward
design greatly simplifies timing analysis, which is valuable for real-time certification; all
of this makes NOEL3 a unique option for CHERI implementation.

2.3.1 Barrel architecture

Unlike superscalar or out-of-order CPUs, NOEL3 uses a “barrel” architecture; it schedules
independent hardware threads in a round-robin fashion each clock cycle. Conceptually, if
the core has N threads, the fetch stage gets an instruction from thread 0 in cycle 0, from
thread 1 cycle 1, and so on. By cycle N, the fetch stage returns to thread 0, while the
second pipeline stage is processing an instruction from thread N-I. This means that at
every pipeline stage there is work being done for a different thread. A diagram showing
this architecture is shown in Figure 2.5.

This design eliminates data hazards and the need for complex forwarding logic, since no
two stages ever handle the same thread simultaneously; branch prediction is not needed
either. Each thread’s instructions progress through the pipeline in a time-sliced fashion,
and one thread’s instructions are retired each cycle (rotating among the threads). The
result is fully predictable timing: the execution time of a thread’s program does not
depend on the particular mix of instructions in other threads, since pipeline stalls never
occur. However, it also means that if some threads are idle, the processor’s throughput
is lower (since it still cycles through all contexts). In NOEL3, the number of threads is
configurable (typically from 2 to 7).

C Fetch Decode Execute Memory | Writeback
ycle t
TO T1 T2 T3 T4
Fetch Decode Execute Memory | Writeback
1 1
Cyele i+ T4 TO Tl T2 T3

Figure 2.5: Barrel architecture diagram.

14




2. Technical Background

2.3.2 Pipeline design

Figure 2.6 shows a simplified view of the processor’s pipeline. The figure highlights the
main processing stages that an instruction goes through inside the core, from the early
decode steps up to execution, memory access, and register write back. Although the actual
implementation includes additional details and configurable options that are not covered
here, this simplified representation is useful to understand the basic instruction data flow.
For a complete description, the original Gaisler documentation should be consulted, in
particular the NOEL3 user manual [32].

The main pipeline stages shown in the figure can be described as follows:

e DECI: decodes the source register fields of the instruction, so the processor can
determine which operands must be read.

o« DEC?2: performs the actual instruction decoding and generates the control signals
required by the following stages.

o EX0: does forwarding from the write to read port in the register file.

o EX1: generates the next program counter and prepares load and store operations
towards the DTCM.

o EX2: executes the operation in the ALU.

o FX3: handles bus access and writes results back to the register file.

’—b[ITCM)—P(DECI DEC2 | EX0 —( EX1 | EX2 }»EX3)
|

BUS

Figure 2.6: Simplified NOEL3 pipeline diagram.

The connection from EXI back to the ITCM represents the path used to provide the
next program counter to the fetch stage. This allows the processor to continue fetching
the correct instruction stream after sequential execution or a control flow change. The
connection from EX3 back to RF represents the write back path, through which the result
produced by an instruction is written into the register file and becomes available for later
instructions.

2.3.3 Tightly coupled memories

To achieve deterministic memory access, NOEL3 uses on-chip tightly coupled memories
(TCMs) for instructions and data, rather than traditional caches. There is one instruction
TCM (ITCM) and one data TCM (DTCM), each implemented as simple scratchpad RAM
directly connected to the pipeline. Accessing an address in TCM always takes the same
fixed number of cycles (a single cycle in the current configuration), with no chance of a
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cache miss. This makes timing fully deterministic.

Using TCMs means lower and predictable access latency [33, 34], since there are no cache
tags or lookup tables and access is guaranteed for real-time code or data (for example, crit-
ical routines can be placed in the ITCM so they never stall). The trade-off is that TCMs
typically have smaller total capacity than a cache hierarchy and must be managed explic-
itly by software (data and instructions must be placed in them by linker configuration or
code). NOELS also provides a separate off-chip (AHB) bus for accessing larger memory
or peripherals, but those accesses are not time critical. Additionally, since NOEL3 has
been designed for small microcontrollers, the entire software can be expected to fit in the
TCMs in most scenarios.

2.3.4 Extensions and other relevant features

NOELS3 implements the RV32I base integer instruction set. In addition, it includes several
standard RISC-V extensions, each of which is optional and can be turned on or off at
design time. By selecting a subset of these extensions, NOELS3 can be tailored to the target
application: for example, omitting floating-point functionality to save area, or including
only necessary atomic operations for concurrency.

o M: integer multiplication and division.

o A: atomic instructions for concurrency.

o F' single-precision floating-point arithmetic.

o (' compressed instructions to reduce code size.
e B: bit manipulation instructions.

o Zfh: half-precision floating-point operations.

e Zfa: additional floating-point instructions.

e Debug module

In addition to the above, NOELS3 offers other features which are important for embedded
systems and space applications. It adheres to the AMBA AHB bus protocol [35], simplify-
ing integration with other peripherals or memory systems that use AHB. Memory blocks
(in FPGA or ASIC) can use error-correcting codes (ECC), and register files can be tripli-
cated with majority voting (Triple Modular Redundancy, TMR) if very high reliability is
needed; these fault-tolerant features help NOEL3 operate correctly in the radiation-rich
environment of space. The processor is also compliant with the GrLIB IP library conven-
tions, which means it has a parameterized configuration (clock gate enable, pipeline flush
on branch misprediction, etc.) and integrates with standard bus masters/slaves.

2.4 Concluding remarks

We have provided an explanation that includes the flaws present in PMP, the conventional
RISC-V memory protection mechanism. This scenery suggests that an architectural ex-
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tension such as CHERI is a plausible solution for these safety issues; its capability-based
approach provides bounds and permissions enforcement at the object level, greatly mini-
mizing unintended or malicious memory accesses during instruction flow. Understanding
these concepts allows us to devise a design that integrates these features into the specific
microarchitecture of NOEL3.
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Method

This chapter describes the overall workflow followed in the project, from the initial study
of CHERI and NOEL3 to implementation, verification and evaluation. The purpose is
to connect the design details, verification work and evaluation results presented in the
following chapters.

3.1 Overall workflow

The work was carried out as an iterative hardware design and verification process. First,
the CHERI RISC-V specification was studied to identify the architectural state, instruc-
tion behavior, tag handling, exception behavior and memory access rules required by
the capability model. In parallel, the baseline NOEL3 implementation was analyzed to
identify where these requirements affected the existing pipeline, register file, CSR logic,
tightly coupled memories, bus accesses and exception handling.

The information gathered during this analysis was then translated into a set of concrete
microarchitectural changes. These changes were implemented incrementally in the pro-
cessor, with small simulation tests used throughout development to debug instruction de-
coding, capability propagation, memory accesses, tag handling and exception generation.
The implementation was not treated as a single monolithic change, but as a sequence of
modifications that were repeatedly simulated and corrected before moving to larger tests.

Once the core CHERI functionality was implemented, the verification work followed two
paths. The successful path used directed assembly tests, a Python preprocessing script
and the existing NOEL3 simulation environment to compare the processor output against
expected signatures. The attempted path explored random instruction testing through
TestRIG and the RVFI-DII interface, but this flow was not completed successfully within
the project. Both paths are part of the method because the second one influenced the
verification-related logic added to the design, even though it was not used as the final
source of functional correctness.

Finally, the verified design was evaluated by implementing different baseline and CHERI
configurations on an FPGA target. These configurations were used to separate the over-
head caused by CHERI from the overhead caused by other features such as memory size,
PMP and the FPU.
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3.2 Tool flow

Different tools were used for different parts of the workflow. Questa was used as the main
simulation and debugging environment. It was the tool used for the directed verifica-
tion flow, where assembly tests were loaded into the processor simulation, executed, and
compared against expected signatures. This was the successful verification path used to
support the functional correctness claims in this thesis.

GHDL and Verilator were used in the attempted TestRIG integration flow. The reason
for using both tools was that TestRIG communicates with implementations through a
C++ socket-based interface and expects a model that can interact with the RVFI-DII
infrastructure [36, 37, 38]. Since NOEL3 is written in VHDL, it could not be connected
to this C++ environment directly. GHDL was therefore used to translate the VHDL
design into an intermediate Verilog representation. Verilator was then used to compile
this generated Verilog into a C++ simulation model. Around this model, additional
C++ logic was intended to handle the socket communication with TestRIG, inject DII
instructions into the processor and return RVFI execution traces.

This GHDL and Verilator based flow was exploratory and was not the final verification
method. It exposed the practical difficulty of connecting the modified VHDL processor
to TestRIG, including version differences in the CHERI encoding, possible bugs in the
RVFI-DII interface and the effort required to interpret failing random traces. For that
reason, the project moved to the directed testing flow described in Section 5.1, while the
TestRIG work remained an attempted verification approach described in Section 5.2.

Vivado was used for synthesis, implementation, area extraction and timing analysis on the
FPGA target. The reports produced by Vivado were used to compare the baseline and
CHERI configurations in terms of resource utilization and maximum achievable frequency.

3.3 Connection between method and thesis structure

The following chapters follow the same structure as the workflow. Chapter 4 describes
the processor modifications introduced to implement CHERI support. Chapter 5 de-
scribes both verification paths, separating the successful directed tests from the attempted
TestRIG flow. Chapter 6 then uses the verified implementation to quantify the timing
and hardware cost of adding CHERI to NOELS.
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Design

This chapter presents the design changes introduced in NOEL3 to support CHERI, to-
gether with the additional logic added for verification. The first part of the chapter
describes the architectural and microarchitectural modifications required to handle ca-
pabilities in the processor. This includes changes to the datapath, register file, memory
system, control and status registers, instruction decoding, execution stages, exception
handling and tag storage (Section 4.1).

The second part of the chapter describes the logic added to expose the internal proces-
sor state through the RVFI-DII verification interface. This interface is used to observe
instruction execution and compare the behavior of the modified processor against the
expected architectural model (Section 4.3).

4.1 Modifications in NOEL3

Microarchitectural changes were introduced in NOEL3 to support the functionality re-
quired by CHERI. The original processor operates on 32-bit integer values and uses a
conventional 32-bit program counter, register file and memory path. In the CHERI ex-
tended version, pointer values must carry additional architectural information. In this
implementation, a capability is represented as a 64-bit value, composed of a 32-bit ad-
dress and 32 bits of metadata, together with a separate validity tag. Therefore, supporting
CHERI required structural modifications across the pipeline, the register file, the mem-
ory system, the control and status registers, the exception logic, and the memory access
paths.

The added logic allows the processor to create, derive, manipulate and dereference ca-
pabilities. It also enforces the required protection checks when a capability is used to
access memory or to update the program counter. These checks include validating the
tag, checking that the requested address is within the bounds encoded in the capability,
and verifying that the requested operation is allowed by the permission bits. If one of
these checks fails, the processor raises a CHERI fault. In this implementation, all CHERI
access failures are reported using a single exception cause, with mcause set to Oxic. The
faulting address is stored in mtval.

CHERI support is integrated into the existing NOEL3 pipeline because the capability
state affects the normal execution path of the processor. Capabilities are not handled as
values processed by an external block. Instead, the address field, metadata field and tag
move through decode, execution, memory access and write back together with the rest
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of the instruction state. This affects explicit CHERI instructions, memory operations,
control flow instructions, traps, CSR accesses and forwarding paths.

The instruction set was extended with operations for reading, writing, deriving and in-
specting capabilities. These instructions update address fields, modify bounds, change
permissions, inspect tags and move capability values between architectural locations; all
of this is done according to the RV32 LYmwl10rcipc encoding (see Subsection 2.2.4).
Some instructions produce ordinary integer results, while others produce capability re-
sults. This distinction is important because integer operations must not create valid
capabilities. Only instructions with capability semantics may propagate or generate valid
tags.

To support these changes, the datapath was extended in the pipeline stages marked in
red in Figure 4.1. The instruction fetch path is highlighted separately in blue, since it
is easy to confuse with the normal left-to-right pipeline flow. The numbered markers in
the figure provide a direct mapping between the diagram and the subsections that follow.

(8)
@ 1 ® @ /5]

r(ITCMHDECI RF DEC2 }»( Exo }»{ Ex1 }>( Ex2 }>{EX3)
|

instruction
fetch path

BUS

Figure 4.1: Simplified NOEL3 pipeline diagram with modified stages marked in red.
The instruction fetch path is highlighted in blue, and the numbered markers map the
diagram to Table 4.1.

Table 4.1 explains how the numbered markers in Figure 4.1 correspond to the subsec-
tions in this chapter.

The register file, program counter, instruction and data memories, CSR logic, forwarding
paths and bus interface were adapted to transport either ordinary 32-bit values or com-
plete capability values, depending on the instruction being executed. The main differences
between the original and modified design are summarized in Table 4.2.

4.1.1 Changes to instruction fetch

The first major modification affects the instruction fetch path. In the original NOEL3
design, the program counter is a 32-bit value used directly to fetch instructions from the
instruction memory. With CHERI, the program counter is represented as a capability.
Therefore, instruction fetch is no longer only an address generation operation. The pro-
cessor must also preserve and check the metadata and tag associated with the program
counter capability.

The execute permission check for instruction fetch is performed in EX0. At this point, the
processor verifies that the program counter capability is valid and that execution from the
selected address is allowed. If the program counter capability is not valid, if the execute
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Marker | Related subsection | Meaning in the diagram ‘

1 Subsection 4.1.1 Instruction fetch path. This includes the ITCM,
the program counter capability path, the
redirection path back to instruction fetch, and the
execute permission check performed before the
fetched instruction is allowed to proceed.

2 Subsection 4.1.2 Register file changes. The RF stores widened
64-bit capability values together with validity tags.
3 Subsection 4.1.3 Decode changes. DEC2 identifies CHERI

instructions and generates the control information
needed by the capability datapath.

4 Subsection 4.1.4 Execution-stage changes. The EX stages perform
capability manipulation, bounds checks,
permission checks and tag propagation.

5 Subsection 4.1.5 Exception and trap handling. Fault information is
produced in the later execution stages and written
to the trap-related CSRs.

6 Subsection 4.1.6 Memory and tag storage. The ITCM and DTCM
are extended with tag storage, and memory
operations preserve or invalidate tags according to
the CHERI rules.

Table 4.1: Mapping between Figure 4.1 and the design subsections.

’ Component ‘ Original NOEL3 ‘ CHERI extended NOEL3
Register file 32 GPRs, 32-bit each 32 GPRs, 64-bit each, with tag storage
Program Counter 32-bit 64-bit, with one tag bit
CSR storage 32-bit 64-bit, with tag support where required
mtvec 32-bit trap vector 64-bit trap vector capability, with tag
mepc 32-bit return PC 64-bit return capability, with tag
mequse 39-bit trap code Widened storage; 0x1c used for CHERI

faults
mitval 32-bit trap value Widened storage; reports the faulting
address
TCMs 32-bit words 32-bit words with parallel tag storage
One tag bit per 32-bit word, implemented
Tag memory None using BRAM
External bus 39_bit accesses Checked by CHERI loglc, without tag
preservation

Table 4.2: Key datapath structures before and after adding CHERI support to NOELS3.
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PC capability EXO0 execute check
addr | tag, bounds, . IT(,)M D.ECI .
retadata | tag e instruction data fetched instruction
A

v
‘ CHERI fault ’ ‘ parallel ’

mcause=0x1c tag storage
mtval=PC

Figure 4.2: Instruction fetch with a program-counter capability. The fetch address is
only used after the execute permission, bounds and tag checks have succeeded; failed
checks generate a CHERI fault.

permission is not present, or if the address is outside the bounds allowed by the capability,
the processor raises a CHERI fault. In this case, mcause is set to Ox1c, and mtval receives
the failing program counter address. This ensures that instruction fetch is subject to the
same capability protection model as data memory accesses.

The ITCM was extended with parallel tag storage. Since the memory remains organized
around 32-bit words, the implementation stores one tag bit per 32-bit word. A full
capability spans two 32-bit words. When a capability is read from memory, the resulting
capability tag is set only if the tags of both words are set. If either tag is clear, the loaded
capability is invalid.

This approach forces capability storage to be aligned to two 32-bit words, which is inef-
ficient in terms of flexibility because a valid capability must occupy the expected 64-bit
aligned pair. However, BRAM storage is cheap enough for this design, and the approach
simplifies the memory path. It also reduces the amount of logic required to reconstruct
and validate a loaded capability. In the future, if support for less restrictive capabil-
ity placement is required, this enforcement could be relaxed by modifying the memory
wrapper and tag reconstruction logic.

The same principle is used for the DTCM. Capability data and tag information are stored
separately, and tag updates are controlled by the hardware. The capability store instruc-
tion sy writes both the data and the corresponding tag information. In contrast, an
ordinary store does not create a valid capability tag. If ordinary data overwrites one half
of a previously stored capability, the pair of tags is no longer valid for reconstructing a
tagged capability.

Control flow instructions also required changes to the fetch path. Instructions such as
JALR, trap entry and trap return may update not only the address component of the
program counter, but also the associated capability metadata. The fetch path must
therefore use the updated hart context after these operations. This guarantees that the
next instruction is fetched using the correct program counter capability, including its
bounds, permissions and tag.
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4.1.2 Changes to the register file

The register file was widened to store complete capability values. Each architectural
register now contains a 64-bit value, formed by the 32-bit address and 32-bit metadata
fields, together with separate tag storage. The tag is not part of the integer value itself.
It is architectural validity information used to determine whether the associated bits
represent an authorized capability. This separation is important because the processor
must be able to store arbitrary integer values without allowing them to become valid
capabilities.

Capability CSRs
mepc, mtvec

!

Original RF widen CHERI RF ! Pipeline operand )
3;1i1.nad 64-bit value addr |
i + Vahdlty tag metadata | tag
N J

Write back /
forwarding
data and
tag together

Figure 4.3: Register file and CSR capability datapath after the CHERI extension. Ca-
pability data and validity tags are moved together through operand read, forwarding and
write back.

The register file storage follows the same general structure used in NOEL3, where two port
RAM blocks are used as the basis for storage. In the CHERI extended implementation,
the register datapath was doubled from 32 bits to 64 bits, while the tag storage was
implemented using BRAM. The same base memory IP is reused for the register file, [ITCM
and DTCM. Each structure then has wrapper logic that implements the specific behavior
required for register accesses, instruction memory accesses or data memory accesses.

This change has two important consequences. First, ordinary integer operations must
still behave as expected for existing RISC-V code. Integer results may update the data
portion of a register, but they must not create valid capabilities. Second, CHERI in-
structions must be able to consume and produce complete capability values. The design
therefore distinguishes between instructions that operate on ordinary integer data and
instructions that produce capability results. When an operation invalidates a capability,
the destination tag is cleared even if the data bits are still written.

The forwarding and write back paths were also affected by this change. A forwarded
capability must include the address field, the metadata field and the tag. Forwarding
only the 64-bit data value would not be sufficient, since the consumer instruction must
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know whether the value is still a valid capability. Similarly, write back must update
the data and tag consistently. Otherwise, a register could contain mismatched data and
validity information, which would break the capability protection model.

The same concept was applied to control and status registers. The relevant machine
mode CSRs were extended to 64 bits plus a tag. For CSRs implemented as flip-flops, this
extension is direct because the storage is explicit in logic. For CSRs stored in BRAM, the
extension follows the same approach as the GPR register file, since they share the same
widened storage structure.

The mtvec CSR stores the trap vector as a capability. Its address field provides the trap
handler entry address, while its metadata and tag provide the authority used when control
is transferred to the handler. The mepc CSR stores the return program counter as a capa-
bility. On trap entry, the interrupted program counter capability is saved into mepc. On
mret, the program counter capability is restored from mepc. This is required because trap
entry and trap return are control flow operations and must preserve capability metadata.

The mscratch and mtval CSRs were also extended to hold capability sized values. In the
case of mtval, the implementation stores the failing address when a CHERI fault occurs.
CSRs whose architectural meaning is an integer cause or status field still use their data
bits to encode the corresponding value, even though the underlying CSR storage has been
widened.

4.1.3 Changes to the DEC2 stage

The DEC2 stage was extended to recognize the new CHERI instructions and generate
the control signals required by the added datapath logic. In the original design, decode
mainly identifies the instruction class, selects operands, and configures the existing ALU,
memory and CSR paths. With CHERI, decode must additionally determine whether an
instruction consumes capabilities, produces capabilities, reads tags, writes tags, modifies
metadata, or performs a checked memory access.

tag, bounds and ] ‘( f?ileld che(lzlk
permission checks J VL ault pat
mcause=0x1lc
A\ 4 A\ 4
EX3
pres Ll EX2 write back
CHERI decode capability ALU selected result / bus
A A
Ze;)};il;ﬁg}; c;):tltr;zls derived capability
update )éhecksg address, metadata, tag

Figure 4.4: Decode and execution flow for CHERI operations. DEC2 marks the required
capability behaviour, while the execution stages perform the checks, derive the result and
route either the capability result or the fault information.
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The CHERI decode logic identifies operations that manipulate bounds, permissions, tags
and address fields. It also selects whether the result should be treated as an integer value
or as a capability value. This distinction is important because the destination tag must
be updated according to the semantics of the instruction. For example, an instruction
that derives a valid capability from another valid capability may preserve the tag, while
an instruction that produces a plain integer must not create a valid capability tag.

The decode stage also generates control information for exception handling. Instructions
that dereference capabilities, update the program counter, or access capability metadata
require additional checks in later stages. DEC2 therefore marks which operands must be
interpreted as capabilities and which checks must be performed before the instruction can
commit its result. This allows the new functionality to be integrated into the existing
pipeline without changing the general flow of instruction processing.

Another important responsibility of decode is to prevent ambiguity between integer and
capability interpretations of the same register contents. Because the register file stores
64-bit values and tags, the same physical storage can hold either ordinary integer data or
a valid capability. The instruction semantics determine how the operands are interpreted.
The decode signals therefore control whether the later stages use only the integer portion
of the operand or the full capability, including metadata and tag.

4.1.4 Changes to the execution stages

The execution path required changes across several pipeline stages. The main purpose
of these changes is to perform capability checks, derive new capability values, and route
complete capability objects through the pipeline. This affects arithmetic and logical
operations, memory accesses, CSR accesses, jumps, traps and write back.

As described in Subsection 4.1.1, EX0 performs the execute check for the program
counter capability. This stage verifies that the processor is allowed to fetch and execute
the instruction at the selected address. If the check fails, the instruction fetch is treated
as a CHERI fault, mcause is set to Ox1c, and mtval is updated with the failing program
counter address.

In EX1, the operand selection multiplexers were extended so that they can select complete
capability values rather than only 32-bit operands. Load and store operations were also
modified to propagate address, metadata and tag information. Before a memory access
is issued, the source capability is checked. If the source register tag is clear, the access
is invalid because the operand does not represent a valid capability. If the tag is set, the
processor verifies that the requested address is within bounds and that the permission
bits allow the operation. If one of these checks fails, the processor raises a CHERI fault
and stores the failing memory address in mtval.

EX1 also contains the execution logic used for CHERI capability operations, including
the bounds encoding logic. This logic derives updated capabilities from source capabil-
ities, modifies address fields, updates permissions, computes representable bounds, and
generates the metadata associated with the result. The capability logic must enforce the
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rule that derived capabilities cannot increase authority. A derived capability may reduce
authority, for example by narrowing bounds or removing permissions, but it must not
create authority that was not present in the source capability.

The result tag is generated from the operation semantics and from the validity of the
source operands. A capability derived from an invalid source cannot produce a valid result.
Similarly, an operation that attempts to generate an unrepresentable or unauthorized
capability clears the result tag. This keeps the validity of the result tied to the same
checks that generate the data and metadata fields.

The memory interface required special handling because the connection between the
pipeline and the memories remains 32 bits wide. A complete capability is 64 bits plus tag
information, so capability load and store operations require two iterations. In the first
iteration, the metadata half is read or written. In the second iteration, the address half
is read or written. The tag information is handled in parallel through the tag storage
associated with the corresponding memory words.

The final execution stage, EX3, handles bus access and register file write back. This
stage was extended so that complete capabilities can be written back to the register file,
including their tag. It also handles accesses to the external bus when an operation is
not served by the local memories. External accesses are still checked using the CHERI
permission, bounds and tag logic, so the processor can prevent invalid reads, writes or
instruction accesses to external addresses.

The external bus does not preserve capability tags. Therefore, capability load and store
instructions such as [y and sy cannot rely on external memory or peripherals to store and
return valid tags. The access itself is still protected by the capability used to address the
external region, but the external target is treated as not having tag storage.

4.1.5 Exception and trap handling changes

CHERI affects exception and trap handling because the program counter is no longer
only a 32-bit address. On trap entry, the processor must preserve enough information to
return to the interrupted context as a valid capability. Therefore, mepc was extended to
store the return capability and its tag. Similarly, mtvec was extended to hold the trap
vector capability used to enter the trap handler.

This change is required for correctness. If the trap handler were entered using only a
raw address, the processor would lose the capability metadata associated with the control
flow authority. Likewise, if mret restored only an address, execution after the trap would
continue without the correct bounds, permissions or tag state. By representing both the
trap vector and return PC as capabilities, the processor preserves the CHERI execution
model across exceptions.

The exception logic was updated to report CHERI access failures using a single CHERI
fault cause. In this implementation, mcause is set to Ox1c for invalid execute, read and
write attempts caused by failed tag, bounds or permission checks. The faulting address is
reported through mtval. Using a single CHERI fault cause simplifies the exception logic

27



4. Design

and the software visible fault model. The drawback is that software cannot distinguish the
exact reason for the failure directly from mcause. For example, tag, bounds and permission
failures all use the same cause. However, this approach is sufficient for detecting illegal
capability use and for reporting the address that caused the failure.

Trap entry and trap return also required changes in the CSR datapath. When a trap is
taken, the current program counter capability must be saved into mepc. When the pro-
cessor executes mret, the program counter capability is restored from mepc. Similarly, the
trap target is obtained from the capability stored in mtvec. This keeps exception handling
compatible with the capability control flow model and prevents traps from becoming a
path through which capability metadata is lost.

4.1.6 Memory and tag storage

The memory system was extended to store tags alongside data [29]. Since tags are not
ordinary software visible bits, they must be protected from direct manipulation by regular
stores. Software can store the data portion of a capability, but it cannot forge the validity
tag. The tag is set only when the hardware performs a capability operation that stores a
valid capability. Ordinary stores do not preserve the tag information required to reload a
valid capability.

The final implementation stores tags in BRAM instead of flip-flops. This is important
because tag storage scales with memory size. In this design, one tag bit is stored per
32-bit memory word. Since a full capability spans two 32-bit words, a capability read
produces a valid tag only if both corresponding memory tags are set. If either tag is
clear, the loaded capability is invalid. Modifying only one half of a capability is therefore
enough to invalidate the capability when it is later loaded.

canability store s 32-bit data RAM | capability load
64pbit dyt Tt Y two words per —> tag = tag0
] ata a8 capability AND tagl

v

P
} tag RAM
ordinary store Y
clears affected tag one tag per

32-bit word

Figure 4.5: Memory and tag storage for capabilities. Capability data is stored as two
32-bit words, while the corresponding tag bits are stored in parallel tag memory and
combined on capability loads.

This approach is more conservative than storing only one tag per complete 64-bit ca-
pability word. It makes invalidation straightforward when only part of a capability is
overwritten. Since each 32-bit half has its own tag, the hardware can detect whether
both halves were produced by capability stores. If only one half was preserved, the recon-
structed capability is not valid. This avoids relying on additional bookkeeping to detect
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partial capability writes.

In some implementations, storing one tag per 32-bit word may also help synthesis. If the
target FPGA supports efficient memories with 33-bit wide entries, the synthesis tool may
be able to map the 32 data bits and the associated tag bit into the same physical memory
structure. This kind of fusion is less likely with a layout that stores one tag for every two
memory positions, because the tag no longer naturally belongs to a single memory word.
Therefore, even though the selected approach uses more tag bits, it can be simpler and
may be more efficient on some FPGA targets.

The base memory IP is reused for the register file, ITCM and DTCM. The wrappers
around this memory implement the different access rules required by each structure. For
the ITCM and DTCM, this means reading and writing tags in parallel with memory
data. For the register file, it means preserving one tag per architectural register. Since
all these memories are built from the same two-port memory design, they also inherit the
same EDAC protection. This keeps tag handling consistent without duplicating separate
storage designs for each block.

External memory and peripheral accesses are different because the processor cannot as-
sume that external targets implement CHERI tag storage. The processor still checks
whether the access is allowed by the source capability, but tag preserving capability stor-
age is only guaranteed for memories that implement the tag mechanism. Capability
values that must remain valid after being stored and reloaded should therefore be placed
in memories with tag support.

4.2 Optimizations

The first synthesis of the CHERI-extended processor usedaround three times the resources
of the original NOEL3 design. Most of the increase came from the CHERI tag storage
and from the capability bounds encoding logic in EX1.

The first issue was the initial implementation of tag storage. In the early version, CHERI
tags were stored using flip-flops. Although each tag is only one bit, the number of tags
scales linearly with memory size. Since the design stores one tag per 32-bit word, large
memories require a correspondingly large number of tag bits. Implementing those bits as
discrete flip-flops generated a large amount of sequential logic and significantly increased
the resrouce utilization of the design.

This was corrected by implementing the tag storage using BRAM. Tag storage is naturally
memory like because tags are indexed by address, read together with data, and updated
on stores. Using BRAM substantially reduces the resource cost compared with a flip-flop
based implementation and makes the design scale better with memory size. The same
reasoning applies to the register file tag storage, where memory based storage is a better
match for the existing NOEL3 structure than adding large amounts of explicit register
logic.

The second major resource utilization issue was located in EX1, where the capability
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execution logic performs bounds encoding. The original implementation encoded bounds
into the CHERI metadata format using an iterative loop. Although this was compact in
the VHDL source code, it synthesized into a large amount of combinational hardware.
A loop in VHDL does not imply sequential execution unless it is explicitly placed in
sequential logic. In this case, the loop was unrolled into combinational logic, producing a
large circuit with high logic cost.

The bounds encoding function was rewritten to avoid the iterative implementation. The
new version computes the required encoding more directly, reducing the amount of gen-
erated combinational logic. This significantly reduced the size of the CHERI execution
logic in EX1 and made the design more suitable for synthesis. This optimization is es-
pecially important because the bounds encoding logic is used by capability manipulation
instructions and is therefore part of a timing sensitive execution path.

No meaningful timing comparison is available for the unoptimized implementation because
the implementation setup was not working before these changes were applied. However,
the synthesis results were enough to identify the original implementation as impractical.
The EX1 logic alone was approximately 1.5 times the size of the complete baseline NOEL3
processor. Even without final timing data, such a large amount of combinational logic
would be expected to increase routing complexity and negatively affect the maximum
achievable clock frequency.

These optimisations show that adding CHERI support is not only a matter of extending
architectural state. The implementation of capability metadata and tag storage has a
direct impact on resource utilization and timing. In particular, tag storage should be
implemented as memory rather than as distributed flip-flops, and bounds encoding must
be written carefully to avoid excessive combinational logic. Without these optimisations,
the resulting design would be significantly less practical for FPGA implementation.

4.3 Microarchitectural changes for verification

Our verification strategy initially involved using TestRIG [36], a RISC-V framework which
is compatible with CHERI. In order to support its usage, NOEL3 was extended with
the RVFI-DII interface, which consists of two complementary components: the Direct
Instruction Injection (DII) mechanism provides a test input, while the RISC-V Formal
Interface (RVFI) produces an execution trace output.

When a DII instruction trace is received, the corresponding 32-bit word is inserted directly
into the fetch queue on each cycle. This mechanism bypasses the conventional program
counter and branch selection logic, meaning that, during injection mode, NOEL3 does
not compute the next program counter internally but instead consumes instructions se-
quentially from the injected stream. This approach guarantees that the core can correctly
process externally supplied instruction sequences as required by TestRIG.

On the retire side, the existing NOEL3 trace infrastructure is extended to conform to the
RVFI format. For each retired instruction, the processor generates a set of RVFI signals
(known collectively as an execution trace), including relevant architectural values; these
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are redirected to the external interface.

Unfortunately, we were not able to complete the communication between our core and
TestRIG, which will be explained in Section 5.2.

4.4 Concluding remarks

This chapter has described the design changes required to integrate CHERI support into
NOEL3. The processor datapath, register file, CSR storage, memory system, exception
logic and execution stages were extended to handle capability values, metadata and tags.
The chapter has also explained tag storage optimizations and RVFI-DII related changes
added for verification. Together, these modifications define the microarchitectural basis
of the CHERI-extended NOEL3 implementation evaluated in the following chapters.
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Verification

In parallel to the design of the modified processor, a verification strategy was defined using
two approaches. Firstly, we attempted to use TestRIG (introduced in Section 4.3) for
random instruction testing. Due to several difficulties, specific directed tests were executed
instead to check that the implementation correctly performs the CHERI instructions listed
in Subsection 2.2.7.

5.1 Specific testing (successful approach)

We created directed tests to verify individual CHERI instructions and selected corner
cases. This manual approach is slower than automated test generators (see Section 5.2),
but it gave direct control over the executed instruction sequences, the expected architec-
tural state and the memory locations used to store observable results.

Each test is written as a RISC-V assembly file. During execution, the test stores selected
results to memory. These values are later extracted from the simulated processor and
compared against a golden signature generated from markers in the assembly source.
This makes the tests self checking at the signature level, while still allowing the compiled
code and the simulation waveforms to be inspected when a mismatch appears.

Because this environment does not use a CHERI aware assembler, capability instructions
cannot be assembled directly from their mnemonics and operands. Instead, they are
translated into raw instruction words before compilation. This translation is performed by
a Python script, as shown in Code 5.1. The process also generates the expected signature
file from special markers written in the assembly source, as illustrated in Code 5.2. The
overall specific testing process is shown in Figure 5.1.

In order to automate the process, the Python script takes a RISC-V assembly input file
(.8) and translates CHERI instructions into their opcode while leaving standard RISC-V
instructions unaltered. It also creates a signature file (.sig) with the expected values,
provided that these are contained in the input file after a special comment marker (//).
Other comments, starting with a hashtag (#), are discarded, as well as empty lines.

Tests were divided into three different categories: positive, negative [39] and stress. Due
to the fact that some instructions’ validity can only be checked by executing others, it
is necessary to assume that all helper instructions used by the test work correctly. For
example, in order to check that a capability is correctly created, the tag must be checked,
which means assuming that the instruction used to read the tag is correctly executed.
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S File ﬁanslligatg%%s;ipt;pcode
RISC-V + CHERI .
Extract signature markers

Signature
Expected results

Compare |
hl
Detect errors

Figure 5.1: Specific testing process diagram.

Specific registers from the RISC-V naming convention [40] are used in these tests. Register
a0 is a root capability (see Subsection 2.2.1) that holds the address used to sequentially
store data in memory. Register t0 stores the loop iteration variable. Register ¢ stores
the capability under test. Registers t2, t3 and ¢4 store auxiliary values, which may be
capabilities or ordinary integers depending on the test. Register t5 stores integer values
and t6 stores read capability tags. For greater detail about CHERI instructions, please
refer to Subsection 2.2.7.

in_loop: //steploop 0 96 4 in_loop:
a0, a0, 4 0x0045251b
tl, t1, a0 0x0ca31333
sw t0, 0(t1) sw t0, 0(t1)
addi tO, tO, 4 addi tO, tO, 4
bne t0, t5, in_loop bne t0, t5, in_loop

Code 5.1: RISC-V assembly code before (left) and after (right) the Python script.
CHERI instructions are translated into their raw opcode.

5.1.1 Positive tests

Positive tests are carried out to ensure that the implementation correctly performs CHERI
instructions. These tests execute valid instruction sequences, without attempting mali-
cious actions, and check that capabilities are correctly derived, encoded, decoded, manip-
ulated and used for dereferencing.

Address manipulation

The pointer in a0 is manipulated with yaddrw, addiy and addy, storing the address after
each operation. Validity is checked using ytagr, and the resulting tag is stored in memory.
Afterwards, ymuv is executed and the copied capability address and tag are stored. The
following step checks metadata manipulation. Two 32-bit integer values are written into
t1 using yhiw. The address of ¢1 is stored, followed by the tag, which should have been
cleared. The metadata in ¢ is then read using yhir and stored.
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sw tl, 0(t1) // 0x80000084 80000084
in_loop: // steploop 0 96 4 0
a0, a0, 4 4
tl, t1, a0 8
sw t0, 0(t1) .. ..
addi tO0, tO, 4 96 80000090
bne t0O, t5, in_loop

Code 5.2: Signature file generation and comparison example. Markers in the code on
the left lead to the signature file in the middle, which is compared to values read from
memory (listed in the code at the right).

Bounds modification and reading

The two instructions that set bounds (ybndsw and ybndswi) are used to set ¢1’s pointer
as its own base and to use a register-stored value or an immediate as the length of its
dereferenceable region. The new values for base and length are then stored. The correct
execution of ybndsrw is then checked, comparing the expected rounded values with the
actual ones.

Architectural permission clearing

Each permission is removed individually in 7 by means of the ypermc instruction; the
new set of permissions is read with ypermr and compared with the expected value, taking
into account that clearing certain permissions might clear others (see Subsection 2.2.3).
6 tests are executed here, one for the clearing of each permission.

Rounding mask calculation, type reading, subset and equality checks

This test involves executing yamask and comparing results with expected values, testing
different exponent alignments. Following this, ytyper is executed to check that capabilities
are unsealed: this is expected since we are not implementing the sealing extension of
CHERI. Another tests carried out are those of capability subset (ylt) and equality (syeq);
for these, t1 is compared with a0 in two scenarios: the former being a copy of the latter
and the former having its permissions cleared.

Capability load and store

Finally, in order to ensure ly and sy work correctly, a0 is loaded to memory and then
stored in t2, both operations being authorized by a0 itself. Equality between the two
capabilities is then examined with syeq.

5.1.2 Negative tests

Negative tests attempt to exploit possible flaws in the implementation. Taking the role of
a hypothetical attacker, the aim is to increase capability bounds and permissions, forge a
capability, dereference outside decoded bounds, use an invalid capability and alter data
within a capability.
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Any instruction that violates CHERI principles should raise an exception that triggers a
custom trap handler (for simplicity, we will say that an instruction traps whenever this
takes place). This handler retrieves the faulty instruction’s address (using csrr to read
the mepc CSR), stores it into memory as an expected result, and resumes test execution
at the following instruction.

Dereferencing outside bounds but within representable region

A copy of a0 is made in t1, after which ybndswi sets a new length and addiy moves the
pointer one byte past the top bound; this is done to test whether bounds are established
exactly as expected. A standard RISC-V store instruction (sw) is then attempted using
t1 as the authorizing capability, which should trap. A common vulnerability associated
to this test is that of buffer overflows.

Moving the pointer past the representable region

The pointer is moved beyond the representable region. This would result in different
decoded bounds in the new capability, which causes the tag to be cleared. This new value
of the tag is stored in memory.

Architectural permission clearing

This test removes permissions individually in the same manner as the positive tests. After
clearing each permission, instructions are executed attempting to make use of it, as well
as others that have been cleared as a result of dependencies; all instances should trap.

e R and W are checked using [w and sw respectively

C' is checked using ly and sy

X is checked by trying a jump to another instruction using jalr

o ASR cannot be checked in our implementation due to the absence of the user-thread
utide CSR

e LM is checked using the following steps: a capability with W permission is stored
in memory and then loaded by an authorizing capability that lacks LM. This loaded
capability should have W cleared, which will cause an sw instruction to trap.

Invalid address modification

The address in t1 is modified using a non-CHERI instruction, such as addi. This clears the
tag, which should render the capability unable to authorize memory access; lw, sw, ly and
sy are attempted, all of which should trap. This test verifies whether the implementation
can detect cases of pointer corruption.

Reading metadata or packing data and attempting to use the destination reg-
ister as a capability

Memory accesses with [(w, sw, ly and sy are attempted with 1 as the authorizing capa-
bility, after it has been used as the destination register of packy in one test and yhir in
another; all attempts should trap. This test, as well as the previous one, can be linked to
use-after-free errors; clearing the tag essentially means to mark the pointer as invalid.
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Attempting to escalate bounds

Two instructions such as ybndsw or ybndswi are used consecutively, the second one estab-
lishing a greater length. This request to increase bounds violates CHERI’s monotonicity
principle, which leads to the tag being cleared; this tag is read and stored to memory.
This test highlights CHERI’s per-object protection against privilege escalation, a property
that gives it a substantial advantage over mechanisms such as PMP.

Invalid metadata modification

Encoded metadata bounds are manually modified in ¢7. In order to achieve this, the
capability is stored to memory, where an sb instruction stores a byte that changes the
region containing the top bound. This action should invalidate the capability, which is
then loaded and use as the authorizing capability in memory accesses, all of which should
trap. The new capability is also compared with the starting one using syeq, expecting
them to be different.

5.1.3 Stress tests

Stress tests are applied to evaluate the robustness of the processor and to find less ob-
vious weaknesses. They rely on combinations of positive and negative tests, performing
successive executions of instructions with different values. The goal is to find corner cases
where the implementation might behave incorrectly.

Capability derivation
Being a valid capability, t1 is copied into t2, then t2 into t3 and successively. The equality

of these capabilities is then checked with syeq to test that derivation remains correct after
continuous repetition.

Pointer movement

The address of ¢ is moved within its representable region after the capability has been
given specific bounds. Starting below the base and ending above the top, memory access
is attempted for each instruction word. In the dereferenceable region, an integer value
representing the offset from the base should be stored to memory; outside of these bounds,
the instruction should trap.

Architectural permission clearing

The test in this case is the same as in Subsection 5.1.2, but illegal accesses are performed
multiple times to verify our implementation’s robustness.

Attempting to escalate bounds

An iteration is made across different bounds length values for 1, ranging between 22 and
239 bytes; on each iteration, the length is doubled. Four cases are considered for each
length:

o Lowering base while keeping length constant (therefore moving the top down)

 Raising top while keeping length constant (therefore moving the base up)
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» Lowering base while keeping top constant (therefore increasing length)
 Raising top while keeping base constant (therefore increasing length)

Each of these cases consists of another loop, this time through different offsets by which
bounds are modified. These offsets range between 1 byte and the capability’s current
length, also doubling every iteration. For clarification, the code for one of the cases is
shown in Code 5.3.

1i t4, 1
bounds_len_bottom:
tl, t2
sub t3, tl, t4
t1l, t1, t3
tl, t1, t5
t6, ti
a0, a0, 4
sw t6, 0(a0)
sl1li t4, t4, 1
bgt t4, t5, bounds_len_bottom

Code 5.3: Excerpt from bounds escalation stress test.

5.1.4 Test coverage

Our specific tests cover the execution of instructions in the base CHERI set, as well as the
enforcement of CHERI properties (using said instructions correctly or maliciously). They
have been designed with the aim of achieving a functional, CHERI-aware implementa-
tion. Due to the tests being manually produced, we were not able to verify all possible
corner cases; this could be achieved with a successful use of random-instruction testing
environments (see Section 5.2).

5.1.5 Test execution on the processor

The tests were executed using a simulation environment derived from an existing Gaisler
verification environment for NOEL3. This already provided the infrastructure needed to
load programs through the debug module, control processor execution and observe the
final state of the test. The original environment was adapted so that the CHERI tests
could be compiled, loaded into the local memories, executed and checked against the
generated signatures.

After the Python preprocessing step, the processed assembly file is compiled using the
provided 1link.1d linker file. This linker file separates the instruction and data sections
so that they are placed in the ITCM and DTCM respectively. It also defines the tohost
section and symbol, and therefore the concrete tohost address is determined by the linker.
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The hardware block that implements the tohost functionality is called htif, and it is
connected to the deterministic bus. When the program writes to the selected tohost
address, the testbench detects that the program has finished.

Once the test is compiled, two auxiliary files are generated. The first one is a .dump file,
which is used to inspect the compiled program and relate executed instructions to their
addresses. This is especially useful when debugging traps, jumps or unexpected signature
mismatches. The second one is a .srec file, which is used by the testbench to load the
processor memories.

The .srec file is loaded by the testbench through the debug module. The debug mod-
ule uses the housekeeping thread to write the program and data into the corresponding
memories. After the memory image has been loaded, the testbench initializes all integer
GPRs, all floating point registers, and the CSRs that are stored in BRAM. These CSRs
are mitvec, mscratch, mepc, mcause, dpc and mtval. This explicit initialization is needed
because these structures are implemented in BRAM and are not initialized by reset. The
testbench then sets the processor entry point to the start address of the program and
resumes execution.

The program executes until it writes to the tohost address. At that point, the testbench
halts the processor and extracts the signature range from memory. The signature range
starts at the begin_ signature symbol. This symbol is aligned and reserves the memory
space used for the signature. The sig end_canary symbol is placed after this reserved
region and stores a known value, as shown in Code 5.4.

.align 4
.global begin_signature
begin_signature:

.space 0x3C000

.global sig_end_canary
sig_end_canary:
.word 0xa3096f5c¢

Code 5.4: Signature memory range markers.

The extracted memory contents are written to a signature output file, which is then
compared against the golden signature generated by the Python script. If both files
match, the test passes. If they differ, the mismatch identifies the memory position where
the observed execution diverged from the expected result, allowing us to locate and fix
errors. This process is graphically explained in Figure 5.2.
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Figure 5.2: Test execution flow in the NOEL3 simulation environment.

5.2 Random testing (attempted approach)

Automated test generation [41, 42, 43], including random instruction generation [44, 45,
46], is an efficient method to carry out exhaustive processor verification. An example of
such environments is TestRIG.

TestRIG operates by interacting with two types of entities: a VEngine (verification en-
gine) and implementations. The VEngine feeds random DII instruction traces (format in
Subsection 5.2.1) directly into each implementation’s pipeline, which returns an RVFI
execution trace (format in Subsection 5.2.2) and sends it to the VEngine for examina-
tion. Execution traces are then compared and differences are listed, which is useful when
debugging. The entire process is shown graphically in Figure 5.3.

Interaction between the VEngine and the implementations is carried out by means of a
bidirectional C++ TCP socket. TestRIG requires 8 MiB of memory accessible at address
0280000000, with all other addresses returning an access fault, and must support resetting
to a known state upon injection of a reset DII trace. This known state includes zeroed
registers, known default CSR values and zeroed memory [37].
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Figure 5.3: TestRIG workflow diagram.
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5.2.1 DII trace

rufi_cmd (1 byte): trace command. Currently, two values are defined:

— EndOfTrace = 0: reset the implementation, including registers, memory and

PC, to 0x80000000.
— Instruction = 1: execute the instruction in rvfi_insn.

rufi__time (2 bytes): time at which the instruction is to be injected. The difference
between this value and the previous instruction time gives a delay before inject-
ing this instruction. This can be ignored for models, but gives repeatability for
implementations while shortening counterexamples.

rufi_insn (4 bytes): instruction word. The lower 16 bits may decode to a 16 bit
compressed instruction.

5.2.2 RVFI trace

1 byte information elements:

rufi_intr: trap handler, set for first instruction in trap handler.
rvfi__halt: halt indicator, marks last instruction retired before execution halt.

rufi__trap: trap indicator: invalid decode, misaligned access or jump to misaligned
address.

rofi_rd__addr: write register address; 0 if not used, otherwise set as decoded.
rufi_rs2_addr: read register address, can be arbitrary when not used.
rofi_rsl__addr: read register address, can be arbitrary when not used.
rufi_mem__wmask: write mask; indicates valid bytes written, 0 if unused.

rufi_mem__rmask: read mask; indicates valid bytes read, 0 if unused.

8 byte information elements:

rvfi_mem__wdata: write data; data written to memory by this command.
rufi_mem__rdata: read data; data read from mem__addr, before write.
rvfi_mem__addr: memory access address; points to byte address, or 0 if unused.
rofi_rd_wdata: write register value; must be 0 if rd__addr is 0.

rufi_rs2 _data: read register value.

rufi_rsl__data: read register value.

rvfi_insn: instruction word, 32-bit command value.

rufi_pc_wdata: PC after instruction; following PC, either PC + 4 or jump/trap
target.

rvfi_pc_rdata: PC before instruction, value for current instruction.
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o rufi__order: instruction number, INSTRET value after completion.

5.2.3 Issues with TestRIG

We attempted to use TestRIG with a VEngine named QCVEngine (QuickCheck Verifi-
cation Engine) on two implementations: the modified processor and a golden reference
model, which in this case is Sail. However, we were not able to make the implementation
pass these tests. This failure can be narrowed down to three main reasons.

Firstly, we decided to implement version 0.9.6 of the CHERI RISC-V specification, which
was the latest version when the project started. This decision followed information given
by a researcher at the University of Cambridge whose main focus is implementing CHERI
on RISC-V. He stated that, although TestRIG targets version 0.9.3, most differences with
0.9.6 are related to instruction mnemonics. These differences are subtle, but they may
still have led to incorrect instruction encoding in some cases.

Secondly, the RVFI-DII interface and the C++ socket logic may contain design errors.
Since both parts had to be adapted to the modified NOEL3 implementation, bugs in this
interface could prevent TestRIG from working even if the processor itself had no flaws.

Finally, TestRIG is cumbersome to use without following a workflow that translates Ver-
ilog code into C++. This introduced an additional problem, since NOEL3 is written in
VHDL and therefore had to be translated. Interpretation of trace comparison results also
turned out to be exceedingly complicated. Given the project’s deadlines, it was not fea-
sible to complete the work required to format these traces and extract useful debugging
information from them.

5.3 Concluding remarks

The process of verifying the CHERI-enhanced NOEL3 has involved specific testing, en-
suring that our design correctly executes all base CHERI instructions according to the
RV32 LYmwl0Orcipc encoding; a Python script translates the latter into their opcode,
as well as generating a golden signature file with expected values. Tests are compiled
and loaded into memory through the debug module; after execution, results are read
from memory and compared against expected values. Random instruction testing us-
ing TestRIG was attempted; however, version differences, possible interface issues and
time-consuming workflow prevented us from achieving successful results with this envi-
ronment. Specific testing, however, returned satisfactory results, which will be explained
in the following chapter, beginning with functional correctness in Section 6.1.
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Evaluation

After verifying our design, the next step was to evaluate the implementation cost of
adding CHERI to NOEL3. This chapter studies several processor configurations and
compares them in terms of resource usage and timing. The goal is to separate the overhead
introduced by CHERI from the effects caused by memory size, PMP and the FPU.

The chapter is divided into four parts. First, Section 6.1 is reserved for the discussion
of functional correctness. Then, Section 6.2 describes the experimental setup and the
tools used during development, simulation and implementation. Afterwards, Section 6.3
presents the raw implementation results. Finally, Section 6.4 analyses the timing and
resource overheads introduced by CHERI.

6.1 Functional correctness

The successful completion of the verification process indicates that the proposed design
achieves an operational bare-metal implementation of the RV32 LYmwl10rcipc CHERI-
RISC-V 32-bit architecture. The implementation includes support for the base CHERI
instruction set and capability semantics, including tagged memory, bounded capabilities,
permission enforcement, and secure capability propagation. Consequently, the processor
is able to execute capability-aware software while enforcing hardware-level memory safety
guarantees. The most typical corner cases are covered.

6.2 Experimental setup

Git was used for version control during the development of the CHERI modifications,
the verification logic and the evaluation configurations. This made it possible to track
the different design versions used during simulation, synthesis and implementation, and to
keep the implementation runs associated with the corresponding processor configurations.

The general project workflow and the role of each tool are described in Section 3.2. For
the evaluation results reported in this chapter, Questa was used as the main simulation and
debugging environment before implementation. This was useful when validating changes
to the pipeline, CSR logic, memory accesses, exception handling and tag propagation,
since the internal processor state could be inspected directly during execution.

GHDL and Verilator were not used to produce the final timing or area results. They were
used during the attempted TestRIG integration flow, where GHDL translated the VHDL
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implementation into Verilog and Verilator compiled the generated Verilog into a C++
simulation model that could be connected to the RVFI-DII socket infrastructure. Since
this flow was not completed successfully, the functional correctness claims are based on
the directed verification flow described in Section 5.1.

Synthesis and implementation were performed using Vivado, targeting the KCU105 FPGA
evaluation board [47]. Resource utilization results reported in this chapter were extracted
from the Vivado reports after placement. The timing results were extracted from the
timing summary reports after implementation and physical optimization. These reports
were used to compare the different NOEL3 and CHERI configurations described in Sec-
tion 6.3.

Several configurations were implemented to separate the cost of CHERI from the cost of
other processor features. The baseline processor is referred to as NOEL3. Some NOEL3
configurations include PMP, since PMP is the standard RISC-V mechanism available in
the baseline processor for memory protection. The CHERI configurations do not include
PMP, because memory protection is provided through capabilities instead.

The implemented configurations are summarized in Table 6.1.

Target
Configuration FPU PMP | Memory freq.

(MHz)
NOEL3_FPU_PMP_512KB_54MHz Yes Yes 512 KB 54
CHERI_FPU_noPMP_512KB_54MHz Yes No 512 KB 54
NOEL3_FPU_PMP_16KB_54MHz Yes Yes 16 KB 54
CHERI_FPU_noPMP_16KB_54MHz Yes No 16 KB 54
NOEL3_noFPU_noPMP_512KB_120MHz No No 512 KB 120
NOEL3_noFPU_PMP_512KB_120MHz No Yes 512 KB 120
CHERI noFPU noPMP_512KB_75MHz No No 512 KB 75
NOEL3_noFPU_PMP_512KB_20MHz No Yes 512 KB 20
CHERI noFPU_noPMP_512KB_20MHz No No 512 KB 20

Table 6.1: Implemented configurations used for evaluation.

6.3 Implementation results

The raw implementation results are shown in Table 6.2. These values are used in the
following sections to quantify resource and timing overheads introduced by CHERI. The
table reports CLB LUT usage, combined BRAM block usage and the reported frequency
for each implemented configuration.

The FPU has a strong impact on the timing results. When the FPU is enabled, both
NOEL3 and CHERI designs are limited to approximately 54 MHz in the KCU105 FPGA
evaluation board [47]. Therefore, these configurations are useful for comparing resource
utilization, but they do not isolate the timing cost of CHERI. To evaluate the timing
impact of CHERI, the comparison must be made using the configurations without FPU.
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. CLB Freq.

Configuration LUTs BRAM (MI‘?Z) ovIeJII‘—lngad OEeRrﬁé\a/lld
NOEL3_FPU_PMP_512KB_54MHz 12840 290 54.567 - -
CHERI_FPU_noPMP_512KB_54MHz 16988 314 54.567 | 32.3% 8.3%
NOEL3_FPU_PMP_16KB_54MHz 12016 | 20 54.567 - -
CHERI_FPU_noPMP_16KB_54MHz 16035 38 54.567 33.4% 90.0%
NOEL3_noFPU_noPMP_512KB_120MHz 8614 200 | 120.048 - -
NOEL3_noFPU_PMP_512KB_120MHz 10274 | 290 | 120.048 - -
CHERI noFPU noPMP_512KB_75MHz 14167 | 314 | 75.030 | 37.9% 8.3%
NOEL3_noFPU_PMP_512KB_20MHz 10240 | 290 | 20.008 - -
CHERI_noFPU_noPMP_512KB_20MHz 14093 | 314 | 20.008 | 37.6% 8.3%

Table 6.2: Raw implementation results after implementation.

In the no FPU configurations, the NOEL3 design with PMP reaches 120.048 MHz, while
the CHERI design reaches 75.030 MHz. This comparison is used in Subsection 6.4.1 to
estimate the timing cost of the added capability checks and metadata manipulation logic.

The BRAM overhead corresponds mainly to the additional memory structures required
by CHERI, especially the tag memories. Each capability stored in memory has an asso-
ciated validity tag, which must be stored separately from normal software-visible data.
Therefore, CHERI configurations require extra BRAM blocks in addition to the ones used
for the instruction and data memories. BRAM overhead is also affected by FPGA BRAM
granularity, since even narrow tag memories may consume complete BRAM primitives.

6.4 Overheads

The overhead analysis compares configurations that differ in only one relevant aspect
whenever possible. The memory size comparison uses NOEL3_FPU_PMP_512KB_54MHz,
NOEL3_FPU_PMP_16KB_54MHz, CHERI FPU noPMP_512KB_54MHz and CHERI_FPU noPMP_
16KB_54MHz. This allows the impact of changing the local memory size from 16 KB to
512 KB to be separated from the mostly constant cost of CHERI.

The main resource utilization comparison uses NOEL3_noFPU_PMP_512KB_120MHz, NOEL
3_noFPU_noPMP_512KB_120MHz and CHERI noFPU noPMP_512KB_75MHz. The NOEL3_
noFPU_PMP_512KB_120MHz configuration is the most relevant NOEL3 baseline because
it includes PMP, while CHERI _noFPU_noPMP_512KB_75MHz is the corresponding CHERI
design without FPU. The NOEL3_noFPU_PMP_512KB_20MHz and CHERI noFPU_noPMP_51
2KB_20MHz configurations are also compared to check whether the same difference appears
under a relaxed timing constraint.

6.4.1 Performance

Performance was evaluated in two complementary ways. First, the maximum reported
frequency after implementation was compared between the NOEL3 and CHERI configu-
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rations. Second, two microbenchmarks were executed to compare the number of cycles
required by representative memory access patterns.

For a fixed workload, execution time depends on both the number of cycles and the clock
frequency:

T = 7
where C' is the cycle count and f is the clock frequency. Therefore, the final performance
overhead is not given by frequency alone or by cycle count alone. It is the combination
of the cycle-count overhead and the clock rate reduction. In slowdown form, this can be
written as:

Tenert _ Cenert fNoEL3

TnoeLs  Onorns  fcHERI

Frequency comparisons must be made carefully because the FPU dominates timing when
it is enabled. The NOEL3_FPU_PMP_512KB_54MHz, NOEL3 FPU_PMP_16KB_54MHz, CHER
I _FPU noPMP_512KB_54MHz and CHERI_FPU noPMP_16KB_54MHz configurations all reach
the same frequency of 54.567 MHz. Therefore, the FPU enabled configurations are useful
for resource utilization comparisons, but they do not isolate the timing cost of CHERI.

The effect of memory size on frequency is not visible in these results. For the NOEL3
designs with FPU and PMP, both the 512 KB configuration and the 16 KB configuration
reach 54.567 MHz. The same happens for the CHERI designs with FPU, where both
memory sizes also reach 54.567 MHz. Therefore, within these configurations, changing
the local memory size does not affect the reported maximum frequency. The limiting
factor is the FPU path, not the memory size.

To observe the timing impact of CHERI, the FPU must be removed. In this case, the
NOEL3 design with PMP reaches 120.048 MHz, while the CHERI design reaches 75.030
MHz (seen in Figure 6.1). This corresponds to a frequency reduction of approximately

37.5 %.

The reduction in frequency is expected because CHERI adds capability checks and ca-
pability metadata manipulation to the execution path. Bounds checking, permission
checking, tag propagation and bounds encoding increase the amount of logic that must
be evaluated. This effect is hidden when the FPU is present, but becomes visible once
the FPU is removed.

The timing report for CHERI _noFPU_noPMP_512KB_75MHz supports this interpretation.
The worst setup path ends in the alu_out_cap_tag register, with a data path delay of
13.190 ns over a 13.328 ns clock period and 40 logic levels. This path is in the CHERI
capability ALU logic in the execute stage. It computes the resulting capability metadata
and output tag after capability operations, bounds-related transformations, permission
checks and tag-validity propagation. The tag calculation is especially timing-sensitive
because it depends on the generated capability metadata. A likely optimization would
be to pipeline this capability ALU more aggressively, spreading part of the computation
between EX1 and EX2 instead of performing it entirely in EX1.
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Figure 6.1: Frequency comparison without FPU. The NOEL3 design corresponds to
NOEL3_noFPU_PMP 512KB_120MHz, while the CHERI design corresponds to CHERI_noFP
U_noPMP_512KB_75MHz.

The low frequency configurations NOEL3_noFPU_PMP_512KB_20MHz and CHERI noFPU_
noPMP_512KB_20MHz are not used to measure maximum frequency, because both were
implemented with a relaxed 20 MHz constraint. However, they are useful for resource
utilization analysis because they show whether this overhead remains visible even when
the implementation is not under strong timing pressure.

The second performance metric is the number of cycles required to execute small mi-
crobenchmarks. Two access patterns were evaluated. The first one traverses an array of
integers. The second one traverses a linked list. These benchmarks may appear too short
and simple, but this is acceptable for this processor. The memory model in NOEL3 is
simple and deterministic, and memory accesses always have the same behavior. There-
fore, increasing the benchmark size would mainly repeat the same access pattern more
times instead of exposing cache, predictor or memory hierarchy effects.

The results are shown in Figure 6.2. The integer array traversal takes 324 cycles in both
processors. Therefore, this benchmark does not show an additional cycle cost from using
the CHERI processor. This is expected because the access pattern is sequential and does
not require repeatedly loading new capabilities from memory. Instead, the traversal can
reuse and update the capability used to access the array.

The linked list traversal shows a different result. The NOEL3 processor completes the
benchmark in 324 cycles, while the CHERI version requires 452 cycles. This is an increase
of 128 cycles, or approximately 39.5 %. The main reason for this increase is that the
CHERI linked list stores the next pointer as a capability. Therefore, each step of the
traversal must load a capability from memory using ly. In this implementation, ly takes
two cycles because a capability is wider than the normal 32-bit memory path. One access
retrieves one half of the capability, and the other access retrieves the remaining half
together with the corresponding tag information. As a result, following a linked list has
a direct cycle overhead when the links are represented as capabilities.
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Figure 6.2: Microbenchmark cycle comparison between NOEL3 and CHERI.

These microbenchmarks show that the cycle overhead of CHERI is workload dependent.
Sequential integer array traversal shows no cycle increase in this test, while linked list
traversal shows a clear overhead because it repeatedly loads capabilities from memory.
Therefore, the performance cost of CHERI should not be described as a fixed per instruc-
tion penalty. It depends on how frequently the program manipulates, loads, stores and
dereferences capabilities.

If the cycle counts are combined with the post-implementation frequencies, the total
execution time difference becomes larger. For the integer array benchmark, the cycle count
is the same, so the expected execution time increase comes only from the lower maximum
frequency of the CHERI design. Since NOEL3 reaches 120.048 MHz and CHERI reaches
75.030 MHz, this corresponds to a slowdown of approximately 120.048/75.030 = 1.6. For
the linked list benchmark, both effects apply: the CHERI design executes more cycles
and also has a lower maximum frequency. The cycle-count ratio is 452/324 =~ 1.40,
and the frequency-related slowdown is approximately 1.6, giving a combined slowdown of
approximately 1.40 - 1.6 = 2.24. Therefore, pointer-intensive code is the case where the
performance cost of CHERI is expected to be most visible.

6.4.2 Resource utilization

The first resource utilization comparison studies the impact of memory size. The NOEL3 _
FPU_PMP_512KB_54MHz and NOEL3_FPU_PMP_16KB_54MHz configurations compare NOEL3
with 512 KB and 16 KB memories, both with FPU and PMP enabled. These results are
shown in Figure 6.3 and Figure 6.4. Reducing the memory from 512 KB to 16 KB
reduces the number of BRAM blocks from 290 to 20. The LUT count is also reduced,
from 12840 to 12016 LUTs. Therefore, most of the memory size impact appears in BRAM
block usage, while the LUT count changes by only 824 LUTs.

The same trend appears in the CHERI configurations. The CHERI _FPU_noPMP_512KB_
54MHz and CHERI_FPU_noPMP_16KB_54MHz configurations compare CHERI with 512 KB
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and 16 KB memories, both with FPU enabled. Reducing the memory size from 512 KB
to 16 KB reduces BRAM block usage from 314 to 38, while the LUT count changes from
16988 to 16035 LUTs. This is a reduction of 953 LUTs. The LUT differences are visible in
Figure 6.3, while the much larger change in BRAM block usage is shown in Figure 6.4.
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Figure 6.3: CLB LUT usage for 16 KB and 512 KB memories. The NOEL3_FPU_PM
P_512KB_54MHz, NOEL3 FPU_PMP_16KB_54MHz, CHERI FPU noPMP_512KB_54MHz and
CHERI_FPU_noPMP_16KB_54MHz configurations are compared.

Comparing CHERI against NOEL3 for each memory size isolates the resource cost of
capability support. With 512 KB memories, CHERI uses 16988 LUTs while NOEL3 uses
12840 LUTs. This is an increase of 4148 LUTs, or approximately 32.3 %. In BRAM block
usage, CHERI uses 24 additional BRAM blocks.

With 16 KB memories, CHERI uses 16035 LUTs while NOEL3 uses 12016 LUTs. This
is an increase of 4019 LUTs, or approximately 33.4 %. In BRAM block usage, CHERI
uses 18 additional BRAM blocks. The LUT increase is therefore almost the same for
both memory sizes. This shows that most of the LUT overhead introduced by CHERI is
constant and does not scale strongly with the configured memory size.

In this implementation, memory tag bits are stored in dedicated tag memories inferred
as FPGA BRAMSs, rather than as individual flip-flop registers. This is done because tag
storage scales with memory size. Implementing all memory tags as registers would be
inefficient, especially for the 512 KB configurations. The tags are also kept separate from
normal data so that ordinary stores cannot directly modify or forge capability validity.
Tags may be carried together with capabilities inside the processor pipeline and register
file, but persistent memory tags are stored in the dedicated tag memory.

The next comparison removes the FPU to focus on the cost of memory protection mech-
anisms. The NOEL3_noFPU_noPMP_512KB_120MHz configuration is NOEL3 without FPU
and without PMP. The NOEL3_noFPU_PMP _512KB_120MHz configuration adds PMP to
this design. The CHERI _noFPU_noPMP_512KB_75MHz configuration replaces PMP-based
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Figure 6.4: BRAM block usage for 16 KB and 512 KB memories. The NOEL3_FPU_PM
P_512KB_54MHz, NOEL3 FPU_PMP_16KB_54MHz, CHERI FPU noPMP_512KB_54MHz and
CHERI_FPU noPMP_16KB_54MHz configurations are compared.

protection with CHERI capability support. These results are shown in Figure 6.5. Re-
moving PMP from NOEL3 reduces the LUT count from 10274 to 8614, meaning that
PMP accounts for 1660 LUTs in this configuration. The CHERI design uses 14167 LUTs.
Compared with NOEL3 with PMP, this is an increase of 3893, or approximately 37.9 %.

The comparison between NOEL3_noFPU_PMP _512KB_120MHz and CHERI_noFPU_noPMP_
512KB_75MHz is the most relevant one. Comparing CHERI only against NOEL3 without
PMP would exaggerate the apparent cost of CHERI, because the standard NOEL3 design
would not include a memory protection mechanism. Therefore, NOEL3 with PMP is
the fairest baseline for estimating the additional resource cost of replacing PMP-based
protection with CHERI capabilities.

The NOEL3 noFPU_PMP_512KB_20MHz and CHERI noFPU noPMP 512KB_20MHz con-
figurations repeat the comparison under a relaxed 20 MHz timing constraint, as shown
in Figure 6.6. The NOEL3_noFPU_PMP_512KB_20MHz configuration uses 10240 LUTs.
The CHERI_noFPU_noPMP_512KB_20MHz configuration uses 14093 LUTs. The differ-
ence is 3853 LUTs, which is very close to the 3893 LUT difference observed between
NOEL3_noFPU PMP_512KB_120MHz and CHERI noFPU noPMP_512KB_75MHz. This con-
firms that the additional resource utilization is not an artifact of the higher timing target.
CHERI logic requires more resources even when timing pressure is relaxed.

Overall, these results show that CHERI introduces a significant resource overhead in
the evaluated configurations. For the main LUT comparisons, the CHERI designs are
approximately one third larger than the corresponding NOEL3 baselines. This is visible
both in the memory size comparison, where CHERI adds around 32 to 33 % more LUTs,
and in the no-FPU comparison against NOEL3 with PMP, where the increase is around
38 %. Therefore, as a general estimate, adding CHERI increases LUT usage by roughly
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Figure 6.5: CLB LUT usage comparison without FPU. The NOEL3_noFPU_noPMP_51
2KB_120MHz configuration is NOEL3 without PMP, NOEL3 noFPU_PMP_512KB_120MHz is
NOEL3 with PMP, and CHERI noFPU_noPMP_512KB_75MHz is CHERL
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Figure 6.6: CLB LUT usage under a relaxed 20 MHz timing constraint. The NOEL3_no
FPU_PMP_512KB_20MHz configuration is NOEL3 with PMP and CHERI noFPU_noPMP_51
2KB_20MHz is CHERI.
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33 % in these configurations. Memory size primarily affects BRAM block usage, while
the CHERI LUT overhead remains relatively stable across the tested memory sizes.
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Conclusion

The work carried out in this thesis shows that CHERI can be integrated into NOEL3, a
deterministic barrel RISC-V processor. This is relevant because NOEL3 is not a conven-
tional single thread pipeline. Its barrel architecture executes several hardware threads in a
deterministic round robin manner, which means that architectural state, pipeline control,
memory accesses and exception handling are organized around multiple hardware con-
texts. Adding CHERI to this type of processor therefore required more than extending a
standard RISC-V datapath. Capability state had to be integrated into a multithreaded
microarchitecture while preserving deterministic execution and compatibility with the
existing NOEL3 structure.

The implementation required structural changes across the processor. Capabilities were
added as architectural objects containing an address, metadata and a tag. The register
file, program counter, relevant CSRs, ITCM, DTCM, instruction decoding and execution
stages were extended to propagate and check this information. Capability checks were
added for instruction fetch, memory reads and memory writes, and invalid uses of capa-
bilities are reported as CHERI faults. Trap entry and trap return were also adapted so
that control flow can preserve capability metadata through mtvec and mepc.

The design confirms that CHERI cannot be added as a small isolated unit. Its checks
and metadata affect the normal execution path of the processor, especially when capa-
bilities are used to authorize memory accesses or update the program counter. This was
particularly visible in the memory system, where tag storage had to be added, and in
the execution logic, where bounds encoding and permission checks introduced additional
hardware cost.

The evaluation shows that this cost is significant but bounded. In the evaluated con-
figurations, CHERI increased LUT usage by roughly one third compared with the cor-
responding NOEL3 baselines. Most of this LUT overhead was approximately constant
across the tested memory sizes, while memory size mainly affected BRAM usage due to
the additional tag storage. Timing was also affected. When the FPU was removed, the
baseline NOEL3 design with PMP reached approximately 120 MHz, while the CHERI de-
sign reached approximately 75 MHz. This shows that the capability checks and metadata
operations introduce additional timing pressure when they are exposed as the limiting
path. Since execution time depends on both cycle count and clock frequency, this fre-
quency reduction must be combined with any cycle-count overhead when evaluating the
final performance impact.

These results are higher than the overheads reported for other CHERI implementations
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that can be used as reference points for CHERI overhead minimization. Two relevant
implementations are described in papers authored by Jonathan Woodruff, one of the
developers of CHERI [48]. Both works add CHERI support to BERI, the Bluespec Ex-
tensible RISC Implementation, which shares some high-level characteristics with NOELS3,
such as in-order execution and interleaved multithreading. One implementation reports a
resource overhead of 32 % and a frequency reduction of 8.1 % [49], while the other reports
27 % and 11.2 %, respectively [50].

These values are lower than those obtained in our implementation, where the main no-
FPU comparison showed a resource overhead of approximately 38 % and a frequency
reduction of approximately 37.5 %. Leaving aside the technical differences between the
baseline processors, this suggests that there is still room for optimization, especially in the
timing-critical CHERI execution logic. However, the obtained results are still considered
satisfactory for this project, given the implementation time constraints, the limited initial
CHERI implementation experience, and the lack of mature CHERI toolchain support.
These limitations motivate the future work described in Section 7.2.

The microbenchmarks show that the cycle overhead depends on the workload. Sequen-
tial integer array traversal took the same number of cycles in the baseline and CHERI
processors. In contrast, linked list traversal was slower with CHERI because each link is
represented as a capability and must be loaded using ly. Since capability loads require two
accesses in this implementation, pointer-intensive workloads expose a clearer cycle cost
than simple sequential array traversal. Combined with the lower maximum frequency of
the CHERI configuration, this makes pointer-intensive workloads the most affected case
in the evaluated benchmarks.

Verification was performed using directed tests after the attempted TestRIG based random
testing flow could not be completed within the project. The successful low used assembly
tests, opcode preprocessing, signature generation and simulation in a modified Gaisler
environment. This allowed CHERI instructions, invalid capability uses, stress cases and
microbenchmarks to be checked against expected signatures.

Overall, the project demonstrates that CHERI can be adapted to a deterministic mul-
tithreaded barrel processor such as NOEL3. The resulting design provides hardware-
enforced bounds, permission and tag checks, at the cost of additional logic, extra tag
storage and reduced maximum frequency. These results provide a concrete reference for
future work on capability based memory protection in deterministic and fault tolerant
RISC-V processors.

7.1 Achievements

The main achievement of this thesis is the implementation of CHERI support in NOELS.
This required extending the processor so that capabilities could be represented, stored,
propagated and checked throughout a barrel microarchitecture. Since NOEL3 maintains
several hardware contexts, the changes had to preserve capability state consistently across
the processor structures used by each thread.
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The register file was widened to store 64-bit capability values and tag information. The
program counter was also extended so that instruction fetch could be authorized through
a capability. Relevant CSRs were extended to support capability sized values, including
the CSRs used for trap entry and trap return. The ITCM and DTCM were modified
to include dedicated memory tag storage, implemented using FPGA BRAM. These tags
are stored separately from normal software-visible data so that ordinary stores cannot
directly modify capability validity.

The instruction decoding and execution logic were extended to support the implemented
CHERI instructions. This includes address manipulation, metadata manipulation, bounds
updates, permission updates, tag reading, capability comparison and capability load and
store instructions. The execution path was also extended to enforce tag, bounds and
permission checks when capabilities are used for instruction fetch or data memory accesses.

Exception handling was adapted to the capability model. CHERI access failures are
reported using a single CHERI fault cause, and the faulting address is stored for software
inspection. Trap entry and return were modified so that the processor can preserve
capability metadata through mtvec and mepc, instead of treating the trap target and
return address as plain 32-bit addresses.

The memory tag implementation was optimized. The initial flip-flop based memory tag
storage was not scalable because the number of tag bits grows with memory size. Moving
memory tag storage to BRAM reduced the implementation cost and made the design
better aligned with the existing memory organization of NOEL3. The bounds encoding
logic was also rewritten to reduce the amount of combinational hardware generated during
synthesis.

A directed verification flow was developed and used successfully. The flow translates
CHERI instructions into raw opcodes, generates golden signatures, loads compiled tests
into the simulated processor, executes them and compares the resulting signature against
the expected one. This allowed positive tests, negative tests, stress tests and microbench-
marks to be executed on the modified processor.

The design was evaluated after synthesis and implementation. Resource utilization results
showed that CHERI adds approximately 4 k LUTs in the main evaluated configurations,
corresponding to roughly one third more LUT usage than the corresponding NOEL3
baselines. The timing results showed a reduction in maximum frequency when the FPU
was removed, exposing the cost of the added capability logic. The microbenchmarks
showed that the cycle overhead depends on the memory access pattern, with linked list
traversal being affected more strongly than sequential array traversal.

In summary, the main achievements are:
o Integration of CHERI capability support into the NOEL3 barrel microarchitecture.

o Extension of the register file, program counter, CSRs and memories to support
capabilities and tags.

o Implementation of CHERI instruction decoding and execution logic.
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« Enforcement of capability checks for instruction fetch and memory accesses.
o Adaptation of trap entry and trap return to preserve capability state.

o BRAM-based memory tag storage for local memories, with tag support in the reg-
ister file.

« Optimization of the bounds encoding logic to reduce synthesis overhead.

o Development of a directed verification flow based on assembly tests and signature
comparison.

o Quantification of CHERI overheads in resource utilization, timing and microbench-
mark cycle counts.

7.2 Future work

The first direction for future work is to complete the TestRIG integration. The RVFI-DII
interface was partially developed, but the complete random testing flow was not made
operational within the project timeline. Completing this work would provide stronger
verification coverage and would make it possible to compare the modified processor against
a reference model using randomly generated instruction traces.

The verification suite should also be expanded. The directed tests developed in this thesis
cover positive cases, negative cases, stress cases and microbenchmarks, but more coverage
is needed for corner cases. Future tests should exercise trap behavior, representability
limits in bounds encoding, partial capability overwrites, external bus accesses, CSR corner
cases and interactions with different NOEL3 configuration options; the goal in this case
would be to achieve formal verification [51, 52].

A second direction is to improve toolchain support. In this thesis, CHERI instructions
were translated into raw opcodes by a preprocessing script because the environment did
not use a CHERI aware assembler. A complete CHERI toolchain would simplify test
development, reduce the risk of encoding mistakes and allow larger, higher-level programs
to be evaluated [53].

The memory interface is another important area for improvement. In the current im-
plementation, capability loads and stores require two accesses because capabilities are
wider than the 32-bit memory path. This directly affects workloads that frequently load
capabilities from memory, such as linked list traversal. A wider internal memory path or
a more optimized mechanism for capability loads and stores could reduce this overhead.

Future work should also investigate tag support outside the local memories. The current
design checks CHERI permissions for external accesses, but does not preserve capability
tags on the external bus. Adding a tag preserving external memory interface would make
it possible to store valid capabilities outside the ITCM and DTCM, which would be
important for larger systems [54].

Further timing optimization is also needed. The evaluation shows that CHERI reduces
the maximum frequency when the FPU is not the limiting path. Future work should
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focus on the critical paths introduced by the capability execution logic, especially bounds
checking, permission checking, tag propagation and bounds encoding. Possible improve-
ments include restructuring the capability ALU, pipelining selected checks, or moving
some metadata computations away from timing-critical paths.

More realistic workloads should also be evaluated. The microbenchmarks used in this
thesis are intentionally small and deterministic, which is useful for isolating specific over-
heads. However, larger embedded workloads would provide better insight into the practi-
cal cost of CHERI in real applications. These workloads should include different pointer
access patterns, memory layouts and ratios between integer operations and capability
operations. For this purpose, the use of already existing benchmarks [55] might further
prove functional correctness, and more exhaustive performance evaluations [56] should be
carried out.

Finally, an ASIC implementation should be considered as future work. The current eval-
uation is based on FPGA implementation results, which are useful for studying resource
utilization trends and timing bottlenecks, but are not ideal for drawing strong conclusions
about power consumption. FPGA power estimates are heavily affected by the target de-
vice, routing resources and FPGA fabric overheads, and therefore do not directly repre-
sent the cost of the processor logic itself. An ASIC implementation would provide a more
meaningful platform for evaluating the power impact of CHERI, as well as its resource
and timing cost in a technology closer to a final integrated circuit.

7.3 Disclaimers

7.3.1 Ethical disclaimer

There are no specific ethical concerns identified for this project. The work is centered on
integrating CHERI into NOEL3 to enhance memory safety and overall robustness. These
changes are aimed purely at improving technical reliability in space and research contexts
and do not create additional ethical issues or obligations beyond those already inherent
in processor development for commercial or scientific satellite systems.

7.3.2 Generative Al disclaimer

Generative artificial intelligence models have been used in the making of this thesis. Their
use has been limited to the following:

o Technical help for solving issues related to tool usage, coding and ambiguous or
unclear documentation.

o Thesis report phrasing, wording and styling, as well as bibliography suggestions.

The authors of this thesis wish to stress that generative Al has been used as a tool and
not as a substitute for their work and effort.
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