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Abstract
The Message Queuing Telemetry Transport (MQTT) protocol has emerged as a
fundamental communication mechanism in Internet of Things (IoT) environments
due to its lightweight and efficient publish-subscribe architecture. However, its
widespread adoption has introduced significant security challenges, particularly within
MQTT broker platforms. This thesis aims to analyze popular MQTT broker plat-
forms for known vulnerabilities and prioritize them based on severity and impact to
enhance the overall security posture of these systems. The study investigates the
evolution of vulnerabilities over time, examining their type, frequency, and sever-
ity, through data collected from Snyk and publicly available databases such as the
National Vulnerability Database (NVD). To inform secure design decisions, the the-
sis compares the vulnerability distribution across the major MQTT broker plat-
forms. Although over 70 broker platforms exist, the analysis focuses on accessible
open-source platforms including EMQX, VerneMQ, HiveMQ, Mosca, and Eclipse
Mosquitto. Special attention is given to architectural design choices and third-party
dependencies that contribute to security risks. A key contribution of this study
is the development of an improved vulnerability scoring model that addresses the
limitations of the Common Vulnerability Scoring System (CVSS). Unlike CVSS, the
proposed model incorporates additional context-aware metrics such as frequency,
i.e., how often a vulnerability appears in the NVD and popularity, i.e., how many
broker platforms are affected by the same vulnerability within a given timeframe.
The findings aim to support organizations and developers in strengthening IoT in-
frastructures by enabling more resilient, secure, and context-aware vulnerability
management strategies.

Keywords: Broker platform, Common Vulnerability Scoring System (CVSS), MQTT
protocol, Vulnerability.
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Terminology

Term Description
CVSS (Common Vulnera-
bility scoring system)

A quantitative vulnerability scoring model that ranges
from zero to ten. Higher scores represents higher risk of
vulnerabilities and the most dangerous level is critical.

CVE (Common Vulnerabil-
ities and Exposures)

A public catalog of known cybersecurity vulnerabilities.
Each entry contains an ID, a description, and references.

CWE (Common Weakness
Enumeration)

A classification framework for identifying potential soft-
ware and hardware weakness that might lead to vulner-
abilities.

NVD (National Vulnerabil-
ity Database)

An extensive repository recording known vulnerabilities.

Internet of Things (IoT) In IoT, physical devices are linked together to transmit
data within a shared network.

MQTT Broker Messages from publishers are received by the MQTT
broker, which validates and delivers them to the correct
subscribers.

infrastructure-as-code (IaC) Automating IT infrastructure management by writing
code rather than manual configuration.
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CWE-ID and corresponding vulnerability type [7]

CWE-ID Full Name
CWE-319 Cleartext Transmission of Sensitive Information
CWE-327 Use of a Broken or Risky Cryptographic Algorithm
CWE-476 NULL Pointer Dereference
CWE-23 Relative Path Traversal
CWE-122 Heap-based Buffer Overflow
CWE-190 Integer Overflow or Wraparound
CWE-415 Double Free
CWE-798 Use of Hard-coded Credentials
CWE-416 Use After Free
CWE-170 Improper Null Termination
CWE-290 Authentication Bypass by Spoofing
CWE-611 Improper Restriction of XML External Entity Reference
CWE-916 Use of Password Hash With Insufficient Computational Effort
CWE-22 Improper Limitation of a Pathname to a Restricted Directory
CWE-770 Allocation of Resources Without Limits or Throttling
CWE-284 Improper Access Control
CWE-20 Improper Input Validation
CWE-502 Deserialization of Untrusted Data
CWE-79 Cross-site Scripting
CWE-617 Reachable Assertion
CWE-276 ncorrect Default Permissions
CWE-400 ncontrolled Resource Consumption
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List of Metric Abbreviations [13, 16]

Metrics Abbreviations
Attack Vector AV
Attack Complexity AC
Privileges Required PR
User Interaction UI
Scope S
Confifentiality C
Integrity I
Availability A
Exploit Code Maturity ECM
Report Confidence RC
Security Requirements SR
Modified Base Metrics MC, MI, MA, MS, MAC, MUI, MAV ,

shown in Figure 4.2
Confidentiality Requirement SR
Availability Requirement AR
Integrity Requirement IR
Remediation RL
Popularity P
Frequency F
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1
Introduction

The growth of IoT has turned the concept of connected smart devices into a real
phenomenon, seen in everything from home appliances to electric cars. At the center
of this evolution lies the Message Queuing Telemetry Transport protocol (MQTT),
well known for its reliability and lightweight structure. However, this messaging
protocol comes with significant security issues. Since MQTT has emerged as a crit-
ical hub for IoT communication, it has become simultaneously an attractive target
for cyberattacks, as it offers limited built-in security. Recent incidents involving IoT
devices relying on MQTT have exposed these limitations, raising questions about
security architecture and risk assessment tools. One such widely adopted risk assess-
ment tool is the Common Vulnerability Scoring System (CVSS), which works well
in many contexts but does not account for contextual factors unique to MQTT bro-
ker platforms, such as spatial distribution (i.e., the spread of vulnerabilities across
different platforms) and frequency (i.e., how often vulnerabilities are exploited).
This thesis analyzes the security posture of five widely used open-source MQTT bro-
ker platforms, identifying vulnerabilities and their types, origin, severity, and trends.
Based on this analysis, we propose an improved risk assessment model that incorpo-
rates additional dimensions to address the CVSS’s limitations in the MQTT-specific
context, facilitating accurate and MQTT-specific vulnerability prioritization.
Our objective through this thesis is to outline a path for improvement and provide
insight to help developers and organizations strengthen the backbone of the IoT
ecosystem through a secure MQTT-based infrastructure.

1.1 Goals and Purpose

The goal of this study is to analyze MQTT broker platforms for vulnerabilities and
prioritize them based on severity and impact. In addition, the goal is to evaluate
the effectiveness of CVSS and propose improvements.

The purpose of this research is to enhance the security of MQTT broker platforms by
conducting an in-depth vulnerability study and analysis of popular and open-source
MQTT broker platforms. This study will provide valuable insight for organizations
and developers in fostering more resilient and secure IoT infrastructures.

4



1.2 Problem Description
MQTT brokers remain vulnerable to various security threats that could pose sig-
nificant consequences for consumers and industries that rely on them. Recent inci-
dents have highlighted some potential security flaws in MQTT brokers that can be
exploited to disrupt operations, gain unauthorized access, or compromise the confi-
dentiality and integrity of data [1].
There is a need for a comprehensive analysis of the vulnerabilities present in MQTT
broker platforms to understand the severity of these issues and identify gaps in
current security implementations [1]. There is also a gap in risk assessment in the
MQTT-specific context, as widely adopted assessment tools, such as CVSS, do not
capture contextual factors [51]. CVSS overlooks critical characteristics unique to the
MQTT broker platform, such as frequency, that is, how often a vulnerability appears
in the NVD, and popularity, reflecting how many broker platforms are affected by
the same vulnerability.

A deeper understanding of vulnerabilities, their distribution across brokers, and
their evolution over time could inform secure software practices. Furthermore,
context-aware risk management enables effective vulnerability prioritization to mit-
igate risks. Addressing these gaps could strengthen the resilience of the IoT infras-
tructure.

1.3 Research Question
The following research questions are framed to guide the security analysis of the
MQTT broker platform.

1.3.1 How have vulnerabilities in MQTT broker platforms
evolved over time, and what trends can be observed
in their types, frequency, and severity?

This research analyzes vulnerability databases such as the NVD (the National Vul-
nerability Database) and real-world attack cases to identify trends in the frequency,
severity, and type of vulnerabilities over time. Furthermore, this research question
will also analyze the most common attack vectors such as denial of service, authenti-
cation bypass, and data tampering and observe their change over time. Furthermore.

1.3.2 What are the critical differences in vulnerability dis-
tribution across major MQTT broker implementations,
and how can these differences inform more secure de-
sign choices?

Each MQTT broker platform has a unique architecture and coding practices, lead-
ing to different security outcomes. This research question focuses on comparison
of implementations of popular open-source MQTT broker platforms and explores

5



how the specific design of component (such as message queue managements and
authentication mechanisms) impacts the emergence of vulnerabilities.

1.3.3 How are the vulnerabilities in MQTT broker plat-
forms related to the underlying protocol architecture
and the third-party libraries they integrate?

The vulnerabilities found in MQTT broker platforms are shaped by both the core
MQTT protocol architecture and the third-party libraries on which these platforms
rely. This will be examined by analyzing the inherent design choices of the archi-
tecture along with the external dependencies used during implementation.

1.3.4 What metrics significantly impact vulnerability prior-
itization and how can we design a better model that
reflects the security of MQTT?

It is crucial to prioritize the vulnerabilities of MQTT broker platforms to focus on
the critical factors first. Various metrics were explored considering how they reflect
the severity of the vulnerability.

1.4 Thesis Outline
Chapter 1 introduces the thesis by describing the goal, purpose, description of
the problem, and research question. Chapter 2 provides a technical background,
key concepts, and limitations of the thesis to understand the scope of the study.
Chapter 3 reviews related work on the security of MQTT protocols and highlights
the significance of the study. Chapter 4 establishes the theoretical foundation for
this thesis, including the choice of vulnerability scanning tools. In addition, an in-
depth overview of the CVSS framework is provided along with a critical evaluation
of its effectiveness. Chapter 5 outlines the methodology needed to achieve the
research objectives, including data collection and tool configuration. The proposed
model, along with the justification of the metrics, is also discussed in this chapter.
Chapter 6 addresses research questions by presenting the results and underlines
how the findings contribute to a general understanding of the vulnerabilities related
to MQTT. Chapter 7 summarizes the findings and discusses the strengths and
limitations of the proposed model and outlines the path for future work. Chapter
8 concludes the thesis by summarizing the key findings of the study.
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2
Background

This chapter introduces the fundamental concepts of the MQTT protocol and its
relevance to the Internet of Things (IoT). It also outlines the limitations and delim-
itations of the thesis to define the boundaries.

2.1 IoT communications

From televisions connected to smart speakers, to home appliances communicating
with our mobile devices, and even in vehicles where components interact in real
time, these interconnected systems represent what is known as the Internet of Things
(IoT). As the name suggests, IoT refers to a network of physical objects "things"
that are utilized with sensors, software, and other technologies over the Internet.
IoT is transforming the way data is generated and analyzed by enabling machine-
to-machine communications.

In the realm of Internet of Things (IoT) communications, several messaging proto-
cols have been developed to address the needs of specific requirements. Notable pro-
tocols include the widely used Hypertext Transfer Protocol (HTTP), the Advanced
Message Queuing Protocol (AMQP), the Constrained Application Protocol (CoAP)
and Message Queue Telemetry Transport (MQTT) which, due to its widespread
adoption, will be the focus of this thesis project. Each of these protocols has unique
characteristics, advantages, and drawbacks that influence their suitability for par-
ticular IoT scenarios.

Hypertext Transfer Protocol (HTTP) serves as the foundational protocol of
the World Wide Web, enabling request-response communication between clients and
servers. Although widespread and well-understood, HTTP’s higher overhead and
stateless nature limit its effectiveness for IoT applications that require real-time and
efficient data exchange. Its suitability for IoT is often limited to devices with suffi-
cient resources and applications where real-time communication is not critical [31].

Advanced Message Queuing Protocol (AMQP) is an open standard applica-
tion layer protocol that supports a wide range of messaging patterns and provides
a comprehensive set of features, including security, reliability, routing, queuing, and
message-oriented communication. Unlike CoAP and MQTT, which focus on sim-
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plicity and efficiency for resource-constrained devices, AMQP caters to complex
enterprise-level messaging needs. AMQP operates over TCP, ensuring reliable com-
munication in distributed systems, between servers, and in situations that require
complex message brokering and transactions. However, its complexity and higher
resource requirements make it unsuitable for simple IoT scenarios [31].

Constrained Application Protocol (CoAP) is a web transfer protocol designed
for devices and networks with limited resources. It works on the User Datagram
Protocol (UDP) level and uses a request-response model with reduced overhead com-
pared to HTTP. Its lightweight design makes it particularly well suited for machine-
to-machine (M2M) communications in resource-constrained environments. However,
due to the UDP environment, CoAP cannot meet the requirements of reliability and
thus it requires additional mechanisms to ensure message delivery [31].

Message Queue Telemetry Transport (MQTT) is a lightweight network pro-
tocol based on the publish-subscribe model and it usually use message queuing
systems [30]. It is particularly suited for remote communication including resource-
limited devices or low-bandwidth networks, making it a popular choice in Internet of
Things (IoT) applications [30]. Figure 2.1 presents a comparison of several messag-
ing protocols and their network compatibility, showing that MQTT functions over
the Transmission Control Protocol (TCP), a dependable transport layer protocol
that guarantees data transmission [31].

Figure 2.1: Different messaging protocols and their operability on UDP and TCP
[31]

The increasing deployment of devices in the IoT has accelerated the adoption of
lightweight communication protocols, such as MQTT. MQTT broker platforms Fig-
ure 2.4 play a crucial role in facilitating these communications by acting as inter-
mediaries that manage the distribution of messages between clients. However, they
also introduce significant security risks [30]. In 2023, many IoT devices that utilize
MQTT were co-opted into botnets for distributed denial of service (DDoS) attacks,
resulting in an increase of 300% compared to the previous year.

Attackers generated malicious traffic targeting critical infrastructures and businesses
by exploiting unsecured devices. These incidents have resulted in global losses that
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have exceeded 2.5 billion dollars [50]. A separate study by Kaspersky examined the
implementation of MQTT in IoT devices used in the medical field, revealing that
sensitive patient data was exposed to attackers [40]. Considering the importance
of the MQTT protocol and its widespread use, this thesis focuses on analyzing the
MQTT protocol and the broker platforms that implement it.

2.1.1 Comparative Analysis of IoT Communication Proto-
cols

The choice of the messaging protocol in IoT systems should be aligned with the
unique requirements of the applications, considering factors such as resource con-
straints, communication patterns, and the desired reliability level. While MQTT
is often preferred for its lightweight publish-subscribe model, alternatives such as
CoAP, AMQP, and HTTP offer distinct advantages and trade-offs that may better
suit certain use cases [31].

Overhead and Efficiency

CoAP, which operates over UDP, has minimal overhead, making it highly efficient
for constrained environments. MQTT also offers low overhead, but requires a TCP
connection, which can increase overall overhead. AMQP’s extensive feature set
results in moderate overhead, while HTTP incurs the highest overhead due to its
verbose structure [31]. Figure 2.2 illustrates the message size and message overhead
for different messaging protocols.

Figure 2.2: Message size and overhead comparison of different messaging protocols
[31]
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Communication Model

Both AMQP and MQTT support publish-subscribe patterns, which enhances effi-
cient data distribution. In contrast, CoAP and HTTP follows a request-response
models, with CoAP also providing an observer option for asynchronous communi-
cation [31].

Reliability

AMQP ensures high reliability through acknowledgments and transactions. MQTT
offers configurable Quality of Service (QoS) levels, while CoAP’s reliability is man-
aged via confirmable messages. HTTP relies on TCP for inherent reliability, but
lacks built-in features for messaging [31]. When it comes to reliability, MQTT scores
the highest due to its quality of service levels, as illustrated in Figure 2.3.

Figure 2.3: Reliability and interoperability of different messaging protocols [31]

In general, while each protocol offers unique advantages depending on the applica-
tion, MQTT strikes a highly effective equilibrium between scalability, reliability, and
efficiency for IoT systems. Its adaptability to constrained environments has made it
the protocol of choice for many IoT Applications. It is expected to remain the lead-
ing communication standard for IoT applications for the foreseeable future, until a
new protocol with better security is developed that better addresses the evolving
demands of the IoT ecosystem.
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2.2 MQTT Broker platforms
The MQTT broker platform is the central component and the backbone of the
MQTT communication model, facilitating the routing between a publisher (device
sending messages) and a subscriber (device receiving the messages) [20][21].

Figure 2.4: Illustration of publish-subscribe communication of MQTT broker plat-
form. The figure shows a publisher publishing the temperature "temp" and sub-
scribers who subscribed the temperature and receiving them.

There are over 70 broker platforms on the market [52]. However, due to limited
resources, this study focuses on five open source and widely used broker platforms,
including Eclipse Mosquitto1 which is one of the widely used broker platform
known for its reliability and simplicity in embedded systems.VerneMQ2 a scalable
and reliable broker built on Erlang, EMQX3 a high-performance broker build to
handle millions of connections simultaneously, HiveMQ4 a scalable broker platform
built for enterprise use, and finally Mosca5 a lightweight broker platform Built on
Node.js for lightweight applications.

All of these broker platforms differ in terms of scalability, performance, and security
features, although they implement the MQTT protocol. Broker platforms play a
vital role in mediating a high level of sensitive IoT data traffic and are the primary
target of attackers to exploit them. In this thesis, the above broker platforms and
their third-party dependencies are analyzed for vulnerabilities and the security risks
they may introduce.

Brokers implement essential functionalities such as topic-based filtering mean-
ing that brokers create a hierarchical topic structure and ensure that messages are

1https://mosquitto.org
2https://vernemq.com
3https://www.emqx.com/en
4https://www.hivemq.com
5https://www.mosca.io
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delivered to clients who have subscribed to the relevant topic [22]. Session man-
agement is another feature of the brokers, which means that the broker maintains
session states such as subscriptions and undelivered messages to ensure reliable and
consistent communication [22]. Authentication management is also a function-
ality that modern broker platforms provide, which is authentication through user-
name / password, tokens, or certificates and control access to protect the system
from unauthorized users [11].

Quality of Service (QoS) is another functionality that MQTT broker platforms pro-
vide, which is a mechanism that allows developers to balance delivery and perfor-
mance according to the needs of the application [21]. QoS is the guarantee of the
delivery of message between the client and the broker. MQTT facilitates three lev-
els of QoS as summarized in the table 2.1 to balance network traffic with a higher
degree of reliability and performance [20][21].

Table 2.1: Comparison of MQTT quality of Service (QoS) Levels and example in
where it is typically used.

QoS
Level

Guarantee Acknowledgment Duplicate
Messages

Typical Use Case

0 At most
once

No No Non-critical sensor data,
where occasional loss is
acceptable.

1 At least
once

Yes Possible Logging, notifications, or
state updates where mes-
sage loss is not accept-
able but duplicates can
be managed.

2 Exactly
once

Yes (Four-step
handshake)

No Financial transactions,
control messages, or
critical commands that
must be processed only
once.

QoS level 0, known as fire and forget, where messages are delivered once at most.
The delivery is not acknowledged by the receiver, nor is a retry performed in case
the message is lost during transmission [20][21]. In QoS level 1, messages are
guaranteed to arrive at least once in this level. However, messages may be de-
livered more than once due to the loss of acknowledgments and retransmission of
messages [20][21]. In QoS level 2, messages are guaranteed to be delivered ex-
actly once in this level. This is the strongest QoS with no loss and duplication of
messages and is achieved through a four-step handshake between the publisher and
subscriber [20][21].
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2.3 Challenges
This research encountered challenges that needed to be addressed to ensure the ef-
fectiveness of the analysis.

Diversity in Implementations of MQTT
MQTT broker platforms vary in their implementation, security measures, and fea-
tures. Differences between platforms can present challenges in creating a standard-
ized evaluation methodology that is applicable across all brokers.

Nature of Threats
Cyber attacks constantly evolve and new vulnerabilities may emerge even if existing
ones are addressed. Keeping the analysis relevant requires continuous monitoring of
emerging threats, which can be difficult given the dynamic cybersecurity landscape.

2.4 Limitations and Delimitations

2.4.1 Delimitation
This study focuses on open-source MQTT broker platforms to ensure the availabil-
ity, accessibility, and reproducibility of the results. Non-security aspects like the
performance and usability of MQTT and broker platforms are beyond the scope
and will be excluded from this study.

The focus of this study was on analyzing the most recent incidents to ensure that
this project remains relevant to the latest cyberattacks. In addition, the effectiveness
of CVSS was evaluated to propose improvements.

2.4.2 Limitations
Data Sources
Our research focuses only on selected open-source brokers listed in the Appendix C.1,
commercial platforms such as AWS or Microsoft Azure IoT Hub are excluded. There-
fore, the results of the analysis may not represent the prevalence of all vulnerabilities
and limit the generalizability of the findings.

Environmental Dependency
The identified vulnerability may vary in different deployment environments, such as
cloud versus local or different operating systems. Our research cannot account for
all possible deployment scenarios, which may lead to some vulnerabilities not being
correctly identified.
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2.4.3 Limitations of The Improved CVSS Scoring System
Although the improved scoring system aims to address certain gaps in CVSS by
modifying various metrics, it is essential to acknowledge its limitations.

Subjectivity in New Metrics
Including new metrics such as popularity and frequency in the category “Repeatabil-
ity” introduces subjectivity. Unlike traditional metrics, which are based on technical
exploitability or system impact, these metrics are context dependent and may vary
significantly across different environments, making consistent scoring difficult.

Simplification of The Scoring System
By omitting metrics such as “exploit code maturity” and “attack complexity”, which
are part of the original CVSS, simplifies the new scoring system and reduces com-
plexity. However, it also limits the granularity of the analysis. This potentially will
oversimplify certain attack scenarios that depend heavily on these factors.

Tooling and Ecosystem Compatibility
Existing vulnerability scanners and security tools are built around the traditional
CVSS framework. Integrating this improved model would require updating the tool-
ing, which may not be feasible or supported without a broader community support.

Lack of Empirical Validation
The improved scoring model has yet to be validated through large-scale vulnerability
datasets or widespread industry adoption. Its effectiveness in real-world scenarios
remains theoretical and should be further evaluated through case studies or imple-
mentation in various domains such as IoT to evaluate its performance against the
standard CVSS.
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3
Related Work

3.1 Review of Existing Research

In the realm of IoT communications, the MQTT protocol has emerged as a pivotal
standard due to its lightweight design and efficiency. However, its widespread adop-
tion has also highlighted various security challenges associated with MQTT broker
platforms. This section reviews related work and delves into prior research that has
analyzed the security aspects of well-known MQTT broker platforms.

Di Paolo et al. conducted an empirical security assessment of several widely used
MQTT components, including three client libraries and five broker libraries. Unlike
this thesis, which relies on static analysis of the code, the researchers performed
a dynamic analysis using fuzzing methodology and even tested a physical smart
home device. In this research, no critical vulnerabilities were found, although it was
revealed that some libraries deviate from standard protocols. These discrepancies
could be exploited, potentially leading to inconsistencies or vulnerabilities in the
system [38].
The researchers in [38] observed possible behavioral deviations from the standard
that could lead applications to possibly inconsistent or critical states. While al-
most all the considered libraries correctly handled most of the interactions, some
anomalies have been detected that could be exploited to target applications, mainly
exposing them to denial of service (DoS) attacks.

The development of MQTTactic is another significant contribution to the field.
MQTTactic is a semi-automatic tool designed to verify MQTT broker implementa-
tions formally. This tool aims to detect logic flaws within broker platforms by gen-
erating specific security properties, thereby improving the overall robustness and re-
liability of MQTT systems [52]. Furthermore, a study by Vaccari et al. revealed the
susceptibility of the MQTT protocol to slow denial-of-service (DoS) attacks. This
research illustrated how such attacks could compromise the availability of MQTT
services, emphasizing the need for strong security measures within broker implemen-
tations [47]. These studies emphasize the need for thorough security evaluations and
the adoption of strong security mechanisms in MQTT broker platforms to ensure
the integrity and reliability of IoT communications.
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3.2 Significance of the Study
Despite existing research efforts, there are gaps in understanding the MQTT pro-
tocol, its limitations, and how its interaction with a specific broker can introduce
vulnerabilities. This underscores the urgent need for a comprehensive security anal-
ysis of software associated with MQTT brokers, considering its widespread use in
IoT where robust security is vital.
Researchers in [51] highlight the inconsistencies in the CVSS scoring system and
claim, “Our study reveals that most evaluators are aware of the problematic aspects
of CVSS, but still see CVSS as a useful tool for vulnerability assessment”. These
findings indicate that current risk assessment systems such as CVSS require im-
provements to better align with real-world need.
The significance of this study is its potential to improve the security of MQTT
broker platforms and to contribute to the research on MQTT and IoT security by
addressing existing gaps in MQTT-specific risk assessment systems.
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4
Theory

This chapter presents the key concepts and the theoretical foundation on which
the research is based. In addition, the original CVSS framework, its metrics, and
the formula for calculating vulnerability scores are presented in this section, which
later in the result section will be used as a baseline to design a new MQTT-specific
vulnerability scoring model.

4.1 Literature Review
The increase in the use of MQTT as a messaging protocol for IoT, combined with
the security risk and vulnerabilities it introduces, has attracted not only hackers,
but researchers as well. This literature review highlights several key findings related
to the security risks of the MQTT protocol and broker platforms.

Vulnerability in protocol and implementation

A study highlighted that the lack of encryption in MQTT allows data to be easily
intercepted, enabling attackers to tamper with the data and potentially control the
system [3]. A vulnerability in MQTT is that it remains exposed to various attack
methods due to the basic security mechanism it provides during data transmission.
For example, on a public network, tools like “Shodan” can be used to scan unsecured
MQTT brokers to publish malicious messages [3].
A study by Bakar et al. shows that in the local network, attackers can perform
traffic analysis to extract key information. The DOS (Denial of Service) attack can
also be launched due to the weak authentication mechanisms of MQTT [5].

Vulnerability in Broker platforms

More than 70 open source MQTT brokers are used in various production environ-
ments [52] and each differs significantly in their architecture. Any vulnerability in
these brokers could have significant consequences, affecting both individual systems
and larger IoT infrastructures. A study by Mahmoud et al. emphasizes the impor-
tance of optional security plugins for each broker platform in mitigating security
vulnerabilities [27].
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Real world incidents

A study led by Kaspersky, an international cybersecurity provider, reported a 300
% increase in DDoS attacks globally, where MQTT vulnerabilities were exploited to
recruit IoT devices into botnets [40].

4.2 Vulnerability Scanning Tools
A security scanning tool is required to identify vulnerabilities in broker platforms.
There are several open-source vulnerability scanning tools available. This section
reviews four commonly used tools, highlighting their strengths and limitations to
provide a rationale for selecting the appropriate one for the analysis in this thesis.

Grype
Grype1 is a lightweight, open source vulnerability scanner that can scan docker
images and file systems for vulnerabilities. It supports widely used vulnerability
databases, such as NVD and GitHub. Grype is one of the easiest options for fast
and free scans of broker platforms. It is ideal for quick checks without extra setup.
However, Grype is not as feature rich as Snyk in terms of integrations or remediation
guidance, and lacks advanced prioritizing and reporting features [6].

Trivy
Trivy2 is another open source vulnerability scanning tool that is extremely fast and
versatile, making it ideal for a quick overview of vulnerabilities without a complex
configuration. It can scan container images, file systems, repositories, and Kuber-
netes manifests. It also scans for misconfigurations, for example in docker files.
Trivy is beginner-friendly and supports various output formats, such as JSON, ta-
ble, and templates. It is an excellent choice for scanning environments with minimal
setup, but does not provide as much actionable remediation advice as Snyk [6].
A disadvantage of Trivy is that it may overwhelm users by showing a high number
of low-severity vulnerabilities.

Docker Scout
Docker scout3 is designed specifically for Docker users to analyze container images. It
provides vulnerability data for layers within Docker images. Docker scout integrates
seamlessly with Docker Desktop and docker CLI. A disadvantage of Docker scout
is that it is focused only on docker images and is limited in its ability to scan
dependencies outside the image. Docker scout is a good choice if the broker platform
is already containerized and you want an easy, Docker native solution to scan it.

1https://github.com/anchore/grype
2https://trivy.dev/latest/docs
3https://docs.docker.com/scout
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Docker scout is simple to use but lacks the depth and breadth of tools such as Trivy
and Snyk [6].

Snyk
Snyk4 is an excellent tool for developers who want a complete overview of vulner-
abilities, including container images, open source dependencies, and infrastructure-
as-code (IaC). An advantage of Snyk over other analyzing tools is that it provides
actionable remediation, advice, and prioritizes vulnerabilities. It also offers integra-
tions with Gitlabs, GitHub, and Docker Hub to seamlessly integrate with CI/CD
pipelines and container registries [6].
A disadvantage of Snyk is that it requires an account to use it and might feel heavy
for quick scans [6]. Furthermore, the free tier has some limitations, for example, a
limited number of scans per month. Snyk is a strong choice if the broker platform
is in a docker container or has dependencies that need to be monitored in the code.
It scans images and provides details of vulnerabilities, including CVSS scores and
fixes.

Table 4.1: Comparison of different Vulnerability Scanning Tools for MQTT Brokers

Tool Advantages Disadvantages
Grype - Lightweight, open-source, easy to install

- Scans Docker images and file systems
- Supports NVD and GitHub databases
- Great for quick checks with minimal
setup

- Lacks rich features
- No advanced remediation
support

Docker
Scout

- Docker-native tool
- Analyzes vulnerabilities in image layers
- Integrates with Docker CLI and Desktop

- Limited to Docker images
- Cannot scan external
dependencies
- Not as comprehensive as
Snyk

Trivy - Fast and versatile
- Scans containers, file systems, repos, and
Kubernetes
- Detects misconfigurations
- Beginner-friendly output in JSON, table

- Can overwhelm with
low-severity issues
- Less actionable guidance
than Snyk

Snyk - Complete scanning: images, open source
- Actionable fixes with CVSS scores
- Integration with GitHub, Docker Hub
- Ideal for CI/CD security

- Requires account to use
- Free tier has scan limits
- Heavy for quick scans

Table 4.1 summarizes the advantages and disadvantages of some popular vulner-
ability scanning tools. Given the advantages, Snyk is the scanning tool that was
selected to analyze the broker platforms in this project.

4https://snyk.io
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4.3 Metrics of CVSS
Common Vulnerability Scoring System (CVSS) is a widely used scoring model to as-
sess the extend of risk of vulnerabilities [49]. It provides a standard and quantitative
measurement method for assessing a large number of cybersecurity vulnerabilities.
The latest version, CVSS V4.0, was released on November 1, 2023 [14]. However,
this project uses version 3.1, because many vulnerabilities in the NVD are only
recorded using CVSS v3.1.

To calculate the severity of a vulnerability, CVSS accounts for three sets of metrics:
Basic, Temporal, and Environmental. Each category includes specific factors that
contribute to the final score. This thesis uses abbreviations to represent the specific
metrics in CVSS, which are defined in Terminology “List of metric Abbreviations”.

Figure 4.1: Different sets of metrics that contributes to final score of CVSS.

Figure 4.1 illustrates the specific components of each group. Basic metrics ( [13])
describe core properties of a vulnerability that keep an unchanged trend over time
and in different user contexts. However, many programmers or companies only use
the base score as the final score. This practice is even recommended by some global
organizations, such as the global payment card industry [45]. Temporal metrics
reflect the status of fixing, and environmental metrics account for the settings and
environment of system. To assess a vulnerability, relevant metrics are set and then
a vulnerability score is calculated.
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Figure 4.2 shows the specific metrics of the Security Requirements and the Modified
Base metrics. The security requirement refers to the importance it has for the
system. This metric does not directly alter the impact of a vulnerability, but adjusts
its weight in the final score. Modified confidentiality reflects the actual impact
of vulnerability in a specific environment and usually depends on the real-world
requirements of the system.

Figure 4.2: Security Requipment and Modified Base Metrics in Environmental
Metrics of CVSS

Base score represents the nature of the vulnerability, the temporal score focuses on
the impact of remediation technology, and the environmental score is very subjective,
depending on the environment and how the programmer evaluates it. Also, CVSS
uses a scoring scale of zero to ten to indicate the severity of a vulnerability, as
illustrated in Table 4.2.

Table 4.2: Vulnerability levels of CVSS and their numerical value. [13]

Score Vulnerability Levels
0 Safe
0 - 3.9 Low
4 - 6.9 Medium
7 - 8.9 High
9 - 10 Critical
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4.3.1 Calculation of CVSS
In CVSS, metrics are quantified and incorporated into a formula to calculate the
vulnerability score. Although the calculation methods differ between the different
metric groups, they provide valuable insights for the design of the improved scoring
system.

4.3.1.1 Base Score

Base score represents the intrinsic properties of vulnerabilities and remains constant,
regardless of the environment and time. Formulas (4.1)-(4.4) show how CVSS cal-
culates the base score [49]. In these formulas, ISC stands for Information Security
Composite, which is an intermediate result. In (4.1), confidentiality (C), integrity
(I), and availability (A) can take values of 0, 0.22, and 0.56. In (4.2), scope (S) is a
specific metric in CVSS that refers to whether the impact of a vulnerability extends
beyond the privileges or authority level of its initial context. For example, in a
Linux environment, a user-level vulnerability that escalates to affect the superuser
level, would indicates a change in scope. In formula (4.3), attack complexity (AC),
attack vector (AV), privileges required (PR), and user interaction (UI) are four
metrics ranging from 0 to 1. Finally, in equation (4.4), CVSS performs a rounding
operation (i.e, “round up” returns the smallest number, rounded up to one decimal
number) based on the scope. Formulas (4.1)-(4.4) are from chapter 7.1 of [13].

ISCBase = 1 − (1 − C)(1 − I)(1 − A) (4.1)

Impact =


6.42 × ISCBase, if Scope = Unchanged
7.52 × (ISCBase − 0.029)−
3.25 × (ISCBase − 0.02)15, if Scope = Changed

(4.2)

Exploitability = 8.22 × AV × AC × PR × UI (4.3)

Base Score =


0, if Impact ≤ 0
RoundUp(min(Impact + Exploitability, 10)), if Scope = Unchanged
RoundUp(min(1.08 × (Impact + Exploitability), 10)), if Scope = Changed

(4.4)

Formula (4.1) helps reduce unnecessary computation when the values of C, I, and
A are all zero (be set as "High"). In addition, the metric S is used to differentiate
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the cases in Equations (4.2) and (4.4) to reflect various security situations.

Temporal Score formula :

In Equation (4.5), Exploit Code Maturity (ECM), Report Confidence (RC), and
Remediation Level (RL) are all factors between 0.9 and 1.0. Equation (4.5) is from
chapter 7.2 of [13].

Temporal Score = RoundUp(Base Score × E × RL × RC) (4.5)

4.3.1.2 Environmental Score

The Environmental Score does not directly influence the calculation of the Base
Score. It is a variation of the basic score that allows users to modify the specific value
of the metrics setting to facilitate different situations. Specifically, programmers can
adjust the weights of MI (Modified Integrity), MC (Modified Confidentiality), and
MA (Modified Availability) based on actual demands. The CR (Confidentiality Re-
quirement), IR (Integrity Requirement), and AR (Availability Requirement) metrics
indicate the importance of each security objective to the system and are still defined
subjectively by programmers. Hence, the calculation methods of Equations (4.6)
to (4.9) are the same as those in Equations (4.1) to (4.4), Although the specific
variables are different. Formulas (4.6)-(4.9) are from chapter 7.3 of [13].

MISS = min [1 − (1 − CR × MC)(1 − IR × MI)(1 − AR × MA), 0.915] (4.6)

Modified Impact =


6.42 × MISS, if Scope = Unchanged
7.52 × (MISS − 0.029)
−3.25 × (MISS × 0.9731 − 0.02)13, if Scope = Changed

(4.7)

Modified Exploitability = 8.22 × MAV × MAC × MPR × MUI (4.8)
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In formula (4.9), ES represents the Environmental Score and it is very similar to
Equation (4.4).

ES =


0, if ModifiedImpact ≤ 0
RoundUp(RoundUp[min([ModifiedImpact
+ ModifiedExploitability], 10)] × ECM × RL × RC), if Scope = Unchanged
RoundUp(min(1.08 × (Impact + Exploitability), 10)), if Scope = Changed

(4.9)

The values used in the Basic Score are by default constant. If users modify some
value, then the score they get is Environmental Score instead of Base Score. There-
fore, users either use Base Score or Environmental Score, not both simultaneously.
In other words, no new metrics are introduced in Environmental Metrics.
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4.4 CVSS Evaluation
Although CVSS is the most widely used vulnerability prioritization model, our anal-
ysis revealed that certain aspects of its design introduce unnecessary complexity and
semantic ambiguity, which can affect the consistency and interpretability of results.
For example, the authors of [24] identified two redundant metrics Scope and At-
tack Complexity. In addition, CVSSv4.0 [15], the “Scope” metric is split into three
components “SC, SI, SA” to address this ambiguity. Furthermore, CVSS does not
account for real-world distributions of vulnerabilities, which limits its ability to ac-
curately reflect practical risk.

Inconsistency Due to Ambiguity
Ideally, CVSS should produce consistent scores regardless of who applies it. How-
ever, some metric definitions in CVSS are vague, leading to inconsistent results.
In [51], Wunder et al. identify inconsistencies in the application of AV, UI, and S
metrics. These inconsistencies arise because users often have difficulty accurately
determining the appropriate settings.

Real World Vulnerability Distributions Ignored
Spatial distributions and exploitation frequency are important characteristics of vul-
nerabilities; however, they are not reflected in CVSS metrics[13]. Roughly 80% of
vulnerabilities are exploited before their official disclosure, as noted in [42]. Hence,
the life cycle of a vulnerability is an aspect that reflects the risk level of vulnerability,
that is, a longer time to discover means a higher risk of being exploited. Further-
more, finding four in [25], shows that 20% of vulnerability types account for 70%
total number of vulnerabilities. This means that most software systems are affected
by a small subset of vulnerability types. If resources are limited and cannot address
all vulnerabilities, prioritizing these frequently exploited vulnerabilities is essential
to protect the majority of users.
These findings demonstrate that real world exploitation patterns play a critical role
in prioritizing vulnerabilities. However, they are not reflected in the CVSS frame-
work, revealing a gap between CVSS metrics and practical vulnerability prioritiza-
tion.
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5
Methods

This chapter outlines the methodology employed to achieve the research objectives,
including data collection and tool configuration. Additionally, it provides a detailed
discussion of the improved model, along with an explanation of the chosen metrics.

5.1 Methodology
This thesis employs a hybrid methodology that combines evolution research and
empirical study approaches. These methodologies involve systematic analysis and
assessment [46] to achieve the research objectives of understanding, evaluating, and
prioritizing vulnerabilities in MQTT broker platforms.

The empirical study involves collecting data from real-world environments to vali-
date the findings, while the evaluation research focuses on assessing existing systems
against predefined criteria [46].

This hybrid approach ensures both the practical insights gained from empirical stud-
ies and the theoretical rigor provided by evaluation research, making it well suited
for a comprehensive assessment of MQTT broker security and for offering actionable
recommendations to enhance their resilience.

5.1.1 Evaluation research
Literature and Contextual Review A systematic review of the academic lit-
erature and industry reports was conducted to establish a basic understanding of
MQTT vulnerabilities and security mechanisms. Historical trends from vulnerability
databases, such as the NVD, were analyzed to identify recurring security patterns
and common attack vectors. Defining evaluation criteria based on established secu-
rity benchmarks, such as CVSS scores, exploitability, and impact metrics, was also
a crucial step in this process.

Comparative Analysis
Vulnerabilities across various MQTT broker platforms were identified and analyzed
based on their architectures and security measures. For a subset of these identi-
fied vulnerabilities, scores were calculated using both the standard CVSS and the
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proposed scoring model. Comparing these results highlights the effectiveness and
contextual relevance of the proposed model.

Vulnerability Prioritization
To facilitate effective decision-making, a prioritization framework was developed
that integrates empirical findings and evaluation benchmarks, including CVSS-based
severity scores. Vulnerabilities were identified, their severity scores were calculated
and ranked, and the most critical issues were highlighted.

5.1.2 Empirical study
Platform Selection
Five open-source broker platforms were selected for analysis. The selection criteria
included open-source, public availability, and widely used in IoT projects to ensure
broad representativeness and applicability.

Vulnerability Scanning and Analysis
Snyk generated a security report for each broker platform. The reports were then
manually reviewed to identify and analyze vulnerability patterns. Furthermore,
identified vulnerabilities were categorized by type, such as code-level bugs, configu-
ration issues, and third-party dependency weaknesses.

Empirical Validation
The proposed vulnerability scoring model was validated using real-world data by
applying it to the vulnerabilities identified by Snyk during the scanning process.
The resulting scores were then compared with traditional CVSS scores, as shown
in Table 6.28, to assess the model’s ability to accurately capture vulnerabilities
in MQTT environments. This step confirmed the effectiveness of the proposed
vulnerability scoring model in supporting vulnerability management in IoT systems.
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5.2 Data Collection
The data in this thesis were collected from the NVD and from reports generated by
Snyk. The source code of the broker platforms analyzed is publicly available and
published on GitHub, as listed in the Appendix C.1.

5.2.1 Data from NVD
The NVD is a continuously updated repository that provides detailed information on
cybersecurity vulnerabilities, including security checklists, descriptions of software
flaws, product identifiers, and impact metrics [37]. Relevant vulnerability informa-
tion was retrieved through targeted searches using the NVD interface. For example,
to identify vulnerabilities related to “Mosquitto”, the broker’s name was entered
into the NVD search engine. Figure 5.1 shows the search results for “Mosquitto”,
including CVE identifiers, descriptions, and the corresponding CVSS scores.

Figure 5.1: Result of searching on NVD with key word "Mosquitto". The figure
shows vulnerabilities related to Mosquitto broker platform.
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5.2.2 Data from Snyk generated reports
Configuring Snyk for analysis
To perform the analysis using Snyk, the latest source code versions of each selected
broker platform, listed in Appendix C.1, were forked into GitHub repositories. Note
that for Snyk to successfully scan a repository, it must be owned by a user or
organization; repositories with contributor access only cannot be scanned by Snyk.

The forked repository was then added to Snyk for static analysis. Upon adding
the repository, Snyk automatically scanned it for vulnerabilities and generated a
security report. Figure 5.2 illustrates the workflow for using Snyk.

Figure 5.2: Step by step setup and configuration of Snyk.

Data collection from Snyk
The report generated by Snyk lists all identified issues, their severity score, and
remediation measure to mitigate the risk of each vulnerability. The issues are cat-
egorized by their corresponding CWE-ID for easier reference. Figure 5.3 shows the
results of the vulnerability scan on the Mosquetto broker platform.

Figure 5.3: Result of scanning Mosquitto broker platform by Snyk
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Figure 5.4 presents detailed information on a specific issue, "Path Traversal", where
vulnerable components are highlighted and a possible remediation method is recom-
mended. The security level is based on CVSS and a CWE code that refers to the
reported issue in NVD. However, it is interesting that there is a score in the upper
right corner of the figure, which is a scoring system used by Snyk for programmers’
reference only.

Figure 5.4: A specific issue snyk found in a broker platform and recommended
step to mitigate the risk

Each report generated by Snyk was manually reviewed to get an overview of com-
munication through broker platforms, identify vulnerabilities specific to each broker
platform, and vulnerabilities that multiple brokers have in common.
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6
Results

This section addresses the research questions introduced in the first chapter and
highlights how the findings contribute to a broader understanding of vulnerabilities
related to MQTT.

6.1 RQ1: How have vulnerabilities in MQTT bro-
ker platforms evolved over time and what trends
can be observed in their types, frequency, and
severity?

The MQTT protocol has become a cornerstone of IoT communication due to its effi-
ciency and lightweight. However, as its adoption has increased, so has the attention
of malicious actors seeking to exploit vulnerabilities in MQTT broker implementa-
tions.
With the growing adoption of MQTT broker platforms, understanding their secu-
rity vulnerabilities and how they have evolved over time has become increasingly
important. This section, corresponding to the first research question, highlights the
trends in security weaknesses across popular MQTT brokers, identifies common at-
tack vectors, and analyzes how these vulnerabilities have changed over time.
MQTT brokers have significantly strengthened their security posture due to in-
creased awareness of IoT threats and advancements in cybersecurity practices. A
historical analysis of vulnerabilities in MQTT brokers reveals several key trends
that are crucial to informing the development of robust security in MQTT-based
systems.
The security landscape of MQTT broker platforms has evolved significantly over
time, reflecting a broader trend in cybersecurity, where threats continue to evolve
in response defensive mechanisms. These vulnerability trends can be broken down
into three distinct phases.

Early Stages (Pre-2015): Functionality Over Security

During the early stages of MQTT adoption, the protocol was utilized primarily in
industrial IoT applications, where security was often an afterthought. MQTT pro-
tocol was designed primarily for efficiency rather than robust protection. One of

31



the primary security concerns during this era was authentication and authoriza-
tion weaknesses, where many brokers allowed clients to connect without requiring
credentials. Furthermore, in earlier versions of Eclipse Mosquitto (prior to version
1.4), authentication was not enabled by default [8]. This allowed attackers to easily
connect and subscribe to topics, leading to data leakage and possible disruption of
IoT networks [8].
Unencrypted communication was another vulnerability in which MQTT messages
were often transmitted in plain text, making them susceptible to man-in-the-middle
(MITM) attacks [26].
In environments where Transport Layer Security (TLS) was not enforced, attackers
could intercept MQTT sessions, hijack connections, and maintain persistent access
to broker resources. This lack of session protection made it easier for adversaries to
manipulate topics, subscribe to sensitive data, or inject malicious payloads [23].

Open MQTT ports were also a vulnerability in which broker platforms were fre-
quently exposed to the Internet with default configurations, enabling attackers to
easily discover and exploit them [23]. The increasing adoption of IoT in consumer
devices, such as connected cars and smart home devices, has attracted not only
malicious actors but also the research community. Several studies have identified
security vulnerabilities in MQTT broker platforms, prompting these platforms to
implement enhanced security features.

Development Phase (2015-2020): Introduction of Security
Features
With the increasing popularity of IoT and the growing awareness of the cyberse-
curity threats it introduces, MQTT brokers began to incorporate security mecha-
nisms. One such mechanism was TLS encryption, in which transport layer security
(TLS 1.2/1.3) was introduced to protect message integrity and confidentiality [43].
Stronger authentication mechanisms such as OAuth 2.0, JWT authentication, and
API key-based access mechanisms were implemented to improve authentication [43].
Access Control Lists (ACLs) were another security feature introduced by adopting
fine-grained permission systems to limit client access to specific topics [11].
In 2017, HiveMQ introduced advanced authentication mechanisms, along with inte-
gration with enterprise identity providers. Despite that, researchers detected miscon-
figurations in default ACLs settings, which could allow subscriptions to unauthorized
topics [22].

Recent Trends (2021-Present): Advanced Threats and Miti-
gation
Despite significant security improvements, MQTT brokers continue to face sophisti-
cated attacks. One of the most pressing concerns is Denial-of-Service (DoS) attacks,
in which attackers exploit high connection limits and malformed MQTT packets to
crash brokers [18][50]. DoS attacks usually target the broker’s ability to manage
client connections. Attackers often exploit the limited resource capacity of MQTT
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brokers by initiating large-scale connection floods, where adversaries establish thou-
sands of simultaneous connections and exhaust the broker’s available resources, lead-
ing to complete shutdown or service failure [18].
Another critical vulnerability is memory corruption and resource exhaustion, result-
ing from improper memory management practices such as use-after-free and buffer
overflow in some broker implemented [9].
Injecting malformed MQTT packets is also a major threat, which is the injection of
oversize or corrupted data that disrupts the broker’s message processing mechanisms,
potentially causing unpredictable behavior or crashes [2]. A notable example of this
occurred in the EMQX broker, where a flaw in its message queue processing allowed
adversaries to flood the broker with high-retention messages. This vulnerability re-
sulted in excessive memory consumption and service unavailability, demonstrating
how improper message retention management could be exploited for DoS attacks
that affect service availability [9].

Furthermore, new security challenges such as container escape have emerged as
brokers are deployed in containerized environment. To address this threat, zero-
trust architectures which are based on the principle “never trust, always verify” are
utilized, enforcing stricter authentication and minimum-privilege policies [2].

Path traversal and arbitrary file access are also threats, especially when brokers fail
to properly sanitize file paths in the configuration settings. For example, there is
a memory leak in Mosquitto version 2.0.16, which attackers could exploit remotely.
This happens when a client attempts to send many QoS 2 messages with duplicate
IDs and does not respond to the PUBREC commands. The problem comes from not
properly handling the EAGAIN error returned by the libc send function, which ends
up causing the system to run out of memory. This vulnerability is listed in NVD with
a CVE number (CVE-2023-28366), showing that attackers can manipulate broker
configurations and specify file paths that result in unauthorized access to files. Such
exploits can give adversaries access to read sensitive data or modify configurations,
potentially threatening the entire MQTT infrastructure.

The security landscape of MQTT brokers has matured considerably, yet new vul-
nerabilities continue to emerge as attackers refine their techniques. Historical trends
reveal a shift from early-phase issues, such as weak authentication and lack of encryp-
tion, toward more advanced threats, such as memory corruption and DoS attacks.
The average severity and frequency of attacks have increased from medium in the
early phase to high-critical in the recent phase, as shown in Table 6.1.

Table 6.1: Observed vulnerability trends across phases in MQTT Brokers.

Dimension Early Phase Development Phase Recent Phase
Types Configuration Authentication, ACLs Memory, DoS, Injection,

Traversal
Frequency Medium Increasing High (due to complexity)
Severity Medium–High High High–Critical
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These vulnerabilities highlight that, despite their widespread use and efficiency,
MQTT brokers still remain susceptible to various exploitation methods.

6.2 RQ2: What are the critical differences in the
vulnerability distribution across the major MQTT
broker implementations and how can these
differences inform more secure design choices?

We collect vulnerability data related to MQTT brokers from both NVD and Snyk.

6.2.1 Distributions of Vulnerabilities from NVD
The version information for each broker is listed in Table C.1. Using the broker
names as search terms, we retrieved all corresponding vulnerabilities recorded in the
NVD across all time periods. The NVD provides valuable information, including
CVSS score, patches, and type descriptions. Specifically, for identifying vulnera-
bility types, NVD listed CVE-IDs in the “Weakness Enumeration” section. The
distribution of these types in the NVD is summarized in Figure 6.1.

Figure 6.1: Distribution of vulnerabilities found in NVD, across five broker plat-
forms. Rectangles represent broker names, circles represent vulnerabilities and the
CWE inside circles represent types of vulnerabilities.

Mosquitto has the highest number of CWE-IDs, as seen in Figure 6.1, indicating
that it is more likely to be affected by vulnerabilities. In contrast, the HiveMQ
Community Edition has significantly fewer reported vulnerabilities than the other
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brokers, with only CWE-79 listed in the NVD. Notably, it is the only broker that
has no vulnerability in common with other brokers. Mosquitto shares CWE-200 and
CWE-284 with EMQX, CWE-770 with VerneMQ, and CWE-20 with Mosca.

6.2.2 Vulnerability Distribution in Snyk Generated Reports
Figure 6.2 shows the distributions of vulnerabilities among five brokers (the core im-
plementation of the broker, not the library). Among them, EMQX and the HiveMQ
Community Edition have two vulnerabilities, which are less than other three bro-
kers. In contrast, Mosquitto has eight distinct types of vulnerabilities. A notable
recurring vulnerability is “Path Traversal”, which three of the five brokers have this
issue in common. This is reflected in our scoring system because if all conditions are
equal, the vulnerability with higher frequency should have a higher priority score
for detection than those with lower frequency.

Figure 6.2: Distribution of vulnerabilities from Snyk generated report. Rectangles
represent broker names, circles represent vulnerabilities.

Table 6.2 shows thirteen types of vulnerabilities and sixteen specific vulnerability
instances. The specific types of CWE-ID are defined in the Terminology section.
From the table, we observe that the CWE-23 (Path Traversal) appears in three
brokers: Mosquitto, EMQX, and VerneMQ. Then CWE-122 (Buffer Overflow) is
found in Mosquitto and EMQX, while CWE-170 (Improper Null Termination) is
found in VerneMQ and Mosquitto. CWE-916 (Password Hash With Insufficient
Computational Effort) also appears in two brokers: hivemq-community-edition and
Mosca. All other vulnerabilities appear only once across all evaluated brokers. The
distribution of vulnerabilities varies between the broker platforms, with some brokers
populated with different types of vulnerability than others. Hence, the vulnerability
distribution is a key factor that the proposed model incorporates when calculating
the vulnerability score.
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Table 6.2: Vulnerability distribution between platforms, their types and root cause.

CWE-ID Root Cause Appears in
brokers

CWE-319 Cleartext transmission is caused by usage of
HTTP protocol but not HTTPs.

Mosca

CWE-327 TLS validation is disabled because
NODE_TLS_REJECT_UNAUTHORIZED
is set to zero

Mosca

CWE-476 Possible NULL pointer from unvalidated return
value.

VerneMQ

Unsanitized environment variable input to
‘fopen()‘.

CWE-23 Command line input flows into ‘open()‘ with no
sanitization.

Mosquitto,
EMQX,
VerneMQ

Command line input flows into ‘unlink()‘ with no
sanitization.

CWE-122 File input flows into ‘memcpy()‘ without bounds
checking.

Mosquitto,
EMQX

CWE-190 File input causes integer overflow via ‘+‘ operator. Mosquitto
CWE-415 Possible double ‘delete‘ on the same pointer. Mosquitto
CWE-798 Found hardcoded credential used in username. Mosquitto,

Mosca
Found hardcoded credential used in connect.

CWE-416 Use-after-free: freed string used in ‘strcmp()‘ Mosquitto
CWE-170 Missing null termination before ‘strlen()‘. Mosquitto,

VerneMQ
CWE-290 Hardcoded IP used in ‘strcmp()‘, can be spoofed. Mosquitto
CWE-611 XML unmarshal allows XXE via external entity. hivemq-

community-
edition

CWE-916 Use of insecure MD5 hash function. hivemq-
community-
edition,
Mosca
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6.3 RQ3: How are the vulnerabilities in MQTT
broker platforms related to the underlying
protocol architecture and the third-party li-
braries they integrate?

The analysis of the broker platforms reveals that MQTT brokers are not standalone
self-contained systems. They depend on the MQTT protocol architecture, primarily
its publish-subscribe mechanism, as well as on third-party dependencies, including
libraries, system-level packages for compression, authentication, and data parsing.
Hence, the security of MQTT broker platforms is influenced by these two primary
sources.

Architecture-Centric Vulnerabilities
MQTT is a lightweight protocol designed for devices with limited resources in IoT
environments. However, its design lacks several essential built-in security features,
such as enforced encryption or authentication mechanisms [1]. These architectural
weaknesses compromise the fundamental rules of information security; CIA princi-
ples (Confidentiality, Integrity, and availability) of data in MQTT communications.
The architectural-level vulnerabilities are discussed in detail in other sections of this
thesis. Although these gaps necessitate the implementation of additional layers of
security by MQTT brokers. This, in turn, introduces complex dependencies on ex-
ternal security libraries and utility packages, which is an issue explored in depth
through the third research question (RQ3).

Vulnerabilities Tied to Third-Party Libraries
The Snyk scan of MQTT brokers uncovered several high-impact vulnerabilities in
third-party components, often used indirectly through package chains. Below are a
few illustrative examples from analysis of MQTT broker platforms.
One such vulnerability is DLL injection (CVE-2020-13110), which affects the Mosca
Broker platform, as shown in the Appendix B.2, with a severity score of 8.4 (classified
as high in CVSS). The broker platform itself does not implement Kerberos directly;
its reliance on the “ascoltatori” component, which in turn depends on “Kerberos”,
introduces risk.
DLL Injection is a Windows-specific exploit technique that allows attackers to in-
ject malicious code into trusted processes. Although the MQTT broker does not
explicitly load untrusted DLLs, the vulnerability exists within a third-party authen-
tication package, highlighting a supply chain risk.

Another critical vulnerability with a CVSS score of 9.8 is “Integer Overflow/Wraparound”
as shown in the Appendix B.3, which is introduced to the EMQX broker by the
“zlib/zlib1g” library. This is a system-level vulnerability that affects the “zlib”
compression library. Although EMQX does not use zlib directly, it inherits the flaw
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through the OS-level packages bundled in its docker environment (Docker image
debian:12-slim).
This illustrates that vulnerabilities in containerized environments can extend beyond
application code, affecting runtime libraries as well. Currently, no fix is available
for this issue.

Regular Expression Denial of Service (ReDos) via Ansi-regex (CVE-2021-3807) is
another vulnerability with a CVSS score of 7.5 (high) found in the Mosca broker
platform.
This vulnerability is introduced to Mosca through transitive dependencies including
ascoltatori, pino, levelup. This vulnerability can cause performance degradation or
DoS through malicious input patterns that exploit slow regex evaluations. ReDoS
vulnerabilities exploit inefficient regular expressions to freeze a process. These pack-
ages are widely used in Node.js ecosystems and often exist deep within dependency
graphs, remaining unnoticed without automated scanning tools.

The examples above illustrate that security issues are not just about the broker
source code; vulnerabilities can exist at several levels deep within the dependency
tree of the MQTT broker platform. Indirect dependencies or transitive packages are
often the weakest link. Table 6.3 lists some vulnerability types and the third-party
library they originate from in detail.

Table 6.3: Summary of some vulnerabilities in MQTT brokers and the third-party
library they originate from.

Vulnerability
Type

Source Broker CVSS
Score

Risk Origin

DLL Injection kerberos via as-
coltatori

Mosca 8.4 (High) Application-
level depen-
dency

Integer Overflow
/ Wraparound

zlib1g in Docker
base image

EMQX 9.8 (Criti-
cal)

OS-level library

Regular Expres-
sion DoS (Re-
DoS)

ansi-regex,
semver

Mosca 7.5 (High) Nested transi-
tive dependen-
cies
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6.4 RQ4: What metrics significantly impact vul-
nerability prioritization and how can we de-
sign a better model that reflects the security
of MQTT?

This section begins by discussing key metrics that significantly influence vulnerabil-
ity prioritization. It then presents the rationale behind the design of a vulnerability
scoring model tailored to the characteristics of MQTT Brokers. The model is then
used to calculate real-world vulnerabilities, followed by a comparative evaluation
against the scores calculated by the original CVSS. Finally, all modifications are
summarized and visualized to provide a clear overview of the improvements.

In the original CVSS framework, the Impact and Exploitability are considered
the two most critical metric groups. The Impact group reflects the severity of the
consequences resulting from a successful exploitation, while the Exploitation group
assesses how easily a vulnerability can be exploited. Together, these groups con-
stitute the Basic Score, which serves as the foundation for assessing the overall
severity of a vulnerability. Due to its fundamental role, many organizations recom-
mend using it as the final CVSS score for the practical vulnerability assessment [45].

6.4.1 Designing an Improved Model to Reflect the Security
of MQTT?

We begin by aiming to retain the most metrics of Impact and Exploitability be-
cause they represent the core dimensions of severity and availability of vulnerability.
However, they do not fully capture the essential contextual characteristics in MQTT
environments [13][15]. Based on the analysis conducted in this study, two additional
metrics emerged as particularly important for effective vulnerability prioritization
on MQTT broker platforms: Frequency and Popularity. Frequency refers to
how often a specific type of vulnerability appears in public vulnerability databases,
whereas popularity indicates the number of MQTT broker platforms affected by a
given vulnerability.
These metrics were identified through the exploration of Research Questions 1 and
2, which revealed that vulnerabilities that are reported more frequently or affect
multiple platforms pose a greater overall risk to the ecosystem.
Although the CVSS framework is robust, it lacks these contextual dimensions. As
a result, it may not accurately prioritize vulnerabilities with broader implications
across platforms or appear repeatedly over time. This gap highlights the need for
a vulnerability scoring system that is more aligned with the operational realities of
MQTT-based systems.
To address this limitation, we propose an improved vulnerability scoring model
specifically tailored for MQTT brokers. The design of this enhanced model is mo-
tivated by the need to integrate the MQTT-specific context, namely frequency and
popularity, while building upon the strengths of the existing CVSS framework. This
section establishes the rationale for this improvement, while the following section
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provides a detailed description of the structure of the model and the metric for-
mulation. By incorporating additional context-aware metrics, the enhanced scoring
model aims to provide an accurate and MQTT-specific evaluation of vulnerabil-
ity severity, thus improving prioritization decisions and strengthening IoT security
posture.

To overcome the limitations of the traditional CVSS scoring framework, a refined
vulnerability scoring model is proposed, specifically designed for MQTT broker plat-
forms. This model aims to deliver a more context-aware assessment by capturing not
only the intrinsic characteristics of vulnerabilities, but also by integrating real-world
factors such as remediation availability, frequency, and distribution of vulnerabilities
across broker platforms. Frequency refers to how often a particular vulnerability is
observed in public vulnerability databases, while popularity accounts for the number
of broker platforms affected by the same issue. These two factors were identified as
significant through the results of Research Questions 1 and 2, which demonstrated
that vulnerabilities that are more frequent and widely distributed pose greater sys-
temic risks and thus warrant higher prioritization.

Beyond these metrics, some adjustments are also made. In CVSS, Scope is grouped
under Exploitability; however, due to its conceptual overlap with the Confidentiality,
Integrity, and Availability (CIA) metrics, it has been moved to the Severity group.
This modification ensures that Scope contributes more directly to the evaluation of
a vulnerability’s overall impact, rather than its likelihood of exploitation.
In simplifying the model, the Attack Vector metric has also been revised. Instead of
the original four categories defined in CVSS, the proposed model consolidates these
into two categories: Online and Local. This simplification reduces ambiguity and
improves consistency, particularly in scenarios where scoring decisions need to be
made quickly or at scale. Additionally, the Attack Complexity metric has been re-
moved entirely, as its subjective interpretation often introduces inconsistencies and
increases the likelihood of scoring errors, especially among less experienced asses-
sors.
Another important addition is the introduction of a new metric called Fixability,
which reflects how easily a vulnerability can be addressed once discovered. The
presence of an official patch or remediation measure typically reduces the severity
of a vulnerability in practice, and incorporating this into the model enables a more
nuanced evaluation of security risks, especially in environments where patch man-
agement plays a critical role in system resilience.
Together, these refinements create a scoring framework that extends beyond static
severity assessment and moves toward a more dynamic and MQTT-specific under-
standing of risk. Rather than treating all vulnerabilities with the same structural
weight, the model emphasizes their practical implications, operational impact, and
likelihood of recurrence across platforms. This enables developers, researchers, and
security teams to make more informed decisions about which vulnerabilities require
immediate attention and which can be prioritized based on contextual risk. The
complete structure of the proposed scoring model, including the revised and added
metrics, is visualized in Figure 6.3, which illustrates how each element contributes
to the final severity score.
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Figure 6.3: Metrics of improved scoring system

Vulnerabilities are classified into different severity levels based on their final scores.
Higher levels generally require higher priority to be fixed. The severity levels in
the new model are aligned with the levels defined in traditional CVSS, as shown
in Table 4.2. However, a notable modification is the “Critical” level, which was
adjusted to accommodate the extended scoring range. The maximum score in the
new model may exceed ten, due to the inclusion of new context-specific metrics.
Consequently, all vulnerabilities with scores above nine are classified as “Critical”
level. Table 6.4 provides detailed information on the levels.

Table 6.4: Vulnerability levels of Improved Scoring System and numerical value.

Score Vulnerability Levels
0 Safe
0 - 3.9 Low
4 - 6.9 Medium
7 - 8.9 High
Greater than 9 Critical

To enhance clarity and reduce complexity, abbreviations will be used in place of
full metric names throughout the formulas. These abbreviations, along with their
definitions, are presented in the Terminology table. The following sections provide
a detailed explanation and rationale for the modifications introduced to each group
of metrics in the improved vulnerability scoring system.
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6.4.1.1 Severity

Severity reflects the level of risk once the vulnerability is successfully exploited.
In the proposed model, severity is assessed using four metrics: confidentiality (C),
integrity (I), availability (A), and scope (S). Confidentiality refers to the degree to
which sensitive information may be exposed, integrity indicates the extent to which
data may be modified or tampered with, and availability represents the likelihood
of disruption or denial of access to services or systems. Scope measures whether
the impact of a vulnerability extends beyond the security permissions of its initial
context. For example, in Linux, a vulnerability in the user level could impact the
superuser level, or a vulnerability within one user group can impact other user
groups.

In CVSS, the impact metric contains confidentiality, integrity, and availability, which
are core metrics to evaluate the severity of vulnerabilities. In the latest version,
CVSS v4.0, Scope is split into three metrics, “Subsequent System Confidentiality”,
“Subsequent System Integrity”, and “Subsequent System Availability”, shown in
Figure 6.4. This change was introduced to eliminate the ambiguity of the Scope [51].
Additionally, Scope is moved from Exploitability to Impact. This change reflects
that Scope, like confidentiality, integrity, and availability, is an inherent property of
vulnerability and does not change over time; hence, it is now categorized as Impact
rather than Exploitability.

Figure 6.4: Replaced Scope in CVSS 4.0 [15]

The severity metrics values are set as shown in Tables 6.5, 6.6, 6.7, and 6.8. These
values are the same as the corresponding setting in CVSS.

Equation (4.1) contains C, I and A, we add the fourth element, “scope” and get
Equation (5.1). If all metric of C, I, A is equal to zero, then the severity score is
equal to zero, which means that the vulnerability cannot leak and modify the data
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Table 6.5: Scoring of Confidentiality
(C)

Level Ratio
High 0.56
Low 0.22
None 0

Table 6.6: Scoring of Integrity (I)

Level Ratio
High 0.56
Low 0.22
None 0

Table 6.7: Scoring of Availability
(A)

Level Ratio
High 0.56
Low 0.22
None 0

Table 6.8: Scoring of Scope (S)

Level Ratio
Exceeded (E) 0.56
UnExceeded (UE) 0.22

and also does not affect the system’s availability, that is, causing crashes, slowing
down performance, or causing services to temporarily or permanently stop.

If only Availability (A) is zero, it means that the system’s availability is not affected,
but there is still the possibility of data leakage or modification. If only C is zero, this
means that the data is not leaked but can be modified, and the system availability
is affected. If only I is zero, that is, the data cannot be modified, but the data may
leak and system’s availability is also possibly affected.

Severity Score =

0 If C, I, and A are all zero
1 − (1 − C) × (1 − I) × (1 − A) × (1 − S) else

(5.1)

6.4.1.2 Exploitability

In the proposed model, the exploitability metrics retain their definitions as in CVSS.
The privileges required (PR) and user integration (UI) metrics remain unchanged,
while the attack complexity (AC) is removed, and the values of the attack vector
(AV) are revised.

The attack complexity metric was removed because it is vague and redundant, as
noted in [24], where the authors aimed to reduce the number of metrics to avoid
the calculation errors caused by incorrect user input. They use a decision tree
algorithm to classify and identify redundant metrics, finding that S and AC have
higher redundancy and can be removed. Following this rationale, the proposed
model omits the AC metric to maintain consistency and reduce complexity.
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Table 6.9: Attack vector(AV) metric and its four options according to CVSS [13]

Option Description
Network The vulnerability is accessible for the entire

the Internet.
Adjacent The vulnerability is accessible for the Inter-

net, but attack is only logically adjacent in
topology

Local The vulnerability is cannot be exploited re-
motely.

Physical Attackers can only exploit the vulnerability
offline by physical impact, for example touch
or high temperature.

Table 6.9 shows four options for the attack vector in CVSS. As noted in [51], the
authors highlight inconsistencies in the value setting, especially between “Network”
and “Adjacent”. For example, different programmers might assign different values
in the attack vector (AV) for the same vulnerability. To address this inconsistency,
we merge “Network” and “Adjacent” into a single category labeled “Online”, asso-
ciated with the network stack. Similarly, we merge “Local” and “Physical” into a
single category labeled “Local”, because vulnerabilities in these categories cannot
be exploited remotely. As a result, the Exploitability group in the proposed model
consists of three metrics: PR, AV and UI. The possible values for these three metrics
are listed in Table 6.10, 6.11 and 6.12. The metric values at each level are consistent
with those defined in CVSS.

Table 6.10: Values of PR

Level Ratio
None 0.85
Low (L) 0.62
High (H) 0.27

Table 6.11: Values of AV

Level Ratio
Local 0.55
Online 0.88

Table 6.12: Values of UI

Level Ratio
None 0.85
Required (R) 0.62

Similar to Equation (4.3), the Exploitability score is calculated as a constant plus
three configurable factors.

Exploitability Score = PR × AV × UI (5.2)
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6.4.1.3 Fixability

The Report Confidence (RC) metric was removed from the Temporal Metrics group
because, in the proposed model, all vulnerabilities are identified and confirmed by
the trusted scanning tool and the trusted database before being recorded. This
confirmation process ensures the validity of each reported vulnerability and reduces
the uncertainty about its existence. Therefore, the RC metric, which normally
indicates confidence in the accuracy of a reported vulnerability, is unnecessary in
this context. Removing RC simplifies the computation and evaluation procedure
while maintaining the reliability of the vulnerability data.

Furthermore, the Exploit Code Maturity (ECM) metric was removed due to the
difficulty in reliably assessing the maturity level of the exploit code. As shown in
Figure 6.5, assigning a value requires the evaluator to compare “information re-
garding the availability of exploitation code/processes and the state of exploitation
techniques” [12], with the corresponding data in the figure. However, this informa-
tion must be manually collected by users, which can result in incomplete coverage of
real-world scenarios. In addition, such information may not be updated in a timely
manner, potentially leading to outdated or inconsistent assessments. To minimize
such uncertainties and maintain consistency in the assessment, this metric was re-
moved from our proposed vulnerability scoring model.

Figure 6.5: Exploit Maturity and its setting value [12]

Furthermore, the Remediation Level (RL) reflects the availability of fixes and is
kept in the proposed scoring system. We follow the RL setting as in CVSS and the
metric value is shown in Table 6.13.

The remediation level indicates how fixable the vulnerability is, and the overall
remediability factor is represented in Equation (5.3).

Remediability Factor = Remediation Level (5.3)
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Table 6.13: Scoring of Remediation Levels

Remediation Level Description Score
OfficialFix Official patch is available to completely

fix.
0.95

Temporary Fix The official fix is temporary but not
permanent.

0.96

Workaround There is an unofficial solution available. 0.97
Unavailable There is no solution available. 1

6.4.1.4 Repeatability

Repeatability is a new group of metrics that is incorporated in the proposed model
and contains two aspects: Frequency of Recent Exploitated Activity whether
the vulnerability was actively exploited recently. Extent of Distribution the
extent of its distribution in MQTT broker implementations.

These two metrics are incorporated because a higher level of Recent Exploitation
Activity indicates that the vulnerability has been more actively and frequently
targeted by attackers in recent times. This not only suggests a higher likelihood
that the vulnerability is exploited again, but also reflects the current lack of effective
defense strategies against it. For Extent of Distribution, a higher score indicates
that vulnerability is more widely present across different MQTT brokers. This
implies a broader impact and a greater risk of attack, potentially affecting multiple
systems, platforms, and even entire industries.

Traditional CVSS does not explicitly account for these factors through specific met-
rics. While CVSS includes Temporal Metrics, they are used to measure the current
state of remediation techniques rather than the vulnerability itself. Furthermore,
CVSS includes “Environmental Metrics” allowing users to adjust the basic impact
values based on their environment. However, it does not introduce new metrics
related to frequency or distribution.

Thus, in the proposed model, frequency and popularity are incorporated to represent
the extent of a vulnerability’s temporal and spatial distribution. Frequency is
defined as the number of times a specific type of vulnerability was recorded in the
NVD in a period of one month. Popularity is defined as the number of brokers (of 5
brokers analyzed in this thesis) affected by the same vulnerability in a period of one
month. Initially, values close to one are assigned to these metrics to minimize their
impact on the final score, as their influence may not be clear at the beginning. These
values can be adjusted later if necessary. The specific metric values are presented
in Tables 6.14 and 6.15.
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Table 6.14: Scoring of Frequency

Frequency Description Score
High (H) Over 100 1.2
Medium (M) Over 40 1.15
Low (L) Over 20 1.1
Very Little (VL) 1 or more than 1 1.05
None 0 1

Table 6.15: Scoring of Popularty

Popularity Description Score
High (H) 4 or 5 1.2
Medium (M) 3 1.15
Low (L) 2 1.1
Very Little (VL) 1 1.05
None (N) 0 1

The formula for calculating repeatability is shown in Equation (5.4).

Repeatability Factor = Popularity × Frequency (5.4)

The final score is calculated using Equation (5.5). If any of the multiplicative factors
is zero, the resulting score will also be zero. In CVSS, the maximum score is 10;
thus, a constant value of 16.3407 is used in the calculation to ensure that the final
score does not exceed this limit in the absence of additional metrics.

Final Score = 16.3407 × Severity Factor × Exploitability Factor
×Remediability Factor × Repeatability Factor (5.5)

47



6.4.2 Key Differences Between the New Model and CVSS

The equations and metric groups used in the proposed vulnerability scoring model
have been discussed in detail in previous sections. This section summarizes all
modifications made to the original CVSS framework, presenting a side-by-side com-
parison with the proposed model 6.16. To enhance clarity, Figure 6.6 illustrates the
key improvements and structural differences introduced in the proposed model. We
also show the computation of Scope in the original CVSS and the proposed model.

Changes In Metric Setting

Figure 6.6 visualizes all the changes introduced in the proposed model. Steps 1 to
6 correspond to the specific improvements listed in rows 1 to 6 of Table 6.16.

Table 6.16: Limitations of CVSS and improvements made in the proposed model

No. Limitations of CVSS Improvements in the pro-
posed model

1 AC is redundant [24]. Removed AC
2 Attack Vector is hard to set and lead

to inconsistent score [51].
Metrics was simplified by consol-
idating its four options into two.

3 Exploit Code Maturity (ECM) is hard
to test

Removed ECM.

4 Report Confidence is not necessary. Removed Report Confidence.
5 Scope is used as condition of comput-

ing (4.2).
Moved Scope into impact metrics.

6 Frequency and Popularity are not con-
sidered.

Introduced Frequency and Popu-
larity in the proposed model.

We removed Attack Complexity (AC), Remediation Level (RC) and Exploit Code
Maturity (ECM). The Attack Vector (AV) metric was simplified by consolidating
its four options into two. In addition, Scope(S) was reclassified from Exploitability
group to Severity group. Finally, the proposed model introduces two new context-
specific metrics: Frequency and Popularity, which address critical gaps in assessing
vulnerabilities within MQTT environments.
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Figure 6.6: Visualization of Six significant changes listed in the table 6.16

Changes In Computation

The modification of metrics in the proposed model results in corresponding changes
to the computation process. In particular, there are some differences in how scores
are calculated compared to the original CVSS. One key change involves the treat-
ment of Scope metric. In Equation (4.2), Scope is used as a condition in the calcu-
lation of the impact score. In CVSS v4.0, Scope has been integrated into severity
metrics, along with Confidentiality (C), Integrity (I), and Availability (A). Follow-
ing this approach, we also reclassified Scope from the Exploitability group to the
Severity group. This adjustment is reflected in Formula (5.1), which illustrates
how Equations (4.1) and (4.2) are combined in the revised scoring model after the
reclassification of Scope.

ISCBase = 1 − (1 − C)(1 − I)(1 − A) (4.1)

Impact Score =

6.42 × ISCBase, if Scope = Unchanged
7.52 × (ISCBase − 0.029) − 3.25 × (ISCBase − 0.02)15, if Scope = Changed

(4.2)

Severity Score =

0, if C, I, and A are all zero
1 − (1 − C)(1 − I)(1 − A)(1 − S), else

(5.1)

In Equation (5.1), if the values of C, I, and A are all zero, then the severity score
becomes zero. This behavior is consistent with the condition Impact<=0 in Equa-
tion (4.4).
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In Equation (4.4), CVSS discuss different situations based on the values of Impact
and Scope. However, in the proposed model it is only discussed once as in (5.1). The
final score is derived using a simple multiplication-based linear equation (see (5.5)).

Base Score =


0, if Impact ≤ 0
RoundUp(min(Impact + Exploitability, 10)), if Scope = Unchanged
RoundUp(min(1.08 × (Impact + Exploitability), 10)), if Scope = Changed

(4.4)

Final Score = 16.3407 × Severity Factor × Exploitability Factor
×Remediability Factor × Repeatability Factor (5.5)
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6.4.3 Calculating Vulnerability Score with proposed Vul-
nerability Scoring Model

To clarify the process, this section calculates the severity of some selected vulnera-
bilities using the proposed model and subsequently compares the result with those
from the traditional CVSS vulnerability scoring system.

6.4.3.1 Path Traversal

Path traversal is a vulnerability found in the Mosquitto broker platform and is
selected as an example to calculate the vulnerability score using the improved scor-
ing system. In Figure 6.7, the top-left corner shows the report of a path traversal
vulnerability in Mosquitto broker, while the top-right corner shows how the vulner-
ability is manifested in the source code. Lines 519 and 523 show that the function
pointer "fptr" is used to store the file path. The lower portion of the figure reveals
that the variable “optional_file” is determined by the second part of the command-
line instruction entered by the user. For example, if a user enters “./my_program
../../etc/passwd”, the segment “../../etc/passwd” may expose the password infor-
mation or any information depending on the user’s input. This behavior exemplifies
a classic path traversal vulnerability, where an attacker can manipulate input to
access unintended files or directories.

Figure 6.7: Path Traversal in mosquitto, and where in the source code Path Traver-
sal could be exploited

We found similar cases as CVE-2019-10743, where attackers used specially crafted
ZIP archive files (including path traversal strings, like "../../file.exe".). When these
files are decompressed, they may extract executable content into any directory, po-
tentially leading to serious security breaches. Another example is CVE-2022-45918,
where attackers can request previous logs and manipulate the query parameter with
“../../../../../../../../../etc/passwd” to access and read arbitrary files on the server.
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The above two cases and their corresponding CVSS configurations and scores can
be found in the NVD. Detailed metric configurations for these vulnerabilities are
shown in Table 6.17 and 6.18.

Table 6.17: Setting values of CVE-
2019-10743, in[34], CVSS Version 3x

Metrics Setting
AV Local
AC Low
PR None
UI Required
S UnExceeded
C None
I High
A None

Table 6.18: Setting values of CVE-
2022-45918, in[33], CVSS Version 3x

Metrics Setting
AV Network
AC Local
PR Low
UI None
S UnExceed
C High
I None
A None

The above two cases were used to validate our proposed model. Table 6.19 shows
the configuration of the Exploitability and Severity metrics in the improved scoring
model.

For the AV metric, the attack command is sent to the server remotely, so it should
be classified as “Online”, while for the PR metric, our case closely resembles CVE-
2019-10743. In CVE-2019-10743, the compressed file is automatically decompressed
and executed on the server side, requiring no special privileges beyond the ability
to upload the file. Similarly, in our case, the attacker only needs to modify the
command input, which is then automatically parsed by the server. Therefore, the
PR metric is set to “None”.

In terms of UI metric, CVE-2022-45918 is marked as “Required” because there
is a prerequisite: “the SCORM debugger must be enabled for the entire ILIAS
platform.” [4]. However, in our case, as long as the server is running, it can parse
the instructions without any user interface. Therefore, the UI is set to “None”.

For the S metric, in our case, the impact of the vulnerability only influences the
components of the server, so it is set to “UnExceeded”. Metric C focuses on whether
the data are exposed, while Metric I focuses on whether the data are modified.
Therefore, in CVE-2019-10743, the decompressed malicious executable file could po-
tentially modify system files, so its integrity is “High” and confidentiality is “None”.

In contrast, CVE-2022-45918 has a high risk of exposing information to the attacker,
so its I metric is “None” and C metric is “High”. In our case, as seen in line 519, the
“str” pointer has only “read” permission. Therefore, both I and A are set to “None”.
However, C is set to “High” because an attacker could input a command such as
“xxxxx /../pwd xxx”, which could result in unauthorized file reads (for example,
from “/../pwd” path).
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Table 6.19: Exploitability and
Severity Metric Setting

Metrics Setting
AV Online
PR None
UI None
S UnExceeded
C High
I None
A None

Table 6.20: Fixability and Repeara-
bility Metric Setting

Metrics Setting
RL OfficialFix
F High
P Medium

Table 6.20 shows the configuration of Fixability and Repeatability. For Fixability,
we consider whether there is an official method or patch to fix. In [17], the authors
propose an algorithm for building a whitelist, a set of allowed paths or resources,
to prohibit unauthorized access. Similarly, the Synk report [44] recommends main-
taining a set of permitted file system paths and comparing the user input against
that set. Based on these recommendations, we set the RL metric to “Official Fix”.

For the P metric, we consider the appearance of vulnerability type in different broker
platforms. For path traversal, it appears on three broker platforms; therefore, we
set the popularity to “Medium”.

Finally, for the F metric, we perform an exact match search for the term “path
traversal” in the NVD. We tracked the number of occurrences of the “path traversal”
over a period of one month ( 20 March to 20 April) and it occurred 108 times (Listed
in Appendix, from figureD.1 to D.11). Thus, the frequency is set to “High”. With all
metrics defined, we now substitute the metrics values in formula (5.5) to compute
the final vulnerability score, as shown in Equation (5.6):

Final Score = 16.3407 × Severity Factor × Exploitability Factor × Remediability
Factor × Repeatability Factor = 16.3407 × (1 − (1 − C) × (1 − I)
× (1 − A) × (1 − S)) × PR × AV × UI × RL × P × F = 16.3407
× (1 − (1 − 0.56) × (1 − 0) × (1 − 0) × (1 − 0.22)) × 0.85
× 0.88 × 0.85 × 0.95 × 1.15 × 1.2 = 8.94596 (5.6)

Thus, in our proposed scoring model, the final vulnerability score is 8.94596, and
the severity level is “High”. In contrast, the same vulnerability receives a score of
6.5 with a severity level of “Medium” under the traditional CVSS [33]. This shows
that the proposed vulnerability scoring model effectively captures the risk level. A
detailed discussion of this comparison is provided in the Evaluation section.
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6.4.3.2 BufferOverflow

According to the report generated by Snyk, the Mosquitto broker contains a buffer
overflow vulnerability. We evaluated this vulnerability using our proposed vulnera-
bility scoring model. Figure 6.8 shows the source code from the Mosquitto GitHub
repository, where on line 72, the function memcpy() copies data from the buffer
“buf” to the memory region “cfg.message[pos]”, with “rlen” specifying the number
of bytes. Line 62 limits “rlen” to a maximum of 1024 bytes.

Figure 6.8: Souce code of Mosquitto broker platform where it leads to buffer
overflow.

In each iteration of the while loop, “realloc” is used to expand the “cfg.message”
buffer to accommodate new data. However, the while loop (lines 61 to line 74) lacks
a check to ensure that the total size of “cfg message” does not exceed “MQTT_MAX
_PAYLOAD” limit.

Although there is a conditional check “if condition”, it is not enough as it is executed
after the while loop, by which point the data may already have been written to the
file system. As a result, if the input exceeds the length limit, it can cause memory
corruption, leading to a potential risk of buffer overflow vulnerability.

Before computing the final vulnerability score, each metric must be correctly con-
figured. To guide this process, we refer to CVE-2018-1000300 from the NVD [32],
which has a CVSS score of 8.8 and is classified as “High” severity level. This vul-
nerability involves a buffer overflow in the “curl” command. Specifically, during
FTP (File Transfer Protocol) transfers, “curl” internally retains a “closure handle”

54



to manage the termination of FTP connections. However, responses from the FTP
server may exceed the default buffer length: 16KB, which potentially results in
buffer overwriting in the buffer allocated in the closure handle [39].

Table 6.21: CVE-2018-1000300 Metric Setting [32],CVSS version 3x

Metrics Setting
AV Network
AC Local
PR None
UI None
S UnExceeded
C High
I High
A High

Attackers may be able to write arbitrary content in memory, leading to possible data
tampering, data leakage, or denial of service. Therefore, the I, C, and A metrics
are set to “High”. Table 6.21 shows the CVSS metric configuration, based on which
we can define the values of AV, PR, UI, S, C, I and A for the Mosquitto broker, as
shown in Table 6.22.

Figure 6.9: NVD page for Buffer Overflow official patches

CVSS does not include metrics for “Fixiability” and “Repeatability”, therefore, these
values must be assigned based on their definitions. Table 6.23 shows the setting of
RL, F and P. The NVD page [32] has listed many official patches, as shown in
figure 6.9, therefore, we set it as “Official Fix”.
The metric P is set to “Low”, since two brokers (EMQX and Mosquitto) contain
buffer overflow. To define the metric F, we conducted a targeted searched for “Buffer
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Overflow” on NVD’s search engine and found 183 items from 20 March to 20 April
(in Appendix 5, from Figure E.1to E.21), therefore, it was set to “Critical”.

Table 6.22: Exploitability and
Severity Setting of Buffer Overflow

Metrics Setting
AV Online
PR None
UI None
S UnExceeded
C High
I High
A High

Table 6.23: Fixability and Repeara-
bility Metric Setting

Metrics Setting
RL OfficialFix
F High
P Low

Substituting the values into the Equation (5.5), we can calculate the final score for
the buffer overflow vulnerability, which is 12.1627, the level is "Critical".

6.4.3.3 Double Free

In the Mosquitto broker platform, Double Free is another type of vulnerability,
as seen in the source code in Figure 6.10. It is programmed in C++, where the
“delete” operator is used to release the memory space previously allocated using
function “new()”. However, in lines 31 and 33, delete is called twice on the same
pointer “mosq”. After the first “delete”, “mosq” becomes a wild pointer. The second
call to the “delete()” function to release the same memory will result in undefined
behavior, as “mosq” may point to an arbitrary location in memory, which can lead
to issues such as segmentation faults or program crash.

Figure 6.10: Mosquitto source Code that leads to Double Free vulnerability
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To calculate the vulnerability score with our proposed model and define the ap-
propriate metrics values, we examined a “Double Free” example from the NVD
(CVE-2022-49541), which has a vulnerability score of 7.8 according to traditional
CVSS [35]. Figure 6.11 shows the relevant source code related to CVE-2022-49541
and the corresponding patch implementation [41].

The red-highlighted section in Figure 6.11 shows the vulnerable code that leads to
“Double Free” vulnerability. Specifically, the super block “sb” invokes a destructor
function in its associated memory, including “cifs_sb”. However, the “if” condition
attempts to free “cifs_sb” again, which leads to Double Free.

Figure 6.11: Patch of CVE-2022-49541[41]

The idea is to ensure that the memory is freed only once, and then the green section
shows the patched code. When “*sb” is NULL, it indicates that the superblock
was never initialized, and therefore, its destructor function is not called. To free
the “cifs_sb” correctly, the “if condition” is modified to “!sb || IS_ERR(sb)”, which
ensures that the “free()” operator is executed only when “sb” is either uninitialized or
not successfully initialized. This modification ensures that the “free()” operation is
executed only if the destructor function is not invoked, thereby successfully resolving
double free vulnerability.

The NVD provides CVSS metric settings as shown in Table 6.24 which we adopt
in our scoring model. For the RL, figure 6.11 shows a committed patch, therefore,
RL is set to “Official Fix”. Regarding the metric P, only one of the five brokers
(Mosquitto) is affected by this issue, and therefore, it is set to “Very Little”. Finally,
for metric F, we identified five relevant records in the NVD between March 20 and
April 20 (in Appendix 6, Figure F.1), so F is also set to “Very Little”. The complete
configuration is shown in Table 6.25. Substituting the values into Equation (5.5),
we calculate the final score of the “Double Free” vulnerability as 4.63113, which is
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Table 6.24: Metrics setting of CVE-
2022-49541 in CVSS [35],CVSS Ver-
sion 3x

Metrics Setting
AV Local
AC Low
PR Low
UI None
S UnExceeded
C High
I High
A High

Table 6.25: Metric setting in Im-
proved Scoring System

Metrics Setting
AV Local
PR Low
UI None
S UnExceeded
C High
I High
A High
RL OfficialFix
F VeryLittle
P VeryLittle

classified as “Medium” severity level.

6.4.3.4 Hard Coded Credentials

Hard coded credentials refers to usernames, passwords, API keys, tokens, or other
secrets that are directly written in the source code instead of being securely stored
and retrieved from configuration files or environment variables. As shown in Fig-
ure 6.12, on line 98, variables “username” and “password” are used to store the
client’s authentication information, which is later verified by the broker when a
client attempts to connect to the broker. Since Mosquitto is open-source and pub-
licly accessible, attackers can easily extract these credentials from the code and
impersonate a legitimate user to connect to the MQTT Broker. Thereby, gaining
unauthorized access to the MQTT broker.

Figure 6.12: Mosquitto source code that contains hard coded credentials[41].

A similar vulnerability (CVE-2024-41794) is identified in the NVD, in which attack-
ers can gain root privileges through remote access to the device’s operating system.
Notably, CVE-2024-41794 carries the highest possible CVSS score of 10, indicat-
ing a critical severity level [36]. Table 6.26 shows the CVSS metric configuration
for CVE-2024-41794, which we adopt to calculate the vulnerability score with our
scoring model. Table 6.27 shows the metrics configuration in our scoring model.
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Table 6.26: Metrics setting of CVE-
2024-41794 in CVSS [36],CVSS Ver-
sion 3x

Metrics Setting
AV Network
AC Low
PR None
UI None
S Exceeded
C High
I High
A High

Table 6.27: Metric setting in Im-
proved Scoring System

Metrics Setting
AV Online
PR None
UI None
S Exceeded
C High
I High
A High
RL OfficialFix
F VeryLittle
P Low

Figure 6.13: Hard coded credentials and fix suggested by Snyk.

For the RL metric, a common method to address the “hard coded credentials” is
to store keys and passwords outside the source code. For example, Snyk provides
a recommended fix, shown in Figure 6.13, which removes sensitive hard-coded in-
formation and moves it to Django’s settings configuration file “settings.py”. This
file is not publicly accessible and is deployed on the server. The server retrieves
configurations from Django’s environment variables, rather than from static code.
Therefore, RL is set to “Official Fix”.

The metric P is set to “Low”, since two of five brokers (Mosquitto and Mosca) have
this issue. Metric F is set to “Very little”, since there were three records related to
hard-coded credentials between March 20 and April 20 (see Appendix G.1). Sub-
stituting the above values into Equation (5.5), the final calculated score is 10.9725,
which falls into the “Critical” severity level.
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6.4.3.5 Evaluation of improved scoring model

So far, we have calculated four types of vulnerabilities in MQTT brokers: Path
Traversal (CWE-23), Buffer Overflow (CWE-122), Double Free (CWE-415), and
Hard coded Credentials (CWE-798). Table 6.28 presents the corresponding vulner-
ability scores as calculated by both the traditional CVSS and our improved scoring
model.

Table 6.28: Scores in CVSS and Improved Scoring System

CWE-ID CVE-ID F x P Score in CVSS Score in im-
proved scoring
system

CWE-23
Path Traver-
sal

CVE-2022-45918 1.2 x 1.15 6.5 (Medium) 8.94596 (High)

CWE-122
BufferFlow

CVE-2018-1000300 1.2 x 1.1 9.8 (Critical) 12.1627 (Criti-
cal)

CWE-415
Double Free

CVE-2022-49541 1.05 x 1.05 7.8 (High) 4.63113
(Medium)

CWE-798
Hardcode
Credentials

CVE-2024-4179 1.05 x 1.05 10.0 (Critical) 10.9725 (Criti-
cal)

Notably, CVE-2022-45918 (CWE-23) shows an increase in score from 6.5 in CVSS to
8.94596 in our proposed scoring model, with its severity level rising from “Medium”
to “High”. CVE-2018-1000300 (CWE-122), classified as a critical vulnerability in
CVSS with a vulnerability score of 9.8, also remains in the “critical” level in our
model, with an increase of approximately 20%, from 9.8 to 12.1627. However, in the
case of CVE-2022-49541, it has a drop of approximately 40%, from 7.8 to 4.63113.
Finally, for CVE-2024-4179, it increases moderately from 10 to 10.9725 and remains
at the “critical” severity level.

The newly incorporated metrics F and P, their influence on the final score, and their
settings for each CVE-ID are shown in Table 6.28. The score increase observed in
the first, third, and fourth rows reflects the positive contribution of F and P, aligning
with the goal of our improved model. However, for the third row (CVE-2022-49541),
although F and P introduce a slight upward adjustment, but the final score still
decreases. This is because the PR metric is set to “Low”, meaning that attackers
cannot directly exploit the vulnerability without any user interaction (for example,
no need to enter a password). This significantly lowers the final score, outweighing
the marginal increase introduced by F and P.

Overall, the improved scoring model emphasizes the real-world impact of F and P,
increasing the vulnerability score for widely distributed and frequently occurring
vulnerabilities. At the same time, the influence of PR metric is also strengthened
in our model, causing a notable score reduction for some vulnerabilities, due to the
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absence of privilege required.

In general, the traditional CVSS framework emphasizes exploitability and impact,
which can lead to an overestimation of the severity of vulnerabilities that are unlikely
to be exploited in practice or are easily remediated. In contrast, the proposed
scoring model introduces additional evaluation metrics by incorporating real-world
factors such as Fixability and Repeatability. As a result, it provides a more realistic
assessment of the severity of a vulnerability.
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7
Discussion

This chapter discusses the key findings of the study and the improved vulnerability
scoring model including its limitations. Furthermore, this chapter outlines recom-
mendations for future work aimed at improving security of MQTT broker platforms.

7.1 Key Findings
Our research underscores the importance of proactive security assessments in IoT
deployments. Even protocols such as MQTT, designed for efficiency and simplicity,
can become vectors for critical vulnerabilities if the underlying software implemen-
tations are not adequately vetted.
The findings of this study highlight the ongoing security challenges in MQTT and its
broker platforms. Although these broker platforms are designed to support efficient
and lightweight communication for IoT systems, our analysis revealed security is-
sues that stem not only from broker architecture but also from the use of third-party
libraries and plugins. The results affirm concerns raised in the previous literature
regarding the security risks broker platforms have.

Furthermore, the use of the vulnerability scanning tool “Snyk” proved to be ben-
eficial in identifying known vulnerabilities. Snyk detected multiple outdated and
insecure dependencies that might not be evident through code inspection alone.
However, the analysis also revealed limitations of such tools. For example, it was
highly dependent on up-to-date vulnerability databases. This suggests that relying
only on static analysis is inadequate and should be complemented by manual reviews
and dynamic analysis for more comprehensive coverage.

Another observation during the analysis was that the vulnerability distribution was
uneven between the broker platforms, as shown in Figure 6.1. While some broker
platforms had a relatively higher number of reported issues, others had a lower
number. This unevenness could be influenced by factors such as code quality or the
popularity of the project, an area area that warrants further investigation in future
research.
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7.2 Improved Vulnerability Scoring Model
Our research underscores the importance of secure architectural decisions and pro-
poses an improved vulnerability prioritization model to improve the resilience of the
IoT infrastructure. One of the key contributions of this thesis is the development
of an improved vulnerability scoring model. While the traditional CVSS is valuable
for standardizing severity assessment, our analysis shows that it does not take into
account contextual factors, particularly in the IoT domain.

Unlike the traditional CVSS, our proposed model incorporates additional factors
such as Popularity (how many broker platforms are affected by the same vulnerabil-
ity within a given time frame) and Frequency (the number of times a vulnerability
appears in the NVD within a given time frame). These metrics make our vulnera-
bility scoring model context aware and tailored to the characteristics of IoT systems
and MQTT broker platforms. However, incorporating new metrics introduces cer-
tain challenges. Specifically, the traditional CVSS scoring range of 0 to 10, is no
longer directly applicable and needs to be adjusted. In our model, the “critical”
severity level, which is defined as scores between 9 and 10 in traditional CVSS, may
now include scores that exceed 10. Although this limitation has minimal impact on
the model’s effectiveness in vulnerability assessment.

In addition, we revised several CVSS metric configurations to improve clarity and
reduce potential errors. This includes merging options in the “Attack Vector” metric,
relocating “Scope” from Exploitability to Severity, and simplifying the configuration
by removing “Attack Complexity”. Through these enhancements, our proposed
model offers a more realistic prioritization approach to vulnerabilities specific to
MQTT broker platforms. The proposed scoring model addresses the limitations of
traditional CVSS methods by incorporating real-world relevance, thereby providing
more accurate and targeted support for the assessment of security risk.

7.3 Future Work
In the future, additional validations are required for the new scoring model to ensure
that the Frequency and Popularity metrics remain effective across a broader range
of vulnerabilities.
Future research can also explore the application of this model to larger and more
diverse vulnerability datasets, covering more broker platforms, and extending to
different time frames. This helps to evaluate the versatility and scalability of the
scoring method.
Moreover, with the rise of AI, the integration of ML techniques into the scoring
model presents a promising direction for future work. For example, using existing
CVSS configurations provided in the NVD as a training set, a ML model can be
trained to predict the metric values, helping developers reduce human error.
Finally, the continued development and empirical evaluation of such scoring frame-
works is essential to advance vulnerability assessment methods that are more in line
with the dynamics and complexity of modern IoT environments.
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8
Conclusion

This thesis has explored the security landscape of MQTT broker platforms by ana-
lyzing their vulnerabilities and evaluating their severity, evolution, and distribution
across widely used open-source implementations such as EMQX, Mosca, Vernemq,
Mosquitto, and Hivemq.
The findings reveal that while MQTT is widely adopted in IoT systems for its
lightweight publish-subscribe communication model, it remains vulnerable to a wide
range of security threats. This study identified key trends in the evolution of MQTT-
related vulnerabilities, including frequent occurrences of Denial of Service (DoS)
attacks, inadequate authentication mechanisms, and security risks stemming from
third-party dependencies.

A major contribution of this study is the development of an improved vulnerability
prioritization model. Unlike the traditional CVSS, the proposed model incorporates
two novel metrics: Popularity refers to how many broker platforms are affected by
the same vulnerability within a given time frame. Frequency refers to the number of
times a vulnerability appears in the National Vulnerability Database (NVD) within
a given time frame. These enhancements reflect real-world relevance and exposure,
providing a practical approach to vulnerability prioritization.

Furthermore, the model modifies some existing CVSS metrics to simplify the metric
configuration process, reduce scoring errors, and better reflect the threat landscape
specific to the MQTT and IoT ecosystems. In addition, by integrating empirical
vulnerability distribution data with a tailored scoring approach, this framework
allows security analysts and developers to allocate resources more efficiently and
address the most impactful issues first.

In conclusion, this thesis not only maps the current vulnerability landscape of MQTT
brokers but also introduces a refined risk assessment model that is better aligned
with the unique characteristics of IoT security requirements. Future research may
expand this model across larger datasets to evaluate its effectiveness and accuracy
in diverse environments.
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A
Appendix 1 - AI Usage

All ideas, experimental design, algorithm design and analysis, and interpretation of
results were only conducted by us. The AI tools were not involved in generating any
novel research contributions or analyzing original data; they were used exclusively
as writing assistants.

The AI tools used include ChatGPT (GPT-4o and GPT-4o mini) and Grammarly.
These tools assisted with grammar checking, formatting (e.g., citations and tables),
and improving readability (e.g., coherence and transitions).
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B
Appendix 2 Report of Snyk

Figure B.1: Result of running Static analysis on broker platform

Figure B.2: Result of running static analysis on Mosca broker platform.
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Figure B.3: Result of running static analysis on EMQX broker platform.
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C
Appendix 3 Source Code of
MQTT Brokers and Version

Information

Table C.1: Source Code of MQTT Brokers and Version Information

Broker Name Is it the Latest
Version

Version We
Survey

Link

Vernemq Yes 2.0.1 [48]
Hivemq-community-edition Yes 2025.2 [19]
Mosquitto No 2.0.20 [29]
Mosca Yes 2.8.3 [28]
Emqx No 5.8.5 [10]
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Appendix 4 Appearance of Path

Traversal in NVD

(20th March 2025 to 20th April 2025)
Totally 108 path traversal vulnerabilities.

Figure D.1: First 9 of Path Traversal
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Figure D.2: Second 10 of Path Traversal
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Figure D.3: Third 10 of Path Traversal
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Figure D.4: Fourth 10 of Path Traversal

VIII



Figure D.5: Fifth 10 of Path Traversal
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Figure D.6: Sixth 10 of Path Traversal
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Figure D.7: Seventh 10 of Path Traversal
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Figure D.8: Eighth 9 of Path Traversal
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Figure D.9: Nineth 11 of Path Traversal
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Figure D.10: Tenth 10 of Path Traversal
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Figure D.11: 11th 9 of Path Traversal
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E
Appendix 5 Appearance of Buffer

Overflow in NVD

(20th March 2025 to 20th April 2025)
Totally 183.

Figure E.1: First 9 of Buffer Overflow
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Figure E.2: Second 6 of Buffer Overflow

Figure E.3: Third 10 of Buffer Overflow
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Figure E.4: Fourth 9 of Buffer Overflow

Figure E.5: Fifth 1 of Buffer Overflow
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Figure E.6: Sixth 6 of Buffer Overflow
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Figure E.7: Seventh 10 of Buffer Overflow

Figure E.8: Eighth 4 of Buffer Overflow
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Figure E.9: Ninth 9 of Buffer Overflow
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Figure E.10: 10th 11 of Buffer Overflow

XXII



Figure E.11: 11th 10 of Buffer Overflow
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Figure E.12: 12th 10 of Buffer Overflow
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Figure E.13: 13th 11 of Buffer Overflow
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Figure E.14: 14th 9 of Buffer Overflow
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Figure E.15: 15th 10 of Buffer Overflow

XXVII



Figure E.16: 16th 10 of Buffer Overflow
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Figure E.17: 17th 11 of Buffer Overflow
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Figure E.18: 18th 9 of Buffer Overflow

XXX



Figure E.19: 19th 11 of Buffer Overflow
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Figure E.20: 20th 9 of Buffer Overflow

XXXII



Figure E.21: 21th 8 of Buffer Overflow
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Appendix 6 Appearance of Double

Free in NVD

Total 5.(20th March 2025 to 20th April 2025)

Figure F.1: First 5 of Double Free
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G
Appendix 7 Appearance of

HardCoded Credentials in NVD

(20th March 2025 to 20th April 2025)
Totally 3.

Figure G.1: First 3 of HardCoded Credentials

XXXV



H
Appendix 8 Calculation Program

and source code

This simple program is write in C++, variable values should based on real metric
setting.

1 #include <iostream >
2 #include <vector >
3 #include <algorithm >
4 using namespace std;
5

6 int main(void)
7 {
8 double con = 16.3407;
9 double av = 0.88; // Local 0.55 , Online 0.88

10 double pr = 0.85; // None 0.85 , Low 0.62 , High 0.27
11 double ui = 0.85; // None 0.85 , Required 0.62
12

13 double s = 0.22; // E 0.56 , UE 0.22
14 double c = 0.56;
15 double i = 0; // CIA: HIGH 0.56 , Low 0.22 , None 0
16 double a = 0;
17

18 double rl = 0.95; // OF 0.95
19 double f = 1.15; // High 1.2, Medium 1.15
20 double p = 1.15; // High 1.2, Medium 1.15 , Low 1.1, VL 1.05
21

22 double final_score = con * (1 - (1 - c) * (1 - i) * (1 - a) *
(1 - s)) * av * pr * ui * rl * f * p;

23 cout << " final_score : " << final_score << endl;
24 }

Listing H.1: Code for Calculating Final Vulnerability Score
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