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Abstract

Blockchain technology has emerged in the last decade since the release of the Bitcoin
white paper. The technology has later been applied to many different areas to solve
recurring wicked problems within software engineering such as errorless security and
complete transparency.

The project was designed to fill a research gap in the software engineering field
of how to identify requirements (problem space), how to specify technical imple-
mentations (solution space), and how the connection between them interacts for a
blockchain-based system. This was fulfilled by conducting a case study on the digi-
talizing of the Swedish election system because of its strong need for high security
and transparency.

The study was based on data collected from interviews, literature reviews, and self-
exploration by coding. The knowledge gained was used to create a requirements
specification representing the problem space, together with an implementation of a
smart contract in Solidity and TypeScript functions representing the solution space.

The findings revealed that requirements engineering can be used for blockchain devel-
opment using traditional requirements engineering techniques. However, challenges
emerged when identifying non-functional requirements because of quality factors in
terms of security, reliability, efficiency, and transparency since these are more dif-
ficult to manage in a decentralized network. Moreover, limitations in the current
state of blockchain technology led to that the solution for the case did not fully
cover the entire problem space. In addition, it was discovered that the need for sup-
port from other systems when developing a blockchain application causes traditional
software engineering problems to reappear in blockchain projects. Finally, previous
research tells us the importance of focusing on problem space rather than solution
space. However, it was observed that the problem and solution space for blockchain
systems has a deep impact on each other, which in turn creates an issue if the main
focus remains on the problem space.

Keywords: software engineering, blockchain, blockchain voting, requirements engi-
neering, problem space, solution space.
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1

Introduction

Software engineering (SE) is a continuously growing field with diverse applications
in various industries. Many problems that arise in the industry are however of-
ten difficult to solve using traditional approaches. To ensure high-quality software
development, several common SE practices have been established and refined over
time. Agile development, continuous integration and deployment, code reviews, and
version control are some examples [1, 2, 3, 4]. These practices are here to improve
many aspects of a system including security, reliability, and maintainability. Even
though these practices are in place, there are still breaches in software happening
sporadically, even in big-tech companies such as T-Mobile, Amazon, and Microsoft
to name a few [5]. Despite implementing various SE practices, security breaches and
vulnerabilities are still a major concern in the industry since hackers and malicious
actors are constantly finding new ways to exploit them in software systems. It is
within this context of persistent and complex challenges that the concept of "wicked
problems“ [6] emerges, reflecting the intricacies involved in finding comprehensive
solutions.

The wicked problem of ensuring a secure IT system is a complex issue that does
not have a straightforward solution. A wicked problem [6] does not have a definite
formulation, there is no stopping rule (in this case, a system can always be more se-
cure), and they do not have an ultimate test of a solution. Another wicked problem
relating to SE is making sure that a system is transparent. In most software systems,
users are not able to see what is going on in the background of an application, which
is an important part in order for the user to actually know how their data is being
used. Software companies have been under scrutiny for a long time for gathering
data on their users, and lawmakers in countries all over the world are constantly
trying to make users safer on the web [7]. An issue like this is not easily solved, even
with open-sourced code where everyone can review it, since there is no easy way to
prove that the publicly available code is the one being used by the delivered software.

For a private company issuing an application, it could be considered “good enough”
using a traditional approach with a centralized server governed by a single com-
pany. There may however be a bigger reason for concern when for example ensuring
democracy in a digital election. This makes digital election an interesting case since
it needs to consider secure and transparent aspects of the system differently.

A potentially better option than traditional SE for the problem of creating a se-
cure and transparent digital election that has emerged in recent years is blockchain
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technology [8]. Some parts of traditional SE, as mentioned before, are subject to
wicked problems. Blockchain could however add new ways to solve a problem such
as creating a digital election with its unique set of features [9].

Blockchain’s rise in the area of digital elections is based on its decentralized struc-
ture [8] and the ownership is shared among the whole network. The interest and use
in the technology started in 2008 [8] after a paper was published under the name
Satoshi Nakamoto. It detailed an innovative way to transmit data across multiple
networks utilizing a distributed database that is maintained by the network itself.
This publication served as inspiration for blockchain technology which supports Bit-
coin for example. Over time, this decentralized and trustless system has grown from
its origins in Bitcoin into new applications allowing secure peer-to-peer transactions
without intermediaries involved.

Apart from its use in Bitcoin, blockchain has been applied to various other areas.
Another popular cryptocurrency, Ethereum, supports smart contracts [10] which
are computer programs that enable the verification or enforcement of negotiations
and agreements without human intervention. These self-executing protocols run on
Ethereum’s distributed ledger technology which guarantees a tamper-proof record
where all parties can independently verify contract execution. Smart contracts exe-
cute automatically with high levels of transparency ensuring compliance for everyone
involved after being triggered by pre-determined functions such as asset transfer,
currency exchange, or specific task completion.

The potential of Ethereum smart contracts to decrease the need for middlemen
in transactions is one of their main benefits. Contract execution can be automated,
allowing parties to do away with the need for middlemen like banks, brokers, or at-
torneys [10]. As a result, transactions might be completed more cheaply, effectively,
and securely.

In the fields of political science, computer science, and blockchain technology, the
democratization of voting through the application of blockchain technology is a topic
of growing interest and significance [11]. The use of blockchain technology in voting
could help to solve many of the issues that traditional voting procedures now have.
As mentioned before this includes transparency, security, and even accessibility for
voters. Despite the achievements of blockchain voting there are still a lot of obsta-
cles to overcome, for example external threats and transparency for users [12].

An organization named BLockchain IN Government (BLING) [13] which investigates
the application of blockchain in government operations provided the inspiration for
this project. BLING has been promoting the implementation of blockchain-based
voting systems in various government organizations because it believes that the area
of voting might substantially benefit from the properties of blockchain security and
transparency. This has been done by accelerating the adoption and deployment of
next-generation smart services, and this case study was conducted to contribute to
the same field.
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E-voting for elections has been present in other countries for many years. The
most prominent case is in Estonia [14], which had its first digital election in 2005
and was used by more than 50% of voters in 2023. Blockchain-based solutions for
voting and elections have also been developed and implemented in practice, such
as the Moscow municipal election in 2019 [15] and the primary elections in West
Virginia in 2018 [16]. However, these solutions have limitations, as they are either
developed with a specific purpose in mind or are proprietary to a specific organiza-
tion. To date, efforts to address the scalability, security, and accessibility challenges
inherent in blockchain-based voting systems have been inconclusive.

The current methods of ballot box voting are plagued by challenges such as a lot
of paperwork and transparency [12]. By implementing the voting process on the
blockchain, these challenges can be addressed and the process can be made more
secure and transparent. This could potentially increase participation and trust in
the electoral process, as well as make it more efficient and cost-effective. The table
below includes the potential advantages and disadvantages of using a blockchain-
based voting system:

Advantages Disadvantages
e Less human resources and paper- « Risk for external threats on vot-
work ing devices
o Faster and easier for the voter » Less understandable
e Increased transparency e Less established and not as ac-
e More secure if implemented cor- cepted
rectly « Vulnerable to cyber attacks if im-
o Increased accessibility plemented incorrectly

Table 1.1: Advantages and disadvantages of blockchain-based voting [12]

There are instances where conventional SE approaches cannot address a problem,
particularly if it involves decentralization, security, or transparency as previously
stated. An e-voting system that depends on these characteristics is an example of
such a system. While research within blockchain technology has been tested as a
potential solution multiple times, existing solutions have not been effective or are
not suitable for large-scale elections [17]. The previous research on blockchain voting
has also not focused on real-world constraints, or how the requirements for a sys-
tem and possibilities of blockchain are connected. Considering the aforementioned
factors, a lot of investigation has been done in the field but there is still a gap with
digital elections in a world where most of our daily tasks are oriented around the web.

Since a lot of research has been done in the field, but there is still no solution
that is trustworthy or established, this thesis will look into why that is and how to
work with blockchain projects like this. The purpose of this thesis is, therefore, to



1. Introduction

investigate how the needs, goals, constraints, and challenges (problem space) and
technical implementation (solution space) can be specified for blockchain projects
which aim for high security and transparency. Emphasis is put on high security and
transparency since these are wicked problems within traditional SE. To do this, a
case study was conducted on a blockchain-based voting system, since high security
and transparency are needed for such a system. All countries have different laws and
directions for elections [18] and could lead to different requirements and implemen-
tations of the system. This case therefore focuses on finding out how to implement
the system based on one country’s perspective. Since the study was conducted in
Sweden and resources for the Swedish election are more accessible, it was chosen as
the target country of the case.

Three research questions, denoted RQ1-3, are the focus of the study.

RQ1: How can the problem space for a blockchain system be identified?

The identification process will be conducted using requirements engineering to iden-
tify the problem space, and we want to investigate if requirements engineering can
be used within blockchain projects.

RQ2: How can the solution space be specified with blockchain technology?

We want to evaluate how to develop a blockchain project and the difficulties arising
from it. This question will therefore involve the development and implementation

of a solution design that fulfills the problem space.

RQ3: How do the problem space and the solution space interact when specifying
a blockchain system?

We want to investigate how the findings from the other research questions are con-
nected, and how the interaction can affect the development of a blockchain system.
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Theory

This section will provide information essential to understand the report. The chapter
will include an overview of the most important aspects of blockchain and how it
works, the technical challenges and limitations of using blockchain, smart contracts,
cryptography, and the steps that are necessary to include in a digital voting process.

2.1 Blockchain Fundamentals

Blockchain is a decentralized, distributed digital ledger that can securely and irre-
versibly store data [19]. The technology has become more well-known because it
can build trust without the aid of a central authority or middleman, making it a
desirable solution for a number of industries, including voting [20].

Blockchain technology works by creating a decentralized network of nodes that share
a ledger of transactions [21]. A transaction is either an agreement, transfer of data,
or exchange of assets between two parties [22]. A transaction can be published to
the blockchain for a fee, called the transaction cost. When a new transaction is
initiated, it is broadcasted to the network and validated by a group of nodes using
a consensus algorithm. Once the transaction is validated, it is added to a block,
which is then added to the existing chain of blocks. The data is secured through
cryptography, making it impossible to alter or manipulate without the approval of
a majority of the network. This ensures the integrity and immutability of the data
stored on the blockchain.

The blockchain network is built up of nodes, and any computational device that is
linked to the blockchain network and takes part in the transaction processing and
validation is referred to as a node in blockchain technology [23]. Examples of a node
include computers, smartphones, and tablets. The specific nodes which are capable
of expanding the blockchain with a new block are also called miners. The blockchain
ledger, which includes all of the transaction records in the network’s history, is kept
by each node in the network. To make sure that all copies of the ledger are up to
date and that new transactions are approved before being added to the blockchain,
the nodes communicate with one another.

As described briefly above, the blockchain consists of multiple blocks that are linked
together like a chain, hence the name. The transactions are then stored in these
blocks. A block is comparable to a container that stores a collection of transactional



2. Theory

information [24]. A block can only store a specific amount of transactions, and the
amount depends on the blockchain, for example, Bitcoin has an average of 2000
transactions per block [25]. When new transactions are created and the previous
block is full, the process of generating a new block is started. The blocks are put on
the blockchain once they are validated by the miners, and are connected by storing
a hash of the previous block in the new block.

A blockchain can only handle a specific number of transactions per second (TPS),
and developers or users can not modify this without an update to the whole network
[26]. For example, the blockchain Ethereum can handle 13-15 transactions per
second now, but a future update to the network is estimated to handle 100 000
transactions per second [27]. This update and increase in TPS is dependent on an
idea called sharding [28]. Another possibility to increase the TPS for a blockchain
is using second-layer solutions, which are dependent on implementations outside
the blockchain [28]. The reliability of a blockchain is also something that is not
modifiable by a developer or user, but the historical data for blockchains shows that
there are minimal instances where the biggest blockchains have had any downtime
[29] [30].

2.2 Blockchain Architectures

There are two main types of blockchain architectures that can be used, either per-
missoned or permissionless [31]. These two types can be used for different purposes
and operations, and some areas benefit from using one over the other.

Permissionless blockchains are the most common ones, where the whole network is
public and there is no central authority controlling the network [31]. The network
is therefore aiming for decentralization and consists of pseudonymous actors. Any-
one can be a part of the validation process, and anyone can send transactions. All
data in the network is also public, which makes the network fully transparent. The
drawback of using a permissionless blockchain is the scalability problems, risk of
bad actors, less privacy, and high energy consumption [32].

A permissioned blockchain is the opposite, only whitelisted people are authorized
to access the network [31]. Different users can be provided with different types of
access, which enables them to do specific actions. A permissioned blockchain is
therefore less decentralized and transparent and therefore most beneficial for a pri-
vate setting. The main drawbacks of a permissioned blockchain is the centralization
together with vulnerability to attacks [32].

A blockchain strives to fulfill three properties: scalability, decentralization, and secu-
rity. Relying on traditional blockchain techniques only makes two out of these three
achievable [33]. The vital parts of blockchain are decentralization and security, but
in order to use it in bigger projects with a lot of requests scalability is needed as well.
Below are the main features which are achieved for each blockchain architecture [33]:
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e Permissionless: decentralization and security

o Permissioned: scalability and security

o Multichain (multiple blockchains interconnected): decentralization and
scalability

2.3 Consensus protocol

Consensus protocol refers to a set of guidelines that are adhered to throughout
transactions using blockchain technology [34]. As long as the consensus process is
followed, there is a certain amount of confidence when updating or transferring data
between end users. There are two types of consensus protocols that are mostly used,
and these are Proof of Work and Proof of Stake.

The consensus method Proof of Work (PoW) is used to confirm transactions and
add new blocks to the network. It is the blockchain’s original consensus technique
and is described thoroughly in the Bitcoin white paper [8].

Nodes (or miners) compete in PoW to find solutions to challenging mathematical
puzzles [8]. In order to develop a solution that satisfies the network’s requirements,
miners undertake several calculations on the puzzle using their computers. The
answer is subsequently validated by other network nodes, and if it is accurate, the
miner who discovered the answer is rewarded with fresh cryptocurrency tokens.

Mining is a resource-intensive operation that uses a lot of electricity to run the
computers that are doing the calculations [35]. As a result, there are worries about
the effects of PoW mining on the blockchain ecosystem.

The second protocol is Proof of Stake (PoS), and it is a consensus algorithm that can
be used instead of the PoW algorithm. In PoS, the nodes (validators) that confirm
transactions are chosen based on the amount of cryptocurrency they hold and are
willing to stake as collateral [36], as opposed to miners trying to solve challenging
mathematical problems. The likelihood of being chosen to validate the following
block of transactions increases with the size of the cryptocurrency staked.

PoS has several advantages to PoW, including being more energy-efficient [36]. PoW
uses a lot of processing power to answer difficult mathematical problems, but PoS
uses less processing power and therefore less energy. PoS also has the benefit of
allowing for greater scalability [37].

2.4 Importance of the blockchain structure in a
voting system

The way blockchain is structured is very important to give us the features needed in
a digital voting system. A voting system must be decentralized [38] to ensure that

7



2. Theory

no single person, group, or organization has complete influence over the election
process. It is ensured that the outcomes are not manipulated or skewed by any
one party by using a distributed network of nodes that all take part in checking
and validating votes. This enhances confidence in the outcomes and preserves the
integrity of the electoral process.

A voting system must be transparent [38] in order for all participants to see and be
able to confirm the election results. A public ledger that keeps track of all votes
cast as well as the outcome of the election can serve to boost accountability and
lower the possibility of fraud. Because of the way blockchain is set up, every vote
is recorded in a clear and verifiable fashion, making it challenging to manipulate or
conceal information. By doing so, you may boost voter confidence in the election
process and make sure that everyone will accept the results.

A voting system must also be immutable and irreversible [39] to ensure that the
outcomes of the election cannot be altered or tampered with. Votes are entered
onto the blockchain and stored there as permanent records that cannot be changed
or removed [21]. This assures that the results remain unchangeable, definitive, and
helps to safeguard the integrity of the electoral process.

2.5 Technical challenges and limitations

The voting process could be revolutionized by blockchain technology, but there are
significant technical obstacles and constraints to take into account. The issue of
throughput, or the number of transactions that can be performed per second, is one
of the biggest obstacles [24]. It can be difficult to scale a blockchain-based voting
system to handle high amounts of votes because the present throughput of most
blockchain systems is generally lower than that of traditional systems with a central
authority.

Another issue that could restrict the scalability of a blockchain-based voting system
is size and bandwidth [24]. Each new transaction adds to the size of the blockchain,
which can lead to a lot of data that needs to be stored and sent around the network.
This can make it challenging to maintain the blockchain’s integrity and security
while also making sure that the system is still scalable.

Another significant obstacle that must be overcome when implementing blockchain
in a voting system is security [24]. Despite the fact that blockchain technology is
usually regarded as secure, there are still significant flaws that need to be fixed,
such as the possibility of a 51% attack [40], in which one entity seizes control of the
network and manipulates the results.

Wasted resources can also be a significant limitation of blockchain in a voting system
[24]. Tt takes a lot of processing power and energy to create new blocks and validate
transactions, which can have expensive fees and a big impact on the environment,
especially if a blockchain with PoW is used.

8
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In regards to usability, blockchain can also be difficult for a layman to understand
[24]. This could cause problems with widespread adoption since there is uncertainty
of not only how it works, but if it works.

2.6 Smart contracts

A program that can run on the blockchain is called a smart contract [41] and it
consists of functions and states, like any other programming language. The smart
contract technology enables developers to build decentralized applications, that can
be used for any industry. A variety of programming languages can be used, and one
of the most popular is Solidity for Ethereum.

To interact with a smart contract, it has to be deployed to the blockchain [42]. A
deployed contract is represented by a decentralized address, which means that users
can interact with it and access its functionalities. Specific functions can be executed
by posting a transaction to the address related to the contract.

2.7 Cryptography

In computer science, it is a standard to protect information by encryption so that
only those the information is intended for can read it. The information is encrypted
with cryptographic protocols, and there are different protocols for different areas
of use. Encryption functions and hash functions are the two main parts of cryp-
tography, and there are multiple algorithms that can be used for both, where each
has its own usage [43]. Encryption functions are used to encrypt a message. For
example, hiding a message in a cipher text, that later can be decrypted to read the
initial value. A key is needed to both encrypt and decrypt a message, and the key
structure is dependent on the encryption algorithms.

Compared to encryption algorithms, a hash function can only be used to encrypt
information and the data can never be decrypted, this is used for proofs. Hash
functions are designed to ensure that two different inputs can not have the same
hashed value. A common example of this is passwords [44]. It would be unsafe to
store passwords in plaintext on a server, but also unsafe if it is encrypted since there
is a way to decrypt it. Hash functions can therefore be used as proof to ensure that

someone knows the given information by comparing a hashed message with a stored
hash.

2.7.1 RSA-encryption

RSA, which stands for Rivest—Shamir—Adleman, is an encryption scheme that is
used to transmit protected messages online. RSA is an asymmetric-key encryption
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scheme, which means that two different keys are needed for encryption and decryp-
tion, these keys are called public key and private key [45]. The public key is known
by anyone, and the private key is only known by the receiver. This means that
anyone can encrypt messages with the public key, but they can only be decrypted
with the private key.

2.7.2 Merkle tree

A Merkle tree, also called a hash tree, is a hash-based data structure that is used for
data verification. The tree is built up with hashes, where each leaf node is the hash
of data and the parent node is a hash of its children [46], see Figure 2.1. The tree
structure is the same as a binary tree, which means that each parent node can have
up to two child nodes. The tree can be used as proof and is typically employed when
the leaves are identities and someone wants to prove its identity is part of the tree.
This can be done by providing a Merkle proof, which is a set of node hashes and
the plaintext for its own identity, that are used to backtrack the tree and recreate
it [47]. If the root hash of the tree generated with the Merkle proof is the same as
the root hash stored from creating the tree, the person providing the proof can be
verified as a member of the tree.

There are multiple different hashing functions that can be used, and there is no
restriction on which to use for a Merkle tree. In the field of blockchain, Keccak256
is one hashing function that is commonly used and has become more popular in the
community [48]. Keccak256 accepts inputs of varying lengths and turns the data
into a fixed-size output of 256 bits. This hashing function is popularly employed
together with the Merkle tree data structure for whitelisting on the blockchain.

Top Hash

Hash Hash
0 1
hash( 1307 ) nash( 1257 )
Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hash(L1) hash(L2) hash(L3) hash(L4)
Data
L1 L2 L3 L4 Blocks

Figure 2.1: Merkle tree structure [49].
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2.8 The digital voting process

To enable blockchain voting, there are four steps in the process that needs to be
taken into consideration: registration, voting setup, voting, and result [50].

The first phase of the process is the registration phase. Voting is not possible with-
out registration, which also guarantees that only eligible voters can cast ballots [50].
The voter’s identification and other eligibility requirements, including age, citizen-
ship, and residency, are gathered and verified as part of the registration process.
Only authorized users should be able to reach the voting stage, hence identity veri-
fication should be employed to ensure this.

The second phase is the voting setup phase, which involves setting up the required
security protocols and establishing the necessary information in the smart contract
[50]. This entails developing smart contracts that will oversee the voting process,
customizing the voter interface, and setting up the system needed for conducting
an election. This process also includes getting information about the parties and
candidates that are eligible to vote for.

The third phase is the voting phase, which entails actually casting a ballot, which
is then recorded on the blockchain [50]. Voters can use a secure digital interface to
cast their ballots, and those ballots are encrypted to protect the voters’ privacy and
confidentiality. The vote is recorded on the blockchain after it is cast, making it a
permanent record that cannot be changed or removed.

The fourth and final phase is the result phase. Election results are stored on the
blockchain, where they become a permanent record that cannot be altered or falsified
[50]. The outcome is calculated based on the votes cast, and the winner is chosen
by performing an off-chain calculation based on the data from the blockchain.

2.9 Requirements engineering

Requirements engineering is used at the beginning of a project to understand the
demands and necessities of a software system. Lausen [51] emphasizes in his book
“Software Requirements: Styles and Techniques” the importance of focusing on the
problem space rather than the solution space. He means that gathering require-
ments, analyzing user needs, and understanding the context in which the software
will be used, is more important than designing and implementing the software so-
lution that addresses the identified requirements.

Requirements engineering is a process in the software engineering field that is used
to determine how a system should behave, act and function [51], an example of this
is the inputs from the user or what features the solution should have [52]. The
process of finding requirements is called elicitation and a lot of different elicita-
tion techniques can be used to identify what requirements a system needs [51]. The

11
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elicited requirements are turned into a requirements specification where all demands
and requirements are specified, together with their reasoning and description. The
requirements specification consists of everything that a system will include and what
the involved parties can expect from the project [53].

Requirements are usually specified into functional requirements and quality require-
ments [51]. The functional requirements specify how the system behaves and oper-
ates, as well as the features and functions of the system. One common technique
to define functional requirements is with user stories, which include a feature that
someone wants, who wants the feature, and why they want the feature [54]. Quality
requirements, usually called non-functional requirements, specify the efficiency of
the features. This includes security, efficiency, maintainability, and other quality
factors. Most projects have quality factors that are more important than others,
and a quality grid can be used to specify their importance [51]. The grid includes
quality factors on one axis and importance ratings on the other, see Figure 2.2.
For each quality factor, its importance is assessed and the most critical factors can
be specified into requirements. The quality factors are categorized into operation,
revision, and transition. The important quality factors can also be written using
Planguage, which is a way to specify quality factors [51]. Planguage includes in-
formation on the factor and what it is about together with three metrics, what the
system is required to handle, what the system is planned to handle, and what the
system wishes to handle.

Critical | Important | As usual | Unimportant | Ignore
Operation
Integrity/security X
Comectness X
Reliability/availability 1
Usability 2
Efficiency X
Revision
Maintainability X
Testability X
Flexibility X
Transition
Portability X
Interoperability 3 4
Reusability X
Installability 5

Figure 2.2: Quality grid [51].
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Method

Runeson et al. [55] describes four steps to be used when conducting a case study
and these are the following: case study design, data collection, analysis of data, and
reporting. The first step involves preparations such as purpose, what the case is,
the method of data collection, and more. The second step is to gather all the data
needed to conduct the case study, and the third step involves how the data collected
should be analyzed. The fourth and last step is the reporting of the findings which
will be placed in Section 4 of this report.

The case investigated in this thesis is a blockchain-based voting system in Sweden,
and the case study involves looking into both the problem space and the solution
space. This means that the needs, goals, constraints, and challenges of a digital
voting system in Sweden will be specified (problem space), and the design and im-
plementation of the voting system will be created (solution space). By looking into
both the problem space and the solution space in one project ended up with a re-
search method that is not standardized. The problem space was identified through
interviews and literature review, and the solution space was identified through lit-
erature review and self-exploring.

RQ1 will be answered during the data collection and analysis phase, where the
problem space has been identified. RQ2 can be answered when all data have been
analyzed and a solution has been implemented. The last research question can be
answered when both the problem space and the solution space have been identified
and will be the last part of the case study.

3.1 Research Design

Runeson et al. [55] describes the importance of knowing why research is being con-
ducted and the overall objective of the study. In this study, the reason for the
research is to contribute to the software engineering field, and more specifically
to the topic of blockchain, with how the development of new applications can be
done and what to keep in mind when specifying the problem and solution space.
Runeson et al. [55] also describe that the case that will be investigated needs to
be a contemporary phenomenon in the real-life context, which in this case is the
blockchain-based voting system. The data used in this case is based on the Swedish
election and will provide insights and solutions that could be applied in a real-life
situation. The case study will analyze the whole process of voting which includes
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four phases, registration phase, setup phase, voting phase, and result phase and the
problems related to these different phases.

The data needed for the study was collected through three approaches, interviews,
literature review, and self-exploration. The interviews were the primary data col-
lection technique, and the data collection from the interviews was complemented
by data from the literature review and self-exploration in order to achieve trian-
gulation. The interviews can typically be conducted in three ways, structured,
semi-structured, and unstructured. Since we wanted answers to some specific areas
and questions, but also wanted the freedom to go off script we decided to use a
semi-structured interview style. The interviews were conducted in order to gather
requirements for a voting system and to answer RQ1, but also to get ideas for how
a blockchain based voting system can be implemented to answer RQ2. Additional
interviews were conducted at the end of the project and used as validation, to gain
knowledge on how well the other data had been specified and that all parts have
been covered. This process brought knowledge to answer RQ3.

The literature review was used to validate the data from the interviews, gather
more in-depth knowledge about the interview answers and blockchain implementa-
tion specifics, and also to fill any holes that remained after the interviews. Since
more knowledge relating to the interview answers, and information relating to block-
chain implementation was reviewed, this data collection method was used to answer
both RQ1 and RQ2.

The third data collection source, self-exploration, was used to validate the data
collected relating to blockchain implementation specifics in practice. This data col-
lection method used information gathered from the interviews and literature review
to gain knowledge on how theoretical blockchain development principles work in
practice. The data gathered was used in order to answer RQ2.

This case study is dependent on two different fields, political science, and blockchain
engineering. The chosen interviewees were active in one of these areas, and two peo-
ple from each participated. Multiple Swedish authorities and people with different
backgrounds in the blockchain field were contacted for an interview, some did not
answer, others mentioned a lack of time and resources, and some were apprehen-
sive to answer questions regarding blockchain due to its uncertain and complicated
nature. The four selected interviewees were the only ones wanting to participate.
The interviewees selected from political science are key stakeholders at the Swedish
electoral authority, where one was a part of the development unit & technology, and
the other was active in research regarding projects and organization. These inter-
viewees were chosen from their deep knowledge of the Swedish election system and
to gather as much in-depth information in regard to the voting process itself. The
remaining two have been working in the field of blockchain for a long time, whereas
one is a researcher, professor, and author in the field and the other is the CEO of a
company whose product is used in multiple blockchain exchange applications.
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3.2 Data collection

The data collection phase of the study included three parts, interviews as the primary
source and literature review and self-exploration which was used to complement the
answers from the interviews and triangulate the answers.

The interviews included preparations, contacting interviewees, and conducting the
interviews. The interviews used a semi-structured approach and an interview guide
was used during the sessions, see Appendix C. Around 20 people were contacted
for an interview but only four participated. The interviewees that agreed to par-
ticipate were key people both in the area of political science and within blockchain
applications and provided necessary and valuable information to keep the quality
of the study. The length of the interviews ranged from 60 to 110 minutes, and all
interviews were recorded with the interviewees’ consent.

The interview sessions started off with a brief explanation of the project and the
goal of the session. Then it followed up with questions regarding the four phases,
registration phase, setup phase, voting phase, and result phase. The questions were
related to what requirements are needed during these phases, how the process works
today, what needs to be taken into account when developing an election system, and
how the interviewee envisioned a digital voting system to be implemented. In ad-
dition to questions related to the phases, some questions about security and the
general topic were also asked.

The second data collection source was a literature review, which was used to validate
the interview answers, gather more in-depth knowledge on the topics discussed dur-
ing the interviews, and also to fill any holes that were left open after the interviews.
The documents analyzed were therefore related to specific problems within elec-
tronic voting, for example, user identification and anonymity, what requirements an
electronic voting system needs, relevant regulations and policies within the Swedish
government, and blockchain development specifics. During this data collection, it
was identified that the solution space should be created with a smart contract in
the programming language Solidity [56] for the blockchain Ethereum [10].

Self-exploring was the third and final data collection source, and it was used to vali-
date the collected data related to blockchain implementation and to understand the
possibilities of blockchain development. It was used to gather data on how theoreti-
cal concepts work in practice, and in order to understand the capabilities of Solidity
and smart contract development. This was done by implementing theoretical prin-
ciples in Solidity, creating functions, deploying smart contracts, and calling smart
contracts after deployment. This data collection process was held after the inter-
views and literature review, and the information gathered from these processes was
used to gather practical knowledge within the same field. The implementation, test-
ing, and deployment utilized the integrated development environment (IDE) Remix
[57], which is an IDE for Solidity development.
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3.3 Analysis of collected data

The analysis of the data was done through thematic analysis, and the answers were
categorized into five themes, which were the four phases identified during the design
phase and a category general for the whole process. This type of thematic analysis
is called a deductive approach and is the process of analyzing and categorizing data
into predetermined themes [58]. Since interview sessions were recorded, all inter-
views could be transcribed in full detail. A text-to-speech transcription application
was used to facilitate this process. When the transcription was done, all interviews
were listened to again to make sure the transcription program recorded all informa-
tion correctly and also to get familiar with the answers. The transcribed interviews
were then analyzed and the relevant information was categorized into the themes
described above. The data collected during the literature review and self-exploration
was also categorized into themes by going through the documentation made during
those processes.

The problem space was explored with software requirements, and the requirements
were created from the thematic analysis of the data. When all interview tran-
scriptions were categorized into themes, requirements were generated from the an-
swers and turned into a requirements specification consisting of functional and non-
functional requirements. The functional requirements specified the features and
functions of the system and were written in the form of user stories. The non-
functional requirements specified the efficiency of the features and specified using a
quality grid and Planguage.

When the requirements specification was generated, the solution-seeking process for
the requirements started. The solution-seeking process began by finding solutions
for every requirement and how they could be implemented into Solidity, finding dif-
ferent alternatives, and rating their pros and cons. This was done by going through
the collected data from the literature review and the self-exploration, on how solu-
tions should be developed and what techniques to be used for specific cases. When
there was a set of solutions for the requirements, they were merged together to make
a full implementation for the entire project. The selected solutions were evaluated
on their effectiveness in addressing the identified requirements, as well as their fea-
sibility and scalability.

3.4 Validation

Validation interviews were conducted at the end of the project to ensure that the
requirements specification and the implemented system covered all parts and that
they were specified correctly. The validation was done by conducting an additional
interview with three out of the four interviewees. During these sessions, the re-
quirements specification was reviewed first, where all requirements were described
in detail and presented to the interviewee. The implemented system was demon-
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strated after the requirements specification, to show the interviewee how we fulfilled
the requirements. These sessions were between 40 to 60 minutes and were used to
measure the success of the project and how well the spaces had been specified.

17



3. Method

18



4

Results

In this chapter, the results from the study will be presented in three parts. The first
part will display the requirements identified for a blockchain-based voting system.
The second part presents the solution as well as the implementation of the smart
contract code. The third part will delve into if the requirements are fulfilled by the
solution presented in part two or not.

4.1 RQ1: Requirements

The requirements identified during the analysis have been divided into two types of
requirements: the functional requirements which describe the tasks and functional-
ities needed to fulfill the users’ expectations, and the non-functional requirements
which capture the qualities and constraints that define how the system should per-
form. The full set of requirements will be presented below under the corresponding
section.

4.1.1 Functional requirements

The functional requirements elicited are based on the interviewees answers. The
interviewees from The Swedish Electoral Authority mentioned that their answers
are derived from regulations used in the traditional voting system, which either
are based on Swedish law or regulations decided by the Electoral Authority. The
answers from the interviewees in the field of blockchain were based on regulations
needed for a secure digital election. The requirements cover the whole process from
registration to results needed to conduct an election in Sweden. The full set of
functional requirements can be seen in Table 4.1.

The requirements are specified with user stories, to specify who the requirement
are based for and what the reasoning behind the requirement is. The requirements
related to what The Swedish Electoral Authority wants are specified as the product
owner since they are the owner of the system, and the requirements related to what
the voters wants are specified as the user.

ID Functional requirement (label and user story)

FR1 Digital voter registry

As a product owner, I want a digital voter registry, so I can keep track
of who has voted and not.
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FR2

Date for registering parties
As a product owner, I want all parties to be registered at least 30 days
before the election, so I can follow the current Swedish law.

FR3

Date for registering candidates
As a product owner, I want all candidates to be registered at least two
days before the election, so I can follow the current Swedish law.

FR4

Voting only for eligible users
As a product owner, I want only eligible users to vote, so that the result
represents the Swedish population.

FR5

Vote from anywhere
As a user, I want to be able to vote from anywhere, so I don’t need to
travel to a booth.

FR6

Prevoting
As a user, I want to be able to prevote and vote on the election day, so
I can do it when it fits me.

FR7

Revoting
As a user, I want to be able to revote, so I can change my vote if I regret
my decision.

FR8

Marking invalid votes
As a product owner, I want invalid votes to be marked, so we can identify
potential problems and attacks.

FR9

Connect vote to constituency
As a product owner, I want each vote to be connected to a constituency,
so we make sure the candidates are representative for the whole country.

FR10

Constituency level results
As a product owner, I want to be able to count the result on constituency
level, so I can view the results in different areas of the country.

FR11

Count votes after elections

As a product owner, I only want the votes to be able to be counted
after the election is over, so that the election results are not affected by
decision-making from real-time data.

FR12

One vote per person
As a product owner, I only want one vote per person to be counted, so
that the election is equal for everyone.

FR13

Last vote counted
As a user, I want the last vote to be the only one counting, so that I can
revote.

FR14

See personal vote
As a user, I want to be able to see my own vote after, so that I can verify
that it is correct.

FR15

See all votes
As a user, I want to be able to see all votes, so that I can verify that the
election results are correct.
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FR16 | Untraceable votes
As a product owner, I want the votes to be untraceable, so that no one
can see who made which vote.

Table 4.1: Functional requirements for a blockchain-based voting system

The interviewees had similar views on what the system needed, and their answers
did not differ drastically. The only areas where the responses differed were regarding
the topic of voting from anywhere and seeing personal votes. Which also were the
areas where the interviewees gave feedback during the validation sessions.

The feedback on the requirements from the validation interviews was positive, but
some requirements were commented on. The functional requirement FR5 (Vote
from anywhere) was commented on by two of the interviewees, where one of them
said:

“You have to choose one or the other, there are pros and cons to both.
So when you design the system, you just have to choose.”

The other interviewee was more skeptical of it and said:

“There is a challenge with that. ... One of the points of having to go to
a booth and vote is that you should avoid pressure. You know that you
vote alone if you vote in a booth.”

The interviewees had different views on this topic during the elicitation interviews
as well, where three out of four said that the system should support vote from any-
where and one said that it would be good, but it’s also a risk and that the system
should support voting from anywhere as well as from a booth.

Another requirement that one interviewee was skeptical about from the validation
interviews was FR14 (See personal vote), and said:

“That is a bit complicated. ... The question is whether it poses a risk to
the secrecy of the election or not.”

Overall the requirements specification showcase a variety of demands including the
law and technical aspects. One of the interviewees wrapped up the functional re-
quirements nicely:

“It is a mixture of requirements that has to do with legal aspects of elec-
tion implementation and technical aspects on how you want the system

to work.”

The interviewee also added that the requirements look good on a general level from
a quick overview.
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“I think the requirements are generally good, but I can not say that they
are complete just from a short review like this.”

A few refinements were made after the validation meetings based on feedback. This
included changing FR3 from stating that the candidates need to be registered 30 days
before, to two days before. There were also minor rephrasings of the requirements
to make them clearer.

4.1.2 Non-functional requirements

The non-functional requirements are used to support the functional requirements
with quality factors. The non-functional requirements are represented in three lev-
els: a quality grid, a table with specifications, and Planguage.

The quality grid, see Table 4.2, demonstrates the importance of certain quality
factors in the non-functional requirements and includes an importance rating for
each factor. Each quality factor in the table is connected to a rating, which is either
a number or an x. Since this case is related to democracy, multiple factors need
to be set as Critical to ensure a safe process. The numbered ratings are described
underneath the table since these are of more importance, and the ratings As usual
do not have a specific effect on the system compared to other quality factors and
therefore do not need further explanation.

Critical | Important | As usual | Unimportant | Ignore

Operation

Security 1

Correctness

Reliability 3

Usability 4

Efficiency )

Revision

Maintainability X

Testability X

Flexibility X

Transition

Portability X

Interoperability X

Reusability 6

Table 4.2: Quality factors for the blockchain-based voting system.

Concerns from the quality grid:
1. Security: If the system is not secure, it could cause severe problems for the
election.
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. Correctness: If the system can accept invalid votes, it could change the election
results.

. Reliability: If the system allows downtime, it could lead to transactions not
being published.

. Usability: The system in this case study does not consider the usability of the
platform. Usability would be of greater value if a front-end application also was
developed.

. Efficiency: The system must be able to handle the number of transactions
needed to conduct the election.

. Reusability: The system needs to be reused in the parliamentary, county council

and municipal elections for over 6000 constituencies across the country.

The quality grid was used to specify non-functional requirements within the quality
factors set as Critical. The non-functional requirements specified for a blockchain-
based voting system are presented below in Table 4.3.

1D Non-functional requirement (label and Category
description)

Transaction speed

NFR1 | The system should be able to handle enough transactions | Efficiency
to supply the Swedish election
Encrypt sensitive data

NFR2 | All sensitive data stored on the blockchain needs to be | Security
encrypted
Safe from data tampering .

NFR3 The application should be safe from data tampering Security
Applicable for multiple elections

NFRA The §olution should be appli‘cable for ml‘ﬂjciple elecFions Reusability
(parliamentary, county council, and municipal elections)
as well as multiple constituencies
Disallow invalid data

NFRS The application should not accept invalid input data Correctness
High uptime

NFR6 | The system should not have any downtime during the elec- | Reliability
tion

Table 4.3: Non-functional requirements for a blockchain-based voting system.

A key aspect to point out from the non-functional requirements table above is that

security is deeply rooted in blockchain.

A project which uses blockchain needs

security as perhaps its main focus for it to be used. One of the interviewees also
mentioned this briefly after being asked about their thoughts on NFR3 (Safe from
data tampering).

“From what I know about blockchain, the main feature should be that the
data is where it 1s.”
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The interviewee also stated that they felt that a shorter list of non-functional re-
quirements is appreciated.

“I looked through a document with non-functional requirements yester-
day. ... The document never ended because there are endless amounts
[non-functional requirements/ to relate to. It never ends, it just contin-
ues, both categories and what it is. So less is more I believe.”

The set of non-functional requirements, see Table 4.3, was used to operationalize
the requirements with Planguage. These could then be used to easily identify if the
non-functional requirements have been fulfilled or not. The metrics used are based
on the needs of Sweden and cryptographic safety.

Request speed: The system should handle enough transactions
to supply the Swedish election

Scale Total number of transactions during a day
Meter Measured in number of transactions per day
Must 12 million transactions (based on e-voting in Estonia

[14] accounting for 51% of casted votes, around 8 million
people in Sweden [59] being able to vote, and there are
three transactions per person).

Plan 20 million transactions (adding votes because there are
likely going to be revotes by some people).
Wish 30 million transactions

Table 4.4: Planguage table for Request speed.

For Table 4.5 below, the encryption method is not provided and is instead left as an
open metric. This is because encryption techniques can be easily interchangeable
for this project and should be adapted to the state of the art. The used encryption
was set to RSA, which is explained further in Section 4.2.

Encryption of data: All sensitive data stored on the blockchain

needs to be encrypted

Scale All sensitive data stored on the blockchain

Meter Encryption

Must The sensitive data stored on the blockchain should be
encrypted

Plan The sensitive data stored on the blockchain should be
encrypted with standard encryption

Wish The sensitive data stored on the blockchain should be
encrypted with above standard encryption

Table 4.5: Planguage table for encryption of data.
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4.2 RQ2: Solutions

The implemented solutions to the requirements will be presented in this section and
will include how the solutions work, the labels from the requirements tables will also
be included in the text where they are being fulfilled by the solution. The process
identified at the beginning of the project, registration phase, setup phase, voting
phase, and result phase, will be used to present the results. The overall setup of the
voting process will be both in a smart contract on the blockchain (on-chain) and
off the blockchain (off-chain) with code in TypeScript. The solution is not a fully
working process, but smaller parts that together make a functioning solution. It is
built up with one smart contract and three TypeScript functions.

When the elections are active, it is important that it is only possible to call specific
functions when the right phase is active, for instance voting only during the voting
phase. This was solved by including different phases into the smart contract so that
specific functions can only be called during the correct phase. This functionality is
implemented with an Enumerator that defines the phases, a modifier that is used
within functions to require a specific phase, and a function that can change the
phase, see Figure 4.1.

// Setting up the possible phases
enum Phase {Setup, Vote, Result}
Phase public state;

// Modifer to validate phase
modifier validPhase(Phase reqPhase) {
require(state == reqPhase);

3

// Function to increase state (change to next phase)
function changeState(Phase x) public onlyChair() {
require (x > state);

state = X;

¥

Figure 4.1: Phase functionality in the smart contract.

The smart contract also includes a modifier called onlyChair () which is used for
functions only the organizers (chairperson) should be able to call, for example,
changeState (). This enables the chairperson to decide for example when the voting
phase begins (Prevoting). The chairperson is the one who deployed the contract,
and there will be one chairperson per constituency. The reason for this is that
each constituency has its own instance of a deployed smart contract (Applicable
for multiple elections), which will ensure that each voter is connected to a con-
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stituency (Connect vote to constituency) and that the votes can be counted on
the constituency level (Constituency level results).

4.2.1 Registration phase

The first phase in the voting process, the registration phase, will not have anything
to do with the features enabled by the blockchain. This phase will look similar
to what it is today in the traditional voting system. This process will be handled
by Skatteverket, The Swedish Tax Agency since they have records on all citizens
and eligible voters. Instead of sending physical vote cards to all voters as in the
traditional system, a digital system will be used to mark who has voted and who
has not. The solution also requires the voter registry to include the decentralized
identities, the address of the blockchain account, of the voters. The voter registry
does not necessarily need to know what address is connected to which voter, but
they need to know the decentralized identities of a constituency. The reason for this
is to prepare the verification mechanism in the smart contract so that only eligible
voters can access the voting function. Since the verification mechanism is dependent
on the voter registry, the complete list of eligible voters has to be completed before
the voting phase starts.

4.2.2 Setup phase

The second phase, the setup phase, will not be utilizing any of the features that are
specific to the blockchain either, but it will deploy the smart contracts and add data
to them. This phase will handle the registration of parties and candidates, as well
as add the verification mechanism to verify the eligible voters to the smart contract.

The registration of parties and candidates is done by Valmyndigheten, The Swedish
Election Authority. When a party or candidate is being registered they will be
mapped off-chain to a specific integer, that is specific for the party or candidate,
see Figure 4.2. This means that if a user wants to vote for Party B and Candidate
3B, the vote would be 2 for the party and 3 for the candidate and if a user wants
to vote for Party C and Candidate 1C, the vote would be 3 for the party and 1 for
the candidate.

The second part of the voting setup phase is adding the verification mechanism to
verify the eligible voters to the smart contract (Voting only for eligible users).
This mechanism is using a Merkle tree, also known as a hash tree, where each node
is labeled with a cryptographic hash of data, in this case, the decentralized identity
of a voter. The tree is generated with a function in TypeScript, see Figure 4.3.
The allowList array in the code includes the addresses of all eligible voters, these
addresses are being hashed with the hashing function Keccak256 and then turned
into a Merkle tree. From the validation interviews, one interviewee really liked the
verification mechanism.
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Identifier Party Identifier Candidate Party A
1 Party A 1 Candidate 1A
2 Party B 2 Candidate 2A
3 Party C 3 Candidate 3A

Identifier Candidate Party B

1 Candidate 1B
2 Candidate 2B
3 Candidate 3B

Identifier Candidate Party C

1 Candidate 1C
2 Candidate 2C
3 Candidate 3C

Figure 4.2: Registered parties and candidates example.

“Beautiful, beautiful. I think youve used it very nicely”

// Generate tree from eligible users (example addresses provided)
let allowList = [
'0xb794f5ea0ba39494ce839613fffba74279579268" ,
'0xb794f5ea0ba39494ce839613fffba74279579267 ",
'0xb794f5ea0ba39494ce839613fffba74279579266" ,
'0xb794£5ea0ba39494ce839613fffba74279579265"

const leaves = allowList.map((address) => keccak256(address))
const tree = new MerkleTree(leaves, keccak256, {sortPairs: true})

Figure 4.3: Generate Merkle tree in TypeScript.

In order for the verification mechanism to work, the smart contract has to know
the root hash of the Merkle tree. When the tree is generated, the root hash can
then be gathered and stored in the smart contract. By calling tree.getHexRoot ()
in the TypeScript file, the root of the Merkle tree can be collected. The next
step would be to add it to the smart contract, but before that, the smart con-
tract needs to be deployed onto the network. When that is done, the function
setMerkleTreeRootHash(bytes32 rootHash) can be called to add the root. This
function can add or change the root hash in the smart contract and is only callable
in the setup phase due to the modifier validPhase (Setup), see Figure 4.4. This
function is also exclusively callable by the chairperson and is specified with the mod-
ifier onlyChair (). How the verification mechanism works will be described during
the voting phase.
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// Function to set Merkle tree root during the setup phase
function setMerkleTreeRootHash(bytes32 rootHash) public onlyChair ()
validPhase (Phase.Setup) {
merkleRootHash = rootHash;
b

Figure 4.4: Set Merkle tree root hash in the smart contract.

4.2.3 Voting phase

The third part of the process is the voting phase, which will take part only on-chain
with functionality from a smart contract. The voting part of the smart contract was
built with one main function, Vote(bytes32[] calldata _merkleProof, bytes
calldata encryptedVote), see Figure 4.5. This function has two responsibilities,
call the function checkValidity(bytes32[] calldata _merkleProof) to validate
the voter and to post the transaction to the chain.

// Function to vote during the voting phase
function Vote(bytes32[] calldata _merkleProof,
bytes calldata encryptedVote) public validPhase(Phase.Vote) {
checkValidity(_merkleProof);

Voters [numberOfVotes] .Address = msg.sender;
Voters [numberO0fVotes] .Vote = encryptedVote;
number0fVotes++;

3

Figure 4.5: Function to vote in the smart contract.

The parameters that the function needs are the Merkle proof for the verification and
the encrypted vote. The function will first handle the verification, where the root
hash added in the setup phase will be compared to a newly generated root hash from
the Merkle proof in the smart contract. The Merkle proof is gathered off-chain by
calling getHexProof (hashedAddress) on the generated tree from the setup phase.
If the generated hash is the same as the hash added to the smart contract, the user
has been verified and is allowed to vote, see Figure 4.6.

// Function to validate eligible wvoters
function checkValidity(bytes32[] calldata _merkleProof) private view {
bytes32 leafToCheck = keccak256(abi.encodePacked(msg.sender));
require (MerkleProof.verify(_merkleProof, merkleRootHash,
leafToCheck), "Incorrect proof");
}

Figure 4.6: Function to check validity in the smart contract.

The second parameter that the vote function needs is the encrypted vote. The
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encryption will be done off-chain with a public-key encryption scheme and the en-
crypted vote will be passed to the function. Rivest-Shamir-Adleman (RSA) is the
encryption technique used in this solution, and the encryption was calculated by
a web-based solution. The voting technique described in the setup phase will be
used, where the votes for the party and candidate are represented by an integer in
a comma-separated structure. The same public key is used to encrypt all votes,
therefore a vote-specific identifier is included in each vote to make sure it is unique.
If this is not included, each encrypted vote for the same party and candidate would
look the same. The first integer in the vote is the vote-specific identifier, the second
is the party and the third is the candidate, see Figure 4.7.

[4383,2,3] —> dkgeOAokiMwcZ...

Figure 4.7: Encryption of vote.

The reason for passing an already encrypted vote to the blockchain, and not doing
the encryption on-chain is because of transparency. Since blockchain is open to
anyone and each transaction can be tracked, the arguments sent to a function are
public. By doing the encryption off-chain, the argument will be the encrypted vote
and no one will be able to decrypt it until the voting phase is over.

To prevent the encrypted vote to take up a lot of space on the blockchain, which
would increase the transaction costs, the encrypted votes are turned into a series
of bytes instead of a string before calling the vote function, see Figure 4.8. The
conversion is done off-chain, see Figure 4.9, to minimize the computations in the
smart contract, which also lowers the transaction costs. This design decision was
commented on in one of the validation interviews, where the interviewee mentioned:

“Just fantastic, fantastic. I like bytes better than strings, it’s expandable.
I know that bytes are finite.”

dkgeOAokiMwcZ... —>  0x646b6765...

Figure 4.8: Converting vote into hexadecimal bytes.
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// Generate bytes in hexadecimal form from string
function generateHexFromString(inputStr: string) {
var result = '';
for (var i=0; i<inputStr.length; i++) {
result += inputStr.charCodeAt(i).toString(16);

}

return result;

3

Figure 4.9: Generate hexadecimal bytes from a string.

When the verification is completed, the encrypted vote can be stored in the smart
contract. The vote and the address of the voter are stored in a struct, which can be
seen as a class object in object-oriented programming. This struct is mapped to an
integer that is the vote number, see Figure 4.10. This structure was implemented
so the smart contract can keep track of all votes, and gather them all by looping
through all votes in the end to get the result. The voter can do multiple transactions
to change their vote (Revoting). The reason for storing the address together with
the vote is in case of a revote, which enables the latest vote from the same address
to be counted off-chain.

// Amount of votes submitted
uint256 number0fVotes = 0;

// Struct that includes the address of the voter and the encrypted wvote

struct Voter {
address Address;
bytes Vote;

// Map to keep track of address and encrypted vote for each wote
mapping(uint => Voter) Voters;

Figure 4.10: Functionality to store votes on-chain.

4.2.4 Result phase

The last and final phase of the voting system is the result phase. This phase starts
when the voting phase has been completed, which means that no votes can be placed
by this point (Count votes after election). The responsibility of this phase is
to return the encrypted votes and the corresponding addresses (See all votes and
See personal vote). Since the smart contract stores the number of votes posted,
we can loop through all posted votes, store them in arrays, and return the arrays,
see Figure 4.11.
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// Function to get results during the result phase, returns list
// of votes and addresses
function getResult() public validPhase(Phase.Result) view returns
(bytes[] memory, address[] memory) {
bytes[] memory byteVotes = new bytes[] (number0fVotes);
address[] memory voterAddress = new address[] (numberQOfVotes);

for(uint256 i=0; i < numberOfVotes; i++) {
byteVotes[i] = Voters[i].Vote;
voterAddress[i] = Voters[i].Address;

return (byteVotes, voterAddress);

b

Figure 4.11: Function to return the result arrays.

As described in the voting phase, all encrypted votes posted to the blockchain have
been converted into a series of bytes. This means that the returned values are also
a series of bytes, so in order to decrypt them they need to be converted into strings
again to get the cipher text, see Figure 4.12. The private key can be used to decrypt
the vote when the cipher text has been gathered.

// Generate string from bytes in hexadecimal form
function generateStringFromHex(inputHex: string) {
var bytes: Array<number> = new Array(inputHex.length / 2);
for (let i = 0; i !== bytes.length; i++) {
bytes[i] = parselnt(inputHex.substr(i * 2, 2), 16);
}

var result = String.fromCharCode.apply(String, bytes);

return result;

}
Figure 4.12: Generate string from bytes.

In order to keep the private key anonymous during the voting phase, it is split
among stakeholders, for example, the parties or some unbiased entity, and all parts
are needed to decrypt the message, see Figure 4.13. This will ensure that no one can
decrypt the votes during the voting phase and that all stakeholders are needed to
decrypt them, no single stakeholder can do it by themselves. When the result phase
starts, the private key is public to the citizens to open up the possibility count at
home.

When the cipher texts have been gathered they can be looped through off-chain,
and decrypted to get the actual parties and candidates that the citizens have voted
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MILBUwc... ..BADSNHga...  ..3rkEGn9GB... ..rQEFNASC

l

MILBUwcBADSNHga3rkEGn9GBrQEFNASC

Figure 4.13: Split private key.

for. A key aspect to keep in mind during this process is to remove all votes except

the last one for each voter, so multiple votes for each user are not counted.

4.3 RQ3: Requirements fulfilled by solution

The solution above does not fulfill all the requirements for various reasons. Some
have been ignored because they are not part of the blockchain solution and instead
connected to off-chain code which has not been put emphasis towards. Other re-
quirements can have an effect on each other which means two requirements can be
complicated to implement simultaneously. Below is Table 4.6 and Table 4.7 con-
taining each requirement from Section 4.1. They contain one column stating if the

requirement was fulfilled or not, and another describing the reasoning for it.

ID Argument for (non-)fulfillment Fulfilled

FR1 Digital voter registry
The digital voter registry is only a prerequisite for the
system and was not included in the solution above since
it is not blockchain related. Such a system would be
supplied by The Swedish Tax Agency.

FR2 | Date for registering parties
The registration of parties would be handled by a differ-
ent system. This is not something that was looked into,
since the blockchain code will not be affected by it.

FR3 Date for registering candidates
The registration of candidates would be handled by a
different system. This is not something that was looked
into, since the blockchain code will not be affected by it.

FR4 | Voting only for eligible users Yes
Users will need to prove they are eligible voters by con-
firming that they are part of the Merkle tree.

FR5 | Vote from anywhere Yes
The system developed can be used from anywhere. A
downloadable front-end application from any client can
be built to support this.
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FR6 | Prevoting Yes
The system developed can be available for as long as
needed. The smart contract owner can decide when the
voting and result phase begins.

FR7 | Revoting Yes
Revoting is possible since there is no limit to how many
times a user can vote.

FRS8 Marking invalid votes
Invalid vote markers have not been implemented in the
smart contract. This will be handled off-chain.

FR9 Connect vote to constituency Yes
The smart contract is duplicable and can therefore be
divided into any amount of constituencies.

FR10 | Constituency level results Yes
The smart contract will only return the votes it received.

This allows for the results to be presented for each con-
stituency.

FR11 | Count votes after election Yes
The votes are only decrypted after the election is over
and the results phase has begun. Nobody can read the
results in real time during the voting phase.

FR12 | One vote per person
The smart contract will not consider if people have voted
once or multiple times. This check will be handled off-
chain by counting the number of times an address ap-
pears and then taking the latest transaction from this
address.

FR13 | Last vote counted
The smart contract will not check if the users’ last vote is
counted. This check will be handled off-chain as stated
in FR12.

FR14 | See personal vote Yes
The users will be able to see their own votes after the
voting phase is over by decrypting the vote with the
private key and checking the vote coupled with their
address.

FR15 | See all votes Yes
The users will be able to see all the votes by decrypt-
ing the blockchain data after the voting phase when the
private key is accessible to the public.

FR16 | Untraceable votes
Votes are still traceable since it is possible to view the
addresses and the votes coupled with them.

Table 4.6: Description and fulfillment of the functional requirements.

33



. Results

ID Argument for (non-)fulfillment Fulfilled

NFR1 | Transaction speed
The Ethereum blockchain does not currently support
the number of transactions per day needed for the sys-
tem.

NFR2 | Encrypt sensitive data
The votes stored on the blockchain are encrypted. How-
ever, the addresses are not encrypted.

NFR3 | Safe from data tampering Yes
When the data is added to the blockchain, it can not be
tampered with as long as no entity gets control of 50%
percent of the network. The smart contract code does
not contain any update or delete functions, meaning it
is only possible to add information.

NFR4 | Applicable for multiple elections Yes
The smart contract is duplicable and can be used for
multiple elections.

NFR5 | Disallow invalid data
The smart contract accepts any message and the off-
chain code should have restrictions to not allow invalid
input data.

NFR6 | High uptime Yes
This is fulfilled by looking at historical data for
Ethereum

Table 4.7: Description and fulfillment of the non-functional requirements.
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Discussion

This section aims to answer the research questions RQ1-3. These questions will
be answered individually with a description of what the goal with each question
was together with an answer to the question based on the case study. Additionally,
threats to the validity and limitations of the research are brought up in this section.
Lastly, future research in regard to blockchain development and our results are
discussed.

5.1 RQ1: How can the problem space for a block-
chain system be identified?

The first part of the project focused on identifying the problem space for a blockchain-
based project, and we decided to answer this question by using requirements engi-

neering. This question was chosen to understand if requirements engineering can be
used in the field of blockchain.

The process of requirements engineering was not changed compared to how it is used
in traditional software engineering and the techniques used for elicitation, specifica-
tion, and verification were standard in the field. By the use of requirements elici-
tation and requirements specification, we found that the identification of functional
requirements could easily be specified. A set of requirements were created from the
interviews, and those need to be fulfilled in order for the system to function prop-
erly. Although, since blockchain is a highly secure technology to use, the functional
requirements had a lot of security built into them. For example, the result can only
be gathered after the election. This is of course related to the case we decided to
use, but the pattern of having security built into the functional requirements should
be the case for most blockchain applications since that is the area where the tech-
nology is most useful. The decision to use blockchain as the technology therefore
had an impact on how the requirements were conducted. Lausen [51] mentioned
the importance of focusing on the problem space rather than the solution space.
From this thesis, we understand the importance of separating them, but we have
also identified that when working with blockchain there is a connection that has to
be addressed in the requirement specification.

The biggest problem relating to identifying the problem space was the non-functional

requirements. There are some quality factors that can be specified and fulfilled for a
blockchain solution, such as maintainability and correctness since these are depen-
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dent on how the smart contract was developed. But there are some quality factors
that the developer can not control, and these are reliability and efficiency. Since
a blockchain is a decentralized network of nodes there is a very limited possibility
to increase the reliability or efficiency, which is something that is easier to affect
in traditional SE. The reliability attribute is related to uptime, which in practice
is phenomenal for a blockchain system. As described in Section 2.1, the biggest
blockchain networks have had minimal instances of downtime [29] [30]. Although,
this is not something that is ensured and there is nothing a developer can do to
prevent a blockchain to have downtime because of its decentralized nature. When it
comes to efficiency, it is also nothing that can be ensured. The smart contract can
be developed in an efficient way, which reduces the transaction costs and resources
needed to publish transactions to the blockchain, but the actual transaction time
and the number of transactions per second can not be modified unless switching to
another blockchain or by using a second layer solution [28].

When specifying the quality grid for the non-functional requirements, we also real-
ized that many of the quality factors are tilted towards the extreme points of Critical
or Ignore. Under the category operation, usability is set as Ignore in our case. The
reason is that our case only looked at the blockchain part, where usability is related
to user interface and user experience. If the case would have specified the whole
process usability would have been categorized as Critical as well. That would mean
that all attributes under the category operation would be set as Critical. This is
dependent on the case we decide to use since it is related to democracy and it would
be a tragedy if something would go wrong from a societal perspective, which is the
reason for many attributes being set as Critical.

As stated above, the quality factors are specified with high importance since it
is related to democracy. Additionally, decentralization, transparency, and data im-
mutability are needed for a digital voting system [38, 39, 21], but this is not exclusive
for voting. There are other applications with the same characteristics as voting that
need these factors as well, such as government-owned applications, currencies, and
ownership of assets since if these applications fail, it could lead to tremendous out-
comes. This shows that blockchain applications are useful when almost no margin of
error is allowed. The attributes could be set at less important than Critical as well,
but then the question related to if blockchain is the technology to be used comes
in. If there are no critical reasons for security and correctness, then a centralized
database is more than enough, the same goes for reliability as well. An application
that does not necessarily need the functionality of the blockchain actually benefits
from not using it.

The quality factors under revision and transition were decided to be set to As usual,
with the exception of reusability in this project, and the main reason for this is
that they are not particularly important compared to the other factors. Each con-
stituency should have its own deployed instance of the smart contract and there are
over 6000 constituencies in Sweden, all consisting of different eligible voters to be
verified. All of these constituencies should also be able to count their own votes, it
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was therefore set as Critical. For blockchain projects striving for high security and
transparency, the factors under revision and transition will differ depending on the
project and application. Some projects might need more interoperability and others

more flexibility, so non of these factors will particularly have an impact by using
blockchain.

In summary, the answer to RQ1 is that the problem space can be identified with
requirements engineering. The functional requirements can easily be specified if the
right elicitation techniques are being used, although the requirements have a con-
nection to blockchain and are specified with blockchain in mind, with security being
built in. The non-functional requirements on the other hand generate problems.
Some of the quality factors can not be modified or controlled, which leads to the
non-functional requirements being hard to specify.

5.2 RQ2: How can the solution space be specified
with blockchain technology?

The second part of the project focused on identifying the solution space by imple-
menting a working solution from the problem space. This process was done with
the programming language Solidity and the blockchain Ethereum.

The solution created in this case is a fully working process and could in practice
be used if the correct integration between the parts is implemented. Although, the
solution space is not fully covering the entire problem space. There are some re-
quirements that are not fulfilled, such as FR16 (Untraceable votes). The reason
for this is related to public addresses since anyone can see what transactions a user
has published if the address can be viewed by anyone. This is specifically a problem
if a voter is a well-known identity on the blockchain doing other transactions such
as currency transfers or calling other smart contracts. If the receiver for those trans-
actions knows the identity behind the sender’s address, then the receiver can easily
see what they voted for. This is not a problem specific to our case, but a problem
for blockchain overall, although it can also be seen as an advantage of blockchain in
other areas. The problem arises for applications where private information is trans-
ferred that should not be open to the public. This problem has a deep connection
to the problem space, which also leads to issues with identifying the problem and
solution space separately.

During the implementation phase, we also realized that it is impossible to develop
the whole process on the blockchain, and regular software engineering is needed for
support. All parts except for a user interface could in practice be built on the block-
chain, but that would convolute the end product. Avoiding blockchain in scenarios
where it is not vital for the product is necessary, and it should not be implemented
only for the buzzword aspect. It is also important to understand that the blockchain
should not be used as a database where it does not have to. It should only be used
in cases where data immutability, decentralization, and security are critical require-
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ments, like our case study. With this being said, information and functionalities
that can be handled off-chain should be handled off-chain.

One example where blockchain should not be used on its own and is better with
support from off-chain code would be sending classified information, in our case that
would be the votes. In theory, one might think that sending information to a smart
contract that encrypts the data would be safe, but it’s not. Since all transactions
have to be verified by the nodes, those nodes can access the data sent to the smart
contract. Also, the arguments sent to a smart contract can be seen in the transaction
history. The problem with integrating off-chain functionality is the security of the
system, even though the security on the blockchain is great, that is not necessarily
the case for off-chain systems. To ensure that the blockchain system is secure, we
therefore also have to ensure that the off-chain system is secure, which stated in the
introduction is a wicked problem.

From the findings in Section 4.2, the product we developed included parts both on-
chain and off-chain, which was a necessary decision for the quality, but also to only
use the blockchain when it is needed. By analyzing the scenario, we identified that
the only parts benefiting from using blockchain are validating the voters, recording
votes, and gathering the results.

An issue described in Section 5.1 was if the blockchain is efficient enough to handle
the workload. This is an issue today and could be solved by a future update for
Ethereum [60]. Although, when developing a blockchain application we can not only
consider our own usage since it is a public network open for anyone and can only
handle a specific load. Imagine a lot of our daily tasks start using the blockchain
instead of centralized databases. We would then need to make sure that all of those
tasks together with the new application can handle the load together, otherwise,
our society could suffer from applications not working. Another take on this could
also be if someone wants to sabotage the system. Then they could put the network
under a lot of stress and slow the processing of other transactions which also would
increase the transaction costs. In this case, that could lead to not all votes being
processed until multiple days after the election.

Due to the concerns above, some of the requirements are therefore more complex
to solve and find a solution for, although this is not unique to blockchain develop-
ment. There could be requirements for a regular software engineering project that
is equally difficult to solve, the difference is the process of finding the solution and
what aspects to have in mind when solving the problem. The most important thing
to have in mind when solution-seeking for a blockchain system is that all data is
public, which is an extra complex task when classified information is transmitted.

In relation to democracy, it is crucial that the correct source code is being used
and not a modified one that could impact the election. If a centralized system is
used, there is no possibility to ensure that the right source code is being used, the
system might be open source but the code running could be modified. In Section 1
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we introduced this as a wicked problem in SE, which is still the case for blockchain.
When a smart contract is deployed, the code running is not visible to anyone but the
posted transactions from the smart contract are. So anyone can see what happened
to the input data when a function was executed.

In summary, the answer to RQ2 is that the identification of the solution space is
difficult when defining which parts should be utilizing the functionality provided
by the blockchain, how to solve non-functional requirements, and how to keep the
data safe until it reaches the blockchain. The identification of what parts should
use the blockchain should be done by specifying the whole scope of the project,
and pinpointing what processes need security, immutability, and decentralization.
Although, some parts that should utilize these attributes, might not be able to due
to the transparency of the blockchain.

5.3 RQ3: How do the problem space and the so-
lution space interact when specifying a block-
chain system?

The final research question is related to how the problem space and solution space
interact with each other, and what effects they have on each other. This question
was chosen to understand if any of the two spaces could change depending on the
other, or if there is an easy transition from problem to solution space.

The analysis for answering this question started when the problem space was iden-
tified and the development began. We quickly identified that our initial plan for the
development changed, and we had to use off-chain functionality more than expected.
As answered in Section 5.2, blockchain should only be used when necessary, and our
initial idea was to send the vote details to the smart contract and do all of the
encryption on-chain. The idea behind it was to minimize the risk of security failure,
for instance, malware on the local device recording the votes. It would be a good
idea to do it on-chain to prevent this, but because of blockchain’s transparency, it
is not possible. The votes which have not been encrypted would then be visible in
each transaction as the argument. Therefore it had to be done off-chain, which led
to new requirements being specified.

As mentioned in Section 1, security in SE is a wicked problem. By connecting this
to the issue above we can see that the wicked problem in this case is not related to
the blockchain part of the application, but rather the off-chain code. This is also
something that was identified during the thesis, the wicked problem of security is
not really a problem for blockchain, but rather all other integrations that need to
be implemented to make the application function as planned.

The connection between problem space and solution space is quite close, and they

depend on each other, and specifically when solving one requirement becomes a
blocker for another. The system supports revoting, which is good for preventing
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extortion, but it makes the addresses public, as described in Section 5.2, and could
lead to leaked votes if it’s known who owns which address. This could have been
solved by using addresses owned by the government to make the transactions, in
other words, all transactions are made from the same address. This would however
remove the possibility of revoting since there would not be a way to know which
votes have been posted by the same voter and which to remove during the counting.
Therefore, a change in the problem space would have been necessary to make sure
the solution space covers the entire problem space.

The problem above shows how the problem and solution space interact, where solv-
ing a problem creates a new one. In this case, we kept both requirements, even
if both are not solved to show how they relate to one another. If this would have
been the actual development of the system, a change in the problem space would
have been needed after exploration in the solution space. Another example where
solution space has an impact on the problem space would be the non-functional
requirement NFR1 (Transaction speed). This requirement impacts the solution
space since a blockchain that supports the required load needs to be chosen, on the
other hand, choosing a blockchain with a larger TPS could be a case of the scalabil-
ity trilemma. Using a blockchain with a larger TPS will sacrifice either security or
decentralization, in some cases even both. A blockchain that supports a large TPS
might also not have the same development support and functionality as one with
less TPS, which could lead to the product not being able to be developed on that
specific blockchain. In a case like this, a change in the problem space might need to
be done to keep the security, decentralization, and functionality of the end product.

Blockchain is a new technology with the development of new features and perfor-
mance fixes constantly, so the issues relating to finding solutions for problems get
less and less challenging with every new update. The problem with a system with
constant updates and improvements is that it is hard to specify standards. There
are not a lot of standards for how to solve different problems which resulted in
the finding of solutions for problems that in practice should have a standard im-
plementation. We noticed this with the user verification, there was no generalized
standard which forced us to find a solution. In hindsight, it was a good thing since
we pioneered a way of verifying users for blockchain-based voting using the Merkle
Tree. But on the other hand, it requires the electoral authorities to store all voter
addresses which was not planned initially. In this case, the solution space impacted
the problem space and requires the off-chain modules of the project to be more
secure but also to store the decentralized identities of all citizens, which is quite a
large and difficult requirement to fulfill.

The problem space identified in this project relates to a highly digital society, with
requirements such as a digital voter registry. These requirements are not only re-
lated to the electoral authority and need support from other authorities, this case is
dependent on The Swedish Tax Agency. From one of the validation interviews, one
interviewee mentioned a lecture quote from Liisa Past, National Cyber Director in
Estonia, where she stated that a country needs a highly technical I'T infrastructure
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to conduct an electronic election. This statement relates well to the case study in
this thesis as well. The connection between the problem and solution space gets
stronger when looking into a case dependent on other systems. Furthermore, the
problem space gets even bigger since more systems other than the actual voting
system need to be specified, and the solution space is dependent on other systems.

In summary, the answer RQ3 is that the market needs more functionality than the
technology can provide with today’s standards. Therefore, the problem and solution
space are tightly coupled, and a small issue in the solution space could have a major
impact on the problem space. The problem space is then in need of modification
in order for the solution space to fully cover the problem space. By modifying the
problem space we can also identify that blockchain can not be used in isolation, and
is in need of support from traditional systems.

5.4 Threats to validity

This section discusses the threats to validity of the thesis. When conducting research
of this size there are always some threats to the validity, and this section describes the
most significant ones. The threats are categorized into construct validity, internal
validity, external validity and reliability which has been established by Runeson et
al. [55].

5.4.1 Construct validity

The thesis had a relatively low number of conducted interviews in the data collec-
tion phase, where only four people were interviewed. Two of the interviewees were
key stakeholders from The Swedish Election Authority and knows all details relat-
ing to an election. The other two interviewees are well-established in the field of
blockchain and know the technology as well as its possibilities. While this gave us
the information needed to specify the problem space, as well as ideas for potential
solutions, more interviews could have provided more insights and requirements for
such a system.

5.4.2 Internal validity

Bias towards our own solution is also a threat to validity since we are the ones who
researched how the system should be built and implemented it. Both the problem
space and the solution space could potentially have been criticized more if it was
produced by someone else.

5.4.3 External validity

The thesis focused on a specific case, blockchain-based voting, with the use of
Ethereum as the blockchain. The findings could therefore be less generalizable for
other blockchain systems.
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5.4.4 Reliability

The system developed focused only on the blockchain parts, and not as much on
traditional software engineering. The results could potentially have been different
if the whole process with user interface, centralized backend, blockchain, and the
bridges between these were developed.

5.5 Limitations

This section discusses the limitations of the study. The thesis focused on providing
valuable insights and contributions to the field of blockchain development, but the
limitations of the study have to be taken into account.

The thesis focused only on permissionless blockchains, and only touch upon some
cases where permissioned blockchains could be used. Although, permissioned blockchains
and their capabilities of solving specific problems were not investigated thoroughly.

The permissionless blockchain used for the project was Ethereum and no other
chains were researched in detail. Using Ethereum as the blockchain influenced the
programming language used for smart contract development. Therefore no other
languages or smart contract techniques were investigated.

The thesis did not consider interviews with end-user and the reason is related to
the thesis only looking into the backend and blockchain part of the system. End-
users would have been valuable if the whole system was taken into account with a
user interface, but since that was outside the scope it was decided to not include
them. The thesis would also not have benefited from including them, since it is a
complicated technology that many people do not know about, and the comments
from end-users would have been related to what they want and not what the system
need.

5.6 Future research

There is a lot of future research that can be done in the field of blockchain, specif-
ically in the same field as this study. We think it would be interesting for future
research to look into frameworks for how non-functional requirements can be ful-
filled by researching the hindering parameters of blockchain, for example, consensus
protocols, and how they can be changed to increase flexibility and modifiability for
application developers.

It would also be interesting for future research to conduct larger research with more
interviewees involved, where the whole process from idea to finalized product is taken
into account and compare it to our results focusing only on the blockchain part. It
would also be interesting to do a similar study where a different case is chosen, for
example, a case where the quality attributes under revision and transition are more
important, to see if the results are comparable.
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Another idea for future research would be to look into standardizations for block-
chain development, and how solutions for generic problems could be solved.
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Conclusion

Specifying and developing a blockchain application is more common now than it
has ever been, but there is not a lot of previous work on how to go about such
a challenge. The research aimed to identify the problem space and solution space
and how they interact within a blockchain system. Interviews and literature reviews
along with self-exploration were conducted in this case study on a blockchain-based
voting system. The research questions for this thesis are the following:

o How can the problem space for a blockchain system be identified?

o How can the solution space be specified with blockchain technology?

o How do the problem space and the solution space interact when specifying a
blockchain system?

The first research question is related to identifying the problem space and it was
discovered that requirements engineering, a common technique in software engineer-
ing, can be used for blockchain development. The process of identifying the prob-
lem space was found to be similar to traditional software engineering. Although,
considerations in regard to security had to be incorporated into the specification
phase, which was also emphasized in the requirements. The most challenging part
to identify was the non-functional requirements because some quality factors such as
reliability and efficiency are difficult to manage in a decentralized network. Another
aspect of the non-functional requirements which posed challenges is transparency
since blockchain inherently consists of transparent records of data. This causes a
dilemma in identifying how the privacy requirements should protect sensitive infor-
mation.

Secondly, the specification of the solution space was implemented using the program-
ming language Solidity on the blockchain Ethereum. A functioning blockchain-based
voting system was developed. It was observed however that the solution did not
fully cover the entire problem space. An example of this is untraceable votes, and
the rationale for this was related to the transparency of blockchain transactions.
There were also some non-functional requirements that could not be fulfilled due
to the limitations of blockchain in relation to transaction speed and transparency.
In addition to this, it was discovered that a blockchain application can not operate
by itself and needs off-chain functionally for support. Blockchain should only be
used when immutability, decentralization, and security are critical, the application
should therefore handle off-chain functionality to procedures where these factors do
not need to be satisfied.
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6. Conclusion

The third research question investigated the interaction between the problem and
solution space. The thesis identified that there is a connection between the two, and
a small change in either space has an impact on the other. As the understanding
of the solution space improved, adjustments had to be made to the problem space,
and functionality off-chain had to be implemented. Solving problems in the solu-
tion space therefore had an impact on the problem space, restricting other problems
from being solved. The selection of blockchain also had an impact on both spaces,
fulfilling some problems but restricting others. In addition to this, the decision to
use blockchain as the technology had an impact on the problem space specification.
It was also identified that solving the security problems individually was not im-
possible, but problems started to arise when a lot of security measures had to be
considered at the same time, which impacted the problem space.

In conclusion, this thesis highlights the difficulties of identifying the problem space
and specifying the solution space for a highly secure and transparent blockchain-
based system. It brings up the relevance of using requirements engineering tech-
niques for blockchain, while at the same time thinking of the challenges and possi-
bilities of blockchain. The thesis also identified the importance of evaluating the use
of blockchain and its connection to critical requirements, specifically the require-
ments relating to security, reliability, efficiency, and decentralization. The need for
using off-chain functionality was discovered, but also the trade-off effects introduced
of integrating on-chain and off-chain code. A highly secure and transparent block-
chain application is therefore a challenge to implement with the state of the art, but
the future could bring more straightforward guidance for such systems.
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Appendix 1 - Solidity smart
contract

//SPDX-License-Identifier: UNLICENSED

pragma solidity ;

import "Qopenzeppelin/contracts/utils/cryptography/MerkleProof.sol";
contract VotingPhase {

// Address of the smart contract deployer
address chairperson;

// Setting up the possible phases
enum Phase {Setup, Vote, Result}
Phase public state;

// Merkle root hash for wverification
bytes32 public merkleRootHash;

// Amount of votes submitted
uint256 numberOfVotes = O;

// Struct that includes the address of the voter and the encrypted wvote
struct Voter {

address Address;

bytes Vote;

// Map to keep track of address and encrypted wvote for each number of wvote
mapping(uint => Voter) Voters;

// Modifer to wvalidate phase
modifier validPhase(Phase reqPhase) {
require(state == reqPhase);
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A. Appendix 1 - Solidity smart contract

IT

// Modifier to validate chairperson
modifier onlyChair() {
require(msg.sender == chairperson);

)

// Constructor to set chairperson and the initial state
constructor () {

chairperson = msg.sender;

state = Phase.Setup;

// Function to increase state (change to next phase)
function changeState(Phase x) public onlyChair() {
require (x > state);

state = x;

// Function to set Merkle tree root during setup phase
function setMerkleTreeRootHash(bytes32 rootHash) public onlyChair()
validPhase (Phase.Setup) {
merkleRootHash = rootHash;

// Function to vote during the voting phase
function Vote(bytes32[] calldata _merkleProof, bytes calldata encryptedVote)
public validPhase(Phase.Vote) {
checkValidity(_merkleProof);

Voters [numberOfVotes] .Address = msg.sender;
Voters [numberOfVotes] .Vote = encryptedVote;
number0fVotes++;

// Function to validate eligible wvoters
function checkValidity(bytes32[] calldata _merkleProof) private view {
bytes32 leafToCheck = keccak256(abi.encodePacked(msg.sender));
require (MerkleProof.verify(_merkleProof, merkleRootHash, leafToCheck),
"Incorrect proof");

// Function to get results during the result phase, returns list of
// votes and addresses
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A. Appendix 1 - Solidity smart contract

function getResult() public validPhase(Phase.Result) view returns

(bytes[] memory, address[] memory) {
bytes[] memory byteVotes = new bytes[] (number0fVotes) ;
address[] memory voterAddress = new address[] (numberOfVotes);

for(uint256 i=0; i < numberOfVotes; i++) {
byteVotes[i] = Voters[i].Vote;
voterAddress[i] = Voters[i].Address;

return (byteVotes, voterAddress);
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Appendix 2 - TypeScript code

// Generate tree from eligible users (example addresses provided)
async function generateTree(): Promise<MerkleTree> {
let allowList = [
'0xb794£5ea0ba39494ce839613f£fba74279579268" ,
'0xb794f5ea0ba39494ce839613fffbar74279579267" ,
'0xb794f5ea0ba39494ce839613fffba74279579266" ,
'0xb794£5ea0ba39494ceB839613f£fba74279579265"

const leaves = allowList.map((address) => keccak256(address))
const tree = new MerkleTree(leaves, keccak256, {sortPairs: true})

return tree

// Generate bytes in hezadecimal form from string
function generateHexFromString(inputStr: string) {
var result = '';
for (var i=0; i<inputStr.length; i++) {
result += inputStr.charCodeAt(i).toString(16);
}

return result;
// Generate string from bytes in hexadecimal form
function generateStringFromHex(inputHex: string) {
var bytes: Array<number> = new Array(inputHex.length / 2);
for (let i = 0; i !== bytes.length; i++) {
bytes[i] = parseInt(inputHex.substr(i * 2, 2), 16);

var result = String.fromCharCode.apply(String, bytes);

return result;
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C

Appendix 3 - Interview questions

Introduction
1. Give a quick summary of our work
2. Describe the phases, ask if that sounds good, and if there are any
other phases that should be discussed that we have missed.
3. Do you think these phases are valid or do you see it from another

point of view?

Phase 1 - Registration phase

1. How does the registration process work today?
2. What are the current requirements for registering a voter?
1. Are there any requirements for personal information?
2. How can the current system ensure that only eligible voters are
registered?
3. How does the current system prevent duplicate registrations?
4. Are these requirements based on a law?
D. How do you think the registration phase could look for a digital
election?

Phase 2 - Setup phase

1. What are the preparations for an election today? (printing ballots
etc)

2. How is the list of possible parties to vote for created? And where
can it be found?

3. How do you think the voting setup phase could look for a digital
election?

4. How should all the information regarding the parties and candidates
be stored?

Phase 3 - Voting phase

1. Do you believe that we should be able to vote from home or should
we still be needed to go to a voting booth?
2. How do you ensure that one person hasn’t voted multiple times?
3. What security measures should be taken to ensure authenticity and
accuracy’
1. How does the current system prevent voter impersonation?
4. How can a blockchain-based voting system prevent vote manipula-

tion, e.g. coercion, or vote buying?
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C. Appendix 3 - Interview questions

5. How should votes be recorded to the public sector?
1. Should there be any references to the person?
2. Should there be any references to the area that the person voted
in?
1. If it should be able to check the result on an area level, should

each area then be managed as its own election that is later
combined with all the others?

6. How should the system record a vote and the voter without connect-
ing them with each other?
7. How do you think the voting phase could look for a digital election?

Phase 4 - Result phase

1. What is the process for counting the votes?
2. What is the process of revealing the result today?
1. Should we be able to see the result in real time? (e.g. after each
counted vote)
2. In what resolution should the results be revealed?
3. What are the legal requirements and regulations for reporting and
certifying election results?
4. How can the system ensure that each vote is counted accurately and
that the results are trustworthy?
D. How do you think the result phase could look for a digital election?

General questions
1. From your point of view, what are some of the potential issues and
challenges that could arise with a digital voting system in terms of:
1. Accessibility?
2. Voter turnout?
3. Social trust?
2. What kind of improvements do you think could be made to the
current election process?
1. How could these improvements be implemented by a digital so-
lution?
3. What kind of technology is currently used in the election process?
4. What are the key requirements that the blockchain-based voting
system needs to meet to be considered a viable alternative to the
traditional paper-based system?
D. Have we missed any crucial parts?

Security questions

1. How can the system prevent or mitigate against potential attacks,
such as 51% attacks or denial-of-service attacks?
2. What testing and validation methodologies are best suited for ensur-

ing the reliability and security of a blockchain-based voting system?
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