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ABSTRACT

Cyber security and threat intelligence is a constant struggle of trying to stay ahead of threats
in order to mitigate risk and disrupt adversaries. Each year billions are spent to ensure this
security yet enormous amounts of money still makes it to the hands of Threat Actors.
Understanding the surrounding threat landscape and assessing it fast to ensure actionable
intelligence is of essence for all businesses and governments.

This thesis aims to design a conceptual solution for interactive, visual representation and
exploration of the data and information building up this threat landscape. This to fulfill the
purpose of enhancing analyst’s and security operation’s ability to quickly form actionable
intelligence in order to defend their assets.

Interviews were conducted with Threat Intelligence Analysts throughout the project. Initially
to form an understanding of the domain and empathizing with their process and needs. This
followed by two consecutive Create- and Evaluate phases where the analyst’s could express
their thoughts about the proposed concepts and solutions.

The result was not only a design concept but also a defined General Use Case from which a set
of user requirements were defined. These requirements were used as guidelines for the
design concept which was visualized as a set of wireframes. The project resulted in a concept
for an interactive network graph allowing users to explore and control large amounts of data
in a comprehensible interface. The concept suggests both designs and interactions which will
aid Threat Intelligence Analysts when conducting investigations.

Keywords:
network graph, threat intelligence, interaction design, concept development, cyber security
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Terminology

Advanced Persistent Threat

(APT)

Advanced Query Builder
(AQB)

Connection

Domain

Edge

Entity

Indicator of compromise

(10C)

Intelligence

Intelligence Card

IP address

Links

Malware

A Threat Actor conducting large-scale operations over
extended periods of time. They are often, but not
necessarily, nation-state sponsored groups and typically
they are driven by political or economic motives.

A feature within the Recorded Future portal allowing users
to ask for specific information using several customizable
inputs and filters.

Any association between entities found through references
within the Recorded Future platform.

A text-string designed to define and identify a reference to
an [P address hosting content online.

In the context of a network graph, the edge is the object
connecting the nodes within the graph, i.e. the line between
the dots.

Any separately identifiable item having its own
independent existence.

Any indicator, often in the form of an entity or event, that
leads security operations to believe it might be posing a risk
to one's assets.

Intelligence is formed by interpreting data and information
forming an understanding of the bigger picture of complex
issues to inform decision making.

A component within the Recorded Future platform, each
entity has their own Intelligence Card. The Intelligence
Card contains information such as the risk score,
references, links, trends, connections and much more.

Internet Protocol (IP) addresses are the identifying schema
for IP traffic and are used to assign specific computers or
servers to receive traffic. The IP address is of a numerical
value.

Within the Recorded Future platform, high confidence
connections defined either through internal analyst
research reports or some specific automatically generated
sources are defined as Links.

Originating from combining the words malicious software,
malware is any software intentionally causing harm to
computers, networks or servers.
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Network graph

Node

Pivoting

Ransomware

Risk Score

Security Operations Center

(SOC)

Tactics, Techniques, and
Procedures (TTP)
Threat Actor

Threat Intelligence Analyst
(TTIA)

Vulnerability

Wireframe

Also known as a node-link diagram is a type of diagram
which can indicate complex relationships between a large
number of nodes.

In the context of a network graph, the nodes are the objects
being connected by the edges of the graph, i.e. the dots
connected by lines.

Within threat intelligence research pivoting is the act of
searching and moving between different associated entities
to find further information.

A type of malware which as the name suggests restricts the
victim from accessing their asset to blackmail them for the
ransom.

A feature within the Recorded Future platform assigned to
certain types of entities. All information about an entity is
compared to a set of risk rules, triggering certain rules
resolves to a certain Risk Score.

A part of an organization’s security office focusing on
detecting, mitigating and disrupting intrusions or other
types of incidents.

A composite object of a Threat Actor's common work
procedure, summarizing the way they cause harm.

An individual or group posing a threat towards an
organization.

A specific role within security operations focusing on
trying to define more information about incidents. This by
collecting information, analyzing it and turning it into
actionable intelligence for their organization.

A weakness within a computer system which can be
exploited by a Threat Actor.

A mock-up or guide of a graphical interface used to convey
its design. Can be of a wide fidelity range, from just boxes
and labels representing the layout to fully detailed static
images.
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1. Introduction

Understanding that the important question is not if'you will be hacked but when is common
knowledge within the world of cyber security. This is the reason that governments and
companies all over the world spend large sums of money on security infrastructure and
employing cyber security teams. The need for cyber security professionals is so large that in
2020 there was a deficit of over 3 million cyber security professionals worldwide (ISC2, 2020).
The need to spend these large sums of money can be understood with insights to the risks an
organization faces when it comes to cyber-crime. Ransomware is a currently very common
method where criminals infect a victim’s computers, networks, or servers with malicious code
that will lock the victim out of their own system. The Threat Actor then demands a ransom
payment to give access back to the victim. Reports claim that one Threat Actor achieved thefts
of up to 90 million dollars in a single campaign (Cimpanu, 2021) and Purplesec estimates the
annual cost of ransomware attacks to be up to 20 billion dollars in 2020 (Purplesec, 2021).
Ransomware attacks even reached the mainstream news when several American hospitals were
attacked in 2020 (Salama et al., 2020). While financially motivated attacks, like the previously
described ransomware incidents, are common. There are also countless other ways to be
attacked and Threat Actors can be motivated by basically anything. To minimize the risks when
an organization can’t employ enough security staff, the tools available to the security teams are
vital.

Recorded Future is offering a Software-as-a-Service solution for aiding security teams
worldwide to assess their threat environment and stay ahead of threats. Through their platform,
users can access actionable intelligence (Recorded Future, 2021). The data and information
building up this intelligence are all contained in the Recorded Future Intelligence Graph. By
utilizing a combination of machine learning and human analysts’, relationships between
different entities and events mentioned online are defined and it is all arranged in the Recorded
Future Intelligence Graph. Accessing and interpreting this information, however, can be time-
consuming. As time is a crucial pressure point in threat operations, speeding up this process is
imperative.

1.1 Purpose & Aim

The purpose of this project is to aid analysts in their investigations by visualizing the
relationships and associations between different entities. This increases the analysts’ ability to
understand and evaluate their current threat landscape. Through this intelligence, they can
make more informed and actionable decisions and by that stay ahead of threats and adversaries.

The aim of this project is to create a conceptual design solution for the interactive visualization
of the Recorded Future Intelligence Graph. The proposed concept shall identify requirements
and key functionalities needed in a solution to aid Threat Intelligence Analysts (TIA) in their



investigations. The main elements of the concept should be presented at a design level
consisting of solution sketches or wireframes.

The concept should be based on the current Recorded Future data model and data sources
available yet can suggest possible changes or additions if they are deemed key factors for
improving the user experience. The design solution should allow users to efficiently interact
with the data in order to make quicker, more confident, and informed decisions based on more
actionable intelligence.

1.2 Disposition

This report contains eight main chapters excluding the discussion and conclusions. Each
chapter will be briefly introduced in this disposition.

1.2.1 Introduction to Cyber security

This chapter will contain information about the domain of cyber security such as important
concepts and frameworks. This is meant to introduce the reader to the domain of cyber security
and create an understanding for the specific users that the final concept was designed for. While
there is far more to cyber security and threat intelligence than can be fit into a chapter like this,
the basic understanding required for the project and the contents of this report will be obtained
in this and the following chapter.

1.2.2 Project background

This part of the report presents the background to the master thesis project. It includes an
introduction to the project itself, an overview of the collaborating company, Recorded Future,
and an introduction to their current platform and its most prominent components which formed
essential preconditions to the project.

1.2.3 Design theory

Within design theory, there were two main concepts that had a major impact on the project.
These were theories regarding how to visualize information and how to strive for usability,
both will be described in this section.

1.2.4 Methods

In this chapter, methods used will be briefly defined and described. These methods were used
during the project to enable efficient collection of data and reduce the risk of bias. They were
also used to facilitate ideation and decision-making during the process. The methods are
presented in order of appearance.

1.2.5 Design process

This chapter will describe the process of the project, visualized in figure 1, as well as describing
which methods were applied and how, for each phase.
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Figure 1: Visualization of the project process

1.2.6 Result: General Use Case

The first result of the project, which then served as an outline for all following phases and
methods, were the General Use Case. An initial version of this use case was evaluated during
the user interviews conducted during the Explore phase. The General Use Case was then
iterated and adapted based on the feedback from the interviews forming a new more clarified
version. This version was subject to evaluation during the first Evaluate phase where it was
validated and confirmed as a well-defined representation by all interviewed users. The defined
General Use Case of a Threat Intelligence Analyst consists of five phases.

1.2.7 Result: Final Design Solutions

Throughout the process and its phases conclusions were drawn, decisions were made, and
design solutions were shaped and evaluated, those results will be presented here. This section
will describe an overall overview of the design solution and then scoping down to describe
specific parts of the solution in detail. The project resulted in a concept of an interactive
network graph for threat intelligence investigations and research as seen in figure 2. In this
section, the overall functionality of the concept will be presented as well as defining specific
key features and how they aid analysts in their work. The features will be described based on
where in the interface they are found apart from some functionalities which are seen as
composites of the overall concept. The interface has been divided into five main components,
each with its own specific functionalities, designs, and ways of interaction.
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Figure 2: Mockup of the final concept

1.2.8 Recommendations for future iterations

During the project, multiple design suggestions were constructed and evaluated while it is still
clear that some features had to be prioritized lower than others. This section provides the design
recommendations for future iterations of the Network graph.
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2. Introduction to Cyber security

This chapter will contain information about the domain of cyber security such as important
concepts and frameworks. This is meant to introduce the reader to the domain of cyber security
and create an understanding for the specific users that the final concept was designed for. While
there is far more to cyber security and threat intelligence than can be fit into a chapter like this,
the basic understanding required for the project and the contents of this report will be obtained
in this and the following chapter.

2.1 Threat intelligence

“Threat intelligence is evidence-based knowledge, including context,
mechanisms, indicators, implications and actionable advice, about an
existing or emerging menace or hazard to assets that can be used to inform
decisions regarding the subject's response to that menace or hazard.”

(Gartner, 2013)

Threat intelligence is a complicated thing, including many parts and it is interpreted to mean
different things by different people. The comic book, Threat Intelligence and Me by Robert M.
Lee (2017) explains it in a clear manner and this section will follow his structure, starting off
by explaining threats.

2.1.1 Risk or Threat?

A threat is a person or group with the intent, opportunity, and capability to cause harm to
someone or to organizations (Rynes & Bjornard, 2011). The capabilities of a threat could be
the specific malware they use or any skills they have and lastly, the opportunity could be a
weakness in a tool used or sloppy security requirements. Things like weak passwords or
requiring too difficult passwords, leading to post-it notes with passwords written on them, is
an opportunity for a threat. The last thing someone needs to be a threat is the intent to cause
harm. If someone only fulfills two out of the three requirements mentioned they will not pose
a threat to an organization. A Threat Actor without the opportunity will not be able to cause
harm no matter their intent and capabilities.

Closely related to threats are risks and for communication, risk can be a more useful tool than
threats. The reason risk can be more useful is because it is quantifiable and can be
communicated as the risk of monetary loss which everyone understands (Gundert, 2020).
Similar to how threats were defined previously the risk can be seen as a sum of the asset one
is trying to protect, the threat to that asset, and any vulnerability that can be exploited by that
threat to attack the asset (Threat Analysis Group, N/A). In the same way as with threats all
three parts need to be present for there to be any risk. With an understanding of potential threats
and vulnerabilities related to an asset, one can say that there is a low, moderate, or high risk of
the asset being harmed or losing it entirely which will have a monetary cost.



To begin identifying threats and assessing risks, an organization needs to know itself. It needs
to know what assets it has to lose and potential opportunities and vulnerabilities concerning
those assets. With gained knowledge of the organization and its systems, people, security
efforts, and anything internal that can become an opportunity or vulnerability, the organization
can then begin to look outward to identify potential threats.

2.1.2 From Data to Information to Intelligence

Every organization has access to excessive amounts of data from its internal systems and
processes. This data can be anything from network traffic logs to usage data and it describes
one individual, inarguable fact (Recorded Future, 2017). A security team cannot make
decisions based on individual pieces of data since one data point could simply be /P address A
communicated with /P address B at time X. By combining and processing multiple points of
data one can form information that answers a simple question. Using the same example, there
might be data indicating that /P address A belongs to the company while /P-address B belongs
to a supplier. When asking “Is it bad that these two are communicating?”” with the information
available and combination of data, the answer could be that it is not bad. The next step would
be to analyze a lot more information together with this and in context to create intelligence to
make an assessment. Intelligence is more difficult to obtain than data or information and has a
lower quantity of outputs from it while the value of said output is larger. To create valuable
intelligence, large amounts of data need to be processed to create information. The process is
both difficult and time-consuming for humans to do. This is where computers excel in the threat
intelligence world as they are capable of processing the huge volumes of data required.
Computers on the other hand are unable to create intelligence (for now) and this is where the
human analysts come in with its ability to assess the information.

2.1.3 Intelligence informs action

Previously in the example, it was concluded that it was not bad for the two IP addresses to
communicate based on the available information. With more information such as
understanding the frequent targeting of companies in the supplier’s industry by certain Threat
Actors. Combining this with the type of communication between the IPs, matching the habits
of a certain malware said Threat Actors are known to use one might come to a different
conclusion. This conclusion might not be that the communication actually was bad but that
actions need to be taken to stay ahead of possible future threats. This to ensure both the severity
as of now, and assessing how this might change in the future. With good intelligence an
organization can confidently decide actions, prioritize security efforts, and changes that need
to be made within the organization to reduce risk (Recorded Future, 2017). However, before
an organization is able to take action on intelligence they need to have a certain maturity. The
organization needs to understand its threat landscape and be able to process its own data and
create its own intelligence. Another criterion is that the organization empowers its security staff
to take action and accept the value of threat intelligence (Lee, 2017).



2.2 The Threat Intelligence Analyst

The Threat Intelligence Analyst is the specific Recorded Future web portal user considered in
this project, and if the distinction needs to be made it is the Cyber Threat Intelligence Analyst.
The image given to cyber security professionals in popular culture is that they sit in a room
with big screens, massive data flows and maps with arbitrary lines, trying to counter-hack the
hackers. The first part with alerts and massive amounts of flowing data fits the description of
working in a Security Operations Center (SOC) (De Groot, 2020). For an organization, the
SOC is there to detect and stop incidents. They work at a high pace, triage alerts, and make
quick decisions but this is usually not where the TIA is found. Somewhat depending on the
organization as the SOC looks different in every organization based on its needs. When
something gets escalated from the SOC, for example suspicious traffic or that a novel malware
has been found and there is a need for further investigation, then the TIA steps in.

2.2.1 The work of a Threat Intelligence Analyst

The first of the two main tasks of a Threat Intelligence Analyst is to collect information, analyze
it and turn it into actionable intelligence for their organization to use. This could be any kind
of intelligence, from analyzing a vulnerability in a system that recently was exploited in the
wild to trend research concerning Threat Actors targeting their industry. The second task is to
communicate this intelligence to the right recipients. How they communicate the result of their
research is highly dependent on who the intended receiver is and what kind of decision they
should make as a result of the intelligence. When the recipient is intended to implement the
actions suggested they might need a highly detailed and technical form of communication. On
the other hand, when communicating with management the focus could be shifted to risk or
adapted to a level that they are expected to understand.

An investigation is usually conducted using multiple tools and strategies, from sandboxing
malware to further understand it, to investigating suspicious IP addresses that communicate
with internal systems (Check Point, N/D). The experienced TIA has a large bank of knowledge
of where to look for the type of information that is necessary for their current investigation.

2.2.2 Pivoting in the context of a TTA

When conducting investigations a common analytic technique is pivoting. Pivoting is the act
of exploiting a data element, often in the form of an indicator of compromise (I0C), to locate
other elements and related connections. It could, for example, be the act of investigating an IP
address to discover domains resolving to it. Pivoting often consists of an iterative workflow of
discovering new information followed by discarding irrelevant or untrusted information.
Through these iterations, the analyst searches for information that might move their
investigation forward and that eventually can sum up to conclusions and actions to mitigate the
threats (Slowik, 2020)(Caltagirone et al., 2013).



2.3 Analytical Frameworks

There are several analytical frameworks commonly used
within threat intelligence. These frameworks provide a
structured way of thinking about attacks and adversaries as
well as a common grammar and syntax to be used when
communicating within and between teams and
organizations. The thesis will present three of these
frameworks as they were considered to have aided in the
process, especially in understanding the context of the users,
their thought processes, and workflows.

Tools
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. . Figure 3: Recreation of the pyramid of pain
2.3.1 Pyramid of pain (Bianco, 2013)

The Pyramid of Pain (figure 3) is a concept developed by David Bianco which illustrates the
relationship between different types of indicators (Bianco, 2013). The concept showcases
indicators at different levels of the pyramid where indicators at a higher level will cause the
adversaries more pain if denied from them. The contents of the lower tiers are simpler for the
targets to identify and block but they are also easier for the adversary to change. On the higher

tiers, the contents are more difficult to identify but are more
powerful for the victim as it makes attacks easier to identify,
mitigate, and disrupt. The tactics, techniques and procedures
(TTPs) and tools an Advanced Persistent Threat (APT) uses
are composites of objects such as habits and skills which are
more difficult and time-consuming for the adversary to change.

2.3.2 Cyber Kill Chain

The Cyber Kill Chain (figure 4) by Lockheed Martin (Hutchins
et al., N/D), breaks down the structure of an attack into seven
stages. The framework theory relies on the fact that if you as a
defender can disrupt the chain at any stage the attack cannot
move on to the further stages (MacGregor, 2015). The
simplicity of the framework makes it easy to digest and apply
but it is also limited as it does not take into account that many
modern attacks might skip stages or perform multiple stages at
the same time (The Recorded Future Team, 2020).
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2.3.3 Diamond Model

The Diamond Model (figure 5), published by the Centre for Cyber Threat Intelligence and
Threat Research (Caltagirone et al., 2013), focuses on adversaries and the development of their
TTPs over a longer time period rather than focusing on the progress of one single attack event.
The Diamond Model consists of four features; Adversary, Infrastructure, Capability, and
Victim. The model consists of two axes, the socio-political axis with Adversary and Victim on
its ends, and the technical axis containing Infrastructure and Capability. As described by
(Caltagirone et al., 2013) “In its simplest form, the model o Mode
describes that an adversary deploys a capability over some

infrastructure against a victim.” Keeping track of these core

features and how they evolve over time helps analysts to

understand the adversaries and threats and develop defense Adversary

strategies that can disrupt these adversaries (MacGregor,

2015) (The Recorded Future Team, 2020). Capabllkies piTEsmichEs

This introduction was meant to create a basic understanding
. ) victi
of Cyber Security, Threat Intelligence, and the work of a o
Threat Intelligence Analyst. The following chapter will
contain a. background to the project and. introduce ‘Fhe Figure 5+ The Diamond model
collaborating company, Recorded Future, and its portal which  (Caitagirone et al., 2013)

formed the outline of the project.
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3. Project background

This part of the report presents the background to the master thesis project. It includes an
introduction to the project itself, an overview of the collaborating company, Recorded Future,
and an introduction to their current platform and its most prominent components which formed
essential preconditions to the project.

3.1 The project - Visualizing the Recorded Future Intelligence Graph

This project revolves around the Recorded Future Intelligence Graph, as of now the Recorded
Future Intelligence Graph is the core of the Recorded Future platform containing all data and
information which then is interpreted and presented as intelligence to the user through the
existing user interface (UI). In the existing UI of the Recorded Future portal, the intelligence
is presented in various views but the graph itself is inaccessible to the users. This project will
explore the possibilities of allowing the user to interact in a more direct way with the Recorded
Future Intelligence Graph. It will explore ways of presenting the Recorded Future Intelligence
Graph and how this can be made in an intuitive and accessible manner allowing the user to
explore and interact with the data. Visualizing and allowing direct interaction with the
Recorded Future Intelligence Graph will raise Intelligence by unraveling answers to questions
beyond the users' questions and will provide them with a visual representation of the
associations between different points of interest. Through visual representation, the exploration
of complex data will lead to more meaningful and actionable insights (Shneiderman, 2014).
This will provide value to a wide variety of work areas both within and outside of security
departments, spanning from management to roles such as those within a Security Operations
Center, especially to Threat Intelligence Analysts.

3.2 The collaborating company - Recorded Future

Recorded Future describes itself as “The Threat Intelligence Company”. They were founded
in 2009 but filed their first patent in 2007. Recorded Future was founded by Christopher
Ahlberg and Staffan Truvé, both Ph.Ds. in computer science from Chalmers University of
Technology in Gothenburg, Sweden. The company currently has offices in seven locations
with its headquarters located near Boston, Massachusetts in the United States.

Recorded Future provides a threat intelligence platform helping security teams worldwide to
reduce risks and stay ahead of threats. In order to do this, Recorded Future utilizes current and
historic data to define relationships between different entities and events mentioned online.
Using machine-learning for harvesting data in real-time, not only from open sources but also
from closed forums and the so-called deep and dark web. Entities such as IP addresses,
domains, vulnerabilities, and Threat Actors as well as the relationships between them form a
threat-oriented digital twin of the world, represented by the Recorded Future Security
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Intelligence Graph. The users can get access to information about past, current, and upcoming
events with relations to their organization that is mentioned online. The combination of
algorithms and human analysts leads to actionable threat intelligence which helps users make
quicker and more confident decisions to reduce risks and mitigate threats (Porkorny et al.,
2019).

3.2.1 The Recorded Future Platform and Intelligence Graph

The Recorded Future Security Intelligence Platform is based on the continuously evolving
Recorded Future Intelligence Graph and the intelligence can be accessed through multiple
interaction points such as a web portal, a browser extension, a mobile application, and different
types of APIs and integrations. The intelligence is arranged in different modules, each with its
own area of interest within security intelligence, for example; Brand Intelligence, Threat
Intelligence, and Vulnerability Intelligence (Recorded Future, 2021). This project focuses on
the web portal and will not be tied to a specific module.

Within the platform there are certain features that have been of high interest, forming a solid
baseline for this project. The Recorded Future Intelligence Graph is a combination of two sub-
graphs; an ontology graph and an event graph. Different entities can therefore be associated
with one another through events, but they can also be associated through ontological
connections. For example; the fact that Paris is located in France forms an ontological
connection through their geographical dependency rather than needing to be mentioned in a
certain event. In general, the ontological graph has a higher degree of confidence since it covers
information that changes slower and less frequently. Apart from geographical dependencies
the ontology graph also covers relationships between entities such as ownership, technical
dependencies, and industry categories.

The second part of the Recorded Future Intelligence Graph is the events graph, in this subgraph,
each event is established by one or multiple references mentioning the same activity,
discovered through any of the sources Recorded Future scours. This part of the graph changes
continuously since it represents all the references of activities happening online. Within each
of these events, there are one or multiple entities who are part of or mentioned, and by that
associated with said event. The Recorded Future Intelligence Graph contains over a billion
entities connected through over 70 billion references, forming over 100 billion relationships.
All of the data building up this event-part of the Recorded Future Intelligence Graph is
harvested in real-time by machine learning and classified through natural language processing
(NLP). The collected data is processed through NLP to combine and interpret the data into
information. This allows the information to be automatically classified and categorized in the
Recorded Future Intelligence Graph based on its origin, content, and context.

3.2.2 Crucial Components in the Recorded Future Platform

In the platform, one major component is the Intelligence Cards. All entities in the Recorded
Future Intelligence Graph have their own Intelligence Card as presented in figure 6 granting
access to all information Recorded Future knows about that certain entity. It contains
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information such as; references mentioning the entity, events it has been part of, and
associations to other entities through said references or events. All this information about an
entity is compared to a set of rules which results in a Risk Score for that certain entity.
Triggering one or more rules resolves to a certain Risk Score based on the severity of those
rules. The Risk Score is a live object and is updated continuously in real-time, based on the
collected information, where different rules have different time-spans for triggering. The Risk
Score, as the name implies, is an indicator of the risk tied to that entity and whether it is
categorized as suspicious, malicious, or similar. The risk score is merely an indicator and
whether the entity in question currently poses a threat towards the user’s assets is not
communicated through this value. To find events and the entities connected to them the portal
contains the Advanced Query Builder (AQB). It allows highly customizable queries with
options to limit the time frame, what sources to include and many more.

Ii|-Recorded Future

VULNERABILITY IN CVE 2 : X

CVE-2021-21984

Notes ® 1 Insikt Group Note
References 100+ °
First Reference May 5, 2021
Latest Reference May 21, 2021 7 8
Curated *
HIGH
RISK SCORE
6 of 21 Risk Rules Triggered
Show all events or cyber events
TRIGGERED RISK RULES Learn More @

Recently Reported by Insikt Group -+ 1 sighting on 1 source

Insikt Group. 1 report: VMware Addresses Remote Code Execution Vulnerability in vRealize Business for Cloud. Most
recent link (May 05, 2021): https://app.recordedfuture.com/live/sc/-—--

NIST Severity: High - 1 sighting on 1 source

Recorded Future Vulnerability Analysis. CVSS v3.1 Score (8.3) calculated using NIST reported CVSS Base Score (9.8) and

Recorded Future Temporal Metrics. Base vector string: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H. Temporal vector
string: E:U/RL:X/RC:U.

Figure 6. An Intelligence Card showing the vulnerability CVE-2021-21984

Collecting data from a large number of sources with a wide range spanning from the open and
dark web, to technical sources as well as internally written analyst reports, leads to huge
amounts of information with a large variety in confidence. For example, an analyst report from
Insikt, Recorded Future’s internal analyst team, is more trusted and has a higher confidence
level than information found in, for example, a tweet or other open-source web data. Recorded
Future has distinguished the difference between these sorts of associations by introducing what
they refer to as Links. Links are defined as associations with a high confidence level versus
connections that have a lower confidence level in the platform. In reality, the confidence level
is not binary, i.e. confident or unconfident, but rather a span.
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These formed the preconditions of the project and set the scope for the following phases. By
combining this with the design theory and methodology presented in the upcoming sections,
the project foundation was set up.
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4. Design theory

Within design theory, there were two main concepts that had a major impact on the project.
These were theories regarding how to visualize information and how to strive for usability,
both will be described in this section.

4.1 Visualizing Information

As this project will focus on visualizing large quantities of data and information and designing
interactions to manipulate said information, there are some design theories that are applicable.
This section will focus on the human perception of information visualizations and how design
can aid that process.

4.1.1 Visual Salience

Firstly, let us describe and define the difference between symbols and glyphs, two elements
widely used in graphical data visualizations. A symbol is a graphical element used to represent
a certain object in a specific context. While a symbol only represents the object itself, a glyph
is used to represent both an object as well as certain attributes tied to that entity. Common ways

of representing these numerical attributes are for example; size, vertical position, or contrast
(Ware, 2013) (Dunne & Shneiderman, 2013).

When visualizing large amounts of data and information it is important for the user to be able
to distinguish between different types of information. This can be accomplished by encoding
elements (Nowell et al., N/A). Encoding can be achieved in numerous ways but some of these
are processed differently compared to each other. This as they are said to belong to different
channels, these are; color, shape, and motion. That these are processed separately means that
encoding using one channel will not constrain encoding using any of the other channels which
can be useful when designing information containing multiple attributes (Ware, 2013).

By utilizing redundant coding, the design of symbols or glyphs that are maximally distinctive
can be achieved. Redundant encoding is achieved by making the symbol distinct in multiple
channels, allowing the user to search based on any of the properties attached to each symbol
(Nowell et al., N/A)(Ware, 2013). In contrast to redundant encoding there is conjunction
coding, this is when symbols are encoded using multiple feature dimensions but they are not
specific for each type of symbol. Instead, conjunction encoding requires the user to perform a
sequence of searches, one for each featured property to find the correct symbol. This type of
encoding will therefore complicate searches and make symbols less distinctive compared to
using single property encoding or redundant encoding (Ware, 2013). See example in figure 7.
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Figure 7: Image showing the difference between Conjunction and Redundance when encoding

One concept regarding the distinctiveness in these sorts of encoding is preattentive processing
which describes how the human mind intuitively can focus its attention and distinguish
between different visual objects. The concept of preattentive processing is important since it
can radically decrease the processing time. This is especially the case when there are a lot of
distractors, in other words, objects that are not the intended focus for the user, which otherwise
increases the response time. There are multiple ways of achieving preattentive distinct features,
for example by altering; size, color, orientation, contrast, or motion (Treisman, 1985) (Ware,
2013).

4.1.2 Interacting with visualizations

By performing actions and interacting with interfaces users can affect their current situation
and which information currently is presented to them through the interface. Kirsh and Maglio
(1994) distinguish between two types of actions; epistemic and pragmatic actions. Epistemic
actions are described as activities leading the user towards discovering new information, to
improve their cognition by making their mental computation simpler. A pragmatic action, on
the other hand, intends to lead the user closer towards their physical goal. This distinction
results in the conclusion that actions can be both epistemic and pragmatic since a specific
activity can alter both the physical and informational state of an object. The distinction of
whether an action is to be seen as epistemic or pragmatic lies in the underlying goal of the
activity and defining whether the goal is to change the physical or the informational state.

By designing interactive visualizations and allowing epistemic actions, interfaces can grant
user’s opportunities to explore the data that seems most important or interesting to them. An
extensively cited mantra proposed by Ben Shneiderman (1998) for these information-seeking
activities states; “Overview first, zoom and filter, then details on demand”. Allowing these
types of interactions stated in the mantra in an iterative manner rather than in that specific order
will allow users a continuous workflow of unraveling information and exploring different parts
of the interface as they please. To design an effective interface for analytics of large quantities
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of information, allowing the user to focus their attention will be just as important as it is for a
camera to be able to focus on specific objects when taking a picture (Shneiderman & Plaisant,
2015). Ideally, all visualized data points in the interface should be interactive and allow the
user to explore or manipulate them further (Ware, 2013).

4.2 Usability Heuristics

Well-renowned author Jakob Nielsen published his “10 Usability Heuristics” (1994) defining
general guidelines for interaction design. These are well-known and commonly used and cited
within the field of usability and user experience. Some of these heuristics have been considered
and used in the design process of this project and the ones with the most impact will be
described in more detail below.

4.2.1 Visibility of System Status (Heuristic #1)

This heuristic describes the importance of feedback and system communication to keep users
informed of the current state, allowing users to retain their feeling of control. Each interaction
between user and interface must be clearly communicated and feedback must be presented
within a reasonable time to keep the user in the loop. Not providing this transparency of the
system status will degrade the trust for the system (Harley, 2018). By providing a design with
clear communication of the system state the interface can provide good opportunities for the
user to overcome “the gulf of evaluation”, allowing successful interaction with the system
(Whitenton, 2018).

4.2.2 User Control and Freedom (Heuristic #3)

The third of Nielsen’s heuristics revolves around the supporting functionality of allowing the
user to cancel or undo actions they might have taken by mistake or taken unwillingly (Rosala,
2020). Users should always have the ability to opt-out of actions they’ve begun or fulfilled to
quickly recover from mistakes or slips. Common controls for these types of actions found in
Uls are back, cancel, close and undo which all, in different ways, lets the user abandon an
action and return to the previous system state.

4.2.3 Consistency and Standards (Heuristic #4)

Following both internal and external standards is the focus of the fourth heuristic. By following
conventions the user is relieved from wondering what a certain word or action means. This aids
users as it makes their preconceived mental models accurate and useful even when
experiencing a completely new interface. Consistency can be divided into internal and external
consistency and both should be accounted for to form an intuitive interface that is both easy to
learn and to use. Internal consistency regards having consistency within a product, this means
having similar colors, layouts, and interactive elements throughout the product. External
consistency is achieved by following common standards for the type of platform or industry as
a whole. By following these patterns and conventions, both internal and external, user’s
expectations are met and higher learnability is achieved (Krause, 2021) (Cooper et al., 2014).
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4.2.4 Error Prevention (Heuristic #5)

The fifth heuristic, Error prevention, advises that interfaces should not only allow users to
recover from errors, as in the third heuristic, but it should also preferably try to prevent them
from happening in the first place. Nielsen argues that the term “user error” actually focuses
attention poorly since it implies that it is the user who is to blame for the problem. Instead, the
blame should be directed towards the designer and the interface since it is allowing these errors
to be committed. There are different types of errors that can occur and preventing them also
differs but by providing suggestions, constraints, and warnings, the risks of committing errors
can be reduced. Nielsen suggests that preventing errors with high costs should be prioritized
since these are harder to recover from (Laubheimer, 2015)(Cooper et al., 2014).

4.2.5 Recognition rather than Recall (Heuristic #6)

This heuristic implies that users should not be restricted to their short-term memory and having
to remember things from one part of the interface to another to interact effectively (Budiu,
2014). Providing additional context allows for smoother interaction and reduces cognitive load
since they allow the user to rely on recognition rather than having to recall information from
their memory from scratch. By providing appropriate associations and cues the interface can
guide the mind of the users to effectively recognize the correct chunk of information.

These design theories combined with the earlier presented project background, were applied
together through the methods presented next. Through this a solid foundation for decision
making and designing of the concept solutions was defined, and suitable methods could be
chosen and applied.
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5. Methods

In this chapter, methods used will be briefly defined and described. These methods were used
during the project to enable efficient collection of data and reduce the risk of bias. They were
also used to facilitate ideation and decision-making during the process. The methods are
presented in order of appearance.

5.1 Interviews

Interviews in general can be described as a conversation between an interviewer and one or
more interviewees focusing on the interviewees’ thoughts or experiences of a certain matter.
This methodology is commonly used to gain qualitative insights within the user-centered
design in order to empathize and form a better understanding of the potential user and their
workflows or thought processes. Interviews can be conducted in person or over distance using
various mediums such as phone calls, digital video-conferencing tools, or even through written
conversations. When conducting interviews with people located in different parts of the world
these video-conferencing tools are very useful as they are a close representation of meeting in
person utilizing both video and audio to communicate. These video-conferencing tools also
provide opportunities for both interviewer and interviewee to share their screen content
allowing them to show visual elements to clarify statements regarding specific visuals.
Interviews can be conducted in multiple formats of which two will be described below (Wood,
1997).

5.1.1 Semi-structured

Performing a so-called semi-structured interview relies on using an interview template to guide
the interview. The template contains a set of questions that will be investigated and discussed
during the interview. In order for the interview to be semi-structured, it is important that the
template contains open-ended questions, as well as, both allowing and encouraging follow-up
questions. This encourages discussion to form an even deeper understanding of the
interviewee’s thoughts and feelings (Sharp et al., 2019).

5.1.2 Unstructured

An unstructured interview is less structured in the way that it does not follow a predetermined
template or set of questions. Instead, it might revolve around a specific topic and let both
interviewer and interviewees lead the conversation in any direction that seems appropriate or
interesting. This type of unstructured interview can be useful when the interviewer is uncertain
of what to ask and just has a curiosity to learn more about anything within a specific topic
(Sharp et al., 2019).

5.2 Solution Sketches

A solution sketch is used to clearly visualize an idea with more details, preferably it should
show multiple frames or states to indicate its functionalities. The idea to be visualized through
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solution sketching usually originates from an earlier ideation method or session but solution
sketching also allows for new ideas or the combination of previous ideas. Allowing iterations
of previous sketches can be helpful as ideas of new, even more, useful solutions might emerge
(Google LLC, N/A).

5.3 Brainstorming

Brainstorming focuses on widening the idea space and raising the number of possible solutions
(Sharp et al., 2019). Brainstorming can be conducted both as an individual or as a group activity
and is most commonly used in the early to mid-stages of a project. Chauncy Wilson (2013)
describes three principles of brainstorming; aim for quantity over quality, abandon criticism,
and stimulate out-of-the-box thinking. The goal of a brainstorming session should be to
produce a large number of ideas or solutions. Ideas generated can then be used to spark further
ideas by synthesizing or altering them to solve other problems. This manipulation of ideas can
be utilized either within the same session or in the following iteration. To allow all participants
to think freely and not hinder themselves, no type of criticism should be expressed, neither in
words or in body language. After a session has been finished, ideas can be reviewed by a
critique session, voting, or something similar to establish a ranking or decision regarding how
to proceed (Wilson, 2013).

5.4 Braindrawing

Much similar to the above-presented brainstorming is braindrawing, another method for idea
generation and problem-solving. Braindrawing utilizes the power of rough sketches to illustrate
and convey ideas and solutions. Braindrawing can be especially useful when focusing on
ideating for graphical interfaces or layouts. The procedure of a braindrawing session is very
similar to that of brainstorming, firstly stating the problem or topic to iterate upon. This is
followed by an iterative process of quick, rough sketching and passing said sketches to be
continued by another participant. After some rounds of sketching the ideate session can be
concluded by reviewing and discussing the solutions to decide how to move forward (Wilson,
2013).

5.5 MoSCoW

To prioritize features, the MoSCoW rules can be applied. The acronym of MoSCoW represents
“Must haves”, “Should haves”, “Could haves”, and “Want to have but will not have this time
round” (DSDM Consortium, 2003).

e The “Must have’-features represents the minimal viable product, without them the
system will be unfunctional or useless.

e The “Should have’-features are not required to build a functional product but it
represents features which are deemed important to add value to users.
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e “Could have”-features could also be valuable to users and nice to have if they do not
require too much time or effort to implement. These features will be the first to be left
out if the project’s time frame will not suffice.

e “Want to have but will not have this time round” also referred to as “Won’t have but
Would like to have”-features are the ideas that have been expressed but can be pushed
to a future development phase.

Arranging and prioritizing features according to these rules may seem simple but it is important
to have a sufficient amount of features within each category. The lower prioritized features can
be useful to add some contingency to the project both regarding the scope and its timeframe,
as they can be altered, added, or removed in order to comply with the project plan (DSDM
Consortium, 2003) (Waters, 2009).

5.6 Now-Wow-How

Another framework for prioritizing features or decision-making is the Now-Wow-How
framework. The method is focusing on two requirements, the degree of innovation and the
difficulty of implementing. These two are placed on two perpendicular axes, the horizontal for
representing implementation difficulty and the vertical representing innovation degree. The
axes form a 2 by 2 matrix, the bottom left will represent the “Now”-ideas, as they are both easy
to implement and considered less innovative, suggesting they can be used as-is. The bottom
right quadrant represents the “Wow!”-ideas, they are innovative yet easy to implement. Lastly,
the top right represents the “How?”-ideas, these ideas are considered innovative but tough or
uncertain how to possibly implement them. The top left corner ideas represent the ideas that
are hard to implement but with a low amount of innovation and are therefore considered less
useful for the project. All ideas or features are placed within the matrix to be able to distinguish
their characteristics and to prioritize between them before moving on with the project (Friis
Dam & Yu Siang, 2021).

5.7 Morphological Matrix

This is a method focusing on defining key functions of a task, exploring possible solutions to
these, and finally combining the various solutions to form full concepts to be evaluated. First,
a set of key functionalities are defined. Then a number of possible solutions achieving the needs
of that functionality are generated and added to the matrix. This step of creating possible
solutions is then repeated for all key functions building up a matrix. From this matrix, different
solutions can then be combined freely into concepts that should fulfill all needs and
functionalities defined. The concepts can then be evaluated and as the solutions can be
combined in various ways a lot of possibilities can be explored (Fargnoli et al., 2006)
(Treffinger et al., 2006).
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5.8 Wireframing

When designing graphical user interfaces wireframes are used to quickly visualize the
functionality and flow of interactions. Wireframing can be drawn both using pen and paper as
well as using digital tools or software. The wireframes should clearly communicate the layout
of the interface and its interactions and navigation. As with sketching they can be used at a
variety of fidelities based on the use case. All in all a wireframe on its own is a static image
that at a higher fidelity represents a realistic look into an interface. Combining several
wireframes in a sequence with arrows or another type of narrative can indicate the flow between
different parts of the interface (Interaction Design Foundation, N/A).

While this is a theoretical description of the methods most were adjusted to be applied as seen

most appropriate during the process of the project. How the methods were applied and how
they affected the project will be described in the Design Process chapter.
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6. Design Process

This chapter will describe the process of the project, visualized in figure 8, as well as describing
which methods were applied and how, for each phase.

A

Explore Create 1 Evaluate 1 Create 2 Evaluate 2
Understand\ Ideate Validate Ideate \ - Validate \
( Empathize ( Assess ( Analyze ( Assess Analyze
Deflne Vlsuallze Conclude Visualiz%_/\ ConcludJ
- -
General Use Case Concept Design Solutions Final Design Solution

Figure 8: A visualization of the project process

The overall process for the project was planned based on two existing process models; the
Double Diamond model and the Design Thinking model. The double diamond model consists
of two major phases, each divided into two subphases. The first phase is named Research and
consists of the subphases Discover and Define. Discover revolves around understanding the
problem by investigating user needs and requirements. Then, in the Define subphase, these
insights are gathered and boiled down to a concluded problem definition which forms the
foundation of the second phase, the Design phase. First in the Design phase comes the Develop
subphase which explores and ideates around the problem definition to come up with possible
solutions. The second subphase of Design, last in the whole iterative process is Deliver which
includes testing and evaluating solutions with users (British Design Council, 2005).

The Design Thinking model consists of three phases; Understand, Explore, and Materialize,
each consisting of two subphases (Gibbons, 2016). The first phase, Understand, involves the
subphases Empathize and Define. These involve investigating user needs and defining them
and by that, they have a clear similarity to the Research phase of the Double Diamond model.
The second phase, Explore, consists of ideate and Prototype. This is where the two models start
to differ, as the Design Thinking model has divided this into two subphases while in the
Diamond Model it is represented by one, the Development subphase. In the same manner, the
last phase of Design Thinking called Materialize consists of two subphases, Test and
Implement, which has a clear similarity to the Deliver subphase from the Double Diamond.
There are similarities between these models and they both served as inspiration when shaping
the process for this thesis project.

This project’s design process consisted of three main phases; Explore, Create and Evaluate.
The phases are described as separate, chronological parts but in some sense, they partly overlap
and there are also iterations between them. Each phase had its specific goals and the
deliverables of one phase would affect and be used in the succeeding phases. In the same
manner, as in the two models used as inspiration, the thesis process starts with exploring.
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Initiating the project focusing on forming an understanding of the domain, and empathizing
with its users. This first phase accounts for about half of the overall project time. This as the
domain is completely new to both project members and it is considered necessary to form a
good and solid foundation and understanding before proceeding to the following phases. From
the exploring phase and the gained knowledge, needs and requirements were defined.
Continuing with a creative phase by ideating, assessing, and visualizing possible ideas and
features. The visualizations would then be used as mediating objects in the evaluations with
users conducted in the last phase. The evaluation focuses on assessing suggested solutions,
analyzing the outcomes, and lastly drawing conclusions regarding how to proceed. As
mentioned the project process consists of three main phases, each with internal iterations within
them, while the project as a whole also iterates on the last two phases, conducting five phases
in total. Meaning the conclusions from the first evaluation phase will be used as a foundation
in a second Create phase followed by a second evaluative phase before forming and concluding
the final result. By following this process, gained knowledge and understanding can be
incorporated throughout the process, and through several iterations within and between phases
the ideas are allowed to grow and adjust according to the results from the evaluations.

6.1 Explore

The initial phase of the project, the Explore phase, and all its internal subphases revolved
around three themes; understanding the domain, understanding the users and their current
workflows, and lastly, understanding the current tools used in general and specifically the
Recorded Future platform. As all these subthemes, more or less, are dependent on each other,
this exploration was an iterative process just as the upcoming phases. It is important to note
that the majority of the time during the project was spent in this phase. This resulted in the
decision to focus on Threat Intelligence Analysts, a General Use Case and a set of requirements
for the design solution.

6.1.1 Understand

The thesis project began by trying to understand the domain of cyber security and threat
intelligence in general. This learning period consisted mainly of consuming articles, literature,
and blogs of different kinds, focusing on understanding what threat intelligence is, which
different types of applications of threat intelligence there are, as well as, how they are used to
disrupt or mitigate threats. Since this focused mainly on forming a basic understanding and a
solid foundation for upcoming activities, most time was spent reading different security vendor
blogs as these often explained the subject in a way suitable for beginners in the domain. This
way, a domain-specific vocabulary started to form and step-by-step different perspectives of
threat intelligence and its most common subjects were explored.

In parallel with this overview of the domain, the Recorded Future portal was explored, using
an internal learning module with introductory videos to learn the basic functionalities of the
portal. A more unstructured individual exploration of the portal was also conducted with the
aim of trying to get a better understanding of the possibilities and restrictions of the portal and
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the underlying data model. To gain an even better understanding of the Recorded Future
Intelligence Graph and the underlying data model, a one-hour-long interview was conducted
with the CTO and a Senior Architect. A semi-structured interview template, leaning towards
unstructured rather than structured, was prepared. This with the aim of trying to allow the
interviewees to lead the conversation, as they were the ones with expert knowledge of the
domain. The interview was managed and structured enough to stay focused on the
predetermined areas of focus, the possibilities, and restrictions of the data model. While it still
let the interviewees elaborate on the subjects within those areas as they pleased and thought
were most interesting from their perspective.

The company provided two previously recorded interviews or presentations which had been
held with employees from other teams with the aim of explaining the different workflows and
responsibilities of different roles. One of the recordings presented an introduction to what the
Insikt team, Recorded Future’s internal research team, does, and the other an introduction to
what a SOC team does. As these were just recordings of meetings conducted in the past by the
product design team, they provided answers to some concerns but did not allow further
questions or exploration. The recordings together with the reading gave an initial understanding
of the users but there were still some areas that remained unclear.

To complement this user-centered perspective on the portal, a one-hour-long online meeting
was held with a Threat Intelligence Analyst from the Insikt group. During this meeting, the
analyst held a presentation that provided an overview of the workflow used by that specific
team within Insikt. A compressed version of one of their previous investigations served as a
baseline and showed step-by-step tasks performed both within and outside of the Recorded
Future portal, combining different tools and resources. Rather than just watching recordings or
reading blogs or literature, this actual meeting with a user gave the possibility to ask follow-up
questions. Both questions that arose during the meeting but also concerns or questions formed
during reading or from the recorded video interviews were brought up and answered. This
resulted in a greater understanding regarding the specific tasks and thought processes behind
different actions that could be clarified.

All these insights from reading, watching recordings, and holding meetings could then be

compared and contrasted to shape and define an initial version of a generally applicable use
case, seen in figure 9.
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Figure 9: The first iteration of the General Use Case as shown to users

6.1.2 Empathize

In order to gain further knowledge about users and their workflows, a set of four interviews
were conducted with four different Threat Intelligence Analysts from Insikt. One of these
interviewees was the same as from the meeting which was held previously during the
Understand subphase. All interviews followed a semi-structured interview template, they
lasted about an hour and were conducted online. The interviews were recorded to reduce the
risk of losing information and to allow transcriptions afterward. Each interview had one project
member leading the interview based on the prepared template and the other project member
focused on listening, taking notes, and helping with asking follow-up questions. The project
members took turns acting out the two roles equally throughout all interviews conducted during
the entire project.

These four interviews focused on the analyst’s workflows when researching or investigating
certain events, IOCs, or trends. The aim was to define a more grounded definition of a General
Use Case and to form a broader understanding of the analysts’ motivations and processes when
researching. As all of these interviews were conducted with personnel from an internal team
they were all considered experts in using the Recorded Future portal. Their experience both in
using the portal and as analysts in general varied, but they all had at least one year of experience
with working with Insikt. During the interviews, they were encouraged to describe, and if
possible also show, other tools they use regularly and how these aid them, explaining specific
functionalities they use and why they choose these over the Recorded Future portal. The users
were also asked to evaluate the General Use Case formulated during the understand subphase,
based on the literature, recorded interviews, and the Analyst’s presentation. This to either
confirm, or suggest possible adjustments and improvements to it to provide a better
representation and generalization of their overall workflows.

Throughout this exploration, ideas that emerged were written down or sketched to not lose

them in the process. One of these ideas (figure 10) functioned as a mediating object presented
at the end of these four interviews. This initial solution sketch, of very low fidelity, was
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presented to show the current intended direction of the project and evaluate whether the users
saw any value or interest in such a solution. The visualization was a very quick, rough paper
sketch just giving some hints of a possible solution but still in a clear enough way to convey
the ideas of the overall functionality to the users.
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Figure 10: The initial sketch shown to users

6.1.3 Define

From these initial subphases within the Understand phase, there were some definitions
suggested that would become the foundation for the upcoming Create and Evaluate phases. To
narrow down the scope of the project it was decided to focus on one specific user group rather
than trying to aim for a generally applicable solution across different threat intelligence
applications. The targeted user group was narrowed down to focus specifically on Threat
Intelligence Analysts based on multiple factors. The main factor in this decision was to form a
clear problem definition with a defined corresponding use case and applicable hypothetical
solution. This type of solution was considered to be most useful in investigating and doing
research that has a longer timeframe than a use case focusing on responding to alerts. The
decision of the target group was also supported by the factor of having access to users to
interview, in which Threat Intelligence Analysts from the Insikt group showed interest in being
part of the project.

Based on the feedback from the user interviews the General Use Case was iterated and adjusted.

In the initial version, there were some gaps in the chain since it was considered unclear what
type of actions lead the use case onwards. These gaps could be filled or removed by the lessons
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learned from the interview and a new, adjusted version of the General Use Case was prepared.
This would be used as an outline when ideating and designing the solutions and would be
subject to another validation in the interviews during the first evaluation phase.

These decisions regarding target user and use case combined led to the definition of a set of
user needs and requirements for such a solution. It was defined that the solution should help
analysts define all or parts of the 5Ws of a certain risk by allowing pivoting indicators and
visualizing relationships between entities and events found through said pivoting. It should
provide a continuous workflow to allow clearer tracking of indicators and associations over
time.

The solution should indicate differences in importance between indicators and connections
when investigating to speed up the workflow. The solution should also guide user actions
without inhibiting their individual preferences and workflows.

List of requirements to fulfill the needs of analysts in reaching the aims of an investigation:

I.  Allow pivoting between indicators
II.  Visualize indicators
III.  Visualize associations
IV.  Provide a continuous workflow
V. Indicate differences in importance
VI.  Guide user actions without inhibiting them
VII.  Seamless experience between graph and other portal features
VIII.  Ability to discard and filter information
IX.  Provide options to share investigations

These requirements are presented without internal prioritization since all are considered
equally important for the final solution.

6.2 Create 1

At this stage of the project, the user needs and requirements were processed in order to form
functionalities that would solve these needs. The produced features were discussed and
evaluated from a standpoint regarding what key features are needed for the concept to function.
With that standpoint in mind, three separate concepts were defined, created, and visualized
based on different variants of features that were deemed to be key features for achieving and
fulfilling the most crucial user needs. These concepts were then to be tested during the Evaluate
1 phase.

6.2.1 Ideate

In this initial subphase, the identified user needs and requirements were transformed through
brainstorming into features fulfilling these needs in the design solution. Each requirement
functioned as individual starting points for ideation, and through a combination of
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brainstorming and braindrawing one or several functionalities solving each need was
established (figure 11). Each of the features was then defined more clearly to clarify and avoid
misconceptions regarding their functionalities. Some were combined as they were considered
to be very similar or since the same feature could solve multiple requirements. This ideation
session took about three hours where both project members started by writing or sketching
their individual ideas regarding each need. After all the individual ideas had been put on paper,
the tables were switched to be able to iterate on each other's ideas. This sparked new ideas both
within and between needs or features by using them as inspiration or by combining different
ideas.
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Figure 11: Braindrawing sketches

6.2.2 Assess

After the formulation of ideas and features, the MoSCoW-model (figure 12) was performed by
adding each specific feature from the ideation to a sticky note and then having a board with
four quadrants, one for each category in the MoSCoW-model. The sticky notes could then be
placed in the appropriate category and after a few iterations allowing re-categorization, the
result stabilized and formed a consensus. The MoSCoW-model focuses solely on the need for
certain features for the system to function. As it does not take usability or difficulty of
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implementation into account and by that, it was decided to evaluate the features using another

framework with a different focus as well.
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Figure 12: The MoSCoW model from Create 1
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The second evaluation of features utilized a sort of decision matrix called the Now-Wow-How
(figure 13) framework. This framework is used to define and compare the level of innovation
and difficulty of implementation between different ideas. Similar to the previous method the
features were listed in another set of individual sticky notes and then categorized on a large
board with two axes, with one representing innovation and the other representing
implementation. After discussion and some iterations, this result formed a consensus regarding

the placement and categorization of each feature.
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Figure 13: The Now-How-Wow framework from create one

By combining the results of the MoSCoW-model and the Now-Wow-How Framework a
prioritization of the functionalities was defined. This prioritization resulted in four specific
functionalities that were considered crucial for the design solution and therefore would be the
focus of the last steps in this initial create-phase. The four functionalities, chosen to be in focus
where;

Visualizing events containing several associated entities.
Handling of the AQB within the Network graph.
Manual pivoting between entities.

Access to underlying entity information.

Cowp

Functionality A incorporated ideas aiming to solve requirements II and III while functionality
B focused on requirement VII. Requirements I, IV, and VI were the focus of functionality C,
and lastly functionality D aimed to fulfill requirements V and VII. In accordance with this
requirement, VIII and IX were not solved by any functionality and were instead decided to be
tackled in later iterations.

6.2.3 Visualize

By brainstorming ideas for each of the four most crucial functionalities and sketching possible
solutions, a range of possibilities was generated. By defining the possible solutions of each
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functionality A-D and combining them using a Morphological Matrix, seen in figure 14, three
concepts were formed with different combinations of the four functionalities. Some additional
design choices needed to be made regarding some other, lower prioritized, features of the
concepts. Since these weren't the focus of the upcoming evaluation phase, a single solution was
simply chosen and applied to all three concepts to maintain consistency and keep the focus on
the higher prioritized functionalities. When applicable, the choices were based on either design
theory, insights from the user research, or a combination. These lower prioritized design
choices were also defined in a separate column of the Morphological Matrix to have a clear
and consistent plan to follow when wireframing the composite concepts.
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Figure 14: The Morphological matrix from Create 1

The three concepts referred to as concept blue, green, and orange (circle, diamond and triangle)
were wireframed using Miro, an online whiteboard platform allowing collaborative work. To
use colors when referring to the concepts was decided since calling them numbers or letters
was thought to risk affecting how users would perceive them. It was considered that the
evaluations might get affected since that sort of naming could imply a predetermined priority
or rating, which was not the case, and therefore the use of colors was chosen to avoid this sort
of misconception or biasing.

The wireframe designs were constructed with low fidelity since they sought to focus on the
functionality and interaction of the features rather than the look and feel. The level of fidelity
was sought to be the same for all three concepts to allow fair comparisons and avoid having
users prefer one concept based on its fidelity level rather than the actual functionalities. Since
the design choice regarding the encoding of nodes was defined as a lower priority feature, all
nodes could be prepared beforehand and then simply copied and pasted to be re-used in each
of the concepts. The concepts were prepared individually by the project members, before peer-
reviewing them to unveil and correct any misconceptions that occurred from the transition
between the morphological matrix to the wireframes (Appendix 1).



6.2.4 Hackathon

In parallel to this phase, the collaborating company arranged a 48-hour hackathon for its
employees which aligned timely with the end of this project phase. One idea to be explored
during the hackathon was to try to visualize the Recorded Future Intelligence Graph, in other
words, something more or less similar to this thesis project. This was considered a great
opportunity to receive more viewpoints and feedback and perhaps even getting somewhat of a
functional prototype produced. In the end, the hackathon project in itself had little impact on
the final results of the thesis project but some of the resulting wireframes from the hackathon
came to be used in the interviews in the following phase (figure 15).
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Figure 15: Image shown to users during Evaluate 1. Parts of the result from the hackathon.

6.3 Evaluate 1

This phase utilized the concepts created in the previous phase by evaluating them with users
through semi-structured interviews. From this, new requirements were brought forward and
old requirements were improved upon. The iterated General Use Case defined at the end of the
Explore phase was also re-evaluated and confirmed in the interviews with the TIAs in this
phase.

6.3.1 Validate

To begin this validation part of the Evaluate phase, four interviews were conducted with the
same TIAs from Insikt as in the Explore phase and performed in the same way. The interviews
were once again conducted online, this time with a presentation containing visualizations of
the concepts and took approximately one hour each. At the beginning of each interview, the
focus was on evaluating the General Use Case. After evaluating the use case, the focus turned
to the three concepts. To avoid any bias caused by the order in which the concepts were shown
each user got to see the concepts in a different order. Each concept was presented with a
walkthrough following the same simplified use case. The use case was based on a real
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investigation from Insikt, in order to focus on the concepts rather than the investigation in
figure 16. The reason for it to be based on a real investigation was to keep it realistic and to
remove risks of the interviewees being distracted by the path of the investigation. It followed
an investigation of a phishing attack, starting with five IOCs, and doing five consecutive pivots
from the same IOCs and in the same order, in each of the concepts. The interviewees were
asked the same questions concerning each concept and their respective variants of each of the
four functionalities. At the end of every interview, there was also a discussion based on images
showing the concept produced in the hackathon project. The images from the hackathon placed
the graph into a more realistic context and the goal was to get another set of reactions.
Unfortunately, the wireframes of the hackathon concept sometimes caused a bit of confusion
as they were not a higher fidelity version of one of the previously presented concepts but rather
could be seen as an entirely new, fourth, concept.
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Figure 16: The use case used when showing the different concepts
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In parallel with the TIA interviews, an opportunity arose to join a call with one of Recorded
Future’s clients from a global organization to conduct a short interview. The client was not a
TIA but rather held a management position in the whole organization's security operations.
This interview gave an opportunity to, not only, interview someone not employed by Recorded
Future but also someone with an understanding of the TIA role while still perceiving it from a
different perspective. The time available during the call was only about 20 minutes which
meant that what could be covered would be less than the previous interviews with the TIAs
from Insikt. The focus was the General Use Case and what the customer believed could be seen
as keys for this tool to become useful to their organization.

Towards the end of this subphase another interview with the CTO and Senior Architect was
held, once again, to improve upon the concepts by benefiting from their comprehensive
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knowledge of the Recorded Future Intelligence Graph. Like the previous interview with these
two, it was allowed to go pretty much wherever it wanted to and often it was more of a
discussion than an interview. The purpose was to explore possibilities and opportunities rather
than to find user requirements.

6.3.2 Analyze

As every interview with the TIAs was recorded they could be transcribed afterward. When the
transcription was finished the interviews were analyzed by reviewing the transcriptions
together with the notes from the spectator taken during the interviews. There were specifically
four crucial functionalities, functionality A-D, that were in focus in these evaluations with the
Insikt users. The users’ sentiments towards functionalities A-D were evaluated and compared
to discover any aligning preferences. Whenever the users expressed likes, dislikes, or ideas of
new features those comments were brought forward in the analysis. Each one of these
comments was transferred to a separate document summarizing all such insights from the four
interviews. This way it could easily be aligned if several users expressed the same thoughts or
if there were disagreements regarding a specific feature. This analysis document was brought
to the following subphase to decide which way to move forward in the project.

6.3.3 Conclude

A result of the analysis was that two out of the four crucial functionalities, functionalities B
and D, had two feature variants each of which were equally liked or preferred by the users. The
two versions of functionality B were relatively simple to combine which solved that issue.
However, the two versions of D were not possible to combine. A decision was made to use the
version that was seen as more adaptable as the tool evolves. For both functionality A and C,
the users had clear preferences of one variant for each functionality. These preferred options
were determined to be brought to the next creative iteration which would follow this phase
(figure 17).
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The additional comments and ideas brought up in the interviews were both bringing up
previously discovered user needs which were not targeted in these concepts but also completely
new ideas. In total there were too many to include and test efficiently within the next iteration,
requiring a decision regarding which ideas to continue developing and exploring and which
ones would simply be saved for possible iterations after this project. To make a decision, a
comparison of how many users had expressed a need for such a feature and assumptions on
whether the feature would have a large impact on the users. It was also considered whether it
was feasible to test and if it aligned with the scope of the project. With those guidelines, it was
decided to add one newly discovered requirement that would be a subject in the following
second Create phase.

Updated list of requirements:
I.  Allow pivoting between indicators
II.  Visualize indicators
III.  Visualize associations
IV.  Provide a continuous workflow
V. Indicate differences in importance
VI.  Guide user actions without inhibiting them
VII.  Seamless experience between graph and other portal features
VIII.  Ability to discard and filter information
IX.  Provide options to share investigations
New:
X. Transparency to underlying information

6.4 Create 2

By merging the best solution variant for each key functionality from the initial three concepts
a final concept was to be designed in this phase. There were also some new functionalities
added based on the feedback from the previous evaluations as well as some who had been
lower prioritized in the first Create iteration. The new features and ideas were explored and
ideated upon followed by two peer-review sessions, one with a technical approach and the
other with a design approach. As in the first Create phase, wireframes were designed
showcasing the features and solutions to be presented and evaluated in the upcoming Evaluate
2 phase.

6.4.1 Ideate

From the conclusions drawn from the evaluations regarding the previous designs, a new
concept was to be shaped. This concept included the best variants of each key functionality
from the previous evaluation as well as adding some new features to allow evaluating other
functionalities. Some of the feedback revolved around needs that had been discussed already
before the initial creation phase. These although had not been prioritized to make it into those
concepts but there were some ideas and sketches regarding these which could be revised. Other
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needs were new discoveries and since that needed to be iterated from scratch. Firstly these new
user needs were iterated and ideated upon to invent features that could fulfill these needs. A
brainstorming session was held, firstly focusing on trying to define these new functionalities
and then sketching different variants. During this brainstorming, the sketches of previously
defined features were incorporated to be iterated once more. This resulted in a set of new
features which could be described and presented together with the previously chosen key
features to show another dimension of the functionalities this overall concept could allow.

6.4.2 Assess

After the new functionalities had been defined an iteration of the feature prioritization was
conducted. The new features were added to the list before comparing them and seeing where
they would be placed in accordance with the previously mentioned features. The old features
were also subject to re-assessment to see if any insights gathered from the user interviews in
the last phase had impacted their prioritization.

A peer-review session regarding the feasibility of the functionalities was held together with the
head architect. It was done to evaluate whether these ideas and suggestions formulated to fulfill
certain user requirements actually could be implemented with a feasible amount of work.
According to the meeting, the difficulty of implementing some of the suggested features would
require more changes to the current model than others but all was considered to be reasonable.
This led to the conclusion that all of the preferred features from the internal prioritization could
be implemented in the wireframing.

During the process of wireframing, a mostly finished concept was peer-reviewed by the product
design team at Recorded Future. Through this session features, workflow, and the overall look
and feel of the concept were discussed. An expected outcome of the review was that the concept
would need to be altered before being shown to users because of the feedback. For this reason,
the session was held before every part of the concept was completely finished to keep a buffer
of time. The feedback led to some re-prioritization of what should be included in the concept,
which mainly meant raising the prioritization level of some features leading to more things
being added. It also became clear that the expectations on the solution were not completely
aligned between the design team and the TIA users interviewed. This misalignment is most
likely due to the design team considering a wider range of users while the concept is designed
with a specific set of users in mind.

From the functionalities defined in Create 1, the definition of functionality A and D were
updated and five new functionalities were added to be incorporated into the design in this
second Create phase. Forming the following table (table 1) of functionalities and corresponding
requirements they aim to fulfill.
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Functionality Requirement(s)
A. Visualizing entities and associations. IL, III

B. Handling of the AQB within the Network graph. VII

C. Manual pivoting between entities I, 1V, VI

D. Access to underlying entity and association information. V, VL, VII, X

E. Visualized attributions for entities and associations V, VI, VII

F. Ability to undo or discard actions IV, VIl

G. Tracking of work path IV, VIII, IX

H. Time filtering VII, VIII

I. Saving graphs IV, IX

Table 1: Functionalities and corresponding requirements

6.4.3 Visualize

As described above, the visualizations and construction of wireframes and the assessment
process were conducted in an iterative manner. Some initial wireframes of a mostly finished
concept were constructed to be able to be discussed with the product design team. From that
design-oriented feedback, the final concept was visualized through a set of adapted wireframes.
These were of higher fidelity than in the first Create phase and were placed in a more realistic
setting by visualizing it “within” the portal, using current portal elements as a sort of frame.
Some design choices regarding the look and feel were made based on the ability to keep
consistency towards the rest of the portal but the functionalities were based on the previous
decisions taken in the project. Visualizing the wireframes as if they were a part of the current
interface in the portal was seen as somewhat of a risk since the users might get distracted or
influenced by their current opinions regarding the portal.

As in the previous creation phase, the wireframes in figure 18 were produced with a specified,
predetermined path of investigation in mind. The path was determined so that the features that
would be the subject of the following evaluations could be presented in a clear way. Some
features were not incorporated into the use case but were still visualized to be able to evaluate
them as well although they would not be incorporated in the walkthrough. This decision was
made since it did not seem feasible to include all specific features within such a short use case
that would be presented during the interviews. The highest prioritized features were included
while the slightly lower prioritized features were visualized as separate wireframes.
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Figure 18: Three wireframes produced during Create 2

6.5 Evaluate 2

A second evaluation phase was conducted as the last phase of the whole project. This included
a new set of online interviews with the same users as in the previous phases. The results from
the interviews were analyzed and resulted in further conclusions regarding the presented
concept. The feedback from the interviews will be discussed in the final concept chapter.

6.5.1 Validate

The final evaluations consisted of interviewing the same four TIAs a third and final time. This
time, however, the interviews were conducted in pairs of two analysts in each interview. Both
interviews were conducted online, recorded, and lasted for one hour. The decision of
conducting the interviews in pairs was made to encourage discussion during the interviews and
to further explore what the interviewees did or did not agree about. The interviews were semi-
structured and began by presenting a scenario where a certain malware was explored through
showing a sequence of wireframes following a predetermined path of investigation. The use
case scenario this time did not follow the path of a specific, previously presented, investigation.
Instead, it was made up by the project members using multiple investigations as inspiration
following specific strategies presented in both previous interviews and in literature. The use
case was based solely on connections specified as Links in the platform and utilized real data
from both automatically generated sources and manually added Insikt reports or notes. The
decision to follow a new imaginary investigation was based on the fact that it would allow
more freedom to follow the available Links in the platform while still being interpreted as real
as any already existing investigation that could have been copied. The scenario allowed the
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new features to be displayed and the interview template had questions regarding each of these
added features.

After the scenario had been presented there were additional questions regarding some general
difficulties or concerns of using the tool. A few additional wireframes of other features not
incorporated within the scenario were also presented to allow evaluation of those features as
well. These interviews focused on one single concept compared to having three concepts in the
previous evaluation phase. The concept presented in these interviews had more features
incorporated, as well as, including two rather than one interviewee led to it being just a bit
limited in time. All questions from the template were managed within the timeframe but all
additional discussion or follow-up questions at the end could not be incorporated.

6.5.2 Analyze

As with the previous interviews conducted in the earlier phases, these two were also transcribed
separately by one project member for each interview. The transcriptions were then reviewed
together and specific comments about insights, questions, and ideas were combined from both
interviews in a new separate document. This way any similarities or disagreements regarding
different features could be found as well as different insights mentioned from just one of the
interviews. Since the interview template contained questions regarding each of the new features
added in the second creation phase the feedback could be collected in a clear and consistent
manner from both interviews. This allowed clear comparisons with respect to most of the
feedback while it still contained some specific insights discovered through only one of the
interviews as they then had resulted from follow-up questions. This summary of expressions
and thoughts formed the baseline for the internal discussions held to decide how to proceed.

6.5.3 Conclude

From the feedback gathered from the interviews some of the features could be validated while
others were concluded to need some further iterations and alterations to fulfill the needs of the
users. As some of the functionalities and features had been evaluated in the first evaluation
phase and not chosen to be iterated from there, they were not in focus to allocate more time to
the new or updated functionalities. All in all, every functionality but functionality B received
feedback through the interviews.

Functionalities A, C, D, E, received mainly positive feedback regarding their functionalities
and how well they seemed to fulfill their respective requirements. Although fulfilling the needs
the features were thought to need some further iteration and usability testing regarding their
visual representations. Some received feedback regarding minor improvements while others
could make use of evaluating some more possible design options since they were considered
to may cause some confusion, especially as the graph grows bigger.

Functionalities F, G, H, and I were all considered to be fulfilling their targeted requirements

and were validated by the users, the only constructive criticism regarding those was towards
functionality H, the time filtering. The users highlighted and requested that it needs to be
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conveyed clearly what the filter is currently set to and how it would act if they save their
investigation and revisit it another day, which was considered somewhat unclear in the
presented wireframes.

The specific designs of all of these features and how they fulfill the overall project aim and

specific functionality requirements will be described below in the chapter, Result: Final Design
Solutions, but first the defined General Use Case will be described in detail.
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7. Result: General Use Case

The first result of the project, which then served as an outline for all following phases and
methods, were the General Use Case. An initial version of this use case was evaluated during
the user interviews conducted during the Explore phase. The General Use Case was then
iterated and adapted based on the feedback from the interviews forming a new more clarified
version. This version was subject to evaluation during the first Evaluate phase where it was
validated and confirmed as a well-defined representation by all interviewed users. The defined
General Use Case of a Threat Intelligence Analyst consists of five phases as seen in figure 19.

What do we know? Investigation / Pivoting

Iterations

Initial/Starting 10Cs Conclusions

Before /\ After

Who? - & o o Who? -

What? - P What? -

When? - When? -

Where? - { Host Artifacts ]—»[ Host Artifacts J Are these I0Cs connected? v, 2 Where? -

(How?) - Starting pivoting, L Domain J——>[ Domains J 3 i ﬂ “Form a picture® (How?) -

; of the incident

What do we want to know? [ 1P Adress ]——— 1P Adresses } -

Aim / Hypothesis A

Who? - -

What? - [ il J _»[ i } O Actions - What now? C

When? - m Recommendations? t

Where? - \_/ Analyst Suggestions? =

Mitigation strategies, !

Why? - 4

(How?) - etc. 6]
n
S

Figure 19: Visualization of the Threat Intelligence Analyst's General Use Case

51



7.1 Step 1: What is known? What is the aim?

The first phase in any investigation focuses on trying to define what is currently known about
the incident, event, trend that is the area of focus of the investigation. A common way of
working when defining what is known is to start with the SWs; Who?, What?, When?, Where?,

And Why? (figure 20)

For the TIAs, the question of Who in an investigation could imply
multiple sides or roles of the investigation. Utilizing the Diamond
model perspective, the answers to this question are found on the

1. What do we know?

points of the socio-political axis, thus the adversary and the victim. 5:{1 ‘:r_f_

In investigations, there are usually both adversaries and victims, What? -

and there can also be several of each of these. The targets in this When? -

context can for example be specific organizations, certain w:e:e?-

industries, or a person. The adversaries are often some kind of (Ho)\;?)_ .

Threat Actor, they could be unassociated aliases or known hacker

groups, often referred to as APTs. In some investigations, both the What do we want to know?

adversary and the victim are known and in some investigations, Aim / Hypothesis

one or both of these indicators are unknown. Threat intelligence Who? -

analysts need to be very certain before attributing specific m:::;

organizations or even persons as responsible for attacks. Faulty Where?-

attribution is very dangerous as it can lead to actions that an Why? -
(How?) -

organization believes will protect them but in reality will not.

What has happened, is happening right now, or even might happen Figure 20- Step 1 - What do we
in the future, is the next question the analyst seeks the answers to. know?

Again, looking at this from the Diamond model perspective, this

question instead includes the aspects of the technical axis. Thus, trying to define the kind of
attack, what capabilities in form of methods or attack vectors, which kind of infrastructure is
used, and so on. The IOCs found and defined here will be crucial for the upcoming steps of the
investigation.

The When is probably more clear regarding what it refers to in this case. This focuses on
defining the timeframe of the investigation, trying to answer questions like; when was the
incident identified? For how long have these infrastructures been active? The defined time
frame of the investigation will have a major impact on the number of indicators the
investigation will result in. It is important for the analyst to continuously revise this timeframe
in order to reduce the risk of missing crucial information.

Defining Where these incidents are happening might be hard to imagine or define for someone
outside of the domain, as these incidents are most often occurring online. But all online
infrastructure is hosted somewhere in the real world and both adversaries and victims are also
found in the real world. Many of the APT groups are linked to specific areas or states as well
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as organizations or businesses that have their specific locations. Where these indicators are
located can sometimes indicate answers to the last W, the Why?.

Why can sometimes be the hardest and sometimes the easiest to define. As described in the
introduction to this thesis, Ransomware is a rising and very common type of attack. As the
name implies, the why in this case is usually economical gain. Thus, if the attack vector used
is known as Ransomware, money could often be the answer. In other cases, the why can be
explained as a result of other ongoing conflicts in the world. Conflicts and wars no longer just
take place on the battleground but just as much behind computer screens. By this, defining
where adversaries and victims are located can indicate these sorts of reasons behind an attack.

After exploring and investigating answers to all of these Ws and establishing a starting ground
of the investigation the analyst needs to define what they are searching for. Setting an aim
based on these five questions will set the direction of the investigation and can also indicate to
the analyst what they are striving for.

7.2 Step 2: Initial set of IOCs

The second step consists of defining an initial set of IOCs
from which the investigation will start. These IOCs are
found in the answers to the questions of the first step
(figure 21). This set of I0OCs could be any number of
entities, spanning from one single entity up to hundreds

2. Initial/Starting 10Cs

depending on the type of investigation and the timeframe
it focuses on. The IOCs can be various different entities, :

they can be of technical nature such as IP addresses, e-mail :

servers, domains, or hashes or of a social-political nature
like Threat Actors or victims. The most common and still
comprehensible number of initial indicators according to
the interviews seemed to be about five to ten indicators.
When investigating large amounts of IOCs many analysts tended to divide them into smaller

Figure 21: Step 2 - Initial set of [OCs

chunks to get a clearer overview and reduce the risk of missing or forgetting to examine all
IOCs.

7.3 Step 3: Pivoting

From this initial set of IOCs the third and, most likely, the most time-consuming phase will
take place. This third phase involves pivoting these IOCs as visualized in figure 22. Pivoting
will be performed iteratively from every slightly suspicious entity, uncovering related entities
of the same or other types. For each conducted pivot the analyst will gain more information
and insight into the investigation by finding more associated entities. These newly discovered
entities then have to be evaluated whether they are seen as relevant or not, to be able to discard
entities that will not bring the investigation forward. This type of iteration between discovering
and discarding entities will be part of all pivots. The analyst will continue pivoting until
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reaching its initial or revised aim, with time available to the analyst as a major limiting factor.
Pivoting is performed from one indicator at a time or several at once depending on the analyst’s
preferences, tools available, and the amount and type of indicators. The pivoting will in most
cases rely mostly on the technical indicators as these often contain clearer associations to other
technical indicators. Finding these associations are usually easiest among the types of entities
that are found at the bottom of the Pyramid of Pain. The further up you move in the Pyramid
of Pain the harder it is to determine the associations between them. On the other hand, the
technical indicators found through the pivoting can be added to the Diamond Model, building
up a clearer picture of the event and its adversary. To be able to distinguish or pin-point certain
TTPs to a specific Threat Actor relies on forming composite objects of multiple indicators
found in the lower tiers of the Pyramid of Pain. Meaning each piece of information found
through pivoting can in the end help build a complete picture of the event.

3. Investigation / Pivoting
Iterations

Host Artifacts |—— Host Artifacts Are these 10Cs connected?
How? Confidence? 532

more?

Starting pivoting . Domain — c'\?sﬂﬂ E:E
7
IP Adress — IP Adresses
[ =] 0

M\
\_/ Analyst

Figure 22: Step 3 - Pivoting
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7.4 Step 4: Conclusions

Partly overlapping or iterating between the third phase, the
fourth will occur as well, which revolves around the
conclusions drawn from said pivoting. As the investigation
proceeds through each pivot, new pieces of information will be
discovered and added to the complete picture of the
investigation. Eventually, this fourth phase aims to result in
some conclusions around the investigation, answering one or
more of the initial aims set at the first phase, see figure 23.
During the third and fourth phases, it is also common for the
initial aim to be revised in accordance with information that is
discovered during pivoting. The ability to draw these
conclusions will rely on the confidence level of the different
associations found through pivoting and the analyst’s
capabilities to summarize these insights into conclusions.

7.5 Step 5: Actions

4. Conclusions

After
D123 Who? -
What? -
When? -
£ Where? -
Why? -
(How?) -

A4

"Form a picture”

of the incident

Figure 23: Step 4 - Conclusions

Finally, in the fifth and last step, actions to disrupt or mitigate threats
are suggested based on the conclusions, see figure 24. Such actions 5. Actions
could for example be blocking certain technical indicators such as IP

addresses or domains from the internal networks. As reducing risks and Actions=Whotnoiw?
mitigating threats is one of the main purposes of security operations, Recommendations?
these suggested actions are a very important step in moving forward
and staying ahead of the adversaries. As described by the Cyber Kill e

Suggestions?
Mitigation strategies,

Chain framework, if a victim can stop a potential threat at any point in

the chain none of the following steps can continue and the threat is

mitigated, at least for some time.

Figure 24: Step 5 - Actions

This General Use Case was used as a ground point when visualizing the interactions and
intended workflow of the Network graph which was presented during user evaluations. It also

formed a solid basis when working with designing the Network graph and was used to keep
the users’ workflow in mind throughout the ideation and design methods forming the final

design concept presented next.
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8. Result: Final Design Solution

Throughout the process and its phases conclusions were drawn, decisions were made, and
design solutions were shaped and evaluated, those results will be presented here. This section
will describe an overall overview of the design solution and then scoping down to describe
specific parts of the solution in detail. The project resulted in a concept of an interactive
network graph for threat intelligence investigations and research as seen in figure 25. In this
section, the overall functionality of the concept will be presented as well as defining specific
key features and how they aid analysts in their work. The features will be described based on
where in the interface they are found apart from some functionalities which are seen as
composites of the overall concept. The interface has been divided into five main components,
each with its own specific functionalities, designs, and ways of interaction.

PlugX graph

s T T
T @

b W
— :'f —®

Figure 25: Mockup of the final concept
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8.1 Overall design solution and features

During the Understand phase, every user
mentioned switching back and forth between
different tools when describing their
workflow. When pivoting from indicator to
indicator different tools provide different
values depending on what kind of indicator
they are specialized on. The Network graph,
as seen in figure 26, will provide the most
value if it allows users to access information
of any kind available in the portal while it
still is presented to the user in a way that the
most common actions are the easiest to
access. The interviews made it clear that the
users preferred a tool that might require more
effort to learn as long as it allows them to do
more types of actions in accordance with
their own preferences. In most instances where there was a simpler, less powerful option and
a more complex but also more powerful option they preferred the more complex and powerful
one. The comparison they made was that to be efficient in the portal today they had to learn
how to use the Advanced Query Builder to their advantage. The AQB is not a simple feature

Figure 26: Mockup of the Network graph on a screen

to use efficiently and it requires the user to understand both the tool itself, the sources of the
Recorded Future Intelligence Graph, and how to interpret the results. They preferred there to
be a learning curve if that meant that their investigations would yield better results. A reason
for this might be their highly technical skills and the fact that working with threat intelligence
investigations is already considered to be both complex and time-consuming. Being limited by
the tools or options available might cause them to switch to another tool that allows them to
perform those types of tasks meaning it is important to let the users take control and perform
actions as they please.

An assumption can be made that an investigation can be performed in one or multiple sessions
in the graph. Each session can take just a few minutes but can also last several hours when
TIAs investigate the indicators found through pivoting the graph. Based on this it is clear that
there is a need for a continuous workflow within the graph. When a TIA is using the Network
graph they need to be able to quickly and continuously assess the information they have and
take the next step. If the experience when working with the graph is that it is disjointed and
backtracking or changing the direction of the investigation or accessing information is difficult
the tool will be frustrating to use. It should also be easily accessible from other places on the
portal.

There are multiple reasons for a user to start an investigation and one could be as simple as

reading about a new malware and wanting or needing to look further into it. Accordingly,
allowing the users to start a new graph from an Intelligence Card or any other place where they
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interact with entities or events in the platform is necessary. The phrase “start a new graph”
implies that old graphs exist which has to be true and allowing users to save graphs and come
back to them is absolutely necessary. When a TIA is working on an investigation it could be
completed in one sitting but most commonly it could be spread over at least a couple of days.
For there to be multiple investigations active at the same time is also common. To
accommodate multiple investigations, naming graphs will be necessary. It is not uncommon
for there to be investigations that continue indefinitely, for example when tracking trends. The
ability to visually see how the threat landscape changes as new data are introduced into the
Recorded Future Intelligence Graph will be powerful for users.

Another facet of saving graphs is the ability to share what has been saved, this can be useful
for peers evaluating an investigation to see if things were missed or when the result of an
investigation is being delivered. Depending on who the recipient is, and most likely their
technical knowledge, how the graph is shared will differ. If the recipient is highly technical
like a senior analyst they will request the ability to access the data and be able to do their own
pivots. On the other hand, if the recipient is not as technical or does not have the time to
thoroughly walk through the graph, an exported image with annotations on what is important
might be the best way to allow users to share their results. Exporting images will also be useful
for incorporating them into reports written by the analyst which is a common deliverable of
investigations.

8.1.1 Binary, discrete or continuous levels of confidence?

The following designs are based on an assumption that there are merely two levels of
confidence for associations between entities. They are either Links, which are high confidence
associations where Recorded Future claims that the connection exists, or connections, where
the confidence is considered to be lower. This assumption was made to enable the testing of
other features but it was always known that it did not reflect reality as a whole. To build the
Network graph there needs to be a decision made on how to attribute confidence to all
connections. This however is not chiefly a design decision but rather one that is based on how
the data is gathered, categorized, and how the confidence of a reference can be evaluated. From
the interviews and meetings with both users and engineers, this is a difficult task and will need
work on all levels of the platform to form a conclusive way to distinguish and categorize
confidence before being able to decide how to design such an attribution. One such effort made
is the platform-convention of Links, which are distinguished from other connections with less
confidence. In reality, the confidence level, as described earlier, can be of a wide range
especially within the associations that this paper refers to as connections. By choosing to limit
the confidence range to just two levels a conceptual design which has some indication of
confidence could be presented.

In the future, there could, or even should be more levels of confidence but moving to a way of
assigning confidence to associations in a continuous span will have its difficulties. By that,
having distinct levels or categories allows for clearer definitions of the design task and clearer
distinctions within the graph which is important to aid the users when they decide what
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connections to investigate further. If they know that a Link is based on research made by an
analyst they might trust it more than one that is simply a connection drawn from entities co-
occurring in a news article. Designing around the confidence put in connections will always be
a key in the graph and it will enable users working with the graph to draw quicker and more
confident conclusions based on the indications of different levels of confidence.

8.1.2 Time i1s critical

Possibly the most powerful way of limiting the amount of data to show is by deciding what
timeframe to access data within. As this is going to be necessary on any solution to be built,
the time filter that already exists in the platform was adapted to the Network graph. The way
the filter currently works is that the user specifies a time frame when they build their queries
that filters the results. The time frame can be set to either specific dates or a more fluid time
frame like “the last seven days”, tomorrow, or -15 days to +15 days. The current time filtering
in the portal was copied and re-applied to the graph as it was considered easy to use and
intuitive for the users. Though when using the more fluid timeframe in the graph it becomes
more difficult as there will be noticeable change of the graph content between every session or
even during a session if a connection becomes older than the set time frame. This fluidness is
less intuitive to use in a graph as compared to the query in the portal where the results are
presented as a static list. However, the users felt that it would be useful to use the fluid time
frame in certain investigations and as long as they were the ones that defined the time frame.
They also expressed interest in the ability to use a combination and set a time frame like from
“YY-MM-DD” to “now”. This filter is applied to every result in the graph and this can cause
problems when conducting an investigation. Some results are very time-dependent like when
an [P address was flagged as malicious. Resolving IP addresses can change a lot and
connections to an IP address when it was not known to be malicious are rarely useful to pivot
to in an investigation. So, IPs need a very specific timeframe, Threat Actors on the other hand
might not. A Threat Actor's TTPs change much less frequently and while the specific time
frame makes the results interesting for an IP address it will most likely risk leaving out
important connections for a Threat Actor. A more adaptive way of filtering would most likely
be powerful for the users but be difficult to implement in a way that would be easy to use.
Assuming that a graph could include hundreds of entities, the number of filters would rise
quickly and be difficult to keep track of for even the most skilled and experienced user.
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8.2 Network graph

PlugX graph

Figure 27: The network graph in focus

The main feature of the concept is the Network graph, taking up most screen real estate (figure
27), where relationships between entities are visualized. In the graph, any entity type is
visualized as a node and any connection between entities is visualized as an edge connecting
them. All nodes and edges in the graph are interactive and allow the users to perform a set of
actions on them.

Even though there are multiple ways or reasons to start an investigation, the most common one
is that the analyst has a list of IOCs from an incident, as explained in the General Use Case. As
such the most common start of the graph will be that an analyst imports every entity within
these initial IOCs from a list that they have created in the portal or by uploading, for example,
a CSV file. At this point, the graph is often easily overviewed since the number of nodes is
simply, as the analysts expressed it, a handful. The graph, however, will grow rather quickly
and can become cluttered with hundreds of edges and nodes, becoming both more difficult to
use and understand. When a decision is made to include information within the graph, what
value it brings needs to be carefully evaluated against how much clutter it adds to the graph.
An example of such a decision is the inclusion of risk scores on each entity, within the graph
as in figure 28. There was consensus from the users that it would be useful to guide focus and
to speed up the workflow for the analysts. Some deemed it to be so important that even if it
added too much clutter it should be included in the graph in some form. Others were afraid that
it would add too much clutter and make it too difficult to use.
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As mentioned above the Network graph

PlugX graph

will in many or most cases grow to
contain a large number of nodes and
even more edges. With that in mind,
there is a clear need for the users to be
able to pan around in the graph and to
zoom in and out to overview the whole
graph or to focus on specific parts. This
feature complies with the, within the | ...Z
field of information visualization, well- A

known Shneiderman (2005) mantra; . 1 él./ﬂ
“Overview first, zoom and filter, then A4 A\\O/
details on demand”. Especially when
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combined together with other graph
controls and features for accessing Figure 28: A graph from an investigation into the popular malware PlugX
information that will be described in

detail later in the actions part. In accordance with other types of tools used for constructing
network graphs, one can assume that there will be an algorithm that arranges all nodes into the
graph but there will still be a need for users to be able to manually rearrange the graph. The
users should be able to select one or multiple nodes and, through drag-and-drop, move them as
they wish within the graph. This should be allowed both to follow usability heuristics three and
four but also to let users to direct focus to the parts they believe is most important. An example

of when the user-, or viewer-focus is important would be when an image of the graph is
exported for another person's benefit. The ability to isolate the most critical branch of an
investigation will make the communication more efficient and allow for quicker interpretations

and actions.
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PlugX Intrusions Continue to Target Law Enforcement and @97

to access more information, see figure — Governmententtiesin jand
. _— * Insikt Research Lead
29. In this Network graph when a user _— e
places the cursor over an edge or a
. @95
node they will access a summary or A\ 31
part of the information available on Q

that element. For an edge that would , , , ,

. . Figure 29: An edge being hovered and showing the Link connecting the two
mean any Insikt notes that established cisies
the association and how many other
references there are claiming the existence of the association. Here it is important to the users
that the sources with the most confidence are prioritized. According to the same heuristic, the
users should be able to hover over a node to get information about that entity. This was not
evaluated with users but it could be assumed that the top part of an Intelligence Card is expected

when hovering over a node. Note that it is simply a suggestion and a feature that needs to be
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ideated upon and evaluated. Once again according to heuristic four there needs to be an
appropriate delay before the information appears. It can also not be too short as that might be
distracting and annoying according to the users if moving the cursor over the graph triggers
pop-ups of all elements the cursor passes. This is only a summary or a small part of the
information available on nodes or edges and the users will have access to more of the
information but that will be discussed in the part about the Information panel. As in the rest of
the portal, users can also access the full Intelligence Cards of any entity within the graph.

8.2.1 Encoding information into edges and nodes

The actual graph will consist of two main elements, nodes, and edges. As there will be multiple
types of each of these, there is a need for users to be able to distinguish them from each other.
Without distinctions, the graph will only be presenting a big spider web and users will not be
able to interpret the information into actionable intelligence. The encodings of these two
elements were not under evaluation during any of the interviews as it was decided that the main
functionality, being able to distinguish them from each other was enough at this stage. The
encoding was designed based on the theories of encoding them using different channels and
aiming to allow preattentive processing when applicable, two theories presented in the Design
Theory. Further investigations in different options for the encoding of these elements can be
more useful to carry through when having an interactive prototype. The encodings of each of
these elements will be described separately below.

The encoding of nodes presented in the concept consists

of five components that make each individual node N e omain.com
distinctive from the others. Depending on the current

zoom level which affects the size of each node one of
these components, the icon, will be discarded when the

node is too small for the icon to be able to be mAm bm m<>m
distinguished. Each entity type will have one assigned

background color and icon which distinguishes them, Figure 30: Different ways of encoding nodes
these are placed within the shape of the node. In the

concept, the shape of the node indicates its attributed role, this as the shape is processed as a
different channel and by that can be used to represent another attribute. There are three types
of roles; adversary, victim, and neutral. Different versions of encoding nodes can be seen in

figure 30. The colors, icons, and roles will always have the same attribute tied to them in all
graphs allowing users to learn and remember what each of these components represents.

As described earlier these encodings were not the subject during the evaluations but they did
receive some feedback. Users requested a way to distinguish the different role attributes but
visualizing them through the shape of the node got mixed reviews. Some users expressed a
nervousness regarding the risk of them being hard to distinguish as the graph grows bigger.
Having the icons is something all interviewees were positive towards, many expressed that it
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is used in other tools they use and that it would be useful in this as well. There were some
concerns regarding the design of these icons. It is not always clear, to begin with, what it
represents but on the other hand, users can learn and get used to them rather quickly. Above
the node, the entity’s name will be displayed together with its current risk score. The decision
to show the risk score of each entity was decided between the two iterations since it was
requested by the users and they expressed that it would speed up their process to have it
constantly visible. The risk score is one of the main indicators used by the analyst when
deciding how to proceed in their investigations and was considered critical to be shown already
at the overview of the graph.

“Just so that it immediately flags to the user what entities are important

and they are immediately able to pivot to the ones who have a red circle.’
- Analyst 3

The encoding of edges relied on the assumption made to divide the confidence levels of
associations into just two distinct options, Links and connections. This is the only encoding
applied to the concept and it is indicated by the type of line representing the edge. High
confidence associations, Links, are represented by regular lines while the lower confidence
connections are represented by dashed lines, visualized in figure 31. This type of distinction
was discussed with users during the second

evaluation phase, they explored some Mustang Panda

concerns that these types might be harder A

to distinguish as the graph grows but they  prese apT groups Sy

expressed a clear need to be able to A 1491000150 © 15 139.XXXX8.144 @ 97

distinguish them. A suggestion from one of RW —mmmmmmm-- -A
the users was to allow toggling whether the

low confidence connections should be
visible or not. Such functionality would be

useful to declutter and clarify differences
between different parts of the graph even at brief overviews.

Figure 31: A way of encoding binary information into edges

8.2.2 Indicating changes

The main interaction a user will do within a graph is to add more nodes to the graph and how
they can do that will be discussed in the next section. Some of the effects those actions will
have are more appropriate to cover here, however. The first is the visibility of new nodes and
connections after a pivot has been made or any new entity has been brought into the graph.
Whenever that happens any new nodes and edges need to be distinguished from the previously
existing ones. This is especially important as the graph grows since then it will be harder to
keep track of changes. This feature is missing on other similar tools according to the users and
makes identifying new nodes and edges more difficult and time-consuming. The purpose of
this is to ensure that the users can be efficient and not spend time visually searching the
interface to find the new connections instead of looking into them. Using encodings such as
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highlighting in the form of contrasts, which comply with preattentive processes will guide the
user's attention to the newly discovered nodes.

This indication feature also becomes very important since every new node might not only be
connected to the one the user pivoted from. Within the graph there could, or will, be
associations drawn from new entities in the graph to already existing ones. This means that
whenever a node is brought into the graph the system checks for connections to any other node
already existing in the graph. This feature could be limited by the confidence level to make it
faster. This automatic check-up will be very useful to the users as they receive answers to
questions they did not even ask yet. However, these connections could go to any entity within
the graph, and to make it easily visible they need to be indicated where they have appeared in
accordance with the first usability heuristic.

8.3 Action Menu

n
+l;l- Home  Threat Views Q search Advanced v Menu

Figure 32: The Action menu in focus. It might be small but it is powerful!

Interacting with the graph and performing the most common task of an investigation, pivoting,
will be accessible through a pop-up menu, as seen in figure 32, in this project called the Action
menu. The Action menu is accessed by right-
clicking in the graph window. The Action

menu is the main interaction point for hetore i |ﬁ‘ pre e .
manipulating the information shown in the Pivot -Links indieRxiEitmesssi
graph. It could allow numerous functions but RS- el Vietim IP Addresses (4)
this project has focused on a selected amount Fade MITRE ATT&CK Identifier (2)
which was considered critical for the defined Hide Malware Type (1)
General Use Case. The Action menu is shown Delete Al Links (19)

... Figure 33: The Action menu before and after selecting Pivot —
as a pop-up and the content of the pop-up will Links. The results of the pivots are indicated in the parenthesis
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be adjusted based on what type of element the user has clicked. When active, the Action menu
will update its internal content based on the previous action, see figure 33.

8.3.1 Expanding the investigation

The user can expand the graph through two types of actions found within the Action menu,
adding a node manually or through pivoting. Adding a node manually is useful when
investigating a certain hypothesis since it allows the user to add a node without knowing
whether it has any associations to existing nodes. When adding a node manually the graph will
cross-reference it to all existing nodes in the graph and draw out any associations found as
edges. If there are no existing associations, the node will still be added but will not be connected
through any edges to the rest of the graph, at least not at that stage of the investigation. To add
a node manually the user opens the Action menu by clicking an empty space in the graph, and
chooses that option in the Action menu. This will allow the user to perform, what the portal
refers to as, a “quick search”. Incorporating the quick search aids users’ mental models through
internal consistency as it is a functionality already existing in the portal. Utilizing the
functionality of the quick search results in specific entities rather than a bunch of events or
references as in the case of doing an advanced query. At other places in the portal, performing
a quick search opens the Intelligence Card of the specific entity.

The second action to expand the graph is through pivoting, this is a crucial function as it is the
most common task in an investigation and where users spend most of their time. In the same
manner, as for adding nodes manually, the pivoting action is also available in the Action menu.
The pivoting action has been decided to be split into two types of actions. This based on
feedback from the users telling that the type of associations is critical in investigations and
thereby dividing pivoting based on the confidence level of associations. The user can choose
to pivot just for high confidence association, Links, or to pivot for any type of connection.
These are accessed through their own options in the Action menu and were distinguished based
on the pre-consumption on dividing associations binary using the division suggested in this
project.

Depending on the entity type of the selected node the sortings of the available entity-types to
pivot to will be arranged differently. This as some types of paths are more common and since
that should be easier to access by presenting them first. As there are a lot of entity types to
pivot for, a suggestion is to also allow the user to search for types instead of having to scroll a
long list. This could especially be helpful when pivoting for less common types as it would
speed up their workflow instead of scrolling and manually searching the list. The users should
also be able to pivot for all Links or all connections in one single action which would be a way
to skip manual labor and quickly expand the graph.

When shown the list of entity types available for pivoting, the list will contain an indication of

how many new nodes each type of pivot-action will result in. This indicator was considered
really helpful by users as it gives them a sneak peek into what a pivot will result in and could
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help them in choosing the path of their investigation. This indicator can also be seen as a sort
of warning as it would indicate both if the pivoting action would result in an empty pivot or if
it would result in a very high amount of new nodes. If the indicator shows there are not any
associations of a specific entity type that option would be disabled but still visible in the Action
menu. On the other hand, a high indicator could imply that it would risk cluttering the graph to
pivot for those. For this, it is suggested to allow the user to apply filters to their pivots before
implementing them. This option has been discussed with users but has not been visually
represented how it should be accessed. All interviewees expressed positive feelings towards
such a feature as long as it is seen as an extended interaction and that they are not always forced
to go through those extra steps when pivoting. Some suggested filters that could be applied
according to users are risk scores, source types, and locations. How these filters would act can
also differ and need to be decided before implementing them into the graph. They could be
seen as purely adding the entities which pass the filters or that it shows all entities but the ones
who do not pass the filters are clustered. This way the user can still access them while the
cognitive load is reduced and the attention is directed to the nodes of higher importance.

“I like the idea of giving the upfront count as well, whether the engineers
will like you for that is something else. I think it’s massively helpful!” -
Analyst 1

“I like being able to see how many of each type of indicator would come up
if you would click on them.” - Analyst 2

8.3.2 Discarding irrelevancies

As described by the General Use Case it is equally important to not only be able to expand an
investigation but also to discard irrelevant information. This type of functionality can also be
accessed through the Action Menu in the same way as for pivoting. Accessing the Action Menu
from a node will allow the user to perform two types of decreasing actions. It allows the user
to remove nodes and hide nodes. As the naming imply, removing a node will permanently
discard it from the investigation, it will be removed from the Network graph and from the list
in the Legend Panel. Hiding a node will instead visually remove it from the graph, it will no
longer be visible or accessible within the Network graph window but in contrast to removing
it, the entity will remain in the legend list. The legend will allow the user to make the node
visible again through its show button. These functionalities are critical to reduce the number of
irrelevant indicators, both to lower cognitive load and to allow users to focus their attention on
indicators that are considered suspicious or in other ways more relevant to the investigation.
When pivoting, new nodes added will still be queried for any connections to hidden nodes as
well. This could result in a previously considered less relevant node being seen as more relevant
based on the newly discovered associations. Based on this it is suggested that associations to
hidden nodes should be indicated to the user when discovered but it has not been visualized or
suggested how to implement such a feature.
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8.3.3 Forming actionable intelligence

In addition to pivoting and discarding actions, it is also considered important to be able to
perform epistemic actions to display more specific information or to focus attention. Two
features for this that are concluded to be useful are a fade feature and a note- or comment
feature.

The fade feature can be seen as a semi-version of the hide feature as it allows users to fade out
nodes and edges which they consider to be of less importance as in figure 34. As described by
users it could be useful especially when conducting research over a longer time period since it
then could indicate to themselves which paths to research further or not. A faded branch of the
graph could be used to indicate that it has been investigated but decided that it currently does
not lead further. This feature could also be useful when sharing graphs as it can direct the
attention of the recipient while still showing other paths that have been researched as well.

Mustang Panda 5
Law Enforcement
@66 <> 5 Government

Utilities

Chinese APT groups

Chinese Nation State Sponsored RedDelta

Figure 34: Image showing the fade functionality

Having a comment-, or note-feature is also useful according to the user for approximately the
same reason, and also to add extra context to the current investigation or thought process behind
it. This feature is also included in some other parts of the portal and allowing the same
functionality in the graph complies with internal consistency. Adding notes or comments would
also be useful for the users as it helps them remember rather than having to recall why they
performed certain actions. Incorporating such notes could also be helpful for the use case of
exporting images of the Network graph. Including images in TIA reports is commonly used to
represent findings with visual components as well as written and notes could help the receiver
to better understand the content of the image.
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8.4 Information panel
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Figure 35: Image with the information panel in focus

As mentioned earlier in the part about the Network graph the users will be able to access a
short summary of information concerning an edge or a node by hovering the element in the
graph. During the interviews, it was clear that the TIAs expressed a need to explore as much
information and data as they deem necessary to create their intelligence. This is accommodated
in a collapsible Information panel on the right-hand side of the graph as shown in figure 35.
The panel will initially be open and show information regarding the currently selected node or
edge. Whenever a new node or edge is selected by left-clicking it, the panel will be updated
with information of what was selected. If the user decides to close the panel it will stay closed
until the user decides to re-open it. At this point, this is achieved by clicking the arrow button
at the top of the panel but there are multiple possible actions that could be incorporated. For
example, a hidden panel could be brought out by double-clicking on an edge or a node, these
are interactions that have not been evaluated but are possible future suggestions.
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8.4.1 Using the panel to drive investigations

The information contained within the .

Information panel will be a selection of the Information

information available within an Intelligence s

Card (figure 36). The panel allows another PlugX

possibility to pivot within the graph and as e LN DR csisevccc wall G

such, parts including other entities should be e F{é{:

prioritized within the panel. With that in mind, g i

the most obvious parts to show when an entity

is selected are the Links, Insikt notes LS 70y More @

mentioning the entity, and the context section

found in its Intelligence Card. Where there are

other entities within the Links or other parts in MITRE ATTBCK denif
the information panel the users should be able i e ey
to add these entities to the graph. The new -
entities should be possible to add both as single

entities, and as groups based on the grouping of

information in the panel. When evaluating the

Information panel the users all agreed that they

would still need access to the full Intelligence

Card of an entity as they would presumably o fotal Lk

want to investigate some entities more [igure 36: The Information panel with an entity selected
showing Risk Score and recent Links

thoroughly. This will be available in the same
manner as everywhere else in the portal where an Intelligence Card is opened as a modal
overlay. From an open Intelligence Card, it should also be possible to add entities to the graph
similar to adding them via the Information panel. The action should not close the Intelligence
Card making it possible to perform multiple actions from the same card. Similar to when
elements are added by pivots, new entities and their connections added from Intelligence Cards
or the Information Panel will be distinguished, once again according to Nielsen’s first and
fourth heuristic.

“I think it is extremely important that the user can access the entire
Intelligence Card rather than only accessing a snippet.” - Analyst 3

“The main thing I think about is the ability to understand what is driving a
Link between two entities and being able to click an edge to see what'’s
behind that Link. It also helps to drive further pivoting if we can
understand what type of connection it is” - Analyst 1

8.4.2 Limited screen estate

A decision needs to be made whether the panel should be scrollable as that will limit the amount
of information that can fit within it. To aid that decision one needs to take into account the
information shown when selecting an edge. As mentioned earlier the source with the most
confidence should be prioritized and the most confident source at the moment is the Links,
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provided as Insikt research notes or network traffic analysis. The network traffic analysis does
not require a large amount of space but the Insikt notes will in many cases require more space
than what is available with the layout of an Insikt note as it is today (figure 37). As the users
will want to explore the connections they deem important, access to the references should be
convenient within the information panel. It is likely that where there are Insikt notes there will
also be other references connecting the entities and they will be shown as “X additional

references” and be available to open in a table like elsewhere in the portal.
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Figure 37: Image showing a selected edge and the Information panel

There is an issue that has not been designed for concerning the Information panel and that is
how it behaves when there are multiple entities or edges selected. Possible ways to allow access
to information when selecting multiple elements in the graph include stacking them on top of
each other in the panel, tabs, or a list within the panel. None of these options has been evaluated
with users and requires usability testing to draw any conclusions regarding their usefulness.
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8.5 Legend
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Figure 38: Image with the Legend in focus

This panel is placed at the left-hand side of the interface, above the History panel. The main
element and base of this panel is the legend connected to the Network graph as seen in figure
38. The Legend contains all entity types currently populating the graph and the respective
colors they are encoded within the graph. As new nodes and edges are added to the graph
through pivoting the legend updates with every step. Updating the indicator of how many nodes
there are of each type and adding new headlines if a new entity-type would be added. By
updating the legend in accordance with changes in the graph users have a clear overview of the
current system status. The same applies when using any of the interaction points within the
legend, the feedback of a certain action must be communicated to the users, this in accordance
with the first usability heuristic. Having a legend is very common for graphs and diagrams, it
aids the users since they can recognize the encoded colors rather than having to remember the
meaning of each one. Directly to the right of each entity-type header, there is a number within
parentheses indicating the number of entities of that type currently populating the graph. The
entity-types are represented as headlines in the list, on their left side, there is a button for
expanding the list. When expanded, all entities of said entity type are listed, showing their
name and if applicable their risk score. The specific entities are sorted based on multiple
factors, firstly their role; adversary, victim, or neutral, if this type of attribution information is
available. Then they are sorted high to low based on their risk score, and lastly in alphabetical
order if the risk scores are the same or not applicable.

8.5.1 Visual searches

As explained earlier the entity-types are represented as headers in the legend-list, on their left
side, there is a button for expanding the list of each type. The button contains a plus- or minus
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symbol depending on the current state seen in figure 39. This was decided since it is a common
way of designing hierarchical lists and since it follows external consistency.

Clicking a header and thus selecting that specific entity type will

highlight all entities of that type in the graph by fading out all £LERtOcS

other entity nodes. This functionality is used in other elements of B @

the portal and thus aids the internal consistency of the overall MRSl @
& Domain (2) ®

product. The state of the graph can be altered by either selecting
another header to change which type is highlighted or by clicking

nsXXXo.com @66
mall.XXX.org @65

in an empty area to de-select, restoring the graph to its normal gy threat Actor (4) =
state. The same functionality can also be achieved through g3 organization (1) °
hovering a header but in that case, the graph returns to its normal g3 Threat Actor Cate...(1) © ®
state as soon as the cursor is moved from the header. This £ Country() °
functionality can also be used on specific entities through the £ industry(3) on

same types of interactions. This feature allows epistemic action

to help users to locate a certain entity which is especially useful Figure 39: The Legend with the
h h h h . . Hichlichti ifi tit Domain list expanded and the Threat

when the graph has grown in size. Highlighting specific entity .., cureoor: hidden

types can aid users to get an overview of how different types of

indicators are more or less associated with different parts of the graph and therefore also to

different parts of the investigation.

8.5.2 Limiting the graph

Aligned to the right-hand side edge of the legend, for each listed item there is a toggle button
for hiding or showing said item. Since the choices are binary, to show, or hide, a toggle button
is most reasonable and also aligns with external consistency to other types of similar software
or use cases. The toggle button is represented by an eye symbol that is either open or closed,
this also complying with external consistencies as well as matching users’ mental models. This
type of button is available both for each specific item but also at the header level which if used
applies to all entities of that specific type. Hiding nodes will make them disappear from the
graph and therefore unavailable to interact with until shown again. As explained by users in
interviews, different types of entities will be more or less interesting to pivot for depending on
the starting entity type. This hide-functionality can be useful when investigating a certain path
to temporarily reduce the number of nodes, allowing the user to focus on the other remaining
nodes and reduce their cognitive load.
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8.6 History panel
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Figure 40: Image with the History panel in_focus

This combination of features and functionalities is arranged as a panel and found in the bottom
left corner of the interface, below the legend panel (figure 40). As the name implies, the History
panel contains the history of actions taken by the user. All actions leading to the adding or
removing of nodes or edges will be represented by a new action-row in the panel. This type of
functionality is useful since it allows the user to get an overview of their own or someone else's
workflow and can trace their steps in the investigation. The panel also allows the user to regret
one or several steps, or to indicate what consequence a certain action had on the graph.

8.6.1 Oh no, go back!

The panel header contains buttons allowing the user to undo the last actions taken and also if
undo has been used, the ability to redo actions. This is useful if the user would have used the
undo-functionality a step too far. This feature was chosen since it was discovered to be a highly
valued functionality mentioned by three out of four users in the interviews. This type of
functionality also complies with the third usability heuristic, User control and freedom, by
Nielsen as it allows users to undo mistakes. To comply with external consistency it could also
be implemented to allow the common keyboard shortcuts to undo and redo which might be
useful for users to speed up their workflow. This type of keyboard shortcuts was not
investigated during any of the user interviews but is considered useful since time is of high
importance for this type of user.

I've found sometimes when I'm doing this type of pivoting. ['ve clicked on
something and a ton of stuff pops up and I'm like “oh no, now it's really
messy, [ wanna go back to where I was” - Analyst 2
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8.6.2 Step-by-Step information

Each action-row, seen in figure 41, contains information about which node it was based on, the
type of action performed, what the action resulted in, and lastly, when it occurred. This
information was assumed to best represent the action while still limiting it to reduce the risk of
cluttering the panel. The amount of information in each row seemed reasonable according to
feedback from the interviews. It was not the subject of interest in any specific question,
however, the content did not receive any negative feedback from users.

Each action-row contains multiple functionalities, one of

which is the ability to remove an action taken several steps History s
ago without having to manually undo all actions back to that 15

specific one. This is accomplished by the x-button aligned Pivotlinks - Threat Actors - 3 new )
to the right-hand side of the action-row. Having the Links from ,nsﬁf;oup research =11 new X
opportunity to undo or regret actions was a clear demand Temp.Trident .
and need from the users but having the opportunity to back Pivotlinks - Threat Actor Cate.. - T new
even further or to remove a step in the middle of the chain T e Victims - 1 new X
did not get any clear conclusions during the interviews. Two @65 "
different options for this functionality were discussed, the Pvotlinks - ThreatActors -1 new

first option suggested that removing a step in the middle of Pivot ks - Domains 1 new x
the chain would remove just that specific action. This came S— xfli bt 1 o

with some follow-up questions that needed to be answered,
what would happen to actions that were taken on nodes
resulting from that removed action? Would they also be

Figure 41: Image showing only the History
panel

removed as they were only connected to the removed nodes or would they remain in the graph
without having any connection to the other remaining nodes? The other option was that
removing a step in the middle of the chain would instead undo all actions subsequent to that
one, returning and starting over from that version of the graph. As no conclusions regarding
this functionality could be drawn from the user interviews it had to be discussed internally in
the project group. The conclusion from the discussion was to keep the functionality and
currently suggesting that making such an action should result in the second option described
above. Pressing the x-button will send the user back to the version of the graph as it was before
that action and undo all actions taken after that point. This was suggested as it was considered
to have the most external consistency and to be the easiest to understand. To aid the user in
understanding the functionality and help with error prevention, a modal could be used. The
modal could indicate to the user that all steps from there on also will be removed and prompt
the user to accept this before implementing the action. To aid the user understanding and
indicate the system status, nodes and edges which would be removed by such an action could
be faded in the graph while the modal is shown. This would indicate what the result of stepping
back to that point will result in, aiding the user in the decision-making.

By clicking and thereby selecting an action-row, as in figure 42, the specific action and its
result will be highlighted in the graph by fading all non-related nodes and edges. This
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highlighting of specific parts of the graph will remain active until de-selected by clicking in an
empty area or by selecting something else in the interface. Although some components in the
graph are faded they are still accessible and available for selection, thus de-selecting the
previous selection. The selected action-row in the history panel is distinguished by color. The
same functionality applies when hovering an action-row but then the graph then returns to its

normal state as soon as the cursor is moved out of the action-row. This hovering of an action-
row is represented by another color variation different from the color for a selected action-row.
These color choices for selected respectively hovered items should be the same as in the rest
of the portal to keep internal consistency, in accordance with users’ mental models and as
suggested by the fourth of Nielsen’s usability heuristics.
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Figure 42: A selected action row with the corresponding pivot highlighted

8.7 Design conclusions

The designs presented in the sections above presented multiple features which were designed
to fulfill the project aims. The components held several features, each aiding the overall user
experience and raising the ability of the concept to be useful in threat intelligence
investigations.

Each of the above-presented components focused on different functionalities and aimed to
fulfill the set of requirements defined during the process. The connection between component,
functionality, and requirement is presented in the following extended version of the table
presented in the second create phase, see table 2.
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Component Functionality Requirement
Overall design B. Handling of the AQB within the Network graph VII

H. Time Filtering VIII

I. Saving graphs IV, IX
Network graph A. Visualizing entities and associations II, 1T

E. Visualized attributions for entities & associations V, VI, VII
Action Menu C. Manual pivoting between entities I, 1V, VI
Information Panel | D. Access to underlying entity & association information | V, VI, VII, X
Legend A. Visualizing entities and associations II, 1T

E. Visualized attributions for entities & associations V, VI, VII
History Panel F. Ability to undo and discard actions Iv, vl

G. Tracking of work path Iv, VIII, IX

TABLE 2, The different parts of the tool, the functions and the corresponding requirements

As described in table 2, each component focused on different functionalities and by that
fulfilled different requirements and needs of the users. The overall design contained features
enabling user flow between the Network graph and other components of the current system
(Figure 43). It inherited the timeline feature from the portal enabling users to limit their
investigations by setting a time frame. It also describes how users are allowed to save their
progress to provide opportunities to maintain investigations and graphs over longer time
periods, as well as to share graphs with others.

The Network graph component suggested how to
visualize the two main elements of the graph, the
entities in the form of nodes and the associations
as edges between them. It also described
possibilities in how to visualize attributes
assigned to the nodes and edges which could
direct user focus and guide their actions. Within
the Network graph, the Action menu component
could be accessed, this provided the main
interaction point for investigation via the

PlugX graph

pivoting functionality it provides.

Through the Information panel, one of the major
insights from user interviews was incorporated,
allowing them to inspect what is known about
every node or edge currently found in the graph.

Figure 43: Network graph mockup
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The information shown in the panel describes the background to its attributes in the graph and
also allows the user to pivot to new associations. It also has a clear relation to crucial platform
elements such as the Intelligence Card and allows the user to proceed in whatever part of the
portal they prefer.

Having a clear correlation to the Network graph, the Legend component aids the user to
interpret the information shown in the graph as well as allowing them to control certain aspects
of what is shown. Lastly, the History-panel gives the user a clear overview of the steps and
progress of their investigation, as well as allowing them to discard actions by stepping
backwards.
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9. Recommendations

During the project, multiple design suggestions were constructed and evaluated while it is still
clear that some features had to be prioritized lower than others. This section provides the design
recommendations for future iterations of the Network graph.

9.1 Beware of clutter

“I can see it both being beneficial but also a little noisy.” - Analyst 4

The risk of clutter becoming an issue was

always present in every phase of the . = - ronss il
project. The data contained in the = e e Al
Recorded Future Intelligence Graph is me__é":j:f‘ .
vast and the choice of not limiting what to S g SN
: . . "B i
include will come with a cost. Even DG e o o - A
though the data might be useful, including e g 05 e e
. . e @ S e
it in the graph will increase the amount of e S

. ; . . . NP5 e S AN d
information thus increasing the risk of P e

clutter becoming an issue. How to include W2 N s, S -,
data in the graph is an interesting design = %'9 O e
problem as there are really only two main -

elements in a network graph, nodes, and Figure 44: Showing what a cluttered graph could look like using
edges It is possible to encode information characters from the Marvel universe and their connections. Data
) ’ retrieved from. https://syntagmatic.github.io/marvel/

into both nodes and edges but there are

limits to how much information can be encoded before it becomes very complex. This leaves
the option to put information in text floating in the graph which will inevitably lead to clutter.
In the interviews, it was clear that the users wanted to avoid clutter from fearing the graph

becoming too noisy.

When designing the tool careful consideration needs to be put into what data to include and its
benefits need to be evaluated and compared against the drawbacks of including it. Possibilities
to investigate further include creating different interfaces based on specific use cases or users
or the option to customize the graph and let the users decide for themselves what information
to include in the graph. Another way to avoid or at least control the amount of clutter is how
the graph changes based on its scale. Depending on how far zoomed in or out the user is in the
graph the information should adapt which could reduce cluttering. Not only by changing
whether icons or text is shown or not, but perhaps by limiting what connections are shown, or
by clustering nodes when zoomed out. One option would be to only show low confidence
connections when zoomed in below a certain threshold. Whatever direction is chosen when the
concept is developed further, clutter and noise in the graph will always require much
consideration.
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9.2 Begin building

)

“Code does what you tell it to do” - Senior Architect

A large hurdle when designing was the uncertainty of what was considered possible or not.
While it might be true that code will do what it is told to do, it is difficult or impossible to
imagine exactly how it will work in reality. To actually see how the Network graph behaves,
what data is received when pivoting, and exactly how one can pivot will have a large impact
on how the interface should be designed.

Creating the possible interactions for the user to apply filters to the graph will also benefit from
closer cooperation with developers. The team will have to explore the multiple ways it is
possible to incorporate filters and evaluate their usability. This evaluation should consider both
applying one filtering at a time or a possible scenario where there are multiple different filters
active simultaneously. As mentioned earlier, different types of entities benefit from different
kinds of filters, IP addresses will benefit by a tight time frame, while Threat Actors need a
broader. However, there are clear usability issues with such a functionality. When the graph
becomes larger the complexity of having multiple different filters active on each pivot becomes
difficult to keep track of for the user. There seems to be an advantage of being able to prototype
the tool with real data while designing the more complex features.

9.3 The Advanced Query Builder

“I would say that the query builder is a must, most likely.”” - Analyst 3

Despite being a feature of the current portal that the users thought would, or could, be essential
in the graph the AQB was left pretty much on the drawing board after Evaluate 1. This was a
conclusion of multiple factors but the major one was the risk of instantly overpopulating the
graph as a result of a too broad query. The best way to incorporate the AQB in the current
concept is to allow users to import individual results, references or events, from a query into a
graph. This means that the users get to decide what events they deem important from the AQB
result and to continue investigating the entities in that event.

To include access to the AQB within the Network graph it needs to be further evaluated how
the users can limit their results, without the risk of losing important information, or how to
quickly assess and discard results that are not relevant. Discarding the possibility of
incorporating the AQB within the Network graph is not only against requirement VII,
providing seamless experience between graph and other portal features. It could also risk a loss
of utility for users who are skilled in using the AQB. If incorporated well the ABQ together
with the Network graph could form an incredibly powerful tool for analysts both at the
beginning of an investigation and during investigations.
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9.4 Strategies

Another possible feature of future iterations brought up during the process by technical experts
is the idea of Strategies. The concept is that Recorded Future identifies steps or procedures a
user will want to perform in all or most investigations or certain sequences of pivots which are
common in certain situations. There could be one or multiple strategies able to execute from
any entity type to be used in its specific scenario. At first, the “most obvious” strategies can be
developed as it would simply be the quickest way to bring more information from the specific
entity into the graph. This could be information that will always be available in some quantity
and be more or less interesting. With time and usage data, more strategies can be developed
for specific kinds of investigations and use cases.

The strategies and how to use them were never the point of focus in the project as they will
presumably not be useful in isolation. In order for them to be useful the rest of the tool needs
to be there and the users need to be able to conduct the steps themselves as well. In the
interviews, the users were somewhat skeptical towards including the strategies. This skepticism
originated from the need the TIAs expressed in having to research every reference themselves
and make an assessment if they believed in the statement or not. They expressed a fear that a
strategy intended for a use case risks missing things or executing pivots to indicators they do
not care about. While being mainly skeptical, they could also see the usefulness of the strategies
and that they could speed up the process of their work when they are implemented well enough.
They also expressed interest in being able to define and set up their own strategies. Something
to keep in mind is that the users interviewed were only a small set of users who are already
experts in using the platform and expected to quickly become expert users of the Network
graph as well. While they might not have the most use of the strategies they would presumably
be taking part in developing such strategies to enable other, less skilled users. With time and
cooperation, the strategies could become one of the most powerful tools when exploring the
Recorded Future Intelligence Graph as it would combine the powers of humans and computer
automation.
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10. Discussion

To understand whether the project achieved its aim and aided towards fulfilling its purpose a
discussion will be presented on the subject. This chapter will also explore the process and
applications of methods together with the larger impacts the project and the developed Network
graph will have in a larger context.

10.1 The design concept

The aim of the project was to create a conceptual design solution to visualize the Recorded
Future Intelligence Graph to aid TIAs with their process and decision-making. During the
project, the usefulness of such a tool became clear, as well as its potential to aid the users
interviewed during the process. The main reason for this conclusion is the General Use Case
as defined after the Exploration. The possibility to create a tool that aids the users in one, or
most, parts of the presented use case with a quick continuous workflow and access to the
Recorded Future Intelligence Graph is apparent. However, the applicability of the General Use
Case has to be questioned as it was developed based on the thoughts of only four actual
analysts. If it can be applied to the general TIA and not only the ones within Insikt remains to
be confirmed. It is not unlikely that the General Use Case might be too general and needs to be
more specified to reach its full potential and be as useful as possible. To ensure that the aim is
fulfilled the development of the General Use Case needs to continue together with the
development of the Network Graph.

The scope of the project made it necessary to, at certain points, simply make design decisions
for some parts or features without giving them as much consideration or evaluation to be able
to focus on other aspects. One example of such decisions was the encoding of nodes and edges.
It was considered necessary to encode information into the nodes in some way but an attempt
to find the best way was never made. The encoding of nodes could have been a project in itself
and the decision to not spend time evaluating different options allowed the project to proceed
further within other aspects. Presenting one possible way of the encoding of nodes was
necessary to convey both the overall functionality of the concept as well as the functionality of
other more specific features. Without these types of decisions, the project would have stalled
with too many options to choose from in several different features. Making decisions like these
resulted in some parts of the concept being less developed and evaluated while it allowed
further exploration of other parts. The choices of which parts to focus on were based on the
fact that they were considered more valuable to evaluate as they could have altered the
workflow while other parts such as the encoding of nodes were seen as merely having different
visual options which could be postponed to future iterations.

Presented in the Results: Design Solutions chapter is the design concept of how to visualize
the Recorded Future Intelligence Graph. While the aim indeed never was to develop more than
a concept it is clear that there is much development left before the tool can become a reality.
In its current state, it is highly adapted to the preferences of a few users and many of its parts
are not yet thoroughly explored nor evaluated. Since no such tool as this is available as of now
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in the Recorded Future platform this project aimed to explore possibilities and to form a general
standpoint. In regards to the aim, the result achieved is at a level that was both expected and
intended and it is considered to lay a firm foundation for future iterations and further
development. Further development projects could then be more focused on certain features
allowing it to dig deeper into those needs and functionalities and come to more specific
conclusions.

10.2 Process disposition and application of methods

A major factor in the result of the project was the time needed and taken for project members
to gain an understanding of the Cyber Security and Threat Intelligence domain. From the start,
it was understood that it would require time to get the basic knowledge required to interact with
and understand the potential users. A considerable amount of time was spent on reading as
much as possible to raise the level of understanding. This is considered to have resulted in
better interviews as it appeared that the interviewees rarely tried to adapt their answers to an
assumed lower level of understanding. Without the time spent to learn the domain this
adaptation would absolutely have been necessary. This did however come at the cost of the
time spent ideating solutions and designing the concept. It is pointless to speculate on where
the project could have ended up if less time was spent understanding and more spent in
designing. What can be assumed is that the result would have been different. More time could
also have been spent on evaluating the ideas which most considerably would have led to more
well-founded conclusions on even more aspects of the final concept. This is something that
definitely would be useful to allocate time for if the project would be continued.

10.2.1 User group

During the whole process, only four TIAs were interviewed and they were all employed by
Recorded Future. In addition, the four of them were already positive towards the possible
implementation of a network graph. They were recruited based on the fact that they expressed
interest in the project and in providing input for developing the requirements of such a solution.
This will have had a large impact on the result of the project both in how they evaluated the
concept but also that they might be a very specific subgroup within TIAs conducting certain
types of investigations. It is possible that the General Use Case, presented as one of the major
results of this project, is accurate to how the analysts in Insikt work but not representative of a
general Threat Intelligence Analyst. While the lack of users to interview was a result of it
simply being difficult to get access to users during the project there is certainly a need to do
further user research when developing and implementing the Network Graph. One advantage
of conducting several consecutive interviews with the same users throughout the project was
the fact that less time had to be spent explaining the aim of the project and concept and more
time could be spent focusing on the actual features and interactions.

10.2.2 Non-interactive prototypes

During all evaluations of the concepts with users, the workflow and interactions were presented
by static wireframes shown in a presentation. The main reason for this choice was limited time,
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producing static images would take considerably less time than an interactive prototype. While
there are tools that allow designers to develop advanced interactive prototypes they were not
suitable for this project as they require large amounts of manual labor. For a prototype of a tool
with fewer options and where an assumption can be made that the users would work in a similar
or the same manner, it would be preferable. In a product like this Network graph, the
assumption was made that each user would approach an investigation in their own way. While
there would be similarities, the number of possible paths required would be massive. To
construct a prototype simply allowing one pre-decided path of an investigation would by that
be a waste of time since it would take longer than producing static frames yet provide the same
results. At the same time, producing a prototype allowing all these possible paths was
considered to be highly time-consuming which then would have limited the number of
iterations. With the decision of just producing static wireframes, it was possible to conduct
more evaluations and iterations but it most likely affected the results. If interactions with a
prototype could have been observed, assumptions the users make and what actions they would
want to execute in a given situation could have been noticed. Now the result of the project is
based only on discussions and assumptions based on the work path decided by the project
members and presented through the static wireframes. This is one factor to why one of the
recommendations for future development is to start building as soon as possible. This would
allow more evaluations and observations to gain an in-depth understanding of users’ workflow
in this type of tool.

10.3 The impact

As one tool of many, the impact of the Network Graph might be small when looking at the
Cyber Security field as a whole. Similar to writing code or creating art, there is rarely just one
correct answer or a single correct way for TIAs to conduct investigations. Every analyst has
their own preferences or has been taught in different ways, impacting what tools they prefer to
use. What tools an organization decides to invest in will have an equally large impact.
However, the continued development of tools for analysts, SOCs, or any other function within
Cyber Security operations will have a large impact when it comes to protecting both
organizations and individuals.

As stated in the introduction there is a lack of cyber security professionals globally and this
lack needs to be covered in some way. When society’s increasing reliance on digital systems
the risk connected to these systems increases as well. Any entity, from governments and
companies with considerable resources, to start-ups and individuals with far fewer resources,
is a potential target of cybercrime. As discussed in the introduction the cybersecurity industry
is a multi-billion dollar industry in a constant fight against cyber criminals where both try to
find vulnerabilities, one to exploit them and one to minimize them. With enough motive, the
threats will continue to innovate to find opportunities to compromise systems and achieve their
goals, monetary, ideological, or other. The greatest indicator that there will always be a need
for improved cyber security is the fact that many APTs are state-sponsored actors. Their actions
are mandated by the motives that the government funding them has. They are not driven by the
challenge the hacking itself presents or the need for personal monetary gain, they also risk less
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since they are protected by their employing government. As the amount of threats grows and
the complexity of challenges increases, the access to great solutions that aid the people
defending assets needs to increase in order to stay ahead of these constantly evolving
adversaries. On the contrary there is a large risk in making data like Recorded Future’s easier
to analyze. If threat actors manage to get access to the data, the damage they can cause is
massive, especially with the amount of personally identifiable information within the portal.
This is the case for regular users as well, as they too get access to this sensitive data both
regarding their own organization and others and must therefore act with care and not exploit
the information presented to them. While security companies aim to protect others they have
to be incredibly well protected themselves in order to not be used as a weapon instead of as a
shield.

For a government to protect its citizens or a company to protect its customers and users there
is a need for tools that enable them. Ideally, a company could employ enough talent to
efficiently combat the threat but in reality, there is a workforce skill gap. Part of the need for a
larger workforce is that there are simply too many tasks to complete, too many alerts to research
and discard or that demands some sort of action. This means that there is a need for solutions
that can provide users with more actionable intelligence quicker to improve the efficiency of
the cybersecurity workforce. While the impact of just a single tool might not be as large as one
might hope, it is the availability of these tools that allows and aids TIAs to do their work.
Software-as-a-Service solutions like the Recorded Future Platform, provides information and
intelligence on a scale that few individual organizations are able to conclude on their own. By
integrating multiple ways of interacting and presenting this intelligence even more users will
be able to benefit from it. These services and solutions offer opportunities enabling smaller
companies that cannot host the competence internally to still keep track of their threat
landscape and protect themselves. As all of this keeps developing the Recorded Future
Intelligence Graph will improve and the Network graph will be improving along with it. In the
end the development of the Network graph will aid TIAs in making the world a little bit safer.
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11. Conclusions

Threat Intelligence Analysts need to analyze and communicate complex information to ensure
or improve the security of their organizations or clients. Cyber security is a constant race
between cyber security teams and malicious actors. For a security team to be able to stay ahead
of their malicious adversaries they need tools that aid their decision-making process. For the
TIA those tools provide them with data and information that they can turn into actionable
intelligence. The purpose and aim of the project were to create a conceptual design for a
solution that would aid TIAs in their investigations by visualizing the relationships between
entities.

When creating a concept in the early development of a tool it was beneficial to talk to the same
users throughout the process. In this stage of development it was useful that they were both in
the loop and invested in the project. This allowed comparisons between the evaluations and
kept the project moving forward while exploring a fair amount of opportunities. The result of
the thesis consists of a defined use case generalizing the workflow of a TIA which then was
supported by the design concept. Although every investigation differs, according to the users
they all go through the five steps defined in the general use case. Defining a use case was
greatly beneficial for the project as it specified the needs and tasks the solution should aid the
user to complete. The developed design concept constitutes a foundation and guidance to build
a tool that will aid TIAs by allowing visual exploration of the Recorded Future Intelligence
Graph. The concept complements existing tools by providing a visual aid for analyzing the
attributions and relationships between entities. For both analysis and communication, this
concept can speed up and improve the work of a Threat Intelligence Analyst aiding them in the
process of interpreting, forming and communicating actionable intelligence.

As stated by Ben Shneiderman, (2014, 730):

“...visual strategies for exploring complex data lead to more potent and meaningful insights.”
Within the context of cyber security more potent and meaningful insights means keeping
more assets protected, less money lost and ultimately more lives saved.
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