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From Data to Insight - Analyzing Mesh network for Enhanced Performance and
Reliability

ASHUTOSH GATTELU

Department of Electrical Engineering
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Abstract

In the realm of the Internet of Things (IoT), the complexity of mesh architectures,
particularly those employing rebroadcasting(RBC) mesh, presents formidable chal-
lenges. These challenges, ranging from flooding of packets due to rebroadcast, con-
gestion, packet loss, demand innovative solutions to ensure the seamless operation
of interconnected devices. This study embarks on a journey to unravel the intri-
cacies of 10T mesh networks, employing a multidimensional approach that blends
cutting-edge visualization techniques with sophisticated monitoring tool.

This study presents a Python-based application that has been painstakingly de-
signed to make real-time loT mesh network monitoring and analysis easier. The
study provides thorough time series visualization by utilizing the powerful features
of InfluxDB and Grafana, illuminating the dynamic interactions between devices in
the network.

Through an elaborate test setup simulating diverse household scenarios with over
200 interconnected devices, the research meticulously examines the e [cady of live
analysis in unraveling the complexities of mesh networks. Parameters such as packet
count, system time synchronization, version cache integrity, level validation, and
scene validations are meticulously scrutinized in real-time, providing profound in-
sights into the network’s behavior.

The findings underscore the superiority of live monitoring in detecting nuanced out-
comes and ensuring real-time validation of network performance. This thesis not
only contributes to advancing smart home technology evaluation but also o [erk prac-
tical insights into the implementation and analysis of 0T mesh networks. Through
this work, we aim to enhance the reliability and e [ciehcy of Plejd’s smart home
solutions, ultimately contributing to the broader field of 10T network research.

Keywords: Internet of Things(loT), Mesh, InfluxDB, Grafana, Live Analysis, Time-
Series data, Visualization
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Introduction

loT, or the Internet of Things, is a network of connected devices equipped with
sensors, software, and other technologies that allow them to collect and exchange
information. Its crucial components include sensors to gather information, actua-
tors to perform actions, connectivity enabling communication between devices and
servers, data processing to analyze information, and user interfaces for interaction.
In everyday life, 10T applications such as smart homes, wearable health gadgets, and
connected vehicles improve e ciency and convenience by streamlining processes and
making better decisions [3].

loT uses a variety of wireless communication topologies, such as mesh networks, star
topologies, and hybrid con gurations. Mesh networks provide stability and scala-
bility by enabling devices to communicate directly with one another, resulting in a
self-healing network [4]. Star topologies consolidate communication around a hub,
which simpli es management but may result in single point of failure [5]. Hybrid con-
gurations incorporate components of both to improve network performance based
on individual application requirements [6]. These wireless communication infras-
tructures play an important role in enabling smooth connectivity and data sharing
among loT devices, thus facilitating the realization of its bene ts in everyday life
[7].

With this foundational understanding of 10T and its communication topologies, we
can now transition to exploring the speci ¢ context of an IoT company in the eld.
The following section provides a background on Plejd, a company that epitomizes
the practical application of these technologies.

1.1 Company's Background

Plejd is a growing Swedish technology company that specializes in smart lighting
and home automation solutions. Plejd, known for its unique approach, designs, de-
velops, and manufactures nely crafted products in Sweden for seamless integration
into both commercial and residential environments. Plejd provides a wide range of
lighting control options, allowing users to easily enhance their spaces using cutting-
edge wireless technology. Plejd's sturdy mesh network allows for scalable solutions
that can be customized to changing needs, whether you're beginning small or going
huge. Plejd is committed to quality and variety, ensuring that every home and com-
pany has access to the ease and e ciency of modern smart lighting and automation
[8].

Understanding Plejd's background sets the stage for a deeper dive into the broader
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1. Introduction

context of 0T and its transformative impact on modern communication systems.
The next section will further elucidate the importance of mesh networks in this
interconnected ecosystem.

1.2 Background

In today's interconnected world, 0T has emerged as a transformative force, changing
the way things communicate and interact. Mesh networks are key to this transition,
as they enable strong device-to-device communication. Mesh networks, unlike tradi-
tional communication topologies, provide redundancy and resilience by establishing
several communication channels, ensuring consistent connectivity even in the event
of network disruptions or node failures [9].

However, the intrinsic complexity of mesh networks creates considerable obstacles.
The interconnected nodes form a complex web of communication channels, poten-
tially causing bottlenecks, duplicated messages, increased network tra c, and la-
tency. Furthermore, the distributed architecture of mesh networks poses weaknesses,
as outdated messages can remain in the system, increasing the likelihood of failure
[10].

Understanding and managing the complicated nature of mesh network design is
critical, especially in light of Plejd's IoT ecosystem. To maintain smooth network
operation, developers and engineers entrusted with improving Plejd's smart device
performance must manage the complexities of real-time monitoring and analysis.
To address these problems, Plejd has created a comprehensive test setup that in-
cludes its product line, as well as specialized testing equipment that has been pre-
cisely constructed to simulate common household conditions. This con guration
allows for rigorous examination of Plejd's mesh network under a variety of scenar-
ios, including both machine-generated and human-induced procedural cases, as well
as planned test scenarios. Plejd plans to use live analysis tools to identify poten-
tial bottlenecks, improve overall e ciency, and obtain a better understanding of the
behavior of its mesh network.

With this detailed background in mind, we now transition to the specic aims of
this thesis. The following section outlines the goals and objectives that drive this
research, providing a clear roadmap for the subsequent analysis.

1.3 Aim

The aim of this thesis is to perform a thorough examination of the complexities of
Plejd's mesh network, with an emphasis on its role in enabling e ective functioning

and connectivity across their portfolio of smart home devices. The goal of delving
into the complexities of IoT mesh networks and the issues they provide is to gain a
better knowledge of Plejd's mesh capabilities in real-world scenarios.

This project intends to compare the e ectiveness of live analysis to typical sequen-
tial testing procedures by creating a bespoke solution for real-time monitoring and
analysis. The ultimate goal is to help progress smart home technology evaluation
methods by setting rigorous testing standards, developing a useful tool for building
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1. Introduction

and analyzing mesh networks, and presenting the ndings in a clear and understand-
able manner.

Following the establishment of our aims, we proceed to de ne the speci ¢ scope of
this thesis. The next section will detail the parameters and constraints within which
this research operates.

1.4 Scope

The scope of this thesis comprises an evaluation of Plejd's mesh network using a test
setup that simulates a household environment with 200 Plejd products and speci c
equipment for monitoring mesh messages and electrical events. Various scenarios will
be carried out, with the e ects thoroughly observed. The emphasis is on comparing
the e ectiveness of live analysis and sequential testing approaches, particularly in
terms of discovering subtle outcomes. The evaluation will include the e ectiveness
of live monitoring in both xed and procedural test cases generated by both human
and computer inputs, with the goal of o ering insights into live analysis' superiority
over traditional testing methodologies.

With a clear understanding of the scope, we can now outline the structure of the the-
sis. The following section provides an overview of the chapters and their respective
focuses, guiding the reader through the research process.

1.5 Report Structure

The thesis report is divided into ve chapters that outline the steps taken during the
research and analysis. The Introduction section gives a brief overview of the thesis
work; the subsequent theory chapter delves into the fundamentals of RBC mesh, as
well as an overview of Mesh System architecture, mesh commands, In uxDB and
Grafana. Moving on to the Methods section, the study explains how rule sets for test
case execution have been created along with tools for live analysis, and nishing with
a summary of the scenarios addressed. The Results chapter presents the ndings
derived from the analysis conducted throughout the thesis. Finally, the Conclusions
and Future Work section concludes the report by summarizing major ndings and
identifying areas for further study and improvement.

1.6 Related Work

In the area of real-time data analysis, the research by [11] on streaming analytics for
0T networks stands out. They implemented a system that continuously monitored
network data streams to detect anomalies and trigger alerts. The primary advan-
tage was the immediate feedback and actionability of the insights derived from the
data. However, the system's performance was heavily dependent on the network's
bandwidth and computational resources, which could limit its scalability .
Comparatively, the current thesis builds upon these foundations by integrating real-
time analysis tools speci cally designed for IoT mesh networks, such as the Plejd
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1. Introduction

mesh. By focusing on live data analysis and visualization through tools like Grafana
and In uxDB, this research aims to address some of the limitations noted in previous
studies. For instance, unlike the redundancy-focused approach of [12], this thesis
emphasizes e cient real-time monitoring without signi cantly increasing network
complexity.

The current work also leverages time-series data visualization to enhance the inter-
pretability of network status and faults. Additionally, by employing a live monitor-

ing tool that can be readily adapted to various network scales and conditions, this
research seeks to overcome the scalability issues highlighted by [11].



2

Theory

This chapter provides a detailed exploration of the foundational components that
underpin Internet of Things (IoT) ecosystems. We begin by dissecting the essential
elements of I0T systems, from sensor nodes to gateway devices, highlighting their
roles in facilitating seamless communication. Moving forward, we delve into the
intricate layers of mesh system architecture, uncovering the mechanisms governing
communication protocols and network topology. The discussion then shifts to the
hardware landscape, exploring supported platforms and their implications for loT
deployments. Subsequently, we explore mesh commands, decoding the language
that drives device con guration and management. Following this, we delve into
database solutions tailored for 0T analytics, focusing on time-series databases like
In uxDB. Lastly, we examine visualization tools such as Grafana, highlighting their
role in transforming raw data into actionable insights. Through this exploration,
readers gain a comprehensive understanding of the foundational elements driving
connectivity and data analytics in 0T environments.

2.1 Internet of Things (loT)

The Internet of Things (IoT) is a network of physical devices integrated with sen-
sors, actuators, and connectivity that can gather, exchange, and act on data to
ful Il speci ed goals or tasks. The Internet of Things has emerged as a disruptive
technology, transforming a variety of industries by increasing e ciency, production,
and decision-making skills as stated by [13].



2. Theory

2.1.1 Components of loT

Figure 2.1: Components of loT

The gure 2.1 illustrates the key components of the Internet of Things (IoT) ecosys-
tem as mentioned in [14]. These components include:

" Things or Devices

These components, depicted in the diagram 2.1 as the physical devices in the
loT network, collect data from their surroundings (sensors) and enable devices
to take actions based on that data (actuators).

Gateway and Cloud

The loT ecosystem relies on various connectivity options, including wired or
wireless networks, to enable communication between devices and external sys-
tems. This connectivity is represented in the diagram by the gateway and
cloud components.

Analytics

Once data is collected by sensors, it undergoes processing, analysis, and in-
terpretation to derive meaningful insights. This processing component, repre-
sented as analytics in the diagram, plays a crucial role in generating actionable
intelligence from 10T data.

User Interfaces

Interfaces such as mobile applications or web portals provide users with the
ability to interact with and control 0T devices. These user interfaces facilitate
seamless communication and management of 10T systems.

By integrating these components, the 10T ecosystem enables the seamless exchange
of data and the execution of intelligent actions, driving e ciency, automation, and
innovation across various domains.

2.1.2 Communication Topologies in loT

The choice of communication topology in an loT network signi cantly impacts its
performance and scalability. Three common topologies include:

6



2. Theory

Star Typology

Devices are connected to a central hub or gateway, facilitating communication
between devices and centralized control.

Mesh Topology

The devices are interconnected, forming a network where each node can com-
municate directly with neighboring nodes, enhancing reliability and scalability.
Hybrid Topology

Combines aspects of mesh and star topologies to maximize network perfor-
mance according to speci ¢ needs [15].

2.1.3 Communication Protocols in IoT

Several communication protocols are utilized in 10T networks to facilitate e cient
data exchange. These include:
© MQTT
Simple, lightweight publish-subscribe protocol that makes e ective communi-
cation across erratic networks possible for devices with limited resources.
" CoAP
Committed to low-power networks and device constraints, CoAP facilitates
light-weight, straightforward communication based on RESTful principles [16].
" BLE
Short-range, low-power wireless communication protocol that is frequently uti-
lized in wearable technology and smart home applications.

2.1.4 Key use cases of IoT

loT nds applications across various domains, including:
" Smart Home Automation
loT devices enable remote monitoring and control of home appliances, lighting,
security systems, and energy management.
“ lloT
Industry-speci ¢ predictive maintenance, asset tracking, and real-time mon-
itoring are made possible by 10T, which boosts productivity and decreases
downtime.
Healthcare
Wearable medical devices, smart medical equipment, and remote patient mon-
itoring are examples of 10T applications that enhance patient outcomes and
healthcare delivery.
Smart Cities
0T enables e cient resource management, tra ¢ monitoring, waste manage-
ment, and infrastructure optimization, enhancing urban sustainability and liv-
ability.

2.1.5 Impact of IoT on Global Transformation

The widespread adoption of 10T is changing the economy, industry and society in
many ways. 0T improves ease, productivity, and e ciency in a variety of elds by
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2. Theory

facilitating real-time data collecting, analysis, and decision-making. 10T is changing
how we interact with the physical world, spurring innovation and opening up new
possibilities for the future. Examples include optimizing supply chains, increasing
healthcare results, and enabling sustainable urban development [17].

2.2 Understanding Communication in loT

In the Theory section, we established the fundamental concepts of communication
topologies and protocols in 10T networks. Mesh topology emerged as a critical
architecture due to its ability to provide robust connectivity and scalability, making

it well-suited for diverse 10T applications. However, the e ective implementation of
mesh networks presents unique challenges, such as ensuring reliable communication
and e cient data synchronization across a large number of interconnected nodes.

2.2.1 Exploring RBC Mesh: Enhancing Mesh Communica-
tion

Following our discussion on the importance of mesh topology in IoT networks, we
now delve into the details of the Rebroadcasting Mesh framework (RBC Mesh)
to address speci ¢ challenges within this framework. RBC Mesh represents a so-
phisticated solution to the complexities of mesh communication, o ering innovative
approaches to wireless infrastructure. By leveraging rebroadcasting mechanisms
and dynamic ood control algorithms, RBC Mesh ensures seamless communication
and data synchronization among BLE-capable nodes. Through a comprehensive
examination of its architecture and functionalities, we illuminate the pivotal role

of RBC Mesh in enhancing the reliability and e ciency of mesh networks in IoT
deployments.

2.2.2 RBC Mesh

The Rebroadcasting Mesh framework [18], commonly referred to as "the framework™
or RBC mesh, functions as a Wireless infrastructure that aims to synchronize states
among a network of nodes equipped with Bluetooth Low Energy (BLE). In this
framework, communication is facilitated through rebroadcasting, where each node

in the mesh receives broadcast messages from neighboring nodes and rebroadcasts
them to further propagate the information. This mechanism allows wireless devices

to communicate even when they are not within direct radio range, as intermediary
nodes relay messages throughout the network.

Using the nRF51 SoftDevice (A SoftDevice is a wireless protocol stack that comple-
ments an nRF5 Series SoC) [19], which o ers fundamental Bluetooth capabilities,

is at the center of the framework. The SoftDevice uses the Timeslot API to in-
telligently distribute radio time so that nodes can e ciently receive and transmit
messages. Every node in the mesh network has access to the same set of indexed data
slots, each of which contains data that has been propagated using version numbers.
The version number is increased by a node when it modi es a value, guaranteeing

8



2. Theory

data synchronization between all nodes.

The propagation of values is governed by the implementation of the IETF RFC6206
"Trickle" algorithm [20], a ood control mechanism designed for lossy, low-power
networks. Message consistency and update frequency are used by the Trickle al-
gorithm to dynamically de ne the intervals at which nodes broadcast values. The
framework can adapt to changes in node density and value update rates because of
this adaptive methodology.

Every handle-value pair in the mesh corresponds to a Trickle instance, and the val-
ues are maintained using an LRU caching system. Nodes stop retransmitting values
as they leave the cache, which guarantees e ective resource use. Furthermore, the
framework o ers a GATT [21] feature in the SoftDevice as a means via which stan-
dard BLE devices can communicate with the mesh.

To sum up, the Rebroadcasting Mesh architecture provides a reliable and e ective
framework for coordinating states across BLE-capable nodes. The framework is
designed to enable dependable communication and data synchronization in a variety
of Internet of Things applications, from industrial 10T deployments to smart home
systems, by utilizing rebroadcasting and dynamic ood control mechanisms.

2.3 Mesh System Architecture

We are examining the Mesh System Architecture at this stage to provide a compre-
hensive understanding of the underlying framework that supports RBC Mesh com-
munication. By delving into the intricacies of the architecture, we aim to elucidate
the hierarchical structure and functional layers that enable seamless communication
within the mesh network. This exploration is crucial for understanding the design
principles, message handling mechanisms, and data transmission processes that un-
derpin the operation of RBC Mesh. Moreover, by analyzing the system architecture,
we can identify the key components and their roles in facilitating e cient communi-
cation, data synchronization, and application interaction within the 10T ecosystem.
Therefore, our focus on the mesh system architecture serves as a foundational step
towards comprehending the intricacies of RBC Mesh and its implications for loT
deployments.
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Figure 2.2: Mesh System Architecture

In exploring the Mesh System Architecture 2.2, we delve into its layered structure
and functional components, providing insight into how it supports RBC Mesh com-
munication.

2.3.1 Overview

The layers that make up the Mesh System Architecture are assigned speci c roles
and are arranged in relation to the Bluetooth Low Energy (BLE) core architecture.
The Bluetooth LE layer is the base of the Bluetooth LE stack, which is necessary
for wireless communication. Further information on Bluetooth mesh networking can
be found in [22, 23]. This layer functions as the support structure, giving the mesh
architecture above it access to essential communication capabilities. It is important
to remember that the mesh system requires a functional Bluetooth LE stack. We will
now examine each layer of the mesh design, working our way up from the bottom.

2.3.2 Conveyor Layer

The Mesh infrastructure Architecture's Conveyor layer acts as a conduit between
mesh messages and the underlying communications infrastructure that transmits
and receives them. The protocols used by the communications system to manage
mesh packets are specied in this tier. The GATT conveyor and the advertising
conveyor are the two conveyors that are currently de ned. The Advertising conveyor
transmits and receives mesh packets by utilizing Bluetooth LE's GAP advertising
and scanning features. A BLE peripheral can only be linked to one central device
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at a time due to the exclusive nature of GATT connections. A peripheral that is
connected to a central device ceases to advertise itself, and until the link is broken,
other devices are unable to notice it or connect to it. Once the connection with the
central device is established, other devices in the network communicate using the
RBC mesh.

2.3.3 Network Layer

The Network layer of the Mesh System Architecture establishes di erent message
address types and de nes a network message format. This format enables the trans-
mission of RBC Mesh transport layer packets via the Conveyor layer. By facilitating
the transport of mesh packets, the Network layer plays a crucial role in ensuring ef-
cient communication within the mesh network.

2.3.4 RBC Mesh Transport Layer

Rebroadcasting, in which each mesh node receives broadcast messages from nearby
nodes and rebroadcasts them to spread the information further, is one method of
communication facilitated by the RBC Mesh Transport layer. Due to intermediary
nodes' ability to transport messages throughout the network, wireless devices can
communicate even when they are not in close radio range. Moreover, the Transport
layer guarantees reliable and safe communication within the mesh network by han-
dling the encryption, decryption, and authentication of application data traveling

to and from the Service layer.

2.3.5 Service Layer

The Service layer de nes how applications utilize the transport layer, encompassing
tasks such as de ning the format of application data and handling Mesh version
numbers. It controls the encryption and decryption process performed in the trans-
port layer and ensures data integrity by verifying that received data is intended for

the correct network and application before forwarding it up the stack.

2.3.6 Application Layer

The Application layer sits on top of the Service layer and is in charge of putting cer-
tain features customized for end-user apps into action. In order to add application-
speci c logic and features like device control and data visualization, it interfaces with
the Service layer to access and manipulate data shared inside the mesh network. It
guarantees smooth communication and interaction with mesh-enabled devices while
preserving compatibility and interoperability by utilizing capabilities from lower lay-
ers. To further improve usability and user experience, the Application layer o ers a
user-friendly interface for controlling mesh network features [22, 23].
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2.4 Supported Hardware

The RBC mesh supports the nRF5x [24] series of microcontrollers manufactured
by Nordic Semiconductors. Additionally, the platform o ers compatibility with 2.4
GHz Bluetooth Low Energy (BLE) radios, as well as 2.4 GHz dual-mode BLE and
IEEE 802.15.4 radios. This hardware versatility ensures exibility and compatibility
for a wide range of 10T applications and deployments.

Following the exploration of supported hardware, the focus now shifts to the oper-
ational aspects of the mesh network. Understanding how devices within the mesh
network are con gured, monitored, and managed is crucial for e ectively deploying
and maintaining such networks. Hence, the subsequent section delves into the intri-
cate world of mesh commands, elucidating their signi cance in facilitating seamless
communication and control within the mesh ecosystem.

2.5 Mesh Command

Through a serial port connection, the serial interface of the mesh stack acts as a
communication bridge, allowing external devices to communicate with the devices
running the mesh stack. This interface, which o ers a method of con guration,
monitoring and management, is essential for managing and controlling di erent
parts of the mesh network from external systems.

Mesh commands are given to the nRF5, the device running the mesh stack, from the
host controller (such as a PC via a nRF52840 dongle [25]). These instructions can
be used to set con guration parameters, inquire about device status, start rmware
updates, or request information from the mesh stack.

Commands are generally classi ed into two types: set commands and get commands.
Set commands are used to con gure or modify parameters within the mesh stack,
such as setting device parameters, updating network con gurations, or initiating
actions like provisioning new devices. On the other hand, get commands are used to
retrieve information from the mesh stack, such as querying device status, retrieving
network topology information, or obtaining diagnostic data.

Mesh commands are categorized into di erent classes according to their use and
purpose. Device commands deal with operations and con gurations specic to a
device; Application commands control behaviors at the application level; Segmenta-
tion and Reassembly commands handle large data packets; Con guration commands
manage network con guration settings; Provisioning commands handle device pro-
visioning processes; Direct Firmware Upgrade commands initiate rmware updates;
and Model Speci c commands are speci c to a particular model or functionality of
a device. Moreover, contingent on the particular implementation, time-based, RF
parameter, and calibration instructions might be available.

A user-friendly interface for communicating with devices running the mesh stack and
serial interface is provided by the Interactive Python sni er console. By enabling
COM port opening, it makes command-line communication with the mesh stack
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possible. In addition, the console can be used to view mesh packets, which helps in
debugging, analyzing, and troubleshooting networks.

2.6 Database Solutions for 10T

In the rapidly evolving landscape of Internet of Things (IoT) applications, man-
aging and analyzing the vast streams of data generated by connected devices is of
paramount importance. This section explores various database solutions tailored
to address the unique challenges posed by IoT data, providing insights into their
architecture, functionalities, and applicability in 10T ecosystems.

2.6.1 Database Requirements for loT

The signi cant volumes of data created by applications in the Internet of Things
(IoT) pose problems in terms of scalability and data input speed, making database
requirements critical. E ective storage requires e cient management of heteroge-
neous data types and dynamic datasets. Sharding and replication approaches limit
scalability, while hardware, system design, consistency requirements, data model
complexity, and index utilization a ect overall throughput. In order to satisfy 10T
requirements without sacri cing performance, a database that is specically de-
signed for these factors must be created.

2.6.2 Time-Series Database

Time-series data, such as server statistics, system performance, sensor readings, and
market trades, are best stored in a Time Series Database (TSDB). A TSDB, which

is speci cally made to manage time-series metrics, is a tool for tracking changes over
time. It has features including e ective data scans, summarization, and information
life-cycle management.

2.6.3 InuxDB: Empowering |oT Data Analytics

Among the array of database solutions, In uxDB stands out as a robust time-series
database tailored for 10T applications. This subsection provides an in-depth explo-
ration of In uxDB's architecture, features, and capabilities. From its distributed
architecture to seamless integration with data visualization tools like Grafana, In-
uxDB emerges as a pivotal component in 0T data analytics pipelines.
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Figure 2.3: InuxDB Logo [1]

The distributed time series database In uxDB, which was developed in 2013 by
In uxData, is open-source and uses LevelDB for key-value storage. It is written in
Go. It provides smooth interaction for front-end apps with client libraries and an
HTTP API. Perfect for time series data, In uxDB excels at aggregating values in
real-time. It may be used with programs such as Grafana and allows SQL searches
with key-value pairs and timestamps for measurements, series, and points. Floating
points, strings, and integers are examples of values. The protocols used by In uxDB
for data storage are TCP, HTTP, and UDP.

2.6.3.1 Architecture of In uxDB

Figure 2.4: Architecture of In uxDB [1]

The general architecture of In uxDB is illustrated in Figure 2.4. Four layers make
up the In uxDB architecture: Telegraf, In uxDB, Chronograf, and Kapacitor. The
time series database designed to handle high write and query loads is called In-
uxDB, and Telegraf is the server-driven open-source agent for collecting and re-
porting metrics. The web application for managing alerts, tracking infrastructure,
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and visualizing data is called Chronograf. As the framework for handling informa-
tion, Kapacitor makes alert creation, ETL chores, and anomaly detection easier.
Within the In uxData ecosystem, these layers work together to create a strong ar-
chitecture that facilitates the e ective administration and analysis of time series

data.

2.7 Grafana: Visualizing 10T Insights

Transitioning from database solutions, we now delve into Grafana, a powerful tool
for visualizing data insights in l0T applications. This section o ers a comprehensive
exploration of Grafana's features, highlighting its role in transforming raw data from

databases like In uxDB into intuitive visual representations. From real-time dash-

boards to advanced analytics, Grafana seamlessly integrates with In uxDB, forming
a dynamic duo in driving actionable insights and facilitating informed decision-

making in loT environments.

Figure 2.5: Grafana Logo [2]

Grafana, an open-source platform, facilitates data visualization and monitoring by
enabling users to create and share dashboards showcasing real-time data from diverse
sources like databases, servers, and cloud services. Supporting a wide range of data
sources including In uxDB, Prometheus, and Graphite, Grafana o ers features such
as alerting, annotations, and plugins for enhanced visualization and integration.
Widely utilized in system monitoring, 10T, and network monitoring elds, Grafana
simpli es the visualization and comprehension of large datasets, aiding in trend
identi cation and anomaly detection. Its alerting functionality enables users to set

up noti cations based on prede ned conditions, ensuring timely updates on system
status [2].

Visualization tools like Grafana are vital in 10T due to the immense volume of data
generated. They provide intuitive visual representations, enabling stakeholders to
monitor 10T systems in real-time. Grafana facilitates data interpretation, helping

to timely decision making and problem solving. It helps identify trends, anomalies,
and patterns in 10T data, informing optimization strategies. Through clear visu-
alizations, stakeholders gain insight into system performance and device behavior.
Grafana enhances collaboration by o ering a common platform for data analysis.

It enables predictive maintenance, resource allocation, and optimization of 10T sys-
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tems. By improving situational awareness, Grafana improves operational e ciency
in 1oT deployments. Its intuitive interface makes it accessible to users with varying
technical expertise. Overall, Grafana plays a crucial role in maximizing the value of
loT investments by transforming raw data into actionable insights.

2.7.1 System Design of Grafana

Grafana's system design includes a number of essential parts that function as a
unit. Raw data for Grafana dashboards comes from several data sources, such as
time-series databases and cloud services. Plugins connect to various sources, query
the data, and format them so that Grafana can use them more easily. Grafana
uses the D3.js package to visualize the data after they have been collected, ltered,
and aggregated as necessary. To present visualizations, including historical and
real-time data, users build customized dashboards. Alerting functions guarantee
timely system status updates by informing users of specic conditions. Access is
managed via mechanisms for authorization and authentication that enable a number
of techniques, including LDAP and basic authentication.

Grafana's scalability makes it possible to cluster and scale horizontally for higher
load and high availability. Its adaptable architecture supports a wide range of display
choices and data sources. Grafana o ers a complete solution for data gathering,
processing, visualization, and monitoring by combining these elements. Because of
its strong system architecture, Grafana is a well-liked option for businesses in a
variety of sectors. It also increases scalability, dependability, and usability.
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Methods

The methodology chapter describes the methodical approach that has been used to
achieve the goals of this thesis, including data gathering techniques, experimental
designs, procedures, and it is depicted in the cross- Functional owchart Fig. 3.1.
It is designed to give enough speci cs so that anybody with a basic grasp of the
subject can follow the procedure and get results that are similar. The client com-
pany's ability to assess whether the stated goals may be achieved depends on the
approach that was selected. It also clari es why the chosen methodology is expected
to produce a consistent result.

Figure 3.1: Cross - Functional Flow of the Thesis

To ensure informed decision-making throughout the study process, the methodology
for this thesis entails a thorough literature assessment of previous studies on IoT
mesh networks and protocols. The Plejd Mesh Network is examined in great de-
tail, including its architecture, command protocols, and operational dynamics. To
provide e ective monitoring and analysis, it is mandatory to become familiar with
the Plejd Mesh commands. In real-world experiments, mesh packets and associated
electrical events are recorded in virtual homes using the Plejd Snier. In order to
extract relevant data for additional analysis, captured packets are pre-processed and
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analyzed using a Python tool. In order to create rule sets that correspond to com-
mand features and enable organized assessment, parsed packet analysis is essential.
A database is created using In uxDB to hold parsed data and processed packet data,
guaranteeing easily accessible and structured data management. Grafana helps with
real-time monitoring and key information visualization by enabling time-series live
analysis of packet data from the In uxDB database. Grafana also creates a variety

of graphs for further analysis that shed light on the e ectiveness of the test setting.
The approach ensures ongoing improvement and validation of the testing procedure
by enabling iterative re nement based on insights from preliminary analysis.

3.1 Implementation of Real-Time Mesh Packet
Analysis Tool

The Real-Time Mesh Packet Analysis Tool created for this thesis is a complex
Python-based tool that has been methodically designed to allow for comprehensive
real-time analysis of mesh network packets. It is a critical component that connects
sni er hardware to the Grafana visualization platform, allowing for seamless data
ow and visualization for better monitoring and troubleshooting.

At its core, the tool takes advantage of Python's powerful capabilities to perform
data collecting, preprocessing, parsing, and visualization tasks with exceptional
quickness and precision. Using In uxDB client APIs, the tool creates a seamless in-
terface with the In ux database, enabling for the construction of structured queries
for e cient data storage and retrieval.

The tool is architected to handle the complexities of mesh networks, accommodating
up to 256 devices in a single network. While theoretical limits allow for this scale,
practical considerations cap the number of devices at around 80 to maintain optimal
performance and low-latency communication.

Exception handling mechanisms are intricately woven into the tool's design to ensure
uninterrupted operation, even in the face of hardware discontinuities or unforeseen
events. Real-time processing capabilities are a hallmark feature, with the tool metic-
ulously engineered to adhere to strict time constraints for timely data visualization.

The tool provides comprehensive metadata analysis capabilities, including packet

counts, validation statuses (successful, unsuccessful, pending), and latency mea-
surements. Notably, latency calculations are performed to gauge packet processing
e ciency, excluding radio and propagation parameters to provide accurate insights.

The detailed steps and logic of the Real-Time Mesh Packet Analysis Tool are out-
lined in the algorithm stated in 1. This algorithm highlights the initialization, data
capture, packet processing, and data pushing procedures critical to the tool's opera-
tion. It serves as a blueprint for the real-time analysis process, ensuring a structured
and e cient approach to managing mesh network packets.
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Algorithm 1 Real-Time Mesh Packet Analysis Tool

Require: Sni er hardware connected, In uxDB connection
1: Initialize Real-Time Mesh Packet Analysis Tool
2: function InitializeTool ()
3 sni er.connect() {Connect to Sni er Hardware}
4: inux_client = In uxDBClient(host="xx.xx.xx", = pOrt=xxxx, user-
name="xxxx', password="xxxx")
in ux_client.switch_database('xxxx") {Establish connection to In uxDB}
return in ux_client
end function
Main Function
function Main ()
10.  mesh = Mesh(mesh_id, mesh_crypto, log_all=True, port="xxxx")
11:  mesh.sni erThreadCallback = partial(re_auth, mesh)
12:  mesh.start()
13:  last_data_push_time = latest_time
14:  f = open("./console_log.txt", 'w')
15: while True do
16: packets = mesh.get_all_mesh_data() {Capturing raw mesh data}
17: if len(packets) != Othen

© N o O

18: version_ ltered_data = version lter(packets)

19: for packet in version_ ltered_data do

20: Write packet details to le for data logging and create a sni er console
on the terminal

21: version_handling_rule(packets)

22: Update metadata counts

23: if System time package receivethen

24: System_time_veri cation(packet)

25: else if Output announce package receivethen

26: Handle output announce

27: else if Other command receivedhen

28: Process other commands

29: end if

30: end for

31: endif

32: Execute actions and handle validations

33: Handle pending level comparisons

34: Handle pending scene checks

35. if 10 seconds passed since last data pusien

36: Push visualization data to In uxDB
37: Clear visualization list

38: Update last data push time

39: endif

40: end while
41: end function
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Figure 3.2: Capture and Processing of Mesh packet Flow

3.2 Capturing and Processing Mesh Packages

Mesh packages are captured through a number of crucial steps that make use of
the nRF52840 chip's capabilities as well as a number of software tools to e ectively
gather, process, and evaluate mesh messages. First, mesh messages are wirelessly
collected by the nRF52840 device from the network's nodes. E cient serial com-
munication is ensured by converting these recorded messages into a byte structure
compatible with UART. The USB CDC, a composite universal serial bus device
class that enables communication between the nRF52840 chip and a host system,
usually a computer, receives the UART-compatible data. On the host system, a
Python script running above this stack utilizes the PySerial library to extract the
UART bytes from the CDC. The bytes are rearranged to match the original mesh
package data after they have been retrieved. The last stage is to parse the reor-
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ganized data and decode the individual commands and the data payloads they are
associated with by considering the mesh command and payload information. The
process is illustrated in the g 3.2.

3.3 Payload Caches for Mesh Data Optimization

One essential element for e ectively storing and handling payload data in a mesh
network is a payload cache. The payload cache is made to hold payload data of
di erent sizes, which can change depending on the particular mesh instructions and
the kinds of operations needed. In order to store payload data for each node linked
to the network, this cache is essential to the mesh's ability to support up to 256
devices.Depending on the particular command types and operational requirements,
the payload data in the cache includes pertinent details including node state, level,
output announcements, and other relevant data. The payload cache makes it easier
to quickly access and retrieve this data locally as needed for a variety of mesh
operations and data analysis tasks.

The capacity to reduce needless network tra c resulting from the repeated rebroad-
casting of identical mesh packages containing di erent version numbers and times-
tamps is a key benet of using a payload cache. This is a common occurrence in
mesh networks and can result in ine cient data processing and analysis. Incom-
ing mesh packages can be compared to the payload data that has been stored for
each individual node using the payload cache, which serves as a Itering mechanism.
Through this comparison, the system may determine which packages are redundant
and can be removed, optimizing network tra ¢ and improving the overall e ciency

of data analysis.

3.4 Data Processing with Version Filtering and
Version Cache

The performance of data processing in mesh networks is improved by version lter-
ing mesh packages and using a version cache. A version cache is a kind of repository
where version numbers connected to certain mesh network indices are kept. The
version numbers of newly arrived mesh packages are compared to those of the pre-
viously downloaded packages for the same index that are kept in the cache. The
package is considered signi cant for additional processing if it has a higher version
number, which signals updated or modi ed information.

The version ltering function reads the global version cache after receiving a list of
mesh packets as input. Every packet's version number is compared to the version
number stored in the cache for the associated index. Higher version number packages
are kept and added to the Itered packages list, whereas lower version number
packages are removed. This Itering system makes sure that only the most current
and pertinent data is taken into account for further examination and action.

Mesh networks can maximize resource usage and data processing by utilizing version
caching and version ltering. By Itering away redundant or out-of-date information,
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needless processing overhead and network tra c are decreased. Using the most
recent data ensures that system decisions are made using the most recent information
available, which improves the mesh network's overall responsiveness and e ciency.

3.5 Parsing Intensity Levels from Payload Data

Level parsing is the process of taking the payload data from a mesh package and
extracting the intensity level as an integer. Intensity level data supplied over mesh
networks is frequently interpreted and used using this functionality. The level pars-
ing function accepts a mesh packet as input, extracts and parses the intensity level
data from the payload, and outputs the parsed intensity level as an integer number.

In the context of mesh data processing, where intensity level information is included
within the payload of mesh packages, the level parsing function is commonly called.
The level parsing function receives a mesh packet, extracts the pertinent intensity
level data from the payload, and formats it into an integer format that may be used.

3.6 Removal of Overridden Commands for Level
Comparison

The removal of overridden commands function plays a crucial role in ensuring the ac-
curacy and e ciency of level comparison within mesh-based systems. Before adding
a new level comparison from a control package, this function is employed to iden-
tify and remove any old command packages that would be overwritten by the new

package. By considering only the latest and most relevant package comparisons,
this process helps validate intensity levels accurately and discard outdated control

messages.

When a new control package containing intensity level information is received, it
may override previous commands sent to the same device. The removal of over-
ridden commands function ensures that only the most recent package comparison,
representing the latest intensity level setting, is retained for validation. This is par-
ticularly useful in scenarios where intensity adjustments are made rapidly, such as
toggling a slider in a mobile app or pressing buttons to vary intensity quickly. By
focusing on the latest comparison, unnecessary validations are reduced, and system
e ciency is improved.

Taking a mesh packet as input, the function determines which commands need to be
eliminated to create room for the new package by utilizing the level comparison list
that already exists. Only the most recent and pertinent comparisons are kept when
overridden instructions are detected and eliminated from the list. After that, the
system returns the modi ed level comparison list which is now devoid of obsolete
command for additional processing.
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3.7 Version Numbering for Mesh Packets

In an Internet of Things mesh network, version numbers play a crucial role in
uniquely identifying and organizing packets as they traverse the network. These
version numbers are indispensable for maintaining a reliable and orderly network
connection.

Primarily, version numbers facilitate the identi cation and elimination of duplicate
packets. By comparing the version numbers of incoming packets with those pre-
viously received, nodes can e ectively detect and discard duplicate packets. This
process reduces unnecessary processing and conserves valuable network resources.
Moreover, version numbers streamline the distribution of packets in sequential order.
They enable nodes to arrange packets correctly as they travel through the network,
ensuring that data is delivered to applications or higher layers in the intended se-
guence. This maintains the consistency and integrity of the network's information
ow, allowing data to be processed and acted upon accurately.

Additionally, version numbers aid in the detection of packet loss and retransmission.
Nodes monitor the version numbers of the incoming packets to identify any breaks or
gaps in the sequence, indicating potential packet loss. Armed with this information,
nodes can initiate recovery or retransmission mechanisms to ensure dependable data
transfer [26].

3.7.1 Version Cache Implementation for Anomaly Detec-
tion in Mesh Networks

In the implementation of our application, we have devised a version cache mechanism
to facilitate anomaly detection within the 10T mesh network. The version cache is
essentially an array with 256 indexes, where each index corresponds to a specic
mesh index, and the value at each index represents the version number associated
with that mesh index.The ow of this version cache implementation is outlined in
Figure 3.3.
The primary rule governing our version cache is that every index should increase by
1, which applies universally to all packets within the network. Before overwriting
the previous version in the version cache, we rigorously check that the new packet's
version is exactly 1 larger than the version stored in the cache. Any deviation from
this rule indicates the presence of an anomaly, which is promptly reported for further
investigation.
Python coding was employed to dynamically extract and parse packets within our
implementation. Through e cient Python scripting, we iterated through the packet
stream, processing each packet in real-time to extract relevant information. This
approach facilitated dynamic management of the version cache and enabled timely
anomaly detection within the 10T mesh network.
The implementation process involves the following steps:
" Iteration through Packet Stream

We iterate through the stream of packets received from the 10T mesh network,

processing each packet individually to extract relevant information.

Updating the Version Cache
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Figure 3.3: Version Rule Set Flow

For each packet, we verify if the corresponding index is already present in the
version cache. If not, we add the index to the cache along with its associated

version.

" Anomaly Detection
Upon encountering a packet with a known index, we compare its version with
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the version stored in the cache to identify any discrepancies. Anomalies are
agged if the version increment exceeds the expected value or if the version
decrements unexpectedly.

Updating the Cache

Regardless of anomaly detection, we update the version and payload informa-
tion in the cache for the current index, ensuring that the cache re ects the
latest state of the network.

This version cache implementation serves as a critical component of our anomaly
detection system, enabling real-time monitoring and identi cation of irregularities
within the IoT mesh network.

3.8 Enhancing Reliability and E ciency in Mesh
Networks

A node light table is a type of data structure used in Internet of Things mesh
networks to hold data regarding the status and con guration of individual nodes,
especially lamps. In addition to variables like index, status, level, and time, this
table usually has an expiration time parameter de ned to guarantee data currency.
On the other hand, the level comparison of packages refers to the process of compar-
ing the state and level information received from di erent nodes or packages within
the mesh network. This comparison is vital for ensuring consistency and reliability
in the network operation.

In this context, an output announce is a particular command or packet that a light
node sends in response to a controller order. This command, which is essential for
preserving network synchronization and coordination, usually includes information
about the lamp's current condition and level.

These parts are essential to an IoT mesh network because they make precise synchro-
nization, monitoring, and troubleshooting possible. E cient management and con-
trol are made possible by the node light table, which o ers a decentralized store for
node information. In the meantime, level comparison checks received data against
expected values to guarantee consistency and integrity within the network. In light
of the nodes' current state, output announces provide controllers with real-time
status updates that let them decide what to do and how to do it.

3.8.1 Dynamic Lamp State and Level Comparison Rule Set

The implemented rule set is designed to monitor and compare the state and level of
the lamps in an lIoT mesh network. The process, illustrated in Figure 3.4, begins with
receiving a command group output state and level from the lamp, which includes
information about the current state and level. If the length of the payload is 4,
indicating an output announce, the state, level, and time are extracted and added
to a level comparison data frame with an expiration time of 5 seconds.
Subsequently, a node light table is created to store the lamp's state and level. If the
command is 0x0098 and a particular lamp index, the state and level are extracted
from the payload and added to the node light table. If the length of the level
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Figure 3.4: Dynamic lamp state and Level Rule Set Flow

comparison list is less than one, a control package is manually provided through
the control terminals(i.e. App, console, switch, etc.) to obtain the lamp's state and
level, which are then added to the level comparison list.

Validation checks are performed by comparing the current time with the expiration
time in the level comparison list. If the expiration time is exceeded, the index
iIs marked for removal and the validation fails. Additionally, if the level of the
lamp matches the level in the level comparison data frame, the level validation is
successful, and the index is added to the removal list. Otherwise, the level mismatch
is visualized.

To simulate the scenario where the output announce packet is missed, the get com-
mand is used to manually retrieve the payload information for indexes. If the re-
trieved level matches the level in the comparison data frame, it con rms that the
output announce was not received but matches the manually checked level.

Finally, the indexes marked for removal are iterated over, and the corresponding

comparisons are removed from the level comparison list. This iterative process en-
sures the accuracy and e ciency of the lamp state and level comparison mechanism.
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3.9 System Time Synchronization in IoT Mesh
Networks

In IoT mesh networks, the System Time announce is a fundamental method for syn-
chronizing network node clocks. This announcement sends the current system time
from a certain node to others, ensuring that timekeeping is constant throughout the
network. The importance of system time synchronization in mesh networks cannot
be emphasized because it enables exact coordination and orchestration of network
activity. Synchronized clocks allow nodes to carry out activities like data trans-
mission and event triggering in a coordinated manner. Furthermore, system time
synchronization is critical to the reliability and e ciency of network protocols and
algorithms. Many mesh networking technologies rely on exact timing information
to determine topology, route packets, and manage resources. Synchronized system
time boosts network performance, lowers latency, and increases reliability.

Accurate time-stamping of data packets and events is also required for troubleshoot-
ing and forensic analysis in mesh networks. Synchronized time allows network man-
agers to reliably correlate events across nodes, which aids root cause investigation
and problem resolution. Overall, the System Time announce and synchronization
mechanism is critical for ensuring network integrity and performance. They enable
the installation of advanced network operations and applications, hence ensuring
the smooth operation of IoT mesh networks.

3.9.1 System Time Rule Set for Time Synchronization

Our System Time Rule Set governs time synchronization in 10T mesh networks.
As depicted in Figure 3.5, it dictates that a System Time announce occurs every 5
minutes, with a random spread factor of approximately 100 seconds. When a node
detects a time delta of less than 8 seconds from its own time upon hearing a Time
announce, it reschedules its own announce for another period. If a node does not
have its own time, it accepts the time from the announce. However, if the node
already has its own time and the time delta is greater than 8 seconds, it evaluates
its internal time certainty. If the internal time is inexact and the announce time is
exact, the node accepts the announce time. The time exactness is observed with
the help of the system time exactness ag. Conversely, if the internal time is exact
or has the same certainty as the announce, and the announce time delta is greater
than 15 seconds, the node accepts the new time.

This rule set ensures accurate time synchronization across the mesh network, pro-
moting reliable network operation and e cient coordination of network activities.

It plays a vital role in ensuring the reliability, e ciency, and security of IoT mesh
networks by facilitating accurate time synchronization among network nodes.
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Figure 3.5: System Time Announce Flow

3.10 Enhancing Device Management E ciency with
Scenes in IoT Mesh Networks

In an IoT mesh network, a scene is a predetermined con guration or state that can
be deployed to several devices with a single command. These scenes make device
control easier, especially when multiple devices must adjust to speci ¢ con gurations
at the same time. For example, in a smart house, a "Movie Night" scenario may dim
lights, change the thermostat, and engage entertainment equipment with a single
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command. Scenes make user interactions easier, minimizing the need for manual
modi cations each time. This improves the user experience while also increasing
network management e ciency.

Scenes also help save energy by aligning setups with individual usage patterns or
preferences. For example, a "Good Morning" scene may activate gadgets at the
start of the day, and a "Goodnight" scene could remove super uous equipment at
night. Scenes boost user pleasure by making device management easier. Further-
more, scenes enable quick responses to changing needs or activities, increasing the
adaptability of I0oT ecosystems. They also allow users to make bespoke setups based
on their lifestyle and interests. Overall, scenes ease device administration, improve
user experience, and optimize energy utilization in 10T mesh networks.

3.10.1 Scene Validation Rule Set for IoT Mesh Networks

Figure 3.6: Scene Rule Set Flow

The Scene Validation Rule Set for 10T Mesh Networks facilitates the validation
of scenes con gured in the Plejd ecosystem. This rule set comprises several critical
components that ensure correct and reliable scene execution. As illustrated in Figure
3.6, the process begins with storing all con gured scenes in a Scene Data Structure
Lookup Table. Each scene has its own set of indices, along with associated states
and levels.
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When a scene is triggered, the rule set compares the scene package with the Scene
Data Structure Lookup Table. The purpose of this comparison is to ensure con-
sistency in the statuses and levels of the corresponding indexes. If the state and
level of the indexes match those in the Scene Lookup Table, the scene validation is
deemed successful. This con rmation indicates that the con gured scene has been
correctly executed over the speci ed indexes. The validation process provides valu-
able insights into the responsiveness and accuracy of scene execution within the mesh
network, allowing users to identify and rectify any discrepancies or irregularities in
scene performance as necessary.

Furthermore, the rule set ensures that astronomical events in scenes are accurately
implemented based on the speci ed time instances. This feature enhances the pre-
cision and reliability of scene-based automation in 10T mesh networks.
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Results

In presenting the results, we maintain a systematic approach aligned with the
methodologies outlined in Chapter 3. Each test scenario is meticulously documented
to ensure clarity and consistency. The results are presented in a structured manner,
with careful consideration given to the order of presentation.

The test conditions, including duration and key parameters, are clearly outlined for
each scenario to provide context for the analysis. By leveraging the Plejd-Home test
setup, we conduct a comprehensive evaluation of the performance of the rule sets
under various conditions.

Furthermore, we intentionally introduce manual conditions to simulate real-world
scenarios, allowing for a thorough assessment of system behavior and performance.
Throughout the results section, the dynamic nature of Grafana visualizations en-
hances the interpretability of the ndings, providing valuable insights into the ad-
herence of the system to speci cations and the identi cation of anomalies.

Overall, the results are presented in a structured manner to facilitate understanding
and interpretation, enabling readers to derive meaningful conclusions from the data
presented.
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4.1 Plejd-Home Test setup

Figure 4.1: Plejd-Home Test Setup

A test setup named Plejd-Home has been meticulously developed at the Plejd o ce,
showcasing a diverse array of lights sourced from both in-house development and
various manufacturers. The setup as depicted in g. 4.1 boasts a combination
of strip LED lights, normal light bulbs, ceiling lights, outdoor lights, spotlights,
colored temperature lights, and more, providing a holistic representation of real-
world lighting scenarios.

Comprising over 200 devices, all interconnected within a single mesh site, Plejd-
Home serves as a robust platform for testing both hardware and rmware aspects
of Plejd devices. Despite the typical limitation of around 80 devices for optimal op-
eration, Plejd-Home boldly pushes boundaries by accommodating up to 256 devices
in a single mesh site.

Rigorous testing procedures are employed to evaluate the performance of the mesh
network under various conditions, with a speci c focus on RF parameters. A dedi-
cated tool for analyzing mesh behavior is under development, o ering insights into
the intricate workings of the network.

Controlled by a gateway, which acts as a mesh node with LAN connectivity, Plejd-
Home provides remote access via an app interface, facilitating seamless monitoring
and management of the mesh devices.

The implementation of a live analysis tool allows for real-time monitoring of each
node within Plejd-Home, enabling in-depth analysis of their behavior over time. The
results obtained from the extensive testing scenarios conducted within this setup are
detailed in the forthcoming sections, shedding light on key ndings and implications
for mesh network performance.
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4.2 \Version Cache Rule Set Veri cation

In this veri cation, we aim to measure the consistency and reliability of version
numbers within the mesh network. A version cache, capable of accommodating
256 indexes as detailed in the methodology section 3.7.1, will be maintained. This
cache is crucial for ensuring that the system can accurately track and con rm the
consistency of version numbers for mesh packages across all nodes in the network.
To achieve this, the Python Live analysis tool will be deployed on 200 devices within
the mesh site. This tool is important for its ability to provide real-time detection
and visualization of any anomalies in version numbers. By continuously monitoring
and plotting version numbers over time for each node on Grafana, the tool will
facilitate immediate identi cation of discrepancies. This continuous measurement
will allow us to understand the behavior of version numbers under various conditions,
including both synthetic and natural environments.

The measurement of these version numbers and the subsequent analysis are intended
to ensure the reliability and robustness of the versioning system. This process is
critical for identifying and addressing potential issues early, thus contributing to the
overall stability and security of the network.

4.2.1 First Test Case Evaluation: Version Behavior Analysis

During this evaluation, we monitored the version behavior of the lamp nodes in-
stalled in the mesh test setup over a 24-hour period. Separate queries were created
for each node in the mesh, allowing us to visualize version numbers over time. As
shown in Figure 4.2 subplot 2, ideally, a linear curve was observed, with the version
number incrementing by 1 for each new mesh package sent. These incrementing
packages prompted actions based on their commands when received by nodes in the
mesh, while packages with the same version number or a signi cantly decremented
version were ignored.

Figure 4.2 illustrates the o ine visualization of the version behavior analysis. Sub-
plot 1 shows the creation and execution time of the mesh packages, and Subplot
3 depicts the version status for the particular mesh package. These visualizations
provide a detailed analysis of how version numbers change over time and their cor-
relation with the mesh package's actions. It was noted that whenever a device in
the mesh was powered o and then turned on again, its version number reset to
one, a phenomenon that occurs only after a hard power reset. However, when the
lamp nodes were powered down by mesh commands, the physical power was still
on, which allowed the device to continue from the same version number bu er for
incoming commands. This behavior follows the rule set outlined in section 3.7.1.
Additionally, a noteworthy irregularity was observed, wherein the version numbers of
numerous nodes inside the mesh gradually decreased over time. This issue persisted
throughout the testing period and was subsequently brought to the attention of the
rmware team for further analysis.

For a real-time view of these results, refer to Figure 4.3. The Grafana visualization
provides a comprehensive dashboard that complements the o ine plots. This gure
presents similar data as in Figure 4.2, but in an interactive format that allows for
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Figure 4.2: First Test Case Evaluation: Version Behavior Analysis o ine
visualization

real-time monitoring and analysis. Figure 4.3 boasts ve distinct visualizations.
Among these, two plots focus on metadata visualization: one showcases the total
number of mesh packets analyzed after Itering out rebroadcast packages, while the
other delineates the time response in seconds for executing mesh packages. This time
response is computed as the disparity between packet creation and reception times
and is presented in the form of a gauge and a statistical value. The remaining three
plots delve into time series visualizations. The third plot delineates the creation
versus execution time for packages received by node 21. Additionally, the fourth
plot tracks version numbers over time for all nodes, depicting the behavior observed
during the rst test case evaluation while the fth plot reveals the outcomes of
version validation. Here, a value of +1 signi es a version incremented by more than
1, 0 denotes no increment, and -1 indicates a version decrement.
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Figure 4.3: First Test Case Evaluation: Version Behavior Analysis

4.2.2 Second Test Case Evaluation: Version Invariance in
Node 10

To evaluate version invariance, we modi ed the rmware of a lamp node in the mesh
network to ensure its version number remains constant for all mesh packages sent
from this node. This modi cation was applied to a single lamp node, numbered 10.
Normally, each node in the mesh reacts only to messages with the latest version
numbers. Therefore, with the version number xed, packages sent from node 10
were discarded by every other node in the mesh, as these packages did not meet the
requirement for an updated version number.

The results of this test are presented in Figure 4.4 which show the o ine visualization
of the version invariance in node 10. Subplot 1 illustrates the creation and execution
time of the mesh packages, Subplot 2 displays the version numbers, and Subplot 3
indicates the version status of the particular mesh package. These visualizations
help understand the xed version number's e ect on the communication within the
mesh network. In Figure 4.5, the Grafana visualization highlights the real-time
monitoring of node 10.

When node 10 was designated as the primary node connected to the app, all its
outgoing packages were immediately rejected, resulting in no operations being per-
formed. We kept node 10 in the mesh for a limited period and monitored the version
behavior. It was observed that the version number of the packages it sent remained
constant, as expected.This behavior is visualized in Figure 4.4 subplot 3.
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Figure 4.4: Second Test Case Evaluation: Version Invariance in Node 10
visualization o ine visualization

These results demonstrate the impact of a xed version number on mesh commu-
nication. The version number for node 10 remained the same throughout the test
period, con rming our intentional creation of this condition and enabling us to visu-
alize the node's behavior in real-time on Grafana. The evaluation successfully shows
the robustness of the version handling rule set in real-world scenarios. The Grafana
visualization (Figure 4.5 ) provides a comprehensive dashboard that complements
the oine plots. Figure 4.5 features three distinct time series visualizations. The
rst plot delineates the creation versus execution time for packages received by node
10. The second plot tracks version numbers over time for all nodes, depicting the
behavior observed during the rst test case evaluation. The third plot reveals the
outcomes of version validation, where a value of +1 signi es a version incremented
by more than 1, O denotes no increment, and -1 indicates a version decrement.

This evaluation successfully demonstrated the impact of a xed version number on
mesh communication and veri ed the robustness of the version handling rule set in
real-world scenarios.
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Figure 4.5: Second Test Case Evaluation: Version Invariance in Node 10
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4.3 Level Validation Rule Set Veri cation

The level validation procedure is essential for ensuring that the state and level im-
posed on a lamp node are applied accurately and consistently. This validation is
crucial because it guarantees that the lighting system responds correctly to control
signals, maintaining system reliability and user satisfaction. The procedure is de-
tailed in the methodology section 3.8.1 and involves adding a control package that
can be activated by various triggers such as an application, button clicks, or a sni er
console.

The core of this procedure lies in using the Node Light Table Look-Up Table to
verify that the status and level speci ed in the control package are met whenever an
output announce is received. Successful veri cation is indicated by matching values;
any discrepancy is reported as a failure, potentially due to a timeout. This validation
process is vital as it ensures the system's accuracy and responsiveness, which are
key factors in maintaining the integrity and reliability of the mesh network.

To thoroughly evaluate this process, the Python live analysis tool was deployed
across 200 devices within the PlejdHome mesh network. This tool continuously
monitors and performs level validation as devices are triggered by external stimuli.
Additionally, an external script periodically triggers individual lamps or groups of
lamps to change their state and level, simulating real-world usage. The Python live
analysis tool then validates these changes by checking the state and level for control
packages activated by the script.

This extensive testing is conducted to monitor the lamps' behavior over time and
assess the rmware's resilience. By emulating real-world conditions, the testing pro-
cess aims to compare the actual performance of the lamp rmware with the speci ed
parameters. The importance of this thorough veri cation process lies in its ability
to con rm the correctness and dependability of the mesh network's level validation
process, ensuring that the system functions as intended in practical scenarios.
The results from this validation process provide critical insights into the system's
reliability and e ectiveness, highlighting areas that may need improvement and con-
rming aspects that perform well. This comprehensive evaluation helps in re ning
the system to better meet user expectations and operational demands, ultimately
enhancing the robustness and user satisfaction of the PlejdHome mesh network.

4.3.1 First Test Case Evaluation - 24-Hour Level Validation

To evaluate the level validation of every node in the mesh network, a Python script
was executed for 24 hours during the rst test case evaluation. This involved meticu-
lously monitoring all theoretical validation conditions as outlined in the methodology
section 3.8.1. Throughout the test, it was observed that whenever a group output
status and level command was activated without an output announce, the packet
was added to the data structure lookup table. The node light table was updated
in accordance with the corresponding state and level, which were then displayed on
Grafana. The metadata visualization in Figure 4.6 presents two plots: a bar gauge
and a pie chart. Both plots display the same information, including the total number
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Figure 4.6: First Test Case Evaluation: Metadata visualization O ine
Visualization

of mesh packages calculated after excluding rebroadcast packages, the total num-
ber of level validation packages, the number of successful level validations, pending
validations, and failed validations. This provides an immediate overview of the sys-
tem's validation status. The results of this evaluation are presented in Figure 4.7,
which contains four subplots. Subplot 1 displays the node light table intensity level
for node 21, Subplot 2 shows the level validation level for node 21 as added by the
control package, Subplot 3 illustrates the state of node 21, and Subplot 4 indicates
the result of the validation. The values in the node light table (Subplot 1), the node
level (Subplot 2), and the node status (Subplot 3) frequently aligned as predicted
during the testing period, indicating that the system was functioning as intended.
However, during periods of high message volume, some validations failed, certain
comparisons did not show up, and some output announces were not visualized. To
address these issues, the implementation includes a mechanism to send a get request
to the light node, allowing its level and current condition to be veri ed. Despite the
challenges posed by message ooding, this additional step helped ensure accuracy in
the validation process. For a real-time view of these results, refer to Figure 4.8. The
Grafana visualization provides a comprehensive dashboard that complements the of-
ine plots, enabling real-time monitoring and analysis of the level validation rule set.
The Grafana dashboard consists of seven plots, categorized into three metadata vi-
sualizations and four time series plots. The metadata visualizations include a gauge
for the total number of mesh packets analyzed and a digital bar gauge and pie chart
for validation results, providing an overview of the system's validation status. The
time series plots include the Node Light Table Intensity Levels, Level Comparison
Rule Set Intensity Levels, Level Comparison Rule Set States, and Level Comparison
Rule Set Results. These plots o er detailed insights into the intensity levels, state
changes, and validation outcomes over time, ensuring the system's performance and
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Figure 4.7: First Test Case Evaluation: Level Validation rule set veri cation by
24- hour monitoring and o ine visualization

validation processes are accurately monitored and analyzed.

4.3.2 Second Test Case Evaluation: Handling Power Outage
for Lamp Node

In the second test case evaluation, we focused on a speci ¢ lamp node (indexed as
248) within a mesh network of 200 devices. Using a continuous push button trigger,
we intentionally reduced the lamp's intensity from 100% to 80% before abruptly
cutting o the lamp's main power supply. Adjustments were made through the app
to ensure that the lamp would remain o in the event of a voltage drop or power
outage.

Throughout the continuous button trigger for lamp 248, control packages were con-
sistently added to the level comparison list in accordance with the rule set im-
plementation. Our approach ensured that only the most recent control package,
specifying the nal intensity level of 80%, was considered, even amidst a ood of
control packages triggered by the constant input. To achieve this, we e ectively
removed overridden commands 3.6.
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Figure 4.8: Level Validation rule set veri cation by 24- hour monitoring
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Figure 4.9: Second Test Case Evaluation: Level Validation rule set veri cation
by handling power outage for lamp node O ine Visualization

The results of this evaluation are presented in Figure 4.9, which contains four sub-
plots. Subplot 1 displays the node light table intensity level for node 248, Subplot
2 shows the level validation level for node 248 as added by the control package,
Subplot 3 illustrates the state of node 248, and Subplot 4 indicates the result of the
validation.

Upon restarting the lamp device a few minutes after its power was cut, it remained
in the o state as per the programmed parameters. O ine observations, depicted in
Figure 4.9 subplots 2 and 3, con rmed that the state and level matched the intended
nal control package values. However, since the output announcement was not
received, the validation process could not be successfully completed. Consequently,
the validation result was marked as a failure,as re ected in the o ine visualization
shown in Figure 4.24 subplot 4.

Although the validation level for index - 248 indicated that the control package
addition was successful, the absence of a group output state and level command
with the output announce meant that the node light table remained unchanged.
This discrepancy led to an inadequate representation of the lamp's state and level
in the node light table, ultimately resulting in the validation failure. For a real-
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Figure 4.10: Level Validation rule set veri cation by handling power outage for
lamp node

time view of these results, refer to Figure 4.10. The Grafana visualization provides
a comprehensive dashboard that complements the o ine plots, enabling real-time
monitoring and analysis of the level validation rule set. The Grafana dashboard
consists of four plots, categorized into four time series plots. The time series plots
include the Node Light Table Intensity Levels for node 248, Level Comparison Rule
Set Intensity Levels for node 248, Level Comparison Rule Set States for node 248,
and Level Comparison Rule Set Results for node 248. These plots o er detailed
insights into the intensity levels, state changes, and validation outcomes over time,
ensuring the system's performance and validation processes are accurately monitored
and analyzed.

4.3.3 Third Test Case Evaluation: Validation of an Absent
Node

In this test, we aimed to assess the system's response when a control package is
directed to a non-existent node. Speci cally, we targeted light node 255, which
wasn't part of the PlejdHome mesh test con guration. We sought to understand
how the system managed such scenarios by sending a level comparison package to
this non-existent node via the app. As expected, since node 255 was absent in the
mesh, no output announce was received, resulting in a discrepancy between the node
light table and the control package. Consequently, the validation process failed.

The results of this evaluation are presented in Figure 4.11, which contains four
subplots. Subplot 1 shows the level validation level for node 255 as added by the
control package, Subplot 2 illustrates the state of node 255, and Subplot 3 indicates
the result of the validation.
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Figure 4.11: Third Test Case Evaluation: Validation of an Absent node o ine
visualization

Repeated attempts to send control packages to the missing node consistently led
to validation failures. Despite changes in the control package's state and level, the
absence of an output announce prevented the update of the node light table, causing
the validation to fail. This persistent failure, depicted in Subplot 3 of Figure 4.11,

e ectively validated the non-existence of lamp node 255 within the network.

For a real-time view of these results, refer to Figure 4.12. The Grafana visualization
provides dynamic monitoring of the validation process. It consists of four plots:
Node Light Table Intensity Levels (which remained unchanged due to the absent
node), Level Comparison Rule Set Intensity Levels, Level Comparison Rule Set
States, and Level Comparison Rule Set Results for node 255. These plots o er
continuous insights into intensity levels, state changes, and validation outcomes,
ensuring the system's robustness and accuracy in monitoring network status and
validation processes.

4.4 System Time Rule Set Veri cation

In verifying the system time rule set, our focus was on establishing a comprehensive
test setup to assess the behavior of 200 mesh devices, with a Gateway serving as a
remote connection node (see Figure 4.1). We utilized commands from the Sni er
console, button inputs, and the mobile application to control mesh devices, enabling
us to meticulously observe and analyze the system time behavior of each device using
Python script.

Our veri cation approach entailed de ning success criteria, with time deltas falling

44



4. Results

Figure 4.12: Third Test Case Evaluation: Validation of an Absent node

within the range of -30 to +30 seconds considered acceptable. We assessed the
accuracy of system time packages by parsing Time ags and categorizing them as
precise, inexact, or unknown.

Furthermore, metadata analysis provided insights into the total number of system
time packages received, relative to the total mesh packages, excluding re-broadcast
messages. By recording counts of successful and failing validations, we gained a
comprehensive understanding of the mesh network's system time performance.
Individual node searches allowed for detailed examination of time deltas and ex-
actness, facilitating the identi cation of anomalies and ensuring consistency over
time.

Moreover, the system facilitated the issuance of GET requests for system time from
speci ¢ nodes, enabling the computation of time deltas and real-time evaluation of
their current system time.

This veri cation process was crucial as it ensured that the system time rule set func-
tioned reliably and adhered to speci cations across various operational scenarios. By
measuring time deltas and assessing the accuracy of system time packages, we could
con dently con rm the system's ability to maintain precise time synchronization
among mesh devices, which is fundamental for seamless operation and coordination
within the network.

4.4.1 First Test Evaluation of System Time Rule Set under
Normal Conditions

In the initial assessment of the System Time Rule Set under typical circumstances,
a Python script monitored system time on every node within the mesh network over
a 24-hour period. The aim was to con rm that the system time rule set operated
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Figure 4.13: First Test Case Evaluation: Metadata o ine visualization

Figure 4.14: First Test Case Evaluation: System Time rule set Veri cation under
normal condition o ine visualization

as intended, adhering to the methodology outlined in Section 3.9.1.

The metadata visualization in Figure 4.13 provided a comprehensive overview of the
system's time validation status through two plots: a bar gauge and a pie chart. These
plots displayed key metrics such as total mesh packages (excluding rebroadcast
packages), total system time packages, successful system time validations, pending
system time validations, and failed system time validations.

Figure 4.14 depicted the results of the evaluation in three subplots. Subplot 1 illus-
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