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Execution time analysis of AES cryptography on a Raspberry Pi Pico
Using a Raspberry Pi Pico as a model system for a scarce resource environment to
study the e[edts of AES on the performance of the system.

Jonatan Svensson

Anders Karlsson

Department of Computer Science and Engineering
Chalmers University of Technology

University of Gothenburg

Abstract

This degree project aims to explore how a advanced cryptography can be applied on
a resource scarce system. Specifically, the targeted system is a Raspberry Pi Pico
and the advanced cryptography method is AES. Open-source AES implementations
were used to achieve encryption, decryption and CMAC verification. Various tests
cases were constructed to investigate the Raspberry Pi Pico’s performance under
these test cases. The performance of the system was analysed by extracting data
about the execution time.

The data conclusively described a linear and predictable behaviour both when en-
crypting and decrypting 16 bytes thousands of times; when encrypting 4096 bytes;
and when the encryption functions were interrupted by a load case. Encryption
and decryption should theoretically take the same amount of time, however, the
data showed decryption taking significantly longer; a problem that gets exacerbated
with larger data sizes. Furthermore, the findings indicates that the performance of
encryption and decryption functions remains unaledted by the available RAM.

Keywords: Cryptograhpy, Cybersecurity, Embedded Sytems, AES, Microcontroller,
Raspberry Pi Pico
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1

Introduction

1.1 Background

Cybersecurity is becoming increasingly important in the world and not least in the
automotive industry. The industry demand for embedded systems is increasing.
From a safety perspective, basic features requiring embedded systems, such as ABS
brakes and airbags, are mandatory and widespread with more advanced safety fea-
tures driving the demand up across the world. More demand for these types of
systems comes from technological strides that solve more problems and implement
new features with smart systems [1]. This development of products and features
occurs faster than the cybersecurity of the systems that handle the computations.
This has led to many embedded systems being vulnerable to attacks attempting to
exploit this lack of cybersecurity for malicious purposes [2].

In the year 2024, a new cybersecurity ISO standard (SS-ISO/SAE 21434:2021) [3]
will become mandatory for the Swedish automotive industry. The goal of the stan-
dard is threefold: de ne cybersecurity policies and processes; manage cybersecurity
risks; and foster a cybersecurity culture in order to keep up with evolving attacks
and technology. It is a comprehensive approach to solving the problem of embedded
system security acknowledging the rapidly developing industry. With more inte-
grated systems requiring security protocols, issues such as time-delays develop and
act as an obstacle for the embedded system. The latter part, is generally a process-
ing power issue that more advanced computers solve with their luxury of immense
computing power. The e ect of advanced cybersecurity running continuously is not
as well documented on weaker embedded systems as it is on their more capable
counterparts [4]. Their resource scarce environment attempts to control multiple
processes at the same time. This has led to the thesis question:

How can advanced cryptography be used in a resource-scarce environment?

1.2 Aim

The project aims to collect performance data about an embedded system under
the stress of an advanced encryption solution that would be su cient to deter any
reasonable attempt to break the encryption directly. Information collected from the
system provides insight into the possibility of applying advanced cryptography on
any embedded system.
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1.3 Goals

The goal of the project is to have a complete software solution for cryptographic
functions and testing, applied on an embedded system. Regarding cryptography, it
should be able to use encryption and decryption such that the embedded system
can perform: authentication of its source and to protect data. The testing goal is
to be able to apply stress loads upon the embedded system and gather performance
data.

1.4 Limitations

There are a multitude of ways to attack an embedded system and dealing with the
di erent approaches requires di erent defenses. It is not within this project's scope
to deal with the entire chain of the message, nor with the full range of attacks. This
degree project will deal with the core of cryptography and only apply a cryptography
solution to the embedded system to study its e ect on the perfromance of the system.

1.5 Ethical considerations

Any work with cryptography usually means handling sensitive information and or
ensuring that vital information is authentic. If the data is not handled correctly, it

can have dramatic negative consequences. Therefore, as a consideration, the project
will not handle any real-world data that can generate such consequences. Moreover,
the project has the purpose of research and thus, any application into real-world
settings should be taken with great precaution and further researched by experts in
the eld.

Ecological considerations are not handled due to their perceived irrelevancy to this
project. The project is software focused and will not be applied to any areas within
ecological interests. Industries providing the chips, materials and or other ecologi-
cally encroaching industries are not within the scope of this project and therefore,
not considered.

Societal considerations, apart from the sensitive information consideration men-
tioned above, are not dealt with. This project is not expecting its result to encroach
upon anything at a societal, communal or group level. If such a problem arises, it
will be discussed in this degree project report.



Theory

2.1 Cryptography

This section will deal with the background theory of cryptography that is relevant
for this report.

2.1.1 Symmetric and Asymmetric cryptography

In cryptography, a key is used to encrypt a message that person A wants to send
to person B. The way this key is shared is the di erence between asymmetric and
symmetric encryption models.

Symmetric encryption relies on a shared key that is kept secure and secret [5]. This
key is both used for encrypting a message and decrypting messages, meaning that if
person B wants to send a message to person A, both persons needs to have the same
key. Person B encrypts a message using the key and sends the encrypted message
to person A who can then decrypt it using the same shared key. Thus, distributing
the key is the major weak point of symmetric encryption. The encryption can be
powerful enough, however, if a third party has intercepted the key, then the security

is void. The focus for symmetric cryptography is both creating a encryption method
and distributing the keys safely to the intended parties. Figure 2.1 illustrates how
symmetric encryption works.

Figure 2.1: Simple illustration of how symmetric encryption works
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Asymmetric encryption solves the distribution problem from symmetric encryption

by creating a pair of keys. One key is private, held securely by the creator, and one
key is public and published for everyone [5]. Person B can send a message using
person A's public key to person A. Person A can then use the private key to decrypt
the message. No matter who has access to the public key, the message cannot be
decrypted without the private key. The pair of keys are created through a one-way
function. This means that if you have the initial conditions of the function, deriving

the keys is easy. However, with only the result of the one-way function, deriving the
initial conditions are for practical purposes impossible and thus, the private key is
secure. Figure 2.2 illustrates how asymmetric encryption works.

Figure 2.2: Simple illustration of how asymmetric encryption works

2.1.2 Advanced Encryption Standard

AES stands for Advanced Encryption Standard and is a symmetric block cipher [6].
Block cipher refers to the data being treated in blocks of predetermined sizes. For
AES, the block size is 128 bits which are treated in several rounds of the algorithm.
There are three versions of AES: AES-128, AES-192 and AES-256. The number is
referring to the size of the key used. Other than key size, the number of rounds of the
encryption algorithm applied varies between the three versions, with AES-256 doing
the most and AES-128 doing the least. The encryption algorithm utilises bitwise
xor, bit shifting, byte substitution and matrix multiplication to encrypt a given
block. The byte substitution is performed with a substitution box, also known as an
s-box. From the original key, new keys are generated that are used in the rounds.
However, since AES is a symmetric encryption method both the encryptor and de-
cryptor needs to have the same key. This could mean a security risk if the key is
not transferred over secure channels.

2.1.3 Blow sh

Blow sh is a symmetric block cipher with a variable key length [7], from 32 bits to
448 bits and a block size of 64 bits. It consists of two parts, a key expansion part

4
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and a data encryption part. The key is expanded up to 4168 bits. The encryption
consists of 16 rounds and is treated in blocks of 32 bits each, All operations are xor
or addition with the exception of a few byte substitutions.

214 RSA

RSA is an asymmetric encryption method. It utilises big prime numbers often over
100 digits per prime number to achieve a one way function [8]. Both the public and
private keys are based on the result of the multiplication of the two prime numbers.
Both keys consist of an exponent and a modulus. The modulus m is the result of the
prime number multiplication, commonly around 1024 bits, and is the same in both
keys. The public exponent is normally set to 65537 which is a prime number that is
not too large. The private exponent is derived from the other parameters. A message
is encrypted by raising it to the power of the receiver's public exponent and taking
the modulus of the resulting number with the value of m. The private exponent is
used for decryption. Since both keys are very big the resulting calculations will be
massive in size. However, none of the parties needs the other ones private key to do
the encryption. The security won't be compromised because no secret keys need to
be exchanged.

2.1.5 Elliptic curve cryptography

Elliptic curve cryptography or ECC for short is an asymmetric encryption method
[9]. It utilises the mathematics of elliptic curves to generate the key pair. One
strength is that it uses smaller keys than RSA while still obtaining the same security
level. However, ECC is di cult to securly implement which is its biggest drawback.

Its main uses are for secure key exchange and authentication protocols and it is best
used in conjunction with other methods.

2.1.6 Message authentication code

A message authentication code or MAC for short is a cryptographic technique used
to verify the authenticity and integrity of a message [10]. It can also be use It is a
short piece of information, often referred to as a tag. The MAC is generated with a
secret key by the sender and is veri ed by the receiver by generating a MAC with
the same key. If these are the same the sender is authenticated. MACs can also be
used as a way of signing messages to verify the senders identity. There are several
di erent methods to generate a MAC and the encryption method used decides which
MAC version is suitable. As an example, CMAC is a method used to generate a
MAC and is appropriate for block ciphers

2.2 Target system
The target system aims to mimic an embedded system. An embedded system is

a computer system that uses processors, memory and input/output peripherals to
achieve a or several di erent functions [11] within a larger system or by itself. It

5



2. Theory

combines hardware, software and smart control to provide an array of functions
such as intelligence and automation. Commonly, microcontrollers are part of em-
bedded systems to perform operations and send control signals. Common places
where embedded systems are used are in cars, medical equipment, and industrial
plants. A microcontroller is a small computer on a single integrated circuit chip
[12]. It typically contains a processor core, memory, and programmable input/out-
put peripherals. Microcontrollers are commonly used in embedded systems and
are designed for speci c tasks that require a high level of control and automation.
Arduino Uno and Raspberry Pi Pico are current examples.



3

Implementations

The implementation of the project followed the high level requirements (HLR). These
criteria are based on an initial literature study in order to direct the e orts and align
the degree project with the employer. The HLR are as follows:

A

HLRO1: The system should have a microcontroller that is able to encrypt a
message between 1-64-bit on its own using an advanced encryption method.
HLRO2: The system should use one of the encryption methods: Blow sh, AES
or ECC.

HLRO3: The system should be able to generate a MAC in order to respond to
a request for authentication.

HLRO4: The system should be able to verify the MAC sent by a similar system.
HLRO5: The system should have the ability to measure the performance of
itself under loads.

HLRO6: The system should be able to introduce performance disturbances
such as severely limited memory.

HLRO7: The system should be able to introduce performance disturbances
such as calculation.

HLRO8: The system should be able to produce information about execution
time.

HLRO09: The system should generate performance data to be the foundation
for a security level-performance balance.

HLR10: The system should handle unacceptable runtime lengths and response
times gracefully.

Based on these HLRs revolved around three key points for the project which fell
naturally in the following order:

1. Find a microcontroller that represents a part of an embedded system.
2. Use a cryptographic solution and apply it to the microcontroller.
3. Extract performance data and run various tests on the microcontroller.
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