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Abstract

This thesis addresses the need for improved safety surveillance in autonomous ve-
hicle testing by developing a drone platform for multiple drones. Extending single
drone systems, this work focuses on coordinating multiple drones to provide wider
area coverage at testing facilities. The backend of the developed system calculates
drone positions based on test trajectories from ATOS, an open-source platform for
automated vehicle testing, ensuring required sensor overlap. Real-time video is
streamed from DJI drones via an Android app using Web Real Time Communi-
cation to a backend system. The backend processes the streams, performs image
stitching to create a panoramic view, and applies object detection with estimated
GPS coordinates for bikes, cars, and pedestrians. A web-based frontend allows users
to monitor individual and merged video feeds, view detected objects, and control
the drones. The system architecture is containerized using Docker. Experimental
validations demonstrate the platform’s ability to control drones, stream video in real-
time, and provide extended surveillance with object detection. Key challenges and
future improvements, including addressing hardware dependencies and automating
configuration, are identified. The project represents a collaborative e [ort between
Chalmers University of Technology and Pennsylvania State University.

Keywords: Drone Surveillance, Autonomous Vehicle Testing, Multi-Drone Systems,
Object Detection, YOLO, WebRTC, Image Stitching, ATOS, AstaZero.
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Sammandrag

Detta kandidatarbete behandlar behovet av forbattrad sakerhetsévervakning vid
testning av autonoma fordon genom att utveckla en plattform med flera dronare.
Som en vidareutveckling av tidigare system med endast en drénare, fokuserar det-
ta arbete pa att koordinera flera dronare for att ge tackning Gver storre omraden
vid testanlaggningar som AstaZero. Systemet berdknar optimala drénarpositioner
baserat pa testbanor fran ATOS-systemet och sakerstéller nédvandigt kameradver-
lappning. Realtidsvideo strommas fran DJI-dronare till ett backend-system via en
Android-applikation som anvander WebRTC. Backend-systemet bearbetar videost-
rémmarna, utfor bildsammansattning (image stitching) for att skapa en panorama-
vy, och tillampar objektdetektering med skattade GPS-koordinater. Ett webbaserat
granssnitt (frontend) mojliggor for anvandare att dvervaka individuella och samman-
fogade videofloden, se objektdetekteringar och styra drénarna. Systemarkitekturen
ar uppbyggd med Docker-containrar. Validering visade att plattformen kan styra
dronare, stromma video i realtid och erbjuda uttkad 6vervakning med objektdetek-
tering. Centrala utmaningar och framtida forbattringsmajligheter identifieras, sasom
att hantera hardvaruberoenden och automatisera konfiguration. Projektet ar resul-
tatet av ett samarbete mellan Chalmers tekniska hdgskola och Pennsylvania State
University.

Nyckelord: Dronardvervakning, Testning av autonoma fordon, Flerdrénarsystem,
Objektdetektering, YOLO, WebRTC, Bildsammanséattning, ATOS, AstaZero.
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Introduction

In today's market, technical solutions to everyday problems and comfort standards
are key points to remain competitive and compliant with regulations. Examples
of such markets are the automotive industry, where advanced automated driving
assistance and road safety are important [1].

Outside of Boras, Sweden, the company AstaZero operates a vehicle testing facility.
At this site, autonomous vehicles can be tested in a wide range of tra ¢ scenarios,
including urban environments with multilane tra ¢ and isolated country roads [2].

To ensure safe and e cient vehicle tests, the facility requires constant monitoring.
By leveraging applied machine learning, drones can be used to observe test vehicles
and detect behaviors that deviate from normal patterns. This enables the identi-
cation of potential hazards during autonomous vehicle testing, issues that might
otherwise be di cult for a human operator to detect on their own.

Drone surveillance systems facilitate object detection across a variety of simulated
tra c scenarios. By enabling the simultaneous operation of multiple drones, the
system is capable of covering an extended testing area. Through this approach,
a greater area can be covered while maintaining su cient video resolution in the
footage.

This project is a collaboration between AstaZero and a team of students from both

Chalmers University of Technology hereafter Chalmers, and Pennsylvania State Uni-
versity hereafter Penn State. The purpose of this thesis is to document the contin-

ued development of a drone surveillance system [3]. The project will involve cross-
disciplinary work, including DevOps, front- and backend development, as well as

data processing.



1. Introduction

1.1 AstaZero

This project is a collaboration with AstaZero, an organization owned bResearch In-
stitutes of Swederhereafter RISE. RISE is an independent, state-owned research in-
stitute to strengthen Sweden's competitiveness and contribute to sustainable growth
[2]. AstaZero operates a test facility, illustrated in Fig. 1.1, speci cally designed for
the development and evaluation of autonomous vehicle technologies. The facility
enables simulation of a wide range of tra ¢ environments and testing of advanced
safety systems under a wide variety of conditions [4].

Figure 1.1: Map of AstaZero test facility [5].

1.1.1 Autonomous Vehicle Test Operating System (ATOS)

To operate the test facility, AstaZero has developed its own autonomous system,
known as the Autonomous Vehicle Test Operating SystenfATOS). This system
functions as a central control hub and coordinator for scenario-based testing of
autonomous vehicles.

ATOS determines the trajectories of the test participants, such as vehicles and
dummy pedestrians, as well as the location of surrounding infrastructure. To ensure
precise and repeatable test scenarios, ATOS uses an internal Cartesian coordinate
system to position each participant accurately [6]. ATOS is built on the open-source
software Robot Operating System ZROS 2), and the source code can be accessed
on AstaZero's GitHub [7].

2



1. Introduction

1.2 Previous work

The system previously developed by Mohet al. [3] at Chalmers, illustrated in
Fig. 1.2, comprises a single drone, a mobile app, a backend, and an ATOS module.
The mobile app connects to the backend to enable comparison between the positions
of objects detected by the drone camera and the corresponding positions provided
by ATOS. If anomalies are detected, there is support for sending a command to
ATOS to abort the test.

In addition, the communication software (backend) calculates the desired position
of the drone. The mobile app facilitates communication between the drone and
provides agraphical user interface(GUI) that allows users to operate the drone

within system constraints by inputting coordinates and adjusting camera settings

3],

Figure 1.2: An overview of the system developed in previous work [3]. Some of
the modules,e.g, Compare Positionsare not yet fully developed. Image taken from

[3].

1.2.1 Identi ed points of improvement

The existing system's monitoring capabilities are constrained by the limited area
that a single drone can cover. When operating at close range, the monitored area
Is insu cient for comprehensive data collection. However, operating at a greater
distance results in inadequate image resolution for detailed analysis. A system
that is capable of using multiple drones and thus multiple video streams during
the test monitoring is required. This will allow a larger surveillance image of the
test area in real time. Expanding the monitored area will enable the monitoring of
larger test scenarios at AstaZero's facility, thereby increasing the system's overall
usefulness.

Furthermore, surveillance with the current drone system is run on proprietary soft-

3



1. Introduction

ware. This severely limits the applicability of the system since it requires a specic
software to be developed for each speci ¢ hardware. Migrating the control system
to an open-source communication layer is therefore also needed. This will signi -
cantly increase the availability of such a drone monitoring system. In addition, the
system currently lacks support for real-time video streaming between the drone and
the backend, which is essential for enabling real-time object detection. Hence, a
low-latency video streaming solution needs to be implemented.

1.3 Objectives

The purpose of this project is to improve the testing capabilities of the AstaZero
test track. This improvement involves the development of an autonomous system
capable of controlling multiple drones, thereby enabling e ective supervision of large
areas through the integration of multiple video streams with di erentField Of View
(FOV). The drone control system, in conjunction with ATOS, will be utilized to ef-
ciently plan drone waypoint missions and detect anomalies or unexpected behavior
in test objects.

In previous work, students developed a system supporting a single drone, built on
the existing software fromDa-Jiang Innovation (DJI). This software allowed com-
munication exclusively with DJI drones. To reduce reliance on foreign technology
systems, which pose risks related to cybersecurity and information leaks, an open-
source application will be developed to replicate the functionality of DJI'Software
Development Kit (SDK). This will allow integration of drones from other manu-
facturers into a uni ed open-source platform. Additionally, a toggle switch will be
implemented to enable seamless switching between between multiple control plat-
forms.

1.3.1 Key project milestones

The key project milestones are outlined below, highlighting the major phases and
deliverables critical to the project's success:

1. Drone Formation:  Optimally position the drones using test trajectories from
ATOS.
(a) Pose control of one drone using ATOStmplement and validate the po-
sitioning of one drone from test trajectories from ATOS.
(b) Pose control of multiple drones using ATOSExtend the control system
to manage multiple drones simultaneously from the same ATOS instance.
(c) Positioning of drones for optimal test coverageDevelop and test strate-
gies or algorithms to determine the relative positions and orientations of
the drones required to maximize the visual coverage of a designated area
or target object, considering overlap, resolution, and potential occlusions.

2. Combined Video Streams: From two drones, create one single panoramic
view.
(a) Merging of video streams:Combine the frames of each stream into one
seamless video.
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(b) Object detection using merged videdpply a computer vision algorithm
to the combined video feed to detect objects of interest within the wider
eld of view provided by the multi-drone system.

3. Frontend Interface:  Developing a frontend interface where drone position
and telemetry data are displayed. The individual drone feeds and the stitched
video are also presented. Drone control is also possible from the frontend
interface.

(a) Drone control: Implement buttons which can arm, take o, and command
the drone to return to its origin (home).

(b) Video streaming: Receive individual video feeds from the drones.

(c) Drone location and telemetry: Retrieve the position and telemetry from
the drone, such as speed, height, and battery state. The data should be
shown in the frontend interface.

4. Toggle Switch: Create an interface that can receive instructions and com-
munlcate with with di erent drone application programming interface(APlI).
DJI Communication: Successfully implement and verify bidirectional
communication with DJI drones. This includes sending commands and

receiving telemetry and video data.

MAVLink Communication: Implement and verify communication using
the MAVLink protocol, enabling interaction with drones running com-
patible ight stacks.

Control of one drone using simulation:Develop and test the drone control
algorithms within a simulated environment.

Open Source Translation/Toggling Layer:Design and implement an ab-
straction layer within the software architecture. This layer should allow
the core application logic to interact with di erent drone types through
a uni ed interface.

Integrated control of multiple drones with merged videoControl two
drones of di erent types while processing and stitching their respective
video streams.

1.4 Demarcations

This project will focus on software development exclusively.

The detection software will be able to detect bikes, pedestrians, and motor
vehicles.

Since testing and usage primarily occur during the daytime in the dry, the
system will be tested only for such conditions.

The drones will only be operated in an outdoor environment, and, in the testing
phase, the system will only be evaluated with two drones due to limited access
to drones.
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Theory

This chapter presents the theoretical foundation necessary to carry out the project.
It outlines key concepts, methods, and background knowledge about the project's
design and implementation.

2.1 Docker

The software platform Docker can be used to build, test, and deploy applications
quickly. Docker packages software into standardized units called containers that
have all the dependencies the software needs to run, including libraries, system tools,
code, and runtime [8]. A Docker image is a read-only template with instructions
for creating a Docker container [9]. The image contains all of the les, binaries,
libraries, and con gurations to run the container [10].

A Docker container is a runnable instance of an image. By default, a container is
relatively well isolated from other containers and its host machine [9]. This ensures
that other containers cannot interact with each other, enhancing security. With
isolation, the libraries and dependencies are the same between di erent hosts.

2.2 Redis and WebSocket

Redis is an in-memory key-value real-time database [11]. A key-value database
uses a key-value pair to store data. The key is a unique string, and the value is an
arbitrarily large data eld that should be stored [12]. The Fig. 2.1 shows an example
of a key-value pair.

Redis communicates over d&ransmission Control Protocol (TCP) connection. This
allows other clients across di erent machines to connect to the server. Redis supports
a publish/subscribe paradigm, where publishers are not designed to send messages
to speci c receivers. Instead, messages are published on channels without awareness
of whether there are subscribers. Subscribers, in turn, declare interest in one or
more channels and receive only the messages relevant to those channels, without
knowledge of the publishers' identities or activities [14]. This allows scalability
across machines.

WebSocket is a communication protocol providing a full-duplex communication
channel [15]. Both client and server can send requests using WebSockets, which
Is visualized in Fig. 2.2.
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Figure 2.1: Example of a key-value database [13] Clescop, CC BY-SA 4.0, via
Wikimedia Commons.

Figure 2.2: WebSocket connection [15] Brivadeneira, CC BY-SA 4.0, via Wikime-
dia Commons.

2.3 DJl SDK

The DJI Mobile SDK V4 is a library of classes that integrates with Android apps
to control drones from a mobile device. [16]. The mobile SDK has a manager class
that can be used to, for example, register the SDK and monitor nearby y zones.
The Base class contains a video feeder that manages the live feed from the DJI
product to the mobile device. TheProduct and Componentlasses are used to get
live telemetry and send commands to the products. ThMission class is used to
construct custom missions for the drones, such as setting waypoints for the drones.
The Misc class handles, for example, errors and diagnostics [16].

2.3.1 Control using DJI SDK

The drones utilize three primary ight modes: Arm Take Off, andReturn to Home
Arming the drone places it in a ready-for-takeo state where the motors are enabled,

8



2. Theory

and safety checks are run to ensure the drone is ready to y. ThHEake Off mode
ies a preprogrammed waypoint mission. The waypoint coordinates are retrieved
via a WebSocket connection from the backend. Return to Home mode ies the drone
back to the position where it initially took o .

2.3.2 Video extraction

The DJICodecManageclass is a part of the DJI Mobile SDK that provides meth-

ods for encoding and decoding video. By utilizing its functionenabledYuvData

and setYuvDataCallback , YUV420 pixel matrices can be retrieved from the DJI
drone's live video feed. The drone camera's video feed can be accessed using the
VideoFeeder class provided by the DJI Mobile SDK. This is done in combination
with VideoDataListener which is a callback interface that processes incoming video
frames via itsonReceive method [17, 18].

2.4 Android App

In the work presented by Mohiet al. [3], an Android app was developed for com-
municating between the backend and DJI Mobile SDK V4. The Android app uses
a WebSocket to establish an asynchronous bidirectional connection. The Android
app connects to the backend, which requires exposing ports on the host. Informa-
tion exchange between the app and the backend is done in string format. A data
interchange format that could be used in similar systems i¥avaScript Object No-
tation (JSON), which is a data format that is used to store and transfer data using
a name-value pair [19].

2.5 MAVLink

MAVLIink is a very lightweight, header-only message library for communication be-
tween drones and/or ground control stations [20]. MAVLink is published under
the LGPL license [21], which makes it suitable to use with an open source drone.
Using an open-source drone o ers multiple advantages, such as avoiding vendor
lock-in, transparency, and customization. Compared to the DJI SDK described
in Section 2.3, which is only compatible with drones made by DJI, MAVLink is
compatible with multiple di erent drone manufacturers.

2.6 Robot Operating System

Robot Operating System AROS 2) is a further development of the original ROS 2
and is an open source software package speci cally designed for robotics applications
[22]. It 0 ers a uni ed platform for robotic software development and is widely used
today in the robotics industry. Because ROS 2 is open source, users have complete
control over how it is implemented and can customize it to their speci ¢ needs [22].

It also works seamlessly with other software stacks and can be easily integrated into

9



2. Theory

existing systems. ROS 2 is fully open source, ensuring free access to an advanced
and complete robotics SDK. [22].

2.7 ATOS

AstaZero has developed thé&utonomous Vehicle Test Operating SysterfATOS) to
function as a control center and coordinator for scenario-based testing of autonomous
vehicles. ATOS controls the test participants, such as vehicles and dummy pedes-
trians, as well as the surrounding infrastructure. To ensure precise and repeatable
executions, ATOS utilizes GPS [6]. ATOS is built on ROS 2 and is open-source.
The ATOS code is published on AstaZero's GitHub [7].

An ATOS-trajectory is de ned as a dictionary of key-value pairs. The key is made up
of a string describing the test participant, and the value consists of a list of objects
in the Coordinate type, with attributes lat, Ing, and alt. The list of coordinates
describes the trajectory of the vehicle. These coordinates are in the ATOS internal
Cartesian coordinate system and can be mapped onto latitude and longitude using
the drone origin coordinate. The code implementation of this process can be found
in Appendix B in [3]

2.8 Web Real-Time Communication

Web Real-Time Communication(WebRTC) is a low-latency streaming framework
commonly used in applications for video calls, such as Google Meet. WebRTC
provides a JavaScript API that enables direct integration [23]. In Python, several
libraries have been developed to follow this API. One of them &ortc , which en-
ables Python-based integration of WebRTC [24]. Another bene t of using WebRTC
is that it allows multiple peer-to-peer connections to be established on the same
network. The connection between peers is established through what is commonly
known as a WebRTC handshake.

The rst step in this process is for each peer to connect to a signaling server; for
this, a WebSocket could be used. The rst peer connects to @ession Traversal
Utilities for NAT (STUN) server to obtain its Network Address Translation(NAT)
information. Using the signaling server, the rst peer then requests araversal
Using Relays around NAT(TURN) server. After this, the rst peer sends aSession
Description Protocol (SDP) o er to the second peer, which responds with an SDP
answer, both utilizing the signaling server to send these messages.

The rst peer receives the SDP answer and sets up a remote description, which
forms the basic network setup. This is followed by ainteractive Connectivity Es-
tablishment (ICE) candidate exchange between the peers. ICE candidates contain
information about the peers and how they can discover one another on the net-
work, enabling basic connectivity for video and audio transmission between the
peers [23].
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2.8.1 Videostreaming with WebRTC

Once the peer-to-peer connection is established, the WebRTC API provides support
for streaming media between peers. The media stream is added asynchronously
to the RTCPeerConnectionby the rst peer, attaching a media track. On the re-
ceiving side, the second peer retrieves the incoming stream using a listener event
provided by the WebRTC API (ontrack event), which is triggered when a new
media track is added to the connection. This enables the transmission of real-
time video between peers [25]. WebRTC supports several video formats, including
VP8, VP9, and H.264. Encoding in one of these formats can be managed using
the DefaultVideoEncoderFactory provided by the WebRTC API [26]. For exam-
ple, H.264 supports various pixel formats such as YUV420, YUV422, and YUV444
[27].

2.9 Object detection

Object detection is one of the most central and challenging tasks in computer vision
and has undergone signi cant development over the past decades. Early approaches
relied heavily on handcrafted visual descriptors such as tt&cale-Invariant Feature
Transform (SIFT) and the Histogram of Oriented Gradients(HOG), which provided

a degree of robustness to scale and orientation variations [28, 29].

A particularly in uential method in this domain is You Only Look Once(YOLO),
which introduced a novel paradigm for object detection. In contrast to earlier ar-
chitectures, such as R-CNN, that employ multiple sequential steps, including region
proposal, classi cation, and post-processing, YOLO treats detection as a single re-
gression problem. The model predicts both object classes and bounding box coor-
dinates directly from raw image pixels in a single forward pass [30].

One of YOLO's key strengths lies in its ability to analyze the entire image during
both training and inference. This holistic approach allows the model to implicitly
incorporate contextual information, thereby reducing the likelihood of misclassify-
ing background regions. This characteristic makes YOLO particularly well-suited
for use in complex and dynamic environments where multiple objects may appear
simultaneously [30].

2.10 Merging multiple video streams

To add an extended monitoring of the test area, the information from several cameras
is combined, creating a panoramic view. This method aims to create a seamless
video and is known as video stitching. As shown in Fig. 2.3 and Fig. 2.4, each
camera captures a part of the scene from di erent angles. To successfully generate
the stitched panorama see Fig. 2.5, an overlapping (FOV) between the two drone
cameras is required. The overlap ensures that corresponding features can be aligned
accurately to form a uni ed image.

To create a smooth transition between the video streams, the overlapping area in
the cameras' FOV needs to be smoothed and blended. Fig. 2.6 and Fig. 2.7 shows
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Figure 2.3: Footage left camera. Figure 2.4: Footage right camera.

Figure 2.5: Stitched image.

the same area from two di erent perspectives and changes in angle. Fig. 2.8 presents
the result after blending has been applied to combine them. Since the surveillance
scenarios speci cally involve the drones maintaining a static position, free from sharp
changes in angle or perspective, a linear blending method can be used.

A very computationally e cient linear blending method is Alpha blending [31]. Al-
pha blending consists of weighting each individual pixel gradually in the overlapping
area, where the coe cient can take a value in the rangdO0; 1] and is determined
by how close the pixel is to the left edge of the right image or the right edge of the
left image. The extreme value 0 means that only the left image is used, and the
extreme value 1 means that only the right image is used.

2.11 Threading

In video processing, especially when it comes to real-time requirements or process-
ing large amounts of data, the use of multithreading becomes a key optimization
technique. By dividing the workload among multiple threads, the CPU's resources
can be utilized more e ciently, reducing wait times and increasing the overall per-
formance of the system.

A common implementation strategy for multithreaded programming is the producer-
consumer pattern [32]. This design model is based on two separate threads, a
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Figure 2.6: Leftimage before blending. iFnigure 2.7 Right image before blend-

Figure 2.8: Image after blending.

producer and a consumer, that communicate via a shared data cache. The producer
thread is responsible for generating or loading data, while the consumer thread
processes this data. A wait/notify mechanism is used to manage synchronization: if
the cache is full, the producer is blocked, and if it is empty, the consumer is blocked.
This pattern allows for continuous work in at least one of the threads, which prevents
the system from stalling [32].

In video-based synthesis, multiple frames or video streams are processed and com-
bined to generate new visual data, such as reconstructed frames, interpolated mo-
tion, or enhanced video output. This type of processing often involves several compu-
tational stages, including decoding, transformation, and rendering. Multithreading
plays a critical role here by enabling these tasks to run in parallel. For example,
while one thread decodes incoming video frames and stores them in a bu er, another
thread can simultaneously process previously decoded frames to perform synthesis
operations. By breaking down the work ow into concurrent threads, the system can
maintain high throughput and responsiveness [32].

Another key use case for multithreading in video processing is motion vector com-
putation, a fundamental step in video compression. Techniques such as optical ow
computation, which estimates the motion between pixels in sequential frames, are
particularly computationally intensive. Since each framework in this process is inde-
pendent of the others, these operations can be e ectively parallelized across multiple
cores [33].
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2.12 Frontend

Modern web-based interfaces for drones are commonly designed using modular web
technologies that allow for dynamic, real-time data display and interaction. A com-
mon architecture includes the use of structured HTML for layout, CSS frameworks
like Bootstrap for responsive design, and client-side JavaScript libraries such as
Lea et.js for interactive geospatial visualization [34].

This architecture supports real-time telemetry visualization, responsive user control
elements, and synchronized updates of drone state and geolocation. Such frontend
designs align with modern principles of human-robot interaction, which empha-
size low-latency responsiveness, usability, and system modularity. A key goal in
human-robot interaction interfaces is to support real-time monitoring and control
while minimizing cognitive load for the operator [35]. Additionally, modular fron-
tend architectures allow integration with heterogeneous backends such as robotic
controllers, simulation environments, or mission management platforms, thereby
supporting exible and extensible robotic systems [36].

2.13 CI/CD

Continuous Integration (Cl), is a practice in which members of a team integrate and
merge development work€.g. code) frequently, for example, multiple times per day.

Cl enables software companies to have shorter and more frequent release cycles, im-
prove software quality, and increase their teams' productivity. This practice includes
automated software building and testing [37].

Continuous Deployment(CD); the goal of this practice is to automatically and
steadily deploy every change into the production environment [37].

2.14 Hardware

The hardware used in this project consists of a DJI Mavic 2 Enterprise, which is
shown in Fig. 2.9, and the Holybro x500 v2 Development Kit. The DJI drone
communicates with the remote controller over a USB connection and is compatible
with the DJI SDK described in Section 2.3 whereas the Holybro drone, sometimes
referred to as an open-source drone, communicates over 915 MHz radio frequency
using MAVLink packets, see Section 2.5. The camera FOV for the DJI drone is 16:9
which is used for determining drone area coverage.

2.15 CUDA

CUDA is a parallel computing platform and programming model developed by
NVIDIA for general computing on Graphical Processing Unit GPUs). With CUDA,
developers are able to dramatically speed up computing applications by harnessing
the power of GPUs [38].
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