
Novel Scenario Detection in Road Traf-
fic Images
A Comparative Evaluation of Novelty Detection Algorithms

Master’s thesis in Complex Adaptive Systems

ERIK KRATZ

Department of Electrical Engineering
CHALMERS UNIVERSITY OF TECHNOLOGY
Gothenburg, Sweden 2019





Novel Scenario Detection in Road Traffic Images

A Comparative Evaluation of Novelty Detection Algorithms

ERIK KRATZ

Department of Electrical Engineering
Division of Communication and Antenna Systems

Communication Systems group
Chalmers University of Technology

Gothenburg, Sweden 2019



Novel Scenario Detection in Road Traffic Images
A Comparative Evaluation of Novelty Detection Algorithms
ERIK KRATZ

© ERIK KRATZ, 2019.

Supervisor: Roman Sokolovskii, Department of Electrical Engineering
Supervisor: Cristofer Englund, RISE Viktoria
Examiner: Giuseppe Durisi, Department of Electrical Engineering

Department of Electrical Engineering
Division of Communication and Antenna Systems
Communication Systems group
Chalmers University of Technology
SE-412 96 Gothenburg
Telephone +46 31 772 1000

Cover: Images used for novelty detection experiments. Top row: samples from a
simulator-generated dataset. Bottom row: samples from videos captured in road
traffic.

Typeset in LATEX
Gothenburg, Sweden 2019

iv



Novel Scenario Detection in Road Traffic Images
A Comparative Evaluation of Novelty Detection Algorithms
Erik Kratz
Department of Electrical Engineering
Chalmers University of Technology

Abstract
For artificial neural networks to be deployed in safety critical applications, such as
autonomous driving, there is a need for reliable detection and rejection of unfamiliar
inputs, because of the black box nature of such algorithms. This thesis compares
the performance of three recently published convolutional autoencoder-based nov-
elty detection algorithms when applied to road traffic images. The algorithms were
reimplemented for high-resolution images, and tested for detecting two types of pre-
viously unseen scenarios: unseen weather conditions and unseen type of landscape.
Each use case was represented in two datasets: one simulated dataset with low scene
variation, and one dataset captured in real road-traffic. Classification results in terms
of area under receiver operating characteristic and area under precision-recall curve
show that for low variability in the normal scenario, novelties can be reliably de-
tected with two out of three approaches. For the real image dataset, performance
is consistently lower, indicating that more complex and/or more well tuned models
are needed for use in real-world applications.

Keywords: novelty detection, outlier detection, anomaly detection, artifical neural
networks, machine learning, verification
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1
Introduction

1.1 Background

Arti�cial neural networks (ANNs) have in recent years become the state-of-the-art
within pattern recognition and classi�cation. They have successfully been used for
tasks such as image classi�cation [1, 2, 3], speech recognition [4], and even generation
of realistic images from drawings [5].

The potential of �nding complex mappings between input data, such as images
from a front-facing vehicle camera, and desired outputs make ANNs, and speci�cally
deep neural networks (DNNs), promising for use in autonomous driving applications.
Examples of existing results include learning to output the vehicle steering angle [6]
or a set of currently feasible actions [7] based on raw image input.

The power of DNNs lies in the high number of connections. However, the very
same property also means that the �ow of information inside a DNN is di�cult to
follow. This black box nature of DNNs is a severe drawback. Even networks that
achieve high accuracy, in both training and testing, can misclassify inputs, some-
times with high con�dence, and knowing what causes the errors is often practically
impossible. This unreliability e�ectively disquali�es DNNs for use in safety-critical
situations, such as autonomous driving, where an undetected misclassi�cation can
have dire conseqeunces.

Misclassi�cations can occur for a number of reasons, including the DNN being
over�tted to training data and the DNN being poorly trained. Another reason are
the recently discovered adversarial examples: small carefully designed perturbations
of an input that would be classi�ed correctly, which result in a severe misclassi-
�cation. A situation where misclassi�cations will always occur is when there is a
discrepancy between the distribution of the training data and the distribution of
the test data. A property of DNN classi�ers is that they will classify any input into
one of the classes seen during training, simply because this is what they were de-
signed to do. A simple example can be seen in Fig. 1.1, which shows a set of images
with corresponding classi�cations generated by a classi�er trained on the CIFAR-
10 dataset [8]. The ground truth for all images is a type of novelty, i.e., an object
class not present in CIFAR-10. For each of these inputs, the network provides high
con�dence classi�cations in one of the CIFAR-10 classes.

The preferred behaviour of the above classi�er, if integrated in a safety-critical
system, would be to detect the example images as unknown and subsequently pass
control to another part of the system, e.g., a default safe behaviour which does not
require knowledge of the image content. The research project Safety analysis and
veri�cation/validation of MachIne LEarning based systems (SMILE II) [9] aims to

1
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