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Multivariate anomaly detection with LSTM layered Variational Autoencoder
A study performed with unsupervised learning on unlabeled boat signal data.
EMILY BLIXT

LINUS KULLMYR

Department of Some Subject or Technology

Chalmers University of Technology

Abstract

The aim of this thesis was to develop and evaluate the effectiveness of a recurrent neural
network layered autoencoder model for detecting anomalies in multivariate time-series
data, with a focus on improving the accuracy and reliability of diagnostic data for Volvo
Penta’s boats. The primary goal was to leverage the relationships and correlations be-
tween signals to identify deviations that traditional models may fail to detect. The
model’s performance was assessed in terms of its ability to learn the structure of normal
data, detect synthetic anomalies, and provide meaningful insights without relying on la-
beled datasets.

The study highlights the limitations of traditional evaluation metrics, which are often un-
suitable for unsupervised learning approaches like the model used. Instead, the model’s
effectiveness was demonstrated through reconstruction error analysis and its ability to
handle the complexities of multivariate time-series data. Challenges such as data dimen-
sionality, sequence length optimization, and noise handling were addressed to enhance
the model’s robustness. The findings suggest that while the model excels at identify-
ing synthetic anomalies and capturing temporal relationships, further work is needed
to generalize its capabilities to real-world scenarios. This research lays the groundwork
for improving diagnostic processes and supports the development of more adaptive and
reliable anomaly detection systems.

Keywords: Anomaly, detection, LSTM, VAE, correlation, unsupervised.
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Anomaly

Corrected
Anomaly

Z-score

IQR

Mahalanobis

Distance

Glossary

A data point that deviates past a threshold from expected
patterns in a dataset. Anomalies may indicate meaningful
irregularities, and can be classified as point, contextual, or
collective depending on the setting.

An anomaly data point that has been replaced with the
model’s reconstructed estimate.

A statistical measure that expresses how far a data point is
from the mean of a dataset in terms of standard deviations.
It is commonly used to identify anomalies, with values signif-
icantly higher or lower than zero indicating outliers.

Interquartile Range (IQR) indicates the range within which
the middle 50% of the data points fall. It is calculated as
the difference between the third quartile (Q3) and the first
quartile (Q1). Outliers are identified as points beyond 1.5
times the IQR from Q1 or Q3.

A distance metric that measures how far a point is from the
mean of a distribution, accounting for the correlations within
the dataset. It is commonly used in anomaly detection and
classification of multivariate data.
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1

Introduction

Anomaly detection is a well-established area of research, yet it continues to present several
significant challenges [1] [2]. A primary difficulty lies in the definition of an anomaly, as
its characterization is highly context-dependent and may vary across different domains.
Additionally, acquiring high-quality labeled data is often expensive and time-consuming.
This is particularly problematic, as anomalies are inherently rare and unpredictable, with
new variations continually emerging that may not have been previously encountered,
complicating the task of detection. Various approaches and models have been proposed
to address these challenges, including statistical methods, machine learning techniques,
and deep learning architectures. Unsupervised models for anomaly detection have sev-
eral advantages, especially in terms of scalability and cost effectiveness. Since they don’t
require labeled datasets, unlike supervised methods, the time consuming process of manu-
ally annotating data can be avoided. This is particularly useful when anomalies are rare,
complex, or difficult to define and annotating the data accurately requires specialized
knowledge. One notable strength of unsupervised models are their adaptability. They
can more easily adapt to changing environments without needing to be updated with new
labeled examples. At the same time, there are certain challenges. One of the biggest is
interpretability. Because unsupervised models aren’t trained on actual anomalies, it can
be difficult to understand why certain data points are flagged as anomalous. Without
labeled data, it’s also harder to identify the cause of an anomaly, which can complicate
troubleshooting and follow up actions [2] [3].

The data is from a product developed by Volvo Penta for leisure boat users that enables
vessel owners to monitor vessel and engine data in real-time, track routes, receive alerts,
and more on their smart device. The product is tested using simulation rigs and boats
at sea, where diagnostic data is collected. However, as with any extensive dataset, out-
liers and faulty data are inevitable, making their detection a crucial aspect of the testing
process.

This thesis explores the possibility to increase the reliability of the captured data by uti-
lizing anomaly detection through unsupervised machine learning, specifically Long Short-
Term Memory (LSTM)-based Variational Autoencoders (VAE), as a stepping stone to
optimize the testing process of the product and enhance data quality. Given that data
readings may be imperfect, anomaly detection helps identify these errors. This approach
lays the groundwork for potential system improvements, contributing to more reliable
and efficient rigs over time.
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1.1 Aim

The aim of this thesis is to investigate the potential of LSTM-VAE models for identify-
ing anomalies within multivariate time-series data collected from Volvo Penta’s diagnostic
systems. This research seeks to enhance the reliability and accuracy of diagnostic data by
leveraging the model’s ability to detect deviations and flag them as anomalies. By focus-
ing on the relationships between signals, the model aims to provide a robust foundation
for identifying faulty data, which can support further work in improving the diagnostic
reliability and overall functionality of Volvo Penta’s systems.

1.2 Delimitations

The scope was intentionally limited in several areas to maintain a clear focus. The cor-
rected signals, which would originally reflect what the model thought the values should
be, lacked foundation and instead remained for further insight in model behavior and
performance. Additionally, labeled datasets were not created, as the research prioritized
exploring the model’s unsupervised capabilities in identifying deviations based solely on
data patterns.

The dataset used for the study was restricted to a single boat and included only 10
signals, representing a small subset of the total available signals and boats within the
system. This limitation was chosen to ensure a manageable and focused investigation as
a proof of concept rather than achieving comprehensive coverage and providing a product.
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Theory

This section provides the theoretical background necessary for the reader to understand
the problem, the model and the evaluation methods.

2.1 Time Series Data

Data points collected sequentially over time are called time series data. Time series are
usually divided into two types of categories: univariate and multivariate time series. A
univariate time series consists of data points for a single variable over time, whereas a
multivariate time series tracks multiple variables over the same period. Since time se-
ries measures behavior over time for one or several variables, it can be decomposed into
seasonal patterns, long-term trends, cyclical fluctuations, and residual noise. Seasonal
patterns are recurring variations that occur at regular fixed intervals, such as annually
or monthly, and repeat with a consistent frequency over time. Trends refers to the long-
term changes in the data, such as an increase, stability or decrease over time. Cyclical
fluctuations are prolonged shifts that diverge from the ordinary pattern of a series, show-
ing repeated irregular fluctuations, their duration depending on the characteristics of the
time series. Residual noise corresponds to random or irregular occurrences in the series
that are left after removing regular patterns [4] [5].

2.1.1 Stationarity

Another characteristic of time series is the distinction between stationarity and mnon-
stationarity. Non-stationary means that the distribution of the time series changes over
time, and the relationships between observations depend on when they are made. Sta-
tionarity means that the statistical properties of the time series do not depend on time,
and the patterns controlling the process stay the same over time. This results in a sta-
ble, unchanging behavior. Stationarity is commonly classified into weak stationarity and
strict stationarity. A time series {Y;}_, is a sequence of observations indexed by time
t, where t = 1,2,...,T. At each time point, Y; is a random variable whose value can
vary according to some probability distribution, reflecting the inherent randomness in
the process over time. Such a time series is said to be weakly stationary if the following
conditions hold [6]:
E[Y;] =p for allt

where E represents the expected value (mean) of the time series, and p is a constant.

Var(Y;) = o for allt
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where Var(Y}) is the variance and o2 is a constant.
Cov(Y:, Yirn) = v(h) for allt and fixed lag h

where Cov(Y;, Yiin) is the autocovariance, y(h) is a function of the lag h and does not
depend on ¢, meaning the covariance between Y; and Y;,, only depends on the difference
in time (the lag) and not the specific time points.

A time series Y; is strictly stationary if the joint distribution is the same for any set
of time points tq,s,...,t, and for all time lags k. This means that the distribution of
Y, Ye,, ..., Ys, is identical to the distribution of Y, —x, Yy, —,..., Ys, -k, where k is any
time shift. This means that the statistical properties of the process (such as mean, vari-
ance, autocovariance etc.) do not change over time, regardless of when the observations
are made. Strict stationarity is a stronger condition than weak stationarity, as it requires
the entire distribution of the process to be the same at all time points [7].

To determine whether a process is stationary, it is common to use the Augmented Dickey-
Fuller (ADF) test [8]. The test is based on the autoregressive process equation:

Yi=aY, 1+ X; for t=1,2--- where:

e X, is a stationary process,

o Y, is the value of the time series at time t,

o « is the coefficient that determining how much of the past value Y;_; influences the
current value Y;

The process Y; has a unit root if a = 1, indicating that the time series is non-stationary
and stationary if |o| < 1. The ADF test evaluates the null hypothesis that the process
is non-stationary, with the alternative hypothesis being that the process is stationary.
When the p-value is small (usually below 0.05), you reject the null hypothesis and con-
clude that the series is stationary. If the p-value is large, you fail to reject the null
hypothesis, indicating that the series is likely non-stationary [8].

2.1.2 Correlation

Correlation is a measure of the relationship between variables, showing both the strength
and direction of their connection. There are different methods to measure correlation
in data, with Pearson and Spearman correlation being two commonly used approaches.
Pearson measures the linear relationship between two continuous variables, with the val-
ues of the Pearson correlation coefficient ranging from -1 to 1. Two variables with a
correlation coefficient of 1 indicate a perfect positive linear relationship, meaning that an
increase in one variable will result in a proportional increase in the other. The opposite
is true for a correlation coefficient of -1, which indicates a perfect negative linear rela-
tionship. In this case, an increase in one variable will result in a proportional decrease in
the other. A coefficient of 0 means that there is no linear relationship between the vari-
ables. Values between the extremes show varying degrees of positive or negative linear
relationships, with values closer to 1 or -1 indicating stronger correlations. Spearman’s
rank correlation works similarly to Pearson’s, in that it produces a correlation coefficient
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ranging from -1 to 1, indicating the intensity and direction of the relationship between
two variables. Instead of measuring linear relationships, it evaluates the strength and
direction of the monotonic relationship between the ranks of the variables. A monotonic
relationship means that as one variable increases, the other either consistently increases
or consistently decreases [9].

Since time series consists of measurements taken at consecutive time points, each variable
can be correlated with its own past values over time, a relationship known as autocorre-
lation (ACF). The equation for the ACF coefficient py at lag k between the values of the
time series at time ¢ and ¢ + k is [6]:

o = S (e = 01) (W — 02))] _ cov (Y, Yerk)
VIS = 902 [k (e — o] o)l

where:

e 1, is the value of the time series at time ¢,

o Y = ﬁ Zf;lk y; is the mean of the time series values from time 1 to n — k,

o« Yy = ﬁ > r—14k Y- is the mean of the time series values from time 1 + £ to n,
e n is the total number of time periods in the sample, where t = 1,2,...,n,

o k is the lag, representing the shift of the time series y relative to itself,

e 0(yt), 0(yrsx) are the standard deviations of y; and y,, respectively

The ACF assumes constant variance and a stable mean, so while it can be applied to
non-stationary data, its interpretation becomes more challenging. For non-stationary
series, the ACF typically declines slowly or remains high, reflecting trends or drifts. In
contrast, for stationary series, the ACF drops quickly to zero, indicating no long-term
dependencies [10].

Partial autocorrelation (PACF) is a variation of autocorrelation that measures the direct
influence of the past value at lag k on the current value at timestep t, after remov-
ing the effects of the intermediate lags (1 to k-1). In other words, it quantifies the
correlation between y, and y;_; after removing the effect of the intervening variables
Y1,Yt—2,Yt—3," > Yi—k+1- The PACF coefficient is defined as [10]:

Okl = Corr(yt, Yt—k | Yt—1,Yt—2, - - - 7yt—k+1)

One can compare two time series, consisting of any pair of related data sets, to examine
their relationship over time, which is called cross-correlation. The cross-correlation func-
tion 74 (zy) is defined as [11]:

(2 — &) (ye—k — ¥)
V(@ —2)° /S5 — 9)?
e I is the mean of the time series x,

e ¢ is the mean of the time series v,
o k is the lag, which represents the shift of time series y relative to x

re(zy) = where:
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Moving averages or sliding windows are common in time series analysis to reduce noise and
better highlight underlying trends. This smoothing technique can be applied in various
ways, with one common approach being the Simple Moving Average (SMA), where the
average of the N most recent data points in the time series is calculated. There are also
methods that assign weights to data points according to a defined rule or method in order
give more importance to certain observations [12].
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2.2 Anomaly Detection

Anomaly detection refers to identifying data points, known as anomalies or outliers, that
deviate from the usual patterns or trends within a dataset. These deviations can of-
ten point to important issues or unexpected behaviors that require further investigation,
making anomaly detection a very important area of research. The interest and relevance
of anomalies is a critical aspect of anomaly detection. While closely related to noise han-
dling, anomaly detection focuses on identifying and interpreting irregularities that may
offer useful information, in contrast to noise, which is typically discarded or adjusted.
The specific kind of irregularity or unusual pattern to identify in the data varies across
contexts or applications, which is why anomalies are typically classified into the following
three categories [2]:

o Point anomalies. Data points that are considered anomalous or outliers when
compared to the rest of the dataset.

o Contextual anomalies. Data points that are anomalous only within a certain
context or condition. This context can be such things as behaviors, spatial locations,
or time.

e Group or collective anomalies. Individual data points that may not be anoma-
lous on their own, but together they form a pattern that is unusual or unexpected.

Common techniques for detecting anomalies include neighbor-based methods like k-NN
and LOF, clustering-based methods such as DBSCAN and k-means, one-class classifica-
tion approaches like One-Class SVM and Isolation Forest, and deep learning models such
as autoencoders and GANs [2] [13].

There are several challenges in anomaly detection, as it requires accurately identifying
rare and often unpredictable patterns within large, complex datasets. Defining what is
considered normal behavior versus anomalous behavior is often not straightforward, and
the distinction between them is not always clear. In addition, typical patterns or trends
may change over time. New anomalies can also occur over time and what qualifies as an
anomaly may change dynamically. These challenges can be approached using different
anomaly detection techniques, depending on the specific task at hand [2].

2.2.1 Supervised vs unsupervised learning

Supervised learning: refers to training a model on labeled data, where each input is paired
with a correct output, allowing it to learn patterns and make predictions on new data
based on this reference. So in the case of supervised anomaly detection, it means that
the model has data labeled both normal and anomalous. Anomalies are often rare events
that deviate from the normal pattern or expected data distribution, meaning they occur
infrequently compared to regular data. This imbalance between normal and anomalous
observations leads to class imbalance, where the majority of the data used to train a
model belongs to the normal class. Moreover, labeling of anomalies is required, which
means each individual deviation must be identified and correctly classified as either an
anomaly or normal data, which is often a labor-intensive and time-consuming process.

2] 3]
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Semi-supervised learning: Refers to a training approach where the model is trained on a
small subset of labeled data. In the context of anomaly detection, this typically means
training the model using only normal data, without any labeled anomalies. The model
learns the patterns and behaviors of the normal data to distinguish between normal and
anomalous data. This approach is often more practical than supervised methods, as it is
easier to obtain data that is considered normal or non-anomalous [2] [3].

Unsupervised learning: Refers to training performed on completely unlabeled data, thus
the model has no predefined outputs to learn from. Instead, it learns by identifying
patterns, structures, or relationships within the data on its own. Unsupervised anomaly
detection has a broader range of applications, as a lot of data is difficult to label. It
can be challenging to identify what qualifies as an anomaly, especially since new, pre-
viously unknown anomalies may emerge. The primary goal is often to discover what
constitutes an anomaly, rather than relying on pre-labeled data. Unsupervised anamoly
detection is based on the assumption that normal instances occur much more frequently
than anomalies in the data and that the model learns the structure of normal data to
detect deviations. Since there are no labels the data is evaluated by measuring deviations
from the learned patterns and assigning an anomaly score based on statistical, distance-
based, or density-based methods to identify outliers [2] [3].

2.2.2 Anamoly detection in time series

Since time series data is sequentially ordered, the main challenge in time series anomaly
detection lies in the fact that data points are not independent. They are influenced by
previous values and temporal dependencies, complicating the identification of anomalies.
Contextual anomalies in time series data refer to data points whose behavior is considered
unusual based on their position or context within the sequence. Contextual anomaly
detection identifies these anomalies, particularly when data points resemble each other
within a given context, revealing anomalies that point anomaly detection might overlook.
However, it may not always be adaptable as context cannot always be clearly defined.
Collective anomalies in time series data involve a set of subsequences that, when viewed
together, differ from the expected behavior, even if individual points appear normal. It
can be difficult to detect anomalous sequences because they often vary in length, and the
anomalous patterns may not always appear in the same order across different sequences.
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2.3 Recurrent neural networks

In machine learning, artificial neural networks are models with interconnected layers of
nodes that process inputs, similar to the structure of the brain. They consist of an in-
put layer, one or more hidden layers, and an output layer. These models process and
transform input data through weighted connections. This enables them to learn complex
patterns and relationships within the data, which allows them to make predictions based
on the learned patterns. A Recurrent Neural Network (RNN) is a neural network that
loops back to its hidden states, which can also be called memory states, enabling it to
process sequential data and retain contextual information, essentially creating a form of
memory. The output at each time step is fed back as input for the next, which means
the network incorporates past information when processing new data [14].

The most basic architecture of an RNN is made up of only one input layer, a single hidden
layer with a recurrent connection, and one output layer. The recurrent connection feeds
the hidden state from the previous time step into the hidden layer at the current time
step in order to capture the temporal dependencies. An example of such network can be
seen to the left in figure 2.1. On the right in the figure, a time-unfolded representation
of the recurrent connection is show. This visualization provides a clearer view of the
dynamic interactions over time within the network, better illustrating how the system
progresses and interacts at each time step [14] [15].

Ly Lyt oyt Ly
Wy Wy Wy Wy
( ' Wh N Wh
g J >
Wx Wx Wx Wx

Figure 2.1: Recurrent Neural Network

In the step that is called the forward pass, the input at time step t, x;, is processed by
the RNN and the hidden state h; is updated based on the current input and the previous
hidden state h;_; as following [14] [15]:

hy = on(Wyxy + Wihy 1 + by)  where:

o W, is the weight matrix that determines the contribution of the input z; to the hidden
state,
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o W), is the weight matrix that determines the contribution of the previous hidden state
h;_1 to the hidden state,
o by is the bias for the hidden state,

« ¢, the activation function for the hidden state (varies based on the problem)

The activation function is applied to the output of the hidden layer to introduce non-
linearity, helping the model to better learn the underlying structures. The bias is added
to shift the activation function, improving the model’s ability to adjust to the data. Then,
with the updated hidden state the output at time step t, y; is generated by the equation
[14] [15]:

yr = ¢y (Wyhe +b,) where:

o W, is the weight matrix that determines the contribution of the hidden state h, to the
output,

« b, is the bias for the output

¢, the activation function for the output (varies based on the problem)

Moreover, with the calculated output, the weights are updated through backpropagation,
which in RNNs is dependent on time and is therefore referred to as Backpropagation
Through Time (BPTT). The loss £ is calculated at each time stamp by the difference
between the output and the true target [14] [15]:

L=> L(y,t) where:

o L is the loss or objective function,
e tis the true target

Which loss function that is used can vary depending on the problem. Afterwards the
gradients of the loss with respect to each weight and bias parameter is computed by
propagating the error backward through time, starting from the final time step and mov-
ing backwards in time. Then, the computed gradients are used to update the weights
and biases at each time step, typically by using an optimization algorithm like gradient
descent [16].

One issue with RNNs is that during backpropagation through time, the gradient of the
loss can either become very small or very large, a problem referred to as the vanishing or
exploding gradient problem. The more hidden layers a network has, the more prominent
the vanishing gradient problem becomes, as the gradient decreases with each calculation.
As a result, the updates for the earlier layers become ineffective and the model fails to
learn correctly. The same applies to exploding gradients, but the gradient grow exponen-
tially instead of decreasing. This issue causes RNNs to be difficult to train, resulting in
both poor model performance and slow convergence, especially when handling long-term
dependencies [14] [17].
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2.4 Long Short-Term Memory networks

Long Short-Term Memory (LSTM) networks are a version of RNNs created to address
the issues associated with long-term dependencies. It does so by introducing what is
called a memory block [18].

2.4.1 Memory Block

A memory block consists of one or more self-connected memory cells and three gates:
input, output, and forget. The memory cells store and retain information over time,
allowing the network to remember past inputs and make decisions based on that stored
knowledge. The gates manage the flow of information and selectively regulates which in-
formation should be allowed through, stored, or discarded at each time step. LSTMs are
otherwise very similar to regular RNNs, but instead of basic activation units in the hid-
den layer, they utilize memory blocks to efficiently control and process data over time [18].

Figure 2.2 is a schematic diagram of the memory block and its parts. Here C; means the
state of the memory cell, also called the cell state, at time step t, h; is the hidden state
at time step ¢, z; is the input at time step ¢ and ¢ and tanh are the respective sigmoid
and hyperbolic tangent activation functions.

y LSTM Memory block A

I Forget gate Input gate Output gate I

Ct-1 j X —+ l j Ct
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\ o l P /

Figure 2.2: LSTM memory block

2.4.1.1 Forget Gate

The forget gate determines which information should be retained and which should be
discarded from the cell state. The amount of information retained is determined by the
sigmoid function, which produces an output ranging from 0 to 1. A value of 1 results
in all the information being retained, and a value of 0 means that all the information

11
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will be discarded. Values in between function as a scalar, determining the proportion of
information to be retained. The equation for the forget gate is [19][20]:

fi = o(Wypxy + Wephy_y + by)  where:

o f; is the forget gate output at time step t,

o Wy, is the weight matrix that determines the contribution of the input z; to the forget
gate’s activation,

o Wy, is the weight matrix that determines the contribution of the previous hidden state
h:_1 to the forget gate’s activation,

« by is the bias term for the forget gate

2.4.1.2 Input Gate

The input gate controls whether the memory cell is updated and, if so, the extent of the
update. The input gate is calculated by [19][20]:

iy = o(Wizzy + Winhy—1 + b;)  where:

o i, is the input gate output at time step ¢,

o W, is the weight matrix that determines the contribution of the input z; to the input
gate’s activation,

o Wiy is the weight matrix that determines the contribution of the previous hidden state
h:_1 to the input gate’s activation,

o b; is the bias term for the input gate

In the input gate, the sigmoid function determines the proportion of new information
that should be used to update the cell state. The selected information is then combined
with the candidate cell state, which is the propose potential new memory information
derived from the current input and the previous hidden state. The candidate cell state
is calculated as follows [19][20]:

C, = tanh(We,xy + Wephi—1 +b.)  where:

« C, is the candidate cell state at time step ¢,

o W, is the weight matrix that determines the contribution of the input z; to the
candidate cell state,

o W, is the weight matrix that determines the contribution of the previous hidden state
hi_1 to the candidate cell state,

e b. is the bias term for the candidate cell state

The tanh activation function produces outputs in the range of -1 to 1, which helps prevent
the cell state from reaching extreme values. This bounded range stabilizes the memory
and reduces the risk of exploding and vanishing gradients during backpropagation. The
memory cell is then updated by forgetting a portion of the previous state using the forget
gate and adding a new candidate value, influenced by the current input. The equation
for this update is [19][20]:

Cy = fiC1+ i,C, where:
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o (; is the updated cell state at time step t,
o (1 is the previous cell state

2.4.1.3 Output gate

The output gate decides how much of the stored memory should be output based on the
current input and previous state. It achieves this by calculating the next hidden state of
the memory block, which is then used as the output of the memory block at the current
time step. The equation for the output gate is given by [19]]20]:

or = o(Wogxy + Worhi—1 +b,)  where:

o 0, is the output gate output at time step ¢,

o W, is the weight matrix that determines the contribution of the input x; to the output
gate’s activation,

o W, is the weight matrix that determines the contribution of the previous hidden state
h;_1 to the output gate’s activation,

e b, is the bias term for the output gate

The sigmoid function here works again like a scaler, deciding how much of the cell state’s
memory should be output. The hidden state h; at time step t is then updated with the
equation [19][20]:

hy = o tanh(CY)

13
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2.5 Variational autoencoder

Autoencoders are another type of artificial neural networks that learns to replicate its in-
put by first encoding the input data into a lower-dimensional latent representation, then
decoding the latent representation back to reconstruct the original input. It consists
of two parts, an encoder and a decoder, which perform respective tasks of compressing
the input and reconstructing it. Standard autoencoders are primarily used in unsuper-
vised learning, which means that the model is not trained with labeled data. Labeled
data provides direct guidance by indicating the correct output for each input, helping
the model to learn the mapping between the inputs and their corresponding targets. In
unsupervised learning, the model instead learns by identifying patterns and structures
within the data itself, without any predefined labels. By discovering underlying features,
such as similarities and differences, within the data, and the model can use those features

for drawing meaningful conclusions or making decisions based on the inherent structure
of the data [21].

Variational autoencoders (VAE) are a type of autoencoders with added probabilistic el-
ement by modeling the encoding process as a distribution. The input data is mapped
to a latent space where each point represents a probability distribution instead than a
fixed vector. This makes the latent space continuous, allowing for smooth interpolation
between points. As a result, VAE are also able to generate new data rather than just
reconstructing existing inputs, making them a type of generative model. VAEs are pri-
marily used for unsupervised learning, but they have also been shown to be adapted for
semi-supervised and supervised learning tasks [22] [23] [24].

2.5.1 Encoder — Decoder

The encoder transforms the input x into a lower-dimensional representation, producing
two outputs: the mean and the standard deviation of a latent distribution. These pa-
rameters define a probability distribution over the latent variable z, typically modeled as
Gaussian. To generate or reconstruct data effectively, the encoder must determine the
likelihood of different values of z given the observed input. This requires computing the
posterior distribution p(z|z), which represents the probability of z taking specific values
after observing . Computing the posterior distribution directly is difficult because of
its complexity, particularly when the latent variable is high-dimensional. Therefore, the
encoder instead approximates the posterior distribution by learning a variational distri-
bution g,(z|x). The equation for the variational distribution is [24] [25]:

4s(zIr) = Nz | (), 0*(z)),  where:
o u(x) is the mean of the latent distribution over z for a given input x,
) 0’2(
(

x) is the variance of the latent distribution over z for a given input =,
z | u(z),0?(x)) is the Gaussian distribution with mean pu(x) and variance o?(x)

A z is then sampled using what is called the reparametrization trick in the equation:

z=pu(x)+o(zr)- e where:
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o ¢ is a random sample from the standard normal distribution N (0, 1)

In probabilistic models with random variables, backpropagation can be difficult because
sampling from probabilistic distributions is non-differentiable. The reparametrization
trick adds noise through the variable €, in order to express z as a deterministic function
instead of a random variable. This separates the randomness from the learned param-
eters, making the sampling process differentiable and enabling smooth backpropagation
[24] [25].

The decoder then reconstructs the data by mapping the latent representation z back to
the original input space, producing a probability distribution over the possible recon-
structions. This distribution reflects the likelihood of each possible output 2/, given the
latent variable z. In figure 2.3 the architecture of the VAE is demonstrated.

_) p —
X ——» Probabilistic € —— 7 Probabilistic X'
Encoder Decoder
_) 0 e

Figure 2.3: Variational autoencoder architecture

2.5.2 Loss function

The reconstructed data from the decoder is then propagated back through the network.
VAEs objective is to maximize the Evidence Lower Bound (ELBO) in order to optimize
the variational distribution and better approximate the true posterior. It is a lower
bound on the data log-likelihood, which assesses the probability of observing the given
data under a specific probabilistic model. Maximizing it improves the model’s ability
to better explain or fit the data. ELBO is composed out of the reconstruction loss
and the Kullback-Leibler divergence. The reconstruction loss is the loss function used
for standard autoencoders, measuring the difference between the decoder’s output and
the original input. The reconstruction loss can be computed using various algorithms,
with the choice depending on the type of data and task requirements. When the decoder
reconstructs data, it samples from the particular points in the latent space that correspond
to the original inputs. For the decoder to be able to generate new data, it needs to be
able to sample from any region within the latent space. To enable the decoder to not
only reconstruct data, but also successfully generate data, a supplementary regularization
term, the Kullback-Leibler divergence or KL divergence, is added. The KL divergence is
a measurement of how much one probability distribution differs from another. The prior
distribution p(z) is the initial assumption about the latent variable z, before observing
any data. In VAEs, the prior is typically chosen as a standard multivariate Gaussian
distribution N (0, I). The aim is to minimize the KL divergence between the variational
distribution ¢,(2|z) and the prior distribution p(z) to create a structured latent space
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that ensures smooth and consistent representations. ELBO is calculated by [24] [25]:

Lerso = Ey, 210 [log p(7|2)] — KL(gs(z]2)||Ip(2)) where:

e Lgipo is the objective function,

o Eg,(zo)[log p(z]2)] is the reconstruction loss. This term computes the expected log-
likelihood of reconstructing the data x from the latent variable z, averaged over the
variational distribution gs(z|x),

o logp(x|z) measures how well the model reconstructs data, where p(z|z) represents the
probability of generating the observed data = given the latent variables z,

o KL(gs(2|2)|lp(2)) is the KL divergence between the variational distribution g4(z|x)
and the prior distribution p(z)

2.5.3 Self-attention

Self-attention is a mechanism that helps models to capture dependencies between differ-
ent positions in a sequence, allowing it to generate a more meaningful representation. It
is commonly used in transformer models but has also been applied in VAE models [26]
[27].

Attention is computed as the weighted sum of three vectors: queries (Q), keys (K), and
values (V), where the weights are determined by the relationships between the queries
and keys. A common form of attention is the scaled dot-product attention, where the
input consists of queries and keys, both of dimension d, and values of dimension dy . It
is given by the equation [28]:

Attention(Q, K, V) = softma (QKT> Vv
ntion(Q, K, V) = softmax
ven

The queries and keys are first transformed through linear mappings to calculate their
compatibility. These compatibility scores are then used to determine the weights for each
value. Multi-head attention is an extension where multiple attention functions (referred
to as heads) are computed in parallel, rather than just a single one. This is done by
linearly projecting the queries, keys, and values into multiple smaller dimensions. The
model can then capture dependencies across different representation spaces and positions
within the input. Afterward, the outputs from all attention heads are concatenated and
passed through a final linear layer to produce the final output. The equation for Multi-
Head Attention is given by [26] [28]:

Multi-head(Q,K, V) = Concat(Head,, Heads, . . ., Head;, )W

Head; = Attention(QW2, KWX VW)  where:

. VVZ-Q is the Query weight matrix for the i-th attention head,
o WX is the key weight matrix for the i-th attention head,

« WY is the Value weight matrix for the i-th attention head,
« WO is the output weight matrix,

e h is the number of attention heads
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Method

This section aims to provide an overview of the data handling process and the develop-
ment of the model as well as reasoning behind model architecture choices made. While
Chapter 2 provides a theoretical background and an understanding of the techniques used
in this report, this section will primarily focus on the justification for these techniques
and their practical implementation. The framework used in this project is PyTorch, an
open-source machine learning library, with Python as the programming language [29].
Additionally, Ray Tune, a hyperparameter tuning library, has been utilized to optimize
model performance [30]. Furthermore, GPT-4 was utilized as a suggestion tool when writ-
ing the thesis, used to overall increase the grammatical degree and provide suggestions
for sentence building.

3.1 System

Supervised and semi-supervised methods were considered but deemed unsuitable due to
the need for labeled data and the difficulty in obtaining expert knowledge. Given the goal
of detecting previously unobserved anomalies, an unsupervised approach was selected.

3.1.1 Dataset

The data used in this project consist of time series data from vessel engine signals which
are retrieved from a SSMS-database (SQL Server Management Studio). The datasets are
structured and given in a tabular format with defined attributes such as vessel, engine,
signal names and mean value, recorded at specific timestamps. An example of the raw
data format, with dummy values, can be seen in table 3.1. For this project one vessel
was chosen and total of 10 signals were selected for analysis.

Table 3.1: Example table illustrating the structure of raw data (dummy values).

Timestamp Vessel Name | Mean Value | Engine Name.Signal Name
2024-01-01 12:00:00 Vessel X 123.45 Engine A.Signal 1
2024-01-01 12:00:01 Vessel X 125.32 Engine B.Signal 1
2024-01-01 15:23:04 Vessel Y 39.89 Engine A.Signal 2
2024-01-01 15:23:05 Vessel Y 41.12 Engine B.Signal 2
2024-01-01 15:23:06 Vessel Y 305.23 Engine A.Signal 3

During the initial data exploration, an analysis of the time series characteristics, examin-
ing aspects such as seasonality, stationarity, correlation, autocorrelation, and cycles was
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conducted. However, upon further evaluation, it was determined that only correlation
and autocorrelation significantly impacted the modeling and the research objectives of
the project. The reason for not including the other metrics was that the boat data is
mostly independent of seasons, has no evident cycles, only smaller trends and the ADF
tests presented in table 3.2 indicated that all signals are stationary. As a result, it was
concluded that it was only necessary to focus on correlation and autocorrelation, and the
other aspects were excluded from further analysis.

Table 3.2: ADF test results for signal configurations. Note: Signals 1-3 differ between
the 3-signal and 7-signal configurations.

3-Signal Configuration

Signal ADF p-value Stationarity

Signal 1 0.000 Stationary
Signal 2 0.033 Stationary
Signal 3 7.475 x 10722 Stationary

7-Signal Configuration

Signal ADF p-value Stationarity

Signal 1 0.0349 Stationary
Signal 2 1.786 x 1012 Stationary
Signal 3 2.169 x 10~20 Stationary
Signal 4 2.405 x 107 Stationary
Signal 5 0.01 Stationary
Signal 6 8.878 x 10717 Stationary
Signal 7 0.003 Stationary

3.1.2 LSTM Variational Autoencoder model

Several models used for anomaly detection were considered, including Transformers, Gen-
erative Adversarial Network (GAN), and simpler Autoencoders. Although GAN and
Transformer-based models may prove successful in anomaly detection, they are not neces-
sarily the optimal choice for the current system. GANs, although powerful for generating
realistic data distributions, may suffer from instability in training leading to extensive
hyperparameter tuning and careful model balancing.

Transformer-based models, on the other hand, excel in capturing global dependencies but
come with high computational costs, especially when processing longer sequences which
was required during training to capture larger behavioral patterns. Autoencoders can
be effective for anomaly detection by highlighting outliers through reconstruction error,
though variational autoencoders are more powerful due to their probabilistic framework,
which better models uncertainty and outliers.
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Considering this, along with numerous studies highlighting the efficiency and accuracy
of LSTM-based encoder-decoders, this approach was deemed appropriate. Additionally,
incorporating a self-attention mechanism, known for its effectiveness in handling mul-
tivariate sequential time series, ensures that the model’s architecture is well-suited to
the system’s requirements. Self-attention offers a balance between effective representa-
tion learning, sequential data handling, and improved attention to relevant features over
time. The models architecture can be seen below in figure 3.1 which illustrates a simpler
overlay of the components of the autoencoder. 5]

Input Time-Series Data
1
Encoder:
- LSTM Layer 1: Extracts temporal features.
- LSTM Layer 2: Refines temporal representations.
- Dense Layers: Outputs zmean and ziog var-
+
Latent Space Sampling:
Z = Zmean + €XP(0.5 * Zog var) - €, €~ N(0,1)
1
Decoder:
- LSTM Layer 1: Processes latent variables.
- Self-Attention Mechanism: Enhances temporal focus.
- LSTM Layer 2: Refines intermediate representations.
- Dense Layer: Reconstructs the original signals.

!

Reconstructed Data

1

Reconstruction Error Calculation:
N ~
Lrecon = % Zi:l ||xz - szQ
d

Anomaly Detection:

Data points with high reconstruction error are flagged as anomalies.

Figure 3.1: Architecture of the Variational Autoencoder (VAE) Model.
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The LSTM layers handle the temporal dynamics of the input data by extracting and re-
fining key temporal features, as illustrated in figure 3.1. Specifically, the encoder consists
of two LSTM layers: the first extracts temporal features, while the second refines these
representations. Dense layers then output the latent variables, zyean and ziog var, Which
are sampled to form the latent space representation. The VAE framework leverages this
latent space to learn representations of normal behavior, enabling efficient detection of
deviations that signify anomalies.

The decoder processes the latent variables through an optional attention mechanism,
enhancing temporal focus, followed by additional LSTM layers and dense layers to recon-
struct the original signals. Reconstruction errors are calculated as:

Lreon = =3 s =
recon — Tt Ty — Xy
N i=1 ’

where data points with high deviations are flagged as anomalies. The reconstruction
error measures how well the model can recreate the input, while the overall loss optimized
during training combines this reconstruction error with a KL divergence term to regularize
the latent space. The integration of self-attention further enhances the model’s ability
to focus on relevant sequence elements and capture long-range dependencies, ensuring a
resource-efficient and timely detection of faulty signals.
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3.2 Model development and data flow

3.2.1 Data Preprocessing

The data preprocessing pipeline begins by filtering the raw data based on the engine
name, signals, and the mean value of these signals in the SSMS database. Afterward, the
data is split into training and test sets, and normalization is applied separately by scaling
each signal to the range [0,1], based on its minimum and maximum values. Normaliza-
tion was applied before most other preprocessing steps, so outliers in the training data
were included in the normalization calculations. This normalization process ensures that
all signals have comparable ranges, which improves model convergence during training.
Normalization is important in time series analysis as it preserves the correlations between
signals, which are essential for maintaining the structural relationships required for effec-
tive anomaly detection. Correlation, using Pearson’s method, captures the strength and
direction of relationships between variables, as can be seen later in figure 3.3.

To handle time-series data, the datasets are divided into sequences. Each sequence rep-
resents a fixed number of consecutive timestamps, determined by a sequence length pa-
rameter (e.g., 30 timestamps). A sliding window approach is used to create overlapping
sequences, with a configurable step size to control the degree of overlap. This approach
captures temporal dependencies and provides context for each observation.

Although the dataset is complete, there are instances where only some sensors produce
outputs, resulting in missing values when the signals are aligned on a timeline. The
missing values, represented as NaN, are replaced using a forward-fill and backward-fill
approach, followed by interpolation to compute the mean of neighboring non-NaN values.
This ensures that gaps in the data do not disrupt model training or cause inference. For
time-series data, this interpolation is performed within each sequence to maintain tem-
poral consistency, aligning with the sequential nature of time series data.

Outliers are a specific type of anomaly, meaning extreme individual data points. Anoma-
lies also include more complex deviations such as unusual temporal or correlational pat-
terns, which were deemed more important and interesting to examine. Therefore, initial
outlier detection and smoothing were applied to the training data to reduce the impact
of these extreme points and ensure the model is not trained on obvious outliers.

Outlier detection, smoothing, and robust scaling are applied to the training data to pre-
vent the model from training on anomalies. Outliers are detected using a combination of
the z-score and interquartile range (IQR) methods. The z-score measures how far a data
point deviates from the mean in terms of standard deviations, while the IQR identifies
outliers based on the range of the middle 50% of the data. Additionally, percentile clip-
ping is applied to remove extreme values outside a specified percentile range (e.g., 1st to
99th percentile).

Smoothing is performed using a moving average with a configurable window size (e.g.,
5 timestamps), which reduces noise while preserving underlying trends in the data. For
signals with high variability, an exponential moving average is used to give more weight
to recent observations. After outlier handling and smoothing, robust scaling is applied
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to further reduce the influence of extreme values, ensuring a more stable data distribu-
tion, particularly for signals with heavy-tailed distributions. Furthermore, compression
techniques are applied to both train and test data for dimensionality reduction and data
aggregation. This is applied to optimize the data for storage and processing. For exam-
ple, signals may be aggregated over fixed time intervals to reduce the dataset size while
retaining essential information.

Before preprocessing, the raw data also undergoes validation to ensure quality and con-
sistency. This includes checking for duplicate timestamps, verifying consistent sampling
rates, and ensuring that all required signals are present. After preprocessing, additional
checks are performed to confirm that no NaN or infinite values remain in the dataset.
The preprocessing pipeline is implemented in a distributed environment using Apache
Spark, enabling it to handle large datasets efficiently. The final result, shown in table
3.3, presents an example of a fully preprocessed data sample with dummy values.

Table 3.3: Example table illustrating the structure of the preprocessed data (dummy
values).

Timestamp Signal 1 | Signal 2 | Signal 3 | Signal 4 | Signal 5
2024-01-01 12:00:00 0.25 0.78 0.63 0.12 0.55
2024-01-01 12:00:01 0.30 0.81 0.60 0.15 0.50
2024-01-01 12:00:02 0.28 0.79 0.65 0.11 0.52
2024-01-01 12:00:03 0.31 0.80 0.64 0.14 0.53
2024-01-01 12:00:04 0.29 0.77 0.62 0.13 0.54

3.2.2 Model Training

The training begins by splitting the input data into training and validation sets. The
training and validation data are then loaded into PyTorch Datal.oader objects, which
handle batching and shuffling of the data. The VAE model is trained using the Adam
optimizer, with gradient clipping applied to prevent exploding gradients. Each epoch
consists of a training and validation phase. During the training phase, the model pro-
cesses batches of data, computes the forward pass, and calculates the total loss, which is
a weighted sum of the reconstruction loss and the KL (Kullback-Leibler) divergence loss.
The reconstruction loss measures the difference between the input and the reconstructed
output, while the KL divergence loss regularizes the latent space to approximate a stan-
dard normal distribution.

3.2.3 Anomaly Detection

Following the training phase, the system transitions into the anomaly detection stage,
where the Variational Autoencoder (VAE) encodes input data into a compact latent
representation and reconstructs it back into the original data space. Anomalies are iden-
tified by calculating the reconstruction error, measured as the mean squared error (MSE)
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between the original input and its reconstructed output. Higher reconstruction errors
signify potential anomalies, as they indicate instances where the VAE struggles to ac-
curately recreate the data. By analyzing these errors over time and across signals, the
system captures both individual signal issues and interactions between signals, effectively
detecting irregularities while considering temporal correlations and relationships within
the sequence.

Input Time-Series Data

Encoder: Extract Latent Representation

Latent Space Sampling

Decoder: Reconstruct Data

Reconstruction Error Calculation

Anomaly Detected? >————| Flag as Anomaly

Normal Data

Figure 3.2: Pipeline of the Variational Autoencoder (VAE) Model for Anomaly Detec-
tion.

The process of anomaly detection using the Variational Autoencoder (VAE) model is
illustrated in figure 3.2. The pipeline begins with the input time-series data, which is
passed through the encoder to extract a compressed latent representation. The latent
space sampling step ensures that the latent variables are sampled in a differentiable man-
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ner, enabling optimization during training. The decoder then reconstructs the data back
to its original space. The reconstruction error is calculated as the difference between the
original input and the reconstructed output. Finally, a decision is made based on the
reconstruction error: if the error exceeds a predefined threshold, the data point is flagged
as an anomaly; otherwise, it is classified as normal data. This pipeline effectively cap-
tures both temporal dependencies and multivariate relationships, making it well-suited
for anomaly detection in time-series data.

Deviations in the latent space are quantified using the Mahalanobis distance, which mea-
sures how far a data point deviates from the learned latent distribution. This approach
is particularly effective for multivariate time series data, as it accounts for correlations
between variables. The correlations between the signals are substantial to the model in
utilizing all available information. This can be seen in figure 3.3, which shows the Pearson
correlations for seven trained signals. The signals demonstrate strong correlations with
one another, providing support for the importance of incorporating these correlations in
the analysis. The seven signals show only positive correlations with each other, resulting
in correlation values ranging from 0 to 1 in the current analysis. It is important to note
that the correlation coefficient ranges from -1 to +1; however, since no negative correla-
tions were detected in this dataset, the lower bound of the scale is not represented in the
plot.

Original Signal Correlations

Signal_1

Signal_2

Signal_3

0.7

Signal_4

0.6

0.5

Signal_6 Signal_5

Signal_7

Signal_1 Signal_2 Signal_3 Signal_4 Signal_5 Signal_6 Signal_7

Figure 3.3: A correlation matrix illustrating the Pearson correlations between the seven
signals used in one of the trained model runs.
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3.2.4 Hyperparameter Tuning with Ray

To optimize the performance of the VAE model, Ray Tune is utilized, a scalable and flex-
ible hyperparameter tuning library. Ray Tune allows for efficient exploration of a wide
range of hyperparameter configurations while leveraging distributed computing resources.

The Asynchronous Successive Halving Algorithm (ASHA) scheduler is used to terminate
poorly performing trials early and allocate more resources to promising configurations,
thereby reducing the overall computation time. The results of the tuning process are
tracked and stored, with the best-performing configuration identified based on the lowest
validation loss. This configuration is saved for future use, along with a detailed history
of all trials, including their hyperparameters and corresponding losses.

3.3 Evaluation Process

3.3.1 Introducing synthetic anomalies

Anomalies were iteratively removed in three stages by detection and removal phases. After
cleaning the data, synthetic anomalies were introduced to test model robustness. These
were then detected and removed in two additional passes, following the same threshold-
based approach. This iterative process ensured improved data quality and validated the
model’s anomaly detection capabilities.

3.3.2 Anomaly Correction

The purpose of anomaly correction is to enhance the understanding of the anomaly de-
tection and to highlight a potential direction for further development using the model.
The process leverages the VAE model’s ability to reconstruct input data and analyze its
latent space representation. For each detected anomaly, the correction process involves
replacing the anomalous data point with the corresponding reconstructed value generated
by the VAE model. This ensures that the corrected data adheres to the learned patterns
of the system while maintaining temporal consistency.

In cases where anomalies persist or the reconstruction is insufficient, additional tech-
niques such as forward-filling and moving average smoothing are applied to maintain
temporal consistency in the corrected data. Furthermore, signal-specific thresholds are
dynamically calculated to identify and correct anomalies on a per-signal basis, allowing
for adjustments tailored to the characteristics of each signal.

For domain-specific applications, physical consistency checks are performed to ensure the
corrected data adheres to real-world constraints. For example, in vehicle data, corrections
may be validated to ensure that speed and position changes are consistent with physical
laws. By combining reconstruction-based corrections, latent space analysis, and domain-
specific validation, the anomaly correction process ensures that the corrected data may
be more accurate and consistent with the underlying patterns of the system.
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3.3.3 Model comparison

To evaluate the performance of the proposed LSTM-VAE model for unsupervised anomaly
detection, a comparative analysis against eight widely used baseline methods was con-
ducted. These methods are k-Nearest Neighbors (KNN), Local Outlier Factor (LOF),
DBSCAN, Isolation Forest, One-Class SVM, K-Means, and ARIMA ( [31] [32] [33] [34]
[35] [36] [37] ). To effectively apply these models, dimensionality reduction was necessary
due to the high dimensionality of the data. t-distributed Stochastic Neighbor Embedding
(t-SNE) was chosen for this purpose [38]. Given the fully unsupervised setting and ab-
sence of ground truth labels, all models were evaluated using internal metrics commonly
applied in anomaly detection, such as anomaly scores and clustering-based consistency.
In certain cases, qualitative analysis was also conducted through visual inspection of the
detected anomalies and their temporal patterns.
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Results

This chapter provides an in-depth exploration of the results produced by the anomaly
detection model, showcasing its ability to identify anomalies effectively. The chapter is
structured to present results for datasets with three and seven signals, followed by eval-
uations using reconstruction errors, synthetic anomalies, and comparisons with baseline
models. The aim is to provide not only a representation of the model’s performance but
also an understanding of the reason behind the chosen evaluation metrics and method-
ologies.

4.1 Model output

The model was trained on two distinct datasets containing three and seven signals, re-
spectively. The first dataset includes signals labeled as signal 1, signal 2, and signal 3,
while the second dataset comprises signals labeled as signal 1 through signal 7. To avoid
confusion, it is important to note that the labels signal 1, signal 2, and signal 3 in the
second dataset refer to different signals than those in the first dataset. In all figures, the
x-axis represents time and the y-axis indicates the signal values, illustrating how each
signal evolves over time. Across all plots, anomalies are marked with red dots along
the signal curve. These red dots highlight points where the signal deviates significantly
from its expected pattern, including outliers such as sudden spikes or drops, as well as
contextual and group anomalies that arise from temporal dependencies and correlations
across signals. Figure (4.11) and (4.10) contain the distribution for the plots includes
the original signal and the corrected signal. The corrected signal is where anomalies or
outliers have been replaced with the model’s reconstructed data. These represent what
the model estimated the values to be but lack sufficient confidence to be considered re-
liable. They should be considered more as additional insights into the model’s behavior
and performance rather than definitive results.

This section illustrates the output of the model for these datasets, highlighting its ability
to detect anomalies. The results presented here are complemented by additional visual-
izations in Appendix B. Beyond merely illustrating the outputs, this section also discusses
the evaluation methods employed to validate the model’s reliability and effectiveness. It
is crucial to note that the nature of the signals and their correlations vary between the
three-signal and seven-signal configurations, which is reflected in the analysis.
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4.1.1 Three signals

Figures 4.1 and 4.2 each contain three subplots, with each subplot representing a differ-
ent signal. In figure 4.1, at the center bottom of all three figures, a anomalies can bee
seen in all three signals, indicating that the overall timestamp is flagged as anomalous.
Additionally, in signal 3 in the top left, a larger sequence anomaly is visible, indicating
that while the other two signals follow a similar pattern, signal 3 deviates significantly
at this point.
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Figure 4.1: Original Data with Detected Anomalies for three signals
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Figures 4.2 and 4.3 present zoomed-in views of the signals, providing a closer look at the
anomaly behavior. In the bottom subplot of figure 4.2, a distinct sequence of anomalies
can be observed.
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Figure 4.3: Zoomed-in view of a section of the signal

Figure 4.4 illustrates the correlation between signal 1, signal 2, and signal 3. This plot
shows the relationships and dependencies among the three signals and how variations in
one signal can impact the others. The plot shows a strong positive correlation between
signal 1 and signal 2, while signal 3 has a moderate negative correlation with both. This
type of analysis is vital for understanding how anomalies in one signal might influence or
relate to anomalies in others, thereby providing a more comprehensive evaluation of the
dataset.
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Figure 4.4: Pearsons correlation between signal 1, signal 2 and signal 3
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4.1.2 Seven signals

Figure 4.6 and 4.7 follows the configuration of figure 4.1, but instead of three subplots,
it includes seven subplots, each representing a different signal. It is important to note
that the three-signal dataset and the seven-signal dataset together represent 10 distinct
signals, as previously described. As in figure 4.1, the x-axis represents time and the y-axis
shows signal values, with anomalies marked by red dots. In the top subplot of figure 4.6
anomalies are spread out over the entire signal, not just concentrated in one area. In
the other six subplots, the highest number of anomalies appears at the far right end of
the plot, with a few others scattered throughout. A noticeable drop is visible in subplots
two, four, and five, where the anomalies occur.

Anomalies are identified and marked across all seven signals, with some signals exhibit-
ing anomalies spread throughout their entirety, while others show concentrated anomaly
clusters. This difference helps highlighting the model’s adaptability to varying signal
behaviors. Additionally, further visualizations can be found in Appendix B, which may
provide further insight of how anomalies are distributed across different signals and se-
quences.

Figure 4.5 shows a zoomed-in section of signal 6, where a continuous region is flagged as
anomalous. The anomalies appear grouped along a smooth portion of the signal, rather
than as isolated outliers. This may illustrate that the model can detect subtle, sustained
deviations in patterns, in comparison to outliers which can be detectable by the human
eye as more obvious spikes in the data.
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Figure 4.5: A zoomed in graph of signal 6, which is centralized around the area with
anomalies, illustrating a grouping of on a smooth line.
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Figure 4.7: The last 3 signals for the anomaly detection of 7 signals with original data
included.
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4.2 Evaluation

The evaluation section seeks to provide reliability to the models results with assessments
of the anomaly detection for the model’s performance. By analyzing reconstruction errors,
synthetic anomalies, and comparing with statistical methods, this section aims to provide
a comprehensive understanding of the model’s strengths and limitations.

4.2.1 Reconstruction Error

The anomaly detection process consists of calculating reconstruction errors, which mea-
sure the difference between the original input and the reconstructed output. These errors
are used to identify anomalies, with thresholds dynamically determined based on statis-
tical properties such as the mean and standard deviation of the errors. Additionally, the
latent space is analyzed to detect deviations from the learned distribution, using metrics
like the Mahalanobis distance to quantify how far a data point lies from the expected
latent representation.

Figure 4.8 and 4.9 contains two subplots each. The upper subplots visualizes how recon-
struction error varies over time and identifies anomalies based on the threshold 6. The
x-axis represents time, while the y-axis shows the error magnitude, which measures the
difference between original data and its reconstruction. The horizontal line across the
plot represents the threshold 6. Any point where the reconstruction error rises above this
threshold is considered an anomaly and is marked with a red dot. The lower subplots
shows the distribution of reconstruction errors, with the error magnitude plotted on the
x-axis and the density of occurrences on the y-axis. This plot visualizes how frequently
different error magnitudes occur, evaluating how accurately the model reconstructs the
data. The threshold is marked by a red dotted line, and the region beyond the threshold
is shaded in red, indicating the anomaly region where significant reconstruction errors
occur. In the top subplot in 4.8 the error magnitude stays below the threshold, indi-
cating that the model’s reconstructions are within the acceptable range and consistent
with the original data. The bottom subplot shows a primary normal distribution with a
secondary smaller one, suggesting the presence of two distinct groups. Most errors are
small, but a portion of the errors show larger anomalies. In figure 4.9 the top subplot,
the error magnitude remains mostly below the threshold, but there are some anomalies
that exceed the threshold. The bottom subplot show that the error distribution follows
a normal distribution, with most errors small and centered around the mean, indicating
generally accurate reconstructions. However, the anomaly region is relatively large with
a long distribution tail.
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Figure 4.8: Reconstruction Error with Anomaly Threshold # and Detected Anomalies
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Figure 4.9: Reconstruction Error with Anomaly Threshold ¢ and Detected Anomalies

Figure 4.10 and 4.10 shows the distribution of the original data and the corrected data
for seven signals. The two distributions mostly overlap, suggesting that the model has
reconstructed the data accurately. Furthermore, sections where they don’t overlap indi-
cate areas where the model might flag anomalies, depending on the reconstruction error
at these points.
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Figure 4.10: The first 4 signals of the comparison of original and corrected data distri-
bution.
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Figure 4.11: The last 3 signals of the comparison of original and corrected data distri-
bution.

12

4.2.2 Synthetic Anomalies

The use of synthetic anomalies serves to test the robustness and adaptability of the
anomaly detection model. The synthetic anomalies are artificially introduced into the
dataset to simulate realistic scenarios where abnormal data points may occur. This ap-
proach allows for further insight and evaluation of the model’s ability to detect anomalies
that were deliberately designed to challenge its detection capabilities. By iteratively in-
serting and removing anomalies, the methodology ensures a comprehensive assessment of
the model’s strengths and limitations in handling diverse anomaly patterns.

The figures below show five stages from the iterative removal and synthetical adding of

anomalies, each of which is further divided into three smaller subplots, each representing
a different signal. The figure shows the results of anomaly detection performed by the
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model on the original data.
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Figure 4.12: Anomaly detection on original data.

The second then displays the output of the model after
removing the anomalies found in the first run. The third shows the model’s output from
the third round of anomaly detection, this time applied to the dataset with synthetic
anomalies inserted. The remaining two subplots show the fourth and fifth stages, where
anomaly detection was repeated after progressively removing detected anomalies in each
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Figure 4.13: Anomaly detection after removing the anomalies found in the original
data.
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Figure 4.14: Synthetic anomalies inserted into the dataset for evaluation.
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Figure 4.15: Anomaly detection after removing synthetic anomalies.

Signal_1 - Iteration S2

— original

o 2000 4000 6000 8000 10000
Time Step

Signal_2 - Iteration S2

—— original
00 ® Anomalies (1)

o 2000 4000 6000 8000 10000
Time Step

Signal_3 - Iteration S2

—— original
\ \ ® Anomalies (16)

o 2000 4000 6000 8000 10000
Time Step

Figure 4.16: Anomaly detection after removing synthetic anomalies and reapplying
anomaly detection.
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4.2.2.1 Traditional Metrics

Threshold-based performance metrics, such as precision, recall, F1 score, and ROC curves,
are often used to evaluate the trade-off between sensitivity and specificity in anomaly
detection. While these metrics could be calculated for the model, they offer limited value
in this case. The model consistently produces results dominated by true positives, with
only a negligible fraction of false negatives, false positives, or true negatives, where further
understanding of why this happens can be found in Appendix A. This skewed distribution
renders the metrics uninformative, as they fail to provide meaningful additional insights
into the model’s performance. Consequently, the calculation of such metrics does not
contribute to a deeper understanding of the model’s capabilities or limitations in this
context as can be seen below.
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Figure 4.17: Confusion matrix illustrating the distribution of true positives, false posi-
tives, true negatives, and false negatives for the synthetic anomaly detection test.

Table 4.1: A table of the metrics from a trial run on the synthetic anomalies, calculated
using the values from figure 4.17.

Precision | 0.999

Sensitivity | 0.001
Specificity | 0.000

The confusion matrix presented in Figure 4.17 illustrates the outcomes following the
second iteration of synthetic anomaly removal. These figures serve to complement the
analysis by visually depicting the distribution of true positives, false positives, true nega-
tives, and false negatives in the synthetic anomaly test. Although traditional metrics are
used sparingly, the matrix offers a clearer perspective on the model’s detection patterns.
Additionally, since most of the more apparent anomalies were eliminated in earlier iter-
ations, only the subtler anomalies remain. With the robustness threshold set sufficiently
high, the model appropriately refrains from flagging these subtle points, as intended.
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The iterative process of adding and removing synthetic anomalies, combined with statis-
tical evaluations, demonstrates the model’s robustness and adaptability. This approach
further helps ensure that reliability of the model and that is not only capable of detect-

ing anomalies but also of iteratively improving its detection accuracy in the presence of
controlled distortions.
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4.3 Baseline Comparison

The simpler models KMeans, KNN, DBSCAN, ARIMA, Local Outlier Factor, Isolation
Forest, and One-Class Support Vector Machine were used as baseline models, establishing
the minimum performance level that the LSTM VAE model should meet or exceed.
Figure 4.18 visualizes the data distribution, where t-SNE has been applied to reduce the
dimensionality of the data for easier visualization. The plot shows the data projected onto
two dimensions (t-SNE Component 1 and Component 2). Because the baseline models
rely on dimensionality reduction to handle the high-dimensional data, and the LSTM-
VAE processes the original signals directly, their outputs are based on fundamentally
different representations. This makes it difficult to fully compare their anomaly detection
performance, as the dimensionality reduction can distort relationships that the LSTM-
VAE preserves.
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Figure 4.18: t-SNE visualization of the dataset, with components 1 and 2

Figure 4.19 displays eight subplots. Each subplot visualizes the anomaly detection perfor-
mance of the models KMeans, KNN, DBSCAN, ARIMA, Local Outlier Factor, Isolation
Forest and One-Class SVM using the data transformed through t-SNE. Table 4.2 presents
an overview of the results shown in the subplots. Overall, most models identify around
5% of the data as anomalous. However, One-Class SVM and DBSCAN differ, detecting
approximately 9% and 32% of anomalies, respectively. The eight subplots exhibit anoma-
lies in different regions, with no clear discernible pattern across them. However, subplots
one, five, seven, and eight display more pronounced anomalies in the lower-left quadrant.
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Figure 4.19: Anomaly detection performance of various models (KMeans, KNN, DB-
SCAN, ARIMA, Local Outlier Factor, Isolation Forest, and One-Class Support Vector
Machine) visualized using t-SNE.
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Method Anomalies Detected | Percentage of Data
Isolation Forest 97 5.00%
Local Outlier Factor 97 5.00%
DBSCAN 616 31.75%
K-Nearest Neighbors 97 5.00%
One-Class SVM 183 9.43%
K-Means 97 5.00%
ARIMA Z-score 95 4.90%
ARIMA Mahalanobis 111 5.72%

Table 4.2: Number and Percentage of Anomalies Detected

Table 4.3 presents a statistical analysis of the baseline models, comparing their perfor-
mance across several metrics. One-Class SVM stands out with the highest mean score
and number of clusters, but also exhibits substantial variability, indicating that it iden-
tifies a wide range of anomalies. LOF and K-Means show similarly high cluster counts
but differ in score behavior. LOF demonstrates extremely high variance, while K-Means
appears more stable. Isolation Forest and K-Nearest Neighbors show moderate scores
with relatively consistent behavior and small cluster sizes. DBSCAN and both ARIMA
based methods (Z-Score and Mahalanobis) produce fewer clusters and have low average
cluster sizes, indicating a conservative detection pattern that emphasizes distinct, iso-
lated anomalies. Notably, across almost all methods, the average cluster size is around
1, indicating that the models perceive most anomalies as isolated rather than as part of
larger clusters.
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Table 4.3: Statistical Analysis for Anomaly Detection Methods

(a) Isolation Forest (b) Local Outlier Factor (c) DBSCAN

Mean Score 0.486 Mean Score 1.40 - 10" Mean Score 0.011
Std. Dev 0.040 Std. Dev 2.76 - 10 Std. Dev 0.103
Clusters 74 Clusters 88 Clusters 21
Avg. Cluster Size 1.01 Avg. Cluster Size 1.10 Avg. Cluster Size 1.00
(d) K-Nearest Neighbors (e) One-Class SVM (f) K-Means

Mean Score 0.047 Mean Score 3.562 Mean Score 0.922
Std. Dev 0.072 Std. Dev 3.226 Std. Dev 0.471
Clusters 95 Clusters 181 Clusters 88
Avg. Cluster Size 1.02 Avg. Cluster Size 1.19 Avg. Cluster Size 1.10
(g) ARIMA Z-Score (h) ARIMA Mahalanobis

Mean Score 1.836 Mean Score 0.852

Std. Dev 1.123 Std. Dev 0.523

Clusters 49 Clusters 73

Avg. Cluster Size 1.00 Avg. Cluster Size 1.01
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Discussion

This section underlines key aspects of the LSTM-VAE model for anomaly detection,
starting with the limitations of traditional evaluation metrics, which are often unsuitable
for unsupervised tasks due to the lack of labeled data and the complexity of time-series
anomalies. The section highlights the uncertainty in anomaly detection, emphasizing the
importance of domain expertise and visual analysis. It argues the use of synthetic anoma-
lies to evaluate the model’s learning capabilities while acknowledging their limitations.
The interpretation of reconstruction errors is also analyzed, focusing on the impact of
threshold selection on detection outcomes.

A comparison with simpler statistical models demonstrates the advantages of leveraging
temporal and cross-signal correlations in advanced models like LSTM-VAE. Finally, the
section outlines future directions, including exploring alternative architectures, integrat-
ing ensemble methods, and refining anomaly detection through iterative validation and
collaboration with domain experts.

5.1 Limitations of Traditional Evaluation Metrics for
LSTM-VAE

Traditional evaluation metrics such as accuracy, precision, recall, F1-score, and ROC AUC
are commonly used in supervised and semi-supervised learning tasks to assess model per-
formance. These metrics rely on the availability of labeled data, where each data point
is explicitly categorized as normal or anomalous. However, these metrics are not directly
applicable to the LSTM-VAE model due to its unsupervised learning approach and the
nature of the data it processes. In the context of anomaly detection, such labels are often
unavailable or unreliable, as anomalies are rare and may not be accurately labeled due
to the subjective nature of defining what constitutes an anomaly. This becomes very
evident from the investigation of removing found anomalies and adding synthetic anoma-
lies. The outcome was that the model performed as expected in most cases successfully
identifying most rougher anomalies and refraining from looking at the more subtle cases,
as is intended with a robust threshold.

Even if labels are available, anomalies are typically rare events, leading to significant class
imbalances. This makes metrics such as accuracy misleading, as a model could achieve
high accuracy simply by predicting the majority class (e.g., normal data) while failing
to detect anomalies. Furthermore, anomalies in time-series data are often contextual or
collective, meaning their detection depends on temporal dependencies and relationships
between the signals. Traditional metrics do not account for these complexities, as they
are designed for static data. Additionally, the LSTM-VAE model operates by learning
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the structure of normal data and identifying deviations based on reconstruction errors
and latent space representations. Metrics like confusion matrices or ROC curves, which
rely on binary classification thresholds, do not align with the model’s objective of assign-
ing anomaly scores based on deviations from said learned patterns. Thus, the approach
is instead to investigate the outputs of the detection as well as comparing with simpler
models to achieve a deeper understanding of the trained models and the potential the
model might have with labeled data.

5.2 Uncertainty in Anomaly Detection and Visual
Analysis

It is essential to recognize that, in this approach to data analysis, no method is 100%
reliable in determining whether a particular observation is an anomaly. While patterns
in the data can provide a foundation for educated guesses, a degree of uncertainty will
always remain. This uncertainty stems from the natural variability within the data, the
limitations of the detection algorithms, and the possibility that normal and anomalous
observations share overlapping characteristics. To provide a deeper understanding of the
detection process and the complexities associated with anomalies, Appendix B presents
additional visual representations of the resulting anomaly detection and potential issues
with data.

Figures 4.6 and 4.7 provide examples of an expected anomaly detection. In the figure the
errors in the data are both point wise and cross signal, where overall it is not possible
for the human eye to detect any outlying features, indicating the deviations are probably
temporal or correlated in nature. These results demonstrate more subtle anomalies occur-
ring across longer sequences, where each data point, for all signals in a series are flagged
as anomalous. These examples demonstrate how anomalies can manifest in various ways:
sometimes as sharp, isolated deviations, and other times as gradual, sustained drifts over
larger chunks of a signal. Importantly, these figures also demonstrate that anomalies can
impact all signals simultaneously or affect a single signal in isolation. This variability
emphasizes the need to consider correlations between signals when designing detection
methods, as inter-signal relationships may provide critical context for distinguishing be-
tween true anomalies and natural fluctuations. Additionally, these sequences often exhibit
errors on each signal individually, reinforcing the importance of analyzing both the col-
lective behavior of signals and their individual patterns. In contrast, there are also cases
which how sequences that are largely clean from anomalies across most signals, yet cer-
tain signals display stretches where nearly every data point is flagged. This suggests that
the model perceives these specific signals as deviating from the shared pattern of all the
signals at that sequence, underlining the importance of correlations in anomaly detection.

In some cases there would be test runs where data points over larger time periods are
flagged as anomalous, which would indicate that the model thinks it deviates from the
overall trend. These deviations may be stem from the temporal or correlating patterns,
where a signal relationship usually behaves differently. However, without additional con-
text or domain knowledge, it is impossible to confirm the sequences’ nature with absolute
certainty.
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To gain valuable insight into how well the model captures temporal dependencies and
underlying patterns the the original and corrected sequences was compared. Although
the term corrected may suggest that the data has been modified or improved, in this con-
text it refers to the reconstructed data generated by the LSTM-VAE model. Rather than
being truly corrected, this reconstructed data reflects the model’s internal representation
and understanding of the input. Discrepancies between the two can reveal which features
the model emphasizes or finds challenging, providing valuable perspective on its behavior
and limitations. Assessing the model’s performance with reconstructed or corrected data
provides a qualitative view of which aspects of the input the model considers significant.
However, since ground truth labels are absent, this approach is unreliable and serves only
as a visual indication of performance. If ground truth labels were available to the model,
the corrections could potentially leverage the predictive capabilities typically associated
with RNNs. The predictive capabilities typically associated with RNNs refer to their
strength in modeling and forecasting sequences by capturing temporal dependencies in
data.

In all cases, the identification of anomalies relies on a combination of statistical tech-
niques, domain expertise, and an understanding of the data context. While patterns in
the data can guide the analysis, the inherent uncertainty means that some anomalies
may go undetected, while others may be falsely identified. This underlines the impor-
tance of iterative analysis, validation, and collaboration with domain experts to refine
the anomaly detection efforts.

5.3 Synthetic Anomalies and Model Learning

Synthetic anomalies offer a controlled means of evaluating of the model’s capacity for
anomaly detection. As illustrated in section 4.2.2; there is further insight to be gained
from investigating how the model evaluates the consistency and integrity of patterns for
the signals. Introduction of synthetic anomalies into the dataset enables the observa-
tion of the model’s response. The significant rise in detected anomalies during anomaly
introduction, compared to the relatively few detections before and after, suggests that
the model has successfully learned the underlying structure of the normal data. This
behavior suggests that the model is not simply overfitting to the training data but has
developed a general understanding of the data structure. However, it is important to note
that synthetic anomalies may not fully capture the complexity of real-world anomalies,
and further validation is needed.

A potential issue with the technique of removing detected anomalies and then adding new
synthetic ones is that, as shown in figure 4.13, removing a data point can cause the points
on either side to be flagged as anomalies. This occurs because the neighboring points
may no longer align smoothly, creating an artificial deviation. Despite this limitation,
the technique still provides valuable information on how the model processes anomalies.
For instance, in figure 4.16, multiple smaller synthetic anomalies are not detected by
the model, as their deviations are insufficient to exceed the set threshold for the signals
during training. This showcases the importance of threshold selection in determining the
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sensitivity of anomaly detection.

5.4 A baseline comparison for the model

The comparison between simpler statistical models and more advanced approaches high-
lights an important distinction in anomaly detection research. While the simpler models
such as KMeans, KNN, DBSCAN, and Isolation Forest, offer straightforward implemen-
tations and computational efficiency, their ability to detect anomalies is typically limited
by the simplicity of their assumptions. These models often rely on nearest-neighbor cal-
culations, density estimates, or statistical thresholds, which may miss complex patterns
or fail to account for inter-dependencies between signals. An representation for how these
models view and find the anomalies is figure B.4, where the circles represent the distance
to other data nodes.

On the other hand, advanced models like the LSTM-VAE model leverages the ability to
learn temporal and cross-signal correlations, possibly capturing a better representation
of the data. This approach enables the detection of more nuanced and meaningful devi-
ations that simpler models may overlook. For instance, statistical methods that combine
signals into principal components may lose critical information about the relationships
between those signals, whereas models that explicitly account for these correlations are
better suited to uncovering anomalies embedded in complex, high-dimensional data.

Although it is challenging to determine definitively which approach identifies the most
accurate anomalies in the absence of ground truth, the incorporation of signal relation-
ships and temporal dynamics provides a compelling case for the superior performance
of advanced models. The observed variability in anomaly detection across simpler mod-
els further underscores their reliance on specific assumptions and methodologies, which
may not generalize well to all datasets or anomaly types. In contrast, models that learn
from the underlying structure of the data have the potential to outperform these baseline
approaches, particularly in scenarios where intricate data relationships play a critical role.

5.5 Interpreting Reconstruction Error for Anomaly
Detection

The reconstruction error distribution quantifies how well the model reconstructs input
data, with low errors indicating normal patterns and high errors suggesting potential
anomalies. By analyzing this distribution, thresholds can be set to classify data points
as normal or anomalous, but the choice of threshold critically impacts sensitivity and
specificity.

Figures 4.8 and 4.9 illustrate this relationship, showing how the bulk of the data repre-
sents normal patterns, while the tail corresponds to significant anomalies. The 3-sigma
rule is a common thresholding method, effective for normally distributed data but less
suitable for skewed or heavy-tailed distributions. Alternatively, the Mahalanobis distance
accounts for correlations between variables, making it more robust for multivariate data.
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Threshold selection involves a trade-off. Lower thresholds increase sensitivity but risk
more false positives, while higher thresholds reduce false positives but may miss sub-
tle anomalies. Furthermore, these figures demonstrate how different thresholds affect
anomaly detection outcomes, where the second figure might have a to low threshold,
making larger chunks of the data be flagged as anomalies. Meanwhile, the first figure has
similarly sporadic pattern, but since the threshold is higher for this data, not a single
data point was flagged.

The reconstruction error distribution provides a solid foundation for anomaly detection,
with the choice of an appropriate threshold being crucial to achieving a balance between
sensitivity and specificity. However, it is important to consider the varying levels of
severity among anomalies. While some anomalies may be flagged, significant spikes in
the data can substantially raise the threshold, potentially allowing smaller anomalies to
go undetected. This phenomenon is particularly evident in figure B.1, which illustrates
the reconstruction error of a huge spike in the data. In this case, faulty data causes the
threshold to spike, leading to a failure in detecting other outlying data points.

5.6 Challenges in Modeling Multivariate Time-Series
Data

The model’s performance on sequences may be affected by several factors. Firstly, if
the sequences are too short, the model may not have enough context to accurately cap-
ture temporal dependencies. Conversely, if the sequences are too long, the model may
struggle with vanishing gradients or memory limitations, particularly in architectures
like LSTMs. Additionally, noise in the data can lead to incorrect reconstructions, as the
model may interpret random fluctuations as meaningful patterns. While outlier handling
and smoothing techniques applied during data preprocessing can help mitigate this, there
is no guarantee that all such noise is fully removed. Another issue arises when the data
contains overlapping anomalies or subtle changes that are difficult to distinguish from
normal variations. These challenges highlight the importance of carefully preprocessing
the data and selecting appropriate sequence lengths for training.

Furthermore, another challenge may be that training a model which accounts for the cor-
relation between multiple signals is inherently difficult due to the exponential increase in
computational complexity as more signals are added. Each additional signal introduces
new dimensions to the data, which significantly increases the number of relationships and
dependencies between the signals, very quickly creating quite complex data. This com-
plexity only increases further as time sequences are extended to capture broader trends,
resulting in a rapid growth in the computational demands necessary to identify even a
fraction of the underlying patterns.

Moreover, increased data dimensionality poses significant challenges for models like LSTM-
VAEs. One major issue is overfitting, where the model becomes overly specialized to the
training data and struggles to generalize to unseen data, as illustrated in figure 4.2, where
multiple points across neighboring sequences are incorrectly classified as anomalies. High-
dimensional data also demands greater memory and computational resources, leading to
slower and more resource-intensive training. Additionally, as the number of signals in-
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creases, the risk of introducing noise or irrelevant features grows, degrading overall model
performance. For LSTM-VAEs, which rely on sequential processing and latent space rep-
resentations, this complexity is particularly problematic. The encoder and decoder must
process higher-dimensional inputs and outputs while ensuring the latent space effectively
captures the increased data complexity, often requiring larger models with more param-
eters and additional data for effective training, further compounding the computational
burden.

5.7 Future work

In future work, it would be valuable to compare the performance of the LSTM-VAE
model with other advanced architectures, such as Transformers and GANs. Such com-
parisons would help evaluate the differences in each model’s ability to capture complex
patterns, reconstruct data accurately, and maintain robustness across various applica-
tions. Additionally, incorporating alternative architectures like Bi-LSTMs, switching to
GRU layers or CNN-based approaches could further enhance the model’s performance
and adaptability to different use cases.

Improving the reliability of the results should also be a priority. If multiple advanced
models consistently identify the same data points as anomalous, their agreement would
increase confidence in the findings, suggesting that the detected anomalies are highly
likely to be valid. This consensus among models would provide a more dependable and
robust approach to anomaly detection, offering greater reliability and accuracy across
diverse datasets and scenarios without the need for manual labeling of anomalies.
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Conclusion

This thesis has demonstrated that it is possible to create a model capable of detecting
anomalies in multivariate time-series data by leveraging relationships between signals.
The model shows clear promise in surpassing traditional classifiers by adapting to the
inherent dependencies and correlations within the data. However, given the lack of a
guaranteed method for labelling anomalies as true or false, the model’s purpose shifts
from being a definitive anomaly detection tool to serving as a suggestion mechanism that
provides informed estimations.

Although the model achieves notable success in identifying deviations and approximating
thresholds, further refinement is needed to improve its interpretability and robustness.
The introduction of labelled datasets could significantly enhance its performance by en-
abling semi-supervised learning approaches. This would allow for a more precise evalua-
tion of the model’s outputs and a better understanding of its decision-making process.

Furthermore, this thesis has shown that the model excels in identifying synthetic anoma-
lies, which suggests that it has effectively learnt the structure of normal data. However,
the complexity of real-world anomalies presents additional challenges that require further
investigation. To address these challenges, future research could explore more advanced
architectures, such as Transformers and GANs, which may offer improved capabilities in
capturing complex patterns and handling high-dimensional data. Comparing these ar-
chitectures with the LSTM-VAE model could provide valuable insights into their relative
strengths and weaknesses.

In conclusion, while this model demonstrates high potential in anomaly detection, it serves
as a foundation for further development and refinement. By incorporating additional
data, leveraging semi-supervised learning, and exploring more advanced architectures,
the model could evolve into a more robust and versatile tool for identifying anomalies in
increasingly complex scenarios.
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Appendix-Theory

A.1 Traditional Evaluation methods

There are various methods to evaluate the performance of a machine learning model.
For supervised and semi-supervised learning common ones are accuracy, precision, recall,
fl-score, confusion matrix, ROC AUC curve and mean square error [39].

A confusion matrix assesses the performance of a classification model by presenting an
in-depth comparison of predicted and actual outcomes in a table format, distinguishing

where the model makes mistakes [39].
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o TP (True Positives): The actual positive cases that the model correctly identifies

as positive.
« TN (True Negatives): The actual negative cases that the model correctly iden-

tifies as negative.
o FP (False Positives): The actual negative cases that the model incorrectly clas-

sifies as positive.
« FN (False Negatives): The actual positive cases that the model incorrectly clas-

sifies as negative.

Accuracy measures the proportion of correct predictions made out of all predictions made.
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IT

TP+TN
TP+TN+ FP+ FN

Accuracy =

Specificity or True Negative Rate (TNR) measures the proportion of correctly predicted
negatives among all instances that were predicted as negative. A high specificity indicates
that the model effectively distinguishes negative cases from positive ones, which is crucial
when it is important to avoid false positives [40].

TN
TN+ FP
Precision measures the proportion of correctly predicted positive cases among all in-
stances that were predicted as positive. A high precision score is significant when false

positives have a high cost, ensuring that when the model predicts something as positive,
there is a high likelihood it is correct [40].

Specificity =

TP
TP+ FP

Precision =

Recall, Sensitivity, or True Positve Rate (TPR) measures the proportion of correctly pre-
dicted positive cases among all actual positive instances in the data. A high recall score
indicates that the model reliably detects positive cases, which is of great weight when it is
critical not to miss any positive cases, even if that means allowing some false positives [40].

TP

Recaﬂ = m

F1-score is the harmonic mean of precision and recall. A high F1-score means that there
is a good balance between precision and recall, making it particularly valuable when both
false positives and false negatives should be minimized [40].

Flscore — 2 x Precision x Recall

Precision + Recall

False Positve Rate (FPR) measures the proportion of incorrectly predicted positive cases
among all actual negative instances in the data. If the FPR is high, it means that a
large number of negative cases are incorrectly classified as positive, which is beneficial to
minimize when false positives are costly [40].

FP
False Positive Rate (FPR) = FPLTN
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The Receiver Operating Characteristic (ROC) curve and Area Under the Curve (AUC)
provide a visual representation of a model’s performance in classification tasks, with the
AUC representing the area beneath the ROC curve. The ROC curve plots the TPR is on
the y-axis and the FPR on the x-axis, for various classification thresholds. The thresh-
olds determine the cut-off point for classifying a sample as positive or negative. A lower
threshold increases the number of cases classified as positive, raising both true positives
and false positives. In contrast, a higher threshold reduces the number of cases classified
as positive, leading to fewer true positives and false positives. The ROC AUC score is
takes values from 0 to 1. If the score is 1, the model perfectly distinguishes between
the positive and negative classes, correctly classifying all instances. If the score is 0.5,
indicates that the model is unable to differentiate between the classes, performing at the
level of random guessing. A score between 0.5 and 1 the model demonstrates the ability
to correctly distinguish between positive and negative classes, as it is able to identify both
true positives and true negatives. Lastly, a score below 0.5 indicates that the model is
performing worse than random guessing, meaning it is frequently misclassifying positive
and negative instances [39].

MSE (Mean Squared Error) is calculated by taking the average of the squared differences
between the actual input data and the predicted values in the dataset. MSE should be
minimized, with lower values reflecting better model performance and a more accurate
representation of the true input data [39].
1 -
MSE ==Y (Y; - Y;)> where:
iz
e n is the total number of data points
e Y, is the actual observed value at index 7
o Y, is the predicted value at index

I1I
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B.1 Anomaly plots
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Figure B.1: A trail of the anomaly detection for 7 signals, showing 3 of the signals with
a visually obvious case of faulty data.
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Figure B.2: The first 4 signals for the anomaly detection of 7 signals with no detected
anomalies for the signals, including the reconstructed data which doesn’t deviate from
the original.
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Figure B.3: The last 3 signals for the anomaly detection of 7 signals with only 2 detected
anomalies for the signals, including the reconstructed data which doesn’t deviate from
the original.

However, while many of these cases strictly show where anomalies are found, the model is
also capable of returning clean datasets. Figure B.2 and B.3 which are from the same run,
depict larger portions of the data where the model did not flag nearly as many anomalies
as the other plots, which may indicate at the very least that the model has memorized a
larger portion of the possible patterns.
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B.2

Baseline
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Figure B.4: Visualization of the outlier detection of the LOF.
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