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Abstract

In the Airborne Early Warning & Control (AEW&C) system, the operator needs to be

vigilant, perform multiple tasks, communicate, and simultaneously handle different sources of
information during a mission. The operator's main objective is to receive reitarul

distribute information and data provided by the AEW&C system to create a Recognized Air
and Sea picture (RASP). The information is then used to, for example, perform fighter jet
control and to detect anomalies. Increased capabilities of Comm@&uahiol (C2) systems

and new threats in the environment make the
and complex than ever before, which could potentially impair their Situation Awareness (SA)
and in turn their decision making. The domain is eiséed with high risks and potentially
devastating impacts of faulty decisions. Therefore, the importance of finding new
technologies to facilitate SA cannot be neglected. The increasing technological sophistication
regarding the rapidly growing adoptiohArtificial Intelligence (Al) offers new possibilities

for creating systems facilitating SA. This motivates conducting studies to explore and analyse
the opportunities Al provides to facilitate SA for AEW&C operators, in particular critical

roles as theighter Controller (FC) and Surveillance Operator (SO). This study aims to

answer the questions whenandhowAl could be implemented to facilitate SA.

The questions were answered using a process adaptiresdagch through desigapproach.
Thewhenquestion was answered through system analysis, user studies, concept development
and evaluations and ttew-questionwereanswered by creating guidelines through literature
studies and affinity diagrams and testing the guidelines by applying them in the development
and evaluation of concepts. The system was divided into four separate subsystems where
goals, subjectgpols,and outcomes were specified. Seven categories of SA related challenges
were identified for FC and six for the SO respectively. Four concepts were created for each
role aiming to improve SA, where concepts of a-tadkslation tool, a formation recognition

tool, abnormality detection tool, and timeline tool were considered the most promising for
further work. Guidelines for three phases in development of Al functionsdegetoped:

planning, designing, and evaluating. The guidelines confirmed the ufilitysign through
researchby being used to explore opportunities to implement Al, ideate and create concepts
and evaluate them in an AEW&C context.

Keywords:Atrtificial Intelligence, Situation Awareness, AEW&C, Research through design, Al guidelines, Al i
military operations, Explainable Al, Design, User studies, System analysis
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Ter minol ogy

A brief explanation of central concepts of the report.

Airborne Early Warning & Control (AEW&C) 1T An AEW&C system is an airborne radar
picket system designed to provide leragnge ait, sea and land surveillance andsaort
governmentand military forces with real timmformation.

Command & Control (C2) systemi The C2 system is the computer system used by
operators to perform missiespecific tasks, for example perform fighter jet control and
identification of targts in the environment.

Plot1 A plot is target data obtained by the radar visualized as a small dot on the situational
display. Plots provide-B position information of targets. The plot extractor needs to
distinguish actual targets from clutter litexrain,waves,and birds.

Track T A track is a target report estimating what plots are from the same target to create a
track with estimated position and speed vector information. Tracks are displayed as icons on
the situational display. Provides monéarmation than a plot, for example speed, history
(positions of previous plots) and predict vector (based on speed and course).

Fighter Controller T Oneof the roles in the AEW&C operator team. One of the main tasks
of the FC is to guide assets sucHigister jets safely towards certain objectives.

Surveillance Operatori Oneof t he rol es in the AEW&C oper at
involve managing the sensors of the AEW&C and, depending on the mission type, also
identify targets.

Cognitive ergonomicsi Cognitive ergonomics is a subset of human factors and ergonomics.
Focuse®n how well the use of a product matches the cognitive capabilities of users. Applies
knowledge of human perception, mental processing, and memory.

Mental modeli A mental model is how someone understands the world, an internal
representation of realityHumans use mental models to simplify complexity. Mental models
play an important role in cognitioreasoningand decisiormaking.



Content s

N [ oo (U T4 o o RSP PPPPPURPTR 1
R == Tod o £ 18] (o OO TSP PP TPPPPPPUURRON 2
1.2 AIM AN ODJECHVE. ... ..ttt ceee e e e e eerea e e e et e e aeeaeaeessessnmmreeaaaeeaeeeesaesanaannns 2
IR o OO PPPR 2
@ o] 1= Tox 1AV = PP P PP PPPPPOPPRRRPPPPPP 2
L1.5RESEAICH QUESTIONS. ...cciiiiiiiiiiee ettt eit ettt e et e e e skt e e e e s sk e e ntb b e e e e e e s anbbreeeeeeans 3
1.6 DEIVEIADIES .....cieiiieee ettt e ene e 3
O I 01 = o I PP PR 3
1.8 REPOIT SITUCTUIE. ...ttt e e e e s ees 4
P 1 1 =T Y PP T TP PP PPPT T PPPUPPPP 5
P2 R B PP P PP PPPPPPPPRY 6
2.2 SIUBLION AWBIENESS .....eeeiieiiiteeeiieeisimeeia et e e s s e e e s samees s et e e e s e et e e s samnes s e snrn e e e e s e anrnees 4
2.3 SYSIEIM TBIY ...t eet e e e e s st e e e e e s aa bbb e et b e e e e e e s snbbeeeeeeesanrreneae 8
2.4 Research ThroUgh DESIOI........oiiuiiiiii et ieeeiie ettt e e et e e e s se e e sbbreeeeeean 9
O =T F= 1 (=0 AT o OO SRRPOPPPPRPTN 11
T N I T T 0 11 = L VA= ] o o= e ] 1= P 12
B2 EXPIAINGDIE Al ...t aas 12
3.3 Al in relation to SitUAtiON AWAIENESS......ccccceeeeiiriiiieieresaeeeereereereeeeeeeesaaasresreereeereeereaeaeaaeens 12
Z e (oL e L= TR 13
4.1 MOtIVALION Of PrOCESS ...ttt eeer e e e s 14
A N TS (0Tt PSSR 14
TG o (=15 (1 0 | PP PPTT TR 15
VRN @fo g Tot=] o) A L= 7= (] o] 1 =Y 4| SR 16
4.5 Al GUIAENNES PhAaSE L & 2.....cccc oot e e ae e e e et eeeenr e e e e e e 17
5 APPLICAtion Of METNOUS. ... e e e e e e ab e 18
5.1 EAUCALION iN the SYSIEML....eiiiiiiiiiiiiie ettt bbb e e e e rmeee s sbbb e eae e 19
LIS (=T 1T =T = USROS 19
5.3 LItErature STUAIES Al.....ooi ittt e e e e e 19
5.4 Literature studies COgNItivVe ErgONOMICS. ........uviiiieiiiiiieeeeie et e sttt e e s e e e e eeneeeeee s 19
LRSI [ (T YT PP 19
5.6 USE PrOFIlES. ...ttt 20
5.7 ACHVILIES IN The IMT S .. e ettt reeh bbbttt e et et e e e e e e e e e s eeaseeeeeeeaaaaaaaaans 20
5.8 AFfINILY DIBGIAIMS . ..ci ittt eret e e e s bt e e e e s bbb e e eremt e e e e e enbbeeeeeeennnnees 22
5.9 Hierarchical Task ANGIYSIS........couiiiiiiiiii ettt smmee e 22
5.10 Generic Task SPeCifiCatiQN..........cooii it e e e 23
L0 I I o [T 11T o PP PPPTUPP PR 23
I 2 O =T (o] o o) I @0] g [od=T o) 1= TP PRRP 24
5.13 Evaluation Of CONCEALS......ciiitiiiiee ettt ieeee ettt crr bt e e st e e e e e s bbb eentbe e e e e e e nnees 24

5.14 Connections DetWeen MEINOMAS. ........oiiu et ee et e e e e e e e rmm e 26



SRS (] 1IN g T2 1)V T PP UPPPPPPPP 27

6.1 Defining Systems and ENVIFONMENL. ........oiiuiiiiiiiiiieeiiie e e e e e e e 28
6.2 Environment: The AEWE&C ENVIFONMEIL.........uuuiiiieiiiiiiieeeiieee e s siiieee e e s s eeeseeeeeeessnnneeeeeas 28
6.3 The whole system: The Joint Military Operation..............cccccceicere e s cce s e ees e 29
6.4 Subsystem 1: The AEWEC SYSIEIML....cccoiiiiiiiiiiaiiieeeii ettt re e et e e e 30
6.5 Subsystem 2: The OPerator TEAML........ccuii ittt 33
6.6 Subsystem 3: The AEWE&EC OPEIaLOL.......ccccuuuririiireieeriiiiinnrrnrinereeeerrressmesesrrsressrerrrrereeeeees 34
6.7 Chapter sSummary: SYStEM @SS, .....uuuuiiiiiiiiiiii e e rremnr e e e e e e e e e s e seeenraee 37
LS 1= ] 10 o [T PR T PR PPPPPRPRTR 38
7.1 Findings frOmM INTEIVIEWS .......uviiiiiei ittt et s et eeer e e e e e e nnnees 39
7.2 Findings from Activities i the MTS.......cooiiiii e e e e e e e 45
7.3 Hierarchical Task ANalYSIS..........ccccciiiiiiiiiimeeiiisiiniiinnieereeeeesseessnnssssnesseneeesseeseeessnsnnnnnneees 47
7.4 Chapter summary: Findings from the MTS actiVities............oocviiiiiieece e 64
8 CONCEPL DEVEIOPIMEINT. .....eiiiiiiiiiiiee ettt reee et e e e e skttt e e e e s rmee e s aabbe et e e e s anbbeeeeeesrmneesan 65
S0 I [0 2= 11 o o OSSR P PP PPPPPRRTR 66
8.2 Application of guidelines in concept developmENt..............uvuueiiicceiiiis e ee e e e eeeeeeeeee e 66
8.3 CONCEPE CrEALIONL....eeieeiiitiiiee e ettt eeit ettt e e e ettt e e e e e st e e ettt e e e e e tbb e et e e e s s bbeeeabbbeeeeesaanbbreeeeenn 67
S 14T U O o] g Tod=T o PP PP TP PP PPPTP 69
9.1 Final Concepts for Surveillance OPEeratQr............ccoiiiiiiiieeeeeer e eerees e e e e e eeeeaanens 70
9.2 Final Concepts for Fighter CONtroler...........vvuiiiiii e e 77
9.3 Chapter SUMmMary: FiNal CONCEPLS......ceiiiiiiiiiiii ettt 82
Ol R = 1 U o o PP 83
10.1 Evaluation Of CONCEMALS........cuvuiiiiiiiie e s cceeiei i s s e e e e e e e e e e e et mmmeee e e s e s e e e aeaaeeeennneaeeaeeesesnnes 84
10.2 Summary of Concept EValUatiOn..............ceiiiiiiiieeeis e e e e eeaeees 87
10.3 Evaluation Of Al GUIAEIINES........eeiiiiiiieiee e rene e 88
B U T L] 1 =SSP 91
0t = T o 1] o S 93
I I =T T |11 S 98
L1.3 EVAIUALING . ..eeeeeeeeeiiite ettt ettt e e e sk bbbt e e e s s me e bbbt e e e s e bbb e e e e e s nneas 104
11.4 Chapter Summary: Al GUIJEIINES .........ooiiiiiiiii e 108
L2 DlHSCUSSION. ... ettt ettt et oottt ettt e e eas ek bbbttt e ettt ettt 444 e e sae e e et e et e et e e e e e e e e e e e eeeaammeeaeaaeeaeaeeaaaan 110
12.1 Recommendations when Developing Al SYStEMS......cccooeeieiiiiiiieeee e eeee 111
12.2 Ethics: Al'in Military OPeratiOnsS..........ocuuuiiieeiiiiieeeiiiee et 111
12.3 Application of the RESUILS........cooiiiiiii e 113
12,4 MEENOUS. ...t e e bbb eeeenaaaaa 114
12.5 Further Work and Improvements iN PrOCESS. .......uuuuuiiiiiiiiiaaeiiiiiiiieeieeeee e e e e e e e eeeereeeeeeeeees 115
0 o T 1113 o o PR 116
13.1 When to ImMpIemMENt Al ...t 117
13.2 HOW 1O IMPIEMENT Al ...ttt ettt ettt e e e e e e e e e e e e e s s e e e e e e e e aaaeeas 117
I = (=TT o[t T PR PP PPPPRTPPTP 122

SR Y o] o 1=T oo 1ot TSP URRT P 124



1
Introduction

In this chapter the background to this study is presented along with the aim and objective, research
guestionsdeliverablesand limitations.



1.1 Background

In the Airborne Early Warning & Control (AEW&C) system, the operator needs to be vigilant,
perform multiple tasks, use communicattonls,and simultaneously handle different sources of
information during a mission. The main objective for the operataecsresceive, interpret and

distribute information and data provided by thelt-in sensor suite of the AEW&C airplane and the
Command & Control (C2) system to create a Recognized Air and Sea picture (RASP). The
information is then used in different missiecenarios to execute tasks (sometimesspéeific) for
example to perform fighter jet control and to detect, report and act upon detected anomalies.

The increasing technological sophisticatregardingthe rapidly growing adoption of Artificial
Intelligence (Al) and Machine Learning offers new possibilities for an AEW&C operator to obtain
Situational Awareness (SA). At the same time, the increased capabilities of the C2 system and new
threats in the AEW&C environment such as unmanned aerial vehid&ssrtheir tasks more
extensivecomplicatedand complex than ever before. Thus, the operators handle large amounts of
information and data, which at times, leads to a high mental workload that could affect the human
capabilities in terms of SA negativelyhich affect the decisiemaking process. The operators are
acting in a domain associated with high risks and potentially devastating impacts of faulty decisions.
Therefore, the importance of human factors research is crucial in terms of appropralizatisn

and presentation of information and data to make it explainafdierstandablend interpretable by

the operators, facilitating SA and decision making.

1.2 Aim and Objective

In this chapter the aim of the study is presented along with thetiwbjeresearch questions and
intended deliverables.

1.3AIm

The aim of this study is to explore and analyse factors that facilitate Situation Awareness (SA) for
AEW&C operators; specifically the Fighter Controller (FC) and Surveillance Operator (StD), fin
opportunities fowhenAl functions could be beneficial and fitabw Al functionality should be

i mpl emented to facilitate AEW&C operatorsd SA
Opportunities will be identified for when Al can be used to improve SA and guidelines of how Al
should be implmented will be created. In addition to the findings throughout the process, concepts
will be designed to exemplify and evaluate the guidelines.

1.4 Objective

The main objective is to create guidelines for when to implement Al and how to design Al in an
AEW&C context to hel p s unmpakirgprocess Witk imprpvedrSA.tDoertos 6 d
the complexity of the systems the SA analysis will be limited to a couple of identified tasks for the

SO and FC role.



1.5Research questions

The tworesearch questiomssearch questiortd the study are:
1 When should Al be implemented to improve AEW&C operators' situation awareness?
1 Hows houl d Al be i mplemented to i mprove AEW&

1.6 Deliverables

Related to the researgfiestions, the deliverables of the study are:
0 Visual concept(s) suggesting when and how to implement Al to improve the Situation
Awareness of AEW&C operators.
0 Guidelines of how to implement Al to improve the Situation Awareness of AEW&C
operators.

1.7 Limitations

To clarify, the studyaslimited to the following:

0 Limited accessibility to a diverse set of userue to the specific context, access to a
diverse set of users were limited. All users in the study come from Sweden and work within
the same @anization.

No considerations to functional or cognitive variationsDue to high demands on the users

in the specific context of the study, functional or cognitive variations rarely occur. No

considerations were taken for such users.

0 No accessibility to the actual contextPartly due to the limited accessibility to the actual
context in general, and partly due to the restrictions due to d®&yithe actual context was
never visited. The study was limited to a simulated context, tesitMi Training System
(MTS).

O«



1.8 Report structure

The report is structured as follows:

Chapter 1: Introduction 7 Introduces the background and motivation for the study, as well as aim,
objective, research questionigliverablesand limitations.

Chapter 2: Theory1 Describes the theory and concepts used in the study.
Chapter 3: RelatedWork 1T Presentsnteresting findings from work related to the study.

Chapter 4: Process Describes the process that was used in the study, and why it wazedetsig
way it was.

Chapter 5: Application of Methodsi Motivates how the methods were selected and describes how
they were applied in the study and related to the process.

Chapter 6: System Analysi§ Presents the findings from the System Analyamsanalysis
conducted to understand the context in which the AEW&C operators work.

Chapter 7: User Studies Presents the findings from the user studies, which were divided in two
main partsinterviews,and an operative simulation.

Chapter 8: Concept Deelopmert i Describes the process of developing concepts and how the
concept development related to the evaluations and development of guidelines.

Chapter 9: Final Conceptsi Presents the eight final concepts and a justification of their utility.

Chapter 10: Evaluationi Presents the findings from evaluation of concepts and the results from
evaluation of the first set of guidelines.

Chapter 11: Al Guidelinesi Presentshe guidelines developed during the study, which were the
main deliverable. The guidelines are divided into three categories: planning, designing, and
evaluating.

Chapter 12: Discussiori Discusses the study in terms of: Recommendations when developing Al
systems, Ethics: Al in military operations, Application of the results, Methods, and Further work and
improvements in process.

Chapter 13: Conclusioni This chapter concludes the findings of the study.



2
Theory

This chapter presents theorregevant to the study and how they were applied.



2.1Al

Even though Artificial intelligence (Al) is a widely used term, it is challenging to define. Al means
different things to different people. Even among Al researchers there seems to be no consensus in the
definition of Al. Reasons why the term is hard tdimke could be because the concept of intelligence

itself is vague, and that the concept of Al changes over time. What was considered Al 50 years ago is
not considered Al today (The University of Helsinki, 2021). The Euro@@anmission2019) aims

to clarify the term Al to avoid misunderstandings and to create a common ground. They propose the
following definition:

AArti ficial intelligence (Al) systems are
designed by humans that, given a complex goal, @beiphysical or digital dimension by
perceiving their environment through data acquisition, interpreting the collected structured

or unstructured data, reasoning on the knowledge, or processing the information, derived
from this data and deciding the bestion(s) to take to achieve the given goal. Al systems

can either use symbolic rules or learn a numeric model, and they can also adapt their
behaviour by analysing how the environment is affected by their previous actions.

As a scientific discipline, Ahcludes several approaches and techniques, such as machine
learning (of which deep learning and reinforcement learning are specific examples), machine
reasoning (which includes planning, scheduling, knowledge representation and reasoning,
search, and optimation), and robotics (which includes control, perception, sensors and
actuators, as well as the integration of all other techniques intogyllery si cal syst e

The course Elements of Al was created with the aim to teach as many people as posgile abo

and over 650 000 students have signed up for the course since the start in 2018 (The University of
Helsinki, 2021). They suggest using properties that are characteristic to Al as a definition. The
following properties is suggested:

A Aut o n o rbyity to petioem tasks in complex environments without constant guidance
by a user.
Adaptivity. The ability to i mprove perform

To further clarify what Al is, one can look at typical applications of Al and draw conchufiom

this. Some commonly accepted Al applications areds@ling cars, content recommendations,

image recognition, speech recognition etc.

Based on the definitions and examples of applications of Al it was decided that when Al is
mentionedinthestyd it refers to the studyds interpret

Al is a humarmade computer system with the ability to collect data (input) from the environment,
interpret the collected data, act (outcome) to achieve a specific goal, learn from how welllthe goa
was achieved, and adapt accordingly.

In the case of the study, the humaade computer system is the C2 system. The data (input) is
collected by the buiin sensor suite of the AEW&C and from human interactions with the system.
The interpretation is ade by built in Al models in the C2 system. Goal achievement is based on how
well the outcome corresponds to the specific goal. The Al canldastnohave to be, a continuous
learner when in use. It is still considered an Al system if it has, at santelpeen trained on a

dataset. Examples of applications can be abnormality detection, situation assqe&udietigns and
image recognition.



2.2 Situation Awareness

Situation Awareness (SA) is a commonly used term in operational situations su¢hea8EW&C
context. The term originates from the military pilot context (Endsley, 2016). The study refers to
Endsley's (2016) definition and levels of SA. The formal definition by Endsley is:

fié the perception of the elements in the environment within a volume of time and space, the
comprehension of their meaning, and the pr
(Endsley, 1988).

What the definition says is basically that SA is being aware dfithation andunderstanding what

the information means in terms of goals now and in the future. Endsley states that SA is a driving
component in decision making and performance for opsratccomplex and dynamic systems.
Making systems interfaces that facilitate SA
ability to make better decisions.

Endsley (2016%ategorise SA into three different levels, perceptimomprehensin, and projection:
Level 1 SA: Perception of elements in the environment.

Level 2 SA: Comprehension of the current situation.

Level 3 SA: Projection of future status.

O¢ O¢ O«

To achieve level 1 SA, one needs to be able to perceive what is happening inrtrame.
Perception may come from each sensory modality, or a combination. Errors related to level 1 SA
mainly relate to not receiving the information (for example losing radio reception), forgetting the
information (for example when switching attentioor) hot detecting the information (for example

not looking at the right display).

To achieve level 2 SA, one needs to understand what the perceived information implies related to
goals or objectives. This can be fairly demanding and requires experi@ghaggaod mental model.
Errors are typically due to not having prior knowledge in new situations, like getting information that
an airplane flies at 10000ft, but not understanding whétksehigh or low.

To achieve level 3 SA, one needs to be abfaédict how the current situation will develop in the
near future. Having level 2 SA is a prerequisite for achieving level 3 SA and requires even better
understanding of the domain and havingedl-developednental model. It also requires much
mental effot. Level 3 SA facilitates proactivity, avoiding undesirable situations and making the
operators more prepared when events occur. Errors related to level 3 SA are often due to high
workload, insufficienexperienceor cognitive biases (likever projectiig current trends).

Some aspects that could impair SA according to Endsley (2016) are related to: attention, memory,
workload and other stressors, information overload, adding complexity to systems, mental models,
and outof-the-loop syndrome.

The approach to SA in this study is to conduct user studies to identify situations where the AEW&C
operators SA is impaired, due to for example high workload. After identifying those situations,
concepts using Al will be created that can facilitate theaipes SA, for example by detecting
abnormalities (Level 1 SA), assess situations (Level 2 SA) and make predictions (Level 3 SA). The
hope is that Al can improve SA and assistdhe e r al¢cisiondnsking and performance.



2.3 System theory

From a genetgerspective, a system is defined as: A set of things working together as parts of a
mechanism or an interconnecting network; a complex whole (Oxford University Press, 2020). The
system in which the AEW&@perator works can be considered as a humachire system, defined

as A combination of one or more human beings and one or more physical components interacting to
bring about, from given inputs, some desired out@danfiers & McCormick, 1993The definition

of a humarmmachine system implies that thenman and machine do not only work togethoer, they

do alsoso to achieve a desired output, or a system goal. For a complex and technicalligsteen

one of the study, systems theory can be applied. A key concept of systems theory is that a system is
more than the sum of its parts, when working togetherdbaldachieve things thatould notbe

possible if each individual part worked alone. Therefore, instead of looking at parts of a system in
isolation, one should look at the bigger picture, théesysas a whole (Flood & Carson, 1993)

When identifying systems and environments, one must first choose what definition of a system to
work according to. The definition used in this study is by Flood & Carson (1993) who claims that a
system simply isin assembly of elements related in an organized wikadgirel shows an example

of a system with relationships between elements, a system boundary and input and outputs. Elements
are the parts of the system that contribute to achieving the system goal. Relationships are the flows of
materials, information, or enerdgpetween the elements. The system boundary distinguishes the

system from the environment and other systems. What defines the environment of the system is that,
even though it still affects or is affected by the system, there is only-aaneelationshipinput, or

output (Flood & Carson, 1993).
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Figurel. Visualization of a system. Consisting of elements (dots) with relationships (arrows), system boundary, input
from the environment and output to the environment.

An important part wherdentifying systems is to define the appropriate level of resolution for the
systemin-focus, where to draw the system boundary. The challenge lies in finding the balance
between looking at the system as a whole and understanding the system at a deeper dathiled

level. The systean-focus is the system the study will put most resources on, in this case the system
of the AEW&C operator and their workstation. One approach when drawing the systems boundaries
for the systemin-focus is to look at concénation of relationships between elements in relation to the
core elements of the system (Flood & Carson, 1993).

In this study the systems will be described drawing inspiration frofiteegeneratiorActivity
Theory Model (Engestrom, 1999) and the sgstomposition proposed by Flood & Carson (1993).
The model created to describe systems presented below (Seedyigure
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Figure2. The model used to describe systems in the study.

The subject is considered the human, or thinking element, of the system, which may be an individual
user, a team or a subsystem depending on the magnitude and composition of the system. Tools are
elements that the subject interacts with to achieve thegodlh e g o all i s the syst
main purpose for the existence of the system. The outcome is the result, which aims to be compliant
to the systemdbs goal. The out come toolsandgoals r ect
match. If thereare mismatches, for example if the tools are not suitable to achieve the goal or if the
goal is beyond the capabilities of the subject, the outcome will not be in line with the goal. The
outcome may affect the environment or another system. The inp@earents from the

environment that affects the system.

2.4 Research Through Design

The objective of the study was to create guidelines for when and how to implemeriaéilitate

Situation Awareness (SA) for the AEW&C operators: Fighter Controller &@)Surveillance

Operator (SO)To create a process that produces these outcomes several unknowns were required to
be researched. First, a sufficient understanding of the system needed to be established. Second, the
user 6s needs t ovehot3Aiineonder to eeack thef sysiern goalsineeded¢o be
determined. Third, issues within the current system that hampers the operators' ability to achieve SA
needed to be discovered. Finally, Al considerations that work within the preconditions dedlarmine

the steps taken above need to be researched. This means that the process should facilitate the
achievement of Al guidelines that work within the current system and that the guidelines facilitate
selection of functionality that aids operator
A process that achieves the outcomes described abme&esrch through desigi@Zimmerman,

Forlizzi & Evenson, 2007), (See Fig8e An outcome of the study is artifacts, represented in the



study as design concepts and guidelines. The design conceptsateel cising multiple sources of
information from the research community,, engineering literaturenthropologyandbehavioural
science. In the study of engineering the technological opportunities and challenges of Al are
examined. Through anthropology an understanding of how humans pecocengrehendand

predict is reached. From the field of behavioural sciences theoriesaat®snon how to test and

create concepts and guidelines are determined. This study takes the perspective of interaction
designers using information from the different sources to create guidelines represented through
concepts that can be tested and iteragddg behavioural science. The concepts and guidelines
permeate the research practise barrier to the practice community (Zimmerman, Forlizzi & Evensson,
2007).

Engineers researCh/praCtice
barrier
theory/model I
®
technology ‘ Hel
\ . Practitioners
"
. field «—— Interaction .
Anthropologists data Designers . o
.
Practitioners
—— unanticipated . ‘\
effects . HCI
/ research Practitioners
theory artifacts
/ theory/model
gaps
Behavioral
Scientist
HCI Research HCI Practice
Community Community

Figure3. A model of thaesearch through desigapproach by Zimmerman, Forlizzi & Evensg@007)
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3
RelatedwWork

In this chapter previous works are presented in the following order:
Al in military applications, Explainablal, and Al in relation to situation awareness.

11



3.1 Al in military applications

In several industries Al has been promising, and the military industry is no exception. Al may for
example be helpful in aiding decisions, help perceive threats and learn to act autonomously (Gunning
and Aha, 2019). Al based systemaianalyse a much laeg amount of data than the human team

can along with predicting future events and filter out irrelevant information (van den Bosch &
Bronkhorst 2018). Military operations are often characterised by conpielxlemsolvingusing
information derived from sensors such as radars and other technologies. A side effect of the growth
in sensor technology is the amount of information required to besaua{yan den Bosch &

Bronkhorst, 2018). Bosch & Bronkhorst (2018) claims that the increase in information also risks
endangering situation awareness in operdiecause ofiigh workload, thus hampering decision

making. In addition, Al algorithms areusbiay o paque which complicates
to understand and act on Al suggestions effectively (Gunning & Aha, 2019).

3.2 Explainable Al

Gunning & Aha (2019) argue the importance of Explainable Al (XAl) in military applications of Al.
The advent of XAl is a consequence of the inherent complexity that Al systems based on Machine
Learning (ML) and Deep Learning (DL) have. Traditional Al systevere based on logic, making

the Al-inferences easier to understand. ML and DL are powerful models, but paradoxically, the more
powerful and performing the Al system is, the harder it becomes to explain its inferences (Gunning &
Aha, 2019). Developing Adystems provide designers with two main options, either they select a
model that is inherently explainable (lodiased) with a lower performance, or they select a model

with a high performance but loexplanability and develop an XAl model around it (&ung &

Aha, 2019).

3.3 Al in relation to Situation Awareness

When an Al system is introduced to a system t
Sanneman & Shah (2020) argue that huAbhteam performance should be the main goal of XAl,
implying that just focusing on the Al performance in isolation is insufficient. XAl that focuses on
facilitating Situation Awareness (SA) through explanation of Al behaviour is an important building

bl ock in a humanodés gl obal SA&S3h&q2020pmpose & Shah
integrating thehreelevel framework (Endsley, 2016) for SA when designing XAl systems.

Miller (2019) argues that XAl systems too oft
developers and calls for a thorough humanofacstudy of what constitutes a good explanation.

12



|
Process

In this chapter the process used in the study will be presented. First the selection of the process is
motivated and then the process is presented by how it relatesrésdlaech through esign
framework (Zimmerman, Forlizzi & Evensson, 2007).
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4.1 Motivation of Process

The process of the study was desigteeainswer the two research questions:

When should Al be implemented to improve AEW&C operafmituation awareness?
Hows houl d Al be i mplemented to i mprove AEW&C o

The study aimed to approach the research questions by producing concrete answers in the form of
visualconcepts mainly answerirvghen, and guidelines mainly answerihgw. To answer the

guestions and produce the deliverables a process was designed inspasebbgh through design
(Zimmerman, Forlizzi & Evensson, 2007). What this implied was that a ggacas designed that
adapted multiple research areas to facilitate the creation of guidelines and concepts simultaneously.
That means that the guidelines are created to facilitate the creation of concepts. The concepts in their
turn evaluate the usefulnesithe guidelines they were based on. The guidelines are improved,

which in turn facilitate the creation of improved concepts applying the improved guidelines, and so
on. This exchange of feedback between guidelines and concepts are the essenceaasthe pro
designed in the study. The process, and how it relates to the different aresesaoth through

designis presented in the following chapter.

4.2 The Process

Figure4 displays the activities in the study divided into two tracks that were dedigaedwer the

two research questions. The process consisted of four major phases allocated to the two tracks. Thes
phases were: Pigudy, Concept Development and two Al Guidelines phases. Trstyahe phase
consisted of system analysis and user studies concept development phase included ideation,
concept creation and evaluation. In the top track, thetody and concept development phases

mainly concerned thehenpart of the research questions. The Al guidelines phases consisted of two
iteratiors of Al guidelines which mainly concerned th@npart of the research questions. The

process was designed to allow some interaction between the two tracks displayed by the arrows in
figure 4. The first phase of the Ajuidelines informed how the conceptsould be created. By using

the guidelines in the concegteation the utility for design of the guidelines were tested. The two
evaluation phases both evaluated the guidelines and the concepts.

When to Implement Al

b
Pre-Study Concept Development
Concept Concept .
User q . Evaluation ; Evaluation

1 2

How to Implement Al

Figured4. Visualization of the process of the study.
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4.3 Pre-Study

Figure5 shows what aspects the gmidy coveredegardingtheresearch through design
framework. Using methods such as use profiles, NARX and concepts such as Situation
Awareness (SA), theehavioural aspects of the research of the system is coVeradderstand
what the properties that users ggta system analysis was performed.

Engineers research/practice
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HCI
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[ |

: /@

" ; field «—— Interaction

o Anthropologists data —»| Designers

1 | \ @ HCl

- r Practitioners
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1 theory ; artifacts
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| aps | ]

=| Behavioral gap »
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. = HCI Research HCI Practice
SEEEEEEEEEEEEEEEEEmsnmnemnnnnmnnnn  Community Community

Figure5. The prestudy phase in relation to the design through research framework.

4.3.1System analysis

In the system analysis, the system is defined and described in terms of goals, sulifExtesand
relationships. Other deliverables from the phase wgstem images for the system and its three
subsystems. The system analysis created a foundation fwhémgrack of the study.

4.3.2User Studies

The user studies included three major activities that helped to create a basis for the ideation by
finding opportunities for when to implement Al. The three activitveseinterviews, operative
simulation in the Mission Training System (MTS, a training system that has similar functionality to
the realAirborne Early Warning & Control (AEW&C) systeand taskanalysis using the concept of
situation awareness). The interviews provided findings for the use profile, teanswork,and

ri sks, and understanding of work conditions
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4.4 ConceptDevelopment

Figure6 shows what aspects the concept development phase coesgaedingthe research through
design framework.
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Figure6. The concept development phase in relation to the design through research framework.

In this phase both the behavioural aspects ofttidysas well as the creation of artifacts was covered.
The ideation and concept creat@meconnected to the creation of artifacts. The evaluation of the
concepts (which were created based on Al guidelines) coveréellagiourakide of study once

again

4.4.1ldeation
In the ideation activity, data and analysis from the previous activities wereofgadi solutions to
issues that the operators have.

4.4.2Concept creation 1

In this activity the ideas generated in the ideation activities were combined into eight concepts. The
concepts were improved using the first iteration of the Al guidelines. By usimgiithelines jt

could also be seen which guidelines were easy ocdiffio use.

4.4.3Evaluation 1

In the first evaluation, the concepts were evaluated by presenting the concepts to engineers and
operators at the company. The guidelines were also evaluated by seeing how well the intended effect
that the guidelines shallhave had in practice.
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4.4.4Concept creation 2

The evaluated concepts in Concept creation 1 were improved using the feedback from the
presentation. The concepts were also improved by increasing the fidelity of the concepts. Both by
more clearly tryingd achieve the guidelines and by making the concepts look more like a real
function.

4.4 5Evaluation 2

The concepts were evaluated by presenting the concepts to six operators. The operators got to say
what they liked and disliked for each of the eighta@epts.

4.5Al Guidelines phase 1 & 2

Figure7 shows what aspects the Al guidelines coveegrardingthe research through design
framework.
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Figure7. The Ai guidelines phases in relation to the design through research framework.

The creation of Al guidelinesasbased on engineering research of Al. This research created a basis
for finding technological opportunities for how to implement Al, but also partly when to implement

Al functionality. The first iteration of the guidelin@sscreated through a literature study. The

outcome of the literature studies were multiple quotes that were categorised using affinity diagrams.
The categories were written as guidelines and the quotes from the literature motivated the guidelines.
The seond iteration of the guidelines were informed by the concept creation and the evaluation
sessions.
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5
Application of Methods

Methods were selected to reach the process gaalsnethods that facilitate the creation of the
deliverables of the objectigan the study. This meant finding methods fromrésearctihrough
designresearch areas of; anthropology, behavioural sciences and methods that summarizes the
necessary data about the technological opportunities of Al from the engineering field.

The moivation for each of the methods selected is presented in the list of methods. They are
described based on how they were applied in the study. Finally, the connections between methods in
relation to the process is presented.
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5.1Education in the&ystem

To understand the systeameducation of the system and its parts was requested and attended
utilizing operators and personnel knowledgeable in the system. The education involved
understanding the system on different levels. The education alsaneahtactical aspects such as
how different types of missions atenductedhow different operator roles and tasks are structured
in different missions and what types of functionalities the system has.

5.2 System image

Based on the education of the systegstem images were created. System images were created on
four different levels, where the lowest level is the focus of the sfitdy AEW&C Operator.

5.3 Literature studies Al

Literature studies searching and filtering articles regarding Al and ®ruatiareness (SA) as well
as cognitive ergonomics. Literature from the course syllabosgnitive ergonomics was used

(Chal mers Student Portal, 2016). Al literatur
awarenesso, AAIAlexpll aitrmalyiol,i tayna@, asking resear
Technology.

5.4 Literature studies cognitive ergonomics

For a reasonable collection of methods, the literature from the cognitive ergonom{&hRIkhers
Student Portal, 20)&vere consulté. Methods were selected on their merits in similar projects and
on the recommendations within the literature explaining the methods.

5.5Interviews

Two interviews were conducted wigirborne Early Warning & ControlAEW&C) operators with
experience in the Swedish military. The interviewees had two different roles, surveillance operator
and fighter controller. However, they had knowledge and experience of some of the tasks of the
other rolesBoth operatordiad recent operative experience. The interviews were approximately one
hour long each. The transcripts of the interviews were sent to the operators after the interview and
completed by them. The purpose of the interviews was partly to create a useopariil@REW&C

operator, as well as identifying differences between the roles. Questions that were used to create the
use profiles were based on Janhager (2005). In addition to creating use profiles the interview featured
guestions that helped understandahhtiasks were relevant for the two roles. The questions were also
designed to find critical tasks for the system goals, common mistakes, possible improvements.

Additional interviews were also conducted with engineers and operators to find out moreiasut e
and risks, working conditions and to gain insights about operators' thoughts about Al. The additional
interviews were more unstructured than the two operator interviews.

In total, five interviews were conducted before the Mission Training Systers)jerative
simulation (described iActivities in the MTH
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5.6 Use Profiles

A use profile is a method where different asp
service is assessed. These aspects are categorised into; use experiezioes iafid responsibility of

use, emotional relationship to the product and degree of interaction with the product. Within each of
these categories there are abegories such as length of use, frequency of use etc. For each of the
sub-categories a valus iadded pertaining to what degree the category the user adheres to that
category from | ow to high, denoted as ndegree

Use profiles were created find differences in needs for the two differeakes:fighter controller

and surveillance operator. For each of the categories for each of the two operator types an
explanation based on the operator interviews were written. The use profiles were subsequently
combined into one overarching use profile for both roles where diffesebetween the two roles
were explained.

5.7 Activities in the MTS

The Mission Training System (MTS) was utilized to perform operative simulations, observations and
interviews concerning Situation Awareness (SA) and NARX questions.

5.7.1 OperativeSimulation

To get a deeper operative knowledge than achieved from previous user research, scenarios were use
in an operative simulation and to find how the operators reach SA. A scenario is a fictional, manually
created representation of tracks and pdoishored in realityused when educating new operators.
Moreover, the scenario was used to find critical tasks where Al suggestions could be helpful for the
two operator types. The scenario was staged in a system M#digidn Training SysteMTS)

usualy used for training customerso6 future opera
room of the AEW&C with a sufficient degree of functionality similar to the one of the actual system.
The MTS has five operator workstations with a functionabtgontrol own assets from a separate

room. The scenario used was a previously created scenario where fictional tracks had been created t
simulate a real critical mission. Two different versions of the scenario were used, one base scenario
and the samecenario but with different abnormalities that the operators were not aware of. The
abnormalities were based on the guidance of an opevhtowasnot presentin the operative

simulation. The abnormalities were discusseapresent reasonable events ttatld happen in

operations which are difficult to detect. The first abnormality was rib boats coming from a larger ship
standing still outside an island. The rib boats were approaching the island at high speed. The second
abnormality was suspicious landti@ity near aharbourthat was supposed to simulate smuggling.

The simulation consisted of three consecutive sessions. For each session variations were added. In
the first session the base scenario was used, in the second scenario the abnormaliteledvarela

in the third scenario the crew member roles were rotated.

After each session interviews were conducted with the fighter controller and the surveillance operator
(described below infSAquestionandNASATLX).

The sessions were initiated with assion brief. In the brief the goal of the mission was described
includingwhat to look for, what areas to focus on and what type of radar areas to create. The brief
was conducted by one of the operators and had a duration of about 30 minutes. Ondevias brie
finished, operators and the fighter pilot took their seats in the MTS. All the sessions were loosely
structured into four parts, which were based on the structure of a real mission. Part 1 was to establish
a situation picture which includes startithg sensors, creatirsgeasand starting links. The
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responsibility for these tasks is mainly delegated to the surveillance operator, but since the remaining
operators are usually relatively free (during this part of the mission) they assisted in tHfatask

one generally took-20 minutes. Part 2 included identifying the tracks that agpszause othe

actions in part 1, which was also performed as a team. Part 2 was intensively focusedXh for 5
minutes but progressed throughout the entirety @st@ssions as new tracks and plots appeared.

About 30 minutes into the sessions part 3 was initiated when an order was given from the Air
OperationgCentre(AOC). The order contained information that a specific target needed to be
identified by an own figter jet and where to start the fighter jet from. Part 4 involved the execution

of the order in part 3 and progressed for about 30 minutes.

The participants of the scenario were three AEW&C crew members and one fighter pilot. The crew
members were trainefEW&C operators. One mission crew commander, one fighter controller and
one surveillance operator. The fighter pilot was a SAAB employee with deep knowledge in the
technical aspects of the MTS.

All the sessions were audio and video recotoddcilitate ollowing analyses. The audio recordings
were taken between the fighter controller and the fighter pilot where most of the communication is
present. The video recordings focused on the screens of the fighter controller and the surveillance
operator. Two fatitators were responsible for the schedule of the day, preparations and
complementing interviews and two additional facilitators were responsible for operation of cameras
and aided in taking notes of interesting occurrences.

5.7.2 Observation

Every MTS operative simulation session was observed live and recorded for further analyses. Two
observers were present during the sessions, one focused on the tasks of the surveillance operator an
the other on the fighter controller. The operators wekedato think out loud when executing tasks

as much as possible without jeopardizing the goal of the mission. Time stamps were noted when
interesting events occurred whitttludeddifficulties in the tasks, errors, missed abnormalities, high
workload,stress,and interesting comments from the operators. The notes were also focused on
creating a basis for further questions by denoting where the unclear course of events occurred, as we
as creating a detailed understanding of the progression of tasks. Dwriolgservation questions

about these aspects were asked.

5.7.3 Situation Awareness Questions

The guestions after each session were based on 8 principles of situation awareness and had the
purpose of finding necessary aspects operators need to reatibiarguével of situation awareness

as well as finding deficiencies in tharrent system (Endsley, 2016). The interviews were conducted
on the fighter controller and the surveillance operator separately and lasted for aBOuhibites.

The interviewform was adapted to the current system and can be viewed in Apgendix

5.7.4ANASA-TLX

Following the situation questions an adapted version of NAEX was conducted separately for
each operator.

INNASA-TLX operatorsodo subjective ass e dastonemnmentalof a
demand, physical demand, temporal demand, performeffiod, and frustration levg|Hart &

Staveland, 1988). Hart & Staveland (1988) provides a humaredesissessment of tasks where

workload is viewed as an emergent property of task requirements, the context, operator skills and
perceptions. Mental demand involves, among other aspects, the perceptual activity and general
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cognitive task demand requirechyBical demand involves the physical demand of the task which, in
this context, mostly means effects from prolonged static actions of sitting still such as eye strain and
back pain. Temporal demand involves time pressure for different tasks. Perforn@anpésghe

operators to assess how successful they felt they were for the different tasks and how satisfied they
felt. The effort factor combines both physical and mental activity, the operators appreciate the effort
required to reach the task goals. Fratshn level assesses if the operators feel irritated, insecure etc.
about different occurrences during the tasks (Hart & Staveland, 1988).

The six different aspects of workload from NASAX were used as an assessment after each

session. NASATLX traditionally uses additional ratings for the importance of the different factors
which were left out in this study for several reasons. Hart & Staveland (1988) found significant
variance in verbal and written operator assessments in their tests and recommeteted wri
assessments. Since written assessments were n
and to focus on time spent on the sessiombtain more data from the operative sessions, the ratings
were left out. In addition, the discussed vace in the ratings, especially since the operative

simulation only featured two operators that were assessed, motivated that the hypothetical result of
the ratings would have a low validity in relation to the qualitative data obtained by the discussion
obtained through the method.

During the interviews the operators were first introduced to the six different factors that were
translated into Swedish. The operators then got to assess which factor that affected their perceived
workload during the session th@st. Then for each factor the operator got to explain which subtask
that affected the factor the most and the least respectively. In total three protocols for each operator
were obtained using the method. The questions asked can be viewed in Appendix C.

5.8 Affinity Diagrams

Affinity diagrams were createtd sort and find themes in the user studies and for the Al literature
review separately. The affinity diagrams for the user studies were created using input from
interviews, MTSactivities, function demonstration and education. The diagrams were creatgd usin
guotes and observations from the different sources concerning issues caused in the system hamperin
the operators to reach their goals. All the diagrams were then combined into two affinity diagrams for
the FC and the SO separately.

The affinity diagranfor the Al guidelines were based on quotes from articles concerning Al found in
the literature study. The diagram was created using an online based whiteboard software. Similar
themes were found, and the quotes were categorised accordingly. In additiguotias were

categorised based on when in a development process the guideliredavast,.e., planning,

designing and evaluation.

5.9 Hierarchical Task Analysis

A Hierarchical Task Analysis (HTA) is a structural decomposition of a task; a goaldsk &t
defined and user actions are specified that are required to reach that goal (Oswalder, Rose &
Karlsson, 2015)Hollnagel (2004) argues for the convenience and adaptability oftsifDA task
analysis.

HTAG were created for two roles, Fighter Conéo(FC) and Surveillance Operator (SO), during
simulated missions. Separate HFAor different roles is also argued by Hollnagel (2004). The
purpose of creating the HT® decompose the structure for the tasks in the two rolelsi@ntind

where duringhe progression of a mission Al suggestions may be helpful. TheédH¥ére created to
describe one mission loop that lasts for about one hour and were based on the MTS activities and
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previous interviews. The initial HT& were created with three levédskeep the detail levabw.

The FC and SO HTA were both expanded for two subtasks, each tiassshoran adapted version

of GTS described in the next section. These ETémployed a higher level of detalfacilitate
identification of the tasks crucial to analyse further. This gave the HTA a detail level of up to three
levels deeper than the initial HB& In total four HTAs were created in addition to the two initial
overarching HTA&s.

5.10 Generic Task fecification

TheGeneric Task Specificatid®GTS) is a method to analyse the workload in a system using
derivations from fractions of other theories such as-&kile-Knowledge. The model is divided into;
task demands, automation levels, mewtatkload,and physical workload. The aptitude of the

method in the study was motivated by the flexibility of the method where aspects may be left out if
they are covered using other methods. Or, if the specific aspect is not relevant for the evaluation it
can be lefout which enables a quick estimation for finding tasks with a high workload, in particular
if other completing methods have already been employed (Bligard, ZBI8)was used to find

which subtasks in the HT@& that could be inferred to have a high woaki based on the data

obtained in previous user studies using the factors in the method. Since the method was not used to
guantify workload, but merely find opportunities for Al supporting tools, grading of the aspects was
left out.

On the recommendatiaof Bligard (2014) the most relevant factors for the system were used when
assessing the difficulty for each subtask. Relevance of the aspects were assessed by analysing how
common the specific issue was in the system using data from previous userastddiesy relevant

the aspect was in relation to Al. All the different operations/subtasks were evaluated against the
following factors:time pressure, information amount, memory demanding, calculation demanding,
mission critical information, looking and sehing, spatial requirements, higtakesand risk for

errors. The operations that met most of the criteria were two operations for each role.

5.11 Ideation

The ideation of the concepts was performed in multiple iterations. In the first iteration ity affi

diagram from the user studies was used to find instances where operators found it difficult to reach
their task goals. The issues found were listed and categorised into different themes and rephrased as
clearly as issues to solve rather than quotégh@ issues were then assessaghrdingwhat degree

the issue could be solved using Al based suggestions. Issues that pertain mainly to usability or, were
not relevant to the roles the study focuses on or team dynamics were disregarded. The reduced list of
issues was used to generate the éiodiection of ideas. Ideas of solutions were created using

analogue sketches for five minutes for each of the issues in pairs. This resulted in roughly 70 separate
ideas with some degree of similarity. All the ideas were discussed and subsequentlydigscribe

short sentences.

For the second iteration of thed esamilagities betweemll of them were further specified. This
categorisation resulted in 18 different themes containing the 70 ideas. In addition, ideas that could
instantly be evaluatedasungea bl e or outsi de the studyodés scop
stage was a reduced list of ideas categorised based on similarities and the level that the ideas fitted
together. This resulted in four groups of ideas per operator role, eightljrittatavere precursors to

the concepts.
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5.12 Creation of Concepts

The creation of concepts was iterated in two steps and were based on the eight ideas described in the
previous sections. First after a larger scale presentation and second after aroavsdgaion with
operators.

5.12.1Use of Alguidelines

Guidelines were used as a foundation in developing the eight ideas into concepts with a higher
fidelity. Guidelines that were relevant to the specific idea group were identified and applied to the
speific group, meaning that not all guidelines were used for all the concepts but rather the most
relevant.

5.12.2Wireframes

Wi reframes on paper templates, depicting a si
created for each of the eight coneefihe purpose of the wireframes was to create a clear workflow
easy to integrate within the current system and easy for operators to follow during presentations of
the concepts. Another purpose of the wireframes was to facilitate a discussion abowg how th
concepts worked and detect violations of guidelines and violations against the result from the user
research. Approximately five frames per concept were created.

5.12.3Conceptdescription

The eight concepts were described as a background to what adfbetsperator task goals the
concepts help to facilitate as well as the <co

5.12.4Digital concepts

Using the wireframes and concepts descriptions the concepts were visualised in Microsoft
PowerPoin{2018). The goal of the visualisations was to create a presentation to evaluate an initial
iteration of the concepts to relevant personnel at the company. The Adobe lllustrator (2019) concepts
were refined in a higher fidelity showing a more detailed autgon than the previous concepts.

5.13 Evaluation ofConcepts

All the concepts were iterated using comments from relevant personnel at the company including
AEW&C operators.

5.13.1Input from concept presentations

Concepts were presented whereftirectionality and background to the concepts were described.

The concepts were presented in two instances. In the first instance the PowerPoint visualisations of
the concepts were presented. Comments from the first presentation were used to refin@fite conc
using illustrator. Especially uncertainties about the functionality, the utility of the concept and the
clarity in interactions occur in the concepts were clarified. The concepts were presented exclusively
to operators using the refined concepts asalisations. The concepts were introduced and explained
and thereafter operators got to comment about what they liked and disliked about the concepts.
Discussions for evaluation of concepts and guidelines were facilitated by asking questions about the
guidelines used while creating the concepts.
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5.13.2Evaluation of concepts in relation to guidelines

The evaluation of the concepts was based on the comments from operators. Comments regarding
visual aspects were disregarded along with comments not in accerdiéh the scope of the study.

First, all the guidelines that were used when creating each separate concept were listed. Second, the
comments operators had for each of the concepts were allocated to which of the guidelines they
connected to. Thereby ibald be seen how many of the intended guidelines that were achieved or
violated,and which guidelines operators did not discern from the visualisations.

5.13.3Evaluation of guidelines

The guidelines were created and iterated throughout the project. Mbstguidelines were written

before the advent of the ideas but were reorganised and rephrased during parallel activities during the
study. When creating the concepts, the guidelines were clarified when uncertainties emerged using
the guidelines. A subgbwas to minimize th@umberof guidelines.

In addition to evaluating the concepts the guidelines were evaluated. Guidelines that were mentioned
frequently were seen as more important. Guidelines that were not mentioned were either rephrased
increaselhte clarity of them, combined with other guidelines to facilitate easier selection of guidelines
when ideating concepts or removed from the guidelines list.
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5.14 Connections between methods

Figure8 displays how the different methods and processes udkd study relate to each other. In

the pre-studyphase several methods and processes were empéoyederstand the users and the
systemAll the input from the user studies were analysed using affinity diagrams evgeneain

issues in the system were highlighted. NABIAX and Situation Awareness questions were used to
find factors i mportant from a edasdactorsintipeeGIS pec't
method. The first iteration of HT& was created using the results from the affinity diagram. These
HTAG were expanded using the input from the applied GTS method. Using the updat@sdadd A
results from the affinity diagram the@eation was initiated. From the ideation concepts were created
which were evaluated in two iterations. During the study Al guidelines were derived from Al related
literature. The first iteration of the guidelines was created using affinity diagramstesgudhe
literature. These guidelines were evaluated by using them in the creation of concepts and the

evaluation of these concepts.

Pre-Study Concept Creation 1 & 2
TLX Questions

MTS
Activities

Affinity Concept
user HTA GTS Ideation Creation B Evaluation &
research
Al Guidelines

Al
N Literature Affinity Al
Interviews : Study

(VTS
Profiles

Figure8: Connection between methods in relation to the process.

Al Guidelines 2

Al Guidelines 1
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6
System Analysis

The focus of the study was to explore and identify when and how Al could be used to improve the
Situation Awareness (SA) of operators in #igborne Early Warning & Contro AEW&C) system.

A useful and often necessary starting point when conducting aigynderoject is to establish an
understanding of the system. Since the focus of the study was on the operators, the expert users, it
was important to understand their role in the huimachine system.

In this chapter, the AEW&C system will lamalysed drawing inspiration from systems theory. This
implies:

Identifying systems and environment.

Describing the systems in terms of goals, subjects, toolspmesand relationships.

27



6.1 Defining Systems andenvironment

The systems analysis statteith defining systems. This was done by applying systems theory (see
Chapter2.3 Systems TheoyySince the focus of the study was on the AEW&C operators, specifically
the Surveillance Operator (SO) and the Fighter Controller (FC), it was natural toystansidering

their individual systems, consisting of them and their workstation. The identified systems got the
collective name: The AEW&C Operator. The elements with the closest relationships to the SO and
FC were the other operators in the operagant and their corresponding workstation. That formed
the second identified system: The Operator team. The operatoisteatine operator room of an
AEW&C. The AEW&C itself was also considered a system, which included the operator team, the
pilots, and the airplane with lauilt-in sensor suite. The AEW&C system was considered a part of an
even bigger system, the Joint Military Operation (JMO), which also included other systems like other
military assets and the Air Operation Centre (AOC). The JMsBegy was considered the system of
the highest level of the study, the whole system.

When defining the environment, elements were considered that affected or were affected by the
AEW&C system. This mainly included target data picked up by the sensor suite.

To conclude, the following environment and systems were identified:
The AEW&C Environment
The whole system: Th&oint Military Operation
Subsystem 1: The AEW&System
Subsystem 2: The Operator Team
Subsystem 3: The AEW&C Operator

6.2 Environment: The EW&C environment

The environment affects the system in the form of inputs. IAit®rne Early Warning & Control
(AEW&C) system, the input is the data from targets in the environment. The environment of the
AEW&C system can be divided into three areds;maritime and land (see Figudg
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Figure9: The AEW&C environment displayed to the left
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Each area includes different targets with different characteristics and states. These targets can be
vehicles like airplanegoats,and trucks, but it can also be other moving targets such as drones and
missiles. The data from the targets are collecteth®égensor suite of the AEW&C and identified as
unknown, friend, neutraguspector hostile. The behaviour of the target and the capabilities of the
sensor suite are affected by external factors. Examples of these factors are weather conditions, air
andsea routes and national borders. But the capabilities can also be affected by electronic warfare
(EW) which for example include hacking and adversarial attacks. The behaviour of the targets in the
environment also changes depending on the state of iteralarelations. The states can be divided

in three general categories: peagar, and conflict. The most common state is peace but depending
on the location, states of conflict are not unusual.

6.3 The whole system: The Joint Military Operation

The whde system, the Joint Military Operation (JMO) is the largest system thestndidersThe
system includes all elements that in some way affect the system gOetatie a highresolution
image of the ak; land- and sea pictureThe JMO system will be described in terms of the system
goal, subject, toolgyutcomeand relationships between elements.

6.3.1 System Goal

In theJMO systemthe AEW&Csystemcollaboratesvith other subsystems to achieve the system
goal. This large and complex system has the gdateate a higkresolution image of the airland
and sea pictureThe operators interviewed in the study often excluded land from the term and
referred to ths as Recognized Aaind Sea Picture (RASP).

6.3.2 Subjects

The subjects in this system consider the crew of the AEW&C and humans in other subsystems that
the AEW&C collaborates with. In the JIMO, the subjects are divided into two categories:

Main subject Crew of the AEW&C.

Secondangubjects Humans of the other subsystems within INO.

6.3.3Tools

Tools, as defined as el ements the subjects in
the assets of the subsystems in the JIMO (see Figur€his includes fightejets AEW&C, land
sea based radars, Air Operations Centre (AOC), and gioased Remote Control Centre

6.3.4 Outcome

The outcome of the IMO system depends on each subsystem's individual performance (or outcome)
and the collaboration between the subsystems. This requires that each subsystem perform well
internally and managefor oduce an outcome that <contri butes
communication and collaboration between them is effective and efficient. If the system manages to
produce the desired outcomdjigh-resolutionimage of the ailand and sea picturg¢he outcome

can be used in an even bigger system, whose goal mighkbefgeople and society safe

6.3.5Relationships

The system imageisualizesrelationships between elements of the system (See Figure
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Figure10. The relationships of elements within the Joint Military Operation system.

The focus of the JIMO system is on the AEW&C. The relationships between the subsystems are
facilitated byradio links, which in turn are facilitated by radio towers that connect different sensors
to theAir Operations Centr@AOC). The AEW&Cgathers data from the environment through the
sensor suite. The primary sensor radar (PSR) on top of lleregmainly gathers information about
the position, movementshapeand size of movingargetsin the environmenfThere isalso another
radar mounted underneath the aircriduat isused for maritime surveillance. The IFF and ABS
gather identity information of airbornand surfacéargetswith transponders, while AIS does

roughly the same for maritintargets(and for example rescue helicopters). The EOS is a camera
system mainlysed to get a picture of maritime and laadyets The data links, SATCOM and

Voice COM are tools to distribute information and communicate with other parts of the sjseem.
data picked up by the sensor suite of the AEW&@laneis sent to the AOC. ThAOC analyses the
data and identifies thargetand distributes the data back to the AEW&C and friendly assets in air,
land and maritime. In addition, the AEW&C also identifies data and sends it back to the AOC. The
AEW&C can also communicate directlyand control fighter jets that can be used to perform
different missions.

6.4 Subsystem 1: The AEW&C System

The system boundary for Subsystem 1: The AEW&Gtem is drawn around the AEW&@irplane
This means that everything inside the aircraft, includipgrators, pilotspbserversand all
equipment are included. In addition, all sensors mounted axrfilanealso are within the system
boundary.

Theairplaneis divided into four different areas (seigure 11):

Cockpit

o Like an ordinary airplane but also including mission display units (MDU) that display
the situation picture.

Planning & rest area
o Comfortable seats, tables, MDU.

Operator room
o Operator workstations, observer seats.
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Machine room
o Room for electronics and machkiy.
All rooms include safety tools like fire extinguishers, oxygen masks and life vests.

1 Hardware
2 Operator workstation

Machine room Operator room Planning & rest area Cockpit
- 3 Operator

1
B 6 4 Observer seats

~ 3 I — 191 ) | 5 Armchair

6 Mission Display Unit
Table
204 ) | z

4 ‘ I 8 Pilot

Figurell. Inside the AEW&Cairplane

6.4.1 System Goal

The system goal of the AEW&C system is to con
high-resolution image of the ajland and sea picture. The AEW&C contribute to this goal by

providing longrange detection and identification of targets im @ sea and over land. By in

principle being an elevated and mobile radar, the AEW&C has a larger radar coverage and more
flexibility than ground or seabasedadars. The goal for the AEW&C system is further elaborated in
aspects of effectiveness, eféincy,efficacy,and safety:

Effectiveness

Effectiveness can be assessed based on how well the system is in providing a sufficient image of
targets within the environment. Effective use means that resources are used to create a complete and
accurate sitation picture. This implies that targets are correctly identified and that a high degree of
targets are detected and identified.

Efficiency

Efficiency can be assessed on how well all technical elements of the system work. To achieve high
efficiency allelements must work flawlessly and jointly. These elements include sarsoradars

and other sensing devices, and communications devices. The efficiency can be measured in metrics
like time to detect, understanthmmunicateand make decisions on thdormation provided by the
Sensors.

Efficacy

The AEW&C system acts within the larger Joint Military Operation (JMO) system with a defined
mission. If the AEW&C manages to have a high degree of effectiveness and efficiency, the whole
system can work weas well, providing air, naval and army commanders with situation awareness
beyond their own capabilities.

Safety

The safety goal concerns keeping all involved personnel away from injuries and all vehicles
operativelt also includes detecting potential threats and not making mistakes that can lead to
dangerous consequences.
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6.4.2 Subjects

The subjects are considered all crewmembers aboard the AEAWBI&ne
Main subjectsThe Operator team.
Secondary subjects: AEW&flots and eventually observers (mainfpr educational
purposes).

6.4.3Tools

The tools the subjects interact withachieve the system's gatdpends oif they are an operator or
a pilot.

Tools for the operator team:
TheC2 system
The sensor suite.
o Primary sensor radar, IFF/ABE, Data links, Satcom, Voice communication, EOS/IR
sensor, Maritimesurveillance radar, AlS, ESM and Splotection system.

Tools for the AEW&C pilots:
The cockpitdos interface. This involves the

6.4.4 Outcome

The desirable outcome of the AEW&C system is to provide-lange detection and identification

of targets in the environment. The outcome depends on the performance and relationship of elements
within the system. For example, if there is a mismatch in the relationship between the operator
(subject) and the C2 systdtool) and the operator uses the wrong settings to achieve the intended
goal , the outcome will not be in Iine with th

6.4.5 Relationships

Relationships between elements are defined as flows of materials, information, or energy between the
elements (Flood & Carson, 1993). In the AEW&C airplane, information flows were considered most
relevant and therefore only those were used in the analysis. The information flow of the AEW&C
system is displayed in Figuie.

User input to Filters of what and how Displayed filtered Il Data/information
the C2 system information are displayed information
Sensor suite data M Visual information

Data processed to information .
by the C2 system 1 Input to C2
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Figure12. Relationships (information flows) between elements in the AEW&C system.

The data collected by the sensor suite is processed to information by the software system (blue).
However, all information available is too much to visually present at the sameéuiento limited
space on the displays and human cognitive limitations. Therefore, the information goes through an

32



Ainformation filtero (turquoise), which are t
information (green) reaches the human througtCeystem or mission display units (MDU). The
operator can interact with the C2 system (yellow) to change the information filter and thereby the
visual information displayed to them. Communication relationships are displayed with red arrows.
The dotted bogs are team communication boundaries, areas where hgarawmnmunicate with

each other facéo-face.

6.5 Subsystem 2: The Operator Team

The system boundary for Subsystem 2: The Operator team, is drawn around the operator team in the
AEW&C. This includeghe operator team of 5 persons with different roles, and the tools they interact
with to achieve the system goal. The system i
outcomeand relationships.

6.5.1 System Goal

The goal of the operator team is to receive, interpret and distribute information providedbytthe
in sensor suite through tli@®mmand & Control€2) systemand create the best possible
prerequisites to create a higksolution image of the air, landnd sea picture. The information is
then used in different mission scenarios to execute tasks (sometimspeaaoific)e.g.,perform
fighter control and to detect, report, and act upon detected anomalies

6.5.2 Subjects

The operator team typically casts offive operators with different roles and tasks, there can also be
multiple operators with the same role:
Surveillance Operator (SO): The main tasks of theaB@ manage the radar settings and
identify tracks. The SO role is further analyse®€hapter7 User studies
Fighter Controller (FC): The main tasks of the &€to communicate with fighter pilots to
guide and ensure their safety in different missions. The FC role is further analeapier
7 User Sudies
Mission Crew Commander (MCC): The main task of the MCC is to communicate with other
systemsand be resptsiblefor the outcome of the mission.
Operator 4: Taskdependon the mission. Can for example be to manage the EOS camera, the
radio- and Elinks or the selprotection system.
Operator 5: Taskdependn the mission. Can for example be to manage the &mnera, the
radio- and Elinks or the selprotection system.

6.5.3Tools

The tools are the elements the subjects interact with to achieve the systems goal:
The C2 systemthrough the C2 system the operator can interact with:
0 Other subsystems within tideint Military Operation system (JMO)
0 The sensor suite.

6.5.4 Outcome

The outcome depends on how well each team member performs, but mostly it depends on how well
the team can work together to achieve the system goal. For example, the FC is depending on the SO
when guiding a fighter. If the FC fails to guide the fighterdiniify a suspect track, the situation

picture will be incomplete; the outcome will not correspond with the goal.
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6.5.5 Relationships

Similarly, to Subsystem 1: The AEW&C Systéme information flows were considered most relevant
and therefore only those were used in the analysis. The information flows of the Operatard eam
displayed in Figurd3.

User input to Filters of what and how . Data
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Figure13. Relationships (information flows) between elements in The QuefFatm.

The data collected from the environment by the sensor suite is processed to information (blue) by the
Command & Control©2) system. However, all information available is too much to visually present

at the same time due to limited space ordibplays and the operator's cognitive limitations.
Therefore, the information goes through an fi
and modes determining what visual information (green) reaches the operator through the C2 system.
Dependng on the role, the operator interacts with the C2 system (yellow) to change the information
filter to display information relevant to their tasks. The Fighter Controller (FC) communicates with

the fighter pilot (red) and guides according to the missibe. Nlission Crew Commander (MCC)
communicates with other subsystems in the JMO system, for example the AOC and 1st pilot of the
AEW&C airplane. The dotted box is the team communication boundary where opesgators
communicate within the team through interccadio and facéo-face. An example of faem®-face
communication is to poke on another operatoro
something of interest on the display.

6.6 Subsystem 3: The AEW&C Operator

At the lowest level, only thEighter Controller (FC) and Surveillance Operator (SO) was concerned.
The subsystenmcludestheindividual operator and their workstation.

Theoperator workstation, consists of the following components (see Figure
TheC2 system
Situational asplay. Displaying the situation picture with tracks and tools like settings, filters
etc.
Input devices
o Keyboard.
o Computer mouse.
Headset(To receive information and communicate within the operator team and other
subsystems within th&VO).
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Radia Used for cormunication
Computer chairs.
Desk.
Safety equipment
o Oxygen mask
o Life vest.

Figurel4. The operator workstation.

6.6.1 System Goal

The general goal for an AEW&GQperator is to perform their assigned tasks with effectiveness and
efficiency to contribute to the team performance and accomplish the mission.

Surveillance operator: The system goal for the SO is to create the best possible circumstances to
create a Recognized Aand Sea Picture (RASP). In short this implies making sure that the radar
collects the right data from the environment according to the mission.

Fighter Controller: The system goal for the fighter controller is to provide the fighter with sufficient
information about the situation and ensuring the flggfety.

6.6.2 Subject

At this level only the FC and SO role is concerned.

Surveillance Operator (SO):The main tasks of the S&@deto manage the radar settings and identify
tracks. The tasks of the SO raleefurther elaborated i€@hapter5.13Hierarchical Task Analysis.

Fighter Controller (FC): The main tasks of the F&eto communicate with fighter pilots to guide

and ensure their safety in different missions. The tasks of the F@redlether elaborated in
Chapters.13Hierarchical Task Analysis.
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6.6.3Tools

The tools the operator interacts with are:
TheC2 systemThrough theC2 systenthe operator can interact with:
0 Other subsystems within tlI&O.
0 The sensor suite.
Input devices (Keyboard & computer mouse).
o To interact with th&C2 system
Communication equipment:
o Headset.
To receive information and communicate within the operator team and other
subsystems within th&viO.
o Radio.
Used for communication.
Role-specific tools: Some tools are only available for certain roles, for example the EOS
camera.

6.6.4 Outcome

The out come depe SitiaionAwarendsse(SAng abifityatd distriiute general

and rolespecific informatiorto other operars and subsystem$he outcoméas adirecteffecton

the operator teambés performance, which 4in tur
resolution image of the ajrland and sea picture.

6.6.5 Relationships

The relationships within thsystem are exchanges of information. The information flows are
visualized in figurel5s.

Figurel15: Relationships (information flows) within the AEW&C operator system.
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The AEW&C sensor suite collects data (input) from targets in the environment. The data is processed
to information by the C2 system (blue). The information goes through an information filter

(turquoise) and reaches the operator as visual information tintbaglisplay of the C2 system

(green). By interacting with the C2 system through input devices (yellow) the operator can affect the
information filtere.g.,what visual information is displayed. By interacting with the C2 system, the
operator can also imectly communicate with other operators and subsystems, for example by
identifying targets in the environment. The operator communicates directly to other operators and
subsystems through the headset (red). The audial information reaches the othezraglibystigh

the radio. The operator can also communicate-fadace within the operator team, for example by
poking someone's shoulder to show something on their screen.

The main difference of information flow between operators is how they interadheitB2 system

to control what is displayed on the display and what subsystem they interact with through the radio.
The SO does not communicate as much as the FC, and mainly does so with the Mission Crew
Commander (MCC) or the Air Operation Centre (AOQ)e FC communicates, on occasions
intensely, with both the fighter pilot and the MCC. The FC communicates their own Situation
Awareness (SA) to the fightgat, who does not have the same resources to develop their own SA.

6.7 Chapter summary: Systefmnalysis

Conducting a system analysis is a useful way to start a project related to complex and technical
systemslike the one of the studyt is important to establish an understanding of how the systems
are composed in terms of environment and subsystems and how they relate to each other. In this
study the following systems and environment were identified:

The AEW&C Environment

Thewhole system: The Joint Military Operation
Subsystem 1: The AEW&C System
Subsystem 2: The Operator Team

Subsystem 3: The AEW&C Operator

The system and subsystems were analysed in terms of system goals, subjeatsi¢ooigsand
relationships. This falitated an understanding of each system and clarified the Surveillance
Operators (SO) and Fighter Controllers (FC) p
system goalto create a higkresolution image of the airland- and sea pictureMost importantly,

the system analysis gave the study a foundation to rely on, a common ground, in further studies.
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2
User Studies

The main users in the study are #igborne Early Warning & ControlAEW&C) operators Fighter
Controller (FC) and Surveillance Operator (SO). The aim of the study is to look for opportunities to
improve their Situation Awareness (SA) with the implementation of Artificial Intelligence (Al) in the
Command & Control€2) System. Thestudy focuses on two major questionsten to implement

Al, andhow to implement Al. This chaptetJser studiesmainly relates tavhento implement Al.

The study approach to answer this by:
0 Conducting interviews which gained findings in:
3 The udation o ¢he product.
3 Insights in aspects relatedteamwork.
3 SA Errors and risks
3 How working conditions aboard the AEW&C airplane could affect SA.
3 Usersod thoughts about Al
0 Operative simulations in the Mission Training System (MTS) which resuited i
3 Findings of SA related challenges for the FC and SO role.
3 Understandings of how the operators work at a general level by conducting a general
Hierarchical Task Analysis (HTA) for each role.
3 Assessments of workload and SA for steps irgégneeral HTA by using the methods
NASA-TLX and GTS.
3 Four detailed Hierarchical Task Analysis (HTA) on tasks with high workload.

The chapter starts by presenting the findings gained from the interviews.
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7.1 Findings frominterviews

The main users of the study are the Surveillance Operator (SO) and the Fighter Controlieo (FC).
establish an understanding of the users and their context, interviews with operators and engineers
were conducted. The interviews were transcribedasuadly®d by making affinity diagrams. This

part presents the findings from these interviews. The interviews gained findings in the following
categories:

The Use Profile

Teamwork

Errors and risks

Working conditions aboard the AEW&C Airplane

Usersd théalughts about

W (W (W (W W

The following chapters will present the findings of each category.

7.1.1Use Profile: The AEW&C Operator

In this section, a use profile for the AEW&C Operator is presented (SeeI)ablee use profile
presented is based domofdise profiesy Ene dnswag td gaidh lgightsl e s c r
regarding thes s erelaidn to the product. The roles in focus are the Surveillance Operator (SO) and
Fighter Controller (FC). Only one final use profile was created but is considered applicable for both
roles. The differences in the two roles use of the product is discussed after the use profile is
presented. When the tepnoductis used, this implies the AEW&C (described in further detail in
Chapter6.4: Subsystem 1: The AEW&C system

Tablel below presents the result of the Use Profile for an AEW&C Operator. The degree of
performance for each of the categories is marked with bolded text. For some of the categories the
degree of performance lies between two values which is marked by two betted

Table 1: Use Profile for an AEW&C Operator

Category Degree of Explanation
performance
Length of use and | Newcomer Experienced or specialised
education Experienced depending on role.
Specialised
Frequency of use | Rare Daily use and with occasional u
Occasional during weekends.
Frequent
Influence on the No influence Depends on the country. No or
choice of product | Some influence some influence in the choice of
Great influence system. Post development main
relates to softwarehanges.
Influence on the usg No influence Depends on the hierarchical
situation Some influence structure of the mission.
Great influence
Responsibility in usq¢ No influence Responsibility to use the produg
Some influence according to their individual task
Great influence during the mission.
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Ownership General Users do not own the system bd
Rented act as they do to some extent.
Owned

Social aspects No influence Proud of being a part of a group

Some influence
Great influence

selected t@lo something
important. Prestige between rolé

Mental influence of
product

No influence
Some influence
Great influence

Affection develops over time.
Overall appreciation of the
product but can see areas of
improvement.

Cognitive interaction

No influence
Some influence
Great influence

High cognitive interaction that
varies in intensity over the
duration of the mission.

Physical interaction

No influence

Not as comfortable as working i

Some influence
Great influence

an office. Long durations and
more cumbersome to take breal

Length of use and educationThis varies between countries and between the roles, but all operators
must havenmilitary education to be allowed to use the product. The operators also get additional
education of the C2 system used in the product. This education centres around iweafitpcif the
system and in particular the humemmputer interface. The tactical education is handled by the
customerj.e., the military organisation within the country that buys the system. In Sweden,
additional Fighter Controller (FC) education isrmdatory for the role.

Use time and skill between operators varies, but in general the operators havensexkeshours
of experience with the product. Some users are substantiallyskiticg than othersFCs are
generally more experienced than Sailence Operators (SO). The FC afaastpass stress tests,
spatialtests,and cooperation tests that their peers do not have to take.

Frequency of useOperators fly mostly every day; the exact time varies between countries. The
duration of flights vaes but can be up to 11 hours. If an operator has not flown for a couple of
monthstheymustperform a check, and after some years, parts of the eduocatoko be retaken.

The influence on choice of productThis depends on what country the AEW&C sed in, but

generally the influence is small or none. In Sweden operators and military procurement officials are

in relatively close collaboration compared to other countries. This means that Swedish operators have
some influence on the choice of produetterms of what functionalities it should have. For example,

the functionalities within the C2 system have been developed in collaboration between users and
engineers. However, once the system is bought, influence is substantially diminished. Future
upgrales of the system that the operator may have influence over mainly concern software upgrades.

Influence on the use situationThis depends on the hierarchical structure of the mission. In Sweden
there is dlat structure which means that the AEW&C operators have a more evenly distributed
influence. In countries where hierarchies are more present some roles, like the Mission Crew
Commander (MCC) or the 1st pilot of the AEW&C airplane, have more influence osehe u

situation than others.

Responsibility in use:The operators are responsible to use the product according to their individual
task during the mission. For example, the FC is responsible for ensuring the flight safety of the
fighter jet in relation to igil traffic and the SO is responsible for managing the radar settings. The
MCC is responsible for the mission overall.
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Ownership: Since the operators spend so much time wittptbduct,they treat it as if they own it
to some extent, even though theyrbt. They are proud of the product and feel the need to take care
of it. They keep their fAofficed clean, avoid

Social aspectsBeing an AEW&C operator means that you are one of few selected to do something
important for society, which adds to the sense of pride. Since the product is considered to be a high
value target, this implies that operators are an important asset. There can be some prestige between
roles. The FC can be considered a more crucial role th&8Qh&enerally, operators strive to be

FCGs. It involves more responsibility and is often significantly higher paid than the SO role. Another
social aspect is cooperation skills. It is important to continually share gained knowledge and
communicate. It maglso be beneficial for operators to be friends outside the confines of the plane.
This since it helps building trust between operators which is important to have during difficult and
stressful operative situations.

Mental influence: The operator spendsconsiderable amount of time with the product and develops
an affection to it to some exte@verall,they appreciate the product and feel like they can trust it,
even though they see areas of improvement.

Coghnitive interaction: The operator's cognitevinteraction with the product is high but the intensity
varies over the duration of the mission. For
is especially intense when leading one or more fighter jets.

Physical interaction: The airborneaspect of the AEW&C operator role results in some additional
difficulties. It is more cumbersome to take breaks, it requires more spatial abilities since the plane
moves in relation to the targets and even though the environment in the airplane caulsidered
good it does not beat the comfort of an office.

Differences between roles in the Use Profile:

The use profile is applicable to both the role of FC and SO but have some differences.

The mostpparentifference between the FC and the SO isiwitength of use and education. The
SO is considered to have slightly easier tasks which does not require as much education and
responsibility. The S0O6s tasks are a part of
independent on mission. Thasks of the FC are more dynamic and unpredictable. But for certain
missions, or when links are down, the workload and cognitive demand on the SO increases
significantly.

The social aspect may be a considerable factor affecting the team dynamics. SkCadbksire

more difficult and demands more resources than those of the SO it may lead to undesirable crew
resource management related issues. In general, this is not a problem in Swedish crews where the
organizational structure is relatively flat.  hdner countri es it can | ead
opinion may be valued | ower than the FCO0s.

7.1.2Teamwork andCommunication

For the operator team, teamwork and communi ca
operators are, to a largatent, dependent on each other to be able to perform thespedgic and
collective tasks. This chapter presents insights of important aspects and challenges related to
teamwork and communication for the operator team.
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Findings related to teamwork:
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It is important that the system facilitates the ability to work dynamically and be able to trade
tasks and support each other. Since the workload for the roles sometimeghenedspften
someone with morer lessworkload.

An experienced and cebive team are better at working dynamically and proactive, they have
a better team awareness (awareness of what the other team members do and when they need
support).

Feedback and support should be immediate, and proactive if possible.

The operators mu$ave trust in the team. Each operator has different responsibilities and
must trust that everyone is doing what they are supposed to do to complete the mission.

It is important that the roles are clear, especially in situations of crisis. Crew resource
management is important if disputes occur.

Findings related to communication:
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Communication requires discipline. It should be cledormative,and concise. Standardized
military phrases are used for this purpose.

Confirmation and repetitioareusedto ensure understanding from both parts.

Speak is a quicker means of communication than text, but harder to remember. Pen and paper
are used to take notes of things to remember.

It is a challenge to know when the counterpart is receptive to communigativoments of

high workload. It is also hard to assess who has the most important thing to say if several
people want to reach the same person at the same time. Emergency words can be used in cas
of urgency.

7.1.3SA Errors and Risks

In the interviewghe users were asked questiopgardingerrors and risks related to SA. The purpose
of this was to gain knowledge that could be useful when observingratysingthe operative

simulation in the Mission Training System (MTS). esiamplejt could facilitate a better
comprehension and prepare what to look for. The SA errors and risks on a general level and for the
SO and FC role respectively is presented below

General SA errors and risks:

(0]
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Stresscan be induced by high workload and time pressure and lead to several risks and
mistakes like:
3 Tunnel vision. Losing awareness of the bigger picture and forgetting to close unused
windows.
3 Falling behind in the control loop, forcing the operator to work reactive instead of
proactively.
3 Impairing reasoning and decision making
3 Making slips, likeclosingwindows by mistake.
Tirednessinduced by long working hours angght-time work. May for example lead to
impaired vigilance (sustained attention).
Risk of forgetting things. The operators have a lot to keep in mind and remember.
Insufficient perception of tracks and plots: Might miss that two targets are on the same
height or not looking at how tracks and plots relate to each other.
Filtering: Risk of filtering out interesting information or not being aware of filters.
Window management:Risk of mvering important information on the map with windows.
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SA errors and risks for SO:
0 Incorrect identification: Putting the incorrect identity can have big consequences. It can for
example be because of a misjudgement, a rushed decision because of Siegsstarget is
acting under false identity. When unsure about identity it is better to postpone the
identification until more information is available.

0 Losing track of radar status: The SO might forget to check the status or in the worst case
turn off the radar by mistake without noticing.

0 Overloading the radar: The radar has limited capacity. Putting too much energy in an area
affects the performance of the radar in other areas.

SA errors and risks for FC:
0 Not detecting threats:If the FCdoes notletect and notify the fighter pilot of threats it can
be shot down. It might be that the FC is looking at the wrong area of the map or has a
tunnelledvision.
Forgetting civil traffic: If the FCdoes notletect and notify the fighter pilot of civil traffic it
can intrude on their airspace or in worst cagéde. Thismight happen if the FC is too
focused on guiding towards a target or when the FC is relaxed when guiding the fighter back
after a mission.

O«

7.1.4How working conditions affect SA

In the interviews the users were asked questions regarding how the working conditions aboard the
AEW&C airplane could affect SA. The purpose of this was to get a better understanding of what
could possibly be overlooked during the activities in the Mis$maning System (MTS).

The working conditions in the AEW&C airplane differ from working in an office on the ground, for
example in the Air Operations Centre (AOC). Even though the tasks can be similar, for example
identifying targets and guiding fightgats, the working conditions make the tasks more challenging
aboard an airplane.

The specific working conditions affecting the users SA are:
0 Turning the airplane: The airplanenustturn occasionally to stay on route. When this
happensthe radar losesdck of the targets in the environment for a little while. The crew
must also adjust their spatial perception of where #neynthe air.

0 Long working hours and working night-time: The missions can last up to 11 hours and are

sometimes atight-time. This leads to tiredness, bgtkychdogical and physical.

Not the same possibilities to take break€ften there are no extra operators aboard the

plane that can cover up during breaks.

Less comfort: Turbulence, lack of space and noise leads to less comfort

Flight related stress:This includes the feeling of being cabined, fear of flight and the risk of

being shot down and being considered a high value asset.

0 Less resourcesLess people and not the same capabilities for communication as the AOC.

O«
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To deal with the risk caused byetiworking conditions the crew is adapting Operational Risk
Management. Before takirflight, they assess if everyone within the crew is feeling well, have had
enoughsleep, if someone is having personal issues affecting them etc. If the result of thes O&RM i
sufficient for one of the operators it may result in the assessment that they are not fit to fly.

7.1.5Thoughts about Al

In the interviews the users were asked regarding their opinions on Al in general and in the AEW&C
system. They were also askiéthey had suggestions of how Al could be used in the AEW&C
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system to facilitate better SA. The purpose of this was to get insights regarding the user's opinions,
knowledge and expectations about Al and be inspired by their ideas.

Trust i n abillies seéned ts difieranpiate the users in their opinions. One user stated that
he would trust the Al to do all the work, provided that the Al had the ability to do so. Another user
wouldnotl i st en to the Al 6s s ug g enfidentiolnsowmcapabiliges,s wh
and it would make him hesitant if the Wbuld notagree to a decision in extreme situations. They

also discussed the risk of having too much trust in the system, and not being aware of its limitations.
Understanding the ppose and functionalities of the Al are considered important.

There were also varied opinions on what type of tasks would be suitable to hand over to an Al
system. What seemed to be consensus was not to let the Al identify anything as hostile. In those
casesa human should always have the last opinion. One user acknowledged the need to define a
suitable level of automation, so the human could put more focus on more important tasks. One
opinion was that the operators should be able to perform all tagkerogelf, the Ashould nobe
allowed to perform tasks beyond the operdiocapabilities and comprehension. The risk of
knowledge loss due to automation was also mentioned.

Implementation of Al functionalities could also require the operators to addgearn new things,
making the already complex AEW&C system even more comfileximportant that the operator
feels confident in the use of Al systems, that they have control. Maybe the implementation of Al
would require a new specific role in the oger team, responsible for Al functionalities in the
system.

Other opinions were that Al is mostly developed for show, to seihauld nobe developed
without an underlying need. Considering the complexity and risks associated with the system the Al
would require very much training and testing.

Suggestions on what Al could do to improve SA in the AEW&C system:
Help detecting and notifying FC about civil traffic.

Filtering to reduce clutter (especially for plots in sea areas).
Automation of things happening in the periphery.

Route suggestions for guiding fighter jetensideringmultiple targets.
Threat assssment. Assess the level of danger and notify the user.
Assessing what plots are actual targets (especially in sea areas).
Merging unlatched tracks with their corresponding plot.

Detecting abnormalities.

Assess situations early, thinking several steslirance.

Recognize, and visualize, formations of suspect tracks.

O¢ O¢ O« O¢ O«
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7.1.6Summary: Findings from the interviews
By conducting interviews anahalysingthe transcriptions by using affinity diagrams, findings were
obtained related to the AEW&C operator. Thmelings included:

0 A Use Profile for the AEW&C Operator. Providing insights regardingutise erelati@n to
the product.
Insights of important aspects and challenges related to teamwork and communication for the
operator team.
Lists of potential SA errors and risks on a general level and specifically for each role.
Insights of how the working conditions aboard the AEW&@ affect SA.

O«
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0 Insights of the potential users' opinions about Al and a list of suggestions on what Al could
do to improve SA.

The findings from the interview provided deeper understanding of the users, the operator team, the
working conditions, errors angsks and attitude towards Al. This knowledge was useful to get a
better comprehension when observing andlysingthe operative simulation in the Mission Training
System (MTS), which was the next step of the user study. The findings from the adtiuiies

MTS are presented in chapi® Findings from activities in the MTS

7.2 Findings from Activities in the MTS

The activities in the MissioiirainingSystem (MTS) were the most central part of the user studies.
The Activities in the MTS is descriden detail in Chayr 5 Application ofmethodsutare also
briefly described below

The data collection activities were observations of operative simulations in the MTS and interviews
regarding SA and workload. The data analysis activities were maKingy diagrams of notes

taken, making Hierarchical Task Analysis (HTA) to understandi teee perfosnance of tasks, and
assessing workload by making Generic Task Specification (GTS).

In total, three simulated missions were conducted by the operators. The first mission was considered
thebaseline This was also an opportunity for the users to warm up. Some opdratonetoeen

operating in a while and felt a bit rusty, and the opesateeded to get used to working together.
However, they were quickly up to speed. During the second mission abnormalities were added. This
was to assess whether the operators were able to detect abipehanaburof targets, and if they

did, assess if ahhow they detected the abnormality. In the third and final mission the operators
swapped roles. This was to get multiple perspectives of the SO and FC role.

During the observation, the operators were asked to think out loud and questions were asked to
clarify uncertainties. Notes were taken when interesting events occurred that could be related to SA.
Forexampledifficulties in tasks, errors, workloadtressand other insightful comments. After each
mission, the operators were interviewed and askegtipns regarding SA and workload.

The data collected from the observations and interviews were analysed afterwards. This resulted in
the following results:

Identified SA challenges for each role.

A general HTA for each role.

An assessment of whictvo tasks had the highest workload for each role.

A detailed HTA for the two tasks with the highest workload for each role.

O¢ O¢ O¢ O«

The following chapters will present the findings from the Activities in the MTS.

7.2.1SA challenges for FC

The affinity diagranof the notes from the observation resulted in seven categories where SA
challenges for FC were identified: communication, window management, warnings, working
methods & assessments, information filtering, finding & using tools, risk of errors.

Communication: Communication is critical and sometimes intense. The FC needed to communicate
the situation both to the fighter pilot and MCC. The communication got increasingly intense when
several fighter jets were guided simultaneously. When the fighter piladérnatsied a suspect track
the communication sequence is the foll owing:

45



(for example AOC). Clarity in communication between FC and fighter pilot is important. The FC
makes many handwritten notes to rememibecial information

Window management:When the FC guides a fighter jet in a mission, information is displayed in a
window. When several guiding missions occurred simultaneously the FC could get confused what
window belonged to what mission. In moments of stress the FC forgot to close wihdowsre
notused, coveringnformation,and impairing the SA.

Warnings: Pop-up windows with warnings and alerts disrupted the FC without providing
information relevant to the mission. Attention was required to dismiss the warnings, potentially
impairing the SA.

Working methods & AssessmentsThere are several ways of working and making assessments as
FC. It is challenging to assess the threat levels of different targets and prioritization of routes when
there are several moving targets to identifys important to keep track of borders. The working
methods are proactive, and the system should facilitate proadtivityleeded to havgood

awareness of the tasklend andely on the other operators to take care of the bigger picture.

Informatio n filtering: It is important for the FC to get an as clean picture as possible to be able to
put full attention orwhat isrelevant for the task. But at times the picture was messy, with a lot of

lines and windows covering the interface. They are awaitteeaisk of information overload and

therefore they filter out some information. The information FC finds interesting is different from the
SO, for example they might discard information tisatota part of the mission but increase the
informationrelatd t o t he mi ssion. The FCO06s attention i

Finding & using tools: There are very many functions included in the complex C2 system.
Sometimes the operators had trouble finding the functions they were looking for, or even being aware
of theexistence of certain functions.

Risk of errors: No serious errors occurred during the simulation. But risks were identified. For
exampl e, when the AEW&C airplane turns the FC
momentarily loses SA. It is important titae turns are timed so the EGes nobecome blind in a

critical moment. Focused attention to a small area can impair the global SA and spatial ability.
Blindness caused by the Doppler effect can come unexpectedly, the FC should be prepared when this
happens. When several guiding missionsoaarring simultaneously the workload can get to
unmanageable levels.

7.2.2SA challenges for SO

The affinity diagram of the notes from the observation resulted in six categories where SA challenges
for SO were identified: communication, window managatnradar status, track management, radar
areas, identification.

Communication: The SO mainly communicates with MCC directly and the AOC indirectly by
identifying tracks. Information about interesting tracks is communicated to the rest of the system.
Repetition and confirmatioaresometimes required to hear and understand each other.

Window management:It is a common error to forget to close windows after use, which may impair
SA. Reasons for the error might be because it feels cumbersome to op@mditne again when
needed, or something else catches the S0Ob6s at
sometimes the SO wants to keep a window up for a longer duration to be able to make continuous
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changes and see additional information. Pograming windows may also impair the SA. Even
though some information might be useftiis not possible to minimize the window without
dismissing the alerts.

Radar status: The radar status is always visible in the Vital Signs Field (VSF) on the nspiayli

During the simulation the radar was never at risk of overloading. However, it was noticed that there
was no clear connection between the radar settings and areas and the status of the radar. Another
insight was that there was no indication of catievels in the bar charts displaying radar status,
making it hard to understand how to relate to different levels of load.

Track management: The doppler effect can cause tracks to be unhoakgdlosing connection to

the corresponding plot. This rétsuin that a new unknown track is created for the plot and the old

track continues in the tangent. When théppensthere is a need to manage the unhooked track,
somethingthalsnotpossi bl e i f someone el se hawgultiol oc ked ¢
access, information on who has locked the track, which may cause confusion. If tracks, for some
reasoncannotbe identified and are left as unknown it is easy to forget the track.

Radarareas:The SO needs t o pr i odifferentaeas, antl make sardthat 6 s
they have the optimal settings according to the mission description, but there is no indication of how
much radar load an area causes. To be as efficient as possible, different radar areas need to be
activated in a cera order. The radar areas can be cumbersome to place due to lacking usability.
Another issue related to areas is that for land atésbkard to differentiate real targets from clutter
because the systetloes nomake tracks from plots automatically.

Identification: Identification is hard and time consuming. Ofteast of thedentification is made by
the AOC, but for some occasioiss made from the AEW&C. The mission description might
include instructions of how to assess the identity. A lot afrm&tion is required to identify tracks,
sometimes at different places in the system. Experience is crucial to be efficieghtsamgortant to
work at a quick phase in the beginning of the mission to quickly establish a RASP. Thizaelés a
off between being thorough and quick, often the SO chooses only to look at the most important
information (such as transponder, nationality, location etc) when identifying tracks, which could
result in incorrect identification. When there are many unknown traekS® needs to prioritize
what tracks to identify first, mainly based on spemdirseand location. Seand land tracks are
significantly harder to identify (compared to air tracks) based on thedargberof plots, less
information,and unpredictabland slow movement patterns. Lastly, some data of tracks are delayed.
If the track is left unknown for the time being, it is difficult to remember which it was later.

/.3 Hierarchical Task Analysis

Based on the observations in the MTS, a general Hiecatchask Analysis (HTA) was made for

each role. This was to gain a basic understanding how the operators work and later be able to assess
what tasks had the highest worklo&dthis section a general description of the tasks of the SO and

the FC will bedescribed. The most crucial parts of the tasks are highlighted and described in further
detail.

7.3.1General HTA: Fighter Controller

Figurel6 shows what tasks the Fighter Controller (FC) executes in a low resolution.
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Figure16. General HTA for the Fighter Controller.
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The structure of a mission for the XQ@bhsugh as ks
many of the tasks are generic for multiple mission types it is important to clarify that there are several
usecases not represented in this task breakdown. For example, the FC is able perform other tasks
such as those normally allocated to the SO or MCC depending on thmissian workload.

A FC does not necessarily have a uniform workload across a fliggibae Some sessions can vary
between having lengthy breaks and short sprints of high workload. Ri§ueeresents one sprint.

The first part of a mission is the preparation phase where target points are placed on the map. At
some point after this, depding on what is happening in the outside world, the FC will need to

request a fighter jet. The purpose of this can be several different things such as to identify or divert an
enemy or suspicious vehicle. This activity starts with someone in the cregtidgtthat something

needs further investigation which also depends on what is in the mission brief. After this the FC
requests a fighter jet from tHda n®C whhee rfeaarfw ae
takes over control over the lead of fighter jet. The lead part that follows depends on the situation,

in short,the FC needs to guide the fighter jet to different points or targets in a safe manner. The
fighter jet performs their mission, for example to identify a suspicious target, ardfteethe FC

reports back to the MCC. After one of these missions has been executed the FC either leads the
fighter back to base or to a waiting point ca

7.3.2General HTA: Surveillance Operator
In figure 17, an HTA of the general tasksr the Surveillance Operator (SO) is depicted.
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Figurel7. General HTA for the Surveillance Operator.
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The main goal of the SO is to provide RASP (Recognizedahid Sea Picture) for the entire team
and interconnected units in the larger Joint Milit@yeration system. The task of doing this is
divided into three majgphasesthe planning phaseperationand evaluation. These three phases are
both connected to the mission and are mirrored in the Command & Control (C2) interface.

In the planning phee, the mission goals astated and this information is used in C2 to prepare as
much as possible for the mission. Preparations may include setting up areas and creating points of
interest in the interface etc. When inside the AEW&C all the operatoesanalvecklist to follow. For

the SO the main task is to start the radar and activate the sensors and areas that are necessary to
create a sufficient RASP.

The next task is to adapt the interface to the specific mission. If the mission entails monitoring
maritime targets the operator might choose a sea chart map layer and opening windows relevant for
those mission goals. In the previous step sensors were activated which enabled the collection of
target data which thereby enables identifying tracks thdiased on the plottlsually,the tracks

are identified from the AOC and the SO merely enables data collection through the correct sensor
settings and prioritizing the correct areas determined by the mission goals.

There are instances where the AEW&C rhaye identification responsibility, which significantly
increases the workload. It could theoretically also happen if there are problems with the link between
the AOC and the AEW&C. In either scenario the information gathered by the sensors facilitated by
the SO need to be communicated, especially when there are inconsistencies gpetweadiased
operatorsd6 and AEW&C operatorsd assessments o
conflicts are generally communicated from the SO through the M@ tAOC.

The SO also communicates RASP indirectly and directly to the other members of the team depending
on the momentary workload of the respective team members. Other communicatiomubydles

changes in priorities between areas, need of increased coverage in certain areas and detection of
important targets. When a mission is finished eventam@aty/sedand findings are used to improve

future missions.

7.3.3Selecting subtasks: Generic T&gbecification (GTS)

The approach used in the study was to assess what subtasks of the general HTA had the highest
workload and elaborate them into more detailed BTAccording to Endsley (2016), high workload

is a factor that impairs SA. By assessing tthaks have the highest workload, opportunities to
improve SA can likely be found in those tasks. Elaboration of the HTA for those tasks will result in a
deeper understanding of task performance andehisionmakingprocess. Based on this, the
detailedHTAGs of the subtasks were then used as a foundation for ideation of Al concepts.

The method used to assess the workload of the subtaskdemasc Task SpecificatidiTS). The
implementation of the implied selecting the factors most contributingtklead and assessing how
many factors were relevant for each subtask. In total, ten factors were selected based on findings of
the user studies. These were:

1. Time pressure
High information load
Memory consuming
Calculating
Critical decisions
Searching

©0hswN
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7. Spatial ability

8. Attention

9. Performance pressure
10. High risk of error

The results of the GTS for the Fighter Controller are presented in fi§uiide subtaskEnsure
safetyandGuide fighter to targetvere both related to eigfdactors and selected for further

elaboration.
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Figure18: The results of the GTS for the Fighter Controller
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The results of the GTS for the Surveillance Operator are presented inlfgyUilee subtask
Identificationwas related to eight factors and selected for further elaboration. The sObtkesit
target datawas related to five factors and selected forfertelaboration.
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To conclude, the following four taskeereassessed to having the highest workload, choose to
elaboratdurther:

FC:

w

0 Ensure safety
0 Guide fighter to target
SO:

w

0 Identification
0 Collect targetiata.

The chosen subtasks are presented in the following chapters.

7.3.3.1HTA: Ensure safety
Figure20s hows A Ensure safetyo in a higher resol ut
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Figure20 HTA of the task fAEnsure safetyo.
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Ensuring the safety of the fighter jet as well as civil air traffic is the most important task of the FC.
The task of ensuring flight safety involves both protecting the assets that the FC controls but can also
involve separating own fighters from civilrdraffic depending on what country it concerns. The

process of ensuring flight safety is continuous over the entire mission and varies in workload over the
mission, figure20 displays this continuous process. But it is important to understand that tesgro

is not linear for all cases.

Theleft-handside of figure20 shows the safety against collision with civil air traffic andrigat-

handside shows the safety against threats for the fighter jets. The safety against civil air traffic is
more preditable since operators have accegsrégplannedflight routes.Based on these flight routes

the best path for the fighter jet can be determined. Situations become more intricate when civil air
traffic departs from theipreplannedroute. Therefore,itleo mes a part of the F
live routes against flight plans which might change depending on for example weather (which may
impact flight routes).

Ensuring safety against enemy threats is more unpredictable than civil air traffic safetylvis
reminiscing the rules of engagement (which are determined by a higher echelon within the military
that determines what to do in different scenarios), assessing the current threat situation, determining
what areas are dangerous and continuouslgtadpsafe flight routes for the fightefBo be

successful in doing this task it requires the operators to take multiple sources of information into
account such as height, position, speed, direabiogin, and electronic warfare. Multiple inferences

may be conducted based on either one or a combination of these factors and they need to be
performed quickly.

7.3.3.2HTA: Guide fighter to target
Figure2Zls hows @A Gui de fighter to targeto in a high
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Figure2l: HTA of the task fAGuide fighter to targeto.
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Guide fighter to target in short means to provide fighter jets with the right Situation Awareness (SA)
and to lead them from point A to B addition to this it involves leading the fighters in a safe

manner which is described in the previous section. Providing information that leads to SA involves
communicating the SA acquired in the AEW&C operators team in an effective and efficient manner
Figure21displays this process which is, as ensuring safety, partly iterative. For example, new
information may arrive during a fighter lead mission resulting in that the AEW&C updated their SA
and need to communicate this to the fighter pilot.

A fighter lead mission can begin before the AEW&C is airborne, based on the mission brief and the
rules of engagement. A mission might be to protect the borders so that enemy aircrafts do not fly over
the national airspace, and the rules of engagement mayrstaithis happens the enemy aircraft

needs to be led away. In a mission this may happen or there may be a risk that it may happen soon.
Someone in the team detects this and the FC requests a fighter plane to execute the task according t
the brief andhe rules of engagement. The request is attested by the MCC and the MCC calls in a
fighter. The FC starts by describing the general situation to the fighter and then HwRICA

stands for height, location, speedurse and intention for the target. Tharget at this point may be

an enemy aircraft or a geographical point where the fighter idles before it gets new orders. The FC
prioritizes targets parallel this if there are multiple tracks. The prioritization relies on multiple

factors such as the nioer of targets, HLFKnfo about tracks and EMiformation. The

prioritization ends with the FC choosing the optimal route to attack multiple targets.

Guiding towards targets starts with describing the targets. Communicating this to the fighter pilot
often starts with describing the HLFKA of the target to the fighter pilot. Communication is often
auditory in the beginning of a fighter lead mission and transitions into text information when
information becomes more specific. If there are multiple targetonrmation the FC needs to find

the most efficient way to communicate this which may be to only describe a corner and the formation
that the planes are flying in. In combination with this, information about the origin of the targets and
EW information (bat can indicate the types of planes) is added. After the targetesamibedihe

FC guides the fighter to the targets. The guiding starts by choosing an approach vector towards the
targetts which may be the quickest path or a path that enables effective identification of suspicious
tracks. The FC provides the chosen approaclovéathe fighter pilot. Once the fighter pilot reaches

a point where the target is visible, the FC does not need to provide further steering directions. The
fighter pilot gathers information about the suspicious track and reports back to the FC wis report
this to the MCC. When the information is gathered, the loop may start again if there are more targets
left. The FC also needs to keep track of fighter values such as fuel levels which determines if the
fighter needs to return to base or not.

7.3.3.3HTA: Collect target data
Figure22s hows @A Col |l ect target datao in a higher r
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Figure22: Collect targetata.
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The goal for this part of the HTA for the SO is to collect information about targets. The AEW&C is
equipped with multiple different sensors and is also linked to other radars through the AOC. The
different information sources result in plot informationtthatomatically creates tracks. The role of
the SO is to manage the different sensorsn a higher level, create and provide RASP to the team
and other units. Interesting targets are based on the brief and multiple other factors. High quality
information enables better performance for the entire system.

The first task for the SO is to activate the links that provide the AEW&C operator team with
additional radar information from other radar units. It also enables the system to fuse track data for a
higher quality picture. Once the links are set up theassmgeed to be started. The primary

surveillance radar (PSR) is started first followed by IFF, AlS and MSR. The combination of sensors
started in this step depends on the prerequisites set in the mission brief. If it for example is important
not to be deteted by the enemy, the PSR can be left out.

The next step is to decide to create areas which are both created based on the brief but if additional

coverage is needed, more areas can be created. This step is also heavily connected to radar energy
managemet. Good radar energy management enables higher quality tracks. The collection of target

data is essential for the system goals.

7.3.3.4HTA: Identification
Figure23s hows Al denti ficationdo in a higher resolu
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Figure23: Identification.
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As previousy determined the identification is mainly done through the AOC. The HTA in Fitjure
represents when AEW&C identify specific tracks or in a situation where all identification is done in
the AEW&C. Identification is often considered to be the most diffituitg that the SO does.

In the first step the SO needs to perceive tracks or plots. The tracks are then looked at and relevant
information is discerned su@sIFF/AIS data, direction, location, plot traispeedand current ID.

The SO compares thisformation with an internal mental model of the normal situation. The

relevance of continuing to assess the track is assessed. Based on the assessment the track is choser
it is not relevant the processrepeated

To further assess a track or plotemminformation is acquired suelsheight, EW origin, and the

track route. The new information is integrated and compared with previous information about the
track and then compared with ROE and mental models of the situation. The SO determines if the
information gathered is sufficient to identify the trasknot. If not, the SO awaits, or requests, more
information by the AOC. The SO awaits more information and communicates with other units
through the MCQo get more information about the track. If the quantity and quality of the
information is sufficienthe SO sets the adequate identity for the track. If the track already has an
identity a CDO needs to be dome,,a request to change the identity.

7.4 Chapter summary: Findings from the MTS
activities

By conducting activities in th®lission Training Sy'em (MTS), observations of operative
simulations and interviews regardi8guation AwarenessS@) and workload, data were obtained by
using the analysis methods affinity diagratierarchical Task Analysi@HTA) andGeneric Task
Specification GTS).

Theanalysis resulted in the following results:
0 Identified SA challenges for each role divided into seven categories for FC and six categories
for SO.
One general HTA for each role.
An assessment of which two tasks had the highest workload for eachhelasgumption
was that opportunities to improve SA would be found in these tasks.
A detailed HTA for the two tasks with the highest workload for each role, providing deeper
understanding of task performance anddeeisionmakingprocess.

O¢ O«
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The findings from the activities in the MTS provided deeper understanding of how the users work,
their challenges, thiasks,and thedecisionmakingprocesses.

All findings, both from the interviews and MTS activities, laid the foundation for stadirdgate

and making concepts. The next chapter will describe the concept development process and the final
concepts of Al integrated in the AEW&C system.
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38
Concept Development

This chapter presents the results of the concept development phase. The concepts were based on the
knowledge gained from the user studies and the first iteration of the Al guidelines (See A@)endix

The concept development had two purposes. First, itavagply the knowledge gained from the

user studies and address the challenges relatitlttion AwarenessS@) for the Airborne Early

Warning & Control AEW&C) operator. Second, it was to apply and test the created Al guidelines,

both their utility anl validity. Thus, the concepts created in the concept development phase addressed
both research questionshenandhow to use Al to improve the Situation Awareness of the

AEW&C operators.

The process and steps in the Concept Development are presestiagtard.4 Concept
developmentnd the results that lead up to the final Al concepts described bniefiis chapter
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8.1ldeation

The first step of the ideation phase was to ideate on functions using Al that could improve the
operators Situation Awareness (SA) in the tasks identified as having the highest workload. The
selected taskWlierarchical Task AnalystgHTA) were used as meding tools and the findings from
the interviews and activities in tiMission Training SystemMTS) as a basis and motivation for the
ideas. In total, the first step of the ideation phase resulted in roughly 70 separate ideas with some
degree of similaties See AppendiD).

The second step of the ideation phase was to identify similar themes of the ideas. The ideas were
discussed regarding similarities and in total 18 different themes were identified

The third and last step of the ideation phass # evaluate the ideas and combine them into fewer
groups of ideas, laying the foundation for concept creation. The criteria for evaluation were the
estimated potential of improving SA and whether they were in the scope of theestugising Al
techrology. In total, this resulted in eight concept ideas, four ideas for each role. These were:

For Surveillance Operator (SO)
Abnormality detection
Area suggestion
Timeline

Pattern areas

For FighterController (FC)
Collision warning
Communication (talo-text)
Formation recognition

Route planner

O¢ O¢ O« O¢ O¢ O¢ O¢ O«

These concept ideas, together with the first iteration of Al guidelines, laid the foundation for creating
the first iteration of concepts. The process of the ideation phase is describedifu@hapteb.11:
Ideation.

8.2 Application of guidelines in concept development

In parallel with the user studies and ideation phase, the first iteration of Al guidetisesated.

The process of making the Al guidelines was to first conductratlites study. The literature

included both general studies of Al, for example definitions of Al, ethical considerations of Al, and
capabilities and limitations of Al. The literature study also included literature more applied to the
AEW&C context, for exarple Al in military operations, explainable Al, and Situation Awareness
related to Al. The main sources used are listed in Appendix A.

Quotes were extracted from the literature andlysedy the method affinity diagram. The affinity
diagrams resulted itnree larger categories of Al guidelines related to when they were most
applicable in the development process. The larger categories were also divided into subcategories.
The first draft of Al guidelines is available in Appendix B.

The first iteration othe Al guidelinesvasused as a foundation in developing the eight concept ideas
into concepts with a higher fidelity. Guidelines that were relevant to the specific idea group were
identified and applied to the specific group, meaning that not all goedelvere used for all the
concepts but rather the most relevant.
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8.3 ConceptCreation

In this phase the ideas generated in the ideation activities were combined into eight concepts. The
concepts were improved using the first iteration of the Al guidelines. By usimgyithelinesjt
could also be seen which guidelines were easy or difficulse.

In this phase the concept ideas gained from the ideation phase were further elaborated and visualizec
The findings from the user studies and the first iteration of the Al guidelines laid the foundation of

the concept creation. By applying tAéguidelines to the concepteation,it was possible to assess
whether the guidelines were useful in the design process of Al systems.

The first step of the concept creation phase was to make sketches of wireframes for each concept.
This resulted in raghly 5 wireframes per concept with low fidel{{gee Figure4).
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Figure24: Examples of wireframes sketches of concepts.
The second step was to make digital visualizations of the concepts, slightly more detailed but still at a

low fidelity level. The tool mainly used for this phase was Microsoft PowerPoint (2018). An example
of a concept made in this step is presentdajure 25.
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Figure25: An example of the low fidelity co-rfgepts made in Microsoft PowerPoint.

The third step was to evaluate the concepts. By directly evaluating the concepts, the Al guidelines
were also indirectly evaluated by seeing how well the intended effect of the guidelines had in
practice. The evaluation was in the form of a digital pregemt, mainly to engineers and project
managers within the organization the stwhsconducted at.

The fourth and final step of the concept development phase was to improve the concepts based on th
feedback from the first evaluation. Tbencepts were further elaborated in image editor tools like

Adobe lllustrator 2019 by increasing the fidelity of the concepts, both by more clearly trying to
achieve the guidelines and fulfilling the needs of the users and by making the concepts &éok mor
authentic.

The final concepts of how and when Al can be used to improve the SA is presented in theédchapter
Final concepts.
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9
Final Concepts

In this section the eight concepts produced in the study are presented. First the background that
motivates the existence of the concepts is described and then the most important functionality is
described.
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9.1 Final Concepts for Surveillance Operator

In this section the four final concepts created for the Surveillance Operator (SO) are presented.

9.1.1Abnormality Detection

The following sections present the background that motivated the concept and the description of the
concept.

9.1.1.1Motivation Background

An important aspect of the user studies was to examine if the operators were able to find
abnormalities. In scenario 2, two abnormalities were added. The result was that one abnormality was
partly found and the other one was found after remimpthie operators to search in a specific area. A
conclusion of the results is that it is very difficult to detect abnormalities if you do not know where to
look or what you are looking for. It is like looking for a needle in a haystack, only you do net kno
where the haystack is and that you are looking for a needle.

It is especially challenging to detect abnormalities for agd land tracks. This esg.,due to:
Large amount of information, there are much more plots and more clutter.
Less restrictions and more unpredictable behaviour.
A wider array of types of vehicles including size, owners etc.
Less information about the tracks, like transponders and flight routes.

Abnormalities of air tracks can also be hard to detect. The operator often looks for the most apparent
information like height, location, speed, course and if they have a transpdhderthey compare

the information to their view of the normal situation picture and the rules of engagement. In most
cases, that is fine. However, it is still hard to detect air tracks that are using false transponders or
starting to deviate from theioute, which in rare cases may happen with air tracks. Another

challenge is that operators pay less attention on already identified tracks. A track can behave normal,
be identified as neutral, and then start to behave abnormally unnoticed.

9.1.1.2Desciption of Concept
Figure26 below shows the final visualization of the conc&phormality DetectionAll visualized
frames of the concept are available in Apperiglix
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Figure26: The final visualization of the concept Abnormality Detection.

When the operator activates the abnormality detection function the Al starts searching for

abnormalities. What abnormality is based on could for example be:

0 The mission description (brief): The Al can read the brief and make conclusions based on
what is witten. For example, it might be stated that boats in a specific area from a specific
country should be considered suspect, or to be extra attentive to flying targets with a specific
origin. The Al will then consider this when highlighting abnormalities.

0 Normal situation picture (Height, location, speed,and course):Based on previous data the
Al has learned what the normal situation picture looks like and can detect deviations from
this. It might be that a track moves abnormally fast, at a low height, amasual or restricted
area or deviates from the assumed route. However, for the Al to be useful it would be
necessary for it to also take into consideration events that would cause many tracks to behave
in an abnormal way, for example storms, blockadhls,or closed roads etc.

0 Missing or suspicious transponder information:All planes and most larger boats have
transponders that send information. This information could for example include what type of
vehicle it is, how large the vehicle is, the owrke origin etc. The Al can detect if planes or
larger boats do not have a transponder or if the transponder information corresponds with the
actual data collected by the radar.

When the Al detects an abnormality, the track or plot gets highlighted watmtwing orange

indications. The visualization of the highlights is based on the need for it to stand out in the existing
interface. Orange is not used in the existing interface, and in addition, it lies between yellow (the
colour of unknown tracks) andddthe colour for suspect and hostile tracks) which suggest it could

be in accordance with the operatorsoé ment al m
hostile, track would look like.

When the operator selects an abnormal track an informadiedow appears. The information

window is structured the same for all abnormalities. It consists of four parts:
0 Status Explains what type of abnormality it |
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0 Explanation: The Al explains how it made its cdasion about the status. For example:
AFl i ght XXX deviated from the predicted/re
explanation is also visualized on the map by displaying the predicted flight route and the route
the track took.
0 Suggestion TheAl suggests an identity for the track based on the type of abnormality and
how tracks with similar behaviour have been identified historically.
0 Action: Here the operator can take an action. He/she can choose to agree or disagree with the
suggested iderti by the Al. The Al can use this feedback to learn and improve further
suggestions. If the operator is unsure, he/she can choose to snooze, to postpone the action
until later. Then the abnormality indication disappears for a couple of minutes and reappear
again if the track still behaves abnormal. If the operator just choosksethe window, the
indications will remain.

9.1.2Area Suggestion

The following sections present the background that motivated the concept and the description of the
concept.

9.1.2.1MotivationBackground

The area suggestion tool was based on the challenges related to radar management, especially radar
areas and radar status. The time pressure to quickly establish a RASP in the beginning of the mission
in combinatiorwith the fact that radar areas were mostly placed based on the mission brief implied
that it could be beneficial f or considersh&SobalengeS A t
related to managing radar capacity in an optimal way. This is\aatiboth by visualizing the

connection between radar areas and radar load and suggesting changes of existing areas based on tl
current situation picture.

9.1.2.2Description ofConcept
Figure27 below shows the final visualization of the concApta Sggestion All visualized frames
of the concept are available in Appené#ix
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Figure27: The final visualization of the concefaitea Suggestian

When the area aid tool &ctivatedthe Al suggests radar areas to place on the map. Initially, the
suggestions are based on what is written in the brief (mission data). The Al reads the brief and
suggests areas. For example, if the brAlef say
suggests placing an air area in the area mentioned in the brief. The Al also takes into consideration
the current brief in comparison with previous briefs of similar missions and suggests areas similar to
the ones used before.

When an area is suggedtit is displayed with an orange dotted shape on the map. An icon indicates
the type of area. In the vital sigheld, there is a preview of how much the suggested areas would
affect the radar load and radar cycle time.

When the operator selects tea,it is highlighted,and an information window appears. The
selected areads i mpact on radar | oad and rada
window the areads suggested settings are disp
suggested. The operator gets the choice to accept, deny or change the suggested area. The Al will
learn based on the feedback to give better suggestions in the future.

The Al is not only limited to suggesting new ardad, it could also suggest changasto remove
already existing areas. This is based on the current situation picture. For example, the Al might
suggestncreasinghe priority of an area with high activity and suspects, expand areas to get better
coverage or to remove areas that havebeen looked at for a while.

9.1.3Timeline

The following sections present the background that motivated the concept and the description of the
concept.
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9.1.3.1Motivation Background

A timeline functionality was requested by the
during the mission to be able to, for example, see where tracks originated from and get a better
understanding of movement patterns. The need was alsongedflry the results of the user studies.

For identification and detecting abnormalities it was significantly more challenging wiinddand

tracks, partly due to their slow movements. The ability to pan back and forth in a timeline facilitates
seeing mewement patterns that happen over longer periods of time and being able to detect tracks or
plots with abnormabehaviour

The concept also deals with the risk of forgetting past events and makes it possible to look at past
events thatvere notpaid attefion to at the time being. This can be useful in communication, to be
able to go back and look at events to get a better understanding of what the counterpart describes.
Proactive work was considered important to stay in the loop and having a sufficient level of situation
awareness. Al can learn from historic data to predict likely future events. Therefore, it was
considered interesting to suggest the ability to extendrtieebar into the future, to be able to see

what the most likely situation picture would look like in advance.

9.1.3.2Description ofConcept

Figure28 below shows the final visualization of the concépneline All visualized frames of the
concept are available in Appends
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Figure28: The final visualization of the concepimeline.

When the operator selects the timeline functi
recorded the situation pigte from the beginning of the mission, which allows the operator to look at
replays of different sequences of the mission. The operator navigates the recording using a slider.
The operator can play and pause the recording and change the play speediérhentsoof plots

and tracks are often quistow, and it can be useful to be able to look at events at a higher speed. Itis
important to keep in mind that if the operator spends too much time looking at previous events, he
might lose track of what is happing in real time. This might harm his situation awareness and force
him to try to catch up and work reactively instead of proactively.
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Along the timeline, small icons are displayed to indicate events. This makes it easier and faster to
find events of indrest. The events might be, for example, when a track is identified as suspect, when
you start a mission with a friendly fighter, violations of borders and reports. When the operator
hoverswith the cursor ovean event symbol he gets some brief information about the event, like the
name of the friendly fighter, where it started from and the missnahreal timeThe event is also

shown on the map by displaying the track at the location the event occurred.

Not only can the operator look at previous evehts,the timeline functiosan also be used to look

at the predicted situation picture in the near future. The Al makes an estimation of how the plots and
tracks will move based on their previous movenpattern speedand course. By doing this the

operator can predict potential events like violations of borders and pay extra attentiotnaokihe
relatedto such potential events. The operator can choose to display the movement of tracks, where
historic movement is displayed as a white line and the predicted movement as an orange dotted line.
This can be done for a selection of tracks or for all tracks.

9.1.4PatternAreas

The following sections present the background that motivated the concepeataktription of the
concept.

9.1.4.1MotivationBackground

This concept mainly addressed the need to havelledevelopedinderstanding of the normal

picture. The operators compare the current situation picture to their mental model of the normal
picture when detecting abnormalities and identifying tracks. Visualizations of patterns derived by Al
was an idea to facilitate better understanding of the normal situation picture. It also draws inspiration
from old methods used to make pictures of moverpatierns by taking long exposure photos on the
radar display.

9.1.4.2Description ofConcept

Figure29 below shows the final visualization of the concpttern areasAll visualized frames of
the concept are available in Appenéix
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Figure29: The final visualization of the concepattern areas

When the operator activates the pattern function, the pattern window appears. Preferably, the
operator starts with selecting in what area they want to apply the pattern. This is preferred because
the area adapts to the type and settings the operatorsaoplie area, giving them direct feedback

on their choices. Placing a pattern area wbkesplacing a radar area, the operator selects the
corners of the area and finishes the area by

Then the operator gets to choose what type ¢épathey want to use. They can choose between:

0 Heat map: Shows activity of areas by using colours, ranging from blue (low activity) to red
(high activity).
Routes Shows what routes the plots typically take, can be flight roskedanes,and roads.
Long exposure cameraShows an image of the situation picture over tillke,a camera
with long exposure time.
Connecting plots The Al estimates what plots belong to the same target and connect the
plots with lines.

O¢ O«
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Theoperator can choose between makimgareanap fixed (the area will be fixed to an area on the

map, independent of the window)wmndow fixed (the area will be applied on the window dsras
andadapt when the operator pans and zooms on the map). When the type of pattern is selected, the
operator gets to choose settings for the pattern. They choose the timeframe of the data the pattern wil
be based on, ranging from live to minutes or all the way to the beginning of the data collection. The
operator can choose what quick command they wanse to show or hide the pattern area, for
example by clicking fActrl o6 + Ax0. This makes
the area and hiding it to get a cleameage. Theoperator chooses what type of data @ag,and

land) they want to use to create a pattern. For example, they might only be interested in displaying

| and movement. Then t hey chongandrhoaorseadatawillon!l y s
contribute to creating the pattein.the pattern window, the areae organized in tabsikke web
browsers). To create an additional pattern, <c

on the map, and the operator has forgotten the quick command to show it, they can find the area by
selecting the patn function and go to the tab of the pattern area.
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9.2 Final Concepts for Fighter Controller

In this section the four final concepts created for the Fighter Controller (FC) are presented.

9.2.1Collision Warning
The following sections present the background that motivated the concept and the description of the
concept.

9.2.1.1Motivation Backgmound

The idea behind this concept originated from the importance of ensuring safety towards civil traffic.
Findings from the user studies suggested that there were risks related to this task. The risks mainly
concerned having too much focused attentiothe object to guide towards, impairing the overall
situation awareness. Another risk was being too relaxed and not paying enough attention when
guiding the fighter jet back from a mission. Al is suitable to handle these kinds of data intensive tasks
andthe model used for this kind of functionality could be quite simple.

9.2.1.2Description ofConcept
Figure30 below shows the final visualization of the conc€ptlision warning All visualized frames
of the concept are available in Appendlix

Figure30: The final visualization of the conce@bllision warning

The collision warning function is a tool that supports the FC to ensure flight safety of friendly
fighters in relation to civil aircraft. When the function is activated it starts toteeagnvironment for

any potential collisions between friendly fighters and civil aircraft. Based on their movement pattern
and current height, locatiospeedand course the Al makes a prediction of where their paths might
intersect, and collisions migbtcur.

When there is a risk for a potential collision it is highlighted on the map by displaying the predicted
movement of the related tracks as lines and the intersection of the lines as an orange flashing dot.
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When the operator clicks on one of the lines ordibig information about the tracks is displayed as
well as the time remaining for intersection. The operator can use this information to guide the
friendly fighter to a safer flight route, for example by telling the fighter to decline or rise.

9.2.2Communication (talkto-text)

The following sections present the background that motivated the concept and the description of the
concept.

9.2.2.1Motivation background

This concept originated from the challenges related to communication. Especially the communication
between FC and fighter jet needs to be cleamciseandup to dateThe FC took handwritten notes

to cope with the challenges of remembering criticalrimftion and that repetition was required to
confirm. The importance of teamwork was a recurring theme during the user studies. Since the MCC
communicated with most persons and was responsible for the success of the mission and safety
aboard it made sense take a concept that supported that role as well. High workload, stress and
tiredness were factors affecting the operators during a mission, impairing their situation awareness
and performance overall. Talk translation using Al is well testedshadld ot be too challenging to
implement. Eye tracking is an established method to measure worlieEssand tiredness.

9.2.2.2Description of concept

Figure31 below shows the final visualization of the conc€ptmmunication (talo-text) All
visualizal frames of the concept are available in Appeddix
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Figure31: The final visualization of the concepommunication (talto-text)

During a mission, when the FC and a fighter pilot is communicating, it is important that they can hear
and understand each other. There are also moments when it is necessary for the FC to remember wh
the fighter pilot says, for example when reportingdamtity of a suspect to the mission crew

commander.
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When on a mission, the FC can activate thetiatext function. When this function is active, the Al
translates what the fighter pilot says to text. The translated text is displayedtimeead abar, in

this example to the bottom | eft of the FCO6s s
fighter pilot reaches the FC in dual modalitiasdio,and text.

The text bar can be expanded to display the whole conversation between FC angifigth{This

might be useful when the FC needs to remember something in the conversation, for example when
reporting something to the Mission Crew Commander (MCC). It is also possible to click on a
sentence and send it forward directly to the MCC. le cdguiding several fighter pilots at the same
time, each conversation is in its own tab that the FC can toggle between.

Implication for the Mission crew commander:

Among all crew members, the MCC communicates the most. The MCC communicates with team
members, the air operation centre, the AEW&C pilots etc. He is also responsible for the success of
the mission and the safety on board. Therefore, it would make sdéresedtild make use of a taié-

text function as well.

The talkto-text function for the MCC iike the one for the FC. The difference is that he has one text
bar for eacloperatorand he can see the current workload of the oper&ersng the opetao r s 6
workload could make it possible to help other crew members proactively and having workload in
consideration when delegating tasks. Eye tracking could also be used to measure tiredness. If an
operator gets tired an icon could indicate that and theioni€rew commander could suggest the
operator to take a break or a coffee.

9.2.3FormationRecognition

The following sections present the background that motivated the concept and the description of the
concept.

9.2.3.1Motivation background

Formation recognition of suspect tracks was a requested Al functionality. User studies suggested that
communicating the situation picture to the fighter pilot is an important and challenging task. Al could
help assess situations early and explain it td~tbevho could communicate it to the fighter pilot. A
formation recognition tool could also be useful in the identification of suspect tracks by assigning an
unknown track to a formation of suspects, which would imply the unknown track is also suspect. Al

is recognized for being well adapted to recognizing images and patterns, which could promote the
users trust in the Al 6s capabilities.

9.2.3.2Description of concept

Figure32 below shows the final visualization of the conceptmation recognitionAll visualized
frames of the concept are available in Apperilix
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Figure32: The final visualization of the concepbrmation recognition

The formation recognition function mainhastwo purposes:
1. To recognize with tracksthatbelong to a formation.
2. To recognize the shape of a formation that suspect tracks flies in to support the FC in
describing the situation picture to the fighter pilot

When the formation recognition function is activated, it starts scanning the situation picture for
possible formations. When a track is identified as a suspect the system automatically puts more radar
resources around the track. This is to improve yiseems capabilities to find tracks close to the

suspect. For example, a track is identified as suspect, and a moment later five other unknown tracks
emerge close to the suspect track.

Based on the behaviour of the tracks close to the suspect track,dhe éonclude what tracks are a

part of the formation. The Al highlights the formation by outlining the shape of the formation with an
orange line as well as filling the shape with a transparent orange colour. When the operator clicks on
the formation, avindow appears with information about the type of shape, the number of tracks in

the formation and the height, locati@peedand course of a point in one of the corners of the

formation (indicated with an orange dot).

In the information window theopeat or can <c¢l i ck fAmore i nformat:.
additional information. Here the name and identity of each track is displayed, possibility to move the
data point and to give feedback to the Al whether the formation was helpful and being laidle

the formation.

9.2.4Route Planner

The following sections present the background that motivated the concept and the description of the
concept.
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9.2.4.1Motivation background

A route planner for FC was one of the requested Al functionalijieedousers. During the user

studies the FC had to prioritize objects to identify and routes to take. Since the situation was
changing the FC had to be quick in assessing the situation, prioritize and choose a route. This is
cognitively demanding, espedialvhen there are several objects to consider. The FC had to work
dynamically due to the movements of the objects. Al has the possibility to evaluate a tremendous
numberof alternatives and suggest the routes based on the goals of the mission. It could also conside
threats and guide accordingly.

9.2.4.2Description of concept
Figure33 below shows the final visualization of the concBpute PlannerAll visualized frames of
the concept are available in Appendix

Route Planner
Creating Air Area

Add Assets and Objects
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1:4307650

Figure33: The final visualization of the conceRbute Planner

When the operator activates the route planner function the route planner window appears on the
screen. First, the operators select the assets (friendly fighters) he wants to guide, and the objects
(suspect or hostile tracks) he wants to guide the assésthos case, there are two assets and four
objects.

Then the operator chooses what type of guiding he wants to do. The type of guiding depends on the
mission. If the mission is to identify a suspect flying target, a stern might be suitable (tacipie
object in a curve from behind and fly beside the object until identification is possible). For another
mission a cubff might be more suitable, where you fly in a straight line to where the assets and
object will intersect. In advanced settinds bperator can choose what type of guiding for each

object. In this case the operator choagesnsfor all objects.

When assets, objects and guiding types are selected, the Al suggests possible routes. The suggestior
are based on height, locationgsgd and course of assets and objects butalssidergrioritisation

of objects, mission time, safety threatsand fuel consumption. The route suggestions are listed in

the route planner window. For each suggestion the total mission time, fuel colsuamat goal

81



achievement (how many objects possible to guide to) are presented. Each suggestion in the list can b
expanded to display more information where the operator can see mission data for each asset. The
four route suggestions are:

w

0 Highest priority: In this suggestion, the Al assesses the prioritisation of the objects based on
their threat level. The threat level is mainly based on the location, symeedeand possible
EW-data of the object. When expanding this suggestion in the list, thetapean change
the prioritisation of objects if he disagrees with the Al. The Al can use this feedback to learn
and improve further suggestions.

0 Fastest:In this suggestion, the Al calculates and suggests the route with the lowest possible
mission time.

0 Cautious: In this suggestion, the Adonsidergshe threat of objects and areas and guides

assets to avoid any possibly dangerous situatidasger zones are displayed on the map. If

the operator disagrees about the danger zones, he can disregaithihérhcan use this
feedback to learn and improve further suggestions.

Fuel-efficient: In this suggestion, the Al calculates and suggests the route with the lowest

possible fuel consumption.

O«

When selected, the route suggestions are displayed on the mamgivhat assets are assigned to
what objects and what route they should take, the predicted movements of the objects, the mission
time and fuel consumption.

9.3 Chapter Summary: Final concepts

In this chapter, eight different concepts were described. Eoncepts were aiming to improve SA

for the Fighter Controller and four concepts were aiming to improve SA for the Surveillance
Operators. The concepts were the result of the second iteration of concepts in the concept iteration
phase. These conceptsr@also based on the first iteration of Al guidelines created in the first Al
guidelines phase.

In thenextchaptey Evaluation both the concepts and the guidelines are evaluated.
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10
Evaluation

In this chapter the result from the evaluation of the eight concepts and the Al guidelines will be
presented. First, the evaluation of the eight condsmiesented. Second, the evaluation of the
guideliness presented.
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10.1Evaluation of Concepts

In this chapter the results from the evaluation of the eight concepts are presented. First, a short
recollection of the basic functionality is presented. Second, the comments from the operators are
summarised. Finally, the main issues with the conceptsuanenarised as further works.

10.1.1Collision Warning

Collision warning is a concept that helps fighter controllers to see if their assets run a risk of colliding
with civilian planes through datnalysis of flight patterns.

10.1.1.1Comments fror®perators

The collision warning system is a functionality that is requested by the operators. However, the
operators required more information pertaining to what factors the suggestions for collisions were
based on. The oper at otrweréthatikxdwea haeetAl functisnalityf t he
meaning that it was merely based on passively
to adhere to the two reqguirements fimanage use
distinctly.

10.1.1.2Further Works

Since there are already similar systems in use for other industries such as in air traffic control more
benchmarking is required.

10.1.2Communication (talko-text)
This concept helps the fighter controller to keep track of wheabbkan said by the fighter jet pilot.

10.1.2.1Comments froroperators

Providing that the tool works well the operators found it to complement human skills well since
remembering earlier conversations is difficult and takes up attention. It was die@rojoerators

what the functionality of the tool was, meani
achieved.

10.1.2.2Further Works
The visual representation of the tool needs to be determined more clearly.

10.1.3FormationRecognition

This concept helps operators distinguish formations that potential enemy threats fly in. This
facilitates the communication with their own assets and may help identifying unknown targets using
guilt by association.

10.1.3.1Comments froroperators

The formation recognition concept was well received by the operators. One of the reasons mentioned
was that the task of recognizing formations is a data intensive task because cautious filtration of
irrelevant tracks is needed. Thare often several tracks in the vicinity of formations making it
cumbersome to distinguish formations among the clutter. This also means that the Al aids humans in
decisions and complements where humans may be inferior to machines. While formatioes may b
difficult to find, operators still get a chance to confirm or demsidggested formations, thereby

keeping humans in the loop. In addition, the concept is directly influenced by user suggestions
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derived from user studies making the concept clearly ateddo user norms. This also enables the
function to communicate information on a high level that the users find familiar. The functionality

where the Al suggests that unknown tracks to
current moe of operation where tracks adjacent to a formation could be assigned as threats, which is
called Aguilt by associationo.

10.1.3.2Further Works

Operators stated that the concept could be using additional information such as radial speed when
assessing tracks are a part of a formation. Further work with this concept involves determining
which additional information that is required. In addition, as with all concepts, the system should be
tested to ensure that humans and Al are collaborating effectively

10.1.4Route planner

The route planner is helping fighter controllers to plan the optimal route for identifying potential
enemy threats.

10.1.4.1Comments fror®perators

This concept bears some resemblance to what operators have seen before. ltmvewatjonality
was not clearly displayed during the demonstration and thereby all the guidelines could not be
spotted by the operators. Operators liked the functionality where fuel levels of their assets are
displayed.

10.1.4.2Further Works
The concept needs to be more clearly visualised.

10.1.5AreaSuggestion

The area suggestion concept helps the surveillance operator to create and manage effective and
efficient radar areas.

10.1.5.1Comments fror®perators

Operators found this function to not efficiently complement human skills since the aid received from
the Al functionality did not help with a difficult task. Using a better interpretation of expert

knowledge may have facilitated a functionality more raedé¥ar an increased system performance,
i.e.,finding what is actually difficult in this step of the process. A better use of systems thinking is
necessary since operators found that the concept did not help them with something that is difficult in
the curent system. In addition, it may be cumbersome to use the brief as a foundation for the area
suggestion since there is not always a brief. Other parts of area management may utilize Al
functionalityto improve system performance. There are also otherrfaafart from the brief, if

there is a brief, that are relevant as input to the Al. Since the context is dynamic the Al needs to take
dynamic data into account as well. From the discussion about this concept, operators found it unclear
what the informationvas based on which suggests that the guideline about traceable decision
processes were not reached. This is also connected to the reliability and trust of the Al because the
information that the area suggestion is based on is influenced by the qu#lgybofef. Utilizing
userso6 conceptual framework in explanations w
operators did not understand the term Abriefod
Operators had questions on how the Al will learaddition to the factors presented in the

visualization.
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10.1.5.2Further Works

Based on the feedback the Al functionality requested was more related to area management during
operation rather than area setup.

10.1.6Abnormality Detection

Abnormality detection helps operators detect if tracks behave in a way that makes them a candidate
for being a threat.

10.1.6.1Comments froroperators

In this concept the operators found it difficult to assess exactly what the anomaly detection would
include in the visualisation used. Although, if the function were used effectively, anomaly detection
was viewed as a useful tool. The fidelity of the visualisation presented was lower than others which
may have affected the validity of the critique receivEte concept was presented as a combination

of the previously rejected idea of Auto ID and the first iteration of the anomaly detection concept. By
usinglowf i sketches and explanations of the conce
facilitated.

Operators alluded to that the functionality of the Al tool was unclear which suggests that one of the
guidelines used were not properly achieved. Also, the guideline of making the capabilities clear was
partially violated. Some of the functions inghool have already been seen by the operators though,
which made the discussion easier.

10.1.6.2Further Works

The functionality of the tool needs to be visualised more clearly. And the concept needs to show what
it can do and what information is used in the suggestions for anomalies.

10.1.7Timeline

This concept helps operators go back and assess previous mévame events about tracks and
predict future states.

10.1.7.1Comments fror®perators

Operators were critical of the utility of the predictions in the timeline concept; predictions may give a
false sense of security depending on how Al warnings aiter&i@d. For example, if something
historically occurred with a probability of 1% the Al may inadvertently contribute to a false sense of
security by implying that the event is very unlikely to occur.

In addition to calibrating warnings correctly, operatworried about the underlying data used in Al
predictions. For example, if an Al were to predict future behaviours of planes, an overwhelming
majority will provide a prediction of a trajectory similartbe sames the current one. The Al must
therefoe be efficient in how to predict changes that are unexpected rather than those that most
certainly will happen, the Al will be more useful when it provides information about possibly
detrimental scenarios. In addition, the prediction should be based queteleata sets that enable
such predictions. This means that the Al needs to base its predictions on data beyond the most
obvious such as speed, coutseight,and previous movement patterns. Additional data for
prediction may for example be radial spegleidtorical behaviour around certain areas, weather data
(that may affect flight routes) and E@ata. There are certainly more factors that may be relevant for
the predictions of future locations of tracks which need to be evaluated individually atetaction
between each other.

86



They were also critical of the specific track type selected for the visualisation during the evaluation.
The functionality visualised was not the most data intensive task concerning track and plot
prediction. During the idegeneration, plot predictions for sea tracks were one of the main use cases.
This since the sea plots move slowly and are substantially cluttering the display. Since this
functionality was not properly evaluated, it needs to be further resedochssesshe utility of the

time bar, especially for predictions.

The main issues that operators reacted to in the visualisation are connected either directly or
indirectly to the developing trust to the Al. Facilitating a trust for the Al include parametansstsc
above such as clarifying what data that were used in predictions. Obvious connections between data
and predictions will be easier to communicate in a human centred manner, where the reasoning for a
certain prediction ispaquethe requirement for psenting the rationale becomes more challenging.

It needs to be clear how the Al came to its concluBothe trust to be properly developed.

In conclusion, the operators unanimously agreed that the timeline function of past events was good to
have. Tk predictions however need to ¢dlearerand risks of a too high level of trust need to be
further evaluated.

10.1.7.2Further Works

Further works include adding more parameters for thaata used in the Al predictions. The
i t h o ypmpdeds of the Al for the Al predictions need to be visualised more clearly. The
visualisations of the concept need to include other tracks and plbotasgea plots.

10.1.8PatternAreas

This concept helps the operators using filters over the current situation picture in four different ways
using for example heat maps or connecting track plots.

10.1.8.1Comments froroperators

Since the pattern areas concept was one of the conceptssedualy in sketch form it did not

receive much criticism. Operators found it difficult to distinguish the functionality of the concept in
relation to the others which suggest that operators did not understand the concept well enough to
comment on it. Havever, it was unclear if the filters were based on Al generated information or not.
Subsequently they commented on how useful the tool would be if it were not.

10.1.8.2Further Works
This concept needs to be visualised bdtieeach more guidelines wh evaluating it with operators.

10.2Summary of Concept Evaluation

In this section the comments from the eight different concepts were summarised and a suggestion for
what further work needs to be done on the concepts. One finding that was apparrtdr
conceptsyvasthat concepts need to be clearly visualised. Operators were most positive regarding the
Formation recognition and the Communication @attext) concepts. Collision warning, Route

Planner, Abnormality detection, Timeline and Areaétas got mixed feedback. The Area

suggestion concept was viewed to have a low utility as it was currently specified and was the concept
that operators liked the least.
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10.3Evaluation of Al Guidelines

In this section the guidelines that were used when designing the concept and the guidelines discusse
during the concept evaluation will be presented. While ideating the concepts it became apparent that
the guidelines in the planning phase were easiesd¢oThis since the concepts are not developed

with a level of fidelity necessary for the utility of the guidelines from the two subsequent phases. The
result from the evaluation suggests what guidelines to change, remove or combine with other
guidelines. Kst, the total number of instances that each of the guidelines were used is presented.
Second, theumberof times each of the guidelines was discussed during the evaluation of the
concepts is presented.

10.3.1Guidelines: Planning

Figure34 presents th result from the evaluation of the guidelines for planning.
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Figure34: The result from the evaluation of the guidelines for planning.

The guidelines not used when developing the concepts were the following:
A Choose the simplestodel.

A Choose explainabimodels.
A Train on appropriate data sets
A Identify ethicaltradeoffs.

Out of the four guidelines not used three of them were deemed more useful for developers rather thar
designers. This was choosing the simplest model, choosing explaimadiéds,and training on

appropriate data sets. This does not mean that the guidelenast necessary but rather that they are

not as useful for designers. Identifying ethical traffe was seen as important but not useful when
creating visual concepts.

Concerning the remaining guidelines, used in the concepts during ideatingseevathat the

guidelines used also were discussed by operators which validates the guidelines to an extent. Keepin
the human in the loop was both easy to design for and was seen as important for operators. The same
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can be said for several of the guideine especi ally; compl ement hume
knowledge and predict events.

10.3.2Guidelines: Designing

Figure35 presents the result from the evaluation of the guidelines for designing.
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Figure35: The result from the evaluation of the guidelines for designing.

The guidelines not used when developing the concepts were the following:
Educate aboutystem.

Ensure awareness of teatatus.
Safeguard against hacking
Analysepotential risks of thél.
Detect usebiases.

Use contrastive explanations instead comp&tdanation.

To To o Do o Do D>

Combine statistical explanations with causgblanations.
A Enable interaction witkexplanations.

In this phase a higher percentage of the total amount of the guidelines were not used. About a third of
the guidelines were not used at all which can be seen in the list above. The connection between the
intended guidelines in the concepts and the visatabias were not as clear for the operators. For
example, controlling the level of autonomy was used in all concepts but not discussed for any. Figure
35shows four other guidelines that were used but not discussed. The two guidelines discussed the
mostwee A f ocus on mission relevant i nformationo
against hacking anahalysingpotential risks are important guidelines but difficult to visualize in

pictures of the concepts. The same goes for some of the othermgsd@lhree of the guidelines not

used were connected to explanations of the Al suggestions. For example, enabling interaction with
explanations which needs to be tested using interactive prototypes rather than showing frames of the
concept to operators. Beting user biases and educating about the system were not mentioned since
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it is also difficult to visualize in a concept. There may be several reasons why guidelines in the use
phase were not used and discussed to the same extent as in the prepa@nphaidhe most

obvious is because the concepts were not very developed concernindudegitinality,and ability

to interact with the concepts.

10.3.3Guidelines: Evaluating

Figure36 presents the result from the evaluation of the guidelines/&duating.
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Figure36: The result from the evaluation of the guidelines for evaluating.

The following guidelines were not used.
Notify users about user generatathptations.

Be conservative iadaptations.
Assess limitations of thal.
Understand that attacks on opaque Al is hadktect.

Use multiple evaluatiomeasures.

o To o To o o

Evaluate explanatioreffectiveness.
A Use agents to agents to simulate humperators.

In the evaluation phase more than half of thielglines were not used in the creation of the concepts.
The three guidelines that were used did not get much attention during the evaluation. The reason for
why they were not used is mostly because the guidelines are for evaluation of developed functions.

10.3.4Summary of Guideline Evaluation

The evaluation of the guidelineBowsthat the guidelines in the planning phase were both easier to
apply in the studyandmore often discussed by operators. A higher percentage of the planning phase
guidelines wee used than both the design and evaluation phase guidelines. In addition, a higher
percentage of the guidelines used were also discussed in the planning phase compared to the other
two phases.
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11
Al Guidelines

This chapter presents the Al guidelines. The final Al guidelines are the result of the two Al
guidelines phases in the study.
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The first Al guidelines phase resulted in the first iteration of Al guidelines. These were made based
on the findings deriveddm an Al literature study. The literature included both general studies of Al,
for example definitions of Al, ethical considerations of Al, and capabilities and limitations of Al. The
literature study also included literature more applied to the AEW&@gbr-orexample Al in

military operations, explainable Al, Situation Awareness of Al. See Appendix A for the list of
sources.

Quotes were extracted from the literature andlysedy the method affinity diagram. The affinity
diagrams resulted in thrégrger categories of Al guidelines related to when they were most
applicable in the development process (See FigdreThe larger categories were further divided

into subcategories, which each included a set of guidelines. The first iteration of Alirgesds

available in Appendix B.

Planning Designing Evaluating

Figure37: Low resolution picture of the affinity diagram used to make the first iteration of Al guidelines.

The first Al guidelines phase was in parallel with user studies and concept development. The result
from the first phase, the first iteration of Al guidelines, was used as input to the first concept creation
phase, which in turn gave input to the seconguditielines phase by evaluating their utility and

validity in the concept creation phase (See figiBe

When to Implement Al

Pre-Study Concept Development

Concept . Concept E—
Ideation Creation Evaluation  creation valuation
1 1 2 2
1

2

How to Implement Al

Figure38: The process model of the study.

In the second Al guidelines phase was in parallel the evaluations and the second concept creation
phase. Based on the evaluation of the utility and validity in the first concept creation phase the Al
guidelines were further elaborated. During the secoadethe Al guidelines both were evaluated
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based on their utility and validity for concept creation while at the same time used as a tool to
evaluate to create concepts against. This way of working was inspireddayrch through design
(Zimmerman, Forlizz& Evenson, 2007).

The Al guidelines presented in this chapter are the final results of the study. The Al guidelines
mainly aims to answer the research questidmo®f to implement Al to improve Situation
Awareness for AEW&C operators, but also touctyesn the questiowhen.

The Al guidelines are presented in three categories based on when the guidelines are most relevant ii
the development process. The three categories are further divided into subcategories, which each
included a set of guidelinesh& categoriearethe following:

0 Planning: Mainly applicable when planning to implement Al systems.dx@mplewhen
exploring opportunities of Al for a specific context.

0 Designing:Mainly applicable when designing Al systems. Erample py being usé as a
basis for ideation and creation of usentred ethical,and safe concepts.

0 Evaluating: Mainly applicable when considering how to evaluate Al systems, both before
implementation and over time.

However,it is important to point out that all guideés should be considered duriihg whole

development processyen though they target specific phases. For example, ethics are something that
always should be considered but is a part of the Planning category because it is crucial to consider
ethics as®on as possible in every project.

In the following chapters the guidelines for each cated®ignning, designingandEvaluatingwill
be presented.

111 Planning

Implementation of Al systems is a large commitment for a company, depending on the purpose of the
system it can involve large costs in both time and investments. Not only can it belndstigrdas

also an obvious risk that the project fails to achi&eeintended result. Planning is important for all

kinds of design projects, but due to the potentially high cost and risk of designing Al systems it could
be considered extra important in this domain.

The guidelines in Planning are suitable to use whgoring and identifying opportunities for Al
implementation and when evaluating already existing Al systems on a higher abstraction level. The
guidelines derived for prstudies relate tdiow Al can complement human skills, how to select the
appropria¢ Al model, how to adapt systems thinking and ethical considerations. Bigjpresents

the guidelines developed fBtanning
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Planning

| | | 1
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Identify, discuss and
= communicate ethical
tradeoffs
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= decision-making
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Al
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Treat humans fairly
and respectfully
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and changes data sets

Involve users and
e Predict events — stakeholders in
development

Communicate
functionality

Keep humans in the
loop

Figure39: The guidelines developed for Planning.

11.1.1 Use Al tocComplemenHuman skills

In humanAl systems the goal should be to augment, complement and empower human skills to
support them in making better choices and, to consider human limitations and design Al systems that
complement humans' perceptual and cognitive abilities in taskditiaedifficult.

Generally, humans have challenges in handling large amounts of data, keeping track of uncertain
information, making predictions through mergahulationsand staying unbiased in higlalue
situations. Due to this, the following guideds of which tasks the Al systems can complement the
human in are suggested
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111.1.1 HandldData IntensiveTasks

Information overload is an apparent problem for the operators. Due to human cdgnitatens, it

is impossible for the operator torde all information at the same time. Computers and Al however
can handle tremendous amounts of data at a rapid speed.

111.1.2 AssesSituations andAid Decisions

Even though operators may try to act rational they are limited to their cognitive processing abilities
when they are dealing with complex problems. This is referred to as bounded rationality. Humans are
also affected by different biases, for example camdiion bias. Al can assist the operator by

assessing complex situations and aid unbiased decisions.

111.1.3 Identify abnormalities ardhanges

Experienced operators havevall-developednental model of the normal image and are trained to

spot abnormaties and changes. However, due to cognitive and perceptive limitations they can have a
hard time detecting less obvious abnormalities and slower changes. Al can be trained to discover
familiar behavioumpatterns and alert the operator when it finds abnlitiesaand changes that

deviate from those patterns.

111.1.4 PredictEvents

Similar to the challenges for the operators to assess situations and aid decisions the operators are
limited to cognitive limitations and affected by bias when predicting fidoeearios. The amounts of
scenarios humans can project are limited and affected by bias. Al can consider a tremamdibeus

of scenarios and assess the likeliness and impact of those in an unbiased manner. However, it is
important to consider that Al mighave trouble in predicting scenarios that have not yet happened.
Just like humans are limited to their cognitive abilities, Al systems are limited to the data they are
trained on. Additionally, predictions should be presented with caution. The exdadt®raimplied

that theycouldgive a false sense of safety and strengthen confirmation bias.

11.1.2 Select thé&ppropriateModel for theTask

From the outside, Al can seem like a magic formula that can solve whatever problem it faces. While
Al might beable to perform better than humans for some instances (see guideliridJse Al to
complement human skillghe Al system will never be better than the models it uses and the data it is
trained on. While humans are limited to their cognitive abilittdsystems are limited to the models
used and data available. Therefore, the selection of the right Al model is critical. There is no best
model for all cases, it depends on the problem and often a mix of models are required. Below are
some general guitiees to use when selecting an Al madel

111.2.1 Choose th&mplestModelPossible

According to Occam's razor principle: ARent i ti
choose the simplest theory that explains the data also applies when choosing an Al model. A learner
should be designed such that it prefers simpler theorigatplex theories, except in cases where
complex theories are proven better. One of the reasons why simpler theories are preferable is becaus
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they tend to be more testable. Related to choosing the simplest model is to identify and try to avoid
consideringa broad range of possibilities unlikely to be beneficial.

111.2.2 Choosé&xplainableModels

Similar tochoosing simple models, one should choose the most interpretable models whose
performance is easier to explain to people. However, it is important to be aware of tidftrade
between performance and explainability. Often the higbesbrming methods arthe least

explainable, and the most explainable are the least accurate. There are strategies that aim to tackle
this dilemma, for example deep explanation, interpretable models, and model inddatiomg,

D., & Aha, D., 2019%.

11.1.2.3 Train onAppropriate Data Sets

Training on appropriate data sets I mplanes fAav
image classifier trained only on pictures of black horses and white cats might conclude that all black
patches are likely to be horses. Otbases might be that the data set is outdated or not capturing the
complete andealtlife environment. This can be avoided by choosing up to date and more diverse
data sets to train on, better capturing the environment in which the Al will act.

11.1.3 Adapt SystemsThinking

When designing newroductsijt is important to consider the bigger picture, often the product is a
part of a bigger system. A system is more than the sum of its parts, changing one part may affect
other parts or the whole system. Therefore, it is important to understand the contexh the

product acts and the needs and goals of the users of the product. The following guidelines address
this issue

111.3.1 UseEx p e Kriowlddge

Adapting a usecentreddesign process is recommended when developing systems, especially
complexsystems with expert users. The expert users can provide valuable insights that would be
difficult to derive without them. Examples of expert user insights when designing Al systems could
be to assess the required level of accuracy for different use ttessealues of strengths of

arguments when weighing options and the cost and risk of mistakes when tuning model parameters.
An open dialogue with the expert users across the whole design process facilitates a better
understanding of how they work and theéeds and requirements.

11.1.3.2 Understand the decisionaking process

For Al systems designed to support users in making decisions it is important to establish an
understanding of theecisionmakingprocess. This can be done by conducting differektaaalysis
methods, like Hierarchical Task Analysis (HTA) or G@atected Task Analysis (GDTA). These
methods can help to map out what steps the operators take when making decisions and what they
base their decisions on. It can also be used to find apptes for improvements and in what steps

the operator is in most need of support. Al systems should be made in parallel with development of
decisionmakingprocesses to make sure that the result matches the @etissbrnmakingprocess.
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111.3.3 Makehe Al technologyVork in theOrganization

The Al technology will not be useful unless it works in the organization it is in. Do not only focus on
the technology itself, consider what prerequisipessibilities,and limitations there are in the
organizaibn and how the Al technology can enhance the outcomes on an organizational level.

11.1.4 EthicalConsiderations

Before implementing new Al systems, ethical considerations showdrsgderedAl raises a lot of
ethical questions, especially when usedigh-risk environments directly affecting people's lives.

There isa lot to be said about ethical considerations, the guidelines below give some general advice
to consider when designing AlsgmsHowever the guidelines here are not comprehensive for all
cases and designers should actively search for further considerations when designing new Al
systems.

11.1.4.1 IdentifyDiscussand Communicatethical Trade-offs

For most projects, ethat dilemmas and tradeffs will occur whee there is nasingleright or wrong
decision. The designer should try to identify these cases early and approach them via reasoned,
evidencebased reflection. The reasoning and decisions taken in ethicabfifadgéould be properly
documented. On a higher level, the company can consider forums to discuss Al ethics related to the
company, | i ke establishing an fAethical Al rev

111.4.2 FacilitateTrustworthy Al

Not only does trust improve effectivenesslaise of Al systemgut it is alsca prerequisite for

people and societies to develop, deploy and use Al systems. According to the European Commission
(2019) trustworthy Al has three components: it should be laeflical,and robust. This implies

thatit should comply with laws and regulations, ensure adherence to ethical principles and values and
be robust both from a technical and social perspective.

111.4.3 TreaHumansFairly and Respectfully

All humans should be treated fairly and with respect. Even with good intentions, Al systems can
cause unintentional harm. When designingydtemsit is important to consider how humans are

treated and having respect for their integrity. Ensure that data collected about the users are not used
unlawfully or that it unfairly discriminates against them. Make sure that the model has a comparable
performance for different demographic groups. Match the mental models of the users given their
social and cultural context while at the same time making sure not to reinforce unfair stereotypes and
biases.

111.4.4 InvolvdJsers andakeholders irbevelopment

User involvement can help to ensure that the diversity of the users is considered. The teams involved
in making the systems should reflect the diversity of the end users. Not only the users should be
considered, but also other stakeholders who may directhdirectly be affected by the system
throughout its life cycle.
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111.4.5 CommunicatEunctionality

Make sure that the users are aware of the potential impact of the Al systems and what it can and
cannot do. Here, communicati@gucationand trainingplay an important role. There should be no
unclarity for the users that they are interacting with an Al system, a system that represents itself as a
human could cause costly misunderstandings. It is also important to consider that mostgpaople
readdocumentation, yoaannotrely solely on manuals. The Al system shooydtself be able to
communicate its functionality.

111.4.6 KeefHumans in thé&.oop

Maintain the respect for human autonomy. Allow human oversight over the Al system and give them
the ability to contest and make autonomous decisions. Assess the appropriate level of human control
for theAl system and use case. Take steps to counteract skill loss and job loss. Remember that the
less human oversight over an Al system, the more extetestiag and stricter governance is

required.

112 Designing

If the guidelines for the previous categd®anning wer e more rel ated to
abstraction level, this categoyesigning i s more rel ated to Ahowo o
guidelines for Designing are suitable to use for ideation and creating concepts, trying to concretise
the identfied opportunities for Al implementation. The guidelines can also be used to evaluate and
improve already existing Al systems.

The guidelines derived for the usage of Al systems relatete to present information, how to

facilitate comprehension andltaboration, how to ensure safety in the use phase and how to ensure
and ensure explainability. Figudd presents the guidelines developedDasigning
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Designing
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Figure40: The guidelines developed fBesigning.

112.1 Present informatioaffectively and efficiently

The information derived by the Al systems needs to be presented in an effective and efficient way.
This implies that the operator gets the most relevant information at the right time according to their
currenttask and contextth e i nf or mati on should be easy to wu
model. The users should also be provided information of what the Al system did or is doing.

112.1.1 Prioritize high levehformation

In anAEW&C system, the operator often worksder time pressure and at times they are overloaded
with information.Thereforejt is important not to expose them to more information than necessary.
Keep the user informed only on the hilglvel aspects that are of immediate interest, but also give
themthe opportunity to find more detailed information if they wish.
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112.1.2 Provide timely information relevant to the task eontext

Both the usersé6é tasks and context may vary du
situation picture to an intenggiidingmission of a fighter. The information should be presented in
accordancevitht he wuser so6 cur r ety midsianselevard informatiammt e xt . D
correlation with the points reached in the decisitaking process. Support the user to focus

attention on key attributes and relations. Ensure that the information is timely and up to date and
make it easy for the usty invoke the Al tools when needed.

112.1.3 Use a format that is easy to understand and matches mental models

Present information in a format that is easy to understand, matchestleeneétal model and

requires minimal amounts of translation and cognitive processing. For example, today's AEW&C
systemusesolourc odi ng to indicate the identity of tr
models and makes the information easier tceustdnd and require less cognitive processing. This
should be taken into consideration when developing new Al systems, that the new systems should
match already existing mental models.

112.2 FacilitateComprehension anllanageExpectations

Facilitating @mprehension and managing expectations of Al systems may be particularly important
because people often have unrealistic expectations about the capabilities. This, combined with a lack
of comprehension of how the Al system functions, can lead to disstitsfadistrust, product
abandonment, or even injury and harm. The following guidelines address this issue and suggest ways
to facilitate comprehension and manage expectations of the Al system

112.2.1 MakeCapabilities andLimitationsClear

Unrealisticuser expectations are common for Al systems. Inflated expectations can be the source for
misunderstandings with serious consequendesteforejt is important that the capabilities and

purpose of the Al system is clearly communicated to the users. iMa&ar what the system can do

but also make it clear how well the system performs. Explain uncertainty and help users understand

the error boundary, how often the Al system may make mistakes and if there are situations where it

performs better or worse.

112.2.2 Educaté&JsersAbout the AlSystem

A way to facilitate comprehension and managing expectations is to educate users about Al in general
and, more specifically, the Al system in question. Instruct and train the users to make them receptive
to undestanding an Al system. Let users experiment with Al systems to explore capabilities and
limitations. Specify use cases and communicate these in an understandable and appropriate way.
Consider how to best inform users who might know little about Al.

112.2.3 ProvideExplanations of what the Aystem did or is doing

Facilitate perception of Al by providing the users with information about what the Al system did or is
doing and the decisions it made. Thi wtputsraedl ude
decisions and actions taken by the system. An example might be to display what track (input) the Al
has assigned what identity (output). The challenge is to determine what information is relevant for
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users, complex systems may take decisions i@y input factors and produce many outputs,

where far from all are relevant to the user. For example, in a collision warning system, the user might
not be interested in knowing all input the Al systems use, only the input which might result in a
collision (output) is relevant.

112.2.4 ProvideExplanations of why the AystemActed in aCertain way

Facilitate comprehension of Al by providing users with explanations about why an Al system did
what it did and what this means in terms of t
did the Al system indicate that a track behaved abnormalby® dbes a suggested route relate to
mission time and fuel consumption? The challenge is to determine what causal information is most
rel evant for t he ubshaviourFor exampld, ¢he Al mightalert atraek Al 0 s
deviating from a route, buthy? What was the predicted route and by how much did the track have

to deviate from it to trigger the alert?

112.2.5 ProvideExplanations that make the &/stemPredictable

Facilitate predictability of Al by providing explanations about what the Atesy will do next, or
what it would do in a different scenario. Make the user understand what would happen to the
outcome if inputs, model parameters or constraints were changed (forward simulation). But also
make them understand what would be necessagltieve a desired outcome (backwards
reasoning). Explanations like this could help the user predict the heheviourof the Al system.

112.3 Facilitate collaboration

Rather than working as separate entities, the human and Al should collaboraiete tHe
systembs goal s. T hAdteags eitform betterttogetherak aeunity than aither
alone. Let the human and Al collaborate in a complementary manner, provide users with choices
rather than one optimal solution, support efficientection and dismissal of the Al system, and
facilitate team awareness.

112.3.1 Combine Human and &kills to OptimizeSystemPerformance

As stated irl.1 Use Al to complement human skif$ should be used to augmeadmplementand
empower human skills to support them making better choices. This however goes both ways. The
human should also help the Al overcome limitations, for example ability to handle new situations and
rare events and vulnerability to hacking (821 Asseslimitations of the Al systgnirhe challenge

is to make the combination of skills balanced and design a hdingystem that is seamless in the
coll aboration. This can be achieved by establ
capabilites and limitations of both humans and Al.

112.3.2 ProvideMultiple Suggestions in theight of Costs,Benefits andJncertainties

When operators are facing situations where thagtmake decisions, there is seldom just one

optimal choice. The goals magry for different missions and contexts. For example, when guiding
fighters, the route depends on the type of mission and the priorities of the tracks etc. Humans expect
contrastive explanations (s2é.1 Use contrastive explanatigrad want to compare and weigh

options. When Al systems make suggestions, instead of just suggesting one optimal solution, the Al
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system should help the user explore the space of possibilities. Present the possibilities in the light of
cost,benefits,anduncertainties so the operator can make-indtrmed and rational choices.

112.3.3 SupporkEfficient Correction andDismissal of the ABystem

No matter how well the Al system is designed and developed there is always a risk that situations

will occur where the Al system is wrong or does not function as intended. Provided that the Al

system is transparent and comprehensive enough for the operdgbtedthe errors, the Al systems

should be designed to support efficient correction and dismissalx&opée, if the Al system

suggests a formation of tracks the operator should be able to correct the suggestion if it is wrong. And
if the context changes to the extent that it exceeds the Al systems capabilities, the operator should be
able to temporarily idmiss or ignore the Al systems services.

112.3.4 FacilitateTeamAwareness

In the AEW&C system the operators work as a team to achieve the system goals. When incorporating
an Al system in the same environment it should be considered, at least tex¢entea part of that

team. When working together, team awareness is crucial for the success of the mission. Humans
should be aware of the Al system and its capabilities and limitations, but this also goes the other way.
The Al system should be aware dhat the users are doing, their current workload, preferences,
proneness to bias etc. All members of the hukieam should have knowledge of their own role

and the other members' roles, and what that implies tettisionmakingprocess. The Al system

should be designed to facilitate observability, predictabilitydirettability. This implies facilitating

the ability to observe the status of the teamidisk,and the environment. making the actions of the

team members predictable to some extentadmildy to take over and delegate tasks, both reactively

and proactively.

112.4 Ensure safety in use

Implementing new tools for users im@h-risk environment such as the AEW&C system always
involves some type of riskt is important to consider thegisks in the use phase and take measures
to reduce them and ensure safety. The guidelines presented in this category are associated with
ensuring safety in the use of Al systems.

112.4.1 Make user@ware ofPotential Risks in the use of Al

Not only should the users be aware of their own limitatibostheyshould also be aware of the
limitations of Al and the potential risks it imposes. This is closely relatéd 202 Facilitate
comprehension and manage expectatiéios example, the users should be aware that Al can make
errors in incomprehensible ways, that there is a risk of blindly following the Al system and that it is
vulnerable to adversarial attacks, especially indéfencandustry. Making the users awasé

potential risks in the use of Al systems should be considered an important part of the operators
training.

112.4.2 Implemen$afeguards andllow Controlled Level ofAutonomy
The Al system should have a fallback plan in case of problems. This ezhibged by
implementing safeguards like stop buttons and verification steps and the ability to control the level of
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autonomy. An aspect that is important to consider for these kinds of safeguards is the delegation of
control between humans and Al. Comsiavhether the task the Al system was responsible for should
be aborted or partly or completely delegated to the human.

112.4.3 Detect andlert AboutBiases

Humans mostly make decisions unconsciously and based on intuition. While that can be effiective
efficient, it can also lead to biased judgement and suboptimal decisions (Kahneman, 2011). The Al
system should check for biaskehaviourand alert the users about these in a timely and
proportionally manner.

112.5 Ensurdexplainability

Al systems, especially those using machine learning techniques like deep learning, offer almost no
clues how they work or how the results are obtained. The lack of transparency hampers the users trus
in the Al system and makes it harder tioem to detect and act on errors. Trust and comprehension
arealso important for collaboration and acceptance of the Al system. The problem with the lack of
transparency grows as today's Al systems get increasingly more complex. A way to deal with the
probdem is to build more explainable Al systems which will facilitate comprehension and trust. The
following guidelines relate to how explanations by the Al system should be structured and presented.

112.5.1 UseContrastiveExplanations

People request contrastive explanations. When they hear or give an explanation they do so with a
foil, a counterfactual case, in mind. People have a hard time understanding the meaning of an
explanation if theylo nothave anything to relate to, therefthey evaluate the explanation based on
the contrast between fact and foil. What foil people use may vary and depend on for example
previous experiences. For example, a person without knowledge in the AEW&C area might think
10,000ft is a high altitude fonaairplane, when in fact it is quite low. The user's assessment of the
explanation depends on what foil the explainee compares the explanation with. The challenge with
providing contrastive explanations is to determine the most likely foil the usersihaned, this

could be somethingtoconsiderlin. 3. 1 Use expertsd knowl edge

112.5.2 Present &ubset of thé&xplanationthat isUseful for thelser

An event may have close to infinity causes. Since the cognitive burden of complete explanations is
too geat, the user chooses a small subset of causes that they find most useful and relevant. However
this is done in a biased manner a@nd not always the most likely explanation the user finds most

useful. Try to identify which casual information is maseful and relevant for the user to understand
thebehaviourof the Al system or an event.

112.5.3 AvoidSatistical Explanationswithout Causallnformation

Statistical explanations might be the first that comes to mind when considering how to explain Al
system performance. For exampl e, At he AI I's 9
these explanations alone are not very effective. People deruetye statistics as computers, their
confidence does not change linearly. While they might not make a difference between 75% and 76%,
their decisions might change drastically between a confidence of 75% and 90%. Instead of expressing
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probability with valies, people use contrastive terms like "high", "possible" etc. For the example
mentioned earlier, instead of just providing a statistical explanation, it could be accompanied with a
term and the shape of the formation outlined on the map.

112.5.4 Explan Uncertainties forSpecificParts of theOutput

When Al systems explain uncertainties or accuracy for the whole output, questions arise. For
example, if the Al system saijtss 80% confident that it sees 5 tracks in a box formation, how

should the usenterpret the confidence? How confident is the Al system for the different parts of the
explanation? How did it assess the confidence? To deal with this dilemma, the Al system could
explain or highlight uncertainties for specific parts of the output.

112 5.5 AllowUsers tolnteract andArgue about theExplanation

When humans hear and give explanations to each other, they expect to be able to interact and argue
about the explanation. They might want to ask
ifo and ask for more information or try to ch
shared meaning of the explanation, engentlass,and enables teamwork. Therefore, if possible, the
users should be allowed to interact and argue ahewtxplanation provided by the Al system.

112.5.6 Provide araceableDecisionMakingProcess

During expert evaluation of the Al concepts, the expert often asked for the source of the output or
explanation. For example, they wanted to know what tyataf the Al system used for movement
prediction and what the modebnsideredThey felt unsure if the prediction was just based on a
continual movement of the current path, or donsideredther variables as well. This suggests

there is a need to provide a traceal#eisionmakingprocess to facilitate trust and understanding.
The working of the system needs to be understood and traceable. Explain the system output by
following the stepsfoarguments and make tdecisionmakingprocess explicit.

112.5.7 UtilizeUs e rCaenéeptualFramework inExplanations

Humans often assign humtike traits to Al. To design collaborative humah systems the

explanations by Al should be using the samoeceptual framework as when humans explain to each
other. To make this possihitas necessary to identify what is required to give an explanation

according to the users' conceptual framework. Conduct user studies to understand how users define,
generatgeselect, evaluate, and present explanations.

11.3 Evaluating

When the guidelines from the categofdanningandDesignhave been applied, hopefully a concept
of an Al system or Al functionality have been developed. The guidelines in this catégalngting,

is suitable to use whenis time to consider how the Al system should be evaluated, both before and
after implementation and over time.

The guidelines derived for the evaluation of Al systems relateotw the Al system should adapt
from user feedback armehaviouy how to evaluate potential errors and risks, and how to evaluate the
Al model. Figure4l presents the guidelines developedHBgaluating.
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Figure41: The guidelines developed for Evaluatin

11.3.1 Adaptation

A learning Al system should be able to adapt and adjust over time. The input to the adaptation can be
both from the environment and the users. The Al system should continuously learn from the data
gathered from the environment. An Al system without thétplbo adapt to the environment could
become irrelevant if the environment changes, for example if flight routes change or new roads get
built. The Al should also enable and adapt from user feedbadbedradiourto make sure the

outputs by the Al systemre useful to the users. However, adaptation does not come without risks.
Therefore, it is important to notify users about changes and be cautious with adaptations.

113.1.1 Promote and enable user feedback

The feedback from users is valuable and should both be enabled and promoted by the system.
Establish processes that consider user feedback and enable users to give feedback indicating their
preferences during interaction with the Al system. Ensure thaistrs can report on negative

actions and decisions made by the Al system, and allow users to respond to the errors to minimize
negative impact.
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113.1.2 Adapt frontdserBehaviourand Feedback

The Al system should learn from the user and adapt in afigetgl mannere.g.,being aware of the
userso6 actions and intentions. This does not
also theibehaviouwh en wusing the system. The Al system
recent interactins,preferencesand history of making biased decisions. For some cases the Al
system should be able to adapt to users playing different roles in the team, providing each with the
specific information relevant to his or her own task and potentially fatelift levels of abstraction.

11.3.1.3 BeCautious andNotify Users abouAdaptations

Adaptation should be done with caution. When the Al system adapts, it is important that they do so in
a way thabenefitsthe usersThere isa tradeoff between adaptation and consistency. The user's
awareness of capabilities becomes increasingly more challenged with adoption. Changes due to
adoption can make the user perceive the Al system as unpredictable and inconsistent, causing
confusionand irritation.It is important that the user trust and understand how the system adapts. The
Al system should notify users about changes and when the Al system adds or cgquibdiies
andconvey how actions will impact fututehaviourof the Al sysem.

11.3.2 Evaluate potential errors and risks

Implementing Al systems ihigh-risk environments such as the AEW&C environment always

involves some type of riskt is important to consider those risks and take measures to reduce them
and ensure safet¥he higher the risks and capabilities are, the higher the safety measures should be.
The following guidelines provide some guidance on what to do to evaluate potential errors and risks
associated with Al systems.

113.2.1 Asseskimitations of the ABystem
A crucial part of implementing an Al system is to assess the limitations and potential errors and risks
of the Al system in question. Get insights from stakeholders, fuseesand developers to make
sure that the assessment is thorough. The assasshould be unique for each case, but some
general limitations to consider about Al is:
0 Al often makes different mistakes than humans make, sometimes in an inbemsjirie

way.
0 Just as humans only achieve bounded rationality due to cognitive ilbm&afl has bounded
rationality due to other limitations. Uncomplete training data, flaws in the model and limited
resources like time and computational power might result in suboptimal actions and
suggestions.
Rare events or new contexts can lead teseq@erformance or errors due to lack of relatable
data.
The Al system may filter out important information.
Risk that the Al and human operatparatelyand Al becomes no more than an -ahdto
the system.
Risk of overconfidence in the Al system, making users blindly follow suggestions.
Vulnerability to adversarial attacks.

O«

O¢ O« O¢ O«
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The Al system should be built with knowledge of its limitations and actively check for situations for
which it may not be as fully capable.

113.2.2 Protect the ABystem fromAttacks andMakeAttacksDiscoverable

Al can be vulnerable to attacks. Thiseispecially important to consider in thefencendustry where
hostile actors may try to sabotage the Al systems. Hacking, or the use of adversarial examples,
mischievous data, can cause the Al system to make errors. Measures should be taken teeprotect th
Al system from attacks. Another aspect to consider regarding attacks is thpatheer and more
incomprehensibléhe Al system is, the harder the attacks are to discover. Facilitate comprehension
and increase the transparency of the Al system to mtdceks easier to discover.

11.3.2.3 Prevent the risk @lindly Following the AlSystem

In evaluation of the Al concepts, the operators mentioned the risk of blindly following the Al. For
example, if predictions are based on the most common scenailbJikely also be the safest. This

can cause a false sense of safety and strengthen confirmation bias. The risk increases as algorithms
become better, moiadependentandopaqueyin combination with skill loss of operators. Ways to

deal with the rislof blindly following is to keep the human in the loop and increase the transparency
of the Al system.

11.3.3 Evaluate model

The models used in the Al systems should be evaluated to ensure that it has a high and reliable
performance. It should be evaluataghinst multiple and realistic benchmarks and performance
differences should be measured for various situatiiss, humancentredmetrics should be
evaluated such as the model's explanation effectiveness.

11.3.3.1 UseMultiple andRealisticBenchmarks

Similar to training on appropriate data sets, the Al should also be evaluated using appropriate
benchmarks. Use multiple benchmarks to reduce risks of overfitting the model to one specific
benchmark. Include somiealworld data from the environemt the Al system will act in to reduce

the risk of missing important conditions for the specific environment.

11.3.3.2 Evaluatd’erformance foNarious Stuations

When the context of the Al system chantese isa risk of performance drop. Unprediciab

changes of the context are to be expected ideéfiencedomain. When situations where performance
drop may occur cannot be avoided it is important to evaluate how likely these drops are. It is crucial
to maintain as high accuracy as possible in siinatwhere Al systems directly affect human lives.
Therefore, it is important to test whether the Al system behaves differently in specific contexts or
situations. ldentify these situations and take measures to reduce potential negative impacts.

11.3.3.3Evaluate from &edumanCentredPerspective
Thebehaviourand performance of the Al must also be evaluated from a hueraredperspective.
Eval uation metrics to consider could be usero
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model, level oftlust and explanation effectiveness. The models explanation effectiveness can be
measured in terms situation awarenreased levels of explainable Al which implies:
1. Measure perception of A&.g.,how well users understand inputs and outputs in the centext
of their intended goals.
2. Measure comprehension of Al, e.lgow well users understand the meaning of the Al
S y s t emadiairand what it implies in terms of progress towards the goals.
3. Measure predictability of Ake.g.,how well users can predict what the Al system will do next
or in an alternate scenario.
Since explanations should utilize the wuseros
decisionmaking modelsire not suitable to evaluate explanation effectess. Make sure that
explanation effectiveness is measured with potentialuseds.

11.4Chapter Summary: Al Guidelines

The Al guidelines were created through literature studies where findings were sorted through an
affinity diagram. The guidelines were then used in the first iteration of the concept development
phase and then evaluated. The guidelines in this chaptethveeresult of this process which resulted
in guidelines for how to implement Al in threbasesplanning,designingand evaluating.

Guidelines for planning include four categories of guidelines; Use Al to complement human skills,
Select the appropriataodel for the taskAdaptsystems thinking and Ethical considerations. These
guidelines are suitable when exploring new opportunities for Al. These guidelines could for example
help designers and developers to:
0 Create functions where Al will complemdmiman skills by for example aiding in data

intensive tasks, identifying abnormalities and changes, and predicting future events.
0 Consider the userds perspective and wuwuse th
functionalities.
Encourage designers tonsider ethical issues such as keeping humans in the loop and
facilitating trust.

O«

Guidelines for designing include five categories; Present information effectively and efficiently,
Facilitate comprehension and manage expectations, Facilitate collabpEatsure safety in use, and
Ensure explainability. The guidelines could for example help designers and developers to create
functions that:

O«

Provides the information that operators need for their tasks.

Makes it clear to the users what the Al can anthoado.

Strives for an optimal division of labour between humans and All.
Ensures that users are aware of potential risks using the Al system.
Facilitate explainability of the Al systems decisions and suggestions,

O¢ O¢ O¢ O«

Guidelines for evaluation include threategories; Adaption, Evaluate potential errors and risk, and
Evaluate model. The guidelines could for example help designers and developers to ensure that:
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The Al system utilizes feedback from users effectively over time.

The Al system igontinuously evaluated concerning outside threats as well as other
limitations of the functions.

The model that the Al relies on is continuously evaluated concerning performance in different
situations and that the functions meegteriafrom a humarcentedperspective.

(@]

O«

Further recommendations on how to use the guidelines could be used are discGbsgdenl2:
Discussion.
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12
Discussion

The following chapter will discuss: Recommendations when developing Al systems, Ethics: Al in
military operations, Application of the results, Methods, and Further work and improvements in
process.

110



12.1Recommendations whddeveloping AlSystems

Find an underlying need This is general advice for development of new tools in the C2 system. The
system is already complex, adding additional and unnecessary tools can potentially hasnehe 6 s
situational awarenesklowever,it is even more apparent for tools related taaé to buzz and
potentially inflated expectations about Al capabilities. Companies might feel an urge to implement
Al for the purpose of marketing and keeping up with competition. For the Timeline concept, the
prediction functionalityvas notappreciated aring the evaluation. Without the prediction

functionality, the concept would barely use Al technology. This suggests that Al is not always equal
to usefulness anshould nobe implemented by force. When conducting user studies to find
opportunities to mke improvements one should not limit themselves to onlpasled solutions,

even if that was the preliminary purpose. Al should be considered as a technology providing
additional possibilities and broadening the solution space.

Use crosddisciplinary teams when developing Al Knowledge of Al, understanding the users and

the context and knowing the capabilities and limitations within the organization are all important
considerations when developing tools related to Al. Human factors experts, develsgrsrand

other relevant stakeholders can all contribute with knowledge and insights that can help the
development of useful and sustainable products. During the expert evaluations the users brought up
important questions that had been partly overlookeddrstudy, for example what data sources

should be used for the Al concepts, if they should be bought from an external organization or
collected by the organization itself.

Using low fidelity concepts and visualizationss mediating tools for discussiproved to be a very
useful method to extract user insighipinions,and ideas for Al. It creates a common ground to base
the discussion on and triggers ideas and opinions that would be hard to derive using words alone.
Based on the success of the meth@duld be assumed that the process could benefit even more
from it if it wereused to a larger extent. @oeation sessions could potentially be a successful
method. However, it requires careful consideration of how to execute such a session tohexploit t
full potential. Using low fidelity concepts, or guidelines. as a stimulus for such sessions might be
necessary to guide attention and facilitate creativity.

Establish a common ground when talking about Al Knowledge about Al varies among people in
geneal, the AEW&C context is no exception. Even among people with knowledge about Al there
seems to be no consensus regarding the definition of the concept. During the study the users were nc
told what definition of Al was used. How this may have affectedstbdy is unclear, but owannot
overlook that it may have affected the users answers galéted questions. Therefore, we suggest
that when conducting studies related to Al, one should choose, or make, a definition of Al for the
study and inform userand other stakeholders, about this. For example, in this context it was not
necessary that Al was continuously learning during use. This is related to the high risk associated
with the context. Al with continuous learning could, eventually, lead to wwtedbehaviourthat

can be difficult to predict. But considering the possibilities with continuous learning, it would be
disadvantageous to discard it completely. When developirsygtemspne should assess the risk

and rewards for each specifiase ad assess whether it is worth it or not to let the Al learn
continuously.

12.2Ethics: Al inMilitary Operations

Al raises a lot of ethical questions, especially when usadyhmrisk environments directly affecting
people's lives, like military operations. The Al guidelines from the study provide some general
guidance but every case needs to be treated uniquely. The AEW&C itself does not have any weapon
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equipped, but since it is usaalguide fighter jets it does indirectly. The decisions the operators take
can have an i mpact on a whole nationbds secur.
means developing new tools in the military context leads to great responsibdpnfusing solution

could lead to faulty decisions and devastating consequences. This makes it important that the study is
honest and transparent in the limitations of the findings. We must be clear about the validity of our
findings and not exaggerateetpossible implications of the results.

What should the Al be allowed to do in a military context? Our recommendation is to be cautious in
letting the Al make its own decisions, especially if the decisions are critical. The safest
recommendation would ke not let the Al make decisions on their own without human oversight

and acceptance. The military context is simply associated with too much risk. One should also be
cautious with nudging the users. Letting the Al make suggestions could potentiallyuseds)&o

make certain critical decisions. Inflated expectations about Al capabilities may lead the user to follow
the suggestions blindly.

Knowledge about concepts of Al in general, and the Al implemented in the C2 systgportant.

Al does not havere single establishatkfinition andunderstanding of what it is may vary between
people. If Al tools were to become implemented in the C2 system, education about Al and the tools
should be a part of the operators training. The users should have adiaar @i capabilities and
limitations of the tools they use. Transparency and explainability is important to facilitate
comprehension and trust.

Regarding automation. Some automation is already included in the C2 system with proven success.
This includedasks like making tracks of plots. How does one assess an acceptable level of
automation? And what tasks would be suitable to automate? Routine tasks that are cumbersome and
time consuming to perform and do not imply great risks if not working coulditadsuto automate.
Forexamplejt could be tasks that merely enhance humans Situation Awareness, like detecting and
highlighting abnormalities or formations. When automatasks,one should ask the question: What
could be the consequences if the autiimnastopped working? This triggers questions like: Would it

be associated with risks? Would the operator be able to take over? Could there be risks associated
with skill loss? Even though the Al is properly trained and well tested there are alwaysithishs w
making errors or dropping in performance, for example due to new unknown situations and
adversarial attacks.

But what about tasks associated with risks where Al could potentially perform better than humans?
Selt-driving cars are an example of whekl is used to automate tasks typically performed by
humans. Driving is associated with risks and is affecting human lives, badris@iy cars and other
vehicles is still considered worthwhile. However, tremendous amounts of resources are spent on Al
technology for selfiriving cars. As suggested in the guidelines proposed in the study, higher risks
require higher safety measurdd 3.2. Evaluate potential errors and rigks

To summarize the ethical discussion about Al in military operations, a conclusion is that it is
important to make the distinction about Al in military operations on a general level, and Al in
military operations on an applied level, like the case of tndystMilitary is a large and varied
domain. This makes it hard to discuss on a general level, there are an overwheimisyof
aspects to take into consideratidherefore we recommend discussing ethics on an applied level
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instead. Looking back at ttem of the study, the aim was to explore when and how Al could be

i mplied in the C2 system to I mprove operators
making. As previously discussed, the operators make decisions of high importance atialgote
| arge i mpact. Woul dndot i t notthexploredndwmewsteéchnblagiesc o n's

such as Al, could be used to improve their SA and assist them in their decision making?

12.3Application of theResults

The guidelines were derivébm articles mainly concerning Al from a uss¥ntredperspective, for
example, humatl interaction and collaboration, explainable Al, trustworthy Al etc. The guidelines
were also interpreted and written by engineers with human factors expertise. Therefore, the
guidelines are mainly covering areas relatethe users, the human aspect, of Al implementation.

The guidelines are very brief regarding technological aspects of Al, providing general guidelines on
how to select appropriate models and how to evaluate them. They also provide guidelines on what to
corsider regarding ethics. However, the ethical guidelines are not comprehensive for all cases, one
should actively search for further considerations when designing new Al systems.

Even though the guidelines mainly cover ussated areas, they are notynteant for designers to
follow. They provide guidance on how to consider the user in a hdthaystem, what Al models to
prioritize and ethical considerations, which are useful for all stakeholders taking part in development
of Al tools.

Another relevat question to ask is when they can be used, and how. Our recommendation is to
implement the Al guidelines as early as possible in the development process. In early stages of the
development process the ability to make changes is higher and the costraf omainges lower. We
believe the Al guidelines can be used to:

0 Explore Al opportunitiesThis was mainly how the guidelines were used in this study. User
studies were conducted to identify Al opportunities, mainly by adapting systems thinking and
finding areas where Al could complement human skills.

0 Ideate and create conceptsopportunities to implement Al have been identified the
guidelines can be used to ideate and create concepts that atenised ethical,and safe.

0 Evaluate Al conceptdf Al concepts have been created, they can be evaluated against the
guidelines, to assess utility and if changes should be made.

However, the Al guidelines in their current state should be used with caution. They have not been
evaluated to the extent thaey can be considered having a high validity. Further research could
include more thorough evaluations and iterations of the guidelines to increase their validity. The
guidelines do also vary in both importance and abstraction. Some guidelines araindestdor all
kinds of projects, while others are more situational. The more detailed the guidelines are, the more
situational they tend to be. It is most likely not possible to follow all guidelines for a single project,
all projects must be treatelff erently,and one must assess what guidelines are most relevant for
each unigue project.
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12.4Methods

Methods in the study were predominately based on situation awareness and worttiseern
important user considerations for the guidelines and theeptgcThe user studies methods were
mainly used to find requirements for when to implement Al functionality and thephaow were
covered through literature studies and evaluations. In this section methods will be discussed
concerning how they impactedethesult of the study. In addition, adaptations in how methods were
used in the study will be discussed.

12.4.1NASA TLX and Situation Awareness Questions

NASA TLX was used to qualitatively measure workload for the operators. This enabled an objective
way to find instances where workload was high. Since high workload impiticégsion Awareness

was inferred that these tasks were candidates fdurdtionality that alleviate workload. The

rankings in the methods were disregarded and operators weradrasked which stbsks impacted

their workload the most for each of the six factors. This enabled a quick way to find difficult tasks
since the studyés main tasks were not selecte
functionality for the nmssion type simulated during user studies, that has only been partly treated in
this report, and even more beyond the mission type. If the NASAwould have been used the

entire mission it would have been much more challenging to find subtasks that contribute to
workload issues in the system. One of the preconditions for disregarding metrics in this method
without affecting the utility of the resslmay have been the user studies prior to using the method
and the combination with SA questions. Since some knowledge of difficult tasks were already
obtained through interviews with operators, the study was safeguarded against missing important
tasks,activities, and actions.

By using questions concerning SA provided by Endsley (2016) after each sessioklTSthe
informationrequired for the taski®r the operators to improve their SA were found. The combination
of finding the most critical tasks ierms of workload using NASA TLX and then finding out

through interviews what information needed for perceivaognprehendingand predictingegarding
those tasks proved to be a useful strategy. In conclusion, the two methods worked well together in
sekcting tasks that could be facilitated throughfédctionality.

12.4.2GTS and HTA

The selection of HTAs to represent task decompositions was motivated by the convenience and
adaptability of the method. There were also additional positive effects that were found during various
interactions with the companyds e thpdysemnmaass . Fi
understood with supervisors and operators. Second, it proved to be useful in combination with other
methods such as GTi8eation,and concept creation. In ideation, especially in a large complex
system, the HTAs that were expanded usif@tGTS, were used as a template to develop the ideas.

12.4.3MTS Activities

The MTS activities were the most crucial activities in the project where much of the user research
data comes from.

12.4.4Evaluation guidelines and concepts together

The concepts and the guidelines were evaluated together. This strategy was deemed feasible since the
concepts and the guidelines were created in parallel throughout the project. The strategy of doing this
was based on the conceptresearch through desigi@Zimmerman, Forlizzi & Evensson, 2007).
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12.4.5Affinity diagrams

Affinity diagrams were a very useful strategy to categorize and sort data gathered from user studies
as well as creating guidelines from the literature study.

12.5FurtherWork andlmprovements ifProcess

There are several methods that could have provided data that motivate certain guidelines or help
designing new concepts. Various types of biometrics such as pupil dilation, blood pressure, sweat,
heart rate and eye tracking. Eye kiag seems to be especially promising for both evaluating new
concepts and could also be part of the concepts.

It became clear in the evaluation of the guidelines created in the study that guidelines for the planning
phase were easier to use. The mostals reason for this is that the study created concepts from
scratch and that it may be easier to apply the guidelines from the design phase and evaluation phase
once the concepts are further developed. However, it could also potentially mean thateguideli

the design and evaluation phase need to be further revised. Ggo@Alines are further developed

it will be important to apply and test the guidelines from the aforementioned phases.

The study mainly used qualitative measurement in evaluadimhsiser studies. There are several
interesting and important quantitative metrics that could be part of further research. For example,
measuring workload and situation awareness. Workload and SA could thereafter be used to verify if
concepts do improveperators SAGunning & Aha (2019) suggest testing Al functions by first

creating aaselinewhere no Alfunctionality is present in the system, second with Al functionality

but without explainability, third with a low degree explainability and finally vaithigh degree of
explainability. The same structure for evaluating guidelines and concepts in a continuation of this
study could be usefwb obtain a verification of the utility of concepta.these verifications it would

be beneficial to adohteractallity to the concept® let operators test the concepis.savetime, the

most liked concepts could be further developed and tested.
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13
Conclusion

This chapter presents what was concluded in the study.

116



13.1 When to Implement Al

Below the conclusions related to the first research questibenshould Al be implemented to
improve AEW&C operators' situation awarenesse presented.

Conducting a system analysis was a useful way to start a project related to complex and technical
systems like the one of the study. The Surveillance Operator (SO) and Fighter Controller (FC) are a
part of a large complex system and to really understamdtdsks and challenges, ameistconsider

the whole system of which they are a part of. This includes both understanding how they are affected
by the system, and how the system affects them.

Situation Awareness (SA) challenges were identified for each role, seven related to the FC role and
six related to the SO role. These were:
0 For FC: communication, window management, warnings, working methods & assessments,
information filtering, finding &using tools, risk of errors.
0 For SO: communication, window management, radar status, track management, radar areas,
identification.

The two tasks with the highest workload for each role were identified as:
0 For FC: Ensure safety and Guide to target.
0 ForSO: Identification and Collect target data.

Eight visual concepts suggesting when and how to implement Al to improve the SA for AEW&C
operators were created, four for each role. These were:
0 For FC:
3 A collision warning system to detect if assets rursk of colliding through data
analysis of flight patterns.
3 A communication tool translating talk text.
3 Ability to recognize formations of groups of suspect targets.
3 An adaptive route planner that suggests optimal routes based on intentions.
0 For SO:
3 Abnormality detection.
3 Area suggestion to create and manage effective and efficient radar areas.
3 Atimeline to display past and predicted events.
3 Atool to display patterns dfehaviouiin selected areas.

The four concepts considered having the most potential for furthermesek
0 For FC: Formation Recognition and Communication {tatkext)
0 For SO: Abnormality Detection and Timeline (provided the prediction functionality is
elaborated).

13.2 How to mplement Al

Below are the conclusions related to the second research quekiwshould Al be implemented to
improve AEW&C operators' situation awarene€¥?more specifically, conclusions regarding the
created Al guidelines.

The guidelines created in the study were mainly applicable in three pR&s®sng, Designingind
Evaluating Based on how the guidelines were applied in the study it was concluded that they can be
used to:

0 Explore opportunities to implement Al in an XAR.C context.
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Ideate and create Al concepts in an AEW&C context.
Evaluate Al concepts in an AEW&C context

O¢ O«

Even though the guidelines were mainly applicable in different phases, it was concluded that they
should be considered during the whole developmertdgss. An example which strengthens the
conclusion is the guidelines related to ethics. Even though they are a parPltarthmgcategory it

is crucial to consider ethics throughout the entirety of the project.

The study confirmed the utility and Wity of several guidelines in the first categoRtanning.
However, further works are required to confirm the utility and validity of the guidelines in the
subsequent categoriBgsigningandEvaluating

Lastly, the process designed in the study, inspiregesgarch through desigmasuseful for both
creating guidelines and concepts simultaneously, and thereby to answer the two research questions c
how andwhento implement Al to improve the Situation Awareness of the AEW&C Operator.
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15 Appendices

In this section the appendices in the study are presented. Appendix A lists the sources of articles usec
to create thguidelines. Appendix B shows the first iteration of the guidelines. Appendix shows the
NASA-TLX and Situation awareness questions used in the MTS activities. Appendix D shows the
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B. Appendix- First version of Al guidelines

This appendix includes the first version of Al guidelines.

Requirements:

Prepare
]
| | | |
Use Al to . .
. Select the right During .
improve system Ethics
model Development
performance
Data intensive Choose the Adopt systems Keep a human in
tasks simplest model thinking the loop
. . Train on .
_Assess situations | Use experts __ appropriate data }— Facilitate
and aid decisions knowledge sots trustworthy Al
Choose . .
— Predictevents L— explainable — Identify ethical
tradeoffs
models
Identify | Match norms
abnormalities with users
Complement Communicate

human skills — functionality



Requirements: Use

Ensure
explainability

|
| | | 1 |
X Presen!: Facilitate Facilitate
information _ : Ensure safety
+ Comprehension collaboration
effectively

|__Prioritize high level
information

Focus on mission
relevant
information

Present
informationina
human centered

manner

| Facilitate 5A level 1
information

Manage user
expectations

- Make capabilities
clear

Educate about

system

|__Infer actions based
on system goals

Enable detection
l=and correction of Al
Errors

Treat Al asan
intelligent team
member

| Mix Al and human
skills symbiotically

Enable Al and
human
collaboration

| Develop trustand
reliability

| Ensure awareness
of team status

- Safeguard against
hacking

Control level of
autonomy

Analyze potential
risks of the Al

— Detect user biases

Use contrastive
explanations
instead complete
explanation

Combine statistical
l— explanations with
casual explanations

Enable interaction
with explanations

Provide a traceable
decision process

Utilize users’
conceptual
framework in
explanations

| Facilitate 5A level
2&3 inexplanations



Requirements:
Evaluation

Adaptation

Promote and

enable user
feedback

Adapt from user

behavior

Notify users about

user generated
adaptations

Be conservativein

adaptations

Errors/Risks

Assess limitations
of the Al

Understand that
— attacks on opaque
Alis hard to detect

Don’t follow Al
blindly

Evaluate model

Use multiple
evaluation
measures

Evaluate
explanations
effectiveness

Use agentsto

— agents to simulate
human operators



C. Appendix- NASA-TLX and SA questionnaire

This appendix includes the questionnaire used in between the operative simulations.

NASA-TLX fragor:
Foljandefragor ar baserade pa en valdokumenterad metod for att utvardera arbetsbelastning, metoder
heter NASATLX.

| metoden finns det 6 olika faktorer som anses bidra till arbetsbelastning: hur mentalt krdvande
uppgiften var, hur fysiskt krdvande den var, hiig tidspressen det var, din egen prestation, hur
mycket du anstrangning som kravdes och hur frustrationsnivan var.

| metoden ska anvandaren egentligen betygsatta varje san har faktor pa skalor fran 1agt till hogt, for
varje enskild uppgift. Men for atpara tid och for att vi inte ar helt sakra pa vilka uppgifter ar mest
intressanta att titta pa har vi en mer generell approach till metoden.

Till att bérja med, for hela scenariot du precis gick igenom, vilken av dessa sex faktorer anser
du bidrogmest respektive minst till den totala arbetsbelastningen?
(mentalt kravande, fysiskt kravande, tidspress, din prestation, anstrangning, frustration).

Svar

Vilka moment/uppgifter anser du vara minst respektive mest mentalt krawdadér?

Hur paverkade den mentala belastningen i dessa uppgifter din situation awareness (lagesbild)"
Varfor?

Beskrivning mentalt kravande: Hur mycket mental och perceptuell aktivitet krévs (t.ex. tdnkande, beslutande, berakning,
minne, tittande, sokande, osv.)? Var uppgiften enkel eller kravande, simpel eller komplex, exakt eller forlatande?

Svar

Vilka moment/uppgifter anser du vara minst respektive mest fysiskt kravsiadé??
Inget.

Hur paverkade den fysiska belastningen i dessa uppgifter din situation awareness (l2gesbild)
Varfor?

Beskrivning fysiskt krdvande: Hur mycket fysisk aktivitet kravdes (t.ex. trycka, dra, vrida, kontrollera, aktivera. etc.)? Va
uppgiften latt eller kravande. langsam eller snabb, slapp eller slitsam, vilsam eller médosam?

Svar



Vilka moment/uppgifter anser du ha lagst respektive hogst tidspraski??

Hur paverkade tidspressen i dessa uppgifter din situation awareness (lag®siofiol?

Beskrivningtidspress: Hur mycket tidspress kande du pa grund av den hastighet eller takt som uppgiften hade eller
element av uppgiften intraffade? Var tempot langsamt och lugnt eller snabbt och haftigt?

Svar

| vilka moment/uppgifter anser du att din prestation var samst respektive/la#ft?

Hur paverkar din prestation i dessa uppgifter din situation awareness (lageghifd)?

Beskrivning prestation: Hur framgangsrik tycker du attwr i att uppnamalen for uppgiften? Hur néjd var du med din
prestation for att uppna dessa mal?

Svar

Vilka moment/uppgifter anser du vara minst respektive mest anstrangéader?

Hur paverkade anstrangningen i dessa uppgifter din situation awareness (lag¥sbitidy?

Beskrivning anstrangning: Hur mycket behover du anstranga dig (mentalt och)ff@iskt uppna din niva av
prestanda?

Svar

Vilka moment/uppgifter anser du vara minst respektive mest frustrersfiaaf??

Hur paverkade frustrationen i dessa moment/uppgifter din situation awareness (lagesbild)?
Varfor?

Beskrivning frustration: Hur osaker, avskrackt, uppretad, stressad, otkrad kontra saker, tillfredsstallt, belaten,
avslappnad och sjalvbelaten kande du dig under uppgiften?

Svar



D. Appendix- First list of ideas

This appendix includes the ideas derived in the first brainstorming session.
Al reports automatically when tracks cross borders etc.

Al monitors the team members and assess their workload. The status is communicated to the
rest of the team (or only MCC).

Recognize if someone is getting tired and needs to take a break
Al tracks what everyone is looking at (through following screen or eye tracking) and recognize
if someareashave not been covered in a while.

Al recognize who is speaking to who and when people is available to speak to

Collision warning system Show aeas where collisions may happen based on predictions of flight
paths. Indicate what track it relates to. Display when the collision may happen (ex 30s) at what height
(+100 feet).

Suggest safe flight routes for fighterbased on civil flight plans (or petions of paths). Show the

safe route with differertolour, green, yellow, red for example. Maybensidereight andsuggest
goingdown or up (maybe some kind of height indicator, like 3D or sommarjobb 2019).

Assesghreat level of tracks. Indicate with a line withmulti-colouredindications what the safety
levels are. Highlight when moving towards dangerous distance.

Display threat levels of different areasareas around tracks and locations (K for example).

Al can make use of ityfiiWhen RLeadddRGQs nathigh,rradar eap laok at

other areas (passive scanning). What other areas to look at can be determined by for example:
heatmaps where operators look (search in unlooked areas), previous interesting areas, tracks that are
in suspcious areas. Indicate when something is abnormal, evenitniBerutside mission area.

Display RL and RC in a way that facilities SA.Like graphs with indications of levels.

Translation of talking to text. Like an inrgame chat, fades out after a while and have time stamps.
Or movie subs, might require some storage of the conversation (or not?). The fighter could have a
standalone display with the chat, or maytlis not necessary that they have the sanppeu. (Keep

in mind that the information decisions are made based on must be up to date, every secorid counts.
not suitable to record voice messages in most cases.)

Pattern recognition. (Like champagnglass box etc). Could be used to create groups and suggest
what tracks are a part of that group (even if they have different ID).

Send HLFKA information directly to fighter (by marking it as an object for example).

Target prio assessmentBased on for examelEW, speed, path (towards border or high prio asset),
position, etc.

Provide global SA of suspect®rovide easy navigation to suspects. Could be a minimap, displayed
in VSF, indications on the edges of the screen, a list of how many of each ID (Caedlaesdilter

and linking &brushing).

Adaptive/dynamic route planner for fighter. Considersnoving targets and prio. Likenadvanced
stern support tool. (How should it behave if it cannot ID everyone? Ask for help?)

Route prediction of a track, suggesthe most probable route and other possible routes.

Help to provide global SA in intensive FC missionLlose down windows thdiave noteen used

in a while. Let windows fade away slowly.



Auto pilot leading. Al takes care of the communication and guithesfighter. FC have oversight,
chooses what targets to ID and can interrupt if Al performs bad.

Push to record and send recording + textWWhen the responder to the message is available it plays

in audio and text.

Push to translate voice to tex{when haing a lot to remember).

Link mission windows to corresponding fighter(for examplecolourcoding or position)

Al estimate fight value (stridsvarde) of fighter.Based on time in air, speed etc.

Mirror fighter radar display on FC screen (or extra screen) Better understanding of fighters SA.
Dynamic indication on how much the radar settings and size of area contributes to RL and RC.

Al makes EEW (high priority area) nearby of high priority suspects to make it easier to find

other targets in the group.

Voice control. Voice activated areasi Act i vate area XXXo, ADeact i v
priority area over blablao. (Voice control mi
communication with other operators is a crucial part for mission success).

Store use profiles/mission profilesBased on use profiles (or mission profiles) suggest areas or
settings. Remind if somethirtasbeen forgotten. Have your own profile is@s easier to take over a

role. Suggest most used tools for that role. Or sudgesuritetools etc. Plot train settings.

Al reads the brief (like resumes are read andcutofills forms) and suggest areas and settingé\l

learns when suggestions are accepted or denied. (Explain why areas were suggested, refer to parts o
the brief etc). Have information about the areas. The user can finetune the suggestions, the Al learns
by the changes the user makes.

Al highlight ab normal tracks. Users set intervals to indicate what is abnormal or normal. Al could
learn from previous actions of users when they have set suspect on a track.

Filter tracks. Set intervals to filter out interesting tracks. Like prisjakt. Could also wasldynamic
feedback, give feedback on the tracks when you adjust parameters.

Linking and brushing. When hovering filter or characteristics or similar (for example nations, or
fishing boats etc.), highlight related tracks. When hovering a track, hightaghs with similar
characteristics.Look at the IDE project)

Al derived flight patterns (as map layer, or quick command).

Time bar. To help get an understanding of the movements of plots and tracks over time. The get a
normal picture (normalbild). Couleitend in future to show predicteéhaviour

High resolution time camera (maybe not the right word forit but inspired by old cameras that

took long to take the picture).Get a A s mushedo plkemap layerpattern.t he s
Al read the brief and suggest ID based on thaAccept/change/ignore to teach Al. Explainable Al

can be important.

Suggest ID based on previous identification of tracksAl learns over time.

Automate ID, or multiple ID based on characteristics.

Watch the Al work with ID in real -time, like an autopilot. The Al works like an operator would

do. Indicate where the Al is working with a moving eye, show what parameters the Al looks at. The
operatorcan interrupt when necessary. The operator can accept/change/deny the Als decisions. The
operator could get the choice to decide how fast the Al should identify tracks, instant or X/minute.
The operator can identify or work with other stuff in parallel.

Al can recognize when a plot and track gets separated track without a plot should be

highlighted and the Al can suggest fusing the track with another plot/track or deleting it.

Indicate who is responsible for a tracks ID(or who has marked it as an ebjf, high priority etc.)

Help the users remember tracks (ok&nd tills vidare)lf an unknown track is unknown for too

long, indicate that. If a tradkasbeen selected and left without ID, remind of that track after a while.
Maybe have some indication iteackhasb e en fiopenedo (1l i ke with ema
Show where people have been working/looked with heatmafCouldbe quick command,

minimap e.g.)



Al that compares reported data from transponder (IFF or AIS) to actual data.Check if the data

fits to the radar esnation (with size, nationality etc.)

Smushed plot trains.To easier see the movement of-saad land plots.

Setting to only display reappearing plotsnot displaying plots only appearing one time (might be a

bad idea).

Al suggest type of vehicldtypeof car, boat, plane etc) based on movements, location, size etc.

Heatmaps to indicate activity of plotstracks.

Set the Al to look for certain behaviour in a certain area.

Follow/highlight tracks from suspicions areasSelect locations of high priority and follow plots

that appears from that place/enter that place. Notify when tracks stop/disappear or starts/appear from

there.

Summary of activity in an area.Summary report. Like Spotify review of the year, youtubemdy

or fast forward of a growing flower. Summarize trédghaviouy heatmaps, pattensumberof

suspects etc.

Suggest in what order to identify tracks,based on prio.

ldeas:

FC ideas
1. Status window for all relevant information about the missionekample fighter fuel levels,

active fighters, targets, estimated time to take care of all targets. The status is the aggregated
into a number that tells the mission health, in some cases actions can be suggested such as: rt
fighter, add new fighter. If nactions are suggested the mission health can be assumed
sufficient to reach the goals by a certain margin.

2. Place out cgpoint. The Al could suggest where to place out a cap based on how strategic the

point is for the mission.

3. Describing situation to ghter by giving suggestions for shapes derived from Al pattern
analysis. Need to be trained for common patterns that planes fly in. The tool is enabling
quicker descriptions of the situation for the fighter. The tool also helps with giving a reference
point to describe HLFK.

a. Fill formations, if there are a bunch of planes flying in a formation and one or more

are set to a certain identity the Al will suggest identities for the others based of their
participation in thdormation.

b. This could probably be derfor shipgoo.

Reports of the situation will be speetxt analysed and prepared into a document.

Collision warning system with civil air traffic. Al will also suggest the best route to avoid

collisions.

6. Al will show the best route to approach sevé@stile or threats.

7. Flight safety against enemy planes could be done through displaying the area around a hostile
plane where enemy robots are able to hit from. If these areas are clicked additional
information about the EW/HLFK and origin is showed with a probability treaptane is
using a particular weapon.

S

SO

1. Helping operators to detect important tracks. In this idea the tracks get prioritised by their

HLFK, origin and EW to show the operator which tracks to focus on.
a. By clicking on thetrack,the Al thought process Whbe displayed in a decision tree or
similar.

2. Auto ID using the same priorities as above will be done. Adeatified tracks will have a
different symbol over them that indicates that they are automatically identified. If the
operatorglick on the track the previously discussed decision tree wahiogved.



3. Tracks that are of high interest outside the current zoom level will be highlighted in the edge
of the display.

4. Showing the behaviour of tracks as a line after them, if the line looks like alihestite
usual threat behaviour will be showed.

5. Anomalies will be showed by displaying the flight routes, if a track succeeds from the usual
flight path that day the track is highlighted.

6. Heat maps of the current situation where most tracks move can be showed. This could be

divided into different catgories where sea, land and air could be distinguished. This will also

be an overlay that will be accessed through a quick command.

Heat maps could also be used to showed where deviations from a normal picture occurs.

8. Time bar deluxe where you not onlyutd view past pictures of the situation but also
predictions of where tracks could be in the future based on their HLFK, origin and EW. The
user will be able to slide the bar of time using a quick command.

a. Tracks that will probably pass a certain bordeotber areas of interest or get close to
own assets will be highlighted.

9. Ground plots will be connected will lines where the most likely connection is showed. This is
an overlay function.

10. For ground tracks the environment carcbasideredn predictiors for future positions, for
example where there is a road or if there are obstacles that are difficult or impossible to pass
with agroundbasedvehicle.

11.Tracks on the sea can be connected to common sea lanes. Tracks that deviate can be
highlighted.

12.Pred cti ons of radar areaso | oad on the rada

13. Current track information will be showed in the same place such as the number of tracks, how
many tracks that are identified, Ajreement with track 1D, which types of trackss, (&nd,
or sea).

14.See all areas in a list, Al suggest optimal priorities for the different areas. And how much load
there are for each area.

15. Suggest where and how and area should look like.

16. Predictions on how an area will look like based on operatcks;llower level that the idea
above. Saves time.

17.Al suggests changes in priorities for different created areas to optimise radar efficiency and
effectiveness.

18. Al reads the brief and setups everything, operator will only approve or disapprove.

~



E. Appendix- Final concept: Abnormality detection

This appendix includes all frames of the final concept Abnrmali detection.
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