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Test case analysis of system safety regarding degraded Li-ion battery
Validation and verification of BMS safety functions
in HIL environment with focus on ISO 26262
CARL BIERICH
EMIL MAGNUSSON
Department of Electrical Engineering
Chalmers University of Technology

Abstract
As lithium ion batteries become a larger part of the vehicle propulsion system, the
testing of the battery management system software becomes increasingly important.
This thesis focuses on evaluating the existing hazard and risk analysis to find test
cases that can be further investigated in order to find alternative test methods. The
new test methods are supported by the latest version of the ISO 26262:2018 stand-
ard. The tests that are conducted are stress tests of aged cells in a HIL environment
which are used to verify the functional safety of the current and voltage limits.

The results show that the safety functions stated in the early version of the technical
safety requirements are working for the applied stress tests. It is however questioned
if the limits implemented in the software at the time of testing is sufficient to en-
sure full safety of the battery system. Some tests, especially for aged cells, reaches
voltages that are far beyond the safety limits and the exposure time is discussed if
long enough to risk significant damage. Solutions are presented that could mitigate
the issues that are found during the testing process.

Keywords: Functional safety, HIL, Verification, Validation, 26262 , BMS, Automa-
tion, BEV.
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1
Introduction

To ensure the safety of the battery, the battery management system (BMS) needs
to operate the battery within certain limits. These limits are expressed as safety
conditions within the BMS software. For each new software that is introduced in
the BMS one or a series of tests need to be performed in order to verify that the
safety conditions are not compromised. To verify the functional safety of the system,
tests can be performed in a hardware-in-the-loop (HIL) environment. The control
unit of the battery is then connected to hardware which is running a simulation
environment, making it possible to perform tests on the BMS software implemen-
ted in its dedicated hardware. This increases the credibility that the testing in the
simulation environment has the same consistent outcome as for a physical test and
that it follows the safety standards.

1.1 Problem background

Electri�cation of vehicles is a part of Volvo Cars future and the ambition is to have
50% of the sales volume to be fully electric by the year 2025. One of the most im-
portant aspects of going electric is to embrace a cleaner mobility. By going electric it
is possible to regenerate energy from braking, which is one bene�t that improves the
overall energy e�ciency of the powertrain. When comparing an internal combustion
engine (ICE) and an electric motor it is also clear that the later is much better in
terms of energy e�ciency [1]. The higher overall energy e�ciency results in a lower
energy consumption, which can also be replaced with electric energy from renewable
energy sources instead of energy from combustion of fossil fuels.

The BMS controls the battery to operate optimally and within safe limits to protect
it from abuse situations. The vehicle performance can in this way be secured and
the batteries lifetime increase. If a failure or malfunction of the system occurs, the
BMS should make sure that the battery is disconnected from the electrical system
and prevent hazardous events. It has several important functions such as monitor-
ing the state of the battery, balancing the battery cells and reporting data. One of
the most important parameters the BMS has to monitor is the temperature of the
battery. The battery should operate within a certain temperature range to avoid
degradation of the cells, which temperature range depends on the chemistry [2]. To
ensure that the control unit is robust and reliable, tests of the system is necessary.
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1. Introduction

As all new developed software must be tested, the procedures can be repetitive
and costly. The executed code used for operation of the vehicle increases exponen-
tially, which leads to a need for more software veri�cation[3], [4]. To be certain that
safety is guaranteed, many of the tests are performed both in a simulated environ-
ment and physically in the car. To reduce the costs of the tests it is favourable to
automate as many as possible of the tests performed in the simulated environment.
In order to do so the standards regarding functional safety must be interpreted and
integrated in the testing.

Safety within the automotive industry have always been a topic of great import-
ance. In order to be sure that all car manufacturers performs validation and veri�c-
ation of their electrical/electronic (E/E) systems, the international organization for
standardization (ISO) has published the standard ISO 26262, titled "Road vehicle -
Functional safety". It is an adaptation of the international electrotechnical commis-
sions (IECs) standard IEC 61508 which provides a framework for functional safety
related systems in vehicle development, which should be followed to verify that tests
are performed correctly. As the technical complexity of automobiles increases, ISO
26262 includes guidance for appropriate requirements and processes to avoid the
increasing risk of systematic failures.

1.2 Previous work

Research in order to understand the degradation and hazards with LIBs is a hot topic
as the automotive market is going electric. All vehicle and battery manufacturers
are competing to develop the most e�cient BEV, with a competitive range and
price against the ICE vehicles. Batteries are tested in abusive conditions in order to
examine how they behave and what the e�ects are. The e�ects are still uncertain
as the battery development leads to new designs, materials and chemistries used
in the battery cells. Due to this, the full understanding of how a LIB ages and
degrades with time is never accomplished while still being relevant. To make sure
that the battery operates correctly, the battery must be tested when integrated with
the electrical system. This research has been speci�cally hard to �nd as vehicle
manufacturers do not want to share their research.

1.3 Purpose

The purpose of the thesis is to test alternative test methods to trigger faults in
the BMS in simulation environment, to broaden the test coverage and improve the
troubleshooting of the system. The test methods will be investigated if possible to
use to con�rm that aged battery cells still ful�lls the functional safety requirements
in accordance with ISO 26262.
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1. Introduction

1.4 Scope

Standards related to automotive system safety, where the focus will be regarding
validation and veri�cation of tests on system and functional level for the BMS. The
standards should be interpreted, taking into account how they impact the testing
procedure. To keep the scope of this thesis feasible, the following will be considered:

ˆ ISO 26262-4:2018 Road vehicles � Functional safety � Part 4: "Product devel-
opment at the system level" will be taken into account when designing tests.
Other parts of the standard might be reviewed if necessary.

ˆ The BMS system will particularly be considered, but other control units in
the vehicle will be observed if necessary.

ˆ A test scope will be de�ned at a high level, which will then be decomposed to
lower levels to �nd and select the most suitable test and validation methods.

ˆ Tests for battery electric vehicles (BEVs) will be in focus.
ˆ Changes will be performed on parameters through scaling factors in the exist-

ing model. Changes in the existing model structure will not be performed.
ˆ The testing will be performed on voltage and current limits only, as a thermal

model is not yet implemented in the HIL simulator available for this thesis.
ˆ Testing at di�erent temperatures will include 20 � C, 0 � C and -10 � C. More

temperatures was not included to minimize the amount of tests.
ˆ A script for automated testing will be constructed and executed for one of the

test methods that are suitable for automation as a proof of concept.
ˆ Evaluation of the social and ethical aspects will mainly focus on the risks and

bene�ts of performing safety tests in a simulated environment.
ˆ The sustainability aspects of this thesis will be focused around the limits of

the safety functions and how they may a�ect the lifetime of the battery.

1.5 Ethical and sustainable aspects

Volvo has always been a car manufacturer with a focus on the safety of the driver
and passengers. The company has a vision that no fatalities or severe injuries should
occur in a new Volvo car by 2020 [5]. Ensuring that cars are safe involves rigorous
testing which is a �eld where Volvo has a lot of experience [6]. Testing can be per-
formed both on hardware and software, where both are important parts of battery
testing. As an example; both needs to be tested so that the energy in the battery
is utilized su�ciently within safe limits. It is the software of the BMS which is
tasked with keeping track of the operation of the battery and ensure that it is done
safely. As the battery contains large amounts of energy and is constructed using
materials that are highly reactive, using it outside of the limits may cause reactions
that are uncontrollable. However, the car should utilize as much of that energy as
possible without infringing on the safety, to supply the driver with the best possible
performance. Performance in this case referring to power output, energy content
and life time of the battery. Setting the safety limits is therefore a balance between
safety and performance but safety should always maintain top priority.

3



1. Introduction

Testing of the BMS should give evidence of safe operation of the battery under
normal conditions but also prove that safety measures are taken if a hazardous
event is predicted. Expanding the di�erent scenarios that are tested can bring fur-
ther assurance that the safety is sustained under various circumstances. The end
goal is for occupants of an electric vehicle to feel as safe or safer than in a conven-
tional ICE vehicle. If standards are used during the development and testing, it
provides assurance that the product is engineered using processes that are planned,
executed and documented carefully. Implementing tests in a simulated environment,
where it is possible to automate tests, can free up time for testers to perform other
tests which makes the work more e�cient [7]. If the testing is done e�ciently then
this can save cost of the product which means that �nal prizes can be reduced.
As lower costs will make the BEVs more competitive against ICE vehicles, this is
a valuable development process to improve in order to motivate people to buy BEVs.

Volvo also has a goal that 50% of the sales volume in 2025 is to be fully electric [5].
Electri�cation is part of the sustainability goals as BEVs has a lower emissions of
green house gases compared to conventional ICE vehicles [8], [9]. The emission of
green house gases does however depend on the lifetime of the vehicle, which in the
case of BEVs depend on the lifetime expectancy of the battery. This relates back to
the operation of the battery as the extent of degradation relates to how harshly the
battery has been operated. If the limits are too high or too low then operation close
to the limits may cause accelerated degradation. Setting the limits with some safety
margin may mitigate this problem as long as the allowed operation time beyond the
limits is not long.

Increasing the lifetime of the battery is of importance as it means that the re-
sources, such as lithium or cobalt, are used in a sustainable way. An aged battery
also has a higher internal impedance which causes more losses within the battery,
decreasing the e�ciency. Keeping the battery at a healthy state longer prolongs the
time span in which the battery is utilized with lower losses.

4



2
Theory

In the following chapter the working principle of a lithium ion battery (LIB) will
be explained, as well as factors which leads to degradation of battery cells. The
purpose of the BMS and working principals in order to prevent degradation and
hazardous events will be described. Finally, the ISO 26262 series of standards and
veri�cation methods will be presented.

2.1 Li-ion battery

The LIB stores energy electrochemically by transferring lithium ions (Li-ions) back
and forth between the cathode and anode material. When the LIB is discharged
all Li-ions are located in the cathode material. The cathode material often contain
a mixture of transition metals to minimize the weight and to be able to store as
many Li-ions as possible, in order to increase the energy density [2]. When the LIB
is charged the Li-ions will be transferred through the separator, which prevents the
cathode from getting in contact with the anode. A direct contact between the anode
and cathode would result in a short circuit, which could lead to a �re. The Li-ions can
move freely in the electrolyte which the cathode, separator and anode are soaked in.
As the Li-ions are transferred to the anode, electrons will �ow in an external circuit
through the aluminum and copper current collector which connects the cathode and
anode. The separator, which consist of a thin porous paper �lm, galvanically isolates
the cathode and anode from each other. This forces the electrons to move through
the external circuit, as the Li-ions move through the separator. When the Li-ions
have passed the separator they will be stored in the anode material which usually
consists of hard carbon or graphite. When all cyclable lithium is located in the
anode the battery is fully charged. If the battery is instead discharged, the Li-ions
and electrons will move in the opposite direction and the Li-ions will be stored in
the cathode material. A simple structure of a battery cell can be seen in Figure 2.1.

5



2. Theory

Figure 2.1: Structure of a battery cell [10].

A battery pack is constructed using a number of modules. Each module contains
several cells that can be connected in series to increase the voltage across the module,
in parallel to increase the capacity or a combination of both. To describe how the
cells of a module is connected an annotation like 3P4S is used. This means that
three cells are connected in parallel and four of these parallel connections in series.
As three cells in parallel has trice the capacity but the same voltage as one cell they
are often referred to as a logical cell. Figure 2.2 shows the layout of a 3P4S battery
module which consists of four logical cells.

Figure 2.2: Illustration of a 3P4S module.

2.1.1 Variance in Li-ion battery impedance

The impedance of the battery depends on several factors, such as structure and
material compositions, which can be presumed constant during operation. It is also
a�ected by aspects that are dynamic in time, such as temperature and state of
charge (SOC), where the temperature has the largest impact, which has been shown
in [11] and [12]. This is mainly due to the ionic conductivity of the electrolyte
being strongly temperature dependant. Due to these dependencies, the usage of the
battery can vary largely depending on the climate in which it is operated.

6



2. Theory

2.1.2 Degradation of Li-ion battery cells

As batteries are used, the chemical reaction changes over time and the character-
istics of the battery is altered due to di�erent mechanisms. The main factors that
degrade a LIB is material degradation in the electrodes and side reactions in the
interface between electrodes and electrolyte. Both of these result in less cyclable Li-
ions [2]. The �rst part of this degradation occurs already in the �rst couple of cycles.

The degradation of a LIB is related to the amount of cycles experienced, which
will have a negative impact on capacity and performance of the battery [2]. As can
be seen in Figure 2.3, the capacity of the battery decreases rapidly in the beginning
and at the end of life (EOL). In the �rst region the capacity fade mainly occurs
due to formation of the cell and loss of cyclable lithium which builds up the solid
electrolyte interface (SEI) layer. During cycling of the battery the SEI layer may
crack which will result in new exposed electrode material and more lithium will
be consumed to form the SEI layer. This results in the capacity fade in region 2
and 3, but in region 3 loss of active material is also accountable for the capacity
fade. However the formation of the SEI layer is the dominant factor for the loss
of cyclable lithium. In region 4 the amount of cyclable lithium is greater than the
active material in the cathode, which will increase the rate of Li-ions trapped in the
negative electrode. At this point the capacity of the battery will decrease faster.
The EOL for vehicle application is usually de�ned at 80% of the initial capacity,
which is located before region 4.

Figure 2.3: Capacity vs number of cycles with regions with di�erent characteristics
of degradation [2].

7



2. Theory

This degradation happens in all cells but can be accelerated if the battery is used
outside of optimal conditions. Such causes can be overcharge or overdischarge and
overcurrents. If cells are overcharged, i.e. voltage across the cell is to high, then
there are no more Li-ions to be moved from the cathode to anode, which will increase
the impedance. In turn the energy put into the cell will be converted to heat which
accelerates side reactions [13]. These side reactions consumes some of the cyclable
lithium, reducing the cells capacity. Another disadvantage of overcharging cells is
that if excessive amounts of Li-ions are extracted from the cathode the structure
of it might become deformed, leading to less ions being inserted into the cathode
during the discharge following an overcharge [2]. One of the largest potential risks
of overcharge is lithium plating of the anode, which occurs when lithium ions cannot
be inserted into the anode [14], [15]. Lithium plating may cause dendrites as the
current is no longer uniformly distributed over the electrode surface. The dendrites
are basically whiskers of lithium metal stretching out from the anode material that
can lead to an internal short circuit of the battery.

The e�ects during overdischarge is that the SEI layer of the anode starts to dis-
solve and expose new active electrode material to the electrolyte. This will initiate
the development of new SEI during the subsequent charge to repair the damaged
areas, which will consume cyclable lithium [2]. When cells are overdischarged there
is a reaction that dissolves the current collector of the anode. This reduces con-
tact between electrode and current collector ,which increases the resistance. The
dissolved particles from the current collector can also stick to the separator or pen-
etrate it, forming metal plating on the separator or cathode. This metal plating can
create conducting paths or support lithium plating which leads to decreased capacity
and internal short circuits [16], [17]. The worst case scenario is that a short circuit
occurs between the aluminum collector and the anode. The low electrical resistance
of the anode and the low thermal conductivity makes it possible for a high current to
�ow, but the heat will be trapped in the anode material [18]. Overdischarge may also
cause thermal stability changes which can make it more sensitive to abuse conditions.

Overcurrents will deplete the lithium ions from the surface of the electrodes faster
than the ions can di�use within the electrode material. This causes an increased
impedance which will increase the temperature of the battery, that in turn acceler-
ates unwanted side reactions that reduces the capacity [2]. Depending on the SOC
of the battery an overcurrent may also be the cause of an over or undervoltage.

Apart from degradation inside the cell, the degradation can be accelerated if one
cell connected in parallel has degraded faster due to the production lot [2]. This will
impact all cells connected in parallel and converge all cells to age according to the
cell with lower state of health (SOH) [19]. The reason is that the lower SOH cell
experience lower current compared to the cells connected in parallel, as it has an
increased resistance. The higher currents in the healthy cells will result in increased
ohmic heat generation and faster ageing until they reach the same SOH as the de-
graded cell. According to [19], a 60% di�erence in peak cell current is observed when
four cells are connected in parallel with a 30% di�erence in impedance.
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2. Theory

2.2 Battery management system

The BMS is responsible for managing the correct functional performance of the
battery. To prevent hazardous events the BMS monitors the voltage, current and
temperature to operate these parameters within a safe operational window [20]. If
the BMS detects any safety risks, which can lead to a thermal or gassing event in
the vehicle, safety measures should be taken to prevent this from occurring. These
safety actions can be to limit the operational load, and if that does not work the
contactors that connect the battery to the rest of the high voltage system should
be open by the BMS. Therefore it is of high importance that the BMS is robust
and has consistent and correct implementation. Another important objective of the
BMS is to estimate di�erent parameters, such as the SOC, SOH and power limits.
This allows the system to estimate the driving range of the vehicle and the power
losses in the battery, which leads to degradation of the battery cells. As it is di�cult
to measure the exact internal temperature of the battery cells the estimated power
losses in the battery cells makes it possible to estimate the internal temperature as
well [2].

2.2.1 Battery cell model

The battery cell model implemented in the BMS to estimate the state of the battery
consists of RC-links. The electrochemical reactions which occurs in a battery cell
depends on polarization and di�usion [2]. These e�ects can be explained by the
movement of the ions in the electrolyte and how they interact with the electrodes.
To represent these e�ects in a battery cell, which determines the characteristic im-
pedance, cascaded parallel RC-links can be used. There is also an internal resistance
in the battery which is represented by a single series resistance. An example of a 2
RC-link model is presented in Figure 2.4.

Figure 2.4: The electric circuit of a battery cell model.
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The RC-links gives the model its dynamics and by choosing appropriate values
for the resistance and capacitance in parallel, the desired time constant� can be
determined according to

� 1 = R1 � C1 (2.1)

� 2 = R2 � C2 (2.2)

where R1 is the polarization resistance,C1 the polarization capacitance,R2 the
di�usion resistance andC2 the di�usion capacitance. The series resistanceR0 in
the model represents the ohmic resistance in the battery which results in an initial
voltage drop. The battery cell model is used to determine how the cell voltage varies
over time according to

Ucell = OCV � I (R0 + R1(1 � e
t

� 1 ) + R2(1 � e
t

� 2 )) (2.3)

whereUcell is the cell voltage,OCV is the open-circuit voltage andI the current.

A Nyquist plot demonstrates how the di�erent chemical reactions in the battery
cell impacts the impedance. In Figure 2.5 the characteristic impedance can be seen
for a common LIB. The semi-circle represents the polarization, where the charge
transfer at the electrode has the biggest impact on the impedance phenomena. It
also depends on the concentration gradient of ions at the surface of the electrode,
but it does not have as much impact as the charge transfer. When the impedance
drastically increase and becomes highly capacitive depends on di�usion. The pro-
cess of polarization and di�usion occurs at di�erent rates, which is represented with
the di�erent time constants in the model [21].

Figure 2.5: Nyquist plot for a common Li-ion battery.

The impedance of the battery cell is in�uenced by several di�erent parameters. The
battery behaviour depends on temperature, SOC, current level, previous short-term
history, pressure and ageing [2], [22]. The factors that are considered in the model
is the temperature and SOC, as these are the parameters that a�ects the impedance
the most. The parameters in the cell model can be changed for each battery cell
so that the characteristic impedance looks di�erent for each of them. By increasing
the impedance for one of the battery cells it is possible to emulate a degraded or
defect battery cell in an otherwise healthy battery pack.
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2.2.2 Operational window

In order to use the battery safely, it should be operated within certain temperat-
ure, voltage and current limits [2]. These limits provide the conditions for normal
operation and for restricted operation, where the battery can be used for a limited
time with restricted power input or output. If the battery is operated outside these
limits longer than a certain time it can be considered as unsafe. The limits can be
provided by the battery manufacturer and are based on their risk analysis. Internal
testing at the company, together with calculations performed by the computer-aided
engineering team is used to complement the recommended limits from the manu-
facturer. Figure 2.6 shows how this type of operational window can be set by the
voltage, current, temperature and time limits in two di�erent ways.

(a) Operational window of the
battery set by temperature and
time limits in the BMS.

(b) Operational window of the battery
set by current and voltage limits in
the BMS.

Figure 2.6: Example of how operational windows can be de�ned by limits in the
BMS.

The times in Figure 2.6a represents the maximum time that the battery is allowed
to be operated in that temperature interval, weret1 is the time before disconnection
of the battery if the temperature is in the unsafe temperature range. The second
time, t2 is the time the battery is allowed to operate in the restricted operational
window and t3 is the maximum time allowed for disconnection if the battery is in
the restricted operational window longer thant2. These types of time limits are also
de�ned for the voltage and current limits in Figure 2.6b.

The voltage of the operational window is based on the OCV pro�le of the bat-
tery. How the OCV pro�le looks depends on the battery chemistry, its internal
resistance, capacity, hysteresis and relaxation of the battery [2], [23]. The voltage
pro�le of a common Li-ion battery can be seen in Figure 2.7.
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Figure 2.7: The voltage pro�le of the battery and the set voltage limits.

The reason of investigating the voltage during operation is due to the risk of lithium
plating and the build up of dendrites, which rapidly degrades the performance of the
battery and is a safety issue [14]. As the LIB gets damaged, if operated outside its
operational window, it will eventually lead to a short circuit inside the LIB. A short
circuit in the battery is a major concern as it may lead to a thermal runaway and
start a �re. This should be prevented with active safety, therefore it is of importance
that the voltage limits and fault tolerance time interval (FTTI) are chosen properly.

2.2.3 Thermal runaway

If a malfunction of the BMS occurs it is possible that the battery is overcharged or
overdischarged [2]. These events can trigger a thermal runaway, as well as too high
currents, mechanical abuse, internal short circuits in the battery and overheating.
During an overcharge condition, heat generation can lead to a temperature rise of
about 60-80 � C. When the temperature reaches 120-130� C the separator deforms
or partially melts and Li-ions cannot be transferred through it, which is a safety
mechanism to prevent any further charging of the battery. When a temperature of
180-190� C is reached the active electrode material is decomposed and a thermal
runaway is unavoidable. Decomposition reactions are often of exothermic character,
which means that even more heat will be generated from these reactions. Safety
vents in the battery casing will then open and there is a substantial risk that gas
will emit from the battery cell. When a thermal runaway occurs the temperature
will increase rapidly due to the heat generation inside the battery cell and the risk
of cell rupture will lead to a �re. The di�erent failure pathways for a LIB can be
seen in Figure 2.8.
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Figure 2.8: The failure pathways for LIBs [24].

Internal short circuits that occur due to manufacturing defects are unavoidable, as
the BMS does not have the possibility of detecting these defects [2]. The heat gen-
eration of an internal short circuit can be extreme and lead to a rising temperature
of several hundred degrees per second. Impure particles originates from the manu-
facturing and at the time of the inspection of the newly manufactured battery it is
impossible to observe. The impure particles will degrade the battery cells in a faster
pace and build up dendrites which will eventually short circuit the battery. The
risk of a thermal runaway is higher for internal short circuits which slowly builds
up over time compared to external abuse. All impurities and internal short circuits
will not lead to a thermal runaway, but the impurities increase the risk of internal
short circuits, which in turn increase the risk for a thermal runaway.

An aged battery has an enhanced e�ect to trigger a thermal runaway due to ageing
conditions [2]. As the internal resistance of an aged battery increases, the battery
becomes more sensitive to overcharge and overdischarge. The increased resistance
also results in higher losses in the battery cell which generates heat. Internal short
circuits are more common on an aged battery as well, as dendrites have had the
time to build up during the battery lifetime.

2.2.4 Discharge of the battery

The voltage across a cell is determined by the OCV and the voltage drop across
the internal impedance, which is current dependant. The BMS can extract the
energy from the cell either by requesting a constant current or constant power from
the battery. Both will reduce the charge in the battery, thus reducing the voltage
over time. Requesting a constant power will therefore lead to increasing currents to
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compensate for the decreasing voltage. A constant current request will instead lead
to a power that decreases with the voltage, This is understood by

P = U � I (2.4)

were P is the power, U is the voltage andI is the current. Since an increase in
current will lead to faster discharge of the battery the voltage will reduce quicker.
The rate of discharge of the battery for a constant power request therefore increases
with time.

2.3 ISO 26262 series of standards

The ISO 26262 series of standards can be used for guidance to achieve functional
safety for E/E systems in road vehicles throughout their lifetime [25]. It is an
adaptation of IEC 61508 series of standards and it applies for all safety-related E/E
systems. It contains di�erent parts regarding guidance for di�erent stages in the
development of a product. The ones that are of interest for tests at system and
functional level is part 3: Concept phaseand part 4: Product development at the
system level. The concept phase will be considered to validate that the functional
and technical requirements ful�ll the safety goals, but most focus will be on part 4.
If the product development is in accordance with the standard, the functional safety
objectives should be ful�lled.

2.3.1 Concept phases

The �rst step in the concept phase is to de�ne the items purpose, functionality and
interface with other systems. To identify potential �aws on the de�ned item and
faults that can occur, a hazard analysis and risk assessment (HARA) is performed.
The HARA should identify all the safety risks and classify its severity, probability
and controllability [25]. Based on the hazard event and the items functional be-
haviour, an automotive safety integrity level (ASIL) is determined. Depending on
the hazard events ASIL and which safety goal it is categorized under, the safety
goal will be assigned the same ASIL. When hazards and risks are identi�ed for the
E/E system, speci�c safety goals are speci�ed to prevent any malfunctioning beha-
viour through safety-related functions. Such a safety goal could be that the battery
should not catch �re under normal operating conditions. The functional safety re-
quirements (FSRs) are derived from the safety goals and can be more speci�c, for
example that the battery should not catch �re during driving. The FSRs which
are on an item level are then divided into system level speci�c technical safety re-
quirements (TSRs). The TSRs could be such that the battery is disconnected if a
voltage, current or temperature limit is exceeded.
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2.3.2 Functional and technical safety requirements

The safety goals are the top-level safety requirements which are based on the HARA.
The FSRs should de�ne the required functionality to ensure that the safety goals
are satis�ed. A fault tree analysis can be used to identify potential violations of
the FSRs and to improve the traceability. It should contain all faults that could
possibly occur and the dependencies between them. To determine all faults that
can occur in a complex system might be hard, but as many as possible should be
ruled out [26]. The faults that are broken down from the FSRs are the basis for
the TSRs. These requirements are more speci�ed to a certain fault that must be
prevented by the active system and are given ASILs to specify its risk and hazard.
In the TSRs there are both functional and non-functional requirements. A func-
tional safety requirement speci�es an action that should occur if a certain criteria
is ful�lled to achieve or maintain a safe state [27]. A non-functional requirement
just speci�es a constraint or restriction on the system design that should be satis�ed
[28]. The TSR states if testing is needed to con�rm that the requirement is satis-
�ed or if other veri�cation methods are better suited, like failure mode, e�ects, and
diagnostics analysis. Which environment the test should be performed in depends
on the implemented functionality and complexity. It might therefore be adequate
to perform the test in other integration sub-phases [29].

2.4 Veri�cation methods

Veri�cation is done in order to ensure that a product complies with the speci�ed
requirements [30]. The veri�cation can be done using various methods in several
stages of the product development and testing. During development the veri�cation
is essentially the evaluation that the items requirement speci�cation, design and
models follows the requirements of correctness, consistency and completeness. In
the testing process the veri�cation is performed in a testing environment to evaluate
that the item comply with the requirement speci�cation. The veri�cation should in
both cases be planned, speci�ed, executed, evaluated and documented systematic-
ally.

The testing performed in this thesis will be focusing on the system integration,
which is addressed in ISO 26262-4:2018 7.4.3 [29], however much of the system will
be simulated. This is further explained in Section 3.2.1. The paragraphs of Sub-
section 7.4.3 in the standard focus on di�erent stages of the system integration, the
�rst being correct implementation of functional and technical safety requirements.
The recommended test methods for each paragraph are presented in tables similar
to Table 2.1.
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Table 2.1: Correct implementation of functional and technical safety requirements
at system level [29]. "hr" = highly recommended, "r" = recommended, "n" = no
recommendation for or against.

Methods
ASIL

A B C D
Requirement based test hr hr hr hr
Fault injection test r r hr hr
Back-to-back test n r r hr

Other tests that are recommended for system integration are performance test, error
guessing test, test derived from �eld experience, internal and external interface tests,
interface consistency check, test of interaction and resource usage test. For this thesis
the one that will be applied is stress testing. This test method as well as those of
Table 2.1 will be explained further in the following sections.

2.4.1 Requirement based tests

Using requirement based testing has two major bene�ts: �rst, provide validation that
the requirements are correct, concrete and logical; and second, designing su�cient
and necessary sets of tests that are based on the requirements [31]. The second
bene�t does however introduce challenges that must be addressed. The �rst one
is the reduction in the amount of tests that are needed to ful�ll the requirements,
as there are potentially endless test scenarios. The second is to ensure that the
selected tests provides the correct answers for the right reasons, that is they should
not provide correct answers if it is done by taking shortcuts. If the tests are selected
correctly then they should reduce the ambiguity and provide a clear level of detail.
Requirement based testing can be clari�ed by dividing it into eight parts:

ˆ De�ne test completion criteria which clearly states when a test can be con-
sidered approved.

ˆ Design a test case which sets up the initial condition of the tested function, the
database for the test and the inputs, as well as stating the expected outcome,
outputs and �nal system state.

ˆ Build a test case which is done by assembling the data and tools needed to
perform the test.

ˆ Execute the test according to the test design and collecting and documenting
the results

ˆ Verify test results to ensure that they are as expected, or if not, then analyze
why.

ˆ Verify test coverage to track the total coverage of a test or set of tests against
the full set of requirements.

ˆ Manage and track defects to ensure that they are handled correctly. This also
involves keeping track of the trends in defects.

ˆ Manage the test library, i.e. keeping track of which test has been performed
and on which software parts and versions as well as if the test has passed or
failed. This is often done by a test manager.
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2.4.2 Fault injection test

Fault injection testing at the system level aims at producing a fault in real time and
verifying that the outcome is as expected. This can be done either internally in the
software by changing values or externally, using hardware that is adapted for the
speci�c system, by setting an interface signal [29]. One way of introducing faults by
hardware interfaces without the need for a full system is using HIL, which is further
described in Section 3.2.1. Fault injection is an important part when testing safety
functions as such functions need to operate correctly but are not expected to be
needed during normal operations.

2.4.3 Back-to-back test

Software testing performed in a simulated environment should correspond to the
physical environment as closely as possible. To ensure that it does it is important
to verify the simulated tests to the physical. To verify that simulation results are
correct, the response of a simulation test can be compared with the response within
the physical environments to detect any di�erence [29]. The outcome of a test should
result in an equal outcome if the same input is given. However testing of this nature
may not be applicable in all cases. If testing in a physical environment could have
varying outcome then it will not be comparable to a simulation which produces
equal results if repeated. Due to the nature of the tests performed in this thesis,
back-to-back testing will not be utilized.

2.4.4 Stress test

A stress test can be performed to verify the correct behaviour of the system when it
is exposed to high operational loads. This can be applied on the current, voltage and
temperature of the battery and can be used as an alternative method to the fault
injection test to verify that safety limit functions operates correctly. By operating
the system beyond its limits and analyzing the system at the speci�ed workloads, it
is possible to evaluate if the safety is adequate [32].

2.5 Test strategies

The methods described in Section 2.4 can be used to di�erent extent in the testing
stage of development. Various veri�cation methods can be used depending on the
level of detail that is needed. The selection of veri�cation methods used can be
summarized as a test strategy. Some of these test strategies will be explained in the
following sections.

2.5.1 Smoke testing

According to the de�nition by the international software testing and quali�cations
board (ISTQB) [32], a smoke test is a selection of tests that are performed for the
system in order to establish that the main functionality works. These tests should
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be broad and preferably simple, to test many of the functions quickly and should
not be considering details. Smoke testing can be used to decide if further testing is
viable or if there are major issues that needs to be addressed �rst. An example of a
test that could be part of the smoke testing for functional safety of the BMS is if the
contactors are closed and opened when requested. A smoke test can be performed
at any stage of testing but is mainly performed once changes has been made to the
system that could a�ect the functionality.

2.5.2 Regression testing

Regression testing is performed on the system if a software is updated, bug-�xed or
if hardware is replaced. It could also be performed if the environment of the system
is changed. The purpose of regression testing is, according to the ISTQB de�nition
[32], to make sure that no unwanted changes or defects has been introduced due to
resent changes. This mainly applies to the parts of the system that has not been
subject to changes.

Since regression testing should be performed following changes in the system it
may be part of many di�erent stages in the development testing. The number of
tests that are part of the regression testing may vary depending on if the full set of
tests are required to be performed again or just a subset. It might be the case that
a certain selection of tests needs to be prioritized in order to solve a persistent issue
[33].

2.5.3 Acceptance test

Acceptance testing is part of the �nal stages before a product is released. According
to ISTQBs de�nition [32], it is performed in order for the customer to determine
if the system is acceptable. This is done by formal testing based on the customers
needs, requirements and business process and should meet pre-de�ned acceptance
criteria. Acceptance testing is performed once unit, integration and system testing
has been performed, as illustrated by Figure 2.9. The delivery can be to customers
outside of the company or to other divisions within the company.

Figure 2.9: Concept of acceptance testing [34].
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Development of testing procedure

To develop a test procedure in accordance with the relevant standard, ISO 26262,
certain steps must be followed to ensure that the requirements are ful�lled. When
safety-related functional tests are to be designed the hazards and risks must be con-
sidered, which are the foundation for the safety goals of the E/E system. In the
following chapter the development of the functional and technical safety require-
ments will be explained and how they are implemented and tested. It is of high
importance that the speci�cations are followed to guarantee safe operation of the
vehicle. The speci�cations should be clear so that they are interpreted correctly. The
set requirements will be veri�ed in the simulation environment but not back-to-back
tested in the physical environment due to the nature of the tests being destructive
and hard to replicate outside of simulations.

3.1 Validation of concept phase

Initially the HARA as well as the safety goals will be reviewed to examine how the
FSRs and TSRs are determined. The scope of the thesis work will be in�uenced
depending on which hazards and risks that are taken into consideration in the ana-
lysis. The intention is to guarantee that safe operation of the battery is ensured
during its whole lifetime, as its characteristics changes over time. Depending on
the outcome of the results the hazards and risks will be discussed if further safety
precautions can be taken.

3.2 Case set-up

The set-up of hardware units and software model will be presented in this section to
study the functions of the BMS software when implemented in the BMS hardware.
The set-up should have a layout and function so that it complies with [29] and [35]
in order to be used for safety test veri�cation and validation.
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3.2.1 Hardware-in-the-loop

To verify that the control unit works properly it can be tested in a safe and simulated
environment to detect and isolate faults before integrating a new software in the
vehicles. The HIL set-up used for veri�cation of the BMS in this project is dSPACE
SCALEXIO [36]. It is a modular, real-time system that can emulate all the signals
and measurements from the rest of the electronic control units (ECUs) in the vehicle,
in a closed loop simulation, to represent a real car. An example of the ECU network
of a BEV is shown in Figure 3.1 where the BMS is communicating with the engine
control module (ECM) and inverter control module (ICM) through the controller
area network (CAN) bus.

Figure 3.1: Communication connections between control units in the vehicle.

Since it is the BMS that is of interest, the other ECUs and their respective software
as well as the communication are emulated in a simulation. All physical compon-
ents and signals are represented in a so called environment model, which is the
environment that the BMS will be implemented in. The environment model is then
simulated in the HIL processor which communicates with the test object through
input and output (I/O) boards. The processor can also communicate with an ex-
ternal PC on which parameters of the model can be changed and values can be read.
The HIL set-up provides an interface between the host PC which manages the test
and the object under testing. In some cases the external PC might need to have
a separate communication with the test object outside of the HIL. This is because
there are internal signals in the test object that are not communicated to the I/O
boards. A representation of the HIL with relevant connections is shown in Figure
3.2.
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Figure 3.2: Visualization of HIL set-up.

To avoid high voltages and currents in the simulation environment, which are meas-
ured in the vehicle in reality, scaling factors are used. When performing tests on
the BMS it requires real-time signals. Because of this limitation the test sequences
can become time-consuming if many requirement tests should be executed. Since
requirement based testing, both functional and non-functional, make up large parts
of the tests performed on an ECU, it is preferable to automate these types of tests
[37].

3.2.2 ControlDesk

ControlDesk is an experiment setup software from dSPACE which allows for easy
ECU measurement, calibration and diagnostics as well as instrumentation layouts
[38]. It is bene�cial since it allows for easy use of simulation tools, such as HIL
modules, as well as vehicle communications networks, such as CAN. It essentially
allows for tasks that would normally require several tools to be operated by one
single software. The instrumentation layout is based on a modular graphical user
interface (GUI) which allows for custom layouts which are adapted to the type of
testing that is performed.

3.2.3 AutomationDesk

AutomationDesk is a tool to automate test scenarios in the HIL environment for
ECUs. The software is certi�ed by TÜV SÜD, which con�rms that it is suitable for
testing safety related systems in the automotive industry, according to ISO 26262
and IEC 61508 [39]. The automation tool combines a GUI, for easy implementation
and traceability of test scripts, and python based test development. If a speci�c al-
gorithm is needed, which is not already implemented in the AutomationDesk library,
python scripts can be written to add user-speci�c extensions. Test scripts can later
on be reused if stored in a custom library to increase the time e�ciency, resulting
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in a development process that will speed up with time. A useful feature that can
be used to evaluate the tests result is the automatic report generator. After the
test script has been executed a document will automatically be generated with the
speci�ed content of the test results that is of interest.

3.2.4 Measurement software

Two types of software applications (hereafter referred to as just applications) with
associated hardware are used in order to record and store measurement data, as
well as write information to the BMS. One application records the signals that are
communicated on the CAN-bus, thus it can record all data that is communicated
between the BMS and other ECUs. Since all ECUs except the BMS are simulated
in the HIL, using the environment model, the signals they communicate on the
CAN-bus can be controlled by the user. Such signals can be the power requested
by various systems, such as the inverters, air condition or temperature management
systems.

The second application can only communicate with the BMS using the internal
signals of the controller. The application therefore has access to internal software
parameters of the BMS, which can then be changed by the user in real time. The
software also has access to all logical cell voltages that are measured by the BMS
while only the minimum and maximum cell voltages, as well as the pack voltage are
communicated by the BMS on the CAN-bus.

The second software also has twice the sampling frequency which means higher
accuracy for fast changing events. This is because the BMS measures a signal and
then converts it before communicating it to the CAN-bus, due to this conversion
the sampling rate is slower for the CAN-bus.

3.3 Base veri�cation

A base veri�cation is performed in order to establish that the model works as inten-
ded in regards to the theory mentioned in Section 2.2.1. Simpler tests are performed
with di�erent alterations, one at a time, in order to ensure that each change in the
parameters results in the predicted outcome.

The �rst part of the base veri�cation is to observe the voltage response of the
battery cells when a constant current step is applied. The parameters in the battery
model will be changed to simulate a highly degraded battery cell or pack, to study
how it will a�ect the voltage response of the battery. This will be compared with
simulations using the original parameters in the battery model. The tests performed
on the original parameters will be presented as a new cell, meaning a test cell which
has not been tampered with.

22



3. Development of testing procedure

As the tests will be performed for degraded cells with impedance that has changed
during the usage of the battery, the impedance parameters of the model needs to
be changed. This is done by multiplying the values in the existing look-up tables
of the test cell with scaling factors. The changes can however be implemented on
all cells using a global variable or on individual cells using a matrix. If the entire
pack is scaled to the parameters of a degraded cell this will be referred to as an aged
pack. When only one cell is scaled this will be referred to as a highly degraded cell.
The scaling factors have been summarized from Figures 5, 7, 8, 12 and 13 in [11]
and can be seen in Table 3.1. The degraded cell that was used to establish these
scaling factors has been cycled for 1900 cycles at temperatures of -10 to 40� C and
in addition to that stored for 18 months at various temperatures between 25 and 50
� C. This implies that the cell has been used close to how a BEV battery is expected
to be used. It is however not a cell that has been in a car but instead the ageing is
done experimentally, causing accelerated ageing, which should be considered when
looking at the results.

Table 3.1: Scaling factors for the highly degraded cell.

Temperature [� C] R0 R1 C1 �
20 2.5 8.6 5.8 50
0 3.3 4.3 11.6 50

-10 3.9 4.2 11.8 50

As the time constant changes with large variance for di�erent temperatures as well
as between new and degraded cells it was assumed that it increased 50 times for all
temperatures. R1 is calculated usingC1 and the assumed time constant scaling of
50 from [11]. The SOC dependency has a low impact on the scaling factor according
to the data and is therefore not considered.

The voltage response should follow (2.3), which can be veri�ed by looking at the
initial voltage drop and the dynamic voltage response. The current should be ap-
plied for a speci�ed time and afterwards set to zero. The voltage response once the
current is zero can be seen as the relaxation time. The initial conditions for the
voltage response test is a SOC of 50% and a temperature of 20� C, if nothing else
is mentioned. The current is either a charge or discharge current of 100 A which
is applied for 100 s. The cell is then monitored for another 100 s to observe the
voltage response which represents the relaxation of the battery. An illustration of
the applied current steps can be seen in Figure 3.3 where a positive current is a
discharge current.
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(a) Discharge pulse. (b) Charge pulse.

Figure 3.3: Example of the current steps that are applied for the base veri�cation
tests.

3.3.1 Change of internal series resistance

Once the voltage response has been observed for the original parameters of the
model, one or more parameters are changed to see that the model is performing
as expected. The �rst one subjected to change is the series resistanceR0. As the
initial temperature for the test is 20 � C the scaling factor is chosen as 2.5 according
to Table 3.1. The resistance of each cell is multiplied by this factor and the voltage
response is recorded and plotted for comparison with the results of a new cell.

3.3.2 Change of parameters in RC-link

When testing the behaviour of the RC-link both the resistanceR1 and capacitance
C1, which are connected in parallel are changed simultaneously, while the series
resistance is scaled to its original value. The reason for this is that the capacit-
ance should mainly in�uence the time constant and the resistance should in�uence
both the time constant and the �nal voltage drop across the cell, which gives the
impedance its dynamic appearance. Like for the change of internal resistance the
parametersR1 and C1 are chosen for 20� C from Table 3.1.

3.3.3 Simulation of aged battery cells

Once the internal series resistance and RC-link has been simulated as aged separately
the two tests are combined to simulate an aged battery pack, meaning that both the
internal series resistance and RC-link are scaled as they were in Sections 3.3.1 and
3.3.2. This test is performed only for the discharging pulse, with the same initial
conditions as previously at 20� C and 50% SOC. As the temperature has a great
impact on the internal impedance of the battery, the test is also performed when
the battery temperature is set to -10� C to see that it a�ects the voltage response
as expected.
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3.3.4 Simulation of one highly degraded battery cell

The next part of the base veri�cation is to see how the voltage of a logical cell reacts
when one of the cells connected in parallel is simulated as degraded. This represents
a worst case scenario where one cell has some form of defect from the manufacturer,
causing it to degrade inconsistently with the other cells in the pack as mentioned in
[20]. The response will be studied only for the complete logical cell as a voltage can
only be measured across the complete parallel connection.

3.3.5 Overriding the cell voltage

To test the safety functions, the simplest method is to override a signal from the
environment model with a value outside the range which is considered as safe, then
wait for the BMS to act. This can be done for voltages, currents and temperatures
individually or in combinations to test the safety functions at di�erent operating
conditions. Signals for voltage and current are overridden in these tests to verify
that safety functions are operating correctly. The results of these tests will only be
presented for overridden voltage in the base veri�cation and if they deviate from the
results of other tests in the functional safety veri�cation.

3.4 Functional safety veri�cation

In order to verify the functional safety of the system, tests will be performed to
provide results that can be used to evaluate if the functionality is working. An
approved test provides evidence that a TSR is ful�lled and ensures safe operation
of the product. Di�erent tests will be veri�ed which are related to over- and under-
voltages, as well as overcurrents in the battery. There are safety mechanisms which
will prevent these from occurring, but as the functionality of the most critical events
must be con�rmed as well, these tests will be performed without taking all safety
mechanisms into consideration. In rare occasions some safety mechanisms might not
work properly and in that case the system should still be able to reach a safe state.

Safety mechanisms that should act before the safety limits are reached are the power
limits. These should restrict the amount of power that can be requested from or
injected into the battery. These changes dynamically based on the current through
the battery and the voltage across it. However for the tests in these cases it is as-
sumed that these power limits have stopped working or is miscalculating the limits,
allowing the battery to violate the safety limits.

There are also limits as the battery enters the the restricted operation, de�ned
in Figure 2.6b. These limits should be reached before the critical limits and if these
limits are exceeded then the discharge power is limited to 15% of maximum speci�ed
power or the charging is disrupted in an attempt to get the battery back into a safe
state. If the battery operates in the restricted mode for a speci�ed duration then
the contactors should open within required time, even though the critical limits has
not been reached. For the tests performed in this thesis the limits for the restricted
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mode is not yet implemented in the software and can therefore not be part of the
tests. This also implies that the tests will focus on the functionality of the BMS for
the most critical limits.

As these tests are performed to simulate cases where the voltage and current limits
are exceeded, an important part of the analysis is to verify that appropriate actions
are taken within the FTTI. If the BMS does not take action then the reason for this
will be investigated and possible causes will be presented.

3.4.1 Cell voltage monitoring

If the voltage of the battery cell is outside the operational window, safety precautions
must be taken to prevent a thermal or gassing event, but also to prevent degradation
of the battery. The worst case scenario is if the battery catches �re, which can take
place if a thermal runaway occurs in a battery cell.

When the battery is close to fully charged and a high charging current is applied to
the battery there is a risk for an overvoltage. This also applies when the battery is
close to fully discharged but the other way around, then an undervoltage can occur
if a high discharge current is drawn from the battery. Since the voltage changes
with time, as described in Section 2.2.1 it is dependant on the resistance of the cell
which in turn changes with the SOC of the battery.

Figure 3.4: Resistance in correlation with SOC and temperature.

As seen in Figure 3.4 the resistance is higher at lower SOCs and it increases with
lower temperature. The risk of a critical undervoltage is more likely to occur com-
pared to a critical overvoltage, as the voltage drop becomes higher if the same power
is requested at a low SOC compared to injected at high SOC. Therefore the testing
performed for the lower voltage limits is of most interest, to see how the system
reacts to abusive conditions.
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3.4.1.1 Battery at low state of charge

A test is performed to simulate a battery pack which is expected to deliver moderate
current/power at a low SOC. The SOC is manually set to 5% and the temperature
is initially set to 20 � C. A constant power of 15% of maximum speci�ed power is
then requested. The expected outcome is that the current will increase with time as
the voltage will follow the OCV curve and decrease with time. The constant power
of 15% is chosen as it is the maximum allowed power once the voltage has entered
the restricted operation mode described by Figure 2.6 in Section 2.2. The test will
continue until the BMS opens the contactors which should be done after a speci�ed
time once the voltage reaches the critical undervoltage limit. The test will be carried
out for three di�erent temperatures; the initial 20 � C, 0 � C and -10 � C. The test is
�rst performed for a new pack to get a reference, followed by a test performed on
an aged pack. The impedance of the aged pack will be altered according to Table
3.1.

3.4.1.2 Battery at high state of charge

A test will be performed similar to the low state of charge test but for a high
state of charge, where instead of requesting a constant power from the battery a
constant power is fed to the battery. In this test it is expected that the voltage keeps
increasing with time while the current decreases. The chosen power that is fed to the
battery is 33% of maximum speci�ed power, as this is the highest charging power
from regenerative breaking. The test continues until the BMS opens the contactors
which should be done after a speci�ed time once the voltage reaches the critical
overvoltage limit. The test will be carried out for three di�erent temperatures; the
initial 20 � C, 0 � C and -10 � C. The test is �rst performed for a new pack to get a
reference, followed by a test performed on an aged pack. The impedance of the aged
pack will be altered according to Table 3.1.

3.4.1.3 One highly degraded logical cell

In order to see how the system reacts if one logical cell is highly degraded, the
impedance in a logical cell is changed according to the scaling factors in Table 3.1.
An increased resistance over a logical cell should in theory lead to a higher risk of
an under- or overvoltage or overtemperature, if the current amplitude is su�ciently
high. The test is performed to study if the system opens the contactors when the
degraded logical cell reaches a safety critical limit. Another part that is to be taken
into consideration is how the non-degraded cells are performing once the degraded
cell reaches a limit and if they are utilized poorly and to what extent.
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3.4.2 Current monitoring

If the internal resistance of a battery cell is high, the losses when a high current
is going through the cells will result in high power losses. The power losses will
lead to an increase in temperature which is dangerous in terms of thermal stability.
To prevent the cells from heating up to dangerous levels the current is limited if it
reaches above a certain limit. If this limitation does not manage to decrease the
current then it is cut of after a prede�ned time.

3.4.2.1 High power request

In order to monitor the e�ects that ageing of a cell will have on the current response,
a test is performed where a constant power is requested from the battery. The initial
SOC is set to 80% and the initial temperature set to 20� C. The requested power
is 100% of maximum speci�ed power. As in the test for low SOC the current is
expected to increase gradually as the voltage decreases. The test will then continue
until the current has reached the limits set by the operational window, as described
by Figure 2.6b, or until the lower voltage limit is reached. Once the current or
voltage reaches the limit the BMS should open the contactors within a speci�ed
time. The test will be carried out for three di�erent temperatures; the initial 20
� C, 0 � C and -10 � C. The test is �rst performed for a new pack to get a reference,
followed by a test performed on an aged pack. The impedance of the aged pack will
be altered according to Table 3.1.
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3.5 Automation of test

The tests that have been performed for the di�erent voltage and current limits are
used to select one requirement that shows promising results which is to be auto-
mated. The objective of automating the test is to show a method for how this can
be performed and that the result is equal or su�ciently close to that of the manually
performed test. As the di�erent test cases are similar, the test script will only need
minor changes in order to be performed for the other tests in this thesis.

The test is implemented as a sequential function chart (SFC). A sequence con-
trolled test is used as it is robust if a signal fails and easier to use to handle signal
errors. It also gives a clear overview of how the test is performed, which will simplify
further modi�cations. The testing tool is AutomationDesk and the GUI is used to
construct the SFCs.

3.5.1 Development of tests

The development process starts with building a sequence which tests the lower
voltage limit by setting a constant power request, like the manually performed tests
in Section 3.4.1.1. The test should close the contactors, set the initial SOC and
then request a constant power. The sequence should then detect the undervoltage,
however a time limit is implemented so that the sequence does not get stuck if an
undervoltage does not occur. After the voltage limit is reached, or the timer runs
out, the program should check if the contactors open within the speci�ed FTTI.
Once the FTTI check is done the program restores the power request and requests
the contactors to open, as a safety precaution if it is not performed during the low
voltage test. Finally the test restores the faults and evaluates the test, which means
that it creates a report where steps that have passed or failed are displayed and the
stored signals are presented in graphs.

Section 3.4.1.1 describes how a low voltage test is performed for both new and
aged cells for three di�erent temperatures. This involves all steps of the automated
test mentioned above, from the closing of the contactors to the clearing of the faults.
This sequence can therefore be summarized as a low voltage test. The bene�t of
the automated test is that such a sequence can be performed for both new and aged
cells at many di�erent temperatures without any input from the user. An example
of how the low voltage test is constructed and implemented in a loop that changes
the temperature can be seen in Figure 3.5.
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Figure 3.5: To the left: an example of a low voltage test with constant power
requested from the battery. To the right: an implementation of the low voltage
test for both new and aged cells at di�erent temperatures.
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In Figure 3.5 there are blocks that are called "Reset dynamic voltage", these are
needed in order to cancel out the relaxation e�ect of the dynamic voltage drop in
the model. It basically reduces the time constant so that the discharge in the RC-
link is done immediately. This means that when a SOC of 5% is set, it results in
the same voltage every time, which gives equal initial starting points for all tests.

3.6 Validation

After the tests have been performed they will be veri�ed against the requirements
to establish if they are ful�lled. Once the veri�cation has been performed the results
will be used to support the validation of the requirements towards the safety goals.
The validation will establish if the requirements are su�cient to reach the safety
goals or if further requirement speci�cation and testing is needed.

3.6.1 Functional safety validation

The TSRs will be validated and the test methods that are used will be determined
if adequate to prove that the set requirements, which are based on the safety goals,
are ful�lled. In order to ful�ll a FSR, all technical requirements that are dependent
on that requirement must be approved. However, as not all tests of a FSR will be
performed they can not be con�rmed as ful�lled.

The validation will be based on examination of di�erent type of tests replicating
faults to provide evidence for a speci�ed safety-related function. Depending on the
outcome of the tests, the safety requirements can be evaluated if su�cient level of
integrity has been achieved [27]. If any safety concern is identi�ed, the failure shall
be prevented if necessary, in order to comply with the safety goals.

When new types of tests are made the safety goals will be considered as well as
variance in operation, which is recommended in ISO 26262-4:2018 8.4.1.3. By in-
cluding tests on aged battery cells the E/E system can ensure safe operation of
the product throughout its lifetime. Some hazards have a higher risk of appearing
when the battery cells are aged and therefore it is of interest to make sure that the
safety-related functions are working properly in this operational use case. In ISO
26262-3:2018 7.1 the objectives of the functional safety concept is written, which
states that the degraded functional behaviour should be speci�ed in accordance
with its safety goal.

3.6.1.1 Operational use cases

In ISO 26262-4:2018 8.4.1.3 it is recommended that the safety goals shall be valid-
ated taking into consideration di�erent operational use cases, as it might impact the
behaviour of the system. By performing the tests for the BMS when the battery has
aged and is close to or has reached its EOL, it is ensured that the systems safety
is validated throughout its lifetime. In this thesis an aged battery packs character-
istics will be used when performing the tests, to verify that the TSRs are suitable
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to achieve functional safety. The parameters used are stated in Table 3.1 in Section
3.3. Performing a stress test under high operational loads will give rise to a di�erent
behaviour of the battery, this will show how robust the system is and if the correct
operation is still su�cient regarding the safety.

The tests performed also di�er since they are more similar to how an unsafe voltage
or current might be achieved. Limits has previously been tested by overriding signals
from the environment model with a value that violates the limits after which the
actions of the BMS has been recorded to ensure that these are correct, as described
in Section 3.3.5. In the test performed during this thesis the voltage and current
response over time is considered in order to investigate how the battery may respond
during the time span between fault detection and action.

3.6.1.2 Battery usage limits

The validation of the TSRs will focus on the usage limits for the voltage and current
in the battery. Through di�erent test cases, where the power is set to be constant
at di�erent levels depending on the test, the voltage and current will be analyzed if
they reach unsafe limits within the time that the contactors should open. When a
fault is detected there is a time interval that is de�ned in which the system should
react. This is the FTTI and de�nes the time in which actions needs to be performed
in order to reach a safe state once a fault occurs. An example of the FTTI and the
events it may contain can be seen in Figure 3.6.

Figure 3.6: Detailed FTTI for disconnection of contactors when a fault is detected.

The fault must be consistent during the time between the detection of the fault and
signaling for disconnection in order to request the contactors to open. The FTTI is
also used to follow the time of the degradation limits to prevent a hazardous event.
The time between fault detection and setting the disconnection signal is typically in
seconds while the other time intervals are in milliseconds in Figure 3.6, but due to
better visualization the �gure is not properly scaled.
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3.6.2 Tests in relation to safety goals

When a test has been performed, it should be analyzed to ensure that it covers
the TSR from which the test is constructed. Once this is done there should be a
validation to make sure that the TSR is in line with the safety goal and that it
covers the parts of the safety goals that it is intended to. The results from the test
should be used to support the validation of the TSR. Should a test pass in regards
to the TSR but a potential safety risk is identi�ed, then a discussion will establish if
the risk violates the safety goals and the requirement should be altered. If it cannot
be established if the requirement should be altered and further testing is needed,
then new tests will be suggested.
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Analysis

In this chapter an analysis will be performed of how an aged battery pack and a
highly degraded logical battery cell impacts the voltage and current of the battery.
As the increased impedance of the battery leads to increased voltage drops, it may
result in insecure operation. Temperature increase in a battery cell can be enhanced
if the battery is aged as well as it becomes more sensitive to overcharge and over-
discharge. Besides from ageing, 1 out of 5-10 million cylindrical cells for the most
experienced manufacturers has a defect which results in a safety incident [40]. This
means that 1 out of approximately 1000 vehicles may have a defect battery cell [41].
This calculation example is related to 18650 cylindrical cells and a Tesla model S
85 kWh. For pouch cells used in this work, the failure rate may be lower or higher
but it gives some perspective of the failure rate. The likelihood that battery cells
have degraded functionality is most likely higher compared to a defect cell which
can result in a safety incident.

The tests performed on the battery during the development stage should guarantee
safe operation during its whole lifetime, in the greatest extent possible. The func-
tional safety will be evaluated for which amount of time the voltage is allowed to
stay under or over the critical voltage limit of the battery, to prevent unnecessary
risks. The limits are presented as dotted lines in the �gures. It should be mentioned
that the software tested is not intended for production and not yet calibrated cor-
rectly. Therefore parameters in the software may di�er from the �nal software.

As there are many safety functions in the BMS that will prevent the battery from
operating outside its voltage and current window, these functions are not considered
in order to evaluate the most critical safety functions. These functions must be veri-
�ed as they are crucial if a software malfunction occurs. If safety functions which
limits the power do not work correctly it is important that other safety functions in
the system still works.

The voltage measurements shown in this chapter comes from the internal signals
of the BMS, these values has better accuracy compared to the voltage signal on the
CAN-bus. The mean value for 24 logical cell voltages is used to present the logical
cell voltage. When a highly degraded logical battery cell is analyzed one of the cell
voltage measurements di�ers from the rest, this voltage is also considered in the
mean voltage. Voltages in the text are mentioned in percentage of nominal voltage,
while �gures are labeled with per unit (p.u.). The measured current is taken from
the CAN-bus.
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4.1 Base veri�cation

To verify that the model responds according to what is predicted of the battery
model, a base veri�cation is performed to see how the voltage responds to a current
step when the parameters of the battery cell model are changed. The expected re-
sponse should follow (2.3) in Section 2.2.1 but for a single RC-link, as this is how
the battery is modeled in the HIL set-up.

A charge and discharge current pulse of 100 A is applied for 100 s to analyze the
voltage response of the battery cells. Due to the high current the results will be
in�uenced by the change of SOC, but as the batteries capacity is large this will not
be considered.

4.1.1 Change of internal series resistance

The �rst parameters that is changed is the series resistanceR0 which, in the model,
represents the initial voltage drop when current is applied. In Figure 4.1 the voltage
drop can be seen for a new and aged cell, only considering the internal series resist-
ance to be aged, when a charge and discharge current pulse of 100A is applied.

(a) Discharge current pulse. (b) Charge current pulse.

Figure 4.1: The measured voltage drop over a new and aged battery cell for a
constant current pulse of 100 A.

In this case the internal series resistance is increased with a factor of 2.5 to simu-
late an aged battery pack, which results in an increased initial voltage drop. The
simulation was performed at a temperature of 20� C, depending on the temperature
of the battery cells the internal resistance of the LIB will vary. This will also result
in a change of the voltage drop over the battery cell. When the series resistance is
changed the initial voltage drop will do the same. The time dependant change in
voltage during the current pulse depends on the RC-link which builds up a higher
voltage drop over its impedance over time. This looks the same for both plots, which
is as expected. When the current pulse is turned of the voltage will return to its
relaxed state where the new and aged cell remains at the same voltage.

35




	Introduction
	Problem background
	Previous work
	Purpose
	Scope
	Ethical and sustainable aspects

	Theory
	Li-ion battery
	Variance in Li-ion battery impedance
	Degradation of Li-ion battery cells

	Battery management system
	Battery cell model
	Operational window
	Thermal runaway
	Discharge of the battery

	ISO 26262 series of standards
	Concept phases
	Functional and technical safety requirements

	Verification methods
	Requirement based tests
	Fault injection test
	Back-to-back test
	Stress test

	Test strategies
	Smoke testing
	Regression testing
	Acceptance test


	Development of testing procedure
	Validation of concept phase
	Case set-up
	Hardware-in-the-loop
	ControlDesk
	AutomationDesk
	Measurement software

	Base verification
	Change of internal series resistance
	Change of parameters in RC-link
	Simulation of aged battery cells
	Simulation of one highly degraded battery cell
	Overriding the cell voltage

	Functional safety verification
	Cell voltage monitoring
	Battery at low state of charge
	Battery at high state of charge
	One highly degraded logical cell

	Current monitoring
	High power request


	Automation of test
	Development of tests

	Validation
	Functional safety validation
	Operational use cases
	Battery usage limits

	Tests in relation to safety goals


	Analysis
	Base verification
	Change of internal series resistance
	Change of parameters in RC-link
	Simulation of aged battery cells
	Simulation of one highly degraded battery cell
	Overriding the cell voltage

	Functional safety verification
	Cell voltage monitoring
	Battery at low state of charge
	Battery at high state of charge
	One highly degraded logical cell

	Current monitoring
	High power request


	Automation of test

	Validation
	Functional and technical safety validation
	Test case

	Tests in relation to safety goals
	Safety solution
	Variance in operation
	Stress test
	Adaptive parameters in correlation with ageing
	Voltage difference between battery cells


	Conclusion
	Future work

	Bibliography
	Appendices
	Hazard and risk analysis flow chart

